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BLOCKCHAIN-BASED CONTENT MANAGEMENT SYSTEM, METHOD,
APPARATUS, AND ELECTRONIC DEVICE

CROSS REFERENCE TO RELATED APPLICATION

[0001] The present application is based on and claims priority to Chinese Patent
Application No. 201811565664.7, filed on December 20, 2018, which is incorporated herein
by reference in its entirety.

TECHNICAL FIELD

[0002] One or more embodiments of this specification relate to the field of blockchain
technologies, particularly to a blockchain-based content management system, method, and
apparatus, and an electronic device.

BACKGROUND

[0003] Based on features of a chained data structure and distributed data storage of a
blockchain, data on the blockchain cannot be modified or deleted. Therefore, it can
effectively prevent a user from performing malicious behaviors, such as tampering or
deletion, on the data on the blockchain. Moreover, through a blockchain ledger maintained by
blockchain nodes, the data on the blockchain can be accessed at any time.

SUMMARY

[0004] Accordingly, one or more embodiments of this specification provide a
blockchain-based content management system, method, and apparatus, and an electronic
device.

[0005] According to a first aspect of one or more embodiments of this specification, a
blockchain-based content management system is provided, including: a blockchain node,
configured to determine whether content for storage includes predetermined content, in
response to determining that the content does not include the predetermined content, submit
the content to a blockchain for the blockchain to record the content, and in response to
determining that the content includes the predetermined content, submit a hash value of the
content to the blockchain for the blockchain to record the hash value.

[0006] According to a second aspect of one or more embodiments of this specification, a
blockchain-based content management method is provided. The method is implementable by
a blockchain node, and includes: determining whether content for storage includes
predetermined content; in response to determining that the content does not include the
predetermined content, submitting the content to a blockchain for the blockchain to record the

content; and in response to determining that the content includes the predetermined content,
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submitting a hash value of the content to the blockchain for the blockchain to record the hash
value.

[0007] According to a third aspect of one or more embodiments of this specification, a
blockchain-based content management method is provided. The method is implementable by
a blockchain node, and includes: generating a corresponding hash value for content submitted
by a client; submitting the hash value to a blockchain, so that the hash value is recorded into a
blockchain ledger; and storing the content into a centralized storage space.

[0008] The specification further provides a blockchain-based content management
apparatus. The apparatus is implementable by a blockchain node, and includes: a generating
unit, configured to generate a corresponding hash value for content submitted by a client; a
submission unit, configured to submit the hash value to a blockchain, so that the hash value is
recorded into a blockchain ledger; and a storage unit, configured to store the content into a
centralized storage space.

[0009] The specification further provides another blockchain-based content management
apparatus. The apparatus is implementable by a blockchain node, and includes: an obtaining
unit, configured to obtain content submitted by a client; a first submission unit, configured to
submit the content to a blockchain when the content does not include the predetermined
content, so that the content is recorded into a blockchain ledger; and a second submission unit,
configured to submit a hash value of the content to the blockchain when the content belongs
to predetermined content.

[0010] The specification further provides a blockchain-based content management
electronic device, including: a processor; and a memory, configured to store processor
executable instructions; where the processor runs the executable instructions to implement
the method according to the second aspect.

[0011] The specification further provides another blockchain-based content management
electronic device, including: a processor; and a memory, configured to store processor
executable instructions; where the processor runs the executable instructions to implement
the method according to the third aspect.

[0012] The specification further provides a blockchain-based content management method,
implementable by a blockchain node. The method may include determining whether content
for storage includes predetermined content, in response to determining that the content does
not include the predetermined content, submitting the content to a blockchain for the

blockchain to record the content, and in response to determining that the content includes the
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predetermined content, submitting a hash value of the content to the blockchain for the
blockchain to record the hash value and submitting the content to a centralized server.
BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG. 1 is a flowchart of a blockchain-based content management method according
to some embodiments;

[0014] FIG. 2 is a flowchart of another blockchain-based content management method
according to some embodiments;

[0015] FIG. 3 is a schematic diagram of a blockchain-based content management system
according to some embodiments;

[0016] FIG. 4 is a schematic diagram of a blockchain-based content management method
according to some embodiments;

[0017] FIG. 5 is a schematic structural diagram of a blockchain-based content management
device according to some embodiments;

[0018] FIG. 6 is a block diagram of a blockchain-based content management apparatus
according to some embodiments;

[0019] FIG. 7 is a schematic structural diagram of another blockchain-based content
management device according to some embodiments; and

[0020] FIG. 8 is a block diagram of another blockchain-based content management
apparatus according to some embodiments.

DETAILED DESCRIPTION OF THE INVENTION

[0021] Embodiments will be described in detail, with examples shown in the
accompanying drawings. When the description below involves the accompanying drawings,
unless otherwise indicated, the same numeral in different accompanying drawings stands for
the same element or similar elements. The implementation manners described in the
following embodiments do not represent all the implementation manners consistent with the
specification. Rather, they are examples of the apparatuses and methods described in detail in
the attached claims and consistent with some aspects of one or more embodiments of the
specification.

[0022] In some embodiments, steps of corresponding methods are not necessarily
performed according to the sequence shown and described in this specification. In some other
embodiments, the methods may include more or fewer steps than those described in this
specification. In addition, a single step described in this specification may be split into a

plurality of steps in other embodiments. A plurality of steps described in this specification
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may be combined into a single step in other embodiments.

[0023] In the specification, “predetermined,” “preset” and “predefined” are used
interchangeably.

[0024] FIG. 1 is a flowchart of a blockchain-based content management method according
to some embodiments. As shown in FIG. 1, the method is applied to a blockchain node, and
may include the following steps:

[0025] Step 102: Generate a corresponding hash value for content submitted by a client.
[0026] In some embodiments, the blockchain node may receive content submitted by a
client and release a hash value corresponding to the content to a blockchain by submitting a
blockchain transaction to the blockchain, so that the hash value is recorded into a blockchain
ledger.

[0027] The transaction described in this specification refers to a piece of data that is
created by a user through a client and that needs to be finally released to a distributed
database of a blockchain. Transactions in the blockchain are classified into transactions in a
narrow sense and transactions in a broad sense. A transaction in a narrow sense refers to a
value transfer released by a user to the blockchain. For example, in a conventional Bitcoin
blockchain network, a transaction may be a transfer initiated by a user in the blockchain. A
transaction in a broad sense refers to business data released by a user to the blockchain. For
example, an operator may establish a consortium blockchain based on an actual business
requirement, and deploy some online services of other types irrelevant to value transfer (for
example, a house renting service, a vehicle scheduling service, an insurance claim settlement
service, a credit service, and a medical service) relying on the consortium blockchain. In such
a consortium blockchain, a transaction may be a service message or a service request with a
service intention released by a user in the consortium blockchain.

[0028] Step 104: Submit the hash value to a blockchain, so that the hash value is recorded
into a blockchain ledger.

[0029] Step 106: Store the content in a centralized storage space.

[0030] In some embodiments, the hash value corresponding to the content is submitted to
the blockchain, and the content is stored into a centralized storage space, for example, in a
centralized recordkeeping server. In other words, only the hash value is recorded into the
blockchain ledger after being released to the blockchain, while the content is not released to
the blockchain. Therefore, the content can be kept privately to prevent leakage and, according

to a unique mapping relationship between the hash value and the content, the corresponding
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content can be retrieved and traced in the centralized storage space based on the hash value.
Moreover, because the hash value is recorded and certified in the blockchain ledger after
being released to the blockchain, and data in the blockchain ledger is tamper-resistant. It can
be verified whether content stored in the centralized storage space is tampered, thereby
achieving extremely high data security.

[0031] Moreover, even if the content doesn’t include predetermined content, the data
volume in the blockchain ledger can be reduced significantly by storing the content in the
centralized storage space instead of the blockchain ledger. Content with an excessively large
data volume is prevented from being released to the blockchain, thereby alleviating data
storage pressure of each blockchain node. Moreover, by recording the hash value in the
blockchain ledger, content stored in the centralized storage space can be verified to determine
whether the related content is tampered, thereby achieving high data security.

[0032] In some embodiments, the centralized storage space may include distributed
storage spaces of the blockchain (e.g., respective storage spaces of the blockchain nodes for
maintaining the blockchain ledger) to ensure that the content cannot be obtained randomly by
the blockchain nodes after being stored into the centralized storage space. For example, the
centralized storage space may include: a storage space corresponding to a blockchain node,
such as a local space of the blockchain node, or a cloud space corresponding to the
blockchain node. For another example, the centralized storage space may include: a storage
space of a centralized recordkeeping server. Although the centralized storage space is
logically different from the distributed storage spaces of the blockchain, the centralized
storage space can technically adopt distributed storage architectures in related technology
domains, which are not limited in this specification.

[0033] In some embodiments, the centralized storage space has a corresponding
administrator, who has a management permission of the centralized storage space. When the
content is determined as including the predetermined content, the administrator can perform
access permission management on the content by, for example, allowing only objects in a
whitelist to access the content, prohibiting objects in a blacklist from accessing the content,
allowing only objects whose permission levels are not lower than a preset level to access the
content, or allowing only objects authorized by the administrator to access the content,
another suitable access permission management policy, or any combination thereof. The
administrator of the centralized storage space may include the foregoing blockchain node;

alternatively, the administrator of the centralized storage space may include an object other
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than the blockchain node. For example, when the centralized storage space is a centralized
server, the administrator may be administrative personnel of the centralized server.

[0034] In some embodiments, the blockchain node may identify the content submitted by
the client, to determine whether the content includes the predetermined content. For example,
when the content does not comprise the predetermined content, the content may be stored
into the centralized storage space. By doing so, the data volume of the blockchain ledger may
be reduced, each object may access the content through the centralized storage space, and
content maintained in the centralized storage space can be verified according to the hash
value recorded in the blockchain ledger. When the content includes the predetermined
content, the blockchain node may delete the content to prevent leakage of the content.
[0035] In some embodiments, when the content includes the predetermined content, the
blockchain node may add an identifier to the hash value and/or the content, so as to quickly
recognize that the content or the content corresponding to the related hash value includes the
predetermined content. When the administrator of the centralized storage space is not the
foregoing blockchain node, the administrator can determine that the content includes the
predetermined content based on the identifier associated with the content. Based on the
determination, the administrator may implement corresponding management means for the
content, for example, an access permission management scheme, and the like. Alternatively,
when receiving content provided by the blockchain node, the administrator may calculate a
hash value of the content and search the blockchain ledger based on the hash value to find a
blockchain transaction including the hash value, and determine whether the blockchain
transaction includes the foregoing identifier. When the blockchain transaction includes the
identifier indicating the content includes the predetermined content, the corresponding
content management means may be implemented for the content; otherwise, the content may
be managed as ordinary content.

[0036] In some embodiments, the content may be compared with a predefined lexicon.
When the content contains a keyword from the predefined lexicon, the content is determined
as including the predetermined content.

[0037] In some embodiments, semantic recognition may be performed on the content
submitted by the client. If it is determined that the content represents a preset meaning, the
content can be determined as including the predetermined content. For example, automatic
semantic recognition may be performed, by means of artificial intelligence, on the content

submitted by the client. For example, a recognition model for the preset meaning may be
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established by using a machine learning method. Based on the recognition model, semantic
analysis may be performed on the content submitted by the client. Semantic recognition may
also be implemented in other manners, which are not limited in this specification.

[0038] In some embodiments, the predefined lexicon or the preset meaning may be
determined according to an actual requirement, to establish the predetermined content. For
example, according to national or regional laws, some illegal keywords may be included to
define a lexicon, and/or meanings that may represent illegal information may be considered
to establish the predetermined content. Accordingly, based on the defined lexicon and the
considered illegal meanings, the content submitted by the client may be determined whether
it includes the predetermined content. Alternatively, the predefined lexicon or the preset
meaning may also be set in other manners, which are not limited in this specification.

[0039] FIG. 2 is a flowchart of a blockchain-based content management method according
to some embodiments. As shown in FIG. 2, the method is applied to a blockchain node, and
may include the following steps:

[0040] Step 202: determining whether content for storage includes predetermined content.
[0041] Step 204A: in response to determining that the content does not include the
predetermined content, submitting the content to a blockchain for the blockchain to record the
content.

[0042] In some embodiments, the blockchain node may identify content submitted by the
client, to determine whether the content includes the predetermined content. For example,
when the content does not include the predetermined content, the content may be submitted
to the blockchain. The “submission” is a process that may be replaced or accompanied by
other processes releasing data to a blockchain in the related technology area. If the content
doesn’t include the predetermined content, whether the content is made public or not is not a
concern. As a result, the content can be directly released to the blockchain.

[0043] Step 204B: in response to determining that the content includes the predetermined
content, submitting a hash value of the content to the blockchain for the blockchain to record
the hash value.

[0044] In some embodiments, for the content including the predetermined content, the
blockchain node may release a hash value of the content to the blockchain by submitting a
blockchain transaction to the blockchain, so that the hash value is recorded into a blockchain
ledger. Correspondingly, the content is not released to the blockchain to prevent the content

from being recorded into the blockchain ledger or being disclosed to other blockchain nodes.
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[0045] In some embodiments, when the content includes the predetermined content, the
blockchain node may store the content into a centralized storage space. According to a unique
mapping relationship between the hash value and the content, the corresponding content can
be retrieved and traced in the centralized storage space based on the hash value. Moreover,
because the hash value is recorded and certified in the blockchain ledger and tamper-resistant
after being released to the blockchain, it can be verified whether content stored in the
centralized storage space is tampered.

[0046] In some embodiments, the centralized storage space may include distributed
storage spaces of the blockchain (e.g., respective storage spaces of the blockchain nodes for
maintaining the blockchain ledger) to ensure that the content cannot be obtained randomly by
the blockchain nodes after being stored into the centralized storage space. For example, the
centralized storage space may include: a storage space corresponding to a blockchain node,
such as a local space of the blockchain node, or a cloud space corresponding to the
blockchain node. For another example, the centralized storage space may include: a storage
space of a centralized server. Although the centralized storage space is logically different
from the distributed storage spaces of the blockchain, the centralized storage space can
technically adopt distributed storage architectures in related technology domains, which are
not limited in this specification.

[0047] In some embodiments, the centralized storage space has a corresponding
administrator, who has a management permission of the centralized storage space. When the
content is determined as including the predetermined content, the administrator can perform
access permission management on the content by, for example, allowing only objects in a
whitelist to access the content, prohibiting objects in a blacklist from accessing the content,
allowing only objects whose permission levels are not lower than a preset level to access the
content, or allowing only objects authorized by the administrator to access the content,
another suitable access permission management policy, or any combination thereof. The
administrator of the centralized storage space may include the foregoing blockchain node;
alternatively, the administrator of the centralized storage space may include an object other
than the blockchain node. For example, when the centralized storage space is a centralized
server, the administrator may be administrative personnel of the centralized server.

[0048] In some embodiments, when the content includes the predetermined content, the
blockchain node may add an identifier to the hash value and/or the content, so as to quickly

recognize that the content or the content corresponding to the related hash value includes the
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predetermined content. When the administrator of the centralized storage space is not the
foregoing blockchain node, the administrator can determine that the content includes the
predetermined content based on the identifier associated with the content. Based on the
determination, the administrator may implement corresponding management means for the
content, for example, an access permission management scheme, and the like. Alternatively,
when receiving content provided by the blockchain node, the administrator may calculate a
hash value of the content and search the blockchain ledger based on the hash value to find a
blockchain transaction including the hash value, and determine whether the blockchain
transaction includes the foregoing identifier. When the blockchain transaction includes the
identifier indicating the content includes the predetermined content, the corresponding
content management means may be implemented for the content; otherwise, the content may
be managed as ordinary content.

[0049] In some embodiments, when the content includes the predetermined content, the
blockchain node may delete the content to prevent leakage of the content.

[0050] In some embodiments, the content may be compared with a predefined lexicon, and
when the content contains a keyword from the predefined lexicon, the content is determined
as including the predetermined content.

[0051] In some embodiments, semantic recognition may be performed on the content
submitted by the client. If it is determined that the content represents a preset meaning, the
content can be determined as including the predetermined content. For example, automatic
semantic recognition may be performed, by means of artificial intelligence, on the content
submitted by the client. For example, a recognition model for the preset meaning may be
established by using a machine learning method. Based on the recognition model, semantic
analysis may be performed on the content submitted by the client. Semantic recognition may
also be implemented in other manners, which are not limited in this specification.

[0052] In some embodiments, the predefined lexicon or the preset meaning may be
determined according to an actual requirement, to establish the predetermined content. For
example, according to national or regional laws, some illegal keywords may be included to
define a lexicon, and/or meanings that may represent illegal information may be considered
to establish the predetermined content. Accordingly, based on the defined lexicon and the
considered illegal meanings, the content submitted by the client may be determined whether
it includes the predetermined content. Alternatively, the predefined lexicon or the preset

meaning may also be set in other manners, which are not limited in this specification.
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[0053] FIG. 3 is a schematic structural diagram of a blockchain-based content management
system according to some embodiments. As shown in FIG. 3, the content management
system may include: several blockchain nodes in a blockchain and a centralized server. The
blockchain nodes may include a node 1, a node 2..., a node n as shown in FIG. 3. Each
blockchain node may interact with the centralized server independently. In addition, the node
1 to the node n may each maintain full blockchain transaction data to form a blockchain
ledger with uniform content. In other words, the content of the blockchain ledger is in a
public state with respect to the blockchain nodes.

[0054] Corresponding to the content management system shown in FIG. 3, FIG. 4 is a
schematic diagram of a blockchain-based content management method according to some
embodiments. As shown in FIG. 4, the method may be implementable by any blockchain
node (e.g., any node from node 1 to node n shown in FIG. 3) in a blockchain, and may
include the following steps:

[0055] Step 401: A blockchain node receives content uploaded by a client.

[0056] In some embodiments, the client may upload to the blockchain node any content
that the client wants to submit to a blockchain, such as a piece of data, or a piece of transfer
information, or the like.

[0057] Step 402a: The blockchain node submits a hash value of the content to the
blockchain.

[0058] Step 402b: The blockchain node uploads plaintext content to a centralized server.
[0059] In some embodiments, instead of directly submitting the content uploaded by the
client to the blockchain, the blockchain node generates a hash value of the content, and
submits the hash value to the blockchain, so that the hash value is recorded in the blockchain
ledger maintained by each blockchain node. Therefore, the hash value is tamper-resistant and
verifiable. Moreover, based on a unique correspondence between the content and the hash
value, the hash value recorded in the blockchain ledger can be further used for verifying the
content, such as determining whether the related content is tampered.

[0060] In some embodiments, the content uploaded by the client is uploaded in a plaintext
form to the centralized server, rather than being directly uploaded to the blockchain. By not
uploading to the blockchain, the data volume of the blockchain can be reduced, hence the
data storage pressure of each blockchain node can be alleviated. In addition, it can prevent
the content from being disclosed to each blockchain node, especially when the content

uploaded by the client includes the predetermined content.
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[0061] Step 403: The centralized server records the content uploaded by the blockchain
node, and identifies whether the content includes the predetermined content.

[0062] In some embodiments, when the content uploaded by the blockchain node does not
include the predetermined content, the centralized server may set an access management
mode for the related content according to a mode for normal data. For example, the access
permission is completely open to registered users of the centralized server.

[0063] In some embodiments, the content may be compared with a predefined lexicon.
When the content contains a keyword from the predefined lexicon, the content is determined
as including the predetermined content.

[0064] In some embodiments, semantic recognition may be performed on the content
submitted by the client. If it is determined that the content represents a preset meaning, the
content can be determined as including the predetermined content. For example, automatic
semantic recognition may be performed, by means of artificial intelligence, on the content
submitted by the client. For example, a recognition model for the preset meaning may be
established by using a machine learning method. Based on the recognition model, semantic
analysis may be performed on the content submitted by the client. Semantic recognition may
also be implemented in other manners, which are not limited in this specification.

[0065] In some embodiments, the predefined lexicon or the preset meaning may be
determined according to an actual requirement, to establish the predetermined content. For
example, according to national or regional laws, some illegal keywords may be included to
define a lexicon, and/or meanings that may represent illegal information may be considered
to establish the predetermined content. Accordingly, based on the defined lexicon and the
considered illegal meanings, the content submitted by the client may be determined whether
it includes the predetermined content. Alternatively, the predefined lexicon or the preset
meaning may also be set in other manners, which are not limited in this specification.

[0066] Step 404: The centralized server can perform access management on the content
when the content uploaded by the blockchain node includes the predetermined content.
[0067] In some embodiments, the access management for the content including the
predetermined content may include access permission management. For example, the
centralized server may grant an access permission to some of registered users, so that only
these users (where a user identity may be determined by means of account login, real-person
authentication, and the like) can access the predetermined content. In another example, the

centralized server may restrict users with low permission levels from accessing the content,
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or use other access permission management schemes.

[0068] Step 405: The centralized server queries blockchain transaction information related
to the content that includes the predetermined content.

[0069] In some embodiments, the centralized server may calculate a hash value of the
content, and perform a query operation in the blockchain ledger based on the hash value to
find a blockchain transaction including the hash value, thereby obtaining corresponding
transaction information. Correspondingly, the centralized server may associate the transaction
information with the content, and record such association to facilitate subsequent query and
management.

[0070] Step 406: The centralized server adds a predetermined tag to the hash value or the
blockchain transaction corresponding to the content that includes the predetermined content.
[0071] In some embodiments, the centralized server may submit a blockchain transaction
to the blockchain that adds a predetermined tag (such as an identifier) to the hash value of the
content or a state of the blockchain transaction that includes the hash value. Subsequently,
when any object queries the hash value or the blockchain transaction in the blockchain ledger,
the predetermined tag may be read from the blockchain ledger that indicates that the content
corresponding to the hash value includes the predetermined content.

[0072] As discussed above, in some embodiments of this specification, each blockchain
node may submit only a hash value of content to a blockchain, while the content is stored in a
centralized server or another centralized storage space. This is to prevent the content,
especially when the content includes the predetermined content, from being recorded into a
blockchain ledger, thereby preventing leakage of the content. Moreover, the centralized
storage space may create an index based on the hash values, so that each object may search a
content based on the corresponding hash value, to ensure normal access to the content. For
the content that includes the predetermined content, the centralized storage space may
implement corresponding access permission management to prevent the content from being
accessed randomly. In addition, because the hash value recorded and certified in the
blockchain ledger cannot be tampered randomly, the hash value can further be used for
verifying the content in the centralized storage space to ensure accuracy of the content.
[0073] FIG. 5 is a schematic structural diagram of a blockchain-based content management
device according to some embodiments. Referring to FIG. 5, on a hardware level, the device
includes a processor 502, an internal bus 504, a network interface 506, an internal memory

508, and a non-volatile memory 510, and may further include other hardware required for
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services. The processor 502 reads corresponding computer programs from the non-volatile
memory 510 into the internal memory 508 and then runs the computer programs to form a
blockchain-based content management apparatus on a logic level. In addition to the software
implementation, one or more embodiments of the specification do not exclude other
implementations, such as a logic device or a combination of software and hardware. In other
words, entities executing the processes are not limited to the logic units but may also be
hardware or logic devices.

[0074] FIG. 6 is a block diagram of a blockchain-based content management apparatus
according to some embodiments. The apparatus is implementable by a blockchain node, and
may include:

[0075] a generating unit 601, configured to generate a corresponding hash value for
content submitted by a client;

[0076] a submission unit 602, configured to submit the hash value to a blockchain, so that
the hash value is recorded into a blockchain ledger; and

[0077] a storage unit 603, configured to store the content into a centralized storage space.
[0078] In some embodiments, the centralized storage space includes: a storage space
corresponding to the blockchain node, or a storage space of a centralized server.

[0079] In some embodiments, the apparatus further includes:

[0080] a management unit 604, configured to perform access permission management on
the content when the blockchain node has the permission to manage the content that includes
the predetermined content.

[0081] In some embodiments, the storage unit 603 is specifically configured to:

[0082] store the content into the centralized storage space when the content does not
include the predetermined content; and

[0083] delete the content when the content includes predetermined content.

[0084] In some embodiments, the method further includes:

[0085] an adding unit 605, configured to add an identifier to the hash value and/or the
content when the content includes the predetermined content.

[0086] In some embodiments, the content is determined as including the predetermined
content when the content contains a keyword from a predefined lexicon or the content
represents a preset meaning.

[0087] FIG. 7 is a schematic structural diagram of another blockchain-based content

management device according to some embodiments. Referring to FIG. 7, on a hardware
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level, the device includes a processor 702, an internal bus 704, a network interface 706, an
internal memory 708, and a non-volatile memory 710, and may further include other
hardware required for services. The processor 702 reads a corresponding computer program
from the non-volatile memory 710 into the internal memory 708 and then runs the computer
program, to form a blockchain-based content management apparatus on a logic level. In
addition to the software implementation, one or more embodiments of this specification do
not exclude other implementations, such as a logic device or a combination of software and
hardware. In other words, entities executing the following processing procedures are not
limited the logic units but may also be hardware or logic devices.

[0088] FIG. 8 is a block diagram of another blockchain-based content management
apparatus according to some embodiments. The apparatus is implementable by a blockchain
node, and may include:

[0089] an obtaining unit 801, configured to obtain content submitted by a client;

[0090] a first submission unit 802, configured to submit the content to a blockchain when
the content does not include the predetermined content, so that the content is recorded into a
blockchain ledger; and

[0091] a second submission unit 803, configured to submit a hash value of the content to
the blockchain when the content includes the predetermined content.

[0092] In some embodiments, the method further includes:

[0093] a storage unit 804, configured to store the content into a centralized storage space
or delete the content when the content includes the predetermined content.

[0094] In some embodiments, the content is determined as including the predetermined
content when the content contains a keyword from a predefined lexicon or the content
represents a preset meaning.

[0095] The system, apparatus, modules or units illustrated in the foregoing embodiment
may be specifically implemented by a computer chip or an entity or implemented by a
product having a specific function. A typical implementation device is a computer, and a
specific form of the computer may be a personal computer, a laptop computer, a cellular
phone, a camera phone, a smartphone, a personal digital assistant, a media player, a
navigation device, an email sending and receiving device, a game console, a tablet computer,
or a wearable device, or a combination of any of these devices.

[0096] This specification provides a computer readable medium, on which computer

instructions is stored. When the instructions are executed, some embodiments of the

14



WO 2020/131462 PCT/US2019/065284

specification, such as the event processing methods based on a blockchain in any of the
foregoing embodiments, is implemented. Details are not described herein again.

[0097] In a typical configuration, the computer includes one or more processors (CPUs),
an input/output interface, a network interface, and a memory.

[0098] The memory may include forms such as a non-volatile memory in a computer
readable medium, a random-access memory (RAM), and/or a non-volatile memory, such as a
read-only memory (ROM) or a flash memory (flash RAM). The memory is an example of the
computer readable medium.

[0099] The computer readable medium includes volatile and non- volatile, removable and
non-removable media, which may store information by using any method or technology. The
information may be a computer readable instruction, a data structure, a program module, or
other data. The example of the computer storage medium includes, but is not limited to, a
phase change memory (PRAM), a static random access memory (SRAM), a dynamic random
access memory (DRAM), other types of random access memories (RAMs), a read-only
memory (ROM), an electrically erasable programmable read-only memory (EEPROM), a
flash memory or other memory technologies, a compact disc read-only memory (CD-ROM),
a digital versatile disc (DVD) or other optical storages, a cassette tape, a disk storage, a
quantum memory, a grapheme-based storage medium or other magnetic storage devices, or
any other non-transmission media, which may be configured to store information that may be
accessed by a computing device. According to the specification, the computer readable
medium does not include transitory computer readable media (transitory media), such as a
modulated data signal and carrier.

[00100] The terms "include", "comprise", and any variants thereof herein are intended to
cover a non-exclusive inclusion. Therefore, in the context of a process, a method, a
commodity, or a device that includes a series of elements, the process, method, commodity or
device not only includes such elements, but also includes other elements not specified
expressly, or may include elements inherent to the process, method, commodity or device.
Unless otherwise specified, an element limited by "include a/an..." does not exclude other
same elements existing in the process, method, commodity or device that includes the
element.

[00101] Some embodiments of the specification are described above. Other embodiments
may fall within the scope of the appended claims. In some embodiments, the actions or steps

recorded in the claims may be performed in a sequence different from that in the other

15



WO 2020/131462 PCT/US2019/065284

embodiments and can still achieve an expected result. In addition, the process depicted in the
accompanying drawing can achieve the expected result without necessarily following the
sequence shown or a consecutive sequence. In some embodiments, multi-task processing and
parallel processing are also possible and may be beneficial.

[00102] The terms used in one or more embodiments of the specification are merely for the
purpose of describing the specific embodiments and are not intended to limit one or more

nn

embodiments of the specification. The singular forms "one," "said," and "the" used in one or
more embodiments of the specification and the appended claims are also intended to include
plurality forms, unless otherwise indicated clearly in the context. It should also be understood
that, the term "and/or" used in this text refers to and include any or all possible combinations
of one or more associated items listed.

[00103] Terms such as first, second, and third may be used in one or more embodiments of
the specification to describe various information, and the information is not limited to these
terms. These terms are merely used for distinguishing information of the same type from each
other. For example, without departing from the scope of one or more embodiments of the
specification, first information may also be referred to as second information. Similarly,
second information may also be referred to as first information. Depending on the context,
the word "if" used herein may be interpreted as "while" or "when" or "in response to
determining of."

[00104] The foregoing descriptions are merely some embodiments of the specification but
are not intended to limit the scope of the specification. Any modification, equivalent
replacement, or improvement made within the spirit and principle of one or more

embodiments of the specification shall fall within the protection scope of the specification.
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Claims
1. A blockchain-based content management method, implemented by a blockchain
node, comprising:
receiving content to be stored in a blockchain;
generating a hash value of the content;
determining whether the content for storage includes predetermined content;

in response to determining that the content does not include the predetermined
content, submitting a blockchain transaction comprising the hash value to the

blockchain for the blockchain to record the hash value; and
in response to determining that the content includes the predetermined content:

generating a blockchain transaction comprising the hash value of the content
and an identifier, the identifier indicating that the content corresponding to the hash

value includes the predetermined content;

submitting the blockchain transaction to the blockchain for the blockchain to

record the hash value and the identifier.

2. The method according to claim 1, wherein in response to determining that the

content includes the predetermined content, the method further comprises:

storing the content in a storage space separated from the blockchain.

3. The method according to claim 2, wherein a storage space separated from the
blockchain comprises: a storage space of the blockchain node, or a storage space of a

centralized server.

4. The method according to any of claims 2-3, wherein in response to determining

that the content includes the predetermined content, the method further comprises:

performing access permission management on the content if the blockchain node

has permission to manage the storage space.
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5. The method according to any of the proceeding claims, wherein in response to
determining that the content includes the predetermined content, the method further

comprises:

adding an identifier to the content.

6. The method according to any of the proceeding claims, wherein in response to
determining that the content includes the predetermined content, the method further

comprises:

deleting the content.

7. The method according to any of the proceeding claims, wherein the content is
determined as including predetermined content if the content contains a keyword from

a predefined lexicon or the content represents a preset meaning.

8. A computer-implemented blockchain-based content management system,

comprising:
one or more processors; and

one or more computer-readable memories coupled to the one or more processors
and having instructions stored thereon that are executable by the one or more

processors to perform the method of any of claims 1to 7.

9. A blockchain-based content management apparatus, comprising a plurality of

modules for performing the method of any claims 1to 7.

10. A non-transitory computer-readable storage medium configured with
instructions executable by one or more processors to perform the method of any of

claims 1to 7.

18





