BLOCKCHAIN TRANSACTION RECONCILIATION METHOD AND APPARATUS,
AND ELECTRONIC DEVICE

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims priority to Chinese Patent Application No.
201810533812.0, filed on May 29, 2018, which is hereby incorporated by reference in its

entirety.

TECHNICAL FIELD
[0002] One or more implementations of the present specification relate to the field of
terminal technologies, and in particular, to a blockchain transaction reconciliation method

and apparatus, and an electronic device.

BACKGROUND
[0003] In related technologies, various solutions for implementing blockchain
transactions such as asset creation and asset transfer through blockchain networks are
proposed. When transaction operations are implemented based on the blockchain network,
the transaction operations can be automatically implemented through a smart contract, and
transaction records can be recorded in the blockchain account book without being tampered
with, thereby eliminating mistrust between blockchain members and also solving the problem

of interconnection between off-chain management systems of different blockchain members.

SUMMARY

[0004] In view of this, one or more implementations of the present specification
provide a blockchain transaction reconciliation method and apparatus, and an electronic
device.

[0005] To achieve the previous objective, one or more implementations of the present
specification provide the following technical solutions:

[0006] According to a first aspect of one or more implementations of the present
specification, a blockchain transaction reconciliation method is proposed, including:
obtaining, by a blockchain member, a blockchain transaction record that is selected from a
blockchain and satisfies a specified condition; comparing, by the blockchain member, the
blockchain transaction record with an off-chain transaction record maintained by the

blockchain member; and changing, by the blockchain member, the off-chain transaction



record based on the blockchain transaction record when the off-chain transaction record is
inconsistent with the blockchain transaction record.

[0007] According to a second aspect of one or more implementations of the present
specification, a blockchain transaction reconciliation apparatus is proposed, including: a
selection unit, configured to enable a blockchain member to obtain a blockchain transaction
record that is selected from a blockchain and satisfies a specified condition; a comparison
unit, configured to enable the blockchain member to compare the blockchain transaction
record with an off-chain transaction record maintained by the blockchain member; and a
changing unit, configured to enable the blockchain member to change the off-chain
transaction record based on the blockchain transaction record when the off-chain transaction
record is inconsistent with the blockchain transaction record.

[0008] According to a third aspect of one or more implementations of the present
specification, an electronic device is proposed, including: a processor; and a memory,
configured to store an instruction that can be executed by the processor; wherein the
processor is configured to implement the method according to any one of the previous

implementations.

BRIEF DESCRIPTION OF DRAWINGS
[0009] FIG. 1 is a flowchart illustrating a blockchain transaction reconciliation
method, according to an example implementation;
[0010] FIG. 2 is a schematic architectural diagram illustrating a blockchain network,
according to an example implementation;
[0011] FIG. 3 is a schematic diagram illustrating setting a selection condition,
according to an example implementation;
[0012] FIG. 4 is a schematic diagram illustrating reconciliation based on a selection
result, according to an example implementation;
[0013] FIG. 5 is a schematic diagram illustrating entering reconciliation-related data
into a blockchain, according to an example implementation;
[0014] FIG. 6 is a schematic structural diagram illustrating a device, according to an
example implementation;
[0015] FIG. 7 is a block diagram illustrating a blockchain transaction reconciliation

apparatus, according to an example implementation; and



[0016] FIG. 8 is a flowchart illustrating an example of a computer-implemented
method for blockchain transaction reconciliation, according to an implementation of the

present disclosure.

DESCRIPTION OF IMPLEMENTATIONS
[0017] Example implementations are described in detail here, and examples of the
example implementations are presented in the accompanying drawings. When the following
description relates to the accompanying drawings, unless specified otherwise, the same
numbers in different accompanying drawings represent same or similar elements.
Implementations described in the following example implementations do not represent all
implementations consistent with one or more implementations of the present specification.
On the contrary, the implementations are only examples of apparatuses and methods that are
described in the appended claims in detail and consistent with some aspects of the one or
more implementations of the present specification.
[0018] It is worthwhile to note that in other implementations, steps of the
corresponding method are not necessarily performed in the order shown and described in the
present specification. In some other implementations, the method can include more or fewer
steps than those described in the present specification. In addition, a single step described in
the present specification can be divided into a plurality of steps for description in another
implementation, and a plurality of steps described in the present specification can be
combined into a single step for description in another implementation.
[0019] FIG. 1 is a flowchart illustrating a blockchain transaction reconciliation
method, according to an example implementation. As shown in FIG. 1, the method can
include the following steps.
[0020] Step 102: A blockchain member obtains a blockchain transaction record that is
selected from a blockchain and satisfies a specified condition.
[0021] In an implementation, the blockchain can include several blockchain nodes,
and these blockchain nodes can include a blockchain member (or referred to as a member for
short) and an anchor point. The blockchain member can assume the role of the anchor point,
or the anchor point can be independent of the blockchain member. To be specific, the role of
the anchor point is unnecessarily assumed by the blockchain member.
[0022] In an implementation, the blockchain member can be a financial institution, an

organization or a platform in another form that supports an asset transfer service.



Implementations are not limited in the present specification.

[0023] In an implementation, the anchor point is used to anchor point blockchain
assets on the blockchain to off-chain assets outside the blockchain, so that the off-chain asset
can be exchanged for an equivalent blockchain asset through the anchor point, and the
blockchain asset can also be exchanged for an equivalent off-chain asset through the anchor
point, thereby implementing one-to-one mapping between the blockchain assets and off-chain
assets. For example, the blockchain member can deposit the off-chain asset at the anchor
point, and obtain and hold a blockchain asset issued by the corresponding anchor point on the
blockchain. In addition, blockchain members can transfer held blockchain assets to each
other, and holdings of the blockchain members in blockchain assets issued by anchor points
and changes of the blockchain assets can be registered in a blockchain account book of the
blockchain, to manage the blockchain assets together.

[0024] In an implementation, the "assets" in the present specification can be in any
type, such as cash, securities, and stocks; or devices, vehicles, estates, and goods.
Implementations are not limited in the present specification.

[0025] In an implementation, asset transfer operations occurring on the blockchain
form corresponding blockchain transaction records in the blockchain account book. These
blockchain transaction records can record information related to asset transfer, such as
information about an asset transferor, information about an asset transferee, an asset type, a
transaction amount, and a transaction time. Implementations are not limited in the present
specification.

[0026] In an implementation, the blockchain member can connect the inside and the
outside of the blockchain network through a bridge module, enabling the blockchain member
to transmit a condition that is configured by a user to the inside of the blockchain network to
form the specified condition for selecting a blockchain transaction record included in the
blockchain account book.

[0027] In an implementation, because all blockchain nodes maintain a unified
blockchain account book together, each blockchain member can obtain all contents recorded
in the blockchain account book, to actively select a corresponding blockchain transaction
record based on the specified condition, to obtain a blockchain transaction record satisfying
the specified condition.

[0028] In an implementation, the blockchain can include a reconciliation service

provider. The reconciliation service provider can include one or more specific blockchain



nodes on the blockchain, and can be used to provide a transaction record query service for the
blockchain member. For example, the blockchain member can send the specified condition to
the reconciliation service provider by using the bridge module, so that the reconciliation
service provider can select a blockchain transaction record based on the specified condition.
Then the blockchain member receives the blockchain transaction record returned by the
reconciliation service provider. Therefore, the blockchain member does not need to actively
perform the selection operation. The reconciliation service provider can provide related
services for all the blockchain members on the blockchain, and all the blockchain members
can enjoy the services provided by the reconciliation service provider without separately
performing the selection operation on the blockchain transaction record, so that the
blockchain members can focus more on blockchain-based asset transactions.

[0029] In an implementation, the specified condition can include at least one of the
following: a time period including a creation moment of the blockchain transaction record, a
blockchain member participating in a blockchain transaction corresponding to the blockchain
transaction record, and a condition that the blockchain transaction record is a normal
transaction record or a refund transaction record.

[0030] Step 104: The blockchain member compares the blockchain transaction record
with an off-chain transaction record maintained by the blockchain member.

[0031] In an implementation, the blockchain member can export the blockchain
transaction record by using a bridge module configured between the blockchain member and
the blockchain, to compare the blockchain transaction record with the off-chain transaction
record off the chain. The bridge module is separately connected to a first data interface
provided by the blockchain member and a second data interface provided by the blockchain.
In another implementation, the blockchain member can export the blockchain transaction
record in another method. Implementations are not limited in the present specification.

[0032] Step 106: The blockchain member changes the off-chain transaction record
based on the blockchain transaction record when the off-chain transaction record is
inconsistent with the blockchain transaction record.

[0033] In an implementation, the blockchain transaction record in the blockchain
account book cannot be tampered with and can be traced, so that the blockchain transaction
record registered in the blockchain account book is reliable enough and can be trusted by all
the blockchain members. Therefore, the blockchain member can change the off-chain

transaction record based on the blockchain transaction record, so that the off-chain



transaction record is consistent with the blockchain transaction record.

[0034] In an implementation, the blockchain transaction record and the off-chain
transaction record can both record information about several dimensions for the same
blockchain transaction record. Although there may be a difference between the blockchain
transaction record and the dimensions concerned by the off-chain transaction record, and
such difference may result in a difference between the content of them, their contents are still
consistent and comparable.

[0035] In an implementation, the blockchain member can enter the specified
condition and change information for the off-chain transaction record into the blockchain, to
record in the blockchain account book that the specified condition and the change
information cannot be tampered with and can be traced. Therefore, not only regulatory query
requirements of regulatory authorities can be satisfied, but also improper changes made by
unauthorized personnel to the off-chain transaction record can be determined accordingly.
[0036] For ease of understanding, the technical solutions in one or more
implementations of the present specification are described below by using an example that a
bank performs reconciliation on blockchain transfer data. FIG. 2 is a schematic architectural
diagram illustrating a blockchain network, according to an example implementation. As
shown in FIG. 2, bank H is used as an example. Bank H serves as a financial institution
outside a blockchain, and can conduct services with individuals, enterprises, and other
financial institutions. In addition, bank H can maintain a corresponding blockchain node A
inside the blockchain, so that bank H can serve as a blockchain member in the blockchain
network based on blockchain node A. Bank H is connected to blockchain node A by using
bridge module 1 shown in FIG. 2. Through the bridge node A, both on- and off-chain data
exchanges between bank H and blockchain node A can be implemented. Similarly, a
reconciliation service provider can maintain a corresponding blockchain node B in the
blockchain network. For example, the service provider can exchange data with blockchain
node B by using bridge module 2 shown in FIG. 2. Certainly, the blockchain network can
further include other nodes such as blockchain node C and blockchain node D shown in FIG.
2. Details are omitted here.

[0037] Bank H can obtain a blockchain transaction record that bank H is interested by
using a plurality of methods.

[0038] For example, in an implementation, a staff of bank H can configure a

corresponding selection condition for a concerned transaction, and can obtain a blockchain



account book maintained on blockchain node A by using bridge module 1. The blockchain
account book is consistent with blockchain account books maintained on other blockchain
nodes such as blockchain nodes B, C, and D, and each of the blockchain account books
records full blockchain account book information, including blockchain transaction records
corresponding to all transactions that occur in the blockchain network. Therefore, the staff of
bank H can select a blockchain transaction record from the obtained blockchain account book
based on the selection condition, to obtain a corresponding selection result. The selection
result includes the blockchain transaction record that bank H is interested.

[0039] In an implementation, bank H can entrust the reconciliation service provider
so that the reconciliation service provider provides bank H with a blockchain transaction
record that bank H is interested. FIG. 3 is a schematic diagram illustrating setting a selection
condition, according to an example implementation. As shown in FIG. 3, bank H and the
reconciliation service provider can interact with each other by using bridge module 1 and
bridge module 2, so that bank H can transmit the selection condition to the reconciliation
service provider by using bridge module 1 and bridge module 2. In addition, the
reconciliation service provider can obtain a blockchain account book maintained by
blockchain node B by using bridge module 1 and bridge module 2. The blockchain account
book records full blockchain account book information, including blockchain transaction
records corresponding to all transactions that occur in the blockchain network. Therefore, the
reconciliation service provider can select a blockchain transaction record from the obtained
blockchain account book based on the selection condition set by bank H, to obtain a
corresponding selection result. The selection result includes the blockchain transaction record
that bank H is interested. Certainly, bank H can transmit the selection condition to blockchain
node A by using bridge module 1, and blockchain node A writes the selection condition into
the blockchain account book. The reconciliation service provider can read the blockchain
account book from blockchain node B by using bridge module 2, to obtain the selection
condition written by bank H.

[0040] In an implementation, bank H can establish a partnership with the
reconciliation service provider off the chain, so that the reconciliation service provider can
obtain the selection condition set by bank H and provide bank H with a blockchain
transaction record satisfying the condition. In another implementation, bank H and the
reconciliation service provider can establish a partnership in the blockchain network by using

blockchain nodes A and B. For example, blockchain nodes A and B both join the same smart



contract. The smart contract can require that when a blockchain member (namely, bank H)
corresponding to blockchain node A provides a selection condition for a blockchain member
(namely, the reconciliation service provider) corresponding to blockchain node B, the
blockchain member corresponding to blockchain node B provides a corresponding selection
result for the blockchain member corresponding to blockchain node A. The selection result
includes a blockchain transaction record that satisfies the selection condition in the
blockchain account book.

[0041] In an implementation, the selection condition can include conditions in one or
more dimensions that bank H is interested, for example, include one or more of the following
dimensions: a time period including a creation moment of the blockchain transaction record,
a blockchain member participating in a blockchain transaction corresponding to the
blockchain transaction record, and a condition that the blockchain transaction record is a
normal transaction record or a refund transaction record. Implementations are not limited in
the present specification.

[0042] In an implementation, the operation of setting the selection condition by bank
H and the selection operation performed by the reconciliation service provider based on the
selection condition can be performed asynchronously. For example, after bank H sets the
selection condition for the first time, the selection condition can be subsequently used to
perform each selection operation without setting the selection condition each time again.
Certainly, a requirement of bank H possibly changes, and therefore bank H can update the
selection condition. However, the reconciliation service provider only needs to determine a
current latest selection condition based on a pre-agreed period (for example, every week,
every month, and every quarter), and implement the selection operation based on the current
latest selection condition.

[0043] In an implementation, bank H can actively initiate a selection request to the
reconciliation service provider, and adds a current selection condition to the selection request.
The reconciliation service provider can perform the selection operation based on the current
selection condition. For example, when based on the smart contract method described above,
bank H can trigger the smart contract by setting the selection condition, to initiate the
selection request to the reconciliation service provider based on the smart contract.

[0044] In an implementation, the reconciliation service provider can actively initiate
an inquiry to bank H based on a pre-agreed period and receive a selection condition returned

by bank H, so that the reconciliation service provider can perform the selection operation



based on the selection condition.

[0045] FIG. 4 is a schematic diagram illustrating reconciliation based on a selection
result, according to an example implementation. As shown in FIG. 4, the reconciliation
service provider selects, from the blockchain account book based on a selection condition
provided by bank H, a blockchain transaction record satisfying the selection condition, to
form a corresponding selection result. In addition, the reconciliation service provider can
exchange data with bank H by using bridge module 2 and bridge module 1, to provide the
selection result to bank H. Certainly, the reconciliation service provider can also transmit the
selection result to blockchain node B by using bridge module 2, and blockchain node B
writes the selection result into the blockchain account book. Bank H can read the blockchain
account book from blockchain node A by using bridge module 1, to obtain the selection result
written by the reconciliation service provider.

[0046] In an implementation, bank H records an off-chain transaction record, that is, a
transaction maintained by bank H. Therefore, bank H can compare the off-chain transaction
record with a blockchain transaction record, which is selected by bank H or provided by the
reconciliation service provider, to implement reconciliation processing.

[0047] In an implementation, the blockchain transaction record can usually include
information about all dimensions related to a transaction, and the off-chain transaction record
usually includes only information about dimensions concerned by bank H. Certainly, in some
cases, the blockchain transaction record can also only include information about partial
dimensions. In conclusion, when the blockchain transaction record and the off-chain
transaction record describe the same transaction, although the description dimensions used by
them may be different, theoretically, contents recorded in the two transaction records are
consistent with each other, and both records are objective descriptions of the same
transaction.

[0048] However, various problems usually exist in the off-chain transaction record.
For example, bank H possibly miss partial information in the off-chain transaction record due
to various reasons, and consequently, transaction details cannot be presented completely. For
another example, unauthorized personnel possibly tamper with the off-chain transaction
record maintained by bank H to achieve an illegal purpose. For another example, a staff of
bank H possibly inadvertently performs an erroneous operation on the off-chain transaction

record, causing an error in the recorded content.
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[0049] Based on a feature of the blockchain, the blockchain transaction record
recorded in the blockchain account book cannot be tampered with and can be traced, thereby
ensuring trueness and reliability of the content in the blockchain transaction record.
Therefore, by comparing the blockchain transaction record with the off-chain transaction
record, missing information or an error in the off-chain transaction record can be discovered
based on the blockchain transaction record, so that bank H can supplement the missing
information in the off-chain transaction record and correct the error based on the blockchain
transaction record.

[0050] FIG. 5 is a schematic diagram illustrating entering reconciliation-related data
into a blockchain, according to an example implementation. As shown in FIG. 5, after
completing the reconciliation operation, bank H can transmit the reconciliation-related data to
blockchain node A by using bridge module 1, and blockchain node A triggers an operation of
writing the reconciliation-related data, so that the reconciliation-related data can be written
into the blockchain account book for subsequent query and supervision by regulatory
authorities.

[0051] In an implementation, the reconciliation-related data can include any data
related to the reconciliation operation performed by bank H, for example, the selection
condition set by bank H, information about a change made by bank H to the off-chain
transaction record. Implementations are not limited in the present specification.

[0052] FIG. 6 is a schematic structural diagram illustrating a device, according to an
example implementation. Referring to FIG. 6, in terms of hardware, the device includes a
processor 602, an internal bus 604, a network interface 606, a memory 608, and a nonvolatile
memory 610, and certainly can further include the hardware needed by other services. The
processor 602 reads a corresponding computer program from the nonvolatile memory 610
into the memory 608 and then runs the corresponding computer program, so as to logically
form a blockchain transaction reconciliation apparatus. Certainly, in addition to software
implementation, one or more implementations of the present specification do not exclude
another implementation, for example, a logic device or a combination of hardware and
software. That is, an executive body of the following processing procedure is not limited to
each logic unit, and can also be hardware or a logic device.

[0053] Referring to FIG. 7, in a software implementation, the blockchain transaction
reconciliation apparatus can include: a selection unit 71, configured to enable a blockchain

member to obtain a blockchain transaction record that is selected from a blockchain and
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satisfies a specified condition; a comparison unit 72, configured to enable the blockchain
member to compare the blockchain transaction record with an off-chain transaction record
maintained by the blockchain member; and a changing unit 73, configured to enable the
blockchain member to change the off-chain transaction record based on the blockchain
transaction record when the off-chain transaction record is inconsistent with the blockchain
transaction record.

[0054] Optionally, the selection unit 71 is specifically configured to: enable the
blockchain member to send the specified condition to a reconciliation service provider of the
blockchain, and enable the blockchain member to receive the blockchain transaction record
returned by the reconciliation service provider.

[0055] Optionally, the specified condition includes at least one of the following: a
time period including a creation moment of the blockchain transaction record, a blockchain
member participating in a blockchain transaction corresponding to the blockchain transaction
record, and a condition that the blockchain transaction record is a normal transaction record
or a refund transaction record.

[0056] Optionally, the comparison unit 72 is specifically configured to: enable the
blockchain member to export the blockchain transaction record by using a bridge module
configured between the blockchain member and the blockchain, to compare the blockchain
transaction record with the off-chain transaction record of the chain

[0057] The bridge module is separately connected to a first data interface provided by
the blockchain member and a second data interface provided by the blockchain.

[0058] Optionally, the apparatus further includes: an entering unit 74, configured to
enable the blockchain member to enter the specified condition and change information for the
off-chain transaction record into the blockchain.

[0059] The system, apparatus, module, or unit illustrated in the previous
implementations can be implemented by using a computer chip or an entity, or can be
implemented by using a product having a certain function. A typical implementation device is
a computer, and the computer can be a personal computer, a laptop computer, a cellular
phone, a camera phone, an intelligent phone, a personal digital assistant, a media player, a
navigation device, an email receiving and sending device, a game console, a tablet computer,
a wearable device, or any combination of several devices in these devices.

[0060] In a typical configuration, the computer includes one or more processors

(CPU), an input/output interface, a network interface, and a memory.
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[0061] The memory can include a non-persistent memory, a random access memory
(RAM), a nonvolatile memory, and/or another form that are in a computer readable medium,
for example, a read-only memory (ROM) or a flash memory (flash RAM). The memory is an
example of the computer readable medium.

[0062] The computer readable medium includes persistent, non-persistent, movable,
and unmovable media that can store information by using any method or technology. The
information can be a computer readable instruction, a data structure, a program module, or
other data. Examples of a computer storage medium include but are not limited to a
parameter random access memory (PRAM), a static random access memory (SRAM), a
dynamic random access memory (DRAM), a random access memory (RAM) of another type,
a read-only memory (ROM), an electrically erasable programmable read-only memory
(EEPROM), a flash memory or another memory technology, a compact disc read-only
memory (CD-ROM), a digital versatile disc (DVD) or another optical storage, a magnetic
cassette tape, a magnetic disk storage, a quantum memory, a graphene-based storage medium
or another magnetic storage device, or any other non-transmission medium. The computer
storage medium can be used to store information that can be accessed by the computing
device. Based on the definition in the present specification, the computer readable medium
does not include transitory computer readable media (transitory media) such as a modulated
data signal and carrier.

[0063] It is worthwhile to further note that the terms "include", "comprise", or their
any other variants are intended to cover a non-exclusive inclusion, so a process, a method, a
product or a device that includes a list of elements not only includes those elements but also
includes other elements which are not expressly listed, or further includes elements inherent
to such process, method, product or device. Without more constraints, an element preceded
by "includes a ..." does not preclude the existence of additional identical elements in the
process, method, product or device that includes the element.

[0064] Specific implementations of the present specification are described above.
Other implementations fall within the scope of the appended claims. In some cases, the
actions or steps described in the claims can be performed in an order different from that in the
implementation and the desired results can still be achieved. In addition, the process
described in the accompanying drawings does not necessarily require a particular execution
order to achieve the desired results. In some implementations, multi-task processing and

parallel processing can be performed or can be advantageous.
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[0065] The terms used in one or more implementations of the present specification
are merely for the purpose of describing specific implementations, and are not intended to
limit the one or more implementations of the present specification. The terms "a" and "the" in
a singular form used in the one or more implementations of the present specification and the
appended claims are also intended to include a plural form, unless otherwise specified in the
context clearly. It should be further understood that the term "and/or" used in the present
specification indicates and includes any or all possible combinations of one or more
associated listed items.

[0066] It should be understood that although terms "first", "second", "third", etc. can
be used in one or more implementations of the present specification to describe various types
of information, the information is not limited to the terms. These terms are only used to
differentiate information of a same type. For example, without departing from the scope of
the one or more implementations of the present specification, first information can also be
referred to as second information, and similarly, the second information can be referred to as
the first information. Depending on the context, for example, the word "if" used here can be
explained as "while", "when", or "in response to determining".

[0067] The previous descriptions are only example implementations of one or more
implementations of the present specification, but are not intended to limit the one or more
implementations of the present specification. Any modification, equivalent replacement,
improvement, etc. made without departing from the spirit and principle of the one or more
implementations of the present specification shall fall within the protection scope of the one
or more implementations of the present specification.

[0068] FIG. 8 is a flowchart illustrating an example of a computer-implemented
method 800 for blockchain transaction reconciliation, according to an implementation of the
present disclosure. For clarity of presentation, the description that follows generally describes
method 800 in the context of the other figures in this description. However, it will be
understood that method 800 can be performed, for example, by any system, environment,
software, and hardware, or a combination of systems, environments, software, and hardware,
as appropriate. In some implementations, various steps of method 800 can be run in parallel,
in combination, in loops, or in any order.

[0069] At 802, a blockchain transaction record that is selected from a blockchain
account book associated with a blockchain and satisfies a specified condition is obtained by a

blockchain member. In some implementations, the blockchain account book includes a
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plurality of blockchain transaction records that record information associated with asset
transfer operations occurring on the blockchain. In some implementations, the blockchain
includes a reconciliation service provider that provides a transaction record query service for
the blockchain member.

[0070] In some implementations, obtaining the blockchain transaction record includes
sending the specified condition to the reconciliation service provider of the blockchain to
enable the reconciliation service provider to select a blockchain transaction record based on
the specific condition; and receiving the blockchain transaction record returned by the
reconciliation service provider.

[0071] In some implementations, the specified condition includes at least one of a
moment at which the blockchain transaction record is created, a blockchain member that
participates in a blockchain transaction corresponding to the blockchain transaction record, a
condition indicating that the blockchain transaction record is a normal transaction record, or a
condition indicating that the blockchain transaction is a refund transaction record. From 802,
method 800 proceeds to 804.

[0072] At 804, the blockchain transaction record is compared with an off-chain
transaction record maintained by the blockchain member to obtain a comparison value
indicating whether the off-chain transaction record is consistent with the blockchain
transaction record.

[0073] In some implementations, comparing the blockchain transaction record with
the off-chain transaction record includes exporting the blockchain transaction record by using
a bridge module that is configured between the blockchain member and the blockchain; and
comparing the blockchain transaction record with the off-chain transaction record off the
blockchain, where the bridge module is separately connected to a first data interface provided
by the blockchain member and a second data interface provided by the blockchain. From 804,
method 800 proceeds to 806.

[0074] At 806, a determination is made as to whether the comparison value indicates
that the off-chain transaction record is consistent with the blockchain transaction record. If it
is determined that the comparison value indicates that the off-chain transaction record is
inconsistent with the blockchain transaction record, method 800 proceeds to 808.

[0075] At 808, the off-chain transaction record is modified based on the blockchain
transaction record to make the off-chain transaction record consistent with the blockchain

transaction record. In some implementations, method 800 further includes entering the
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specified condition and modified information for the off-chain transaction record into the
blockchain. After 808, method 800 can stop.

[0076] Implementations of the present application can solve technical problems in
data record reconciliation. When transaction operations are implemented based on the
blockchain network, the transaction operations can be automatically implemented through a
smart contract, and transaction records can be recorded in the blockchain account book
without being tampered with, thereby eliminating mistrust between blockchain members and
solving the problem of interconnection between off-chain management systems of different
blockchain members.

[0077] Implementations of the present disclosures provide methods and apparatuses
for data record conciliation in the blockchain. For example, the described method can be used
for clearing documents that are generated for blockchain members based on all transaction
flow records by the end of each day. Because content of the blockchain leger cannot be
tampered with and is traceable, the transaction flow records maintained by the blockchain
members can be checked and corrected according to the blockchain transaction records,
improving, for example, data storage security, and, for example, reducing data storage space.
[0078] According to described implementations, the blockchain can include a
reconciliation service provider, which can include one or more specific blockchain nodes on
the blockchain and can be used to provide a transaction record query service for the
blockchain member. For example, the blockchain member can send a specified condition to
the reconciliation service provider by using a bridge module, so that the reconciliation service
provider can select a blockchain transaction record based on the specified condition. Then the
blockchain member receives the blockchain transaction record returned by the reconciliation
service provider. Therefore, the blockchain member does not need to actively perform the
selection operation. The reconciliation service provider can provide related services for all
the blockchain members on the blockchain, and all the blockchain members can enjoy the
services provided by the reconciliation service provider without separately performing the
selection operation on the blockchain transaction record, so that the blockchain members can
focus more on blockchain-based asset transactions.

[0079] Embodiments and the operations described in this specification can be
implemented in digital electronic circuitry, or in computer software, firmware, or hardware,
including the structures disclosed in this specification or in combinations of one or more of

them. The operations can be implemented as operations performed by a data processing
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apparatus on data stored on one or more computer-readable storage devices or received from
other sources. A data processing apparatus, computer, or computing device may encompass
apparatus, devices, and machines for processing data, including by way of example a
programmable processor, a computer, a system on a chip, or multiple ones, or combinations,
of the foregoing. The apparatus can include special purpose logic circuitry, for example, a
central processing unit (CPU), a field programmable gate array (FPGA) or an
application-specific integrated circuit (ASIC). The apparatus can also include code that
creates an execution environment for the computer program in question, for example, code
that constitutes processor firmware, a protocol stack, a database management system, an
operating system (for example an operating system or a combination of operating systems), a
cross-platform runtime environment, a virtual machine, or a combination of one or more of
them. The apparatus and execution environment can realize various different computing
model infrastructures, such as web services, distributed computing and grid computing
infrastructures.

[0080] A computer program (also known, for example, as a program, software,
software application, software module, software unit, script, or code) can be written in any
form of programming language, including compiled or interpreted languages, declarative or
procedural languages, and it can be deployed in any form, including as a stand-alone program
or as a module, component, subroutine, object, or other unit suitable for use in a computing
environment. A program can be stored in a portion of a file that holds other programs or data
(for example, one or more scripts stored in a markup language document), in a single file
dedicated to the program in question, or in multiple coordinated files (for example, files that
store one or more modules, sub-programs, or portions of code). A computer program can be
executed on one computer or on multiple computers that are located at one site or distributed
across multiple sites and interconnected by a communication network.

[0081] Processors for execution of a computer program include, by way of example,
both general- and special-purpose microprocessors, and any one or more processors of any
kind of digital computer. Generally, a processor will receive instructions and data from a
read-only memory or a random-access memory or both. The essential elements of a computer
are a processor for performing actions in accordance with instructions and one or more
memory devices for storing instructions and data. Generally, a computer will also include, or
be operatively coupled to receive data from or transfer data to, or both, one or more mass

storage devices for storing data. A computer can be embedded in another device, for
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example, a mobile device, a personal digital assistant (PDA), a game console, a Global
Positioning System (GPS) receiver, or a portable storage device. Devices suitable for storing
computer program instructions and data include non-volatile memory, media and memory
devices, including, by way of example, semiconductor memory devices, magnetic disks, and
magneto-optical disks. The processor and the memory can be supplemented by, or
incorporated in, special-purpose logic circuitry.

[0082] Mobile devices can include handsets, user equipment (UE), mobile telephones
(for example, smartphones), tablets, wearable devices (for example, smart watches and smart
eyeglasses), implanted devices within the human body (for example, biosensors, cochlear
implants), or other types of mobile devices. The mobile devices can communicate wirelessly
(for example, using radio frequency (RF) signals) to various communication networks
(described below). The mobile devices can include sensors for determining characteristics of
the mobile device’s current environment. The sensors can include cameras, microphones,
proximity sensors, GPS sensors, motion sensors, accelerometers, ambient light sensors,
moisture sensors, gyroscopes, compasses, barometers, fingerprint sensors, facial recognition
systems, RF sensors (for example, Wi-Fi and cellular radios), thermal sensors, or other types
of sensors. For example, the cameras can include a forward- or rear-facing camera with
movable or fixed lenses, a flash, an image sensor, and an image processor. The camera can be
a megapixel camera capable of capturing details for facial and/or iris recognition. The camera
along with a data processor and authentication information stored in memory or accessed
remotely can form a facial recognition system. The facial recognition system or one-or-more
sensors, for example, microphones, motion sensors, accelerometers, GPS sensors, or RF
sensors, can be used for user authentication.

[0083] To provide for interaction with a user, embodiments can be implemented on a
computer having a display device and an input device, for example, a liquid crystal display
(LCD) or organic light-emitting diode (OLED)/virtual-reality (VR)/augmented-reality (AR)
display for displaying information to the user and a touchscreen, keyboard, and a pointing
device by which the user can provide input to the computer. Other kinds of devices can be
used to provide for interaction with a user as well; for example, feedback provided to the user
can be any form of sensory feedback, for example, visual feedback, auditory feedback, or
tactile feedback; and input from the user can be received in any form, including acoustic,
speech, or tactile input. In addition, a computer can interact with a user by sending documents

to and receiving documents from a device that is used by the user; for example, by sending
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web pages to a web browser on a user’s client device in response to requests received from
the web browser.

[0084] Embodiments can be implemented using computing devices interconnected by
any form or medium of wireline or wireless digital data communication (or combination
thereof), for example, a communication network. Examples of interconnected devices are a
client and a server generally remote from each other that typically interact through a
communication network. A client, for example, a mobile device, can carry out transactions
itself, with a server, or through a server, for example, performing buy, sell, pay, give, send, or
loan transactions, or authorizing the same. Such transactions may be in real time such that an
action and a response are temporally proximate; for example an individual perceives the
action and the response occurring substantially simultaneously, the time difference for a
response following the individual’s action is less than 1 millisecond (ms) or less than 1
second (s), or the response is without intentional delay taking into account processing
limitations of the system.

[0085] Examples of communication networks include a local area network (LAN), a
radio access network (RAN), a metropolitan area network (MAN), and a wide area network
(WAN). The communication network can include all or a portion of the Internet, another
communication network, or a combination of communication networks. Information can be
transmitted on the communication network according to various protocols and standards,
including Long Term Evolution (LTE), 5G, IEEE 802, Internet Protocol (IP), or other
protocols or combinations of protocols. The communication network can transmit voice,
video, biometric, or authentication data, or other information between the connected
computing devices.

[0086] Features described as separate implementations may be implemented, in
combination, in a single implementation, while features described as a single implementation
may be implemented in multiple implementations, separately, or in any suitable
sub-combination. Operations described and claimed in a particular order should not be
understood as requiring that the particular order, nor that all illustrated operations must be
performed (some operations can be optional). As appropriate, multitasking or
parallel-processing (or a combination of multitasking and parallel-processing) can be

performed.
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CLAIMS

1. A computer-implemented method for discovering and correcting missing or erroneous
information in modifiable off-chain transaction records using unmodifiable blockchain
transaction records, the method comprising:

obtaining, by a blockchain member and using a bridge module configured between a
first data interface of the blockchain member and a second data interface of a blockchain, a
blockchain transaction record that is selected from a blockchain ledger maintained in the
blockchain, wherein the blockchain transaction record includes first information describing a
transaction;

comparing, by the blockchain member, the blockchain transaction record with an off-
chain transaction record maintained by the blockchain member, wherein the off-chain
transaction record includes second information describing the transaction and is stored, by the
blockchain member, separate from the blockchain;

determining, by the blockchain member and based on the comparing, that the second
information of the off-chain transaction record is inconsistent with the first information of the
blockchain transaction record based on the second information (i) being modified after the
off-chain transaction record was created or (ii) including an incomplete description of the
transaction relative to the blockchain transaction record; and

in response to the determining that the second information of the off-chain transaction
record is inconsistent with the first information of the blockchain transaction record,

performing, by the blockchain member, a reconciliation operation on the off-
chain transaction record based on the blockchain transaction record to make the second
information of the off-chain transaction record consistent with the first information of the
blockchain transaction record, the reconciliation operation including making at least one
change to the second information of the off-chain transaction record; and
recording, by the blockchain member, reconciliation-data into the blockchain

ledger maintained in the Dblockchain, wherein the reconciliation-data comprises an
identification of the blockchain member that performed the reconciliation operation and an
identification of the at least one change made by the blockchain member to the off-chain

transaction record.

2. The computer-implemented method of claim 1, wherein obtaining by the blockchain

member and using the bridge module configured between the first data interface of the
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blockchain member and the second data interface of the blockchain, the blockchain
transaction record that is selected from the blockchain ledger associated with the blockchain
comprises:

sending, by the blockchain member, a specified condition to a reconciliation service
provider of the blockchain; and

receiving, by the blockchain member, the blockchain transaction record returned by

the reconciliation service provider.

3. The computer-implemented method of claim 2, wherein the specified condition
comprises at least one of a time duration at which the blockchain transaction record is
created, a blockchain member that participates in a blockchain transaction corresponding to
the blockchain transaction record, a condition indicating that the blockchain transaction
record is a normal transaction record, or a condition indicating that the blockchain transaction

is a refund transaction record.

4. The computer-implemented method of claim 2, wherein the reconciliation service
provider stored the specified condition for future requests received from the blockchain

member.

5. The computer-implemented method of claim 1, wherein the reconciliation-data

comprises an indication that a change has been made to the off-chain transaction record.

6. The computer-implemented method of claim 1, wherein the blockchain ledger
includes a plurality of blockchain transaction records that record information associated with

asset transfer operations occurring on the blockchain.

7. The computer-implemented method of claim 1, wherein the blockchain ledger
comprises a plurality of blockchain transaction records that record information associated

with asset transfer operations occurring on the blockchain.

8. A non-transitory, computer-readable medium storing one or more instructions
executable by a computer system to perform operations for discovering and correcting
missing or erroneous information in modifiable off-chain transaction records using

unmodifiable blockchain transaction records, the operations comprising:
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obtaining, by a blockchain member and using a bridge module configured between a
first data interface of the blockchain member and a second data interface of a blockchain, a
blockchain transaction record that is selected from a blockchain ledger maintained in the
blockchain, wherein the blockchain transaction record includes first information describing a
transaction;

comparing, by the blockchain member, the blockchain transaction record with an off-
chain transaction record maintained by the blockchain member, wherein the off-chain
transaction record includes second information describing the transaction and is stored, by the
blockchain member, separate from the blockchain;

determining, by the blockchain member and based on the comparing, that the second
information of the off-chain transaction record is inconsistent with the first information of the
blockchain transaction record based on the second information (i) being modified after the
off-chain transaction record was created or (ii) including an incomplete description of the
transaction relative to the blockchain transaction record;

in response to the determining that the second information of the off-chain transaction
record is inconsistent with the first information of the blockchain transaction record,

performing, by the blockchain member, a reconciliation operation on the off-
chain transaction record based on the blockchain transaction record to make the second
information of the off-chain transaction record consistent with the first information of the
blockchain transaction record, the reconciliation operation including making at least one
change to the second information of the off-chain transaction record; and
recording, by the blockchain member, reconciliation-data into the blockchain

ledger maintained in the blockchain, wherein the reconciliation-data comprises an
identification of the blockchain member that performed the reconciliation operation and an
identification of the at least one change made by the blockchain member to the off-chain

transaction record.

9. The non-transitory, computer-readable medium of claim 8, wherein obtaining by the
blockchain member and using the bridge module configured between the first data interface
of the blockchain member and the second data interface of the blockchain, the blockchain
transaction record that is selected from the blockchain ledger associated with the blockchain
comprises:

sending, by the blockchain member, a specified condition to a reconciliation service

provider of the blockchain; and
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receiving, by the blockchain member, the blockchain transaction record returned by

the reconciliation service provider.

10.  The non-transitory, computer-readable medium of claim 9, wherein the specified
condition comprises at least one of a time duration at which the blockchain transaction record
is created, a blockchain member that participates in a blockchain transaction corresponding to
the blockchain transaction record, a condition indicating that the blockchain transaction
record is a normal transaction record, or a condition indicating that the blockchain transaction

1s a refund transaction record.

I1. The non-transitory, computer-readable medium of claim 9, wherein the reconciliation
service provider stored the specified condition for future requests received from the

blockchain member.

12.  The non-transitory, computer-readable medium of claim 8, wherein the reconciliation-

data comprises an indication that a change has been made to the off-chain transaction record.

13. The non-transitory, computer-readable medium of claim 8, wherein the blockchain
ledger includes a plurality of blockchain transaction records that record information

associated with asset transfer operations occurring on the blockchain.

14. A computer-implemented system for discovering and correcting missing or erroneous
information in modifiable off-chain transaction records using unmodifiable blockchain
transaction records, comprising:

one or more computers; and

one or more computer memory devices interoperably coupled with the one or more
computers and having tangible, non-transitory, machine-readable media storing one or more
instructions that, when executed by the one or more computers, perform one or more
operations comprising:

obtaining, by a blockchain member and using a bridge module configured

between a first data interface of the blockchain member and a second data interface of a
blockchain, a blockchain transaction record that is selected from a blockchain ledger
maintained in the blockchain, wherein the blockchain transaction record includes first

information describing a transaction;
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comparing, by the blockchain member, the blockchain transaction record with
an off-chain transaction record maintained by the blockchain member, wherein the off-chain
transaction record includes second information describing the transaction and is stored, by the
blockchain member, separate from the blockchain;

determining, by the blockchain member and based on the comparing, that the
second information of the off-chain transaction record is inconsistent with the first
information of the blockchain transaction record based on the second information (i) being
modified after the off-chain transaction record was created or (ii) including an incomplete
description of the transaction relative to the blockchain transaction record;

in response to the determining that the second information of the off-chain
transaction record is inconsistent with the first information of the blockchain transaction
record,

performing, by the blockchain member, a reconciliation operation on
the off-chain transaction record based on the blockchain transaction record to make the
second information of the off-chain transaction record consistent with the first information of
the blockchain transaction record, the reconciliation operation including making at least one
change to the second information of the off-chain transaction record; and
recording, by the blockchain member, reconciliation-data into the

blockchain ledger maintained in the blockchain, wherein the reconciliation-data comprises an
identification of the blockchain member that performed the reconciliation operation and an
identification of the at least one change made by the blockchain member to the off-chain

transaction record.

15. The computer-implemented system of claim 14, wherein obtaining by the blockchain
member and using the bridge module configured between the first data interface of the
blockchain member and the second data interface of the blockchain, the blockchain
transaction record that is selected from the blockchain ledger associated with the blockchain
comprises:

sending, by the blockchain member, a specified condition to a reconciliation service
provider of the blockchain; and

receiving, by the blockchain member, the blockchain transaction record returned by

the reconciliation service provider.

16. The computer-implemented system of claim 15, wherein the specified condition
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comprises at least one of a time duration at which the blockchain transaction record is
created, a blockchain member that participates in a blockchain transaction corresponding to
the blockchain transaction record, a condition indicating that the blockchain transaction
record is a normal transaction record, or a condition indicating that the blockchain transaction

1s a refund transaction record.

17.  The computer-implemented system of claim 15, wherein the reconciliation service
provider stored the specified condition for future requests received from the blockchain

member.

18.  The computer-implemented system of claim 14, wherein the reconciliation-data

comprises an indication that a change has been made to the off-chain transaction record.

19. The computer-implemented system of claim 14, wherein the blockchain ledger
includes a plurality of blockchain transaction records that record information associated with

asset transfer operations occurring on the blockchain.

20. The computer-implemented system of claim 14, wherein the blockchain ledger
comprises a plurality of blockchain transaction records that record information associated

with asset transfer operations occurring on the blockchain.





