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METHOD AND DEVICE FOR CONTROLLING SERVICE
OPERATION RISK

TECHNICAL FIELD

[0001] The present application relates to the field of patar technologies, and

in particular, to a method and device for contngjlservice operation risks.

BACKGROUND

[0002] With the development of information technologiesens can not only
obtain corresponding services from network platfpnovided by service providers,
but also from other users.

[0003] Currently, a service demanding user (referred ta dgst user) and a
service provider user (referred to as a second gaerperform service interaction by
using both conventional online method and offlinetimod. For the offline method, an
end-user device used by the first user can be wiezed from the network. The
end-user device provides offline service informatsaich as an account identifier and
a verification identifier corresponding to the fitsser for the second user by using a
two-dimensional code, sound wave, or near fieldroomication. The second user can
send the offline service information of the firsten to a corresponding server, so the
second user can obtain service resources in the uger's account and provide a
corresponding service for the first user.

[0004] In the existing technologies, in the previous o#liservice method, an
identity verification mechanism in the end-user idevused by the first user can
ensure security of the first user's account. Ti& fiser can unlock the end-user
device by using a fingerprint, an unlock passwanda PIN code, to pass identity
verification on the end-user device. In other wottle end-user device can perform
the previous offline service operation only aftee tend-user device passes identity
verification. For example, in offline payment sceos, after a merchant generates a
payment order, a user can perform identity verifocaon a mobile phone by using a
fingerprint or password. After verification succeed payment code is invoked and



10

15

20

25

30

displayed on the mobile phone. Then, the merchant scan the payment code
displayed on the mobile phone and complete offiagment.

[0005] However, in the existing technologies, the idengyification mechanism
in the end-user device is the only guarantee ofiteeuser's account security. If the
end-user device is held by an unauthorized usee time unauthorized user unlocks
the end-user device by making multiple attemptsbwrusing other methods, the
end-user device considers that the user has patsady verification. Consequently
the unauthorized user can use the end-user dewvicpetform offline service
operations, which causes a serious threat to theuat security of the first user.
Obviously, the identity verification mechanism inetend-user device has certain

limitations, especially in offline service scenasiand security level is relatively low.

SUMMARY

[0006] Implementations of the present application provide method for
controlling service operation risks, to ensure sgcwf an identity verification
mechanism in an end-user device in offline sersm®narios.

[0007] The implementations of the present application wi®va device for
controlling service operation risks, to ensure sgcwf an identity verification
mechanism in an end-user device in offline sersmanarios.

[0008] The following technical solutions are used in thglementations of the
present application:

[0009] An implementation of the present application pregida method for
controlling service operation risks, including: ntoning, by an application program
on an end-user device, a service operation indidg a user for invoking offline
service information; determining whether the sexvaperation is a risky operation
based on recorded historical operation data ar€aat one of a predetermined risk
evaluation rule or risk evaluation model after #eevice operation is monitored; if
yes, refusing to invoke the offline service infotioa; otherwise, invoking the offline
service information.

[0010] An implementation of the present application furtpeovides a method
for controlling service operation risks, includingonitoring, by client software, an
offine payment operation initiated by a user; deieing whether the offline
payment operation is a risky operation based oorded historical operation data and
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at least one of a predetermined risk evaluatioa aulrisk evaluation model after the
offline payment operation is monitored; if yeseajng the offline payment operation;
otherwise, performing the offline payment operation

[0011] An implementation of the present application pregida device for
controlling service operation risks, including: amtoring module, configured to
monitor a service operation initiated by a userfiooking offline service information;
and a risk control processing module, configurediétermine whether the service
operation is a risky operation based on recordstbiical operation data and at least
one of a predetermined risk evaluation rule or reskaluation model after the
monitoring module monitors the service operatidryes, refuse to invoke the offline
service information; otherwise, invoke the offliservice information.

[0012] An implementation of the present application furthpvides a device for
controlling service operation risks, including: amtoring module, configured to
monitor an offline payment operation initiated byser; and a risk control processing
module, configured to determine whether the offlpeyment operation is a risky
operation based on recorded historical operatiota dmd at least one of a
predetermined risk evaluation rule or risk evalatmodel after the monitoring
module monitors the offline payment operation; é@sy reject the offline payment
operation; otherwise, perform the offline paymepemtion.

[0013] At least one of the previously described technstdiitions adopted in the
implementations of the present application can eaghithe following beneficial
effects:

[0014] According to the method in the present applicationa scenario that a
user uses an application to obtain an offline serwivhen a user holding an end-user
device passes identity verification of the applaatand initiates a service operation,
the application does not immediately perform thevise operation, but obtains
historical operation data of all previous operagigerformed by the user. It can be
considered that there is a certain difference betwan operation initiated by an
unauthorized user using the application and anabiper initiated by an actual owner
using the end-user device. Therefore, based orhifterical operation data and at
least one of a corresponding risk evaluation ruld ask evaluation model, the
application can determine whether the service aperanitiated by the user is risky.
If the service operation is risky, it indicates tththe user initiating the service

operation is likely an unauthorized user. Consetiyethe application refuses to
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invoke offline service information needed by th#ioé¢ service, and the current user
of the application cannot perform the offline seevilf the service operation is not
risky, it indicates that the user initiating thensee operation is likely the actual

owner of the end-user device, and the applicatian iovoke the offline service

information, so the current user completes thenafservice.

[0015] Compared with the existing technologies, by usimgprevious method in

the implementations of the present application, iwheuser performs an offline

service, a process of performing risk control pssagg on a service operation of the
user is added in addition to identity verificatiohthe application, to form a double
guarantee mechanism, thereby effectively improvsegurity in offline service

environments.

BRIEF DESCRIPTION OF DRAWINGS

[0016] The accompanying drawings described here are iaterid provide a
further understanding of the present applicationd eonstitute a part of the present
application. The illustrative implementations ofethpresent application and
descriptions thereof are intended to describe ttesemt application, and do not
constitute limitations on the present applicationthe accompanying drawings:
[0017] FIG. 1a is a schematic architecture diagram ilaistg an offline service,
according to an implementation of the present appbn;

[0018] FIG. 1b is a process for controlling service ogeratisks, according to an
implementation of the present application;

[0019] FIG. 2a and FIG. 2b are schematic diagrams illtistyaverification
methods in a process for controlling service opematrisks, according to an
implementation of the present application;

[0020] FIG. 3 is another process for controlling serviperation risks, according
to an implementation of the present application;

[0021] FIG. 4 is a schematic structural diagram illushgtia device for
controlling service operation risks, according to implementation of the present
application; and

[0022] FIG. 5 is a schematic structural diagram illusigtia device for
controlling service operation risks, according to implementation of the present

application.
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DESCRIPTION OF IMPLEMENTATIONS

[0023] To make the objectives, technical solutions, anchathges of the present
application clearer, the following clearly and caetensively describes the technical
solutions of the present application with referemaethe implementations of the
present application and corresponding accompanyirayvings. Apparently, the
described implementations are merely some but lhof éhe implementations of the
present application. All other implementations aled by a person of ordinary skill
in the art based on the implementations of thegmteapplication without creative
efforts shall fall within the protection scope bétpresent application.

[0024] As described above, in an offline service operasioenario, an application
used by a user has a corresponding identity vatifin mechanism, but the identity
verification mechanism of the application is thdyoguarantee of a user account’s
security. Once another user passes identity vatifio of the application, the another
user can use the application to perform any offfiaevice operation, thereby causing
a serious security threat to the user account.

[0025] Based on this, a method for improving applicatieawsity in an offline
service environment is needed. Therefore, in thplementations of the present
application, a method for controlling service opierarisks is provided. In the offline
service scenario, even if a current user of an um®dl- device passes identity
verification of an application, risk determiningnche performed based on a service
operation initiated by the user, to minimize thewsgy risk caused to a user account
after an unauthorized user passes identity vetidiocaf the application.

[0026] In the implementations of the present applicatithe end-user device
includes but is not limited to a smartphone, a $wetch, a tablet computer, a
notebook computer, and a desktop computer. FIGshbtavs a schematic diagram
illustrating a relationship architecture of an i service in actual applications,
according to an implementation of the present appbn. As shown in FIG. 1a, a
user uses an end-user device, a merchant obtdlirse cfervice information of the
user, and a server transfers a resource (resduatlds a payment feature, such as an
amount, a coupon, and a virtual currency) fromubker's account to the merchant's
account.

[0027] FIG. 1b shows a process for controlling servicerafpen risks, according

to an implementation of the present applicationicivincludes the following steps:
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[0028] S101. An application program on an end-user dewioaitors a service
operation initiated by a user for invoking offliservice information.

[0029] The offline service information is information needfor performing an
offline service, and usually includes informatiarck as user account information and
a service verification identifier. In actual appliomn scenarios, the offline service
information can usually be in a form such as a ffield communication (NFC) signal,
a unique digital object identifier (DOI), and a sduwave signal. It does not
constitute a limitation on the present application.

[0030] The service operation triggers the offline servieer example, the user
can click the "offline payment" function controleetent of the application, and the
click operation can trigger an offline payment segvIn this case, the click operation
IS a service operation.

[0031] The previously described application program (refrto as an
application below) has an offline service functidrhat is, the user can start the
application on the end-user device and initiateo@esponding service operation in
the application.

[0032] In the present step, the user can be consideraduasr that currently uses
the end-user device. The user initiates a servimgabion, which indicates that the
user has passed identity verification of the ajpilorn, but the user can be an owner
(namely, an authorized user) of the end-user demicgan be an unauthorized holder
(namely, an unauthorized user). Therefore, it isessary to perform risk control
processing on the service operation initiated leyubker, that is, perform subsequent
steps.

[0033] S102. Determine whether the service operationrisky operation based
on recorded historical operation data and at |lesst of a predetermined risk
evaluation rule or risk evaluation model after Heevice operation is monitored. If
yes, perform step S103; otherwise, perform steglS10

[0034] In actual applications, if an unauthorized userdbdhe end-user device,
the unauthorized user can perform multiple identdyification operations to attempt
to pass identity verification of the applicationltiough the unauthorized user can
finally pass the identity verification, the muliplidentity verification operations
performed by the unauthorized user reflect an eb@epf the identity verification
process to some extent (it can be consideredifttage holder of the end-user device

is an authorized user, the authorized user shoai$ pdentity verification of the
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application at a time except in the case of a n@satpon).

[0035] Apparently, operation data of various operationggomed by the user on
the end-user device can be used as an importaist floasisk control processing. In
actual application scenarios, various operatiomopaed by the user on the end-user
device can be various operations performed by $lee directly on an application that
has an offline payment function, and in this scenahe application can record and
obtain operation data.

[0036] Therefore, in this implementation of the presentpligption, the
application records historical operation data @&pomding to various historical
operations performed by the user such as an igewmttification operation and a
service operation. A process of recording the hisib operation data can include the
following: The application monitors an operationrfpemed by the user on the
application, and determines operation data corredipg to the operation after the
operation is monitored, and records the operataia ds the historical operation data.
The historical operation data includes at least ohe total number of times of
identity verification success or failure in a higtal time, a number of times of
identity verification success or failure within aefdetermined time period, behavior
data of using an online service by the user, behmalata of using an offline service
by the user, and service environment data.

[0037] It is worthwhile to note that, because this mettsoapplicable to an offline
environment, the historical operation data recorethe application will be locally
stored in the end-user device. A log file can bedu®er storage. Correspondingly, the
application can obtain the previous log file toabtthe historical operation data. It
does not constitute a limitation on the presentiegion.

[0038] After the historical operation data recorded by dpelication is obtained,
risk determining can be performed on the serviceratmon initiated by the user. In
this implementation of the present application, phedetermined risk evaluation rule
and/or risk evaluation model can be pre-storedhénapplication locally. In a possible
method, the application locally has a risk evalmatiunction unit, and the risk
evaluation rule and/or the risk evaluation model ba stored in the risk evaluation
function unit.

[0039] The risk evaluation rule can include evaluatioresuior different historical
operation data. For example, before the user padsetty verification, if the number

of times the user fails to pass identity verifioatiis greater than 3, it is determined
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that the service operation initiated by the useisisy. In addition, the risk evaluation
rule can be a dynamic rule, and can be dynamiealjysted and optimized based on a
usage habit of the authorized user.

[0040] The risk evaluation model can be obtained througimihg based on the
usage habit of the authorized user and operatitmnafaa large number of determined
unauthorized operations and authorized operatibns.not described in detail here.
In addition, the risk evaluation model can be aagit model, that is, the operation
data of the user can be continuously collected, thiedrisk evaluation model is
dynamically adjusted and optimized based on thgaikabit of the user.

[0041] By using the risk evaluation rule and risk evaloiatmodel, the risk degree
of the service operation can be quantized to obtaincorresponding risk
characterization value. Obviously, if the curreatvice operation does not meet the
usage habit of the user, the risk characterizatimine obtained by using the risk
evaluation model will exceed a risk threshold, @nid determined that the service
operation initiated by the user is risky.

[0042] Certainly, in actual applications, risk evaluaticen be performed on the
service operation with reference to the risk eviawmarule and the risk evaluation
model.

[0043] In addition, the risk evaluation rule and the rslaluation model can also
be dynamically adjusted based on a use environmkle application. The use
environment can include time of using the applamatia number of times of starting
and stopping the application, etc. It does not ttute a limitation on the present
application.

[0044] Based on the previous content, if it is determitied a service operation is
a risky operation, it indicates that the initiatfrthe service operation is likely an
unauthorized user. In this case, to protect thewucsecurity of the authorized user,
the application refuses to execute the serviceabioer, that is, performs step S103.
[0045] If it is determined that the service operation soa-risky operation, it can
be considered that the initiator of the servicerapen is an authorized user. In this
case, the application can execute the service tiperéhat is, perform step S104.
[0046] S103. Refuse to invoke the offline service inforimorat

[0047] Once the application refuses to invoke the offeevice information, the
user cannot perform the offline service. In thispiementation of the present

application, if the offline service information @isplayed in a DOI (including a
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two-dimensional code, a barcode, etc.) methodafi@ication does not generate the
DOI. Certainly, in actual application scenariosgaverification operation can further
be initiated to the user, and the method is desdrib the following.

[0048] S104. Invoke the offline service information.

[0049] In contrast to step S103, the application generedeesponding offline
service information to complete a correspondingradfservice.

[0050] According to the previous steps, in a scenario thatiser uses an
application to obtain an offline service, when ardsolding an end-user device passes
identity verification of an application and initest a service operation, the application
does not immediately perform the service operatiut,obtains historical operation
data of all previous operations performed by ther.uscan be considered that there is
a certain difference between an operation initiddgdin unauthorized user using an
application and an operation initiated by an actwaher using the end-user device.
Therefore, based on the historical operation dathad least one of a corresponding
risk evaluation rule and risk evaluation model, #pplication can determine whether
the service operation initiated by the user isytiskthe service operation is risky, it
indicates that the user initiating the service apen is likely an unauthorized user.
Consequently, the application refuses to invokénaffservice information needed by
the offline service, and the user cannot perform dffline service. If the service
operation is not risky, it indicates that the usérating the service operation is likely
an authorized user, and the application can intbkeoffline service information, so
the user completes the offline service.

[0051] Compared with the existing technologies, by usimggrevious method in
this implementation of the present application, wre user performs an offline
service, a process of performing risk control pssogg on a service operation of the
user is added in addition to identity verificatiohthe application, to form a double
guarantee mechanism, thereby effectively improvsegurity in offline service
environments.

[0052] For the previous content, it is worthwhile to ndkat, in an optional
method of this implementation of the present apyilir, the previous method can be
executed by an end-user device operating system.opkrating system can open a
corresponding application programming interface IJAR the application, so
different applications complete offline servicesusyng the API. That is, the end-user

device operating system performs risk evaluatiorthenservice operation based on
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the risk evaluation rule and the risk evaluationdelp and opens the API to the
applications running on the end-user device, sdh emguplication obtains a risk
evaluation result from the API. It does not conséita limitation on the present
application.

[0053] In the previous content, determining whether theise operation initiated
by the user is a risky operation will have a deesmpact on whether the application
subsequently performs the service operation. Thezethe following describes the
determining process in this implementation of trespnt application in detail.

[0054] In this implementation of the present applicatiaihe process of
determining whether a service operation is a righgration is mainly implemented in
two methods:

[0055] Method 1

[0056] In actual applications, if a user initiates a segwoperation, it indicates that
the user has passed identity verification of thegliagtion, but the user can still be an
unauthorized user. This is because the user pggsisises identity verification after
performing several times of identity verificatioand in this case, the user is more
likely to be an unauthorized user. Correspondinilg, service operation initiated by
the user is also likely to be a risky operationaflfs, if an identity verification
operation performed by the user currently using éhd-user device has a certain
degree of risk, after the user passes identityfigation, the service operation initiated
by the user also has a corresponding risk.

[0057] For example, when a user performs a verificatiorrajon for the
application, the first five times of verificatiomifed but the sixth time succeeds. In
this example, although the user has been succlgssérified, it can be considered
that the user is likely an unauthorized user bex#us user makes several attempts to
pass the verification. If the user performs anidflservice operation by using the
application, the service operation is likely risky.

[0058] Therefore, a risk degree of an identity verificatioperation can be
determined based on the identity verification openaperformed by the user before
passing identity verification, to further determivbether a service operation initiated
by the user is a risky operation.

[0059] In this implementation of the present applicatiaie process of
determining whether the service operation is ayrigkeration includes determining a

first identity verification operation related toetlservice operation, determining a risk
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characterization value of the first identity verdtion operation based on a first
verification method corresponding to the first itignverification operation, the
historical operation data, and at least one optieeetermined risk evaluation rule and
risk evaluation model, and determining whether tigk characterization value
exceeds a predetermined risk threshold based oristheharacterization value and
the predetermined risk threshold; if yes, deterngrthe service operation as a risky
operation; otherwise, determining the service dp@ras a non-risky operation.

[0060] The first identity verification operation related the service operation
refers to identity verification operations perfoniey the user after the last time the
user passes identity verification of the applicatand before the user performs the
current service operation. For example, the sixfigcation operations of the user are
all first identity verification operations. In adidin, the word "first" used in the first
identity verification operation is merely used testohguish from other identity
verification operations in the subsequent contamil similar descriptions in the
following are to play a similar role. Details aretmepeatedly described subsequently.
[0061] The first verification method corresponding to fiist identity verification
operation includes but is not limited to passwosdification and biometric feature
information verification. The risk evaluation rud@d/or risk evaluation model can be
different when the user uses different verificatimethods. For example, for the
password verification method, more attention isdpt the times of password
attempts in the risk evaluation process. A largenber of attempts indicates a higher
risk. In the fingerprint verification method, moedtention is paid to the detailed
feature of the fingerprint image entered by the usé¢he risk evaluation process. The
less the feature of the fingerprint image is, theremlikely the fingerprint image is
stolen, and the risk of the fingerprint verificatioperation is higher.

[0062] Based on this, the risk degree of the first idgnidrification operation can
be quantized based on the first verification methbd historical operation data, and
at least one of the predetermined risk evaluatiba and risk evaluation model, that is,
the risk characterization value of the first idgntierification operation is determined.
It can be understood that the risk characterizatadoe reflects the risk degree of the
first identity verification operation, and a highesk degree indicates a larger risk
characterization value.

[0063] After the risk degree of the first identity verditton operation is quantized,

a comparison can be made with the predetermin&dhigshold. The risk threshold
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can be determined by collecting known unauthorippération data. It does not
constitute a limitation on the present applicatiene.

[0064] Further, if the risk characterization value of firet identity verification
operation exceeds the risk threshold, it can besidered that the first identity
verification operation is more possibly initiate¢y Bn unauthorized user than an
authorized user. Therefore, the application deteesiithat the current service
operation is initiated by an unauthorized user deigrmines the service operation as
a risky operation.

[0065] If the risk characterization value of the firstmdi¢y verification operation
does not exceed the risk threshold, it can be densil that the first identity
verification operation is less possibly initiate¢g bBn unauthorized user than an
authorized user. Therefore, the application deteesiithat the current service
operation is initiated by an authorized user arnérd@nes the service operation as a
non-risky operation.

[0066] Method 2:

[0067] In this method, in actual application scenariosemwlan authorized user
uses the end-user device, a misoperation can accarpassword can be forgotten.
Once these cases occur, the authorized user canpaidorm several identity
verification operations on the end-user device. &pptly, if only method 1 is used to
perform risk control processing, the service openainitiated by the authorized user
can be rejected, causing inconvenience to the amétbuser in use of the end-user
device.

[0068] Therefore, in method 2, the process of determinitigther the service
operation is a risky operation includes determinengfirst identity verification
operation related to the service operation; det@nygia risk characterization value of
the first identity verification operation based an first verification method
corresponding to the first identity verification esption, the recorded historical
operation data, and at least one of the predetedniisk evaluation rule and risk
evaluation model; when the risk characterizatiolueraxceeds a predetermined risk
threshold, initiating backup identity verificatiolo the user; receiving a second
identity verification operation performed by theeudased on the backup identity
verification, determining a risk characterizatioralue of the second identity
verification operation based on a second veriftcatmethod corresponding to the

second identity verification operation, the recardwestorical operation data, and at
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least one of the predetermined risk evaluation ramel risk evaluation model,
determining whether the risk characterization vaifithe second identity verification
operation exceeds the predetermined risk thresliblges, determining the service
operation as a risky operation, otherwise, detangirihe service operation as a
non-risky operation; and determining the servicerafjon as a non-risky operation
when the risk characterization value does not ektlee predetermined risk threshold.
[0069] The previous method for determining the risk chidzation value of the
first identity verification operation is consistewith that in method 1. Details are
omitted here for simplicity.

[0070] After the application determines that the risk eletgrization value
exceeds the predetermined risk threshold, it indgcthat the first identity verification
operation initiated by the user is risky, but candaused by a user misoperation or
forgotten password. Therefore, in this method, bpdklentity verification is initiated
to the user. The backup identity verification isddfline verification method, that is,
the verification process does not need the end-dseice to access an external
network. The backup identity verification includbst is not limited to password
verification, biometric feature information veriéiton, service verification, and
historical operation verification.

[0071] It is worthwhile to note that the historical op@vatverification or service
verification is based on a historical operation arhistorical service operation
performed by the user on the end-user device.

[0072] For example, if an authorized user changed a eatitin password of the
application in the historical use process, the bpcldentity verification can be
providing a password input interface in the curiaterface of the end-user device, as
shown in FIG. 2a, and prompting the user to etterprevious verification password.
[0073] For another example, if an authorized user useprinaous offline service
performed by the application and purchases a mediba worth RMB100, the
backup identity verification can be providing a ifieation interface in the current
interface of the end-user device, as shown in Bl§;and prompting the user to enter
the amount paid for the previous offline service.

[0074] Certainly, the previously described two methods i constitute a
limitation on the present application. Based onghevious examples, the application
initiates backup identity verification to the usand essentially the application has

several predetermined corresponding identity w&ifon methods. The application
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can select a verification method different from thst verification method from the
several predetermined identity verification methadds perform backup identity
verification. Therefore, the process of initiatibgckup identity verification to the
user includes selecting a second identity veriocatnethod from the predetermined
identity verification methods based on the firstifigation method and at least one of
the predetermined risk evaluation rule and riskli@atgon model to initiate backup
identity verification to the user.

[0075] After sending backup identity verification to theen, the application
receives the second identity verification operapenformed by the user based on the
backup identity verification. The second identigrification operation here is similar
to the first identity verification operation. Iféghuser performs several second identity
verification operations, even if the user passekiya identity verification, it can be
considered that a risk degree of the second igeveitification operation is relatively
high. Therefore, the application determines th& dbharacterization value of the
second identity verification operation based on Hezond verification method
corresponding to the second identity verificatiqgrem@tion, the historical operation
data, and at least one of the predetermined rigkuation rule and risk evaluation
model.

[0076] Apparently, if the risk characterization value dfetsecond identity
verification operation is still higher than the getermined risk threshold, it indicates
that the user holding the end-user device is hitjkly to be an unauthorized user,
and the application determines the service operatiiated by the user as a risky
operation. If the risk characterization value ot tsecond identity verification
operation does not exceed the predetermined rrglshibld, it indicates that the user
holding the end-user device is likely to be an ard#ed user, and the application
determines the service operation initiated by ther as a non-risky operation.

[0077] It is worthwhile to note that if the risk charactation value of the first
identity verification operation of the user does meaceed the predetermined risk
threshold, it can be considered that the user susimorized user, and in this case, the
end-user device does not initiate backup idengtyfication to the user.

[0078] In method 2, after risk control is added, the bacidentity verification
method can also be used to perform re-verificatinorthe user, so accuracy of user
identity verification can be further improved aratsrity is further enhanced.

[0079] With reference to the previous two determining rod#d) in actual
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applications, any determining method can be usedeasled to implement identity
verification in the offline service process, to ermes the account security of the
authorized user. In addition, the previous methads applicable to an offline
payment scenario. Therefore, in this scenario, rmplamentation of the present
application further provides a method for contrajliservice operation risks, as shown
in FIG. 3. The method includes:

[0080] S301. Client software monitors an offline paymemeration initiated by a
usetr.

[0081] S302. Determine whether the offline payment opematis a risky
operation based on recorded historical operatiota dend at least one of a
predetermined risk evaluation rule or risk evaluatmodel after the offline payment
operation is monitored; if yes, perform step S3fiBerwise, perform step S304.
[0082] S303. Reject the offline payment operation.

[0083] S304. Perform the offline payment operation.

[0084] In this method, an execution body is a client saftey and the client
software can be application client software runnimgn end-user device operating
system. The user can obtain an offline paymenticetyy using the client software.
The client software can be provided by a correspandervice provider (including
but not limited to a website, a bank, a telecommatnns operator, etc.). It does not
constitute a limitation on the present applicatidhe client software has its own
identity verification method. For example, the uotiesoftware itself has a
corresponding verification password input interfaged the user can use the client
software only after verification succeeds.

[0085] In the previous steps, recording the historicalrapen data includes the
following: The client software monitors an operatiperformed by the user on the
client software, and determines operation dataesponding to the operation after the
operation is monitored, and records the operataia ds the historical operation data.
[0086] In this method, the historical operation data caslude at least one of a
total number of times of identity verification sess or failure in a historical time, a
number of times of identity verification succesdailure within a predetermined time
period, behavior data of using an online servicéhgyuser, behavior data of using an
offline service by the user, and service environnuata.

[0087] In addition, the risk control processing on theioéf payment operation

initiated by the client software in this methodimnilar to that in the previous method.
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Determining whether the offline payment operatisrairisky operation also mainly
includes two methods:

[0088] Method 1

[0089] Determining whether the offline payment operatienai risky operation
includes determining a verification operation rethto the offline payment operation;
determining a risk characterization value of theifiation operation based on a
verification method corresponding to the verifioati operation, the historical
operation data, and at least one of the predetedniisk evaluation rule and risk
evaluation model; determining whether the risk ahtarization value exceeds a
predetermined risk threshold based on the risk acarization value and the
predetermined risk threshold, if yes, determining offline payment operation as a
risky operation, otherwise, determining the offlipg@yment operation as a non-risky
operation.

[0090] Method 2: the determining whether the offline paptm@peration is a risky
operation includes: determining a verification @iemn related to the offline payment
operation; determining a risk characterization gadfithe verification operation based
on a verification method corresponding to the veaifon operation, the historical
operation data, and at least one of the predetedniisk evaluation rule and risk
evaluation model; and when the risk characteripatialue exceeds a predetermined
risk threshold, receiving an identity verificatiaperation performed by the user
based on the backup identity verification, deterngra risk characterization value of
the identity verification operation based on afigation method corresponding to the
identity verification operation, the historical espgon data, and at least one of the
predetermined risk evaluation rule and risk evadmamodel and determining whether
the risk characterization value of the identity ifieation operation exceeds the
predetermined risk threshold, if yes, determining offline payment operation as a
risky operation; otherwise, determining the offlipgyment operation as a non-risky
operation; or determining the offline payment ofieraas a non-risky operation
when the risk characterization value does not ekegeredetermined risk threshold.
[0091] In method 2, for a specific form of backup identigrification, reference
can be made to the content shown in FIG. 2a and EiGthat is, backup identity
verification is not limited to password or biometfeature information verification, or
can be question and answer verification. The imigabackup identity verification to

the user includes selecting an identity verificatimethod different from the
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verification method from predetermined identity ifieation methods based on the
verification method and at least one of the predateed risk evaluation rule and risk
evaluation model to initiate backup identity vexdtion to the user.

[0092] Other content is similar to that in the previoustimd. Reference can be
made to the previous content. Details are omiteré For simplicity.

[0093] Above is the method for controlling service opematiisks according to an
implementation of the present application. Basethersame idea, an implementation
of the present application further provides a devar controlling service operation
risks, as shown in FIG. 4. The device includes:amitoring module 401, configured
to monitor a service operation initiated by a u$er invoking offline service
information; and a risk control processing modul@?4configured to determine
whether the service operation is a risky operati@sed on recorded historical
operation data and at least one of a predetermiiskd evaluation rule or risk
evaluation model after the monitoring module mansitthe service operation; if yes,
refuse to invoke the offline service informatiotherwise, invoke the offline service
information.

[0094] The risk control processing module 402 monitoroparation performed
by the user on the application, and determinesabiper data corresponding to the
operation after the operation is monitored, ancdnmds the operation data as the
historical operation data.

[0095] The previously described historical operation datdudes at least one of
a total number of times of identity verificationceess or failure in a historical time, a
number of times of identity verification succesdalure within a predetermined time
period, behavior data of using an online servicéhgyuser, behavior data of using an
offline service by the user, and service environnakta.

[0096] In the risk control processing phase, in a methath@ implementation of
the present application, the risk control procegsimodule 402 determines a first
identity verification operation related to the deevoperation; determines a risk
characterization value of the first identity verdtion operation based on a first
verification method corresponding to the first itignverification operation, the
historical operation data, and at least one optieeetermined risk evaluation rule and
risk evaluation model; and determines whether igleaharacterization value exceeds
a predetermined risk threshold based on the riskacherization value and the

predetermined risk threshold; if yes, determines $lervice operation as a risky
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operation; otherwise, determines the service ojgras a non-risky operation.

[0097] In another method of the implementation of the @nésapplication, the
risk control processing module 402 determines & fdentity verification operation
related to the service operation, determines adidcacterization value of the first
identity verification operation based on a firstiffeation method corresponding to
the first identity verification operation, the reded historical operation data, and at
least one of the predetermined risk evaluation anlé risk evaluation model; when
the risk characterization value exceeds a predetednrisk threshold, initiates
backup identity verification to the user, receivessecond identity verification
operation performed by the user based on the badempity verification, determines
a risk characterization value of the second idgmérification operation based on a
second verification method corresponding to th@seéadadentity verification operation,
the recorded historical operation data, and attleas of the predetermined risk
evaluation rule and risk evaluation model, detessinwhether the risk
characterization value of the second identity veatfon operation exceeds the
predetermined risk threshold, if yes, determines $lervice operation as a risky
operation, otherwise, determines the service ojperats a non-risky operation; or
determines the service operation as a non-riskyratipe when the risk
characterization value does not exceed a predetedmisk threshold.

[0098] Further, the risk control processing module 402dsla second identity
verification method from the predetermined identi¢yification methods based on the
first verification method and at least one of thedetermined risk evaluation rule and
risk evaluation model to initiate backup identigriication to the user.

[0099] An implementation of the present application furthevides a device for
controlling service operation risks, and is apgileato client software that has an
offine payment function, as shown in FIG. 5. Thevide includes: a monitoring
module 501, configured to monitor an offline paymeperation initiated by a user;
and a risk control processing module 502, configucedetermine whether the offline
payment operation is a risky operation based oorded historical operation data and
at least one of a predetermined risk evaluatioa aulrisk evaluation model after the
monitoring module monitors the offline payment agdem; if yes, reject the offline
payment operation; otherwise, perform the offliagmpent operation.

[0100] The risk control processing module 502 monitoroparation performed

by the user on the client software, and determapesation data corresponding to the
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operation after the operation is monitored, andnds the operation data as the
historical operation data.

[0101] The historical operation data includes at least oha total number of
times of identity verification success or failurea historical time, a number of times
of identity verification success or failure withénpredetermined time period, behavior
data of using an online service by the user, bemalata of using an offline service
by the user, and service environment data.

[0102] In a risk control processing phase, in a methothefimplementation of
the present application, the risk control procegsmodule 502 determines a
verification operation related to the offline paymeperation, determines a risk
characterization value of the verification opematizased on a verification method
corresponding to the verification operation, thstdrical operation data, and at least
one of the predetermined risk evaluation rule askl evaluation model, determines
whether the risk characterization value exceedsedgbermined risk threshold based
on the risk characterization value and the predeted risk threshold, if yes,
determines the offline payment operation as a righgration, otherwise, determines
the offline payment operation as a non-risky openat

[0103] In another method of the implementation of the @nésapplication, the
risk control processing module 502 determines diwation operation related to the
offline payment operation; determines a risk chiréation value of the verification
operation based on a verification method corresipgntb the verification operation,
the historical operation data, and at least ortb@fpredetermined risk evaluation rule
and risk evaluation model; when the risk charazéion value exceeds a
predetermined risk threshold, initiates backup ftitignverification to the user,
receives an identity verification operation perfedrby the user based on the backup
identity verification, determines a risk charactation value of the identity
verification operation based on a verification noetlcorresponding to the identity
verification operation, the historical operationtajaand at least one of the
predetermined risk evaluation rule and risk evatuatodel, and determines whether
the risk characterization value of the identity ifieation operation exceeds the
predetermined risk threshold, if yes, determines dffline payment operation as a
risky operation; otherwise, determines the offlpeyment operation as a non-risky
operation; or determines the offline payment openaas a non-risky operation when

the risk characterization value does not exceewaegbermined risk threshold.
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[0104] Further, the risk control processing module 502edsl an identity
verification method different from the verificatiomethod from predetermined
identity verification methods based on the vertiima method and at least one of the
predetermined risk evaluation rule and risk evatmatmodel to initiate backup
identity verification to the user.

[0105] The present disclosure is described with referéadbe flowcharts and/or
block diagrams of the method, the device (systamd,the computer program product
according to the implementations of the presentlassire. It should be understood
that computer program instructions can be usednf@ement each process and/or
each block in the flowcharts and/or the block déags and a combination of a process
and/or a block in the flowcharts and/or the blogkgdams. These computer program
instructions can be provided for a general-purposeputer, a special-purpose
computer, a built-in processor, or a processor obtleer programmable data
processing device to generate a machine, so ttregtiens executed by the computer
or the processor of the another programmable daieepsing device generate an
apparatus for implementing a specific function me @r more flows in the flowcharts
and/or in one or more blocks in the block diagrams.

[0106] These computer program instructions can be storeadcomputer readable
memory that can instruct the computer or the amgthegrammable data processing
device to work in a specific way, so the instrueticstored in the computer readable
memory generate an manufacture that includes atruati®n apparatus. The
instruction apparatus implements a specific fumctio one or more flows in the
flowcharts and/or in one or more blocks in the kld@agrams.

[0107] These computer program instructions can be loadéol the computer or
the another programmable data processing devica,s&vies of operations and steps
are performed on the computer or the another prnogr@ble device, thereby
generating computer-implemented processing. Thexgefbe instructions executed on
the computer or the another programmable deviceigeosteps for implementing a
specific function in one or more flows in the fldwarts and/or in one or more blocks
in the block diagrams.

[0108] In a typical configuration, a computing device ud#s one or more
processors (CPU), an input/output interface, a agtunterface, and a memory.

[0109] The memory can include a non-persistent memoryaralam access

memory (RAM), a non-volatile memory, and/or anotfeem in a computer readable
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medium, for example, a read-only memory (ROM) dlash memory (flash RAM).
The memory is an example of the computer readabbium.

[0110] The computer readable medium includes persisteon-persistent,
movable, and unmovable media that can implementnmdtion storage by using any
method or technology. Information can be a compueadable instruction, a data
structure, a program module, or other data. An ¢tanof a computer storage
medium includes but is not limited to a phase-clkamgndom access memory
(PRAM), a static random access memory (SRAM), aadyn random access memory
(DRAM), another type of random access memory (RAM)read-only memory
(ROM), an electrically erasable programmable realg-memory (EEPROM), a flash
memory or another memory technology, a compact disad-only memory
(CD-ROM), a digital versatile disc (DVD) or anotheptical storage, a cassette
magnetic tape, a tape and disk storage or anotagnetic storage device or any other
non-transmission media that can be configureddoeshformation that a computing
device can access. Based on the definition in thegmt specification, the computer
readable medium does not include transitory madaagitory media), for example, a
modulated data signal and carrier.

[0111] It is worthwhile to further note that the termsclude”, "comprise”, or
their any other variant is intended to cover a egolusive inclusion, so a process, a
method, a merchandise, or a device that includes af elements not only includes
those elements but also includes other elementshwéiie not expressly listed, or
further includes elements inherent to such proaesthod, merchandise, or device.
An element preceded by "includes a ..." does ndhout more constraints, preclude
the existence of additional identical elementshim process, method, merchandise, or
device that includes the element.

[0112] A person skilled in the art should understand #maimplementation of the
present application can be provided as a meth@ystem, or a computer program
product. Therefore, the present application can aséorm of hardware only
implementations, software only implementations, ionplementations with a
combination of software and hardware. In additithie, present application can use a
form of a computer program product that is impletadnon one or more
computer-usable storage media (including but notitéd to a disk memory, a
CD-ROM, an optical memory, etc.) that include cotepwsable program code.

[0113] The previous descriptions are merely implementatiof the present
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application, and are not intended to limit the preésapplication. For a person skilled

in the art, the present application can have varimodifications and changes. Any
modifications, equivalent substitutions, improvemseretc. made in the spirit and

principle of the present application shall falltire scope of the claims in the present
application.
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CLAIMS

What is claimed is:

1. A method for controlling service operation riskeherein the method
comprises:

monitoring, by an application program on an end-dswice, a service operation
initiated by a user for invoking offline servicdanmation;

determining whether the service operation is ayrigheration based on recorded
historical operation data and at least one of agiegmined risk evaluation rule or
risk evaluation model after the service operat®omonitored;

if yes, refusing to invoke the offline service infwation;

otherwise, invoking the offline service information

2. The method according to claim 1, wherein thermeining whether the service
operation is a risky operation comprises:

determining a first identity verification operatioglated to the service operation;

determining a risk characterization value of thestfiidentity verification
operation based on a first verification method egponding to the first identity
verification operation, the historical operationtajaand at least one of the
predetermined risk evaluation rule and risk evatmatodel,

determining, based on the risk characterizatiomesalnd a predetermined risk
threshold, whether the risk characterization vadxeeeds the predetermined risk
threshold;

if yes, determining the service operation as ayrigheration;

otherwise, determining the service operation asrarisky operation.

3. The method according to claim 1, wherein thermeining whether the service
operation is a risky operation comprises:

determining a first identity verification operatioglated to the service operation;

determining a risk characterization value of thestfiidentity verification
operation based on a first verification method egponding to the first identity
verification operation, the historical operationtajaand at least one of the
predetermined risk evaluation rule and risk evatmatodel,

initiating backup identity verification to the usehen the risk characterization

value exceeds a predetermined risk threshold,viecea second identity verification
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operation performed by the user based on the badkeptity verification,
determining a risk characterization value of theosel identity verification operation
based on a second verification method correspondogthe second identity
verification operation, the historical operationtajaand at least one of the
predetermined risk evaluation rule and risk evatmatmodel, and determining
whether the risk characterization value of the sdcilentity verification operation
exceeds the predetermined risk threshold, if yegerthining the service operation as
a risky operation; otherwise, determining the smrvoperation as a non-risky
operation; or

determining the service operation as a non-riskgragon when the risk
characterization value does not exceed a predetedmisk threshold.

4. The method according to claim 3, wherein theiating backup identity
verification to the user comprises:

selecting a second identity verification methodnfra predetermined identity
verification method based on the first verificatiorethod and at least one of the
predetermined risk evaluation rule and risk evahmatmodel; and

initiating backup identity verification to the usby using the selected second
identity verification method.

5. The method according to any one of claims 1 ,tevderein the recording
historical operation data comprises:

monitoring an operation performed by the user enagbplication program; and

determining operation data corresponding to theatjws after the operation is
monitored, and recording the operation data asidterical operation data; wherein

the historical operation data comprises at leastaira total number of times of
identity verification success or failure in a histal time, a number of times of
identity verification success or failure within aefdetermined time period, behavior
data of using an online service by the user, benalata of using an offline service
by the user, and service environment data.

6. A method for controlling service operation risksherein the method
comprises:

monitoring, by client software, an offline paymepieration initiated by a user;

determining whether the offline payment operati®m irisky operation based on
recorded historical operation data and at leastafreepredetermined risk evaluation

rule or risk evaluation model after the offline pagnt operation is monitored;
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if yes, rejecting the offline payment operation;

otherwise, performing the offline payment operation

7. The method according to claim 6, wherein themeining whether the offline
payment operation is a risky operation comprises:

determining a verification operation related to d¢ifline payment operation;

determining a risk characterization value of thafwation operation based on a
verification method corresponding to the verifioati operation, the historical
operation data, and at least one of the predetedniisk evaluation rule and risk
evaluation model,

determining, based on the risk characterizatiomesand a predetermined risk
threshold, whether the risk characterization vadxeeeds the predetermined risk
threshold;

if yes, determining the offline payment operatierearisky operation;

otherwise, determining the offline payment operais a non-risky operation.

8. The method according to claim 6, wherein thewmheining whether the offline
payment operation is a risky operation comprises:

determining a verification operation related to d¢ifline payment operation;

determining a risk characterization value of thafwation operation based on a
verification method corresponding to the verifioati operation, the historical
operation data, and at least one of the predetedniisk evaluation rule and risk
evaluation model,

initiating backup identity verification to the useihen the risk characterization
value exceeds a predetermined risk threshold, wieceian identity verification
operation performed by the user based on the badkeptity verification,
determining a risk characterization value of theniity verification operation based
on a verification method corresponding to the idgnterification operation, the
historical operation data, and at least one optieeetermined risk evaluation rule and
risk evaluation model, and determining whetherrtble characterization value of the
identity verification operation exceeds the predateed risk threshold, if yes,
determining the offline payment operation as a yris@peration; otherwise,
determining the offline payment operation as a nsky operation; or

determining the offline payment operation as a nsky operation when the risk
characterization value does not exceed a predetedmisk threshold.

9. The method according to claim 8, wherein theiating backup identity
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verification to the user comprises:

selecting an identity verification method differdndm the verification method
from a predetermined identity verification methaased on the verification method
and at least one of the predetermined risk evalnatile and risk evaluation model;
and

initiating backup identity verification to the usby using the selected identity
verification method.

10. The method according to any one of claims 8,taherein the recording
historical operation data comprises:

monitoring, by the client software, an operationf@ened by the user on the
client software;

determining operation data corresponding to theatjwsn after the operation is
monitored, and recording the operation data asiterical operation data; wherein

the historical operation data comprises at leastaira total number of times of
identity verification success or failure in a higtal time, a number of times of
identity verification success or failure within aegdetermined time period, behavior
data of using an online service by the user, behmalata of using an offline service
by the user, and service environment data.

11. A device for controlling service operation sskwherein the device
comprises:

a monitoring module, configured to monitor a seevaperation initiated by a
user for invoking offline service information; and

a risk control processing module, configured toedaine whether the service
operation is a risky operation based on recordstbiical operation data and at least
one of a predetermined risk evaluation rule or reskaluation model after the
monitoring module monitors the service operatidryes, refuse to invoke the offline
service information; otherwise, invoke the offliservice information.

12. A device for controlling service operation sskwherein the device
comprises:

a monitoring module, configured to monitor an oii payment operation
initiated by a user; and

a risk control processing module, configured toedaine whether the offline
payment operation is a risky operation based oorded historical operation data and

at least one of a predetermined risk evaluatioa aulrisk evaluation model after the
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monitoring module monitors the offline payment @iem; if yes, reject the offline

payment operation; otherwise, perform the offliagment operation.
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