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| NFECTI ON ‘Technical Field This invention relates to stored- program
~control | ed machines and to 5 software virus counter-measures in such
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Presently, most software intended for wide distribution is sold "shrink- v

15 wrapped". That is, each copy of the software is identical to all other copies, and the —
copies run on machines that are fungible for purposes of executing individual copies
of the software. When a machine gets infected with a software virus, special virus-
detection software may be used to identify and eliminate the virus and its effects. A
balance of sorts exists: viruses are easy to write because each target program is

20 - identical, but infections can be easily detected because, once a particular virus is
found, its “signature" can be tracked to other machines. However, this balance is
easily upset when a virus is quickly disseminated, such as often happens in an
environment of widespread software sharing between users. Before the virus’

" signature can be distributed to the virus-detecﬁon software, many or even most

25 machines in the environment may become infected. This may be a particular

' problem with PDAs. For example, PDAs might be used by students who share
information throughout the day. Wireless infra-red communications make such
sharing simple and fast. A new virus might easily sweep through a school in days,
long before the virus-detection software can be adapted to recognize the new threat.

30 Preventing users from sharing software with each other is one effective
way of preventing the spread of software viruses. For example, each machine may
be provided with a built-in unique identifier, and a software supplier may provide
software only in encrypted form that requires a particular key, such as a particular
machine’s unique identifier, for decryption. In this manner, the supplier can restrict

35 the use of each copy of the software to only one particular target machine. Since
only the target machine can decrypt an individual copy of the encrypted software, the
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secure and trustworthy distribution channels who would be entrusted with
knowledge of individual machines’ identifiers-and who would be relied upon to key
copies of software for the individual target machines. One likely such distribution
15 channel would be the manufacturer of the target machines. But software suppliers
. are likely to object to participating in a distribution channel for their products that
they would not control.
Summary of the Invention
This invention is directed to solving these and other problems and
20 disadvantagés of the prior art. Generally according to the invention, both encrypted
and unencrypted (clear) software is allowed to enter, and execute on, an individual
machine. While the acceptance of clear software exposes the machine to being
invaded by a virus, the damage that such a virus may inflict is limited by means of an
arrangement such as an actuator that, when it has been actuated, isolates the clear
25 software from the machine, for example by preventing the machine from accepting,
or executing accepted, clear software, without affecting software that was received in
encrypted form. Preferably, clear software is only allowed to read, but is not
allowed to write over, data created or protected by the encrypted software. Also
preferably, the clear software is not allowed to write over the encrypted software’s
30 - portion of memory. |

Speciﬁcally according to the invention, a program-execution apparatus
- comprises a receiver for receiving both encrypted programs and unencrypted
programs, storage for storing the received programs, a program executor for
_ executing the stored programs, and an arrangement that selectively prevents the
35 program executor from executing the stored programs that were received
' unencrypted while it allows the program executor to execute the stored programs
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Preferably, to prevent unauthorized sharing of encrypted programs and

15 thereby to prevent any possibility of contamination of an individual program-
© execution apparatus with a virus-infected encrypted program from another program-
execution apparatus, each individual program—executxon apparatus has its own
unique apparatus identifier. The program executor executes only unencrypted
~ programs, and each program-execution apparatus further includes a decryptor that
20 decrypts into unencrypted programs only those of the received encrypted programs
that are encrypted via an encryption scheme that is based on the apparatus identifier
of that particular apparatus.
Further preferably, to prevent the non-secure programs -- those received
in unencrypted form - from corrupting secure programs -- those received in
25 encrypted form — and their data, programs that were received unencrypted are
~ prevented from modifying programs that were received encrypted as well as data
generated by their execution. :
These and other advantages and features of the invention will become
more apparent from the following description of an illustrative embodiment of the
30 invention taken together with the drawing. |
Brief Description of the Drawmg :
FIG. 1 is a block diagram of an illustrative telecommunication system
and of a personal digital assistant thereof, which includes an illustrative embodiment

of the invention;



programﬁf stérage for storing the received progranms, a program executor for
executing the stored prograns, and an arrangenent that selectively prevents
the 35 program executor from-executing the stored prograns that were
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_ board 106, by a network 114. Connecnon of PDAs 107-108 to network 114 is either
wired, such as via telephone lines, or wireless, such as via infrared (IR) links. As
‘described so far, the telecommunications systerh of FIG. 1 and its elements are
conventional. | - :

15 PDAs 107 and 108 are also substantially conventional in structure. For
illustration, the structure of a representative PDA 108 is shown in FIG. 1. PDA 108
oomprisés a central processing unit (CPU) 109 for executing programs, a decryption
engine 103 for decrypting encrypted information, a local memory 104 for storing

- data and programs that are presently needed by CPU 109 and decryption engine 103,

20 a peripheral controller that interfaé_es CPU 109 to a keyboard 101 and a display 100,
a main memory 102 for storing all data and programs required by PDA 108, and a
main memory controller 111 for ihterfacing CPU 109 to main memory 102.

~ Elements 103, 104, 109, 110, and 111 are interconnected for communication by a
bus 113. Also connected to bus 113 is a transceiver modem 112 that

25 commumcatwely couples PDA 108 to network 114. |

According to the invention, programs distributed in both encrypted and
clear (unencrypted) form are allowed to reside and selectively execute on PDA 108,
An illustrative procedure for obtaining and installing encrypted software is flow-
charted in FIG. 2, while an illustrative procedure for obtaining and mstallmg clear

30 software is flowcharted in FIG. 3.

If the user of PDA 108 wishes to purchase for PDA 108 a new software
product that is distributed in encrypted form, the user invokes execution of a
software-purchase program 500 on PDA 108, at step 200. Execution of program S00
. causes modem 112 to access (call) the vendor’s server 105 through network 114, at

35 step 202. Once connected to server 105, at step 203, program 500 passes the

identifier (e.g., name, or catalog number) of the desired software product to
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execution app'ar*at us, each individual program execution apparatus has its
own uni que apparatus identifier. The program executor executes only
unencrypted prograns, and each program execution apparatus further includes
a decryptor that 20 decrypts into unencrypted prograns only those of the
received encrypted prograns that are egrypted via an encryption schene
that "is based on the apparatus identifier of that particul ar apparatus.
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encryption key that is based on the received ID, at step 210, and passes the encrypted
10  software to PDA 108 via network 114, at step 212. Server 105 then makes a record
of this transaction, at step 215. In response to receipt of the software by PDA 108, at
step 213, program 500 causes the received encrypted software to be stored in local
memory 104, at step 214, and activates decryption engine 103.
In a conventional manner, such as recognition of a valid header or
15 checksum and/or instruction set, decryption engine 103 determines whether the
received software is acceptably encrypted, at step 218. This step will detect, and
reject, unencrypted software as well as encrypted software which has been modified
| subsequently to being encrypted. It will also reject encrypted software that has been
encrypted with an encryption key that is based on the device ID of a machine other
20 than the receiving machine. If the software is not acceptably encrypted, it is
rejected, at step 219. If the software is found to be acceptably encrypted, decryption
engine 103 then uses a decryption key that is based on the ID of PDA 108 to decrypt
the received software, at step 220. The fact that both the encryption and decryption
keys are based on the ID of PDA 108 ensures that only PDA 108 and no other PDA
25 can decrypt the encrypted software. Decryption engine 103 then stores the decrypted
_software in main memory 102, at step 222, and causes this software to be identified
as secure software, at step 224. For example, decryption engine 103 identifies this
software as secure software to main memory controller 111, and main memory
controller 111 stores this information for future use. Or, decryption engine sets a
30 special security bit 151, that is included with every word 150 in main memory 102,
for all memory words 150 that store the decrypted software. Any data created by
execution of this secure software and stored in main memory 102 will also be
identified as secure, in like manner. o
Alternatively, as shown in dashed lines in FIG. 2, upon its receipt by
35 PDA 108 at step 213, the received software is stored in encrypted form in main
 memory 102, at step 226, is checked for being acceptably encrypted, at step 228, and



FI G 3.4s a flow di agramof an illustrative procedure for obtaining clear
software at a PDA of the systemof FIG 1; and 5 FIG 4 is a

f1 ow di agram of a procedure for preventing clear software from changing
data or instructions of encrypted software in the systemof FIG 1. _
Detail ed Description FIG 1 shows an iLglustrative tel ecommunications system
that conprises a plurality of PDAs 107-108. The PDAs 107 108 are .
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comuni cat ie@yptedgupl es PDA 108 to netvvork 114. According to the invention,

programs di Stri bUt el?tﬂenusgrogt}bﬁx(iog vasehes to obtam for PDA 108 a new software

product that is distributed in clear form, the user invokes execution of the software
15 purchase program 500 on PDA 108, at step 300. Execution of program 500 causes
modem 112 to access a vendor’s server 105 or a bulletin board 106 from which the
software is obtainable, at step 302. Once connected to the source of the software, at
step 303, program'SOO passes the identifier of the desired software product to the
source, at step 304. In response to receipt of the software identifier, at step 305, the
20 source optionally engages PDA 108 in communications to determine whether
PDA 108 is authorized to receive the identified software, at step 308. For example,
the source may request PDA 108 to provide the device ID of PDA 108, and may then
use this ID to undertake the same determination as was described for step 208 of
, FIG. 2. Assuming that the check of step 308 either is not performed, or is performed
25 and successfully passes, the software source passes the desired software to PDA 108
' via network 114, at step 312. In response to receipt of this software by PDA 108, at
step 313, program 500 causes the received software to be stored in local
memory 104, at step 314, and activates decryption engine 103.
~ In the conventional manner described for step 218 of FIG. 2, decryption
30 engine 103 determines whether the received software is not encrypted, at step 318.
If the software is found to be encrypted, steps 218 et seq. of FIG. 2 are invoked. If
the software is found to not be encrypted, decryption engine 103 stores the received
unencrypted software in main memory 102, at step 222. The software is not
identified as secure, e.g., bits 151 of words 150 that store the software are not set.
35 Any data created by execution of this software will likewise not be identified as
secure.



clear (unencrypted) formare allowed to reside and sel ectively execute on
PDA 108. An illustrative procedure for obtaining and installing encrypted
software is flow charted in FIG 2, while an illustrative procedure for

obtaining and installing clear 30 software is flowharted in FIG 3. If

t he user of PDA 108 wi shes to purchase+for PDA 108 a new sof tware product
that is distributed in encrypted form the user invokes execution of a
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114, at st egemﬂpd (S5 0.1, disOBssionaf stepid2d of FIGc2)rad secure, at step 402. If not,
the access is allowed, at step 408; if so, program 600 checks whether the requesting
| program is identified as a secure program, at step 404. If so, the access is allowed, at
step 408; if not, program 600 checks whether the access is a read or a write access, at
15 step 406. If it is a read access, it is allowed, at step 408; if it is a write access, it is
- denied, at step 410, '

If at any time PDA 108 appears to be infected wnth a virus (e g., it
exhibits erratic behavior, performs unusually slowly, etc.), the user of PDA 108
presses a button 152 on PDA 108. Button 152 is interfaced to CPU 109, and

20 pressing of button 152 prevents CPU 109 from executing clear software. |
Hlustratively, pressing of button 152 sends a command to CPU 109 that directs
CPU 109 to stop executing any software that is not identified as secure. Effectively,
pressing of button 152 isolates the clear software, which is the most likely software
to be infected by virus, and hence isolates the virus itself. -Execution of secure

25 software is allowed to proceed unimpeded. _

Alternatively, infection with a virus may also be detected automatwally
by PDA 108, for example, by execution of maintenance and diagnostic software,
which may then automatlcally undertake the requisite action to isolate the clear
software.

30 Of course, various changes and modifications to the illustrative
embodiment described above will be apparent to those skilled in the art. For
example, instead of each word 150 of main memory 102 being marked with a
security bit, the marking may be done on a per-block basis whereby each block has
either a security bit or a security word associated therewith. Or, encrypted and clear

35 software may be stored in different memory portions, or even in different memories,
each one of which is identified either as secure or as clear. Also, the secure software
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engi ne set perdodiCallysaoeess sérverd®Grand yrabsfer theit non-secure; files, as el @ sedurdy every
word 150 i 1 : : t he.
daddHidt, t5~ |$¥ légﬁv;lélpﬁeﬂk{?r{mﬁy exﬁééﬁ?gﬁsuéﬁgnf?%tthéﬁﬁfse

decrypted software. Create ) this secure software
and stor edfmeﬁféﬁﬁeﬁb@%‘w‘aﬁfﬂ them bagk 4@ thetr FRfAsSuph ghpnges &dcure, in i ke
manner. Al hfsdifdatisfd dan bd nad Wthoutldéhasiifrdm MR Spirit afid fhe séopaiffahe i ts recei pt
by ‘15 invention and without diminishing its attendant advantages. It is therefore intended '

that such changes and modifications be covered by the following claims.



35 .PDA 108 at .step 213, the received software is stored in encrypted form

o Srep 258 dnd o 61 ETieors Toung o be accont ant v o INHEAYRHAT A

i dentified as secure software, e.g., by means of setting seclrity ‘bif 151
of main nenory words 150 that store tlge. encrypted software, at step 230. If
found to not be acceptably encrypted, the software is rejected, at step
229. Decryption engine 103 then decrypts the stored encrypted 5 software
each tinme ‘execution of that software is invoked. This is particularly
useful when mai n MeRopyglidi-exccution appacatos(108kincludinge. 9., a PCMCI A fl ash
menory card), renovable. fr | e to anot her PDA. Had
the software been J8P% %ﬁ@a@?@%%@yﬁ%ﬂﬁ{ e renovabl e nenor a virus
coul d be introducethedys (109)fpr axecbting therstored progeams, CHARACTERISER BY 157

St orageg n encrypt - iVEER [ & tanghe use of a
securi t? code in tﬁ?@g&sggggf’{dg, ﬁ‘%@_\gﬁp@lﬁattew%ﬁ%ﬁ%ﬁ%@g@g&si nce
decryptiOn“mgm@dmmmfms&fe&@lﬁ?“@ﬁ@@bf‘?ﬂ@&;@“ﬁs encrypted.) If the
user of PDA 108 wi ${iass {1820109FIGS, 24)RbF selddfively pravemitigitheexequiingluct that is
distributed in clear faqr t he user invokes executi,on of th tware 15
pur chase p%ﬂ?safFH'BGBeCHH“gb& sl?fS‘,ypﬁ’tg‘%'?% aGpere '%3?8’861“!‘%}}?'%}%""&"%‘@ am 500
causes nodgliowihg theexeaginganeany eneiecute thestored pidgsars that weselrecdivedoar d 106
from i%ch t he gé)ftware I s obtainable, at. step 302. Once connected to the

source RS tware, at. step 303, program 500 passes the identifier of
the desired software product to the -

2. The apparatus of claim 1 wherein;
the preventing and allowing means comprise
a manually-actuatable actuator (152) that, when actuated, prevents the
executing means from executing the stored programs that were received
15 unencrypted.

3. The apparatus of claim 1 having a unique apparatus identifier, wherein
the executing means execute only unencrypted programs; and
the receiving means include '
means (103) for decrypting into unencrypted programs only those of the
20 received encrypted programs that are encrypted via an encryption arrangement that is
based on said unique apparatus identifier.

4. The apparatus of claim 1 further comprising: _
means (109:600) for preventing the programs that were received
unencrypted from modifying the programs that were received encrypted.

25 S. The apparatus of claim 1 wherein:
the storing means include
means (102) for storing data generated by execution of the stored
programs by the executing means; '
means (111; 151; 109:224, 230) for identifying both those stored
30 programs that were received encrypted and those stored data that were generated by
~ execution of the programs that were received encrypted; and



source,, at step 304. In response to receipt of the software identifier,
step 305, the 20 source optionally engages PDA 108 in conm“mmllim&wﬂ“m
determ ne whether PDA 108 is authorized to receive the ide

at step 308. For exanple, the source may request PDA 108 to prow de t

device I D of PDA 108, and may then usel@his ID to undertake the sane
determ nation as was described for step 208 of FIG 2. Assum ng that the

check of step 308 e r and
successful ly passes}“g{]ﬁe(l@m@&rggﬁt@gqbﬁg‘?@sﬁﬁ& gﬁgﬁ%&ftmre to PDA
108 vi a netunemdrypted from modifying bath theideatified progtamsrand dieridentifiedidata. sof t war e
by PDA 108, at step 313, program 500 causes the received software to be

stored in | ocal mam)a% 104, at step 314, and activates decryption engi ne
103. In the conven®; aprm@xmgeﬂpmausgfclgmbhmmeunnue 2,

decrypt|on@?mamgdaﬁﬁgp%m{g;@rm nes whether the received software i s not
encrypt eg step If the sqoftware.,is found to be encrypted, steps 218

et seq. Of FIG 2 a '\‘WE@WF‘P“SF@“EW ware is found to not be

encrypted, decryptiareceiver (192)f08 reveivingbothencrgpred prgramead unehagpedf t war e
In main mﬁwz at step 222. The software 1s not identified as secure,
bits rds 150 that store the software are not set. 35 Any

dét a created by exes dcctry)ptimfeugities(lmfomdtmypﬁﬁgl intd wencryptedprogramisd fent i fied
e S
ique apparatus 1dent1ﬁer;
the means for storing comprise _
a memory (102) for storing both the received programs and data
generated by execution of the received programs;
the means for executing comprise
15 a processor (109) for executing only unencrypted said stored programs;
and

m

the means for selec‘tively preventing comprise
means (109:224, 230; 111; 151) for identifying both those stored
programs that were received encrypted and those stored data that were generated by
20 execution of the programs that were received encrypted,
means (109:600) for preventing the programs that were received
unencrypted from modifying both the identified programs and the identified data,
and '
' means (152) for selectively preventing the processor from executing the
25 stored programs not identified by the identifying means while allowing the processor
to execute the stored programs identified by the identifying means.

7. The apparatus of claim 6 wherein:
the preventing and allowing means comprise
a manually-activable actuator (152) that, when actuated, prevents the
30 processor from executing the stored programs not identified by the identifying
means.

8. The apparatus of claim 6 wherein:



During. éxecuti-on of programs by PDA 108, only prograns t .
as secure are allowed to change any words 150 (either dat
instruction words) that are identified as secure. Cear: Mﬁmm@i!m“l
al l owed to change words 150 that are not identified as s " *
progranms may only read words 150 that.fgr.e identified as:secure. This is
illustrated in FIG 4. Wenever an executing program causes CPU 109 to
request access to mord 5& of nDry 102, execution of a secure
program 600 is inv quoggﬂ Program 600 checks whet her the
word 150 that is sahgiwenverisavucdmssm“ea ildentified (see, e.g., discussion
of step 224 of FIG 2) as secure, at step 402. If not, the access is

al lowed, at step 408; if so, program 600 checks whet her t he requesting
programis identif% 'Bhea@mrasv@cczfrogmmr&)\y hemgin: at step 404. If so, the access
is alloved, at Steﬂhég&taﬂléa@lﬁatu%‘iﬂ)@%hﬁ%:&h%ﬁ&nmaher the access is a

read or a wite acces is a read access, it is

al | owed,d at step 4GB°V415P1qsﬁfq°§1V§fWaPt‘ nfragedeaivet ¢ s denied, at step 410.
If at ‘any time PDA 108 appears to be infected with a virus (e.g., it
exhibi-ts erratic behavior, performs unusually slowy, etc.), the user of
PDA 108 presses a button 152 on PDA 108. Button 152 is interfaced to CPU
109, and 20 pressing of button 152 prevents CPU 109 from executing cl ear
software. Illustratively, pressing of button 152 sends a command to CPU 109
that directs CPU 109 to stop executing any software that is not identified
as secure. Effectively, pressing of button 152 isolates the clear software,
which is the nost likely software to be infected by virus, and hence
isolates the virus itself. Execution of secure 25 software is allowed to
proceed uni npeded. Alternatively, infection with a virus may al so be
detected automatically



by: PDA‘lOB for exarrplé by execution of maintenance and di agnostlc

software, which nmay then automatically undertake the requUFstte=a =
isolate the clear software. 30 O course, var 6Hl$ SM%E]TQHASJBE&N '
modi fications to the illustrative enbodi ment described al

apparent to those skilled in the art.igar exanple, instead o :
of main nenory 102 being nmarked with a security bit, the marking may be"

done on a per-bl ock. r a security bit or a
security word associ i@éhl‘it"f iwmsﬁbebmgﬁyé#?cl ear 35 software may
be stored in dFROMSECURESOFFWARETO LIMITVARUSINFECTION nenories, each
one of V\/m(}‘\ l? ‘dentlfled either as secure or as clear. Al so, the secure

sof tware hoose not to set the security indication for data that it
creates, ther eby aIApwsqgaldigmlasmhnm@ﬂ;‘\)trecﬁmmf}e’éwmes&aﬂ‘&ﬂcl?m%er nor e,

i f PDA 19 é,e;. | Eptiypled gAY ard g aebuketipciifoge encr vt o

software | nto ar t he” user, eg:a:cie|E - server
105 has nainfeetioneWhile pemteﬁ prsg@msmnosm BQWYF“WWBP‘QW“ f¥%are to this
user 18 see ﬁﬁ@w?tiﬁnfé&e&'e ﬁbhlg thdse ehft@ptéﬂ progedmE Bt ﬁgB r eltol aces
Wi g serve 0a raded unit wi

new, upgr a&gﬁl@ﬁ@q B‘a‘s‘“&#? b@ éH’&‘ﬂ%é"é gef"ll\%ﬁ? é{éc &'gt?‘gg had owned.
In either Qﬂé@&edW@!EPDAt ) () prmm hasssurepeogrires fropdormpting segnteess t he user
has mad ﬁg:? Q@% L¥nteg ovi de users
with a 6%‘3@?9‘?{@%"\/#2 §go>gr adxis g?‘%‘%g"';r IO }g‘g}"ﬁ%}é ces@g@er %(/ner 105 and :
t ransf er t Heom moedifyingquograms (that weresreoaived eam@é@s avell as data generated by

their execution. When a user suspects a virus infection, the user pushes a special

button on the PDA that prevents execution of programs that were received

unencrypted and hence are suspected of being infected, while allowing continued

15 execution of programs that were received encrypted and hence are presumed to be

secure.
//
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dat'a fites, 'to server 105, which then stores these files until such time as
the users request server 105 to transfer them back to their PDAs. Such
changes and nodifications can be made w thout departing fromthe spirit and
the scope of the 15 invention and without dimnishing its attendant
advantages. It is therefore intended th dsuch changes and nodi fications be °
covered by the follow ng clains. 9 Cainms: 1. A program execution
apparatus (108) including nmeans (102) for storing received prograns and
means (109) for executing the stored prograns, CHARACTERI SED BY 5 .
means (112, 14, 10@9 for Eeceiving both encrypted prograns and unencrypted
prograns for . means for storing; and neans (152, 109: FI GS.
2-4) for sel ety i ng the executing neans from executing the
s It o ei ved unencrypted, while allow ng the

executing neafg ut e|®he stored prograns that were received 10
encrypted. 2. & 5 of claim | wherein: the preventing and al |l ow ng

i uat abl e actuator (152) that, when actuated,
is from executing the stored prograns that were

prevents the ekecuti
recei ved 15 ungncrypf ed.
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3. ‘'The“apparatus of claim 1 having a unique apparatus identifier, wherein
t he executing neans execute only unencrypted prograns; and the receiving
nmeans include means (103) for decrypting into unencrypted programs only
those of the 20 received encrypted prograns that are encrypted via an
encryption arrangemne lldftt Zj based on2 3i d unique apparatus identifier.
4. The appar at us of rther corrpr|S| ng: nmeans (109:600) for
preventing the progranms that were—e wed—daencrypted from nodi fying the
programs that were received mﬂcryﬂm@ﬂ ‘ \ 5. The apparat us of
claim 1l wherein: the storing neans |P1URCH [
generated by execution of the st¥ DitANG B py t he executing nmealll;
(111; 151; 109: 224, 230) for |dent|fy| j both those sto ed 3Q_pro
were received encrypted and jjose
execution of the prograns that were v-et—e ] «F
(109:600) for preventing the prograns_Lthat_were recei ved uneng yptﬁﬂ)ffrom
modi fyi ng both the identifi ell4-p0 ! e V.dent W TEd dara. tne
program execution apparatus of cls 2 uni que W&WAR
identifier, wherein: 5 pans for receiyi ng DENTIFIER SID

206_{ PASS DEVICE ID > ,,,,, , DEVICE 1D
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YES -
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~ "~ SOFTWARE WITH
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a recelver (1122) for receiving both encrypted prograns and unencrypted
prograns, and a decryption engine (103) for decrypting, into unencrypted
progranms, only those of the encrypted prograns that are encrypted via an
encryption 10 arrangenent that is based on said uni que apparatus '
identifier,Wag for storing conpri3f® a memory (102) for storing both
the receive ra andgpgat a generated by execution of the received
prograns; the neans for exeduiing copprise 15 a processor (109)
for executing only unendriNWOKEISGFAWARESNor ed prograns; and the neans for

sel ectively preventing{conpPURCHASEans ) 109: 224, 230; 111; 151) for

i dentifying both those Xt oPROGRAM 500 an® t hat were received encrypted and
those stored data that were geperated by 20 execution of R prograns that

were recei ved encrypted dKCF ‘&*ESI‘O)Q Lg{hp{ ggfgﬁmtgﬁg
or sel ecti‘welyfdaddht | pd the

processor from executin '

wherein: the preventing and al fow ng neans conprise a n;anual 'y-activabl e

were received unencgymi
progr ang '
i denti fying means w504l ] aIDEMRIRYNBESIRED
[ means. . ThelDEWEERt us df claim 6
actuator (152) that, when actugted, preventyg IS REQUESTING DEVICE
LQ(I:UTHORIZED 10 RECEI!E}NQ--
I

~

the identified data, ant
not i dewn _
ocessor. |t o RECEMEUSGFTWARE st|or ed
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.
NG

30 processor from executing the stored programs not identifjied by the

‘identifying nmeans. The apparatus of claim®6 wherein: J,%IF Eﬁ e rarus
is portabl'e, and the receiver is a wireless receiver., 9 éﬁﬁﬁﬁ%f ¥ |
claim8 wherein: the portable apparatus is a personal di s8i d9MriBgs

q}ld 5 the wirel ess recerV¥ér is an infrared V=Y il
? ISOLATION OF NON-SECURE SOFTWARE
FROM SECURE SOFTWARE TO LIMIT VIRUS INFECTION
Abstract

A personal digital assistant (PDA) receives and executes both encrypted
and unencrypted programs. Encrypted programs are fairly secure from virus
infection, while unencrypted programs are not. To prevent contamination of the
PDA with infected encrypted programs, only those encrypted programs that are
keyed to the individual PDA’s unique device identifier can be decrypted and
executed by that PDA. To prevent non-secure programs from corrupting secure
programs and their data, programs that were received unencrypted are prevented
from modifying programs that were received encrypted as well as data generated by
their execution. When a user suspects a virus infection, the user pushes a special
button on the PDA that prevents execution of programs that were received
unencrypted and hence are suspected of being infected, while allowing continued
execution of programs that were received encrypted and hence are presumed to be
secure.

Figure 1



