1 Description DATA STORAGE Technical Field [1] The present
invention relates to storage systems. ht particular, the present invention
relates to a method for configuring an array of storage units for increasing
the number of storage-unit failures that the array can tolerate without loss
of data stored on the array. Background Art [2] The following definitions
are used herein and are offered forpurpgses of and not limitation: [3] An
"element" is a block of data on a storage unit. [4] A "base arra.y" is a set of
elements that comprise an array unit for an BCC [5] An "array" is a set of
storage units that holds one or rSptioays [6] A 'stripe" is a base
array within an array. [7].0 | @,the base array.
[8] r is the numbrt of redd

Technical Field ,

801}  The present invention relates 10 sforage systems. o particular, the present invention
relates fo a method for configuring an amay of storage wmils for increasing the number
of storage-unit faifures that the arrey can tolerate without loss of date stored on the

array. _
Backprouwnd Art _
I 10621 The mﬁowxng definitions are nsed berein and are offered far parpases of zﬁusfxatmn
- and not mttafion ,
{0031 An “clement” 18 2 block of data on 2 storage it
[004) A “bass axray” is 2 set of slements that comprise an array umit for an BOC.
[003] An “atray” is a set of storage units that holds one or more base arrays.
" 1006] A “strips” is a base away within an aay.
10671 1 is the nixmber of datz wnits in the base army.
O8] r is the moaiber of redundant units in the base arzay.
[009] m 1 the pumber of storage units in the array.
{0167 d is the reinimmn Hamming distance of the base amay.
[011] D is the minimom Hamming distance of the amay,

10173 . In a convenfional array, the nomber of storage units in the array squals the mumber
of data wsits in 2 base amey plos the nimber of redundant urnits in the base array. That
is, m = 1 + . Most conventionat storage arays use & Mamnum Distance Separation
(MIDS) code, such as parity. or a mirroring fechuigne for tolerating failares. The
mininoem Hamming distance of the base array using an MDS code equals one pios the
number of redundant nnits in the base amay (.., d = 1 + 1), Por 2 mirror confignration,

e wimber of redundant units in the base array equals the number of data units in the
" basgs array ' =n= 1}, and the mintowom Harming distance is d =2,

[013] It is possibie fo znfa:rrfmp}ﬁca}}y encode an amay over m siorage pnits, which is
greater than the prmber of data wits n iz the aray plos the nuraber of redondant it
rinthe away, that is, 7 > 1+ 1. In the lisratnee, when an ax:amm‘phisaienmding is
nsed for amanging parity blocks for performance, such an encoding is typically
referred to “de-clusiering parity.” As wsed herein, such au encoding schems is referred
fo as an anamorphic encoding scheme becauss it more accurgtely identifies that the
encoding scheme cap provide rew properties for an arsay,

[0141. Anamorphism is achieved by selectively arranging a set of base arays within an
array. For example, consider the exemplaryaray 200 shown iu Fipure 2 that uses s



[015]

[016]

[017]

[017a]

[9] m is the nunber of storage units in the array. [10] d is the minimum
Hlamming distance of the base auay. [11] D is the minimom 'Hamming
distance of the array. 012]In a conventional array, the number of storage
units in the array equals the number in a base array plus the number of
redu_ndant units in the base array. Tﬁmat conventional storage arrays use a
Maximum Distance Separation (MDs) code, such as parity, or a mirroring
technique for tolerating failures, The minimum Hamming distance of the

'ioas'—eel%rﬁ%l){t o3 egA%%xY i%&&%?ﬁk' @&"Qﬁ%%@t}h@eﬁé@ﬂ LfJedthmram. For
units'in the base array (ie.. d = 1 +r). For a minor configuration, the
atsmiBen ofredundant Uids e base Ay 6 uals 1 Hesse/ Sed a0
ggilatlséul{tg%%fb%a S5 A rql%s .nlﬁaasﬁgxdggaﬁ Hp W!ﬁ@mﬂ?img@(}@;ﬁ@ﬁ%@ase
=2. _ Itis possible to anamorphically encode an array over in
stonagecamitsharhiskisgidhter tramfeniimber b7 aderGig s ek
Fé!*@asq_g%% nump E::%U&Mﬁ%@%fé%ﬁfe LIS, 2Ry dRabis: bésinl Baiestripe and
..atom, when'an anamorphical encoding is used for arranging parity
blobks for performanisessdieh bicentadiny RAYBIRENYFaRSFatEE 72 15
d%e&?c'iﬁggﬁ%f ing parity.' As 4e6d NEISHRSHUGHAMEORMNY SEBMER tive stripes,
referre an anarnorphic encoding scheme because it more accurately
rﬁamf@ﬂmﬂ(dmm@ingfb@ﬁém@‘éﬁﬁiﬂﬁﬁ%g el pi'parries for an
d ua}&s@&n@?&@@tﬁﬁ@%ﬁ%ﬂ%ﬂ%} igyed.Ry-Relectvelyasraneingraisekelmits of a
base arrays within an an-ay. For example, consider the exemplary array
200 Smovie FigeretRo desisd slae. instead of exactly r units from a set of n storage
units. Thus, if r = 2 and the code used is MDS, then any two storage units can fail without
Joss of data. A stripe will fail if any three of its elements are lost. There are, however, some
combinations of three-unit failures that can be tolerated by anamorphic array 200. For
example, if storage units DI, D3 and D5 each fail, two elements of stripe 1, two elements of
stripe 2 and two elements of stripe 3 are lost, but no stripe has lost three elements.
Anamorphic array 200 is, thus, over-specified and may be advantageously exploited.

What is seeded is  technique that enhances the minimum Hamming distance of an ECC
when it is used with an anamorphic array of storage units, and thereby increases the effective
minimum distance of the array.

Disclosure of Invention

The present invention provides a technique that enhances the minimum Hamming distance
of an ECC that is used with an anamorphic array of storage units, thereby increasing the
minimum distance of the array.

According to the first aspect of the present invention, there is provided a method
for increasing an error tolerance of an anamorphic array of m storage units, method
comprising the steps of storing k stripes across the array of m storage units, each
stripe having a plurality of elements, each stripe forming an erasure Or efToT COrrecting
code having a minimum Hamming distance d, each stripe having n + r elements in
which n is the number data elements, r is the number of redundant elements such that,

m > n + r, and each respective element of a stripe being stored on a different storage
E faw]

unit; selecting a donor stripe and an element in the donor stripe when the difference



2 four-element code. Array 200 includes six storage units D1 depicted in a
columnar fonn. For array 200, m = 6. Array 200 also includes several base
arrays that are each formed from n data units plus r redundant units. That

is, for each base array, n r =4. The respective base arrays are numbered
sequentially as stripes 1 in Figure 2 toadicate that the four-element code

of array 200 is spread across storage units DI. There are four blocks in

each stripe and each stripe acts as an independent base array. The

miriiotene disandei @fiﬁh&imé&;ﬁﬁ@@ﬂiﬁg Btrif;kkeaﬂﬂﬂlm wiahalhthBtance of a

minimum Ha mlnsg distances of e es ectve r| es, that is, D = inin(dp,
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twastpeage units can fail without loss of data. A stripe will fail if any three
its e eme S are I St, The e are, h er, some combinations of
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is chn| e that enhances the minimum Ham gdlst nce of an EC
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dlslg%% f he array. [0 Acco to the first as ct of the present
e S DB B e of o
anragigmotphiparsayaoian Gteqzmgbtu riil,tsshmetbadcbdmmlﬁm@ thedstepssal pe being

storl Jf g,]ir 3 ggros& e array of,m stqrage,units, each stripe havin
pl ural%y of elements, each ‘élt? g}%w?élqar(l%e%rhaeshe%%%ne%%}p& FECting Cih array
cod@lﬁavlﬂzgl abmidmgjmel-‘tammw distanoechi edchestripgdavinga onio the

8&'@@'&%\4‘&% %#%@8 JHumk 1elréjata elements, r is the number of
ndant elements such that, m>n r, and each respective element of a
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symmetric code having a minimum Hamming distance d =1 + 1 and in which n is a number
of data storage units in a base array of the array of m storage units and r is a number of
redundant units in the base array. Additionally, n=r,n>2, m>n+r, jm=k(n +r), and j and
k are integers. Fach respective element of a stripe is stored on a different storage unit. An
clement is selected when a difference between a minimum distance of a donor stripe and a
minimum distance of a recipient stripe is greater or equal to 2. The selected element is rebuilt

on a storage unit having no elements of the recipient stripe. Before the lost element is rebuilt,

the storage units storing the donor stripe are made aware that the



-stored on a storage unit having no elements of the recipient stripe; and
rebuilding the content of a lost element of the recipient stripe onto the
selected element, of the donor stripe. [017b]According to the second
aspect of the present invention, there is provided a data storage system,
comprising; an anamorphic array of m storage units, k stripes being stored

- across the array of m storage units, each stripe having a plurality of

elements, each stripe forming an erasure or error correcting code having a

m|n|mum3@&q&gtéﬂgngﬁ?m%%& &g&%&@qﬁa@er 0 ﬁ’i ements m&hlcl}b

n is the number. data elements, r.Is the num nt mlements

~ such that"FEHRGEETHY %‘}&W%&B@éﬁwéﬁ%& Bttg lefmens Hdegesisiey stripe is
ona duﬁeﬂ@ngtmﬁ@e Unisclrebebystam/mrariicant Sitarseisctingaodohe minimum
stripe andiansigmas wmmrpeﬂm@@mmq difereneeibebiegm@mor strips
mmlmumtgetge&e @tt@ezgeézpéetm@ Fhdhes 'nttt@e%t@ét%%tgé@ based on 2

recipient stripe reater or equal t ﬁ)ﬁthe sel ed element in the donor |
stripe bei 3:%’ SRS ATRTAT REAREho T P pnation is
stripe; th&e&§rsta preada éﬁﬁﬁﬁ@fﬁ@@%fmﬂq@%ﬁ@%’emmméﬁﬁ frage
the recipiggtestripehintodhedelertesdlement;oiiher dooossitinms0dBlAuch as a

]{Irst embeqﬁa%ofmeiﬁiee%e%@y%@mve% emﬁtg&eﬂt&e&wtem

or incre ror.tole naw%ﬂra of, m stora

units in walc% E trlr?es“’arggs%g%e {la‘%rcosst e array of ?rt\é st%age%n the axtay
Each strifHaS AP BRI THAD Corrasisont 16 Hrelm M StHE Cotle FRiRgooting
a minimusAdetim it aistasicarded the Sremesinnwhiclrorisiéapondbeisefrdatacods, 2
storage uilsold bake agrayraidibediny ofsn Sraee Jsa8San ECDD code, or &
number ofedundant units:iihe hase array. Additionally, n =r; n>2, m >

—10 ). and] and k are integers. Each respective element of

stflpe is stoy’% SR HITSTOAT § otagge GRiE &ﬁl % f}/ig%fézf@ EEAH f?@ﬁ%zmﬁa
differenc@BERVEEF ARSI ACE FuTaoRerISTRzE Shbreeriirmhglment, the
distance efaveripiatstrpesis gredion of egimdio Fofheise lectetietenint swipe on
is rebuilt o3 aRteragRMBik havingreelernenisicbiie sepPient SR om te phurality
Before the-lgst.glement. isgehuil Jhe slprage,units sierng t@%ggttg%ét{o%m sizipe

are made ayvare that the 3 selected element has been donated

 data is nSPFHE RO D ARSI TR SBE La PR ARt SEGARE 6F figal o 2. A donor
donor strifengyEstedteinertas ﬁﬁ@té&ﬁ?@ﬁﬁ@t%é%&tﬁéﬁ ressgitcS fosheesipient in-
selected &lemént. Agcdidrgipieth eire Serbiriitentiongdleersd ittimemin the second
Hammmgietétas@ee offieracipientising isddhhalaratheslementinihe . ssigned o
donor str %Iet% ng , [ scritivi element of donor stripe can be further
selected ase on a niinimal pedormance impact on the array
A%ﬁ%alIy,Atﬁec?B@|WW5M@%@T&EY€B“BB§@W@NSWMW system for
performaitsecefitadhariailnT néceraydfathersoragesoyate minchadgsrinerable to
redundaneyasedemanf CHSHES QfLHECorEeHRGCRERrSHGRAS RRRFNA o, k
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becomes available, the spare element is assigned to a selected storage

unit.




[20] A second embodiment of the present invention provides a method
and a system for increasing the failure tol-rance of an array of in storage
units that is vulnerable to selected patterns of failures. According to this
ambociiment of the present invention, Jr stripes are stored acroarray of in
storage units. The array of in storage waits is an anamorphic array Ea.,’
strine has n r ,alemants in which n is the number data elements in the
base array, r is the number of redundant élements in the base array, m >
n+r,jm=4-r), and j and h are integers. Each stripe has a plurality of

elementsm&éﬁﬁ%&%{ﬁ&m@&e%@%%ﬁ@ TOhERHRANG.CodeNAVING:
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selected. The selected element of donor stripe can be further selected
based OD a minimal performance impact on the donor sinue or based on
a minimal performance impact on the storage system. Additionally, the
recipient information is selected based on an improved performance of the
recipient stripe or based on an improved performance of the Storage
system. The army of the storage system intludes redupciancy based on
an erasure or toor correcting code, such as a parlty code,a 5 Wlnograd

‘code, a s{imeticedde, siReat-Sotemam-es . y
derlvatIV%&i@ﬁ@%E&{%@@mﬂmeﬂ%%& et@&@é!a %erﬂﬁ% zeciur% ancy based

redundamﬁbas d on.a pro uc urallg%rof erasure 0 rror corre |ng

codes in W %as?‘ it %?% U 8?%% G& 4 least one of
parity cod® HARAHSY WWWW&WWW@MWW&mC
an EATENI®DRectdojcorax deiiy ati /oo EVENORR @ebes B igfa TVENODD
Descriptigrigf the Drawmgs [22] The present invention is illustrated by

way of examnle nd not, géat in the accompanylng figures in which

like r-forecC nun?g%@ g‘{‘e HPBfEents and in which. [23] Figure
118%hows dt W@P@Uﬁﬁm orilbsaasto ey ey sfenewith andhoalityiofaton in the
arrays conneetedstioareamnionblardge entraller :[2A-Riaume. 1 ShAWS demente and
typical capfigugation of a storage system with a plurality of arrays

Cc cted t eparate stun tro ers;
?&Eﬁ gi & 18 Bhows a %rpu: connigurition of a storage system with 2 plurality mf

aays conpected to 2 comemon storass controller

10243 Figure 1b shows a typical configoration of a storage system with 2 plurality of
arrays connected 10 separate storage controllers;

10257 Figure 2 depicts an exemplary anzmorphic array having six storage wnits;

{0261 Figure 3 depicts an sxemplary anamorphic amay heving mne storags nnits for -

* lustrating the benefits of a dodging operation according to an embodiment of the
present ipvention;

[6271 Figure 4 depicts a first three-storage-unit-faillure aangsmwent of the anamorphic
array depicted in Figurs 3;

[028] Figure 5 Gepicts 2 second thres-storage-unit-failure arrangement of the anamorphic
array depicied in Fipure 3;

1629] Figure 6 depicts the array of Figurs 5 after perfofming a dodging operation
according to an embodiment of the prevent invention;

14307 | Figure 7 depicts & third three-storage-unit-faiture-accangement of the anameorphic
amay depicted in Figure 3;

[031] Figure 8 depicts the array of Figure 7 after performing a dodging operaion
according to an embodiment of the present invention;

f032] Figure 9 depicts an exemplary array having eight storage wnits using a (3+3)
symmeiric code;

(033} Figure 10 depicts a system having three eight-storage-unit arrays;

[634] Frguze 11 depicts the array system of Figure 10 after performing an external
dodging operafion according to an embodbment of the present invention; and

i035] Figure 12 depicts a ten storage unit aray with three failed storage units following 2
set of dodging operations.
Moede for the Invention

[036] The present application is refated to US Patant Application Seral Ne. 10/619,649



[25] Figure. 2 depicts an exemplary anamorphic array having six storage

units; [26] Figure 3 depicts an exemplary ananaorphic array having nine

storage units for ii- lustrating th- benefits of a dodging operation according

~ to an embodiment of the present invention; [27] Figure 4 depicts a first
three-storage-unit-failure arrangement of the anamorphic array depicted in

Frigate 3, [28] Figure 5 depicts a second three-stora&re-unit-faiiure

arrangement of the anamorphic array depicted in Figure 3; [29] Figure 6

depicts the array of Figure 5 after performing a dodging operation

according ddtamsribodintent'GiiRBOGRES 8NGIHy entiibd, [BG)Figi BxAgdpictanges”, US
a. third threesstagaepitdalurearamae enLeldheanaRa MR A R ertied
depicted '%ﬂ%%ﬁh%}%g‘ k@é@%ﬁ §r91%%&%£§1}1%m9gn¥ of Flg ﬁ? gai%é&%@phc&ﬁﬂn Serial

erformin eratio
P Aﬁmey Docket No, ARCOentitled “RAID 3 + 3. The present ap-

plication is aiise relzted 10 co-pending and co-assigned US Patent Application Serial
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[037] The minimum mumber of failures of an array that can be tolerated by an Brasure or
Hrror Correcting Code (BCC), such a5 a parity code, & Winograd code, 2 symmetic
code, 2 Reed-Solomeon code, an BVENCGDD code, or 2 derivagive of an BVENODD
code, is at lsast the minimum Hammming distance d of the BOC minns ons, that is,
d~ 1. The present invention enhances the minimurn Hamming distance of an BCC by

- ufilizing an operation, referred to herein as a “dodging” operation, for 'me.amcr an .
“effective digtance™ that is grnatur than the Hamming distance of the BOC, Thus, the
numbsr of failures that ap array can tolerate, whether 2 faiture 15 a devics failure or a
bard error, is increased beyond the minimum distance provided bjr the ECC Asused
herein, ths terms “effective distance” and “sffective minimom distancs” refer to one
phus the number of failures fhat can be wierated by an BI‘“&_‘;J utilizing one or more
dodging operations aceording 1o the present invention.

[038] In the foliowing, & dodging operation 15 a process in which a stipe within an array

" i8 selected for d@ﬁaﬁﬁw an element to a recipient stripe, and recipient mfurmanan is
rebuilt onto the donated element, thereby increasing the minimam distance of the
array. A GoGging operation can be performed on 2 pair of stipes (13) when the distance
ds "> ci 2. After the dodging operation, the dopor stripe will drop in distance by 1. In
cont:asf" the recipient siripe will inciease in distance by L. When s dodging operation
can be performed on all stripes that ars at the minimim amay distance, then the overall
minimum array distance will be increased. A dodging operation can oocur at varying
distances depending on the configuration of the 2may.

(6397 Figure 1z shows an exemplary storage sysiem, indicatsd generally s 100,
comprising two storage arrays 102 and 103 that are connecisd 1o & commeon amray

_controller 101, Storage arrays 102 and 103 comprise mulfiple storage units 104 and
commitnicate with array controlier 107 pver interface 105, Amay controller i(}i Come-

- mmmicates to other controllers and host systems over interface 105, Such a cop-
fignration allows an array controlier to communicate with muliipie storage ma};s.

10403 Figure 1b shows an exemplary storage system, indicated generally as 150,
compsising two storage arrays 153 and 154, that are respeciively connected to different
amay conirollers 132 and 151, Storage acray 153 comumunicates with axray conmolier
152 over interface 157, and storage array 154 commmmicates with amay contrnller 151
over interface 156, Array controlisrs 151 and 152 respectively communicate with other



according to an embodiment of the present invention; [32] Figure 9 depicts
an exemplary array having eight storage units using a (33) symmetric
code; [33] Figure 10 depicts a system having three eight-storage-unit rays;
[34] Figure 11 depicts the array system of Figure 10 after performing an
external dodging operation according to an embodiment of the present
invention; and [35] Figure 12 depicts a ten gtorage unit array with three
failed storage units following a set of dodging operations. Mode for flip

e S L P Pl e

"Automatic %%.?I Exc%an e ?’%\%ﬁ?ﬁ RO HEH M i gy controllers 151 and 152
10/619,633 %%WB BRROOIARCO, entitled "Multi- -path Data Retrieval
FriiReduritiartAyrayiraind\{SoRPatertiApplication Seria) MQE%EMLEWam or

(ttorney ieqks) NondiBentiled SRANRE 18 b NIEPIERNLARRIEAION o o

is also rel%g%[ % [%gmgdln andtﬁg a%glbgned US Patent App’ﬁcatlor?y erial Y

Nguho0 ﬁﬁ;gsm s o, 2000000030

ging. The ability of an anamorphic

array to benefit from 2 éodgmv operaiion can be verified by inspection of fallore com-
binations for the amay. For example, Figure 3 shows an cxsmplary azamorpbic array
300 baving nine storage units 3] For this example, array 300 nses a (3 + 3} symmeiric
code that s MDS withn=3,r= 3, and d = 4. Axray 300 is arcanged 1o have thres
redundant slements that can comrect any throe failed elements from the six slements in
a sirips, Three unique stripes, respeetively indicatad as 1, Z and 3, ase arranged within
array 300. Any thres storage-unit failures will not affect more than three elements of
axy ome stripe. Thus, array 500 has 2 minimum distance D = 4,

[0431 To Hlugirate that a dodging operation according to the present invention can be
pm:fonnnci to mcrzase the effective minimmm distance of array 300, there are only three
arrangements of three-siorage-umit failnres that need comsideration. The first three-
storage-unit-failore arrangement is shown in Figure 4, in which an X within 2 block
indicates a storage-unit failure. In this particular faiture arangement, two blocks of
each strips Lhave failed. Conseguently, each swipe stil has 2 minimum distance d = 2
and, thersfore, arcay 300 bag 2 minimum digtanes T = 2, Thms, array 300, 25 shown in
Figure 4, can tolerate one further storage-unit failore withont possibie data loss,

[644] 4. sevond three-storage-unit-failore arrangement is shown in Figure 5 in whichan X
within a block indicates 2 storage-unit failme. In the second three-storage-unit-failurs
amangemnent, strpe | has lost thres slements, stripe 2 has lost two elements and siripe
3 has lost one element. Thus, sttips 1 has minimnm distance d = | and can tolerate 10
further storage-unit faflures without dam loss. Stripe 2 has minmum distancs d = 2,
and stripe 3 has mintmum distance d = 3. Coﬂsaqﬁanti}r, array 300 bas minimum
digtance D= 1. .

[045] . A dodging operation can be performed for the secoud three-storage-unit-faiiure ar-
rangement by rebuilding the contents of one of the lost slements in stripe I ina wéﬂ-—
known manner onto one of the non-failed elements of stripe 3, Figure 6 depicts the
array of Figure 3 after performing a dodging operation. Rebuilt dats in Figars 0 is
enderlined. Here, the element of stripe 3 on unit D9 has baen donated to stripe 1
Foilamnc" the dacigmg operation, all stripes have rminimum distance § = 2 and,
thersfore, amray 300 has minimum distznce D=2, The configuration. of the array after
the dodging operation can now tolerate one further failore without data being lost,



[37] The minimum number of failarns of an array that can be tolerated by
an Erasure or RIME' Correcting Code (ECC), such as a parity code, a
Vvinouad code, a symmetric code, a Reed-Solomon code, an EV310DD
code, or a derivative of an EVENDDD code, is at least the minimum
Hamming distance d of the ECC minus one, that is, d - 1. The present
invention P'nhances the minimum Hamming distance of an ROC by
utilizing an operation, referred to herein as @ "dolling' operation, for
providing an "effective distance" that is greater than the Hamming
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Storage éﬁ@@ig@ BoFaRR hiears0k ralarrajhe otiiro leridSR2uarintediateving
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with othef. 7 array controllers a dst%tr%g e sysfems Over inter acesE:f["S‘E’B“&‘”’Q‘S‘Eaﬁce’IS '
and 159. Also Shown in Figura 16 15 & communieAUGH: CoTABCHE1B6 REF sioreze

allows arPFcBHBHR P ST aRer T 25 BonwaRTIE affesith Bsiskrotiem & (3 + 2) code
[0411Thesawredy ortroliersEovmripRigirés a @nd Ipcmayibe desiznetiasoperty of
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) however, should occur when the minimum array distance is d = 2. Consequently, a
further storage-mit faiture during the dodging operation can be tolerated,

0507 According to an embodiment of the imvention, 2 dodging opsration can be
plerfomad within a1 aray, between separate arrays, or between an artey and a spare
pool, referred to herein as an external dodging operation. While 2 dodging operation
performed 1o 2 spare pool is possible, usnally it is bstier to perform 2 complete rebuild
operation onto 2 spare aud to perform 2 dodging operation only when the spare pool is
exbansted. This is because 2 dodging operation rebuilds only some elements from a
failed storage unit onto a donated storage unit, while 2 sparing operation rebuilds afl of




[42] Many anamorplaic arrays can benefit from dodging. The ability of an
anamorphic array to benefit from a dodging operation can be v-rffied by
inspection of failure combinations for the array. For example, Figure 3
shows an exemplary anamorphic array 300 having nine storage units DI
For this example, array 300 uses a (3 3) symmetric code that is YDS with
n=3,r=3,and d =4. Any 300 is arranged-to has,- three redundant
elements that can correct any three failed elements from the six elements

in a strirzjehigla[@ﬁéﬂmatﬂﬂ@@d&%@@@ﬁ%@ﬁt&@%ﬁ%ﬁ&&%@%@”ﬂ 3f'f are

a ed wi : storage-unit failures will noL affect .
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1055 Stripes 1, 2 and 3 1n arrey 1001 2re now only distance d = 2. A dodging operation

thgt 15 internel to array 1001 will £ail because at least three elements having distance
d = 4 are required for increasing the minimum distance of aray 1001 from 2 to 3. Ounly
stripe 4 in arcay 1001 bas distance d = 4. Nevertheless, an exteraal dodging operation



Rebuilt data in Figure 8 is und-irlineri The result will again be that all
stripes have minimum distance d = 2 and, consequently, array 300 has
minimum distance 1) = 2. After the dodging operation, it is important that
no storage unit contains two elements from the same snipe. That is, none
- of the elements of snipe 3 stored on storage units D4are selected for
rebuilding any of the lost elements of stripe 1 because each of storage
units D4already contain an element of stri g1 Similarly, none Of the
elements of stripe 3 stored on storage units Man selected for rebuilding
any of thevtostelementdiefs snipedm4RDedging thus WOViHes tcreased from 2 to 3
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an array, Bensier sdpafatentiraysy ortbetwespcaniaiyayand:aspar©pest, be
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operationjerfaimeri aaRAIE m%sﬁ POSSIRIGs LISU RELR contained i cther

perform a ,om Iete e UI .. e gtlcggq?nto as are an to per

dodging Spération ont Booi fe ‘é%%f?&@&% %%%@a%}%}éivﬁt from
a dodglnﬁ% WFEBW?%%@%%@%@FW wfdiiegstoraagepe 2. Lasdy,
unit onto a:dbmEEdStozye onitiwiite Adspatingreparatibn: tebaildenaliaf can be

the elemesta-form-actairehsoranse uribontaaSRaIR S1age Walh IR ARmit D3 and

external dodgj L nt from a arlty exchange operatlon
such as d| clo%‘}glgﬁg gg}%%gd%é%g;ﬁphﬁl era F‘e%‘é;ﬁﬁée %cﬁ“’ %hatm

No ARCSZBH-6 ESPFER %%%”uﬂ’&br%ﬁﬁa or element for
herein. THAPKEBIBHMGOPEFEIRSTis performed on a stripe basis, while a
padifiexchahgecopef dtiofeinqper fdmad 6rhavdigrage,walibasisiosted for rebuilding a

failed slement of any one of remaining stzipss, each having & = 2, and any one of the

slements of stripe 12, having d = 4, could be selected for rebuilding = failed element of
the last remnaining strips having d = 2. For purposes of this ifingirative example,
suppose that an element of stripe 8 contained in storage nnit D11 e selected o be s
donor slement for rebuilding an element of stripe 2, and that an element of strips 12
contained in storage wnit D19 is sejected to be 2 donor slement for rebuilding an
element of stripe 1. For each of the dodging selections of this {lmstative example prior
to the dodging operation, a donor stripe had distance d = 4, and a reciplent stripe fiz.,
stripes 1bad distance d = 2.

[6597 The nef result of the external dodging operation is that array system 1000 has
minimom distance I = 3 after four failures. In contrast, the minimum distance would
bave been only 2 using only 2 parity-exchange operation, such as disclosed by co-
pending patent application Serial No. (Attorney Discket No. ARCS-2003-0015-US1).
Consequently, when an extermal dodging operation is utilized for array system 1000,



[52] To illustrate the advantages provided by an external (array-to-array)
dodging operation according to the 'present invention, consider an

exemplary array 900 shown in Figure 9. Array 900 includes eiPbt storage

units Dland uses a (3 4- 3) syrnmetfic code. Array 900 also includes four
stripes, indicated by the numerals 1 Each stripe has six elements and has
distance d =- 4. As -previously me..atiow.&'1 a dodging operation that is

internal to an array of eight storage units that uses a (3+3) code, such as

array 90Gveleshnotiocgasedhe aigcidemimomytianninandistaneeebr d =2,
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avamnlae ciinnnce that an element nof ecnine 4 contained in etorace 11nit N




[58] Any One of the elements of stripe 8, having d = 4, could be selected

for rebuilding a failed :demerit of any one of remaining stripes, each

having d = 2, and any one of the elements of gnu:: 12, having d = 4, amid

be selected for rebuilding a failed element of the last 17-main-Hag snipe

having d = 2. For purposes of this illustrative example, suppose that an

element of strip- 8 contained in storage unit DIl iS selected to be a donor

element for rebuilding an element of snipg2, and that an element of stripe

12 contained in storage unit 1)19 is selected to be a donor element for :
rebuildin stripe. 1. For each,of the,dodging selections af .
s st S R e rggriion
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element b staperdhhascheees feviilt thnminita dodging eeration-00t8aalized
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rebuilt have been selected, the information is rebuilt onto the spare in a
well-lmown manner. [63] The primary criterion for selecting a donor

element is based on selecting a donor



12 element that has the least impact on the donor stripe reliability. A

secondary criterion is based on selecting the storage element having the

" least impact on performance, such as the element with the most

expmusive redundancy calculation, hi the example of Figure 12, the

elements of stripe 5 were chosen primarily because stripe 5 had the

highest distance, and secondarily because' 8 and DIO had the most

ex-pensive parity calculations. D9 could not be chosen for rebuilding an

element of;3ipe 4, becanse D9 already contained an element of stripe 4.
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the examfileior Figiies Deants 1@9%@@@@&%@@@@%%@@@& component
performee-hatietn ataysivhenthestecipiehtstipavias.a

while an intgsnaldedMng.operation was performed on the nine-nnit array

(Figups © agﬂhqaé% pdne.tecipient sting, was AAIStence 4 2. IS pnuposes of

allures would™e requl] e snipes involve 2 ex &rna
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array-contro Aler 10 L3S shown in Flgure la, then eontroller 101 can

perform s o%%?’a gns fﬁtern%ﬁ’@“% e "donor and recipient stripes are

connected to separate controllers 151 and 152, as shown in Figure Ib,

then controllers 151 and 152 exchange information. For example, the

controllers could expose the individual drives over communication

connection 160, such as in the manner of a Just a Bunch of Disks (SBOD)

array configuradon. Alternatively, the controllers could exchange

information regarding the data to be read and written from the locations on

the storage units involved. [66] The te-hnign> of dodging has been

described for anamorphic arrays Dodging can be used with array types

having a minimum distance d = 3 or more. Generalized dodging, though,

works best with symmetric arrays, [67] Dodging can be used beyond-

‘simply increasing the mini-mum distance of a storage system. Many other

factors may be included in determining whether to perform dodging and to

choose donors and recipients. For example, the individual failure

probabilities of components when they are non-linfionu, the combinations

of failures that lead to data loss, and the effects on system p-rformanre

may all he considered. In such cases, the minimum distance of the system

could remain nu-hanged following 13 dodging. [68] While the present

invention has been described in terms of storage arrays formed |




urn BDD storage units, the present invention is applicable to storage

systems formed from arrays of other memory devices, such as Random

Access Memory (RAM) storage devices (both volatile and non-volatile),

optical storage devices, and tape stprage devices. Additionally, it is

suitable to virtualized storage systems, such as arrays built out of network

-attached storage. It is further applicable to any redundant system in
Clghish there is some state information that associates a redundant

4 COMPRNGBLIR PBFticKkIaESHESH! AherrinaarBts o thad staiinieraiationy
may be transferred using a donation operation.
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equivalents of the appended claims. 14 Claims 1. A method for increasing
baingrioradieran cifefeah Sn@eRHIH: CalRaPef h SioYagersrite fMefpgent

pROMPlisingithe,slepsHef Shasiaadk SiEnRs Rarassithean Ayt SiPragedonor
units, each stripe having a plurality of elements, each stripe forming a
SRR GF PO EBITBEIE EB0E RSB HIRG FieRiin g darice ¢
seRestHpeRaYIRg et delemeants insiicitards the ausnhepdataieleviegtse
r is the number of redundant elements,such that, m > n + n
IR L RRRE S LRGSO S s G Lo of e
rselgstingrpelonoribirpeeattd alsmmentia dhewstiamestripe when the
difference between the minimum distance of the donor stripe and the
minimum distance of a recipient stripe is greater or equal to 2, the
XelectEtechatiogtancieitbforiaifipe WaaRstbrea g ars torayB M a0

1RO elements ftheresipient shing. abeebuildingstbeaentantef dipsitipe.
element of the recipient stripe onto the selected element, of the donor
stripe. 2. The method according to claim 1, wherein the minimum

Hamming gligtanceceb ey ecipentisiipeaiscdbefose ghesste piohsieltting the
the element in the donor stripe. 3. The method according t im.1,

S5 GO TRIRG & BB B BB L B ats DA gonates
iy ki pethet tiesilectoe el mentdhasivberaimiatt ditefore the ggsted

&%rrnee%ilding the lost element of the recipient stripe on the selected
element.

4. The mathod according to any of the preceding claims, wherein the donor

stripe is further selected based on a minimal performance impact on the array.

B, The mathod according to any of the praceding claims, further comprising a
step of selecting the recipient information based on an improved performance of the

array.

5. The method according {o any of the preceding claims, wherein the erasure or
arror correcting code is one of a parity code; a Winograd code; a symmetric code; a

Reed-_Solomon code, an EVENODD code; or a derivative of an EVENODD code.



4. The method according to any of the preceding claims, wherein the
donor stripe is further selected based on a minimal performance impact on
the array. 5. The method according to any of the preceding claims, further
comprisinga step of selecting the ré€ipient information based on an
improved performance of the array. 6. The method according to any of the
7. precauiigreifisasayberet iheeyasutre e paresiing Goeeds one=ef an

arity code; a Winograd code: a symmetric code; a Reed- Solomon code,
B BN BB 51 o T S C R ROBE e teoa S o
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stripe on the selected element; selecting a second donor stripe from the
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reSRRONGHRBOE SiFiRe-and admnimumddistance DHthe:seeanthiesipietecond
stripe is greater or equal to 2; selecting a donor element in the second
g e SR A SR
refriprarthedripecipidn stigpddrithesstlpdted:etementintiigsecond donor
stripe. 8. The method according to any of the preceding claims, wherein
when a spare element becomes available, the method further comprising
8.a stepisf mstighinectdgpirésiamént iecesele cletnstovhgeinnitien asdaia
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stripes being stored across the array of m storage units, each stripe

SGIRGReHIURASAICEE F8IfES 88¢h stripe forming an erasure or error
correcting code having a minimum Hamming distance d, each stripe
haviré% n + r elements in which n is the number (%ata elemfentsf ris the_t .
% numBer BN B ar S hen AT AT R IR SRR PesPe il
stelemeningfsiostd perbeinystormdcd ma ditigeemtistoragestmit; aadhg systeafity
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no elements of the recipient stripe; the system array controller rebuilding

AP REMERP TGS EORRIE T Gr TR ALSHT PR Gh e slatagg untt and
aegRentrafithergoner stipengldddhe dala siafagesRstaminaeotting Wripe
W%Iear;rr%h%, &Y eerraenigethbeeimé%irr]n Hﬁrg minimum distance of the donor siripe and the
minimum distance of a recipient siripe is greater or equal 1o 2, the selecied element
in the donor stripe being stored on a storage unit having no elements of the recipient
stripa; the system array controlier rebuilding the content of lost element of the

recipient stripe onto the selected element, of the donor stripe.

10. The data storage system according to claim 8, wherein the minimum
Hamming distance of the recipient stripe is d 22 before the system array caniroller

selects the element in the donor siripe.



Hamming distance of the recipient stripe is dbefore the system array
controller selects the element in the donor stripe. 16 11. The data
storage system according to claim 9 or 10, wherein the system array
controller indicates to the storage uffits storing the donor stripe that the
selected element has been donated before the lost element of the

17ecipignt &ripadsseiiton ibersaieciedflarnent d vBhardatasstosagearay

system according to any of claims 9 to 11, wherein th Syste rra
e ki S At i S R S
elimpachenitbeasayiiidefte datistetagersystem actoedirg e anyebiill on

th%l%?ééte? 9 1%er\€¥hereln the system array controller selects the recipient

information based on an improved performance of the array. 14. The data
storage system according to any of claims 9 to 13, wherein when an

j£lement inthe.donor stips fails-asithe sysiamauaycoatiolier isrebuilding

at least a portion of recipient information from the recipient stripe on the
SYSMELIEH Bl RIBHP e 38/886m BFr a§PRBNRYIBR térHiRatBeSEh fikidg THE™E!
néaeipisrtdnigrsaatiombramethe recipient stripe on the selected element,

selects a second donor stripe from the plurality of stripes when a

difference between a minimum distance of the second donor stripe and a

1Iinimue glistanceod theisecandordoipientstyipé isagreatetvot Zquiskter? the

sfEies 2o elRmenliNe Sesand Aones alng, aaddetuldn ahigaska
%)or lors of 1oS recipient information frrom the recipient stripe on the

pedtevmreitentiathe second donor stripe. 15. The data storage system
according to any of claims 9 to 14, wherein when a spare element
becomes available, the system array controller aSSi%PS the spare element

Ho a sEEieR siofagfesypitMBATAIST ORAGE ARRAY RBSTRAECT wWhen an

element in the donor stripe fails as the system array controller is rebuilding at least a
portion of recipient information from the recipient stripe on the selected element, the
systemn array controlier ferminates rebuilding the recipient information from the
recipient sitipe on the selected element, selects a second donor siripe from the
plurality of stripes when a difference between a minimum distance of the second
donor stripe and a minimum distance of the second recipient stripe is greater or
equal to 2, selects a donor element in the second doner siripe, and rebuilds at least a
portion of lost recipient information from the recipient stripe on the selacied element

in the second donor siripe.

18, The data storage system according to any of claims @ to 14, wherein whan a
spare element becomes available, the system array controller assigns the spare

element {o a selected storage unit.



The error tolerance of an array (300) of m storage units is increased by
using a technique referred to a "dodging". A plurality of k stripes are
stored across the array (300) of storage units (D1 - D9) in which each
shipe has n+r elements that correspond to a symmetric code having a
minimum Hamming distance d =r + 1. Each respective element of a stripe
is stored on a different storage unit (D1 - D9). An element is selected
when a difference between a minimum distance of the donor stripe and a
minimum distance of a recipient stripe is greater or equal to 2. The
selected element is also_stored qn, (

elements of the recipien%ﬁé&.’

n-a, %@ it{D1 - D9) having no
then rebuilt on the selected element. Fig. 3

ost element of the recipient stripe is

ABSTRACT

The error tolerance of an array (300) of m storage units is increased by using a
technique referred to a “dodging”. A plurality of k stripes are storad across the

array (300) of storage units (D1 ~ DY) in which each stripe has n+r elements that
correspond fo 2 symmetric code having 2 minimum Hamming distance d =1 + 1. Each
respective element of a stripe is stored ona different storage unit (D1 -D9). An
element is selected when a difference between a minimum distance of the dopor stripe
and a minimum distance of a recipient siripe 1s greater or egual to 2. The selected
element 15 also stored on & storage unit (D1 — D9) having no elements of the recipient

stripe. A lost element of the recipient stripe is then rebuilt on the selected element.

Fig. 3



