;e3e ,4T6TA( 17 F E B 2003 SEM - FRAG LE WATERVARKS DESCRI PTI ON
BACKGROUND OF THE | NVENTI ON' ' Field of the Invention The present
invention generally relates to digital waternmarks an nore particularly,
to sem-fragile digital watermarks which survive i nc{jaeFtE\B fications
te an attached file caused by, for exanple, noise,

conpr essi ondeconpression, or digital tojanalog to digital (D A D) ~1 7
FEB 20~~ conversion of the file, which do not effect the authenticity of
the file. Description of the Related Art The invention is directed to

i nper cepti bl e wat ermarki ng of i ma@@EMI-PRAGILENEAIERMABEScepti bl e wat er mark
(hereinafter sinply "watermark™), as an alteration of the data set which is
for the nost part, inperceptible to a huna%Péi.e. t he wat ermark shoul d be
invisible or almost invisible), but can BERIEFEMzed by a machine such as
a conputer. The general principle of such watermark has been discl osed, for
instance in M M Yeung et al., ..Di.gi rki j ghQual ity

| magi ng", Proceedi ngs of the IEéEg|g§§3N¢$%igg%iEgQgggﬁgpﬁlNUItinedia

Wor kshop, Princeton, NJ, 1997. Here we are interested in fragile

wat er mar ks, by which we nean watermarks which allow to recognize that an
image is authentic and has not. been altered, rather than in robust
wat er mar ks whi ch are mainly devoted to establish ownershi p. However, since

the invention relates to these two different types of technolo

first reviewthemat the level of detail and generality neededjwmmmm“\“mm\
the invention. Fragile watermarks are designed to ensure that e gvhas
not been nodified. The principle is that if the i mage has been nodi"fted
the watermark alerts to this fact, and to sone extent can | ocalize where
this nodification has been done. Watermarks are usually based on sone

crypt ographi c techni ques, and either secret or public keys can be used. In
the current use of fragile waternmarks, it is assunmed that the inage is

alvays digital, by which we mean that it is LTI
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Field of the Invention

The present invention generally relates to digital
watermarks and, mdre particularly, to semi-fragile digital
watermarks which survive incidental modifications to an
attached file caused by, for example, noise, compression-

decompression, or digital to analog to digital" (D/A/D)



¢ ¢
r+ 1 ? FEB 2003 kept and circulated as a file of nunbers, and visualized
and mani pul ated using a digital machine such as a conputer. Fragile
wat er mar ks can be created and detected in several fornats conpressed

and/ or unconpressed. As long as the image is kept in FE grm data
can be hidden in the file and retrieved by approprlate algorl ns. The sane
image may be printed or reinterpreted wpth an anal og machine, but it is not
expected that the watermark be accessibl e after this transfer has been
done. It is often argued that fragile watermarks can be replaced by digital
S'gnatUVGS,cBﬁGéHé@oﬁléftEﬁesﬁﬁﬂérl@hﬂéhCégaﬁé@neﬁﬁécéeéﬁgté&ﬁhéﬁﬂ%%%xﬂlace
at the digital hevel However, a dlgltal signature is an integer nunber
that is obt8?n§ “b lgledlgltal signature algorithm applied on a nunber

associ ated in sone prescribed way to the inmage, and is mainly used to
authenticate the origin and intggrilypPioh Nor NBRS RS PEed MRYE Wher eas,
digital watermarks are data hi dden |n or nore generally mpdi fying, the

pi xel s of the image file. On the ot her hand, wat ernmarks can have nany uses,
i ncluding, but nohel ifivkadibn mtegfect:yeaetmfimér@@ptfme exa@ea r K Gy St

wat er mar ks are . used fo& clalghgg gmgﬁég %?tprgs&aggggzg%rbg are Qﬁ§ugned

to survive FOdiFPEsEiofi§ § HOF € pr ecr sel
det ect abl e wheplyhéva tegeatids | beénanDdﬂtﬁéthgnsQﬁEthéa@@hab$eteKMEﬂ%

Robust wat ergBEks 8h8 HSYe! erEeth%@QCéﬁtg@l@% r & NRvRbh ei]PYe an glverse
party. They can be desi 0 h owney shi or.to elpéggotectlng

t
copyri ghts. wPﬁe§89EFth83§QSbeohﬂvéﬁbgifsofh% s%?Y+siﬁQ?ﬁﬂ Qi when
t he i mage |betran9§edzed by bheaahaheQSMQMIds(@r¢0m§utmrzﬂmﬁempenerall ~17 F
E B 2003 QQﬂlciéleTgFfd@[lgH Q%ekﬂﬂk%grﬁ@éﬁsdf%lggecﬁ ep%cﬂcgh &yan

si gnat ur es oes n in |s context, as_known signature schenes
resist trandfer Mr¥m ¥RENGi §Ftal-to %h%}%©1W%?TﬂrmiE%%R%efQﬁ Righdual
constrai nt Qhauﬂtysmhabuhg"andrbeseaiﬁ@geofrﬂh@ermatSi@mékspﬁﬁﬁégalﬁglis

based on st%tlstlcaPPzgg% éfo %Lﬁogltan¥ d&gltﬁ9¥ponents of a mark

can be altereglﬁ “ (or’ conversion so
that one is reduﬁ@detwechgek1nharesta@esnofr@%elgv@a%¢¢mmmk$,smmsﬂxmchl n

ge][lerald L er iR m@at% %@e%%r}k:aauhacﬁogy%ww@@ eféraas&nw@%ﬁts éx{‘dﬁ?ﬁf’ékd&\/g K)
efined by a Qgra a e is used to nodify

some pixel s Xt 5& e?gg §8Fd%ﬁg ESQ ﬁ%5%¥ﬁé;|f%ﬁ? Kgﬂ’dg?ﬂﬁﬁﬁf¥he

modi fi cati owaseirmarksofwhtikd pirrehafnlyj devobed ripueetalabish fawmtrigdnimf t he

mask M the yRi%elers %tlwc'eb%% @ﬁb@ﬁelaﬁrkéﬂgtééltoliheggdtwed?fféfém es
bef ore nmarkin v(|, nei orin Plxe %% Al
i), Av(i, j)Y%Bécg séeFﬁ€°1ﬁH§g anHetﬁé ﬁEcﬁﬁﬁhﬁV Fﬁeﬂﬁﬁ%r ?k?%ﬁ%?é%bected
to suffer sdetaiidiahidcafenerslitifenkege& te deaariyechbeennwsntusmcret key.
It woul d be qui t%r%%%t %ecmamsbsrgghss&gné&aeotQﬁsefge{ﬁéé %

fragil e and robust T'nvisible waternmar nore preclsel
|nperceptlbméswﬁpérﬁﬁﬁ%snﬁ@ﬂféﬁﬂglﬁé?lP?lﬁﬁéEkemhFchh%Felfr%@@IEm%%%ugh to
detect si gnilasCdelen@dfiifGald, ORBeOliatBEmbPRILeYEE taNthis| Fabe, deiected to

aut henti cat et he 'QP%& af%fﬁoca zengg Lgc §58“308£fg§d££é§ah'00§ whi ch may

be S|gn|f|caﬁyﬁnﬁ ose ati St &4l Rro perties are own_or can be found
t hr ough done. Watermarks are usually based on some cryptographic

techniques, and either secret or public keys can be used. In
the current use of fragile watermarks, it is assumed that

the image is always digital, by which we mean that it is



17 FEB 2003 -s experinentation, such as printing and scanni ng,

colrpr essi on/ deconpr essi on and/or high quality DA D conversion. A need thus
exists to provide a sem -fragile watermark which is robust enough to
provide an originality check but which is fragile enough to_detect only
sixgni fi cant nodifications of the inmage. Another need ex{st FE® 2003i de” a
sem -fragile watermark which is substantjally inperceptible by a human and
can survive digital to analog and back to digital conversion. Yet another
need exists to provide a sem -fragile watermark which can authenticate an

i mage aftencemdiafridca;ﬂr@maawﬁhcasrrayfbeesbgnhﬁhsaﬁé bathd WhDSEa 51 Add Sihgal
properties are own or can be found thrOﬁg épgrlnent such as printing
and scanni f§ 6ﬁﬁF &S5 ge BofpPat et o2 GRARGr SR YR Gudl TP &Y

conver si on FrSlgI\ﬂ\ll&R\ﬁaErdmdlrMBnt:snobet heeaheén@n@ndebﬂ@tma imesmm.i ts of

robust wat igpRis (I RpteaRed Taﬂd?%' LinPBRbEESaLEONEE Word dderhenefits of
fragil e watermarks (detection of npering f cont enl;)%) h%@%m di stl ngui sh

bet ween ni AGRIFodist k&Rt ds ”Wi‘ie(’fl’lcéllefa'é@ep abf eCahd i Habfke
nodi fi cati did e ande dtrgeebobywabphophéatredaligeditmge Tise séamd nmagd der ed

authentic ad HIMIIGA SI0UChealhonRe8h,¢0, a8 Qﬁ&'ié%%‘éé}? o OTpdde

~17 F E B ormation content o “ ns ance,
in the casetHeén ffqtagﬁﬂpéqmeltﬁﬁﬁ:k:*rh&rhfa‘&%l‘ia%'tﬁ ’é%n%?%?s“ﬂl@éeaa%“i%lt ure of a

car has nOtt}ﬁ@SI’trrg?ﬂjffére(ﬂhast Beenntended information is the nature of the
damages or the nodi ficati on due to,

I|ty the re alg1 ?uggo?ethg £
say, printing a ARG SPPhe TESPOF Fralh? 6P FRET nede. P$e know
statisti calriegplmwd har (d)lglrtrazip suwgnktugener eEgushaale, tiadssenawidoofhot use

this conpongniaQfe,] MRAL ddtRHAdcitBgekngiuBLeLBBEKe dIWSLal et dmge after
printing and scanning defines a nunber which, .once coded, defines the sane

wat er mar k. HRWfi % ald sﬁl@"kf@df §l|g§a§uﬁﬁnﬁ§raf‘héf‘t?ge’éb’?‘é‘f“ﬁ%’a Wten%ﬁ ypting a
nessage or dbmEgenddinsugh c’agmtgnlt sligsagnaturdgatfjjbhmt appahediennai nly used

to aut henti e Il g mar ks
are data adﬁm dﬁ ?It hafshe pll%g“feell so toﬁln% F %%é@? Bﬁg w%gagﬁetlc% hielﬁgtk S

wat er nmar ks ey iFsa l}"§e§uqhﬁélltl}ﬁﬁﬁﬁ that OR&F LN ﬁ?‘f‘eﬁ”@%‘ﬁh’ﬁég‘?ft y
verificati ahe hfds S e, i MaRRUShewakel, Maikstal ewds€8md Sk s CA v Nidga

hidden in, or more generally modifying, the pixels of the
image file. On the other hand, watermarks can have many
uses, including, but not limited to integrity verification.
For example, robust watermarks are used for claiming
ownership.

Robust watermarks are designed to survive modifications
of the image, and more precisely, to remain detectable when
the image has been modified to some reasonable extent.
Robust watermarks are usually required to be non-removable
by an adverse party. They can be designed to establish
ownership, or to help protecting copyrights. In several
cases, one expects them to still be detectable when the

image is transferred to the analog world (prints or analog
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owner shi p. Enbodi nents of the present invention conbine the benefits of
robust waternmarks (resistance to small nodifications) with the benefits of
fragile watermarks (detection of tanpering of content SE ital signature
schenes do not have the sane benefits as the sem-frg '] Eﬂa rklng
schene according to enbodi nents of the present invention since they cannot
aut henticate the image after | ossy conpression or printing and scanni ng.
Enbodi ments of the present invention indicate how a visible signature,
possi bly conputed using a public digital signature schenme such as

Ri vest - Sham_r,&gAQhemnTﬁBS&gumén@tﬁﬁ&@%ﬁ&mmm Wi chhpartatfienticate
the image after mnor an 3 nodi fications. "Anyone

=
versed in tfA&98RFURGEI ﬂo?ﬁaﬁ?’?yh%ﬁ%e’r%t% 1S SO RN B Rl apt
as well to sohagestr aoksoandeztns'autin'mwﬁesuaﬂrom dée dEgdntdiingsa aHE gqr ki ng

s perf ormegol ot WR.R0ASES, e Tendfud] ' soé(}aﬁ%tc%rﬂo” AT PAG] 1, adi gest

or nunber Prom the T hage so t nost 1y eper,\ S

essenti al |ﬁF6Fﬁﬁ?P6ﬁrc§ﬁ’PéﬁF W%‘EFEIH“QIF'?%H 9d ®n be obt ai ned
froma scanseﬁtas’aughlqaabLwl@r iTHatofid hemylmgﬁs,lvf:rdmmt ReonpuAEmRsses form
of the image, or.in era [ r flctlons

(int roducedal ﬁgﬁ{?er? ?/elb?%c%e%s?tntga@%m s Og:t ) %Olf r{%% se

conpri ses tﬁéAhaphnMgrpepnseo s @i ise nRsveddn %@antdfamrtnamﬂssi bl e

robUSE wat ebE’HEKe ebekgli%a&;@fs@w&bt o Sﬂrb'g%rﬁérﬂx'latﬁé{xﬁrs TheisiPlgy .
signature c aced in an unobtrusive manner on e in e
first few rga@tof‘ FREVFHaBTRY A TSR it S'Iasi)t‘aéﬂllﬁ’]e d%éddd’ﬁﬂgé’ﬁf Gt mat s
such as barcrpgesgraphatatipadeigrodd Very Kol edve avacbkv arsy wdardK ti xeddsi, £y0r
optical chagggLe g (CR) Sia Y G iafy sone
cryptogr aph%cﬁ g} &858 Qlcuﬁgggée cécﬂ{ngl gK ) constrﬁtﬁc?ﬁ%dcg%} ﬁng to
sone preferF’éﬁlﬁéﬁh‘éﬁeol‘wiﬁbﬁh@%t}?ﬂ/l% Il él) ertﬁ’&r Bixgl Bdoause Sof the
statistical anatupatek éebasfummmﬁ&w seissser edd ipfixel'Re key K, or at
east Part ghellonfushebs,SeRLElnd T 11e Hecand $38en cUGs e deiger i on
of the S|gnature|s easy, one can tse Htfllc ey S|gnature Scheme.™ 9 n
ei t her casemarkéngate( iar k) sﬁﬁum@lwl?féilrt%é’hﬁﬁé@e iin e i nor way such t hat
the essential information content is not changed. In particular, the nunber
N extracted fromthe ed ge. shqul d be .the sane (or aI nost the
sane) as the nunBé&r ey ra@?ﬁ&ﬁ}roéﬁ{m‘nej %lvfll'—'Eé)Z)OaS un- wat er mar ked

i mge: for instance, if visible unobstructive signature is used, one would

not consi deﬁetcaﬁstenft%ﬂ%sga 55@%1&@%@5&@%%% the& e3innal W will be
di splayed in the determ nation of N. The use of “pri vatke ke pubI i c key

(SKI PK) pai PEPSR&eEr teeERELCENERME Pk iCaii® Fow S FSH&IY ption
of these techosgueaswat bedreeckepns on how to use several of their

i npl enent ati ons n ound e f

Handbook of App |I§:§d %ﬁlﬁ 45 gL§£e némtf\F?‘@rdeésbsﬂ ﬁ%%éfﬁg’ﬁem% ngss each
time we usebénﬁﬁbftiscoén Pi‘fgt ?Eﬁgé%ﬁe"ﬂi rRISta i FRHSd & e RmaFst ocol |
descri bed :j ﬁnHSmBa:lble@&'efé,légiy8€9 hﬁ@e almﬁunbﬁ:mmmrtﬁmea:n& L[f]cﬁ: a SK/th
pair in or al,l.ow u t eve t her met hods
Coul d a1 so 6515858 iede Rech Phifn Wik A A 3B adt anyr ).

Not i ce t hat S\hﬁ@nftlﬁ@nstl @nétlm@a‘ébmt@ﬂ theommige di@pl%}écﬁﬁlnlla @y t hat

al | ow exact ge@eeveny to Rakaadt2éate MR i[nihcfé)rﬁliﬁ& etxlacaﬂ Yod¥ BEdhdidmes It
is enough to_use a ows Lo ensu r a nuq?er cl ose enough

to N (where €l 8‘?315&86§H°&§p¥ha§L oM APt i 1ac-’tnJL timbe Ftovered at the
tinme of verisftiaddtsitderalnprepgrétesetys ksivry or pwm m:e sighat whersodiere, one
can recover the original N fromthe signature, and then conpare this
original N, conputed at the tine waternmarking is performed, to the val ue
conputed at the tinme one perforns the verification.



BRI EF DESCRI PTI ON OF THE DRAW NGS The foregoi ng and ot her objects, aspects
and advantages will be better understood fromthe foll ow ng detail ed
description of a preferred enbodi nent of the inventi on WZMF(EBMFEB 243
reference to the draw ngs, in which: Fi gures 2A-B are f¥

iMustrating the steps involved in applyi rrg a sem-fragile watermark
accordl ng to a first enbodi nent of the present invention; Figure 2 shows a
fl ow di agr L) . at i d.i
Lo 9 a0 Sl a8 b Bt SUBLHE BB A BAOTh AP R
3is a rovqwliagD/fm‘Dsdmmbmgnaut henti cati ng an image with a sem - frag| I e

wat er mar k; Fi gure adl ram show n S atl n of s DCT
coefficient Mi) % Bf’%ﬂstnﬁﬁe’flfgm prov esaosegﬁglé%ﬁ g &amffeﬁ%mﬁ “ftl‘F@O“g 1o
COVrespondgﬂgv@g'én(?@ﬁéﬁhﬁﬂyeéﬁeck”bdth@hicﬁaﬁeﬁﬁéileben&tghhﬁﬁﬁbt%&t 6ﬂ1y| signfficat € 5
is a flow diagram showi ng a second enbodi nment for authenticating an i mge
with a senimedifigaticas whtherlmags; Figure 6 is a flow di agram showi ng a net hod
for constructing rr 7 1is
2 T1 ow di agr am or BB el o brBidE e i AR S o Shict L bl
error corr eoipengpitildeby RETAMaRDarldESARI TGN diEitaA t%REEﬂRgQEﬁdEMBéDItNEN‘gnﬂF
THE | NVENTI O\I The watermarking process is perforned in two phases. In the
first phase DM ver N is associated with the image | so that Nis

insensitive to son® mhdiRer aBed Wikissd abi plovidR! hY sepmofepi RO Watdriatl OfsicRf can. Ve
present two nethods to accopplish such a conputation of a_ nunber N:Fﬂl)

where F derfdthsaticae ap ymags aﬁﬁervm%ﬁ%ttﬂ%wé@ Nay bspignifipgnt but whese atisticaly
FEB 243 ger}fff%lﬂém?sbﬁe @HS%n Of c4 ﬁﬁﬁ pakh %e}ﬁ&‘gn&}lﬁﬁh 'aQEnE%ﬁgSaﬂlpstcaan%,o

one-t o-one Irst nethod for econpose € 1 mage |

two ort hogmaiprwtoméd,ecmnere@ﬁomcﬁw hlgh quatin /A pdmersiar. beni gn

nodi fi cations. The second nethod is based on quantizing transform
coefficients which is nore suitable for application environnments where the
i mges are stored in a conpressed forSUMMARY

Embodiments of the invention combine the benefits of robust watermarks
(resistance to small modifications) with the benefits of fragile watermarks (detection of
tampering of content).

Here we distinguish between minor modifications which are acceptable and/or
unavoidable modifications to the image for which the modified image is still considered

authentic and significant modifications which are modifications of the



In the first nethod for calculating N, only that conponent of the inmage

whj ch is not nodified by a known nndification is used in the cal culation.
To determ ne known nodifications (i.e., benign nodifications), a class of

i mages which is a representative subset of the possi}ig £ FEBR088di fi cati ons
whi ch can occur to the image is constructhed. Thereafter, the inmage is
deconposed into two conponents using the statistical properties of the

h th to th dificat
uher ot hesd BRI THOBMIBaEPUE Gl 48R TRE BUHBP. CbBoRan Hign radit

ort hogonal wWalerntdirls &@mfﬁélﬂﬁ)rﬁontrbrhmat MpREurk BEa icHBIRS rios beetbineaifRd, he ikiterd
known nodi fi cati ons, the orthogaonal conponent is_not _ changed. The nunber N

= F(1) is tinoRmaden jether pajpie: ol ther darmrgsn ar the AyaHon et the repads. n%r@)eoseetltj N

can be a h i r

conponent . a}ﬁﬁmﬁgﬁ&éﬁ\‘#ltg t eﬁm %r eg égwﬁ%kﬁ%%g%%ybgow?ug I nvr%@b}Ve

wat er mar k dmowt hmustuc@llbjuhowdhd: aolhnmmg'oa]d%nnctaﬂiwhawge erdusplve dd netmsh: thisbust
i nvi si bl e materna&k .in, U S, Pat nt é 8 5 892 to. M nt %d

Br audaway, REPELHEY c‘6‘?ﬁ§8r‘3tpé8 Lb“y“gr Q}ee%tﬁ%ar ThESn B TR246 ¢ ’;/erd?m} ‘rﬁ‘& an

wat er mar k  issarftigddéfhirt atndmber whicgofiek codet) defits thesants wateanged by the

insertion of the maternark The i nmage nma be ecoqg sed into the two
conponents in ¥y dgitsl SRt A fpRMRsY ohtgiged, PY\FICEPiNge? qaessagery
bel ow whi chppge thfduﬁﬁte[ Aathl 's’fgrﬁhﬁél ra@g%rﬁlﬁnam 1sBmdiﬂ§p@seal oehitheRRRY fHeng
now to Figure | A first way to deconposed the inmage into two conmponents

uses Pri ncrlp@gntyoquibﬁmsa,gﬁ@r yiBage. (IngAyl wvtenaaykwe datrapdded do itheepjuels of the
desc~~. bed

b or dleh FICOEsbURShRY ool b 0 ALY SG, WIS et e
scanni ng, abelm@mwmadicanm suﬁpoaaambm rbhmtl watgﬁnhrkshaage&dt dor cla&fhtrgr
t he experrnent The @mﬁa es in are n for e

experi nent. STAR- hi entse o d}f(]ee %%Btr énvlﬁnt“ilbf})mw i \%Chtﬁepf ro uSt
covariance wa&ﬁﬂafkﬁ(lfeggtah&ewmm il fi QR ond)ON 1R the) 6érHts 60 THRAGIE WatdiAlEST S,
as described by | Jolljffe princi pal nponent. Anal ysi s Sprrnger-
Verl ag, Newdstsstion qtasveﬂqeﬁlegeqfncan@& pBigitad gignpture peliearsedo nat haver te nS@aleon
this covar iigehs B! HoXsdri0Rdgild @ar%hgﬁr@akdeﬁrspemmmg%' AbimehsC

al so known as el g econpo tion i gen-vectors e matri X are
identified m'mnt he/eumn empembhmgpwpgemhmaioa@stharlmagotﬁm lgasy efogpmessiont @r
denotes a 1%%%8@ zﬁpt1e vector space and the eigen-val ue denotes the
anount of ne b i cal difference vector Din that direction. A
subset of the ei @ﬁbo&mte@rmfdw‘ }brﬂﬁanalrﬁ/ubﬁcﬁﬁﬁﬁlcaﬁeuﬁdw bhadiblenygnaaeé,Possiblyt he
subspace is a |inear conhinati.on of the g en- vectors in tgg subset. The

amount of SREIYEdUSHIZA PrIVIcidigital signatiresoherme suchyas RiveshShpmirsAdicman ABS A

ei gen- val ug§ attddhds t0\eh BRdEe SR PRASRHARCAP ﬁféEirdagé PRdMRInSH BnBRIGKAbICT
conponents such that one of themcontains all the relatively large

ei‘gen-val ues, and is called the Principal conmponent, and the other which is
orthogonal to it, shall be called the orthogonal conponent. Let the

ei gen-vectors irr the 17 FEB 2G-fl 3 orthogonal conponent be stacked in
the matrix K, then the projection of the difference vector D on the
subspace K, K*D shall have al nost zero energy. Thus ~~K*D~~=0 or

~~K*(I'1")1~=0 or K*I=K*I"'. Thus after Kis found for a given process, we
derive the nunmber N = F(l) (103) fro'rit K*I and the inage |I', nodified by
the process, shall give the sane nunber N when cal culated using K*I'. W

use this nunber to watermark the image (104). Thus using this nethod we can
do the sem -fragile watermarking of the inage, which can be nodified by a
known process, but results in the same watermark. Referring now to Figure
1B, the second way to deconposed the imge into two conponents uses "Wl d's
Deconposi tion", as described in A Papoulis "Predictable Processes and

Wl d's Deconposition”, |EEE Transactions on Acoustics, Speech and Signal
Processi ng, vol. ASSP-33, 1985, herein incorporated by reference. The
theory of Wl d's Deconposition allows us to deconpose any regul ar random
process into two orthogonal conponents, the determ nistic conponent and the
purely indeterm nistic conponent (111). The nethod of Wl d's Deconposition
is applied in the i mage processing domai n as described by J.M Francos et
al. "Aunified texture nodel based on a 2-D Wl d-1i ke deconposition", |EEE
Transactions on Signal Processing, pp. 2665-2678, August 1993, herein

i ncorporated by reference. The nodifications in the i mage which take pl ace
due to processes like printing and scanning or conpression wll be
indeterministic and will occur in the purely indetermnistic conponent of

t he inage Cn the ot her hand, delrberate nDdrfrcatrons by a nalrcrous user

A ey g g g v NN N T o



17 F E'B 2403 14 squares, for exanple, squares of 8 pixels by 8 pixels
(201). The discrete cosine transform (DCT) is conputed for each square
(202) and quantized according to a quantization table 12208 Qg% t aken
froma JPEG algorithmwith a low quality factor (203).)} E§§3 of a JPEG
table can be' ~ound in WIIliam B. Pennebaker, JPEG still image data
conpressi on standard, Van Nostrand Rei nhiold, New York, 1993. For each
square sonme of the 64 quantized coefficients forma nessage which is then
encrypted/scranbled with a private key into another nessage (204). All the
encrypt ed neR3hfesahiens heFRIhSPHRLS He Sdraurd thaon sl gerciRm ( SHA- 1)

into a 160 bhderecsagendn titk gasdsert( linyetlS)on Baaptdiageste 1N ToFE&blinks t hen

enbedded i the | b . U i nvi si bl rmar k -al gorithm or. ot her
r obust datgé T %ga‘gﬁtgg?i%{%%‘é%ﬁalr%d?ﬁ%e% S 8 g‘aé”sr%ﬁé‘adéé in |
as a vi si bl revieorradrkn Re? adPR3dsRFYI 0 Figure 3, the watermark enbedded in
the file I' is extractrd foFsUiledd iCAlgrited e efdtay RuhgesN b
constructed froml' according.to the q§{q§th%ﬁg to calcylate Ninitially
for the oriQfMERT | EXe™(50%) 1037 Hhpardd TiTH % HEIMASEA YN d8RENESt ed
from the robosthenessebttalat efommdtion tdmntiardge sich 3Dt thie shee

conpari son i d.(e % t j f and N .ched)
then the i néélgg%g gu %@n‘?ﬁg coa}?%%f?%gﬁgnhaﬂgsr%iéfotahzl l%glgéilglrtﬁog? H%@

aut henti c (805fheAiregaat fyerythe e ssted FRFdY i9fg te dgaigsst oa Adnber N
extracted fgeArtal, agtbRNMELE Al hide Caft &t SO re- G fdy-addiclsgor i t hm whi ch
conpares N ,direct] gainst 1. . For .inst e,..with reference.to Figure 4,
suppose hasl‘n%ﬁér?éu%%g hgae%v%ﬂ%ewpyasbyeﬁrfogé sesd‘%’oﬁoﬁﬁgéa ve\/éctce'r)r'mrk in |’
has not been dan@ged, Theesecondighasr apuny EesF(Hhe darduingt e¢rfsem ' r 17
FEB 203 is ©Resi BRHELL- adA¥Sin Nnd Afdef Secypiivadidie e@lstto the
quanti zed DCT, coeffjcients of sone_of the pi %! bl.ocks of Iq‘l.e“ N is
col | ecti on BRUGLEAFKzeDr DET ?Eﬁf?%i%ﬁﬁ%;%@iﬁ%,eIﬁﬁﬁff,UF?I, Wierd SeRdR
N (i) is theigoahtirzataonnbefplared DCT aoefrfaldimemsi vy imanoleiraiomed hfer om |1 .
Each Mi) belozt~0 0 S L zat 4 I rygal I it h s pr.aperty
t hat every %Qér‘ %f E"E heggg%ﬂ%(aﬁf%m@lﬁ&ﬁef%%po\gg tlh% ol)mNa}@(ei )Iil)lrt)){%(itsht-‘-}?1 8
quant i zat i oM2piL6E¥sSE TRERINE Beddrhts cirEate SYRyEDPoreteset g N
simlarly aslgegeabkéehi on 0érPA@1cmefdindiantys A4k piMNed)s,, or. opfiklacks of
', and sayj L (I S, At N (). 1f di C t (1)
and Q(i) asbﬁgr?lﬁé@%rgﬁééég{%‘%ﬁﬁl (Se N s (i @nhetcfﬁifa‘%r{w%ﬁ%%m(i &ing o

t he i mage i §on@t BEHPLEIrFRARICkeRrRhat @ mBRRTRANE dBSReddride )t o bl ock 303
i pm Fij_gure 3cﬁﬂ@s'ﬁgubﬁﬁhe%652fdiﬁ§_§@0§&n\,% rpxhaﬁwzaa&.mdmm Fdfagoiblgs;thi s

enbodi ment, (N(i.) .are coefficients iC re not, quant.i zed. Referring to
The i1 ow di AGvarBRerrgLPERark b b BerA s B e atreliRiss o paEry o
N(2),... Atrbbusk S@ZerNarks désowpesddeamntieN (the Key ). or ait lsasdk 503,
for each i, phhe gyanti zatikenpbnieevét. Ah )OI &R UNG t & iNdd )eres
determ ned. At decision block 504, it js determined if N(i) is close to
Qi) for ealftectipny el thReFiAPAEUE? T £25% IPNRRAR HFS PaddRidadtWent i ¢
(bl ock 505) silghaltowevecheNei.sInotither |case p g Watmrnamk istegad silter

det er mi ned E%ebqi$L%%It§ gy QeRtihBr(;ﬁE?Cé‘\#gtg@hag O fh TRE R N T aSiHPf

the extracted nu I

a

. N agal nst m_nor ifications, in second enbodi nent,
the fol | owi RGTEEHNtt iiEnACTsCBANEEadHRPRHE T FRLFY 1 StPHHHER R Nonput e t he
nunber N Alt@fraldeld if3omofpet edtaetarkeédgitag®nehauidearaitwdsame 1{od-EB
Z~~3 16 descgni be ave _(i..e. _perinci o) i wl d' s
deconpositi%&TK§$:%r§h§POF ggd%hg)bgﬁé%gn%%gggg%??yﬂ%%§égﬁéidered as a
g-ary word (a nunber in base q) of a certain length. Let C be a
predeterm ned g-ary error correcting code of that Iength. Then N is chosen
as the codeword in C nearest to F(I). The reason for doing this is that
even if F(I) is different fromthe original inage and for the imge after
m nor nodifications, there is a high probability that their nearest
Codeword in C, and therefore N, is the same. In this enbodinent, to

aut henticate an i mge, the nunbers N and N extracted fromthe inmage are
first converted to their correspondi ng nearest codewords before being
conpared to each other. The flow diagramto conpute N and the fl ow di agram
to authenticate the inage in this enbodinment is shown in Figures 6 and 7,
respectively. Referring to Figure 6, F(I) is constructed according to a
chosen nmet hod (bl ock 601). At block 602, an error correcting code is chosen
having a sane length as F(1). At block 603, N is chosen having the nearest
codeword to F(I). Referring to Figure 7, at block 701, N is constructed for
a sem fragile watermark as described previously. At block 702 N is changed
to the nearest code word. At block 703, N is constructed by decodi ng

- a——— - - == B v oy



I'n yet another preferred enbodi nent, theminmage | is deconposed into
over | appi ng | arger squares and nonoverl appi ng small er squares and the
nunber N is cal cul ated 17 FEBjO3 mfromthe overh:?p' | ar ger squares
and enbedded into the correspondi ng non-overl apping s Eﬁ? Mor e
details on this deconposition can be found in patent application Serial No.
09/ 143,354, titled "Conpressed i mage authentication and verification" filed
on August~~8, 1998, where this technique of deconposition is used to
inplenent a fragile watermark in conpressed images. One skilled in the art

can adapt {,aewh%?ﬂ OYES iRatbe ALoremEianed dhGioaw Gldbekhechuient

i nventi on. ave escrl ed sever al _ net hods' to, extract a nunber from an
i mage so t RAGNERErSaiE HERBer OPor Ve Hb 10t HP NSRS (Fse i Nipragihd on
applicati opspmWchk heegxtnact ethé r ongidrenddraga afdeediispassent iial the

nodi fi catign Furt h ds Cr, pat ent
dlsclosure8 éerPlPaglonn§£l 99; ﬁ%ﬁ%%%ﬁ? A%§§hﬁ¥%g%§§%ﬁéf§%kﬂNG
DUPLICATICKSKANB)INBTAEIEnﬁRESI€ﬁ¢%ﬁtI¢EQMQInHrMSMﬂARKS OQWOBERATS, AND

EUP!J CAT:BQNBSQEDt h\l\(/ggg‘gkl 9551& ST AbNTe EBIELTr fyu AR it PARBIT it 13Ins 2 Chat
avin cke r recogni ze tha
t he igvent 8K &8nvBE BFXE??&eﬂme?ﬁl¥nﬁW? %ﬂﬁqﬁé¥quﬁﬂ%?qlﬁf &5 ”&E% T84

scope of thaampﬂendedAalfaedBJ Méefef & 200, Hpr@bAdYS ofé P(plpallmd 1. A
met hod for ¢ | g re ri JEdifii S t |l e
still rende?QF g%%?hg fhgntf§g§|b1§b7 ¢$¥ns.nd%fﬁﬁk§g2 é%%P nld
constructi H§ &SélQe§PleFr8ﬁF§YEEF%“C%ﬁﬁ%Wﬁs QﬁetQﬂ?fQWQQﬁﬂnﬁﬂﬁ KFVi ves

beni gn nodikb&atioans dQ@'E:rWBlaahthUShB{ﬂﬂ@xdt by, 2axj 3 oc,atdsons e haidqgrid | cant
content of the f| | e; ndsgrrbegfg( g(g]séexl\l tj_cpt oQg tfolrl gu‘%fﬁ: a

wat er mar k. I57€A2 netﬁo or wa as reC| ed
wher ei n safddovi&edr sagkatyrgn FﬁVﬁ§¢b|@thﬁnﬂﬁtﬂﬁﬂ%HQﬁHM@ €§SQAhﬁ9ﬂhﬁﬁﬂfor

wat er mar ki ngea ,fiel.¢.as tlh%cr-hgeldbeoﬁl af mgpy\m ety ik enmark is a
vi si bl e robust wat er flle as recited in

t
claimi1 mherelnN§§ﬁ&eb§HF§nWH88r$P8aff%oét%gkégégg pf?ﬂ%?ﬁbbiﬁf file and

subsequent kiy spdayeidng nt hewhiyl €hat allow exact recovery, instead of a
mean to compute exactly N each time, it is enough to use a
method that allows to ensure that a number close enough to N
(where close enough depends on applications) will be
recovered at the time of verification: more precisely, using
a public signature scheme, one can recover the original N
from the signature, and then compare this original N,
computed at the time watermarking is performed, to the value

computed at the time one performs the verification.
BRIEF DESCRIPTION OF THE DRAWINGS
The foregoing and other objects, aspects and advantages

will be better understood from the following detailed

description of a preferred embodiment of the invention with



5. A nethod for watermarking a file as recited in claim1 wherein said
beri gn nodi fications conprise conpressi ng and deconpressing the file. 6. A
met hod for watermarking a file as recited in claim r 17 F E B 2003 1

wherein said file is an image. 7. A nethod for watermarKki é'l
recited in claim6 wherein said stable contents of the iﬁﬂ%e?i Bd§Mi§nined
by the steps: constructing a class of igages having statistical properties

which are a representative subset of possible benign nodifications to the
i mge; and deconposing the image with said statistical properties into two

CO”pO”e”tsre%eEE%%Eig%_%ﬂ%dd} igggpoggn&g%gﬁnprising sai d benign

nodi fications to sa i mage an second said two conponents, being

orthogonal to tFdovirest 1AcBnpFPrsf hgW sai @951 mb| Ll Lotterting ghea stapod f or

wat er mar ki ngva1fvielde ias apptiyiag hnséhat iy dghereitesmirk digeasta iy adash of
A

sai d second.orthogonal. conponept conprisjng and stable contents.” 9.
net hod forqﬁéférﬁ&%ﬁgﬁ@egtfP?eggg ngf?%% ?ﬁy%ﬁ%ﬁ?ﬂ7 wherein said step of
deconposi ng t he Fiiguge Somsprises Piowcd pharamnpbhestiratmialy site (R@Ys 10. A

met hod for iwabakaar Kinngpa1tihg asségeifrsgine %@déﬂﬂamgﬁ'&aﬁﬂ?d décg ep of
deconp05|n% t he i mage QOHBFISES Wwld' s decquOS|tJon: 11. A netho or
wat er mar Ki §c&HdiﬁE%€ EPE BENFOR ROEFFPtat Bt 1Y i he file still render

the file authentigatiebl3e iscanmplosi dfadhen sslepsigf :autheht icdt i3, 20
cutting. an hEREC ./ A0 2SQUATER 0L I DiaeBhal 5 compuLing transform
coefficients for each of said squares; quantizing said transform
coefficients acgaggrﬁg4 is a diagram showing N(i) as a quantization of
some DCT coefficient M(i) obtained from I. Also shown is
N' (i) which is the corresponding DCT coefficient in the
image to be authenticated I‘';
Figure 5 is a flow diagram showing a second embodiment
for authenticating an image with a semi-fragile watermark;
Figure 6 is a flow diagram showing a method for
constructing a watermark with an error correcting code; and
Figure 7 is a flow diagram showing a method for

authenticating a watermark with an error correcting code.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT OF THE INVENTION

The watermarking process is performed in two phases. In
the first phase, a number K is associated with the image I
so that N is insensitive to some minor and/or statistically
known modifications of I. We present two methods to
accomplish such a computation of a number N=F(I) where F

denotes the function which computes N from I. Note that in



to a quantization table to produce quantize~!" coefficients; ' encrypting
sald quantized coefficients with a secret key; hashing said encrypted
guanti zed coefficients to obtain a digest N, and enbeddi ng said digest Nin
said image. 12. A nethod for watermarking an i nage as i?:lrféﬁ za Sl aim11
wherein said transform coefficients conprise discretei€dsiin Q form
(DCT) coefficients. 13. A nethod for WaL?rmarki ng an imge as recited in
claiml1 wherein authenticating said fil e’ conprises the steps of: extracting
sai d di gest N fromsaid i mage; reconstructing a new digest N fromsaid

i mage; SUPRE | N SR drdeple NakQrsabd ﬁemkgéggﬁﬁcghon“peig' ot match
|nd|catest at sai'd Inage i s authentic. 14. thod for watermarking an
i mge as r et EL W étﬁ’rﬁ fi}r\ﬁl’fel’“@ftﬁ"gaifﬂrnﬁf‘&ﬁ“&ﬁﬁﬁ??s@sdﬁFOW%‘ag?s900 of

bits in saithdiigesie Nrad tsa d:rlt«thdngespaNtsbeong bhewsBaoR. is immune17 FE

B 2003 21 d rs rmarkKi i e c |ncI
wher ei n au'g‘ﬁer?firgglo%g Se%lg@fﬁ%gqgé%??ggg ﬁggstsgécs)ﬁg {nggg?racf’l ﬁasg id
di gest N f romesnk i aiage treasdesty @@?ifﬁgcaenéw bﬂ\gébt iy m@r@mma'eaulenage

deconposi ngf&alacb@imld}i i3 rdna@hk8cihepe0EnBCIng gLl hebentsrde1) n
N~(2). N(|% deco zf% said new digest N into a collection of

coef fi ci ent cf\‘mfﬁe RN (i); authenticating said i mage when N(i)
matches N (i) ifIn rtehedlSﬁraatcelett@pdeénrN(:b)cahdtianquant prayi bhatnterval Qi)

is small wid r%&g e QRETdRe tlm%tgee%ﬁ&)fh”?gbﬁE)to%ogfleW bl Bexpped into

N'(i). 16. A od for waternark ganlmage as recited’in ¢ mlfurther
conpri si ng Mol Kt eafston difs uied ﬁ@ §Bedealgedaticas Ro dﬁF?’fWB’ﬁﬁ,kT‘@Y’Pl ng C
be a g-ary m$dofi &I i (g Lodeehdyhngodisanrtiengih ascsasd grary word;

images which is a representative subset of the possible
minor modifications which can occur to the image is
constructed. Thereafter, the image is decomposed into two
components using the statistical properties of the changes
in the image due to these known modifications. One component
is where these known modifications occur, and the other
component is orthogonal to this component. Thus when the
image is subjected to these known modifications, the
orthogonal component is not changed. The number N = F(I) is
then derived from the orthogonal components of the image,
e.g., N can be a hash of the bit stream comprising the bits
in the orthogonal component. The data N is then stored on
the image by a robust invisible watermark or other robust
data hiding algorithms. An example of such robust invisible
watermark is disclosed in U.S. Patent 5,825,892 to Mintzer
and Braudaway, herein incorporated by reference. The
invisibility of the watermark is such that the orthogonal
component is not changed by the insertion of the watermark.

The image may be decomposed into the two ‘components in



changi hg said digest N be a codeword in C closest to said g-ary word. 17. A
nmet hod for watermarking an image as recited in claim13 wherein

reconstructing said new digest N conprises the step of: extracting and
decodi ng the enbedded watermark in said i mage. 18. A nmethod for

wat ermarking an inmage as recited in claim15 wherein rec t i aid
new -di gest N r 17 FEB |i ~@3 22 conpyji ses the step of *foﬁ@t@(‘;and
decodi ng the enbedded waternmark in said imge. 19. A nethod for marking a
file for authent' ~cation so that benign nodifications to the file
still'render nuinpefri log aatkentiwoabi bvejcicoapei deaer ilbed shepsw gfhich are

constructi n91s¢r38sk Nl FaBLELaPhe &RATLAL Sr@épbdeivé]$. Whi ch survives
beni gn nodi fications hut which i's changed bé nodi fications to significant
content of the Raferrdng 8RYeHAi RIBR.r bt et e ebdNTL NtMhet© cHppRtRRE Ut of

sai d di gestthl iiffaget Reithi k@owecbhipaneBtk wses herindtpa20compamémod for
marking a fil.g asr ﬁ%‘c%‘j‘?' Wi S'SQL{Jlal?hX\@e{EﬁénixﬁngQ PQCMQ&?%&(?CPA“’ nunber
ep o] ta

i s conputed us¥ing™t i'vat'e par a drgi I gnat ure. . Anet hod for
mar ki ng a tierasa®fr ecivieegoirnlel af nreal wher ek husal dpelre . bdldreat i ons

conpri se phiviided M@ doleh-@ rdR€sSHRSEANERA YN SESANE NEat Iénd | | £ay 22. A net hod
for marking a file as recited in claiml erei n_said beni gn nodifications
conpri se c%ﬁﬁf‘&ﬁgn@“&n&%@@éﬁgre§§Fn§°?‘%‘é‘\9€? 2N SUBPYREE WP Y oFPSrar ki ng a
file as redimage iIn chlamigemsl@owliér efhesate f ¢xper smamt | nfilge. ci2angds niet hod f or
marking a E%Eeiﬁ%gkﬁQ;L£Q'iu ?Lahgklgoted for each experiment. From

this large set of-vectors D (101), we derive the covariance

matrix R for the modification. Now principal component

analysis, as described by I.T. Jolliffe, ‘Principal

Component Analysis" Springer- Verlag, New York, 1986, (herein

incorporated by reference) is performed on this covariance

matrix (102). In principal component analysis, which is also

known as eigen decomposition, the eigen-vectors of the

matrix R are identified and the corresponding eigen-values

are noted. An eigen-vector denotes a direction in the vector

space and the eigen-~value denotes the amount of energy in a

typical difference vector D in that direction. A subset of

the eigen-vectors define a subspace, such that any vector in

the subspace is a linear combination of the eigen- vectors

in the subset. The amount of energy contained in this

subspace is the sum of corresponding eigen-values. Thus we

can decompose the space into two sub-spaces or components

such that one of them contains all the relatively large

eigen-values, and is called the Principal component, and the

other which is orthogonal to it, shall be called the

orthogonal component. Let the eigen-vectors im the



t"17 F E B 2003 _, wherein said stable contents of the inage is determ ned
by. the steps: constructing a class of images having statistical properties

which are a representative subset of possible benign .{r?lef S to t he
I mage; "' ~and deconposing the image with said statisti FEB?)@’ into

two~conponents, a first of said two conponents conprising said bem gn

modi fications to said image and a second of said two conponents, being
orthogonal to the first, conprising said stable contents. 25. A nmethod for
marking a file as recited in claim?24 wherein said step of deconposing the
| Mage CoNprostEsoduridICiqnt HHMONRN s tAkKesiis EREAhat26x A, Mehbad ther
marking a f recit I n gl [ 8l ai p decaonpos t he
i mage COI’TpI'éLISgJSa%)JIOCP fggchg dglsf?ff[erpe%%e ?/% }or} o) Oqi %:th% s%fbspac m& %g
wher e beni gﬁh%ﬁﬂdlﬁai\(ﬁatawq & Siife eTigr@Yyst iIhusy elrléfé‘Plﬂﬁ@ foir| & |K* (I-

auLhent l cat]{ o) ﬁ,_c:czfﬁ)m*snmlt'he THRPS fHer &Utild rf@um ifPRgQ gAkansquares of
n by n pixe

S conputin tran orm efficie I C sai_d squares;
quanti zi ng B ¥ T ans é‘ﬁ@’se a@’cor?(ﬁd &og‘”&‘ E§r?{m Zati 8R% abl e to
produce quathe zZigthaoef f,i cnoeiﬂfsederhyrwma Py oS @iSEh q@@mtlllzed\f@oehfei cierts with
a 117 FRAdS wemat é<a%um$éa SR &ancr yit ed aanti zedpegetti cients

to obtain a digest N
watermark the 1mage (104) . Thus using this method we can do

the semi-fragile watermarking of the image, which can be
modified by a known process, but results in the same
watermark.

Referring now to Figure 1B, the second way to
decomposed the image into two components uses “Wold's
Decomposition”, as described in A. Papoulis "“Predictable
Processes and Wold's Decomposition", IEEE Transactions on
Acoustics, Speech and Signal Processing, vol. ASSP-33, 1985,
herein incorporated by reference. The theory of Wold's
Decomposition allows us to decompose any regular random
process into two orthogonal components, the deterministic
component and the purely indeterministic component (111).
The method of Wold's Decomposition is applied in the image
processing domain as described by J.M. Francos et al. "A
unified texture model based on a 2-D Wold-like
decomposition”, IEEE Transactions on Signal Processing, pp.
2665-2678, August 1993, herein incorporated by reference.
The modifications in the image which take place due to
processes like printing and scanning or compression will be
indeterministic and will occur in the purely indeterministic
component of the image. On the other hand, deliberate

modifications by a malicious user will change~the



Y 1

enbeddi ng encrypted version of 'said digest Nin said inmge. 28. A nethod
far marking an image as recited in claim27 wherein said transform
coefficients conprise discrete cosine transform (DCT) coefficients. 29. A

met hod for marking an image as recited in claim19 wh i cating
said file conprises the steps of extracting said di geg‘!7 FEE‘Z@QSd i mage;

reconstructing a new digest N fron1sa|d i mage; and conparing said digest N
to said new digest N, wherein a match i’ndi cates that said i mage is
authentic. 30. A method for marking an image as recited in claim29 wherein

3al d ma}\I chae@eRhisgstat LeApbn8AY ot bhéslmagéal thdé geisﬁ e ek b sk iew
I gest N

S rki.n e as, reC|ted in
clai m29 wﬁgfelWagﬁtﬁeﬁPF8a%Fﬁ§rEépas ﬁFeaegﬁB?Fi ?ée?é%ﬂ%?%ﬁ ¥tracting
sai d di gestohipbnemtsai dnidmage; cnégohber detenginiseic dégasondhit fodnlsai d

| mage; decma%@ Rg é@'rq\zg' gﬁét nmnba}oNaF@@; keesi OntIQIs DXdmiSQeTfd & £nt s
N(1), N(2) 17 F E B 2003 _deco 05|n%Psa| new.digest N into a

coIIectloanPaBCTS€8€fF?CFEﬁt%mﬁﬂﬁlfndﬁF??? 190 et FEEhg sai d
i mage Whenprbks@B@QhaSaN O/r cbntbesdbat ahce betweeh dfangandf ahe

quant' zat g@t' e & hm%a SHE! brVthl Lheqpr ppethynddial hs L fpber of

or wat er an T'Mage as
reC|ted |nféréﬁnﬂfghpdrPﬁePréaﬁﬁPPélﬁ@mPﬁéeéFépSasc@ﬁ@?@%@“ﬁgmsdﬂﬁid|gest N

as a g-ar ykwadofl %trb'c@gsc bﬂl@thBEY1ﬂé§@rw§@1<ﬂeﬁé|Q@bf@@@ecﬁ"%’énﬂ\a sane

ength as s d gaary verd’ changing daid. g gesbnPhlP foSodeaY 11

. AS. AE. AY. AYrA%p&cklgeAbfAZtA{ZDA@DﬂAIAYuAhn@eW¢LdP$P\We have no need
of learning statistical properties of the modifications.

Some changes in the image due to these processes, are
deterministic. For example, printing and scanning may modify
the intensity or the contrast slightly over the complete
image. This change may be deterministic, though the scanned
image may still be acceptable. We can ignore these
modifications in the image before applying the Wold's
decompositions. So, for example, in this case, we scale the
image to a particular average intensity value before
decomposing it. The number N is then embedded into the image
via a watermarking process(113).

Referring now Figure 2, the second method for
calculating a semi-fragile watermark N is illustrated. In
the second method, the image is transformed into a suitable
domain and the transform coefficients quantized. The
quantized coefficients are then used to construct N, the
rest of the process remains the same as in the first method.
We give below a specific preferred embodiment of this second

method to gray scale images. First the image is cut up into
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bit message or “digest" F(I) (205). This digest N = F(I) is
then embedded into the image by a robust invisible watermark
algorithm or other robust data hiding algorithm (206). The
digest N can also be embedded in I as a visible watermark.

Referring to Figure 3, the watermark embedded in the
file I' is extracted for authentication. As before a number
N is constructed from I' according to the method used to
calculate N initially for the original file I (301) and
compared with the number N' extracted from the robust
invisible watermark in the image I' (302). If the comparison
(303) is good (e.g. > 90% of the bits of N and N' are
matched) then the image is authenticated (304). Otherwise,
the image "is not authentic (305).

Alternatively, instead of comparing N' against a number
N extracted from I', authentication can also be done by an
algorithm which compares N' directly against I'. For
instance, with reference to Figure 4, suppose hashing is not
used and N' as extracted from the watermark in I' has not

been damaged, i.e., it is the same as F(I) calculated from
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the image I. Thus, N' (after decryption) is equal to the
quantized DCT coefficients of some of the pixel blocks of I,
i.e, N' is a collection of quantized DCT coefficients N'(1),
N'(2), ..., where each N'(1i) is the quantization of some DCT
coefficient M(i) obtained from I. Each M(i) beldfigs to some
guantization interval Q(i) with the property that every
member of the set Q(i) will be mapped into N'(i) by the
quantization process. Then we authenticate the image by
constructing N similarly as a collection of DCT coefficients
N(1), N(2), ... of blocks of I', and saying that N'(i)
matches with N(i) if the distance between N' (i) and Q(i) as
defined above is small. If all N'(i) matches with N(i), then
the image is authentic. This alternate embodiment
corresponds to block 303 in Figure 3 being implemented as
shown in Figure 5. Note that in this embodiment, N(i) are
DCT coefficients which are not quantized. Referring to the
flow diagram of Figure 5, in block 501 N is constructed as
N(1), N(2),... At block 502, N' is decomposed into N'(1),
N*'(2).... At block 503, for each 1, the quantization
interval Q(i) corresponding to N'(i) is determined. At
decision block 504, it is determined if N(i) is close to
Q(i) for each i. If yes, then N is similar to N' and the
image is authentic (block 505). If however, N is not similar
to N', then the image is determined to be not authentic
{Block 506).

To improve the robustness of the extracted number N
against minor modifications, in second embodiment, the
following additional step is added to the first phase to
compute the number N:

After F(I) is computed according to one of the methods
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decomp051tlon, or transform coding), the number F(I) is
considered as a g-ary word (a number in base ) of a certain
length. Let C be a predetermined g-ary error correcting code
of that length. Then N is chosen as the codeword in C
nearest to F(I). The reason for doing this is that even if
F(I) is different from the original image and for the image
after minor modifications, there is a high probability that
their nearest Codeword in C, and therefore N, is the same.

In this embodiment, to authenticate an image, the
numbers N and N' extracted from the image are first
converted to their corresponding nearest codewords before
being compared to each other. The flow diagram to compute N
and the flow diagram to authenticate the image in this
embodiment is shown in Figures 6 and 7, respectively.
Referring to Figure 6, F(I) is constructed according to a
chosen method (block 601). At block 602, an error correcting
code is chosen having a same length as F(I). At block 603, N
is chosen having the nearest codeword to F(I). Referring to
Figure 7, at block 701, N is constructed for a semi fragile
watermark as described previously. At block 702 N is changed
to the nearest code word. At block 703, N' is constructed by
decoding robust invisible watermark. At block 704. N' is
changed to“the nearest codeword. At decision block 705 is
determined whether N is sgimilar to N'. If yes, block 706,
then the image is authentic. If no, block 707, the image is
not authentic.

In yet another preferred embodiment, them image I is
decomposed into overlapping larger squares and non-

overlapping smaller sguares and the number N is calculated
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corresponding non-overlapping smaller square. More details
on this decomposition can be found in patent application
Serial No. 09/143,354, titled “Compressed image
authentication and verification" filed on August *2z8, 1998,
where this technique of decomposition is used to implement a
fragile watermark in compressed images. One skilled in the
art can adapt the techniques in the aforementioned
disclosure to the current invention.

We have described several methods to extract a number
from an image so that the same number (or almost the same
number in some applications) will be extracted from the
image after inessential modifications. Further methods to do
so are described in U. S. patent disclosure No. filed
, 1999, METHOD AND APPARATUS FOR PRODUCING
DUPLICATION- AND IMITATION-RESISTANT IDENTIFYING MARKS ON
OBJECTS, AND DUPLICATION- AND IMITATION-RESISTANT OBJECTS by
Nabil Amer et al. and having IBM Docket Y0999-129.

on

Those skilled in the art will recognize that the
invention can be practiced with modification within the

spirit and scope of the appended claims.
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We claim:

1. A method for watermarking a file where b¥hign
modifications to the file still render the file
authenticatible, comprising the steps of:

constructing a digest N from stable contents of
the file which survives benign modifications but which
is changed by modifications to significant content of
the file; and

embedding said digest N into the file with a
watermark.

2. A method for watermarking a file as recited in
claim 1 wherein said watermark is an invisible robust

watermark.

3. A method for watermarking a file as recited in claim

1 wherein said watermark is a visible robust watermark.

4. A method for watermarking a file as recited in claim
1 wherein said benign modifications comprise printing
the file and subsequently scanning the file.

5. A method for watermarking a file as recited in claim
1 wherein said benign modifications comprise

compressing and decompressing the file.

6. A method for watermarking a file as récited in claim
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1 wherein said file is an image.

7. A method for watermarking a file as recited in
claim 6 wherein said stable contents of the image is
determined by the steps: e

constructing a class of images having statistical
properties which are’ a representative subset of
possible benign modifications to the image; and

decompesing the image with said statistical
properties into two components, a first of said two
components comprising said benign modifications to said
image and a second of said two components, being
orthogonal to the first, comprising said stable
contents.

8. A method for watermarking a file as recited in
claim 7 wherein said digest is a hash of said second

orthogonal component comprising and stable contents.

9. A method for watermarking a file as recited in
claim 7 wherein said step of decomposing the image

! comprises principle component analysis (PCA).

10. A method for watermarking a file as recited in
claim 7 wherein said step of decomposing the image

comprises Wold's decomposition.

11. A method for watermarking an image where benign
modifications to the file still render the file

authenticatible, comprising the steps of: -
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cutting an image into squares of n by n pixels;

computing transform coefficients for each of said
squares;

quantizing said transform coefficients according
to a quantization table to produce quantized
coefficients;

encrypting said quantized coefficients with a
secret key;

hashing said encrypted quantized coefficients to
obtain a digest N; and

embedding said digest N in said image.

12. A method for watermarking an image as recited in
claim 11 wherein said transform coefficients comprise

discrete cosine transform (DCT) coefficients.

13. A method for watermarking an image as recited in
claim 1 wherein authenticating said file comprises the
steps of:

extracting said digest N from said image;

reconstructing a new digest N' from said image;
and

comparing said digest N to said new digest N',
wherein a match indicates that said image is authentic.

14. A method for watermarking an image as recited in
claim 13 wherein said match comprises at least 90% of
bits in said digest N and said new digest N' being the

Same.
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15. A method for watermarking an image as recited in
claim 11 wherein authenticating said file comprises the
steps of:

extracting said digest N from said image;

reconstructing a new digest N' from sa&td image;

decomposing said digest N into a collection of DCT
coefficients N(1), NYZ)...N(i);

decomposing said new digest N' into a collection
of DCT coefficients N'(1), N'(2)...N'(i);

authenticating said image when N(i) matches N' (i)
if the distance between N(i) and a guantization
interval Q(i) is small with the property that every
member of Q(i) will be mapped into N'(i).

16. A method for watermarking an image as recited in
claim 1 further comprising the steps:

considering said digest N as a g-ary word;

letting C be a g-ary error correcting code having
a same length as said g-ary word;

changing said digest N be a codeword in C closest
to said g-ary word.

17. A method for watermarking an image as recited in
claim 13 wherein reconstructing said new digest N!
comprises the step of:

extracting and decoding the embedded watermark in
said image.

18. A method for watermarking an image as recited in

claim 15 wherein reconstructing said new~digest N
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comprises the step of:
extracting and decoding the embedded watermark in

said image.

19. A method for marking a file for authentMcation so
that benign modifications to the file still render the
file authenticatible, comprising the steps of:

constructing a digest N from stable contents of
the file which survives benign modifications but which
is changed by modifications to significant content of
the file; and

embedding encrypted second number computed out of

said digest N into the file with a mark on the file.

20. A method for marking a file as recited in claim 19
wherein said encrypted second number is computed using

the private part of a digital signature.

21. A method for marking a file as recited in claim 19
wherein said benign modifications comprise printing the

file and subsequently scanning the file.
22. A method for marking a file as recited in claim 19
wherein said benign modifications comprise compressing

and decompressing the file.

23. A method for marking a file as recited in claim 19
wherein said file is an image.

24. A method for marking a file as recifed in claim 19
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wherein said stable contents of the image is determined
by the steps:

constructing a class of images having statistical
properties which are a representative subset of
possible benign modifications to the image;*and

decomposing the image with said statistical
properties into two components, a first of said two
components conmprising said benign modifications to said
image and a second of said two components, being
orthogonal to the first, comprising said stable

contents.

25. A method for marking a file as recited in claim 24
wherein said step of decomposing the image comprises

principle component analysis (PCA).

26. A method for marking a file as recited in claim 24
wherein said step of decomposing the image comprises

Wold's decomposition.

27. A method for marking an image where benign
modifications to the file still render the file
authenticatible, comprising the steps of:

cutting an image into squares of n by n pixels;

computing transform coefficients for each of said
squares;

quantizing said transform coefficients according
to a quantization table to produce quantized
coefficients;

encrypting said quantized coefficients with a
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obtain a digest N; and
embedding encrypted version of said digest N in

said image. e

28. A method for marking an image as recited in claim
27 wherein said transform coefficients comprise

discrete cosine transform (DCT) coefficients.

29. A method for marking an image as recited in claim
19 wherein authenticating said file comprises the steps
of:

extracting said digest N from said image;

reconstructing a new digest N' from said image;
and

comparing said digest N to said new digest N!,

wherein a match indicates that said image is authentic.

30. A method for marking an image as recited in claim
29 wherein said match comprises at least 90% of bits in
said digest N and said new digest N' being the same.

31. A-method for marking an image as recited in claim
29 wherein authenticating said file comprises the steps
of:
extracting said digest N from said image;
reconstructing a new digest N' from said image;
decomposing said digest N into a collection of DCT
coefficients N(1), N(2)...N(i); -
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decomposing said new digest N' into a collection
of DCT coefficients N'(1), N'(2)...N'(i);

authenticating said image when N(i) matches N' (i)
if the distance between N(i) and a quantization
interval Q(i) is small with the property that every
member of Q(i) will be mapped into N'(i).

32. A method for watermarking an image as recited in
claim 19 further comprising the steps:

considering said digest N as a g-ary word;

letting C be a g-ary error correcting code having
a same length as said g-ary word;

changing said digest N be a codeword in C closest

to said g-ary word.



