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501
Process P1 being created

v 502
Operation monitored, no
behavior detected

v

Process P1 allocates memory in
system process P2

—_ 503

A 504

Operation monitored, detected
as behavior of Remote Memory
Allocation

* 505
Process P1 injects code into the

allocated memory in P2

v 506

Operation monitored, detected
as Code Injection Behavior

¢ 507

Process P2 deletes Process P1’s
file

* 508

Operation monitored, detected
as Self Deletion Behavior

A

Threshold passed, given program 509
thatis related to P1 is determined |~—"
tobe a malware

Fig. 5



