- 1 - DESCRI PTI ON | NFORVATI ON MANAGEMENT APPARATUS AND
| NFORVATI ON MANAGEMENT ~ METHCD  Techni cal Field [0001]
The present invention relates to an information
management apparatus and an infornation managenent
method for managing access to information stored in a
menory area Wth a relative |large capacity, and nore
particularly to an information managenent apparatus
and an information managemgnt nethod for securely
managi ng access to electroni'c valuable information
stored in a nenory area in an inforrat|on pEggnglng
appl i cation such as elegtronic_ settlenent.
Ngfe specifically, thelﬁ¥%§%ﬁ?Ipﬂvention_rslates_to an
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menory area and managi ngui#fgy nmetion for use in
providing service, and nore particularly to an
i nformati on managenent apparatus and an information
managenent nethod for releasing a nenory area
Tafhtrleditdd use in providing service or changing an
[ggéffated menory area size. - 2 - Background Art

The present invention relates to an information
management apparatus and an information management method
for managing access to information stored in a memory area
with a relative large capacity, and more particularly to an
information management apparatus and an information
management method for securely managing access to electronic
valuable information stored in a memory area in an

information processing application such as electronic

settlement.

[0002]

More specifically, the present invention relates to an
information management apparatus and an information
management method for allocéting various files in a memory
area and managing information for use.in providing service,
and more particularly to an information management apparatus
and an information management method for releasing a memory
area allocated for use in providing service or changing an

allocated memory area size.




[ 0003] Non-contact near-field conmunication systens,
typified by IC cards, are w dely used because of
their easy operability. In typical use, a user brings
an ICcard into the proximty of a card
reader/witer. The card reader/witer continuously
perfornms polling to detect an IC card brought into
the proximty. If an IC card is detected, a

conmuni cati on operation starts between the card
reader/witer and the I C card. For exanple, valuable

i nformati on such as electronic ticket information and

al . authentication informtion such as password
nggggg%ﬁ%%ngred in an | C card, whereby authentication

rbgosperformed for an IC card owner at a cash
di spenser, an entrance of a concert hall, a ticket
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or denote such
reader/writer and the IC card. For example, valuable
information such as electronic ticket information and
personal authentication information such as password code
are stored in an IC card, whereby authentication is
performed for an IC card owner at a cash dispenser, an
entrance of a concert hall, a ticket gate of a station, ete.
{0004]

Recent advances in microfabrication technigques have
made it possible to realize an IC card having relatively
large memory capacity. This has made it possible to store a
~plurality of applications in an IC card thereby to use the
-same IC card for various purposes, such as electronic money
used in electronic settlement or an electronic ticket for a
particular musical concert. Herein, the term "electronic

money" or "electronic ticket"™ is used to denote a mechanism

of (electronically) settling an account via electronic data




el ectronic data itself. [0005] It is known to instal
one of or both of an IC card and a card reader/witer
each having a wirel ess non-contact contmunication
interface and also a wired comuni cation interface
for connection with an external device in a portable
t el ephone, a PDA (Personal Digital Assistance)
device, a CE (Consuner Electronics) device, a persona
conputer, or a simlar de!ige_thereby to allow such a
device to have functionality of one of or both of an
IC card and a card reader/witer. In such a device,
ard can be used as a general - purpose near-field
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chgafrdigl d.eQmuupifati on system including devices
such as a conputer or a hone information appliance,

[pogscont act communi cation using an I1C card is
performed in a one-to-one manner. A device may
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device, a CE (Consumer Electronics) device, a personal
computer, or a similar device thereby to allow such a device
to have functionality of one of or both of an IC card and a
card reader/writer. 1In such a device, an IC card can be

used as a general-purpose near-field communication interface.
[0006]

In a case of a near-field communication system

including devices such as a computer or a home information
appliance, non-contact communication using an IC card is
performed in a one-to-one manner. A device may communicate
with another-type of device other than a non-contact IC card,
In this case, depending on an application, there is a
possibility that one device communicates with a plurality of
cards in.a one-to-many manner.

[G007]

Various applications using an IC card, such as

electronic settlement or handling electronic valuable




term nal . For exanple, user interaction to an |IC card
can be made on an information processing term nal,
using a user interface such as a keyboard or a
display on the information processing termnal. In a
case in which an IC card is connected to a portable
t el ephone, the content stored in the 1C card can be
transmtted via the portable telephone. It is also
possi bl e to make paynment usi,ng an IC card via a
portabl e tel ephone connecteé to the Internet. [0008]
By building a file systen1for use by a particular
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[0008]

By building a file systemrfor use by a particular
service provider in a built-in memory of an IC card and
managing information {such as user
identification/authentication information, balance of
valuable information, usage log information, etc.) used by
the service provider to provide service and processed on the
file system, it is possible to realize useful service based
on non-contact near-field communication, which can be used

instead of a conventional prepaid card or a service card for

dedicated use at a particular store or the like.

[0009]

Conventionally, IC cards are separately issued by
respective service providers and are used by users.
Therefore, users have to acquire IC cards for use respective

desired services and have to carry the IC cards. In




capable of storing information for use in a plurality
of services in a built-in nmenory of the single IC
card (see, for exanple, Non-Patent Docunent 1).
[0010] In an initial state, the whole nenory area of
an IC card is managed by an 1 C card issuer. A service
provider other than the IC card issuer is allowed to
create a new file systemby dividing the nmenory area
and assign an application for providing service to
the file system The creati"on of the file system by
dividing the nenory area can be regarded as virtua
uing of an IC card. If dividing of the nenory area
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[Miflal ity of services by dividing the nenory space of
the IC card into a plurality of nenory areas and
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ctive services. Thus,  dividing of the IC card
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othedr0Qh2h the IC card issuer is allowed to create a new
file system by dividing the memory area and assign an
application for providing service to the file system. The
creation of the file system by dividing the memory area can
be regarded as virtual issuing of an IC card. TIf dividing
of the memory area is performed a plurality of times, a
plurality of file systems reside in the memory area of the
IC card, and thus this single IC card is capable of
providing various applications.

[0011]

As described above, although the whole memeory area of
the IC card is managed by the IC‘card issuer in the initial
state, it is possible to use the single IC card for a
plurality of services by dividing the memory space of the IC
card into a plurality of memory areas and allocating the
memory areas for dedicated use of respective services. Thus,
dividing of the IC card can be regarded as virtual issuing

of an IC card.




However, the size of the new nenory area created by
dividing the original nenory area of the IC card is
determi ned when the original nenory area is divided.
Once the new nenory area is created, the created
menory area is not allowed to be deleted. [0013]
Even if the created new nenory area becones
unnecessary for some reason, it is not allowed to
rel ease the wunnecessary nenory area to return it to
the 1C card issuer. That is, it is not allowed to
reall ocate the unnecessary nenory area to another
[égééﬁce, and thus the limted resource is not fully
. [0014] If it becomes necessary to change

(in or ., decseas he_size of an _allocated
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reater menory size beconmes necessary for providing
nékwéh%ﬁﬁed E8nberdetstedf a too large size including a
[ inis allocated when a nenory area is created by

dividing the original nenory area, it is not allowed
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r el easi ng an unnecessary
for some reason, it is not allowed to release the

unnecessary memory area to return it to the IC card issuer.
That is, it is not allowed to reallocate the unnecessary
memory area to another service, and thus the limited
resource is not fully used.
[0014]

If it becomes necessary to change (increase or
decrease) the size of an allocated memory area for some
reason, there is no allowed procedure to change the size of

the memory area from the initial size determined when the

-memory area was created by dividing the original memory area.

That is, once the memory area is allocated, it is not
allowed to expand the assigned memory area even if a greater
memory size becomes necessary for providing service.
Conversely, if a too large size including a margin is
allocated when a memory area is created by dividing the

original memory area, it is not allowed to reduce the size




part of the nenory area. [0015] Non-Pat ent Docunent

1: "Wreless ICtag in the formof a very small chip
i s changi ng busi ness scenes” (pp. 106 to 107, RFID
Technol ogy Section, N kkei Business Publications,

Inc., April 20, 2004) Di sclosure of Invention Problens
to be Solved by the Invention [0016] It is a primary
obj ect of the present invention to provide an

i nformati on managenment apparatus and an information
management nethod capable o all ocating nmenory .areas
to various files and properly nanaging i nformation for

gse vi di hg service. g0017L i s anot her obj ect
obf th%y 1&"&@&&9 RULRY iifa 6 pf %%nengaran HhOEras$ory

gg@q&gq%gtmgﬁggratus and an information managenent
PRet hod capa ?ea3|ng a nenory area allocated

(bersjuse in providing service and/or changing the size
t hereof thereby making it possible to effectively use
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Inc., April 20, 2004)
Disclosure of Invention

Problems to be Solved by the Invention
[0016]

If is a primary object of the present invention to
provide an information management apparatus and an
‘information management'method capable of allocating memory
areas to various files and properly managing information for
use in providing service.

[(0017]

It is another object of the present invention to
' provide an information management apparatus and an
.information management method capable of releasing‘a memory
érea allocated for use in providing service and/or changing
the size thereof thereby making it possible to effectively
use the limited resource.

Means for Solving the Problems
[0018]

In view of the above, in a first aspect, the present
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rel eases the secon

having a nenory space and adapted to nmanage the nenory
space in a formin which the nenory space is divided
into one or nore nenory areas, the nmenory space
including a first nenory area owned by an origina
owner and one or nore second nenory areas divided
fromthe first nenory area owned by the origina
owner and respectively allocated to one or nore
service providers, the infognmati on managenent
apparatus including allocated area rel ease neans for
releasing a specified second nenory area and

eturni ng the released. second nenory area to the
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i nvention provides an

including allocated area release means for releasing a

specified second memory area and returning the released
second memory area to the first memory area in accordance
with a request issued by a service provider.

[0019]

Access to each memory area may be controlled in
accordance with a corresponding key of a service provider.
{6020]

The allocated area release means receives a data block
including information identifying a second memory to be
released, in the form of an allocated area release package
encrypted using a key of the owner of the first memory area.
The allocated area release means decrypts the allocated area
release package using the key of the owner of the first
memory area, and releases the second memory area specified
by the data block.

[0021]




i nformati on managenent apparatus having a nenory space
and adapted to nanage the nenory space in a formin
which the nenory space is divided into one or nore
menory areas, the nenory space including a first
menory area owned by an original owner and one or
nore second nenory areas divided fromthe first
nmenory area owned by the original owner and
respectively allocated to_oge or nore service
providers, the information nmanagenent apparatus

i ncluding allocated area size changi ng neans for

expandi ng or reducing the size of a second nenory
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anmount 10 specified by the data bl oc
size changing means for expanding or reducing the size of a
second memory area already divided from the first nemory
area in accordance with a request issued by a service
provider.
[0022]

The allocated area size changing means receives a data
block including information identifying a second memory area
whose size is to be changed, information indicating whether
to expand or reduce the size of the second memory area, and
information indicating the size by which to expand or reduce
the second memory area, in the form of an allocated area
size change package encrypted using a key of-the owner of
.the first memory area. The allocated area size changing
means decrypts the received allocated area size change
package using the key of the owner of the first memory area,

and changes the size of the second memory area by an amount




[0023] When the size of the second nenory area is
expanded, the allocated area size changi ng neans
additionally allocates a free area of the first
menory area to the second nenory area by a specified
anount by which to expand the size of the second
menory area. On the other hand, when the size of the
second nenory area is reduced, the allocated area
si ze changi ng neans returns, free area of the second
menory area to the first nenory area by a specified
anount by which to reduce the size of the second

In a third aspect, the present

nmenory area. [0024

SPﬁ%%%/‘?CgllepFB%i 8%5‘1 L oGkaf or mati on nanagement

[BRPRf at us having a nenory space and adapted to nmanage
the menory space in a formin which the nenory space
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space including a first nenory area owned
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i ssued by a service
memory area to the first memory area by a specified amount
by which to reduce the size of the second memory area.
[0024]

In a third aspect, the present invention provides an
information management apparatus having a memory space and
adapted to manage the memory space in a form in which the
memory space is divided into one or more memory areas, the
. memory space including a first memory area owned by an
original owner and one or more second memory areas divided
from the first memory area owned by tﬁe original owner and
respectively allocated to one or more service providers,
each second memory area having identification information
assigned when the second memory area is divided from the
first memory area, the information management apparatus
including identification information changing means for

changing identification information assigned to a second




provider. [0025] The identification information
changi ng neans receives a data bl ock including
identification information of a second nenory area
whose identification information is to be changed and
identification information to which to change the
current identification information, in the formof an
identification information change package encrypted
using a key of the omner_o{ the first nenory area.
The identification informaiion changi ng neans
decrypts the received identification infornmation
chan?e ackage usin of the owner of the

the key \ '
"FIPEY ety é‘FEaFd%%e CHdfg@s rereest derfier bt popervice
LpLosoption of the second nenory area to the
piden???lcation i nformati on specified by the data
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means changes identification information of a second
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identification information change package encrypted using a
 key of the owner of the first memory area. The
| identification information changing means decrypts the
received identification information change package using the
key of the owner of the first memory area, and changes the
identification information of the second memory area to the
identification information specified by the data block.
[0026]

The- identification information changing means changes
identification information of a second memory area owned by
a service provider, for example, to identificafion
information that has been released as a result of releasing
a second memory area owned by another service provider.
10027]

Specific examples of information management apparatus

include a non-contact IC card including a wireless

communication unit and an IC chip having a data




function, a contact I1C card having termnals on the
surface thereof, and an information comruni cation
termnal realized by installing an I C chip having
simlar functions to those of the contact/non-contact
IC card in a portable tel ephone, a PHS (Persona
Handyphone System device, a PDA device, or a simlar
device. Hereinafter, these devices will also be
referred to generically as '] C cards". [0028] The

i nformati on managenent apbé} tus has a nenory area
such as an EEPROM i ncluding a data storage nenory, a
dat a ,grpcessing unit, and a data communication unit.
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The information management apparatus has a memory area

such as an EEPROM including a data storage memory, a data
processing unit, and a data communication unit. In the case
of the portable telephone, an external storage medium such

an IC card including a built-in IC chip may be removably

attached to the portable telephone. A SIM (Subscriber

Identity Module) in which subscriber information issued by a

.portable telephone company may be installed on the IC chip.

The information management apparatus may perform data
communication via an information communication network éuch
as the Internet and/or may perform direct data communication
with an external terminal via a wired or wireless
communication channel.

[0029]

The present invention relates to a technique to provide

_service such as transmission of valuable information that




resi stance to tanpering and having an authentication
capability. In general, the nenory disposed in the IC
card is divided into a plurality of areas, and access
tothe IC card is controlled in accordance with
passwords uniquely assigned to the respective areas.
Herein, the areas correspond to file systens built by
di viding the nmenory space, or directories or
individual files in the file system Note that

di vidi ng of the nenory spéé%36T the ICcard into a
plurality of file systems can be regarded as virtua
issuing of IC cards. [0030] The dividing of the
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carddss @wetrolbad eich bt}tcbla&aﬂd:&lu‘iitﬂﬂ,patslﬂ@oﬂ”&ﬁﬁhh(ﬁfee.@s
are not allowed to be deleted. This nmeans that even

agiHernes ﬁarth%LﬂQﬁPQﬂymgﬁyar@a%a Beowies theeoessary, it
unnecessary menory area

Céﬁ%%gﬂ?n L gfqggo rel ease the

s°f ISEREGME oL ERF I li% éilé’ 19 g sthreiamprar ea
orflegsss, B ROBUIE 35 Vit Q0 el etRergeyl S0t
NITRITRIY £ 38 £ FRALEd t RY &éﬁ%fﬂ‘@ﬁﬁc%”OQGEﬁE“¥b card into a
plurality of file systems can be regarded as virtual issuing
of IC cards.

{0030]

The dividing of the memory space of the IC card is
basically performed under the authority of the IC card
issuer. The memory areas created by the division are
allocated to respective service providers and managed by the
respective service providers. However, the sizes of memory
-areas created by the division are determined when the
division is performed, anﬁ, once the memory areas are
created by the division, the memory areas are not allowed to
be deleted. This means that even when a particular memory
area becomes unnecessary, it is not allowed to release the
unnecessary memory area and it is not allowed to reallocate

this memory area for use of another service. Thus, the

resource is not effectively used. Furthermore, when the




insufficient or excessive, it is not allowed to expand
or reduce the size. [0031] To avoid the above

probl em the information managenent apparatus
according to an enbodi nent of the present invention
has the capability of dividing the nmenory space of

the ICcard into a plurality of nenory areas,
releasing a nenory area created by the division,
changing the size of a nenpry area created by the

di vi si on, and changi ng an j%entification number
assigned to a nenory area created by the division.
30032 When the nmenory device is logically divided
SEAt o°'a @ PIePari Byedfchiferrefy Lur Blag &inol uised bsepaeat el vy,
. . .S ossibility that a partjicular nenory area
l%e%%ﬁ%ﬁgen%nﬁgc%§§%ﬁ§ﬁv nithdscalk HFLaMeE EBnGERTDIRA
r %rdevwisce, when service for a user has already
been registered in the nenory device and various
[do3uds of personal information are stored in the
menory device, the only one allowable nmethod to

del 8pearhid i tifeoraimivieopraiskagi ahed intbbmbbisn semiigeReh s
to initialize the nmenory device. However, the
RRARGLES| 2aEPoR N dissas sibodiviartnmtfi Ghei nckselitng t he

s Rer onal . i nf rnation_éo be I ost. This is very .

i'n %ﬁ?@npéﬁtéﬁ%wcqﬁﬁgﬁ 1LY PE ShR&SRg thReTPRIO leicenot
CHEORRIEH 600 U SeCT A ke Becle, BOPERIL
memory area created by the division, changing the size of a
memory area created by the division, and changing an
identification number assigned to a memory area created by
the division.

[0032]

When the memory device is logically divided into a
plurality of memory areas and used separately, there is a
possibility that a particular memory area becomes
unnecessary. In the case of the conventional memory device,
when service for a user has already been registered in the
memory device and various kinds of personal information are
stored in the memory device, the only one allowable method
to delete the information associated with this service is to
initialize the memory device. However, the initialization
causes all information including the personal information to

be lost. This is very inconvenient for users. In contrast,

the information management apparatus according to the




particul ar specified nenory area created by the
division. That is, it is possible to delete only an
unnecessary nmenory area w thout influencing the other
menory areas being currently used. [0033] Wen the
menory device is logically divided into a plurality
of menory areas, it is not necessarily possible to
definitively deternmine the size of each nenory area
when the division is performed. However, in the
conventional nenory devicel® because it is not allowed
to change the area size after the division is
perforned, it is necessary to determ ne the size of
PESERN et RSTaR tdoBa 28 60%s itto teavadapesddntlyi emtleyskargky a
pg@{géu t o avoi, ioacurrence of insufficiency of nenory
f

capaci 1y i H AN E6F FREATHR R JFhgedigésion.
sy 1 o og i S gLy b L L0 e,

nmenory ar eas. rast, 1n

aPRAageRA: ARPALAH LS AGERT g:tﬁgrtﬂ?erﬁm %fr%%S”Lﬁien%i Ve

i nvention, because it is allowed to change t
cefrentlar lisedary specified nmenory area created by the
division, it is not necessarily needed to
[@3F3nitively deternmine the nmenory sizes. [0034] Wen

the geno device is logically divided into a
pl uff FPtéX?)fm‘?FE’rFé’r feutedsl vilout plévarividet idive 6 ng
p%é%ﬁ%%?ﬁ{?%éﬁQQOrﬁtafé%svogtnsggg;guﬂgéésggiiiglSgééible to

definitively determine the size of each memory area when the
division is performed. However, in the conventional nmemory
device, because it is not allowed to change the area size
after the division is performed, it is necessary to
determine the size of each memory area so as to have a
sufficiently large margin to avoid occurrence of
insufficiency of memory capacity in the future use of the
memory device. However, this results in ineffective use of
the memory areas. In contrast, in the information
management apparatus according to the present invention,
because it is allowed to change the size of an arbitrary
- specified memory area created by the division, it is not
necessarily needed to definitively determine the memory
sizes.
[0034]

When the memory device is logically divided into a

plurality of memory areas via a plurality of dividing




di vidi ng operations in a correct order. If the
dividing operations are perforned in an order
different fromthe correct order, identifications
nunbers assigned to the respective nenory areas
beconme different from expected nunbers, and thus the
format thereof becones different from an expected
format. In contrast, in the informati on managenent
apparatus according to thgzﬁgesent i nvention, because
it is allowed to reassign identification nunbers
after the division is perforned, it is possible to
correct the format into a desired format. Advantage

OPBBREIOnSThd Cpt 8RNt HSRASITETONY pPovi e &R PRESPFALS
oTBIRGETAL SERRLEL £, 0 SR | 0 SROCHEDTAL,

menor reas to vari
ob&l £81 M arBr QQEchMnéHi&%g laRg ou_»aép rcma_ifle%nfc%ryﬁ etﬂa.n
provi ding service. [0036] The present invention also

cprovdtdesdam, Ifﬂéﬁﬁﬁﬂﬂdﬁtloﬁanﬁgﬁm&ﬁﬁ a3ppanhatuso attge an
i nformati on managenent net hod capable of releasing a

refpRTtl ver mamaly ovaed begrmgs i fferqutoirdinngxpertdde
and/ or changlng the size thereof thereby making it

NI ERoRET S VTl BhERROT IHRCOBESr dLBGFERAT Erom

0037 her ob ts feat ures ad anta es of the
ot SRl e Ol Sl Sont BARET Sn U SPERPMEEESR O}

mgﬁH&éM@anagﬁéfﬁﬂdgjaccordlng to the present invention,
because it is allowed to reassign identification numbers
after the division is performed, it is possible to correct
the format into a desired format.

Advantages

[0035]

The present invention provides an information
‘management apparatus and an information management method
capable of allocating memory areas to varioﬁs files and
properly managing information for use in providing service.
[0036]

The preéent invention also provides an information
management apparatus and an information management method
capable of releasing a memory area allocated for use in
providing service and/or changing the size thereof thereby
making it possible to effectively use the limited resource.
[0037]

Further objects, features and advantages of the present




description of exenplary enbodinments with reference to
the attached drawi ngs. Brief Description of the
Drawings [0038] [FIG 11 Fig. 1 is a schematic

di agram showi ng a configuration of a non-contact IC
card conmmuni cation system according to an enbodi nent
of the present invention. [FIG 2] Fig. 2is a
schemati ¢ di agram showi ng a general configuration of
a service providing systemfor providing service
associated with el ectronic 1r?DrTey, el ectronic tickets,
or simlar valuable information using an |IC card.
|JFIG 3] Fig. 3 shows a nenory area in a state in
LRe R T iy Lab e foree AAppraentf faom orhigyifivdllogand dstsaidred
Is managed hy the original card issuer. [FIG 4] Fig.
dﬁs%ﬁfo‘aisl%%a? XTI PEYs SHEPIiRents glidd w6frERRCce (Tt the
aCOIMEN) d@fagteﬂhégpul ar free nmenory space in a file

system “of card issuer to a menory area nenager.
BifdGpeakrkplio® SHAMR Braf@hgsin Which a particul ar

service provider has built a new file systemin an
[&l3&jcat ed area whose usage is pernmitted by a card
issuer. [FIG 6] Fig. 6 shows a state in which a

(Elgvrdd nEhor yl akea sehemgbic nbimges ahowimpra nenory
area all pocated under perm ssion of a card issuer, the

CRPHIIRAREABSL & dRNDEPREACESKS gifed SoBYYR R e sgeten

[FIG. 2] Fig. 2 is a schematic diagram showing a general
configuration of a service providing system for providing
service associated with electronic money, electronic tickets,
or similar valuable information using an IC card.

[FIG. 3] Fig. 3 shows a memory area in a state in which
only a file system of an original card issuer is managed by
the original card issuer.

[FIG. 4] Fig. 4 shows that a card issuer is allowed to lend
(or convey) a particular free memory space in a file system
of the card issuer to a memory area manager.

[FIG. 5] Fig. 5 shows a state in which a particular service
provider has built a new file system in an allocated area
whose usage is permitted by a card issuer.

[FIG. 6] Fig. 6 shows a state in which a common memory area
manager manages a common memory area allocated under
permission of a card issuer, the common memory area being

assigned a system code SCO.




[FIG 7] Fig. 7 shows a structure including a
plurality of file systens in a nenory area of an IC
card. [FIG 8] Fig. 8 schematically shows a functi onal
structure of firmvare of an IC card. [FIG 91 Fig. 9
shows a process of dividing a nenory area. [FIG 10]
Fig. 10 shows a process of dividing a nenory area.
[FIG 11] Fig. 11 shows a process of dividing a nenory
area. [FIG 12] Fig. 12 shows a process of releasing
an allocated nenory area. 1[BFI‘G 13] Fig. 13 shows a
process of releasing an allocated nenory area. [FIG
14] Fig. 14 shows a process of changing the size of
[BRGal Thocdtied repbrys & edrupFne 1631RIQY B5pdhoakity of
fg][ocess of changing the size of an allocated nenory

REYITHE 1067 BFEPIVGISA0RE AR ptocds-of changi ng an

Leentd fi i 0 r..asskgned to a .y area.
TG of ORI Bl SRy Sreocture
of OettnifaeatiroR, N r@ssigned to a nenory area. [FIG

18] Fig. 18 shows a preprocess perforned before a
[Fid.e Yystrem.i 8 shotidedprbbéss JdP]diNilinkdaShembr@ area.

process of polling an I1C card, perforned by an IC

[EH-d i0dsuig. [ P Gh@@] FFipgoc28sshbwdiwigiraressemory area.

erforned by an 1 C card issuer to issue a file system
[HiQri dildn FéHuedt thpPwm 4 eregpas of1¢ividing a memory area.

[FIG. 12] Fig. 12 shows a process of releasing an allocated
memory area.

[FIG. 13] Fig. 13 shows a process of releasing an allocated
memory area.

[FIG. 14] Fig. 14 shows a process of changing the size of
an allocated memory area.

[FIG. 15] Fig. 15 shows a process of changing the size of
an allocated memory area.

[FIG. 16] Fig. 16 shows a process of changing an

- identification number assigned to a memory area.

[FIG. 17] Fig. 17 shows a process of changing an
identification number assigned-to a memory area.

[FIG. 18] Fig. 18 shows a preprocess performed before a

file system is diwvided.

[FIG. 19] Fig. 19 shows a process of polling an IC card,

performed by an IC card issuer.
[FIG. 20] Fig. 20 shows a process performed by an IC card

issuer to issue a file system division request to an IC card.




[FIG 21] Fig. 21 shows a manner in which a nenory
area of an ICcard is divided and a new file system

is produced. [FIG 22] Fig. 22 shows a process of
resetting an issuer key KID and a system code SCE,

performed by a new service provider after a file
system dedi cated to the new service provider has been
built in a nenory area of an IC card. [FIG 23] Fig.
23 shows a preprocess perforimed before a file system
~built via a dividing pr oces’s i s del et ed. [FIG 24]

Fig. 24 shows a process perforned by an |IC card

i ssuer to i ssue an allocated area rel ease request to
(BRCt Gllcafdy- [ #l Ghos| armgnngs bhowsich mamaeery mydd f

nory, areg. allocated on an,|C card viia a dividin
a%r £(;gecsasl%i 5 Srgf‘éja%eecg ang @ ey u?hL%l Styog%m\f/:llsepg?/‘lé"\ﬂl‘le‘?é 'ofg
(Rflc] Ggar g Ssyergy aﬁsl G el gé Y £ %:Gessélag\ﬁ%gaa issuer
pr eprocess perforne bef 8re the ~size of ~a’fife system
kOYi Kt M o sGis¥bll BGHPTRG ESSer fHrreRapged. ndlrvd €k

Fig. 27 shows a process perforned by an iC card

- Proeidsr Bdtessaefir alylsteat eddcatmedsitaethbange aguest
toan I|Ccard. [FIG 28] Fig. 28 shows a manner in
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[FIG. 24] Fig. 24 shows a process performed by an IC card

issuer to issue an allocated area release request to an IC

card.

[FIG. 25] Fig. 25 shows a manner in which a memory area

allocated on an IC card via a dividing process is released

and returned to a file system of an IC card issuer.

[FIG. 26] Fig. 26 shows a preprocess performed before the

size of a file system built via a dividing process is

changed.

_[FIG. 27] Fig. 27 shows a process performed by an IC card

issuer to issue an allocated area size change request to an

IC card.

[FIG. 28] Fig. 28 shows a manner in which the size of a

memory area allocated on an IC card via a dividing process

is changed.

[FIG. 29] Fig. 29 schematically shows a hardware

~configuration of an IC card according to an embodiment of




the present invention. Reference Nunerals [0039] 1:
card reader/witer 2: ICcard 3: controller 111:

i ssuer conmuni cati on apparatus 112: operator

communi cation apparatus 113: manufacturer

communi cation apparatus 114: nenory area
division/regi stration apparatus 115: operation file
regi stration apparatus 116: 1C card 117: network
121: card issuer 122: card nenory area operator 123:
appar at us manuf act ur er 1249 ¢ar d menory area user
1001: antenna unit 1002: analog unit 1003: digital
control unit 1004: nenory 1005: external device

thRt RFISREE ippeBtiemarrier wave detector 1100: portable

RE%@P%{EE Nﬁﬁégélgrogran1control unit 21 -

[0039]
1l: card reader/writer
2: IC card
3: controller
111: issuer communication apparatus
. 112: operator communication apparatus
113: manufacturer communication apparatus
114; memory area division/registration apparatus
115: operation file registration apparatus
116: IC card
117: network
121: card issuer
122: card memory area operator
123: apparatus manufacturer
124: card memory area user
1001: antenna unit
1002: analog unit
1003: digital control unit
1004: memory
1005: external device interface
1006: carrier wave detector
1100: portable terminal

1110: program control unit




1120: display unit 1130: user input unit 1140: power
supply controller Best Mdde for Carrying Qut the
Invention [0040] The present invention is described
in further detail belowwth reference to enbodi nents
in conjunction with the acconpanying draw ngs. [0041]
A. Non- Contact Data Communi cation System Using IC Card
Fig. 1 is a schematic di agram showi ng a non-contact 1C
card conmuni cati on system according to an enbodi nent
of the present invention. %%0&2] The non-contact 1C
card systemincludes a card reader/witer 1, an IC
card unit 2, and a controller 3. In this non-contact

| C cdrd? :sPderhpydaitid€ is allowed to be transnmitted
usi&gﬁ%n el ectromagnetic wave between the card

reader)/ W PPEF ARIHd YHE 1C card unit 2 which are not

i didechogopt agh, Mg, speelfical ly, 1f the card

reader/witer ts™a command to the IC card
BESE tMalie flRechlrfaid oHM thd PEGEQE{B, @ process in

accordance with the received command. The |IC card
[U0¥Q] 2 transmits response data according to the
result of the process to the card reader/witer 1. 22
- The present invention is described in further detail
below with reference to embodiments in conjunction with the
accompanying drawings.
[0041]
A. Non-Contact Data Communication System Using IC Card
Fig. 1 is a schematic diagram showing a non-contact IC
card communication system according to an embodiment of the
present invention.
[0042]
The non-contact IC card system includes a card
reader/writer 1, an IC card unit 2, and a controller 3. 1In

this non-contact IC card system, data is allowed to be

transmitted using an electromagnetic wave between the card

E reader/writer 1 and the IC card unit 2 which are not in

direct contact. More specifically, if the card
reader/writer 1 transmits a command to the IC card unit 2,

the IC card unit 2 performs a process in accordance with the

‘received command. The IC card unit 2 transmits response

data according to the result of the process to the card

reader/writer 1.




[0043] The card reader/witer 1 is connected to the
controller 3 via a particular interface (such as that
according to the RS-485A standard). The controller 3
controls the operation of the card reader/witer 1 by
supplying a control signal to the card reader/witer
1. [0044] In addition to the non-contact IC card
interface shown in Fig. 1, the IC card unit 2 may
al so include an interface for cable conmunication,
such as a USRT interface orf%@ari 12C interface. [ 0045]
B. Operation of IC Card Fig. 2 schematically shows a
eneral configuration of a service providing system
[P8#3br ovi di ng service associated with electronic
no el.egtronic }ickets or simlar valuable

inpgﬁﬁhfﬁé BERIRL /A iterclris ummstedrThe EhRt@ntrodlex
Lo . ‘ | )
o g 2 N SRe R AN R RCeEIRF(po the

R5S638H skdhdadl) OPEFd Qlon€@BIUEE: CRTLAY RRRALAL USo a5 on
for use by a card nenory area operator 122, a

ofretrhf aetrdr erpadenfmmiteat Loby appes By bl3oheroUSe dkiare
apparatus manufacturer 123, a nmenory area dividing

the sarsk ggaden/¥o¥terude by a card nenory area user 124,
[SHHi]an operation file 23 -

In addition to the non-contact IC card interface shown
in Fig. 1, the IC card unit 2 may also include an interface
for cable communication, such as a USRT interface or an I3C
interface.

[0045]
B. Operation of IC Card

Fig. 2 schematically shows a general configuration of a
service providing system for providing service associated
with electronic money, eléctronic tickets, or similar
valuable information using an IC card.

[0046]

The system 100 shown in Fig. 2 includes, for example,
an issuer communication apparatus 111 for use by an IC card
issuer 121, an operator communication apparatus 112 for use

by a card memory area operator 122, a manufacturer

. communication apparatus 113 for use by an apparatus

manufacturer 123, a memory area dividing apparatus 114 for

use by a card memory area user 124, and an operation file




regi stration apparatus 115. [0047] Wen the IC card
i ssuer 121 issues an IC card unit 116 to a card owner
126, a file data associated with service provided by
the card nenory area user 124 is registered in the IC
card unit 116 according to predeterm ned conditions
so that the card owner 126 is allowed to use the
single IC card unit 116 to receive service from both
the 1C card issuer 121 and, .the card nenory area user
124. [0048] 1In the systen1fb6 as shown in Fig. 2,
the issuer communication apparatus 111, the operator
connunlcatlon apparatus 112, the manufacturer
rRGITHAATASR 8PPt atld® 113, the nenory area di viding
p@ratus 114, and the operation file registration
ap ratus 115 are connected to each other via a

net wick 47.1d 0049 s The: | G card Lssyer; dal i ssyes {he

IC card unit 116 an provi des service u5|n

tear dautdi bwidd$.14d)020)i1Ef abhg &ﬁ&iﬁ%@&fa{i@ﬁ €&hrvice
operator 122 receives a request fromthe IC card

piossded bPl1the hercamemoepoayeanezropetai Orred2 dremdsna
artlcular menory area, which is selected from the

P
theefbr §a5d eanits drkitc arg0Ed bg ensryylete rnired Cararidith6
m%§%%%dt g the, | C cargzlssuer 121 and which is not used

the card owner 6 1s allowed to use the single IC
card unit 116 to receive service from both the IC card
issuer 121 and the card memory area user 124.
[0048]

In the system 100, as shown in Fig. 2, the issuer
communication apparatus 111, the operator communication
apparatus 112, the manufacturer communication apparatus 113,
the memory area dividing apparatus 114, and the operation
file registration apparatus 115 are connected to each other
via a network 117.

[0049]

The IC card issuer 121 issues the IC card unit 116 and
provides service using the IC card unit 116.

[0050]

If the card memory area operator 122 receives a request
from the IC card issuer 121, the card memory area operator
122 lends a particular memory area, which is selected from
the memory area (semiconductor memory) of the IC card 116

issued by the IC card issuer 121 and which is not used by




24 the IC card user 121, to the card nenory area user
124. [0051] If the apparatus manufacturer 123
receives the request fromthe card nenory area
operator 122, the apparatus manufacturer 123 produces
a menory area dividing apparatus 114 according to the
request and delivers the produced nenory area

di vidi ng apparatus 114 to the card nmenory area user
124. [0052] The card neno&égarea user 124 is a
service provider that req ts the card nenory area
operator 122 to nake it possible for the card nenory
area user 124 to use a particular nenory area of the
the Eartputhiuser182 hefebhet cargrvemaehey seres ceer Th24 car d
[ g@{y area user 124 corresponds to the service

gﬁ der (described above) that creates a sub nenory

eSS Cai nal q "
o
£56F WHeE cab¥ MShHBy IR CLpRLEHE 1S SYske p%%gé?g The

card owner 126 is a person who receives a card

- mamiffactbfeirs$pRdpbyducee hCneasdy | Ssdierdil2di AR tagRaRites

service provided by the | C card issuer 121. After the
1thragcoadnre 196 hmsequgatr aud tdwl i reatte upt ddukda
when the card, owner 126 wants to receive service

TPV G820y THE SrEPaRBRYP YL H e (der capd, manrcarea
ugypq54}26 stores file data

[0052]

The card memory area user 124 is a service provider
that requests the card memory area operator 122 to make it
possible for the card memory area user 124 to use a
particular memory area of the IC card unit 116 thereby to
provide service. The card memory area user 124 corresponds
to the service provider (described above) that creates a sub

memory area by dividing an original memory area and creates

;& new file system in the sub memory area to provide service

by using the created file system.
[0053]

The card owner 126 is a person who receives an IC card
unit 116 issued by the IC card issuer 121 and receives

service provided by the IC card issuer 121. After the card

‘owher 126 has acquired the IC card unit 116, when the card

owner 126 wants to receive service provided by the card

memory area user 124, the card owner 126 stores file data




25 associated with the service provided by the card
menory area user 124 into the IC card unit 116 by
using the nmenory area dividing apparatus 114 and the
operation file registration apparatus 115. The
storage of the file data makes it possible for the
card owner 126 to receive the service provided by the
card nenory area user 124. [0054] The system 100 is
configured such that the service is provided by the

I C card issuer 121 and the Tard menory area user 124
by using the single IC card unit 116 and such that it
is difficult for an unauthorized person to wite data
APAPELBTET il &hgafarelds tiueyidadabyehr camdemenary area

whichfil t {ated with servij i ded b
PG Tl citfee {Re0af S35 i febohy g Forpeaemote hrea
| 0 h.ip, the, exanpl e sh
S e TR o PR e G 1 (B e 9

afbAGAEUL AN . MEMRE Ys €6:9%US8T thd 261 18Nh3, Sapgke;card
owner 126, there is no particular restriction on the

rosidelres fidrertbef cafd0bGler The LE £odsh wiithel 16r-7BYe be a
data_conmmuni cation device in the formof a card or
PIREAdSE ®ypsheabped teemephvoneed onsermricther type of

{@ﬂ%hable termnal or a CE device) in which a
em-conduct or chip on which IC card functions are

inpll'ﬁgegifggeril Sld()nsltsalclaggigured such that the service is
provided by the IC card issuer 121 and the card memory area
user 124 by using the single IC card unit 116 and such that
it is difficult for an unauthorized person to write data
into or rewrite data existing in a memory area in which file
data associated with service provided by the IC card issuer
121 or the card memory area user 124 is stored.
[0055]

Although in the example shown in Fig. 2, there are a
single IC card issuer 121, a single card memory area user
124, and a single card owner 126, there is no particular
restriction on the numbers thereof.

[0056]

The IC card unit 116 may be a data communication device
in the form of a card or may be a portable telephone (or
another type of portéble terminal or a CE device) in which a
semiconductor chip on which IC card functions are

implemented is installed.




26 - [0057] Fig. 29 schematically shows a hardware
configuration of an IC card unit according to an
enbodi ment of the present invention. As shown in Fig.
29, the IC card unit includes an analog unit 1002
connected to an antenna unit 1001, a digital contro
unit 1003, a nenory 1004, and an external device
interface 1005, and the IC card unit is disposed
inside a portable term nal 1100. The IC card unit may
be constructed on a singTé“%éhiconductor circuit
chip, or may be constructed using two sem conduct or
circuit chips one of which serves as a RF anal og
[PP®Ht end and the other one as a logic circuit.
[ 0038] gge q?tenna unit 1001 serves to perform
non-"¢ant act >CF%HPd Yo AR BYS dathe ndyagadoer Brauratdiog of
e ' t_..shown). The anal og unit. 1002
a%er g%%%fgbgéééggﬁahgﬁhﬁoagn ﬁ%?%éh@%ﬁ# of the present

LIRSk Onhdesdul ald #g ChICKeRX LIACLIANGELE: 1 0N uddle
anal og signal to be transmite romthe antenna unit
anlOfialoy thet anEdDEEingaakdr €6 edy ethtvwnkhenapt oy yni t
1001.. The antenna unit 1001 and the analog unit 1002
diGirtalacaphrok ontigetl 008nnechémory r1108@f, aged beh Wweare riaa
dIC card unit and the card reader/witer. [0059] The
Y% artebtr Tl At apdoBhgeHercndy uabht £ ol &isnamsdous

iﬁ§¥§éagiSQEtégléIy%rhghgfrgloé}uﬂ%h%SI rggggs&g& (ﬁgy be
constructed on a single semicoﬁductor circuit chip, or may
be constructed using two semiconductor circuit chips one of
which serves as a RF analog front end and the other one as a
logic circuit.

[0058]

The antenna unit 1001 serves to perform non-contact
transmission of data to and from a card reader/writer (not
shown). The analog unit 1002 performs processing such as
detection, modulation/demodulation, clock extraction ete. on
the analog signal to be transmitted from the antenna unit
1001 or the analog signal received by the antenna unit 1001.
‘The antenna unit 1001 and the analog unit 1002 form a non-
contact connection interface between the IC card unit and
the card reader/writer.

[0059]
The digital control unit 1003 generally controls

various operations of the IC .card, such as processing on




27 transmt/receive data. The digital control unit
1003 has an addressable |ocal nenory 1004 for storing
an application such as electronic noney or an

el ectronic ticket, loading a program code executed by
the digital control unit 1003, and/or storing work
data being executed. As will be described in detai

| ater, the nenory area of the nmenory 1004 is all owed
to be divided into file systens for use by respective
service providers. In accordfarice with a request

i ssued by a service provider, the digital control unit
1003 perfornms various processes such as dividing a
trRRSRL werRsiej veadaba owrilte ligamadr tghtmabl aurier 1008 chas an

lLural ity of second nenory areas and allocating the
a@%ﬁ%ﬁ%ak%ﬂé*n&%?azr Bgrory L0fHdRer sterinteprppildeption
easi Il ocation of a, second menpry area and
shEhCRS i cedBpst RO ik SheRbrbthrnie Tiiksinatag oo o

pESOLEL Nhdchexsbage @l At Logated ssaand ares oand

changing identificati'on In mat 1 on associ a

andlf @catted ingcoodk adaa HeQQ§0rxedine£Xt @lsnal 1 deyd ce
interface 1005 is a functional nodule adapted to

depiided theddtail dlateant tbe menérd G0 o fathdewdmey

$@¥h as_a portable term nal 1100 by using an
17t e addoprdtivedie @irideaninte ofishatysemshgor use by

rgﬁﬂ%:gg%rggtv.interface t hat _connects the digital
cont ol CuRTt Vg0 ERES - caly FEFERPERI VEFE (hotequest

by TSR 0] LT 008 AL
performs various processes such as dividing a first memory
area owned by an original owner into a plurality of second
memory areas and allocating the second memory areas to
another service provider, releasing the allocation of a
second memory area and returning it to the first memory area,
expanding or reducing the size of an allocated second area,
and changing identification information associated with an
allocated second area.

[0060]

The external device interféce 1005 is a functional
module adapted to connect the digital control unit 1003 to a
device such as a portable terminal 1100 by using an
‘interface protocol different from that of the non-contract
interface that connects the digital control unit 1003 to the
card reader/writer (not shown). The data written in the

memory 1004 can be transferred to the portable terminal 1100




28 via the external device interface 1005. [0061] In
the conmmunication with the card reader/witer, data
received fromthe card reader/witer is directly
transmtted to the portable termnal 1100 via the
external device interface 1005, or is transmtted
thereto after being converted into a proper data
format or anot her packet structure. Conversely, data
received fromthe portable _term nal 1100 via the
external device interface i< di rectly transmtted to
the card reader/witer via the non-contact interface,
Qr is transmtted after being converted into a proper

vdat Bhe oP HeRrIer dRBtAerigsakeresiPOBture. [0062] In
[baglpresent enbodi nent, it is assunmed that the IC
card unit is disposed in the inside of the portable

t er mnal : ;e onnectjan_interface such

as aTURRE SCOnTanE bl £ DA g v £k " dRla
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interface 1005. However, in the present invention,

te here riogtpblpateimitar 11000 VA | Oite kddi®al device
.specifications of the external device interface 1105,

1n4R¥ fasiend PO r @8/ i rteleaspitbemethd ortd miféefaoesngmay be
used. For exaggle, a wWireless communication interface
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terminal 1100 via the external device interface is directly
transmitted to the card reader/writer via the non-contact
interface, or is transmitted after being converted into a
preoper data format or another packet structure.

[0062]

In the present embodiment, it is assumed that the IC
card unit is disposed in the inside of the portable terminal
1100, and a wired connection interface such as a UART
- (Universal Asynchronous Receiver Transmitter) interface is
gsed as the external device interface 1005. However, in the
present invention, there is no particular limitation on the
specifications of the external device interface 1105, and
'other wired/wireless connection interfaces may be used. For
example, a wireless communication interface such as a
Bluetooth communication interface or an IEEE.802.11
interface may be employed.

[0063]




- 29 The ICcard unit is driven by a radio wave
received fromthe card reader/witer via an antenna
unit 101. Alternatively, a part or all of the IC card
unit may be operated using electric power supplied by
the portable term nal 1100. [00641 As for the
portable termnal 1100, an information processing
term nal such as a portable tel ephone, a PDA device,
or a personal conputer (PC)_is used. The portable
terninal 1100 includes a program control unit 1101, a
di splay unit 1102, and a user input unit 1103. [00651

The gran1contro| unit 1101 includes, for exanple, a
ﬂ%ﬁ Eesaed urk tRAN dadden RO @adyooﬁamm|xﬂueryembt

fgq% d g In accordance with a program code
5 ﬁ?r t %a%ﬁ%ﬁwﬁﬁﬁ?r VdRoPR RS Pertof -

ds_o erV| .o ess usin he RAM as
AY@éf areg ﬁTéar aﬁﬁ Bf %%S 3: Cpﬁaésm ay be

ser vice pro

he
oﬁéﬂﬂﬁﬁﬁh@gn§3§£5&@E§%6>SuchsﬂﬁﬁiQ&ﬁb&”@ﬁg' éﬁ 1d

portable termnal 1 as the ortab ephone
teymdiredls@100icl udes processi ng associ at ed MAth the I1C

card unit. The programcontrol unit 1101 may i nclude
[¥}P4xt ernal storage device such as a hard di sk and/or

ot her peripheral devices. [00661 The programcontro

uni £319%1 the PaphpPee ofeHricedsilAg0, an information

processing terminal such as a portable telephone, a PDA
device, or a personal computer (PC) is used. The portable
terminal 1100 includes a program control unit 1101, a
display unit 1102, and a user input unit 1103.

[0065]

The program control unit 1101 includes, for example, a
microprocessor, a RAM, and a ROM (any of which is not shown
in Fig. 15). 1In accordance with a program code stored in
the ROM, the microprocessor performs various kinds of
service processing using the RAM as a work area. The
service processing includes proceésing associated with
various functions of the portable terminal 1100 sﬁch as the
-portable telephone and also includes processing associated
with the IC card unit. The program control unit 1101 may
include an external storage device such as a hard disk
and/or other peripheral devices.

[0066]

The program control unit 1101 is capable of accessing




30 the ICcard unit via the external device interface
1005. [0067] The display unit 1102 is realized, for
exanple, by a liquid crystal display, and is capable
of displaying a result of processing performed by the
g Py programcontrol unit 1101 to inform a user of
the result. [0068] The user input unit 1103 is
realized by a keyboard, a jog dial, or a touch pane
provi ded on the surface of the screen of the display
unit 1102, and is used by'a3%§ér to input a command
or data to the portable term nal 1100. [0069] The
rogram control unit 1101 in the portable term na
tgio Ci@nf Mpél Hs ngheledierng lpderics uppldrddctr v00 3.

[ %2 power supply such as a battery (not shown).
FB b] If a user of the portable termnal 1100

| nclyd ngoLbe, LG candauplt brings, the portable o

termnal 1 to a l'ocation “close
1EQETH IBadeBA WAL E8Tay W@l €8S caf QTN LRI | st ar t ed
between the I C Jgrglunﬁt andc? e card rggggkfﬁﬁi%er,
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unit 1003 and the card reader/witer via the anal og
11 ttordofosnda ke amtetha waseld001 serving as the

[dgéﬁless connection interface. [0071]

The user input unit 1103 is realized by a keyboard, a
jog dial, or a touch panel provided on the surface of the
screen of the display unit 1102, and is used by a user to
input a command or data to the portable terminal 1100.

[0069]

The program control unit 1101 in the portable terminal
1100 is driven using electric power supplied from a main
power supply such as a battery (not shown).

[0070]

If a user of the portable terminal 1100 including the
IC card unit brings the portable terminal 1100 to a location
close to a particular card-reader/writer, wireless

.communication is started between the IC card unit and fhe
card reader/writer, and data is transmitted between the
digital control unit 1003 and the card reader/writer via the
analog unit 1002 and the antenna unit 1001 serving as the
wireless connection interface.

[0071]




31 - C File SystemThe I1C card is adapted to be
highly resistant to tanpering and has an
aut hentication capability. This capability or feature
of the ICcard unit allows it to provide service that
requires high security such as handling of val uable
information. In the present enbodinent, a particular
nmenory area is allocated to a file systemfor use by
each service provider, mhgrg y a signal ICcard is
shared by a plurality of service providers to provide
a plurality of services using the single IC card.
0072 In an initial state, the whole nenory area in
‘hefHEe THEM s managed by an I1C card issuer. If a

ser vi,ce Quider_ having the authority of dividingt
nenﬁ#y égga pgss%s Frte Fﬁeﬁ?l%%ﬁ?%%1ﬁﬂﬁé€ﬁa69 e |

tﬁﬁﬁgriﬁfLEHd h%geaﬁegﬂ%ﬁéitﬂyggglﬁ #ﬂlthﬁg$%f§le

divid he current nenory area

capsbemty QA7 3hatdbé €5t A &eweaydauﬁﬁt has Jpeen  diyi ded
and the new file system has been created therein, to

Paeckds tdwyigewthat ere@yisteenhigh sScuey s@dht 8s PRSSIBihg
aut henti cation check perfornmed not by the IC card
of seaetadgt ipformetiarvi da theowterentemmbgdigetbe 4il e
hi s neans t hat 3} boundary between file
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by a plurality of service providers to provide a plurality

h
C

of services using the single IC card.
[0072]

In an initial state, the whole memory area in the IC
card is managed by an IC card issuer. If a service provider
having the authority of dividing the memory area passes an
authentication check by the IC card issuer, the service
provider is allowed to divide the current memory area to
build a new file system.

[0073]

After the memory area has been divided and the new file
system has been created therein, to access the new file
system, it is required to pass an authentication check
performed not by the IC card issuer but by the service
provider managing the file system. This means that a
boundary between file systems functions as a fire wall which

protects each file system from unauthorized access from




32 other file systens. A user of the ICcard is
allowed to receive various kinds of services using
the single ICcard in a simlar manner to the manner
in which a particular service is received using a
dedi cated I C card issued by a service provider. By
creating a plurality of sub nenory areas by dividing
the nenory area a plurality of tines, it 1is possible
to build a plurality of fl|§ systenms in respective
sub nmenory areas in the IC ard. Thus, building of a
file systemby dividing the nenory area can be

r ggrgef as virtual issuing of an I C card. [0074]

0&5 BTG o B gisen Oc% the ABdeard riS\MﬂlléhWﬁd tise
r i he IC card are descrlbed 0075
gsg?‘r’%( @iﬁ%%saﬂﬁ%%%rofc &Y G SaUS 129 el S\M‘?H&ﬁ 6%9&%@1
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the original card issuer. syStem cod

servifeals reaedvésausing S asaieneds by %a%}aSEEQ?J&@OE?y a
managi ng mechani sm  \Wen an external device or
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SClL is used as an identification code (that is, a

ATt &Bﬁﬂﬁ’ﬁ% hfc PeBesYSEreasa arluzalgbient ) t ifd07 6]t

1§: séﬁ ﬁ@o ) the.card.issuer is allowed to | end
(3%500nvey a 5§¥{|CHFHF +EE Yerforly SpaEemF nithe file
respective sub memory areas in the IC card. Thus, building
of a file system by dividing the memory area can be regarded
as virtual issuing of an IC card.

[0074]

Now, referring to Figs. 3 to 6, modes in which to use
memory areas in the IC card are described.
[0075]

Fig. 3 shows a memory area in a state in which only a
file system of an original card issuer is managed by the
original card issuer. A system code SCl of the original
card issuer is assigned by a system code managing mechanism.
When ap external device or a programlaccesses the file
system of the card issuer, SCl1 is used as an identification
code (that is, a request command includes SC1 as an
argument) .

[0076]
Fig. 4 shows that the card issuer is allowed to lend

(or convey) a particular free memory space in the file




- 33 systemof the card issuer to a nenory area
manager. At this stage, the file systemin the nenory
area has not yet been divided. The card issuer is
allowed to |l end particular nenory areas to a
plurality of nmenory area managers, as long as the
file systemof the card issuer includes a free nenory
area. For exanple, in a case in which file systens are
identified by 4-bit system codes, the original nenory
area can be divided into"up>to 16 sub menory areas
(by performng dividing 15 tines). [0077] Fig. 5
shows a_state in which another service provider has
SHGEPR of nldhif f9are dysvem t aamemoss aneermdrthger. At this
1ssion...of the IC card issuer. This newfile
S@%Fémé?% Ny 6&’83‘*& iy iR meredy seee fiag metsyst ehgen
d8odgedrnag] chapi : an external device or a
B el o TR TR e R oyt et
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used as an identification code (that 1s, a Péqués
ag okl lienclystdes SCxims cardatgui®At InclRRE8L £Fed nduory
shows a state in which a conmon nenory area manager
AhehagdPra s¥aBPhenoty aarcageasnawkcbrnoii IREBRE Y eRs efre
1 Qe Lt ed by4£Qe card issuer. This comon nenory area
Tt de RE a4 3P LY stisthelo §edsp0, thhearr igh nakt memery area
' QL ram.accesses a file systemin this
st S a0 e B TE dfemiPnaneey Apaper forming
dIERAGY 155K kS Used as an

[0077]

Fig. 5 shows a state in which another service provider
has built a new file system in an area under the permission
of the IC card issuer. This new file system is assigned a
system code SC2 by the system code managing mechanism. When
an exXternal device or a program accesses the file system
managed by the memory area manager (the service provider),
SC2 is used as an identification code {that is, a request
- command includes SC2 as an argument).

-[0078]

Fig. 6 shows a state in which a common memory area
tanager manages a sub memory area as a common memory area
permitted by the card issuer. This éommon memory area is
assigned a system code SCO. When an external device or a
program accesses a file system in this memory area managed

by the common memory area manager, SC0 is used as an




34 identification code (that is, a request comand

i ncludes SCO as an argunent). [0079] After the

di vi di ng operation has been perforned a plurality of
times, a plurality of file systens reside in the
menory area of the I1C card as shown in Fig. 7. The
original card issuer and service providers who have
acquired their own file systemon the IC card from
the original card issuer a$$ allowed to allocate
areas or services using theft “own file systemand use
themin their business. [0080] A manner in which

.gennr¥,areas inasingle file system are used is
THERE et 1 Mot deh dbhafe iy 2aregveshycdenarskednclndas SCO
In the

i gl nanner in other file systens. [0081]
a?i?% %@%#%ﬁﬁﬁdne or nore files are stored to realize
ap7application such as electronic settlenent or
[ ppl 1 C: . .
transm ssion/reception of electronic valuable
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area allocated to a particular application s calle
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is, a processing operation of accessing a service

the MEMPLar 8458 0P F edpo i@ Kgrdoas hehowappln Fabi of. i SThe
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tHOGeSFhNG: 19 é&éﬁ%ﬁP%%.%ESaIéOE§¥'té%&%aEﬁé g?fginal card
issuer are allowed to allocate areas or services using their
own file system and use them in their business.

[0080]

A manner in which memory areas in a single file system
are used is described. Note that memory areas may be used
in a similar manner in other file systems.

[0081]

In the file system, one or more files are stored to
realize an application such as electronic settlement or
transmission/reception of electronic valuable information
to/from the external. A particular memory area allocafed to
a particular application is called "service memory area",
Use of an application, that is, a processing operation of
accessing a service mEMOry area corresponding to the
application is called “service". Specific examples of
services include accessing to a memofy area to read data,

accessing to a memory area to write data, and




35 - increasing/reducing of valuable information such

as electronic noney. [0082] To limt services, that

is, use of applications depending on whether a user

has the authority of accessing the applications, a

password called a PIN is assigned to each application

and a PINis verified when execution of a service is

requested. In accessing to a service nenory area,

data is encrypted dependi ng,on the required security

| evel of the application. f§083] In the present

enbodi nent, each file systembuilt in the nenory area
the, I C c%rd is organized in the formof a

LR Er AT UM CROUCL PE P v MidRYen A nformat i cutcdr 8

e§EEUE$H%§nmn§gCh application allocated to a particular
nenory area Is allowed to be registered in a

[pagtjcular area in a particular hierarchical |evel.
[0084] For exanple, a plurality of applications used

In &o degiencerwifcds,ansaet ionsusy & Rbyh abht Yo

applications closely related to each other may be
dergdinsr ed vhethepar tiseul Anssehyi aeth@Mayy off 88cd S¥ithg

menory .areas closely related to each other nmay be
the fRHdrali PP pRASHerdr caphedm Ridhdsyaaskajed to

eiﬁgkﬁﬁﬁﬁkggiég %g Iigﬁgipns i n, menor areas in the

A RovEPIaSarion & c@a ig ﬁ%m.]fe:re 8 pgecution of a
service 1s requested. 1In accessing to a service memory area,
data is encrypted depending on the required security level

of the application.

[0083]

In the present embodiment, each file system built in
the memory area in the IC card is organized in the form of a
hierarchical structure similar to a "directory"™ structure.
Each application allocated to a particular memory area is
allowed to be registered in a particular area in a
particular hierarchical level.

[0084]

For example, a plurality of applications used in a
sequence of transactions or a plurality of applications
closely related to each other may be registered in a
particular service memory area (and memory areas closely
related to each other may be registered in a particular
parent memory area). Registering of applications in memory

areas in the above-described systematic manner makes it




36 possible for a user to easily nmanage the
applications. [0085] To control access to file
systens in a hierarchical manner, in addition to PINs
assigned to respective applications, PINs may be
assigned to respective nenory areas. For exanple,
access may be permtted in such a nmanner that when a
user inputs a PIN corresponding to a particular
menory area, verification gg mut ual aut henti cati on
are perfornmed, and pernissi 1o access al
applications inthis menory area (and sub nenory

ar ea given to the user if the verification and

&Oﬁé‘lﬁ%? uHRT aa&?ﬁémtpc%%%w Araagactles stuplicasdoned.
makes it possible to obtain perm ssion to access
aII gpplications used in a sequence of transactions
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particul ar nenory area, an
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possible to easily use devices. [0086] "The perm ssion

applberdsmisa PaNs imay dre semiigoed MBSNfYspeaité@eNRYndEy
glven on a service-by-service basis, and a password
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For exanpl e, when services in a
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a&ﬂﬁdﬂﬂﬂ&ht@@nséﬁg1ﬁg%formed, and permission to access all
applications in this memory area (and sub memory areas) is
‘given to the user if the wverification and the mutual
authentication are successfully passed. This makes it
possible to obtain permission to access all applications
used in a sequence of transactions simply by inputting a PIN
corresponding to a particular memory area, and thus it
becomes'possible to efficiently control access. For users,
it becomes possible to easily use devices.
[0086)

The permission to access a particular service memory
area may be given on a service-by-service basis, and a
password code may be assigned to each service executed in
the service memory area. For example, when services in a
particular service memory area include "read" and "read and
write", different PINs are assigned to these respective

services. In an example of valuable information such as




37 electronic noney, different PINs may be assigned
to "increase" and "reduce". The perm ssion to access
a particular service nmenory area may al so given in
such a nmanner that reading is permtted w thout
necessitating inputting of a PIN, but inputting of a
PINis required to obtain permssionto wite. [0087]
Fig. 8 schematically shows a functional structure of
firmvare of an IC card in w@}ch a plurality of file
systens are allowed to be built in an interna
menory. [0088] An interface (I1/F) control unit
iontrols protocol in comunication with the card

SLBAHET A iMOBeYyi Al fFRreidn PI¥snraktbe Gxsdiodeddnter f ace,
w | gatian,as,the, car reader/witer, :
gg%%,ec atalngin GPAUEE i r érg’ec BRABLEF IR GheéFra8e? and
SeTRN QY2 W] I | 0t e ces. . [0089
pconnanéﬁgkﬁ??é¥égﬁ%§ rgg%§;é§§a£%%ﬁﬁﬁﬁﬁnré%e?%gﬁEa
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i ssues a commnd to the outside, and checks a

iremidng. of089BIN, Aweduputyin®nét ol RN tispeedOirdd to
processing associated wth security, such as
OB A RETFEAEE 6P i detiéeni ne whether to pernit a user

[&ﬂ%ﬁccess a nenory area or a file systemin each
nmenory area, and verification of a PIN to determ ne

Fig. 8 schematically shows a functional structure of
firmware of an IC card in which a plurality of file systems
are allowed to be built in an internal memory.

[0088]

An interface (I/F) control unit controls protocol in
communication with the card reader/writer via the non-
contact IC card interface, communication as the card
reader/writer, communication via a wired connection
interface, and communication via other I/0 interfaces.
[0089]

A command control unit processes a command received
from the outside via the interface control unit, issues a
command to the outside, and checks a command.

[0090]

A security control unit performs processing associated
with security, such as authentication to determine whether
to pe;mit a user to access a memory area or a file system in

each memory area, and verification of a PIN to determine




38 whether to permt a user to use a directory or a
service in a file system [0091] A file system
control unit controls file systenms in terns of
allocation of a nenory area to a file system and
deal | ocation of a nenory area and nmanages a directory
structure of a file system [0092] A node nanagenent
unit manages nodes of all file systens as a whole and
separ atel y manages nodes of.,,respective file systens.
Speci fic exanpl es of nodes include a node in which
using of file systens is disabled and a node in which

s% % of file systems is enabled, [0093] In addition
WF‘S F B UhiRETMaESR M b aVE, 3t HéTeFEImARCE aaPeBvice in

ai@ghgq§§é%¥js for controlling hardware in the IC
card, uch as a start control unit, a ROMcontro

[gpobi] a paraneter managenent unit, a nonvol atile
menory managenent unit, and a patch control unit.
[ 009¥]Ei1B. s t@ac aiondRoandn Deaddtiaaf1is0Ri 06 &id @y sthem
and Change of Area Size In the present enbodi nent,
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meppry spaces, and a plurality of file systens are
d%ﬂfcecywoph af r 2 JpBaLivy 8reabang rrmrgﬁg@@a@eg?l/rectory

structure of a file system.
[0092]

A mode management unit manages modes of all file
systems as a whole and separately manages modes of
respective file systems. Specific examples of modes include
a mode in which using of file systems is disabled and a mode
in which using of file systems is enabled.

[0093]

In addition to the units described above, the firmware
also includes units for controlling hardware in the IC card,
such as a start control unit, a ROM control unit, a
parameter management unit, a nonvolatile memory management
unit, and a patch control unit.

[0094)
D. Allocation and Deallocation of File System and Change of
Area Size

In the present embodiment, the memory space in the IC

card is divided into sub memory spaces, and a plurality of

file systems are built in the respective sub memory spaces.




- 39 Building a file systemin a sub nenory space
created by dividing the original nenory space can be
regarded as virtual issue of an IC card. That is,
this makes it possible to use a single IC card to
provi de various kinds of services which otherw se
woul d need a plurality of separate |C cards. [0095]
Furthernmore, in the present enbodinent, it is allowed
to rel ease an al |l ocated neq%%y area and real | ocate the
rel eased nenory area to another service. It is also
allowed to change the size of an allocated nenory

to handle an insufficient or excess nenory size.
Bﬁegg’sl}g Filgde 9vEbem oWl prBetduRRcst cdieetei oy a

0097 A | eft-hand rt of Fi 9 sh
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denoted by "nenory area 0" nDr area 0 is

passignedoanse dgndiddicaticorapunperp LviHae vag?.g@é Vkﬁ{c?se of
of the nmenory area O in this state is assuned to

s vikies wbAvhyothraawiel wohhdsneé@t&apkmnauheyedftﬁeﬂatate
d|V|ded to create a "nenory area 1" having a specified
‘'size with an identification nunber 1, as shown

£&ﬁ%@ right-hand side of Fig. 9. If the specified
ry size of

Furthermore, in the present embodiment, it is allowed
to release an allocated memory area and reallocate the
released memory area to another service. It is also allowed
to change the size of an allocated memory area to handle an
insufficient or excess memory size.

[0096] |

Figs. 9 to 11 show a procedure of dividing a memory
area.
[0097]

A left-hand part of Fig. 9 shows a state in which a

‘memory space in an IC card is not yet divided. In this

- state, the memory area is denoted by "memory area 0" and the

memory area 0 is assigned an identification number 0. The
memory size of the memory area 0 in this state is assumed to
be N. The memory area 0 in this state is allowed to be
divided to create a "memory area 1" having a specified
memory size with an identification number 1, as shown on a

right-hand side of Fig. 9. If the specified memory size of




- 40 the nmenory area 1 is ni, then the nmenory size of
the original nenory area O becones N - nl. [0098] A
right-hand part of Fig. 10 shows a state in which the
menory area O in the state shown on the right-hand
side of in Fig. 9 has been divided one nore tine. A
right-hand part of Fig. 11 shows a state in which the
menory area 0 in the state shown on the right-hand
side of in Fig. 9 has been ,4livided a total of 15
times. [0099] Wen nmenory areas are created by
dividing the original nenory area until the state

0 on. the right-hand . side of Fig. 11 has been
t?\%hﬁ%&% SFC&r L he I&f’l 3:ihr?é’| LRENBRYOLRY 3% HadbBeen

odiyided r9tahrof d%ddRs i fpe sizes of the
created nenory areas are given by nl, n2, n3,..., nl4
[ag@B] n15 in the order in which new nenory areas are
created by division, then the nenory size of the

ori @i mabhhehory meacl Fbeconessiemgual 50abk-id MhithNZ2he

+ n3 +...+ nl4 + nl5). The nenory areas created by
U598 2aP el B ekl 952 tas shgwedon | dentiightabaod sidberts
SRR 3 o et b a1 Ry PEr GRET e grocecgi ot -hand part
) o ar IO B Lo e TRk e b e
stRfter eh6asi 89 tRYMht-hand side of in Fig. 9 has been
divided a total of 15 times. l
[0089]

When memory areas are created by dividing the original
memory area until the state shown on the right-hand side of
Fig. 11 has been achieved after the criginal memory area 0
has been divided a total of 15 times, 1f the sizes of the
Created memory areas are given by nl, n2, n3,..., nld and
nl5 in the order in which new memory areas are created by
division, then the memory size of the original memory area 0
becomes equal to N - (nl + n2 + n3 +...+ nld + nl5). The
memory areas created by division are serially assigned
identification numbers 1, 2, 3,..., 14, 15 in the order in
which new memory areas are created by division. The process’
of dividing the memory area will be described in further
detail later.

[0100]

Figs. 12 to 13 show a procedure of releasing memory




41 areas created by division. Herein, by way of
exanple, it is assuned that releasing is perforned
for the ICcard in a state in which the nenory area 1
and the nenory area 2 have been created by dividing
the nenory area 0. [0101] Fig. 12 shows a manner in
which the nenory area 2 is released. The |IC card

i ssuer who is the owner of the original nmenory area
has the authority to relegsglthe menory area 2, that
is, the authority to releasé-allocation. Note that
the owner of the original nenory area is allowed to
rel ease the nmenory area 2 without using informtion

RAP ctanhiot Me danaden: byladrd nowher vai ehexamipdenalt is
such as. ke f or tlon aSSOCIated W th
?Egm%nglﬁaséaﬁeea a51ng)\ 4 ‘?pfg’d:lmfe c&PFyth ? etedSitfigiBf 2 an
C R er,f S i nf ormation

IR A R AT ML R e S S

beeh gbred t S B3 Vil 88ng WY @lefiol-hearpackage i nf or mﬂt i on
i ncl udes, for exanple, the identification nunber and

[Ph@lhennry size of the nenory area to be released. |f

t he releaS|ng is conpleted, the resultant released
nemdry -artéasPevs et wamagrt &n t el @dwidre okmorkeaved di Hal

JENDr Y, ar &E | the 1C card issuer. More
Speci |caﬁ%f h%aF IES0E0 HBROIY HheL 'EEFestt Bhdel ong
o fyirdie RNV LEDA, H°RBERSEREY N 0 18R % R0P S hemory
ated &,. th@102f, the authority to release allocation. Note
that the owner of the original memory area is allowed to
release the memory area 2 without using information that
cannot be managed by the owner of the original memory area,
such as key information associated with the memory area 2.
More specifically, releasing of an allocated memory area is
performed using information packaged using key information
of the owner of the original memory area, wherein the
package information includes, for example, the
identification number and the memory size of the memory area
to be released. If the releasing is éompleted, the
resultant released memory area is returned to the owner of
the original memory area, that is, the IC card issuer. More
specifically, the released memory area comes to belong to
the memory area 0. The process of releasing an allocated

memory area will be described in detail later.

[0102]




42 Fig. 13 shows a manner in which the nenory area 1
is released. After the nenory area 1 is released in a
simlar manner to that described above with reference
to Fig. 12, the released nenory area is returned to
the 1C card issuer who is the owner of the original
menory area so that the released nenory area cones to
belong to the nenory area 0. Note that in the exanple
shown in Fig. 12, it is asspmed that information
associated with the nmenory area 2, such as the
identification nunber, is maintained w thout being
chanﬁfd qggn the nenory area 1 is released. [0103]
Fi gs’* %4 tandh98s sh WISt dBetbi eh ofha mengiciigaree biie
nor re r ed hy division. [0104] Fig, 14
r§%832&2'né%ﬁgf ?ngWﬁ%%ﬁafhéegiielﬁfr?% SRcgry @ g?@%ﬁﬁ?

nkEneXpandate FBEcl G dvss w@&hw@gﬁq erh{gs cBMREL of,

the original menory area has the authori to expand

- thberememey ez ey Odrd e STREROYNEH €80 lehd GE0Bhrq DL Sier

that the owner of the original nmenory area is allowed
whe Exgdied owhernefiothe sirigioklt hemomnrmeaaseatat the
thhou usi ng i nformation that cannot be nmanaged by
o 1) FOBY BHRP GIAGiSn&P heheRy tr dde veohrasakey 0.
notd gt i an ssociated with, the menory area 1. Mre
speci !cé I§Pg'%5ﬁﬁ§;ﬁ ﬁ&og? thef oy diFz8s opsgmed
tﬁﬁ%ﬂﬂﬂEbgﬂaHEQPré%éﬂé%%t%ﬁ with the memory area 2, such as
the identification number, is maintained without being
changed when the memory area 1 is released.
[0103]
Figs. 14_and 15 show a procedure of changing the size
of a memory area created by division.
[0104]
Fig. 14 shows a manner in which the size of the memory

area 1 is expanded. The IC card issuer who is the owner of

the original memory area has the authority to expand the

‘memory size of the memory area 1.

[0105]

Note that the owner of the original memory area is

- allowed to expand the memory size of the memory area 1

- without using information that cannot be managed by the

owner of the original memory area, such as key information
associated with the memory area 1. More specifically,

expanding of the memory size of a specified memory area is




43 perfornmed using information packaged using key
information of the owner of the original nenory area,
wherein the package information includes, for
exanpl e, the identification nunber and the nenory
size of the nenory area to be expanded. The process
of changing the nenory size of a nenory area wll be
described in detail later. [0106] In the expansion of
the nenory size of a nennfygﬁ[pa, it is required that
the original nmenory area O Should have a free nenory
area with a size equal to or greater than the
specified size by which to expand the nenory area.
Pﬁg%’ﬂed pisgpglsngﬁmt@wﬁgpge@ e ech kelye igFoemafion

h r r 1 is reduced. The I C card i ssuer who
O%sgkéﬁﬁgéﬁ%eP%ogﬁet?ﬁf?ﬂq i REPCRENDTSA ardgTRAR the

F c me Y. Si of .the nenory
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the nmenory area 1 w thout using information that
tedrexpbadednaditk lprddess ofineiapfindheher inghday SR F
area, such as key information associated with the
2 MRty area vilhvbre depecibpdaln ydetaddddeteon of the

[ ry size of a specified nenory area is perforned
using i nformati on packaged using key information of

thergwper fphAgoR" be! PRl JRIRYY s3L8% £ WSI&ldL ! NSes,
it is required that the original memory area 0 should have a
free memory area with a size equal to or greater than the
specified size by which to expand the memory area.
[0107]

Fig. 15 shows a manner in which the size of the memory
area 1 is reduced. The IC card issuer who is the owner of
the original memory area has the authority to reduce the
memory size of the memory area 1.

[0108]

Note that the owner of the original memory area is
allowed t§ reduce the memory size of the memory area 1 |
without using information that cannot be managed by the
owner of the original memory area, such as key information
associated with the memory area 1. More specifically,

- reduction of the memory size of a specified memory area is
performed using information packaged using key information

of the owner of the original memory area, wherein the




44 package information includes, for exanple, the
identification nunber and the nenory size of the
menory area to be reduced. The process of changi ng

the size of a nmenory area will be described in detai
later. [0109] In the reduction of the nmenory size of
a nenory area, it is required that the nenory area to

be reduced should have a free nenory area with a size
equal to or greater than the specified size by which
to reduce the nenory area. 4"’[0‘110] Figs. 16 and 17
show a procedure of changing identification nunbers
assigned to nenory areas created by division. Herein,
PRGKIRR iorfoapanpre, inglydesas§aneexammite, dhangi ng of
.dentification nunbers is perforned for the IC card
lfi%n%lfs Ca?t%éofln DHIPRR 3k tﬁl@nﬁt?&[}f’a&' e 2P &fd thReMMRYHF yprea
t8rea 2 Navg beep.c di viding the nenory area

3158 SRR Ry PR BE Ehi T % e eherbrd merory

ab@entillflli 6at HeBcr IWMIENS aak s exedyanged between t he
menory area 1 and the nenory area 2. [0112] The IC

[¢Hd i ssuer who is the owner of the original nenory

area has the authority to exchange the nenory

i deAiti e ateBirtigmbef sthdlgteandryasitheo bwneremsfrt heea,
area is allowed to exchange the

:Hgé#g#33L65%$P$H%%qu§nmemory area to be reduced should

have a free memory. area with a size equal to or greater than
the specified size by which to reduce the memory area.
[0110]

Figs. 16 and 17 show a procedure of changing
identification numbers assigned to memory areas created by
division. Herein, by way of example, it is assumed that
changing of identification numbers is performed for the IC
card in a state in which the memory area 1 and the memory
area 2 have been created by dividing the memory area 0.
[0111]

Fig. 16 shows a manner in which memory identification
numbers are exchanged between the memory area 1 and the
memory area 2.

[0112]

The IC card issuer who is fhe owner of the original
memory area has the authority to exchange the memory
identification numbers. Note that the owner of the original

memory area is allowed to exchange the memory identification




45 nunbers between nenory areas w thout using
informati on that cannot be nmanaged by the owner of

the original nenory area, such as key information
associated with the nenory area 1 and the nenory area
2. More specifically, exchanging of the nenory
identification nunbers is performed using information
packaged using key information of the owner of the
original nenory area, wherein the package information
includes, for exanple, thet¥dentification nunbers and
the nmenory sizes of the nenory areas whose
identification nunbers are to be exchanged. [0113]
nNpbers hattvesnt hemexy hangisngriahotends yng deifoirkia€abh Ofthat
nunbers, the identification nunber O assigned to the
CBRPGF N8 MPEREE§ Ay ethe LWier alfl thedotiwinels mbjnety exrdam
sthﬁ eﬁghangkng of , menory identification nunbers.
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original nenory area has the authority to Change the
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the original nenory area is allowed to change the
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eggép %Httgglg eﬁggé¥gg%aggnn££€grs and the memory sizes of

the memory areas whose identification numbers are to be

exchanged.

[0113]

Note that in the exchanging of memory identification
numbers, the identification number 0 assigned to the
original memory area is not allowed to be subjected to the
exchanging of memory identification numbers.

[0114]

Fig. 17 shows a manner in which the memory
ideptification number of the memory area 2 is changed to 1
which is not used for any existingjmemory area.

[0115]

The IC card issuer who is the owner of the original
memory area has the authority to change the memory
identification number. Note that the owner of the original

‘memory area is allowed to change the memory identification

number of the memory area 2 without using information that




46 cannot be managed by the owner of the origina
menory area, such as key information associated with

the nenory 2. More specifically, changing of the
menory identification nunber is perfornmed using

i nformati on packaged using key information of the
owner of the original nenory area, wherein the
package i nformation includes, for exanple, the

i dentification nunber and the nmenory size of the
menory area whose identifi4@ti on nunber is to be
changed. [0016] Note that it is allowed to change the
identification nunber to a new identification nunber
cahnch bes muotgadsbygnete dideaNprexhstd Mgy iRRNONYm3Efaarea,
Wen a new identification nunber is specified, a
SRR ¢ dtey daRprhatien GrrammiBerdi eitiselhectediotyom t hosee

which are not currently used, and is enployed as the
SRebr Joféﬁﬁiyfri ERRT B T fbdhe Nerery ndentd fiRatien amgihry

. of .identification nunber, the
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_Creating a new file systemby dividing a nenory area
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reprocess perforned before a file

whose identification number is to be changed.
[0016]

Note that it is allowed to change the identification
| number to a new identification number which is not assigned
to any existing memory area. When a new identification
number is specified, a smallest identification number is
selected from those which are not currently used, and is
Qmployed as the new identification number. Note that in the
changing of the memory identification number, the
identification number 0 assigned to the original memory area
is npt allowed to be subjected to the changing of the memory
identification number.
[0117]
E. Procedure of Dividing Memory Area

A procedure of creating a new file system by dividing a
memory area is described in detail below.
[0118]

Fig. 18 shows a preprocess performed before a file




47 systemis created by dividing a nenory area. \Wen
a new service provider wants to divide the file
systemin the nenory area of the IC card, a
preprocess is performed in which the new service
provi der requests the 1C card issuer to give

perm ssion to use a particular nenory area. If the IC
card issuer decides to permt the new service provider
to use a nenory area, that is, to create a newfile
system the |C card issuerd4acqguires a "prine

al l ocati on package" needed to create the newfile
system froman all ocation manager. [0119] The
sastevats orremedgby dbvidspprRdmehory her&ar d WHRRDEY new
area operator 22 who manages nenory areas of produced,
S6FVipt dHifedeantashs ppedlividec shdsfilthes ydamsenvibe

o rovider c rrﬁsponds to the card nmenory area user 14
Podey e 5. ¢
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[0119]

The allocation manager corresponds to the card meméry
area operator 22 who manages memory areas of produced, or
produced and shipped, IC cards. The new service provider
corresponds to the card memory area user 14 (see Fig. 2}.
[0120]

The allocation manager has the authority to assign
system codes of respective file systems on the memory of the
IC card, and manages an allocation authority key Ky stored
| in an operating system that provides an execution |
environment of the IC card. The alloéation manager assigns
an area key KI; of a file system to be created by division
{(that is, an issuer key of the new service provider who is
going to use this area (that is, a virtual IC card issuer))

and a system code SC; (where i is a suffix indicating that

this system code is created by i-th division). The




48 al l ocation manager then produces a prine

al l ocati on package encrypted using the allocation
authority key Kd such that the prinme allocation
package i ncludes data bl ocks including the area key
Kli and the system code SC . The produced prine

al l ocation package is supplied to the IC card issuer.
[0121] Because the IC card issuer does not have the
all ocation authority key Kd, the IC card issuer
cannot read or alter the r&teived prinme allocation
package. [0122] The IC card issuer produces an

al | ocati on package encrypted using an issuer key K
asletatiat nanegak| tivat ipwdupaekagprineldidesadaba HiOedg
i ncl udi ng the acquired prime allocation package and
CRABYRY S YWiRe hAlerbeklasfatiionckekhofitn keyr &a swctbehat

|l ocated for use by the new service provider. [0123]
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al l ocati on package and cannot alter the size or other
[pérldnmeters of the menory area to be allocated. [0124]

After the IC card issuer has obtained the allocation
pacRageuss L£hehdCprapd otevseebersi bet hdoveshet Bd1bEation
aé%ﬁg%ity key K4, the IC card issuer cannot read or alter
the received prime allocation package.
[0122]

The IC card issuer produces an allocation package
encrypted using an issuer key K; such that the allocation
package includes data blocks including the acquired prime
allocation package and the size (the number of blocks) of an
area to be allocated for usé by the new service provider.
[0123]

Because the allocation package is encrypted using the
card issuer key K; managed by the IC card issuer using the
file system of the IC card issuer, any person other than the
IC card issuer cannot read the allocation package and cannot
alter the size or other parameters of the memory area to be
allocated.

[0124]
After the IC card issuer has obtained the allocation

package via the preprocess described above, the IC card




- 49 issuer issues a request for division of the file
systemof the nmenory area in the I1C card, using the
acquired allocation package. Herein, to access the
file system the area ID of the file systemis
required as an argunent. However, the IC card issuer
knows only the system code and thus the IC card

i ssuer polls the IC card to acquire the area ID of
the file systemof the I1C card issuer. [0125] " Fig. 19
shows a process of polling 4he I C card, perforned by
the 1C card issuer. In this polling process,

.communi cation between the IC card issuer (or another
1eguer nassweyiacepqaast ther ldGvdatidni 6f peid Grimedsyi@eR of
on- contact IC card interface using el ectromagnetic
LRRAUBRP TR Bed $lathe wiG sdrdonnednd orhd rceufized such as
RT interface or an 12C interface (this also
aﬁg?éjésahfoonr p&c%gpe. cdiffiifeatPoRSCERs crihed lel sEakrite the

oY) - 6k ecificall the 1 C_card issuer
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request command including the systemco
thG cdred ICssaed B abQlEedhe tIC @GQUILbeatH&i & &dd D
of the file system [0127] |In response to the request
ATRAAY L Ahewblltaypvsiiemi of ethe oifinmirdatissnepr ocess i s
[(ﬁtzag]t ed between the requester (that

Fig. 19 shows a process of polling the IC card,
performed by the IC card issuer. In this polling process,
communication between the IC card issuer (or another
external device) and the IC card is performed via a non-
contact IC card interface using electromagnetic induction or
via a wired connection interface such as an UART interface
or an I’C interface (this also holds for other
commuhications described elsewhere below).

[0126]

More specifically, the IC card issuer polls the
operating system that provides the execution environment of
the IC card and issues a request command including the
system code SC of the IC card issuer as an argument to
acquire the area ID of the file system.

[0127]

In response to the request message, a two-way multiple

communication process is started between the requester (that




50 is, the IC card issuer) and the operating system
that provides the execution environnent of the IC
card. Via this conmunication, nutual authentication
is perforned, and the area IDis returned, as a
response to the request, to the IC card issuer. The
details of the authentication process vary depending
on the specifications of the IC card. However, the
details of the authentication process are not
essential to the present—id¥ention, and thus a
further description thereof is omtted herein. [0128]
Note that after the new service provider (that is, the
1¢ir r thal I¢ Capar d sessuergndadis perhbendidwteystamrnew y
produced by division, a polling process is perforned
PrAVAdes the Sxepufher sierannententseheile qarovi déta this
AgULT es .tohe ar eall D of the file systemof the new
SErVice provi BEFual [ ywnticatpen| & qexfarasder apdsthe
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[0128]

Note that after the new service provider (that is, the
virtual IC card issuer) acquires the file system newly
produced by division, a polling process is performed in a
similar manner when the new service provider acquires the
area ID of the file system of the new service provider.
[0129]

If the IC.card issuer has acquired the area ID, the IC
‘card issuer requests the operating system of the IC card to
divide the file system. The file system division request
issued by the IC card issuer includes the area ID of the IC
_card issuer and the allocation package as arguments.

Because the allocation package is encrypted using the key K;
of the IC card issuer, the allocation package is not altered
by any third person. Fig. 20 shows a process performed by

the IC card issuer to issue. the file system division request




51 to the IC card. Fig. 21 shows a manner in which
the menory area of the IC card is divided and a new
file systemis produced. In this process,

conmuni cati on between the 1C card issuer and the IC
card is perfornmed via a non-contact |1C card interface
usi ng el ectromagnetic induction or via a wred
connection interface such as an DART interface or an
|2C interface. [0130] |If the operating systemof the
I C card receives the file 8ystem division request,

the allocation package is transferred to the file
systemof the IC card issuer in accordance with the
ter 6he| IXi paetdidedrigs ah shgunenmanfekheén weleshe hBRory
encr Pted al l ocation package is decoded using the key
e Hee |1€ card Lgsdbyides! el acnevhBile iswsten is

|o kage and the size (the nunber of bl ocks)
p§PL‘8§ R n&nrg%)%‘lgr BROTO° e SONFYRAFRHLPR Refararawthe| &C

syat efved QL3 knkf r&h ra Lemof the |C car
“recei ves the pri mIe&aﬁIgcgth i %ﬁgggc e dhd 8~ §P12feacbif
ICheakmote rdaea h@m@%@dt%ﬁssgeéwfﬁﬁchfct Iohe §yﬁ££’9
of the I1C card issuer, the opérating systen1o? the IC
wgred @EmMSODhEnperfRealsluﬁﬁahb Ofin (ECKAGR eW$hhE dheun
allocation authority key Kd to extract the area key

_IﬁiIHGPrfﬁ%earea to be allocated (that is, the issuer

of the new service provider (the virtual 1C card
|ssJer) who is going to use the area) and the system

COdeSELe aggEating system of the IC card receives the
file system division request, the allocation package is
transferred to the file system of the IC card issuer in
accordance with the area ID included as an argument in the
request. The encrypted allocation package is decoded using
the key K; of the IC card issuer to extract the prime
allocation package and the size (the number of blocks) of
the memory area to be allocated to the new file system.
(01311 |

If the operating system of the IC card receives the
prime aliocation package and the size of the memdry area to
be allocated from the file system of the IC card issuer, the
operating system of the IC card decodes the prime allocation
package using the allocation authority key K4 to extraét the
area key Ki; of the area to be allocated {that is, the issuer

key of the new service provider (the virtual IC card issuer)

- who is going to use the area) and the system code SC;. The




52 operating systemof the IC card then divides the
area owmned by the IC card issuer to produce a sub
nmenory area with the specified size and assigns the

i ssuer key KID and the system code SCE to this sub
menory area thereby creating a new file system

[0132] |If the process of dividing the file systemis
conpleted, the status thereof is returned to the
requester, that is, the IC card issuer. [0133] Thus,
the new service provider taracquire the file system
dedi cated to the new service provider, in the nenory
area of the IC card issued by the IC card issuer. This
opaketing qogwtbbé fhe Ihearewthenvitei@dOWheehrt® owned
grovide services in substantially the same nmanner as
by hEhfratn e 5oh 1sRKpPE Ht e d1npideies woaild henqnowirdedwirsh righe
_sgegfggngte IC card jssued by the new service

Fovider 547 PRPs2ERHEE HRe 1AEWST skeWikse Pihihgepyetem
cBEhANG 88 BnYL'dRhneklrG3L o] SSUBLapy LOLIH A1, LG,
initial state of the fife s?/st%]rﬁrler?r‘f’e FEEETYY & Tlle
shetidrg created, the assigned issuer key K11 and the
-system code SCE are those set by the allocation
[@edEger. In other words, the security of the file
system of the new service provider relies on the
al FécaPPoRrfAemayerf dHivddine thewfske viretqu dwi dempisted,
not allowed to anal yze, manage, and
the status thereof is ‘retlurned to the requester, that is,
the IC card issuer.
(0133]

Thus, the new service provider can acquire the file
system, dedicated to the new service provider, in the memory
area of the IC card issued by the IC card issuer. This
makes it possible for the new service provider to provide
services in substantially the same manner as the manner in
which sexvices would be provided using a separate IC card
issued by the new service provider. In this sense, the new
service provider can behave as a virtual IC card issuer.
(0134]

In the initial state of the file system immediately
after being created, the assigned issuer key Kp; and the
system code SC; are those set by the allocation manager. In
other words, the security of the file system of the new

service provider relies on the allocation manager, and the

new service provider is not allowed to analyze, manage, and




- 53 - handle the security. [0135] To avoid the
above-described problem it is desirable that after
the new service provider has acquired the file system
dedi cated to the new service provider built in the
menory area of the I C card, the new service provider
reset the issuer key KI1l and the system code SCE.
Whien the resetting is performed, adjustment of the
size of the allocated area may al so be perforned.
[0136] Fig. 22 shows a proeess of resetting the

i ssuer key KlI; and the system code SC perforned by
the new service provider after the file system

haedi e atlesl sesuritynew servi ce provi der has been built

inﬁ%ﬂe menory area of the IC card. |In this process,
(84 ni cati on between the service provider and the IC

card.is_performed via a non-contact IC card interface
usi%ﬁ’gwgé rgﬂ%gﬂ%1%%5qeﬁ866??%w9§ﬂb%ﬂma atwif efpsirable

' kN f SUC .an. UART jinterface or_an
o P e S55 U 10 180 B A 63 Baf vllh

syheswpridachbgd SYS e rdiakePlovd 48 iR CXEEVET A0 the
envi ronnent of the IC card and sends a request

nerpEageeroof hehopir atardy skst £ L2 18GaE beovi dEr AFaR ¢
ID of the file system wherein the request nessage
therdiasdes, kay Bm argurentsystlee sgde e30:icod¥h&CRIassi gned

régetting is performed, adjustment of the size of the
allocated area may also be performed.
[0136] L

Fig. 22 shows a process of resetting the issuer key Ky
and the system code SC; performed by the new service
provider after the file system dedicated to the new service
provider has been built in the memory area of the IC card.
In this process, communication between the service provider
and the IC card is performed via a non-contact IC card
interface using electromagnetic induction or via a wired
connection ipterface such as an UART interface or an I%C
interface.

[0137]

The new service provider polls the operating system
that provides the execution environment of the IC card and
sends a request message to the operating system to acquire
the area ID of the file system, wherein the request message

includes, as an argument, the system code SC; assigned at




54 the point of tinme inmmedi ately after the
acquisition of the file systemdedicated to the new
service provider. [0138] In response to the request
nmessage, a two-way multiple- transm ssion
comuni cation process is started between the service
provi der and the operating systemthat provides the
execution environnment of the IC card. Via this
conmuni cati on, nutual authentication is perforned, and
a default area I D, which-wak assigned by the
al l ocati on manager when the file systemwas divided,
is returned to the service provider as a response to
thhereitfuedt tifheidetdidt=lyohitbe awd hanfuiGatkien of the
Erocess vary depending on the specifications of the
Fi€° ootk emHeRevERt ed Heo ddteainkey ofrviree rugtvtidetri.cat i on
B 9§ESs are not essential to the present invention,
nd thus a further description thereof is omtted

her ginN e |owi thenticati
(e orgrReT prisviisr Lraates (g oper BYP L EyRthIPY-

tféﬁ%ﬂﬂ@sﬁahdcbﬁhuﬁiﬁﬂﬂﬁ%ntB§05§§§efslﬁ%ﬁr%@dfﬁgg%égﬁa he
default value. This key change request 1 ncludes f%e

sefefimg pravedet iahdtha beyrabangeypReka88ta8rovides the
argunents. Note that the key change package is
SRy PN ULToRYratHe ofethal IC i emgbr Keéw Khiso that the
ke .chgnge package is not altered by a third party.
Cﬁqﬁégéfa 10n, mutual authentication is performed, and a
default area ID, which was assigned by the allocation
manager when the file system was divided, is returned to the
service provider as a response to the request. The details
of the authentication process vary depending on the

specifications of the IC card. However, the details of the

-authentication process are not essential to the present

invention, and thus a further description thereof is omitted
herein.
[0139]

Following the authentication process, the service

-provider requests the operating system of the IC card to

change the issuer key Ki; from the default value. This key
change request includes the default area ID and a key change
package as arguments. Note that the key change package is
encrypted using the default issuer key Ki; so that the key
change package is not altered by a third party.

[0140]




55 If the operating systemof the IC card receives

the key change request, the key change package is
transferred to the file systemof the service

provi der in accordance with the area ID included as

an argunent in the request. The encrypted key change
package is decoded using the card issuer key Kll to
obtain the original key change package. The card

i ssuer key of the file systemis changed fromthe Kh
to Kh' and the status thefe®f Ts returned to the
requester, that is, the service provider. [0141]
Subsequently, the service provider requests the

operHl ithg spsreming symtemCofatble t IC changecthevey stigimkey
gode SC, fromthe default value. This system code
CCRERTE TR TSt thPnkRY dd@ndse Packagt t inrteanisifeanddato the

£Syst 1§39%fcg nge__backage as argunents. Note that
the %@%ten1co gecﬁ%ﬁg‘“a CRAGE™i §" efcrspsteedeudifly thee
abey IssuRnukey Kb'a$0o tidlen:t ES Stemeqe chgnge
package is not altered by at |r§1¥ Fé% %ﬁs [01 g? | f
entmyﬂﬂﬁﬂ'&gyngﬁsy§éQﬁﬁdﬁédéhis|ﬁé@fﬁéﬁ'ﬁ?%ﬂgvgﬁetggEd _
_system code change request, the key change package is
1gyufisthenr Ed tto phbain|ehsystigimal kbe Gemycpapkayeder
Tin accordance with the area ID included as an
NG fiarenht SFHeT Heey g ddst fiThes ey psedhsygednfomdehe
%.C ack IS ecoded using the card issuer ke
f&k?%pggbpé%F?%%F Fﬁggus gLereof i% returned to the y
requester, that is, the service provider.
[0141]

Subsequently, the service provider requests the
operating system of the IC card to change the system code
SC; from the default value. This system code change fequest
includes the default area ID and a system code change
package as arguments. Note that the system code change
package is encrypted using the new issuer key Ki;' so that
the system code change package is not altered by a third
party.

[0142]

If the operating system of the IC card receives the
system code change request, the key change package is
transferred to the file system of the service provider in

accordance with the area ID included as an argument in the

request. The encrypted system code change package is

decoded using the card issuer key Ki;' to extract the




56 original system code change package. The system
code of the file systemis then changed to SCj' from
the default value SC and the status thereof is
returned to the requester, that is, the service
provider. [0143] Subsequently, the service provider
requests the operating systemof the IC card to
change the area IDS from the default value. This
system code change request includes the default area
ID and an area code changé pAckage as arguments. Note
that the area | D change package is encrypted using
the new i ssuer key K=i' so that the area ID change

Paokage Festrn caleerbandy mediviged pahéysydthd4bdel bf the

f%E% oge ating systemof the IC card receives the area
CRARGEN 1 558, SERRISA deP 1965+ EnEFRIe hackageuls value

r re file systemof the service provider
SFﬁqggig%fhgﬁégu%m eﬁ%ﬁ? é%eée BrptIadeagegnester,

taeguggpttﬂéwSggeicgeﬁEgggdefthe encrypted area | D change
package is decoded using the card issuer key KID to

[8X#Bhct the original area |D change package. The area
ID of the file systemis then changed to IDS from
t he SWdBgarenvhy udheDSeamdct hprstiatats reyheseofties
returned to the requester, that is, the service
°BY 1o syphemstt dC rasdntw seadecshpr evedeID; from
tﬁgnéng%iEhgafggyr%h%ﬁsggstem code change request includes
the default area ID and an area code change package as
arguments. Note that the area ID change package is
encrypted using the new issuer key Ki;' so that the area ID
change package is not altered by a third party.
[0144]

If the operating system of the IC card receives the
area ID change request, the area ID change package is
transferred to the file system of the service provider in
accordance with the area ID included as an argument in the
request. The encrypted area ID change package is decoded
using the card issuer key Ki;' to extract the original érea
ID change package. The area ID of the file system is then
changed to ID;' from the default value ID; and the status
thereof is returned to the reguester, that is, the service
provider.

{0145]

Thus, the new service provider obtains the securely set




- 57 issuer key Kl11' and the system code SCE of the
file system dedicated to the new service provider in
t he above-descri bed nanner whereby the new service
provi der can anal yze, manage, and handl e the security
i ndependently of the original 1C card issuer. [0146]
F. Process of Releasing Allocation of Menory Area

When the nmenory space of the IC card is logically

di vi ded and used, there is a possibility that a
particular nenory area becdhes unnecessary, for
exanpl e, because provision of a particular service is
.stopped. In such a case, it is possible to rel ease
1GARGT t#G% Kpar Birguiche ABRerYy cadeedCt hatf hae fédomeystem

necessar fter the menory area was allocated via
dtgﬁleg%‘f%cf %%aﬁsr%%%s%ela’ésca PEEYLaBB V! ithet REOVETdes Sided

RAL AP AR r ke it ssible to.reuse
“this nenofgyaF£§ é%ﬁl%ﬁ%ﬁgagrpggVégéﬁaQﬁntﬁBG%yze' manage,
ah@fRARNG RPe SEAEFi (EMRILLBREES: BRI +HUr LEE _
[0147] A process gggrelegsing aﬁﬁenoﬁ%ga?gg§£¥%%§ﬁ?s,
card prspeess of deleting a file systembuilt in a nenory
area allocated via a division process and rel easing
l'allocation is described in detail bel ow. [0148]

Ffig, 23 shogseﬂ.preprocess performed before a file
syStEmbui Pt FhS2Sp&et Péhrartinwty Mareay akrerat ed vi a
theWhen the memory space of the IC card is logically
divided and used, there is a possibility that a particular
memory area becomes unnecessary, for example, because
provision of a particular service is stopped. In such a
case, it is possible to release only this particular memory
area that has become unnecessary after the memory area was
allocated via the dividing process described above in the
previous paragraph E, thereby to make it possible to reuse
this memory area for another service without influencing
other memory areas being currently used.
[0147]

A process of releasing a memory area, that is, a
process of deleting a file system built in a memory area
allocated via a division process and releasing the
. allocation is described in detail below.

[0148]
Fig. 23 shows a preprocess performed before a file

system built in a particular memory area allocated via the




58 division process is deleted. Wien a service
provider decides to delete a file systemin an

all ocated nenory area, dedicated to the service
provider, of the 1C card, the service provider
perfornms the preprocess to request the IC card issuer
to give permssion to rel ease the nenory area. [0149]
If the IC card issuer decides to give perm ssion to
rel ease the nenory area, that is, to delete the file
system the IC card issuer %rbduces an al |l ocation

rel ease package encrypted using the issuer key Ki of
the | C card issuer such that the allocation rel ease
AFIRAGR PFRIUFed sddeberdbckdhennel adinica mystidemrcode

. ,0f the r rea to be released. Because the
dgﬁFggat??ﬂ9%2§2§a§e§b%%k%&ﬁ¥%“blneﬁEr?k&%ﬁFﬁﬁﬁ HgUeRE area,
F do y K ed .by the_l card issue

e T e Py I et B e SRLr=2 i 1
spavive Gadliekead:t hinAldhaC BLEAR LELLATP NRARKIPC AN
cannot alter the size or other paraneters the
capdpisswmede govbepamlieaded. th01650dasAfther nbher i Geay d
i ssuer has obtained the allocation release package
[914°% he preprocess described above, the IC card

i ssyer issues a request for release of the file system
in #%et nﬁsyxﬁ?£&gFHeFh%e¢¥§%%uﬁ$ 94¥Enge FEs Bistaitived

< AP P BN, TR R R e,
tHd |1 sushem aser produces an allocation release package
encrypted using the issuer key K; of the IC card issuer such
that the allocation release package includes data blocks
including a system code SC; of the memory area to be
released. Because the allocation release package is
encrypted using the card issuer key K; managed by the IC
card issuer using the file system of the IC card issuer, a
third party cannot read the allocation release package and
cannot élter the size or other parameters of the memory area
to be released.

[0150]

After the IC card issuer has obtained the allocation
release package via the preprocess described above, the IC
card issuer issues a request for release of the file system
in the memory area in the IC card, using the obtained

allocation release package. Herein, the access to the file

system is performed using the area ID of the file system as




59 an argunent. However, the IC card issuer knows

only the system code and thus the IC card issuer

polls the IC card to acquire the area ID of the file

systemof the I1C card issuer. (see Fig. 19). [0151]

If the IC card issuer has acquired the area ID, the IC

card issuer requests the operating systemof the IC

card to release the file system This file system

rel ease request includes the area ID of the IC card

i ssuer and the allocatioh P&lease package as

argunents. Note that the allocation rel ease package

is encrypted using the card issuer key K, so that the

ag| PEEEREHR- r dowgzer padkadd icerdotissakt ekmavsbynayt bhe d
ty. Fig. 24 shows a process performed by the IC

Sg’gr%%%i g ‘{’Fgra“tdot?'&éuah? th? fGare dystem pelleaghe f6guesd to

. <Ei 5 shows a manner. in which the

atﬁgﬁ%?? Ufe Sl 1B B2 B SHE S TaRSE, Ee it Garclrgiuer.

(peOCRES. 11)rel eased and returned to the file system of

the 1C card issuer. In this process, communication

[BBYINeen the |C card issuer and the IC card is
~performed via a non- contact |1 C card interface using
el edffr Shaighet¢ard Adeoekomaoracqiiaea wheedr&onmecithenIc
i nterface such as an UART interface or an 12C

“Hnit erTSAEE. TPEISYIS i PRerepbratIvRF sy ofenhefIq kmddCto
rfdod BH8 ¥R (ARrall pERLS ORISR BAEN MRest
includes the area ID of the IC card issuer and the
allocation release package as arguments. Note that the
allocation release package is encrypted using the card
issuer key K; so that the allocation release package is not
altered by a third party. Fig. 24 shows a process performed
by the IC card issuer fo issue the file system release
.request to the IC card. Fig. 25 shows a manner in which the
memory area allocated on the IC card via the division
process is released and returned to the fiie system of the
IClcard issuwer. In this process, communication between the
IC card issuer and the IC card is performed via a non-
contact IC card interface using electromagnetic induction or
via a wired connection interface such as an UART interface
or an I?’C interface.

[0152]

If the operating system of the IC card receives the

_allocation release request, the allocation release package




60 is transferred to the file systemof the IC card
i ssuer in accordance with the area ID included as an
argurment in the request. The encrypted all ocation
rel ease package is decoded using the key Ki of the IC
card issuer and the system code SCE of the nenory
area (the file system) to be released is extracted.
[0153] If the operating systemof the IC card
receives the systemcode SO of the nmenory area (the
file system) to be released, the operating system of
the 1C card releases the specified file system and
ogsoli?ates it intothe original file system owned

.C
By “TARSTE A §Oi §8efile ouslem P the I omestk ishuer in
conpl eted, the status

' ne il t i
“FRREA it hica™tS e Fayaester, o faraimest thethe

t hereo returne
régh¥t€e MHRVidervnt ervi ce provider can
rel ease the unne}é%s%%r@gﬂ%ﬁ%giogy% JLe"?ﬁﬂs ed3E4EE8 €5 t he

dsesdéd erimavicHer kb #;herabgyerc dese ihed. reoner i .

thereby to nake it possible to reuse this nenory area
sYdfemarmsdee FCserfvitde wietthout atad | URRCiIFAYe 08 PO em)TRIFD LY

eas being currently used. This nmakes it possible to
e SSF fiecertEatid-of the menory in the IC card, which
[6f%3]a limted resource. [0156]

If the operating system of the IC card receives the
system code SC; of the memory area (the file system) to be
released, the operating system of the IC card releases the
specified file system and consolidates it into the original
file system owned by the IC card issuer.

[0154]

If the process of releasing the file system is
completed, the status thereof is returned to the requester,
that is, the service provider.

[0155]

The service provider can release the unnecessary file
system dedicated to the service provider in the above-
described manner thereby to make it possible to reuse this
memory area for another service without influencing other
memory areas being currently used. This makes it possible

to make effective use of the memory in the IC card, which is

a limited resource.

[0156]




61 G Process of Expandi ng or Reducing the Size of

Al l ocated Menory Area Wien the nenory space of the IC
card is logically divided and used, it is not
necessarily possible to definitively determ ne the
size of each nenory area at the point of tine at

whi ch the original nmenory area is divided. To solve

t he above problem it is allowed to change the size

of each nenory area aIIocatﬁg via the division process
descri bed above in paragrapR~E’ This nmakes it
unnecessary to allocate a nenory so as to have a

(%g;ge size including a margin to avoid shortage of
FOCEPRCRE iFrHegCine % Rpduqimg shel 8bzposKidillectded
nggg?eA£Q§ menory size when the nenory size becones
too farge. This capability of changing the nenory

si zey [ [ t e effective yse.of _the
e e PeROEY B A BT 8 o7 SR SR G Bkt ng
ddwideduaidgiddls $kzes oo ddde8sasy $h PRI L 1] a
menory area allocated via a division "~ process iIs
dgéseitied vi cedetamihe bigdeowizk0358kacki Bencds; SheWSa® the
B[eprocess performed before the size of a file system
PRI t°F tigepaitt reitarthremerigine banahdocatred iy ditheed.
Tgiggfkgn process i s changed. When a service provider

eci d’les 1§ 8RPERPTIPIMLLE thea ki Peechiton chahge Blyestsime
of Mo A ?nlelngg:?t ggegem&/ca%ggaVige&ilga&iequsti%nt ggoge?srs\,/i ce
described above in paragraph E. This makes it unnecessary
to allocate a memory so as to have a large size including a
margin to avoid shortage of memory space in future usage.
It is also possible to reduce the memory size when the
memory size becomes too large. This capability of changing
the memory size makes it possible to make effective use of
the limited memory space.
[0157]

A process of expanding or reducing the size of a file
system built in a memory area allocated via a division
process 1s described in detail below.

[0158]

Fig. 26 shows a preprocess performed before the size of

a file system built in a particular memory area allocated

via the division process is changed. When a service

provider decides to expand or reduce the size of a file

system in an allocated memory area, dedicated to the service




62 provider, of the IC card, the service provider
perforns the preprocess to request the |IC card issuer
to give permssion to change the size of the nenory
area. [0159] If the IC card issuer decides to give
perm ssion to change the size of the nmenory area, the
| C card issuer produces an allocated area size change
package encrypted wusing the issuer key Kg of the IC
card i ssuer such that the allocated area size change
package includes data bl ock®® 7Tncluding a system code
SCE of the nenory area to be released, size

expansi on/reduction information, and informtion
PEREEARYI M tthe ABwcaide.tBecauséct hpsowaldac aeedoras ethe

sgzg chanqg package i s encrypted using the card issuer
PREY* & Handye§IBG St nehe G girdrdi $88veT Us? e veheekiigsion
£SYSh t C.card issuer, a third party cannot
read t %Q§5 FgéétaﬁﬁgFag@&Ofg &h&hye package and
[capgpt alter the size or other paraneters of the
nmenory area to be changed. [0160] After the IC card

| ssudr thasIobtatdhadstbe abtogad ad ARRAPSLAEsSHANGS
package via the preprocess descri bed above, the IC

chang itdeueizeseficthea meaguestréa, citenge thedal bogat ed
area size of _the file systemin the nenory area in the
PREUER @1 a5 7er 9tk Sobraphed dlanamaredkageaesizmted
R A R ER LR T
alaAbRAGHUMERL A §P%§%§knggh5aéﬁége includes data blocks
including a system code SC; of the memory area to be
.released, size expansion/reduction information, and
information specifying the new size. Because this allocated
area size change package is encrypted using the card issuer
key K; managed by the IC card issuer using the file system
of the IC card issuer, a third party cannot read the
allocated area size change package and cannot alter the size
or other parameters of the mémory area to be changed.
[0160]

After the IC card issuer has obtained the allocated
area size change package via the preprocess described above,
‘the IC card issuer issues a request to change the allocated
area size of the file system in the memory area in the IC
card, using the obtained allocated area size change package.

Herein, the access to the file system is performed using the

~area ID of the file system as an argument. However, the IC




63 card issuer knows only the system code and thus

the 1C card issuer polls the IC card to acquire the
area ID of the file systemof the IC card issuer (see
Fig. 19). [0161] |If the IC card issuer has acquired
the area ID, the IC card issuer requests the
operating systemof the I1C card to change the

all ocated area size of the file system This

al | ocated area size change request includes the area
ID of the IC card issuer-ahll the allocated area size
change package as argunents. Note that the all ocated
area size change package is encrypted using the card
chsdubysueay kkbwsoont hathd ey sakhocati€hral edusi 28eChangerd
.package is not altered by a third party. Fig. 27
15Av%k RPldPotResIpefdst e aAegui he the aymad IDsefiethe ofile
pssue t al Located area size change request to the
S#%?%%fgb%aﬁg&82%a§gdﬁ?9frwéﬁﬁ%rF?%'WHWch the size of
(e yrenory area allocated on the IC card via the

di vision process is changed. In this process,

COMMNtRat iOcaketiweaBrt Rgs | LeqAhddl $RMCE N0 N]HLCre
card is performed via a non-contact 1C card interface

cygl igsekectregmagnetihe opBHHEih@s @ tew arachbl B¢ card to
connection interface such as an UART interface or an

chenge hher phtecafeplezpa plze hef dper dtilegsgysérem dfhitshe
receives the allocated area size change

“VBSHLEE, “FF HhA% HREHCaF 881 2 d neGRERB ot PACKERR 105 of
eid HeSEEEE O IRt e the SYRIEMY 18 LG change
package as arguments. Note that the allocated area size
-change package is encrypted using the card issuer key K;i so
that the allocated area size change package is not altered
by a third party. Fig. 27 shows a process performed by the
IC card issuer to issue the allocated area size change
request to the IC card. Fig. 28 shows a manner in which the
size of the memory area allocated on the IC card via the
division process is éhanged. In this process, communication
 between the IC card issuer and the IC card is performed via
a non-contact IC card interface using electromagnetic
induction or via a wired connection interface such as an
"UART interface or an I%C interface.
[0162]

If the operating system of the IC card receives the
allocated area size change request, the allocated area size

change package is transferred to the file system of the IC




- 64 card issuer in accordance with the area ID
included as an argunment in the request. The all ocated
area size change package is decoded using the card
i ssuer key Ki, and the system code SCE of the nenory
area (the file system whose size is to be changed is
extracted. [0163] |If the operating systemof the IC
card receives the systemcode SCE of the file system
whose size is to be changed, the operating system of
the 1 C card changes the si%%® -of the specified file
system Note that when the size of the file systemis
expanded, a part of the nmenory area owned by the IC
ceardisssuerin scaddithonatiyh ahkogat¢edit o n@xpaRdat hgn
size of the file system Therefore, it is necessary
SrAYPeRheldier Yedneat owide by loheted aarad siigsuehangave
a free space with a size equal to or greater than the
PEpEeTY ile%) SF?gefiouffen%dH}et iCGRel L§SugY &d: and the

r Yeae. th ize of the file systemis
TeE T 5oy LELL TGS, find et FRaSSutEmnavess

siz€ei SpaceeWchinged! %€ SQ¥akitQ. Or greater than the
specified size to be subtracted. [0164] |If the

[pr@tless of changing the allocated area size of the

file systemis conpleted, the status thereof is

ret dfnklle arenatd ngequetemrof tthet ICScattiersesitiecae the
The service provider can change the

provider. [0165
SYSLel gpde; Foi Ofsithf file system whose size is to be
changed, the operating system of the IC card changes the

size of the specified file system. Note that when the size
of the file system is expanded, a part of the memory area
owned by the IC card issuer is additionally allocated to
expand the size of the file system. Therefore, it is
necessary that the memory area owned by the IC card issuer
have a free space with a size equal to or greater than the
-specified size to be additionally allocated. Conversely,
when the size of the file system is reduced, it is necessary
that the file system have a free space with a size equal to
or greater than the specified size to be subtracﬁed.

[0164]

If the process of changing the allocated area size of
the file system is completed, the status thereof is returned
'to the requester, that is, the service provider.

[0165]

The service provider can change the size of file system




65 dedicated to the service provider in the
above-described manner. This nmakes it unnecessary to
all ocate a nenory so as to have a | arge size
including a margin to avoid shortage of nmenory space
in future usage. It is also possible to reduce the
menory size when the nenory size becones too |arge.
This capability of changing the nenory size makes it
possi ble to make effective use of the limted nenory
space. Industrial Applicabf?ity [0166] The present

i nvention has been described above with reference to
speci fic enbodi ments. It should be apparent to those
defiFreRr itP tthe aPEVidtatPraridess inpthé | datieons sartbed
mggggéitqﬁLons gre gossible wi t hout dﬁﬁgrting fromthe
gBIFTt  BHE MRECSchheBIeqaTs arhy At R bHRCAtE187empry t e
b ription_of the _.present invention wth
a?e?g?gﬁ%i%t%géggc? %%:%? JOERENE ST T I ThdS B¥aRd askemkape
of hdmoth@pREeS eAL £l N LIAR S aPp] 1 ed,g D f
exanpl éﬁ tpg a poﬂ abl etutsg rerl"na?Qi:Lé %qu.sgh%é’\ﬁ@ Tard
requen the ehinpry ssiddsinnl efe hBnPay 14iGd BbcofbsCUsS ON
has been focused on the technique of dividing a
lakdfor y Thpaceapdbiligcyl Gfcahdnyhb tie mletpali syzofmakes it

areas, releasing a nenory area produced by the

p‘gﬁes\r%%;li%oﬁot ‘H%?%b%/ffreatéé(@i Hget AE Hemdripitedsuemesy spade.
ey B on. Not e that “the present
[0166]

The present invention has been described above with
reference to specific embodiments. It should be apparent to
those skilled in the art that various modifications and
substitutions are possible without departing from the spirit
and the scope of the invention.

[0167]

In the above description of the present invention with

- reference to specific embodiments, it has been assumed that

the present invention is applied, by way of example, to a
portable terminal in which an IC card or an IC chip is
installed. 1In particular, discussion has been focused on
the technique of dividing a memory space of the IC card into
a plurality of memory areas, releasing a memory area
produced by the division thereby releasing the memory
resource, and increasing or reducing the size of a memory

area produced by the division. “Note that the present
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- 66 inventionis not [imted to the details of these
enbodi nents. For exanple, the present invention nay
al so be applied to a nenory device of a type other
than the 1C card or the IC chip so that the nenory
device can be used in a simlar manner as descri bed
above. [0168] That is, the enbodi nents have been
descri bed above by way of exanple and not linmitation,
and the scope of the invenfion is to be detern ned
solely by the clains. 67 - ATMS 1. An information
managenent apparatus having a nenory space and adapt ed
to manage, the nenory space in a formin which the
IRYARBEYOR phit 1qts 1dmitaddte ntle ofrt il smorfe theaor gmbodiments.

it SIAL AN ST %dqv%ﬂtﬁ%é”%ﬁi S s oBeesAd o
‘“gm YIS0 oLV LR SURP XlEpchF LT PR safBa HE

by the ori gi nal er an respec IVG

chiDp 96 fHHE thel Mbh®ry ML an EQeuééH gﬁﬁt%9ﬂll r

managenent apparatus including allocated area release
mapaes dordesekébsd mparespeci fied second nenory area
and returning the rel eased second nenory area to the
[P1#&t nenory area in accordance with a request issued

b rvice prov
y %h 1is, IP nEodlments have been described above by

way of example and not limitation, and the scope of the

- Invention is to be determined solely by the claims.




2. The informati on managenent apparatus according to
Caim1, further including access control neans for
controlling access to each nenory area in accordance
with a corresponding key of a service provider,
wherein the allocated area rel ease neans receives a
data bl ock including information identifying a second
menory to be released, in the formof an allocated
area rel ease package encrygted using a key of the
owner of the first nenory fea, decrypts the

al l ocated area rel ease package wusing the key of the
owner of the first nmenory area, and 68 releases the
second nmenory area speci ffeRINy the data bl ock. 3. An
inorggtjo nanagenent appar at us having a nenory

space And AFApE AU BAREFFS U REPARABRS Anfame sy m
i ' r ace.is divided intg one_or npre
e T R P e S mEnP e L eRrahy 1 P Form 1

menory
wHEER §hARRAcOYNSHa By isa'ai%fihghné‘gt?"%}% 20€nQhory

nore second nenory areas divide rom the Tirst
apemdry area owned by the original owner and

respectively allocated to one or nore service

pr oP@eSmo ¥ esHateor mat idhngrem ajersenneappar @t aks owned by

i ncl.udin al |l ocated area size changi ng neans for

a%x%%nﬁg BIMFRAiRG e PReM™RFe esesfordl Semont ARedT y
SRS AR T Sl TR, 28R
o#HéE”aQ@rrespectively allocated to one or more service
providers,

the information management apparatus including
allocated area release means for releasing a specified
second memory area and returning the released second memory
area to the first memory area in accordance with a request
issued by a service provider.

2. The information management apparatus according to
Claim 1, further including access control means for
controlling access to each memory area in accordance with a
corresponding key of a service provider,

wherein the allocated area release means receives a
data block including information identifying a second memory
to be released, in the form of an allocated area release
package encrypted using a key of the owner of the first
memory area, dgcrypts the allocated area release package

using the key of the owner of the first memory area, and




4. The information managenent apparatus according to
Claim3, wherein when the size of the second nenory
area is expanded, the allocated area size changi ng
nmeans additionally allocates a free area of the first
menory area to the second nenory area by a specified
anount by which to expand the size of the second
nmenory area, while when the size of the second nenory
area i s reduced, the aIIoc%%ed area si ze changi ng
nmeans returns a free area of° the second nenory area
to the first nmenory area by a specified anount by
m@|ch to reduce the size of the second nenory area. 69
r e%ﬁ“ésu Wi rPEOREnT BT e¥snt SRppAf Aedsbadter dihg block.

lnf”thg i ncl udi ng access control neans for
contr&fllng AECE8t TP EHIheBPY A hayiagcar Bemrey

opdip serV|ce ravi der.
S&%@?éﬁﬁi%ﬁ%&gégoggtéguggﬁggg %% ehantf H %} &Eaﬁsférm in

wh £€1e1 8RS memodgt Bp Rt OCls INGH UL Ngnt HT M MRLT OBre memo
identifying a second nenory area whose size Is to

ar¢wthged, information indicating whether to expand or
reduce the size of the second nmenory area, and
i nf GPABFEBALY hacst |lﬁglt1<h-‘en$|azefll1)st whinchy t @r ex panddoby
e second area, in the formof an

Iqﬁﬁé&Pg gres" <7 9§ﬁaﬁ5émﬁ§%Kﬁﬁ%”éhéﬁ?@rﬁdarQﬁﬁ ng a
1 f i f &gmoi ! d L
afiRacl ebbe OHOE A Wikl Hed TRk BVeBhngs Ty %eiy

owdfert BAd Q@Qﬁéc@fvél@e aﬁﬂBé&té@W Yord' 83 mgpg &Q}:VJ.

the size of the second nenory area by an anbu
pypedetsed by the data bl ock.

the information management apparatus including

allocated area size changing means for expanding or reducing
the size of a second memory area already divided from the
first memory area in accordance with a request issued by a
service provider.

4. The information management apparatus according to

Claim 3, wherein when the size of the second memory area is

-expanded, the allocated area size changing means

additionally allocates a free area of the first memory area
to the second memory area by a specified amount by which to
expand the size of the second memory area, while ﬁhen the
size of the second memory area is reduced, the allccated
area size changing means returns a free area of the second

memory area to the first memory area by a specified amount

by which to reduce the size of the second memory area.




6. An information managenent apparatus having a nenory
space and adapted to manage the nenory space in a form
in which the nmenory space is divided into one or nore
menory areas, the nmenory space including a first
menory area owned by an original owner and one or
nore second nenory areas divided fromthe first
menory area owned by the original owner and
respectively allocated to one or nore service

provi ders, each second neﬁn?%'hrea havi ng
identification information assigned when the second

nsnnr¥ area is divided 70 - fromthe first nmenory
aPea, TR NiREERRALT TR RETAFSTE APPapYaratassordt hgdt ag
[ tifigcation informati on changi ng means for changi ng
.CFggﬁt$Ti¢g§Fbgﬁ %ﬂ?iﬁ#ﬁhQ(ﬂ?C§§§i@ﬂ%EFQ%)W§a§écéﬁé menory
8heRo11] ' reguest issued by a service
Cprovi%ﬁiﬁga%?géﬁgn?%f%%%gﬁggﬁrgaﬁga%Héh?ﬂgﬁﬁéFﬁF%SW1th a

caccasbinid nyoke &l & N Gerhekeppot g dentification
i nformati on changi ng neans changes i dentification

i nf oheeeiontiof = lseaoad APEDIYizAKBANGNGhdBhA receives
service provider to identification information that
2 i pédRck el vabutings iafremationfideitédsing a assennnd
mlﬁgpiﬁgareahomned by ,anot her service provider. 8. The

Fﬁoﬂ_%enasgléﬁeﬁﬁ 5pphar athrnagde ot Bf pgatolord ai m
b Dl R BRSSO R0 L v
saldnld Rem&HY r&ﬁc%gnghagiggéfrrggtlaonsqﬂl}ﬁkggtf)ﬂ&véhdeers’ize by
which to expand or reduce the second memory area, in the
form of an allocated area size change package encrypted
using a key of the owner of'the first memory area, decrypts
the allocated area size change package using the key of the
owner of the first.memory area, and changes the size of the
second memory area by an amount specified by the data block.

6. 2An information management apparatus having a memory
space and adapted to manage the memory space in a form in
which the memory space is divided into one or more memory
areas, |

the memory space including a first memory area owned by
an original owner and one or more second memory areas
divided from the first memory area owned by the original
owner and respectively allocated to one or more service
providers, each second memory area having identification

information assigned when the second memory area is divided




E

wherein the identification information changi ng neans
recei ves a data bl ock including identification
information of a second nenory area whose
identification information is to be changed and
identification information to which to change the
current identification information, in the form of an
identification information change package encrypted
using a key of the owner gf75h§ first nenory area,
decrypts the identification information change
package using the key of the owner of the first

area,, and changes the identification
:ﬁgﬁg%ﬁ%t|%ﬁ§%ﬁm?ﬁﬁys%g%ﬁd nmenmory area to the 71

i dengid iGat b tion specified by the data
bIogi%éd&ﬁkﬁﬁgﬁ¥§§ﬁ%%?%ﬁgﬁﬁ%aagﬁ%ﬁ?tW%ﬁﬁﬁgugﬁnﬁanaging
idleMBNDI ¥at iTPAGR FbPmar ' iC ﬂ¥ggr ce is
divided into one or R%Eghﬁgﬁgg g?éﬁ%, eh§€§§§§
idpatefigmlivdi ngfarhatsin NRIMGLear €3 SRS RY meBry area
.original owner and one or nore second nenory areas
18i IFeRiePamcsnii Rl i ¥etuardndsguadeny oavmed-yet peovider.
ogigi al . gmner and respectively allocated to one or
nof e SEF VREETTRF OV drATSI SR t nePhRkR tutc lagdondinhet st ep
ry area and

i easl.ng.: ecified_.second ne )
C?%ﬁﬁ?%iﬁghggégre %é%%ﬁg§§&8ﬁglﬂ%ﬁﬁ} rmgtdgnt ghapging

dadsStcrizm i y cqr ith atequest . issued
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by a service provider. or mati on

arast ocedcbor di $wrtiacChabtidOr faridek iicackyuding the
_step of controlling access to each

information that has been released as a result of releasing
a second memory area owned by another service provider.

8. The information management apparatus according to
Claim 6, further including access control means for
controlling access to each memory area in accordance with a
corresponding key of a service provider,

wherein the identification information changing means
receives a data block including identification information
of a second memory area whose identification information is
to be changed and identification information to which to

change the current identification information, in the form

of an identification information change package encrypted

‘using a key of the owner of the first memory area, decrypts

the identification information change package using the key
of the owner of the first memory area, and changes the

identification information of the second memory area to the




menory area in accordance with a correspondi ng key of
a service provider, wherein the second nenory area
rel easing step includes receiving a data bl ock
including information identifying a second nenory to
be released, in the formof an allocated area release
package encrypted using a key of the owner of the
first nmenory area, decrypting the allocated area

rel ease package using the key_of the owner of the
first nmenory area, and releasing the second nenory
area specified by the data block. 72 11. An

i ' t t hod of
L L it B B e T P L A

space i n a rormin

igLo AﬁnﬁhEﬁrdﬂﬂf%nnﬁgpé%mﬂﬁﬁ?%mtkgg g%nggyaSp?gsngFmory

including a first nenory area owne

spaneriana foen dhn Wﬁﬁ@hﬂﬁﬁpﬁ@nﬁﬁ§95¥a§5e§§ dfvf@egegnto
fromthe first nenory area own by the ori gi nal

oBRneFr BewE mMeyyact evedy, al l ocated to one or nore

service roviders, the nethod including the step of
expard HG%BFYr%EﬁEﬁrﬂ?CIPﬁénglQeftﬁ521mamnymdanewmﬂ@ned by

r ady divided fromthe first nenory area in
agccg%lr%az{n?e O\Slcvmnteﬁ "¢ eYtre st f“Q‘sfﬁeﬁeﬁ?n‘é MeNOLY| @geas
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according to daim erern |n
@it ARARGsPYcEl €Ly WaBcat by 84 Z@né)for_t her3esond; o

menory area i s expanded, a free ar

providers,

the method including the step of releasing a specified
second memory area and returning the released second memory
area to the first memory area in accordance with a request
issued by a service provider.

10. The information management method according to Claim
9, further including the step of controlling access to each
memory area in accordance with a corresponding key of a
service provider,

wherein the second memory area releasing step includes
receiving a data block including information identifying a
second memory to be released, in the form of an allocated
area release package encrypted using a key of the owner of
the first memory area, decrypting the allocated area release
package using the key of the owner of the first memory area,
and releasing the second memory area specified by the data

block.




of the first nenory area is additionally allocated to
the second nenory area by a specified anount by which
to expand the size of the second nenory area, while
when the size of the second nenory area is reduced, a
free area of the second nenory area is returned to
the first nenory area by a specified amunt by which
to reduce the size of the second nenory area. 13. The
i nfornmati on nanagenent nmethed according to Caim 11,
further including the step of controlling access to
each nenory area in accordance with a correspondi ng

k of rvice provider, wherein the
ale'?tl)ioca%lgdl nafzogrén a§ |1? 8 CAA ?W%F@ﬁhPﬁc?Ed@a%@@eﬁvmﬁQOW
sdadat an bl I identif

gecond neg§§§{g?eggﬁﬂ%sgﬂiﬁﬁﬂ%ﬁ¥ Fga%e %%é%ﬂ%%?g into

onaf or Mmadne0menotigh §aéa$g wWhet her to expand or reduce
the size of the second nenory area, and information

i nditdwt megorhespsa e mluwhnghatﬂlﬂtpa{édonF LEEMCRHNE by
second nenory area, in the formof an allocated area
agl%ﬁﬁ%ﬁﬁﬂgéwﬁﬁﬁkéﬁ%‘éﬁtﬂypﬂ@@e sstony ancreyyohrehe
menory area, decrypting the

St
ocate %5?53 %+?%:€ﬁﬁﬁﬁ¥ 65@%a@%ﬁ%&ﬂh@tbﬁeork@yniﬁ
ﬁﬁg&-@m@e& Q t Ly @rea and changi ng, t he
“Si ze of tﬁeﬁgée%gv dlgné%rg%gg?éa Py kh CAnBERE SPEEHFS ed
plyvitdees, dat a bl ock. 14. An i nformati on managenent
met hod of managing a nenory space in a formin which

t hethemethahdnelugdidgvilledstid @f expanding or reducing

the size of a second memory area already divided from the

- first memory area in accordance with a request issued by a

service provider.

12. The information management method according to Claim
11, wherein in the allocated area size changing step, when
the size of the second memory area is expanded, a free area
of the first memory area is additionally allocated to the
second memory area by a specified amount by which to expand
the size of the second memory area, whlle when the size of
the second memory area is reduced, a free area of the second
memory area is returned to the first memory area by a
specified amount by which to reduce the size of the second
memory area.

13. The information management method according to Claim
11, further including the step of controlling access to each

memory area in accordance with a corresponding key of a




one or nore nmenory areas, the nenory space including a
first nmenory area owned by an original owner and one
or nore second nmenory areas divided fromthe first
menory area owned by the original owner and
respectively allocated to one or nore service

provi ders, each second nenory area havi ng
identification information assigned when the second

menory area is divided fropythe first nenmory area,

t he nmet hod i ncluding the step of changi ng
identification informati on assigned to a second nenory

sRG@cd brdl gcordance with a request issued by a
service providér. 15. The informati on nanagenent

met hatkrag 60t fé Ng 1-AdR %&e;4si¥£m%ﬁ§4§i%geste %Rg}udes

identjfication.infornatlpn changi ng step” nctu
rehaigimy a denti bleatk Iﬁfblh.félfi@@”@hf@ﬁné)cficﬁlt $8eARdsying a
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menory area owned by a service provider
SPeeM iMGNeaYi dnea i wHararatizen ishat basctherrd, ek pasefs @son
a.result of releasing a second nenory area owned by
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is to be changed and identification information
decrypting the allocated area size change package using the
key of the owner of the first memory area, and changing the
size of the second memory area by an amount specified by the
data block.

14. An information management method of managing a memory
space in a form in which the memory space is divided into
One or more memory areas,

the memory space including a first memory area owned by
an origina; owner and one or more second memory areas
divided from the first memory area owned by the ofiginal
owner and respectively allocated to one or more service
providers, each second memory area having identification
information assigned when the second memory area is divided
from the first memory area,

the method including the step of changing

identification information assigned to a second memory area




to which to change the current identification
information, in the formof an identification

i nformation change package encrypted using a key of
the owner of the first nenory area, decrypting the
identification information change package using the
key of the owner of the first menmory area, and
changi ng the identification information of the second
menory area to the identifygation information
specified by the data bl ock.

in accordance with a request issued by a service provider.

15. The information management method according to Claim
14, wherein the identification information changing step
includes changing identification information of a second
memory area owned by a service provider to identification
information that has been released as a result of releasing
& second memory area owned by another service provider.

16. The information management method according to Claim
14, further including the step of controlling access to each
memeory area in accordance with a corresponding key of a
service provider,

wherein the identification information changing step
includes receiving a data block including identification
information of a second memory area whose identification

information is to be changed and identification information

to which to change the current identification information,
in the form of an identification information change package
encrypted using a key of the owner of the first memory area,
decrypting the identification information change package
using the key of the owner of the first memory area, and
changing the identification information of the second memory
area to the identification information specified by the data

block.




