WO 2008/ 100264PCT/ US2007/ 010951 [0001] DI A TAL RI GHTS
MANAGEMENT USI NG TRUSTED PROCESSI NG TECHNI QUES

[ 0002] FI ELD OF | NVENTI ON [ 0003] The present invention
WeResaP2H rel ates to digital rights nmanagenefftl/¥i3p4yj010951
met hods in wirel ess comuni cati on networks. Mre
particularly, the present invention provides methods
for enhancing security, integrity, and trustworthiness

in s?/stems operat| in accordance wi th the Open
MO8l e Alli ancRl @@3@@ SMENE USING
[ 0004] BACKGROU WWEPMW syst em

speci fied by the OVA a consortl um of nobil e phone and
bfe manufacturers qu%@[a e providers. The
g@;qg’r:re is inmplemented on rrany nobi It?l\ghones and is
[0008hded fbe bpresemcl ipyentivi | genexsllye relapesowp ddigital o righits
DRM to t d C r of
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Weﬁl&ﬁ‘ly, [the® @ﬁe}s@‘fnﬂ@aﬁhﬂn @rmzd@hsassthddsﬁinemhanémg sbamity,
gﬁ emen oft digLtal. é’gge(:‘? for .content % n
8T yl’?n FrESEYSTInesY inf Sﬁﬁﬁrafg’lpgt’%%‘flo or el}t'eh
Mbile NligTh (OMjA9 DRM pédificatioght s obj ect. OVA DRM 1.0
specifies three nethods of delivery: Forward Lock
(which prevents the user from forwarding content to

gjdoq] users or devices) ,BmRomjﬁﬁ)el ivery (a corrbl ned
r ht s ob ect _and_nedi a obj and Se crl%ﬁ
L ot oThe (WA DUPACE B i pmocis

loﬂ%oimﬁn dgShekA phehd 23R8 | RvitEBhhnihaaferiBGidanfeBile Csbﬁme

such as ring tones or wall papers for_ phones. [0007 ].OVA

pravidery Thege is tmplemented 9o eany ranpilephwres 2pd dintapded to

PE RO Rpoif AR Be iR L fHia MR s PRER g Sofecs

Twhressionscofithe OMAMDRM have beerc mlmed:c@MHaERM b0sndOMA

@3‘?1‘? correspondi ng private key, and a certificate
12& ng this fact. Each rights object (RO is
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BelErerr Erward Lock (R PRGN (aeT G ey Aidhae cuptpntto
biher Bsah bﬁd@i’de@ﬁ Coﬁ\‘bgiéﬂﬂliliv@ﬁ] (ch&hlbﬁlt@ﬂ g{gﬁﬁ%}ect had media
co ri ses vari ous _Ssu rotocols. re e 0

elblete AdcSaRaERe d?ﬂiwre’afg&%%ﬁ FRhS by ﬁn‘i H&@-’f g e%dﬁf
OMA TRV 3064 ARigned 8 Haadlel Hh1REBed MmEGHRAUBfRt such as ring

delivery of ROs or refusal to deliver ROs, and joining
tanes pewellpapest fonpheress by the device. [0009] The

Egg}gbgg ngf)gﬁgﬁg? mﬁr%ﬁes%'drbxﬁé?ﬁi‘s &h@émﬂcbwq o delivBs

actor 1s an external entity
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[ 0012] Conmbi ned Delivery - A OVA DRM 1.0 nethod for
delivering protected content and the RO The RO and
the protected content are delivered together in a
wongBaoeet ity, the DRM nessage. [0013] Conf i d¥Sa7010951
- The property that information is not ,made avail able
or disclosed to unauthorized |nd|V|duaIs entities,_ or
digiteb signaturesh 1 Fhaomp e FKIOsEBPton and) idpaTiyFhegking
h
%ﬂﬁ 8 P of oM DAL st (G khat o the
MA@ avstean Rl using an appropriate protocol over

fidodpPpr o pbﬁ\% ?ﬁgﬁl @ fs& @pé&{g%ssp Qé'ttJrTgJ%ﬁ%Hlé( tﬂa@&@éether are

Interface e or emalaOJecs
{:mﬂxpeﬁrghwbjbas&cams(tmn)PmtotﬂéR@APD that mrrsgswmﬁub-

Aol oo AR ron AR bl  6Hiosand

A righets iseqeti (R néquebtity ROBRNspaymato délivecnol B®sairtrfusalato
one ted d Vi ce or.an unc necte vi,ce, but this
a? -]°ém£‘% ﬁ?‘é%ﬂ é{gﬁ% devite at ur e,
ﬂ)aoe}s a cmna Ello@ing gl Meca‘rthbe@aﬁmnaney defxudaint thd OMA
g)vi ce when it loses its capability to directly
rect to an RI. [0020] Devi ce Revocation - The

U0A6ESS OhctdP- Kh aefddiCat bierrall 8htity tﬂﬁt/ézﬁ'ﬁeé &Meb@é&er
trusted to acquire ROs. [0021] Device

094k at edBﬁ@hupéqus%nte Starpas - densiaripg R%Samd G?nfteweObJectS

%ﬁé)%ﬁ aioﬂiép |ldc§.t151§ Yeithl (H3Aa1AeiaRI o7 ti‘an@fe?ﬁﬁg Phent! BHEC BSthe
are able to share domain ROs. Devices in a

oogmphdeyicgr e a domai n key. A dommin is defined and

@ ?ﬂed b@foﬁﬂ 'D&l?@?:ﬁ]-%r@m tﬂﬂﬁ‘ti 6 If&thad Ao QLIELing

g ident K onmal n .
protected content and the RO. The RO and the protected content are delivered

together in a single entity, the DRM message.
[0013] Confidentiality - The property that information is not,made

available or disclosed to unauthorized individuals, entities, or processes.

(0014] Composite Object - A CO containing one or more media objects by
means of inclusion.

[0015] Connected Device - A device capable of directly connecting to an RI
using an appropriate protocol over an appropriate wide area transport/network
layer interface.

(0016} Content - One or more media objects.

[0017] Content Issuer (CI) - The entity making content available to the
DRM agent.

[0018] Content Provider - An entity that is either a CI or an RL

[0019] Device - A user equipment with a DRM agent. It can be either a

connected device or an unconnected device, but this distinction is contextual and



[0024] Domai n Key - A 128 bit symmetric ci pher key.

[ 0025] DRM Agent - The entity in the device that

manages perm ssions for nmedia objects on the device.
WwoomejdEM Cont ent - Media objects that are JSHSHAYEG010951
according to a set of permissions in an RO [0027] DRM
Time - A secure, non-user. changeable tine source. The

DRiAkle irenatae, ginca @ comrescfadiAevic Cam PecomsRratGIRRgsied device
Snﬂ;rlg&@ ilsYeapdility i direb@y cilectt8 9R I@ﬂ tered or

estroyed I n an unauthorized manner. [0029]Jagin Domnai n
{0028k pr oBewsice Bevosation - Theatroesshef aa Rldpdicating that g dgersis

LQPq%gg,}-%gytngg)gch@e o main - The process of an R

a non-" revoked device froma domain.
[mmn] MedDaviGbR@c tin-ROdetligiteddor apaiticulardevionhsyseans of the
8 ecst O 32] Network Service Provider - The entity
FOtASH 8¥vvork connectivity for a nobil e device.
[d@a3p] Per DbﬁﬁianA-seAOf daliceaswhich ave ablet fovshiare dombinddesl

fhe RI, over ont ent 034] RI
beferinadong SBre  Brae e A oReDe et 4ty EaillR ofan
R®035] Protected Content - Media Obj ects that are

23005, 1BomeidrRubSoy Foayase Resihcst the adiaiieey.

[0024] Domain Key - A 128 bit symmetric cipher key.

[0025] DRM Agent - The entity in the device that manages permissions for
media objects on the device.

[0026] DRM Content - Media objects that are consumed according to a set
of permissions in an RO.

{0027} DRM Time - A secure, non-user changeable time source. The DRM
time is in the UTC time format.

[0028] Integrity - The property that data has not been altered or destroyed
in an unauthorized manner.

(0029} Join Domain - The process of an RI including a device in a domain.
[0030] Leave (De-Join) Domain - The process of an Rl excluding a non-

revoked device from a domain.

[0031] Media Object - A digital work or a composite object.

[0032] Network Service Provider - The entity providing network
connectivity for a mobile device.

[0033] Permission - Actual usages or activities allowed by the RI over DRM
content.

[0034] Play - To create a transient, perceivable rendition of a resource.
[0035] Protected Content - Media objects that are consumed according toa

set of permissions in an RO.



[00361Restore - Transferring the protected content
and/or ROs from an external |ocation back to the
device from which they were backed up. [0037] Revoke -
WD omes®2@f decl aring a device or Rl certifi GETEISaeH7/010551
invalid. [0038]R ghts Issuer (RI) - An entity that

i ssues ROs to OVA DRM confornmant devices. [0039] Rl
@096k xt - Restprsr wbransferring the protastedsontems @ndfor ROs fgomy @p

Bkteﬁiﬁm u&gnwsa& Mﬁéd&%& ﬁ&ﬁ%&maﬁh%& %Q&QAcksw 9{3 as RI

certificate ch aln, version, gOH
81035} i nf Bevakei-Shocesnofideclaing exdevics on I:e@'b)ﬁpgtefae ﬁn\aihd

t t h
0SBEC.1 SRIEE TR b it by bl s, OMA DRM
Brrdbrmenit detio@401Ri ght s Qbj ect (RO - A collection of
t N t Whj. | i.nk
BB ORE AP b b bEonasit A i
Bioot-pasy R¢ERDAE)jon Pﬁotﬁn‘obtsﬂciﬂhs RDAD, B abltificatboshate Svergion,

L E5he a0 AR e mneor AR B30 fhad SABLTORR o 1A

iebdefilROpartidigatd hatall Yo protedR vethedROWPE s6i6y)i kBept the
initiates the ROAP. [0043] Statel ess Rights - ROs for

Regisationn PERLOS0te does not have to namintain state
[omagr mat i Rphtd @%éd(ﬁmtxﬁmec&mmﬁsﬁs drfdlotNéaEtRibube

device has to ex&cl citly maintain state information,

whichipge linked togire @ﬂw&teahd per mi ssi ons expressed in
{08210 CaR;dhes BB AGisHR 85t (RORPRA GAREAI! tHabehaAibs

of the foll'owm ng constraints or permssions Is
deensde resesit andegegnir@B@stfrom aniler val >, <count >,

TR o ORONR 5t oo AP oSG o

mcligking 4 ORI iat,i henerepeiveddoyt e devxine anitiates the REOAP.

BRAF os FaBHiEd, RS ol BRR el oS Bt o

inaéntainetatedhfoiimiationh.ed pr ot ect ed cont ent.

6] Uncgnnect.ed ] - Vi ce, abl g O.f
og4cL TS She e which b defich od tosmplfe
.;'ataﬂ{] m{rhﬁtﬂnm&h@cﬂie camrmﬂtsll @ﬁaﬂDA erfRIAE Teklk‘ﬂe&hséd in the RO
echnno ogy e , over r e exc an over
saty besgnferped ey : 1@50«%% Eﬁmr@mo?ﬁ%ﬁg ialp §°{1
M@&&ﬁ%@&:&f&emsﬁeefﬁmgﬁw R ErvERVddui®>, <t1med-count>

<datetime>, <accumulated> or <export>.

[0045] Super-Distribution - A mechanism that (1) allows a user fo
distribute protected content to other devices through potentially insecure
channels and (2) enables the user of that device to obtain an RO for the super-
distributed protected content.

{0046] Unconnected Device - A device that is capable of connecting to an RI
via a connected device using an appropriate protocol over a local connectivity
technology, e.g., OBEX over IrDA (object exchange over infrared), Bluetooth, or
Universal Serial Bus (USB). An unconnected device may support DRM Time.
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WO 2008/ 100264PCT/ US2007/ 010951 [0047] User - The human
user of a device. The user does not necessarily own

the device. [0048]Figure 1 is an overview of the
VEQUReIBMG936401VLA DRM 2. 0 functi onal archit ect JICE7USR7/010951
The architecture 100 consi sts of a DRM system 102, a
content provider 104 and 6. T DRM, syst em,
KOA7] ncl ulser kg byman user I"’l lf%FﬁMls@fﬁ gﬂ?ssm’ﬂ%cesﬁarﬂy
BEhLRE HevldeOr © 116, and renpvabl e media 118. The c 110
distributes protected content 122 and _the R

§1048} i but Biguze, 1 fgren pyervieneoifhresisting OMA DRM . %fl}qcse%‘
Lﬁfu@&%‘ﬁ e g‘hF QRhGRktuld 200 doRCHEoF ?)I@JI s}s]l:@m' I%Zaé:‘content

entity t Ivers DRM content 122. The
umdeeéoi.mdfaoxsmalo%’i‘he PEMrystane ﬂa%wlumsza Gblldb an RI 112,

B8 A 40, EMAAHR R e bt @l
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{122 a &AHN PhckARing SEFkhY DRIL bordenta 3200 ekt of iRGal2¢beéinel pre-
may only be used as specified by its associated RQ(s).
Bﬂ?‘ﬂﬁeﬁﬂnf@mmé’fﬂﬂ‘é“’%° BEUreR-ed with nore than one RO
Edgﬁgj; or e {1248 e%mt Bsshdrl¥Pemmikibas Al cohStrlints to

ys), and after thetine expiration a new RO woul d
the DRMdotand 122 end gendrates KAschd, Ap Bb1347is an Ml sdgeyment

##%eés?n%pér&ﬂés? S a‘ilr&tdohéltrﬁlpl?g a§s§c1 &3 RS Igli;l(/l(}{glmtent 122.

onsu 1 oNn en or cenent
R@atlémgomﬁ home MMasgeuent 1221mayribe gised; the DR candent 122

GAFRP B RipdRhiufoul B 8fcisRRFRLT 24 GRAGIMT B o Bled o oo

bpits essbcli&’d Rﬁ(sl. BRMieoniterd cogldibe msdociategl itk swse thanoheRO

s GEHP Re e R B Pt (e i o), SR Hig e

epiitivh alﬁe?iv RO wank be ﬁdected tp acdesctheictntentom

0B or < i LBRNT seant SR 1n 2o losiehl <Py Bietrip imaels B

Qa8 138i4mﬁbtﬁxs@npﬂ;w emfofrtebdeat :Blth&mmmﬁeéht 1R ItRADRM
roles, "rather than physical entities, in fhe 3\%’@}@3 for

agent Jidremahodign 2 trustedoeraappasnt oha rﬁile‘”c%’o"?ﬂde}’f't reg
g@%roﬂﬁg%e kAL SR C@RLIRRnts HHE DHM cditeft 190 6 thdusvRE,

a content distributor acting as both Cl and RI.

@mmwmsm nhagBBngtqmém&hﬁad@m(vbwh AR only peageesspd
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Repa2 gémalrytes the¢ BOeck2deThe €hA 18 Iaadl theagl b2 etabodyelp$ch1 roles,
separately or at the sane tine. \Wen they are
delivered at the sane tine, they are typically both
provided by the CI 110, with the RO and the content
enbedded in a DRM Content Format (DCF). [0054] An RO
124 is cryptographically bound to a specific DRM agent
114 by a set of keys, so only that specific DRM agent
114 can access it. The DRM content 122 can only be
accessed with a valid RO 124, so the content 122 can
be freely distributed or super-distributed. [0055] The
OVA DRM 2.0 allows one RO to be bound to a group of
DRM agents. Such a group is called a donmain. DRM
content and RGs distributed to a domain may be shared



[ 0056] The OVA DRM specifications define the format and
the protection nechanismfor DRM content (or the DCF),
the format (rights expression | anguage (REL)) and the
WO 20gt2dn nmechani smfor the RO, and the sed@&d{Usg007/010951
nodel for managenent of encryption keys. The OVA DRM
specifications also define how the DRM cont ent _and the

rthenthgn pbysial atiides; inthe systemiload on srarepley in agyleplpment,
%;5@6}1‘%%% 'érmﬁp %?é é\%&agé DEM dhient? Whhch( & pldtributédby a

push, MVB), "and stream ng.
mm@stnbh@rmm@bé‘duaméau ons do not address any

racti t DRM
(B8 B ROEAPEER AR thcBMM cofifeny faBmay b6 86
comberg B2 oainio be hssktwitiout he agspeiatesRQ l%\ﬂelrim)banlx broused

Fopabote 108 pRREFbRpCRld ARyt IR HERIRO o, THRAUA

DRMimakEs & lldgical aqﬂam@m off DRM doatdnd from BOst BBanmged

10 id f tects t t 1
ROS may byremnestod serrateiy of ngethors and “Re MY b Blvarsd
éiﬁr@c@l?to@ At e sametime.  Whey tHeghif deﬁmﬁem\the game time, they

T SR LS TR E i —

fod DRAECoRRhERbmiA4DaRY t he target DRM agent 114 The
RO 124 includes the perm ssions for the cgnte

[008#s act i Hn REhtR4 iR eryemﬂamlagqlbgbouaﬁ to gepesifi DRs,M agent 114
g,'r:] )ég%tsq %ﬁe &Ry ﬂpa[t%%eah@ @m aBER V1Al dafl hckdsS it Tha rmﬁ@

Xey, or RE I'tal signatures, and
tsmterd 188 cgm polytheaceess lﬂDRIVﬁh B} 1244 ao theeentephA 22 can 'be

. ted RO 124 are then
%8???%?%%&%0‘%%@%3&%‘82%9 114. [0060] 2. Push of DRM
[PO65lent [ T QM DRM 8:0redtowmeend R} ta hehduod ter @atur of DRM

Bt S8, TR oAl PR 68 o 00 Qb

dehiindnaywbd shardd snducesseel offfirsi bycddBRY qgen@dmkmgiﬂgetp that
Gorein; Bob Sfarmuot vt s anesiae, BRI copbertat Gt o B e

deajnﬁmﬁ-[[@)'A knowl edge of a user and a particular DRM

AT R A T
Fdstridth tfof‘tmwpbﬂﬂtel{t()@@ StheNDERY, Stheafoemat tgkds éx?pgessmn

and/or the RI 112 may have ngQ prior know edge about

lamguagecREdy) andithe mwcalgerﬂwcbﬂlsnbfar the RQand the; sepnrity
ﬁ’:h%hél m%aag&ﬂént o efle ﬁen &le}som REMAISEMt PeBfiOatioRW also

content 122 to en hem t o purchase the

definedrow, the AJEM sentent %ﬂh@ﬁ@&m@ fo deyjees using a

LK
A5t lad o hiink Gl ST PO U R Fr B pich
(WAR push, MMSk ent ktrearsing. Howeves,sbe OMADRYspetifieationg do not

e g BRF BRI A e il 4 BERRBRE O HOme

thlaesRXcij2ul | and the push use cases assune that the

GRLET, | DuPRSEAE AR St SO

oatA pened oapedficdtionam I n this case, the strean1|tself
is protected (encrypted). The exact format of the
encryption has been | eft out-@f the scope of OVA DRM
and can be chosen from existing encryption standards.
The streanms may be protected with encrypti on schenes
which are different fromthose specified by OVA for
downl oad, to address possible packet |oss, etc. After
the streamis encrypted, though, access to the stream
can be controlled through the sane procedure as
described earlier for discrete content. An ROis
generated, the stream encryption key is put in the RO
just like a CEK would be, and the RO is then
cryptographically bound to a DRM agent.




[ 0068] 4. Domai ns [ 0069] Donmai ns are an optional feature
and may not be supported by all Ris. Donains expand

t he basic nodel of the OVA DRM 2.0 where the ROs
WhWoM64r e bound to a specific DRM agent 11.’@””3?1’87’010951
allow an RI 112 to bind rights and CEKs to a group of
DRM agents instead of just a single DRMagent. Users
0898k hen Shar Bagkeulbmagdebnt ent 122 of f-1i ne between
@bbe;DRM qaﬁy&ssems%ﬂﬁeagta Qo 16a BBy BroWeRBith a Wb e, Al

é use the domai n concept to provide new services,

Fmg dhe ferms ﬁ@thaas@rrshass abe sllmdeét;ﬁ?seml Ppavests he
vt Ao Ry | = %Jg% V&;ﬂ@%&m 9% iPeM R g@gﬂg{]&e cbffent

unconnect ed’ ere users purchase th
agunirsion ke (CEKYThe devige capabilitidscen be dgtected upip adyertised

T T e
thiedaxpet DRM mul:v ab# d‘rhnﬁg) wélmrsl,udeswha peshissiohs %:' ??O%@t
PeniePipians %%@@Kyﬁ%@a e RB108 S P iatnerdeeady
éiﬁérﬂ)tibﬂl’(&duﬁgl hARA aicgRt AGREK) L digitﬂgumtures, and is

A GuBes Hhe ot B ﬁ?‘iP]fﬁiﬁf@\n Rarinieh Sha BRGHBcted

ROMTY 98é £hes delibéred 66 tHel DEMEERL 1BNSuUres that the RO
124 i s prot ecg gh fnﬁlican only be accessed by t he
[PR¢Unded RV Ayethet HEM coptenh” i f the RO 124 is stored

@béndevi s a@ﬁﬁn%mmgﬁ&a%wﬁﬁm%ﬁ%ﬂﬁ%ﬂym
state by the DRM i%ent 114 lim.ted nunber of

devippusing Myltimedia Messesing Serviee S, WA Push, 95 & fjmilar
S Rbydr) Proes Thirdia2E (RS +a1hti thi
IF%%% vgﬁl%ddlgtgrﬂr%c stri buti ol?l?)rOO?S] The DRM cont er?tns‘ﬁZ ®
wertate copied and transferred to other DRM agents 114,
er e DRM content 122 to a friend.
lﬁRgZ}frl en Iﬁ:ﬁg&g{‘ ﬂ; access the content 122, is
[0863in t o THeeCIRI10 khd/ovthe RI 112nikayi lavebert SRrivokinariedge of a

ackage to. a ' 74 [
ot AR RooskicREy L efhe e P BRI ARR 25 RO ppagen
w&aﬂﬁimsﬂiﬁdpddkegedlﬁl\ﬂammns for use on devices that
not M.conpl i but support sone ot her DRM
Eﬁé@ﬂani s%Th n%?ﬂ?ﬁé’?‘ghi tecture allows RIs 112 to,
[bﬁsﬁf]hey VinSthis @a42| €h6 Cmelrmi afj/aﬂtﬁwRI mm/lmeha‘@e #d 4riod
perfo onver si ons ific er
ngudedge pbotat tBe dserar dhelp ég%qtﬂﬁf*%ﬁ Ve teliger
c%ﬁ?enwg, 'ténaIIko e @8Ot prodlew tHe &ﬁﬁéﬂtflm w@;ﬁca Bhe8d/!
systens. [0076]8. Support_of unconnected devices

JuIcEp thacoajgnt IRsteas afnushing the RS cantent 2R direstly toarusgg
Al AL PRILA Y alRk3S HeHreRBw %PGHE%B&&B@&::%%&G Fbowing

purc ase and downl oad content 122 and . A user,

the link yill pake therugertio g epesificdpgatiorprd ey the mocgiw gentinues
[ cted device) that has no network

%ﬁﬁﬁé%?, ik ﬁ%ﬁ%‘?an OVA DRM conpl i ant nobil e device

[p@6@lonneck. ed Steamilg dfiXiMiantentt wor k connectivity.

067 aso T ERFRORTAE A EULF o et B BE e sopig

i€ gatleiped lidd dediveled oty entisdy.déitermativelpethes mntéﬂtanaynhy
wish to play the DRM content 122 on the unconnected
device. In this case, the DRWagent 114 on the
connected devi ce requests and downl oads a domai n RO
124 fromthe R 112. The DRM agent 114 on the
connected device then enbeds the domain RO 124 in the
DCF. The DCF can then be transferred to the
unconnect ed devi ce using an appropriate protocol over
a local connectivity technol ogy, e.g., Bluetooth or
USB. Both the connected device and unconnect ed device
nmust be OVA DRM conpliant to support this
functionality. Also, the unconnected devi ce nust

bel ong to the same domain as the connected device.




[ 0081] The basic steps for distributing DRM content can
be summarized as follows: [0082] 1. Content packaging.
Content is packaged in a secure content container

WUy 1004e DRM content is encrypted with a SRAHHERPY7E10951
cont ent encryptl on key (CEK). The content can be

pr epackaged content _packagi ng does not_have to

Raghstirednd delivered asistreamin tixcass, (Resiaamtseljs ppfected
BSEARGSTE ofe DOFE yE kS Y OB L 7 i
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interacts with, for the purposes of authentication. In
addition, the Certification Authority (CA) is not '
directly involved in transactions between princi pal
and the verifier. An Rl trusts a DRM agent to behave
correctly if the DRMagent's certificate is verifiable
by them and has not been revoked. Simlarly, a DRM
agent trusts an Rl to behave correctly if the RI's
certificate is verifiable by the DRM agent and has not
been revoked. [0088] The primary entities of the PM
as applied to the OAL DRM are the CM the devices, and




[0092] The foll ow ng describes the main aspects of QOVA
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ssnedommaiaragdhe cimepted devige.es. [ 0098] The information in
the certificate enables the RI to apply a policy based
on its business rules, the value of its content, etc.
o8k xanpbSeuridv afdl Trwst trust certai n manufacturers, or
it may keep an updated list of DRM agents that are
known to be trusted or not trsted according to sone
criteria defined by the Rl. WO
2008/ 100264PCT/ 1JS2007/ 010951 [ 0100] The DRM Cont ent
Format (DCF) is a secure content package for encrypted
content, with its own MM content type. In addition
to the encrypted content, it contains additiona
i nformati on such as content description (origina
content type, vendor, version, etc.), R uniform
resource identifier (URI) (a location where an RO nmay
be obtained), and so on. This additional infornmation
is not encrypted and may be presented to the user




[0102] The OVA DRM protects agai nst RO repl ay
protection attacks. An exanple of an RO repl ay attack

is where an internediary intercepts an ROwW th a
WO MOHE26unber of plays during delivery to FREUBR/010951
agent. Wen the rights expire on the DRM agent, the

i ntercepted RO nmight be deli epl ayed

EOPS%L t he T]PR %}l%wsawynmﬁ@ewﬁﬁlbgi%ﬁ%{> ﬁgﬂ%‘rﬁ“
%h'éﬁalf IR OEMI §dlifon MEHs to meet two security
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m.e the requtteipegt %@ﬁmﬁéﬁ(ﬂ@ fhﬁé@ﬁ@ﬁ@ﬁ% thgyise and
PR0MBioh Bf EledonBertt - andGhE SjCﬂ-} Jﬂ‘ﬂle%mﬁﬁso‘f cbﬁﬁuﬁ}piﬁaﬁﬂiynusmg a

rotocol for adeV|cet010|na omai n, hown in
EBMJ pgens thatomyynes protectzd sise of paakent EdREe %’PS’FBE‘&? of the

E eV| ce'to | eave a domain, as shown in Figure 6.

10] Figure 2 is aflowdlagramthe - pass
gl]st r at Tbasicstensdor digipibuting DM eanbent capbe spmiparized ag
% ge 202, an R 204, and an OCSP responder 206. The
evice 202 initiates (possibly upon receipt of a ROAP
[0082iger) 1.he Eonteatpackiaging: Gontent Beacknged tmalseryrecontent

i.ce 0 [

S 7 TR 2 M S0 ot
dryyptivnsey €CEK). iThetcentiehtitart liaq:ralpaa&ged,are lcantent pivkaging
P res 06)._a f
de ot e BepeR BBt e Tk Rero it w508 of Alinsogsof

iipiebooneateagaalthvaglk tids id fut a neﬁﬂirémémm the OtMm DBM.i ce

0 mes age |ntegr| r ec here is
(9559 gnatar o AsM et thdnutraBoS EDRM pfedts hags £ ppfaue
pvdtepubled k@y @&ﬁsmpa dertiRdabTerRy cdviifictitt Ghdludes additional
information such as device maker, device type, software version, serial numbers,
etc. This allows the CIs and the Rls to securely authenticate a DRM agent.
[0084] 3. RO generation. The RO contains the CEK, which ensures that
the DRM content cannot be used without an associated RQ. ROs are made up of

permissions (e.g., play, display, and execute) and constraints (e.g., play for a
month, display ten times). ROs may also include constraints that require a

certain user to be present {e.g., determined by a user identity) when the content
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or Optional INotes 1  Version Mandatory <mgj or.m nor>
representation of the highest ROAP versi on nunber
supported by ROAP. This value is 1.0 for OVA DRM v2. 0.
wihmogimoisse has to support all versions incl BETRG08FHL095L
prior to the version specified. Device |ID Mandatory -

Current] the only ID defined, is he
BrAgcegERs: ddeee W%ﬂ%@ﬂ R ALY nga@lrﬁp%degr@aaﬁl?fl
dhiBo &y fithé @8 @. R?mghﬁ; Do RIS BaphSpieBditbd afle user.

Encodi ng Rul es encoded Subj ect Pub I cKeyl nfo

@Qlﬁfi}o nent4.i n Rtorgtegiien: Before ﬂ?h"@ﬁ‘flé the RO, sengitivanprtigns of
ﬁ% H@(sgﬁﬁé Rk ©HI6YTe eyl Wwﬁe T it LARrf AR (IEK), and

ese I c keys an respondi ng devi cé

tlthRO Butbpn ctyptogtapficallyrhomndbe thertarget MRM agenisThis ensures

L RRRORE ey W g RESE, i , RICOCRIGHRE i prv

abatint da additior] theRdigithllysigne the R@él‘lw Rf0 rlsb gowerns access to

BBrohds Gty R 1 GER 2% FR, PRIl Papregsion

méuﬁge (ml-)tdib@clﬂ&pﬂblsbmtayt (KMISW&BmE.ﬁﬂﬁS’ﬁ;'tpeﬁﬂlsanﬁ hed
ext t
BBFEPPEC AT e ot 0q 10 DU cOMBRE An. RO JS S o, prve

doBtint @y i s done by the Peer Key ldentifier extension

08861 {1y e poRelvey TheRBaRdcbe HER o b debfeffo the

t% DR Bg&ntFinkR botk itk s ARSHRBRNLY sbhiRe ‘iﬁé’y&ﬁb%%hvered
ep 212 whi ch contains_infornmation such_as

wn%a%sé transnosimechanisi (R-8-o T TR/ W, SPh‘é’ArPo?hﬁbo#Vﬂ‘éﬁ) h“|he RO
cfhe DOTEan e AeliverbLlopbtBer, ) lih 2 MIMEY mBHIJAPS AR YTREN

sessi on nunbers, and ot her optional Informtlon
?adﬂhva@dtshnariatﬁbbr mati on on the trust chain about the

ce t r
O,  le A BRI A ROt o Maishiges
infrastroétutd (@KI) fnherebyitlere iare groepRif pHakipelsreesieypandone or
:hﬂ‘rteea%tflé:}ém%gﬁ g&t&mnhes recognized and trusted by both. A single entity

can play both as a principal and a verifier depending on the needs of the context

and solutions chosen. The PKI enables a verifier to authenticate the identity and
other attributes of a principal when they communicate over an open, unsecured
network. In such a system, typically, the verifier does not have to maintain any
sensitive information about the principals it interacts with, for the purposes of
" authentication. In addition, the Certification Authority (CA) is not directly
involved in transactions between principal and the verifier. An RI trusts a DRM
agent to behave correctly if the DRM agent’s certificate is verifiable by the RI and
has not been revoked. Similarly, a DRM agent trusts an RI to behave correctly if
the RI's certificate is verifiable by the DRM agent and has not been revoked.

{0088} The primary entities of the PKI as applied to the OMA DRM are the
CAs, the devices, and the Rls. The authentication and key transfer protocols of
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Table 2. Format of the RI Hell o nessage ROAP- RI

Hel |l o Not es Paraneter Status =1 Status not
"Success" "Success' Status Mandat ory' Mandat ory
womog o whet her the Device Hell o message REREBI0AY010951
was successful or not. Session |ID Mandatory -

the OMA DRM require the RI to be able to authenticate the device and the device
to be able to authenticate the RI. Such mutual authentication is accomplished by
the ROAP. ) .

[0089] In addition, devices are assumed to be provisioned (either at
manufacturing time or later) with device public and private keys and associated
certificates signed by an appropriate CA. Based on the certificate preférences
expressed by the RI, the device has to provide an appropriate certificate. Devices
are required to store the private keys in local storage with integrity and
confidentiality protection.

[0080] The Rls are also provided with public keys, private keys, and
certificates signed by a CA. The certificate chain (a chain of multiple certificates
including the certificate of the public key owner signed by one CA anci Z€To or
more additional certificates of CAs signed by other CAs) is presented to the
device at the time of the authentication protocol for validation of the certificate
chain of trust.

[0091] It is noted that multiple CAs may exist in the DRM system. The
ROAP protocol requires that the CA signing the RI certificates runs an Online
Certification Status Protocol (OCSP) responder for use during the execution of
the protocol. The CAs are also required to define the appropriate certificate
policies to govern the use of the issued certificates.

[0092] The following describes the main aspects of OMA DRM security.
[0093] 1. Confidentiality, which ensures that data is not accessible by
an unauthorized party. As stated above, the protected content must only be
accessible by properly authenticated and authorized DRM agents. To achieve this
goal, protected content is encrypted. Encryption keys are unique to each media
object, and ROs carry the encryption keys wrapped in keys only accessible by the
intended recipients.

[0094] 2. Authentication, which is the process by which a party
identifies itself to another party. In the OMA DRM, mutual DRM agent and RI
authentication is achieved in the 4-pass Registration Protocol, the 2-pass RO
Acquisition Protocol, and the 2-pass Join Domain protocol. Depending on the
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Protocol session ID set by the RI. Sel ected Version
Mandat ory - M ni num of (device suggested ROAP versi on,
hi ghest Rl supported ROAP version). R | D Mandatory -
Wﬂ?%“%‘r‘??%ﬂcurrently defined 1D is the hash of€ pﬂgzogjlmgm
publ ic key information, as appearing in the R's

tific

e
d:gﬂlydié‘mﬁﬁ%mm noh@s lor toANBmE Gtaisps. i Thes ubamaamcqa@eﬁbn
b S R SRS AR T o e BRI S  S50L
stamp. It does not authenticate the DRM agent to the RI, but due to the prot.ected
‘content being wrapped with the recipienf’s public key, authentication is done
indirectly through key binding. The 2-pass Leave Domain Protocol authenticates
the DRM agent to the RI through the digital signature on a time stamp. It does
not authenticate the RI to the DRM agent. RIs are required to authenticate
themselves to the DRM agent during delivery of ROs. This provides some level of
assurance about the authenticity of the RI.

[0095] = 3. Data Integrity Protection ensures the ability to detect
unauthorized modification of data. In the OMA DRM, data integrity protection,
when applicable, is achieved through digital signatures on ROAP messages and
ROs. ‘
[0096] 4, Key Confirmation ensures the recipient of a message
containing a protected key that the message sender knows the key value. In the
DRM context, this property protects against unauthorized re-issuance of ROs
from one RI by another. In the OMA DRM system, key confirmation is achieved
through a medium access control (MAC) over the protected key and the sending
party’s identity by using parts of the protected key as the MAC key.

[0097] The DRM agent has to be trusted by the RI, both in terms of correct
behavior and in terms of a secure implementation. In the OMA DRM, each DRM
agent is provisioned with a unique key pair and an associated certificate,
identifying the DRM agent and certifying the binding between the agent and this
key pair. This allows Rls to securely authenticate the DRM agent using standard
PKI procedures. '

[0098] The information in the certificate enables the RI to apply a policy
based on its business rules, the value of its content, etc. For example, an RI may
trust certain manufacturers, or it may keep an updated list of DRM agents that
are known to be trusted or not trusted according to some criteria defined by the
RL -
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- Listofdevicetrustanchors recognized by the RI. It is
not sent if the R already has a device certificate or
ot herwi se can trust the device. Server Info ti onal
WO 2008599964/t eser ver - speci fi ¢ information that P&ES?&%W&%I
| ater nmust return unchanged in the Registration
uest message. The device nust. not try to interpret

R
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Including this, the RI requests the device to return

cantenb dt enpéains pedifinnalinfarmation sueh as sentertedescrinfing (original
‘F%%i%f 6%93&85 SRR e&?ﬂ'fflt ARFdef) Qqa?dr?iﬁ? QORD (a

n suctessful verification of the information
lowuioawhete amROmaayrie obitdined) raasisa ge, Thisiadditienal inforymtion is
sen i | tre ;
Ry TR0l Plae s TETRRR oS R ikl e
CEKweeeded $sunlock the DRM cententinsites BCHrisiconprinesraithin the RO.

i.nf ti h P fi .ahai
TieniirE poP Boditie oo eofhe Sl ohfedh it Phe OB hTDRM
cghﬁs_nﬁ I@ﬁ]ﬂta_tﬂyOf)ethml Regpesifiedtin dhe quuamt OEs DR)E tincTillrhes a
egl SIra on e nme age..cont al. Nns a | .

meaniglging a0 ENAERP LI rerieY o4 Lok OF 8 BCE, Kifterting,
dsg;amwmdtﬂ&etf .i&r}b’fﬂh@ cozE]tht b &R unaiithotifedRintin4 up to the

C30: el Wy LAysten Ghspen SR enes ALDBNL (e pthe
1)L dgelif S Siserd te hbEalill €4 Qﬁn?& thd ORFeEIMS! 4 flebRdhism is

Request nmessage up to (and excluding) the Signature
defiaediby Which thie IR time g%bwembgow&galﬂs thecipp geld by an
oEsp & ponddh SRHE cdtBVairtd . & SL G D Bintl BhiRhind) IRAVAII &5

provi B Sone | nt egrity protection of the associated
sPDARspestsefghs deliedsy pratocat firriPs, sely ondh@BRM agentihaying a
s&qﬂ'u; Sihe 05382 95RM time in the context of the OMA DRM specifications

means an accurate time as well as a time value that is not changeable by users.
The OMA DRM specifications provide mechanisms for the DRM time to be
synchronized when necessary, e.g., if the DRM time is lost after a prolonged

power failure. Some limited-capability unconnected devices may not support a
real time clock and hence may not support DRM t{ime. Connected devices,
however, must support DRM time.

[0102] The OMA DRM protects against RO replay protection attacks. An
example of an RO replay attack is where an intermediary intercepts an RO with
a limited number of plays during delivery to the DRM agent. When the rights
expire on the DRM agent, the intercepted RO might be delivered again (replayed)
from the intermediary. The OMA DRM prevents this and similar attacks from

oceurring.
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Par anet er Regi stration Request Notes Session ID
Mandat ory Sane as the session IDin the Rl Hello
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BRI RS i S5 s et
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certificate. The cerf{ificate chain is present unless
assumey trapIpog IRYRr S8 ¥ 0Nt ai ned the Peer Key Identifier

[0X04NSi ONMTIRIROAPSINA 4'GenitAe PattfinaHe UMA DBM 20 inWilowing

device's current certificate. If the R indicated

sepwre; aytheniatiopbrsdarchange st infumptionmearling BOs Jhe RQAP
lahezi(é haﬁ@ b Gl sfdtedF DENE s&ﬁ&&* biotebR bme&mim and a

chai ns back to one of the trust anchors
DRM agentih devitee TRe profecet swite @rtaips spyeral suk-prytedolsal

1516‘%1 Ofl R trygl 4 ?&Qﬁf&o&ﬁg&%@éﬂ%ﬁ?pﬁ ddvecedfivh G8-RT bis

i ndi cat at t ee to choose ahy
smewhuﬁleIreZ Server Info
{0106] 2. The 2-pass RO acquisition protocol includes the request and
delivery of an RO, as shown in Figure 3.
[0107] 3. The 1-pass RO acquisition protocol relates to the delivery of
an RO from an RI to a device (e.g., messaging/push), as shown in Figure 4.
[0108} 4. The 2-pass join domain protocol for a device to join a domain,

as shown in Figure 5. ,

[0109] 5. The 2-pass leave domain protocol for a device to leave a
domain, as shown in Figure 6.

[0110] Figure 2 is a flow diagram the 4-pass registration protocol 200. The
protocol 200 utilizes a device 202, an RI 204, and an OCSP responder 206. The
device 202 initiates (possibly upon receipt of a ROAP trigger) the contact with the
RI 204 by sending a Device Hello message (step 210), which confains information
such as the device ID (a hash of a device’s certificate that the RI 204 can later
check with the OCSP responder 206) and other information. Table 1 illustrates
the main components in the Device Hello message. None of the information in the

Device Hello message is integrity protected, i.e., there is no signature for the

message.
Table 1. Format of the Device Hello message
Mandatory
Parameter or Optional | Notes
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information such as the RI’s certificate credentials (in the form of an RIID), some
session related (anti-reply-purpose) nonces and session numbers, and other
optional information such as the information on the trust chain about the device
that the RI 204 recognizes. Table 2 illustrates the format of the RI Hello
message. It is noted that none of the information in the RI Hello message is

integrity protected.

Table 2. Format of the RI Hello message

ROAP-RI Hello

Status =
“Success”

Status not Notes

Parameter “Syuceess”
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Status not "Success" Status Mandatory' Mandat ory

I ndi cates whether the Device Hell o nessage handl i ng
was successful or not. Session |ID Mandatory Wﬁ%%
WO 2893500764 session ID set by the R. Selected? gp10es1
l\/andatory - The m ni mum of (deV| ce suggest ed ROAP

; ghest—R StPPo I
andat ory - ogll% Chlr e t “’8 Bhéne‘fl%ef;u?zla%1
of t %"“ﬁ ' pio P%‘hh 8PP ARG T R
1 tifi-cae- t Rolee—RtH-t--pl-e—eys
hSesaionrﬁqu Mazdatory nnl %..an lﬂmtpcolﬁwgﬁ@ﬁ he RIL.
Selected Minimum of (device suggested
Version Mandatory - ROAP  version, highest RI

supported ROAP version).
The only currently defined ID is the
hash of the RI’s public key
information, as appearing in the
RI's certificate. If the RI holds
multiple keys, the RI must select
only one key.

Selected Cryptographic algorithms to use in
Algorithm subsequent ROAP interactions.

RI Nonce [Mandatory - A random nonce sent by the RI.
List of device trust anchors
recognized by the RI. It is not sent

RIID [Mandatory -

Optional -

Tl:jﬁﬁg;ii;;ce' Optional - if the RI already has a device
certificate or otherwise can trust
the device,

<=512 byte server-specific
information that the device later
must return unchanged in the
Registration Request message, The
device must not try to interpret this
information.

Peer Key Identifier, Certificate
Caching, Device Details: by
including this, the RI requests the
Extensions | Optional - device to return device-specific
information (manufacturer, model,
etc.) in a subsequent Registration
Request message.

Server Info | Optional -

[0112] Upon successful verification of the iﬁformation contained in the RI
Hello message, the device 202 sends a Registration Request message (step 214)
that includes mandatory information such as the request time, session ID, and a
signature and optional information such as a certificate chain, trusted RI
authority anchor, extensions, etec. Table 3 illustrates the format of the
Registration Request message. The Registration Request message contains, atits
tail end, a digital signature of all the messages exchanged between the device
-17-



Mandat ory - Cryptographicalgorithns to use in
subsequent ROAP interactions. R Nonce Mandatory- A

random nonce sent by the RI. Trusted devi ce
waupdsapizsd es Qptional - List of device trust PEHESRGIT10951
recognized by the RI. It is not sent if the R already

has a device certificate or otherwi se can trust the

298 \AdlethesBl 2B um ety Bigpatire-fiekd dn thp Registration Kequest
mEENR, 1.8 Paelehlife DA HAIJ xﬁébsh lkhd dftire RY Heflo hitkalge Al

return unchanged in the Re rati on Request nessage.

thee diedftsy pfc thenRegistration Reques | m@@se atr thiland ﬁ?‘é‘\“ﬁﬁ@l e
é%é&a%ﬂfé' £418. 'EBE 'dﬁb%aah signature is made using the device’s private key.

Including the digital signature provides some integrity protection of the

associated ROAP messages.

Table 3. Format of the Registration Request message

Registration
Request Notes
Same as the session ID in the RI Hello
Session ID | Mandatory | message. If not the same, then the RI
terminates the registration protocol.

Device Nonce | Mandatory | A nonce chosen by the device.

The current DRM time as measured by the
device.

A certificate chain includes the device’s
certificate but not the root certificate. The
certificate chain is present unless the RI Hello
message contained the Peer Key Identifier
extension and its value identified the key in
the device’s current certificate. If the RI
indicated trust anchor preferences in the RI
Hello message, the device must select a device
certificate and chain which chains back to one
of the trust anchors indicated by the RI.

List of RI trust anchors recognized by the
Optional | device. If empty, it indicates that the RI is
free to choose any certificate.

Only (must be) present if a Server Info
parameter was present in the RI Hello
message. If present, this field must be the
same as in the RI Hello message.

Peer Key Identifier; No OCSP Response;
Extensions Optional | OCSP Responder Key Identifier; Device
Details (manufacturer, model, version).

An SHA-1 hash of data sent so far in the
Signature | Mandatory | protocol, excluding this Signature element.
Made using the device's private key.

Parameter

Request Time | Mandatory

Certificate

Chain Optional

Trusted RI
Authorities

Server Info Optional

-18-



Peer Key ldentifier, Certificate Caching, Device
Details: by including this, the RI requests the device
to return device-specific information (nmanufacturer,
wioomded/ 0036 t he subsequent Regi strati on Requef€THEHEHEAIS!
Signature Mandatory - SHA-1 has of the Registration

Re uest nessage and the Registrat] Response ssa e
| udi ﬁ@?ﬁ%@@ﬂ%ﬁ%@éﬂ%@%ﬂa rﬁ@twﬁénﬁ} @Re
tﬁﬁi GBSP vERHeatiohd Aotldebddyars o3 sﬁﬁpo@teﬁl &wmlz@@ E&Bs@h Gd:B‘P

2- pass Acqui si tion Protocol 300. The protocal 300

Ragupstreessagedo MGSP Respoader 30§4strp 2&@40 regygstygEfeation of
ol bl o (3 B0 bO I UM, HPODIP FRgHthder
2_96rlb0HS| mzatlg mfmmatlabomtthe reguB$t Bessagd breafeypotooverdfp ghe
iofiia i o fAERiAGH, O8P ieshehsh BMERE B F1b) LBl A

rEtul%Oﬁth@reqaqu;est the RO (step 310). Table 5 shows, the

B o RSP R P R Mg

age
(§tep 2R0NWhigh tidvduds agriadicador éfethdjher Megm&aﬁ&mwaatucoéssﬁﬂ

el ERL o1 S RIS D T T e
HeistrA10d RebpiiBe dRYdaze. THARyishrakion Response message contains, at
its tail end, an SHA-1 hash of the Registration Request message and the
Registration Response message (up to and excluding the Signature field). This
digital signature is made using the RI's private key. Including the digital
signature provides some integrity protection of the associated ROAP messages. It
is noted that while the SHA-1 hash is used for the digital signature, any suitable
algorithm for applying the digital signature could be used.

Table 4. Format of the Registration Response message

Registration Response
Parameter| giatus = [Status not Notes
“Success” | “Success”
Indicates whether the Device Hello
Status iMandatory'Mandatory message handling was successful or not.
Session ID|Mandatory - The protocol session ID set by the RI.
Selected The minimum of (device suggested ROAP
Versi [Mandatory - version, highest RI supported ROAP
ersion .
version).
The only currently defined ID is the hash
of the RI's public key information, as
RIID [Mandatory - appearing in the RI’s certificate. If the RI
holds multiple keys, the RI must select
only one key.
Selected Cryptographic algorithms to use in
Algorithm [Mandatory ) subsequent ROAP interactions.
RI Nonce [Mandatory] - A random nonce sent by the RI.
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0 When present, identifies the domain. Rl ID M

Aut horizing RI I D Sane value as in the Registration
Response nessage. Devi ce Nonce M A nonce chosen by
VE200/190264 Request Tinme M The current DRM Ti RET/US0YIEP51
by the device. ROInfo MIDs of the requested RQ(s),

and alsq an optional hash of the DCE |ithe dewice
|pq\§,§&§§ s the DJF. Cert | filtbaf devispdrvstanchare resaprized ohe
RI g&@at exb gi&;yflc at es t hptthe RE Ihisyot sentibtheid alreadyhag |
A6 HLhitiedat © | NT dr nat | on) aexice cerifigete or phemeisp o Grust
ceriitidate, Extlensions] the device.

<=512 hyte server-specific information
. that the device later must return
|[Server Info] Optional - unchanged in the Registration Request
message. The device must not try to
interpret this information.

Peer Key Identifier, Certificate Caching,
Device Details: by including this, the RI
requests the device to return device-
specific information (manufacturer,
model) in the subsequent Registration
Request message.

SHA-1 has of the Registration Request
message and the Registration Response
message (excluding the Signature field),
using the RI’s private key.

Extensions| Optional -

Signature [Mandatory] -

{0115} Figure 3 is a flow diagram of the é—pass RO Acquisition Protocol
300. The protocol 300 utilizes the device 202 and the RI 204, and operates after
the 4-pass Registration Protocol 200 has been completed and the device 202 has
received a valid certificate chain about the RI 204. The protocol 300 is used by
the device 202 to request an RO from the RI 204, The device 202 sends an RO
Request message to the RI 204 to request the RO (step 310). Table 5§ shows the
format of the RO Request message. The RO Request message contains a digital
signature of the message (excluding the signature field).

Table 5. Format of the RO Request message

ROAP-RO

Parameter _Request | Notes
Mandatory
/ Optional

Device ID M Identifies the requesting device.

Domain ID O When present, identifies the domain.

RIID M Autporizi-ng RI ID. Same value as in the
Registration Response message.
Device Nonce M A nonce chosen by device.
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O Peer Key ldentifier; No OCSP Response; OCSP
Responder Key ldentifier; Transaction ID Signature M
An SHA-1 hash of the RO Request message W thout the

wWEi20apese el ement. [0116) The R 204, in r eBpuHPa0YHQ09S]
t he request nessage, sends an RO Response nessage to

% (ef ebh—371 ’)\ The RO +espons
Reguestdlime) i

guyeent DRM Time s sepn
V\nﬁb I;%ot he s]gf(;t . [Dslcfthaigpe@ed ROGS), arvbaléoameptionial
5pon ngshahaf tHHRCRA tRe dpdcegmssessesdbe DCEN
SUCCGSSf ul state Jagént @08isatHaSRE cttext! midicatedniblatitBe
ificafealy SHA- 1 H
t h&brm Refponse ne

agdvi@hak TBe RR-La0p Qstifitie SEaen A
Eseassorsu

Sﬁﬁgﬁn%mwﬁé &@née@%eﬁifgﬁ@é ur e fl el q.

cces® 2-H

An SHA-1 hash of the RO Request message

M without the Signature element.

Signature

[0116] The RI 204, in response to the request message, sends an RO
Response message to the device 202 (step 312). The RO response message
includes an RO or includes an indication that an RO will not be sent.

[0117]
Response message, in successful state case, contains a digital signature that is an
SHA-1 hash of the RO Request message and the RO Response message excluding

the Signature field.

Table 6 shows the format of the RO response message. The RO

Table 6. Format of the RO Response message

Parameter |2-Pass| 2-Pass Notes
Success| not
Success
Status M M Indicates if the request was handled
successfully or not.
Device ID M - Identifies the requesting device, in the
same way as in the Device Hello message.
This value must be the same as in RO
Request message. Must terminate if not.
RIID M - Identifies the RI and must equal the RI
. | ID in the RO Request message.
Device Nonce | M - Must have the same value as in the RO
Request message.
Protected ROs| M - ROs in which sensitive information (such
as CEKs) are encrypted.
Certificate 0 - Same as in the Registration Response
Chain message.
OCSP 0 - Complete set of OCSP responses for the
Response RP’s certificate chain.
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Indicates if the request was handl ed successfully or
not. Device ID M- Identifies the requesting device,

in the sane way as in the Device Hello ness

WPAC0R810PAG4t be the same as in RO Request nesggﬂgsmm?”l
termnate if not, RI IDM- Identifies the Rl and nust

. _the B D in-the RO X
\Ioﬁ%f@m?j@ns Mus© have -t hel Brangaciion Jdenfifier ﬁﬁt@ﬁ"ﬁ@h" RI
Request meskage. |Prot ecl f@d’T‘RGﬂe‘me eﬁ%w}thwmnfm'
censitive ibnfornmdtion (ki

Ce Sigrfatwmt ] Chai ] 0 - Fodme %HAfhhah ﬁeghestRQtt

Response negsage. message and the RO Response message
(without this Signature field) using the
RPF’s private key.
[0118] Figure 4 is a flow diagram of the 1-pass RO Acquisition Protocol

400. The protocol 400 utilizes the device 202 and the RI 204. In the protocol 400,
the RI 204 unilaterally sends, without request by the device 202, an RO response
message to the device 202 (step 410) including the RO. The protocol 400 applies
to the push use cases, for example. Table 7 shows the format of the RO Response

message.
Table 7. Format of the RO Response message
Parameter| 1-Pass Notes
Status M Indicates if the request was handled successfully or not.
Device 1D M Identifies the requesting device, in the same way as in
the Device Hello message. This value must be the same
as in the RO Request message. Must terminate if not.
RIID M Identifies the RI and must equal the stored RI ID.
Device - Must have same value as in the RO Request message.
Nonce
Protected M ROs in which sensitive information (such as CEKs) are
ROs encrypted.
Certificate 0 Same as in the Registration Response message.
Chain
OCSP M Complete set of OCSP responses for the RI’s certificate
Response chain.
Extensions 0 Transaction Identifier that allows RI to provide the
device with information for tracking transactions.
Signature M An SHA-1 hash of the RO Response message without
this Signature field. The RI’s private key is used to
generate this Signature.

[0119] Figure 5 is a flow diagram of the 2-pass Join Domain Protocol 500.
The protocol 500 utilizes the device 202 and the RI 204, When the device 202

wants to join a domain, the device 202 sends a Join Domain Request message to
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OCSP Response 0 -
the RI's certificate chain.
Transaction ldentifier that allows the R
WOHeosgieeZsee with i nformation for tracking trBAEHBPIIHYSI

Conpl ete set of OCSP responses for

Ext ensions O -
to provide

Si gnature M- An SHA-1 hash of the RO Request nessage
t he RO ResE'ane nessa

the BT 3% (6sp3a0k

W t hout t hi a
e RI 204 evaluates the (request and sen&s a im? B e

Response message to the device 202 (step 512). Table 8 shows the format of the

Join Domain Request message and Table 9 shows the format of the Join Domain

Response message.

Table 8. Format of the Join Domain Request Message

Parameter | Mandatory Notes
or Optional
Device ID M Identifies the requesting device. This value
must be the same as the stored value from the
Registration Response message.
RIID M Identifies the RI and must equal the stored RI
ID from the Registration Response message.
Device Nonce M Nonce chosen by the device.
Request Time M Current DRM Time, as seen by the device.
Unconnected Devices that do not suppert DRM
Time MUST use the value “Undefined” here.
Domain M Identifies the Domain the device wishes to join.
Identifier
Certificate o This parameter is sent unless Certificate
Chain Caching is indicated in the RI Context with
this RI. When present, the parameter value
shall be as described for the Certificate Chain
parameter in the Registration Response
message.
Extensions O Includes extensions Peer Key Identifier, No
OCSP Response, OCSP Responder Key
Identifier, and Hash Chain Support.
Signature M An SHA-1 hash of the Join Domain Request

message (without this Signature field) using
the device’s private key.

Table 9. Format of the Join Domain Response Message

Parameter |Status |Statusis Notes
= NOT
Success| Success
Status M M Indicates if the request was handled
successfully or not.
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Ri's private key. [0118]Figure 4 is a flow diagram of
the 1-pass RO Acquisition Protocol 400. The protocol
400 utilizes the device 202 and the RI 204. In the

WO Bom064400, the Rl 204 unilaterally sendsPCRUSHOUR10951

request by the device 202, an RO response nessage to
he device 202 (step 410) including the RO The

br DayieeID40D abpl|i es- t o] Identifies Hhasreauesting devige. The
pxanpl e. Tapl e 7 {shows | vadué tetmmeddiere masim the spon ge
ressage. Tapl e 7.| For ma}inofoiphidorr@inRBeqisat anaseagsidat
Par anet er 1} Pass |Not es Birigigeredthiswéepoases i f the
equBRBID was| handlled sucf®hetaluk yetaenetdoere Deust equdlBhé/
dentifies | he rgquesti nBI IRvéntdy thodétice indhe preeyding
n the Devifte Hel{l o nmespigs Dohtdi®s Réghdse ebe the
> PEbice Nohbk n% RP REQUEFMUEE 12edKhe e VERE ARHE th
ot . R 1D M I'derfti fi es| LheedRhe f536 DEHSEn REREE théi@age.
Pt ol P- .Y CC. O[WHis parameter carries Domain keys
(encrypted using Device’s public key) as
well as information about the maximum
lifetime of the Domain. Devices may use a
shorter lifetime than suggested by the RIL.
Certificate 0 - This parameter MUST be present unless
Chain a preceding ROAP Join Domain Request
message contained the Peer Key Identifier
extension, the extension was not ignored
by the RI, and its value identified the RI’s
current key. When present, the value of a
Certificate Chain parameter shall be as
described for the Certificate Chain
parameter of the Registration Response

message.
OCSP 0O - A complete set of valid OCSP responses
Response for the RI's certificate chain.
Extensions (o) - Currently only one extension is defined

for the Join Domain Response message. It
is Hash Chain Support. When this
extension is present it indicates that the
RI is using the technique of generation
Domain Xeys through hash chains
described in the Domain Section. The RI
MUST NOT include this extension in the
Join Domain Response unless the same
extension was received in the preceding

Join Domain Request.

Signature M - An SHA-1 hash of the Join Domain
Response message excluding the
signature field itself.

[0120] Figure 6 is a flow diagram of the 2-pass Leave Domain Protocol 600.

The protocol 600 utilizes the device 202 and the RI 204. When the device 202
wants to leave a domain, the device 202 sends a Leave Domain Request message
24.



Must have sane value as in the RO Request nessage.
Protected ROs M RGs in which sensitive information
(such as CEKs) are encrypted. Certificate Chain 0 Same
wWa00810026¢ Regi strati on Response nessage. OCBPU/FE4H A1
M Conpl ete set of OCSP responses for the RI's
certificate chain. Extensions O Transaction ldentifier

tp ke REPPO (P10 oThe Bl 2Rt evaluatee She eeaRptipodieBina Leate
Dithaih TGkoMRE héBRsAEd iHFevice BPALIepB 1), AAubRfe khivas the

of the Res%gnsg message W thout this Signature
formestof therfeeary Demgin Bequestaagssage andTahle 1} ehmysihe farmag of
t5h 90 e Sinaih Hel Jdsk HisEagse. | S @ flow diagram of the

g- passe J%?Erll Dong‘%r? Pr gt oggol 500. The protocol 500
utilizes the device 202 and the RI 204. Wen the

devi ce n IOl PR [ 202
sends a@%? Q@Dg‘ﬁ%nﬁ% d&gﬁg%%%vg mes sdgng e to o Rlhieize

Parameter | Mandatory Notes
or Optional
Device ID M Identifies the requesting device. This value
must be the stored value from the Registration
Response message.
RIID M Identifies the RI and must equal stored RI ID

from the Registration Response message.

Device Nonce M Nonce chosen by the device.
Request Time M Current DRM Time, as seen by the device.
Unconnected Devices that do not support DRM
Time MUST use the value “Undefined” here.
Domain M Identifies the Domain the device wishes to
Identifier leave.
Certificate 0 This parameter is sent unless Certificate
Chain Caching is indicated in the RI Context with
this RI. When present, the parameter value
shall be as described for the Certificate Chain
parameter in the Registration Response
message,
Extensions (8] The Not a Domain Member extension is

currently defined for Leave Domain Request
message. Presence of this extension indicates
to the RI that the device does not consider
itself a member of this Domain (even though it
is sending a request for the Rl to remove it
from the Domain). This could happen, for
example, if the device already has left the
Domain, but receives a new trigger to leave it
(perhaps because the RI never received the
previous ROAP leave Domain Request
message). This extension MUST be included in
the request if the device is not a member of the
identified Domain.

Signature M An SHA-1 hash of the Leave Domain Request
message (without this Signature field) using
the device’s private key.
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the RI 204 (step 510). The RI 204 eval uates the

request and sends a Join Donai n Response nessage to
the device 202 (step 512). Table 8 shows the format of
wiohwoslmozas Domai N Request nessage and Tabl e 9PERTHRI0THISL
format of the Join Donai n Response nmessage. Table 8.

For mat of the Join uest ssa Par amet er
I\/landatéq“}“’ol= - ATk a1 ¢ %@ HEE[E"R%QMWF?i es the
}ih&qStaMyléﬁval U€ NMUST DRotes€ Sane as (ne

>tor g \E&]gu 1o gi strati on Response nessage.
Rl lD Mlde@‘:hkéels&%u s and nust equal the stored Rl

onCUPNone Yo dsel by EHEE - 0 RRIHE T, 3%, BEglpd

ol
bgriceNopseat @b ot sup

Pet Bexg thensamesye W the
Jal ue "Undefi ned] here. | 56fRsRE | deAve f |]%‘?ma%n Skeq“es'“
message.
Domain M - The domain from which the RI removed
Identifier the device.
Extensions 0 - No extensions are currently defined for
Leave Domain Response message.
[0121] All of the protocols included in the ROAP suite except the 1-pass RO

Acquisition Protocol may be initiated using a ROAP trigger. The device 202 may
also initiate the protocols unilaterally as a result of user interactions. The RI 204
generates and sends the ROAP trigger to the device 202 to trigger a ROAP
protocol exchange. Alternatively, the RI 204 may delegate ROAP trigger
generation to other systems by providing the necessary information {(such as RO
identifiers and domain identifiers} to these systems. A ROAP trigger (whether
generated directly or indirectly by the RI 204) may also be transmitted to the

device 202 by other systems (e.g., by a CI).

[0122]

ROAP protocol exchange as soon as possible. Appropriate user consent must have
been obtained prior to initiating any ROAP protocols as a result of receiving a
ROAP trigger. Since the ROAP comprises several protocols, the ROAP trigger
includes an indication of the actual protocol {e.g., Registration, RO Acquisition,

When the device 202 receives the ROAP trigger, it initiates the

Join Domain, or Leave Domain) to be started by the device 202.

[0123]

protocols provide not only the ROs and their associated processing, but also
security functions surrounding the ROs in the OMA DRM 2.0. More specifically,

The ROAP messages and how the messages are handled by the

the following security and trust aspects are addressed by the ROAP protocols:

[0124] 1.

Mutual authentication between the RI and the deviee;
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M ldentifies the Domain the device wi shes to join.
Certificate Chain O This paraneter is sent unless
Certificate Caching is indicated in the R Context

W 008/10P36¢ Rl . \Wien present, the paraneter vBFTESHWRHIPISI
bﬁ as described for the Certificate Chain paraneter in
the Regi stration Response nessage, Extensions 0 ;
BES udes %ext e‘ﬁ%‘?—'ﬁﬁ‘%ﬂg’éél’laxe?tt‘?‘a‘g nPY rysiRg 1QpeesCEp various
masgrese, OCSP Responder Key ldentifier, and Hash

Chaln Support. Signature M An SHA-1 hash of the Joi
[PAG n Réquesl’rqﬁ@g@aghe in{gerivy ok the ﬁ%@@ﬁ?&ﬁ?ﬂél’%‘?fglj‘e
RtﬁAlﬁ ets&% g%hce' s private key. Table 9. Format of
the Join Bomal n Response Message Paraneter Status =
[Blditess Bt at uSerification ofsrsures BRM Time in the ROAP messages or

parts of the ROAP messages.

[0128] Trusted Computing techniques

{0129] Recently, trusted computing techniques have appeared in the
literature and in products, mostly under the technical umbrella of the Trusted
Computing Group (TCG). The TCG technologies provide methods whereby

computing entities can establish trustworthiness for themselves and for other

devices by way of using of a trust chain, so that processing or computing on such
devices can be:

(0130} 1. Assessed for the trustworthiness of the platform and various
hardware (HW) and software (SW) components;

[0131] 2. Validated only when the appropriate trust level is established
and can be validated for itself and for others upon external requests; and
[0132] 3. External parties can perform assessments and decisions on
the exchange of information and processing with other devices and is based on

the manifested trust levels of such target devices.

[0133] The TCG defines a core processing module called the Trusted
Processing Module (TPM) that has the following features:

[0134] 1. Physical protection of the module and its interfaces;

[0135] 2. Protected volatile and non-volatile storage spaces;

[0136] 3. Protected cryptographic functions inside the module that can

perform encryption and digital signing;
[0137] 4, Use of Platform Configuration Registers (PCR) that
consecutively capture the “state” of the platform and its SW components by hash

extending;
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Notes Status M M Indicates if the request was handl ed
successfully or not. Device ID M- ldentifies the
requesting device. The val ue returned here nmust be the
waenoes/Me26#é N Joi n Domai n Request nessage t hat PEFUSHBTHEAISL
this response. Rl ID M- The value returned here nust
egijal the RI ID sent by the device in the precedi n%
9538 Dondi n RE%stepee phdwiggesretiic apd srpre diodersepgat Keys

BRY 8ol P0rS A PRIMBALSrAS dsthé Rt B ek mtilatioh SORBdBvice
Request nmessage. Domain Info M
but not in direct ways. The EX is never exposed outside, but its aliases, called the

Attestation Identity Keys (AIKs), are used to sign the platform’s integrity

—

measurement values; and

10139) 6. Use of “sealing” of data, in conjunction with PCR values
signed by AIKs, in memory “blobs”, so that data can be accessed or extracted only
when platform or SW integrity (as measured and verified by the matching PCR
values from the TPM and from the sealed memory blob) is verified.

[0140] Trusted computing techniques were inspected, especially in the
context of mobile phone devices, for possible application in securing the DRM
application on such mobile devices. Methods previously proposed to secure the
DRM application by use of TCG techniques included certain metheds that use the
procedure of TPM sealing and the memory blobs to securely store the DRM-
related data after ROAP protocol processing using TCG keys, in the TPM and in
storage areas with key protection.

[0141] However, the existing prior art does not explicitly address nor
address in an orderly way how to establish and use “trust” on the platform and/or
the DRM software. Nor does the prior art address specific techniques to secure
the integrity in the ROAP messages, to strengthen the integrity processing in
OMA DRM 2.0 systems. The present invention includes new techniques for such
purposes.

f0142] The current OMA DRM 2.0 specification provides strong security
methods based on PKI involving the CA, the Rls, and the device. However, there
are vulnerabilities related to the security and integrity of the platforms, SW,
agents, and messages both within the OMA DRM 2.0 specification itself and as
related to the non-specified implementation of the devices and Rls that are OMA
DRM 2.0 compliant.

[0143] The OMA DRM specification has acknowledged the various threats
and vulnerabilities that any device or RI could face, even when they are

conforming to the OMA DRM 2.0 specification. These vulnerabilities include:
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Device's public key) as well as information about t he
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Chain O - This paranmeter MJST be present unless a

di N Domain R d

BT Paer dkoy i, RomBronige cROPEan Arecheh mag SRS to
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ﬁm s@mﬂhfelf&ahfe cGB Ogeﬂc%rs BERY cithproR®seRagidl dxtloire of

Response nessa P Response 0 - A conplete set of
priveteikesstomain 8RO enerIpHEn Keyss conient PREERIOnkAYFand

pEéee@etag e pa&v@i’i s ThS 1o¥s %vegﬁefpmcﬁeﬁlomé mﬁe&gﬁal d

mai n Response nessage
rSpilpp mat:he, \Wreexaniple, and/emiicolesd of prOé@élnn qftthe mighés stoged

1& tﬁl %ér%gﬂ%\lgﬁer ﬁggag WLfHR Q%&ﬁﬁ %iéo%@cur The

al nNs escr
editald‘m SeRKI dha cﬁn@rtﬂus&dJSR NODQSPcRaﬁt@nﬁtn 5 @x@t@ﬁ@i m

the Jo onse unl ess the sane extension
%%%qcb@a%ﬁﬁt%‘é%ggcedl ng Join Domai n Request.
[614511 at ur ShICMADFEMAydtemasliesofn dehtifichbe revﬁmtmnrto mmm:uze
nse ne e excl ud| nat el f
R IbBPe GPel B § SRPP G AR HY Petls fad Bt Bupt dfabe
Verifpinat fe@n6i¢Pthe§ @Pe communicating with has not been compromised, by
checking the entity’s certificate status. An entity compromise attack can take

place in both “forward” and “reversed” ways. A forward compromise attack is on
the DRM entities (the RI, the DRM agent, the CI, the CA, or the OCSP
responder), leading to unauthorized behavior. A reversed compromise attack
neutralizes or weakens a DRM agent’s security, integrity settings, and
configurations.

[0146] 2. Message Removal, whereby an attacker may remove a
message sent between a DRM agent and an RI, typically resulting in Denial of
Service (DoS) attacks. A message removal attack can include: message removal
during the registration protocol or the RO acquisition protocol, replay nonce
removal, removal of ROAP trigger, ete.

[0147] 3. Message Modification, whereby an attacker may modify any
message sent between a DRM agent and an RI, typically resulting in DoS
attacks. A message modification attack can include modification during the
registration protocol, during the join domain and leave domain protocols, and to
various ROAP triggers.

[0148] 4. Message Insertion, whereby an attacker may insert messages

into the communication channel at any point between an RI and a DRM agent.
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The protocol 600 utilizes the device 202 and the R

204. \Wen the device 202 wants to | eave a donmain, the
devi ce 202 sends a Leave Donmi n Request nessage - 24-
WOR03I8028% 204 (step 610). The Rl 204 eval ua?%%“%zﬂ%"”"m%l
rﬁqugst and sends a Leave Domai n Response nessage to

t he device 202 (step 612). Table 10 _shows the fornat.
Thre attaskeranasealppresond m@&%@_ﬁ@@%\@@l%@“ﬁﬂ atey pankih,
t}i%& A HBlgeQhsdriitn GBYE cAP IRk RBERAPGEInEREGRFRile TR the

). Format” of the Leave Domain Requesx.wbssage
rBgistratiore pravegel therdypase angdt 1-pessl RQuscguisibion; pratocpls)pnd to

Lh requesting device This val ue nmust be
B ROAR e

e fromthe Registration Response
[l age. 5RI | Other attecks such gs garerml Do attagks: Pasgivglattacks

store 0 Shlald on Res

1’5 ] ] ponse nessage.
S&v%%%aﬁgna%gl }Hskg}rl}%gﬁ‘c’:#ggi é% coy he devi ce.

[0150] The following problems of the current OMA DRM specifications and

n

implementations are identified. An expanded notion of “integrity” as applied te
the OMA DRM schemes is defined. In the traditional sense, the OMA DRM
specifications only faddress a small scope of ROAP message integrity. In the
expanded notion of integrity defined in the present invention, it is noted where
and what kind of integrity can be considered in the following.

[0151] 1. DRM Platform Integrity. This relates to integrity at or within
the platform entities, i.e., at the physical entities comprising the device, the RI,
and the content functions. The different entities include the operating system
(08), the boot code (e.g., the BIOS in the PC case), the HW/firmware (FW)/SW for
memory access, the various HW/FW/SW entities that process security related
functions (such as cryptography and key management, as well as privileged
storage of secret data such as policies, certificates, etc.), and the network and
local conpectivity HW/FW/SW. Platform integrity determines whether the
platform is valid, genuine, not modified except by legitimate processes, and
operates only as intended.

[0152] 2, DRM SW Integrity. DRM SW refers to software entities and
components residing in the device, the RI, or the CI that perform functions
specific to OMA DRM specifications and their procedures. At the device, the DRM
agent consists of the DRM SW. At the RI and the CI, the DRM SW refers
collectively to the set of SW that performs the DRM-specific functions such as RO
packaging, DCF formatting, content encryption, content or RO delivery,
verification, ROAP processing, etc. DRM SW integrity is maintained if the DRM
SW is valid, genuine, not modified except by legitimate processes, and operates
only as intended.
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54D e, 4f t Hetegeity ofthalmehialgbjeetsaiddPRM; dontanbrEhaynedia

Blth 559 EDRP RSVl 4604, b B RBrn e
Dodified, feamued; or flsdpipsgried whethex tiaysire _rstokﬂ,d&'ﬁ thedevice, the
RS e 58 e Y b5l DB
irterebeia Vite Ve theraiReOMadeliveyigmténti dsupplicable to the transfer
S PITENIERR EUER T—
SREAIRILEspenichhbiTels.

01551 5. Integrity of DRM-related information. DRM-related
information such as the entity IDs (device ID, R ID, etc.), encryption keys (CEK,
REK) and signature keys, the ROs themselves, context information, certiﬁcafes,
and other trust-chain related information must be securely protected, which
means that they should be protected not only for confidentiality but also for
integrity.

[0156] It is noted that neither the current OMA DRM 2.0 specifications nor
existing prior art appear to have proposed solutions to the entity compromise or
integrity problems, This lack of solutions poses the following problem: Even ifall
the ROAP procedures are correctly implemented as according to the OMA DRM
2.0 specification, for example, how can a device really know whether the RI's
platform is trustworthy? In other words, how can the device know whether the
RI’s platform will not abuse the data that the device sends as part of the ROAP
protocols or abuse the DRM processing itself? For example, the device does not
know whether the RI will arbitrarily and incorrectly limit the usage rights of the
device because the RI’s platform SW is compromised and it limits the otherwise
valid usage rights of the device, Similar questions arise for the problem of the
integrity of the DRM software. More specifically, some of the problems of the
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= Success Status is NOT Success Notes Status MM
Indicates if the request was handl ed successfully or
not. Device Nonce M- Mist have the sane value as in
wormegmoesedi ng Leave Donmai n Request nessage. PODHEI0A7/010951
Identifier M- The domain fromwhich the RI renoved

the device. Extensions O ]
cwrrent OMA DRM 2.0 systems as viewed from the expanded notion of integrity

as described above, are as follows.

[0157 1, A lack of methods to check and report the integrity of the
platform and the DRM SW. As related to the entity compromise threat identified
above, there is no method in the prior art for explicit and structured platform
integrity verification and SW agent integrity verification between the device and
the RI, either as specified by the OMA DRM 2.0 specifications or as part of the
TCG 1.2 Use Cases. This is particularly true for platform integrity verification,
rather than just the DRM agent.

(0158} 2. A platform (such as a PC or PDA, as related to the device,ora
server, as for the RI) could be maliciously compromised, which may result in
preventing the DRM agent and the RI agent SW from performing correctly, even
given correct and confidentiality-protected and integrity-protected information.
For example, an otherwise well-protected DRM agent SW may store some
information in plaintext in a shared memory prior to, during, or after processing.
A compromised platform may, in such cases, egregiously access the shared
memory and remove the information, alter the information, or insert new false
information, which then could be processed subsequently by the DRM agent SW
which may perceive such false information as genuine. This may result in DoS
attacks, unauthorized disclosure of private information, or unauthorized delivery,
distribution, or consumption of DRM ROs or DRM content.

[0159] 3. The DRM agent SW and the RI SW, which are pieces of SW
that process DRM-related information, may become compromised for various
reasons. Such SW,. for example, could be altered by a virus or other malicious SW
entities. One result of such a compromise in the platform or the DRM SW would
be a subsequent compromise in the integrity of the messages and information
that the OMA DRM 2.0 considers, especially the ROAP protocol messages. Partly
because only some, but not all, of the ROAP messages are integrity-protected,
they can in theory be manipulated in synchronized ways between a compromised

device and a rogue or compromised RI. Messages could be modified synchronously
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[ 0170] BRI EF DESCRI PTI ON OF THE DRAW NGS [0171] A nore
det ai | ed understandi ng of the invention may be had
fromthe follow ng description of a preferred

enbodi ment, given by way of exanple and to be
understood in conjunction with the acconpanying

draw ngs, wherein: [0172]Figure 1 is a bl ock diagram
of the existing OVA DRM 2.0 functional architecture;
[0173] Figure 2 is a flow diagram of the existing | AA
DRM 2. 0 ROAP 4-
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pass registration protocol; [0174]Figure 3 is a flow
di agram of the existing OVA DRM 2. 0 ROAP 2- pass RO
acqui sition protocol; W 20081100264PCT/ US2007/ 010951
W@ATEI0Fsgure 4 is a flow di agram of the exi SETNGOENAL0951
DRM 2. 0 ROAP 1- pass RO acquisition protocol;
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or a device anhd 83] Figure 12 is

lafoa@pt;m ebové its platformERE credeabialsits p;hq dgyice 702 (step 760) OAs
part of the credentials, the CI 706 can also send the device 702 a self-attested

Trusted State or Platform Integrity Checked flag as supplemental information.
[0197] Upon receiving the TCG-related information from the CI 706, the
device 702 relays the information to the PCA (step 762) and also requests the
PCA 708 to verify the credentials about the CI 706, especially the CI's most
current trustworthiness. The PCA 708 then sends the most current
trustworthiness information regarding the CI 7086 to the device 702 (step 764).
Upon receipt of the CI platform trustworthiness information from the PCA 708
regarding the CI 706, and also optionally the supplemental information from the
CI itself, the device 702 evaluates the trust level of the CI 706. The device 702
decides whether to impart sufficient trust on the CI platform’s integrity to
proceed further with the DRM procedures.

[0198] The platform integrity of the device 702 can be verified by the CI
706 as follows. The device 702 sends information about its platform TCG
credentials to the CI 706 (step 770). As part of the credentials, the device 702 can
also send the CI 706 a self-attested Trusted State or Platform Integrity Checked
flag as supplemental information. If the device 702 is going to verify the platform
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protocol for perform ng nutual DRM software integrity
checki ng between a device and an RI; and [0184] Figure
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indi cation that the entity h#s been conprom sed and
shoul d not be trusted. [0192] The device 702 sends

i nformati on about its platform TOG credentials to the
RI 704 (step 740). Exanples of the platform TOG
credentials include, but are not limted to, a signed
TOG platformcertificate or a signed TPM certificate.
As part of the credentials, the device 702 can al so
send the RI 704 a self-attested Trusted State or
PlatformIntegrity Checked flag as suppl enent al
information. If the device 702 is going to verify the
platformintegrity of the RI 704, the credentia




[0194] The device 702, either as a mandatory procedure
or as an optional procedure, can evaluate the platform
integrity of the RI 704 in simlar and reci roca Wéa/%2§1
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PlatformiIntegrity Checked flag as suppl enental
information. If the device 702 is going to verify the
platform integrity of the ¢t0-706, the credentia
information sent in step 770 will also include an
i ndi cation by the device 702 that it wants the Cl 706
to initiate procedures to verify its platform
integrity. It is noted that the device 702 will be
able to make a decision regarding whether to verify
the platformintegrity of the CI 706 only if the
verification of the Cfs platformintegrity status is
an optional feature; in one enbodinent, verifying the
CFs platformintegrity is a mandatory feature.
[ 0199] Upon receiving the credential information from




[0203]1.The device platformintegrity verification
procedures (i.e., steps 740-744), could be perforned
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consi dered use of a "secure boot-up" using TOG

techni ques coupled with the application of robust DRM
In such schenes, the platfornmis OS and ot her boot-up
rel ated code are integrity-checked whenever a device
is booted, inplicitly performng a platformintegrity
check before any DRM application can be run. The
present invention provides a nore systematic and
explicit use of the boot-tinme platformintegrity

check, as well as platformintegrity checks at other
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1 atformintegrity verification [0217]Figure 8
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nmet hod term nates (step 816). [0220] The net hod 800 can
be applied either without cHelges to the ROAP
protocol s (discussed below in connection with Figure
9) or with changes to the ROAP protocols (discussed
bel ow i n connection with Figure 10). [0221]Integrity
verification without changes to the ROAP protocols
[0222]Figure 9 is a flow diagram of a nmethod 900 to
exchange integrity- related information between a
device 902 and an RI 904 using TCG techni ques (i.e.,
utilizing an OCSP responder/PCA 906) separately from
the ROAP protocol. It is noted that in the nethod 900,
the sane entity 906 is depicted as being both a PCA




mutual verification of platformintegrity. The device
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appropriate way, for exanple in step 922. [0227] The
met hod 900 enabl es the devi e#-902 and the RI 904 to
achi eve nmutual platformintegrity verification. Upon
such verification, the device can then start the ROAP
regi stration protocol. The steps of the registration
protocol (steps 930-940) shown in Figure 9 are the
same as steps 210-220 of the method 200 descri bed
above. It is also noted that these procedures can be
triggered or repeated at periodic intervals. [0228]
Integrity verification with changes to the ROAP

regi stration protocol [0229] Figure 10, in another
exenpl ary enbodi nent, shows a nethod 1000 in which a
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[0234] Figure 11 is a flowhart of a nethod 1100 for
checking the integrity of the DRM SW(e.g., the DRM
user agent SWresiding at the device or the DRM SW
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withdhe deviegiregritychptieaRbhar@0in Figuehclo additions jbe Rltcan
Rl's DRM SWintegrity (step 1218). If requested, the
Rl 1204 checks its |atest DRM-SWintegrity (step
1220). The device 1202 sends a device DRM SWintegrity
status flag to the RI 1204 (step 1222). If previously
requested, the RI 1204 sends an RI DRM SWintegrity
status flag to the device 1202 (step 1224). It is
noted that the steps of the optional R integrity
check can be perfornmed in any order and need not be
intertwwned with the device integrity check as shown
in Figure 12. [0239]It is noted that the method 1200
can be generalized for nutual DRM SWintegrity
verification between a device and a Cl, instead of the




performed by one or nore of the follow ng. [0247] 2A.
Anytinme an Rl receives an indication fromthe device
that the device wishes the Rl to verify its DRM SW

WQ20084§10026¢ status to the device, either as aPSTHAWATYA®!
message or as part of a nodified ROAP protocol
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the integrity of the ROAP protocol whereby information
central to a reliable authen#¥cation and integrity
verification between the DRM device and an R can: (1)
be safely stored using TCG techni ques, and (2) be
pre-verified before being transmtted to the other
side or before being used for processing at the side
where the information is stored. [0256] This nethod
i nvol ves two basic procedures that use the TUG
techni ques of sealed-signing (i.e., symetrically
encrypt target information and then asymetrically
sign the symetric key plus a set of PCR val ues that
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indicate the then-current integrity status of either
the platformor specific SWconponents) and binding
(asymmetrically encrypt target information with a kex
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operations are used to protect the confidentiality and
integrity of information in the various nessages that
conprise the 4-pass ROAP regi#€trati on protocol. In the
met hod 1300, a device 1302 and an Rl 1304 each

seal ed-sign a selective set of ROAP-rel ated
informati on and bind the information using two sets of
storage keys that each either transmts (to the other
side) or receives (fromthe other side) during the
course of the 4-pass registration protocol .. [0261]The
device 1302 first seal ed-signs the device I D

i nformati on el ement (which, in the OVA DRM case is the
SHA-1 hash of the OVA DRM public key) with the
encryption key K DEV STO SEAL and the device-specific



[0265] The RI 1304 transmts the Rl Hello nessage to
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[0272] Modi fication of the Device Hello nessage and its
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Ver si on Mandat ory Unchanged. Device | D Mandatory

Unchanged in format, but uses the SHA-1 hash conputed

by the device PPM of either the device TPM s EK

wir wotwiéal or one of the device TPM s Al K cPEB@RTNEI14251

Supported Al gorithns QOti onal Unchanged. Extensions
Opti onal _Unchanged. gnat.ure Mandat ory

%FWW@# thay Hwa? aﬁréﬁ%?émgvr?wéums&ﬁpé@ QPR q&%ﬁwﬁ ofa
BEp Bprb&Rut&! 1n%u9ﬁ§.§@:ﬁ§ocﬂﬁeﬁtotm1ﬁf’pﬁtfbﬁlm%nﬁ&ﬁmn steps

gnature par anet er ne oné of the device's AIK
areiconsiderkd g Pre-tRquiitedhr awéJIF:My W gexifieationstgnscBon gygmple,
ﬁymtb%n rification &@k&ﬁ%?emda.{g AORDENd &ideahli ®he RI first

message format, wt
establish the trust on each other’s entire platform by performing the DRM

platform verification procedures as described above. The trigger mechanisms
include the general platform verification trigger conditions. Then, as the
conditions for the DRM SW verification trigger arise, the DRM SW verification
procedure follows. Note that both types of verification procedures will execute
when their respective trigger conditions are met. However, the DRM SW
verification steps will be mastered to the successful completion of the DRM
platform verification steps, i.e., if the DRM platform verification fails between a
device and an RI, further processing in the DRM SW verification as well as
actual DRM ROAP processing and usage-related processing will fail.

[0253] Sealed-signing and binding
[0254]} The OMA DRM 2.0 specification’s existing mechanisms to protect

the integrity of the ROAP protocol is limited to including digital signatures (or
message integrity checking) in some, but not all, of the ROAP messages. Given
that the ROAP protocol is of central importance in the secure DRM processing
implementation, it is important to safeguard and continually verify the integrity
of the information that is used and exchanged in the ROAP protocol.

[0255] Therefore, in an alternate embodiment of the present invention,
methods are disclosed to strengthen the integrity of the ROAP protocol whereby
information central to a reliable authentication and integrity verification
between the DRM device and an RI can: (1) be safely stored using TCG
techniques, and (2) be pre-verified before being transmitted to the other side or
before being used for processing at the side where the information is stored.
[0256] This method involves two basic procedures that use the TCG
techniques of sealed-signing (i.e., symmetrically encrypt target information and
then asymmetrically sign the symmetric key plus a set of PCR values that
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Par amet er Mandatory or Optional Notes (Changes from
OVA DRM 2.0 ROAP Device Hell o nessage) Version

Mandat ory Unchanged. Device | D Mandatory Unchang ed in
WOROPEI026hut uses the SHA-1 hash conputed byPERESHATIER!
TPM of either the device TPM s EK credential or one of
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[0258] The device and the RI can each set aside and use a set of two storage
keys to cryptographically bind and securely store certain information related to
ROAP processing to the trusted platform on which the device or the RI resides.
For the device, these keys are K_DEV_BIND_A and K_DEV_BIND_B. For the 'RI,
these keys are K_RI_BIND_A and K_RI_BIND_B,. These are TPM-maintained
asymmetric keys (i.e., encryption is done with public key and decryption is done
with private key protected inside a TPM).
{0259] The device and the RI each use either a single PCR or a set of PCRs
for DRM processing. The device and the RI also set aside and use an Attestation
Identity Key (AIK) to sealed-sign certain information related to ROAP processing
to the trusted platform and its particular PCR values. It is noted that the TCG
ATIK keys are used only for signing PCR values. For the device, its AIK is
K DEV_AIK and for the RI, its ATK is K_RI_AIK. Also, the sealed-signing
requires an asymmetric storage key for the encryption operation of the target
data. The device and the RI thus each set aside and use a storage key for this
purpose. The storage key for the device is K_DEV_STO_SEAL, and the storage
key for the RI is K_RI_STO_SEAL.
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Hel | 0 Notes (ChangesfromO\/ADRM tg Hel | o
beurd inyehis scgpaxie,is-gtyen jyst as an example. Other information elements

may be sealed-signed and bound in different combinations without effecting the
operation of the present invention. Other combinations can be derived from items
such as system time, any information element in a message, algorithms, and

nonces. One reason for securing the nonces is to determine whether the nonces
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"Success" not ' Success" R PPM
Capability Indicator (RTCD Optional Optional New
Paraneter: Either a 1-bit indicator (for absence o

- WPr2e8848%64 of an Rl TPM) or nore bits indi cat?%ﬂ“%?@wm
granul ar infornation about the RI TPM capability.

St at us Mandat ory' Mandat ory . Unchanged. Session |D
qyR LAY Fndom, ag Fesandernmyngher ﬁ%ﬂeratszﬁ esgeﬂ@f%?r@at

q%glﬁﬁgi\}aét cg?&:ln_ﬁﬁfsﬁdj Y8 Rbedt thABRE Pitkern akl gnaRdhe Hme
numbers as thelr outputs in unacceptably short periods of time,

[0263] The RI 1304, upon receipt of the Device Hello message, binds the
information contained in the Device Hello message with its binding key,
K_RI_BIND_A (step 1314). This step allows secure, integrity-protected storage of
the key information that the RI 1304 received from the device 1302.
Alternatively, the RI 1304 can also extract the device ID {(or any other
information element) from the Device Hello message and sealed-sign that
information element separately using the ATK K_RI_AIK and the encryption key
K _RI_STO_SEAL.

[0264]  The RI 1304 sealed-signs the RI ID and the RI URL information
elements with the encryption key K RI_STO_SEAL and the AIKK_RI_AIK (step
1316). The RI 1304 also binds the other information contained in its RI Hello
message with the storage key K. RI_BIND_A (step 1316). The R1 1304 then sends
the RI Hello message to the device 1302 (step 1318).

[0265]} The RI 1304 transmits the RI Hello message to the device 1302 only
when and if the RI 1304 first recovers (i.e., unsealed-signs and unbinds) the
previcusly sealed-signed and bound information from the protected storage,
compares them to the current values of such information elements that the RI
DRM SW may be using, and verifies the genuineness and integrity of the current
values.

[0266] The device 1302, upon receipt of the RI Hello message, binds the
information contained in the RI Hello message with the second binding key, i.e.,
K_DEV_BIND_B (step 1320). This step allows secure, integrity-protected storage
of the key information that the device received from the RI 1304. Alternatively,
the device 1302 can also extract selected information elements from the received
RI Hello message (such as the RI ID and/or the RI URL) and sealed-sign them
using the AIK K_DEV_AIK and the encryption key K_DEV_STO_SEAL, while
simply binding the rest of the information received in the RI Hello message using
K_DEV_BIND_B.
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Unchanged in format but uses the SHA-1 hash generated
by the Ri's TPM of either the RI PPM EK credential or
one of the RI TPM AIK credentials, using the RSA-PSS

We0pR@02stippor t ed by the OVA DRM 2.0 ROAP. SBFEEE/010951
Al gorithm Optional - Unchanged. RI Nonce Mandatory-

R ok B i P EAE 5!

44 war}wqresthmﬁl% with HePEVEATK sl KADEWST smnr(mp d3b3).
t he R he proposed nodification includes t

Thadeaviced 3%@@%@%1@ athey infgrnation inggnded for) th% Regjptration
%(t#é&t ROERY Fith ﬁef)Fﬁ}r Bh@f)oA @%ﬁ 1993} The UBGBATH2Yhen sends

ensi ons” Opt1 ona Unchan
the Registration Request message to the %I 1304 (step 1324). The device 1302
only sends the Registration Request message if the device recovers (i.e., unseal-
signs and unbinds) the previously sealed-signed and bound information,
compares the recovered values to the current temporary values used in the DRM
SW memory, and verifies the genuineness and integrity of the current values.
Upon receipt of the Registration Request message, the RI 1304 binds the
information from the Registration Request message with the binding key
K_RI_BIND_B (step 1326).
{0268] The RI 1304 sealed-signs the keys, the certificate chain, and the
ROs with K RI_AIK and K_RI_STO_SEAL (step 1328). The RI 1304 then binds
this with other information to be included in the Registration Response message
with the binding key K_RI_BIND_A (step 1328). The RI 1304 then sends the
Registration Response message to the device 1302 (step 1330). The RI1 1304 only
sends the Registration Response meésage if the RI recovers (i.e., unseal-signs and
unbinds) the previously sealed-signed and bound information, compares the
. recovered values to the current temporary values used in the DRM SW memory,
and verifies the genuineness and integrity of the current values. Upon receipt of
the Registration Response message, the device 1302 binds the RI-generated
information from the Registration Response message with the binding key
K_DEV_BIND_B (step 1332).
[0269] It is noted that the sealed-signing and binding can be used with any
other ROAP protocol. The method 1300 described above is exemplary, and its
principles can be equally applied to any other ROAP protocol.
[0270] Data obtained during the OMA DRM ROAP message exchanges will
need to be un-sealed and re-sealed to a new configuration PCR value, if the entity
that sealed or sealed-signed the data has updated either its platform OS or the
DRM SW. When such an event occurs, the DRM ROAP-related data that had

-53-



New par aneter: Conputed using the RSA- PSS al gorithm
on the RI Hello nessage up to and excl udi ng the

Si ghat ure paraneter, signed by one of Signature
WRRASAHBFY| Mandatory the R AIK private keyRCHGRIAIER
t he device has pre-acquired the public key. The

SRR AR TIORGOS
sMOTHOFePhliRs) Walll have bR dast dipsdabdd ardethaed-sialed to the most
current state of the updated platform OS. There are existing techniques in the
.prior art that address this procedural requirement and it is assumed that such
procedures will take place to ensure proper un-sealing and re-sealing of any DRM
ROAP-related data that is stored using sealing or sealed-signing as proposed
herein.

[0271} One additional enhancement is to add a field to the existing ROAP
message formats to indicate the TCG capability of the sending device. The TCG
capability field can assist in increasing interoperability with legacy devices by
making an early determination whether the receiving entity can support TCG

related information and procedures.

[0272] Modification of the Device Hello message and its derivation
[0273] A first modification is to add a new device TPM Capability
Indication (DTCI), which is an indicator of the device’s TPM capability in either a

new element of the existing Extension parameter of the Device Hello message, or

alternatively and preferably, add the DTCI as a new first parameter in the
header of the Device Hello message. The DTCI can be either one bit (indicating
either the absence or the presence of a device TPM) or a few bits (indicating more
granular information on the device’s TPM capability). If the DTCI is inserted as a
new parameter, it preferably should be inserted as the first parameter, before the
device ID parameter, so that the RI can know in advance of other parameters
that the device has certain TPM capabilities and process the information from
the later parameters (e.g., the device ID) utilizing the DTCI. The benefit of the
DTCI information is that it altows the RI to evaluate the trustworthiness of the
device in its further interaction with the device in the remainder of the ROAP
protocols.

[0274] A second modification is to use the device-specific TCG EK
credential or the TCG AIK credential to hash and derive the DRM device ID. The
benefit of this modification is that the EK credential and/or the AIK credential is
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ROAP-RI Hell o Notes (Changes from OVA DRM 2. 0 R

Hell 0) Status=Status "Success" not Success

St at us Mandat ory' Mandat ory Unchanged. Session

WRIE8I% - Unchangedi nf or mat, but gener at edPSVU§’r?87’°1°951

RI's TPM Sel ected Version I\/andat ory - Unchanged. Rl
I.D Mandat or.y
highly protected’by the TPM inside the device, and thus, deriving the DRM
device ID from either of these credentials strengthens the integrity of the DRM
device ID information.

[0275] A third modification is to add a new signature parameter where the
Device Hello message, up to but excluding the signature, is signed with the
device’s AIK private key, intended to be verified by the RI. The benefit of this
modification is to protect the integrity of the device TPM capability from the first
interaction between the device and the RI. The use of the device’s AIK private
key, which is highly securely protected by the TPM, strengthens the integrity of
the signing operation.

[0276] Tables 12 and 13 show two possible formats for the modified Device
Hello message. Table 12 shows the format of a message with the DTCI bit as the
first parameter. Table 13 shows the format of the Device Hello message where

the DTCI is a new element of the existing Extension parameter.

Table 12. Modified Device Hello message format with a separate DTCI
arameter

Mandatory | Notes (Changes from OMA DRM 2.0 ROAP

Parameter or Optional | Device Hello message)

Device TPM New Parameter: Either a 1-bit indicator (for
Capability Optional absence or presence of a device TPM) or more
Indicator puon bits indicating more granular information
(DTCI) about the device TPM capability.

Version Mandatory | Unchanged.

Unchanged in format, but uses the SHA-1
Device ID Mandatory hash computed by the device TPM of either

the device TPM’s EK credential or one of the
device TPM’s AIK credentials.

Supported .
Algorit} Optional | Unchanged.
Extensions Optional | Unchanged.
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- Unchanged in format but uses the SHA-1 hash conputed
by the Ri's TPM of either the RI TPM EK credential or
one of the RI TPM AIK credentials, using the RSA-P55
weetsaozapport ed by the OVA DRM 2. 0 ROAP. SACIESgY7/014951
Al gorithm Optional - Unchanged. RI Nonce Mandatory -

Unchanged in forpat byt _to be nonora;_ed_hy__(_h_g_mpm
if the Rl TPM exists. N%pmcse weenasingyihe GSA-
- Li st of devi ‘e_trus_t ang px thep BgvieeHellp message

aglguog*; \ apaol dml &xs g YhelSugriaburepprameter,
credent fisigopd by opeofithodevidels AlKqrivete kays
Ser ver | lforf whiChthoRhhas prdrashuimedthe public
key.

FpRaER o

trust anchor§.

Table 13. Modified Device Hello message format, with DTCI in the
Extensicns

IParameter

Mandatory
jor Optional

Notes (Changes from OMA DRM 2.0 ROAP Device
Hello message) ‘

Version

Unchanged.

P’Iandatory

Unchanged in format, but uses the SHA-1 hash
computed by the device TPM of either the device
TPM'’s EK credential or one of the device TPM’s
AIK credentials.

Device ID {Mandatory

Supported
Algorithms Unchanged.
All of the OMA DRM 2.0 ROAP Device Hello
Extensions elements, plus the DTCI element
consisting of one or more bits indicating the
device’s TPM capability.

New parameter: Signature using the RSA-PSS
algorithm on the Device Hello message up to and
excluding the Signature parameter, signed by one
of the device’s AIK private keys for which the RI
has pre-acquired the public key.

[Optional

Extensions [Optional

Signature [Mandatory

[0277] Modification of the RI Hello message and its derivation
[0278] A first modification is to add a new RI TPM Capability Indication
(RTCI), which is an indicator of the RI’s TPM capability either as a new element

of the existing Extension parameter of the RI Hello message, or alternatively and
preferably, add the RTCI as a new first parameter in the header of the RI Hello
message. The benefit of this modification is that it allows the device to use the
RTCI information to evaluate the trustworthiness of the RI and to utilize such
information in its further interaction with the RI in the remainder of the ROAP

protocol procedures.
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Extensions Optional - Al of the OVA DRM 2. 0 ROAP Rl

Hel | o Extensions el enents, plus a new Rl TPM
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Signature Mandatory' Mandatory New paraneter: Conputed

the RSA-PSS al th the R Hel |
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?ﬁhé H{eel‘ﬁ& th ?@ne%t |G et 1addomYdsbhel MR if h &R lak BRk deBsion

egl strali on Request nessage and 1ts derivation

I[[Dﬂ;sﬁz]?hénsrtbe seendity ofthe portotol t o use the device TPMto
t
[er%wf : ga té@]ﬁﬁf}éb@ﬁa{mﬂﬁg%%h@ﬁﬂ?gt}tm@&eh&tﬁl or th 3 he TCG

rovi des a secure an
A éradéntiad belumiging tondhe RIls MFdEto @WB & BI I The bendfirof tHie

BEVFEoRCE b B o TRt E50aF Bt Mg S iy

protdetedi bydthe IMPM évdidethb@svive &dd rdi‘eh&drg thaDRM devicé D fram

SeE 2 Ghos et P afTprethens Sreingieni of (e WU eree
,hhﬁnfg%credenti als (such as the EK credentl al, AIK

credenti al | at f denti al f h
p&hient | o urth mediBoRHopds {arge the/Bt REM APFAte Pl Wgoce

BRY b&fefit [CQ %ﬂ ﬁoﬁﬁc&ﬂom kfdicael 'PPM rdvilel NC highdy decure

['1st of the trusted by the in_the trusted

hardanr,qnhﬁse%p@(@ﬂtrandq%n%bﬁrggepﬁ@t%@@a the IPYL togenpipte
{h@ RI %ﬁn&a&r t1ink RRE dg%hg%k BEEATRNL 10 is Bdediif tREH] Hed

e exil s I ng OVA O Rl trusted anchor el ement
memse The benefit of including the list of the TCG

P 5 A AnRnddiS R id  iRiflad thel dfick THOH ABItaSAThe

he device cation I's
devide iriatdd Hlomehdr The ddvines TCGxretientiols iirfhbde the EKe:reﬁentlele

SR BHETE M o P R SPRTPORHES Bl
the ®1thes peugitied ﬁﬁfn_ stvasted TEE Gﬂ@.\?]]‘heé)eheﬁﬁdf ¢hiRnodification
[ 029 ] 8 f L h go %h%%telvi%tra] calnic’ have o?ul t%n I%Ir}?elﬁlrggs%gguer. €
[0283] A sixth modification is to add a signature of the RI Hello message up
to and excluding the signature signed with RI’s AIK private key, where the RI's
AIK public key has been previously distributed to the device as part of the RI
Hello message. The benefit of this modification is to protect the integrity of the
RTCI from the first interaction between the RI and the device. Using the RI's
AIK private key, which is highly securely protected by the R¥'s TPM, strengthens
the integrity of the signing operation.

[0284] _ Tables 14 and 15 show two possible formats for the modified RI
Hello message. Table 14 shows the format of the RI Hello message with the RTCI
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used to sign the nodified Device Hell o nessage.

The

benefit of this nodification is to add to the
trustwort hi ness of the device and the Registration
wienjesawozemessage due to the highly protect edPEEHUBO0RT/EHISL

t he device

the nodified Re

eéifsq:@@agntegl 3

Al K.

[0291] Tabl e 16 shows the format for
tration. Req

Tae Raghews

%l?péitggrggég)‘?tgp ﬁ&}?e 0 message

vﬁ?e&@fffet M‘cﬂ%gﬂ W Abinght SRR BLLNPESRNE6N pRERSetE. OM t he

ROAP Regi strati on Request nessage) Session

Unchanged [

Fablg

I D l\/hndatory Unchanged Devi ce Nonce Mandat ory

ﬁgﬂéjﬁgs%e fdmaglevi ce TPM

e fFrcate Chrarm
dbel (ChiafigdsTBond OBIA DRM 2.0
! Seatah atnded HdlofRélRge)| | Sting both
| he OVA DRM“S&écbss{”l siceesstind the TOG certificates.
irust ed K New Parameter: Either a 1-bit
RITPM indicator (for absence or presence of
Capability . . maicalor Llor a or presence o
Indicator Optional |Optional ]an RI TPM)or more blte indicating
(RTCI) more granular information about the
RI TPM capability.
Status Mandatory[Mandatory] Unchanged.
Session ID Mandatory} gn;:ﬁ:?é?:;gﬁ .rmat, but generated
f’/zlres?;? [Mandatoryl Unchanged.
Unchanged in format but uses the
SHA-1 hash generated by the RI's
TPM of either the RI TPM EK
RIID Mandatoryl- credential or one of the RI TPM AIK
credentials, using the RSA-PSS
method supported by the OMA DRM
2.0 ROAP.
i?;iﬁ:gm [Optional [ Unchanged.
Unchanged in format, but to be
RI Nonce Mandatory}- generated by the RI TPM if the RI
TPM exists.
List of device trust anchors recognized|
. by the RI. The proposed modification
m?rc;ttii::ce k0pl;i01:1a1 - includes the device’s TCG
credential(s) as part of the list of trust
anchors.
Server Info  [Optional } Unchanged.
Extensions Optional | Unchanged.
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Aut horities Optional Unchangedi nformatbutlisting
informati on on TOG CA authorities as Rl trust anchors
only, or changed in format |isting both the QVA

WOr208%10826¢ hor s and the TCG CA authorities as ‘é’HH?’c“?"é‘H%?S‘
Rl trust anchors. Server Info Optional Unchanged

Regi stratio Ext ens|{NATsPHREESTE §°m (7 psing the
he device has a TPM t hen |M%$P@W&§¢P%@I§¢PM
such as mahuf act urfpr nane,|messagestp toand exclading|the pe

ncluded infthe Dev|ce Det JiSignatneernaspmeter signediy one of
NMigniture vy UiindagentiManda ¢ Rb MK psivate kpyy farevhighthe
| K used in}signing|the no |dﬁm@h%mec@qwé?dﬁlerﬁ%)§age
0292] Modi i cationf of the |keyiEherSignatureis
message and}its der|vation rpmmﬁwﬁthﬂguccﬁﬁﬁcﬁrffmm%r
is to use the Rl _TPM t o _pr gthelBercpHelldmessagadom
nunber for the session ID. The benefit of this
nodi fication h rovi des a hi ghl
secur e har d%"]élgﬁ' M“é’eﬁﬁé‘m%ﬁ’ﬁ‘?ﬁg genergt o?/
5L, at € 8 pseudo-Tandom number T hat
YA war D_sit MNubegt (Ghengeh Erose OMA t DRMF
Staifllszg nofid 2000R1 Hellat i on is to use

he R

t TCG ERueresicliBacepssdr] t he
Status MandatorylMandatory] Unchanged.
. Unchanged in format, but
Session ID Mandatory) ] generated by the RI’s TPM.
321;‘;?)? Mandatory] - Unchanged.
Unchanged in format but uses the
SHA-1 hash computed by the RI's -
TPM of either the RI TPM EK

LRI ID Mandatory - credential or one of the RI TPM
AIK credentials, using the RSA-
PSS method supported by the OMA
DRM 2.0 ROAP.

Selected Optional - Unchanged.

Algorithm
Unchanged in format, but to be

"|RI Nonce Mandatory - generated by the RI TPM if the RI

TPM exists.

List of device trust anchors
recognized by the RI. Proposed
Trusted device . modification has additional

Authorities | oPtional ) inclusion of the device’s TCG
credential(s) as part of the list of
the trust anchors.

Server Info Optional - Unchanged.
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TCG Al K credential belonging to the Ri's TPMto derive
the Rl I D. The benefit of this nodification is that
the EK credential and/or the AIK credential is hig

W 90802%d by the TPMinside the device and @F’W?“H’@Olm‘ﬂ
the DRM device |ID from eit her of these credent| al s

S cnotnhen ne Nt eg no. PDPEM do X
ijnf or mation| [0295] A thi rd A1 of tha ONA quMtch EQéPtIHe
B TPMto plovide the R ng g-@ellmﬁge; gyﬁﬁgﬁgggwﬂg

n io the R PEIIYHC #d
rE?éeBEﬁsgg ps¢ u omﬁlgﬁ Hom nunbe (BTG relementrepsisting of8nq 9fe
ronce. [029¢] A four{h nodif} ceereditsiindicatingthe Rles BPM
Illist of thelTCG CM frusted b\apabilid®vice jpn fhe
tijrusted devifce anchpr el ementNew patditétey Cdigputeds ushng
rusted by tthe devi fe can be thé RIA-PSH alopiklaa i R
dr in additifon to, jhe exi sf ipdlos Igt(ﬁhﬂdrd*&ﬁﬂﬂ]g
evice anchgr elenept |ists| (hbsigaensb phratdetérsikhish B0
he list of the TCCM trus Qﬂekaytﬁgth|pgﬁateskéygf@dd
Signatare r us (Mardatprypdandatorvhe 12y (hd 89t ha drefabduired
odi ficatiop is to pign the $, g HifcCkMY. t MsbNén AleK
sed to sighn the mofli fied H Hol.bgeTRARR rIEe&dless of
enefit of this nod f| catl 0 (f;g ﬁ&eéqﬁifaml R€the Device

rustwort hi pess of e Registration
copunoc nmecSSAytT dre—to—the—im glll Yy MI otected—TTatureof

[%lfl ed

[basbif i ed ﬁﬂsﬂ: &iddﬁidaeiﬂn Eﬁs»ma tke d@ﬁ&aﬂlem prmide the device

Par a [a Res po t f
ORGSR HERAF e P R AF o Por i GO B Seryl end
reliable seidbgﬂﬁ&ﬁﬁ frumBbAdwifablOfor uSYHog €Snoncdt at Us

Mandat ory Mandat or yMandat ory' Unchanged.
[0287] A second modification is to include the device TCG credentials in the

—+

——|f—'-rTf——gr—'-f—l-n

certificate chain. Including the device TCG credentials can be either in
replacement of, or in addition to, the existing OMA DRM 2.0 device credentials.
The benefit of Iincluding the TCG credentials (such as the EK credential, ATK
credentials, platform credential, or the compliance credential) is to add to the
trustworthiness of the device.

10288] A third modification is to include a list of the TCG CAs trusted by
the RI in the trusted RI anchor element. Including the TCG CA’s trusted by the
RI can be either in replacement of, or in addition to, the existing OMA DRM 2.0
RI trusted anchor element lists. The benefit of including the list of the TCG CAs
trusted by the Rl is to add to the trustworthiness of the device.

[0289] A fourth medification is to include information about the device
TPM in the Device Details element of the Extensions parameter. The benefit of
including this information is to enhance the trustworthiness about the device to
the RIL
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Unchanged in format, but use the pseudo-random nunber
generated by the RI's TPM Session ID Sel ect ed
Ver si on Mandatory - Unchanged. Rl | D Mandat or
WOrP80FA9%68 i n format, but use the SHA-1 hashPE 20070951
by the R TPM of either t he RI TPM s EK credential or
one of the AIK credentials. {ed Al -
[ORR04 ange(f‘ fifth medifacation s e ggy t e %lgnature%vzth mntge%c%rﬁlﬂ{
used to sign the modified Device Hello message. The benefit of this modification
is to add to the trustworthiness of the device and the Registration Request
message due to the highly protected nature of the device AIK,
[0291] Table 16 shows the format for the modified Registration Request

message.

Table 16. Modified Registration Request message format

Registration] Notes (Changes from the OMA DRM 2.0
Request | ROAP Registration Request message)

Session ID Mandatory Unchanged.

Device Nonce Mandatory }iizil:ea{lrg;;d in format, but provided by the
Request Time Mandatory | Unchanged.

Unchanged in format but listing TCG
certificates only, or changed in format
listing both the OMA DRM certificates
and the TCG certificates. '
Unchanged in format but listing
information on TCG CA authorities as RI

Parameter

Certificate Chain | Optional

Trusted RI Optional trust anchors only, or changed in format
Authorities P listing both the OMA DRM RI trust
" | anchors and the TCG CA authorities as
additional RI trust anchors.
Server Info Optional | Unchanged.

All the existing OMA DRM 2.0
Registration Request Extensions
elements. However, if the device has a
Extensions Optional { TPM then information on device’s TPM
(such as manufacturer name, version,
etc.) should be included in the Device
Details element.

) Unchanged in format, but using dev:ce
Signature Mandatory § TPM’s AIK used in signing the modified
Device Hello message.

[0292] Modification of the Registration Response message and its derivation
(0293] A first modification is to use the RI TPM to provide a pseudo-

random number for the session ID. The benefit of this modification is that the
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- Unchanged in format, but use the nonce generated by
the Rl PPM Trusted device Authorities Optional -
Unchanged in format but listing only the infornmation
WOrR0mBA®2EGA aut horities that the device trustBCHYSPHP10951
trust anchors, or changed in format l[isting both the

5 s & e P IV e iR B BRET BB T

UsintSthe TP € genefite u@éeddﬁfrﬁn@ﬁ hﬁﬁbbr thatikalzad gethe session
Ext ensij.ons Opti onal Unchanged. Signature

Isteenethepn shsecnrity of %EW&??@ din format, but sign

[98d4h t he AS@uBndRinoRifvhidist foaise WAS RETOG EK &rbdriitial oi t}m
nodi fied Rl Hello nessage. The Si naturels n'%ng tf
enent o

TiCHAFK rredentigl beleaging te e s THM iq
tRR Thaifidhiodns HEAURS EXGE3AHER and/or the AIK credentlal is highly

protected by the TPM inside the device and deriving the DRM device ID from
either of these credentials strengthens the integrity of the DRM device ID
information.

[0295] A third modification is to use the RI TPM to provide the RI nonce.
The benefit of this modification is that the RI TPM provides a secure and reliable
pseudo-random number suitable for use as the nonce.

[0296] A fourth modification is to include a list of the TCG CAs trusted by
the device in the trusted device anchor element. Including the TCG CAs trusted
by the device can be either in replacement of, or in addition to, the existing OMA
DRM 2.0 trusted device anchor element lists. The benefit of including the list of
the TCG CAs trusted by the device is to add to the trustworthiness of the RI.
[0297] A fifth modification is to sign the Signature with the RI ATK used to
sign the modified RI Hello message. The benefit of this medification is to add to
the trustworthiness of the RI and the Registration Response message due to the
highly protected nature of the RI ATK.

[0298] Table 17 shows the format for the modified Registration Response

message.

Table 17. Modified Registration Response message format

lRegistration ResponselNotes (Changes from the OMA DRM|
Parameter | giztus = IStatus notli;o ROAP Registration Response

“Success” | “Success” jmessage)

Status MandatoryjMandatory|fUnchanged.
Enchanged in format, but use the

seudo-random number generated by]
he RI's TPM.
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[ 0299) Modi fication of the RO Request nessage and its

derivation [O0300]A first nodification is to use the

PPMto create the SHA-1 hash of a selected TCG
woregamsal (an EK credential, an Al K cr edenP¢HUS20¢7/010951

platformcredential, or a conpliance credential) to
use as the device | The henefit of this nodi-fi-cation

il s Sﬂa!te@he“&% j al s, arju rotected by the
TPMVemsien t hlis gdr’i‘lslvi ng th Ei:}\%}{:(}:‘gdlpD from nnpynf
hese credewti al s sf r engt hdtschanged rinefpringy loft tgre the
eV| ggnt) }ior tipn. [03 - Kleshrodmpothidiiydhe RO AP
Vil Mt o gdefarithice thehBI FEPM cBKnwedeatia
he beneflt of this} nodifi ongnf tlse Altredemtinls.e
s se héh B€ 10 the 1PM s

PEEUT0- T donT 0 &E@Srﬁtfo%aﬁaﬁﬁbhbéttﬂe

n

(1}

Mrigryis2007/ 0 QaQedihy!BL RY TPM.
TS 0 ner udc I &{ngdﬂl);
¢redential sf can be i ther | néile a%ﬁfntg%he §V1 gtrﬂs@scai
iMetistddadevice] the exj sting ?E %513; o
dent j al s| Ophendlehef it of )
@Wﬂt
isto dtot EGCA
"i g&ﬁ& ‘FSaB
- Hash wWth a d ?7' Fﬁéﬁ dhly aRre A
kit of ¢ iditional; yige Ir 0
hi ghl y [Brchasgedd, t her eby maki ng
Eleénei%hsowdpsiohﬂ S i gn t hqURthaRgadiest nessage with
ihe device AIK usedl to sigd the npst recent
uccessfully responded to gtlsdnged iif HornetBel sign wit
ssage. Thp benefif of thijgherBadiel RECBPMOAIK thatt vagd@ed| 0
_ LRgb etho'SiEnt Bredt rian@atsly
| K. [03051frabl e 18| depi ct JrdghfiléRloFBhe Siccédd®dr TREUIrkiogd
Request pessage.| Tabl e e BahtfdcRp R¥quBRGHaRhge. 1
MESSaye f OT et Par anet el RCAP- RO | Request Notres

#n the cert|ficate chain. |
T ][s?fgt ﬁ'ﬁ % angedRﬁ
33]Afou th nodi
e—seedre—0364+-A—fth
§%agsltae\3/g mgni,{;,;ég Rf‘*‘fg“ﬁitﬁ‘% | sifing hhe RoBERUCRI Hello|
Mandat ory Optional Device ID

[0298] Modification of the RO Request message and its derivation
[0300] A first modification is to use the TPM to create the SHA-1 hash of a

selected TCG credential (an EK credential, an AIK credential, a platform
credential, or a compliance credential) to use as the device ID. The benefit of this
modification is that the credentials are highly protected by the TPM, and thus,
deriving the device ID from one of these credentials strengthens the integrity of
the device ID information.

[0301] A second modification is to use the device TPM to generate the
device nonce. The benefit of this modification is that a nonce generated by the
TPM is secure, due to the TPM’s protected pseudo-random number generation

capability.

-63-



M Unchanged in format but use the TPMto conpute the

SHA-1 hash of a TOG credential to use as the device

ID. Domain ID O Unchanged. RI ID M 'Unchanged.
WDe098¢i8028bnce M Unchanged in format but useP¢HESHeAIRS

generated by the device TPM Request Tinme M

Unchanged. RO Info M . | .
[0302] A third modification is to include the device TCG credentials in the

certificate chain. Including the TCG credentials can be either in replacement of,
or in addition to, the existing OMA DRM 2.0 device credentials. The benefit of
including the TCG credentials is to add to the trustworthiness of the device.
[0303) A fourth modification is to sign the optional DCF Hash with a device
AIK in the Extension parameter. The benefit of this modification is that the
device AIKs are highly protected, thereby making the DCF signature more
secure.

{0304] A fifth modification is to sign the RO Request message with the
device ATK used to sign the most recent successfully responded to Registration
Request message. The benefit of this modification is to add to the trustworthiness
of the RI and the RO Request message due to the highly protected nature of the

RI ATK.
[0305] Table 18 depicts the format of the modified RO Request message.

Table 18. Modified RO Request message format

Parameter Notes
[Unchanged in format but use the TPM
Device ID M Izompute the SHA-1 hash of a TC
redential to use as the device ID.
Domain ID O Unchanged.
RIID M |[Unchanged. .
Device Nonce M Enchanged in forma?.t but use the nonece
enerated by the device TPM.
Request Time M [Unchanged.
RO Info M |Unchanged.
se either the device TCG certificate chai
Certificate Chain 0 r both the OMA DRM 2.0 certificate chaﬂ
lus the device TCG certificate chain.
nchanged in format, but when a DCF
Extensions 0O ignature is included, sign the DCF with a
TAIK. DI
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Unchanged. Certificate Chain O Use either the device
TOG certificate chain or both the OVA DRM 2.0
certificate chain plus the device TOG certificate
wehmsitoodstt ensi ons 0 Unchanged in format, bBETABRIAT/R095]
DCF signature is incl uded SI gn t he DCF W|th an RI

sed gignaghl th
egi stration Rd

[Es (ALY e z = IS8 = :

[tm;if;ggse Gﬁﬁa?ﬁcatfdiﬂsheneé the lblgs TmthtzF){ :stmﬂ 1ﬂ:1e<Rﬁ R@ﬁpolnﬁe
0O a 0

esith shemut LnEM AT RS Siemirk b el e miRasta)

Iidgesﬂ?ﬂtmﬁl Ropd;xﬁa Ostlsdalel 'Ehelﬂenéﬁpbﬁhﬁs théBfiéAionas toaddd to the
dified Re uest msssa e._ Table 19. Mdifi e(tthglghly

tRé‘ii’WGﬁ@Eleﬁ% (23 g{fe Refeeuse message due to
protected nature of the RI AIK.

[0308] Table 19 depicts the format of modified RO Request message.

Table 19. Modified RO Response message format

Parameter 2-Pass 2.Pass not{Notes
Successful [Successful

Status M M [Unchanged.

Device ID M - [Unchanged.

RI ID M - [Unchanged.

IDevice Nonce M - [Unchanged.

Iljrotected ROs M - [Unchanged.

|Cert. Chain 0 - Unchanged.

IOCSP Response 0 - Unchanged.

|[Extensions O - [Unchanged.

Signature M M [Unchanged in format but use the Rl
TPM to sign with the RI ATK used i
fthe most recent  success
Registration Response message. Thej
Signature is mandatory regardless o

he success or failure of the RO
equest message.
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2-Pass Successful 2-Pass notl | Notes Successful Status
M M Unchanged. Device ID M- Unchanged. RI ID M -

Unchanged. Devi ce Nonce M- Unchanged. Protected ROs M
WO 2008/100264 PCT/US2007/010951

[0309] Although the features and elements of the present invention are
described in the preferred embodiments in particular combinations, each feature
or element can be used alone (without the other features and elements of the
preferred embodiments) or in various combinations with or ;vithout other

featurées and elements of the present invention.

(0310]  Embodiments |
[0311] 1 A method for performing platform integrity checking between
a requesting entity (RE) and a target entity (TE), comprising the steps of:
sending a request from the RE to the TE to request the TE to report its trusted
computing group (TCG) credentials; sending the TE’s TCG credentials from the
TE to the RE; forwarding the TE’s TCG credentials from the RE to an online
certification status protocol (OCSP) responder for verification; reporting the
verification status of the TE’s TCG credentials from the OCSP responder to the
RE; sending a request from the RE to the TE to request the TE to report its own
platform integrity status; checking the platform integrity status of the TE; and
sending a platform integrity status indicator from the TE to the RE.

{0312} 2. The method according to embodiment 1, wherein the RE is a
rights issuer (RI) and the TE is a device.

{0313] 3. The method according to embodiment 2, wherein the method
is performed before the device initiates a rights object acquisition protocol
(ROAP) registration protocol with the RI by the device sending a trigger to the RI
to begin the method.

[0314] 4,  The method according to embodiments 2 or 3, wherein the
method is performed periodically based on an elapsed time from when the device
most recently registered with the RI

[0315] 5. The methed according to one of embodiments 2-4, wherein the
method is performed periodically based on an elapsed time from when the device
most recently verified its platform integrity status to the RI.

[0316] 6. The method according to embodiment 1, whereinthe REis a
device and the TE is a rights issuer (RI).
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Unchanged. Cert. Chain O - Unchanged. OCSP Response 0O
- Unchanged. Extensions 0 - Unchanged. Signature MM

Unchanged in format but use the RI TPMto sign with
WOH0830028¢ K used in the npbst recent successf BET’USZOWOIO%I
Regi strati on Response nessage. The Signature is

nandatory re dl egs .of the succe or, fail ure,of the

[%ﬁieque?t me %’&Samd\?ﬁ%%%?ﬁ%@i‘ﬁ?ﬂt/({ﬂg%ﬁm?%@% od

ik Q38N perigicdllyebdsedlonr A5 eRpskdetitReféf wiier the RI most
resent invention are described ip the épreferred

P . € .
reeRsbi veuiAed its platforey intaerity stghts 194be 87 cach feature

0514 enenf CathbRetRA%ADAE td Whbdidbnt 1)IRiRthe REisa
features and el enments of thé preferred enbodi nents) or

 dopteph isswerd Chons the(Tols# dovicR- or wi t hout ot her feat ures

ele t i ie .
[P%@-JL 0] Errbn??') dis rr'gfrl]% @Eﬁmﬁ laEFdhg tSBBEYdIAENt 8, wherein the method

is performed periodically based on an elapsed time from when the device most
recently verified its platform integrity status to the CL
[0320] 10. The method according to embodiments 8 or 9, wherein the
method is performed when the device purchases content from the CI.
[0321] 11. The methed according to embodiment 1, wherein the REis a
device and the TE is a content issuer (CI).

~ [0322] 12. The method according to embodiment 11, wherein the method
is performed periodically based on an elapsed time from when the CI most
recently verified its platform integrity status to the device.

[0323] 13. 'The method according to embodiments 11 or 12, wherein the
method is performed when the device purchases content from the CI.

[0324] 14. The method according to embodiment 1, wherein the method
is performed as part of a rights object acquisition protocol (ROAP) process.
[0325] 15. The method according to embodiment 14, wherein the method
is performed prior to the ROAP process.

[0326] 16. The method according to embodiments 14 or 15, wherein the
ROAP process is modified to incorporate the method as part of the ROAP process.
[0327] 17. A method for performing digital rights management (DRM)

software integrity checking between a requesting entity (RE) and a target entity
(TE), comprising the steps of: sending a reguest from the RE to the TE requesting
that the TE perform a DRM software integrity check; checking the DRM software
integrity by the TE; and sending a DRM software integrity status indicator from
the TE to the RE.

[0328] 18. The method according to embodiment 17, whereinthe REisa
rights issuer (R]) and the TE is a device.
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[0311]1. A nmethod for performng platformintegrity
checki ng between a requesting entity (RE) and a t ar get
entity (TE), conprising the steps of: sending
WEWosH26ir omthe RE to the TE to request th@CT@S%OQ'”"lﬂ%l
report its trusted conputing group (TCG credentials;

sending the TE's TCG credentials fromthe TE to t& ]
[R8291f or wdPei nghe methpdageording to raldingnrisl 8 Wbﬁﬁ%@e EVIER

fKHdPh |tia;E§erClS rehi fHIGS WeBih HehetBod pPioP 60 the §&w8)nitiating a

respon for verification; reporting the verification
xsglas ahjecttacqpieitipe protpat(BPARLPROCesEs from t he OCSP

onder ot © i
REITE T 20} oo e pHhod MRRNEE Serkighiiph 5 ARLIPESROAP
protesgisi &kc&ﬂeﬂm thecg'mnjx corgisting of Itwb fpessmegistration,t byvo pass
sIa‘ius of t ending a platformintegrity

it e by rra“"%‘r']r‘? FABE™ 5 the RE. [0312] 2. The
[0B31od acdor dThgmkthodnibeadding td ertbodiinentsild ot B, vRiEréin the

St A SR e bt AR
slc&ﬂ@ﬁfoﬁﬂ:’rﬂ@doleOﬁWpfdd&s@bﬁVhﬂ&Rlnl tiates a rights

t t t
YRR R I -
the ROXP ﬁbcés@ 1§L@Hicfbdtfﬁ@n fHétdi*&fb coh&gﬁﬁé éf: ﬂhﬁpéﬁ& tdpistration,

accordlng to enbodi nents wherein the nmethod is
terTrast 1ol wmomctmqsﬁ%&a@edewa% el apsed tine from

[ t he gdevi @R Meflod aBEcRlink Yo 61fegif§1§1§6tﬁﬂxeﬁtstlt8 3 ¥ hBein

5] 5. The nethod according to one of enbod i ment s

the methadds penfornied pesipdioall aﬁep therdgviep Bagseerifisd padrapyrted its

I?Rﬁle 5% ﬁg 70m when the devi ce npst
recenFIy Veri §|ts ;at ormlntegrlty status to the
[%34][ 0316H6. T'lh‘he nethwd@cmdmgm ong of embedinentackf-23) wherein

h h
8 i prtSime Rt R HE R il e PRl ©
[eamijdl erss. 6, Thimettiod acteding tows df empedlfnmmek&i-m wherein

di t

o8 B e b 8 0 Pet i S DRRE T atard Py oo Ry lfed®
ﬁl@ydrh»ﬁtﬁ@&éﬁée [0318]8 The, net hod according to
GER T™ He.  Th GeBiohseele f Sn SRR, b SRR
Mﬁ&g@%‘f?mtlsbgnghmd g@_idi}(nlne nmet hod |s]c perforrred

eriodi ca ased on an el apsed t,jne
BEihice i Chemethpd serdngt sbodient PhTReFIR hg Pepod
1§b@¥fb§nédq1ﬂoh&im@1atmh%%ﬁé d&icelhe nethod according to

di ment's 9, Wwherein the nmethod is perfaorned

GB35 1 o Xov, Toe petlin Aewsdio iy Srbodimanis s &, whorein the
\A% %&lslal ﬁ%;ﬁagﬁr@égg&gsaccordl ng to enbodi nent 1,
Srein

[0339] 29, The method according to one of embodiments 26-28, wherein
the method is part of a modified rights object acquisition protocol process.
[0340] 380. The method according to one of embodiments 26-29, wherein

the method is performed periodically after the RI has verified and reported its
DRM software integrity status to the device.
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device and the TE is a content issuer (Cl). [0322]12.

The nmet hod accordi ng to enbodi nent 11, wherein the

nmet hod i s perforned periodically based on an el apsed
WO 28/10926M when the Cl nost recently verifi eBCT/PE007/010951

platformintegrity status to the device. [0323]13. The

FEdod | Siper ThF methoinerriing comr  enhet ekalbed-toRber
the ekethéteis Gerfoteldick4he R @pdEied fE DRM e6firae. t O

enbodi nent. 1, wherein the_nethod i s performed as part
B34 ri gitZs obhewmethod gorosding toons0f embesimenis )31, wherem
B 8fc8Rot is b&FrrledPriof RAhEREN AR add e 5068l
tl%, vvherlgl n the %leitohod i's perforﬁnfegg' pgr]iﬂ%rtg‘tao t he ROAPe
B ocess. [0326] 16. The method according to embodi nents
r 15,9qWhedqel i | f ol o :
e por P ¢ mae Reltad gRRaBLP ST oo Lc 7807, Bherein
the awthodliz performeadpedtioflivally dwifing airenyesl fomn ghe devidetts the RI

software integrity checki ng between a
f?%%%%?ﬁ?‘%"‘&wy (RE) and a target entity (TE),

[6dH4dr i si 184. t hEhsheliwdafcordiag th exgbodimedU g syhdreinithe RB isRE

to the TE u [ that the TE performa DRM
cgﬁ?%geﬁ(hﬁgﬁ%%’éfk‘iwﬁcﬁ‘ecki ng the DRM software
(0345291 i t 85Dy TH@mEond&B@r@iﬁfgdﬁ éiﬁbdﬁnﬂ?héﬂ ﬂoﬁhﬁmiﬂhe device
integrity status,indicator fromthe to,the .RE, ..
S8 BRer T oA O ORI APHSOY &7iah i e Lfrice it a
BhjBetladguiRition prétokdl GROAP) ffdek. (RI) and the TE is a

GcE oL ANt S acoE e 3E ol

H&RES iPpdrforee pelilitd)§ dflertRe 8RB hdsREmBRLED S riphtsVbjdc®
the device initiating a rights object acquisition
qsﬁwﬁwmprem@ikfﬁﬁ%ﬁ’bwﬁgiswgs The net hod

§5£R" di ngqt 0 fﬁ@ﬂ%ﬁﬁﬁ%ccl&ng%e@f@mﬁ&ﬁm@%%ﬁ@%ﬁfem

I's Selected fromthe group consisting of: two pass

thegiethadds performedweriodicallyaifier thadeiise hagnerifipd apdrpportedife

151’@%" 0. d according to enbodi nents
or g@%%&ﬁ%ﬁ%ﬁ%%d is perforned periodically
[6348r t h&8devThembiiwd acwpdiag bwore of emhoedimebjsdid:37, wherein

cgui.sit. on pr ot I R rpces | h | .
R Do R DR b S A S
(021, W30r ei The method according to one of embodiments 34-38, wherein
the CI requests the device to perform a DRM software integrity check on a media

player on the device.
[0350] 40. Themethod according to embodiment 17, whereinthe REis a

device and the TE is a content issuer (CI).
[0351] 41. Themethod according to embodiment 40, wherein the method
is performed upon initiation by the device.
[0352] 42, The method according to embodiments 40 or 41, wherein the

method is a standalone process.
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the ROAP process is selected fromthe group consisting
of : two pass registration, two pass join donmain, and

two pass | eave domain. [0333]23. The nethod '
WRBYSE enbodi ments 18- 22, wherein the negﬁ‘%@%o@#&%m

performed periodically after the device has verified

d | M.sof t i nt A
BT 2L oA Ty W S Rk
thetodhokitpari d-a2Rodifibd rights objeet acuisitdon srofrenl mrocessl

r the, device updates i,1s. DRM sof re. .
@%é‘ﬁmet hott ac B Be copiE ke 0%93885%%?“[1@%%”%%&11
8 ?ﬁ&h@d isherfokmed guaﬁh callyhufted €le cd:_r; hh@wlr@ﬁe‘dcmm mﬁam its
software integrity check on a nedia player on the
%M%%Wamﬁﬁﬁg'%.gafﬁétﬁéleﬁﬁﬂmﬁtcordi ng to enbodi ment
[d3551Wher efs) t irRe Rethod adedi@itiptSomt i einbedifdent 540844, whiiein
i ssuer (RI). [033Q27. The nmet hod according to

thamatherbisperigrmethefier the (ardaten #4 DRM seffvatened upon
[095d) ati oy Dy Tinlgﬁxeﬁﬁ;\d'a%&rd{ng%é%%&emﬁbaﬁMa wherein

according to enbodi nents 26 or 27, wherein the method
the methadia petformedprive tathe devisssinding apnghtaekipeidequest to the
cording to one of enbodi ments 26-28, wherein the

method is part of a nodified rights object acquisition
p8&locol 45t oc Fhemeflnd40t@ding thenand embadizmeaby -4 wherein

ne yThodi v i t i
B FaSpor L B PRA! Bereryally abhBE R Sl BRI fedif o thercr
foegpedreinhgicosteDRM sof tware integrity status to the
[.Cce. 2008/ 10 APCT/ US2007/.010951 .l 03411 31. . Th

lﬁ%%’ od ac%gr d e‘gh(?g@ﬁ'é S‘Effmé F ﬁgﬁtl% E’QL% ,ngﬁtgr(gﬂeﬁ?
dcﬂfﬁisifﬁinh Qiic[}tiggoigﬁ{(%@ﬂ_rl &deh s’@ﬁﬁfr ekdbanfid Upteéas tivbs eﬁiﬁihkf iés,
sof twar e, : e net hod accordi to.,qne, 0

empsHethesstors o safpheFlormey rﬁléflﬂ%3° .'i’g 45619 e (ROAP
‘?ﬁégg eisté% chhiP estety v thaSPRdtbd Bordpiiting YebhiQi R ind PRURSIfyihE
the information to be used in the ROAP messages prior to being used in

connection with the ROAP message.

[0359] 49. The method according to embodiment 48, wherein the storing
step includes sealed-signing the information and binding the information.
[0360] 50. The method according to embodiment 49, wherein the sealed-

signing step includes symmetrically encrypting the information with a symmetric
encryption key and asymmetrically signing the symmetric encryption key and a
set of values that indicate a current integrity status of an object.

{0361] 51. Themethod according to embodiment 50, wherein the signing
step includes using the integrity status of a platform on which the entity
operates.

[0362] 52. Themethod according to embodiments 50 or 51, wherein the
signing step includes using the integrity status of a software component of the
entity.
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[0343] 33. The nethod according to one of enbodi nents
26-32, wherein the nethod is perforned periodically

during a request fromthe device to the R faor
W J0889P34 cont ent. [0344] 34. The net hod accSFa’Uﬁ{:P"?’%mSl
enbodi nent 17, wherein the RE is a content-issuer (C)

and the TE is devi ce. 345 35. Th t hod or.di n
085 nbodifent T game\tmaém do st §g‘§f&‘§‘ %a$
he bidBngtted ARk Bsirh@eRbP dndyhidhg fHR ihidEmERM ﬁfeh a key

Initiating a rights object acquisition protocol (ROAP)

whereasiyate desngitiog, ke:r%stﬁ@siﬁea raetested mpduieindhp satitYent s
[%ée‘ﬂr 35, sghe gl Nmbiied BhAhd o REHCRIAEL BS) Witk thy

ter the device has conpleted a rights obj ect

protpstedi modive jsraobryetefl prewing wedele SEFM)th the C .
@g 7]37. 55TheTﬁshiz%d %&3&1&# hBod®EntHe, FHLRH tHEPPM is

6, wherein t per ormed périodically
wsktldo detties phoaiveterh tusednthé BOAZIndessegesi ted its DRM

RER%oq actthr aithy meyaeEaing th Sk fempotiifile .o berein
ﬂxh@ngg?fl@m? is selpetedi fmm&:lie gfonpconsishingeof aabva ddengification, a

9. ,. t hod
s drener cdenfioagon. o gertiidsten s arinais Shdtol dish ARk
lhlﬁndi@hie(ﬁt i’félate@RMzé edlawad ﬁg}ntﬁtogj;buT , g aagwnhkxgo anda ﬁmhead
er o evi ) e od.a i.n
B8 Yboq Hent Tho mehid AroreinEo pas gL EmipopiAnES A RHfbEein
tBEmahad&%bﬁedtd aisR@rAP(ﬁés)sagés%Sl] 41. The met hod
accordi ng to enbodi nent wherein the nethod_ is

98¢8lor e 05811 pofbe H%ei“il@tqc@m'd%’sg to pree Rf etbedimenis bt Y heyein
fﬁ%w&ﬁo@ﬁca%ﬁwge ateIjresth IROROA#AnGsaddl, Wherein the

nmethod 1's st andal one process. WO
(D863, 1002@4 Pc’fhgjgga@l@pﬁ/qgg_q;ggxgtoone of embodiments 48-56, wherein

the method is integrated into the generation and transmission of the ROAP
messages.

[0370] 60. The method according to one of embodiments 48-56, further
comprising the step of adding a field to existing ROAP messages to indicate a
trusted computing capability of the sending entity.

[0371] - 61. A system configured to perform a method according to one of
embodiments 1-60.
[0372] 62. An integrated circuit configured to perform a method

according to one of embodiments 1-60.
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10353143. The nethod according to one of enbodi nents
40-42, wherein the nmethod is part of a nodified rights
obj ect acquisition protocol process. [0354]44. The

nmet hod according to one of enbodi nents 40-43, wherein
the nethod is perfornmed periodically after the Cl has
verified and reported its ware integrity

status to the device. [0355 X e met hod accordi ng
Wiatdpels@hegnodi ments 40-44, wherein the nethod is
performed after the Cl updates its DRM software.

[ 0356] 46.A Prethad tiap werforming plptfaynyirtesrity sherking Retveen a

- ' L.$: r ipr to the
S tne AP (8} A5 IRREOS e RLED CLER-REAEY 1
[ 035eékdivingl heetimddtdebracho R g the T eo aépatitnditedainsputing
40- 48 erein, the thod is performed periodically
Wi‘ﬁ&@@@ﬁ%{@@s F'fg’% Jﬁﬁe device to the Cl for
Str eamhiMk GRTEVITCE QRRRIERIs & (Rtled for
strengthening the integrity of rights object

ac quieséivingna pequest drong REARE fiesdedEl texehortqdatiorm ntegrity

t i ties, conprising the steps of: safely storing
“?ﬁ%ﬂﬁﬁ%?hgﬁ to be used in the ROAP nessages at each

ent ich¥cltisi iHe bldtSsrad iraepHY stagud eCiha TEEsad and

pre-verifying the information to be used in_the ROAP

nes $aBdingH plstlory miegatyittatng mdigiortor thsdlfEi th t he
ROAP nessage. [0359]49. The nethod according to
enbodi nent 48, wherein the storing step includes
sealled- sThamnghvé ecearflorgimtclaim b wihédema g REne a rights issuer
inf o ti@Qn. [0360]50. The nmet hod according to
(& ﬁﬂﬁgﬁﬁgtglﬁﬁfﬂmﬁﬁrein the seal ed- signing step
i ncludes symmetrically encrypting the information wth
a symmetric enc;%ption key and asymmetrically signin

¢ heBoyrmBbe method roeslions Relaiana thasein o mafhedds perdermed

. _ Lent ok . _ . _ .
bef B LA R R P bl aRfuin BB SROBE registration
provioevlewitht the Bl dhy tige deejeeisentimges triggey tohéhei RT dgbegip the
é%%us of a platformon which the entity operates.
n“% 2] 52. The net hod according to enbodi nents 50 or
51, wherein the signing step includes using the
integrity status of a software conponent of the

ent4ty. Theonedes) agordinpdrtisgdadh wisreusthe medepsgperforaned
. . : o .
per{lﬁéél?%ﬁ% gal%%g&g)' ggnit e;lgﬁgegie%fmee“ Ol'tvUE&S ftpgé; aRAce WRE g'le&antly

=,

X9 E
s asymmetrica encryptin

regidteradwithhlei®N Wi th a key whose private decryption
key is stored in a protected nodule in the entity. -

5. The method according to claim 2, wherein the method is performed
periodically based on an elapsed time from when the device most recently verified

its platform integrity status to the RI.

6. The method according to claim 1, wherein the RE is a content issuer

(CD and the TE is a device.
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[0364] 54. The nethod accordi ng to enbodi nent 53,
wherein the protected nodule is a trusted processing
nodul e (TPM. [0365]55. The nmethod according to
enbodi nent 54, wherein the TPMis used to derive
paranmeters to use in the RCAP nmessages. [0366]56 The

Uhe. Tt or hae FistHed St g sn CRigi PE-gF s FEHET GErHgrmed

riodicallS \Hased bil8R Elépb&@ﬁlkﬁérﬁorﬁ whicH fhS dé 58 4@bst recently verified
identification, a céertificate, a certificate chain, a

it piatformrintggriy statagderthe Clel ated time value, a rights
object, an algorithm and a nonce. [0367]57. The
nmet hod according to one of enbodi nents 48-56, wherein
t he get hothé et aRordifgad tlaRSPwiteseiaghs methabBjpediormed
The net hod according to one of . enbodi nents 48- 56,

dierflovice mekasgs cantenh fromythesbhr atel y from t he ROAP
message. [0369]59. The nethod according to one of
enbodi nents 48-56, wherein the nethod is integrated
i nt 09t he @axwh@d fop pedongatisitalsightsmaiagtme RGRRM) software

EssRses. L0310 %0 The el hodﬁgﬁgct@) o 2 ltg{g%ggim (TE),

cadptismea fiel d to existi ng ROAP nmessages to indicate a

trusted conputing capabili tﬁé of the sendi ng entit
[ 0372Ep8iYingra spawesinteasnthe Bl fon hepll o perie P&]\% software

to one of enbodi nents 1-60. [0372] 62. An
ufigedoripgy

circuit configured to performa nethod
accocrhébhggtthe mcﬁoﬂmmGdnt@mttg b¥+the TE;Godl M5 What is

O e e P S iy SRRt k.

10. The method according to claim 9, wherein the RE is a rights issuer

(RI) and the TE is a device.

11. The method according to claim 10, wherein the device sends a
trigger to the RI to begin the method prior to the device initiating a rights object
acquisition protocol (ROAP) process.

12. The method according to claim 11, wherein the ROAP process is
selected from at least one of the following® a two pass registration, a two pass join

domain, and a two pass leave domain.

13.  The method according to claim 10, wherein the method is performed
periodically after the device has completed a rights object acquisition protocol
(ROAP) process with the RI.
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requesting entity (RE) and a target entity (TE),
conpri si ng: receiving a request fromthe RE for
the TE to report trusted conputing group (TCG
credentials of the TE; sending the TE' s TCG
credentials to the RE receiving a request from

the RE f the TE . to report platfqorm.integrit atus .
of t A& TELhe FeLRPR GorrEing tn Faih 1o PaTeinythe BPAD Rypcess is
sktRtelfrod Bllea SHWHIG the RIRIHRAEN (W SA5 It YisBh&bHS: two pass join
i ndicator to the RE 2. The ‘method according to
doring amd sivee pass keawe BBmiadna ri ghts i ssuer (RI) and

the TE is a devi ce. 3. The nethod according to
claim2, wherein the nethod is perfornmed before the

devi 28. i rfTlid rabgbdaacco @b s tOEhBE 10,36k th aretBb@is@eeformed
(ROAP)_registration _protocol with the RI_by the device .
Pewndically afterthy device hagyeriBedegdyeparied %D%fl pftrare integrity
sthiud BEHERRNod according to claim 2, wherein the nethod
'S per%orned periodically based on an el apsed tine
fromwhen the device nost recently registered with

t he : 5., The .met hod according tp clajm2,
wher B (Bhe et FthEdE Rty atieatn b Fir i Egeprmed
afler fleavad pdaked #O MRNIQRR g devi ce nost recently
verified its platformintegrity status to the RI.

6. The nethod according to claim1l, wherein the RE is

ac entpy | ( hg_.TE 1S I GE. -

7. e e SAod br B0 o ety 1" K B RL Hidudieg ehe
daviceptr pexfored apBRIM dicftatadry ihegetty ahedn ol apsetia tplager on the
dfr.om when the device nost recently verified its

Pt%tformintegrity status to the Cl. 8. The

nmet hod according to claim6, wherein the nethod is

perfornmed when the device purchases content fromthe

Cl . 18. Themephedatnsudingrto glaitad?, mihegeidithe Rl ispicghtent issuer

PROAE . . software integrity checking between a
(Creques mg“é%tﬁlg%lfg( RE) and a target entity (TE),

conpri si ng: receiving a request fromthe RE for

the_ TE t erforma soft e integri check;
lg. '?h(? met ocT accg'%g to c\:liglrm 18, Wel'gerellny the device sends a
trigger to the CI to begin the method prior to the device initiating a rights object
acquisition protocol (ROAP) process.

20. The method according to claim 18, wherein the method is performed
periodically after the device has completed a rights object acquisition protocol

(ROAP) process with the CI.

21.  The method according to claim 18, wherein the method is performed
periodically after the device has verified and reported its DRM software integrity
status to the CI.
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checking the DR Msoftware integrity by the TE;, and
sending a DRM software integrity status indicator to

the RE. 10. The method according to claim?9,
wherein the REis a rights issuer (RI) and the TEis a
devi ce. 11. The nethod according to claim 10,

wherein the device sends a trigger to the RI to begin

t he amet h(lie pidthod becokRidgttocladm 18)wherin thg rmaettiod i merformed

obj ect _acqui sition protocol (ROAP) process. 12.
afterctheedeners updatnsdin iR seftwiawe-11, " wherein t he ROAP

process is selected fromat |east one of the

following: a two pass registration, a two gass join

dont2g. n, T&a tnethodoaqeasting davdaido 18] wherein the Cligqugss the

deiener B Rk DM Sofly Rt iateeri ShE vk el flpst g the

de¥idel ght s obj ect acquisition protocol (ROAP) process
with the RI. 14. The method according to claim
13, wherein the ROAP process is selected fromat | east
one of the followng: a two pass registration, a two
pass join domain, and a two pass | eave domai n.
15. The method according to claim10, wherein the
method is perfornmed periodically after the device has
verified and reported its DRM software integrity

status to the RI. 16. The method according to
clai m 10, wherein the nmethod is perforned after the
devi ce updates its DRM sof tware. 17. The net hod

according to claim 10, wherein the R requests the
device to performa DRM software integrity check on a

medi a pl ayer on the device. 18. The net hod
according to claim9, wherein the RE is a content
issuer (Cl) and the TE is a device. 19. The

nmet hod according to claim 18, wherein the device sends
atrigger to the CI to begin the nmethod prior to the
device initiating a rights object acquisition protoco
(ROAP) process. 20. The nethod according to
claim 18, wherein the nmethod is perforned periodically
after the device has conpleted a rights object

acqui sition protocol (ROAP) process with the C

21. The nethod according to claim 18, wherein the

nmet hod is perforned periodically after the device has
verified and reported its DRM software integrity

status to the Cl. 22. The nethod according to
claim 18, wherein the nethod is perforned after the
devi ce updates its DRM sof tware. 23. The net hod

according to claim 18, wherein the Cl requests the
device to performa DRM software integrity check on a
nmedi a pl ayer on the device.
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