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1 DESCRIPTION MOBILE COMMUNICATION METHOD, MOBILE
STATION AND RADIO BASE STATION 5 Technical Field [0001] The
present invention relates to a mobile tommunication method, a mobile
station and a radio base station. 10 Background Art [0002] Inthe LTE
(Long Term Evolution) type mobile communication system specified by
the 3GPP, a mobile station UE is configured to perform a connection
re-establishment 15 procedurffzﬂ g%t‘e@ﬂng a radio link failure (RLF) in
an RRC connection. Specifically, in the connection re-establishment
MQBdLEd BeltigNhoAiTd SNtivBTHODNfigoBd LLE peTiaTh@ellAebedtidD 10 BASE
processing and to transmit an "RRC Connection Re-establishment
Request" through a common comtrb EAQRhel 20(CCCH) to the selected
cell. [0003] Here, the mobile station UE is configured to select, in the
cell selection processing, a cell which meets a certain propagation level
Teahd teahidhigakdnobile station UE has an 25access right. Summary of

vention
oLy
The present invention relates to a mobile communication

method, a mobile station and a radio base station.

Background Art
[0002]

In the LTE (Long Term Evolution) type mobile
communication system specified by the 3GPP, a mobile station
UE i1s configured to perform a connection re-establishment
procedure, when detecting a radio link failure (RLF) in an RRC
connection. Specifically, In the connection re-establishment
procedure, the mobile station is configured to perform cell
selection processing and to transmit an “RRC Connection
Re-establishment Request” through a common control channel
(CCCH) to the selected cell.

[0003]

Here, the mobile station UE is configured to select, in
the cell selection processing, a cell which meets a certain
propagation level and to which the mobile station UE has an

access right.

Summary of the Invention
Problems to be Solved by the Present Invention
[0004]
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Problems to be Solved by the Present Invention [0004] 2 In the
connection re-establishment procedure, a radio base station eNB that
manages the selected cell is configuiad to verify an "RRC Connection
Re-establishment Request” on the basis of "second verification
information (short MAC-I)" 5 contained in the "RRC Connection
Re-establishment Request" to avoid the following problems. [0005]

Ther iothﬁe'se ' cannot distingui %ll?t( [ -

Re-esi}[gblls me(:%i[ gq%uﬁe%ls%' ﬁn%%f#%?ﬁegﬁ When ﬁéﬂigegr%%%ﬁe’ S%tigﬁg "o
baSé& Sdahhva dxNBcteddn Rifraigadiffttentsele treadnaethk 'RREonfigured

Connection Re-establishment Requests” containing the same C-RNTI

to el Bhvig N e itk RIMSSL ARG RTeD Lt he Rt preqessticapn the
paGPd D)o thecsslfpicd eali #PIO00Rn RO FAMIRRSFC EONGRENAAC 1)

cannot distinguish an "RRC Connection Re-establishment Request" from
cookrrsiathen hwbiRRatione b amBlciestabdritsimenits RegtRRC” to
Connection_Re-establishment Request” containing a C-RNTI and 20 a PCI
av h%g\% ?Qﬂg&ﬁw 8&. de%ﬁm% ‘The "short MAC-I" can be used to
[ouesfy the credibility of the "RRC Connection Re-establishment Request”.
In other words, the "short MAC-I" can serve as a checksum for performing
* 25 a tHmeperiagd thedrasiahess REMonalBtiopcReettadlkssibigiguish  “RRC

Cof BRI EREEL RS HERHER"RBIR EXRE AR REH Befler , when
the mobile stations UE that have detected an RLF in different
cells transmit the “RRC Connection Re-establishment Requests”
containing the same C-RNTI (Cell-Radio Network Temporary
Identifier) and the same PCl (Physical Cell ID) to the selected
cell.

[oo06]

. The radio base station eNB cannot distinguish an “RRC
Connection Re-establishment Request” from others, when a
mobile station UE of a malicious user transmits the “RRC
Connection Re-establishment Request” containing a C-RNTI and
a PCI which are randomly set.

[o007]

The ““short MAC-1"" can be used to verify the credibility
of the “RRC Connection Re-establishment Request”. |In other
words, the “short MAC-1" can serve as a checksum for performing
a tampering check of the “RRC Connection Re-establishment
Request™.

[0008]
In the LTE type mobile communication system, a tampering

check of an RRC message on a dedicated control channel (DCCH)
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3 is provided by a PDCP layer function. Specifically, the system is
configured to generate a checksum(MAC-I) for the RRC message in a
PDCP layer, and to transmit the checksum attached to the PDCP header.
5[0009] Meanwhile, the LIE type mobile communication system is
configured to transmit an "RRC Connection Re-establishment Request"
through the common control channel (CCCH). [0010] 10Furthermore, the

i { icatl sn | nctign, f
e [ L I00L] 1§ R b B e
1 saecofiEanes, tivig ébhepptecatchaidks UshOMAJAD) | Farbeh RRMpd s5age
_ the "RRC Connection Re-establishment Request" cannot be generated

N AdePile LawereL RN EQnLIRT o Bl erih prsenmRERachsrhdo the

ppAtRdsdgg@psideration of the 20 foregoing problem. It is an object of the
present invention to provide a mobile communication method, a mobile
[06f8idn and a radio base station which are capable of generating "short

MAC-|" to be contained i "RRC Conpection Re-establishment .
Reqdﬂgﬁf‘ﬂz‘ eem;{?&?gnaﬁ'}mwﬁé}% Lif communication system is

configured to transmit an “RRC Connection Re-establishment
Request” through the common control channel (CCCH).
[0010]

Furthermore, the LTE type mobile communication system
has no PDCP layer function for the common control channel
(CCCH) .

[0011]

In consideration of the above circumstances, It is
apparent that the ‘“short MAC-1"” to be contained in the “RRC
Connection Re-establishment Request” cannot be generated under
the current LTE specifications.

[0012]

The present invention was made in consideration of the
foregoing problem. 1t i1s an object of the present invention
to provide a mobile communication method, a mobile station and
a radio base station which are capable of generating ‘“short
MAC-1"" to be contained in an “RRC Connection Re-establishment

Request™.

Means for Solving the Problems
[0013]
A First aspect of the present invention iIs summarized as

a mobile communication method 1including the steps of:
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[0013] A first aspect of the present invention is summarized as 4
generating, at a mobile station, first verification information by use of a first
key, a first parameter and an algorithéin for "Integrity Protection”;
generating, at the mobile station, second verification information by taking
out 5 predetermined bits of the first verification information; and
performing at the mobile station, cell selection processing, and

gef 8?%\ fro the Obrﬂ) téont “E’i’b%baseﬁ?!%‘iﬁ oL PRPRESR I on

e se d ce or R connectlon re-establishment
mﬁzqtmthmu@ly ausmnmﬁna:oﬁinisf’to kbgnnel, fiosdetemtiametaradiod an
link failure in an RRC connection, the second verlflcatlon information

al gt inkRE RRETEBU HHRRY CASHIER re-e S8BRYNHARGeq k. the

moPE1d ARG B5t aSPEEhdN G dFS-PREATRB GHIBPMSPIINTD ¥1iall¥i§‘f§rout
ID" and "direction (DL/UL)"; and a physical cell ID and a C-RNTI can be

predetans RRO-PDUSIar RRQecdimsKioreciddtabitdone anerest jodsspand
R L e T
angtateRIEREarfisgliorFFrom the mobile station to a radio base
station that manages the selected cell, an RRC-PDU for RRC
connection re-establishment request through a common control
channel, upon detection of a radio link failure in an RRC
connection, the second verification information being set in
the RRC-PDU for RRC connection re-establishment request.
[0014]

In the first aspect, the first parameter can be “COUNT”,
“bearer ID” and “direction (DL/UL)”’; and a physical cell 1D and
a C-RNTI can be set in the RRC-PDU for RRC connection
re-establishment request.

[0015]

A second aspect of the present invention iIs summarized
as a mobile communication method including the steps of:
generating, at a radio base station, Tirst verification
information using a first key, a first parameter and an
algorithm for “Integrity Protection”; generating, at the radio
base station, second verification information by taking out
predetermined bits of the Tfirst verification information;
performing, at the mobile station, cell selection processing,
and transmitting, from the mobile station to the radio base
station that manages the selected cell, an RRC-PDU for RRC

connection re-establishment request through a common control
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information using a first key, a first parameter and an algorithm. for

"Integrity Protection"; generating, at the radio base station, second

verification information by taking out 35 predetermined bits of the first

verification information; performing, at the mobile station, cell selection

processing, and transmitting, from the mobile station to the radio base

station that manages the selected cell, an RRC-PDU for RRC connection
chiHASROISIEBANEgUeY iBieua 2:OPURqR CaTH FHIIM. WPran RRC

etection of a radio link tailure in an RRC connection, the second

coxesfickiion jnthmatiecdreihy eetifiitba BREG-ADBdpm&E O nobedciprset in

re-establishment re%uest; and verifying, at the radiq base station, the

th R P Yol RREBSritRREGTH L AstSRtRAT it fed bt fbm and
velPryPhde siionh Upagi Brenpsond ¥aiieation dHomREPINOYRIr RRC
In the second aspect, the first parameter can be "COUNT", "bearer ID"
coanecdilestioreEstapl 1S[00aTt requésitl asesk \vEthd passerhhe mobile
tinvention is summatized as a mob}ie stat'Lo19-incI ding: a first V%Eication
STRES NN §ferabr Uik RRAGIRAG A i JAHhREHE Ton-
[otreration by use of a first key, a first parameter and an 15 algorithm for
“Integrity Protection”; a second verification information generator unit

confidiirdd® gerenrtdeasRent vdifR ibrshfoaramstey teraAdgeut COUNT”,
«p BT 'ne%ﬁ)gs.oéif}eggtﬁ ¥ﬁrifg@3i?ggr formation; and a transmitter

unit configured to, upon detection of a'radio link failure in an RRC
[0017]

A third aspect of the present invention is summarized as
a mobile station including: a first verification information
generator unit configured to generate Tirst verification
information by use of a first key, a first parameter and an
algorithm for “Integrity Protection”; a second verification
information generator unit configured to generate second
verification information by taking out predetermined bits of
the fTirst verification information; and a transmitter unit
configured to, upon detection of a radio link failure in an RRC
connection, perform cell selection processing and transmit an
RRC-PDU for RRC connection re-establishment request through a
common control channel to a radio base station that manages the
selected cell, the second verification information being set
in the RRC-PDU for RRC connection re-establishment request.
[0018]

In the third aspect, the Tirst parameter can be “COUNT”,
“bearer ID” and “direction (DL/UL)”’; and a physical cell ID and
a C-RNTI can be set iIn the RRC-PDU for RRC connection

re-establishment request.
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20 connection, perform cell selection processing and transmit an

RRC-PDU for RRC connection re-establishment request through a

common control channel to a radio bése station that manages the

selected cell, the second verification information being set in the

RRC-PDU for RRC connection re-establishment request. 25[0018] In

the third aspect, the first parameter can be "COUNT", "bearer ID" and
[Ogigéftion (DL/UL)"; and a physical cell ID and a C-RNTI can be set in the

-PDU for RRC connection re-establishment request. 6 [0019] In
the thind agibect, tha irdnsasieratnit cthde toriitamad te pet,uasitbe can  be
physical cell ID, a Ehysical cell ID of a cell in which a radio link failure has

copldgiPEuRRgIRL 5 RRERDIINESHh T ded s hPBYRAGR R CETT 1D
of GRUTHUFRARYIER BRIRISAITRIVEA fechisduchine@diarvkg the

failure has occurred. [0020] In the third aspect, the first verification
RR(hfoanaget 10me@didicusie tanase thafiguRitb,ganerdtd Heusd by the

ification iof ion foy @ PDU.in whi ical cell ID Il in .
molibh &SRB TaiirL HE Seehho M b LR e R ARk ofai fure
haS-BAdl ¥ped by the mobile station UE in the cell in which the radio link

failure has occurred, and a cell 151D of the selected cell are set. [0021]
[0@28ikrth aspect of the present invention is summarized as a radio base

statiop | IRg:-a first verificatign. inf |0 it. confy -

S B e SR T o

genaianeier andian algerithbe fasShfagily &lotaciionjensesead the TFirst
verification information generator unit configured to generate second

veydAihGRbhGRId ERBR HaRiIAPE LR prée timid £ bid s kegl cell 1D

of ‘EERTORTRMAIL20H B VPITIRFER PR hag fauEr R erlviRY the
use of the second verification information, an RRC-PDU for RRC

RREonpecteritreoestabliShREn resest bycdiked fiaini benshidd saiddE in the

cewolilﬁhw%(i%rﬂrq: nec?g'[éltaloc aﬂﬂ?l'failure has occurred, and a cell

ID of the selected cell are set.

[0021]

A fourth aspect of the present invention iIs summarized
as a radio base station iIncluding: a first verification
information generator unit configured to generate Tirst
verification iInformation by use of a first key, a fTirst
parameter and an algorithm for “Integrity Protection”; a second
verification information generator unit configured to generate
second verification information by taking out predetermined
bits of the first verification information; and a verification
unit configured to verify, by use of the second verification
information, an RRC-PDU for RRC connection re-establishment
request received from a mobile station through a common control

channel.

[0022]
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[0022] 7 In the fourth aspect, the first parameter can be "COUNT",
"bearer ID" and "direction (DL/UL)". [0023] In the fourth aspect, the radio
base station can further 5 include: a fotification unit configured to notify, to
an neighbor radio base station, the second verification information by use
of a handover preparation signal. [0024] In the fourth aspect, the first
verification information 10 generator unit can be configured to extract a

physigal ¢Rk IPRNGA %‘&J@E‘tﬂgg??g‘? %Q&E%Pa?ﬂéﬁﬁcc%%%“%u NT™,

re-establishment request received from lle station, to generates a
“bedre corltaihiagthe ‘ebitraactad phygiDal/tHl)D.and C-RNTI as well as a

notification) cell ID of a cell that has 15 received the RRC-PDU, and to
[Oégr?farate the first verification information for the PDU. [0025] In the

fourthy AspREtbG FeHI 2898 BLakPI: GPAHIR W9ALEURA G Sﬁri%awe further

RRC-PDU for RRC connection 20 re-establishment request, b
1nddtedminiry wiokthdi catdiahe seddhdae@nfidgliorecifotoativotiidiy aft@io an

e A B PP e S e P R

i nFOMAHEFoA thg RREe-RIFULonBRJoceingsHepdeeaiaissmaml .
25request. Effect of the Invention [0026]

[0024]

In the fourth aspect, the First verification information
generator unit can be configured to extract a physical cell ID
and a C-RNTI from the RRC-PDU for RRC connection
re-establishment request received from the mobile station, to
generates a PDU containing the extracted physical cell ID and
C-RNTI as well as a (notification) cell ID of a cell that has
received the RRC-PDU, and to generate the first verification
information for the PDU.

[0025]

In the fourth aspect, the radio base station can be
configured to verify the RRC-PDU for RRC connection
re-establishment request, by determining whether or not the
second verifTication information held after being received
through the handover preparation signal from an neighbor radio
base station corresponds to second verification information

contained in the RRC-PDU for RRC connection re-establishment

request.

Effect of the Invention
[0026]

As described above, the present invention can provide a
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8 mobile communication method, a mobile station and a radio base
station, which are capable of generating "short MAC-I" contained in an
"RRC Connection Re-establishment &equest". 5 Brief Description of the
Drawings [0027] [Fig.1]Fig. 1 is an overall configuration diagram of a
mobile communication system according to a first embodiment of the
present invention. 10[Fig.2]Fig. 2 is a diagram showing a protocol stack

moB¥ g:%rﬂrﬂ]ﬂ?ilga%%ﬂrh?é%%&dﬁ’ B ﬁg IR NSRS pase
embodiment of the present invention. [Fig.3]Fig. 3'is a sequence diagram

staltdwing awloperatiare chpatdratingfshgard&&l mythé* siudile st 1
according to 15 the first embodiment of the present invention. [Fig.4|Fig. 4,

COLRLPEGeA: lgrdit ShERINYS EARRe GioTERBRABRIMREN STEOLGHE -

in the mobile communication system according to the first embodiment of
the present invention. [Fig.5] Fig. 5 is a sequence diagram showing a
Brg¢efhéxtipnrApiet ostabifsithentDir@ed @ in the mobile communication
[O@% m according to the first embodiment of the present invention. [Fig.6]
.5 IS a sequence diagram showing a connection re-establishment

[FREPCEflure in ﬁi?]mobilq SOBRMBURADNISYERTE REGPEHID IO HipdgPhm of a
embodiment of the present invention. 25 Embodiment Mode for carrying

mobad@cpivanndgation system according to a first embodiment of
the present invention.

[Fig-2] Fig. 2 1s a diagram showing a protocol stack
between a mobile station and a radio base station according to
the first embodiment of the present invention.

[Fig-3] Fig. 3 i1s a sequence diagram showing an operation
of generating “short MAC-1"" in the mobile station according to
the first embodiment of the present invention.

[Fig.-4] Fig. 4 is a sequence diagram showing a connection
re-establishment procedure in the mobile communication system
according to the first embodiment of the present invention.
[Fig.5] Fig. 5 is a sequence diagram showing a connection
re-establishment procedure in the mobile communication system
according to the first embodiment of the present invention.
[Fig.6] Fig. 6 is a sequence diagram showing a connection

re-establishment procedure in the mobile communication system

according to the first embodiment of the present invention.

Embodiment Mode for carrying out the Invention
[0028]
(Mobile communication system according to the first embodiment

of the present invention)
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[0028] (Mobile communication system according to the first embodiment
of the present invention) 9 With reference to Figs. 1 to 6, a mobile
communication system according to 8 first embodiment of the present
invention will be described. The LIE system is applied to the mobile
communication system according to this embodiment. 5[0029] As
shown in Fig. 1, the mobile communication system according to this

embqgimpent.i clﬁggM nd myltiple. ragio I -

eNBﬂi%ﬁe&l’gﬁ%ﬁ %Flg. s’ho%/lvs’-:t a8 p?dto%owggl(%e{?v%@@rg fﬁ@&ﬁlon
systiieastaton eNP toc tifd radicebhassdtadint elffBraecpidisgtottiinvention

embodiment. [0031] Specifically, each of the mobile station eNB and

wikh PRGBS LRREn eNB'Sctdiainy BUAR dibaildfthdiddes aabile
coftfttn RYSE iU 19D s 1P QR (¥Rl FHECHRS: BRiRL el FHRFHEN, @ MAC

layer function and a physical layer function. [0032] Moreover, in the LIE
[06&f2Imobile communication system, three kinds of radio bearers for

C-plape called "SRBs:ng Sigrlallin Radio Bearers" (SRBO SEBl and t

srRBZ)ars PGl (G 1> TRECSREBM IS a FRND WAL aPY System

acEORTRMCORY OLTRNINEh RGN avidliethie sSRBRaNGEd fME and
transmitting the "RRC Connection Establishment Request" and the "RRC

muEEhpdetidgrmdio base stations eNB#1 to eNB#n.

[0030]

Fig. 2 shows a protocol stack between a mobile station
eNB and the radio base station eNB according to this embodiment.
[0031]

Specifically, each of the mobile station eNB and the
radio base station eNB according to this embodiment includes
an RRC layer function, a PDCP layer function, an RLC layer
function, a MAC layer function and a physical layer function.
[0032]

Moreover, in the LTE type mobile communication system,
three kinds of radio bearers for C-plane called “SRBs:
Signalling Radio Bearers” (SRBO, SRB1 and SRB2) are specified.
[0033]

The “SRBO” is a radio bearer for a common control channel
(CCCH). In an uplink, the “SRBO” i1s used for transmitting the
“RRC Connection Establishment Request” and the “RRC Connection
Re-establishment Request”. In a downlink, the “SRBO” is used
for transmitting “RRC Connection Establishment”, “RRC
Connection Reject”, “RRC Connection Re-establishment” and “RRC
Connection Re-establishment Reject™.

[0034]
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25 Re-establishment Request". In a downlink, the "SRBO" is used for
transmitting "RRC Connection Establishment”, "RRC Connection Reject",
"RRC Connection Re-establishmentl@nd "RRC Connection
Re-establishment Reject”. [0034] 10 In general, "C-RNTI", "PCI" and
"short MAC-I" are specified as information elements contained in the
"RRC Connection Re-establishment Request". [0035] 5Here, the "C-RNTI"
inclu 16 bi d is spegifjeq-as a.JEgb" by, objla stagien
UE ir?? seg\%]gz%ﬂ Untﬁj@usﬁtﬁtf)?e?oré detlg(gtllon ol(.]#ﬁa%rﬁj RLﬁqmeoﬂ\h/%? taffe are
spéeaiFiedudes 9 bitf panthsigpecibédemsrats D obatseivied cdircothectetRRC
to the mobile station UE until just before detection of an RLF. 10
CopRAEARG B s MRFIPAL .BEIMET S include 15 or 16 bits. [0036]
[O&ggﬁifically, the "SRBO" is used for transmitting a message in a situation
where a sender and a receiver cannot be 15 uniquely specified. [0037]
Morededie sifdeet i FRBO™ i8 nied vattis Healed 1 tharnsbrmsepecitfdled as

£h CCCH), the "SRBO'" PDCP | . Th f ith -
R RN A s ST M I et (e

jutatirR1RIRB Qe {38 dnvigTernore.fhe "BRPdove  ragiebepcariofgc ludes
dedicated control channel (DCCH), and is used for transmitting all RRC
9 bits, and i1s specified as an ID of a serving cell connected

to the mobile station UE until just before detection of an RLF.
Furthermore, the “short MAC-1" iIs assumed to include 15 or 16
bits.

[0036]

Specifically, the “SRBO” is used for transmitting a
message in a situation where a sender and a receiver cannot be
uniquely specified.

[0037]

Moreover, since the “SRBO” is the radio bearer for the
common control channel (CCCH), the “SRBO” has no PDCP layer.
Therefore, neither an “Integrity Protection” function nor a
“Ciphering” function can be applied to the “SRBO”.

[0038]

Furthermore, the “SRB1” is a radio bearer for a dedicated
control channel (DCCH), and is used for transmitting all RRC
messages (including NAS messages connected to the RRC messages)
which are not transmitted by the “SRBO”.

[0039]

Note that the “Integrity Protection” function and the
“Ciphering” function can be applied to the “SRB1”.

[0040]
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messages (including NAS messages connected to the RRC messages)
25 which are not transmitted by the "SRBQO". [0039] Note that the
"Integrity Protection” function and th&1Ciphering" function can be applied
to the "SRB1". [0040] Moreover, the "SRB2" is a radio bearer for a
dedicated control channel (DCCH), and is applied to "NAS Direct
Transfer". [0041] 5The "SRB2" has lower priority than the "SRB1", and the

"Inteqyj tio'}.funcy dthe 'Cj ng. ' e '
o the R o R e Y R S RE Bt i dedfEated
conamodunicatomsyiste(DACH) tadiarizbares foragyplamel calted & ‘NDASB: Diieect
Radio Bearer" is specified. [0043] The "DRB" is a radio bearer for a
TrangiEsfed-traffic channel (DTCH), and a necessary number of DRBs are
[08 fded 15 depending on communication services. Note that, since the
"DRB" has a PDCP layer, the "Ciphering" function can be applied to the
"DR BT hathiS 2 P0G |devejooguj whithtefdieane tb&ig'SRBIL”, and the

“IH %ﬂﬁ%%@‘ﬁwé¥%@ ?gn” function and the “Ciphering” function
can be applied to the “SRB2”.
[0042]

Moreover, in the LTE type mobile communication system,
a radio bearer for U-plane called a “DRB: Data Radio Bearer”
Is specified.

[0043]

The “DRB” i1s a radio bearer for a dedicated traffic
channel (DTCH), and a necessary number of DRBs are provided
depending on communication services. Note that, since the
“DRB”” has a PDCP layer, the “Ciphering” function can be applied
to the “DRB” within the PDCP layer.

[0044]

With reference to Fig. 3, a description will be given
below of an operation of generating the “short MAC-1 (second
veriftication information)” in the mobile station UE and the
radio base station eNB.

[0045]

As shown in Fig. 3, in Step S1001, the RRC layer function
generates an RRC-PDU for “RRC Connection Re-establishment
Request” containing a predetermined “short MAC-1".

[0046]
For example, the RRC layer function may set, as the

predetermined “short MAC-1"’, a *“‘short MAC-1"" in which all bits
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20 below of an operation of generating the "short MAC-I (second
verification information)” in the mobile station UE and the radio base
station eNB. [0045] As showk?in Fig. 3, in Step S1001, the RRC
layer function 25 generates an RRC-PDU for "RRC Connection
Re-establishment Request” containing a predetermined "short MAC-1".
[0046] For example, the RRC layer function may set, as the 12 have a

h \\;%Iug %gq %0%4':7]“0” Moreover, the RRC layer function is configured to
as.et a" aﬁl‘\'f I"and a "PCI", which are known to both the mobile station 5

[00¥E7gnd the radio base station eNB, in the RRC-PDU for "RRC Connection
Re-establishment Request". [0048] For example, the RRC layer
functMﬂrrﬁ&}"éépvéﬁﬂ@s@u‘?re['fﬁw%e@&?ﬁ@ﬁ]obﬁe%‘f&tfdrgUﬁe ki set a

cé@éﬁ@%ﬂﬂm ;Eg@j%ﬁ@?ﬁ% '@ BHth trRaNRSHTe station
UE and the radio base station eNB, in the RRC-PDU for “RRC
Connection Re-establishment Request”.

[00438]

For example, the RRC layer function may set values
currently used by the mobile station UE as the “C-RNTI”” and the
“PCI” 1n the RRC-PDU for “RRC Connection Re-establishment
Request™.

[0049]

Moreover, the RRC layer function may set a predetermined
number of higher order or lower order bits in the “short MAC-1”
to a “PCI1” of a target cell and pad the rest with “0” in the
RRC-PDU for “RRC Connection Re-establishment Request”.
[0050]

In the case of the mobile station UE, a “PCI” of a cell
selected by cell selection after an RLF detection (i.e., acell
to which the mobile station UE actually transmits the “RRC
Connection Re-establishment Request™) can be set as the “PCI”
of the target cell.

[0051]

On the other hand, in the case of the radio base station
eNB, a “PCI1” of a cell which performs “HO preparation” (i.e.,
a cell which i1s likely to receive the “RRC Connection
Re-establishment Request” from the mobile station UE) can be
set as the “PCl1” of the target cell.

[0052]
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Moreover, the RRC layer function may set a predetermined number of
higher order or lower order bits in the "short MAC-I" 15 to a "PCI" of a
target cell and pad the rest with "0" ih3he RRC-PDU for "RRC Connection
Re-establishment Request". [0050] In the case of the mobile station
UE, a "PCI" of a cell selected by cell selection after an RLF detection (i.e.,
a cell 20 to which the mobile station UE actually transmits the "RRC

Conngcti -e ishm Ws " b "PCIY
targetf: ﬁe%jfogossfmﬁé o&ﬂeterﬁ]an , ig%ﬁe%%a?éacﬁ%%z Iﬂfdi(? %ggﬁ;ﬁ%nthe
gedb e ch "RBC-aPRlLelfphrich PRROrmSSHAepEparaticRe {estalckishment
which is likely to receive the "RRC Connection Re-establishment Request”
Regyesthe hBoild'stRBRUBPYST bd YBEAI 81-"PCI” of the target cell.
[0 ] 13 In Step S1002, the RRC layer function transmits the
generated RRC-PDU for "RRC Connection Re-establishment Request” to
the PDTR taeSFlatHon 1besBPskh $ayes1608cthedrDIEkayaitmcidAC- 1

enerates "MAC-I_(first verification infoymatjon)” from the receive
AR P Kt O WAL B A B R ey B B3E —PDU
fopredrigrMmiosH aariom (RE-ccalBPFdIméTt INtRAile SfteBPN'UERrhE a

currently in use) 10[0054] To be more specific, the PDCP layer i
pregrtehthrethted grrwvAc-1(By thputtdly AREekEERHREY and tkegrity

o BRI SR CEURCRT e A9 e recton (LY
[0054]

To be more specific, the PDCP layer function calculates
the “MAC-1" by 1nputting a first key Kgrc 1p and three parameters
“COUNT (32 bits)”, “bearer ID (8 bits)” and “direction (DL/UL)”
to the currently-used algorithm for “Integrity Protection™.
[0055]

Here, the Tirst key Kgrc ip IS calculated by use of an
incremented master key Kens[n+1].-

[0056]

The master key Keng 1S updated at the time of handover from
the current master key Kens[Nn] to the next master key Kens[n+1]
to be used after the handover. The incremented master key
Kens[N+1] to be used after the next handover can be used to
calculate the first key Krre 1p used for calculation of the “short
MAC-17".

[0057]

Moreover, the PDCP layer function uses a “bearer ID” for
the “SRB1” or the “SRBO” as the “bearer ID”. Note that, since
the “SRBO” i1s the radio bearer for the common control channel

(CCCH), the “SRBO” normally has no “bearer ID”. However, for
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15[0055] Here, the first key Kggc ip is calculated by use of an
incremented master key KeNB[n+1]. [0056] The master key KeNBis
updated at the time of handover fro40 the current master key KeNBJn]
to the next master key KeNBJ[n+1] to be used after the handover. The
incremented master key KeNB[n+1] to be used after the next handover
can be used to calculate the first key KgRc ipused for calculation of the

- -] Y/ ‘ , RRCPy! '
R PRI e B17 o T B as e betnen B bty €

“SBIBIOE the "SRBO" is the radio bearer for the common control channel
éCCCH), the "SRBO" normally has no "bearer ID". However, for 14 the
[09B&e purpose, the "bearer ID" is also specified for the "SRBO". [0058] In

termsy of SRAHALY Jipe RRGPiRYEr fenationapednip Gt Ntkeds to

multiple RRC-PDUs by use of the same master key KeNB and the same
avpachiperus (patioukeiyp ICRRITFODUStHIY rogerd) EhtlrDSMaysster key

functi an use the "bearer ID" for the ILSRBO" as thg."” gerID" t n
Kot RIS O TR E B ARR)CS KahHEH dao B b barer 100 AoFNTS
refier GRBAe bR 1ayRsaRinBtibareAsciseadheublscaedrithe” for the

"COUNT=0" can not be used in the original RRC-PDU of the "SRB1".

“SREBY)as then ddugare théPDOP dayek dunoripnl exti tive "ChuaTthe PDCP
e USSR, B OISR as ene
“bearer 1D, there occurs a trouble such that “COUNT=0" can not
be used in the original RRC-PDU of the “SRB1™.

[0059]

In addition, the PDCP layer function sets the “COUNT” to
“0”. However, the PDCP layer function need not increment the
“COUNT” by the *“MAC-1" calculation operation.

[0060]

The “COUNT” may be expressed by being divided into “HFN”
representing higher order bits and “SN” representing lower
order bits.

[0061]

The PDCP layer function inserts only the ““SN” portion
into an actual header, and only manages the “HFN” portion.
[0062]

Furthermore, the PDCP layer function sets the
“direction” to “UL™.

[0063]

In Step S1004, the PDCP layer function transmits the
generated “MAC-1" to the RRC layer function.
[0064]
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[0060] The "COUNT" may be expressed by being divided into "HFN"
representing higher order bits and "SN" representing lower order bits.
20[0061] The PDCP layer functibh inserts only the "SN" portion into
an actual header, and only manages the "HFN" portion. [0062]
Furthermore, the PDCP layer function sets the 25"direction” to "UL".
[0063] In Step S1004, the PDCP layer function transmits the

genergtedd R yerfnct 6

S1005, theS g%)g Iayerk?.gncti%gkes%&l}t ﬁgégt}grm?nj bI![é) ?e ‘E%%és out
pre88te it MeBstortise (ke pof, thbre@Reed 1BAMSBS aond teis thekels af the

the_"short MAC-I" in the RRC-PDU for "RRC Connection

reglvadbiliieh RAUETEETOEHE DI TRAER, Wifh roBRIEIAFRLS. Bdthe
RRE-PBIESFHRIORNH heaierf 4 onaestitn pSiahisimeaLasedure

in the mobile communication system according to this embodiment. [0066]
[OQ65]stIy, with reference to Fig. 4, a description will be given of an

Séﬁ‘f h[‘g‘yg% P T e S Ay S PR e e By RS Wi
be given of a connection re-establishment procedure in the
mobile communication system according to this embodiment.
[0066]

Firstly, with reference to Fig. 4, a description will be
given of an example where the connection re-establishment
procedure i1s successfully performed.

[0067]

As shown in Fig. 4, an RRC connection is established
between the mobile station UE and the radio base station eNB
and an S1 connection iIs established between the radio base
station eNB and the exchange MME. Here, the mobile station UE
and the radio base station eNB calculate “short MAC-1" by
performing the operations shown in Fig. 3, in Steps S2001 and
S2002.

[o068]

The mobile station UE and the radio base station eNB may
calculate the *“short MAC-1" upon completion of a handover
procedure, upon completion of a connection re-establishment
procedure, upon detection of an RLF, or the like.

[0069]

In Step S2003, the mobile station UE detects an RLF during

the RRC connection described above. For example, the mobile

station UE detects the RLF in any of the following cases.
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As shown in Fig. 4, an RRC connection is established 15 between the
mobile station UE and the radio base station eNB and an 51 connection is
established between the radio base $€ation eNB and the exchange MME.
Here, the mobile station UE and the radio base station eNB calculate
"short MAC-I" by performing the operations shown in Fig. 3, in Steps
S2001 and 20S2002. [0068] The mobile station UE and the radio
[Oﬁgga station eNB may calculate the "short MAC-I" upon completion of a
andover procedure, upon completion of a connection re-establishment

- 25 prapediueh RIRPOCRetoncien Sidnal tRedikévidd6%wer) i StEve RRC
S2003,_the mobile station UE detects an RLF during the RRC connection

copaeGianddd kor 8el¥e, e PISHRIGEIINER JLRESHRIQLFTRT 2
pr@aggémeWWsoﬁQ[ﬂggO] When an RSRP (Reference

Signal Received Power) in the RRC connection falls below a
* predéfbenined timestiold faice psexlefarowestlperiofiof ioe S5aWberssTtul ly
rgndom access procedure is not successfully performed When the
peﬁefﬂ(ﬂ\? procedure fails Thereatfter, the mobile station UE performs

. cell splesHor RECTEsSHESIEP sl ang sEpds the selected cell 10

(or to the radio base station eNB that manages the selected cell) the

"RRCTBehRadtsIRe-cbiblishfehl Regaitsit EoRtaiMRg the r&auvs|:, cell
seliFégEiatﬂq p%o&g@%é EW%’E’&H@%@RE“%&%W&&“&QQ% lected cell
(or to the radio base station eNB that manages the selected
cell) the “RRC Connection Re-establishment Request” containing
the “C-RNTI”, “PCI” and “short MAC-1" through the common
control channel.

[0071]

The radio base station eNB manages a serving cell of the
mobile station UE, and previously holds “UE context (short
MAC-1)" of the mobile station UE. For this reason, in Step
S2006, the radio base station eNB verifies the received “RRC
Connection Re-establishment Request” by comparing the
previously-held “short MAC-1" with the “short MAC-1"" contained
in the “RRC Connection Re-establishment Request”.

[0072]

In the example of Fig. 4, since the validity of the “RRC
Connection Re-establishment Request” is successful, the radio
base station eNB transmits “RRC Connection Re-establishment”
to the mobile station UE in Step S2007.

[0073]
In Step S2008, the mobile station UE transmits “RRC

Connection Re-establishment Complete” to the radio base
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[0071] 15The radio base station eNB manages a serving cell of the mobile
station UE, and previously holds "UE context (short MAC-1)" of the mobile
station UE. For this reason, in Step $2006, the radio base station eNB
verifies the received "RRC Connection Re-establishment Request” by
comparing the 20 previously-held "short MAC-I" with the "short MAC-I"
contained in the "RRC Connection Re-establishment Request". [0072]
é’t%ne)@\l _Ie of Fig. 4, since the validity of the "RRC Connection
e-establishment Request" is successful, the radio 25 base station eNB
[00@agmits "RRC Connection Re-establishment" to the mobile station UE in

Step S2007. [007:3 In Step S2008, the mobile station UE transmits "RRC
17 stdfbr ERIB 30899y Thenrsid 5668 RETLARLENE SHRitsaNss “RRC

CoHABERIBNRE 19t REPOFHYREMNOIE e SteliForiatien URnstep

Step 5 S2010, the mobile station UE transmits "RRC Connection
S2@EQonfigheationoDéthpletetad #wradie baseastatidritsNBRBC75Tonnection

eSS A B RS o
[0075]

Secondly, with reference to Fig. 5, a description will
be given of an example where the connection re-establishment
procedure fails.

[0076]

As shown i1n Fig. 5, an RRC connection is established
between the mobile station UE and the radio base station eNB#1
and an S1 connection iIs established between the radio base
station eNB#1 and the exchange MME. Here, the mobile station
UE and the radio base station eNB#1 calculate “short MAC-1" by
performing the operations shown in Fig. 3, in Steps S3001 and
S3002.

[0077]

In Step S3003, the mobile station UE detects an RLF during
the RRC connection described above.
[0078]

Thereafter, the mobile station UE performs cell
selection processing in Step S3004, and sends the selected cell
(or the radio base station eNB#2 that manages the selected cell)
the “RRC Connection Re-establishment Request” containing the
“C-RNTI”, “PCI” and “short MAC-1" through the common control
channel.

[0079]
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[0076] As shown in Fig. 5, an RRC connection is established between
the mobile station UE and the radio base station eNB111 and an S1
connection is established between tA&radio base 15 station eNB111 and
the exchange MME. Here, the mobile station UE and the radio base
station eNB111 calculate "short MAC-I" by performing the operations
shown in Fig. 3, in Steps S3001 and S3002. [0077] 20In Step S3003, the

mobi t Bt‘g i ri

abovle? %0%%% ¥ Br%%(rge ter e mobi e%lgqﬁj%{% perTrﬁ mgs.gge((-:-el?g Qgpv' no
ce$dlazfiarnerotsssihg SitStepos3084, and skas thetsplestacbeal35h@id ““UE

the radio base station eNB112 that mana%es the selected cell ; the "RRC

coptpnlodornREEMitishhenP RelEst B iRt XLRAFR, "PeY: this
reé@gnsmirﬁ MAEH"Sheeh PRCIRAPH TANKISPRPREh [%(P\I@Zlgs unable

he radio base station eNB112 does not manage a serving cell of the
to mmleﬁyatmeu ERRAd Corbent parviRestehtrbUSboeekt Reguest™ .
[0 -I)" of the mobile station UE. For this reason, in Step S3006, the radio
station eNB112 is unable 5 to verify the "RRC Connection

Re-eaghlishaant RequeStdp088D07 , Ane readiontiee 37 dheenB#2

radio base station eNB112 transmits "RRC Connection Re-establishment
trapmetts th&Robllestgehlgr. gecsablishment Reject” to the

mobile station UE.
[0081]

In Step S3008, the RRC connection between the mobile
station UE and the radio base station eNB#1 is released, so that
the mobile station UE transits to an idle state.

[0082]

As described above, to succeed iIn the connection
re-establishment procedure, the radio base station eNB that
manages the cell selected by the mobile station UE needs to
previously hold the “UE context” of the mobile station UE.
[0083]

Here, 1T the cell selected by the mobile station UE 1is
an original serving cell of the mobile station UE, the
connection re-establishment procedure 1is successfully
performed since the radio base station eNB previously holds the
“UE context” of the mobile station UE (see Fig. 4).

[0084]

On the other hand, in order to successfully carry out the
connection re-establishment procedure even 1f the cell
selected by the mobile station UE i1s not an original serving

cell of the mobile station UE, the radio base station eNB that
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In Step S3008, the RRC connection between the mobile station UE and
the radiobasestationeNB#1 is released, so that the mobile station UE

transits to an idle state. [0082] 15AsXf®scribed above, to succeed in the
connection re-establishment procedure, the radio base station eNB that
manages the cell selected by the mobile station UE needs to previously
hold the "UE context" of the mobile station UE. [0083] 20Here, if the cell

I ; : : iainal : o L

nafRREEH ENE KA o0 e LS 1

statformed sincedble andie base station eNB previously holds the "UE
context”" of the mobile station UE (see Fig. 4). 25[0084] On the other

[Oﬂﬁﬁa, in order to successfully carry out the connection re-establishment

procefiyte QYENdbIESEl SRIGHAGELY, s BPBHE AR PFIRQBRE an “HO

original serving cell of the mobile sta)fi)on E, the radio base station eNB
Preparataemageeceedekieeds to prepare the "UE context" of the mobile
[Oégﬁ'ﬁn UE in advance. [0085] The "UE context" can be prepared by
ing out an "HO 5 Preparation procedure”. [0086] In the

handqyepe seshicR\& raprovRiRAtECe dahihbirsr #iaden FceNERed™d base
transfer the "UE context" of the mobile station UE to a handover-target

staddobasSc SlélosaneNE 2)Ihe OO Prefargdoriext” of the mobile

station UE to a handover-target radio base station T-eNB by the
“HO Preparation”.
[0087]

Moreover, in case of an RLF detection, the
handover-source radio base station S-eNB can transmit the “HO
Preparation” containing the “UE context” of the mobile station
UE to one or more neighbor radio base stations any time, even
when the handover procedure is not intended.

[0088]

Thirdly, with reference to Fig. 6, a description will be
given of operations of the mobile communication system
according to this embodiment In the case described above.
[0089]

As shown in Fig. 6, an RRC connection is established
between the mobile station UE and the radio base station eNB#1
and an S1 connection is established between the radio base
station eNB#1 and the exchange MME. Here, the mobile station
UE and the radio base station eNB#1 calculate “short MAC-1" by
performing the operations shown in Fig. 3, in Steps S4001 and
S4002.

[0090]
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[0087] Moreover,in case of an RLF detection,the handover-source radio
base station S-eNB can transmit the "HO Preparation” containing the "UE
context" of the mobile station 15 UE26 one or more neighbor radio base
stations any time, even when the handover procedure is not intended.
[0088] Thirdly, with reference to Fig. 6, a description will be  given of
operations of the mobile communication system 20 according to this

embqdiment in the d ibed a . S in Fig,.Q,
an R c%hn(raic@or?gégsta Iish@egd bé%&v%een 'f%@ﬁahl%obﬂgg;?ati%%% %ﬁd %%B#l
traaio btse stdOonRaePatrhandrin Sconmadctibngs €$tablisbeddrtveéshort

the radio base 25 station eNB111 and the exchange MME. Here, the
MAfoble sticHEENQRIE BtR: H5idH Rt 115HA0RS%E sAgho base

stNAGH' BrBgegorming the operations shown in Fig. 3, in Steps S4001 and
S4002. [0090] 20 Here, in Step S4003, the radio base station
[Oe8BL 11 transmits "HO Preparation" containing "UE context (short MAC-1)"

of the ORI SR YE, © 2P 9AR LRSI 13 SR MNENEE2 context
(short MAC-1)” of the mobile station UE, the radio base station
eNB#2 transmits “HO Preparation Ack” showing that effect to the
mobile station UE.
[0092]

In Step S4005, the mobile station UE detects an RLF during
the RRC connection described above.
[0093]

Thereafter, the mobile station UE performs cell
selection processing In Step S4006, and sends the selected cell
(or the radio base station eNB#2 that manages the selected cell)
the “RRC Connection Re-establishment Request” containing the
“C-RNTI”, “PCI” and “short MAC-1" through the common control
channel.

[0094]

The radio base station eNB#2 previously holds the “UE
context (short MAC-1)" of the mobile station UE. For this
reason, in Step S4008, the radio base station eNB#2 verifies
the received “RRC Connection Re-establishment Request” by
comparing the previously-held “short MAC-1” with the “short
MAC-1" contained in the “RRC Connection Re-establishment
Request™.

[0095]
In the example of Fig. 6, since the validity of the “RRC
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In Step S4004, after acquisition of the "UE context (short MAC-I)" of the
mobile station UE, the radio base station eNB112 transmits "HO
Preparation Ack" showing that effecftb the mobile station UE. 10[0092]
In Step S4005, the mobile station UE detects an RLF during the RRC
connection described above. [0093] Thereafter, the mobile station UE
performs cell 15 selection processing in Step S4006, and sends the

| | i i 12 | _
o e e R A D PRI FheHettio
bate-BEItT SRGINBHE tahanshAEs“RROUObIthe chiundRecashobdshelent”

20[0094] _ _The radio base station eNB112 previously holds the "UE
to. xf’]@tﬁbFﬁ\Aﬁ@I‘/_"Qf‘th\‘iﬁnéﬂilesgi%ﬂoﬁ{@q:—or this reason, in Step
[0%8981 the radio base station eNB112 verifies the received "RRC
Connection Re-establishment Request" by 25 comparing the
previdushbhiel "SdcH MACERavithoihé PFshat o ddntatehisnthes “RRC

"RRC.C ion Re- blish " [0095] 2 [
COR e IBIREAE S DA Bl b e< R hE o biso Wiion RE $ae

stHepenitaNBREL. Connection Re-establishment” to the mobile station UE in
Step S4009. [0096] 5In Step S4010, the mobile station UE transmits "RRC
[0@3Akection Re-establishment Complete” to the radio base station

eNBlﬁ%e radio base station eNB#2 transmits “S1 Path Switch”
to the exchange MME in Step S4011, and also transmits “RRC
Connection Reconfiguration” to the mobile station UE In Step
S4012.
[0098]

In Step S4013, the mobile station UE transmits “RRC
Connection Reconfiguration Complete” to the radio base station
eNB#2. In Step S4014, the exchange MME transmits “S1 Path
Switch Ack” to the radio base station eNB#2.

[0099]

As a result, the connection re-establishment procedure
described above is successfully performed, so that an RRC
connection is established between the mobile station UE and the
radio base station eNB#2, and an S1 connection is established
between the radio base station eNB#2 and the exchange MME.
[0100]

(Advantageous effect of the mobile communication system
according to the first embodiment of the present invention)

The mobile communication system according to the first
embodiment of the present invention enables calculation of the

“short MAC-1"’ contained in the “RRC Connection
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[0097] The radio base station eNB112 transmits "51 Path Switch" 10 to
the exchange MME in Step S4011, and also transmits "RRC Connection
Reconfiguration" to the mobile statich2JE in Step S4012. [0098] In Step
S4013, the mobile station UE transmits "RRC 15 Connection
Reconfiguration Complete” to the radio base station eNB112. In Step
S4014, the exchange MME transmits "51 Path Switch Ack" to the radio

Regrgogce%%ﬁlr‘?g desﬁligg(%%o%‘g?sasﬁ%ﬁtgﬁﬁy perfo% go that z%? '&;%mon

conaemadctiohaseshltiakdhetveedDCR rhapitastidinotioand the radio
base station eNB112, and an S1 connection is established between the
d base station eNB112 and the exchange MME. [0100]

25%%@.%%@%}“8 aliRD iy W'@@%Wﬂf@t@&tﬁﬂﬁﬁ”&%%@%@&em

the first embodiment of the présent invention) The mobile
accoMmgﬁmﬂwsteMem@t@menhﬁ fitdrebodasentof meemtsent the

e R A B PSR L8 ene
"Heom*égaﬁaﬂli’@lrﬂh@m hitnased>Bs Baavar fureliemd 018Rbre MAC-17.
Therefore, the radio base station eNB can verify the “RRC
Connection Re-establishment Request” by simply comparing the
“short MAC-1" using the RRC layer function.

[0102]

Furthermore, according to the mobile communication
system according to the Tfirst embodiment of the present
invention, the validity of the “RRC Connection
Re-establishment Request” can be successful even when the
algorithm for “Integrity Protection” to be used (in the LTE
system, it is possible to select between two types, AES and
Snow3G) varies between the handover-source radio base station
S-eNB and the handover-target radio base station T-eNB during
handover.

[0103]
(Modified Example)
The radio base station eNB#1 may also be configured not

to transmit “HO Preparation” that does not contain “short

MAC-1". However, note that such “HO Preparation” contains
“C-RNTI” and “PCI”.
[0104]

In such a case, firstly, the RRC layer function of the

neighbor radio base station eNB#2 extracts the “C-RNTI” and
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Moreover, according to the mobile communication system 5 according to
the first embodiment of the present invention, the radio base station eNB
that has received "short MAC-I" by tB& "HO Preparation” does not need to
calculate the "short MAC-I". Therefore, the radio base station eNB can
verify the "RRC Connection Re-establishment Request" by simply
comparing the 10 "short MAC-I" using the RRC layer function. [0102]

~pEYethecfie: ARG todhe Makie CEURHBISRON SVRIETL AR ihifent

e firstem ment of the present invention, the validity of
Reuastltioeds Redsfatishtennideduests tat bers W e sshd evempolrenri ly
the algorithm for "Intfﬁgty Protection” to be used (in the LIE system, it is

CreaL&hle M'seRREbEMEed B0 tyFES ALSNRRCEAMNd)R et drMebent

ReHflfoB3PAQYEIERMIGRASHL0 BFS]ARUIAR -SNEANA- Hleandovendarast ) » .
radio base station T-eNB during 20 handover. [0103] (Modified Example)

[0T6B }adio base station eNB111 may also be configured not to transmit
"HO Preparatjon” dpes not contajn "short. 25 MAC-L'. However, not
then SHEhrc e R A b AR SR S0 Berobbtt mdtenonse
statsdrirsiipAe SR layer falisobiherR8 "PSHosaniaxmdin the "RRC in
Connection Re-establishment Request" received from the mobile station

the RRAIRBpbedrily RRéateo anaer€apD Beoe FEREIdsShRERibnRequest”™.
[Oﬁé tablishment Request” on the basis of the extracted "C-RNTI" and

Alternatively, the RRC layer function of the neighbor
radio base station eNB#2 sets higher order or lower order bits
in the “short MAC-1” to a “PCI” (a “PCI” under the radio base
station eNB#2 that has received the “RRC Connection
Re-establishment Request” from the mobile station UE) and sets
the rest to “0” 1i1n the RRC-PDU for “RRC Connection
Re-establishment Request™.

[0107]

Secondly, the RRC layer function of the neighbor radio
base station eNB#2 transmits the generated RRC-PDU for “RRC
Connection Re-establishment Request” to the PDCP layer
function of the neighbor radio base station eNB#2.

[0108]

Thirdly, the PDCP layer function of the neighbor radio
base station eNB#2 calculates “MAC-1 (which may also be called
X-MAC due to “MAC-1" on the receiving side)”. Here, the first
key Kgrrc_1p, “COUNT”’, “bearer 1D and “direction” are handled in
the same manner as the calculation operation in the mobile
station UE.

[0109]
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5[0105] Here, the RRC layer function of the neighbor radio base
station eNB112 sets all values of the "short MAC-I" to "0" in the RRC-PDU
for "RRC Connection Re-establishm2dt Request". [0106] 10Alternatively,
the RRC layer function of the neighbor radio base station eNB112 sets
higher order or lower order bits in the "short MAC-I" to a "PCI" (a "PCI"
under the radio base station eNB112 that has received the "RRC

Con I -estaplis n egt" {le staf] n -
setsrfé %L?é:trﬁ;s t’ot@'glnt § é‘ggg#D?Hg?ﬁégg gfr?#ggiﬁ]&bH&? padlo
baBe-stabisgmeNBR2uakEs[@Li7]16 LSBxandlfatiMSBRO Byeidutinidas- 1
of the neighbor radjo base station eNB112 transmits the generated
eV HUIBPPRAC90 B3nhe HYRHL 28 alidhhtht Requeatlgdne 'short
x-fREGRA layer function of the neighbor radio base station eNB112. [0108]
Thirdly, the PDCP layer function of the neighbor radio base station
[0@A@) 12 calculates "MAC-I (which may also be called 25 X-MAC due to

"MAC-]" o e yeceiving side)". Herg, the first key KgRcip,."COUNT", _
e LhRR SR RCE s Ahe RO A o Bage station
eNBaiguigtiepiepejatiorhia the maghtlestaner Uso I oAds toFewéhlyshort

the RRC layer function of the neighbor radio base station eNB112 takes
MAGt 16 (comd-ai medSES offie: "NVRRE. 1" Fesuies Ao tife PerdriksioRent

Re&’lngigli’is Fgléeedi\?@gr%%%b %8%]ﬁ]e station UE. Thus, the RRC

layer function evaluates the credibility of the “RRC Connection
Re-establishment Request™.
[0111]

Note that, if a “Prepare procedure” is not performed for
the neighbor radio base station eNB#2, the neighbor radio base
station eNB#2 does not have the first key Kgrc ip since the
neighbor radio base station eNB#2 does not previously hold “UE
context”. Therefore, the neighbor radio base station eNB#2
transmits “RRC Connection Re-establishment Reject” without
calculating “short X-MAC”.

[0112]

Note that operation of the above described mobile station
UE and the radio base station eNB may be implemented by means
of hardware, a software module executed by a processor, or a
combination of both.

[0113]

The software module may be provided in any type of storage
medium such as an RAM (Random Access Memory), a flash memory,
a ROM (Read Only Memory), an EPROM (Erasable Programmable ROM),
an EEPROM (Electronically Erasable and Programmable ROM), a
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The RRC layer function of the neighbor radio base station eNB112 checks
if the "short X-MAC" corresponds to the "short MAC-1" contained in the
"RRC Connection Re-establishmentd®equest" received from the mobile
station UE. Thus, the RRC 10 layer function evaluates the credibility of the
"RRC Connection Re-establishment Request". [0111] Note that, if a
"Prepare procedure" is not performed for the neighbor radio base station
,t jghbay:radio ha an 12 the
reﬁit ef Kip;égc?]p? gﬁcg{ﬂ%gﬁe%hi%ﬁgg? ?)%.898 Et%%bnogl(\)l%‘fll di’gﬁgg not
[Opdevously hold "UE context". Therefore, the neighbor radio base station
eNB112 transmits "RRC Connection Re-establishment Reject” without

calculR>EREAIR Db 15 CONNGEESHat BptRatO OFFRSMome that
theepriekappiestatianEan Heirediq Ress RREPENT SRAARE to the

implemented by means of hardware, a software module executed by a
stpragesoedi sncomiihation thothtaBfda 3hed i uTheayftlarcimbegeated

e R R R T A A feRor
malz AROMrdraele ifroarameeble REHE). s EERROW(Eleeiatieallyin the

Erasable and Programmable ROM), a 25 register, a hard disk, a

molhevaia tisk) d/la @DIRUM. [0adAp baseiesdiglatimeliim iflso, the
stEPAECIRAdR (ie HACRRO RO IALG HIACPRR0 VBRI WHE mobite

Info om an storage medi orage medium
staeyove ivegm@ted itietheadieesseiséissthe rRipragdPredsimeanditterete
processor may be provided in an ASIC. The ASIC may be provided in the

CORRMNB tation UE and the radio base station eNB. Also, the storage
[0 fum and the processor may be provided in the mobile 10 station UE
andhe radio base station eNB as a discrete component. [0115]
Hereinabove, the present invention has been described in

detail using the above embodiment; however, it is apparent to
those skilled 1In the art that the present invention is not
limited to the embodiment described herein. Modifications and
variations of the present invention can be made without
departing from the spirit and scope of the present invention
defined by the description of the scope of claims. Thus, what
IS described herein is for illustrative purpose, and has no

intention whatsoever to limit the present invention.
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Hereinabove, the present invention has been described in detail using the
above embodiment; however, it is apparent to 15 those skilled in the art
that the present invention is not limit2@ to the embodiment described
herein. Modifications and variations of the present invention can be made
without departing from the spirit and scope of the present invention
defined by the description of the scope of claims. Thus, what 20 is
described herein is for illustrative , and has no intention
whatsoever to limit the present invention. 26 CLAIMS 1. A mobile
communication method comprising the steps of: generating, at a mobile
station, first verification 5 information by use of a first key, a first

1. paramefAhle S OB A AR AR R BFLECIB 1S TNG HRg s RE OF:
the He SRty Secopd yerifinsiier INQURAHon by #3889 OVkrification

predetermined bits of the first verification information; and 10performing,
1nforreatidbite biatiogecalfseledtiorsgroceysing, d gtnpaitdmg tieamahel an

mobile statjon to, 3 radio base station that mapages the selected cell, an
a1 BRI BB RS SN 2 Gt RARRent request through &

comngiepaitdligante! He maepeEos pARTaAI0 lkdaldra BraFieation

RRC connection, the second verification information being set
information by taking out predetermined bits of the first
verification information; and

performing, at the mobile station, cell selection

processing, and transmitting, from the mobile station to a
radio base station that manages the selected cell, an RRC-PDU
for RRC connection re-establishment request through a common
control channel, upon detection of a radio link failure in an

RRC connection, the second verification information being set

in the RRC-PDU for RRC connection re-establishment request.

2. The mobile communication method according to claim 1,
wherein

the first parameter 1is “COUNT”, “bearer ID” and
“direction (DL/UL)”’; and

a physical cell ID and a C-RNTI are set in the RRC-PDU

for RRC connection re-establishment request.

3. A mobile communication method comprising the steps of:

generating, at a radio base station, first verification
information using a Tfirst key, a first parameter and an
algorithm for “Integrity Protection”;

generating, at the radio base station, second
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in the RRC-PDU for RRC connection re-establishment request. 2. The
mobile communication method according to claim 1, wherein 20the first
parameter is "COUNT", "bearer ID" @d "direction (DL/UL)"; and a
physical cell ID and a C-RNTI are set in the RRC-PDU for RRC
connection re-establishment request. 25 3.A mobile communication
method comprising the steps of: generating, at a radio base station,

veWﬁYﬁ]ﬁfﬁf&?“ AR Lﬁﬁ‘dﬁ':ﬁ/ﬁ{ﬁ%@ng it [E 'PhiRedbits of

algorit or "Integrity Protecti genera io base
thetafionsecuedt iFi catficationnfiormatdoby taking out predetermined bits
of the first verification information; performlng] at the mobile station,

cell sSBREFONPIssidt: aﬂ@ﬁaﬂgﬂﬂllhﬁ kAt obic & oS &l ffetd on
priRiQORAE St Prhmanpeeribe SeleseLRe! nb REC -SRI IIRES the

connection re-establishment request through a common control channel,
radponhisecikadfiaradivdibkfaiagas AihRRE teatectias ke saaordC-PDU

f b i PDU for R
Ty RO e ST oh ASRTEN T kpaysnE AREAER & hammon
coRBePRUHAANRRC ggmﬁ@&b@ﬁﬁﬁbW@%quqﬁRcwed dean he an

mobile station by use of the second verification information. 4. The

RRn@sIrRNesttenicdioe rreenfavestifiicatdaim By Ighiadiban being set
in the RRC-PDU for RRC connection re-establishment request; and

veriftying, at the radio base station, the RRC-PDU for RRC
connection re-establishment request received from the mobile

station by use of the second verification information.

4. The mobile communication method according to claim 3,
wherein
the first parameter 1is “COUNT”, “bearer ID” and

“direction (DL/UL)™.

5. A mobile station comprising:

a Tirst verification information generator unit
configured to generate fTirst verification information by use
of a first key, a first parameter and an algorithm for
“Integrity Protection”;

a second verification iInformation generator unit
configured to generate second verification information by
taking out predetermined bits of the Tirst verification
information; and

a transmitter unit configured to, upon detection of a

radio link failure in an RRC connection, perform cell selection
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the first parameter is "COUNT", "bearer ID" and "direction (DL/UL)". 5.
A mobile station comprising: 20a first verification information generator
unit configured to generate first verifRfaition information by use of a first
key, a first parameter and an algorithm for "Integrity Protection”; a second
verification information generator unit 25 configured to generate second
verification information by taking out predetermined bits of the first

pr é%%fé%ai'ﬁ% f' k ra'(g‘a“i?P t. HHANBRUGILN GRIJg ectlon

etection io Iink ure in an RRC connection, perform ce
reselsthtrl Zhpeacessiaquasitrahsoign BRESRDWH fadrRREadbreteatioel to
re-establishment request through a common control channel to a radio

a iadia sk ALAHEAAJRARIelages Hr e lectRd aehikaibhe second
vePaRaliel eI $8ndRs SRGERIY S ERG B CRRRCHIB-PDU For RRC

re-establishment request. 6. The mobile station according to claim 5,

cowheadinohe fiesst atandiss meDOURTUEstarer ID" and "direction
(DL/UL)"; and 10a physical cell ID and a C-RNTI are set in the RRC-PDU
for RRC connection re-establishment request. 7. The mobile station

6. aCCOrpiRg oM enePAEIRERS Scialivbered EThpiransmiHereiihis
configured to set, as the
the first parameter 1is “COUNT”, “bearer ID” and
“direction (DL/UL)”’; and
a physical cell ID and a C-RNTI are set in the RRC-PDU

for RRC connection re-establishment request.

7. The mobile station according to any one of claims 5 and
6, wherein

the transmitter unit is configured to set, as the
physical cell ID, a physical cell ID of a cell in which a radio
l1ink failure has occurred during the RRC connection, and to set,
as the C-RNTI, a C-RNTI used by the mobile station UE in the

cell in which the radio link failure has occurred.

8. A radio base station comprising:

a TFTirst verification information generator unit
configured to generate first verification information by use
of a Tfirst key, a first parameter and an algorithm for
“Integrity Protection”;

a second verification iInformation generator unit
configured to generate second verification information by
taking out predetermined bits of the fTirst verification

information; and
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physical cell ID, a physical cell ID of a cell in which a radio link failure has
occurred during the RRC connection, and to set, as the C-RNTI, a C-RNTI
used by the mobile station UE in the2&:ll in which the radio link failure has
occurred. 20 8. A radio base station comprising: a first verification
information generator unit configured to generate first verification
information by use of a first key, a first parameter and an algorithm for 25

"Inteari o, 6 cation inf . it
ot o e ey, e U tne
sepateeninEidasiarthnfiisirrertficatiorainfeBRGaRDY fiod- RRC coanection

verification unit configured to verify, by use of the second verification

rerfshakbts AnaRkc- BBV iR RREEGSIE onfre98k taBlisHRR K feggdgtion
thIRSEHE LB MBIPRHE SiatoN B3 common control channel. 5

9.The radio base station according to claim 8, wherein the first
parameter is "COUNT", "bearer ID" and "direction (DL/UL)". 1010.The

radio_hase station according to any one of (%aims %andf furt(%er .
9- comphidfgtd '%E’@tﬁﬁaﬁgﬁ%hﬂ'{oﬂﬁﬁﬁﬂé W% 4R, AN hdignsgierein
radiofigee fitixt thpspanedyerifiGaioniofuNetion bypesg-eta 1D and

handover preparation signal. 15
“direction (DL/UL)™.

10. The radio base station according to any one of claims 8
and 9, further comprising:

a notification unit configured to notify, to an neighbor
radio base station, the second verification information by use

of a handover preparation signal.

11. The mobile station according to any one of claims 5 to
7, wherein

the fTirst verification information generator unit 1is
configured to generate the first verification information for
a PDU 1n which a physical cell ID of a cell in which a radio
link failure has occurred during the RRC connection, a C-RNTI
used by the mobile station UE in the cell in which the radio
link failure has occurred, and a cell 1D of the selected cell

are set.

12. The radio base station according to any one of claims 8
to 10, wherein
the fTirst verification information generator unit 1is

configured to extract a physical cell ID and a C-RNTI from the



10

11. The mobile station according to any one of claims 5 to 7, wherein

the first verification information generator unit is configured to generate

the first verification information for 28@ PDU in which a physical cell ID of

a cell in which a radio link failure has occurred during the RRC

connection, a C-RNTI used by the mobile station UE in the cell in which

the radio link failure has occurred, and a cell ID of the selected cell are
RREEPBY #6r ' RRCALIPRRESBHOR ACEAEi %ﬂ%ﬂ'&er‘.’é%?é@ﬁ.sr&g%ed

wherein the first verification information generator unit IS configured to
frentratie plofsidke celtHx hod 2 @RNjEfearatbe 30 RBC-EDuthi RRG the

connection re-establishment request received from the mobile station, to

exBERGLES 2 IS toRtinifG e edPac®iPhysicdBNddi IRgnd ¥ekhimias 2
(n¥elERca ritsatem Ceb IDroh aealiia i ERCG¥e? IRRBRAPRRG SppU,

and to generate the first verification information for the PDU. 13.The radio

angabe gritienatecttiafiordsiviera fueaginon intheradibliossE srakihe DU .
configured to verify the RRC-PDU for RRC connection re-establishment
request, by 10 determining whether or not the second verification

13informaiory Belilifies deinarieepbreddbEaiithg henderan preparaiiierein
signal from an neighbor radio base station corresponds to second
verifiddifon iFdikRatioAT@n Bkl Prthd RRECOPBLNEF RIRCLeonKeetidy the

RRE?—'EB{?bHFQWerHF{EqUSSEnection re-establishment request, by

determining whether or not the second verification information
held after being received through the handover preparation
signal from an neighbor radio base station corresponds to
second verifTication information contained in the RRC-PDU for

RRC connection re-establishment request.





