DESCRI PTI ON Met hod for Protecting Personal |nformation Technical Field
The present invention relates to a nethod for protecting personal
informati on of nmenbers of a provider on the internet. Background Art The
wrecent significant diffusion of the internet nakes it possible to obtain

i nformati on of various genres fromthe WEB site of the internet around the

-world, and to purchase desirable gogods or infornmation ' access
to virtual shops on the WEB site. Menbers who have md%ﬂﬂﬁﬂ““ﬂ%%‘wth a
provi der can have an access to pEkepfEReN e of the internet around the

worl d using conputers via tel ephone Iines, etc. In obtaining*'iformation of

various genres fromthe WEB site and purchasing desirable goods or

information at virtual shops on the WEB site, a nenber who has ccess
to the WEB site of the internet nmay be required to |npug\“mwmmm%‘%“‘§|

i nf or nixteitled SardProtectingniBersamnrllateymatiinephone nunber, el ddr ess,
credit card nunber for purchasing goods, etc. into the WEB+*sw®® so that a
provi der nakes a data base for the nenber, and that the safety and
certainty of comerce is secured. 2 However, a nmenber who is required to

i nput PLs, ReLSqeRY i nformation into the

The present invention relates to a method for protecting personal information

of members of a provider on the internet.

Background Art

The recent significant diffusion of the internet makes it possible to obtain
information of various genres from the WEB site of the internet around the world, and
to purchase desirable goods or information by having an access to virtual shops on the
WEB site. Members who have made a contract with a provider can have an access to
the WEB site of the internet around the world using computers via telephone lines, etc.

In obtaining information of various genres from the WEB site and purchasing
desirable goods or information at virtual shops on the WEB site, a member who has
an access to the WEB site of the internet may be required to input his personal
information such as name, address, telephone number, electric mail address, credit
card number for purchasing goods, etc. into the WEB site so that a provider makes a

data base for the member, and that the safety and certainty of commerce is secured.



WEB site is afraid | est his personal information should be abused, or |est
his personal information should be stolen or revised during the personal
information is being transmtted via the network, since the nenber cannot
.verify the existence of actual workers on the WEB site, which may prevent
the diffusion of the internet business. In order to cope with the anxiety,
-met hods of transmtting personal infermation after encrypting the
information, and paynment on arrival or paying charge for goods when the
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t hat the goods are actually delivered, So, these nmethods cannot conpletely
r erovdnigranaiion shquldtbersiolest or atvisedrduringethe pensohalr mfpematontindreimgt hod of
I nputting an | D nunber conbi ning nunbers and al phabets which is issued to

a mentreanshyitted pi vhedestworl, discetiy meathdrnginaadvéeify thetdxadtbiicé opHElUahg nane,
electric mai|l address, etc. However, as the nenber constantly has accesses
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i nf or mati on, even namnme ess 0 er cannot
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| D nunber. Also, in addition to the above probl ens, a nenber of a provider
i s pr aftertencrypsig theanfiyowationn pod payigesk on armpeal surpalyingh¢hargatfoogoods t he WEB
site other than | east 3 necessary personal information which is
i ndi spehettHeszdodsraee attually dehvareddywih@slividrer are utilized. However, there is a
possibility of encrypted personal information being undesirably decrypted. Also, at
least name and address as personal information have to be disclosed to a virtual shop
on the WEB site which delivers goods so that the goods are actually delivered. So,
these methods cannot completely remove the anxiety of members of a provider.
Furthermore, another method of inputting an ID number combining numbers
and alphabets which is issued to a member by a provider may be employed instead of
actually inputting name, electric mail address, etc. However, as the member constantly
has accesses to the internet using the ID number so as to purchase goods or to search
information, even though name and address of the member cannot be identified, it is
difficult to completely protect information of the member’s hobby and taste or what
the member is interested in who uses the ID number.

Also, in addition to the above problems, a member of a provider is prone to

hesitate about inputting extra personal information to the WEB site other than least



menber has an access to the internet. On the other hand, at the side of a
virtual shop on the WEB site which sells goods or information to a nenber
who has an access to the shop, if the personal information of a nenber who
-pur chases goods or information such as nanme, address, credit card nunber
are not clarified, workers of the virtual shop are afraid that the nenber
-has sol vency of charge or not, and that charge can surely be collected -in
‘exchange for goods or information, which may al so prevent the diffusion of
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acquainted with the techniacslue or processing.to retrieve inforpation and
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of the Invention Accordingly, the present invention has an object to

over cogeodder aifovatiorbi pDnraniskrawhadias of addess 06 ithe shop, ifthprgersendlg a
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‘member has solvency of charge or not, and that charge can surely be collected in

exchange for goods or information, which may also prevent the diffusion of the

internet business.

Furthermore, persons who can have an access to the internet are limited to those

who own a personal computer at their houses or their places of employment and have

made a contract with a provider personally or corporately. And it is difficult for those

who are not well acquainted with the technique or processing to retrieve information

and purchase goods at virtual shops on the WEB site of the internet.

Disclosure of the Invention

Accordingly, the present invention has an object to overcome the above-
mentioned drawbacks of the prior art by providing a method for protecting personal
information of members of a provider when the members have an access to the
internet.

Furthermore, the present invention has another object to secure the safety and



Furthernoe, the present invention has another object to enable persons who
do not own a personal conputer or who do not make a contract with a

provi der to have an access to the internet and purchase goods or
.information at the virtual shops on the WEB site wthout using the
difficult technique or processing. Furthernore, the present invention has
-anot her object to enable the nenbersg4 to effectively retrieve necessary
informati on and goods in having an access to the internet. . Furthernore,
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profi l e“nenpers and arrange virtu ers on t VB site of the
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their personal information such as the nenbers' hobby and taste to the WEB
site. The abwtkeranjreghe prgsepeinyentpnbas othemhjactig eaablstpessprisovhgdet ect i ng
personal information, wherein a provider issues an ID nunber to a nenber
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the provider when the nenber has an access to the internet, the personal
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to effectively retrieve necessary information and goods in having an access to the
internet.

‘Furthermore, the present invention has another object to enable a provider to
easily profile the members and arrange virtual members on the WEB site of the
internet along with the virtual members’ hobby and taste by protecting personal
information of the members and prompting the members to input their personal
information such as the members’ hobby and taste to the WEB site.

The above object can be attained by providing a method for protecting personal
information, wherein a provider issues an ID number to a member at the time of
making a contract, and manages an ID; for accessing virtual shops on the internet
corresponding to said ID number and manages personal information of the member,
and wherein the member accesses the virtual shop on the internet by using the ID,

which is issued when the member accesses the provider using the ID number.

That is, according to the present invention, since the member of the provider



according to the present invention, since the provider ascertains the
i.dentity of the nenber and guarantees sol vency of charge of the nenber
‘when the nmenber purchases goods or information at the virtual shop on the
-\VEEB si‘'te, the safety and certainty of conmerce can be secured for the
menber as well as for the virtual shop on the WEB site. Furthernore,
-according to the nmethod for protectigg personal infort-nation, when a
‘noncontractual nenber accesses the virtual shop froma dedicated termn nal
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i nternet and purchase goods or information at the virtual shops on the WEB
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Furthermore, according to the method for protecting personal information,

when a noncontractual member accesses the virtual shop from a dedicated terminal via
the provider to perform commerce, the provider guarantees solvency of charge of the
noncontractual member and concludes the commerce without disclosing personal
information of the noncontractual member by carrying out payment confirmation using
a payment-confirming apparatus connected to the dedicated terminal. Thus, persons
who do not own a personal computer or who do not make a contract with a provider
can have an access to the internet and purchase goods or information at the virtual
shops on the WEB site without using the difficult technique or processing.

Furthermore, according to the method for protecting personal information, since
the provider prepares a plurality of virtual characters with characteristics, the member
can efficiently retrieve necessary information and goods when the member have an
access to the internet.

Furthermore, according to the method for protecting personal information, the




i nformation of the nenbers and pronpting the nenbers to input their
personal information such as the nenbers' hobby and taste to the WEB site.
Brief Description of the Drawings FIG | shows a bl ock di agram of an

-el ectroni c conmerce system enpl oying the present invention. FIG 2 shows an
enbodi nent of the present invention, and shows a flow chart of a nmethod
for protecting personal infon-nationgof a nenber of a provider when the
menber retrieves and purchases goods or information at a virtual shop on

the i nbeyiddr calTh ity thHWﬂ?éjmléMlHe?§?lﬂl 2ith vin%'aﬁ&lmﬁgn% wbgdjent of

t he present inventi'on, and shows a tlow chart of a nethod for protecting
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pur chases goods or .inforination at a virtual shop on the internet. FIG 4
shows BHOERBERA wdrtheonembery ard difempingntheomenabars dRopPuL theispezsanal  of a
nmet hod for efficiently retrieving necessary information and goods using a
pl ur al intfyrmatio sudluad thehaemberey’ hopbepadadstbytoahpWEBd#te. FI G 5 shows an
enbodi ment of the present invention, and shows a schematic view of a
met hod for efficiently retrieving necessary information and goods using a 7
plurality of virtual characters with characteristics prepared by a
provi dﬁr.. BG 6 tShOWﬁ an~enbodi ment of the present invention, and shows a
f1 ow chief Deserpiqontf PEWIESt ecting a menber from troubl es during
commer ce by _showi ng the . . i

FIG.1 shows a block diagram of an electronic commerce system employing the

present invention.

FIG.2 shows an embodiment of the present invention, and shows a flow chart
of a method for protecting personal information of a member of a provider when the
member retrieves and purchases goods or information at a virtual shop on the internet
using ID owned by the provider.

FIG.3 shows an embodiment of the present invention, and shows a flow chart
of amethod for protecting personal information of a noncontractual member who does
not make a contract with a provider when the noncontractual member retrieves and
purchases goods or information at a virtual shop on the internet.

FIG.4 shows an embodiment of the present invention, and shows a flow chart
ofamethod for efficiently retrieving necessary information and goods using a plurality
of virtual characters prepared by a provider.

FIG.5 shows an embodiment of the present invention, and shows a schematic

view of a method for efficiently retrieving necessary information and goods using a



menber trouble history informati on of comrerce and requiring the nmenber to
pay an insurance fee in accordance with degrees of risks. FIG 7 shows an
enmbodi ment of the present invention, and shows a schematic view of a

-met hod for arranging a virtual nyself on the WEB site. FIG 8 shows an
enbodi ment of the present invention, and shows a schematic view of a
‘method for efficiently putting adverts senment and publicity for nmenbers in
accordance with hobbies and tastes of the nenbers. FIG 9 shows an
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delivering goods froma virtual shop on the WEB site and enabling a nenber
to recel ¥gethed furquetesting agnembar Siese troubles dumingecqmeres bnshpemgdhal
informati on of the nenber. Best Mdde for Carrying Qut the Invention The

net hodieaibep t@udid histhrp difdematioh b eommidres and eauiting thomehtb R tepaihn
invention will further be described bel ow concerning the best nodes for
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view of a method for arranging a virtual myself on the WEB site.

FIG.8 shows an embodiment of the present invention, and shows a schematic
view of a method for efficiently putting advertisement and publicity for members in
accordance with hobbies and tastes of the members.

FIG.9 shows an embodiment of the present invention, and shows a flow chart
of a method for delivering goods to a member from a virtual shop on the WEB site
while protecting personal information of the member.

FIG.10 shows an embodiment of the present invention, and shows a flow chart
of a method for delivering goods from a virtual shop on the WEB site and enabling a

member to receive the goods at a convenience store while protecting personal

information of the member.

Best Mode for Carrying Out the Invention
The method for protecting personal information according to the present

invention will further be described below concerning the best modes for carrying out



In the el ectronic comrerce system 100, the provider 20 includes an
accepting wunit 21 for accepting an access froma client via the internet,
.an issue | D data base 22A for issuing an I D nunber to the nenber 10 at the
time of making a contract, and issuing an IDl, (The ID,, is a conbination
of characters such as nunbers or al phabets which can identify the nenber
10, and a plurality of I Dp are preparsed by the provider 20.) to have an
access to the virtual shop 30 on the internet at a request of the nmenber

10 andiyepeebmtdntifiddRithdrehithcd & Qiel ackdhipany i draliaggs 22B for managi ng
personal " information such as narre age, a dress t el ephone nunber, hobby,

taste, credit card . nunb count etc h

rodi at i ng. un Pt PYERRRRY ARYEEE M RispEd i e f‘?ﬁesyg%‘méﬁ At 30 on
the internet ,using the I1Dp at_a request _of t )

el ect r BHPEICE iptuding s {aneher1bd, 2 arowrece? om ac‘ﬂﬁ#g{) ghon gop@fr ﬁ]é@WEdn in
accordance with a processing shown in FIG 2. The nenber who has nade a
contrablGwi.t h the provider 20, nanely the nmenber 10, has an access to the
provi der 20 using an |ID nunber and a password which are settled between

t he nenber I g ,step
Sy, then t et epnigaMinEicsH @i L0 the Flodie Bt ik des gl cpting o' 5
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menber 10 retrieves necessary i nformation and goods at the virtual shop 30
on t hefopsseingan HY ewnther totthemember AR msdhe toneiof anakingsa wpBtrAek a9€ not he
can find out desirabl e goods

issuing an ID,, (The ID,, is a combination of characters such as numbers or alphabets

which can identify the member 10, and a plurality of D, are prepared by the provider
20.) to have an access to the virtual shop 30 on the internet at a request of the member
10 and managing the ID,, a user information data base 22B for managing personal
information such as name, age, address, telephone number, hobby, taste, credit card
number, bank account, etc. of the member 10, a mediating unit 23 for connecting the
member 10 and the virtual shop 30 on the internet using the ID; at a request of the
member 10.

In the electronic commerce system 100, an electronic commerce is performed
in accordance with a processing shown in FIG.2.

The member who has made a contract with the provider 20, namely the member
10, has an access to the provider 20 using an ID number and a password which are
settled between the member 10 and the provider 20 at the time of making a contract

(step St), then the member 10 uses the ID, owned by the provider 20 which is




or information that he wants to purchase (step S5). In case the

determ nation result at the step S5 is NO that is, in case the nenber 10
cannot find out desirable goods or information, the nmenber 10 ends the
retrieval (step S6). On the other hand, in case the determ nation result
at the step S5 is YES, that is, in case the nmenber 10 can find out

-desi rabl e goods or information, the menber 10 sends a purchase request or a
Tequest for purchasing the goods or information to the virtual shop 30 on
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t he provider 20 cannot guarantee sol vency of charge of the nenber 10, the

provi der 20THesahetemiss 10RRtaoTes whecthet 6Pndde catfiddeutdebizhblehads i n
case the determnation result at the step S8 is YES, that is, in case the

i der : i 1 - 0f - b d
provi dgf nﬁgnﬁﬁﬂ?ﬁiﬁ{nzﬁrh@\ﬂﬁftsrtgz)ug }nge r@?@ﬁ? 9 §er:] %g@?ﬁﬁgﬁloﬁ%rsgﬁ ase
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sol ventyErAteinSs N0 thalds. B s the dhember 1Y easined find gl desirabl pdsar 20
concl udes the commerce (step S 10), then the provider 20 issues a trade
nunber infepnation, the memberolhendsetheaietrievad nﬁsttehé%dor@mﬂ@oﬁhﬁ baddgin aAseh t he
el ectronic comerce system 100, the nenber 10 can order goods by wusing
only ttie ddBernpinagion Basult the erpdBS is20ES athdt 3ath Paveahaaggeadi) ©4n find

information
out desirable goods or information, the member 10 sends a purchase request or a
request for purchasing the goods or information to the virtual shop 30 on the WEB site
using the ID, owned by the provider 20 (step S7).

Then, the provider 20 ascertains the identity of the member 10 (identification
of real name and address) and determines whether or not the member has solvency of
charge based on personal information such as credit card number, bank account, etc.,
which has been declared in advance (step S8). In case the determination result at the
step S8 is NO, that is, in case the provider 20 cannot guarantee solvency of charge of
the member 10, the provider 20 discontinues the commerce (step S9). On the other
hand, in case the determination result at the step S8 is YES, that is, in case the
provider 20 can determines that the member 10 has solvency of charge based on the

personal information such as credit card number, bank account, etc., which has been

declared in advance, the provider 20 guarantees solvency of charge of the member 10



wi t hout disclosing the personal information to the virtual shop 30 on the
WEB site. That is, in having an access to the internet and purchasing goods
or information, the nmenber 10 of the provider 20 can protect personal
-informati on (nane, age, human race, sex, address, telephone nunber, hobby,
taste, credit card nunber, bank account, property, famly nenbers, etc.)
‘by using the ID,, owned by the proviper 20 instead of inputting personal
naive and electric mail address. Thus, the nenber 10 who has nade a

contr a@}e S' o)) tﬁ&ﬂh@[@éﬂ/ﬁ%{: 2§goﬁ@1ﬂdgéﬁf‘e cAHRMREGEGEed 910N thentheR6lidep Search
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property, fam It){lenerrber s, etc. So, the fer sonal information which is input

when uti | i Withgtheredeasronio gpmenesge spstem kM theemembes 1Wrancorder gapdsiby ker s
are not verified cannot be abused. Al so, in having an access to the

i nt er ngding bhly herldyrainddbpireprovider C8Nand che patalase gbydaooinfermpgoson or
abused. Since the provider 20 ascertains the i1dentity of the menmber 10
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beconmes secured and the personal information of the nenber 10 can be
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race, sex, address, telephone number, hobby, taste, credit card number, bank account,
property, family members, etc.) by using the ID, owned by the provider 20 instead of
inputting personal name and electric mail address.

Thus, the member 10 who has made a contract with the provider 20 can have
an access to the internet to search for necessary information and purchase desired
goods or electronic data without inputting personal information or name, age, human
race, sex, address, telephone number, hobby, taste, credit card number, bank account,
property, family members, etc. So, the personal information which is input when
utilizing the virtual shop 30 on the WEB site whose actual workers are not verified
cannot be abused. Also, in having an access to the internet, the personal information
cannot be stolen by another person or abused.

Since the provider 20 ascertains the identity of the member 10 (identification

of real name and address) and guarantees solvency of charge of the member 10 based

on personal information such as credit card number, bank account, etc., which has



contract with the provider 20 (a noncontractual nenber) from a dedi cated
termnal |ocated at convenience stores in the whole town. In the

el ectronic commerce system 100, conmerce between the provider 20 and a
-menber who does not nmke a contract with the provider 20 (a noncontract ual
menber) is performed in accordance with a processing showmn in FIG 3. A
-noncontractual nenber or a nenber whep; does not nake a contract with the
provi der 20 enploys the | Dp owned by the provider 20 using a dedicated
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the WEB site (step S23). Then, the noncontractual nenber determ nes whet her

or notbépresgetetli nd out desirabl e goods or information that he wants to
purchase (step S24). In case the determnation result at the step S24 is

NO, that isAldo)tkapvide T0acapty &€ hoddss Triharmembenothof doud mattmdisiar abl e
goods or infori-nation, the noncontractual nenber ends the retrieval (step
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provi der 20, and pays charge for the oods or infori-nation using an
aut omat ed t ki theelastioni ceomemencacystem 406 eonvseicedetacen thepragides20andr epai d
card (step S26).
a member who does not make a contract with the provider 20 (a noncontractual
member) is performed in accordance with a processing shown in FIG.3.

A noncontractual member or a member who does not make a contract with the
provider 20 employs the ID, owned by the provider 20 using a dedicated terminal
located at convenience stores in the whole town via the provider 20 (step S21), then
the noncontractual member has an access to the virtual shop 30 on the WEB site (step
S22), and then the noncontractual member retrieves necessary information and goods
at the virtual shop 30 on the WEB site (step S23).

Then, the noncontractual member determines whether or not he can find out
desirable goods or information that he wants to purchase (step S24). In case the
determination result at the step S24 is NO, that is, in case the noncontractual member
cannot find out desirable goods or information, the noncontractual member ends the

retrieval (step S25). On the other hand, in case the determination result at the step S24

is YES, that is, in case the noncontractual member can find out desirable goods or



Then,- the provider 20 determ nes whether or not the charge for the goods or
information is paid fromthe dedicated termnal (step S27). In case the
determnation result at the step S27 is NO, that is, in case the charge is
-not paid, the provider 20 discontinues the commerce (step S28). On the

ot her hand, in case the determnation result at the step S27 is YES, that
is, in case the charge is paid, the provider 20 guarantees that the
noncontractual nenber who sent the purchase request using the |Dp owned by
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person who does not own a personal conputer at his house or his place of
enpl oygeods o infpanatoususiog amekdomatedbied leasachinencennnceed Hethepdedieatad! y or
corporately to have an access to the internet and purchase goods or

i nf or nRerivMal&dr allbﬂepumlc@BQmpm&)he VB site of the internet. At this tine,
t he personal inforination of the noncontractual nmenber is never known to
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virtually requiring the virtual characters to retrieve the infornmation.
discontinues the commerce (step S28). On the other hand, in case the determination
result at the step S27 is YES, that is, in case the charge is paid, the provider 20
guarantees that the noncontractual member who sent the purchase request using the
ID, owned by the provider 20 paid the charge for the goods or information (step S29),
then the provider 20 concludes the commerce (step S30), then the provider 20 issues
a trade number peculiar to the commerce (step S31), and then the commerce is ended.
So, the electronic commerce system 100 enables a person who does not own a
personal computer at his house or his place of employment or who does not make a
contract with a provider personally or corporately to have an access to the internet and
purchase goods or information at virtual shops on the WEB site of the internet.
At this time, the personal information of the noncontractual member is never
known to the virtual shop 30 on the internet.

Furthermore, the provider 20 of the electronic commerce system 100 may

prepare a plurality of virtual characters which are well informed about virtual shops



In this case, as shown in FIGA the nenber 10 who has nmade a contract with
t.he provider 20 has an. access to the provider 20 using an ID nunber and a
password which are settled between the nenber 10 and the provider 20 at
-the ti'rme of making a contract (step S 1), and selects a virtual character
which is suitable for having an access to the internet and retrieving
infort-nation anong the plural virtua characters prepared by the provider
20 in advance which have respective characters (the plural virtual

char act@ s beack: Gk U BN (RARREHSALRIEBRA el oriBPosiiedao dihe
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and t heirfirab cha@icte?d tpravic e shd imformmatdar. 10 with the virtual characters
whi ch has respective characters (step S2C). Thus, retrieval history of

goods or i ”frPgﬁ% gé’%g%‘sl%é\% ’i‘i‘r‘@l@yzhttﬁénféﬁﬁlﬁ(%rqw wh8 s hilfe RESMfrngw{fﬁ”ber 10

is accunul ate ta base to the virtual characters prepared by the
provi der 20..An when t he er 10.selacts the virtual characterg in
Perr elfioidt g e icEss T B rmrarich 20 fisina AR Mt ard DRI ent 1y
provided with information concerninP the virtual shops 30 on the WEB site.
Fur t hewhicheareasettigbbetweanthansmberel(pad thrprondest 2Q peths tiwecdinekisagmer ce

system 100 accepts purchase requests of goods sent by plural nenbers 10 at
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characters VC 1 to V(4

access to the internet and retrieving information among the plural virtual characters
prepared by the provider 20 in advance which have respective characters (the plural
virtual characters each biuniquely corresponds to each of the ID, owned by the
provider 20 and each has character of being well acquainted with specified information
such as sports information, public entertainiments information, etc.) (step S2A). Then,
the member 10 virtually requires the selected virtual character to retrieve information,
which makes it possible to retrieve goods or information with high quality.

The result of retrieving information by the virtual character is fed back (step
S2B), and the provider 20 provides the member 10 with the virtual characters which
has respective characters (step S2C). Thus, retrieval history of goods or information
formed by the provider 20 or the previous member 10 is accumulated as data base to

the virtual characters prepared by the provider 20. And, when the member 10 selects

the virtual characters in retrieving similar goods or information, the member 10 is



so that the purchase requests of goods sent by the plural nenbers 10 to the
virtual shops 30 on the sane WEB site can be sent to the virtual shops 30
in a lunp using the virtual characters VC 1 to VC4. In this case, in
-havi ng accesses to the internet, nenbers | OAto | OD who have nmde a
contract with the provider 20 have accesses to the plural virtual
-characters VC 1| to VC4 (the plural viartual characters each has character
of being well acquainted wth specified information such as sports

i nfor { !Ely‘% 3 i L { r -t he
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to 30B" which are related to public entertainments, virtual shops 30BC to
30C" whystemal(¥ aqeeptst pitchaseneguests afigooils sentlbysplopal Bombervl@apvirialch are
related to restaurants. The virtual characters VC 1 to VC4 nmay be caused to

have chlasc30es t300Dnahe W EBaieUisiiya plurhkiy d foMaual divahctess VOdrioexawp! e,
the virtual characters VC 1 to VC4 may be caused to retrieve goods or
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concerning goods or infori-nation. Thus, the virtual characters VCI| to

VC4 pr eptiadghimactene VEr bto ¥ér4.20 can be used properly in accordance with
pur poses of accesses by the nenbers 10. Also, since the virtual characters

VC | to VCAImhiesaseUciiaaRy hestdesd 19 the iteatE, members 10A to 10D who have
made a contract with the provider 20 have accesses to the plural virtual characters
VCI to VC4 (the plural virtual characters each has character of being well acquainted
with specified information such as sports information, public entertainments
information, etc.) prepared by the provider 20 in advance, and then select the virtual
shop 30 in accordance with goods or information that the members 10 want to retrieve
among virtual shops 30A, to 30A, which are related to sports, virtual shops 30B, to
30B, which are related to public entertainments, virtual shops 30BC to 30C, which are
related to music, and virtual shops 30D, to 30D, which are related to restaurants.

The virtual characters VCI1 to VC4 may be caused to have characteristics about
accuracy of retrieval. That is, for example, the virtual characters VCI to VC4 may be
caused to retrieve goods or information rapidly, but the retrieved goods or information
is not accurate. Otherwise, the virtual characters VC1 to VC4 may be caused to

retrieve goods or information of high quality with enough time, and the retrieved goods



sent ‘by the plural nmenbers | CAto |l ODin a lunp, it becones possible to
nRegotiate wth the virtual shops 30A, to 30A, 30B, to 30B,,, 30BC to 30C,
.and 30D, to 30D, on volune discount. That is, in case the plural nenbers |
-OAto'l OD who have made a contract with the provider 20 retrieve goods or
information and want to purchase simlar goods or information, by putting
together orders fromthe nenbers I O5to | OD to the virtual shops 30A to
30A, 30B, to 30BM 30BC to 30C., and 30D, to 30D,, on the sane VEB site
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hi st orit womﬂ%r%@mm%eapéamswdbmmn@em bPal virtual characters
have accesses to the virtual shops on the WEB site and performthe
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the other hand, the provider 20 nonitors if there arises trouble during
commer e vekmepdisaoynt. it isen passithg @lurabmesehars et FHP sheshaverimadeut to
what degree the nenbers 10 are satisfied with the com nerce (step $4 1),
and t hg conwaétaeith the provider 20 retrieve goods or information and want to purchase

similar goods or information, by putting together orders from the members 10A to 10D
to the virtual shops 30A, to 30A,, 30B, to 30B,, 30BC to 30C,, and 30D, to 30D, on
the same WEB site every predetermined period, a large quantity of similar goods or
information are required to be purchased at one time from the virtual shops 30A, to
30A,, 30B, to 30B

30BC to 30C,, and 30D, to 30D,. Thus, negotiation on volume

n» n’

discount due to mass purchase becomes possible.

Furthermore, the provider 20 of the electronic commerce system 100 manages
history of commerce which are formed when the plural virtual characters have
accesses to the virtual shops on the WEB site and perform the commerce so as to
manage trouble information of the commerce, and provides the member 10 who is to
have an access to the virtual shops on the same WEB site next time with the history
and the trouble information when the member 10 performs commerce.

That is, as shown in FIG.6, a plurality of members 10 have accesses to virtual



20 accunul ates trouble Infortnation (information about trouble that goods
are not delivered even though charge is paid, trouble that delivered goods
are different from those which the nenbers 10 ordered, trouble that
-del i vered goods are inferior in quality, etc) (step S42). Next, when the
menber 10 who is to have an access to the virtual shops on the sane WEB
site next tine perforns commerce, thesprovider 20 inquires of the nenber
10 whether or not he wants to see the trouble infort-nation of coninerce

(step ' ot K n on on,
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com*rerce the menber 10 ends the retrieval (step S46) Thus, the nenber 10
can bec@inaesee ésteprdm). and the prvadered) apcymulassen fermation eheut derivhaice in
advance by obtaining the trouble infori-nation as reference. Furthernore,

i n t hedegresth@nicnigasntorace satystieehwithGhe aomingue ésrep Sy 3t theyprobileset up
in view of frequency of troubles during comrerce and degrees of risks of
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addition to charge and the same troubl e happens, half of the charge is
quality, etc) (step S42). Next, when the member 10 who is to have an access to the

virtual shops on the same WEB site next time performs commerce, the provider 20
inquires of the member 10 whether or not he wants to see the trouble information of
commerce (step S43), in case the member 10 wants to sea the trouble information, the
provider 20 shows the member 10 the trouble information (step S44).

The member 10 determines whether or not he performs the commerce (step
S45), in case the member 10 determines that he does not perform the commerce, the
member 10 ends the retrieval (step S46). Thus, the member 10 can be prevented from
being involved in troubles during the commerce in advance by obtaining the trouble
information as reference.

Furthermore, in the electronic commerce system 100, an insurance system may
be set up in view of frequency of troubles during commerce and degrees of risks of
commerce based on history of past commerce at the virtual shops 30 on the WEB site.

For example, in case an insurance fee of 1,000 yen is paid in addition to charge,



insured as long as the goods are returned to the virtual shop 30. The
provider 20 inquires of the nenber 1.0 who determ nes that he perforns the
.ccommerce at step S45 whether or not he insures goods that he wants to
-purchase (step S$S47), then in case the nenber 10 wants to insures the
goods, he selects the contents of the insurance (step S48). In this way,
the provider 20 manages the history of the conmmerce which are forned when
the plural virtual characters have accesses to the virtual shops on the

VEB si hgd geedpaeﬁﬁé@utﬂ?&ncwmﬁl RO 30 88 $hé 'WEH 53&aréfbrbkén cRMamer ce in

accordance wth the trouble information of the com -nerce, and requires the
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commer gén isAbad in addivemf tor change andmier samaittduble hapsdnsshalf©f3be chatdeeisVVEB
site whose existence cannot be verified, the nenber 10 can conpensate
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el ectronic commerce sy , as shown in FIG 7, the nenbers 10A to 10D

who have a contract wi.th t provider.2Q can arran irtual menbers
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virtual nenbers | QA to | OO wvirtually require the virtual characters VC
t o VCathe commerce at step S45 whether or not he insures goods that he wants to purchase

(step S47), then in case the member 10 wants to insures the goods, he selects the
contents of the insurance (step S48).

In this way, the provider 20 manages the history of the commerce which are
formed when the plural virtual characters have accesses to the virtual shops on the
WEB site and perform the commerce, and classifies risks of the commerce in
accordance with the trouble information of the commerce, and requires the member
10 to pay an insurance fee in addition to charge of goods so as to insure the charge in
case a trouble happens.

Thus, in having accesses to virtual shops 30 on the WEB site, the member 10
of the electronic commerce system 100 can obtain information about past troubles
which happened between the members 10 and virtual shops 30 on the WEB site during
commerce. Also, in performing commerce with virtual shops 30 on the WEB site
whose existence cannot be verified, the member 10 can compensate damages caused

by troubles by insuring charge.




arranged in a second nmanagi ng server 20B of the. provider 20 to retrieve
goods or information that the nenbers .10A to | OD want to obtain, then
the retrieval result is accunulated to data base of the virtual nenbers I
-OA" to | OO . Then, personal hobby and taste are extracted fromthe data
base. Furthennore, the provider 20 can arrange virtual nmenbers 10OA" to |
-OD who can represent the characteristics of the nenbers 10A to | CD nore
precisely in addition to the accunul ated data by causing the nenbers | OA

to 10D to ippheddiG! in ﬁl@déléétl%‘ﬁk JdOHr Sg\%/f?:fn?rl%t hOBhGWA in F3GL Nethe

hobbi es and tastes respective I'n the provider 20, data base of the
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retrieving or purcha5| ng goods or information at the virtual shops 30A, to
304, , , vsoBl mesnlzs | 0A’ 208D in 3dicst mamagingswyer d04otthe providend® dihee, the
virtual shops 30A1 to 30A,,, 30Bl1 to 30B,,, 30BCto 30C,,, and 30D, to 30D
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experts on the network or virtual individuals haV|n hobbi es and tastes of
t he neatrsulated todatadmsemfitheenrivel members heAe t@é@DonIFbe@mﬂmw hepbyem 100,
as shown in FIG 8, the

and taste are extracted from the data base.

Furthermore, the provider 20 can arrange virtual members 10A’ to 10D’ who
can represent the characteristics of the members 10A to 10D more precisely in
addition to the accumulated data by causing the members 10A to 10D to input their
additional personal information such as their hobbies and tastes respectively.

In the provider 20, data base of the virtual characters VCI1 to VC4 and that of
the virtual members 10A’ to 10D’ are managed by different servers 20A and 20B,
respectively. Thus, in retrieving or purchasing goods or information at the virtual
shops 30A, to 30A,, 30B, to 30B,, 30BC to 30C,, and 30D, to 30D, on the WEB site,
the virtual shops 30A, to 30A,, 30B, to 30B,, 30BC to 30C,, and 30D, to 30D, have
accesses to the data base of the virtual members 10A’ to 10D’. So, there 1s no fear that
the personal information of the members 10A to 10D shall be stolen.

Thus, the members 10A to 10D of the electronic commerce system 100 can

perform electronic commerce using the virtual members 10A’ to 10D’ arranged in the



virtual shops 30A1 to 30A, 30B1 to 30B,,, 30BC to 30C,, and 30D, to 30D
on the WEB site can require the provider 20 or the virtual characters VC I
to VG4 who frequently have accesses to-the provider 20 to put

-adverti senment and publicity for only nenbers 10 who are interested in the
goods or information of the virtual shops. The provider 20 which accepts
‘the request puts advertisenent and publicity for only nenbers 10Ato I COD
who probably are interested in the goods or information via the virtual
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10A to 1 OD extracted fromthe accunul ated i nformation. Thus, it becones
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pur chasi ng the goods or information instead of putting advertisenent and
publ i ch‘t’@blﬁﬁbﬂnd §?§é&ﬁ$ﬁéﬂelﬁbﬁﬁ§e¥%1@mpn the el ectroni c comrerce system
100, after the commerce is concluded at step S 11, the provider 20 issues

a trade nunbathgetatke| ar tHeceleédteornonvaimerceaysteen 180pas shavon am&FIGHE ther t ual
shop 30 at step S 12. By issuing unique trade nunbers for respective
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FIG 9, the virtual shop 30 on the WEB site requires the designated
del i Veﬁ@quqrﬁl)d@a\ie\a@pessqgt(g@@d)gowjdphm to put advertisement and publicity for only

members 10 who are interested in the goods or information of the virtual shops.

The provider 20 which accepts the request puts advertisement and publicity for
only members. 10A to 10D who probably are interested in the goods or information via
the virtual members 10A’ to 10D’ in accordance with hobbies and tastes of the
members 10A to 10D extracted from the accumulated information.

Thus, it becomes possible to put advertisement and publicity for only members
10 who are interested in the goods or information and have much possibility of their
purchasing the goods or information instead of putting advertisement and publicity for
unspecified members 10.

In the electronic commerce system 100, after the commerce is concluded at step
S11, the provider 20 issues a trade number peculiar to the commerce to the member
10 and the virtual shop 30 at step S12.

By issuing unique trade numbers for respective commerce, it becomes possible

to identify orders from the members 10.



the I'Dp owned by the provider 20 which is used by the nenber 10 and the
trade nunber attached thereto (step S 13). The deliverer who is required
to deliver the goods inquires of the provider 20 about the | Dp owned by

-t he provider 20 which is used by the nmenber 10 and the trade nunber to
receive informati on only about name and address of the nmenber 10 who sent
‘t he purchase request (step S 14), amb then the deliverer delivers the goods
to the nmenber 10 (step S 15). Thus, the menber 10 receives the goods and

ays char f t i
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recei ve goods at an actual shop such as a conveni ence store which really
exi st swhich the snanakard®d renumestonusebassiarg peangied.ias shown in§1GTh ke vigtualhen
goods which the nenber 10 requires to purchase are prepared, the virtual
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(step t"hen vVirt shop 30 ifnforns the provider 20 that

goods whi gh t he er 10 requyihtes to purchase are delivered with the ID,,
owned wnﬁﬁreatﬁqcé\e;nﬁgg f%?séﬁ%g#ﬁé trade number attached thereto (step S

A The deliverer who is required to deliver the goods inquires of the provider 20
about the ID, owned by the provider 20 which is used by the member 10 and the trade
number to receive information only about name and address of the member 10 who
sent the purchase request (step S14), and then the deliverer delivers the goods to the
member. 10 (step S15). Thus, the member 10 receives the goods and pays charge for
the goods (step S16).

In the commerce, personal information of the member 10 is not known to the
virtual shop 30, and only name and address of the member 10 is disclosed to the
deliverer.

Furthermore, in the electronic commerce system 100, the member 10 can
receive goods at an actual shop such as a convenience store which really exists in
accordance with a processing shown in FIG.10.

That is, when goods which the member 10 requires to purchase are prepared,
the virtual shop 30 delivers the goods to a convenience store which is designated as a

desired delivery place in advance with the ID, owned by the provider 20 which is used



The provider 20 who receives the delivery notice confirns the nenber 10 who
sent the purchase request based on the trade nunber, and inforns the nenber
10 that the goods are delivered to the designated conveni ence store (step
.S 15A). Then, the nenber 10 goes to the desi gnated conveni ence store and
inforns the store of the trade nunber to receive the goods (step S 16A),
-and then the nenber 10 pays charge ppr the goods (step S 17A). In the

‘coi merce, personal information of the nenmber 10 is never known to the

virt uai))é%llfpﬁleﬂ%erl lpg%igf ?Hgatlracféoﬂllninf)_@p E{tﬁélYedTﬁl‘%rP{o?ﬁ?%fr rsrg?]%&z’nné%c?ﬂlrggst e

applicable to a ne r protecting personal ers of a

id i ch, s _jnpl ted b i der. th i nt t. 22 CLAIMS
0O miriahoheR 3patoEerG Prerdaha) Hamshiaoreh b ara b hREUEE o ssues
an I D nunber to a nenber at the tine of nmaking a contract, and manages an
| D1. fpurchesears dejivered wath thadps avinedby ithe provedercf} ped gas tiadg nuenbsai d | D

nunber and manages personal information of the nenber, and wherein the

nenberamqﬁaratdsleswpstmaj)_ shop on the internet by using the IDL. which is
i ssued when the nenber accesses the provider using the ID nunber. 2. The

method for PLOLAKIADRTHS P& ive e dRLR hAR et fifiste hibnth&! 10 dhoher el n

sent the purchase request based on the trade number, and informs the member 10 that
the goods are delivered to the designated convenience store (step S15A).

Then, the member 10 goes to the designated convenience store and informs the
store of the trade number to receive the goods (step SI6A), and then the member 10
pays charge for the goods (step S17A).

In the commerce, personal information of the member 10 is never known to the

virtual shop 30.

Industrial Applicability
The present invention is applicable to a method for protecting personal
information of members of a provider, which is implemented by the provider on the

internet.



t he provi der guarantees sol vency of charge of the nenber and concl udes
comerce w thout disclosing the personal information of the nenber who
.accesses the virtual shop. 3. The nethod for protecting personal
-information as set forth in Caim1l, wherein, when a noncontractual nenber
accesses the virtual shop froma dedicated termnal via the provider to
-perforrn corninerce, the provider guayantees solvency of charge of the
‘noncontractual menber and concl udes the cominerce without disclosing
personal information of the noncortyrapijgal nember by carrying out paynent
confirmation using a paynment-confirmng apparatus connected to the
dedicated termnal. 4. The nethod for protecting personal infornmation as
set forth in Claiml, wherein 23 the provider prepares a plurality of
virtual characters which are specialized in information related to the
vi rtual. shopsnedoddorpratecisn persenabindpmmasion, ovhegeh | D, owned by t he
provider in one to one relation, and the nenber carries out information

retrieving aptatidet issudshm MD nuutber sbapaeabet fethenige 0€indkyng ¥icohtiatt,y
requesting retrieval of information to said virtual characters. 5. The

met hod,fpr protecting personal information as set forth in Caim1l, wherein
the provider selects a virtual character which has suitable retrieving

ability anmong the ural virtual.characters,which have different .

Fotr1 evi ng BeneeealDy Kieaccenning v R RS b St oG SeondhEResaid,
retrieve information. 6. The method for protecting personal information as
set f ol mumberiand managgh peesonal information of the member, and wherein

the member accesses the virtual shop on the internet by using the ID;, which is
issued when the member accesses the provider using the ID number.
2. The method for protecting personal information as set forth in Claim 1, wherein
the provider guarantees solvency of charge of the member and concludes commerce
without disclosing the personal information of the member who accesses the virtual
shop.
3. The method for protecting personal information as set forth in Claim 1,
wherein, when a noncontractual member accesses the virtual shop from a dedicated
terminal via the provider to perform commerce, the provider guarantees solvency of
charge of the noncontractual member and concludes the commerce without disclosing
personal information of the noncontractual member by carrying out payment
confirmation using a payment-confirming apparatus connected to the dedicated
terminal.

4, The method for protecting personal information as set forth in Claim 1, wherein



pur chase requests of goods sent by plural nenbers at virtual shops on the
WEB site are accepted using the plural virtual characters so that the
purchase requests of goods sent by the plural nenbers to the virtual shops
-on the sane WEB site can be sent to the virtual shops in a |unp using the
virtual characters. 7. The nmethod for protecting personal infonnation as
set forth in aim4, wherein the vpytual characters manage history of
comer ce which are formed when the plural virtual characters prepared by

the prgy g%viéﬁcg%})aatr&e av'k)rdrﬂ SPORFUAD chifcYES ﬁhi& a?é‘@ggéiﬁﬁ%d“ihhe

commerce So as t nage trouble I nformation of the comrer and provides
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commerce. 24 8. The nethod for protecting personal information as set
forth pwned By thepramderanenetoenpralaiionanddhagweinbercaniies eutynfirmaionconmer ce
which are fornmed when the plural virtual characters access the virtual

shops mritViag\WERted teethendrinal Slwpd drhihedaremestds, virandyatgasdtingastriéwds of
the com -nerce in accordance with the trouble history of the coininerce,

and regp] fgﬁngﬁ& f@%ﬂrviﬁﬁalmrﬂﬁxisﬂsur ance fee in addition to purchasing

charge of goods so as to rnsure the charge in case a trouble happens. 9.
R A T T
provider in one to one relation to each of the nmenbers, and accunul ati ng
hi st or theiprpwider agleets aofirtuak ehassetar whighdhasesuitahleaietrigpang ebtlgy anwng theual
menbers by accessing to the internet utilizing -said

plural virtual characters which have different retrieving abilities, and requires the

selected virtual character to retrieve information.

6. The method for protecting personal information as set forth in Claim 4, wherein

purchase requests of goods sent by plural members at virtual shops on the WEB site -

are accepted using the plural virtual characters so that the purchase requests of goods

sent by the plural members to the virtual shops on the same WEB site can be sent to

the virtual shops in a lump using the virtual characters.

7. The method for protecting personal information as set forth in Claim 4, wherein

the virtual characters manage history of commerce which are formed when the plural

virtual characters prepared by the provider access the virtual shops on the WEB site

and perform the commerce so as to manage trouble information of the commerce, and

provides the member who is to access the virtual shops on the same WEB site next

time with the history and the trouble information when the member performs

commerce.



virtual characters. 10. The nethod for protecting personal infori-nation as
set forth in Caim9, wherein virtual nenbers who can represent the
characteristics of the menbers nore precisely can be arranged by causing
-the nenbers to input their additional personal infori-nation such as their
hobbi es and tastes to the virtual nenbers. 11. The nethod for protecting
-personal infon-nation as set forth ipg Caim9, wherein nanagenent of the
data of said virtual nenbers and the data accunul ated by accessing to the

i nt er ngt i“éj‘ﬁﬂ@ﬁé&ﬁ&g@r@%r@tiﬁgg&%ﬁhﬁlriﬁfcﬁ{r?atﬁﬁrﬁrsisEfjfo?Hltin@laﬁ'hf7f %@F@i?ort hin

servers. e net protecting personal 1 nformation as set
CaimQ, whergin the pragvi der provides information.in gacgordance with
nobbi edieaigvides fuanages Big by of e iihierrs Shi 4R’ BR
virtual nenbers. 13. The method for protecting personal information as set
forth viitugl eharagtersancess e vittealsheps e the WHkksitesnd prrkerar thegonymeres. ade at

every enacted trade. 14. The nethod for protecting personal information as

set f oarid clazsiiesimBkb2of thehaiminercd easdortiaade withpthentrétde W osy tof thbi ch
receives an order fromthe nenber requires delivery of goods to a

bt woor T g RIS IR i O TS A B AR Rl e afer

er and~t he
trade nunber issHed t o, one i

trade i ddj t idID d b
the pr SRATEERT RS 0.5 4 HEUBathccdaves BhCaseToNRIC PRGBS r i nquires of the

provi der about the ID used by the nenber and the trade nunber issued to

one pef. oneThe awthodfor protecting personal information as set forth in Claim 4, wherein
the members are profiled by arranging virtual members in the provider in one to one
relation to each of the members, and accumulating history information of retrieved
information and goods to the virtual members by accessing to the internet utilizing said
virtual characters.
10.  Themethod for protecting personal information as set forth in Claim 9, wherein
virtual members who can represent the characteristics of the members more precisely
can be arranged by causing the members to input their additional personal information
such as their hobbies and tastes to the virtual members.
11.  The method for protecting personal information as set forth in Claim 9, wherein
management of the data of said virtual members and the data accumulated by
accessing to the internet with regard to the characters are carried out by different
servers.

12.  Themethod for protecting personal information as set forth in Claim 9, wherein

the provider provides information in accordance with hobbies and tastes of said




addition to said I D owned by the provider when carrying out coinmerce to
receive information only about nanme and address of the nenber so as to
‘deliver the goods. 15. The nethod for protecting personal informtion as
-set forth in aim12, wherein the provider informs the virtual shop on
the WEB site of an actual shop which is registered in advance or
designated at the tinme of purchasing2goods by the nenber, and the virtual
shop which receives an order fromthe nenber delivers the goods to the

act ual nahafr R eicdl kAEHARIE P4 ViGA Mknblfs menber and the trade number

i ssued to one per one trade In addition to said |D owned by the provider
IS TS NN R T e R ey A NS AT R
000 prvider isbucs one number por on trade at every anacted trader S0
14.  The method for protecting personal information as set forth in Claim 12,
wherein, the virtual shop on the WEB site which receives an order from the member
requires delivery of goods to a designated deliverer who has contracts on
confidentiality in advance between the provider while attaching the ID used by the
member and the trade number issued to one per one trade in addition to said ID owned
by the provider when carrying out commerce, and the deliverer inquires ofthe provider
about the ID used by the member and the trade number issued to one per one trade in
addition to said ID owned by the provider when carrying out commerce to receive
information only about name and address of the member so as to deliver the goods.
15.  The method for protecting personal information as set forth in Claim 12,
wherein the provider informs the virtual shop on the WEB site of an actual shop which
1s registered in advance or designated at the time of purchasing goods by the member,
and the virtual shop which receives an order from the member delivers the goods to
the actual shop while attaching the ID used by the member and the trade number
1ssued to one per one trade in addition to said ID owned by the provider when carrying
out commerce, and the member informs the actual shop of the trade number which is

issued by the provider at the time of ordering the goods and pays charge for the goods

so as to receive the goods.



