5 e3eD46TDk' 19 SEP 2002 -1 AUTOVATI C CHECKI NG OF PUBLI C CCNTRﬁgFﬁﬁPQ§P2
PRI VATE CONS | STRI TBUTED OBJECTS BACKGROUND OF THE | NVENTI
Field of the\“ \ m 166166* The present invention relates to thegfiiel d

of conputer re specifically, the present invention relates to

the regul ation ofS¥ ects in distributed conputer systens. Descr jipiu
Related Art In a distributed system such as an automated teller H,m’mmwﬂ',m”"”m
machi ne ( i ent [ gl vj chine 1s
serviced @%qu&%@cu%@asﬁh%%%pu %@P%%‘/s e%@%%@%@%ﬁ whose

t ransact iGSINSRACIEEET N i 3 TRIEBUTER cPBERCTY Wi th the ATM nmachi ne. The ATM
network is a "distributed" systemsince there can be many clients attached
to one or nore servers whaghxktRramsact ornf eggat 1 Qe k9bb/ct S) anongst one
another. Traditionally, distributed objects were forced to obey a comon
"specification"” which are the rules and semantics the objects are governed
by. For examel ef tdhe aecewrtiobal ance of a bank patron is an object which is
distributed. A rule or specification is that the withdrawal cannot exceed

t he account bal ancephanskddurk speeintiioat ireMatsscosmhet PidDE Mo £ &Siu@nd
server. A specification common to both client and server ends is referred
to as a pyHdemscontMoaet speridistillput ebe syséeamst ihesre: iagre @ s g3y ineat e 25
constraints which need to be obeyed on only one side, either client or
serveb, Wte negudatthionExdnpbascot pni daser onsed afonmitiac |y atebi ti ng t he
overall asset columm of the bank's bal ance 19 SEP 2002 -2 sheet when a
withdrawal is nmade. The constraint is private to the server since the
client i SSHELIRMANELR8 a684aPEkct ed by the bank's overal |l asset

accounting. A constraint_private to the clienf is that the anpunt sought to
be withdrawn by t heln @ distributed system such asr an automated teller

VO Ci CA

machine (ATM) network, a client such as an individual ATM
machine is serviced by a server such as the computer system of

10 the bank whose transaction processing includes interfacing with
the ATM machine. The ATM network is a “distributed” system
since there can be many clients attached to one or more servers
which transact information (objects) amongst one another.
Traditionally, distributed objects were forced to obey a common

15 “gpecification” which are the rules and semantics the objects
are governed by. For example, the account balance of a bank
patron is an object which is distributed. A rule or
specification is that the withdrawal cannot exceed the account
balance, and this specification is common to both client and

20 server. A specification common to both client and server ends
is referred to as a public contracet.

In distributed systems, there are also private

constraints which need to be obeyed on only one side, either

client or server, but not both. Examples of private constraints

25 include debiting the overall asset column of the bank’'s balance



5 pat‘ron nust be physically available in the coffers of the AikxaasﬁanMZ
The server is not involved in deciding whether or not the currency is
avai l abl e at the ATM nachi ne. Thus) the constraint is private to the
client. To guarantee that a distributed.systemhas good 10 reliability,
both private constraints and public contracts nust be checked. However,in
traditional distributed systens, no attenpt was made to automatically check
private constraints and in fact, privatg_constraints were not considered as
such. Checki ng, which involves testing to see if the contract or 15

o bt o & Mten M8 IRLELOLE 2 e RO T ALTEE R0 E PPt S S S e 8
-t opi6d | gty et ' : de | ATM
otvor k. IR SR OSIOICE N30 10 NSCRBAeANBI S, BERES Sefkedied g T

to the usgie BAhiNEr&vdis il AIENIE IARSHLERE nhN CQ”HHHE@P&JF]NQ She, had apee. In

the neantinme, while the balance is being displayed to the user, ano

debi t trartsacd I nuTeys keh 0 WM ian@ualt kBagREr ver bkt set Ramllt e hanges the
bal ance. If the balance is not updated to the client until another request

or transaettiom ourlr spe toiesitded 135 adamuablesihnener €st £ efsirdthethe whid e
noney i s being withdrawn on the ATC4, due to latency in comrunicating the.
t ransact ie¥cibiatk. t dThe 1B ISER 260210t3 inkelyedvén, déhid sy wetetidd or not
tenporarily have an inaccurate bal ance. Thus, there is need to
aut omat i cEt YCWHHEICH Ot Praiviaid ecatsthai ATY madhpudl | Thoont rdot s to
guarantee that S objects reliably follow specifications in a distributed
system CONSLFES R PryasgvHRRENPNCA18REt ri but ed system obj ects which
are transacted between clients and servers ng;t age¥ certain rules or

a2 CF S §

speci-fication. A spec?fittioh | 'b&hﬁﬁ?é p88 s IPefes: public
com 157t s Ahirt el BRI, EWALLE GEILOREI AL, sbeen b, e
server, B checked. However, in traditional distributed systems, no

actempt was made to autcomatically check private constraints and

in fact, private constraints were not considered as such.

Checking, which involves testing to see if the contract or

15 constraint is met, was therefore only performed on public
contracts, and not autcomatically. Even when checked, the
problem of latency in server-to-client networking has not been
adequately addressed. 1In the ATM network, when the account
balance is passed on to the server, for display to the user,

20 there is latency inherent in communicating the balance. 1In the
meantime, while the balance is being displayed to the user,
another debit transaction may be occurring at the server itself
which changes the balance. If the balance 1s not updated to the
client until another request or transaction occurs, then the

25 amount 1is incorrect. Further, while money is being withdrawn on

the ATM, due to latency 1n communicating the transaction back to



client-to-server or server-to-client transaction or "call", th

or paraneters related to call are processed before transfer. In a client
call, a client-side stub perfornms marshalling of objects related to the
call in order to transfer themover the network. The client-side stub,
according to the present invention, automatically generates code to check
both 15 private client-side constraints_and public contracts between server
and client before the transfer occurs. Once the client side specification

i s checke t shal | ed object.s.,and client,call are transferred over the
net wor k tgh? h%gléggrlr\[/’e:ﬁqerhseersve vert las':egpgg?\lférlys%]a\ées?%lJé?%%c%‘?%%

i ntercepts, 20, the call and nmarshal | ed objects. The skel eton unmarshals the
obj ects and perforns checking by code automatically generated to check the

public contracts, ithagy,cMetd féiﬁﬁgdEHHjéﬂ@bm@&ﬁ&ﬁﬁ@y5€ﬁ¥@k'§bgﬁ
constraints. Once checking is conplete, the call is processed and a server

"return" pebedts. colE Feintdd B etbliis 2bnirashal tedgeaeashesckathat the
skel eton and t-hen transferred across the network to the client. The

client-sidegjestiud relibISERQ0GR <pegrifacahabast he aedistr objweed antdmen
performnms checking according to its specification which nay be different

for a given private constraint, not by both. At each stage of 29 £
h oE8LPU2 <

fromthe specification checked for objects related to the call. 19 SEP
2002 -6 BRI EF DESCRI PTION OF THE DRAWNGS Figure Z is a diagramof a
di stributed system enpl oying no checking. . . Figure 2 is a diagramof a

distributed systemwith 5 automatic client and server checking.



Figure 3 is a diagram showi ng all pernutations of public coﬁBrSEPsﬂmﬁd
private constraints between a server and client. Figure 4 is a flowhart of
client-side checking code 10 generation. Figure 5 is a flowhart of
server-si de code checking generation. Figure 6 is pseudo-code for a
client-side stub function. 15 Figure 7 is pseudo-code for a server-side
skel eton function. Figure 8 shows automatic checking as enbodied in a
conmput er system 19 SEP 2002 DETAI LEp DESCRI PTI ON OF THE | NVENTI ON
Term nol ogy The following definitions are not intended to be 5 limting of

the scope of this invention in its varj nbodi nents, but are rather,
provided to sinplify the detailed deg%¥§%$¥gn set forth herein. Further,

since these ternms are also known in the art of conputer progranm ng,

generally, and in opjegt i f M DY cpRLeaReRI Bigall Wil |
not be 10 discusse8ﬂ+ﬁgd%%%%sﬂ%ﬁggﬁfgg?% refe?g to g variab%e% ggiéggad

vari abl espedied! Tk et Al Qerfich® AusBNYLERt deSta ULt HiBeOro£l ass as used
in progranmm ng a conputer system or network of conputer systens. More

gener al | yspeéati foljeagiiori.s usegbeci fiepresant s ngodad sed no ingwd 5:ekead aef capabl e
of receiving, transmtting or processing that data. An object may al so

r ef er 5t 0 v reef enerirled d cmtradtabkedoprdatbestoust vrentsuch as a nenory
address or pointer, rather than the variable or data structure itself. A
"client" is a devi ceybkbapermtraytst @ncorbeylgdy SyebrRD 6Liantoapdt eerggst em
which relies on another device, conputer system or_subsystem of a conputer
syst em f BT ¥YAL§ XBISHLR THiFd 3520 088Y EAgPYf e&BRERI Al bBPecRS. STREHeite,
conmput er system or subsystemof a c ut er ich the client relies

upon is k £EL VL™ BELe QQ”S&F§ggEbUP8HS §2§€T 1 SPoneRFh SHATH °f 2@
client-to-server or server-to-client transéction or "call®", the
10 objects or parameters.related to call are processed before
transfer. 1In a client call, a client-side stub performs
marshalling of objects related to the call in order to transfer
them over the network. The client-side stub, according to the
present invention, automatically generates code to check both
15 private client-side constraints and public contracts between
server and client before the transfer occurs. Once the client-
side specification is checked, the marshalled objects and client
call are transferred over the network to the server.
The server has a server-side skeleton which intercepts
20 the call and marshalled objects. The skeleton unmarshals the
objects and performs checking by code automatically generated to
check the public contracts, if any, with client and any private
server-side constraints. Once checking is complete, the call is
processed and a server "return" results. The return object is

25 marshalled and checked at the skeleton and then transferred

across the network to the client. The client-side stub



25 there are one or nore clients and servers which connunicatelgbsgptgmﬂo
conplete a task related to those objects. In a distributed system the
clients and servers are usually 19 SEP 2002 8 physically distinct
systens or devices which comunicate through sone network, such as a Loca
Area Network (LAN) or Wde Area Network (WAN), but may conceptual ly include
only, one physical systemwherein the clients and servers are portions of
that S system and comuni cate, for exanple, through a bus. "Marshaling" of
an object refers to a way to package together one or nore objects for
transfer \oMeirshalel Work r@tu@hhehjeefNHAlCahbRNpaREh B dYdshiald ed obj ects
are "unmarshal l ed" or unpackaged into their original formbefore 10 being
utilized ayrddE neiapiient splectiffe cheansf @hich neplbe dief @irserdo Adgn the

i nvocation of a nethod or procedure, as the termis understood in the art
of conputsarequrfigreannnghewtiech fproobgeess ore parddrns o duInct i on or
conputation utilizing an object or group of objects which it 15 receives,

if any. A call may return another object as a result of the conpletion of

t he met hod or -procedure which it invokes. Such an object is referred to as
a "return.” A "specification" is a rule or set of rules which objects and
nmet hods nust obey within the distributed system 20 "Checking" is a neans
of testing the behavior of calls which utilize objects and/or output return
obj ects by conpleting those calls in order to ensure that they neet the
specification. In an ordinary non-distributed system a "precondition," one
that is tested prior to conpletion of the nethod corresponding to the 25
call, is often sufficient to guarantee that the specification is followed.
If the pre-condition is tested to be true, then the proper conpletion of
the call/nmethod will, it is assuned) result "



19 SEP 2002 -9 automatically in a true "postcondition" and coﬂsﬂacﬁﬁ?nﬂﬂﬁz
behavior fitting the specification. However, this assunption breaks down in
certain cases of distributed systens relying on preconditions and ’
postconditions as described below. 5 A specification nay be either a
"public contract" or a "private constraint" or a conbination thereof as
illustrated in various enbodi nents of the invention. A public contract is
obeyed by both the client and the serveg,. while any one private constraint
is specific to either server or ,client but not to 10 both. Checking can

occur, according to vagkPHF eHPOEk FBRESNOfof herps e&g&twhgfnti on; on both
private constraints and public contracts as 1s required. Frgure 1 shows the
prior art case of a single-client single-server distributed systemw th no
checking of public dbgepatiactsaandapthmabe goaskraiBhsewhatl,seewer. Figure
1 is provided as background to describe the working of a distributed system
i n gener adnp Yoysigtgveto hdmsmy .server-si de skeleton 15 to interface with a
network 20. Network 20 is coupled to and communi cates 20 with the

server-si de skel et onidbrand abse diepremtofi dedssubiBBredl sgntemi detbt ub 35
interfaces a client 30. Aclient call 38 is issued at client 30 which is
mar shal | eismatHe @liiamnt sinde serivler3sherkhndat a and code (col | ectively,
"objects") corresponding to the nature of client call 38. The client call
38 is sent over 25 FEIWoF k3 20SaAddieIraRerRepiRY Byl sBRTBYLAFdenskefet on
15. Server-sjide skeleton 15 unmarshals the marshall ed form of the objects

I I
recei ved FH0-A FENTRC @S 5303y FRBSEERTRES 18eCHH " 2 1P -lo
server 10 pr ocesses the client call 38 utilizing the objects and generates

a server return 18, which may al so be an object. Server return 18 is,
wrapped (marshal | ed); h rye ' eletop; d5. angdyth o] ver
network 20. The clien Jé% dg ggs%{uglgggﬁae(?:lgi égsggh% %ﬁ%nd%nﬁg?éﬁgﬁ% ?{3%8
mar shal | egb fordpiQf, server return 18 so that the client can understand the

results represented by server -return 18. Figure 1 illustrates a distributed
system wher e checkingyise ot ;i peaf o1 8Rehon: aBy 9kribe-objiectsaEherkiRInd0
i nvol ves ensuring that once the call is conpleted, the specification is

obeyed widdnagmwspest. to return objects resultant fromthat call. The |atency
invol ved during network transfer of both the client call 38 and server
return 18 can potenficdiy €essabrbide-chde sfareaoflobpecssdahschb while

once follow ng
function.

15 Figure 7 is pseudo-code for a server-side skeleton
function.
Figure B8 shows automatic checking as embodied in a

computer system.



15 their specification) no |longer do so. Further, where nore 1Paggpgamg
client call is invoked on a particular server, a precondition teSte

valid for a certain object may becone invalid because of another call which
changes the state of that object on the server. Thus, while the nethod of
‘the call is 20 being conpleted, a valid pre-condition nmay becone invalid,
creating an invalid postcondition) and thus a specification which is not
obeyed. Thus, even with checking by only verifying that a precondition is
true will not, for all calls upon the ©object, guarantee that a return

object and call obeyshg > SREHH] LON .o GREe 2nSBRWS o Si nal e-client
si ngl e-server distrr%UrégL§ySrEﬁTmf?%E%%rﬁﬁ%rrc—§§96§rng‘ﬁﬁﬁ%oth client and
19 SEP 2002 -11 server in accordance with one enbodi rent of the invention.
All conponents are simlar to those of Figure 1 except that client side
stub 36 Gas-WPReseG40 client-side stub 35 of Figure 1) and server-side
skel eton 16 (as opposed to server-side skeleton 5 15 of.Figure 1) are
different. Server-ginde reabetiag &6randcebhenirsigle: statdemfedrave wehecki ng
portions 160 and 360, respectively, which perform public contract and
privaie dandtiapgnbfcbeeksbgpe The thbheckhvengpiar iiond'tsusadibasdescri be this
and all other enbodinents of the invention are 10 progranmed/ conputer

gener at egmppdéedotes whichrareathpt enprbedlead twompupdn fpr cheadecadéednd
code nodul es stored in physical nenories and storage nedia and executed

t hrough peecedpsisnwArEhfarehi hereinat NI .qFIACE, thigeec588MBoRTEhe
checking portions may be inplenented in an interface definition | anguage 15
(1DL) whirdROi €N@ER| 1RNBRA RRCtAE GPRPEECHHPRAT VNS cFCPLEG AN AL 6P a

| anguage i ch suggorta | DL extensions such as. Bor ﬁO(TN% §A product of Sun
M cr osysPERES T "8F LPRE§BTRIEITRDAD! JA¥F § RSt 0rYentB6Y1 ¥idhaf8tshth as
Ct++. en . l.ient .call is issued fromclient 30, client 20 call 38 nust
firs%mgagégf Fggghlﬁhéegﬁﬁént-side stub 36 which checks that the objects
related to the cal laohoy RUbli ¢ogaotrasts voiluine safwel: VAR vake
constraints with the client 30 using code autonatically generate y

cli ent-Sb@%agt,ut)eééré%@%wg PP hhPrad00)s e Befde ¢ eihseabk 38ebSin

mar shal l ed 25 by the stub 36 and is transferred over the network, the code
gener at egrbatal@i AgpPHbbbRpGe8E r 3¢ t &M CoP I etaid kK TS lcoablt eehe gk B@si. S
executed to ensure that tﬁe client call 38 obeys the 19 SEP 2002 -12
speci fi cabirengembeatllyentncabliied8 is Wsahsirermepdemeart ingedata in any

15 device capable of receiving, transmitting or processing that
data. An object may also refer to a reference to a variable or
data structure, such as a memory address or pointer, rather than
the variable or data structure itself.

A "client" is a device, computer system or subsystem

20 of a computer system which relies on another device, computer
system or subsystem of a computer system for the receiving and
processing of certain objects. The device, computer system or
subsystem of a computer system which the client relies upon is
known as a “"server". A "distributed system" is one in which

25 there are one or more clients and servers which communicate

objects to complete a task related to those objects. 1In a

distributed system, the clients and servers are usually



network to server-side skeleton 16 which first unmarshals and th gn§qu§m
usi ng checking portion 160, that the objects resulting fromthe ca e
public contracts and private 5 server-side constraints in the
specification. Once the client call 38 (objects of the call) have been
checked by the server side skeleton 16) the server executes the client cal
38 which may result in a server return 18. Server return 18 nust be
marshal l ed first before it is transfertﬁg, over the network back 10 to
client 30. An exanple of server return 18 is a balance amount returned to
an' ATM maghl e 11 7 65Panse.d o Aclient call 28 [arcR Datanese.1nduldys,

mar shal | orn1o SEerver i's trans erre over e ne

recei ved by £l &nfo S deslféﬁllgiésaa %%%alt %r%ﬁaﬁFtQQrQO'EEAﬁP %z[ﬁow%é %ecaheCkS

that the 15 server return once unnmars obeys public contracts and

private qkd&pirisl Ganeongdal cdﬂc‘%@th)é&l%@ﬂcih@e' @1%3360$né henyehigcki ng i's

conpl eted, the server return 18 can be used by client with a good degree

of speci fégaidwniietd BbidHd Yo1 iRAlt L% lservekbenteCablt 88hs copl thdre the
wi t hdrawal 20 by a bank patron of X dollars in cash froman ATM machi ne.

Accor 8i ngsy <t érnearpt | aingurcionsia aifalr axdmpllkel, i eheonghastbaedecki ng, this
transaction woul d operate as follows. At the ATM machi ne, assune for this
transaction that théMpashahihas of rsadpliawenrtederisi Socarwagndor pgekaed

aut hori zation for the withdrawal 25 transaction. The first step is for the
ATM machi ¥RI¢EhreeMNe tar ite radisfctshdopatranster 1pveel @ckeWeh Account
(savi ngs or checking). and 2) select the anpunt to be wi thdrawn. The two 9
9 SEP 2002°Ne3 GRINuELE GHL Y Matd Uiat r YaraPelésenoBhpets sam ch, if the
transaction is to onpl eted, nust, he trapsferred to k' s dat abase
of account'$® %%?Qfelrb)) & [E"Ud}ﬁﬁﬁ%‘ta geghiraLe éﬁﬁlf‘hgn%\t’&% of@gée“brb‘? ect are
firsygmarshald g (packpoed) by r;ﬁfeelg%e%'e 8R! char - SE0MES, rel iable (ransfer

over “a conmun 1 ons ne sent fo server is the client cal

(the withdrawal seryi C@Qlieqi-@? ldhe E*h%o@%rc%ﬁ' bieng e REATQETEd by a

client-side stub (code wthin t e A M machi ne) which then executes checking
code for prbt&qgant r«?&tt}?éwcélr(?n Brd V@l rekbent 181 Qﬁeclﬂﬁ@kd)ﬂgcorhgﬁhééﬁ S

exanpl e, a public contract between server and client which can be checked
i's whet hesrefrai@tinde Wpaldiohbrocesses or performs some function or
computation utilizing an object or group of objects which it

15 receives, if any. A call may return another object as a result
of the completion of the method or procedure which it 1invokes.
Such an object is referred to as a "“return.”

A “specification® is a rule or set of rules which
objects and methods must obey within the distributed system.

20 “Checking" is a means of testing the behavior of calls which
utilize objects and/or output return objects by completing those
calls in order to ensure that they meet the specification. In
an ordinary non-distributed system, a “precondition," one that
is tested prior to completion of the method corresponding to the

25 call, is often sufficient to guarantee that the specification is

followed. If the pre-condition is tested to be true, then the

proper completion of the call/method will, it is assumed, result



mai nt'ai ns the account type selected or not. A private client si{0§ SEP 2002
constraint with which the server is not involved m ght be 15 sufficient
currency resident in the coffers of the ATM machine to carry out the
transaction. The public contract checking code woul d need to access the
server and by sone indexing nethod check the patron's account nunber with
the account type which is stored on the server. |If the contract is obeyed
(condition is 20 true), the transaction,can occur, but if not, the
transacti on cannot occur. The private client-side constraint checking code,
in this I e; i ¢ i wegy t ggﬁ f w thdrawal
requeste%ﬁgﬁgaﬁﬁgag%guﬁ? %fgg gsiggF@%%$€£%§§§avaiIé%?% a lé'ltgltﬁel?/r'rachine. 25
I f, and ephkvibr FhecanborRLi §peheckingiver i faRseddal dHiesaspambs ieh the
specification, both public and private, are obeyed, will the marshalled

obj ects beep&ssddwhoihheeseayar cased %o SEHPL 2O0butlell @yea enfze rpdgkage oaf
objects arrive at the server, they are unmarshalled into their original

f orns of paecbaddainnst ppd" pobieohdantoianasindésabjlert Helowhe skel et on on
the server. The receipt of the call along with the unmarshalling of objects
5 autDmatical |y trifggeesidieagioonmey pebkiehebndr eebhbid gontae " or a
server-side constraint checking code. The public contract specifying.that

t he accoUREitpse ERPSERABPLL heTpat FORPHIREIGR Hetidbiad iid lkisecrREGadRi n.

In traditional dis%ributed systens) .this checkin f. . the public contract a
second t VA& 1SN EPLPHLFEPFSr REdCRRA PREPRI D €, %th 9 &§OF A4t éfcy nay

create a situation where an account that was_available at the tine 0
checkingoiﬁgegubyiPoggngpﬁcfﬁﬁﬁn h%“é|€%%ts?gv%%mﬂélﬁ§é Pnyngu 5ﬁ§Plgally
checki ng i.C ;contract.agajn, . thi j te Qfe AN Jcnygnt i-gn
guaranteggggﬁggq%ﬁelgpg%F??Eé?ig% FéEﬁé§n%€£90 g§£f§ Sbéyegtanchggnot be

corrypt ed by netwakk i hat eaayoctie, SeE¥SFd Shder Shaokifig iR dinehidesrt he
public contract of verifying that the account is available and al so

i ncl udes t@lep?r‘é%bﬂtSQh}(f@htibﬁ? 6ANBLERI Pt i Wt € e drasirdies & hald Paglaecount
bal ance of the patron is sufficient to permt the wthdrawal. 20 Thus, if

t he accouphthalcascasi $sl esgutibhad.t he anount of w thdrawal, an error nessage
can be returned to the client. This constraint is private and not public
because the bank m@icwote i sthavmttlidhepmicooant bad sencef be passket olvieent he
network to the client. The client is not involved per se with the 25

veri fi catsiiow lef seynes dasthébpaedonystarcolit -1Q Heakidle Bl ergd 1o t he
bank and consequently, the server. 19 SEP 2002 -15 If the public contract
and HP i vEOCBLEGHSSr Tt RIS VEHEC IGNS t@ gy MG HeR& VEpeci FiigaEicor, Hhe cal
for withdrawal will result in the server producing a return ".aut hori zation”
o] ect POYaoHs 25 BAGFEARUDLI e, IFRGT HATI NEE (1R I Guris 15E OBEER out
Sinultan%g%%%%,ihh%e gggﬁaction of the anmpbunt of the withdrawal fromthe
account balance on~“the sérver is also

A server 10 has a server-side skeleton 15 to interface

with a network 20. Network 20 is coupled to and communicates

20 with the server-side skeleton 15 and also a client-side stub 35.
Client-side stub 35 interfaces a client 30. A client call 38 is
issued at client 30 which is marshalled by the client-side stub
35 with data and code (collectively, "objects") corresponding to
the nature of client call 38. The client call 38 is sent over

25 network 20 and is i1ntercepted by server-side skeleton 15.
Serve;—side skeleton 15 unmarshals the marshalled form of the

objects received into a format understood by the server 10. The



ensured. The return "authorization" object nust al so pass througg th 0
client-side stub again, but in this instance no 10 checking is p 3f gé%]%r
initiated since the stub has no checking to performon return

aut hori zation" objects. The ampbunt of currency, in this exanple, will not
have changed fromthe tinme the client call for wthdrawal was initiated
because an ATri can usually only process one transaction at one tine. 15
However, a coffer that is shared by nore than one ATM rmachi ne nay
necessitate re-checking on the client-3}®e for the private client-side
const 1 ai B (gl bi BYotBaLeLNEAMPHIL, L CaMEs Al g 13vaklgabhe bB;BBYS! cah
currency. Inthis case, the machi ne can be programred to check™t he

private gaRsthakl! 2€¥eRvHPOReAUZR 18! Wi craudiord 123 ib‘én'.'anOQb‘?EEtf. romthe
server. However, depending on the specification desired, public contract

checki ngseafrelerexaluded fierwihipps@t tidrsrmled)i zat icor" sebjeet siddM

machi nes do not perform specification-based checking currently. Although

t hey behakelatoar dbngntiotBbnspent fowatowsy, ndmvaatie@li.ng The kciatiennakitle
(built into) the procedure of w thdrawal rather than external and

aut onmti 6tub 3§ gEPe2002 and Fhguren@ayshal slitdyy aarsheliled detrmt hé possi bl e
conbi nati ons of public contracts and private constraints constituting

speci f i CEEFYRY FREMTBah8bECCchBRk et AUt bHRRG AN WRdSHEIRNSr EhPobeSPATS
different server-side skeleton possibjlities 5 and four (4) different
cIient-sF88r§FﬁBtﬁés?VbFFFY?ESr$5¥r%dHfic contracts and private

constraints. On the client-side, four client-si.de stubs, 502, 504, 506 and
508, are all shom%@c%‘d']ee& to- HIER S FE S db-ustie(ﬁt AU AT Supl ed to

b ER G A TR M R T b
stubgg acti \381ves ensuring that once the call is completed, the
specification is obeyed with respect to return objects resultant
from that call. The latency involved during network transfer of
both the client call 38 and server return 18 can potentially
destabilize the state of objects which, while once following
15 their specification, no longer do so. Further, where more than
one client call is invoked on a particular server, a
precondition tested as valid for a certain object may become
invalid because of another call which changes the state of that
object on the server. Thus, while the method of the call is
20 being completed, a valid pre-condition may become invalid,
creating an invalid postcondition, and thus a specification
which is not obeyed. Thus, even with checking by only verifying
that a precondition is true will not, for all calls upon the
object, guarantee that a return object and call obeys the
25 specification.

Figure 2 shows a single-client single-server

distributed system with automatic checking on both client and



internediaries between the client and server 600 isolating the d§egpP 208
direct object/call interaction with the server. The | egend at the bottom of
Figure 3 shows that client-side stub 15 502 checks both a private
constraint of the client as well as a public contract. dient-side stubs
504, 506 and S08 are also coupled to client 500 to isolate it from server
600. Another conbination is shown in client-side stub 509 which only checks
a private constraint of client. In cliepj-side stub 506 only a 20 public
contract is checked, and no private constraint is checked. Cient-side stub
S08 per f eegvenoipubkcordante agitmosnremmdd meonstofaichte cheekkcagnat ailland
represents the case where, even though checking is available, it is not
desired 2bmpeveanse tlre shjmedbtcabl thasenofcFaoghak &dpesickptathen tdiebey. In
the ATM exanple, the client call for the patron selecting "English" or

" Spani shside shabt Bénsa@st icppolsadgtiage Lieght shde stpbo3SEPL2Bdgurem Lequire
any checking at all. The state of objects on and calls to server 600 are
unaf f ect @8dbgerHerseidet FhAleEon ahfubRfe WRPIILLEf GE VRS ~FABRI EkebREPACt i S

requi red. _Further, the call regarding | anguage, while selecting one set of
di sply men@f Eigdfend’ B i %%8F8§gani§%rﬁgﬁéﬁggﬁ955ﬁ?F58“u§graggchoice)
over another.  has.no_effect on any of the crit.ical ll.s .0 bj ects (such
as passwﬁrégptagégﬁn gu%f gn%?Y%n¥h%ﬁ%i3g(ﬁoﬁﬁﬁQ§% qg@oagﬁdaéﬁérefore,
private L on i he, cli r : qggﬁ t he . er-side, four
server; g?EQEEE%P%?XﬁSYLSgyzéégggﬁgiﬁn%%%ﬁan g%éF g?g g?iggﬁémn coupled to
server 6@Q8nsPeRYAE ehdexskgl et ons akiteQOUR| §brtd oHalVakeB0Qo! RekPAl LENE
skel etons nmay be a program or code inplenmented or contained in either

har dwar ecarssahtivane eBhtheesSsd e o fSaiNeeriTSicthe idkebekons act as
i nternedi ari es between server 600 and client SO0 1S isolating the server

fromdai r eebgobjnaetl/eahbuk Bt e &cé i HDredvgdoddimireds emtichTheel egendmahtéde
bottom of Figure 3 shows that server-side skel eton 602 checks both a
privat e esnsbmpiuherobrobeasecoée axd welde awdHeskistgradpabl pbysdnatact .
Server-si de skel etons 604, 606 and 608 are al so coupled to server SO0 to 20
i sol ate MemPrégprcRPANEte08ge Aned herandrsarattesh thyoughyprpgeegors which

are illustrated in Figure 8. The code for the checking
portions may be implemented in an interface definition language
15 (IDL) which is well known in the art of object oriented
programming, or a language which supports IDL extensions such as
Borneo (TM) (A product of Sun Microsystems), or in a move
commonplace to object-oriented language such as C++.
When a client call 38 is issued from client 30, client
20 call 38 must first pass through the client-side stub 36 which
checks that the objects related to the call obey public
contracts with the server 10 and private constraints with the
client 30 using code automatically generated by client-side stub
36 (checking portion 360). Before client call 38 is marshalled
25 by the stub 36 and is transferred over the network, the code
gener;ted for both public contract and private constraint

checking is executed to ensure that the client call 38 obeys the



by server-side skel eton 604 which only checks a private constr 2 GtSER 2002
server. In server-side skeleton 606 only a public contract is checked, and
no private constraint is checked. Server-side skel eton 608 performs no
public contract 2S nor private constraint checking at all and represents

t he case where) although checking is available, it is not desired because

the object/call has no crucial specification nor is a vital 19 SEP 2002
-18 object/call. This occurs only when_{he object/call to the server is not
crucial fromthe server's point of view. The dotted arrows illustrate that

any type ld.enf.-.si de e chgd; w ver-side
skeletonfg%ﬁﬁﬁgsﬁgnﬁkg 5%g%£§¥g¥gﬁc8%g?ng§iéﬁgég?ﬁggiﬁ%ggﬁghgigﬁgfons to
16. Thus rietSRIMENE Skl BLeN sSdeh ske 18€bYEN 6 SKRL € 0P 2 Wt Ar N0y R i C
contract and private server-side constraint checking may be paired with
client-sigierstdledi®’, Wiiely eheeksingopbrpibhi LeCpnthactshansbjydekat e
constraints. (, 10 Figure 4 is a flowhart of client-side checking code
gener at i aresdlinorfdont erfeacalDefobelt pablianguageacdesand besitdree si gnat ur e
of a function.(name of a function, the type of object it returns, and the
type bf pErMmst-erigid tcarskesiassi dputheuspacifivasion. (fe@rcelitentdliand a
skel eton (for server) 15 are generated according to the signature. Any cal
to the f vt P hebrasus ot tg@l cadhd pa¥s PhAPbughetird stibkharfbhvietur n
the stub calls the underlying network, with the network then calling the
server t FSifg e eI o oA SESYPT K RERAY BES Bol ed! Y& prftfuic t3 v
Nlcrosystensé% extends IDL wth 2@ sge Lfic t}gn cagabilifq so .that the
user can "%age '‘:1“5)}1>(1ptl.1bllricfil EGRtFacES 1A % i var&" Cohst Falit s~ g Ho server
and cl i enfa 6ald S/ 0PI RS pEHSAUNLT §CODLEaSLE 200 b he BId VAL SANYLA Nt S
checking results are essentially jus 00l ean expf essi ons. pdbllc

cont g gct AV C raknh i §eVi d,l e, 25; I ression
is e\%gl uatt(:He(fa'tltl%’r tafggg'. %r?itgﬁ%hn%lgogg %gtggfer%ﬁu%{ga %a’f%ﬁég) tt%ﬁ% 00l ean
expressi it MaNIRENRE 6 -aneh naeRihedi hnEOshbesSted/ Skel fifin.calihe new
stub/ skel eton has to 19 SEP 2002 -19 be conpiled and replaced wth the

ol d st ub/3kedt oh Jararidee ieheckinNg trhet akesril bed . f&Rah esf | Sy b R 4,
the code is automatically generated for the object/call involved as |ong as
checki ng 1% i5 fotarss fier deel waeiredhacaecdbnlgy &od st eprd@@ivedibystap enkS0) F1
and F2, which represent public contract code space and private client-side
const r ai ridsoddWpakde)andesyec checkyngaper seen ywivnkcle| dmades thiEtandier2
may be an area of nenory of a conputer system or the code space of an

appl Feat iSGHV o fiakara r%ni%@eoﬁné}aiéhéﬁrﬁ@t ePbewd Rkl & FIHEIS ifd 3Gher

storage devi ces such as rd ) .
9 private éilent—gl e constraints. Finally, when the last of the

checking is completed, the server return 18 can be used by
client 30 with a good degree of specification reliability.
For example, client call 38, could be the withdrawal
20 by a bank patron of X dollars in cash from an ATM machine.
According to the private constraint and public contract
checking, this transaction would operate as follows. At the ATM
machine, assume for this transaction that the patron has already
inserted his card and received authorization for the withdrawal
25 transaction. The first step is for the ATM machine (client) to
inqui;e of the patron to 1) select which account (savings or

checking) and 2) select the amount to be withdrawn. The two



disks. F1 and F2 are cleared in step 1150 to prevent contani nati §rf fSEFM2002
previous public contract and private clientside constraints which may be
stale or inapplicable to the current object/call for which checking is
deened desired. At 15 step 1200, the existence of a public contract is
tested. If, at step 1200, no public contract is found, then the algorithm
skips to check for the existence of a private constraint at step 1300. If a
public contract is found, then accordingito step 12S0, the code used for
that public contract is generated and/or conpiled. 20 Once the public
contract COQe-di%Hensy A phen akeStaPnldffect be pUbLi c; £antd act code is

saved in F1 which is"the code space reserved for public contracts. At step
13S0, therex{sdanem ofs pWd Wt @ capletkadl, Nhist Sbéeet&lsfdfredtt Stafe 13S0, no
private constraint is found, then 25 the checking procedure skips to step
1500. Hovmated',s idatmbprdey atfe adddogntssi(dercenst r arhe i sméwund, ot aseor di ng
to step 1400, the code used for that private constraint.is generated 19
SEP 2002 &R0 ‘mwi/camtc diypid "edbj@cce arlkee fprsvanar sloakl edi madaed)s by the
generated, then at step 1450, the private constraint code is saved in F2
whi chd5i s ¢hiendode@ s FRITes arldabiler tprngher @vast ¢ a¢ermeunigatsians 1500,
once all potential code, spaces for 5 public¢c contracts and frivate

cl i ent - sitRERFSt r SRS G Fonéhgt 64F Y SR P ebNandl seof etP L F1(HIRI F2 are

concat enat e oget.her and saved in a . conmbined _code ace F3, which may be
T T T S e e A e 2 4 8 iR eSS Ly 3 O ™

cont ai ni th F F2.. |1 f ei.ther F, 1, F2.18S: ecayse t.he
checki ngrb%srlsjfgoc]'{qma dé&%}\?\nc‘i;‘t hC%Ilﬁenr%—%éélgngttuPeéﬁ?é%d‘,gl %ﬁhgﬁues ]AEI(‘) cot g‘ lvr\}aes)
gener at ed pr-saved, f Iy L o R3S cShAPEY -t esul dh n-enpty
code spacég%%ngﬁtené%%ﬁh§f¥%Qg%ﬁuﬁpbcgggggpage8§%?cﬁ yé%?%% tﬁgﬂﬁon-enpty
code18pacsk:i e Alilerftads dFLkmkdikg) is saved in F3, then, according to
step 1600, F3 is 15 inserted into the client-side stub which is the w apper

for all objects/calts thaé ®aspleo angubiaw ctbatehicenbet&dehSséhedr tdr
checki ng through which the objects/calls nust now pass. Figure 5is a

f | owchar tclafersenxtarctsici thechieagedode graehati on. ndheclt®detson
automatically generated for the 20 object/call involved as |ong as checking
i s det ectretires wenttdte acsunditngype seépc28000r Atost epr 2Ai50/atel @nerkEs,

whi ch represent public contract code space and_private server-side

const r ai rild NN esiddc Whehy thgr e5BeT ehpt Jobr iryekred . nightahe F5
are an area of menory of a conmputer systemor the code 25 space of an

app! -eat i BH IS8T SUWHARGYg L85 14e86np it BR§ B7L ESER DLIFRS ﬁaﬁ&\a&w

t devi h as hard disks, F4 apnd F | din step 2150 t
avoi 0 cortfitian GG 1O Frevieaus oMo Sep BEBDLE MORTEIT G ST HF

privae seryeralde GontIANS Ll IRyaeyot abte olnd SenRl 1Al Lo the

current object/ca o] CKing i s dee sired. 200, the

exi st encepfeja gibld £ AP atlechfict f8kBEr Wiehath&t &PcAZA0 i RURIAIL is

contract 5 1s found, then the algorithmskips to check for the existence of

a privat es«chHnsd Il Hhdls el 23QQ. che aoRebhée cONBEREA | fodrtitdiord hen
according to step 22S0, the code used for that public contract is generated

and/ @0 caimided.cHhaardeqrubln eanobkraet bedeif sngenetiad egkaddigitiain st ep
2300, the public 10 contract code is saved in F4 which is the code space
reserved cannot occur. The private client-side constraint checking code,
in this case, would be a simple comparison between the amount of
withdrawal requested and the amount of physical currency
available at the machine.
25 If, and only if, the automatic checking verifies that

these parts of the specification, both public and private, are

obeyed, will the marshalled objects be passed to the server.



for public contracts. At step 2350, the existence of private cqr‘?tggprm IS
tested. If) at step 23S0, no private constraint is found, then ‘tthe thecking
procedure skips to step 2500. However, if a 15 private server-side
constraint is found, then, according to step 2400, the code used for that
private constraint is generated and/or conpiled. Once the private
constraint code is generated, then at step 2950, the private constraint
code is saved in F5 which is the code spgce reserved for private
constraints. 20 At step 2500, once all potential code nodules for public
contract rad tifd Ylcka3Rr WE objdere0ast ive i @HeL [arRaat @thegndirst ored, F4
and FS are concatenated together and saved in a conbi ned code space F6,

whi ch mayrre rshalllad tioted thed rfForigidesi forimito i snmmudtdoaamgeryipe 'si ze and
capabl e of 25 containing both F4 and F5. If either F4 or FS is null because
t he checkiigcdssod diegdunitt'hobiertway Poe $lkelriommn tthes segvegde ®as
generated or saved for it, then F6 is sinply the result. 19 SEP 2002 -22
of the néecainty ddoddessadd edpeat whbk ethe wmmar shidllisede fspddechsi ch

yi el ds the non-enpty code space. Once all code (F4 and F5) is saved in F6,
t hen, ° ac CYANR 4G 1d¥e F TA696F SFEXPSUF heRre B Pyt S 1R tE@AFe AN B8 1YRGSE
which is the wapper for all 5 QF%F ts/calls that pass.to and fromthe
Server.  EETEHTRING (ONSEEg TREGIGR ARFEN t RS OBy LTS/ SHITRATst now

pass. Figure, .6 sho t he pseudo-code of a typical client side stub
Piinct i on SHEGTVarR) Erete AR SESGHBY arTbn IR dha i ast o gl ps: ¢ e

bl i ACH [ 1 traj ; : j - Sl t ub
publ1c C%‘Uarlal%blaenqu%gé?ﬁ%g dgg‘é?;ﬂ.s. rﬁh”ﬁr%&e&glfdur%d% af £10p el s3lflg, St U

function 6000 I's the ersion of t unction as generated by

a typi caleflisStaHdwiod wstem and1ie eARtLYed { e dRCK NG Qfs PRI i C .
contracts and private constraints. Code portions [abeled 610, 620, 6S0, and
660 aoe tgwe feahlesl aG@MraRrRds fand,f HNeinONBad Sotisled dmyy awtyoratdae echecki ng.
Code portion 610 is the code for any necessary initialization of the

checki ng sdageyt isunc lwhas ealanoeatibantot haemuy ava idoylieng tofchenpuimepartanet er s.
Code portion 620 checks client-side preconditions (both public and private)
and saveshsmriengalubes pidlig. coouraent oacthentl bentanice Qv sefasesl.a By

w t hdrawal ) that are needed for automatic checking in code portions 6SO and
660. Code@Wematewad3dy shecking fheshaPlifaCHL T e idesttiiiéd for the
server function call and thereby, prepares the paraneter data for )

t r anspor SRR S0 &L the ﬁé‘t"\ﬁﬁ%&?“(ﬁ‘d@r%ﬁ'?‘?%rﬁ@ﬁo% ISPEHd 1s8rden is

LIrovh LD 25 ALV Bt Lol ARl OEUL OIS 81 9l 6L Lt Lyt ouar
performs 'Iqéeggrrwerqfsitd@e c@x%%lkii%gcggagafrtlcll@éjse e tdlﬁﬂ i@6%ontract of
verifying that the account is available and also includes a
private server-side constraint which requires that the account
balance of the patron is sufficient to permit the withdrawal.
20 Thus, if the account balance is less than the amount of
withdrawal, an error message can be returned to the client.
This constraint is private and not public because the bank may
not wish that the account balance be passed over the network to
the client. The client 1s not involved per se with the
25 verification of funds in the patron's account--that task belongs

to the bank and consequently, the server.



i s SEP zooz -23 perforns checking of the private constraint. Cb@eSpRr2iidn
670 is the code for nenory deall ocati on and other typical cleanup such as
garbage collection on the client. Code portion 680 narks the end of the
stub function and is signified by a server 5 return object being received
at the client. Figure 7 shows the pseudo-code of a server-side skel eton
function. Again, as in Figure 6, the first step is code portion 710 which
does initializing necessary for checking by server-side skel eton function
700 such,as the allocating of 10 nmenory and passi ng of input paraneters.

Server - si de skel et opr 790 ipmﬁi@dfofric%c\feaahogrQt,awec&l@&ﬁgmc function of
a typical distributed systemand is enployed for server-side public

contract cMiEKdd,Valse okeRShiaich eheekingat (e Hos tdan 42} pArdherakal
checki ng of preconditions (both public and private) and 15 saves sone

val ues (eild. resaditngrnt hdebalzree pedbdueimg tddrawatn “tehathomildathenused in
automati c checking. Code portion 730 performs unmarshal ling of data for the
server cadjenich suicdt ashe davders vednef ormdicdhitny gdradndther ffusds beabl e by
code executed.on the server. Code portion 740 calls a server function which
20 may h&@@d SoOudi -natSd@uly agegmsdir . tIBdaLPoFd¢ o 750 Wifd areninbe Ofociet he
public contract and private constraint_checking. Once all checking is

concl uded’: H agdly & o Shes a6FO8BRIB2 A2 Rt R PR rS SRy ImhiddiSr esul t's

fromthe executjon of the server call. 25 A well-known object-oriented

pr ogr ammi iy’ odology is that of inheritance. For a function F of class B
that inherits fromclass A), functi E.of .class B. be 0 ~ ~

u~. ~ -2~ only t heﬁbeubﬁei)tcurcnontaruac osrlgﬁ(ﬁggfgi vggég(%?)n@??gi arll%lsé@sé)aescsi fied in

cl ass B, o JginGhion kol cliass Bugl 8. has b by e publdacontracts of

function F in ass A. However the nction F' of c¢lass H does not need to

sati $hy tdRdNingatie ¢RATFralal oof ihheigcéansihedn thofsilRrsmsAnd,ublic
contract and private constraint checking can .likew se be extended to any

nunber ofcHy¥dgmMMi@erEhadsnwhetien objelksr Dideided ¥jdwts. Fitger e 8
shawl automatic checking as inplenented in a conputer system A conputer
syst em 84mamit lof any renegt,r ani chle exampher wiVl cetcdpald elehgadocessi ng
data and produci ng output, such as a personal. conputer. while conputer
syst em 80 endyintgavdea alumper coefl li fipat woth@grrwalewaesiniguct ess beaapdemanf or
perform ng input/output (z/0? operations, only a processor and nenory are
shown i n My e Bs3@ldy 9otlyt ®TEBSEEr @ngheransaction at one time.

15 However, a coffer that is shared by more than one ATM machine
may necessitate re-checking on the client-side for the private
client-side constraint requiring that the amount requested be
available in physical currency. In this case, the ATM machine
can be programmed to check the private constraint even upon a

20 return "authorization" object from the server. However,
depending on the specification desired, public contract checking
can be excluded for the return "authorization" object.

ATM machines do not perform specification-based
checking currently. Although they behave according to

25 specification, the checking is internal to (built into) the

procedure of withdrawal rather than external and automatic.



15 invention. Conputer system 800 includes a processor 810 which gangezmz
central processing unit (CPU) or other processor logic circuit f%

executing program code, and a nenory 820 for storing that code and
configuring it for use in the processor. Menory 20 820 may be Random Access
Menory (RAMP) or any witeable storage unit or nenory device such as a disk
drive. Conputer system 800, according to the present invention, nay be part
of a client-side stub or server-side skeleton or, alternatively, the

stub/ skel eton nay be a part of 25 the Céﬁﬁuter system 800. When distributed

obj ects 850 are recgiyedeby tBeacanputan sysieAy880) the gBs8¢hH$e850 which
may al so include "calls" or requests) are stored in nenory 825 and 19 SEP

2002 - 25 ddnigigelt iidies POGRENAC ontaerat hadl byigener edbsstadiendHr checki ng
t he specification of those objects. Processor 810 first determ nes whet her
private comstwrigiutinarepeacifliceeddns bbacheekele ¢heshed prwoessorcBI .
generates, according to a set of 5 predeterm ned process conmands specified
i n ot her Proyr amcddvIr prdlv atid fegesttr giemv egheé’e ngke befeon P ke siel 1 igys
public contracts that are required, processor 810 generates public contract
checkPng ¥HeEOUWot ¢ Ipubi §fercant cdderndng ipei F5HR BoRsStrit bl deP Wi i e
generated are stored (concatenated) 10 together in a contiguous nmenory
space so F¥'TEYE éﬁgééﬁgd”%ﬁhfﬁﬁf%F@éP§?'Chce checki ng code 825 is

gener ated, processo 8t__119 aé’ff"r%it-iesglacielf% @SIS%sli%in%t_r iiB tzggWngj egéf 8§6)4to

t he checki ng code 82S and execu ecki'ng codée Eh”ensures’ t hat

15 the spasd gplde i obevednd s thaaaPuber; suat o800 ¢ &y fissted Lo

i ssue a "repl rther "process ted objects 850 into a % erent

form (genanale A-d Ui PIRF11 089S eh 8AQri PhEOBLUASTAQN Wi th nenory
820 can be configured to handle such requests. 20"Many alternate

embodionendfodfat N PIERFRNImd MY i@ 12kknpeasbbl eondepesdi Ng apaiet he needs
and requirenments of the distributed system and the enbodi nents descri bed
above ar enardware or software in client 500. Client-side stubs act as
intermediaries between the client and server 600 isolating the
client from direct object/call interaction with the server. The
legend at the bottom of Figure 3 shows that client-side stub
15 502 checks both a private constraint of the client as well as a
public contract. Client-side stubs 504, 506 and 508 are also
coupled to client 500 to isolate it from server 600. Another
combination is shown in client-side stub 504 which only checks a
private constraint of client. In client-side stub 506 only a
20 public contract is checked, and no private constraint is
checked.
Client-side stub 508 performs no public contract nor
private constraint checking at all and represents the case
where, even though checking is available, it is not desired
25 because the object/call has no crucial specification to obey.

In the ATM example, the client call for the patron selecting

“English” or “Spanish” as the transaction language might not



merel'y exenplary. Wiile the present invention has been parti cul 19 )8[:'?52002
described with reference to the various figures, it should be understood

that the figures are for illustration only and should not be taken as
limting the scone of the invention. Many i 9 SEP 2002 -26 changes and
nodi fi cations nmay be made to the invention, by one having ordinary skill in

the art, without departing fromthe spirit and scope of the invention.
-27 CLAIMS What is clained is: 19 Septenber 2002 1. A conputer inplenented
met hod for automatically checking a specdi7tication for objects in a

di stribut,ed; Sius! @M BHRK idChicerll  SairdeNBLAOY §OMBY S oS RId tddlg ssai d
specification into private client-side constraints and public contracts;

i nsertinggofa-ey HMCkreaichagpeeckbhcali eRei & Dede fn &t -lseirdﬁaizgél@ndsai d
code being inplemented in an interface definition | anguage (1DL) or a

| anguage umuredf uppes adlBe exheracenss asduexesut imgrsadg, aomde daglensure
that said specification is obeyed. 2. The nethod of claim1l, wherein each
of said oleatdsimxHidnduwmge,t whe lendedacdispeond i catt i@h diarpless acewrsdi ng to
the type exhibited by said objects and according to a client call generated
from 8ai dleditihen Ergil iFie oretSpactish deaendingvwherehe wHn § dwritdeig cvede

i ncludes: generating public contracts code using said client-side stub,;
gener at i MPrhisFat £33 irentetdiedé eanadpraPht tedder tisifry < ld <TI9%emRISicES st ub;
and concatenating said puplic contract .code and private client-side

Const 1 ai TS EIG S SIABITEE -5 GoGoLDHe L ERECRT i & o et ats00h and

The neth %eogefg aiml,. V\/Q_‘erei n gai d gxecHt %{1‘% sg{gn code to ensure that said
speci ficatron |sredbé:§Fela'ai e 150 rﬁég isna sal % je_ctt sa]i%r%bar?essaﬁa(fy‘
client-side stub b%ﬁr@nﬁr%t%\;&n—gi%{e,t ¢3! gegb%k[i&)&léegkéi@é ,5§02“,

met ho chec 1cation for

conputer inplenente or automatically King a speci
obj eghs idbR Hod B ,Suslem 1S8hdwABLHRH1 £OMRY | Sd Rkt N BT R Qfer -

splitting said specification into private server-side constraints and
public cotdadiEslerold S0Rt @heNn 3003 server 600 in that the skeletons
may be a program or code implemented or contained in either
hardware or software on the server 600. Server-side skeletons
act as intermediaries between server 600 and client 500
15 isolating the server from direct object/call interaction with
the client. The legend at the bottom of Figure 3 shows that
server-side skeleton 602 checks both a private constraint of the
server as well as checking a public contract. Server-side
skeletons 604, 606 and 608 are also coupled to server 500 to
20 isolate it from client 500. Another combination is illustrated
by server-side skeleton 604 which only checks a private
constraint of server. In server-side skeleton 606 only a public
contract is checked, and no private constraint is checked.
Server-side skeleton 608 performs no public contract
25 nor private constraint checking at all and represents the case

where, although checking is available, 1t is not desired because

the object/call has no crucial specification nor is a vital



-28 inserting code to check said specification into a server - si de§ S&R 06,
said code being inplenented in an interface definition | anguage (IDL) or a
| anguage whi ch supports I DL extensions; and executing said code to ensure
that said specification is obeyed. 6. The nethod of claimb5, wherein each
of said objects exhibits a type and said specification varies according to
the type exhibited by said objects and according to a server return
generated fromsaid server. 7. The nmethad, of claimb5, wherein said
inserting code includes: generating publitc contract code using said

server-siggjskel 85PN, ORREE abd NG PTd M3t Gl @Rk- 8bgeccpRsi I aEflgode using
sai d server-side skeleton; and concaténating said public contract code and

private chkephbrsigdensonstheifl £aste die aduse sspodneode {eewcheekbng said
specification. 8. The nmethod of claim5, wherein executing said code to

ensure thabtsaildaspewsfiThistorats whayety nepedes pasehngs saedsobp acsy

t hrough said server-side skeleton before any transfer te said distributed
system 9beAmgooped ewithpimnerntee ofetdwod drosideankadebny, abrtahying ghe

di stributed system having a client and server, said call having objects
rel at ed tBos§ibiai gomeimdelennp? sttt Reckiskglptprecteohfr actBuped ween
“said server and said client on said server .using a_first checking. code,
sai d firsBeERREKPRBLEEAR PEFHEPS NN tSe@ ek oan 004t ¥i FRcRoBRT PWPtion

| anguage éIDL or a %an yage which s;Pports | DL extensio S; chech%ng
private sEPUEF2SFdRNY st Y& it e W ERAPSFTad P hgCREFHIPY r 82Y ciRcki ng
code; checking.public contracts o aid .client using.a ond. checki ng
code, sai aégggnﬁlEhe% f%%té %é?téh@%;#ﬁ%ﬂ%gﬁgntg efgsaﬁggﬁt%??g%

definitio 8bgggggg?3éagéé%ﬁét@.ééggggggﬁﬁgﬂ ch supports I DL extensions; and

19 Septe ihg private cli'ent-sidé’'constraints on said

clientp using said S@Q%ﬁéeche_@l@ R0 QRMRNWRRT @ifN (33kArl E3A8ACHLRR i hY code
successful only if all checking of constraints and contracts ensures that a

speci fi cagenargtisai d gol] ¢5 Dheyethcel e fing civhhodnghageai deScr bes ei n
checki ng public contracts and private server-side constraints on said
server i|sthat phghacatéyopesfumedidyy @ase wér asifdacskehet ohe type of
object it returns, and the type of parameters it takes as
input/output). A stub (for client) and a skeleton (for server)
15 are generated according to the signature. Any call to the
function has to first call and pass through the stub, and in
turn the stub calls the underlying network, with the network
then calling the server through the skeleton. A tool known as
Borneo (a product of Sun Microsystems), extends IDL with
20 specification capability so that the user can specify public
contracts and private constraints for both server and client
calls/objects. The public contracts and the private constraints
checking results are essentially just boolean expressions. A
public contract or a private constraint is violated if the
25 boolean expression is evaluated to false. Checking code capable

of evaluating the boolean expressions 1s then generated and

inserted into the stub/skeleton. The new stub/skeleton has to



for any of said objects and for said call transferred to and frjdnSER @002
server. 11. The nethod of claim9, wherein checking public contracts and
private client-side constraints on said server is automatically perforned
by a client-side stub for any of said objects and for said call transferred
to and fromsaid client. 12. A conputer inplenented nethod for transacting
a call on a distributed systemhaving a client and server, said call having
objects related to it; said nmethod conpigsing: checki ng public contracts
and private client- side constraints on $ard client using a first checking
code, e n e o efinition
Ianguagebg %E@BElgH éﬂggQEPQmﬁ?gﬁ support Sﬁ%gygg%gFgﬁg Ergrgrgﬂglllng
said obj egbexahgsabdtskbeBtzetpmarshal Iing said objects at said server;
checking private server-side constraints and public contracts on said
server using a secerdeshack M ¢a¢RreSal,d t3RC KM L Reck ibrzade haing
inplemented in an interface definition Ianguage (IDL) or a | anguage which
suppor t sgkBeraxta@nsoonsheand;jpeoLessl nghsdivkC alsl longsaisdchetkengt osyiel d a
return object -passed to said client. 13. A distributed systemconprising: a
net wdr k; fauobBi ent beawaht edt ascded staibt ¢ cagred 008 -t hétnetepr k180d Fd smdd
client, the client-side stub including a first checking code to

aut omat i €&l | yhaABcKEBresenbupel] thj @R Eradtarmsider s@dceoaaddrrivatehe client
-30 a server; 19 Septenber 2002 a_server-side skeleton coupled to the
network ShdePb-EheesePRefraife GRA% cFRa e FASRECtH¥RYi N QrS §BEofBPEYecki ng

code to automatic IIy hecé strihuted oq!ect% transferred to and fromthe
server. %4 .°€ ﬁéra strf u?@ E%s?%%n $ T ATRASLE MFEPEYnOfhe FPPRYLRRecki ng

code. whep BXRCUL oDy B4R 06888 oL oLy SAd Cldanty hecks pyekhcngon”acts

w th said’Server a |en & rEonst ral nes accordlng sai d”

Spe {(dc' Ci?.%lng{lteiL5 o}rhgvghshé'fEé’%@daéé'%tq{@r‘)fsc%%'g@ e EhE EQ ﬁ&

checki ng co when execut ed by a processor of said client S pu

contract giwkkh spidaghi et 2280 PEA VA €15 &gy -19isde c%05§’é‘2r@h8ts accor di ng to
sai d specification.

contamination from previous public contract and private client-
side constraints which may be stale or inapplicable to the
current object/call for which checking is deemed desired. At
15 step 1200, the existence of a public contract is tested. If, at
step 1200, no public contract is found, then the algorichm skips
to check for the existence of a private constraint at step 1300.
If a public contract is found, then according to step 1250, the
code used for that public contract is generated and/or compiled.
20 Once the public contract code is generated, then at step 1300,
the public contract code is saved in Fl which is the code space
reserved for public contracts.
At step 1350, the existence of private constraints 1is
tested. If, at step 1350, no private constraint is found, then
25 the checking procedure skips to step 1500. However, 1f a

private client-side constraint is found, then according to step

1400, the code used for that private constraint is generated



16. A conputer inplenented nethod for automatically checking a 19 SEP 2002
specification of objects in a distributed system having at | east one
client, said nmethod conprising: generating a first public contract checking
code in said client to check one or nore public contracts with the server;
generating private client-side constraint checking code in said client to
check one or nore private client-side constraints; concatenating said first
public contract checking code with said private client-side constraint
checking code to forma first checking'%ade to include in a client-side
LD JSORBALLNGoRRSEaNd BUOL| & I Afle LAY NEOABALD 182bdnaPLYES | ©

check one or nore public contracts wWith t ient; generatin private

server-sgHencapsttapniasHeCkhAGp O d tiitd S8tV @okhe ¢heckyene;Rr ppore
private server-side constraints; concatenating said second public contract

checki ngwhodr Wt bheatddapriyate seseeredifta eanstatal abneheakhag.code to
forma second checking code to include in a server-side. skel eton; and
during calls betwean shepcliteni andetbkl spotvatt iqastidey spaicdsolfjoect S

t hrough the server-side skeleton and the client-side stub to automatically
checld sabdbbbfecostracty Septenbert Q02 el sdogplcoasteannth &he one or nore
private server-side constraints, the one or nore public contracts with the
client, gRBebAEed/cappelediaed eskdratht -l g drsra fPECatRBAERG one or
nore public contracts with the server. 17. A conputer system for checking
the specFPPEEPPEN2BE BRYEF| bt I RS BB SPECRgF3a PROERSEBY; P8 nenory

led t id ; id bei fi t j
b o6essof TF 14kt Bitat LoahryF GeterTe I 1Y 0B SFebt BashySearaable
FVOCGSSOBE gﬁ#%ﬁfﬁ?ﬁ 'Bgcﬁopfm%?é%.' W?@'&%@‘%— i) an kgt et ﬁﬁgldef I nition
anguage (> or "a Fanguage i ch 'supports extensi ons, “sard checki ng

code gwhep.exEEHt e D¥h Sk In P OCESSU  KDSHUHE HeRBlvaS2hd e SPEGLE HEAL | Qg1 S
obeyed for said distributed objects and conprising: a public contract

checki ngrpQgenpoEbieNwEONG oGt £ed bRk d Ry Sai,dcabheetsigbgymgly
specification common to client and server; and
the result of the non-empty code space concatenated with a null
code space which yields the non-empty code space. Once all code
({F1 and F2) is saved in F3, then, according to step 1600, F3 is
15 inserted into the client-side stub which is the wrapper for all
objects/calls that pass to and from the client. F3 is then the
checking through which the objects/calls must now pass.
Figure 5 is a flowchart of server-side checking code
generation. The code is automatically generated for the
20 object/call involved as long as checking is detected as wanted
according to step 2000. At step 2150, F4 and F5, which
represent public contract code space and private server-side
constraint code space, respectively, are set empty or cleared.
F4 and F5 are an area of memory of a computer system or the code
25 space of an application/software running on a computer, or even

buffers and other storage devices such as hard disks. F4 and FS

are cleared in step 2150 to avoid contamination from previous



a pri'vate constraint checking code portion configured to check tHa§ SEP 2002
obj ects obey a specification private to one of said client and server, but
not both. 18. A system for automatic checking of distributed objects
between a client and a server, including code storable on a
‘conput er - readabl e apparatus and execut abl e by conputer, said code being
inplemented in a interface definition |anguage (1 DL) or a | anguage which
supports I DL extensions, said code inclyding code portions, said system
conprising: a public contract checking'2 ode portion configured to check
that saiduphheCksnebay:aaaaeGk el | Al RN Corll el ngad, AeEUChay 20d 2
private constraint checking code portion conflgureé {6 check fhat A

obj ects gbgyeaosPeahppTabhBNe PELVALE &G AR bjericdcahherbrapdisgrver, but
not both. 19. The systemof claim 18, wherein said client and said server
are connegteftifyeisadaenvlr fesired? 1A Sepierden 2002 28isbAerekhed af
verifying conpliance with object specifications conprising: a client
initiati pgbditransackconigi tbsaeder vef, \vta sxegl i2@00- shdepsbillhe thetract
transaction involving a distributed object having a specification defining
a setdS of ipufeyndndtbensehanaigser byhmiglcips e gihercki feredhebpaéstiencgovér ned
including a set of private clientside constraints, a _set of private

server - sSRABTaYAEEr GPREET2aNE et of LRIV IO corifr &cPYPMLENCPRET8EEVEE, and a

set of blic contracts wiith the client; prior to marshal lin he
distri bgttlQHnébj BREN( BFCPFANES oFO1 8L ehet 2t che, (295 USPRe O8] BBAEKel et on,

th i ent-si.de stub i, fyi th i strjbuted ject' [ ith th
Speci f1 CBUPOACD§OBYARAG! oS FREFSERS GIidYhy SCBRa Nt - OPGS EBRGPRGIPES and
t he set 82 F%gkkccc ntracts_wt e..ser d object is

h th ver; if di stribu
deened conﬁ ant wrth %ﬁe98335?$?%a¢?QﬁP|§? Fﬁgpbkgégf g%ﬁeggFEBF t he

C'i@ﬂi'skgﬁ8§589.HBH%“%E'EQQe&hﬁndﬂétdﬂﬁEﬂf¥é(Uwee%bd%nngE@”§%SEEbQ? the
mar shal | e Istributed object over a network to the server-side skeleton
the servepbrsbhdeiskekshepabdpgarshal ling the marshalled distributed object
and verifying conpliance with the specification by evaluating the set of
private server-sidatcensh a3B50s ahd thessetcofo P uriva eorionsttra iwtksh ishe
client; and if the distributed object is deemed conpliant with the
speci fi caesordby flie serseeps? el sked gimivatteheosstvernsi de §kehdt ophhen
providing the distributed object to the server to _

the checking procedure skips to step 2500. However, if a

15 private server-side constraint is found, then, according to step
2400, the code used for that private constraint is generated
and/or compiled. Once the private constraint code is generated,
then at step 2450, the private constraint code 1is saved in F5
which is the code space reserved for private constraints.

20 At step 2500, once all potential code modules for
public contracts and private server-side constraints are
generated and stored, F4 and F5 are concatenated together and
saved in a combined code space F6, which may be similar to F4
and FS5 in design but is much larger in size and capable of

25 containing both F4 and F5. If either F4 or F5 is null because

the checking associated with them was not found, and thus no

code was generated or saved for it, then F6 1s simply the resulct



allow the server to process the transaction. 21. The nethod of cHdg rsrggo
wherein said evaluating the set of private client side constraints a ?ﬂ@
set of public contracts with the server includes executing client side
checki ng code that has automatically been generated and associated with the
client side stub. 22. The method of claim20, wherein said evaluating the
set of private server side constraints and the set of public contracts with
the client includes executing server SLQ?_checking code that has
automati cal ly been generated and associated with the server side skel eton.

19 Sept erdrerc ROQRr-IhAy e hbed hcatahit 2@, witk tdhefy COMYdSidikcd he

server executing the transaction and generating a server return having

second spatidH gatd s defd RidMG empE@t colier Up&GeaNdbREe SETANEIES (134 WHLh the
server return is governed including a second set of private client-side
constrai re%), is secodl isetFeof threnyatecsedvry- sodet epns60@) Mtd,iA igeeanedset
of public contracts with the server, and a second set of public contracts
wi t h t he olderithe mrenvrent-o iver sttabl iwhgchhésseheevrapper nfdoraltk ansfer to the
client via the client-side stub, the server-side skeleton verifying the
serveP r QRISTES(GHplS &eE wiaslk tReas8cbdhramsplei $EEWET on By e dihedt ithg t he
second set of private server_-%itde copnstrai t%}ﬁgd the second set of public

cont r act SRATH AhEHUaR Which fhesgpdeFtiét i BUgedh Rotpl i ant with

h d ifi ' b -sid k , =sid
SKel oton mar Shal |1 r-TRES Sbr YA b AR TARSE P ) Ro" TRE fhr Ehat Bt

server 1 el QMBI NS etor L9 Lhe cl LEDt ol de siub. 2, sThe et hod of

claim 23, furt conprisi ng: nt-srde”s nmar aJ1|ng t he

ar shal | edy Serer el heala/ati! YhadGaTRLI a9Ee A eddpsseand

specification by evaluating the second set of private client

constbai dsnAh itdte, segRnd el @hopubbigesontiast scuw tfuddei sierewrro @and i f
the server return is deened conpliant with the second specification by the

client - sitdee siadi f itdte risgRir sifdehst gbupr eMhdt Denthe gatiaeicd®tiym to the

client. 25. The nmethod of claim?21l, wherein the client-side checking code

is I npl eneyrtiech ]l Miatdinterddace sdem anti oa éapboree fdDlgharkiand arfguage t hat

supports I DL extensions. 26. The method of claim 22, wherein the

server - siRiPlde ddnigasdde ansl iprplvaentedstR2 Rt $ nt FPER er@efians ilapeled

| anguage (>DL) or a Iangu%ge t hat supports_| DL extensions, '

CA3. A A 1L %FHR 2SS (654Fnand A0 ArR ARe2CALLls azcommands gndy frngoqioRsa A A . A
. A%

3A'r6\ iéévb%?@’l[d( Ié%ﬁA&]‘go[“\ﬂtS&] CRRESIB9a] c5PER] RRT BT R af 1) 2 &%)t ca] ca

lca] cha] Caarlyc arleccaéscsaalr%/a]ic na:i.]c%/‘\ﬁ]i%g%]i%%] 8?1 t(:: %elzJ] 8 ﬁl&g )<Rf‘xl§ cacg g/,o dsuch as

allocation of memory or copying of input parameters. Code
portion 620 checks client-side preconditions ({(both public and
private) and saves some values (e.g., current account balance

20 before a withdrawal) that are needed for automatic checking in
code portions 650 and 660. Code portion 630 performs
marshalling of objects destined for the server function call and
thereby, prepares the parameter data for transportation across
the network. Code portion 640 calls the server through the

25 network by invoking a function remote to the client through some
dispa%ching code and waits for a return or reply. Code portion

650 performs checking of the public contract. Code portion 660
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25 A well-known object-oriented programming methodology

is that of inheritance. For a function F of class B that

inherits from class A, function F of class B has to obey not
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private constraint checking code. Likewise, for public
contracts that are required, processor 810 generates public
contract checking code. Both public contract and private
constraint code which are generated are stored (concatenated})

10 together in a contiguous memory space so as to be executed
conjunctively.

Once checking code 825 is generated, processor 810
automatically passes distributed objects 850 to the checking
code 825 and executes the checking code 825 which ensures that

15 the specification is obeyed. If the computer system 800 is
requested to issue a "reply" or further process distributed
objects 850 into a different form (generate a return object),
processor 810 in conjunction with memory 820 can be configured
to handle such requests.

20 Many alternate embodiments of the present invention
are possible, depending upon the needs and requirements of the
distributed system, and the embodiments described above are
merely exemplary.

While the present invention has been particularly

25 described with reference to the various figqures, it should be

understood that the figures are for illustration only and should

not be taken as limiting the scope of the invention. Many
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inserting code to check said specification into a client-side stub, said code being
implemented in an interface definition language (IDL) or a language which supports IDL
extensions; and

executing said code to ensure that said specification is obeyed.

2. The method of claim 1, wherein each of said objects exhibits a type and
said specification varies according to the type exhibited by said objects and according to

a client call generated from said client.

3. The method of claim 1, wherein said inserting code includes:

generating public contracts code using said client-side stub;

generating private client-side constraint code using said client-side stub; and
concatenating said public contract code and private client-side constraint code to

produce said code for checking said specification.

4. The method of claim 1, wherein said executing said code to ensure that
said specification is obeyed includes passing said objects through said client-side stub

before any transfer to said distributed system.

5. A computer implemented method for automatically checking a
specification for objects in a distributed system, said method comprising the steps of:
splitting said specification into private server-side constraints and public

contracts;

I"10% & ()-!'10% & ()-3" 109& ()-3SM 10% & ()-s"10% & () - <T<<<<==

10CI(Cl( 109(q(

6>



1098 . @10% & ()- ,& 10% & ()-Y%
"10% & ()-Ss3y#PL0U & ()-!310% & ()--#10% & () -1 PPPPYQaQQc QIQIYNC 109 10(
10( 10(7S 10% & () -
38&6" 10% & ()-F410% & ()- " f210% & ()-010% & () - dQpQuQQQ RRAEYNC 109%
| 49409 ()- "109%& ()-,10%& ()- L10%&' ()-f109%&' ()-%d0%& (9) - RRR6SQSSSAEYNC
1008 ! 100& () - F" 10%& ()-&L1 109%& ()- F 19 September 2002
"109& ()- f10%& ()-10%& ()-S*Tj TTTUVAHEYNC 109 F, M 10%& () - FOa#109%&' () - Ff #
%O%& ()-s!!109%& ()- @109k ()- "109%& ()-V' V\ VWWQNWAB7C 10 109

109&' () - ! s36$ngtmecgde- toscheok/gaid)spsgfication into a server-side skeleton, said code

oo & (i Tlekpgd By Qe?%m%}é? 082 IRT) 7.2 JPerBs i zaekc

10 103@sup $ POf{DIT) exterdidat diid( ) - | 10% & () - #10% & () -

" 109% & 10% & BKC, 10

fmocyé & 8 +1 fff% %)S%[d)%hﬁ/& I%Feﬁhatﬂ’éoﬁp%?lflfﬂtl.ﬂ“s&%‘i?)%( h(& ()-

"10% & () - Ly\\\ Ja]] ~17aB7C 10 10(9g 10% & ()-!

LG%.O%:HCH&—g 1 410% & () -210% & () - 0- #10% & () - .: 10% & ﬁ,) | AMARA AN =
*j HC 10 10( ! 6. nt/d OBl mythud Hf obagm (5, Wheren Gastxef said @hivvis exhibity@oyee and  10(

10(="u %ﬁpﬁ%élﬁcggn varies according to the type exhibited by said objects and according to

a server return generated from said server.

7. The method of claim 5, wherein said inserting code includes:

generating public contract code using said server-side skeleton;

generating private client-side constraint code using said server-side skeleton; and
concatenating said public contract code and private client-side constraint code to

produce said code for checking said specification.

8. The method of claim 5, wherein executing said code to ensure that said
specification is obeyed includes passing said objects through said server-side skeleton

before any transfer to said distributed system.

9. A computer implemented method for transacting a call on a distributed
system having a client and server, said call having objects related to it, said method
comprising:

checking public contracts between said server and said client on said server using
a first checking code, said first checking code being implemented in an interface
definition language (IDL) or a language which supports IDL extensions;

checking private server-side constraints on said server using said first checking
code;

checking public contracts on said client using a second checking code, said
second checking code being implemented in an interface definition language (IDL) or a

language which supports IDL extensions; and
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11.  The method of claim 9, wherein checking public contracts and private
client-side constraints on said server is automatically performed by a client-side stub for

any of said objects and for said call transferred to and from said client.

12. A computer implemented method for transacting a call on a distributed
system having a client and server, said call having objects related to it; said method
comprising:

checking public contracts and private client-side constraints on said client using a
first checking code, said first checking code being implemented in an interface definition
language (IDL) or a language which supports IDL extensions;

marshalling said objects at said client;

unmarshalling said objects at said server;

checking private server-side constraints and public contracts on said server using
a second checking. code, said second checking code being implemented in an interface
definition language (IDL) or a language which supports IDL extensions; and

processing said call on said server to yield a return object passed to said client.

13. A distributed system comprising:

a network;

a client;

a client-side stub coupled to the network and to said client, the client-side stub
including a first checking code to automatically check distributed objects transferred to

and from the client;
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15.  The distributed system of claim 13, wherein the second checking code,
when executed by a processor of said client, checks public contracts with said client and

private server-side constraints according to said specification.

16. A computer implemented method for automatically checking a
specification of objects in a distributed system, having at least one client, said method
comprising:

generating a first public contract checking code in said client to check one or
more public contracts with the server;

generating private client-side constraint checking code in said client to check one
or more private client-side constraints;

concatenating said first public contract checking code with said private client-side
constraint checking code to form a first checking code to include in a client-side stub;

generating a second public contract checking code in said server to check one or
more public contracts with the client;

generating a private server-side constraint checking code in said serve to check
one or more private server-side constraints;

concatenating said second public contract checking code with said private server-
side constraint checking code to form a second checking code to include in a server-side
skeleton; and

during calls between the client and the server, passing said objects through the

server-side skeleton and the client-side stub to automatically check said objects’
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comprising:
a processor;,

a memory coupled to said processor;
said memory being configured to cause said processor to automatically generate
checking code executed by said processor, said checking code being implemented in an
interface definition language (IDL) or a language which supports IDL extensions, said
checking code when executed by said processor ensuring that said specification is obeyed
for said distributed objects and comprising:
a public contract checking code portion configured to check that said
objects obey a specification common to client and server; and
a private constraint checking code portion configured to check that said

objects obey a specification private to one of said client and server, but not both.

18. A system for automatic checking of distributed objects between a client
and a server, including code storable on a computer-readable apparatus and executable by
computer, said code being implemented in a interface definition language (IDL) or a
language which supports IDL extensions, said code including code portions, said system
comprising:

a public contract checking code portion configured to check that said objects obey
a specification common to client and server; and

a private constraint checking code portion configured to check that said objects

obey a specification private to one of said client and server, but not both.

19.  The system of claim 18, wherein said client and said server are connected

over a network.
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side skeleton, the client-side stub verifying the distributed object's compliance with the
specification by evaluating the set of private client-side constraints and the set of public
contracts with the server;
if the distributed object is deemed compliant with the specification by the client-
side stub, the client-side stub marshalling the distributed object and transferring the
marshalled distributed object over a network to the server-side skeleton;
the server-side skeleton unmarshalling the marshalled distributed object and
verifying compliance with the specification by evaluating the set of private server-side
constraints and the set of public contracts with the client; and
if the distributed object is deemed compliant with the specification by the server-
side skeleton, the server-side skeleton providing the distributed object to the server to

allow the server to process the transaction.

21.  The method of claim 20, wherein said evaluating the set of private client-
side constraints and the set of public contracts with the server includes executing client-
side checking code that has automatically been generated and associated with the client-

side stub.

22.  The method of claim 20, wherein said evaluating the set of private server-
side constraints and the set of public contracts with the client includes executing server-
side checking code that has automatically been generated and associated with the server-

side skeleton.
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23.  The method of claim 20, further comprising:

the server executing the transaction and generating a server return having second
specification defining a set of rules and/or semantics by which the server return is
governed including a second set of private client-side constraints, a second set of private
server-side constraints, a second set of public contracts with the server, and a second set
of public contracts with the client;

prior to marshalling the server return for transfer to the client via the client-side
stub, the server-side skeleton verifying the server return's compliance with the second
specification by evaluating the second set of private server-side constraints and the
second set of public contracts with the client;

if the server return is deemed compliant with the second specification by the
server-side skeleton, the server-side skeleton marshalling the server return and

transferring the marshaled server return over the network to the client-side stub.

24.  The method of claim 23, further comprising:

the client-side stub unmarshalling the marshalled server return and verifying
compliance with the second specification by evaluating the second set of private client-
side constraints and the second set of public contracts with the server; and

if the server return is deemed compliant with the second specification by the

client-side stub, the client-side stub providing the server return to the client.

25.  The method of claim 21, wherein the client-side checking code is
implemented in an interface definition language (IDL) or a language that supports IDL

extensions.

26.  The method of claim 22, wherein the server-side checking code is
implemented in an interface definition language (IDL) or a language that supports IDL

extensions.



