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 HARDWARE THROUGHPUT FOR SHORT OPERATION This a non-provisional appt1&BiZe05
‘clai mng the benefit of provisional application serial No. 60/201, 002,
filed May 1WOHEA Y5 Technical Field The present inventi o} eNHE¥Y t o
cryptographi c support, and nore particularly to cryptographic support for
short operations. Background Art Data Encryption Standard ngES is a

wi del y- used INBRHOYING Iy HARDW $BE BRRQUGHF UD FPR SHORT QP

quadrillion or

NS axe 72

nore possi bl e-encrypti on keys under the DES that can be used

for protectingThackenrrdyisionebaprpestion elgingygethe benebt plampdsipeal weirliestionFor each
packet or nessage, a key is chosen at random Like other symretric key

cr ypt ogr apériad Nee6His002hbhled Mad, &8fder and recei ver need to know and use
the sane private key. DES applies a 56-bit key to each 64-bit bl ock of
data. The process can run sever al 15 nodes and includes 16 rounds of
operations. Although this is considered strong encryption, many conpani es
use trispl &eDificad FIOKS), whi ch applies three keys in succession to each
packet. DES originated at IBMin 1977 and was adopted by the U. S

Depart ment of Diéeresent inventios repecto fctyptbgiaphic lneppdNSIndX3or® ardiodarksto | 06
standards and in the Federal Information 20 Processing Standards (PIPS) 46
and 81 st angargisphiclyppaafol yhortapypti@gr aphi ¢ met hods focus on | arge packets
(greater than about 80 bytes). However, when a DBS systemis used for
smal | er paaklegrsund ¢ perfornmance may drop by an order of magnitude. 1
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Data Ellélyptio11 Standard (DES) is a widely-used method of data encryption using
private keys. There are 72 quadrillion or more possible encryption keys under the DES that
can be used for protecting packets between parties over electronic networks. For each packet
or message, a key is chosen at random. Like other symmetric key cryptographic methods,
both the sender and receiver need to know and use the same private key.

DES applies a 56-bit key to each 64-bit block of data. The process can run several
modes and includes 16 rounds of operations. Although this is considered strong encryption,
many companies use triple-DES (TDES), which applies three keys in succession to each
packet.

DES originated at IBM in 1977 and was adopted by the U.S. Department of Defense.
It is specified in the ANSI X3.92 and X3.106 standards and in the Federal Information
Processing Standards (FIPS) 46 and 81 standards.

Typically, cryptographic methods focus on large packets (greater than about 80
bytes). However, when a DES system is used for smaller packets, the performance may drop

by an order of magnitude.
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WO 01/ 84769 PCT/ US01/ 13927 Therefore a need exists for a system and net hod
“of cryptographic support for DES operations which has high t hr ough JREBf 2595
long (>80 bytes) and shorter packets. Disclosure of the Invention According
to an enmbodvoens47ef the present invention, a symetric kBGI/BSGA$8Gr aphi c
met hod is provided for short operations. The method includes hatching a
plurality of operation paranmeters, and perform ng an operation according to
a correspondi rigieogfene ameethexigy anesysiem and enedipdhof pryplogiaphic swppit &ldphi ¢ net hod
is a Data Encryption Standard (DES) nethod. The shoo operations can be | ess
Than aboubtpeB@ioby tveish hdiis gls thorughypp & danigdn0 kydes) bl shettaumerke®. and 80 bytes. 10
" The nmet hod includes hatching the plurality of operation paraneters and a
pl ural it yDatloRESobthe liaentdon | Nt o a single request, calling DES for each
operation in the request, and perform ng DES for each operation separately
accordi ng to tA&otdig ®IPeRBbAgenpS e et parcalie; esymmbiec ket hrgpofraplitier

i ncludes hatching the plurality of operation paraneters and a 15 plurality
of DESs opglkegbil @isioviddéDioasiwitngbet s qrieshethcdhdhdeg bidRSnd oplutdiiey dfat ched
operations, and perform ng DES for each operation separately according to

t he corr espenftnaraReidbhdper b RERE 8peraticdabeor @B colrsspoadifipopedion t h a
chip reset, a key and an initialization vector. Calling the DES fox the

hat ched opgh@biNhcfsyinicheikes @fPldzHOBic bttt i ata EaanbiostStimdardi(deShat ched
operations. The context switch is between an application |layer and a system

sof twar e 2QiHoaYEe shdRBprRidie dar 1At ARSE abRR g0 Pged TRe fRtCedtiparcanss ers from
a dynam c random access nenory, and transmtting each operation through a
DES engi ngae6P8 dhd'sh 1;2%5'; he operations paraneter. 2 -1 FEB 2005 WO
01/84769 PCT/ USULl/ 13927 According to an enbodi nent of the present

i nvenyphon, a nghhpdmhe ilﬁl’u‘a}“@; whedido Qe Alfkaity QY S5bridle® paafklersQRe b plirdity of

t hroughput. The nethod includes hatching a plurality of operation

par amet er %éas%%&tigﬂﬁﬁéa LiRBle PRLATREEhg DRKKOSRONHRGh & B APt ahd on, readi ng
t he hatched operation paraneters into a dynam ¢ random access nenory, and

transm tt i,08.,8360DRs eRehat ('I):%[htﬂaﬁl EPHaR 1y cEERnE ROth D or P fHddigGeraBort he
operations paranmeter. The Sis
parameter.
The method further includes batching the plurality of operation parameters and a
15  plurality of DES operations into a single request, calling DES for the batched operations, and
performing DES for each operation separately according to the corresponding operation
parameter. BEach request is performed with a chip reset, a key and an initialization vector.
Calling the DES for the batched operations further comprises switching a context for the
batched operations. The context switch is between an application layer and a system software
20 layer.

The method includes reading the batched parameters from a dynamic random access

memory, and transmitting each operation through a DES engine according to the operations

parameter.



external -to-external and an output for each operation is transm’tLe,dF
.separately. The short operation can be |ess than about 80 bytes. The Fsangqofl
"operation can be between 8 and 80 bytes. According to an enbodi ment of the
present i nv&RIEATOa symetric key cryptographic 10 met hoWeSopik¥yi ded f or
operations between about 8 and about 80 bytes in |ength. The nethod
includes providing a key index to an engi ne, and punping the operations

t hr ough t he endeerding thyl gnkodanai pf the present iveniipn @aashadgs providedfs not

handl e the bytes. The engine is a DES engi ne. The met hod incl udes resetting
an engi ne ipioyed BES ghorbeneraiion dnoushpadlivgnethodiselides batghing apheitveict or, and

| oading the initialization vector into the engine chip. The nethod further

i ncl udes dperation prrargeterskeach dremtion herakelpr jondependingtodinregeriatien, keagingitheo t he
engi ne chip, and reading a data length for the operation. The nethod

i ncl udes thawhshopetdtiog palamedestinto aldgnatib randoro agpessanenhorpand dlassenrittingieatho t he
engine chip, and transmtting the data | ength through an Qutput channel.
The chael spantoRrdugk@NEBmiget alesding totthecopenfioldpamnres. TedfRS ik ed

enbodi ments of the present invention will be described below in nore

detail, wekttrmabteeaanad ahd at bepadacapiaseratign driamnnged seBaratety]l Theho005 WO
01/847GL PCT/USOL/ 13027 Fig. 1 is a diagramof the DES architecture

accor di ng dpéraith eivedésawiah abdut 80BYHPY. EBRBhort sPéibn odn; befbegveeiz § lad 8ot her
di agram of the DES architecture according to an enbodi nent of the present
invention;bylesFig. 3 is still another diagramof the DES architecture
according to an enbodi nent of .the present invention;
According to an embodiment of the present invention, a symmetric key cryptographic
10 method is provided for operatiohs between about 8 and about 80 bytes in length. The method
includes providing a key index to an engine, and pumping the operations through the engine
in bulk wherein a central proceé:siug unit does not handle the bytes. The engine is a DES
engine.
The method includes resetting an engine chip for an operation, reading an
15  initialization vector, and loading the initialization vector into the engine chip, The method
further includes determining a key from the key index, loading the key into the engine chip,
and reading a data length for the operation.
The method includes tréhsmitting the data length through an Input channel into the
engine chip, and transmitting th‘e data length through an Output channel. The channels are
20 FIFOs. M
Brief Description of Drawings
Preferred embodiments of the present invention will be described below in more

detail, with reference to the accompanying drawings:



Fig. 4, is yet another diagramof the DES architecture according t_ob%@B 2005

_enbodi nent of the present invention; Fig. 5is a diagramof the FIF
“structure supporting DES/ TDES with a coprocessor 10 according to an

enbodi ment o ol/d€eoor esent invention;, Fig. 6 is another depeapvsmiafn’the FI FO
structure supporting DES/ TDES with a coprocessor according to an enbodi ment
of the present invention; Fig. 7 is still another diagramof the FIFO

structure suppey.tliingdibnsh0DER DES fckitecroceding to aomtrdinmgyt oithapresanbodi ment
of the present invention; 15 Fig. 8 is yet another diagramof the FIFO

struct ure,edpperting DES/ TDES with a coprocessor according to an enbodi nent
of the present invention; Fig. 9 is a further diagramof the FIFO structure

suppor t1 ng DEJ DES, Wiiteh 4R g GRS IIEEDBD fircRiEBMFdkicde ding téun entiaditheneof thef t he
present invention; Fig. 10is a diagramof the FIFO structure supporting

DES/ TDES yide%gtigv&ﬁgﬁ.ocessor 20 according to an enbodi nent of the present
i nventi onl; Ig. 11 i's a flow diagram of an application handling two

operatd ons as HERAL chﬁalﬁaﬁfel?@i‘agﬁﬁto?t@m ANBAR dBRARE tOin @ifodinngof 12 15
a. flow diagrantillustrating hat ched host-card interaction according to

an enbodi L..Qf . . present invention; 4 1 FEB 2005 WO 01/ 847G
PCT/ USOl/%?’ﬁ&II—‘iné).g&iogl’i s a flow diagram of nultiple operations batched

into a single ]ﬁg\lﬁi, a&a}ggg{owepgiaglqﬁlea({? ﬁgemér@m&m&facw@mgE@%&bddﬁmmbf on;

Fig. 14 is a f i‘agram o ich reduces data transfers fox each
operation_,accordi.n Q.an enbodi ment of the present invention; Fig. 15 is a
flow di agfbﬁl%reg?n ém?qf% fiod whi ch bat ches paraneters for all operations into a

bl ock accordi nlglgt Pis %rc'iiaegg;%?gli PPl sﬁﬁﬁﬁr@DﬁgYﬁﬁg ik a @PFboessor
10 éccording to an embodiment of the present invention;
Fig. 6 is another diagram of the FIFO structure supporting DES/TDES with a
coprocessor according to an embodiment of the present invention; |
Fig. 7 is still another diagram of the FIFO structure supporting DES/TDES with a
coprocessor according to an embodiment of the present invention,
15 Fig. 8 is yet another diagram of the FIFO strucﬁu‘e supporting DES/TDES with a
coprocessor according to an embodiment of the present invention,
Fig. 9 is a further diagram of the FIFO structure supporting DES/TDES with a
coprocessor according to an embodiment of the present invention;
Fig. 10 is a diagram of the FIFO structure supporting DES/TDES with a coprocessor
20 according to an embodiment of the present invention;
Fig. 11 is a flow diagram of an application handling two operations as separate
sccRequests according to the pﬁor art;
Fig. 12 is a flow diagram illustrating a batched host-card interaction according to an

embodiment of the present invention,



Fig. 16 is a graph illustrating DES speeds for various enbodi nents of the
. present invention. Best Mdde for Carrying Qut the Invention 10 The DFEB ¢
“invention provides a system and nethod for cryptographic support which has
hi gh througpggb‘h@y | ong and shout DES operations. Accor diCRgSHIHEER

enbodi nent o t%e present invention, the systemincludes a nmulti-chip
enbedded nodul e, packaged in a Peripheral Conponent I|nterconnect (PCl)
card. I'n .addifhom it @ fhyeihQemasiuifiasmwaios et inteutingly cflbrecoidinger
detection and réesponse, a general - purpose conmputing environnent is 15

provi ded {%ﬁ%'E%Hﬂxﬁt&ﬁﬂéﬁ%&mpmﬂggﬁﬁjng unit, and executing software stored
in ROM and/or Fl ash menory. Referring to Fig. 1, the nultiple-Ilayer

softvare ar chi fotiis ¢ By dilffadlof £RkiLOARGedibe dinstandDs forsasthormiiolhe
client-side incPudes foundational security control in Layers 0 and 1 102, a

supervi sor - | evel f e systemindiavekos | 03, and a user-level software
applicati 8 CO%H% tr? aeg/n\ég?&%e 04. f.?élji?alye? 2 103 supports application

devel opment. W hin, i 3 KBURBEchivaRYsdRfEniches PPell apdratpnsyst em
abstracti ons X¥@nﬁfF%§%§J%%%%§§§8seand adﬁress gﬁaces; t hese abstractions

support independent nanager ich: handlseariMRhasraphi ¢ hardware and ot her
input/outﬁ'?g?ﬂfgfmggﬁ1§gﬁg§?F§%?&g%d %ﬁ%vfdé hi gher -1 evel application

programinterface APLS ) 3 APPirmatheeihds ofARe Mlent S t he
Speci 11 et holibrs car%‘?})e""d‘hg%}‘tagﬁgb-%%% T 5005 WO 01/ 847G0 PCT/ US01/ 13127
conput er qr by another program by which a programmer witing an application
program cai*hHeRe requests of the operating system or another application.

Typically, the Layer, 3 a i gat.] 104 in turn provides an abstraction of
its own Aﬁ¥§£¥mggﬁ%§?ggﬁQEQ%%%##§%¥¢gn 107. The host-side 105 includes a
device driver 106 and a host applicat] &R LA -a3hicQuiiogt-whdeh f Or
the Laler 3 apH%F@§FWBH“TB%“U%gﬁggug&gggﬁbgémgﬁgvidggﬂggéthe @%r d- si de

application, the host-side a i.cat.i 107. | : I gt - si de
Govi Go. dr {EAIEROBO R T Ea Ty 0 s h A e e B ek i DR LS The

Layer 2 system 103 on the device. Layer 2 | i t 6fa 3
applicatidﬂeﬁﬁanﬁgwﬁé%?SﬁﬁnPﬁguﬁgffﬁqE5$mf&§&g%?§¥g§€€p§¥%§%e 1equest, and

the paraneters the host sent alon ith,t : LRGntio Figs.
3 and 4, tﬁ@m@§959m§W§ﬁwﬂP85PP8Wt8635%%%é$§¥ﬁ§ﬂ§9%§§?égggf?329?on's r equest

for service, for exanple, it can direc | Ao SRebBhendlata 109 to
the devi ceCERRIr HIECY ‘%@Pﬁ%fﬁﬂfﬁ%”%é§§§§5%%§%8%5%§%%%c oper%&ions. The
Layer 3 application 104 closes out the s qska ahdyer out put
back 113 tproyided Hﬁloltdl%ﬁpqeiltfétpﬁ‘ifﬁssl%ﬂ“‘ A%ﬂf?%?%?ﬁ%f%‘%&%% Sgd?rr%%%i ment of the

present invention, a device for fast cryptography
Flash memory.

Referring to Fig. 1, the frmltiple-layer software architecture of the client 101 and the
host 105 is shown. The client-side includes foundational security control in Layers 0 and 1
102, a supervisor-level softwa'r-e'.syster‘n in Layer 2 103, and a user-level software application
20 in Layer 3 104, Layer 2 103 supports application development. Within Layer 2 103, a kernel
provides the operating system abstractions of multiple processes and address spaces; these
abstractions support independent managers, which handle cryptographic hardware and other
input/output (I/0) on the bottom, and provide higher-level application program interfaces

(APIs) to the Layer 3 application 104. An AP is the specific method prescribed by a




15 is provided. The device includes a coprocessor having a central
processing unit (CPU), at least two |evels of internal software and hfEB 2005
‘| east three data paths. The software | evels can include an operation system
or kernal |gyalys#sl an application |evel. The data paths EIVSIHBPIIde an
external to internal nenory and/or CPU path, an internal nenory and/or CPU
to a symetric engine path, and a channel between the external system arid
the symreiri 6, 20,@RGhoGer Hograalianmsibh £proghener fiitisg ai sppiitation PG @NFO) .
According to an enbodi nent of the present invention, the device includes a
FI FO st at %Jﬁg?&%@ﬁs oFkBE otk iR ST AR oFmothengppltation. Typieally, redpoet’s or drives
data into and out of the method engine. It should be noted that vm({yle t he
present | 01001 A S RERSEIRSE ah Abstestivh of it@ovey APEb ilostesideppplipatigh] .
function ?’é&g&‘h&g&éﬁs‘“ thz) I nvention contenpl ates any paraneterized 6 1
FEB 2005 WO 01/ | PCTOMSAMaL 3 ckide ARGE 108 asitle It dpplitatioh @0y tAecatding. Thus,
DES is provi deﬁgglg%ﬁ@gnp%e of an enbodi nent of the present invention and
given the teach oy bR EHERE 04 BYSOA kcoNcdiBMEctEs) thecsd-side one of

or di nar stﬁi%?q'ai %gﬁﬁgayérﬁa%pgd art wll be able to contenplate these and

simlar inplementations . nfd guhatd JthehqRE-88edvidenyieat 06/ TheS
Ref erri ng%@ﬁ%}%@?ﬁé@, ﬁ)(fsﬁ’tsél(aé?@%gééogﬂg?%g&%%ts Wi th the DES/ TDES engi ne 50Q

The presen ﬁq%\éﬁg%ll 1%8 Gigglﬁggss%%%%gge%@@é QgL dyer Ay sleBMo4 badearpicecessor,

speci fical ‘569’ S rypt ographi c "coprocessors, however, given

the teachings of the present invention o\) r €l Fnary
SKill in tReer il Bhormshegaver heppgrion i) ,%:%ﬁ&ggﬁpgetdg{”t@ %%@gg%’ﬁ%mg?% ar

i npl enentations or configuratigns. 10 In Mydel, 2 dware, the FIFO
structure ﬁ¥e§%ﬂu§ﬂpi¥éﬁlﬁ%PaF%{§etter§gE’3ﬂ9§t Sﬂﬁ?ﬁm Wgtgrﬂ}et% ﬁ(ﬂ?%t (SHA-1); though the

structure nay be applied to_an t hod engi.ne. F i ot put |
two paih e of F Fessbon gt S G fam Oy T8 pAElR ulchBH spARAu i DU
air 503-504 are provided for external ,and i [ r tively,
P Vel | aoneme fage et Rple ot B COGRE PP aRh RS ne BRRRE L el Y

transfer into and 15 out of internal dynam c rand B DRAM
507. The i dtigerrQp awpreriony tacies etdsmm?%%“hbcaotpglaﬁgl%shgﬁgt%g'g%f?p\?at e, ﬁg(r){é what

key, initialization vector (| d ot her operat.i e DES
engi ne 500 cinass Qué ghe %ﬂcéieﬁéﬁFF:ﬁO F‘%eg‘gé{; m@;{ggao%%m@]_he @%@%@Eﬁﬁ{gﬁégﬂer at ed
by a random nunber generator, typically included in the L;il%%?r Zt\(}s%sﬁ em and
combi ned with thecuriegés yit aubadiment ahie preeenkisyentiphe degige fo 1450 GYPOBIPLY)| o

val ue applied to a block of unenciypted text to produce,encr.typ%@j Eext.
Conf i gursat ijopevided.tThe IDES welgisse ©DOcGsHIINAYES HERKNPEri U EERl &t t aal DES
(shown in Fig. 8), bulk internal-to-internal DES (output DI\_/A}SQ6 to

i nternal i npast twel IE@1S5@3nemaDESWSE0Nd eHest Baeideprrbidite sHEFRIEFRE® out put

FI FO 504 and PCl Qutput FIFO 502), and DMA transf e[j: (e ?ﬁ PCL} inrput FI FO
501 to i nt endade dmpatatibh FES0 ketnal lepe enbnpersbistian lpvelr DR dafeaths call | Feg
2005 WO 01/84761 PCT/ US01/ 13927 Qutput DVA Controller 506 to tdhegpﬂjtter nal
Qut put Fl FQnBi0de anekidronl tdieteR@l memopiandior EBUey an pigp gemophndiESPRAS quar e
can be configured in a bypass rrode in which the com‘rercict’;\.l Le}l){er .2 system
does not usgsnngettiacayes @ath, and a channel between the external system and the symmetric

20  engine. The channel can be a first-in first-out (FIFO). According to an embodiment of the

preseit invention, the device includes a FIFO state machine. The FIFO state machine

structure transports or drives data into and out of the method engine.
It should be noted that while the present invention is presented in terms ofa

symmetric cryptographic function (e.g., DES), the invention contemplates any parameterized



One constraint on the systemis that either both internal FIFO DES paths
~need be selected (bulls node), or neither is to be selected. Anot heq FEB 2005
‘constraint is that the FIFO configurations carrot be altered until datg
transfer iswpaygedy and the state nmachine driving the FI PCE/UMYIBI2Aransfer
data asynchronously until resources axe exhausted. The internal CPU 508 can
configure the FIFO hardware to support card applications in various ways.
For exanph@ictifi &h vBiabie fingihsiate. Thusf DES isgtroGdedi as anbaciple dfenpmbelimsiidig dat a
10 into the card via the DVA, such as when the host application opens up a
sccReque  gelpriRndii@naal shiaahiteakidiings Eathappaaseserftion pravited Paein) ensf  FI FO
501 to the I'nternal Input FIFO 503 via 601, to the Input DVA Controller 505

via 602, toPdiﬂJ?ﬁ SIDRAMLS Gelatvd @t ROB>eaBIE t6 Odhteristste tebanndtsonikar gmplemeldgions i ng a
DES request, the card nmay transfer the operational paraneters fromthe DRAM

507 into t Sr @igﬁsoofﬁl%m‘gmn@eaﬁ@{.nal CPU 508 | oadi ng 15 operati onal
par anet ersop??]r?% tahe DES chip 500 fromthe DRAM 507 via lines 701 -703.

Accordisng 0 Figdserfhg tbirig BanDFFY AUaRIwbifs IKIQDESTILS bigiec0orTial DES,
t he carsd will éonfidgure the FIFCs to bring the data in fromthe host,

through the DES chi Hink @ LNBM @IS cofidEestdtlippfcatigMatenf i gur e
the FIFGs %W%B%F% %S{rgsecg%éjdd%t@%@n?omlt he hostc,oiﬁt hrSougrlljlét he DES chip and

back 1ot heoRashey Ll Bfc B8, R AedbtionakdimingforuBES. request is

for inter Is determned to be too short for DMA, the

From the DRRIBOT R B DL, P e ebr ammed 110 and |1 nos
ahen the sbErepani iR I 0 00 8 i The resul s back io
From tHe DRam SoMBRCK b TERR S G oL B e 0 e
DES. 5 oper G ihs ek TRAE RSN "D en p il SOEFARASHRE | Coent i nvent i on
GBC decr ypt, i bk b Ly b PR AT SRR A BOGERSN-enetupt and

an internal FIFO pair 503-504 are provided for external and internal transfer, respectively, as

well as a Direct Memory Access (DMA) controller 505-506 for CPU-free transfer into and

15  out of internal dynamic random access memory (DRAM) 507.

The internal CPU 508 selects which data paths to activate, and what key, initialization
vector (IV), and other operational parameters the DES engine 500 may use, via control
registers (not shown). The IV is generated by a random number generator, typically included
in the Layer 2 system, and combined with the unencryted text and the key. The key is a

20  variable value applied to a block of ur:lencxypted text to produce encrypted text.

Configurations of the DES engine 500 include bulk external-to-external DES (shown

in Fig. 8), bulk internal-to-internal DES (output DMA 506 to internal input FIFO 503 to DES
500, then back through the Internal Output FIFO 504 and PCI Output FIFO 502), and DMA

transfer (e.g,, PCI input FIFO 501 to internal input FIFO 503 to input DMA 505 and from the



uniformy at random between 8 and 80 bytes. Chaining is a nethod which
‘depends the decryption of a block of cipher text on all preceding btddis. 2005
"The 1'Vs and keys changed with each operation; the keys are trippl e- DES
(TDES) encryptyeds7éd th a master key stored inside 10 the XEFUSE/I3EAcrypt ed
keys, 1Vs and other operational paraneters are sent in with each operation,
but are not counted as part of the data throughput. Although the keys may
change Wi ¢hp@IoVIACRRIaNerd6 td the Itanel OutmrBEIO 84 dudye the $CS Rppt FIFG ative to
t he nunber of requests. Referring to Fig. 16, the speeds obtained for DES
oper at i ONg,RIEHBHOWS DEW havdiaotih be whdiurerit s bpfast edpingdéditthe nvent i on.

Usi ng Model "1 hardware a speed indicated by 1601 | S was achieved. A
basel'i ne jjiml&oRNLALE DiysWasdses hattist Gbaskdwaieng a Mbdel 2 prototype for the
foll owi ng enbodi ments. According to Fig. 11, the host application handles
each oper at i onyllQhsrhidiQd tRSsyReHePRERiReDRanas FIFDLDBS péibsinas bh
Progranmed | nput/Qutput (PIO DES. The inplenentation includes the host

appl i cat i i GO GRRET 8 BSheas weRGesced. A20tBhanbidESs heqfeBIFO (ci pher key,
'V, da?a) g%:nc t( @kcar gi’si de application. The card-side application catches

each request € .f&¥Ya w e ass whiver datadsedkap, thanste kidcline drbengDES
engi ne, aﬁ%’ﬂsggﬁg\gﬁf(ﬁgﬁrtgsal ts lE)lack to theqﬁ)st. Keys were randonly chosen

over a se | p L BiShukie Yistili-Bshees drBexizased.r educed the extra
TDES key 3}@3{19%% ?’@ﬁ‘r‘as}‘?g%a%tﬁg’%'ﬁ%gr R et 1605, O -1 FEB 2005 WO

01/847G0 PCT/ UzD1/ ] %@%é QA Db e AR 1EPO QSRR to Ghppofi@adrappleations
i.nvention, the’s ort - performance can be enhanced by reducing the

host-card . interaction.. 00 hdide Seonfi2arafidi i8 whil iidEIFObatighang a | ar ge
sequence OF VERSF {5 Olrggﬂlggtts@?snt%lone ogc%uﬁgque s t 1201. The car d-side

appl i catian ﬂ\@@%cg?&;gg{ﬂeq%g‘gg%g%wlmé Rost gﬁ,ﬁta@ntob@lss@qmequesom st ep,

proce ed® Ion and send the concatenated out put back to

the host in one step.1206. The Layer i ' s PIEE8TH
oper at i on tepd %‘C%?@AB alp RERFS %O%glrerpgrl %ﬁ’% ﬁ%@tho%Q? glr%ﬂggrg%ﬁ%detr ation

separately 1203 and_120 Speeds, obi.aln epchissKdaba above
wher e bet waef0lafoile Iopat ﬁwégo’gﬂﬁ%ﬁsggl@%t%ﬁge ]gng up to 40 Ki | obyt es/ second

wi th key cat chi n% 1603. ,107 §ﬁ%@'@§§t%‘1§£ tFéT%Q&Ijng?{}%ns@grtﬁel}%c]{aﬁ&fa@nt

i nvention, by elSSHARIHE 1 _ pYeset for eac operation the

Shor t - DES Berde? gy ibg HEeng sV al B DRy S 00 S IR Th RS RoRa et v
or encrypt), and IVs of zero, (alkthou -he anhl.tpary)., a speed
of abol BWY%OP@W’@@?F%‘BWBS@EEC 18%§%h9%1\}fé%/§ iﬁes@g\?%{lﬁs@isge appl i cation

receives the operation sequence and sends ) L PesSeausaGaito the
Layer 2 systemA?Crﬁ’rql%%/‘@rF‘ELé’gﬁ??dé%’ie@é%%égml\%%ﬁgg}a%p 5 e conponent

controlling the DES hardware)_ 'sets, t he,chip. W afihy of
zero, and todigyretheFiFQs t@%ﬂl}ﬁ@ﬁ&%ﬁﬁ%@" @ﬂ%% t&o%ﬁe&gy}%ocfyhﬁ%%og%g%per{;ti on,
t he DES Manager perforns an exgl usjve- X tQ ini ng, For
exanmpl e, f & hepleFhpErPRYs Pz}ﬁ‘ecoggiﬁ‘{r?/\)g‘rggl%ns&éﬂ%t 121%?{%5}0%%'&9 H%Ilt’ock of

ci pher text fromthe previous operation with 20 the first block of plain
text for thleo’@ﬁbéh@DESﬁhlpiaﬁdBﬁ‘C&é?%Fglo%.’ﬁclé’les g%ltgq he XOR that the chip woul d

fo 20 Additionally, if the DES request is for internal-to-internal DES and is determined to
be too short for DMA, the card may manually push the data bytes through. The CPU 508 can

drive data from the DRAM 507 through the DES/TDES engine via programmed I/O and

lines 901-904.



According to the hatching method, besides reducing the nunber of chip] FEp 2005
. resets, the nunber of context switches between the Layer 3 and Layer 2 is

‘reduced fromO(n) to 0(1), where n is the nunber of opergjd [0, he
bat ch. Ref eMOW§41® Fi g. 13, according to another 10 %‘({g&%‘ﬁaggg WO

01/ 84739 PCT/ USO01/ 13927 enbodi ment of the present invention, by using the

mufti-key, non-zero-1YV set esults shown, a , -1

appl i cation 1362 d%%te%“tFég'gﬁ’ ‘é’%enstﬁehﬂc RS lggéﬁégtﬁm% %Sﬁﬁltq{égeéﬁrtrgﬁi fied
DES Manager (Layer 2) 1303-1304, thus reducing the_nunmer cont ext

swi t ches. r&nbs takdo i tlestapgPMdal hointenmbole 20p sangeafi Eaieﬁéﬁé%&"éﬁ%‘g
operations. The nodified 5 DES Manager 1303-1304 processes each request

w th a chidptarfemethe DRAM SQéhadkéyﬂmrhdStl\’ithﬁMAé‘éﬂjé‘?ﬁéo%ir@%ent to the host
1305. The results obtained using the nodified DES Manager 1303-1304 are
shown as | 604 e Fiegent kfventdapoopdsaignetiody i ingressing thedbropalioritishest PERe
present invention, the FIFO state machi ne punps data bytes through DES in a
bul I's modeypehfbis. ThdweeGRtd Webtor mafuakiogtl eres¢ns ivontgu i ldedBES REBIE ng t o
the prior nethods, each byte of the cipher key, 1V, and data was _handl ed
many ti mesipcliieg biph&SlearRaihing (WRC)Fenbigt @ € BSWAcd ROVt st ORgsp/iRf iR n
initial sccRequest buffer transfer. The CPU takes the bytes out of DRAM and
puts t hem igitofnt e RESn Ghinen Thel DR alieditdis adeetizdovitictofepentls IBES chip and
puts it back into DRAM The CPU sends the data back to the host through the
FI FOs. Accqieipngh ¥5 a bicld Giditiengxitonallpravhing Wclof TitatvVa and heys hanged vigh

t hroughput can be increased 1605. Key unpacking is.elimnated as a built-W
part of thg, ABheratRACihecABY dré AtpbRIDERITDES enayniel willea mestbrdcy sforadripdki ng,
maki ng the APl unpacki ng redundant: Wthin each application an

I niti ai%%%v@é, SRcG1RE kMRS sWind Bther qpbaticnd patmbters aredshenvatieddnt in the
devi ce The operation iengt hs were standardi zed to 40 bytes. In

addi ti on, %{E? 9t 3Rk Sthicans WasofBlisid Bebughpuyetidtouglt e sequeycbangsf
requests 2 that’include an index into the internal key table, instead of a
ci pher key itmgého theosandhol SenRPot igatsismall 1éRfvaalthaniver ofvdqueited DES
Manger 140§r an 14?07 and nmakes the key table 1403 and | 408 available to it,

rat her thag Lnomedi I i AEH . i siewhrforvatioes PCl | nput
: ﬁ?@' h Y, 8 LREsBtatRE fdrasREeSerasiofiea p
FIFO into %ﬁ% ' S?Eggach or?gr ation the nodified DES Manager 1402 and 1407

resets the chi D e feads. k B etnansnd PRAE 1i Hardwii oz feed mhicped beaes and
sanity cheéigg‘?"?lﬁ“leghtg?f{h L S V\D%l/ 84769 PCT/ US01/ 13927

15  was achieved.

A baseline implementation was established using-a Model 2 prototype for the
following embodiments. According to Fig. 11, the host application handles each operation
1101-1102 as a separate sccRequest 1103-1104 with Programmed Input/Output (P1O)
DES. The implementation includes the host application which generates sequences of

20  short-DES requests (cipher key, IV, data) and the card-side application. The card-side
application catches each request, unpacks the key, sends the data, key, and IV to the DES
engine, and sends the results back to the host. Keys were randomly chosen over a set of

cipher keys. Caching keys inside the card reduced the extra TDES key decryption step and

increased the speed 1602.



key table, |ooks up the key, and loads it into the chip; and reads the data
.length for the operation. The nodified DES Manager sets up the staté FEB 2005
"machine to transmt that nunber of bytes through the Input FIF%?('nto t he
DES cl op t hwo obacke out the Qutput FIFOs 1404- 1406 and 1408114 .S)J‘fhe
card-side application closes out the request 1412. The results are shown 5
as 1605 in Fig. 16. According to an enbodinent of the eq%‘invention,
The nunber of Aendeding ip aseapadimenteldhy RresepijrEenpipsAle hP’éﬁ:?ﬁW H6hs was
increased (doubled) which reduced the tluoughput by half, sho .Q a

correl at i om ipenherwad bhecdnang the bosteaidrintereings Relgeingia Fign i o dYh G %beed. The
nodi fi ed DES Manager described above (with respect to 1%%3 3@9 L ép Fig.
14) was t behinpdidiesqemce stshasmRSIcmespitie o1y TFFRATE ST LRG58 1/ O
when avail able (the hardware used did not provide nenory mapped I/O ports
for all instaneasyas mbEfichiccwadnglywaseceivs themeqiicfidedd onwster, pracearcechany
spurious FI'FO reads caused by certain state nmachine polling intermttently.

The resul to?elﬁtri@h S0V 085nd 684 theohtgenatt outiRetf tewck tothe bast i qge siep 128y bat chi ng
t he paraneters together, the paraneters can be read 15 via nenory-mpped

oper at i ONSpy, %%é’%\@i DPLTREH EiIR BESr @kh bitgatfohACVZ anf 1294 Tatyeichpeafodnt the
processing of the data. Layer 3 calls DES for the batched operations 1501.

The host é}j’%é k ?@&éh%gexlaﬁ&m?ﬁa{enmp@5nd)m5.85ﬂeeds atmdEsehsbinoirmarbdeagr oup
1503, attac ed to the i nput data. The nodified DES Manager sets up the

I nternal FElECE.anduideesiahel sTBob kildbyted/sédad atde toab ksl imaeems twiths,
by- passing the DES chip 1S02; reads the batched paraneters via 20

menory- m i figgn the Internal Qutput FIFO into DRAM 1504 and | 508;
reconfiguﬁggq?%éggchs; and, using the buffered paraneters, sets up the

state ppchine he (DESeahhdimbR of 1@ psRbd: ifesionOPeElahinatiy thielDBS d5H6 and
1510 fﬂgnlthe ?ﬁ%&?’ IFCB?Ithrough thg DES, then back out the Qutput FIFGCs

1505, 1507 . Do NG |shdit-DIES YR fordafit D8 SPbOutreidde 1402, By keifeking@05 WO
01/ 84769 #E%?%é%?%&%%ggmﬁgﬁﬁést 15¥§.OH%E regﬁlts are shown in 1607 in Fig.

16. The ac LAY of&ol“th?%%%%ﬁ%n B eRShAtg ru@@&ﬁéqcegyon@@ﬁe@ﬁ)h N¢ectypeor V and

dat a Iengt% regrsters the | SA net hod 160 According to the present

i nvention, the.s SReed. S8R BE 1001089, agead i Aghut st he fol | owi ng
reIationsh?ﬁ?g%hg%hégggﬁgs@+ > %atéﬁ%i 2 Cpsgl C3 - Batches ~ Ops

Bat ches B%?ol’t%csfé SRS can tRBLAELEY. MR- B §p88atioh rédRF chBbssatdh sbpsheecar d
STrst ?1 r%

bat ches, e nunber of operations per batch, DatalLen is the average

data | z%tg;[ %bcpsfé aRE Bﬁe%%&@ﬁe%gceQO the%yer@r@stgﬁ. Eﬂﬁg’% aewdifamHsant s .

repres € per- r-operation and per-byte overheads,

respecti V%}l\/}/a&a}ge? gth%ﬁ‘?]?&tenﬂ J3N &Lﬁg%ﬂe SRR LeRRL A 8sis @) ihechigtwithghd IRg apétn bat ch

over head yi'ng the host device driver-Layer 2 interaction to

enabl e i nd?{éiﬁgi & %18%5{1?%%%%6 dad ﬁl%u?lg@@‘aﬂﬂpfﬂejh&g 0Pkach log&didnNghe DES Ndi cat e

when addit o gdt'a s rea y tor transfer. The per-operation overhead CZ

may, be r e%ﬁggeé%#%nlpg ag;eﬁggﬁg%etégqx RS e A thP Blai IR FBE &x@fpRAfoR BREBftion,

transfers. application may, within a batch of

‘r)]g)e({ af\li SBZ ;t%eit @@ﬁé&;ﬁ%’ﬁa@g@@ tﬁé 1 (96K Dt LiBAL: 188 BN th@PQURBNBraSibE BitAs, the

20  the first block of plain text for the operation, in order to cancel out the XOR that the chip

would do.

According to the batching method, besides reducing the number of chip resets, the
number of context switches between the Layer 3 and Layer 2 is reduced from O(n) to O(1),

where 7 is the number of operations in the batch. Referring to Fig. 13, according to another

10



15 ‘particul ar key. This method elimnates bringing in and readi ng t_hn:ﬁyz
., index for each iteration. Another exanple can includes the host appli |ng|
"processing the Vs before or after transmtting the data tol%qh 3i’;)7rd. Thi s
is not a seswrdisy’sbssue if the host application is trust ¢t "ﬁ} gvi de the

I Vs. The nethod elimnates bringing in the IVs and, because the DES chip
has a default |1V of zeros after reset, elini.nates | oadi t he s. z0

Accor di ngerhisdanet: hithe prebed inveriondyy uspg fé‘él@g‘tey’i Wﬁ?ﬁﬁ%%&eﬁ ‘g?)éer ation
overhead may be reduced by redesigning, the FIFGCs gnd‘ 15;‘?56' st at chi ne. By
Todi Ty 1 nogtiohe DES)Bbe trad dide epphesiondat by r et f oS SPES el Ur'd
interleaved with data, then tile per-operation overhead %Z may -~approach
the per - byhedmee DRsadaGger Cher 2) E03- 1384k hus scdveing thegumbeicd cﬁ%ﬁ’fv}utt byt es
than input bytes and the CPU.controls the class of engine 13 C?, g{FB 2005
WO 01/ 847 GRirdRed HUSO4:A %R0 27 mptamal30d nells VRS fone brtchadoppranente i aodif

exanpl e, chosen externally, are allowed to range. For exanple, i\penexternal
ent i t ysnmayHsavaldeawed3180Lroases eavhyequest vl chipgesst gid et pyepdhY. The
operations. Further, the CPU may insert indirection on the paraneters the
ext er nal bty a6 BORSEBe B 1 30TeTaradite betnined hringthe medifisd PESMgpagert he
external entity provides an index into an 5 internal table. Having

descri bed 1gghosisBoiRwafas aceMsFmand net hod of cryptography, it is noted
that nodifrcations and variations can be nade by persons skilled in the art
in light of tha aheme d GAGKIKGSmbbdimb:s of thepedsarténveatidnetha il se6od t hat
changes may be made I'n the particul ar enbodi nents of the i.nvention

di scl osed 'ﬁfh‘é Aabs Wdid Bt thid@gSOBP & Al mpile. MhugnthetTRY) dovw epithzndle the10 as
defined by the g'ppended claims. Having thus described the invention with
the defqil %taat&gcsp%rcggrgmg@m& Yridsiasuhdde cballybythief thatipir kéxall, andidate Was cl ai s
and desired protected by Letters Patent is set forth in the appended
claims. 14 el FEB2000vs §hes dMatin bis FIGY sme NLA intd theADRAMmeithy drciniiely
cryptogr aphl c nethod for short operations conprising the steps of: hatching
a plural ity of OQRehakipRRkaTEEePs; e ity by dbRdrad ponteadoding to a
correspondi hg operation paraneter; hatching the plurality of operation

paramet er SDﬁQ (cjzln% ’B&e%l?tll iaﬁcgs tﬁg 4425 o e Dﬁgtcjh%nd puts it back into DRAM. The
CPU sends the data back to the host through the FIFOs. Accordingly, by reducing the number
15  of data transfers the throughput can be increased 1605. Key unpacking is eliminated as a
built-in part of the APL Each al-)fplication may have a unique method of unpacking, making
the API unpacking redundant: Within each application an initialization step concludes with a
plain text key table resident in the device DRAM. The operation lengths were standardized to
40 bytes. In addition, the host é&lioaﬁou was modified to generate sequences of requests
20 that include an index into the in;érnal‘key table, instead of a cipher key. Thus, the card-side
application 1401 calls the modified DES Manger 1402 and 1407 and makes the key table
1403 and 1408 available to it, rather than immediately bringing the request sequence from
the PCI Input FIFO into DRAM. For each operation the modified DES Manager 1402 and

1407 resets the DES chip, reads the IV and loads it into the chip; reads and sanity checks the

11



Standard (DES) operations into a single request; calling DES for the

. ‘'hat ched operations; and performng DES for each operation separatekyl FEB 2005
*according to the correspondi ng operation paraneter, wherein each request is
per f or med wvohis7ehi p reset and a key and an initializat FEFWEEPE. 2. The
met hod of claiml, wherein the symetric key cryptographic nethod is a Data
Encryption Standard (DES) nethod. 3. The method of cJaim1l, _wherein the
short opekettidadocks ap Hedoytand fradhis (rio o chipy g reagls thp taﬂ%‘lﬂ#&)ﬁ’\{\@'}e claiml,
wherein the short operations are between 8 and 80 bytes., ﬁ@ Th rreg hod of
claimil, whestenThemodifialDdd Mentger sei upbe srtsnrehing iodrapsid Hispm 8tions
further conprises switching a context for the hatched operations. 6. The
met hod of byk@ihrough thetispue FFFQshisto terBX ehiis thien barkiost e QngwhFHIVsdARH1 €% i on

| ayer and a system software |ayer. 7. The nethod of claiml|, further

conpri si ngnd h@osuepsThebardsskirdppigpationecitrat o dit pauesinhdd &rihefresylis are alyaahi ¢
random access nenory; and transmtting each operation through a DES engi ne

accor dsnga§ osdsherppes.ati ons parameter. 8. A symetric key cryptographic

met hod for operations between about 8 and about 80 bytes in length

conpri sing t he sty @f an[dRDolARAOIBBAF esnicinyeuGon, The nEEBr200Blustryl6 provi di ng
a key index to an engine; resetting an engine chip for an operation;

readi ng aRdnRhbiabiieadies Aged Dtrudionvasgndrémed (dbtbled) ivdddh rednopéthcor i nt o

t he engine chip; determining a key fromthe key index; |oading the key into

the engi ng,ehimut Bt Q@wintadoaelagngbdiwéenrthd ISa. lpewaritions apithpi ng t he
operations through the engine in bulk wherein a central processing unit

does not hﬁ%@%}ﬁm{ BRed e fiodie@DENMragg desosibelibavd @ithrbspebitolels aad | nput
channel into the engine chip; and transmtting the data | ength through an

(?Jnt putyC hgﬁg@'@ w3 thdlBoaBLNRAisoeSbALMHIY 10 pirts ihherdefi§ A0 whea DES
gine. 10. The nethod of claim8 wherein the channels are FIFGCs.
[ R\ LI BOO (B @5 1M vare used did not provide memory mapped VO ports for all instances).
The software was also modified Yo eliminate any spurious FIFO reads caused by certain state
machine polling intermittently. The results are shown as 1606 in Fig. 16.
Referring to Fig. 15, by batching the parameters together, the parameters can be read
15  via memory-mapped operation'sl allowing modification of the FIFO configuration and the
processing of the data. Layer 3 ‘Calls DES for the batched operations 1501. The host
application batches the per-ope?aitio;l parameters iﬁto one group 1503, attached to the input
data. The modified DES Manaé!zr sets up the Internal FIFOs and the state machine to read the
batched parameters, by-passing the DES chip 1502; reads the batched parameters via
20 memory-mapped I/O from the i;;;ten1ai Output FIFO into DRAM 1504 and 1508;
reconfigures the FIFOs; and, using the buffered parameters, sets up the state machine and the

DES chip to transmit each operzlﬁoﬁ’s data 1506 and 1510 from the input FIFOs, through the

DES, then back out the Output‘FIFOs 1505, 1507 and 1509 and 1511. Layer 3 closes out the

12
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1'03%4 K-3109B& ()-3 109B& ()-ni"109%8& () - 0810%3&1'(3?) - 1o£§' (Q: &109B& () -
TR ) QSR i e g sabed SRl (- 10
, - ‘() -&8Z10% & () - Y&3' () - '
e Lttt pam st S e
o\ ! - o h& ():y&10% h& ()-10B i3iK-7 3 () -
i rpr v
S ()~ 0% h& ()- .10% h& ()-& 10% h& ()- () -
Ei ()- (r)m-qg A&k a@ﬂ@feﬁblmm%sert arglfments (51)1ch as, the ngxtN oga)erat%?t!ls]é(l)lo{?sg a ()-"#10%
ne ()-10% & ()-1110% & ()-Z10% & ()-&Y10% & ()- 10 h10 h10 h&8s10%
14020 R i st dode
-\ ) - -K "110% & ()-110% & () - F10% & () - () -
}.g(ﬁ)s&d ( ) - #]'i%%/étf%n.( Ap&he%a@%l&é camrigdildds Keekaost applic(axzion processing( t)he II:VéL t?géqt‘)r% og) 3F2
LP10% & ()-VI10% & () -, - 10% & ()-1*10% & ()- (- 10% & () - ¥& 100 & () Y8S
o ‘(& ) =" {f%i %rgﬂsgr%l&jg (De-Rla to the card. This is not a secuity issue if the host application is
' 10%ql & ()- %] & ()~ &10%| & () - 10/ 10/ 10/ 98" 10% & () - 310% & () - " XBYi K-K
* 10% (AI g ()- trvf%%/é? lgfbv@e‘thé‘-w{@‘lﬂgé £hdth@ eliminates bringing in the IVs and, because the DES
Iy S o oS et o Uit SR D Wl o i B
T00ag ()1 Lgh%ﬁa@% Fobe TSRO b, BABIISDAdng M@MOA | & () @
L0 )L LT o £ O S LaLE (- 0WI € O P gt e O
104] 12.4Fé0§| 98;5%%4?%% g‘%aﬁgsaiom &) -ﬁh%igggﬁgh??%hF)fi-ngermawrmd) -
1&()- g}ull(}?bié}a%luggc/f‘ 15% 1%Aési\éﬁilxg'tlle FIFOs and the state machine. By modifying the DES

engine to expect data-input to include parameters interleaved with data, then the

per-operation overhead C; may’\épproach the per-byte overhead C;. The state machine

handles fewer output bytes than input bytes and the CPU controls the class of engine
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10% & () -
. S10% & ()-nLs10% & ()-10% & ()-2Z!f10% & ()-Z10% & ()- - af G- HL0% & (v, 1 FEB 2005
10% & ()-MF& 10% & ()-Z S#10% & ()-Y3 10% & ()- 10% & () L k0%l -4
311 dE- HLO% WORIBG98 & ()-1m) 10% & () - FF PCTUSOLA39ZT
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()- 10/ 10/ 10/ @10% & F‘) -9310% & () -
109& () - s PPeratbmy Qvq)highkt m%%ewﬁt‘e%e%% foss cciertaly RA97e4 40 "8 () - m
LO%& () - F | 109 ()-7109& ()~ 6%&G * ' L(EMHCI004 ¥ LI 109& (-2 7
109%&' () - FFooemmple, the exiguRe efityEaY liq)aj@weéi t ose only certain types 0f encryption
10%: () -L(()*k**+dEmbCL0% , 110% () - FS/ 100& ()-L-! 100 ()-no" .
1098 () - z Yotatons: Kurthesthe Gigmey ingartindirection ghibs popme'ses thy exterpal 98y () - 10 10
10 8" 10% ()- @5 10% ()- 310%& () - F+-q-. L/ VOOzX9bC
@10%s& ( )ch8dsD@TOBRDAImetsrs GrEOSIE &o (9 & HAhEIOYAL PRI Prof dopguadey 10 # 1006 f &
()->013333333{\ =l | 1098& ()-' 1098& ()-3 10 10 108s10%& ()-!
@ L0938 (eSBP@IR0%00& () - ¥33) 4y444X5dE{\ =109B& () - Z109B& () - 3mMLOYB&’ () -
109B& () - Z10YB&' ()- 1! S109B& () - X556S667f 7dE{\ =3! 109B& ()-Y "109B& ()- °
1098&' () - 109B&Haying SEQUBE e@bodimencso@&-szs)tewmmmsmdgc#}wwﬁq%Ee}phm%&()teﬂ- F
109B& ()-11S!"109BB& ()- @ S! "10% : & () - @QLOYB& ()- GF109B& ()- GV9Q : :
. dYNC 1GBat hRifkaBAE0MBEA Aiols b0 YB8Iadd byGersons skilled in the art in light of %e ’
}8£&I(§)_12y_#£t)0;y& ()-3+1098& ()-F;; #; 2;:; $<dEYNC

' () - 108484 pachifed QVR' tKcrefblegd D&RIdeNstond O hahges niagdig narle irgihg partiowdqs >
@ 10%&' ()-3Y 109 ()- ' F10%&! (?; ZF o o Al ! O_.IEYNC
109 () - Zyswhtbafhkents) of YOG@entipa G GR@EENAGEEYNDIn the scope and spirit of the invention
*> 100 () - F(10%& ()- F&L10%& ()-FY $ 109%& ()-3y# 10%& ()-
1098 ()¢ FNAABBRRRRRNYMNPelded tRims. Having thus described the invention with the details and

particularity required by the péttént laws, what is claims and desired protected by Letters

Patent is set forth in the appendéd claims.
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10f 8" 10%&' ()-f510%&' ()-0 10% & ()-s. 10%&' ()-1, 10%& ()- ZBBBBHCEEdEYNC

CF 109 ()-" 1109 ()-Y -109%&R ()-3! TI09%&' ()- Y109%&' ()-' 109&' () - ~1 FEB 2005
EFGOHHH> aBYNC*S 109%&' () - F(! 109%& () - Z&10%&' ()-3! DS"#10%*& ()-9Y

109%&' ()-G G 10%& ()-3>1111TJIJIIIME:/ 10 10810%& ()-5@ 10%& ()-32, 109%& ()-4
0109%& ()-FS/109%& ()-vy,!10%& ()-4JJJJI6KK>LxXY:/ 10 109B& ()-: 10% & ()-m
10% & ()-2Z!'gl0% & ()-3210% & ()-s' 10% & 1)~ 10>LLLMVOxCaB:/ 10l

"110% & ()-Z!' 6@10% /& ()-13f 10% & ()-M3S10% & () -

mM0% & () - Wigtli9ohngd)is:Yx OOPBQQTRSaB: / 102

109&' ()-s.10% & () - y(-#10%&' ()-g! Dy(-#10%/ +/ & ()-g$

109%&' ()-"S"s! 10% & ()-ZSS SSSS$S3SThC 10

1098B& () - Gs! f 1Q¥BEhifhptrid X0 ¥BRtogyapRic kBl fo) shorfléperatidhs comprising the steps of:

10/ y810% & () - TTTUUUVVVaBhC 10F109B& ()-Flh 109%KXKX& ()-m 10%& ()-:
F10%B& () - 3100@%8" )n%%gb@oew #3EbC

10&&! 1090N& () - JefidRfRE ah bpef@dnleBidingho Z\co&&%ﬁéiﬁi n;ge‘{é&" rdnetett 1098& () -
YY 7777777uj _@ 10L' Y10%& ?)-. 10B 10B”10B 8109%8& ()-0 109@& ()@-s. .
109B& () - 2Z!; f* @rtcbomBile (pluraliy PR grqratign @rameters1@niga (plurality] gbRate) Encryption

L!10%: () _étar?d]apcf/ﬁ‘iég)_o%élétig‘l%%g‘tlo(a) sifigle request;
calling DES for the batched operations; and
performing DES for each operation separately according to the corresponding
operation parameter, wherein each request is performed with a chip reset and a key and an

initialization vector.

2. The method of claim 1, wherein the symmetric key cryptographic method is a Data
Encryption Standard (DES) method.

3. The method of claim 1, wherein the short operations are less than about 80 bytes.
4. The method of claim 1, wherein the short operations are between 8 and 80 bytes.

5. The method of claim 1, wherein the step of calling the DES for the batched operations

further comprises switching a context for the batched operations.

6. The method of claim 5, wherein the context switch is between an application layer and

a system software layer.

7. The method of claim 1, further comprising the steps of:
reading the batched parameters from a dynamic random access memory; and
transmitting each operation through a DES engine according to the operations

parameter.

8. A symmetric key cryptographic method for operations between about 8 and about 80

bytes in length comprising the steps of:
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9. The method of claim 8 wherein the engine is a DES engine.

10. The method of claim § wherein the channels are FIFOs.
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