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met hod requires that the conputer that is to be used for printing have the
speci alised software installed. OQther software such as Adobe Acrobat all ows

t he cr eaSUMMARY OF THERPRRORLERTProtected by Iimt printing but because
the user has a copy of the file the there is a security risk that the

protection cain be prer ait svien. a fafpkERShedRo kit iMEDTUIdD it gocementt the
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printed.

US 2001/0013025 describes a method of controlling the printing process by
having specialised software print directly to a printer. This method requires that the

computer that is to be used for printing have the specialised software installed.

Other software such as Adobe Acrobat allows the creation of files that can be
protected by limit printing but because the user has a copy of the file the there is a

security risk that the protection can be overridden.

SUMMARY OF THE INVENTION

The present invention may broadly be said to consist in a computer system
for allowing the secure creation of documents requiriﬂg certification or
authentication from a certifying or authenticating authority in electronic form upon
application therefor by subscribers and for controllably releasing such documents in
copy-protected paper form to third parties comprising: |

means for assembling the text of said documents;

SUBSTITUTE SHEET (RULE 26)



PCT/ S&03/ 00124 2 a repository for storing assenbl ed docunents and
certification or authentication indicia appropriate to selected classes of
docunent swoeossser i ber interface for requesting the asserfdiysaB/ioai2gapeci fic
docunent and for supplying data speci2fic to each request for assenbly into
t hat docunent, neans for notifying the appropriate certifying or
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interaction of the parties of the present invention. Figure 2 is a bl ock
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such docunents and any reference to

said document including indicia on a printer local to that third party.

To those skilled in the art to which the invention relates, many changes in
construction and widely differing embodiments and applications of the invention
will suggest themselves without departing from the scope of the invention as
defined in the appended claims. The disclosures and the descriptions herein are

purely illustrative and are not intended to be in any sense limiting.

'BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 is a block diagram showing the interaction of the parties of the

present invention.

Figure 2 is a block diagram showing the document creation process of the

preferred embodiment of the present invention

DETAILED DESCRIPTION OF THE PRESENT INVENTION

A method and apparatus for providing secure distribution of electronic
documents is described. The generic trusted document repository will be described
with reference to a Certificate of Origin but it is to be understood that the generic

trusted document repository is not limited to such documents and any reference to



WD 03/ 100686 PCT/ S&3/00124 3 such docunents in the description is for
illustrative purposes only. The generic trusted docunent repository is
al so sui tw @/esedi stribution of other certified or secw@E/StGLNEAt S
where it is desirable to restrict the3nunber of printed copies nade by a
recipient. A Certificate of Oigin (CO is a docunment, required by foreign
gover rsehtdocuteatsain thy désstiptjonds fon ilushative QUTRPSEH rﬂn%Y'nS&‘eoﬁgﬁle% i pment
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comuni cati gn fﬁﬁﬁ SRCYreormis [COyt & al doautnért] orequived nbyr flarpgnt o
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engi ne” 107 for ensuring the progress of the docunent and comrunication
W th t&etasacowntsy pbotigias fol | ows a work flow agreed to by the authorising
authority. The repository has.a data store to store information on the
various parties. In the preferred enbodi nent the comunication interface is
provi ded by_a. web, server, .The | t Marfacesforon
channel bet Relerng ﬁ’@éﬁ‘”&e%ﬁﬁ%%%%ggﬁdgﬁggﬁ%leﬂﬁsmﬁpserver Qﬁs an
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al ternﬁqmmcgﬁﬁg‘ﬁ%ﬂr?gk %?%}o%&gﬁgtlj% communi cate with sone of the
partiﬁ@%}ﬂgismg]% N 03 Gar Enterfaed fomn comnumicatingt withhardpeumaitods such
as M based secure EDI. WD 03/ 100686 L

receiving party 104 and a data store 105. Communication between the document

repository and the exporter/agent 102, the authorising authority 103, and the
document receiving party 104, is made using secure communication methods such
as public key encryption infrastructure to ensure that all communications are secure
and trusted. In addition to interfaces to communicate with the parties, the secure
document repository has a document assembly engine 106 for assembling the
documents and a work flow engine 107 for ensuring the progress of the dqcument
and communication with the various parties follows a work flow agreed to by the

authorising authority. The repository has .a data store to store information on the

various parties.

In the preferred embodiment the communication interface is provided by a
web server. The web server provides the communication channel between the
‘parties and the repbsitory. The web server has an interface to enable
applicants/agents to register with the repository. In alternative forms the repository
would communicate with some of the parties using other known secure electronic

data interchange methods such as MIME based secure EDI



PCT/ SG03/ 00124 4 Because of the different requirements of certifying
authorities and in particular the differences in information collected and
t he docunmato3asemabl y process, before it can comrence usirgy/Sdvs/onepository
a new certifying authority will have4to have its business process rules

and other information | oaded into the repository. by the system .
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t he sender cannot deny sending a docunent that has been received. In the
case of new exporters/agents or other parties the repository will collect

i nformation,ang. *tR)fn N & Swebs RAdFacenehdbhiléie fordi, beaableaoan onl i ne
formand s o?egﬂbﬁgg?ﬁ orrtTgtviﬁoh in the data store. The repository will, via

the WepnsfkYRiforrAf#e thed system stbecy istclc asi athiressd delgphions oumbeys @bde t hat
t he user Il have to enter each tine a new comruni cati on session is
comrengeiovib4tion dveleseb server. This is in addition to the use of public
key infrastructure. The repository will store the user WO 03/ 100686

In the preferred embodiment all communication will employ Public Key
Infrastructure (PKI) to assure that all transactions are secured and trusted. The use
of PKI ensures that all transactions that take place between the parties over the
Internet are confidential, such that the information transferred is kept private. PKI
also ensures data entry integrity by making sure that the information communicated
between the various parties is not being tampered with by third parties. PKI also
ensures the authority of the sender through the use of signed digital certificates and

it also follows that the sender cannot deny sending a document that has been

received.

In the case of new exporters/agents or other parties the repository will collect
information and images of signatures, seals and other indicia via an online form and
store the information in the data store. The repository will, via the web server, issue

" a user identification code and security code that the user will have to enter each time
a new communication session is commenced with the web server. This is in

addition to the use of public key infrastructure. The repository will store the user



PCT/ S&03/ 00124 5 identification code and security code in association with
the data collected fromthe application form To request electronic
certifi canioons/ioé6sdocunents froma particular certifying aasssyi2a user
will apply to the authority via an onlsine formserved by the repository

web server. The repository will process the user's request %?d forward the
user' sideatifiestoracullectidaseicarityf cadedn association withithe detergallgcted irom e
authority for approval. In the preferred enbodi nent the repository woul d

vi a el application form.l notify the certifying authority that a user had
requested to be allowed to apply for certification online, the authority
woul d then log onto the repository via the web server and authorise the

user or reject the, - | icati t | ok dre ive
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r eposi T ] difiokp ill iptoddsk ke dsérds aqupieyt omvyardf i ed
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in it fhe ARET feb@ést dand detsitsofitheonses tohtheHdentifzed cerdyingi BEhedY Bde. The

user wll need to apply using the repository web rver, for apprqgval for
every approwal. t In thee preferred estbodiment the EPOSRIYNY ﬁ’t‘@ief"raoﬁ‘ec'&?%’coﬁ?ﬁne f or s

the repository web_server wl “al l ow,users t I ' to agents
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certification from particular certifying authorities. This is d&ne via an
onl i ne f or s an vatirintivehembalinsnt 6be seprevnsesyd epmmunicate with the

certifying authority using electronic data interchange methods and the repository

would receive the approval back in the same manner. Once approval has been
granted the repository will record that the user is allowed to apply for certified
documents from the certifying authority that has approved the user so to do in it’s
data store in association with the user identification code. The user will need to
apply using the repository web server for approval for every authority the user seeks

certified documents from.

Via online forms the repository web server will allow users to delegate
authority to agents to enable agents to apply for certified documents on their behalf.
The agent to whom the delegation is made must also be an authorised user and
authorised by the relevant certifying authority. The repository web server will store
the delegation information in association with information kept on the

exporters/agents and certifying authority in the repository data store.

A user may limit an agent’s delegation to a applying for certification from

particular certifying authorities. This is done via an online form served by the



6 repository web server. The repository will not allow an agent to further
del egate the authority to apply for certification unless permtted by the
user. Referisngodse Figure 2 to obtain a certificate of orirgisGo/oappl i cant
203, being an exporter or an agent, wll |og on to the repository web

server 201 and authenticate thense)ves._ In additjon.to identifi,cation
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with a list of certified docunents that the user can apply for online. The
repository web server interface wll create the |list by checking in the
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certi f hfRdrtientd themssBhes. 3n additivhrtg identification wsing WK the repositery wilk
electronic formand submt the formto the repository web server. The
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application form On successful subm ssion the applicant will be notified

vi a t hgpphiehntswily dirent selict nivertificatipp|to epplyofer aad aseerinecanplication fm

pr ocessi ng. The information provided bK the uslfr via, the web balsed
app! i cwill be presemteds Jhefiglds preseried o 4he pgerew ﬁe%?fitghf USRS, & bodi ment |

he i nf ' ld. b .ed b h ' ' d
L ans €pTedan des PG e SETTLALPR AR wiet o afme TGF Ty SRERMACRI RSt 1 A0
generig tLdst ed decHeRl LA the HormVEd ARé LHeP6&itory CHebReva0 1 2¢he

repository will pre-fill in some of the fields based o information stored in its data

juasd

store.

As part of the application process the applicant may supply information such
as an electronic mail address of a third party such as a bank 204 to the repository, to
enable the; third party who needs the certificate of origin to be notified when the
certificate of origin has been issued. The business rules of the certifying authority
will be checked to ensure the applicant has provided the required information and if
not the user will be prompted to fill in the required fields in the application form.
On successful submission the applicant will be notified via the web server that their
application has been accepted for processing. The information provided by the user

via the web based application form is stored in the data store.

In an alternative embodiment, the information could be generated by the
applicant’s computer system and transferred using known secure electronic data

interchange methods to the generic trusted document repository.



7 If the repository web server identifies that it is an agent applying
then, having authenticated the agent, the repositorywil|l present fromits
dat a st orwoenslioeds6of users the agent is authorised to apmor/Ssosbpetral f of
and require a selection fromthis listZ before providing the agent with a
choice of certifications to apply for. Wien an application is nmade the
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using the data provided by the applicant, the certifying aut,horbéy
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enbodi ment the applicant for the certified or

When the issuing authority has approved the application the document
assembly engine will create a two certificates using the data provided by the
applicant, the certifying authority business rules. After the documents are created
the repository will store in the documents in its data store. The stored certificates
will be in a form approved by the issuing authority; One version of the document 1s
created without an official indicia and one version is created incorporating the

official indicia, repository document number and repository security code.

Once the document is assembled the repository electronically notifies the
applicant 203 (and if requested the third party 204 requiring the document) via
electronic mail that the document is available for electronic collection. The
notification will include a web page address based on the repository document
number and an appropriate security code so that the party is able to view a copy of
the digital document via the Internet. A third party such as a bank my forward the

information to an overseas bank or customs office 205 that requires the document.



aut henti cated docunment could apply directly to the certifying authority-
using whatever neans the certifying authority specified. The certifying
aut hor i t ywmeonsiidosss hen approve or reject the applicati on amtTSGmsepedt ed
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online to print multiple copies of the docunent. order for the party
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If the issuing authority rejects an application then the applicant and if applied

for by an agent are notified of the rejection. To view the document the URL
provided in the electronic mail notifying that the document has been created is
entered into a web browser the document repository will via a web server request
that the security code be provided before the document can be viewed online before
the document can be viewed online. The copy that is available for viewing online
does not include an official indicia. The official indicia is not available for viewing
online as this would allow anyone who is able to view the document online to print

multiple copies of the document.

In order for the party who desires a printed copy of the document to print the
document the party logs on to the repository and requests that a copy be printed.
The authorising authority can control who can print official copies of the document

and can limit the number of copies a party can print.



docunents they wish to print depending on the requirenents of the
certifying authority. The application can be nade online via the
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usually installed on a computer with a web browser it is only necessary to download
the Java Runtime Environment. Such a download need only be done once and is
available at no charge. In addition the security model built into Java means that the
receiving party can be sure that the applet was created by a trusted party, in this case

the repository.



copy corresponds to the copy held in the repository. WO 03/100686

PCT/ S&3/ 00124 CLAIMS 1. A conputer systemfor controll ably rel easing
certifi edwaro3anedsent i cated docunents in copy-protected pagarsdosomto third
parties conprising: an approval interftace for enabling a certifying
authority to approve a certified or authenticated docunent for rel ease;
third party display neans for allowng a third party to view a said

docunent appr.oyv, r | . t el ' t | ion
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controll ably rel easing such docunents in copy-protected paper formto third
parties conprising: a subscriber interface for requesting the assenbly of
a speci fi wodscwosat and for supplying data specific to eawt/s@gwert for
assenbly into that docunent; means fotl assenbling the text of a said
docunent; a repository for storing assenbl ed docunents and certification or
authentication indicia appropriate to selected classes of docunents; neans
for notifying the appropriate certifying or authenticating authority of a
requetL. & document requiring certification or authentication by that
authority. WO 03/100686 PCT/ SG03/00124 12 5. A nethod for controllably

rel eagi ng %E&hf)ifuﬁijsﬂtexﬂ%Pg&{t réi’&ﬁ ﬁéf‘d‘or E\Rﬂé(ntﬂfa?é(f(:t ed paper

form sal d docunent
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printer | oggkd party Bdplaythéshsior Aowthg aAthmatﬁwez &Q&&%ﬁf@hé@%émr el easi ng
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sai d lisvtedenumberroficopies oaly efsaid deenrentineludingcertificationri d st ored docunent
w t hoatitheatitationdadicémoma paintdrdotdl tathad thirdiparty.a inserted; and said step of
allowing said party to print conprises allowing said party to print said

rsr;[a'?Lg ]ggtr:gg‘gd%{‘ ’gﬁsre%t&Fiaméaﬁpcﬁ[rgqu@ahgcat ion indicia inserted. 7. A

0 ut.henti cated docunents in
copy proted fERPSHY OE‘FQ‘ ASSOCHALINGIGI 6 wherein the step of

al | owi ng asaigappspvabinjeréagednelides meansne ceppyinsesauthaticalingy a request to
vi ew sathdritiotoucansd documends p\atll and wﬁhsmtrmsu_yt&dandlcmnotbe staredppisaided to vi ew

sai d fpeuiteRt; and
said third party display means is programmed to retrieve a said document
without indicia for viewing by a third party; and
said third party print means is programmed to retrieve a said document with
indicia for printing on said printer local to said third party.

3. A computer system as claimed in claim 1 for allowing the secure creation of
documents requiring certification or authentication from a certifying or authenticating
authority in electronic form including:

means for assembling the text of a said document;

a repository for storing assembled documents and certification or
authentication indicia appropriate to selected classes of documents.

4. A computer system as claimed in claim 1 for allowing the secure creation of
documents requiring certification or authentication from a certifying or authenticating
authority in electronic form upon application therefor by subscribers and for
controllably releasing such documents in copy-protected paper form to third parties
comprising:

a subscriber interface for requesting the assembly of a specific document and
for supplying data specific to each request for assembly into that document;

means for assembling the text of a said document;

a repository for storing assembled documents and certification or
authentication indicia appropriate to selected classes of documents;

means for notifying the appropriate certifying or authenticating authority of a
request for a document requiring certification or authentication by that authority.



maki ng sai d docunment w thout indicia available for view ng by said party
upon request of said party. 8 A nethod for controll ably rel easing
certifi edwarosanodsent i cat ed docunments in copy-protected pawarsdoenmzas
claimed in any of clains 5 to 7 wherein the step of allowng said party to
print said docunent including certification or authentication indicia on a
printer local to that third party conprises: receiving a request to print
sai d docungnt fr a party:. . ensuring sai arty i.s approved to print said
docungent ; %e{lwﬁﬁq{ Fﬁ%r%l!ﬂb&y EQE%&W%F& OF ﬁ‘éf%@i‘%caé‘?fi) OPHRERE | ocal to
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cont r S19uhing certafication gr awthenticalipngndigia opom printer deradibe thab thisd party.
copy-protected paper formas claimed in any of clains 5 to 9 including the
st eps I6291‘: Aanethodfor %maﬂrabgefeléhm% QdfiéCa Atheriatdd Coipdibiny of a
speci -HRAEN ba : Uﬁliﬁ@&‘ cert | on or
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asse ‘fm,sa}’v a%}fﬁm Qut ipserteddpdicky WhStely, or aut hentication indicia for
said prinstiggtepiaf aljowisgrparyde vieNassid dosuynens comprises aldowingiseil or
aut hepartytordeawdosaidstored docuncayswithout eertifidatiorpor adthemicaionliadigizd i n cl ai m
10 i ninsextédi@andhe steps of verifying that said docunment can be certified or
aut hentic . I & L eat. i | d: . 12. A
T hog oSl Sl L ke bl L RN P L
copy-pProtected papar Yo frddcdt utheptiction ndictp inSertelng 't he steps of

notifying an appropriate certifying or authenticating authority of a
requebt f g method for controllably releasing certified or authenticated documents in

copy-protected paper form as claimed in claims 5 or 6 wherein the step of allowing a
party to view a said document comprises:

receiving a request to view said document from a party;

ensuring said party is approved to view said document; and

making said document without indicia available for viewing by said party upon
request of said party.

8. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in any of claims 5 to 7 wherein the step of
allowing said party to print said document including certification or authentication
indicia on a printer local to that third party comprises:

receiving a request to print said document from a party;
ensuring said party is approved to print said document; and
printing said document with indicia on a printer local to said party

0. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in any of claims 5 to 8 including the steps of:
assembling the text of a said document;
storing assembled documents and certification or authentication indicia
appropriate to selected classes of documents.

10. A method for controllably releasing certified or authenticated documents in
‘copy-protected paper form as claimed in any of claims 5 to 9 including the steps of:
receiving subscriber data and request for the assembly of a specific document;
assembling said document without certification or authentication indicia for
said viewing;



docunent requiring certification or authentication by that authority;
receiving fromsaid authority approval to certify said docunent; and
certifyi ngoous/iaedshent i cati ng a said docunent. 13. A net hoddmsGosonizaol | ably
rel easing certified or authenticated tbcunents in copy-protected paper
formas clainmed in clainms 10 to 12 including the step of notifying said
subscri ber that an authenticated docunent is available. 14. A net hod for
controll ably reI easi certified or authenticated docunents in

copy- pr ot eassethbliag c? doqument il ¢estificationgr aythestigatien irglicio fopsaidc| udi ng

t he spepting. notlfyl ng at least one third party that an authenticated
docunent is available. 15. A nethod for controllably releasing certified or
aut henti cated docunents in copy protected paper form conprising the steps
of receiving subscriber data and reques for t he asse Iy of a. specific
documdht  Arsathaddopsen W‘Hg@b?y 1deasing erytitied or authgntyet UGS Bt certifi ed
or autbmnrpictedted paperdiotmfag |ctq;md im olafrant( inetuiding &mstbp.‘.mfu ment ; and
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rel easi ng cer or auf ments in copy-protected paper

formas clai rred | n cI ai m_15 incl udi ng the step of ag%ifyl ng said
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docunent .
13. A method for controllably releasing certified or authenticated documents in

copy-protected paper form as claimed in claims 10 to 12 including the step of
notifying said subscriber that an authenticated document is available.

14. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in any of claims 10 to 13 including the step of
notifying at least one third party that an authenticated document is available.

15. A method for controllably releasing certified or authenticated documents in
copy-protected paper form comprising the steps of:

receiving subscriber data and request for the assembly of a specific document
from a subscriber;

verifying that said document can be certified or authenticated;

certifying or authenticating said document; and

notifying a third party indicated by said subscriber data that an authenticated
document is available.

16. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in claim 15 including the step of notifying said
subscriber that the authenticated document is available.

17. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in claim 15 or 16 wherein said step of verifying
that said document can be certified or authenticated comprises:

notifying an appropriate certifying or authenticating authority of a request for a
document requiring certification or authentication by that authority; and

receiving from said authority approval to certify said document.



