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CELLULAR TELEPHONE AS AN AUThENTI FI CATI ON DEVI CE BACKGROUND 5 Field of the
| nvention Aspects of the present invention relate in general to
authenticating a user, and in particular to a method and syst ehy #€C 2004
verifying wusers in electronic transactions. De=ioon of the fated Art The
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of 10 yea n-conventional transactions, authentication
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transactions take place. Wt hsehefiNPIFIEANTO jGps. parties to a 15
transaction cannot see the other parties, and often never neet or know the
other parties at Mreover, conventional nethods of verifying identity in an
el ectronic-transaction often involve conveying personal information that
only a valid person should know. Egg&gml ude using credit card
qunbers, soci al security nunbers, a ot her 20 personal

I nformation. As personal information proliferates, privacy experts and the
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as personal information prolifer » mati on becones "tainted"
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| dentity.
particular to a method and system of verifying users in electronic transactions,

Description of the Related Art
The problem of authenticating the identity of people bas existed for hundreds of

10 years. In conventional transactions, authentication can be accomplished in 8 number of
ways. For example, a commonly accepted form of identification document, such asa
picture identifier (a “picture ID™), could be used to verify a person’s identity.

However, with the advent of the Internet, an ever-increasing number of electronic
(or “e-commerce™) transactions take place. With electronic transactions, parties to a

15  transaction cannot see the other parties, and ofien never meet or know the other parties at
all.

Moreover, conventional methods of verifying identity in an electronic-transaction
often involve conveying personal information that only a valid person should know.
Examples include using credit card numbers, social security numbers, address and other

20  personal information. As personal information proliferates, privacy experts and the public
are justifiably worried about the spread of such data. Even worse, as personal information
proliferates, the information becomes “tainted” and too commonly known to serve as valid

authenticators of personal identity.



1 2 7 DEC 2004 WO 02/ 01515 PCTIUS01/ 17704 Consequently, the probl em of
authenticating the identity of a transaction participant is non-trivial
and difficult. Therefore, what is needed is a nmethod of securely

aut henticating users in an electronic transaction. 5 BRI EF DES |7P9fﬁcd~ﬂlﬂb:
THE DRAWNGS FIG | illustrates an enbodi nent of a systemthat

aut henti caygyaipgs i N an electronic transaction. FIG 2 is a bl ock

di agram of an apparatus that authenticates users in an el e®GHP§0I/17704
transaction. 10 FIG 3 is a bl ock diagramof an enbodi nent that

aut henti cates us | | ectronic,transactign.. . Fl 4 is flowhart of a
net hod t hat requgéﬁsgh‘gk&pﬂetme?@gl@@gmgpe tf’%‘%ﬁ?f‘we EmsegtioB transacti on.
FIGS. 5a an h. are flowharts of a nmethod that authenticates users in an
15 el ectronge'ﬁﬂpﬁ'ﬁéﬁ%‘!“l"ﬂﬁ%a? Wh DESCRIPTION FIG | is a sinplified
functional bl ock_di agram depicting system 100, constructed and operative
i n accordance wmfaf%mewb@mmd@d i9p methed pf securely duthentitating usefy/mtagam 100 i s
configured to authenticate a user in an electronic transaction. Electronic
transactionslmlmqion-r ansactions that take place over a conputer
network (i.e., an "on-line" transaction). Exanples of such transactions
I ncl ude, but are not |limted to, any sale or purchase of :
3 BRIEF DESCRIPTION OF THE DRAWINGS

L

FIG. 1 illustrates an cmbodiment of a system that authenticates users ip an
* electronic transaction,

FIG. 2 is & block diagram of an apparatus that authenticates users in an electronic

transaction.

10 FIG. 3 is a block diagram of an embodiment that authenticates nsers in an

electronic transaction.

FIG. 4 is flowchart of a method that requests authentication of users in an
clectronic transaction.
FIGS. 5a and 5b are flowcharts of a method that authenticates users in an

15  electronic transaction.

‘ DETAILED DESCRIPTION
FIG. 1 is a simplified functional block diagram depicting system 100, constructed
and operative in accordance with an embodiment of the present invention. System 100 is
configured to authenticate a user in an electronic transaction. Electronic transactions are
20 any transactions that take place over a computer network (i.e., an “on-line” transaction).
Examples of such transactions include, but are not limited to, any sale or purchase of
goods and services, or any operation that involves the electronic authorization of a party. '

An example of the former is purchasing & book, compact disk, or any other goods or



goods and services, or any operation that involves the electronic
aut hori zation of a party. An exanple of the fornmer is purchasing a book,
conpact di sk, or any other goods or 2 2 7 DEC 2004 WO 02/ 01536 BEC 2004
PCT/USO /17704 services, via an Internet browser on the Wrl d-Wde-Wb
("VWWV' or the "web"). An exanple of the latter transaction is the

doctor's a val of a-nedical prescription being filled by an electronic
phar macy. %&@I’h@d relies on the fact that a user is pre-m%’r’w with
a caller database, 5 and the user's wireless telephone nunber is unique to

a particul ar_user. W conbi ned | t kpown transaction code (e.g.,
Personal | de¥fT§5scYp tﬁﬁ%@ﬁﬂﬂ%ﬁ%a‘ﬂlﬂﬁﬁ%&m o the'avebl:s ABart  of
the on-line/network transaction, a wreless phone user can be

aut hent i cat egamplepf thelaties ansactiosris the docier’s approval ofiagnesticad presaription beiegn 100,
conputer 120 and an aut hentication server 135 are connected to a 10
comuni cat i ofiledibytanslertraniophathacynet wor k 110 may al so i ncl ude ot her :
net wor kabl e devices known in the art, such as other conputers 120, servers
130, printers 123 hemethositrelicsgr theefakit tha 4 Gser ispré-begivtdréd With @ callep database, t he art,
that any nunber or variety of conputer networkable devices or conponents

may be cauplad theusehewirelesstliphbdOnihtieh Pltinidue Y&& barkbularREA Whén obritingd s of

ot her devices include, but are not limted to, servers, conputers, 15
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el ectronic In system 100, computer 120 and an authentication server 135 are connected to a
10  communications network 110. The network 110 may also include other networkable
devices known in the art, such as other computers 120, servers 130, printers 125 and
storage media 140. It is well understood in the art, that any number or variety of computer
networkable devices or components may be coupled to the network 110 without inventive
facuity. Examples of other devices include, but are not limited to, servers, computers,
15 workstations, terminals, input devices, output devices, printers, plotters, routers, bridges,
cameras, sensors, or any other such device known in the art. Computer 120 may be of any
kind known in the art that are able to communicate on the network 110. Servers 130A-C
may be any servers known in the art, including web, database, print, or application servers.
More importantly, servers 130A-C may generate, originate, or participate in an electronic
20  transaction that requires user authentication. A server participating in an electronic
transaction is referred to as a “transaction server” 130,
Network 110 may be any communication network known in the art, including the
Internet, a jocal-area-network (LAN), a wide-area-network (WAN), or any system that

links a computer to an authentication server 135. Further, network 110 may be of




20 transaction that requires user authentication. A server partici pati ng in
an electronic transaction is referred to as a "transaction server" 130.

Net work 110 rmay be any commruni cati on network known in the art i ng
the Internet, a |ocal-area-network (LAN), a w de-area- netvvor1< @g\gﬁw

any systemthat |inks a conputer to an authentication server 135. Further
net wor k 1400484 ﬁ of 3 2 7 DEC 2004 WO 02/01516 PCTI USO11lpeAdseri®ivk | gured
in accordance vvrt any topol ogy known in the art, including star, ring,

bus, or any conbi natron ther eof Aut henti cati on server 135 is connect ed to

a tel ephone 09@%? F%MQM@ I ISP rhe (Bl 2l so
known as Call er . TeI ephone ne rk 150 5 %;}@@g confrgured as a

packet sw t%&%@g@m rk ( PSTN), plain ordinary tel ephone service
(POTS), Inte ervi ces Drgrtal Network (ISDN), or any other telephone
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and stores the wireless tel ephone nunber in a caller dat abase. In sone ‘

enbodi meAt s meybssonligureshashpapkat switch telephinme nptwer @PSTN), platn exdinarytelephone nay

al so be the sane apparatus as the authentication server 135, wthout any
| oss of funcserhricnéH’OTS),Wmsmgitﬂmﬂkﬂsmé)cbmgabthﬁmphmer ence to
a functional block diagram i of an exenplary authentication server 135 of

FIG 2. Aut neworic BS0 Krivwarin ey artlthat suppusts dallefr D tTn hirf, tElepldn® parwvoik 150 isy st em
and includes at | east one central processing unit (CPU)
connected to a wireless telephone system 160 that also supports Caller ID.
Each user in system 100 has a wircless phone 170. Authentication server 135
10  knows each user’s wireless telephone number and stores the wireless telephone number in
a caller database. In some embodiments, transaction server 130, requiring user
authentication, may also be the same apparatus as the authentication server 135, without
any loss of functionality.
Embodiments will now be disclosed with reference to a functional block diagram
15  of an exemplary authentication server 135 of FIG. 2. Authentication server 135 runs a
multi-tasking operating system and includes at least one central processing unit (CPU)
102. CPU 102 may be any microprocessor or micro-controller as is known in the ast. For
example, CPU 102 may be a microprocessor, such as the Pentium III™ processor
manufactured by Intel Corporation. The software for programming the CPU may be found
20  at a computer-readable storage medium 140 or, alternatively, from another location across
network 110. CPU 102 is connected to computer memory 118. Authentication server 135
is controlled by an operating system (OS) that is executed within computer memory 118.
CPU 102 communicates with a plurality of peripheral equipment, including

computer network interface 116 and telephone network interface 112, Additional



102. CPU 102 may be any m croprocessor or mcro-controller as is known in
the art. For exanple, CPU 102 may be a m croprocessor, such as the gﬁﬁh I um
11'1 T 4 processor manufactured by Intel Corporation. The softvvazr'bﬂf
programm ng the CPU nmay be found 20 at a conputer readabl e storage nedi um
140 or, alternatively, fromanother |ocation across network 110. CPU 102

I S connect puter nenory 118. Aut hentication server |

controll edwg)yug)nlg?prgrati ng system (OS) that is executed withrn (S:‘?)lzl{)’a%er
menory 118. CPU 102 communi cates with a plurality of peripheral equipnent,
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trackball, or other input device as is known in the art for the manual
0l as”s “magnetic arok Orive. 11oppy drek arive compactdrak > c Y

r ead- onl y- mekeypad, (hGseRpAgkbell, iov ether inputidevied asris krsomedin tierasy figr the manist inpap nput er
readabl e nenory device as is known in the art 10 for storing and retrieving

data. Si gni fofdatat $tyrage medinge] A0asky e alcohveniynabrad/Riie SétdorylsGéhpdsad from CPU
102, and be connected to CPU 102 via a network 110 such as a |local area

network ( |—A"&g@éﬁd’@iﬁl@dzﬁd?ﬁoﬁﬁtdﬁkrdﬁvé,\%ﬁi}mctﬁisk%-drﬂ?-ﬁﬁﬂﬁfy (cH-rORNRARE 108
may be any suitable m crophone as is known in the dart fo
transistor-based memory or other computer-readable memory device as is known in the art
10 for storing and retrieving data. Significantty, storage medium 140 may be remotely
located from CPU 102, and be connected to CPU 102 viz a network 110 such as a local
area network (LAN), a wide area network (WAN), or the Internet.
Microphone 108 may be any suitabie microphone as is known in the art for
providing audio signals to CPU 102. In addition, & speaker (not shown) may be attached
15 for reproducing audio signals from CPU 102, It is understood that microphone 108 and
. speaker may include appropriate digital-to-analog and analog-to-digital conversion
circuitry as appropriate.
Data input port 114 may be any data port as is known in the art for interfacing with
an external accessory using a data protocol such as RS-232, Universal Serial Bus (USB),
20  or Institute of Electrical and Electronics Engineers (IEEE) Standard No. 1394 (“Firewire’),
Network interface 116 may be any interface as known in the art for communicating
or transferring files across a computer network, examples of such networks inciude

Transmission Control Protocol/Internet Protocol (TCP/IP), Ethemnet, Fiber Distributed

Data Interface (FDDI), token bus, or token ring networks. In addition, on some systems,



provi ding audio signals to CPU 102. In addition, a speaker (not shown) may
be attached 15 for reproducing audio signals fromCPU 102. It is
understood that nicrophone 108 and speaker may include appropri aﬁeDEE 2004
digital -to-anal og and anal og-to-digital conversion circuitry as

appropri ate Data input port 114 nmay be any data port as is known in the

art for &r{{ @gﬂgg with an external accessory using a da'ltjig@i] t ocol such

as RS- 232 Serial Bus ( USB)220 or Institute of and

El ectroni cs Engineers (IEEE) Standard No. 1394 ('Firewire'). Network
interfacel ¢ s _kpown in, the art for I cating
or transferr%fnqéga%gi g’léfgoné ?ngwdt%ﬂ’ﬁﬁﬁﬁaé@“& HEE net wor ks
i ncl ude Tra SE q %gnt rol coI [lnternet Pratocol (TCPILP),
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ring networks I n addition, on some systens, 5 2 7 DEC 2004 WD 02/01516
PCTI US01117 735 40 commniRisate wﬁheteﬂ@b@nelwm;s%dhus,ﬂte telephonenetworkcioterfezet ed t o
the data input port 114. Simlarly, tel ephone network interface 112

provi des coridetlows thy autbendigativniseiverat 35do cammmsicate dfiiprosciopmfivncat e with it
t el ephone network 150. Thus, the tel ephone network interface 112 allows

t he aut hent iteleplioneliser ver 135 to communi cate and process input froma 5
tel ephone line. FIG 3 is an expanded functional block di agram of CPU 102
and storage nedi BIG. 3li4@n exganied fuditional bRk Blapash dDCHU A% nitidium t hat

the functional elenents of FIG 3 may be inplenented in ha war e,

firmware, 040t s WelMadsstobd iaﬂﬁ Eﬂﬁ@ﬂ%

conput er -r eadabl e storage medi um 140 AS own I n gn@'ﬂsgfelﬂgr%fnaybe
processi ng ?rpha!r h,g{ga SSIRURE essor 202,
an appli cat F'gl Intertrace %% J:ztljn%act | onlh%gg%‘é %‘d%% %ﬁ"ﬁacal I
handl er 210, coHBﬁtgr Wéﬁ?esﬁc%ge%gébw %fa%ﬁo ! thG 3, central processing unit 102

10 is functionally comprised of a data processor 202, an application interface 204, a

transaction processor 206, and a call handler 210. Data processor 202 interfaces with

display 104, manual input device 106, storage medium 140, microphone 108, data input

port 114, Internet network interface 116, and telephone network interface 112. The data

processor 202 enables CPU 102 to locate data on, read data from, and write data to, these
15  components.

Application interface 204 enables CPU 102 to take some action with respect to a
separate software application or entity. For example, application interface 204 may take
the form of a windowing user interface, as is commonly known in the art.

Transaction processor 206 handies an electronic commerce transaction.

20  Transaction processor 206 approves or disapproves of transactions depending upon the
verification of a user by call handler 210, The results of transaction processor 206 may be
recorded on storage media 140 as a transaction log 242. Cal! handler 210 may be further

comprised of a caller ID processor 212 and a caller verifier 214. These components of call



di splay 104, manual input device 106, storage nmedi um 140, m crophone 108,
data input port 114, Internet network interface 116, and tel eplzqnﬁ[;nmuxlork
interface 112. The data processor 202 enables CPU 102 to | ocate data on,
read data from and wite data to, these 15 conponents. Application

I nterface 204 enables CPU 102 to take sone action with respect to a

separate sQfd yagi8aPpl i cation or entity. For exanple, appli | ..ot erface
204 may take the formof a w ndow ng user interface, as isfgg 7?‘}4known

in the art. Transaction processor 206 handl es an el ectronic comrerce

transacti on. hatdlef 2R iBedct Hiih B kRGGSSPler &%aﬁ%%}ﬁﬁgnagrbcﬂib%%gm\gﬁ%' or

transacti ons dependi ng upon the verification ser

210. The res ' r 20 recorded on storage
medi a 140 aslltEL trtgfﬁhseta%tlon :dggﬁ(jg?fgféfffbh% ‘g%\éﬂg%"?fay be further .
conprised of a cghhej:l racessor 212 and aller verifier 214, These
conponents of caIEiJIIbB‘iE%%g%%Wﬁ%%lw&MWMGHHMI er 210
interact with a known,. cal lngr .dat at%%;e 244, and may best be understood with
respect to tIEOTARISEMithEp cmBpdimertof the pressntipvention, Asshowrindedks®2imomss Fl G
4 is a fl owvacbipﬁgr,ap depicti ;lvg rocess 300, constructive and operative in
accor danck itllydetamines trapsactioressaver 13(his participatingin as lelretroriin bl ock
302, process 5 300 initially determ nes whether transaction server 130 is
par ti ci pat i rifpmpastiomthat requires auscr suthenticationoThis Hetermination mesy b aocoplished by

aut hentication. This determ nation may be acconplished by any nmeans known

in the art ianyimednskpowntimbhie ert] incliudinga edbleslobk-8p ofd 1ist bEEbstMICrdnsRASRCL | ONS
that require user authentication, or may be enbedded within a program being
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transaction server 130. Process 300, in block 304, may suspend the transaction while the

10 user is being authenticated.

In block 306, process 300 initiates transaction server 130 to sends authentication
request (also known as a “transaction notification”) to authentication server 135. The
authentication request may comprise a user identifier and a transaction identifier. The user
identifier can be any information that identifies the user as a party of the transaction,

15 including: name, social security number, or any other similar identifier. The transaction
identifier identifies the transaction that requires the authentication. Additionally, in some
embodiments, the user’s electronic mail address may also be encoded within the
authentication request. The notification is conveyed to authentication server 135 via
network 110. In embodiments that combine authentication server 135 with transaction

20  server 130, the notification may be sent intemally within the device itself.
In block 319, process 300 waits for authentication server 135 to respond to the
authentication request. Upon receiving a response from authentication server 135, process

300 determines whether the received response indicates that the user is authenticated.



1o user is being authenticated. In block 306, process 300 initiates
transaction server 130 to sends authentication request (also known as a
"transaction notification") to authentication server 135. The 77 DEC 2004
aut henti cati on request nmay conprise a user identifier and a transaction
identifier. The user identifier can be any information that identifies the

user as gﬁ@h%/éﬁég]et he transaction, 15 including: nane, Sommﬁaﬁ?}é’p“y

nunber, r simlar identifier. The transaction
identifies the transaction that requires the authentication. Additionally,

In sone en‘gﬁg! ’@PEE ‘ ' r ORI | i so be
encoded within the Eﬁ%ﬁﬁcg%fj%@%égﬁgs .OEF%e eﬁi#@?‘?%?%ﬁ“?@ conveyed to
aut henti cation seryver 5 via .nefwork 110. |.n.enmbpdi t hat conbi ne

aut hent i cat ABH° r\’/l@?ki@%%wwf'r el WSZ‘{?FBQE\”?F&P b@g,ﬁf'he notification
may be sent internally wthin the device itself. In block, 310, process 300
wai ts for aut henFYE28paphFliGShare ﬁ%sﬁméwm&wﬁm fehat i cation
request. Upon receiving a response from authentication server 135, process
300 det er m mspectively Hrecess40¢ andAS50 dlascribe the authentisationsequenedfom thepointef | s
aut henticated. 7 2 7 DEC 7004 WD 02/01516 PCTI US01/ 17704 \Wen the user is
aut hent i dat sigwxf anthenticatibreserver 435. cAutheatication $8%cr 185 eeceivesmmithientication
approved, ‘bl ock 312. Qtherwi se, the transaction is disallowed in block 314.

FI G 5a andrdqiést obtramsictioh notifichtiog fienrthelrmisadtion gerpérdd0 sbl4lO40aNd 450,
respectively. Process 400 and 450 describe the authentication sequence from

the point oOffranactibg SO 08IBEddes tHe QBerSdentifiér shd the tARidE6H idemifiePRoh el Ver
135 receives an authentication request or transaction notification fromthe

transacti onueqintRhtichlbh requédt.f Kotk 303, trhhARKATroREsoP i g srtes £ Binsd@fordes the
user identifier and the transaction identifier from
~ PIN that comprises a sequence of numbers, between zero and nine. The sequence is used

10 in conjunction with a user’s wireless telephone number to authenticate the user’s
participation in a transaction. Note that in some embodiments, the transaction PIN may
contain alphanumeric characters including as well the'symbols “** and “#”, words or a
sequence of letters that can be entered via a telephone keypad.

Embodiments that generate numeric transaction PINs may generate a pseudo-

15 random number by any means known in the art. Embodiments that use letters mey
generate a pseudo-random series of letters and numbers or may use a dictionary to
generate the transaction pin. Some embodiments look up the usér’s entry in the caller
database 244, and append or store the transaction identifier and the transaction pin as
fields in the caller database 244, or as part of the transaction log 242,

20 In block 405, process 400 transmits the transaction PIN to the user. The transaction
PIN is sent to the user by transaction processor 206 via network interface 116 and network
110. In all embodiments, the user is provided a telephone number that they are required to

call to authenticate themselves as a valid user in the transaction. The telephone number

provided is connected to authentication server 135 via telephone network 150. In some



the authentication request. In block 403, transaction processor 206
generates a transaction PIN that conprises a sequence of nunbers, between
zero and nine. The sequence is used 10 in conjunction with a useBES 2004

wi rel ess tel ephone nunber to authenticate the user's participation in a
transaction. Note that in sonme enbodi nents, the transaction PIN may contain
al phanuner wp ¢h@sact ers including as well the 'synbols "*" péfustirrgsor ds
or a sequence of letters that can be entered via a tel ephone keypad.

Enbodi ments that generate numeric transaction PINs may generate a pseudo-
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may generate a pseudo-random series of letters and nunbers or nmay use a

dictionary tgrmeeRehad @lgmbg%;%gg%dd%@%ﬁo -Hﬁilﬁgmqisgeé%%y{tﬁée)k up the

user's entry in the caller d append or store
transaction j el duii IEFE ' | fields,ip the caller
dat abase 244%81*??6&53 pgfﬁ %Jr Pﬁx etr gﬁ%@%l@gﬁ%%ggﬁ °W?‘P1“@F&ﬁ“° :
process 400 ] t he transactjon PIN to.th ser. The tran tion PIN
is sent to t %ﬂﬂ?@ra%n{%ﬁ;&gﬂg 5%“3'?58' %é%&?d“ﬂﬂ% ‘?}fpj%fé? fensectiordtdNt ace 116
and networ k 10., I n al.l | the user is provided a tel ephone
nunber t hat lﬁk@? %W?Yéﬁﬁ%ﬁig@g&%" P8%o aut henticate thensel ves as a
valid user in the transaction. The tel ephone nunber provided is connected
to authenti cati orfreesss A0 of 4G, Shauthenticstes the usenbyawatchingthe user'sosliers 2 7 DEC
2004 WO 02/01516 PCTIUSOI /17704 enbodiments, the tel ephone nunber is
conveyed by idensified avirgfess phone numberovithatherinisacsionl PBY provided byprocesed00in a cal | er
dat abase 244, and then electronic-nmailing the user convey the telephone
nunber. Ot heflGe fib i msertcalls the prostided telephorichembéreraching duthientidation shras 338 ncoded
Wi thin the authentication request. Still other enbodiments display the
transacti on Adithentication server 135 receives the call from the user at block 402. In block 404,
10  Authentication server 135 identifies the user by matching the user as a caller from a

certain wireless phone number via caller ID. Authentication server 135 receives the call

via its telephone network interface 112. The call is then routed to call handler 210. In

some embodiments, the caller ID signal delivered as a V.23 modem signal between the 1st

and 2nd ring cycles. In embodiments connected to an ISDN line, the Caller ID is delivered
15 over the D (signaling) channel at the initial onset of call setup in compliance with ITU-T

specification Q.81.3. Regardless of the implementation of caller ID, the caller ID

processor 212 derives the user’s telephone number. Caller verifier 214 takes the telephone

number and looks up the caller identity in caller database 244,

If the telephone number cannot be determined, or the caller is not a known user of

20 the system (as determined by caller database 244), the phone call is ignored, and

authentication server 135 hangs up, block 408.

Otherwise, if the caller is identified as a known user in caller database 244, the

caller is prompted to enter the transaction PIN, block 410.



5 before the user via a Wrld-Wde-Wb page. Process 450 of FIG 5b

aut henticates the user by matching the user's caller- identified wireless

phone number with the transaction PIN provided by process 400 ingRl@&EC Hgk

The user calls the provided tel ephone nunber, reachi ng authentication

server 135. Authentication server 135 receives the call fromthe user at

bl ock 402. In block 404, 10 Authentication server 135 idenfjfi user
oS,

by mat chi WP $¥M5¥¢ser as a caller froma certain wireless r via
caller 1D Authentication server 135 receives the call via its tel ephone

network interfa 112. The | is,then routed to, call handler 210. In
some enbodi ment gl?ﬁ‘t@"ﬁ’&?‘?%ﬁﬁ# ﬁ%ﬁk‘ﬁeaﬁf@w@%ﬁm@”& seﬂq’}% ¥si gnal
between the 1st and 2nd ring cycles. In enbodinents connected to an | SDN
line, the Cpuoress 49(as dﬂmn&ﬂgryéana@nmmcqsmm,(ﬂmwa%wt@#ameﬂ at the
initial onset of call setup in conpliance with |ITU T specification

Q 81. 3. Reguamihation serivert 130 is infdrmes of the authentitation|by éntein® netwask éngérfage 116)
processor 212 derives the user's tel ephone nunber. Caller verifier 214

t akes the tblociodne nunber and | ooks up the caller identity in caller
dat abase 244. |f the tel ephone nunber cannot be determ ned, or the caller

i s not asknown USeHe thinsaclbhn PINPerftered By'he aallet 8663 mbi M Mohed YheCoe lsélit télthe abase

244), the phone call is ignored, an aut henti cati on server 135 hangs up,

bl ock 408, et Wisfindd by il Bfocsor'205, V54 lvhution sIAOH ags c2U | er

dat abase 244, pronpted to enter the transaction PI'N, bl ock

10,0 B AR R M kB e )
determ ned Dy diann e tin e 352 8F opportimity 6 rélEitlr thenb RN PIC HiS% 2nd
416.
10 The outcome of the authentication may be recorded in a transaction log 242.
The previous description of the embodiments is provided to enable any person
skilled in the art to practice the method. The various modifications to these embodiments
will be readily apparent to those skilled in the art, and the generic principles defined herein
may be epplied to other embodiments without the use of inventive faculty. Thus, the
15 present invention is not intended to be limited to the embodiments shown herein, but is to
be accorded the widest scope consistent with the principles and novel features disclosed

herein.
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transaction server 130 is inforned of the authentication by internet
network interface 116, block 414. s |If the transaction PIN entered by the
call er does not matches the one sea to the wuser, as determ ned q C 2004
transacti on processor 206, the authentication fails, and transa ti@%
server 130 is informed of the failure by the internet network interface
116. In sonme enbodinents users can be offered an opportunity to re-enter

t he transggikﬁﬁagéugﬂgépck 416. 10 The outcone of the authentication may
be record ' ttion log 242. The previous description of the
enbodi ments is provided to enable any person skilled in the art to
practice the nethod. The various nodifications to these enbodi nents wl|
be readily apparent to those skilled in the art, and the generic principles
defined herei n Amegpreerapps | ecmpoisihgr enbodi nents wi thout the use of

i nventive faculty. Thus, the 15 present invention is not intended to be
limted to the enbodj ments shown herein, s to be_accorded the w dest

but_ i
scope cons@%taethfihww%%r%%me%p%mt%%v@' ? B LR ELSH sBROSed herein.
10 2 7 DEC 2004 IN THE CLAIMS: 1. An apparatus conprising: an
aut hent i cavdreneicat iopereredr byawingt ai | er, sai d authentication server
havi ng, a cal |l er database storing a phone nunber of a cellular phone

correlated to &, usel [0egLE[hghe cSHISY ROMNSRE hOKBLESE aCQRRRRISY 1O

phone correlated to a user identifier,

a first network interface, connected to a computer
network, configured to receive a transaction notification of
a purchase of one of goods and services from the retailer by
a user from a transaction server operated by the retailer,
the transaction notification containing a user identifier
that identifies the participant to an electronic

transaction,

a second network interface, connected to a telephone
network, configured to receive a cellular phone call from a

caller with a caller cellular phone number, and

a single processor, connected to the first network
interface and the second network interface, wherein at the
first network interface, the processor is configured to
match the user identifier to the cellular phone number in
the caller database and generate a transaction pin, said

transaction pin being unique to the purchase, the first

11



networ k, configured to receive a transaction notification of a purchase of
one of goods and services fromthe retailer by a user froma trgns@ﬁ%P@
server operated by the retailer, the transaction notification caontai S a
user identifier that identifies the participant to an electronic
transaction, a second network interface, connected to a tel ephone network,
configured to receive a cellular phone call froma caller with a caller

cell ular phong, ML er ﬁ@eafékﬁ%k&iﬂaggﬁé?9£an§989?8£

e
net wor k inter?ace and the second net i nterface, wh
network interface, the prqcessor is configured to, tch _the er

denti 11 erPREt SREPRRY T RER BhonBenaREeRdi AEEoHER 4P FEF EASEabasBoand
generate a transaction pin, said transaction pin being unique to the

pur chase, PFeCE$FQE RUOMPYSDERe 20BL 1Akt iBF k2| ARbteHCE g§ﬁﬁ/§ﬁ€Fh@nt Rén,
transaction pin to the participant, and at the second network interface,
the processarppeoapsort hdenhifeesf oheacghlérercslinhasaphoor piimbethe
processor identifies the caller cellular phone nunber, and the processor
authenti cajrd the pestésspansuvhentibgtesatherpsetivipanphenennunber and

t he phone nunber of the cellular phone correlated to the user identifier
mat ch and

gihptBhEhU rst

rein at the first

caller cellular phone number and the phone number of the
cellular phone correlated to the user identifier match and

the transaction PIN and the caller’s transaction pin match.

2. The apparatus of claim 1, the processor further

comprising:

a transaction processor that matches the user phone
number to the user identifier, generates the transaction
pin, and authenticates the participant when the caller
cellular phone number and user phone number match and the

transaction PIN and the caller’s trangsaction pin match.

3. The apparatus of claim 2, the processor further

comprising:

a caller ID processor, connected to the transaction
processor, configured to identify the caller cellular phone

number,

12



the transaction PIN and the caller's transaction pin match. 2. The
apparatus of claiml1, the processor further conprising: a transaction
processor that matches the user phone nunber to the user |dent|fT§§P2mn

generates the transaction pin, and authenticates the participant en the

caller cellular phone nunber and user phone nunber match and the
transaction PIN and the caller's transaction pin match. 3. The apparatus of

claimz2, the prﬂffésgﬁsawﬁage&fcefg{ﬂn%ngthé 59%!:@& Lp  PLeERgsor, connect ed

to the transactlon pr ocessor I gured to dentl e ca el lul ar
phone nunber. 7 DEC 2004 4. The apparatus of cIa|n13 t he processor
further co%%W?E+%bn a caller verifier, connected to the transaction
processor, configured to match the user identifier to the wuser cellular

phone nunber inatdglTet! e&rdot abas€onfhectedet HOhe 0FPANERBHLIONEYI St eri ng,
in aretailer's caller database |ocated on a retailer's server, a cellul ar

phone numigr Ol 8o lSelonEOGLELA €4 £Qr8nUSRL LPEPI ALAL Ifier to the

user cellular phone number in the caller database.

5. A method comprising:

registering, in a retailer’s caller database located on a
retailer’s server, a cellular phone number of a user

correlated to a user identifier;

receiving a request made by the user to purchase one of

goods and services from the retailer;

receiving a transaction notification via a first
network interface located on the retailer’s server, the
transaction notification containing the user identifier that

identifies the participant to an electronic transaction;

matching the cellular phone number correlated to the

user identifier in the caller database;

generating a transaction pin, the transaction pin being

unigue to the purchase;
forwarding the transaction pin to the participant;

receiving a phone call via from a caller with a caller

13



receiving a request nade by the user to purchase one of goods and services
fromthe retailer; receiving a transaction notification via a fi#§stpee 2004
network interface located on the retailer's server, the transaction
notification containing the user identifier that identifies the
participant to an el ectronic transaction; matching the cellular phone
nunber correlated to the user identifier in the caller database; generating

a transact| i n, e transaction.pin, being. unigue to th urchase;
Forwar af g tas PambaE 1A " R v BRa bR r R e phRr e ar O RB BR o RERe cal
via froma caller wwth a caller 13 2 7 DEC 2004 phone nunber via a second
network i nferduter | Bc38EWEHH the retailer's server: pronpting the caller
for a caller transaction pin; verifying that the caller is a user when the

cal ler Phone yrfebe2ad {he ceilubarophgngafyabet  JRLaBE18AIpYRLI TYI NG

that the caller 1s a participant to ectronic transacti on when the
transaction pin and the caller transaction pin match. 6. The nethod of
claimb5, furtheverbfipingi tigat athdendlitati ig shesasewheh the ehdtetonic
transacti on

phone number and the cellular phone number match; and

verifying that the caller is a participant to the
electronic transaction when the transaction pin and the

caller transaction pin match.

6. The method of claim 5, further comprising:

authenticating the user of the electronic transaction
when the caller is verified as a user and when the caller is

verified as a participant to the electronic transaction,.

7. The method of claim 6, further comprising:

informing a transaction server whether the user of the

electronic transaction is authenticated.

8. The method of claim 7, further comprising:

canceling the electronic transaction when the user of

the electronic transaction is not authenticated.

14



when the caller is verified as a user and when the caller is verified as a
participant to the electronic transaction. 7. The nethod of claim®,

further conmprising: infornming a transaction server whether the usel !l 20
el ectronic transaction is authenticated. 8 The nethod of claim?7, further
conprising: canceling the electronic transacti on when the user of the

el ectronic transaction is not authenticated. 14 2 7 DEC 2004 9. The net hod
of claim8, further conprising: recording an outconme of the user
authentication in a transaction log. 10. The nethod of claim9, wherein

generatingga tr ' EN.4 S:ACKO | ngk ati,ng a pseudo-random
conbinatio%'of %ﬂ%gg%%HQ%dBFe?%g%Q.§12?h#ﬁgggegﬁgggg§£§%éin19,pmherein
generating a transaction pin is acconplished by generating a pseudo-random
selection of arsosddingwandsutcomeaocfli theéonaey. alfheAttoapubar ineadabl e
medi um encoded with data and instructions, the data and instructions
causi ng an-apRasst tSn eX&cuting the instructions to: register a cellular
phone nunber and a correlTating user identifier in a caller database
residing on a retailer's

10. The method of claim 9, wherein generating a transaction

pin is accomplished by generating a pseudo-random

combination of numbers and letters.

11. The method of claim 9, wherein generating a transaction
pin is accomplished by generating a pseudo-random selection

of a word or words from a dictionary.

12. A computer-readable medium encoded with data and
ingtructions, the data and instructions causing an apparatus

executing the instructions to:

register a cellular phone number and a correlating user
identifier in a caller database residing on a retailer'’s

server;

receive a transaction notification via a first network

interface residing on the retailer’s server, the transaction

15



server; receive a transaction notification via a first network interface
residing on the retailer's server, the transaction 15 2 7 DEC 20047 DEC 2004
notification containing the user identifier that identifies a participant
to an electronic transaction; match the cellular phone nunber to the user
identifier; generate a transaction pin, said transaction pin being unique
to a transaction; forward the transaction pin to the participant; receive
a phone call via froma caller with a caller _phone nunber via a second
network i neteFibteatrienaraRtakning thetupesrideneifepr phakpidentiéarPer for
a caller transaction pin; verify that the caller is a user when the caller
phone nunbepamhicipantetdusarephoneonuaberanaachionnd verify that the
caller is a participant to the electronic transaction when the transaction

pin and the caller, transactio in match. 13. The conputer-readahl e medi um
of ol aim 12,  MBRaR ot AR doot hot BPRORE BUBRFRGEPRELpPEPE: JSCBkocHETNG t he

instructions to: authenticate the user of the electronic transaction
generate a transaction pin, said transaction pin being

unique to a transaction:;
forward the transaction pin to the participant;

receive a phone call via from a caller with a caller
phone number via a second network interface residing on the

retaller’s server;
prompt the caller for a caller transaction pin;

verify that the caller is a user when the caller phone

number and the cellular phone number match; and

verify that the caller is a participant to the
electronic transaction when the transaction pin and the

caller transaction pin match.

13. The computer-readable medium of claim 12, the data and
instructions causing the apparatus executing the

instructions to:

authenticate the user of the electronic transaction
when the caller is verified as a user and when the caller is

verified as a participant to the electronic transaction.
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when the caller is verified as a user and when the caller is verified as a
participant to the electronic transaction. 16 2 7 DEC 2004 14. Th
conput er -r eadabl e nedi um of claim 13, the data and instructioﬁ@Tgah§Whg

t he apparatus executing the instructions to: informa transaction server
whet her the user of the electronic transaction is authenticated. 15. The
conput er -readabl e nmedi um of claim 14, the data and instructions causing

t h . . t
L anchbtt ont anon Ene Bt OErroRARBYE h2dRhCor JATARY, 13, ELECHACH! fna

aut henticated. 16..The conputer eadab e nedi um of _cl ai t he data and
i nstructi ohs® %ﬁﬁg?hﬁn?hﬁan%bﬁ?af S %RE%E?FH@ ?ﬁ%chHE?rghFlons to: record

an outcone of the user authentication in a transaction |log. 17. The
conputer-rb%ﬁ%ﬁm%th%@$uﬁ9bf claim 16, wherein generating the transaction
pin is acconplished by generating a pseudo-random conbi nati on of nunbers

and letters. 17i§36£ﬁK5299§nsaction server whether the user of the

electronic transaction is authenticated.

15. The computer-readable medium of claim 14, the data and
instructions causing the apparatus executing the

instructions to:

cancel the electronic transaction when the user of the

electronic transaction is not authenticated.

16. The computer-readable medium of claim 15, the data and
instructions causing the apparatus executing the

instructions to:

record an outcome of the user authentication in a

transaction log.

17. The computer-readable medium of claim 16, wherein
generating the transaction pin is accomplished by generating

a pseudo-random combination of numbers and letters.

17



18. The conputer-readabl e nmedium of claim 16, wherein generating the
transaction pin is acconplished by generating a pseudo-random sel ection of
a word or words froma dictionary. 19. An apparatus conprising: an
authentication server operated by a retailer, said authenticati oh? $&E 280
havi ng, a cal |l er database storing a phone nunber of a cellular phone
correlated to a user identifier, a first network interface, connected to a

comutel ngtverky S BUESlelBebEEhLg: ol EETSRELLCTIOLHLLRE 0", O 2

erelll
pur chase of one 0 d Servi by a%tYer froma

transacti on server operated bg the retailer, the transaction notification
cont ai ni ng@&NeeRr 1R HF f FERNSRRGL OR AR %?e@c?ﬂ'@pﬁj&?{"?éi B¥nfep§raning
electronic transaction, a second network interface, connected to a

t el ephone are$eRdR; rae@ddngaebactdoneeti gewardepruvardghbnemcal | from a
caller with a caller cellular phone nunber, a m crophone for providing
audi o signdisttomaegted to an analog-to-digital circuitry, and 18 2 7 DEC
2004 a single processor, connected to the first network

19. An apparatus comprising:

an authentication server operated by a retailer, said

authentication server having,

a caller database storing a phone number of a cellular

phone correlated to a user identifier,

a first network interface, connected to a computer
network, configured to receive a transacticn notification of
a purchase of one of goods and services from the retailer by
a user from a transaction server operated by the retailer,
the transaction notification containing a user identifier
that identifies the participant to an electronic

transaction,

a second network interface, connected to a telephone
network, configured to receive a cellular phone call from a

caller with a caller cellular phone number,

a microphone for providing audio signals connected to

an analog-to-digital circuitry, and

18



i nterface, the second network interface, and the anal og-to- digital
circuitry, wherein at the first network interface, the procesgqrpf(szipi
configured to match the user identifier to the cellular phone nunber In
the call er database and generate a transaction pin, said transaction

pi n-being wunique to the purchase, the first network interface forwarding
the transaction pin to the participant, and at the second network

i nterface, thesgropessor pronpts the caller for a caller's transaction

pin, the proces3ofiNFHRBTPFEISPhe CAPPerted! Fal Bire phdhet nifb¥PTXand t he
processor authenticates the participant when the caller cellular phone
nunber andinterbieme bHugbeecondthetwerkulnterphope 20dr bhat agategthe-user
identifier match and the transaction PIN and the caller's transaction pin
mat ch. 20.didiet@bpat edwst oy, chvaere i, at heher bressonetwoirheinterpacs,ng: a
transacti on processor that matches the user phone nunber to the user

identifierthéeﬁﬁ6@é§§o£hfstééﬂ§§§&f9@ tP Rat RO AU NBBLI ¢aLREiERBr to
partici pant when the caller ul ar phone nunber and user phone nunber

mat ch and n gﬂﬁ% Falﬁ1§€él?%lfe£r8g§gggggurﬁﬁn match. 19 2

7 0 EC 200 e ap us 0 pr oCessor

generate a transaction pin, said transaction pin-being
unigue to the purchase, the first network interface
forwarding the transaction pin to the participant, and at
the second network interface, the processor prompts the
caller for a caller’s transaction pin, the processor
identifies the caller cellular phone number, and the
processor authenticates the participant when the caller
cellular phone number and the phone number of the cellular
phone correlated to the user identifier match and the

transaction PIN and the caller’s transaction pin match.

20. The apparatus of claim 19, the processor further

comprising:

a transaction processor that matches the user phone
number to the user identifier, generates the transaction
pin, and authenticates the participant when the caller
cellular phone number and user phone number match and the

transaction PIN and the caller’'s transaction pin match.
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conprising: a caller ID processor, connected to the transaction processor,

configured to identify the caller cellular phone nunber. 22. The apparatus

of claim 21, the processor further conprising; a caller verifje nect ed
e 0ES A48

to the transaction processor, configured to match the user i r to

the wuser cellular phone nunber in the caller database. 20
21. The apparatus of claim 20, the processor further
comprising:

a caller ID processor, connected to the transaction
processor, configured to identify the caller cellular phone

number.

22. The apparatus of claim 21, the processor further

comprising:

a caller verifier, connected to the transaction
processor, configured to match the user identifier to the

user cellular phone number in the caller database.
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