Met hods and devices for transmtting data to a nobile data processing unit
1. Technical field The present invention relates to nethods and devices for
transm t twoQoahzi4sd3s0 a nobi |l e data processing unit. 2. Poe/mpeesni@st Mbil e
data processing units such as hand held conputers, PDAs, intelligent no
bil e tel ephones, etc. beconme nore and nore popular. One reason is that the
mul timedia capabilities of these devicgs are constantly increasing. For
exanples nmo bile tel ephones nowadays include a wide variety of functions
whi ch exceed the basic necessities of conmunication, However, one
difficulty encountered with such nobile data processing systens is the
downl oad of data, in particular if the size of the data is conparatively

| arge so that a downl oad via a standard nobile comruni cation network is

sl ow and expen sive. For exanple obtaining and installing a new processing
application for a nobile tel ephone such as a new ganme over the GSM network
is only feasible, if the game can be conpressed to _a small| anpunt of data.
Anot her al t er Mattheds axl deyiess foetransmigting Bptactogamabie datasprogessingiunit o a
personal conputer, which is in turn connected to the internet. This
approach allows in case of a high speed internet access of the personal
conputer 0 quiTdhnicddywigoad | arge anount of data and to forward it to the
connected nobi l'e data processing unit, . nsi derabl e techni cal

] C Howeyer, a ¢o

experti se abdbe PessapluinapRiion; Fedates toemadeds apg deyiges é’édﬁ%‘&“ﬁ%ﬁ?f& fAder, who
intends to t 1 . a provider onto the nobile data processing
unit in thi sgﬁﬁgg%t %26%\8/%{%{3}&2 this overall difficulty, it is known in the
prior art, for exanple fromthe WD 2004/ 088983, the WD 03/088027 and the WD
03/ 088655, to provide a set top box or the |like for receiving data, which
conprise a cénvBR&REAr B evi sion signal and additional data. The additiona
data are,5epafiRGald HELELRLELE et Ahakil GBRI codffhidrd) DX, iRkRgEnIRANET
transm ttlzd %&g gil%g}gjr&tso § m)b;é e telaephonecto ' &

bile telephones, etc. become more and more popular. One reason is that the mul-

timedia capabilities of these devices are constantly increasing. For examples mo-
bile telephones nowadays include a wide variety of functions which exceed the
basic necessities of communication.
15
However, one difficulty encountered with such mobile data processing systems is
the download of data, in particular if the size of the data is comparatively large so
that a download via a standard mobile communication network is slow and expen-
sive. For example obtaining and installing a new processing application for a mo-
20 bile telephone such as a new game over the GSM network is only feasible, if the

game can be compressed to a small amount of data.

Another alternative is to connect the mobile data processing unit to a personal
computer, which is in turn connected to the internet. This approach allows in case

25  of a high speed internet access of the personal computer to quickly download
large amount of data and to forward it to the connected mobile data processing
wnit. However, a considerable technical expertise about computers, the internet,
etc. is required from a user, who intends to transmit data from a provider onto the
mobile data processing unit in this manner.

30



becone accessible to a user. In such a system there are two conflicting
obj ectives. On the one hand, the pro vider of the additional data may want
to i nfl uenoeotdnasasent ent to be di splayed on the nobil e ®oTtEPOdOSOM®oLSEr. On
the other hand, the user of the nobile unit itself wants to keep control,
whet her and which data are to be displayed on the nobile unit, preferably
in a somewhat simlar manner as browsingon the internet. It is therefore a
probl em of the present invention to provide an inproved nethod for
transmtting data to a nobile data processing unit froma set top box or
the 1ike, WnGRo@udifs KRk bRl A4 BlwPln hBGRAGH! fpaRlmialeand the
user of the nobile unit wth bal ancéd possibilities to 1nfluence e dat a,
whi ch are acthaWQ 2004083083t gt WO OROSRG hrel thei WO 83/08hifaty pafvidehe

i nvention Accortdi %g to onllcle1 a gect.of he i‘nvgnti on, this ir%gl m.i.s sol ved
by a method FBriop PSERIMG P RRLts s delaonRiFE CompHie? Sewelited irvion

conpri sing t REmbOAAONIdIGorY €RS; The REGELNA NGd Ae s‘éﬁ&zﬁteﬁﬁﬁ-&n%éjte?é\%ﬁ& audi o
and / or television reception device, wherein the data are inclu ed in a

t ransport 5 st Siam o1 igiagiirelessanginst adsmitted ta e PBA of tna siohilatdephonekd r act i ng
the data froripeéoq eécrcgsr%ﬁﬁg t slream of digital audio and / or television
signal s; and- "Sending e e%r?ﬁm’gneti c signals by the digital audio and / or
television re ception device to transmt the extracted data fromthe

digital audio and / or television reception device to the nobil e data
processi ng ubt fuchyhaystson there ask fvaceriticing ebiastevesr@ndlg enekpndy the rpe

digital audi g;an Q | evi sl r L vihce t 0.the bil e data
processi ng u(r%}d%pgggﬁ)z{dfiﬁ%rn gls%ﬁo%ggyt\g&%gér :mo Fg(g ﬂh(réecaétéeg?t)so l?erctl)ls *]%ego Hobi | e
dat a processilegmuobild uifi2 Q0 thet wset.M@n chegothed haadgdihe wetof thermblileimis itedf

reception device 00). The inventiaon is based on the idea to use the nore
and nore poptliiaas téijkﬁf’ﬂ 8‘Pnt’§E>dW ethgropnd which dptgire fobe fispleged omtheapplits, al so

cal l ed set tgpit BRXRRHIAl QU HHaPEnfiBF Bladner as browsing on the internet,

It is therefore a problem of the present invention to provide an improved method
15 for transmitting data to a mobile data processing unit from a set top box or the
like, which provides both, the provider of the additional data and the user of the
mobile unit with balanced possibilities to influence the data, which are actually

transmitted to the mobile unit.

20
3. Summary of the invention
According to one aspect of the invention, this problem is solved by a method for
transmitting data to a mobile data processing unit, comprising the following steps:
25 - receiving the data with a digital audio and / or television reception device,

wherein the data are included in a transport stream of digital audio and / or

television signals;

- extracting the data from the transport stream of digital audio and / or televi-

30 sion signals; and



ing the broadcast digital television signals, but to include into the main
transport stream of broadcast -nedia additional data. Once the conbined

si gnal hasoheem4sss6ei ved, the additional data are extraeCedrand/os®at as an
el ectromagnetic signal fromthe set top box to the nobile data processing
unit, i.e. a unit which is preferably separate and not related to the
ordinary function of the digital audio amd / or tel evision reception

devi ce. The periodical requests fromthe nobile data unit to the digital
audio and / or tele vision reception device provide preferably a regul ar

possibility for tsl,%ﬁ‘dlﬁgrHe%HBmQé&‘ﬁc%‘?ﬁnaﬁs%?%dd@ﬁély gfoaa&dO/ (T)lhf%le%t?n e-data

processing unit. The new data nmay be data requeste he user al s
data which the pr@pﬁl@tedemmmgratnemttdhc eximmtetdedhtaﬁdlmmsshgltay addhsrmhayeeﬁl by the

nobi | e data proces uni t ch a n i ortant nessa The user, on
the ot her hand, c ﬁ@de?WPPﬁgﬁﬁﬁe?%@loVQLQ ﬁmﬁéﬁ?%ﬁ%?%gﬁﬁbw herginthe it is
preferably al \/Vaysexlrﬁ&edrﬁﬁ)ﬂa.'a?e &hﬁsﬁﬁl@t@d (ﬁrmﬁ R ugedl duaﬁ%fd ! Sy dy £ at es
t he communi cation with 8|ta audio and 7 or television recep tion

devi ce. Fdrther, qepf@me@qucef(éﬁ Joritbe mwbde kiatblmo@amg veih (19) fiis saspohsbyto t he

periodic request ddi nal anous reques bile
dat a processing j)r? f)dlfngll %“es’%.‘g‘m?gfe Qﬁ %ﬁ@r(?ce%srm ‘él}lé(slzlog mah g&%g& on-
device. Pr eferablayldlotdﬁa/ﬂptdmlémf&aﬁfonml(gm storing the extracted data
in the digital audio and / or television reception device and presenting a

nmessage to a user about the avallablllty of the extracted data, for exanple

on the recentian, g, I by AR 0 LSRDASE! £l fsleovllon a8l gThus. the

user can control Whi ch o ar ety

audi o ando/ candt/ef tb‘]lﬂvmmmrebqﬁ@lﬂtdeonedaiﬂoctﬁﬂecaﬁ@ tdp baxak,l ot bilgToficetiod onto
his nobil e data_processing unit. For exanple data repre senting a table
with all resdf§ fedirogicag ggtal tt?iﬁ‘flﬁﬁﬁékﬂnalsvthctﬁ nglydpwio thermaigdinseqrt mat t er

of a related sgbﬁhtoqlbréﬂc%{' ¢ aﬁ&%ﬂﬁgc%k. %c% R4S YR sqgl a?fhta%) p3eiser for

transfer onto his nobil el ephone or transm ssi o dat a
fromthe di g|r¢®ivedudlemddmd>nal data bed entisiedrandeseaptd ameréeuoﬁmgﬁeﬁctstgexahbbl | e
dat a processizn nit odi nent erfor d in response
P ﬁ‘o% e set topsboxnto tﬁe m %q ata proc Ssing unlr%re 1.e. a unit which is pref-
15 erably separate and not related to the ordinary function of the digital audio and /

or television reception device.

The periodical requests from the mobile data unit to the digital audio and / or tele-
vision reception device provide preferably a regular possibility for the content
20 provider to send new data to the mobile data processing unit. The new data may
be data requested by the user but also data which the provider wants to be re-
ceived and possibly displayed by the mobile data processing unit, such as an im-
portant message. The user, on the other hand, can also influence the overall com-
munication, since it is preferably always the mobile station or the user itself,
25  which initiates the communication with the digital audio and / or television recep-
tion device. Further, requests for other available data can be issued by the periodic
requests or by additional asynchronous requests from the mobile data processing

unit to the digital audio and / or television reception device.

30 Preferably, the method further comprises storing the extracted data in the digital
audio and / or television reception device and presenting a message to a user about

the availability of the extracted data, for example on the reception device and / or



to a user input at the digital television reception device or an intercon
nected television. This nmay for exanple be achieved by providing one or
nor e sui twbl2eodnds43ens on the renote control of the digitrall/Eeaisoi@ed / or
television r e ception device or the device itself. In another alternative,
the final transm ssion to the nobile data processing unit is performed in
response to the digital audio and / or television reception device
receiving a signal fromthe nobile data processing unit. Also a conbination
of the two initiating events is possible. Preferably, the periodical
requests from feremBichied datAsibh 96 Thi) Ihd!Bid: cAR LYRrdIaf SNNGRED HeZ@uta | east
a part of the data in the nobile data processing unit with a set of ‘data
stored in thewhichiatabtosddinghadigitel ewdie ehéviositeavisieeapedptian deviceeare Aecor d

ingly, the content provider, can influence the content of the ta finally
tranani tted (B eREERESTe 2B mitBls BBk SREN e Fertvle BRGRRI "aud o
and / or tel exhSh®n tdR€ athiafcdtNiofQ sokded téutBarhéraNwhieh hasbéRane alibjeitgi t al
audio and / or television sig nals wherein these data are forwarded to the

nobi | e datSa prateEsdimtelaed digitel levisen brradeasbsee geade aygiiehe énpaaei s, In a
preferred e i . L.odi ts of the nobile data processing
unit are exggﬁggggghoghgﬁpghéF%ggﬁﬁggre'§iab|y W t hout user input.
Furthernore, the refresh interval between the periodical requests can

preferably be_changed. The value for the refresh interval js transmtted
fromthe di gitlg transgitsignel fheglata Bpa\the digitar ap sﬁngr{ A delersiongesdpiionphi | e

data pr OPeSSidégic‘éZi;ttheoﬁq%ﬁ§ @th%{)ﬁ&cg%%ré]ﬁ{it,% fDodd PG HEAL r{oﬂged in re-
synchroni zati on. a result, e cortent provider can easi|ydeterm ne, how
qui ckly tive mpbhdectodatuaerpinpetessthagligital ttelewsibo rbeeptipd alceide wirtan intsncabat a.
Furthernore, the user. (s t di sturbed t he repeated background polling
of the nobi | élea%%flarelﬁm@élsgfﬁﬁgmmqr.e %P%@F@F’V‘{)dh@’ PEPILLR OPACEIVEF has a

length t of IgSasietufiordOsn thEefotcScdiol bf MeAdibaafMANIROEHURIevidion RS
presently preferred, the content of the transport streamof digital audio

and / or .t el e¢psondesegerhs davide ttiwdf. doanaher afertabize.ithe ioddungdatsaioarte
related. Thi s, 2spRGE a9f drbGeliny St LM AoBmBRE LSH0 AL L ¥ HAP L 8atio and /

15  or television reception device receiving a signal from the mobile data processing

unit. Also a combination of the two initiating events is possible.

Preferably, the periodical requests from the mobile data processing unit serve to
synchronize a least a part of the data in the mobile data processing unit with a set
20  of data stored in the digital audio and / or television reception device. Accord-
ingly, the content provider can influence the content of the data finally transmitted
to the mobile station by sending new data to the digital audio and / or television
reception device with the transport stream of digital audio and / or television sig-
nals wherein these data are forwarded to the mobile data processing unit in one of

25  the subsequent synchronizations.

In a preferred embodiment, the periodic requests of the mobile data processing
unit are executed automatically and preferably without user input. Furthermore,
the refresh interval between the periodical requests can preferably be changed.
30  The value for the refresh interval is transmitted from the digital audio and / or
television reception device to the mobile data processing unit preferably together

with the new data for synchronization. As a result, the content provider can easily



since it enables the content provider in a sinple manner to assure that
data (e.g. exanple a gane or a piece of nmusic) relating to a certain

br oadcastwooewisbsat a substantial del ay made avai | abl e pam/EPh@soodsi e dat a
processing unit. In another situation, it mght be advantageous to decrease
the polling frequency of the no bile data processing unit, for exanple to
reduce the processing load and to provide nore processing capacity for
runni ng a downl oaded application on the nobile data processing unit. In a
preferred enbodi nent, the transport stream conprises digital audio and / or

television signpals for a rality . of. channel.s erein t at.a extracted
fromthe traﬁ%%’ R ?‘g%&%ﬁa%?ﬂ%%éﬁid@faé’dO‘fegsqjﬁél\rl\lﬂﬁ%ﬁ be ‘ﬂ:’gﬁg ﬁ’i‘@b’é‘é’%i ng
unit depend afatd Rertdannglthd Gsevdl £t didagbel By tal reﬁé&@ﬂdooag%ﬁgl'oﬁn@{soﬂiﬁé gyi sion
reception device is tuned. This as%ect expands the basic functionality of a

downl oad of dbq @obide datpricresingunit. Brajerebly) thg refiesh iptesvahhan aiength taGids o and /
or television pecegf{ion device so that a full new nultinmedia systemis
created, wherein additional information, ganes, nusic or other data are
made avai bable to a user on the nobile data processing unit in addition and

relation to currently selected teleyision program Preferably, the
extract ed dat%gPle br pagticglady adkamaaerus, dhviksi Bugsely RIptsreds thauesingena R the or

television r i Vi j e r . I t igital
audi o and 1 oRr S AR EAghS MHIAMGNE BOLRH sl BRORE folton ' 1 2
are purged, imchedsedadd aee chandellis aspdchef fihe $tveatiom e partioularly eatmabtlechannel ,

unl ess the extracted, data for the first channel to be transmtted to the
mobi | e data 6?’88&3%4&}%8686@? fonient WREI e HEPIGMApRRE 1Q dsne tehdrade-2 As a

result, tihe RR¥hHEM SFRYBE a%ﬁec@%@‘gﬁdéﬁﬂt) rEl:agngi«gﬁtc@iltaiﬁ%%a‘HcQs@% byifbut a

tel evision reception device is nmade available for the data of the new

channel . | n aviotintial detby diadervatlside datthe stabiledlaianprobessingmorily Iameotai nt ai ned
in case of a_change.fro he.first chanpel to_.a second channe Thi s
enbodi ment alsﬁ%ﬁg)%t Hém@& {&e g‘gW{%gSmfsht@ %B’fﬁafeet‘h&é’fo i %E‘B?g%ﬁ thsi Tto nore
qui ckly fol | e dathprddesding BhAnd6r HaGIpld B reheelthé flocsRRRANEAd arias Prsling to a
further aspect of the present invention, a nethod of transmtting

more processing capacity for running a downloaded application on the mobile

15  data processing unit.

In a preferred embodiment, the transport stream comprises digital audio and / or
television signals for a plurality of channels, wherein the data extracted from the
transport stream and transmitted to the mobile data processing unit depend on the
20 channel to which the digital audio and / or television reception device is tuned.
This aspect expands the basic functionality of a download of data to a mobile data
processing unit via a digital audio and / or television reception device so that a full
new multimedia system is created, wherein additional information, games, music
or other data are made available to a user on the mobile data processing unit in

25  addition and relation to a currently selected television program.

Preferably, the extracted data for a first channel to which the digital audio and / or
television reception device is tuned are stored in a memory of the digital audio
and / or television reception device. In one embodiment, these data are purged, in
30 case of a change from the first channel to a second channel, unless the extracted
data for the first channel to be transmitted to the mobile data processing unit are

the same as for the second channel. As a result, the maximum amount of memory



data to a nobile data processing unit is provided conprising the steps of -
including the data to be transmtted into a transport stream of digital
audi o andwp0 2006/48436vi si on signals to be broadcasted; - [pcoa®e@sioyglthe
transport streamof digital audio and / or television signals with the
included data in a digital format adapted for a digital audio and / or

tel evision reception device to receive the digital audio and / or
television signals, to extract the included data and to transnmt themto
the nobil e data processing unit, wherein - the included data are adapted to
be transmi t{ eff haAIPARGE A4 BEIARALiGRLecEHRIFS od £ HRING L BAL kS flat a
processing unit to the digital audio and or television reception device.
The sender ofdatenef thié géw ahannel. év hisither esitgdahant thvedaed goedanilicsmanegne! ut ed

si gnal conprisi.ng. both, the.standard digital felevision signals to be

br oadcast and™¥H m&ﬁd? P 2 ﬁﬁ}ggﬁgm? 61% bﬁé C#l?rﬁ’ﬁ] 1o # geronf <bprel. Thia,

downl oad, onteghtolifindiRRillo®sHAL alaRd 96ASRI MY MBbile dAGCRHAIEY t&}nt b ?mq-g pect of
the invention, the format of the con voluted signal is sp§C| I ca }y adapt ed
for the dPgi tackbudllowanitirtherehangs eadkdd the firet dheprélon device to extract the

i ncluded data fromthe main streamof signals so that the user can watch
digital television and in addition obtain the additional data for his

mobi | e data pecRissd f0a WikHer ia8pdof SPANSHrelcht PRIhAGH, GahnefBaURStAshiang t he
mobi | e data processing unit to the digital audio and / or television
reception deviptado amadiledats grocespiag unit iupievidgd cemprgingthe stdpanfe of t he
refresh interval between the peri odical requests of the nobile data
processing unit. In one enbodinment, the first and or the second net hod
steps ar eoperf or imduding ttespensebd Gagnfiftey iden whspdiesteahtof 8eRhVivID a
signal fromthe digital audio ,and / or television reception device and / or
the nobil e data B?%é@@@kﬂﬁ“ﬁﬁ?@ﬁmﬁﬂéﬁb&ﬁﬁﬁﬁﬁqbnced enbodi ment all ows the
user to interactively influence, whether additional data are transnmitted to
one or nore digital audio and / or television reception de vices for
subsequent dewnl beddcasting éheoranspore stredn bedigéblaydico seSsomigleidnSsignals

with the included data in a digital format adapted for a digital audio and / or
15 television reception device to receive the digital audio and / or television
signals, to extract the included data and to transmit them to the mobile data

processing unit, wherein

- the included data are adapted to be transmitted in response to periodical re-
20 quests from the mobile data processing unit to the digital audio and / or

television reception device.

The sender of the digital television signals therefore emits a convoluted signal
comprising both, the standard digital television signals to be broadcast and the
25  additional signals for the final transmission, i.e. download, onto the mobile data
processing unit. According to this aspect of the invention, the format of the con-
voluted signal is specifically adapted for the digital audio and / or television re-
ception device to extract the included data from the main stream of signals so that
the user can watch digital television and in addition obtain the additional data for
30 his mobile data processing unit in response to periodical requests from the mobile

data processing unit to the digital audio and / or television reception device. Pref-



According to a still further aspect, the present invention relates to a
digital audio and / or television reception device conprising a first
recept i orwonnas/Mesei ving a transport stream of digital =@otEP2@801096Dr
television signals for display on a televi sion and/ or radio system the
transport streamof digital audio and / or television signals including
addi tional data. The digital audio and [7or television reception device
further conprises an extraction unit extracting the additional data from
the transport streamof digital signals, a transm ssion unit transmtting
t he extracted I & ' ocessing. unit,
wherein the dataeanat S iy sl FEE e B SR o AR IR P her
conpri ses a satichdequesebihegnabilctdatadaptasing anitecei ve periodic requests from
the nobile data processing unit to initi ate the transm ssion of the
extracted additional data. Finally, the present invention relates to a
mobi | € data ProfESiRigia! e Hichdloh hechbicP nolioB WAHE hiHoritinka {0Fe
conmmruni cation wth a nobil'e tel ephone network, a sec nd tTanseel ver  uni t
for comursi cadponsg i & promidei of thaldamudtavimgd igmad ftoad thei Bgich andioeptli/@n
device, and control nmeans wth instructions. fqr the second transceiver to
periodical ly ?&gﬁm {ECEpioR §Guise apd/ tohghed‘inﬂsltl%gatﬁ@ﬂ?cﬁs%%u’i‘“-oéucge‘ﬁneaxf‘i'si on
reception dewsesd ¥WAbSdimem Jiodsafie Tukag,t& ﬁ&&geﬂ/ﬁs&y AfRhcAdHeH-L @it G .

whi ch are received by the digital audio an or television reception

devi ce toget hista gietttpngingied 4p oaedi ooandigitabaudiebed| i levisignakeptionalet he
second trans%e(i:e\é%r Sq%) (;ghe rg)bi Ileddat a processi r%g éni t. Further .dei fications
of the clai med RethoGECUTH TR WCATHB FATRBLORP JUBRIoCE e M Shpt t er of
further dependent clainms. 4. Short description of the drawings In the
follow ng detail ed description presently preferred enbodiments of the in
vention are dbeerdingép WSftﬂE fiprghies panesh thoPrepentdresniipg seletls toha disttal audig. 1: a

SoneTm| 1 0T USROS 5Bl 58 a5 Y, ApeRyfeE P o
schemati ¢ vi ewnefort stecawnsf digisal codijpamentos taévisioneignhle feladisplpy O€ a televi-
sion and/ or radio system, the transport stream of digital audio and / or television
15 signals including additional data. The digital audio and / or television reception
device further comprises an extraction unit extracting the additional data from the
transport stream of digital signals, a transmission unit transmitting the extracted
additional data to an external mobile data processing unit, wherein the digital au-
dio and / or television reception device further comprises a second receiving unit

20  adapted to receive periodic requests from the mobile data processing unit to initi-

ate the transmission of the extracted additional data.

Finally, the present invention relates to a mobile data processing unit comprising a
first transceiver unit for communication with a mobile telephone network, a sec-
25 ond transceiver unit for communicating with a digital audio and / or television
reception device, and control means with instructions for the second transceiver to
periodically transmit a request to the digital audio and / or television reception
device, which initiates the transmission of additional data, which are received by
the digital audio and / or television reception device together with digital audio
30  and/ or television signals, to the second transceiver of the mobile data processing

vnit.



essing unit to be used in the context of the present invention; Fig. 3: a
nore detailed overview of the various elenents of the present invention in
a presentwo pocfsee3sed enbodi ment; Fig. 4 @ an overvi ew eCTiHEPeOISHMDK1 Of
comuni cation | ayers used for the conmunication between the STB and the
nmobi | e device in the enbodinent of Fig. 3; and Fig. 5: an overview of the
mai n commands for the communication b e gween the nobile device and the STB
in the enbodiment of Fig. 3. 5. Detailed description of preferred

enbodi nents In the follow ng the nethods and devi ces according to the
present | nve%'rtﬁgr &1{0 G854 bE ﬂle\’\élﬁi&eﬁexfn%ggﬁcgn& P clafhed 88/i8Q%ard Qe Capabl e
to receive digital el'evision or radio signals. The arrangenent of all of

t he functi onalibjestithstedbf filtthes @épehdmt blaimd 00 in a single el ectronic device
as indicated by the dashed box in Fig. 1 is not essential. One or nore
components of the set top box 100 described in the follow ing description
can be realized in additional devices, which are suitably connectedto the
ot her functional units of the set top box 100. Further, whereas in the

foll ow i ng ddscghaitidescriytioar efithe drsvimgsle t 0 a set top box 100 as a device
connected to_a St ard tel evision set 102, the.inventiqn can zalthough
presently | edd thy gﬁgrwr“é% d‘f’taﬁ?‘g ae%gpq%pgeﬁgglybvef?ggﬁsel o gl%jgsr gt &ietlﬁ' °

sui tabl e el echhQsH &% dbQLLENGitheERRINCOD B dRiAABCRBIchdh@it al tel evision or
radi o signal signals, such as a PC-card to be used in a personal conputer.
Furthernore, it is noted that the termset top box conprises in the context
of the prese pplicatiopn not anly vi ces f r I VENRG: di gi ..tele

Vi si on si gnalr};ég' ut al s&° g‘?}?%bcs‘flewquﬁe VA Bl {nlpgﬁgngér ngpt% ﬁﬂﬁgtﬁ&@éﬁ@&ar e
adapt ed tjg receive di girddabtisadvicdrd ®giastin the saltést.of tvepresht nogntloax does
not necessarily have to be separate device. It can also be integrated into
anot her device, such as a tele vision. Fig. 1 presents an overview of the
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anong the digi tel evi'sion signhal's an additio ata set
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15 Fig. 3: a more detailed overview of the various elements of the present

invention in a presently preferred embodiment;

Fig. 4: an overview of the stack of communication layers used for the
communication between the STB and the mobile device in the em-

20 bodiment of Fig, 3; and

Fig. 5: an overview of the main commands for the communication be-

tween the mobile device and the STB in the embodiment of Fig. 3.

25

5. Detailed description of preferred embodiments

In the following the methods and devices according to the present invention are
described with reference to a set top box 100 capable to receive digital television
or radio signals. The arrangement of all of the functional units of the set top box
30 100 in a single electronic device as indicated by the dashed box in Fig. 1 is not
essential. One or more components of the set top box 100 described in the follow-

ing description can be realized in additional devices, which are suitably connected



defining e.g. a special application for a nobile data processing unit 200
is re ceived by an antenna 101. Instead of a satellite signal received by

t he ant erwia 20@104543he t ransport stream can al so be recei PEU/ER008/01@6T €St ri a
digital TV programor via a cable (not shown). The provider (not shown) of
the digital television signal has nodul ated the additional data set onto
the standard stream of digital televisiqgn data, for exanple by including
data packets with a specific header allowng the set top box to extract the
addi tional data set during the further steps explained bel ow AUkinds of
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exanpl e a nobil e tel ephone, _comuni cates a requestfor additional data to
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UMTS net wor k. [ ly,.rel at ed
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200. Anot her application is the downl oad of sound files relating to a novie
presently bremdmast in a channel of the digital television signals. The
user can thus store the sound track of the novie on this nobile data
processing unit, such as a MP-3 player to listen to it later again. These

e oy’ oML 0B bk 201 AR A i e o
the data transport stream among the digital television signals an additional data set
15 defining e.g. a special application for a mobile data processing unit 200 is re-
ceived by an antenna 101. Instead of a satellite signal received by the antenna 101,
the transport stream can also be received as a terrestrial digital TV program or via
a cable (not shown). The provider (not shown) of the digital television signal has
modulated the additional data set onto the standard stream of digital television
20  data, for example by including data packets with a specific header allowing the set
top box to extract the additional data set during the further steps explained below.
All kinds of convolution techniques for the digital television signals and the addi-
tional set of data are conceivable, including an additional compression of the con-

voluted stream to maximize the bandwidth for the data transmission to the set top

25  box 100.

In one embodiment (not shown), the transmission of the additional data set is per-
formed in response to the provider receiving a signal from one or more users.
Such an initiating signal may be received via a standard return line from the set
30 top box 100 to the provider using a modem connection or the like, or the mobile

data processing unit 200, for example a mobile telephone, communicates a request



abl e wherein the content of the additional data conplenents in a neaningful
manner the content of the digital television signals. The set top box 100
can be opeEpaved4sstng a renote control 3, which interacPsT@PRIDsSA196NDL €
control sensor 7 to issue commands to one or nore central processing units
(not shown) of the set top box 100. Alternatively or additionally, the set
top box 100 nmay al so conprise yut nmeansjiguch as push buttons or swtches
(not shown in Fig. 1). A display 18 of the set top box 100 allows to

di spl ay nessages to a user. In a front end unit 5 of the set top box 100,
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Subsequent | vy, I"onal ta set nmeans of a data
filter 6. ThesIMgi GRRSteladyVTiSartstgnal s are further processed by the set
top box 100 in a standard manner. In Fig. 1 this is only schematically indi
cated by the unit 20, which represents the standard audio and / or video
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tal television signals and the additional data set, and the subsequent
filtering can letedoreipveat gameatoshen]gih}aedub‘u thearset ove thtamebidedato pkabessien be
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able wherein the content of the additional data complements in a meaningful

15 manner the content of the digital television signals.

The set top box 100 can be operated using a remote control 3, which interacts with
a remote control sensor 7 to issue commands to one or more central processing
units (not shown) of the set top box 100. Alternatively or additionally, the set top
20 box 100 may also comprise input means such as push buttons or switches (not
shown in Fig. 1). A display 18 of the set top box 100 allows to display messages

to a user.

In a front end unit 5 of the set top box 100, the broadcast signal provided from the
25  antenna 101 is demodulated. Subsequently, the additional data set is filtered out
by means of a data filter 6. The digital television signals are further processed by
the set top box 100 in a standard manner. In Fig. 1 this is only schematically indi-
cated by the unit 20, which represents the standard audio and / or video processing
of the set top box 100.
30
It is to be noted that there are many ways to implement the data filter 6, for exam-

ple by hardware or by sofiware. A software solution may be more flexible, to



bel ow or erased in response to a user conmand. Further it is also possible
to inelude a tinmer function in the set top box 100 so that an additi onal
dat a set ,wohwatnsbss not been downl oaded within a predet ecrinrea)san®ant of
time, will be auto matically erased or overwitten by new data. In a

si mpl er enbodi ment, the ex tracted data is not stored wthin the set top
box but immedi ately sent to the nobile_gata processing unit as described
below. In order to informthe user about the availability of additional
data for downl oad onto the nobile data processing unit 200, the set top box

100 can pres . hit b |t i S hematically
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set of addi tir%cﬁla}’leg&%lgﬂ g?tgf:ﬁ '{hﬁgel%"éflo?Blﬁnﬂdﬁg‘ilﬁﬁ(w%teﬁl'he nobi | e data

processing unit 200 can be triggered by various neans. One op tion is a
user input at the set top box 100, either directly of via the renote
control 3. | Afichike adisieonphdats stt hagpeboLilte®d anit,|if ist styred dn e sneidtysharal

communi cation_li.nk r.ef erabl wireless link, .to, the nohile data
processi ng uﬁ?ntl?l%Bl %s}vﬁlg %f’télg‘tf%%g’f@io%wrh%e Eqplired, i ?lﬁ?l%ggjf%@’g WeY8an for
exanpl e be réal dxap@las ARAMbE 8V@0aPOpérmanbihiGhera ORTBABH GRh Ak WMiVE & a
correspondi n% infrared port of the unit 200 (not shown in Fig. 1). In
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15 clude a timer function in the set top box 100 so that an additional data set, which
has not been downloaded within a predetermined amount of time, will be auto-
matically erased or overwritten by new data. In a simpler embodiment, the ex-
tracted data is not stored within the set top box but immediately sent to the mobile
data processing unit as described below.
20
In order to inform the user about the availability of additional data for download
onto the mobile data processing unit 200, the set top box 100 can present a mes-
sage either on its own display 18, as schematically indicated in Fig. 1 ("Data File
I Info...") or the message will be presented on the screen on the connected televi-
25 sion set 102. Also a combination of the two display functions is possible, wherein
for example the display 18 informs only about the general availability of an addi-
tional set of data and wherein the display of the television set 102 present upon
user request additional information about the data set, such as content, size and

possibly costs related to the download of the data onto the mobile data processing

30 unit 200.



essing unit using a connection via a cable (not shown). Alternatively, the
transfer of the stored data onto the nobile processing unit 200 could al so
be tri ggewedomy4sdse unit 200. In this alternative enbodPOEMP00SNE9GEeEr
woul d sinply position the unit 200 within the transm ssion range of the
transmt ter 4 and send a correspondi ng request to the set top box 100,
which would then initiate the downl oad_gf _the stored data. Clearly also a
conbi nation is possible, wherein one side, the set top box 100 or the
nobi |l e data processing unit 200, sends at first a request, which is then

confirmed by g usgn {r%:ﬂ% oqftthé ptgle?tsgte(;f DR §fa BHA &5%&%8@%8{'51% 35! on.

Fig. 2 shows schena I ca e data processing unit Phaccor dance
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recei ve data but also to co ni cate S|gna relating to the processed
data oversa cmbiwm ot dse hnkeabwos inobéeuddtta @socassm/hmeﬁﬂ)ﬁ)uskn@rts fransceiver
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descri bed ab%ﬁ%mﬂﬁ&aﬁ‘e@'dfﬂtﬁ alcob8l Bbi‘ﬂ@%ﬁ% rdostest e e 2 dhot Wdwn in
transceiving units, the first 15 for the standard conmuni cati on network,

such as a GSkig la. @R@tbﬁrr gn‘@mwnel(tmﬁsgnnlétammed tioldovoinpdor exdnaple the

conmuni catin ve set, .top b .The second
transcei ver glue&t’oq é’m geé\ wgf?f%ﬁbj% b S PP g’l‘)xq)égncﬂmé’élsﬁs Bltfet oot h
transcei ver flon dﬁ% p&)lsgﬁﬁﬂty? for| dwielRbLE DM EMcATROY M chi €leg®ly hdabato

t el ephone 200, conprises a processor and a nmenory wWith instructions so that

t he transcei d&ferentiypgs ofapebile daspwsessing s 208t FingPy.bbis aeopéssible to
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t el ephone i Se:@;mgmhﬁakncgh cdrmettia tah chlﬂé (msﬁowﬁ)he downl oad of the
additional data stored in the set top box wll auto
15 Alternatively, the transfer of the stored data onto the mobile processing unit 200
could also be triggered by the unit 200. In this alternative embodiment, the user
would simply position the unit 200 within the transmission range of the transmit-
ter 4 and send a corresponding request to the set top box 100, which would then
initiate the download of the stored data. Clearly also a combination is possible,
20 wherein one side, the set top box 100 or the mobile data processing unit 200,
sends at first a request, which is then confirmed by a user input at the other device

to start the transmission.

Fig. 2 shows schematically a mobile data processing unit 200 in accordance with
25  aspects of the present invention. Generally, there are many mobile devices, which
may be used in conjunction with the present invention, such as PDAs, hand held
computers, notebooks, MPEG-3 players. However, since cellular telephones are
most common and allow not only to process the receive data but also to commu-
nicate signals relating to the processed data over a communication network (such
30  as a GSM-network or a CDMA-network), the following description will be fo-
cused on the modifications of such a device for cooperation with the set top box

100 described above.



matically start, when the cellular tel ephone 200 is sufficiently close to
the trans ceiver 4 of the set top box 100 and turned on. This is

si gni fi camol2gosarsizer for a user than downl oadi ng data f PomEPR@sI0ON9Er net

wi th a personal conputer and subsequently transferring it onto the cellul ar
t el ephone for |later use. The downl oaded data is stored in the cellular

tel ephone 200 in a nmenory 11, where it _jg_available for further processing.
According to a nore advanced aspect of the present invention, the

downl oaded data nmay conprise interactive features, which require that the
user sends informa tion fromthe cellular tel ephone 200 back to the

provi der (not shown) or another user of the digital television signals. For

exanmpl e an i mhekcailhvelPhsk: ddmpries pletyfdy Byo TramtetvER wits e Figitn sgener al
information and / or results are broadcast on the tel evision 102 and
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network. Sin i i . W i £ reated by the
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user and does not quire partjcular. _technical skills. Qher functional
units of the®R&p %%iwet%h EppsRyer %M-%lgnag&cﬁﬂngepr&f%wdfmhoé%%ébfec%y be

i nvol ved in grhﬂgr tig%hﬁ&?éédo% REES @%eolra B aﬁdﬂ&&%@y m&l%%iﬁggaﬁ&m fhe set

top box 100. nection t ular network’is re ted 1nFig 2
by the data flid trarscdiferod willesen@lalraduest teetheplebige B@O 1 0WUdatetratshdsseansf ol of a

rocessor and rating systemetc. of the. cellular tel ephone (not
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antenna. The data filter 12 assures that the transm ssion of this data does
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the annexed t&iRersPEChE k&dop box 100 and turned on. This is significantly easier for a user
than downloading data from the internet with a personal computer and subse-
15 quently transferring it onto the cellular telephone for later use. The downloaded
data is stored in the cellular telephone 200 in a memory 11, where it is available

for further processing.

According to a more advanced aspect of the present invention, the downloaded
20  data may comprise interactive features, which require that the user sends informa-
tion from the cellular telephone 200 back to the provider (not shown) or another
user of the digital television signals. For example an interactive game may be
played by many users, wherein general information and / or results are broadcast
on the television 102 and wherein each user plays with his cellular telephone 200

25  over the cellular network.

Since the interactive game (or the like) itself is created by the provider as addi-
tional data included in the digital television signals, the overall setup for such a
game or a similar event is very easy for the user and does not require particular
30  technical skills. Other functional units of the cellular telephone, such as a camera
or a microphone may be involved in the interactive processing of the data received

from the set top box 100.



tions of the "Blucont Receiver Requirenents and of the "Bluconi Browser Ap
plication explain all aspects of a presently preferred enbodi nent of a set
top box IWO 2a0wdh48436a browser application running on theproolmrk@sdessce 200
or another type of nobile data processing unit used in the context of the
present invention. However, it is to be noted that a practical enbodi nent
does not need to realize all of the featyres which are described bel ow or
in the attached specifications. On the contrary, sone enbodinents will only
use individual or a few aspects of the sys temas described below. In
particul ar, nost of the described features can be inplenented i ndependently
fromother features of the system Fig. 3 presents an overview of the
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client device such as t nobi phone 2 1tion ais parsed
from one ornphenalat a carousels, which are earned in the transport streamin
a simlar manner as data conponents of any MPEG program The STB stores the
conpl ete payl oad of all additional data carousels of the appropriate
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informati on obtained fromthe headers as contained in the transport stream
Thi s 100 and of a browser application running on the mobile device 200 or another
15 type of mobile data processing unit used in the context of the present invention.
However, it is to be noted that a practical embodiment does not need to realize all
of the features which are described below or in the attached specifications. On the
contrary, some embodiments will only use individual or a few aspects of the sys-

tem as described below. In particular, most of the described features can be im-

20  plemented independently from other features of the system.

Fig. 3 presents an overview of the architecture. As can be seen, a content provider
creates content of additional data by using an appropriate authoring system. In
addition, a broadcaster is shown, which is in charge of formatting the additional
25  data content according to the data carousel format used, and sends the convoluted
data to a satellite. Alternatively, the convoluted data may be broadcast using a

cable network or terrestrial broadcasting.

The transport stream of convoluted digital data comprising the television signal
30  and the additional data is received by a digital receiver or set top box 100. The
digital receiver or set top box (STB) acts as a content server towards any client

device such as the mobile phone 200. The additional data is parsed from one or



structure is used as a reference for client requests. In addition, the data
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regardl ess ther the new ser vice carries any additional data or not.
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file is to specify the receiver's reaction upon a client'’s regitest for the
addi ti onal  suitable identification.

15
More in detail, the cache of the STB is managed as follows: As soon as the STB
detects a valid component of additional data on the actually tuned MPEG pro-
gram, the STB immediately starts capturing the additional data and writes it to the
cache. The cache is purged upon a change of the actual tuned service to another

20 service which carries additional data and filled with the additional data of the then
tuned service. However, if the identification of the new service matches the identi-
fication of the previously tuned service, the STB maintains the cache in order to

allow for a better performance in case data is shared between services.

25  If'the RAM space reserved for the cache does not need to be completely allocated
to store the additional data of the new service, the STB may keep the previous
data in order to speed up access if the STB is tuned back to the previous service. If
the new service does not provide additional data, previously downloaded addi-
tional data is maintained in the cache in order to allow for a fast access in case the

30  user switches back to the previously tuned service.



data. Unlike the actual data files wwth the content, which will be stored
inthe re ceiver's file systemw thout any prior interpretation, the STB
needs t o wans&/mhsccont ent of the control file and stor eCrEP2@s010961
paranmeters i mredi ately after reception of the control file. In the carousel
sent fromthe satellite, the control file is identified by the presence of
a control file descriptor in the respectjgve data header. As soon as the STB
de tects a new control file in the received data carousel, it updates the
control file data in the receiver's RAM Upon the next client request, the

STB reacts ac [ Lhe. & S . ne tro ilie. In
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or the like) depends on the hardware and on the.interface protocol. In the
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fol | owing, préfefyEEs embethifiun Saieios b il Browpsiquy ppuess ol Sulthe Addi-
ment i oned aboyshal G B bRy LA ORI i§ G3aiRILAL Ak AN NGHIRG ot BPAR! © L O

comuni cate with the nobiFe device 200 using the Bl uetooth stand
Preferably, tisv paviconmatries thé identficationr dfabé peerdousts tunkd tseuvimte thet ${EB
conditions indicated,bel gw, the reaction t{i upon client .requests.does not
exceed a def ilﬂglﬁ%ln?srﬁhF .Cogcl)tﬁdé PR ghgrdglfto ggowgllao]?/%?er PRIETERES 1y thEnt is
connected to daewhdB adaBloystaet B seabdbétietn 590KR, s net. Measurement poi nt
is the Bluetooth radio |ayer. The requested file is already present inthe

STB ' s cache. Upon a client request for a 1CkB file, the STB conpletes the

delivery of t Jile.wthin 0 af ter, the.l ssuj of th l.i ent
foquest’ Yo i RhRaLL b bRLReRR oo Snd A aREIIR opkSP AR kTR

conpri sesjoan @efetibly dichatd etstirahépdMsticambie tas STBNEHe p@pbitcofabovsntbl Scussed
cache. For the communication with the nobile device 200, the STB preferably
conprises a pafdy tapresiy shagregaiveiot Fraptien wpahed chent’ sigaesst firdlhe additionadt apl e

connection OV&E, dlike the actual data files with the content, which will be stored in the re-
ceiver’s file system without any prior interpretation, the STB needs to parse the
content of the control file and store the control parameters immediately after re-

15  ception of the control file.

In the carousel sent from the satellite, the control file is identified by the presence
of a control file descriptor in the respective data header. As soon as the STB de-
tects a new control file in the received data carousel, it updates the control file
20  data in the receiver’s RAM. Upon the next client request, the STB reacts accord-
ing to the rules determined by the new control file. In the preferred embodiment,

the control file is based on the XML file format.

The communication between the STB 100 and the mobile device 200 (phone,
25  PDA or the like) depends on the hardware and on the interface protocol. In the

following, preferred embodiments thereof are briefly discussed.

As mentioned above, the STB 100 comprises preferably an interface capable to
communicate with the mobile device 200 using the Bluetooth standard. Prefera-
30  bly, the performance of the interface ensures that under the conditions indicated
below, the reaction time upon client requests does not exceed a defined limit. The

conditions are as follows:



di stance of at least 10 neters froma front panel of the STB. The Interface
Prot ocol between STB 100 and Mobile Device 200 is preferably al so based on
the XML fwbeodeoussts. | n order to keep the anount of protrotaP2aanzas smal |
as possible, it is recommended to use the XML short-formfor building the
XM. protocol. The I ow |l evel comrunication is preferably based on the

Bl uetooth wirel ess technology. Fig. 4 shows the arrangenent of the

descri bed protocol of the service to access additional data on top of the
Bl uet oot h protocol stack. Accordingly, to set up a connection between the
nobi | e device 200 and the STB, the Bluetooth device (not shown) on the
nobi | e phone needs to be enabl ed and ready for connecting a renote

Bl uet oot h devi ce “Heflyoee aliewnneminecitd orthe STBware, the "browser", is
started. After |aunchin he br , Jt verifies whether the Bluetooth
devi ce of the nnﬁﬁﬂggﬁg@ﬁ%g“fgﬁﬁxgﬁéﬁﬁ led and ready. If there is no

Bl uet oot h devi ce aMadsuahdt Bbint fs thd Blustodef radid lhphted on, the browser wil |
advice the user how to switch on the Bl uetooth device. Bluetooth device and
servi ce didscovery Bregequsisteiddilets arpadyhresant wstbe SAPY$ ¢ashe.i on running on the
nobi | e device 200. For finding the right device, the browser perforns a
service inquiry on each discovered device in order to assure that the no

bil e device dnpon aC«ﬁltHilGﬁdg&esIt Gort NEOLBOR e LHDSTH inietes iealelivdty oYiRNyERE e t han
one device is_discovered that offers a service to access additional data on

a STB, a |istileithie2 Wmsesiics the ispéng ¢fithe clignérequestendl y devi ce nanes i s
presented to the user for selection. After the right device (STB) was

di scovered or selected by the user, the browser tries to set up a

connecti dn t dd meetDdpedtdivageqrirehteat, goalkirgd hatdvamne dor tHeeSTH Bogipdiges hd N ght
be necessary to enter an authentication id (Pl to_get connected. After
successful |y aBWHEB?PtnGaﬁtolq torps agstaned dadhe abre dEcussed sashpdoadbed to

the trusted demntidaish With tHE oYk CoevddPPOY, L fie COFH Ef)%fe}aibg;c f&ﬁ'ﬁﬂ&@@nt AL

order to avoid recurring pin requests for suibsequent” conn I'ons to that
devi ce. Aft epowgccless? Hludeathcadiandviserwhick ptiddsvesiyble tchandetionsesr a
preferably S%?sqgncg%f at least 10 meters from a front panel of the STB.
15
The Interface Protocol between STB 100 and Mobile Device 200 is preferably
also based on the XML file format. In order to keep the amount of protocol data
as small as possible, it is recommended to use the XML short-form for building
the XML protocol. The low level communication is preferably based on the Blue-
20 tooth wireless technology. Fig. 4 shows the arrangement of the described protocol

of the service to access additional data on top of the Bluetooth protocol stack.

Accordingly, to set up a connection between the mobile device 200 and the STB,
the Bluetooth device (not shown) on the mobile phone needs to be enabled and
25 ready for connecting a remote Bluetooth device before a communication software,
the “browser”, is started. After launching the browser, it verifies whether the
Bluetooth device of the mobile device 200 is enabled and ready. If there is no
Bluetooth device available or if it is not switched on, the browser will advice the
user how to switch on the Bluetooth device.
30
Bluetooth device and service discovery are initiated by the browser application

running on the mobile device 200. For finding the right device, the browser per-



initial request to the STB in order to get a copyright string conpared with
its counterpart on the STB side. In case of a negative response or even a
m ssi ng rwop@Eedddi t hin a configured tineout period, tireTHPoVSEI09 Spl ays
a nessage denot ing that the STB is not authorized for the service to
access additional data. The copyright string is a static text string that
has no further nmeaning. It is required._figr. | egal reasons only and can be
defined by the system provider. After successful connection the browser has
to display a first page. Therefore, browser has to execute a Sync- Comrand,
which is furt i : : . OnR . r service
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logically structure the content. The browser displays a sin gle page at a
ti me. Eaclf pagleciign.attached to a specific context. The context id

i sdelivered for each page retrieved fromserver. The context is significant
for page requests and the nai ntenance of contextual variables. The content

is pulled fromiéte 8B d8Rcd 'ﬁ%&wiﬁlﬂbdo@e@@ﬂr%@le&@_@ by the tgerahe biowsepays how
content can be pulled fromthe STB: For an automatic page z-equest, the
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aut omat i ciopagRicteeSES tednBdcting X6 alé SIBsithe péhyte dwivivechdshe wseaddeditd thet
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retrieval or 'Pise disedist Bithe Aodee RS sauracs listrpgagementdn ordop ig)avaid quest
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After successful device and service discovery, the browser preferably sends an

15  initial request to the STB in order to get a copyright string compared with its

counterpart on the STB side. In case of a negative response or even a missing re-

sponse within a configured timeout period, the browser displays a message denot-

ing that the STB is not authorized for the service to access additional data. The

copyright string is a static text string that has no further meaning. It is required for

20  legal reasons only and can be defined by the system provider.

After successful connection the browser has to display a first page. Therefore,
browser has to execute a Sync-Command, which is further described below to get
synchronised to the current service provided by the STB. Provided that there is a
25  channel with additional data available, the browser receives an URL for which the

content has to be retrieved and displayed.

In the following the content retrieval of the browser is further described: The con-
tent of the additional data may be prepared by different content providers. The
30  providers use pages to logically structure the content. The browser displays a sin-

gle page at a time. Each page is attached to a specific context. The context id is



the browser as soon as possible for exanple to adapt the displayed content
to the presently running tel evision programof a channel. The provider
gener at eswanoagpdatse of t he page currently di spl ayed by pcoweesosomysch is
di spl ayed instead of old (out-of-date) page. Accordingly, which page to be
di spl ayed next is conpletely controlled by the STB. The browser requests
and di spl ays each new page indi cated by {he STB ex cept page nanme, page
versi on and context have not changed relating to the cur rently displayed
page. On the other hand, since the STB does not deliver new pages unless

the browser reguests. the t he browser nust riodjcall |1 the server
and ask for PEISOUD IHarst Par CHer i o CRIChr GRar o0 ScRBiBrat i3 SRl o
| ookup i nt er iakses@fand (5Se0NEnaicd FeontcRiuel @fABley, the refresh interval is a
dynam c valueln addition to automati c page request, there is preferably the

option of a manual page request. The user may trigger a page request
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manual page ressesiscontadt exesheidd & ¥elIYTB:i . e. the user gets a readabl e,
vi sual feedback about the browser activity. If the re quested page cannot
be di spl ayed due to an error, an error nessage is displayed. Fig. 5

presents an r - f j r gnt i S for the
conmmuni cat i o?/oge%{l\/\g}e%%ﬁ%%geb ér(%ebzl‘yﬂgésgegﬁ@Cbé%%%@ﬂoéngﬁéh%?@%gt&_Lh %{% Baftiate
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synchr oni zed tiggdn thawstriaybl, he nibesdge enayBesdis@ayddarl tlreqiest, hetrieval beptocsync
page, the res onse%tgelivers i.nformati on about the present context and the

new refresh intas IaPIsePaeei filR code informs about the response status. Once
t he response was successfully processed

The automatic page request enables also frequent updates of the content by the

15 content provider. Two types of update are distinguished:

- The provider determines a new, different page, which must be displayed by
the browser as soon as possible for example to adapt the displayed content
to the presently running television program of a channel.

20

- The provider generates an update of the page currently displayed by

browser, which is displayed instead of old (out-of-date) page.

Accordingly, which page to be displayed next is completely controlled by the
25 STB. The browser requests and displays each new page indicated by the STB ex-
cept page name, page version and context have not changed relating to the cur-

rently displayed page.

On the other hand, since the STB does not deliver new pages unless the browser
30 requests them, the browser must periodically poll the server and ask for page up-
dates. Preferably, the browser is capable to handle lookup intervals of 1 second or

less. Preferably, the refresh interval is a dynamic value



and the further conditions are fulfilled, the browser acquires the contents
for the new page URL in order to display the new page. Wth the Refresh
Command twe 2ovéoassss sends the URLs and the fil e versi ongcrmpaosmipage
currently shown on display and for the present sync page, which may be
different fromthe present one. Once the response to the Refresh Command
was successfully processed and further qganditions are fulfilled, the
browser acquires the contents for the new page URL delivered in order to
di splay the new page. A return code inforns about the response status. The
new page m ght be either an update for the page currently displayed or a
new sync page which is immedi ately displayed, as descri bed above.

Addi tional | yin etdldﬁiroastpcm&enati@dmgdebdlu.eetr ghere fsopneterabin ﬂ@oqnttont dfen praasaént
context, the new refr ih in ter and above that h..det er m nes
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current sync page. The further command Get Command serve to ask the STB for
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Speci fication "Bluconi Browser Application Version 1.6An SES ASTRA Conpany
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10  communication between the mobile device 200 and the STB 100.

The Initiate Command is a precondition for all further commands. If the STB is
not able to answer an Initiate Command with OK, all following requests (except
further Initiate Commands) will be answered with the return code FAILED.
15
Using the Sync Command the browser asks the STB for the sync page URL that is
currently valid, i.e. data stored in the STB, which is to be synchronized with the
mobile device. Beside the URL of the current sync page, the response delivers
information about the present context and the new refresh interval. A return code
20  informs about the response status. Once the response was successfully processed
and the further conditions are fulfilled, the browser acquires the contents for the

new page URL in order to display the new page.

With the Refresh Command the browser sends the URLSs and the file versions for
25  the page currently shown on display and for the present sync page, which may be
different from the present one. Once the response to the Refresh Command was
successfully processed and further conditions are fulfilled, the browser acquires
the contents for the new page URL delivered in order to display the new page. A
return code informs about the response status.
30
The new page might be either an update for the page currently displayed or a new

sync page which is immediately displayed, as described above. Additionally, the
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terval and above that a flag, which determines if the URL supplied is a sync page
or not. In case that the new page is signalled as a sync page, the browser saves

that URL and version as its current sync page.

The further command Get Command serve to ask the STB for the content of a
certain page, whereas the fifth command Get Context serves to obtain relevant

parameters such as an identification of the present service to which the STB is

presently tuned.
10
Further aspects of the presently preferred embodiment of the invention are de-
scribed in the two annexes.
Annexes:
15

“Blucom” Receiver Requirements Version 1.53a

Functional Specification “Blucom”Browser Application Version 1.6
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14 2005/04/28 Uwe Wiedow Minor corrections

Attribute ,visible” added to GetContext Com-
mand: Blucom protocol error handling han-
dling specified; xml schema for the blucom
control file added to annex; return code
“NOT_TUNED" added to ContextResponse;
GetCommand changed; RefreshCommand
J6rg Eich changed; nb_of_carousels parameter omitted
1.5 2005/05/03 Uwe Wiedow in blucom_data_descriptor; Minor corrections.

STX and ETX added to communication protocol
(4.5.1.1). RefreshResponse changed:
IsSynoPage attribure has moved from element
DisplayPage to root element RefreshResponse
(4.5.4); Hex values for BLUCOM UUID cor-
rected.

Descriptors for data carousel added. Refer-
ence far control file in carousel changed. Minor
1.5.2 2006/05/31 Jorg Eich corrections.

jsSyncPage attribte has moved again to Ele-

ment DisplayPage where it belongs to (4.5.4);

corresponding application fiow changed ac-
1.5.2a 2005/06/04 Uwe Wiedow cordingly.

Uwe Wiedow
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Clarifications on Ul requirements, usage of
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pression of modules.

Compahy hame changed from DPC to APS.
ATTENTION: Authentication String changed!

The value “BLUCOM” does no longer specify an
Jorg Eich UUID but the name of a service based on the
1.5.3 2005/07/18 Uwe Wiedow Serial Port Profile (7.4)
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Conventions

Convention Usage

DEFINE Types, definitions and enumerations -

ObjectProperty Object properties and methods

Filename Filenames and typed user input

Abbreviations and Acronyms

Abbreviation Meaning

BL Blucom

DPC Digital Playout Center

PDA Personal Digital Assistant

GSM Global System for Mobile Communications
GPRS General Packet Radio Service

HTML Hypertext Markup Language

XHTML Extensible Hypertext Markup Language

BCD Binary Coded Decimal

bvB Digital Video Broadcasting

MPEG Moving Pictures Experts Group

PMT Program Map Table

STB Set Top Box (equivalent expression: receiver)
DSM-CC Digitat Storage Media - Command & Gortrol
U-N User to Network

Verbal forms for the expression of provisions

Verbal form Indication . Equivalent expression
Shall Requirement Must
shall not Requirement must not
Should Recommendation it is recommended that
shouid not Recommendation it is not recommended that
May Permission is allowed
need not Permission it is not required that
Can Possibility/Capability be able to
Cannot Possibility/Capability be unable to
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Abbrevi ati on Meaning BL Bl ucom DPC Digital Playout Center PDA Personal

Digital Assistant GSIVI dobal System for Mbile Conmunications GPRS

Gener al PRaiokets/Ragdb0 Servi ce HTML Hypertext Markup Langea@aErXidEionoet

Ext ensi bl e Hypertext Markup Language BCD Bi nary Coded Decimal DVB Digital

Vi deo Broadcasting MPEG Moving Pictures Experts G oup PMI Program Ivap Tabl e

STB Set Top Box (equival ent expressi ol receiver) DSM CC Digital, S gqe
]

Media - Command & Control U-N Usei t o Network Verbal for
expressi on of provisions CONFI DENTAL Astra Pl atform Servi cés G
SES Astra Conpany Tel +49(0)89 18 9603 Fax +49 (0) 89 18 96 S8BASTRA EomiMay |
I nfo aps. de aps deAn SES ASTRA Conpany 1 Introduction 1.1 Purpose of
docunent This docunment specifies the requirenents of the "Blucom'

extension for digital

1 Introduciion

1.1 Purpose of document

This document specifies the requirements of the “Blucom” extension for digital
receivers (STBs).

1.2 Audience

This document is intended for STB manufacturers, who intend to implement the
Blucom extension in their products.

1.3 Product Scope

The Blucom extension allows digital receivers to capture a Blucom data stream,
which is broadcasted along with any digital TV or radio service.

The receiver caches the complete Blucom data in it's RAM in order to provide fast
response times upon client’s requests.

Blucom clients {typ. handheld devices like mobile phones or PDAs) may connect to
the Blucom Receiver via a Bluetooth wireless connection and request Blucom data
from the receiver.
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receivers (STBs) 1.2 Audience This docunent is intended for STB

manuf acturers, who intend t o inplenent the Blucomextension in their pi
oduct s 1.80Rp@4s436Scope The Bl ucom ext ensi on al |l ows di @CraiP2008089%6Ers to
capture a Blucomdata streamwhich is broadcasted along with any digital TV
or radio service. The receiver caches the conplete Blucomdata in it's RAM
in order t o provide fast response ti#ks upon client's requg
clients (typ handhel d devices |ike nobile phones or PDAs) HR¥
the Bl ucom Receiver via a Bluetooth wireless connection ard i

data fromthe receiver CONFI DENTAL Lstra PIatforn1SerV|ce§m@ﬁBHRAﬁm8E8
Astra Conpany Tel +49 (0) 89 18 96 03 Fax +49 (0) 89 1 S 96 36 02 EMuil

i nfo@psde wwapadeAn SES ASTRA Conpany 2 System Overview Fig 1 gives an
overview of the overall Blucomarchitecture g 1 - overview of Bl ucom
architecture 2.1 Content Provider The content provider creates the Bl ucom
content by using an appropriate author ing system Specification not covered

In this docym™gletem Overview

Fig. 1 gives an overview of the overall Blucom architecture.

Ré{urnch antiel
{eg. SMS)

E]li <18
[/
BB

Lsrndaay S N e
w Nl ViR SE3 Servme provide: [A5P)

Fig. 1 - overview of Blucom architecture

2.1 Content Provider

The content provider creates the Blucom content by using an appropriate author-
ing system.

Specification not covered in this document.

2.2 Broadcast Center

The broadcast center is in charge of formatting the Blucom content according to
ths data carousel format specified in this document, broadcasting the data carou-
sels and signalling according to the specification in this document.
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2.2 Broadcast Center The broadcast center is in charge of formatting the

Bl ucom content according to the data carousel format specified in this
docunent ,wbnoadeasti ng t he data carou sels and signal | i rRgTaEPC@sMiINYgIt o the
specification in this docunent CONFI DENTAL Astra Pl atform Services GrbH A
SES Astra Conpany Tel +49 (0) 89 18 96 03 Fax+49 (0) 8S 18 96 36 02 EMai l

| nf o@psde ww aps deAn SES ASTRA Conmpany 2.3 Set Top Box | ngthe_cqntext of
the Blucom system the digital receiver acts as a content s&¥ i gttinls
any client device. The Blucomdata is parsed fromone or ndT e™DEMREC e
carousels, which are carried in the MPEG transport strean1asxﬁﬁmwuhmmw
conponents of any MPEG program The STB shall store the conpl ete payl oad of
all Blucomdata carousels of trie ap propriate version (see 3) in the

Bl ucom Cache, which is allocated in the STB's RAM The Bl ucom Cache can be
regarded as a shared nenory resource which is filled with data by the

DSM CC client. Data is requested out of the Blucom cache by the data server
conmponent, whaCHei Fopflgghk cated to handle client requests for Blucom data.

The recei ven, $OLIWRI ik %&oﬁ@@én@tﬂeg@néﬁ Rbeieh@1sBk HeMMERteNSi on is up to the
STB nanufac&&kagamAﬁﬁ gnes not provide any software |ibraries and does not

require any i ddl.eWane daRd ARAL Al bdvibd 86 RREMhiREt he Bl ucom
ext ensi oN.  carried in the MPEG transport stream as data components of any MPEG program.

The STB shall store the complete payload of all Blucom data carousels of the ap-

propriate version (see 3) in the Blucom Cache, which is allocated in the STB's

RAM.

The Blucom Cache can be regarded as a shared memory resource which is filled
with data by the DSM-CC client. Data is requested out of the Blucom cache by the
data server component, which is dedicated to handle client requests for Blucom
data.

The receiver software implementation for the Blucom extension is up to the STB
manufacturer. APS does hot provide any software libraries and does not require
any middleware implementation in the context of the Blucom extension.

However, the requirements described in this document shall be met by the manu-
facturer’s implementation and will be tested by APS or a subcontractor of APS
and, upon successful test pass, certified by APS.

Fig. 2 gives an overview of the functional receiver software structure.

RAM
P stare [ Ctrl read Session |
4@‘%’%\ il Dataset Datasets |
B, e R store read
Mg —
Data Caroule‘l. -
DSMICC
Client L
Data Server '
Authenti‘cétion o ~ Session <
Unit o Layer ;

‘Interface Protacol Layer

Fig. 2 - Overview of functional receiver software structure
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However, the requirenents described in this docunent shall be nmet by the
manu facturer's inplenentation and will be tested by APS or a subcontractor
of APS amaiQ 20omsssaccessful test pass, certified by APSPCEER285910966 an
overvi ew of the functional receiver software structure. Fig. 2 - Overview
of functional receiver software structure OONFI DENTALAn SES ASTRA Corrpany
The functional specification of the réteiver requirenents fg
extension is covered by this docunent. 2.4 Browser Applica
application typically runs on a handhel d device. It establ4 she

nection between the handhel d device and the STB and reques°m§ESBPT}é‘&?1“ﬂMa
fromthe STB via the established link. The Blucomdata will be processed
and di spl ayed by the browser application. Specification not covered in this
docunent. CONFI DENTAL Astra pl atform Services GrbH An SES Astra Conpany Tel
+49 (O SQ 18 9 6 03 Fax 9 (O 89 18 96 36 02 E-Mail- infab aps de

www., apsdeA n SES ASTRA Conpany 3 TS - SignaH ng of Blucom Data The stream

| oop in the tRMin@nARdiREoMlQeamramyereon foatha Bacaredkensgace (by a n

el enmentary R dovdidde) th)s dbcumegne or nore el enentary streans which carry the
associ ated Blucom Data Thgq stream type of Blucom data streans is set to
OxOB t o indi4CBifydeRApplibdtidd ucom data stream cont ai ns DSM CC LJ- N
Messages as Tﬁ@ﬁ‘gvl/ster' a%glcétBn typically runs on a handheld device. It establishes a con-

nection between the handheld device and the STB and requests Blucom data from
the STB via the established link. The Blucom data will be processed and displayed

by the browser application.
Specification not covered in this document.
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12] . The streamreference t o the Blucomdata streamcontains a privat
g_data_spec if ier_descr iptor as defined in [3] with the private data
_spec i f wenoddmabgsset to 0x00000001 (SES) | medi ately Polrirresosgidobi s pri
vate data spec if ier_desc pptor there is a blucomdata desc pptor with a
private data field of length O . A given MPEG program may contain nore than
dat e and _hi gh

3

one Blucom data carousel in order t o3dllow an i ndependent
speed cycle for specific data, such as control file and act&&l g
for instance. If the MPEG program carries nore than one Bl AT O 4% s
carousels of _the appropriate version, the STB shall parse alstsmfmtdaam«y
Note: This method of signalling has t o be validated against the | egacy
receiver population It rmay be subject to change until this validation
process is conpleted Table 1 Syntax of Blucom Data_Descnptor Senmantics of
Bl ucom Data_Descr iptor: descriptor_tag: This 8-b it field identifies a
bl ucom data_descr iptor and shall be set to OxDO. descriptor_|ength: This
8-bit fieldhs of the data portion of the
descri ptor, % ch §g§ﬁa]l?\§gwmg§h%éﬁé t he descriptorjength field

bl ucom ver sﬁt’ms’freafhiosp iBthp PMfOffaméWiFG@@fgliaW@@yF%@'r\ﬁe"?fsﬁemq (yent he referenced

Bl ucom dat a ﬁg i [Eatjﬁn f‘;?ji‘éﬁqﬂ%ﬂ? QE F%%&)%Bgloﬂcom data stream |f
the version iy ﬁﬁem&oﬁ% ﬁs A EE @fvﬁ%é AskLa.ohuAl f orm Servi ces GrbH
An SES Astr @@jConpany Tel +4 S9 18 96 0

The stream reference to the Blucom data stream contains a
private_data_specifier_descriptor as defined in [3] with the private_data _specifier
field set to Ox00000001 (SES). Immediately following this pri-
vate_data_specifier_descriptor there is a blucom_data_descriptor with a private
data field of length O.

A given MPEG program may contain more than one Blucom data carousel in order
to allow an independent update and high speed cycle for specific data, such as
control file and actual sync page, for instance. If the MPEG program carries more
than one Blucom data carousels of the appropriate version, the STB shall parse all
of them.

Note: This method of sighalling has to be validated against the legacy receiver
population. It may be subject ta change untit this validation process is completed.

Syntax Bits Identifiexr
blucom data_descriptor () {
descriptor_tag 8 | uimsbf
descriptor_length 8 | uimsbf
blucom_version 8| uimsbf

blucom uid {

blucom_uid onid 16| uimsbf
blucom uild_tsid 16 |uinmsbf
blucem uid_ sid 16 {uimsbf
}
for (i=0;i<N;i++){ 8 {uimsbf

private_data_byte
}

}

Table 1: Syntax of Blucom_Data_Descriptor

Semantics of Blucom_Data_Descriptor:

descriptor_tag: This 8-bit field identifies a blucom_data_descriptor and shall be
set to OxDO.

descriptor_{ength: This 8-bit field specifies the number of bytes of the data portion
of the descriptor, starting immediately following the descriptor_length field.

blucom_version: This 8-bit field defines the version of the referenced Blucom data
carousel. The receiver shall only parse a Blucom data stream, If the version num-
ber is set to Ox01.
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blucomu id - This field consists of 3 16-b it fields and is intended as a
uni que i dw0 2beda4er36f or each Bl ucom servi ce, which may ceaIiEPR0SH1@®RE OF
nore Blucom carou sels. Al carousels of one Blucom service shall have the
same~ blucomu id. The blucomu id shall be uniquely assigned. Therefore
this field shall be conposed of the Sébvice Id , Transport S

Oiginal Network ID of one of the ser vices carrying the BlAE
a data conponent. Exanple: ONID: 0x0085 TSID: 0x0001 SID: ©
bl ucom ui d_Ox00850001001B The purpose of this field is toAeE AWt Erepan
sharing of one or nore Blucom carousels between several services on a given
transport streamwhile nmaintaining an opt i mal perfornmance. In the case
where an operator offers e g. 3 novie channels on the sanme transport
stream he may want to share the sanme Bl ucom data between these 3 channels
In this case he would reference the sane BlucomPIDs in the PMI of all 3
novi e servi desond vl BEBek nowists biB 1Gwafieldtantig intdndedsls aogmedrend, whet her it

shal | del et éifigriies eash Fiueem sep/ise - divish BRCORIRIOTBIR YEOERYCEN 8E¥m cache or if it
shal | maint&f the data in order to allow for a better performance of a
shared Bl u ddmraetiydioee Bliyron sevicsshaline tedramgalugsri-viat e data_byte: This is an
8 bit fiel dmdheomalidaode inficGhasdighed Miewadrethy fileshionectoraNed DENTAL Astra

Pl at f or m Seroffihe Bayvice I1d , Transport Stream 1D and Original Network |D of ong of the ser-
vices carrying the Blucom carousel as a data component.

Example:

ONID: 0x0085
TSID:  OxQ001
SID: 0x001B
resulting blucom_uid: 0x00850001001B

The purpose of this field is to allow the sharing of cne or more Blucom carousels
between several services on a given transport stream while maintaining an opti-
mal performance. In the case where an operstor offers e.g. 3 movie channels on
the same transport stream, he may wani to share the same Blucom data between
these 3 channels. In this case he would reference the same Blucom PIDs in the
PMT of all 3 movie setvices. The STB knows by evaluating the blucom_uid,
whether it shall delete the control parameters and purge the Blucom cache or if it
shall maintain the data in order to allow for a better performance of a shared Blu-
com service upon a service change.

private_data_byte: This is an 8-bit field, the value of which is privately defined.
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requi r emewo0eb/4543at a Carousel 4.1.1 Performance of DSMpPCT/EPas(S@I109¢he

DSM CC Parser shall always be active in the background. The STB shall be
able to capture a Blucom data stream of up to 6Md/s without affecting the
overal |l performance of the receiver (| e. AV decoding, U
zappi ng perfornmance, teletext processing) and w thout di scaff :
com data nodul es and control paraneters in one turn of the” carofisé
provided all _structural information regarding the carousel An%%SﬁRﬁa@r@@V and
DIl has been o b tained. If Blucomservice is split up into nore than one
carousel s, the performance re quirenent of 6Md/s shall apply t o the sum
bitrate of all carousels. 4.1.2 Data carousel structure The Bl ucom data
carousel is based on the DVB data carousel specification as de fined in
[4]. ‘(Ij'he B: ucom data carousel is formatted as a two | ayer data carousel and
accord inglygqu pes: DDB - Downl oad Data Bl ock
DI - Downl O%dﬁé?éh%n%?gg%ﬂé %dm?émé ggd Server Initiate Al Blucom

messages are carried on one single PID.
4.1 Data Carousel

414 Performance of DSM-CC parser
The DSM-CC Parser shall always be active in the background.

The STB shall be able to capture a Blucom data stream of up to 8Mby/s without
affecting the overall performance of the receiver (i.e. A/V decoding, Ul response
time, zapping performance, teletext processing) and without discarding any Blu-
com data modules and control parameters in one turn of the carousel, provided all
structural information regarding the carousel, such as DS| and DIl has been ob-
tained.

If & Blucom service is split up into more than ane carousels, the performance re-
guirement of 6Mby/s shall apply to the sum bitrate of all carousels.

4.4.2 Data carousel structure

The Blucom data carousel is based on the DVB data carousel specification as de-
fined in [4].

The Blucom data carousel is formatted as a two layer data carousel and accord-
ingly uses the foliowing 3 message types:

DDB - Download Data Block

Dli - Download Info Indication

Dst - Download Server Initiate

All Blucom messages are carried on one single PID.

The Blucom data files are structured as moduies which are transmitted in one or
more DDB messages. The modules are referenced by a DIl message. All modules
referenced in one DIl are forming a group, which is identified by the transactionid
of the DIl message. The groups identified by the transactionld of the related DIl
messages are referenced Ih one DS| message. The groupld in the DSI message
equals the transactionld of the DIl message. All Blucom data files shall be stored
under a dedicated Blucom directory (e.g. “/blucom) which shall be root for all Blu-
com related operations.

The structure of the DSM-CC messages required by the Blucom service is set out
inannex A.

4.1.3 Descriptors in the data carousel

The Blucom data carousel supports the following subset of the descriptors speci-
fied in [4], which shall be evaluated by the STB. The syntax and semantics of each
descriptor is set out in Annex Ax.

e Descriptor: cre32_descriptor
Support: Mandatory
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The Blucom data files are structured as nodul es which are transmtted in
one or nore DDB nessages. The nodul es are referenced by a DIl nessage All
nodul es rwben@maedei n one DIl are form ng a group, whiclrCrEP2@sniivsi ed by
the transactionld of the DIl nmessage. The groups identified by the
transactionld of the related DIl nessages are referenced in one DS
message. The groupld in the DSI nessad€ equals the transacti
nmessage. All Blucomdata files shall be stored under a dedi
directory (e.g. "/blucon) which shall be root for all Blu ¢
operations. _The structure of the DSlvl-CC messages requi rednfiﬁglAStﬂthcBipmom
service is set out in annex A 4.1.3 Descriptors in the data carousel The
Bl ucom dat a carousel supports the follow ng subset of the descriptors speci
fied in [4], which shall be evaluated by the STB. The syntax and semanti cs
of each descriptor is set out in Annex A:. Descriptor: crc32_descr iptor
Support: Mandatory CONFI DCNTAL Astra Platform Servi ces GbH A n SES Astra
Conpany Te! +49 0©9t@@=D8 BodBle@fo3 Fax +49 (O 89 S 9 3 6 02 E Mall

| nfo(r)ap-de PP”E? ha\ STB &artd? cr"laSSLL’JFI - nodul el nfo
Usage: This descf‘f gdf é;?i@ct(%%q Zﬁgﬁﬁﬁ% Y%F% V(e CET e lﬂ@ order t o assure

that the data nodieg Re d=RLHRIME hatnm&%wand loalidd® CRC 32

on the next carousel turn.

e Descriptor: compressed_module_descriptor
Support: Mandatory
Location: DII - modulelnfo
Usage: Upon detection of this descriptor, the STB shall decompress the re-
lated module before further processing of the data, i.e. before evaluation
of the blucom header and storing the data portion in the blucom cache,
Nate: A control file shall never be compressed.

e Descriptor: group_link_descriptor
Support: Mandatory
Location: DS - grouplnfo
Usage: This descriptor shall be evaluated by the STB, in order to support
large groups. It will be used by the carouse! generator, when the descrip-
tion of the modules in a group exceeds the maximum size of a single DIl
message and has to be spread across a number of such messages.

¢ Descriptor: name_descriptor
Support: Optional
Location: DSI- grouplnfo
Usage: This descriptor carries the name of the top level directory, under
which all files of the respective group are stored, resp. shall be stored in
the blucom cache. A STB may evaluate this descriptor in order to optimize
the blucom cache management.

4.1.4 Biucom data header

All Blucom files are preceded by a Blucom data header, according to the structure
indicated in Table 2. Upon reception of a complete module, the STB shall split the
Blucom Header from the payload, evaluate the Blucom data header information
and process the payload (excluding the Blucom data header) according to the in-
formation provided in the Blucom data header.
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ceived in this descriptor does not match the CRG 32 cal culated formthe
respective data nodule, the data nodule shall be discarded and rel oaded on
t he next wenroessab4ssurn Descriptor: conpressed _nodul e_de®cTmreas/oBwppor t

Mandatory Location: DIl - nodul el nfogsgsage: Upon detection of this
descriptor, the STB shal|l deconpress the ielated nodul e bef it t y
processing of the data, i.e. before eval uation of the bluc #5[ and
storing the data portion in the blucomcache. Note: A contLolshidrg Sh )l
never be -eenpressed—bescriptor—group_t—Tmk_descr iptor Support: Mandatory
Location: DSI - grouplnfo Usage: This descriptor shall be evaluated by the
STB, in order to support large groups It will be used by the carousel

generator, when the descrip tion of the nodules in a group exceeds the
maxi mum si ze of a single DI nessage and has t o be spread across a nunber
of such nessages. Descriptor: name_descr iptor Support Optional Location
DSl - groupl nf g Usfage. Thi s YYewgri ptor carri aNum et By of the top |evel
dnectory, undepTidB L8 hekddRF Of the Tespective groyp are stored resp.
shal | be stored_in fhe blucomcache—A-STB-nmy—evatuatie this descriptor m
order to optinmize t W B JEdM Yache managenent. 4.71.4 Bl ucom data header All
SB![ :JﬁO{ﬂfl I gsd{;tre le&II. ededidiy zerBiticom dat a hieader? acdording to the

ct ur e i nditeatet—inTahi-er 2 Pppn '
B ohal T shi thefdf iaey e yoprr Teceptipn of a cgnpl ete nodul e, the

blucom_info_byte 1

}
private data_length 2

for (I=0;I<N;I++)
private_data_byte 1

Table 2: Blucom data header syntax

Semantics of the Blucom data header:

blucom_version: This field shall be set to 0x01 in Blucom version 1.0. The STB
shall only process files with the blucom_version field set to Ox01.

blucom_info_length: This 16-bit field indicates the length in Bytes of the descrip-
tor loop to follow.

blucom_info_byte: This fleld conveys a list of descriptors which each define one or
more attributes of the Blucom file transported in the actual module.

For Blucom data files this field carries at least a name_descriptor indicating the
full path and filename information of the related file. If this field does not carry a
name_descriptor, the STB shall not regatd the related file as a Blucom data file.

For a Blucom control file this field shall contain at least a control_file_descriptor.

If the Blucom header does not contain a hame_desctiptor or a con-
trol_file_descriptor, the STB shall not process the file transported in the related
module. This provision shall allow the headend system to use additional descrip-
tors in the future without affecting any legacy STBs.

ptivate_data_length: This field defines the length in bytes of the following private
data field. The STB shall ignore any following private data bytes.

private_data_byte: These fields are user defined and shall not be evaluated by the
STB.
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Bl ucom Header fromthe payl oad, evaluate the Bl ucom data header information
and process the payl oad (excluding the Blucom data header) according to the
i n formatworogrmsidded i n the Bl ucom data header OONFI DERCAIEPA®ESHO209R at f or m
Services GrbH An SES Astra Conpany Telyg+49 (0) 89 18 96 03 Fax +48 (0) 89
18 QS 3802 EMail info(r)apsde www aps 3eA n SES ASTRA Conpanygi ) Y
Bl ucom dat a header syntax Semantics of the Blucom data head 4

bl ucomversion: This field shall be set o OxO in Blucom vej rsiofn 1.0. The
STB shal | -eptly—process—files—w-t-h—the—blueem vers ion field %%EFA?TS‘A&@"“V

bl ucom.infojength: This 16-bit field indicates the length in Bytes of the
descrip tor loop to follow. blucominfo byte: This field conveys a |ist of
descriptors which each define one or nore attributes of the Blucomfile
transported in the actual nodule. For Blucomdata files this field cariies
at least a nane_desc i iptor indicating the full path and fil enane

i nformation.106 t heeseipedreih theé BRcorhdataltieadér el d does not carry a nane_descr
iptor, the STB shall not regard the related file as a Blucomdata file. For
a Bl ucom cants.pl Ndnhd ®sérpios field shall contain at |east a controlLf

il e_descr rgtEicohidatahifs Bhdm@amheadesdedans atiedst atinai fame deame_desc pptoi or
a control _sériptdr eccdemg pphosyntak heseSIBinghlk B. Addtionst dcepwrdihthef i | € transport ed
in the rel aveuh dadelodager, Wighearprad defispain thisracumerltistall ketgsoléidend system to use
addi tional "§&3Brip tors in the future without affecting any |egacy STBs.

name_descripior() { Number of Bytes Value
descriptor_tag 1 0x02
descriptor length 1
for (I=0;I<N;I++) { Filename
text_char 1 gzctihf\;rl'l%for—
} mation
}

Table 3: Syntax of the name_descriptor

Semantics of the name_descriptor:

descriptor_tag: This 8-bit field identifies the descriptor. For the nhame_descriptor
this field is set to 0x02,

descriptor_length: This 8-bit field specifies the number of bytes of the descriptor
immediately following this field.

text_char: This is an 8-bit field. A string of “char” fields specifies the filename and
path information, which shall be used as the storage location, relative to the Blu-
com root directory, of the related file in the STBs filesystem. Text information is
coded using the character sets and methods described in annex A of [3].
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pi vate_datajength: This field defines the length in bytes of the follow ng
private data field. The STB shall ignoie any follow ng private data bytes
privat e_dabaoiyust3c These fi el ds are user defined and shakCir/aretosoerdeval uat ed
by the STB. CONFI DENTAL Astfa Pl atform Services Qn bH An SESs Astra pany
Tel +49 (O 89 18 9 03 Fax +49 (0O 89 18 9 6 3 6 0 2 EMall )
deA n SES ASTRA Conpany 4.1.5 Descriptors in the Bl ucom dagf™hedder
Nanme descriptor For Blucomdata files, the Blucomdata hea,q;aggg,sMAIcO,agmy
| east contarma mame de Scriptor—according to the syntax as set out in
Table 3 . Additional descriptors in the blucom data header, which are not
defined in this docunent, shall be ignored by the STB. Tabl e 3. Syntax of
t he nane_descriptor Semantics of the nane_descriptor: descriptor_tag: This
8-bit field identifies the descriptor. For the nane_descriptor this field
135 set ]Eo gxog descriptorjength: This 8-bit field specifies the nunber of
ytes of the descriptor inmedi atel foIIovmn thls fleld text _char: This
is an 8- b%% ecf°(ﬂt"°‘ﬂ'esqe?‘i”ﬁﬁr of "ch)e/l " fie g the filename and

path inf oﬂl’%&F?fbﬁP“tf\ﬂH‘@tﬂﬁa‘é qica f” %SCQ Ee%tl on, relative to
the Blu cg b?%ioredféﬁﬁi“é? Th aﬁe%eie?fi T @ofﬁ%i“ éh@‘sohﬂi‘ortah% Bs f11esystem

Text inf O E tule payload followmg the blucom data header as control file data.

control_file_descriptor() { Number of Bytes Value
descriptor tag 1 0x01
descriptor_length 1

for (I=0;IKN;I++) {

descriptor_data 1

Table 4: Syntax of the control_file_ descriptor

Semantics of the control_file_descriptor:
descriptor_tag: This 8-bit field identifies the descriptor. For the con-
trol_file_descriptor this field is set to Ox0L.

descriptor_length: This 8-bit field specifies the number of bytes of the descriptor
immediately following this field. This field may be set to zero in order to indicate no
following descriptor bytes.

descriptor_data: This field may contain a number of descriptor bytes as indicated
in the descriptor_length field.

4.1.6 Example of a Blucom data header
The example in Fig. 8 shall illustrate the format of the Biucom data header of a
Blucom data file.

. File data (to be saved
name_descriptor) in ST file system)

A
o M

F 3

st 0x0017l0x02 (16} Av_showspic/pict.png }0x000Q0) :

blucom__ /\blucom_\nq private_data

VErsion length _length

Fig. 3 - Example for a Blucom data header
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coded using the character sets and nmet hods described in annex A of [3].
CONFI DENTAL Astra Pl atform Services GrbH 10 An SES Astra Conpany Tel +49
(0) 89 18 W6 20®/Ha#36+49 (0) 89 18 9 6 3 6 0 2 E-Mail: | nPaCEP00d@10961
www. aps. deAn SES ASTRA Conpany 4.1.5.21 Control file descriptd B3
control file shall be indicated by a control _fi[e_descriptor
data header. If there are additional descriptors in the bl uf *dat & "heetler ,
t hese shall be ignored by the STB. The presence of the contArn(sESAﬁsIrkachpany

b _descriptor always denotes the nodul e payl oad foll owi ng the bl ucom data
header as control file data. Table 4 : Syntax of the control _file_
descriptor Semantics of the control ile_descriptor: descriptor_tag: This
8-bit field identifies the descriptor. For the control _ file_descriptor
this field is set to OxA . descriptorjength This S-bit field specifies the

nunmber of tes this field. This
field may g reoﬁrit?j@} ﬂﬁeﬁﬁi@%‘ié 89‘% ofti8n umﬁ%&?ﬂ%&%&%ﬂog Og\%ﬂnng descri ptor

byt es. des;;mcmm_&mpgc/pﬂ;mlpﬁg He® /&l_smy/ G pit Bbrig sedmidartre Bluof descri ptor bytes
as 1 ndi cat&eh nameﬁd’leEBld(&&C(EdthHqOéejLelrﬁgi J1n frisekatoplelit & aGsufidinpl tee of a Bl ucom dat a
header TheS@samsbm réondiFictyry ignastedl/hludoml ustrate the format of the Bl ucom data
header of a Blucomdata file. Fig. 3 - Exanple for a Blucom data header

Example GetReduest:

<GetRequest
requestId="00-02-72~80~EC-FE-00004"
context="0x00850001001B" >
<FileUrl name=*/tv_show/pic/picl.png” version="1"/>
</GetRequest >
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CONFI DENTAL Astra Platform Services GrbH 11 An SES Astra Conpany Tel +49
(O 891896 03 Fax +49 (O 89 1896 360 2 E-Mil: nfo@ps.de
WM. aps. Wi 2n068ESI3ASTRA Conpany Upon reception of the ceaplEre@sooal e, t he
STB shall split the payload portion fromthe header and save the payl oad
portion under the |ocation /blucomtv_ ehow pic/p icl.png where

/tv_show pic/picl.png specifies the Bltfcom nane in a Bl ucom g
(4.5.5). In this exanple it is assunmed that the STB' s Bl uco
is named /blucom Exanple Get Request: <Get Request requestl d=
-EC- FE- 000Q4"_context="_0x008 50001001R"> <FileU | nane= "/At“?}ESg‘W(BWFEIPFeWpI cl
. png" vers aon="l1 "/> </ Get Request> CONFI DENT AL Astra Pl atform Services
GmH 1 2 n SES Conpany Tel +49 (0) 89 18 96 03 Fax +49 (0) 89 18 96 36 02
E-Mail info ape de wwwaps deAn SES ASTRA Conpany

4.2 Blucom Cache

In order to allow fast access to the Blucom data by any connected client device,
the STB shall buffer all Blucom data in the Blucom cache. The Blucom cache can
be regarded as the linking element between the data carousel capture and the
client data server. In that respective it can be regarded as a shared memory re-
source.

The directory structure inside the Blucom cache shall be according to the path and
filename information obtained from the Blucom headers. This structure is used as
a reference for client requests.

From the broadcast carousel side the information needed for maintaining the Blu-
com cache is the grouplD and module!D and the moduie version of each file.

Updates of the Biucom data carousel shall be detected by a change of the trans-
action_id of the DSI.

4214 Blucom cache allocation
The Blucom cache shall be allocated in the STB's RAM.

The Blucom data cache size shall be as specified in section 6.1

42.2 Blucom cache management: Data capture

As soon as the STB detects a valid Blucom data component on the actual tuned
MPEG program (according to section 3), the STB shall immediately start capturing
the Blucom data and write it to the Blucom cache.

4.2.3 Blucom cache management: Service change

The Blucom cache shall be purged upon a change of the actual tuned service to
another service which carries Blucom data and be filled with the Blucom data of
the then tuned service.

Exception: If the blucom_uid of the new service matches the blucom_uid of the
previously tuned service, the STB shall maintain the Blucom cache in order to al-
low for a better performance in the case where Blucom data is shared between
services.

Note: If the RAM Space reserved for the Blucom cache does not need to be allo-
cated completely to store the Blucom carcusel data of the new service the STB
may keep the previous Biucom data in order to speed up data access if the STB is
tuned back to the previous Blucom service.

If the new service does not support Blucom, previously downloaded Blucom data
shall be maintained in the Blucom cache in order to allow for a fast access to the
Blucom data in case the user tunes back to the previously tuned Blucom Setvice.

The Blucom control parameters shall be deleted immediately upon a service
change, regardiess whether the new service carries any Blucom data or not. This
provision shall make sure that Blucom data of any given service is only available
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4.2 Blucom Cache In order to allow fast access t o the Blucomdata by any
connected client device, the STB shall buffer all Blucomdata in the Bl ucom
cache. ThwoBbasoamscache can be regarded as the |inking ecCempraosheivseen the
data carousel capture and the client data server In that respective it can
be regarded as a shared nmenory re source. The directory structure inside
the Bl ucom cache shall be according t%sthe path and filena I Nfgor @ isson
obtai ned fromthe Blucom headers This structure is used aﬁﬂahgu? _
client requests Fromthe broadcast carousel side the information heeded
mai nt ai ni ng—the—Bhu—eomeache—-s—the—groupl D and nDduIeIDAéﬁaApﬁécﬁﬁﬁﬂle
version of each file. Updates of the Blucom data carousel shall be detected
by a change of the transactionjd of the DSI. 4.2.1 Blucom cache allocation
The Bl ucom cache shall be allocated in the STB s RAM The Bl ucom data cache
size shall be as specified in section 6.1 4.2.2 Blucon1cache managenent .
Data capture As soon as the STB detects a valid Blucom data conponent on

t he act ual {OLIEGTF bl{ﬁ%@oep?rlﬁ'd‘? S CHERAT Y A etS5P §€?§“f’:’l]'6?1’n?§{)t° "¢ he STB shal |

innediatel ‘cap turl t he Blucon1data and wite it to the Bl ucom
cache 4. 3 ' ﬂg@ e ﬁflrvf‘ %n? ﬁ% Sﬁiﬁé Bl ucom cache shal |
be_pur ged BB, %Pﬁ@‘e ekt b LR EE TS Slhot her service
whi ch carri pswddh te@dds dat a and % the Bl ucom data of the then

tuned servig ervice natches the
bl ucom ui d Qiﬁgﬁgiﬁgﬁgﬁg‘QE%ﬁ;gngﬂg%ﬁgﬁgﬁgﬁghgﬁéggﬁﬁf| mai ntai n the

Bl ucom cache in order to al low for a better perfornmance in the case wheie
Blucomdata is share t :
)

Service change
{Prevdous service
caritained Blucom data)

blucom_uid

Delote controd {old servioe)
parametsrs e blueam_uid /_—\
l‘ | “W es

! {ielele control - -
s parametars, Mainiain
Maiitaln & mabile device connections
mabile device Purgs Blucon &
connections rache wait for Blucom data updales

b

Load new control
paramotars
&
Blueom data

v

Maintgin
mblle device connections
&
wait for Blucom daia updates

Fig. 4 - Blucom cache management Upon Service change from Blucom service
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services Note. If the RAM Space reserved for the Blucom cache does not need
to be allo cated conpletely to store the Blucom carousel data of the new
servi ce tWe kB 4m3¢ keep t he previous Blucom data in or@en/mpeocspe®dl up dat a
access if the STBis tuned back t o the previous Blucomservice. If the new
servi ce does not support Blucom previously downl oaded Bl ucom data shall be
mai ntai ned in the Blucom cache in ordé? to allow for a fastghcceg @ t he

Blucomdata in case the user tunes back to the previously }A@QE”
AnglﬁS?/\

Servi ce The Blucom control paraneters shall be deleted inre fﬁ&EJJ‘Bn a

servi ce charge—regardl-ess—whether—t-he—new service carries ucom dat a
oi not. This provision shall nmake sure that Blucom data of any given
service is only avail abl e CONFI DENTLL Astra Pl atform Servi ces GrbH 13 An
SES Astra Conpany Tel +49(0)89 18 9303 Fax +4S (0) 89 18 9S 36 02 EMnJI nfo
apscte ww aps deAn SES ASTRA Conpany to the nobile device, and to users
consequently, if the SIB_i |1y tuned to the said service. Exception:
If the bluconjjid of Aheshew=servirce matches the blucom iiid of the

previously tuned ser h%mﬁﬁgﬂgﬁnyg hal | maintain the Bl ueom control
paranmeters in order tokarﬁOM/ or better performance in the case where

Bl ueom data i s shared betweén services. The required Bl ueom cache and
control paraneter managenent upon a service change is illustrated in Fig. 4
and Fig. 5.

ew servios
conltaing Blucam

Ho 2
{ data?
i blucoem_gid

/-‘ pdalntaln {naw__iir‘dice)
»[\ moblie device | < mum—l; .
connections y .,
[ ™. (fast ned Blucwr yaz
servioel?
e
4
Furge Blucom ) Lnad contral
cache parameters
L ¥
Load new contmi ra Malntain \\
parameters mobile device conneciions )
& &
Blucom data wall for Blucom data upda_tag,

¥

Maintain
mobilz devics conneations
&
it for Blucom data updates
Fig. 5 - Blucom cache management upon service change from non-Blucom ser-
vice ’
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Fig. 4 - Blueom cache nanagenent upon Service change from Bl ueom service
CONFi DENTAL Astra Pl atform Services GrbH 14 An SES Astra conpany Tel +49
(0) 89 | EO2@H4Fss +49 (O 89 1 S S6 36 02 E-Mil: i nf eCampe2as/omees 3ps. deA
n SES ASTRA Conpany Fig. 5 - Blucom cache managenent upon service change
from non-Blucom ser vice Astra Platform Services GrbH 15 An SES Lstra
conpany Tel +49 (O 89 18 96 03 Fax +49 (O 89 18 9S 36 02
i nf o@ps. de www. aps. deA n SES ASTRA Conpany 4. 2.4 Bluconlc
Update The Blucomdata files stored in the receiver's Bl uchrn Yac
be updated upon a change of the module version number of t+&ﬁ@%§%ﬂ§ﬁ@m“
nodul e. The nodul e version nunbers of all Blucomfiles, being | oaded in the
Bl ucom cache, have to be maintained by the STB in order to allow. a) a high
performance updating procedure for cached Blucomfiles b) re-using the
nodul e vei sions as transparent version infornmation for serv ing the nobile
device interface. |If upon an update of a nodule (i e. change of nobdul e

ver si on nunber) the storage
4.2.4 Blucom cache management: Update

The Blucom data files stored in the receiver's Blucom cache shall be updated
upon a change of the module version number of the related module.

The module version numbers of ail Blucom files, being loaded in the Blucom
cache, have to be maintained by the STB in order to allow:

a) ahigh performance updating procedure for cached Blucom files

b) re-using the module versions as transparent version information for serv-
ing the mobile device interface.

If upon an update of a module (i.e. change of module version number) the storage
jocation indicated in the Blucom header changes, the STB shall delete the old file
and store the updated file in the new storage location.

Any empty directories remaining after deleticn of a file in the Biucom cache shall
be removed from the Blucom cache.

4.2.5 Blucom cache management: Purge

A Blucom data file shall be purged from the receiver's Blucom cache as soon as it
(i.e. the related module Id) is not referenced in the related DIl anymore.

Al Blucom data files of a given grouplD shall be purged from the Blucom cache as
soon as the related groupld is not referenced in the DSI of the related carousel
anymore.

Any empty directories remaining after a purge operation shall be removed from
the Bliucom cache.

Note: This requires consistent data playout from the headend system at all times.

4,2.6 Blucom cache management: Overflow exception handling

I the amount of Blucom data being broadcasted in the context of the actual tuned
Blucom Service is bigger than the defined Blucom cache size, the STB shall dis-
card the oldest data in the Blucom cache. The determination of the age of the
Blucom data shall be done by evaluation of the storage timestamp.

Exception: The actual sync page, as itis referenced by the actual control parame-
ter set, shall not be discarded.

The intention of this provision is to make sure that the receiver does not crash in
the case of a too big carouse! being played out. However, the availability of the
Blucom service will be unpredictable in this case. Therefore the Headend system
shall make sure that the total playload of a Blucom service never exceeds the limit
as specified in 6.1.
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| ocation indicated in the Blucom header changes, the STB shall delete the
old file and store the updated file in the new storage | ocation. Any enpty
di rect oriwe 20@nms436ng after deletion of a file in the Bpurtmrasoh®sshal | be
renoved fromthe Blucomcache. 4.2.5 Blucom cache managenent: Purge A
Blucomdata file shall be purged fromthe receiver's Blucom cache as soon
as it (i e. the related nodule Id) is4hot refeienced in the
anynore All Blucomdata files of a given grouplD shall be g
Bl ucom cache as soon as the related groupld is not referented® i of
the rel ated-carousel anymore Any enpty directories remnai nlﬁngSaﬂPerCoapapur ge
operation shall be renoved fromthe Blucom cache Note. This |equires

consi stent data playout fromthe headend systemat all tinmes. 4.2.6 Blucom
cache managenent: Overfl ow exception handling If the anount of Blucom data
bei ng broadcasted in the context of the actual tuned Blucom Service is

bi gger than the defined Bl ucom cache size, the STB shall dis card the

ol dest data in the Bl ucom cache The determ nation of the age of the Bl ucom
data shal | He3 depdradfileval uati on of the stoiage timestanp. Exception: The
act ual syncTlpax})@ose&gthetontrgﬂteea‘t%mméﬂrebgﬂvdmea@crhmhademsroI parame ter set,
shal | not béas stfet ‘tféfddatTh’é“‘ﬁeﬁIeéh’Fqnb‘ﬁtﬁj‘FestWh' rbévfp@@‘@ﬁ“el s to make sure

irat the ¢ oCEL L AL HThElY e R

pl ayed out y;@,yoe hec ,f@val Om’Ser vi ce will be

unpr edi ct ab{ ﬁwe n%r lﬂ!e egﬁif%dgétﬁﬁe resenceo chjnsySt em shal | make sure

God ol
that the to?g ﬁ,gé‘géﬁipg,@ +1Th1Bo rce never exceeds the imt as

SpeCI fied i Rs;%on as The TLS QEENIsa ne'\?/‘%ontrol |'~Pe|3|ntthe% uoom ata carousel it shall

update the control file data in the receiver's RAM. Upon the next client request,
the STB shall react according to the rules determined by the new control file.

4,31 Performance

The STB shall parse a new control file and store and activate the according pa-
rameters immediately after receiving said control file,

4.3.2 Format

The Blucom Control file is based on the XML file format.
In the following a brief XML schema description shows the structure of the Blucom
control file.

[eomo_ B smeteoe

Dﬂren‘nmm thu n:unent syne
paga, IF atoibugba "R is "
syne page has ta be
displsyed nest

diagram .

Datenrines the curert syne
page. IF attrbues
"FarceDisplay” iz "TRUE"
syt pagi has to be
u:h\pla\rvi it

attributes | Name Type Use Default Fixed Annotation

na xs:string required Page name (na) including
path

fd *s:boolean required ForceDisplay (fd)
Valid values "1" or “0". Used
to force mobile device to
display current SyncPage.

il xstintager required Refreshinterval {ri) for mobile
device in milliseconds.

annotation documentation Determines the current sync page, If attribute "fd" is "1" sync page has to be displayed next
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GmH 16 An SES Astra Conpany Tel 49 (O 89 18 96 03 Fax H QO 8b 18 06 36
02 EMall Info(r)apsde ww apsdeAn SES ASTRA Conpany 4.3 Control file The
pur pose oboth@/masestrol file is to specify the receiver' CTEReI050MIaPON a
client's request for B ucom data. Unli ke the Blucomdata files, which wll
be stored in the receiver's file systemw thout any prior |nterpretat|on
the STB needs to parse the content of “The control file and g
control paraneters imediately after re ception of the cont,
carousel, the control file is identified by the presence o
file descrlpLaL.Ln..t.he_bLu@mn_da,La,headeL, As soon as the AS*FBAH@f\é“em@"Ya new
Control File in the Blucomdata carousel, it shall update the control file
data in the receiver's RAM Upon the next client request, the STB shall
react according to the rules determ ned by the new control file. 4.3.1
Performance The STB shall parse a new control file and store and activate
the according p a raneters imedi ately after receiving said control file.

4. 3.2 For math3the BloatreifilcBewedd file is based on the XML file format. In
the foll ow fige canttwfﬁleeﬁasmd@dsvaﬁemﬂdes@rdaq@tcmamnﬁlsdnm (¢ehé.15tructure of the

Bl ucom cont P%Fedﬁl’g*éea f PR Re a8 Fer P ATT oY YA das ) ¥stoGrbH 17 An SES
Astra ConpaiS/'ef&i®98 P89 18 96 03

The blucom_uid as referenced in the blucom_data_descriptor inside the PMT of
the actual tuned Blucom service (see 3), shall be assigned as the context.

If the actual tuned service does not contain a Blucom data compaonent, the can-
text shalt be an empty string.

< LoadControifile )
Delivered by PMT Relivered by Data Garquzel
blusom_data_deserlptor | £~ A Catr - e \\ cantrol_file_descrlptor
- = H ~ i} S A
{’ utom uid e ) Blucaim Gonrol Flle { e in biucom iata headar
) - i from N

e Carousel

¥

CinByncPage = <BiControl <SyncPage na>

CirlContaxt = blugom_tid "1 |CtriSynePage
CuriFaseDisplay = <BiContral <8yncPage fd= v SEUE e CirlContext
ChrlRefreshinterval = <BlCanirol <SyncPage 1> GiriForceDlsplay

CtriRefreshinterval

Stored in RAM

I U

4 Wit for new Varzlon )

Fig. 6 ~ Application flow “LoadControlFile" from Data Carousel

4.34 Example

<?xml version="1.0% encoding="UTF-8"?>
<BlControl

xmlns:xsi="http://www.w3 . orq/2001/XML.Schema-instance®

%81 :noNamespaceSchemaLocation="blucomctrl.xsd">
<SyncPage na="/index.htm” f£d="1" ri="10000"/>
</BlControl>
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Fax +49 (0) 89 18 98 3 02 E-Mail: info@ps.de www. aps. deAn SES ASTRA
Conpany 4.3.3 Control File Downl oad The control file has to be downl oaded
from t he wetaociasasael carousel (see 4.1) parsed and theprat@reoosdi®et ti ngs
have t o be stored t o internal variables in order to serve the Blucom
Protocol. The blucomuid as referenced in the blucomdata_descriptor inside
the PMI of the actual tuned Bl ucom sef¥ice (see 3), shall b 3 (s=AS
the context. If the actual tuned service does not contain ‘ u A8
conponent, the con text shall be an enpty string. Fig. 6 - AES [ fl ow
" LoadCont r obFi-+-e"—from-Data—Careusel—4-3-4 Exanpl e <?xm V&r ABWA*C"“‘EE‘WO"
encodi ng="UTP-8" ?> <Bl Control xm ns : XBJ="http: /7www. w3

.org/ 2001/ XM_.Schena-i net ance v xsi :noNamespaGeSchemalLocati on="Dbl uconctr |

.xsd"> <SyncPage na=" /index. htnm fd="1" ri="10000"/> </Bl Control >
CONFt DEHTAL Astra Platform Services GrbH 18 An SES AsUa Conpany Tel +49 (0)
89 18 9b 03 Fax +49 (0) 89 18 96 36 02 E-Mail: info@ps.de ww. aps. deAn SES
ASTRA Corrparh}/ ) . '
4 Maoabile Device Interface
4.4.1 Performance

The mobile device interface performance definition shall ensure that under prede-
fined conditions the reaction time upon client requests does not exceed the de-
fined limit.

Conditions:
¢ Only one client is connected to the STB.
e BT data rate 50Ckb/s net.
»  Measurement point is the Blustooth tadio layer.
s The requested file is already present in the STB's Blucom cache.

Upon a client request for a 10kB file, the STB shall complete the delivery of the
whole file within 250ms after the issuing of the client request.

If during the implementation of a prototype it turns out that the required perform-
ance cannot be reached by any technically reasonable implementation, this per-
formance requirement may be changed accordingly. However the STB implemen-
tation shall ensure that the highest possible performance is reached.

4.4.2 Interface Protocol

The Interface Protocol between Set Top Box {STB) and Moblle Device Is based on
the XML file Format. All xml tags shatl be built according to [6]. In order to keep the
amount of protocol data as small as possible it is recommended to use the XML
short-form for building the XML protacol.

Example longform:
<InitiateResponse requestid="00-02-72-80-ECFE-00001" retCode="0K">
</InitiateResponse>

Example short-form (recommended):
<InitiateResponse requestid="00-02-72-80-EC-FE-00001” retCode="0K"/>

The protocol definition is set out in 4.5. The low level communication is based on
the Bluetooth wireless technology. The requirements for the Bluetooth implemen-
tation are desctibed in 7.

443 Initiate Connection

The Mobile Device initiates the communication channel to the STB. After finishing
Device and Service discovery, the mobile device invokes an initial request deliver-
ing a copyright string, which must match the countetpart stored in the STB appli-
cation. The STB itself reacts by sending a return code, which denotes the accep-
tance or refusal of the Mobile Device connection request.
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4.4 Mobile Device Interface 4.4.1 Performance The nobil e device interface
performance definition shall ensure that under prede fined conditions the
reacti on wormosugessecl i ent requests does not exceed the @ce/Hreovsd1dosm t
Conditions: Only one client is connected t o the STB BT data rate 500kb/s
net Measurenent point is the Bluetooth radio |ayer. The | equested file

is already present in the STB' s Bl ucorfi’cache. Upon a client a
1B file, the STB shall conplete the deliveiy of the wholeg
250ns after the issuing of the client request If during th€ ion

of a prototype it turns out that the-reguitred perform ance’th
reached by any technically reasonable inplenentation, this per formance
requi renent may be changed accordingly. However the STB inplenmen tation
shal | ensure that the highest possible performance is reached. 4.4.2
Interface Protocol The Interface Protocol between Set Top Box (STB) and
Mobi |l e Device is based on the XML file Format Al xm tags shall be built
according to [6] In older to keep the anount of protocol data as small as
possible it 45 Herdevivedntesfage @retaeohdafiniit t - f orm for bui | di ng the XM
prot acol Exampk erelfipriffefeot qymabmis definpditidRespiorryeed irdtriiekptIng =

' 00- 02- 72- 8CRECPFE- 00001 rethde—"CK"> </In|t i at eResponse> Exanpl e
short-form (reconmended) : <ln itiat SRLhsRa pequest | d=" 00- 02- 72- 80- EC- FE
00001" ret Code="CK"/> The protocal defrmrtion.js set out in 4 5 The | ow

he T

| evel conmmunication is based on the 5TB sending 1 copyright

string which has ta matdh
the counterpart an TR side.

[ SomeComman

ﬁ-.qum?f cumeni "ﬁ-nr pv]e
LR From STB

——l Rnfreshﬂummandj
{ e [} Terqu a
BlucumProtucul 1= "= q o »Jnvan

e paq .
EIUv om pr'ﬁrr@‘ Iﬂl :laia bTE& dafivars URL updam
handshake Muobile TR (e *desin] For re zquestad
pafrash page of 2 new page
URL whick has to be
displayed next

GetCnmmand

quu: s fha c::mh_nt 1’-.: a
given page LIRL or T
(gt phctuns]

GetCnntext I

anuevts the -:unpnt Bluzon
contagt and in addition the
cutrent dwb walues netonrk
id, transport stvesm i and
sawics id

451 Generics

4,5.1.1 Marking Commands
Each BLUCOM Command shall be opened by a leading Start Text (STX) byte and
closed by an End Text (ETX) byte.

The corresponding values defined
= for STX byte: 0x02
w  for ETX byte: 0x03
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the Bluetooth wireless technol ogy. The requirenents for the Bl uetooth

i npl enmen tation are described in 7. 4.4.3 Initiate Connection The Mbile
Devi ce i mwoi2ateaEs43he comuni cati on channel to the STB. ACTr@aP260s5n0i®Ri ng
Devi ce and Service discovery, the nobile device invokes an initial request

denotes the accep tance or refusal of the Mobile Device cor
CONFI DENTAL Astra Platform Services GrbH 19 An SES Astra np Te +4
(0)89 18 96-03-Fax-+49 (0) 89 18 96 36 02 EMiil info aps de SH#WRAFs @eAn
SES ASTRA Conpany 4.5 Mobile device interface protocol definition There are
five different conmands defined which are described in the follow ng
sections. 4.5.1 Generics 4.5.1.1 Marking Commands Each BLUCOM Command shal
be opened by a leading Start Jext (STX) byte and cl osed by an End Text
(ETX) byte. The correspondi ng val ues defined for STX byte: 0x02 for ETX
byte: 0x03 EENEERDENTAL Astra Pl atform Services

£f02<InitiateRequest
requestId=“00-02-72-80-EC-FE-00001"
cprString="Copyright by APS, ASTRA Platform Services
GmbH” />££03

W I - )
A

In order to avoid any conflicts with values inside binary content, STB shall precede
each STX or ETX byte with an additional Oxff byte. Regarding each regular Oxff
inside binary content, STB shall precede those bytes with another Oxff byte as well,

Example:

Binary code sequence (4 byte): 0x01 0xa0 Oxff Ox40

Will be changed by STB to (5 byte): 0x01 Oxa0 Oxff Oxff Ox40
Note:

Regarding the BLUCOM GetCommand (4.5.5) the length attribute of the GetRe-
ponse command specifies always the length (number of bytes) of the original
content excluding all expanded Oxff bytes.

Regarding the BLUCOM Command evaluation, STB may use the byie combination
Oxff 0x02 (STX sequence) to detect the beginning of a BLUCOM command sent by
the Mobile Device and the combination Oxff 0x03 (ETX sequence) to detect the
end of the currently processed BLUCOM command.

In case that STB detects an unexpected STX sequence or an invalid successor
byte after Oxff, all collected data for the currently processed command may be
discarded and STB shall start listening for a new STX sequence.

4.5.1.2 requestld

Each Blucom command cohtains a requestld, which is unigue for all commands
sent by the connected Mobile Devices. The STB shall use the same requestld
when building the response section for the corresponding request received from
the Mobile Device.

4.5.14.3 Concurrent Requests

The STB shall be able to store up to 10 incoming requests per connected device.
The STB shall respond each request in the same order as it was sent by the Mo-
bile Device and accepted by the STB.

In order to store 10 requests for each connected Mobile Device, which means
maximum 70 requests for 7 concurrently connected devices requires at least
50kB RAM space which needs to be reserved by the STB.

4.5.1.4 Case Sensitivity
All attribute values including URL and content file names are case insensitive.
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GrbH 20 An SES Astra Conpany Tel +49 (O 89 18 98 03 Fax +49 (O 88 18 98
36 02 E-Mail infoSapsdeA n SES ASTRA Conpany Exanple: ffO2<InitiateRequest
reguest | ow0 206/0488672- 80- EC- FE- 00001" cprString=" Copycirgreolsypi08ps, ASTRA
Platform Services GrbH'/>ffG3 In order t o avoid any conflicts with values
inside binary content, STB shall precgde each STX or ETX byte with an

addi tional Oxff byte. Regardi ng each ]egular Oxff inside big
STB shal | precede those bytes with another Oxff byte as we
Bi nary code sequence (4 byte): 0x01 OxaO Oxff 0x40 WIIl bé changed b

to (5 byte): , Regardi ng the”BE B nmand
(4.5.5) the length attribute of the Get Reponse conmand specifies always the
I ength (number of bytes) of the original content excluding all expanded
Oxff bytes. Regarding the BLUCOM Command eval uation, STB nay use the byte
conbi nati on Oxff 0x02 (STX sequence) to detect the beginning of a BLUCOM
command sent by the Mbile Device and the conbination Oxff 0x03 (ETX
sequence) t a5d&t Sabont bRL /diteiNanfe t he currently processed BLUCOM command. In
case that STB rdeteotssharv aifivepedRledd STSHgrarEBUEIN Bheli nval i d successor
byte after BWfom Cogrpnsdieide¥dY@ata for the currently processed command nmay

be di scarded and STB shall start listening for a new STX sequence.
45.1.6 Protocol Handling

Specifies how the STB shall react on incomplete or incorrect Blucom commands.

= [pcomplete xmi command
STR discovers a new begin tag before the close tag of the currently processed
command was detected.
Reaction:
[f STB is able to identify requestld and command type a command response
according 1o the command type with retCode="FAILED" shall be returned and
the incomplete command shall be discarded. Otherwise STB shall discard the
incomplete command without sending a response.

= Unkown attributes
STR detects unknown attributes within a complete Blucom command.
Reaction:
STRB ignores all unknown attributes.

®  Missing required attributes
£ STB is able to identify requestld and command type a command response
according to the command type with retCode="FAILED" shall be returned and
the incomplete command shall be discarded. Otherwise STB shall discard the
incomplete command without sending a response.

®  Syntax Error
STR discovers one or more syntax error(s) within @ Blucom command.
Reaction:
If STB is able to identify requestld and command type, a com mand response
according to the command type with retCode="FAILED” shall be returned and
the incomplete command shall be discarded. Otherwise STB shall discard the
incomplete command without sending a response.

4.5.1.7 DATA_NOT_YET_AVAILABLE vs. DATA_NOT_AVAILABLE

The Blucom protocol distinguishes two states of content unavailability.
DATA_NOT_AVAILABLE means the content requested is not available. This is typi-
cally the case, if all Blucom data of the actual tuned setvice is already downloaded
1o the cache, but the requested file is not present in the cache.

DATA_NOT_YET_AVAILABLE means the content requested is currently not avail
able but it might be possible that it will be available soon. This is typically the case,
i the Blucom data of the actual tuned service is not yet completely downloaded
into the STB's blucom cache, i.e. there is a chance that the requested file is part of
the remaining carousel data. This also applies for updates of the Blucom data
carousel. )
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4.5.1.2 requestl d Each Bl ucom command contains a requestld, which is unique
for all commands sent by the connected Mbile Devices. The STB shall use

t he sane wequestsbab6when buil di ng the response section f @cTiEre00sO1096EpONdi Ng
request received fromthe Mbile Device. 4.5.1.3 Concurrent Requests The
STB shall be able to store up to 10 incom ng requests per connect ed devi ce.
The STB shall respond each request in3he same order as it g e Ny, B3

Mo bile Device and accepted by the STB. In order to store L,
each connected Mbile Device, which nmeans maxi mum 70 requésts

concurrent |y _connected devices requires at | east 50kB RAMAéﬁféé‘%TRﬁﬁP‘Eﬂ“\“yneeds
to be reserved by the STB. 4.5.14 Case Sensitivity Al attribute val ues
including URL and content file nanmes are case insensitive. GONFI DENTAL
Astra Platform Services GrBH 21 An SES Astra Conpany Tel (0) 89 18 9603 Fax
49 (O 89 18 96 3 BO2 E-Muil info aps de ww aps deAn SES ASTRA Conpany
4.5.1.5 BlucomURL / File Nanme The nmaxi mumlength for all Blucom URL and
content fil é5d&mEsrefitaifiettrdln t he all Bl ucom Commands is set to 256 bytes.
4.5.1.6 Pr otrmmasd—md\lenﬁ 68 ecHnf plsie DF‘?@WTQUH@Of EC‘%é‘FrY'CGr'%act on inconplete

or incorr ecﬂoe start ca lng and up [tr:gc;f plﬁggﬁw?ﬁg a%rﬁ?%g kgro ﬁﬁ%ﬁdes@e

The STB shall, irrespective of any blocking rules for the video and‘a udio presenta-
tion, at all times serve the mobile device interface according to this specification.
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STB di scovers a new begin tag before the close tag of the currently
processed command was detected. Reaction: If STBis able to identify
request | awanrdosoasasand type a conmand response accor di hg PCo/EPR@so0vRNd type
wi th ret Code="FAI LED" shall be returned and the inconplete conmand shall be
di scarded. O herw se STB shall discard the inconplete command WIthOUt

sendi ng a response. Unkown attribute$3STB detects unknown
within a conplete Bl ucom comand. Reaction: STB ignores all
attributes. Mssing required attributes If STB is able t 4
request| d and command type a command response accordi ng toArtSﬁse‘\SEPeﬁﬁmpﬁdvtype
wi th ret Code="FAlI LED' shall be returned and the inconplete command shall be
di scarded. O herwi se STB shall discard the inconplete command w t hout
sending a response. " Syntax Error STB di scovers one or nore syntax
error(s) within a Blucom conmand. Reaction: If STBis able to identify
requestl d and command type, a command response according to the conmand
type with ret Code="FAI LED' shall be returned and the inconplete comand
shal | be di s&Rdedhitetdterywasd STB shal | discard the inconplete comand

w t hout sending a response. 4.5.1.7 DATA NOT_YET_AVAI[ _ABLE vs.

DATA NOT_AVAI LABLE The Bl ucom pr ot ocol di sti ngui shes two states of content
unavail ability. DATA_NOT_AVAI LABLE ontent request ed is not

avai | abl e. i Bl ucom data of the actual

lrlll‘laKH' the -'onnectln:nn W
the ST sending a oopright
string vwhich has to match

the countarpart on STB sida,

The Mobile Device sends an !nitiateRequest, which shall be answered by STB us-
ing InitiateResponse.

Diagram
77| [itisteRequest |
attributes Name Type Use Default Fixed Annotation
requestld xs:string required Identifies current requestiresponse
cprString Xs:string required Copyright string, which shall be
checked on STRB side. The STB shall
accept a connection solely if the
mobile device has sent a correct
string.
Example:
<InitiateRequest

requestid=“00-02-72-80-EC-FE-00001"
cprstring="Copyright by APS, ASTRA Platform Services GubH” / >

diagram

attrbutes | Name Type Use Default Fixed Annotation

requestid xs:string required Identifies current request/response

retCode xs:string reguired "OK"
Copyright string was valid
"FAILED"
something went wrong
"REFUSED"
Copyright string was Invalld; connec-
tion was refused

Remaric

The Initiate Command shall be seen as a precondition for all further blucom com-
mands. If STB is not able to answer an InitiateRequest with retCode=0K all fol-
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to the cache, but the requested file is not present in the cache.

DATA NOT_YET_AVAI LABLEnmeans the content requested is currently not avail
abl e but WO 2mi6glasa3be possible that it will be avail abl e Pem@EP2005I®61 S
typically the case, if the Blucomdata of the actual tuned service is not
yet conpletely downl oaded into the STB's blucom cache, i.e. there is a
chance that the requested file is part34of the renmaining carqfisel 5da
al so applies for updates of the Blucom data carousel. CONFI {ENTA
22An SES ASTRA Conpany 4.5.1,8 Parental Control In any casé€,

t he video and#udwqmesgnm_gmf-—t—h%waei ual service is bfl%%ksé%i“@%’@“”to a
parental control inplenentation, the STB shall continue, respec tively
start caching and updating of Blucomdata in the background The STB shall,
irrespective of any blocking rules for the video and audio presenta tion,
at all times serve the nobile device interface according to this
specification. CDNRDENTAL 2 3An SES ASTRA Conpany 4.5.2 InitiateCommand The
Mobi | e Devi deviagiptbsstaigxceptitifaiaRamesilriat be apfieced Wik gfdodqsEAlYswer ed by STB u s
ing initiateRespon ee. Exanole: <Ini tiateEeguest requestld=" 00-02 - 72
-80 -EC FE- G&@Du@el" cprString=" Copyright by APS , ASTRA Pl atform Services
G abH' / > Renstikierddpendeni ti at e Conmand shal | be seen as a precondition for
all further blIfESHEEBA0-02-72-80-EC-FE-00001" retCode="0K"/>
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mands. If STB is not able to answer an InitiateRequest with ret Code=CK al |

fol - CONFlI DENTAL Astra Pl atform Services

GrbH 24 An SES Astra Conpany Tel

+49 (0) 8W0OR0&/@343Fax +43 (O 89 18 96 36 02 E-Mil: i nPaCEP00d@10961
wwwv. aps. deA n SES ASTRA Conpany | owi ng requests (except InitiateRequest)
shall be answered with ret Code=FAI LED. Exanple: <lnitiateResponse

request | d=" 00- 02 - 72- 80-EC FE- 0(001'

Pl atform Services GrbH 2 5 An SES Astra Conpany Tel +49 (O
+49 (O) 89 18 9b 36 02 E-Mail: info@ps.de ww. aps. deAn SES
Fig. 7 - Application flow "InitiateCommnd" CONFI DENTAL Aé*tSrE%\ASF"F"‘a‘fW?“m

" ret Code="OK"/> CGh

pany

Services GrbH 26 An SES Astra Conpany Tel

StbCprString

Stored in Application

=jnitiateReaponse

+49(0) 89 18 96 03

( nitiateCommand |

‘ T
Receive
InitisteRequest

3

Reguasiid = cpltiatofequest reguestids
CprBiring = sinjtlaleRogquast cpeString™

s

,’"/; rﬁtnn
o L 2 2| \\,

requastid = Requesﬂd refCode="REFUSED™ |«
<finitiateResponse>

y

" Serd
InitiateResponse

"

Close Bluetooth Gonnection
and
Remove Mohile from Trusted
Dovica List

Watt for
InithateCommand

Fig. 7 - Application flow “InitlateCommand”

StbCprString ? /

lg—ves

<lmitialeRespense
requestid = quuesﬂd relCode="0K"=
<finitiateResponse®

K
Send
InitiateResponse

¥
Wit for
BynaCammand
at
RofrashComimand
or
GetCommand
of
GotCortent

CONFIDENTAL

Astra Platform Setvices
GmbH

26 An SES Astra Company
Tel +49(0)80 180603

Fox +49 (0) 89 18 96 36 02

E-Mail: info@aps.de

www.aps.de



Fax +49 (0) 89 18 96 36 02 E-Mail: info@ps.de ww. aps. deA n SES ASTRA
Conpany 4.5,3 SyncCommand (bj ective of sending a SyncRequest is to
synchr oniwe 200v48436i | e Device to the current SyncPage proviEgeashyosshe | ast
Bl ucom Control File. Exanple: <SyncRequest requestld=" QO 2- 7 2 - 80-EC
FE- Q00 02" context=" 0x00850001 001B" / > CONFI DENTAL Astra Platform
Services GrbH 27 An SES Astra Conpany 56rel +49 (0)89 18 96 0& Fa
A

| S 36 36 02 E-Mail: Info@ps.de ww. aps. deA n SES ASTRA C¢
SyncPage el ement is optional and may not be filled for re Cod
"OK" Exanpl-ei—<SyncResponse-reguestld=" 00-02 -72- 80-EC IﬁESESﬁWGAGE“P”"Y
ret Code="OK" context="0x0 085 00010 01B" refreshlnterval =" 10000" >
<SyncPage nane=" /index. htni version="1"/>

4.5.3 SyncCommand

Objective of sending a SyncRequest is to synchronise the Mobile Device to the
current SyncPage provided by the fast Blucom Control File.

Synanequest |
=

Eequmn run‘rnr AN pag#

SyncResponse

RL forn &
diagram \
Synciiequest |-
atiributes Name Type Use Default Fixed Annotation
requestid | Xs:string required identifies current re-
. questiresponse
context xs:string required Context string; rnay be an
empty string
Example:
<SyncReguest

requestId="00-02-72-80-EC-FE-00C02"
context="0x00850001001B" />

diagram
SyneResponse |— —er—
TR R v o e ey AT R g

TR

children | SyncPage

atilbutes | Name Type Use Default Fixed  Annotation
requestld Xsistring required |dentifies current requestiresponse
retCode xs:string regquired "OK"
"FAILED”

something went wrong
"SERVICE_NOT_AVAILABLE”
Blucom confrol parameter are not
available
"DATA_NOT_YET_AVAILABLE"
Sync page not yet downloaded
"DATA_NOT_AVAILABLE"

Sync page not available

context xs:string required Context string
refreshinterval xs:integer required Refresh Interval in milliseconds for
mobile device supplied by Blucom
control file
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</ SyncResponse > CONFI DENTAL Astra Pl atform vices GrbH 28 An SES Astra
Conpany Te! +49 (0) 89 18 9 6 03 Fax +49 (0) 89 38 96 3 6 02 E Mil:

nf o@ps. awowaws/EpsscdeA n SES ASTRA Conpany CONFI DENTAL AstTrER20954109%6r m
Services GrBH An SES Astra Conpany Tel,+49 (O 89 18 96 03 Fagx +49 (O 89
18 96 36 02 E-Mail: info@ps.de ww. aps. deA n SES ASTRA Co 4

Ref reshConmand Obj ective of sending a Refresh Request is to ]
a new version of the page currently displayed. STB shall dg| Vel @I}(ann%:% URL
to be di sptayed—rnext—Fhat—coutd—be—ertter-t he current versi-on o? e
request ed page or the current sync page supplied by the Bl ucom control

file. (See application flow bel ow) CONFI DENTAL Astra Pl atform Servi ces GrbH
30 An SES Astra Conpany Tel +49 (O 89 18 96 03

diagram
attributes Type Use Default Fixed Annctation
xs:string required SyncPage URL supplied by
last Blucom Control Fite
version xs:Integer required SyncPage Version, corre-
sponds to DDB module
version.
Remark:

SyncPage element is optional and may not be filed for retCode not equal “OK”

Example:

<SyncResponse
reguestId="00-02-72-80-EC-FE-00002"
retCode="0K"
context="0x00850001001B"
refreshInterval="10000">
<8yncPage name="/index.htm” version="1"/>
</SyncResponse>
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Fax +49 (O 89 18 96 36 02 E-Mail: info@ps.de ww. aps. deAn SES ASTRA

Conpany Exanpl e: <Ref reshRequest requestld= "00- 02 - 72 - 80-EC PE- 00003
" cont extwD 20060@8686001001B" > <Rer eshPage name=" /i nkl pCterRod@I®soNn=" 1 "
| > <SyncPage name=" /index .htnt vergion=" 2"/ > </Ref reahF
CONFI DENTAL Astra Pl atform services H 31 An SES Astra Cong@
(0) 89 18 96 03 FaxH49 (O 89 18 95 3d 02 E-Mail: info@ps. gem
SES ASTRA Conpany Di spl ayPage el enent Is optional and may 3\?\%8

3 A An
SbeTfI 'l ed for
ret Code n : sponse requeat | 00! ML
80 EC- FE- 00003" ret Code="0K" context = "0x008500 01001B"
refreshl nterval ="1000 0"/ > <Di spl ayPage nane="/Ilinkl .htnm version="2"
i sSyncPage=" 0"/> </ Ref reshResponse >

SyneCommant )

SyneRonuost

Qgtiverod by Oata Carousel  Deliverod by PRT

Requesttd 2 <SyioRequest requosilds
Coritoxt & <ByncRomeest contoxd>

{CiriyncPags
jClricontaxt
1GielEarcobisptuy
[Sutiehesfilntorval

Stared In RAM

J<Synchesponay
Toquas! IERVIGE_NOT_AVAILABLE® contost="" refieshinlorval=d>
|<tsynentesponses
{<3yncResponae
réquestit » Raquestid reiCodes"DATA HOT_AVALADLE* Send
<ByhERosponsD> SyncResporsn
Wall for
SyneCenimant
or
RefreshCommand
Wallfor o
SyncGommand GotGommang
or
Ralroshtommand GotCentext
or
GotGammand
or
. Geitiontoxt
{ <SynoRespanse mmeanc‘;
requestid = Hequestid retGodo=DATA_NOT. YET_AVAILABLE® |¢-yos. ‘nelyet dovnioadad ™y
jwSyncResponses bt um’;mmd
Sead
SyncResponso
FiteVorsion =
e GeiPagoYorsion(CtriyncPags)
SymeConmand
or
RefroshCommand
o man [<SyneResponso
Getcommand Tegquesths = Requastld. oK
of ¥ =
GelSontoxt [<@ymeRosponse
Walt for
SymeCommand
or
RefreshCommitnd
ar
GesConvmand
or
GaAConaxt
. f . “ "
Fig. 8 - Application flow “SyncGommand
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CONFI DENTAL Astra Platform Services GrbH 32 An SES Astra Conpany Tel +49
(0) 89 18 96 03 Fax +49 (0) 89 18 96 36 02 E-Mail: info@ps.de www. aps. deAn
SES ASTRAvOanpanay#ien SES ASTRA Conpany CONFlI DENTAL Ast r CPIERRG0SHOMIBEr Vi Ces
GrbH 34 An SES Astra Conpany Tel +49 () 89 18 96 03 Fax +49 ,(0) 89 18 96
36 02 E-Mail: inf o(r)aps de www. aps. deA n SES ASTRA Conpany g- A %
Application flow "RefreshCommand"” CONFI DENTAL Astra Pl atforﬁ@\r %‘OH
35 An SES Astra Conpany Tel +49 (O 89 18 96 03 Fax +49 (O gs Adg 02
E-Mai|: i nfo@ps—tde—wmw—aps—deAn—SES—ASTRA Conpany 4.5.5 G&Y'Corfrany """
hj ective of sending a GetCommand is to ask the STB for the content of a
certain page delivered by elenent FileUrl.

4.5.4 RefreshCommand

Objective of sending a RefreshRequest is to ask the STB for a hew version of the
page currently displayed. STB shall deliver a page URL to be displayed next. That
could be either the current version of the requested page or the current sync page
supplied by the Blucom control file. (See application flow below)

——1 RefreshRequest

rH ( Y
l Rﬂfrﬁsh(tummand ——

TS (~ ety
RL umv LlﬁLu ,r.me For
rla-;L surmanithy drlfplahud ———I RefreshResponse
STE delivers LIRL update e e T K
[hew Wersion) for regquested
refrash page or 8 new pags
LIRL, whiich has to be
displawad next

diagram )
RefreshPage |
et (e T
RefroshRequest B\
children | RefreshPage SyncPage
attributes Name Type Use Defauit Fixed Annotation
requestid xs:string required identifies current re-
quest/response
context xs:string required Context string
diagram "
RefreshPage |-
TN ST TR AT T e £ el Page 1.0 be updated
attributes | Name Type Use Default Fixed Annotation
name xs:sfring required Page URL
version xstinteger required Page Version, corre-
sponds to DDB module
version of the actual
displayed page
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The version attribute is optional. If it is omtted STB shall deliver the
content for the current version available. O herw se STB shall send the
cont ent owmbyoodfo4s438 cur rent version is not equal t o tireTEPR@SOMIIE] | ver ed
by the FileUl elenent (see appli cation flow). CONFIDENTAL Astra Pl atform
Services GrbH 36 An SES Astra Contany Tel +40 (0) 39 18 96 03 Fas +49 (0)
89 18 96 36 02 E-Mail: info@ps.de wwiPaps. deAn SES ASTRA Cg

<Cet Request requestld=" 00- 02 -72 - 80 EC FE- 00004" cont
013" > <FileUr| nanme=" /pic/picl ,png" version=" | "/ > </
Remark: FileData elenment is optional and may not be fill edArfSé"’rASRé’s%ﬂﬁe

ret Code not equal "OK" or retCode equal "DATA UP_TO DATE".

DATAJJP_TO DATEW || never be returned if the optional attribute "version”
is omtted in the FileUl elenent of GetRequest. CONFI DENTAL Astra Platform
S rvlces GnbH 37 An SES Astre Conpany

diagram
attributes Name Type Use Default Fixed Annotation
name xs:string required Present SyncPage URL
from Mabile Device
version xsinteger required SyncPage Version, cor-
responds to DDB module
version of the actual syhc
page
Example:
<RefreshRequest
requestId="00-02-72-80-EC-FE-00003"
context="0x00850001001B">
<RefreshPage name=" /linkl.htm” version="1"/>
<8yncPage name="/index.htm” version="2"/>
</RefreshRequest:>
diagram
¢ RefreshResponse
children | DisplayPage
attributes Name Type Use Default Fixed Annotation
requestid xs:string required ldentifles current request/response
retGode xs:string required *OK”
"FAILED”

something went wrong
*SERVICE_NOT_AVAILABLE"
Biucom control parameter are not
available
"DATA_NOT_AVAILABLE"
Refresh or Sync page not available
"DATA_NOT_YET_AVAILABLE"
Refresh or Sync page not yet

downloaded
context xs:string required Context string
refreshinterval xs:integer required Refresh interval in milliseconds for

mobile device supplied by the
Blucom control file
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Tel 448 (0) 89 18 9603 Fax +49 (0) 89 18 96 36 02 E-Mail: info@ps. de

www. aps. deAn SES ASTRA Conpany The data block is stored to the text node of
the FiieDabac@l@smsat in the case ret- Code = "OK'. The fcratr2poersef t he
data bl ock follows imediately the '>" sign closing the attribute list of
the FiieData el ement. Note: The length attribute specifies always the

| engt h (nunber of bytes) of the origina content excluding I d
Oxff bytes according to 4.5.1.1. Exanple. CONRDENTAL Astra Pratf,
Services GibH 3 8 An SES Astra Conpany Tel +49 (0) 89 18 9@ 03™MF P (

89 1 S 96 36 _02 E-Mail: info@ps.de wmaps deA n SES ASTRN&E@H%T&NSZO@@ 10
- Application flow "Get Conmand” CONFI DENTAL Astra Pl atform Services GrbH 39
An SES Astra Conpany Tel +49 (0)89 18 96 03 Fax +49 (0) 89 18 96 36 02
E-Mail. Info@ps de

diagram -
DisplayPage |
attribules Name Type Use Default Fixed Annotation

name Xs:string required DisplayPage URL

version xs:integer required DisplayPage Version, corre-
sponds to DDB module version

isSyncPage xs:boolean required “1" if delivered Page is @ Sync
Page URL (supplied by the
Blucom control file) otherwise
“Q

Remark:

DisplayPage element is optional and may not be filled for retCode not equal “OK”

Example:

<RefreshResponse

requestId =700-02-72-80-EC-FE-00003"

retCode="0K"

context="0x00850001L001B"

refreshInterval="10000"/>

<DisplayPage
name="/linkl,htm” version="2" isSyncPage="0"/>

</RefreshResponses>
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wwwv. aps. deAn SES ASTRA Conpany 4.5.6 Get Context Objective of sending a

Get Context command is to ask the STB for the current Blucom context. The
addi ti onavopuogassei s to retrieve the DVB val ues for Sereir@P200801006BnSpor t
Stream I D and Original Network D corresponding to the service where the STB
is currently tuned on. In addition to that triplet a flag (visibl e) i's
returned to show if current service i8visible on TV screen
current service could be invisible, if e.g. it is scranbled
smartcard is not entitled to decrypt the ECMs of the servi€e.™
val ues have_tao be sent back in any case independ ent fromﬁaﬁESQﬁTP@tGomgny

Bl ucom servi ce avail able on that service. Exanple: <ContextRequ.es t
request | d="00- 02- 72-8 0- EC- FE- OOOOX"/ > CONFI DENTAL Astra Pl atform services
GtbH 40 An SEs Astra Conpany Tel +49 (O 89 |1 B9 6 03 Fax 49 (O 89 18
9BQ2 E-Mail: info@ps.de ww. aps. deAn SES ASTRA Conpany STB has to
deliver the values for onid, tsid, sid and the visible flag in any case in
dependent from an existing Bl ucom s@‘f“"(?‘i"tf’é“”ﬁ'ﬁ“’ ehrat»™hannel . I n case of a

m ssing Bl ucom service ue for frhlepr $cpmun@®mrext may be onitted.
Exanpl e: <Cont ext Response Jequest | d=' 2580 FE- 00005" r et Code="0K"
[ ot ||

R Yy Ik |culsynerage
Galitoxt s <RefrashRodUoAt confoxt> ClilContoxt
|RofrashRage = <RofrashPage namae> (GtFaraallisplay
[RefreshPagoVersion = <RefreshPage verslon> |ctiRafrashtntarval
MsyncPage = <SyncPagentine>
NevinFageVersion = <SyncPage vorsion>

8tored in RAM

it <RofroshResponse
no- =R retCoda="SERVICE_NOT_AVAILABLEY comloxta" rafroshintarvalal>
I</RofreshRespanse>

-
B
i

Sond
FefreshRespanse

Waltfor
SymneCommand
ar

Context == GiriCoritext
?

RofroshGommand

or
GelCommand

or
GatContext

MsyncPage == CilBynoPags
and
Msynel == GGy g

Updata
» RelrestPage
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oni d=" 0x00 85" tsid="0x0001" sid="001B" visible="1" context-" OxQOO
B0001001B" / > CONFI DENTAL Astra Pl atform Services GrbH 41 An SES Astra
Conpany TWO 20e5%460p 89 18 96 03 Fax +49 (0) 89 18 95 36POZ/HP20MAI010961

i nfo@ps. de ww aps deAn SES ASTRA Conpany Fig. 11 - Application flow
"Get Cont ext" CONFI DENTAL Astra Pl atform Services 6inbH 42 An SES Astra
Conpany Tel +49 (O 89 18 96 03 Fax +4&8 (O 89 | S 96 36 02 E- Mai | :

i nfo@ps. de wwv. aps. deAn SES ASTRA Conpany 5 U Requi renent ‘
Banner If the STB is tuned to a service which is according ' »
signalling offering a Blucom data conponent and there is omesmhsmcendalyucom
clients actually con nected to the STB, it shall display "Blucomlcon with
active client connections” as outlined in Annex Cin the info Banner.

New
Synchage

CtelSyncPage’

natyst downloatiad

and not announced
?

«RofroshResponse .
requestid = Reguestid rotCale="DATA_NOT_AVAILABLE" context=0triContoxt vak (e OB
{</RefreshResponso>

<RefreshResponse nol yot
roquestid = Requostid rotCode="DATA_NOT,_VET_AVAILABLE" £ bnnmg\mmd
</RafroshReaponse>

DisplayPageVerslon =
GatVorston|CiriSynaPage)
|<RefreshRespense

requestld=Requostid retCode="0K" tontextsChiGontext relroshln torval 1=CirlRafra hlnluvab
=DlsplayFage name = CtriSynd*age veralon = DisplayPag Y ga=44f
</RoirestRosponse>

RefreshRosponsa

Wait for
SyncCommand
or

RofrashGommand

or
GetCommand

oF
GetContaxt
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If the STBis tuned to a service which is according to the PMI signalling
offering a Blucom data conponent and there is no Blucomclient actually
connect edwbaoadas436B, it shall display "Blucom|con w tRCmEPa@sSiov@er! i ent
connections” in the Info Banner as outlined in Annex C. 5.2 Wen the STB is
tuned to a service which is according to the PMI signalling not offering a
Bl ucom data conponent, it shall displam,no Blucomrelated icgn in the Info
Banner. Setup IVIenu The receiver's setup nmenu shall contai @& E al'h
settings entry, which at |east allows to change the f ol | owiATg™s &t thifngss
Note: The item nanme, which shall be displayed in the STB'SAWE&NﬂRAOm%h@

t abl e above shows the texts for the german speaki ng markets. Transl ations
for other markets will be nutually agreed upon and added to this
specification as soon as this is required. CONFI DENTAL Astra Platform
Servi ces GrbH 43 An SES Astra Conpany Tel +49 (0)89 18 96 03 Fax +49 (0)89
18 96 36 02 E Mall info@ps d ww aps deA n SES ASTRA Conpany 5.3 Mosaic
The STB's navi gator shall | support the npbsaic signalling as specified
by SES Astra in [5]. The yosai ¢ i npl enentation shall conformw th the
mandatory el enents as speciflied in [5]. The nosaic feature shall allow

support of a Blucom Service-Rortal, ich offers
m,x:';:,‘,’,:ﬁ: dadl <RolrashRespanse y
and not announced yes requestld = Roquestid ralCodn="DATA_NOT_AVAILABLE" contoxi=CtriGentxt rofreshintosrvalChriRolroslintotval>

<HofroshRosponsa>

T
a l
E:

ufreshPago |erafroshResponse
ot yet downlosdedt Y05 d| raquastld R Rocuostd aiColla="DATA_NOT_YET_AVALABLE" contoxt
bu(unl‘!{olmtcd </RefreshResponso>
) I
=
DisplayPageVerslon =
GeWersion{RefreshPage)
|<RefreshResponsc
Tequestid relCotle="0K" context=CHIContext
DlsplayPngnnamn RefreshPage varsion = DisplayPagsVerslan isSyncPage="0'f>
|«/RafroshiRosponse>
RofroshResponse
Wyait for
SyncCGommand
of
RotrashCommand
or
GatCommand
ar
GatContaxe
H H L ¥
Fig. 9 — Application flow "RefreshCommand
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vari ous Bl ucom services, each being broadcasted as part of a MPEG program
with a video conponent containing at least a still picture. The access to
t hese Bl wom&ansizées shall happen through the npsai ¢ na&erEeRe0s010961
functionality, which is sig nalled on one or nore nosaic services.

CONFI DENTAL Lstra PJatfom Services GrbH 4 4 An SES Astra Conpany TeI +49
(0) 89 18 96 03 Fax +49 (0) SS 18 96 36 02 E-Mail: nfo@ps. d
SES ASTRA Conpany 6 Hardware Requirenents (Bl uetooth, Cach
This section describes the m ni mum hardware requirenents
in order t o support the Blucomservice. 6.1 Menory The STBwshﬁkmuaﬁﬁmgn an
anount of 16 MBRAMto the Blucom cache. 6.2 Bluetooth The STB shal

provi de a power class 2 Bluetooth radi o device, which shall provide a
stabl e connection over a distance of at |least 10 neters fromthe front

panel of the STB. CONFI DENTAL Astra Pl atform Services GrbH 4 5 An SES Astra
Conpany Tel +49 (Q 89 1 S 96 03

455 GetCommand
Objective of sending a GetCommand is to ask the STB for the content of a certain
page delivered by element FileUri.

GetReqiest

'q
ghen pa»}e URL or ﬁlvnas e GetRe;pnpgg ‘
(e pie mr,{] T T T T
diagram -
9 GetRequest ] Fllgﬂri
children | FileUrt
attributes Name Type Use Default Fixed  Annotation
xs:strin required |dantifies current re-
reauestie ¢ e guestresponse
context xs:string required Context string
oo [t}
attiibutes Name Type Use Default Fixed Annctation
[{
name xs:string required Page URL or file name
i xsiinteger optional Page URL or file name
versien ¢ i version; corresponds to
DDB module version
Remark:

The version attribute is optional. If it is omitted STB shall deliver the content for
the current version available. Otherwise STB shall send the content only if its cur-
rent version is not equal to the version delivered by the FileUrl element (see appli-
cation flow).
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Fax+49 (0) 89 18 96 3 02 E-Mail: info@ps.de ww. aps. deA n SES ASTRA
Conpany 7 Bluetooth inplenentation requirenents 7.1 Bluetooth protocol
stack Thew8TBoealaadsk support those el ements of the Bl uet @otrlEppoosiomel st ack,
which are marked in red in Fig. 12 in order to support the Blucom
extensi on. However, the STB manufacturer is free to support also other

Bl uetooth rel ated protocols and servicgs, as long as the BIu-onlperfornance
requi renents and the conditional access requirenents as refé BRthis
docunent are not affected. The Bluetooth related inpl enent a7 ox4SH et
t he actual Bluetooth specifica tions of the Bl uetooth Speciaabes kReEe&Eny
G oup. Fig. 12 - Bluetooth protocol elenents required for Blucom7.2
Net wor k t opol ogy The STB shall handle up to 7 client connections

si mul t aneously, which reflects the size of one Piconet. CONFI DENTAL Astra
Pl atform Servi ces GrbH 46 An SES Astra Conmpany TaH 49 (O 89 18 96 03 Fax
+49 (O 89 18 96 38 02 EMail. info@psde ww aps dgA n SES ASTRA Conpany
7.3 Ceneric Beeess Profile (GAP) requirenents 7.3.1 Visibility setting Wen

the STB is tuwepeduan, it shall be discoverable according to its visibility
set regquestId=Y00-02-72-80-EC-FE-00004"
context="0x00850001001B" > -
<FileUrl name="/pic/picl.png” version="1"/>
</GetRequest»

diagrat:n [—_——__—E-]——[\ Prnm e
GetResponse —ewa [} - mo - ) FileData !
Ff i ' n::,l-;;‘:‘;,';a:m s

eI TV

children | FileData
Name Type Use Default  Fixed  Annotation

attributes

requestid xs:string required _ Identifies current re-
" quest/response

retCode xs:string required "OK”
"FAILED”
something went wrong
"SERVICE_NOT_AVAILABLE"
Blucom Control parameter are
not available
"WRONG_CONTEXT”
Context has changed
"DATA_NOT_YET_AVAILABLE"
data for page URL not yet
downloaded
"DATA_NOT_AVAILABLE"
no data available for page URL
"DATA_UP_TO_DATE”
data version Is equal to requested
version

context xs:string required Context string

refreshinterval xs:integer required Refresh interval in milliseconds
for the Mobile Device supplied by
last Biucom Control File

diagram ~ )
FileData
[T e N e A T

attributes | Name Type Use Default Fixed Annotation

name xs:string required Page URL or file name

version xstinteger  required Page or file version, corresponds to
DDB module version

length xs:integer  required Specifies the length (number of bytes)
of the original byte block without any
expanded Oxff byte according to
4.5.1.1.

Remark:

FileData element is optional and may not ba filled for Response retCode not equal
“OK” or retCode equal “DATA_UP_TO_DATE",
DATA_UP_TO_DATE will never be returned if the optional attribute “version” is
omitted in the FileUrl element of GetRequest.
CONFIDENTAL

Astra Platform Services
GmbH

37 An SES Astra Company
Tel +40 (0) 82 18 9603

Fax +49 (0) 89 18 96 36 02

E-Mail: info@aps.de

www.aps.de




ting Explicitly it shall also be discoverable accordingt o its visibility
setting when the STBis tuned t o a service which does not carry any Bl ucom
data. W twonespasisét o the Bl ucom i npl enmentati on, devi ceCuiEre@smI096i s
initialized by the client devices. 7.3.2 Device nane The devi ce nanme shall
be changeable by the user in the STB's setup nenu. The STB shall support
Bl uet oot h devi ce names of up to 248 ch@racters. 7.3.3 Connec abI e m)deV\hen
the STBis turned on, it shall always be connectabl e by any \
Explicitly it shall aI so be in connectabl e node when the r
to a ser vice which does not carry any Blucomdata. 7.3.4 Desesmn&y@@mand
devi ce cl ass These paraneters shall be agreed upon with the STB
manuf acturer during the prototype devel opnment. 7.3.5 Security aspects The
STB shal | support Bluetooth security node 2 , i.e. service |level enforced
secu rity shall apply. The Bluetooth stack inplenmented in the STB shall
conprise the Bluetooth security nodel as described in Fig. 13. Astra
Pl at f or m Ser i &8 biIHM L tdtedho MR tRER 1Ak BRI TR Ihe 2asdBt-(O) 89 18 9B0O3 Fax
4-4S (0) 89 (e 960KBOTHO Arsthyldhr {he Hath bi@xpaiches imwaadiaes thd AsignSES ASTRA Conpany
Fi g. 13 Bl uetiesing hie gtbidyte listyof e EfpDete clepierd:

Note:

T‘Ee_feng‘th attribute specifies always the length (number of bytes) of the original

content gxcluding all expanded Oxff bytes according to 4.5.1.1.

Exampie:

<GetResponse
requestId ="00-02-72-80-EC-FE-00004"
retCode="0K"
context="0x00850001001B"
refreshinterval="10000">
<Filepata
name="/pic/picl. png"
version="1"
length="1000">
<l—data block according to attribute “length” -
</FileData>
</GetResponses>
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The security manager shall performthe follow ng tasks: Store
security-related information on services Store security-related

i nf or mat iwo0 2006/@d8186ces Answer access requests by prot oecl/Era@sen®at at i on
or applications Enforce authentication and/or encryption before connecting
to the appli cation Initiate or process input fromthe user interface t o
set up ti ueted relation ships on deviBe level Initiate pal . apd guery
PIN entry by the user. 7.3.6 Security |level of the Blucom ,
security level of the Blucom service shall be set accordi B "w’lng
in the STB's setup nenu entry ..Bluetooth Authorisation". meﬁﬂﬂmNﬁxAhmAstra
Pl atform Servi ces GmH 48 An SES Astra Conpany Tel +49 (0) 89 18 36 03 Fax
+49 (O 89 1 S 9 36 02 E Mall info@psde ww aps deAn SES ASTRA Conpany
7.3.7 Pairing The STB shall be pairable, i.e. it shall maintain a |list of
trusted devices in the secu rity manager's device database. If the

Bl uet oot h aut hentication setting is changed in the STB's setup nenu, this
shall not affect the informtiomr berng=stored in the security manager's

n_deactl

devi ces dat abase. 7.3 8 cessfiggzé dﬁﬁices

)
Qeliequest

Requosiid = $Ge(o qummqumnx-
Suntoxt = <OsiRaqus  ——
(Bt Cantat

|ctsForchisplay
[CrRotreshiniorat

n( lon® R or
Nelor=<ColTonat i %my et R

ChockVarslon » FALSE

|=GeiRespanso
- FERVIGE HOTAVRILABLE® canfert="
|<tsetiespansto

\
3
ermaesornaranbion

Fllotame ¢ it rsnes

N

\ [GetRes panse
’ Y“—J llquullnlnequmﬂn FoCudne, DATA_NOT AVALABLES contoxt
|rcetitesponse>

- — |
o Fichans YO8 .—p]  roCuOLHEsREqUOSIID FetCedss, DATA HOT, YET_AVATLABLE- contart="

amaumeed?

l nuru:vcnn »(Fx Nnvm) l

ey
|<Gethssponse

vemme

rwmzan letGetResponse>

OATA_UP_TO_DATE” conlaat=GlriContat”

MMHMMII

DATERFIGNZMe vorslonsFsVerston longhFTiLangth™>
rFile Bt
<l-+Fite byt bloek Rrcardiog to FilaLengthe>
GReapansn

Fig. 10 - Application flow "GetCommand”
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The term "new device" in this context nmeans a device, which is not stored
in the secui ity manager's device database as a trusted device Case 1 -
appl i es wNerromlo4et36ot h aut hori sation is set to "on" in fermPoBOWHen a
client device connects to the STB for the first time, the security nanager
shall trigger the presentation of a PIN code (i.e pass key) entry dial og,
whi ch asks the user to type in the sat® PIN code, he used fg : :
aut hentication in his nobile device before. Once a client d&W

"B

successfully paired according t o this case 1, the device A£nf¢ 9
the corresponding link key shall be stored in the secu ri tAr SEHENEGeTmgry
devi ce database as a trusted device. Case 2 - applies when Bluetooth
authorisation is set to "off" in setup nmenu; Wen a client device connects
t o the STB, the Bluetooth stack shall accept the connection request

wi t hout any aut hentication on the Bluetooth |ayers and with out consulting
the security manager's devi ce database In this case 2 no client device
information gshgl ! Becsiexed in the security manager's device database.
7.3.9 Accesg Qft bt R 1 d8bR&Ecohina@ ilola&ithe STWIYr 6B cirnedi-eady |isted in the
security nanggesntst. UR\uG®nslatakases asiew tieygva@ds tesérde ID.connects to the STB
and the Bl uatpetoh Saernhio pidseigina Netverk eorresgondingto thapeipgWhseR' s set up nenu, the
authenticatﬂ@ﬁﬂ@ﬁéWVmﬁa@ﬁ@ﬁ@ %ﬁ@ﬂﬁogﬁ9”$ j&%ﬁ&%ﬂgétﬂ& Rraction, i.e. no
PIN code_ent¥ sié%e%ﬂ%oﬁ%ﬁs K s o +IoASd deskydokn@t T or m Servi ces GnbH
4 9 An SES ASHL & thOERREY noligiler ks K03 1089 schBoadbin B3 ck@Xtid®n¢-0) 89 18 96 35 02
EMal | | nf oCagpérrdilSanwatiting piicothesérvine SEIBLHIASTRA s@uippany

ContextReguest

B

GetContext @

Fraqu & cument Bluzom J
contaxt and in sddition the . — c“?fE’ftRESDOHSB

current dub walues nstwsark
i, transport stezarn id and
samics i

di ’
B I |

children
Default ~ Fixed  Annotation
attributes | Name Type Use .
requestid xs:string required Identifies current re-
quest/response
Example;

<ContextRequest requestId=*00-02-72-80-EC-FE-00005 ">
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Fig. 14 shows the information fl ow sequence for access by a trusted device.
14 - Information flow for access froma trusted device The foll ow ng steps
are perf owvoedosdsisng t he connecti on request sequence of paTiRPR@SAMIIEVI Ce:

1. Connect request to L2CAP 2. L2CAP requests access data fromthe security
manager 3. Security nmanager: |ookup in service database 4. Security
manager: | ookup in device database 5. Tepending on the servi
settings, security manager enforces authentication and encry
Security manager grants access 7. L2CAP continues to set up
7.3.10 Changes in the device database Wen_ the user deletegn&ssﬁﬂen@mﬁQV|ce
fromthe list of trusted devices in the setup nenu, the STB shall flush ai
keys related to this device in order to avoid accepting any connection
request of this fornmerly trusted device without user interaction while the
Bl uet oot h authorisation is set to "on". 7.3.11 Passkey recommendati ons The
STB shal |l support full length passkeys (16 digits). CONFI DENTAL Lstra

Pl at f orm Servi ces GrbH 50 An SES Lstra Cbnpany Tel +49 (0) 89 18 96 03

Fax+49 (0) 8% 1863602 Mei-t——itnfofraps—de~wwiaps deAnTSES-ASTRA
Corrpany 9 , ContextResponse |
children
atiributes | Name Type Use Default Fixed  Annotation
requestld xs:string required ldentifies current re-
questiresponse
retCode xs:string required "oK”
"FAILED”

something went wrong
"SERVICE_NOT_AVAILABLE”
Blucom control parameter are not
available

"NOT_TUNED”

STB is not tuned to any service

onid xs:string required Original Network [D of actual
. tuned service, six byte string (see
3)
1f STB is not tuned to any service
"0xFFFF" is returned

tsid xs:string required Transport Stream 1D of actual
tuned service, six byte string
(see 3)
if STB is not tuned to any service
“OxFFFF” is returned

sid xs:string required Service ID of actual tuned ser-
vice, six byte string (see 3)
If STB is not tuned to any service
“OxFFFF” is returned

visible xs:boolean required “1" current service Is visible
0" current service s not visible
If STB is not tuned to any service
‘0" is returned

context xs:string optional Context string

Remark:

STR has to deliver the values for onid, tsid, sid and the visible flag in any case in-
dependent from an existing Blucom service on that channel. In case of a missing
Blucom service the value for the Blucom context may be omitted.

Example:

<ContextResponse
requestId="00-02-72-80-EC-FE-00005"
retCode="OK"
onid="0x0085"
tsid="0x0001"
51d="001B"
visible="1"
context="0x00850001001B" />
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7.4 Service discovery protocol The STB' s Bluetooth stack shall support the
servi ce discovery protocol and in that context maintain a Service Discoveiy
Dat aBase WwBDDBY045436 st ore service records. Since the BLBCOWPI@swimel bases
on the Serial Port Profile (SPP), the UU D of the service nust equal the
standardi zed val ue 0x1101 (16 bit short form. Addit ion ally, STB shall

set the value for the service attribut® "ServiceName" (Attrijute ID 0x0100)
to "BLUCOM in order to differ BLUCOM from other serial por
services. The Blucomclient will query the Bluetooth servi '
the STB and will connect only to those Blucom data server SAnﬂBﬁAﬁhASﬂﬂﬁ)@l’t
the Service naned "BLUCOM'. 7.5 Serial port profile The STB shall have the
serial port profile inplenented as specified by the Blue tooth Speci al

I nterest Goup The Bl ucom protocol inplenentation shall use the serial pott
profile as the next |ower layer. 7.6 Bluetooth Qualification The Bl uetooth

i npl ementation in the STB shall have successfully passed the cert i
fication process according jhe Bl uetooth Qualification Program The
certification tests shall bé& carr| ety «af»of ficially recognized (i.
recogni zed by the Blue to aI | f| afian Rew-ew Board) Qualification
Testing Facility. CONFIP : ices GibH 5 1 An SES Astra
Conpany Tel +49 (0) 89 U8 - ax +49L_(0),/,99 | S 96 36 02 Cwvall info@pe
ds e

R
fiConio
GulForcoDlspiny Storad in RAM
CtriRofrostirarvat
Curront Channol Sottings
b4 [<ContmdResanso-
Oiighaliotworkid " | tequostd = Roquositd raGorde=-HOT_TUNED anld="0KFFFF™ 151d="0xFFFF sli= OxFREF" visibloa 04> by
Eranspoststreamld \/ <IContextREIpONIC
Servicek]
. 1aVisible
/'\ <ContonRenans
& Gt s oos\d = Rogunsid SERVICE_NOT_AVNLARLE" iblosiVigiblo» [
ha
e
\Q o
[stoteitRespanse
roquasyd = 0l
</GontaxtRosponsor
: f ’ 13 ”
Fig. 14 - Application flow “GetContext
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www. aps. deAn SES ASTRA Conpany 8 Conditional Access Requirenents If the STB
has an enbedded conditional access inplenentation, the STB shall neet the
speci fi c wecuiday43sequi renents for digital interfaces agcuareovsadidyglthe CA
System vendor, if applicable. ABt a Platform Services QrbH 5 2 An SES Astra
Conpany Tel +49 (0) 89 18 9 8 03 Fax +49 (0) SB 18 9B3 6 0 2 E Mal | ,

| nfo@ps de ww ape dsA n SES ASTRA Corfpany 9 PDR Requi remenﬁalf t he STB
manuf acturer intents to inplenment the Blucomfunctionality i RS
there are specific rules regarding the recording of the Bl ueBtndé
carousel streamt o be considered. These rules will be defl,n@gg;\!sfk,@otngapﬁr
version of this docunent. CONFI DENTAL Astra Platform Services GiDH 5 3 An

SES Astra Conpany Tel

E- Mai |’

+49 (0) 8a 18 9 6 03 Fax +49 (0) 89 18 96 36 02

Messages (informative) This annex shall
t he DSM CC nessages used by

5 Ui Requirements

5.4 info Banner

If the STB is tuned to a service which is according to the PMT sighalling offering a
Blucom data component and there is one or more Blucom clients actually con-

nected to the STB, it shall display “Blucom Icon with active client connections” as
outlined in Annex C in the [nfo Banner.

If the STB is tuned to a service which is according to the PMT signalling offering a
Blucom data component and there is ho Blucom cdlient actually connected to the
STB, it shall display “Blucom lcon with no active client connections” in the Info

Banner as outlined in Annex C.

i nfob aps.de wuw. aps. deAn SES ASTRA Conmpany Annex A: DSl VI - CC

provi de the nessage structure of

5.2 When the STB is tuned to a service which is according to
the PMT signalling not offering a Blucom data component,
it shall display no Blucom related icon in the info Ban-
ner.Setup Menu

The receiver's setup menu shall contain a Bluetooth settings entry, which at least
allows to change the following settings:

Reference Format Actions Default value | lteim name (to be
displayed in STB
un

device name Char[248] Change To be de- Bluetooth

device ‘fined by STB| Gerdtename
name manufacturer

Visibility Discoverable Change Discoverable | FUir andere

| mode Bluetooth Ge-
Non-~ rate sichtbar
discoverable (ja|nein)

List of List of de- Delete - (empty) Gekoppelte

paired de- vice names selected Gerdte

vices device

Bluetooth onloff Change on Authentisie-

Authorisation mode rung ven Mo-
bilfunkgerdten
(ein|aus)

Note: The item name, which shall be displayed in the STB's menu, in the table
above shows the texts for the german speaking markets. Translations for other
markets will be mutually agreed upon and added to this specification as soon as

this is required.
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the Blucomservice. T e information provided in this annex is extracted
fromthe docunents [2] and [4] and enhanced with the Bl ucom specific usage
of fi el dswotwesen4sgspr opri ate. A. 1 DSI VI - CC nessage headeCThP200S0i@G& nessage
header is defined in [2]. Table 5 Syntax of DSM CC nessage header Semanti cs
of the DSIVI-CC nessage header: protocol Discrimnator: This field is used
to indicate that the nessage is a MPEGG2 DSM CC nessage. The gal ue of this
field is set to OxI|l dsnccType: This field is always set to 03 4%
indicate that all nmessages are U-N Downl oad nessages. nessagef.f T S ur
16-bit field is coded according to the follow ng table: Tahl,e:s@srrRNRSSAgE
types used In the Blucom data carousel CONG DENTAL Astra Pl atform Services
GbH 9-1 Ati SES Astra Conpany TeM4 9 (0) 89 18 96 03 Fax - Q0) 8 9 8 9 3
36 0 2 E Mail info@ps de vf aps deAn SES ASTRA Conpany transactionld; For
DSI nmessages the 2 |l east significant bytes of the transactionl D shall be
set to Ox0000 or 0x0001. For DIl nessages the 2 least significant bytes of
t he transact ganlfibsdigl | be assigned in the range 0x0002 to OxFFFF.

adapt at i onLengtshas BlLYSAr R id0as, nok rt%%g aﬁg%ﬁiﬁg gadﬁgiﬁ& yr headers. Therefore
Qm alll confor ith ¢

this field iguseistde salRpRrgf £o dbtéryused to indicate
the total | edgbéntsassippitiesnBf. t he nes

The mosaic feature shall allow support of a Blucom Service Portal, which offers
various Blucom services, each being broadcasted as part of a MPEG program with
a video component containing at least a still picture. The access to these Blucom
services shall happen through the mosaic navigation functionality, which is sig-
halled on one or more mosaic services.
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sage following this field. This length includes any adaptati on headers
indicated in the adaptationLength and the nessage payl oad indi cated by the
nmessagel awbi2edah45430NFI DENTAL Astra Pl atform Servi ces GripETAEPANSBHEB6ASt r a
Conmpany Tel +49 (0) 89 18 96 03 Fax +49 (0) 89 18 96 36 02 E- Mail -

i nfo@ps. de www. apa. deAn SES ASTRA Conpany A. 2 DSI nessage format The DSI
nmessage is formatted according to the g#andards [2] and [4]. ,able 7 Synt ax
of DSI nmessage Semantics of the DSI Message: serverld: This I
20 Bytes with the value of OxFF. conpatibilityDescriptorQ At FTelidwghl y
contains the.conpatibilityDescriptor- Length field of the ansesastrRa Company
conmpatibilityDescriptor as defined in [2]. It is set t o the value 0x0000.
privat eDat aLength: This field conveys the G oupl nfol ndication structure as
defined in [4]. CONFI DENTAL 9-3A n SES ASTRA Company nunbei Of Groups: This
is al6-b it field that indicates the nunber of groups de scribed in the

| oop following this field. groupld: This is a 32-bit field which shall be

o oupSi ze: T < Moot fepage W?QP'*%% s BRSO AR R 1o comul ot Pve st ze

in bytes of

This section desonbes the minimum hardware requirements a STB shall fulfil in
order to suppori the Blucom service.

6.1 Memory
The STB shall assigh an amount of 1.6 MB RAM to the Blucom cache.

6.2 Bluetooth

The STB shall provide a power class 2 Bluetooth radio device, which shall provide
ahstable connection over a distance of at least 10 meters from the front panel of
the STB
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all the nodules in the group. groupConpatibility: The groupConpatibility
structure is equal to the conpatibilltyDescriptor structure of DSM CC as
defi ned iwoO[28)6/04343¢ STB shal |l only downl oad data nodul eeCofEPgIsSOP®hiI ch
have the groupConpati bilityDescriptorLength set to OxOOOO. groupl nfoLengt h:
This is a 16-bit field indicating the length in bytes of the descrip tor
loop to follow groupl nfoByte: This fiefsd conveys a list of d CI’I ptors
whi ch each define one or nore attributes. privateDatalength hi
defines the length in bytes of the follow ng pnvate- DataB eluds
privateDat aBytes: These fields are user defined and not usedsts RsTBRA aeGmy
version 1. They shall be ignored by a Blucomversion 1 STB. CONFI DENTAL
Astra Platform Services GrbH 9-4 An SES Astra Conpany Tel +49 (0) 89 18 96
0 3 Fax 1-49 (0) 89 1 S 96 36 0 2 E Mall. Info(r)aps db ww apsdeAn SES
ASTRA Conpany A.3 DIl Message Format The DIl nessage is formatted according
t o the standards [2] and [4]. Table 8: Syntax of the DI nessage

CONFI DENTAL sty S iPMpteniertatidR Yequirements

7.1 Bluetooth protocol stack

The STB shall support those elements of the Bluetooth protocol stack, which are
marked in red in Fig. 12 in order to support the Blucom extension. However, the
STB manufacturer is free to support aiso other Bluetooth related protocols and
services, as long as the Blucom performance requirements and the conditional
access requirements as referred to in this document are not affected.

The Bluetooth related implementation shall meet the actual Bluetooth specifica-
tions of the Bluetooth Special Interest Group.

Blucom
Protocol
Generic Access ~ UBEX ; paraisl | : ....M ------------
Prafile sPp Ohject Lokert L oean EosbAp
(GAP) Transier Emulation | |
4 4 4
.
OBEX !
Protocal
2 i
: S S o , =
[ RFCONM | Vosere 11 BNsp ! SDPSéwer' | 5DP Client !
i HE ; : . I i
! { { {

l Cgpngst{mn ! Tt Logieal Link Control anchdahﬁiin‘nP?o{édﬁl(LZCAF“)’ R 4|
Manag€ment Lo g T Aol il A AN
[ . R Hés:i‘. Conaller lntéﬁéy'é;ZHE})';"‘";Af“i- A l
|,- AR 1 "Barabiand Snd link contiol 7 Blltooth i, T a0 |

=1 Implemenlation Rezird for BluLink

Fig. 12 - Biuetooth protocol elements required for Blucom

7.2 Network topology
The STB shall handle up to 7 client connections simultaneously, which reflects the
size of one Piconet.
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E-Mail: I nfoSapsds ww. aps. deAn SES ASTRA Conpany Senmantics of the DIl
Message: wowndenaedsd: This field is the identifier of thecumeméosadscenari o
in progress. The downl oadl d shall be uniquely defined within the Network.
This identifier shall be used in all of the subsequent Downl oadDat aBl ock
nmessages used by the downl oad scenario7§n progress. bl ockSizq: This field
is the length in bytes of the data in every bl ock earned in&e
Downl oadDat aBl ock nessages, except for the |last block of egetft™ L w¥i ch
may be smaller than bl ockSi ze. w ndowSize: This field is nofsidaegaadd.get
to O ackPeriod: This field is not used and set to O tcDownl oadW ndow. Thi s
field is not used and set to 0. tcDownl oadScenario: This field is not used
and set to 0. conpatibilityDescriptorO This field only contains the
conpatibilityDesc pptor- Length field of the conpatibilityDesc pptor as
defined in [2]. It is set t o the value 0x0000. nunberOf Modul es: This field
is the nunber of nodul es described in the loop fol lowing this field.

nodul el D: Th7s3 Wereiric AdcebsiPidfile@GARIaBYUitéraentsor the nodul e thai is

descri bed by the nodul eSi ze, nodul eVersion, and nodul el nfoByte fields. The
nodui el d i s wBilque Wwilillty setfifge scope of the downl oadl d. The nodui el d shall
be in the rawge bIORAub& caMhiibe ORI detrddeiEERisibfiy tgser ved for DAVI O) .

nodul eSi ze: g BrlFithelt ghad Fsotbla eisdogngplehnctonigyd ivsisiofity tdwamgdescri bed nodul e.
the STB is tuned to a service which does not carry any Blucom data.

With respect to the Blucom implementation, device discovery is initialized by the
client devices.

7.3.2 Device name

The device name shall be changeable by the user in the STB's setup menu. The
STB shall support Blueiooth device names of up to 248 charactets.

7.3.3 Connectable n;ode

Whe_n the STB is turned on, it shall always be connectable by any client device.
Explicitly it shall also be in connectable mode when the receiver is tuned to a ser-
vice which does not carry any Blucom data.

7.3.4 Device type and device class

These parameters shall be agreed upon with the STB manufacturer during the
prototype development.

7.3.5 Security aspects

The STB shall support Biuetoaoth security mode 2, i.e. service level enforced secu-
rity shall apply.

The Bluetooth stack implemented in the STB shall comprise the Biuetooth security
model as described in Fig. 13.
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nmodul eVersion: This field is the version of the described nodule. Upon a
change of the ouleVersion, the STB shall update the related file in the

Bl ucom dawe 20@afaes36modul el nf oLengt h: This field defi nespPChEPe@igidvéi n byt es
of the nmodulelnfo field for the described nodul e. nodul el nfoByte: This
field conveys a |ist of descriptors which each define one or nore
attributes. privateDataLength: This field defines the | engthyin bytes of
the follow ng private- Data Byte fields. privateDataBytes: SE€ ﬂL are
user defined and not used in Blucomversion 1. They shal |l BE“PgH0
Bl ucom version 1 STB CONFI DENTAL Astra Platform S rvlces GﬂbﬁsﬂﬂﬁAé@mSQS
Astra Conpany Tel +49 (O 89 18 9 6 0 3 Fax +49 (O 89 18 9 6 3 8 0 2 Emal |
i nfo@ps de wwapsd gAn SES ASTRA Conpany A. 4 DDB nessage format The DDB
nessage is formatted according to the standards standards [2] and [4].
Tabl e 9: Syntax of DDB nessage Semantics of the DDB nessage: noduleld: This
field identifies to which nodule this block bel ongs. nobdul eVersion: This
field identifies thef die to which this bl ock bel ongs. The
nodul e version for al ‘ ntained in the STB's file system
in order t o aIIOM/for:b%dates of the' ¥le.

Other Appl. IBlucomR T M Sarvice
jt J’ I . [ Datdbase

Ll

- RFCOMM. .- Security

jt ~M Manager
-12CAP ] = Database |
1T 11

Host Controller Interface (HC1) ‘

Lipk Manaéer / Link Controllér

— Query

Legend: istrati
agend - Registration

Fig. 13 - Bluetooth security architecture

The security manager shall perform the following tasks:
e Store security-related information on services
¢ Store security-related information on devices
e Answer access requests by protocol implementation or applications

e Enforce authentication and/or encryption before connecting to the appli-
cation

s |nitiate or process input from the user interface to set up trusted relation-
ships on device level.

s Initiate pairing and guery PIN entry by the user.

7.3.6 Security level of the Blucom service

The security level of the Blucom service shall be set according to the setting in the
STB's setup menu entry ,Bluetooth Authorisation”.

Setup menu setting Blucom service security level
Bluetooth Authorisation = "on” Authorisation and authentication
required

Bluetooth Authorisation = “off” Service open to all devices, no
authentication required
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reserved: This field is reserved by [2] and shall

bl ockNunber :

_ ( _ vel be set to OxFF.
This field identifies the position of the block within the

nodul e. Bvockoamysiser O shall be the first bl ock of a noadurEr2@sokdat aByt e:
This field conveys the data of the block. GONPDENTAL Astra Pl atform Sei

vices GrbH 9-7 An SES Astra Conpany Tel

18 96 36 02

dsnccDown) oadDat aHeader () is formatted according t o the f
Tabl e 10: Syntax of dsnctcDownl oadDat aHeader Semantics of t

dsnccDownl oadDat aHeader: protocol Discrimnator: This fiel dadsssassedc

i ndicate that the nessage 1s a WEG 2 DSM CC nessage.

2

-

TQany

The value of this

fieldis set t o Oxll dsnccType: This field is always set to 0x03 to

indicate that all nessages are U-N Downl oad nessages. nessageld: This field

i ndi cates the type of nessage which is being passed. The val ues of the

nmessagel d for

/ -HS (0) 89 18 98 03 Fax +49 (0) 89
CMwai | | nfo@pe de ww aps 7deAn SES ASTRA Conpanya The

DDB nessages is set to 0x1003. downl oadld: This field is used

to associ ate; 4 he dpyplpad data messages and the downl oad control nessages

of a single JnstAng

Q iragle,(#.g.mhé?l%iwgfdf QustchRIBvicéah uR s6du- t he downl oaded

r%ggégaﬁegv@e&amagéal ue of the downl oaded field in the del ated

field shall
g(l nessage'agf\ga 1o :u’ghl | Sioh Ltdng islcRank&SehY SfbsR¥ufb Abnuaid shal | be set to
FF. adapt alkiofbeaetn inmdphbioR béin IOk sddsrey hnM=ECIsadapt at i on header s.
Therefore  database.
7.3.8 Access of new devices

The term “new device” in this context means a device, which is not stored in the
security manager's device database as a trusted device.

Case 1 - applies when Bluetooth authorisation is set to “on” in setup menu:
When a client device connects to the STB for the first time, the security manager
shall trigger the presentation of a PIN code (i.e. pass key) entry dialog, which asks
the user to type in the same PIN code, he used for authentication in his mobile
device before. Once a client device is successfully paired according to this case 1,
the device information and the corresponding link key shall be stored in the secu-

rity manager’s device database as a trusted device.

Case 2 - applies when Bluetooth authorisation is set to “off” in setup menu:
When a client device connects to the STB, the Bluetooth stack shall accept the
connection request without any authentication on the Bluetooth layers and with-
out consulting the security manager's device database. In this case 2 no client
device information shall be stored in the security manager’'s device database.

7.

3.9

Access of trusted devices

If a client, which is already listed in the security manager’s device database as a
trusted device, connects to the STB and the Blustooth authorisation is set to “on”
in the STR's setup menu, the authentication shall happen without any need for
user interaction, i.e. no PIN code entry shall be necessary.
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this field is set t o OxOO nessagelLength: This field is used to indicate
the total length in bytes followng this field. This |ength includes the
dsnccAdapvetnenHesder i ndi cated in the adap tationLengt rCam2a0s@109Esage
payl oad i ndicated by the nessageld field. CONFI DEN TAL Astra Pl atfom

Servi ces GmbH 9-8 An SES Astra Conpany Tel +49 (0)83 18 9 03 Fax +49 (0) 8
| S 96 3B 0 2 EMai) infs@ps, de ww. agedeAn SES ASTRA Conpa A
Descriptors used in the blucomdata carouse! A 5.1 CRC32 deS® £
CRC32_deecriptor indicates the calculation of a CRC32 overfé”” =100
ule. Table 11 shows the syntax of the CRC32 descriptor. Takises AFIRA Syntnax of
CRC32_dbscriptor Semantics of the CRC32 descriptor: descriptor_tag: This
8-bit field identifies the descriptor. For the CRC32 descr iptor it is set
to Ox05. descriptorjength: This 8-bit field specifies the nunber of bytes
of the descriptor imrediately followng this field. CRC 32: This is a 32-b
it field which contains the CRC cal cul ated over this nodule, which shall be
cal cul at ed agCor SHbignd FroARBENIoBsdlicrbier VREGH2 tSyisd ense. | SO | EC 13818-1 [1].
A. 5.2 Conpressed nodul e descriptor The presence of the

conpressed_nodul e_desdridu&k | ndi cates that Ehe_data i n the nmodul e has the
“zlib'" structure as defappiegionn RFC {1950 [ | e 12 shows the

T;T \ Sacurity

Manager
. /LJ Device
3 cL \rﬁf Database

T\ )

Host Controller Interface (HCl)

Link Manager / Link Cont{i'o”er‘

Fig. 14 - Information flow for access from a trusted device

The following steps are performed during the connection request sequence of a
trusted device:

1. Connect request to L2CAP

L2CAP requests access data from the security manager
Security manager: lookup in service database

Security manager: lookup in device database

o D

Depending on the service database settings, security manager enforces
authentication and encryption

o

Security manager grants access
7. L2CAP continues to set up the connection.

7.3.10 Changes in the device database

When the user deletes a client device from the list of trusted devices In the setup
menu, the STB shall flush all keys related to this device in order to avoid accepting
any connection request of this formerly trusted device without user interaction
while the Bluetooth authorisation is set to “on”.

7.3.11  Passkey recommendations
The STB shall support full length passkeys (16 digits).
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syntax of the conpressed _nodul e_descriptor. Table 12: Syntax of
conpressed_nodul e_descri ptor Semantics of the conpressed nodul e _descriptor:
descri pt owot2a@s/043436s 8-bit field identifies the descri pPor/EPE@S/O1dYe1
conpressed_ nodul e_descriptor it is set to 0x09. descriptorjength: This
8-bit field specifies the nunber of bytes of the descriptor imrediately
following this field. conpression_neti8od: This is an 8-bit f4eld,
identifying the conpression nethod used. This identificati off olgy
definition of zlib structure of RFC 1950 [7]. original sizé WA
32-bit field indicating the size in bytes of the nodul e priGES ASORA Company
conpressi on. CONFI DENTAL Lstra Pl atform Seivlces GrbH 9-9 An SES Astra
Conpany Tel 4-49 (0) 89 18 96 03 Fax +49 [O 89 18 96 36 02 E-Muil:

i nfo@pede www. aps. deA SES ASTRA Conpany A 5.3 Goup |ink descriptor The
group_l i nk_descr iptor contains the information about which group descrip
tions are to be linked to describe a single |arger group. This is necessary
when the description of nodules in a group exceeds the nmaxi num si ze of a

si ngl e downlpadkefvide diderly proto@sisage and has to be spread acioss a nunber

of such nessggesss slletodth $QcH NEICKLPFR tHR8erd @RS Er PBtotdgndar ear of the |inked
group descr i dantei @Bidtain iseSicd Sisdaaty thtaBase (dDPBrieses sariee repdee the order of

linking is not . HIBASANENkd bdss dRH8bial ho PRAIRVAPERthauNBaiMee t 0 identify all
the group deg&lck pldt 6Ns! thdsidndatigedtvaludim 1ddindeadt shofierimg Addioshows t he syntax of
the groupj iaik Stiesell ephevyalue for the service attribute “ServiceName” (Attribute |D

0x0100) to “BLUCOM” in order to differ BLUCOM from other serial port related

services.

The Blucom client wilt query the Bluetooth service records from the STB and will

connect only to those Blucom data servers, which support the Service named

“BLUCOM”.

7.5 Serial port profile

The STB shall have the serial port profile implemented as specified by the Blue-
tooth Special Interest Group. The Blucom protocal implementation shall use the
serial port profile as the next lower layer.

7.6 Bluetooth Qualification

The Bluetooth implementation in the STB shall have successfully passed the certi-
fication process accotding to the Bluetooth Qualification Program. The certification
tests shall be carried out by an officially recognized (i.e. recognized by the Blue-
tooth Qualification Review Board) Qualification Testing Facility.
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Tabl e 13: Syntax of group_link_descpptor Semantics of the

group_link _descriptor: descriptorjag: This 8-bit field identifies the
descri pt owORov6/mbss6gr oupj nk_descr iptor it is set to Ox®B8I/EP2005/010961
descriptorjength: This 8-b it field specifies the nunber of bytes of the
descriptor immediately following this field. position: This is an 8-bit
field identifying the position of this8group description in i
val ue of OxQO shall indicate the first group description of / »
val ue of OxA indicates an internmedi ate group description i Ak 3

the value of 0x02 indicates the last group description of TAhEESIASTBA Company
groupjd: This is a 32-b it field that identifies the next group description
inthe list. This field shall be ignored for the last value in the list.
A5. 4 Nane descriptor The name_descr iptor contains the nane of the nodul e
or group. Table 14 shows the syntax of the nane__descpptor. Table 14:
Syntax of nans_descri ptor CONFI DENTAL Astra Platform Services QrBH 9-10 An

S ST s, T
nane descrlpWW?ST %W ey ﬁ“%“%ﬁ'P@m¥V%W the§Ehtelt i es the descriptor.
For the nane dﬁ,ﬁf ”yr %@?mﬁﬁd@? PTG PETREOY gt h: This 8-Dbit

field specifies t e hurb er of byt es of the descriptor
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i mredi ately followng this field. text_char: This is an 8-bit field. A
string of "char" fields specifies the nane of the nodule or group. Text
i nf or mat iwo 20&/@sdéd usi ng the character sets and net hogsTadPs@siob®dl i n
annex A of [3]. CONRDENTAL Astra Platform Sqrvlices SnmbH 9 - 1 1 An SES
Astra Conpany Tel +49 (0) 89 1 S 96 03 Fax +49 (0) 83 | S 96 36 02 EMi l
i nfo@psde ww aps deA n SES ASTRA Conpany Annex B: Xl VIL sc ema for Blucom
controS file <?xm version="l 0 " encodng="UTF-8" ?> <'-- ed 43 €,
XMLSPY v2004 rel . 4 U (http //ww xnl spy con) by SWDeveI offeraants i ARS
GrbH) -> <xs schemm el ement FornDefaul t="qualif ied" attri buhaﬁ&mmﬁ)e:t@dd&yt—
"unqualified ' xn ns. XS='" http //ww w3 org/ 2001/ XM_Schema" > <xs el enent
nanme= 1 1Bl Control "> <xs conpl exType> <xs sequence> <XS. el enent
nane="SyncPage' > <xs conpl exType> <xs attribute nane="na" type="x q
string" uee="reguired"/> KXS attribute

9 PDR Requirements

If the STB manufacturer intents to implement the Blucom functionality in a PDR
STB, there are specific rules regarding the recording of the Blucom data carousel
stream to be considered.

These ruies will be defined in a later version of this document.
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nanme="fd" type="xs bool ean" use=t recjuired"/> <xs attribute nane="ri'
type="xs integer" use="reguired"/> </xs conpl exType> </xs el enent > </xs
sequencexwve/xe/@se3apl exType> </ xs el ement > </ xs schemaPCCEREIBOCNDPAL Astra
Pl atform Servi ces GrbH 9-12 An SES Astra Conpany Tel 1-49 (0) 89 18 96 03
Fax +49 (0) 89 18 96 36 02 L Mall info@p& dg www aps d8An SES ASTRA
Conpany Annex C. Biucom Icons The fol #w ng graphics show t}
to be displayed in the STBs |Info Banner. Biucomlcon with &
connections: Biucomlcon with no active client connections®
- OONFI DENTAL -Astra Platform Shfwl ces GrH 9-13 An SES AstﬂnéESG@Trﬁt}Sﬁnrypany

Annex A: DSM-CC Messages (informative)

This annex shall provide the message structure of the DSM-CC messages used by
the Blucom service. The information provided in this annex is extracted from the
documents [2] and [4] and enhanced with the Blucom specific usage of fields
where approptiate.

A.1 DSM-CC message header
The DSM-CC message header is defined in [2].
Syntax Num. of Bytes

DsmccMessageHeader ()

ProtocolDiscriminator

DsmccType

MessageId™

TransactionId

Reserved

[y (=1 BTG B N QS

Adaptationkength

[\

MessageLength

1f (adaptationLength>0) {

dsmccAdaptationHeader ()

Table 5: Syntax of DSM-CC message header

Semantics of the DSM-CC message header:

protoeolDiscriminator: This field is used to indicate that the message is a MPEG-2
DSM-CC message. The value of this field is set to Ox11

dsmeeType: This fleld is always set to Ox03 to indicate that all messages are UN
Download messages.

messageld: This 16-bit field is coded according to the following table:

Messageld Message Type
0x1006 DSI message
0x1002 DIl message
0x1.003 DDB message

Table 6: Message types used In the Blucom data carousel
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transactionld: For DS messages the 2 least significant bytes of the transaction|D
shall be set to Ox0000 or 0x0001. For DIl messages the 2 least significant bytes
of the transaction!D shall be assigned in the range 0x0002 to OxFFFF.

adaptationLength: Blucom does not use DSM-CC adaptation headers. Therefore
this field is set to 0xQ0.

messagelength: This field is used to indicate the total length in bytes of the mes-
sage following this field. This length includes any adaptation headers indicated in
the adaptationLength and the message payload indicated by the messageld field.

CONFIDENTAL

Astra Platform Services
GmbH

9-2 An SES Astra Company
Tel +-49 (0) 89 1896 03
Fax +49 (0) 89 18 96 36 02
E-Mail: info@aps.de
www.aps.de




Bayeri sche Landesbank BLZ 700 500 00 Konto 3625799An SES ASTRA Conpany

Li ability/ Copyright Copyright by APS, Astra Pl atform Services GrbH,

Bet astr a wWe 200604543685774 Unterfobring, Tel efon: +49 (89pCI&PB00300@6DUl i
2005 This docunent is protected by copyright, all rights reserved. It may
not be dupli cated or published, either whole, in part, or in a nodified
version, without explicit witten permngsssi on by APS. Techni g& al terat]ons
The docunentation is always based on the | atest version of #ffe pg S
Neverthe | ess, APS cannot undertake to guarantee that the d&cth i S
free of errors. In addition, software devel opnent is const antesysTRA forfphrpW' ,
which may result in mnor discrepancies between the progiamand its
docunent ati on. APS reserves the right to alter the docunentation at any
time without giving spe cial notice. Changes to the product, which affect
this docunent, will cause the docunent to lose its validity. Custoner
Support N n for this product Docunent history Version Date Author Changes

Draft 2005/ 08/21 HdyimdSsaish ¢bimatDocument Creation U. Wedow Draft 2005/03/24
M Kreilein,

Dr_af ) W
The Dgl rrEessgge is fo?rgagted according to the standards [2] and [4].

Syntax - Num. of Byies
DownloadServerInitiate() {
DsmccMessageHeader ()
serverld 20
compatibilityDescriptor () 2
privateDatalength 2
groupInfoIndication () {
numberCfGroups 2
for (i=0;i<NumberOfGroups;i++) {
grouplD 4
groupSize 4
groupCompatibility () 2
groupInfolength 2
for (i=0;I<N;i++) |
grouplnfoByte 1
}
}
privateDatalength 2
for (i=0;i<privateDatalLength;i++) {
privatebDataByte 1
}
}
}
Table 7: Syntax of DS| message
Semantics of the DSI Message:
serverld: This field is set to 20 Bytes with the value of OxFF.
compatibilityDescriptor(): This field only contains the compatibilityDescriptor-
Length field of the compatibilityDescriptor as defined in [2]. It is set 1o the value
0x0000.
privateDatal.ength: This field conveys the Grouplnfolndication structure as defined
in [4].
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1.0 2005/04/05 M Kreilein Mnor changes to conplete Version 1.0 1.1
2005/ 04/ 13 U. Wedow, -Added return code value MKreilein

" OATA_NOWUEBWAMAM3LABLED' i n Conmruni ca tion protocol; dPaREPg®SH0961
application flow changed accordingly (4.2) - Get Command changed (4.2.9) -
Bl uetooth requirenments added (4 1) - vertical-align style added (3.5.3,
3.6.4.2) - DATA NOT_YET_AVAI LABLEreactgpon clearified (3.6. 1. base64
Encodi ng nentioned (3.5.5) - Content Decryption changed (3. ﬁl AN L
2005/ 04/ 14 U. W edow - base64 encodi ng for default channel €fRadecibys
standard ULR encoding (3.5.5); docunment reference [4] changeesaceacehRgl y.
QbH Seite ii A n SES ASTRA Conpany 1.3 2005/05/02 M Kreilein changed and
revi sed according to Docunment U. Wedow "Anderungsliste Functi onal

Specl _290405. xl s"; Cet Cont ext Comrmand added (4.2.10); GetCommand changed
4.2.9); Verbal forms for expres sion of provisions added. 1.4 2005/05/13

M Kreilein - changed and revi sed accoi ding to Docunent U W edow '

Ander ungsl i sﬁwbEtmmsdpanaLis&@&-&tﬂ@id&ﬂatm&daéstthm&bértafgemmeer 5 1.4 RA

2005/ 05/ 20 McKpegiirl toe kop-folohiagigedel@nd revi sed according t o Document U W edow
" Ander ungsl i gb@idthGe 4 SRl ficPRBG: KbiSbe equal to the transactionld of the DII

message that describes the group.

groupSize: This is a 32-bit field that shall describe the cumulative size in bytes of
all the modules in the group.

groupCompatibility: The groupCompatibility structure is equal to the compatibili-
tyDescriptor structure of DSM-CC as defined in [2]. The STB shall only download
data modules of groups which have the groupCompatibilityDescriptorLength set to
0x0000.

grouplnfolength: This is a 16-bit field indicating the length in bytes of the descrip-
tor loop to follow.

grouplnfoByte; This field conveys a list of descriptors which each define one or
more attributes.

privateDatalength: This field defines the length in bytes of the following private-
DataByte fields.

privateDataBytes: These fields are user defined and not used in Blucom version 1.
They shall be ignored by a Blucom version 1 STB.
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1.4 RC2 2005/05/23 U. Wedow M noi changes (wording) 1.4 RC3 2005/06/01

U. W edow RefreshConmand changed (4.2.8); isSyncPage attribute has noved
from r ootwel2eesmas43Ref r eshResponse t o child el enent Di splcayPags/o1idbgure 5
changed accordingly. 1.5 CR 2005/06/20 M Kreilein BLUCOM Uui d exchanged by
service nanme "BLUCOM' for indication of service during discovery (3.1.1)
Processing instruction "bl' is optionaly (3.5.4) No default b d
for <div>- Elenents, unit 'px' shall be supported in styl e-4
<obj ect >-Tag supports 'data -Attribute instead of 'href (3/5. 22)
changes in wording 1.6 CR2 2005/07/12 MKreilein '"hone' actd Stﬁf‘nASfﬁ@t@rmsw
default action instead of 'sync' (3.5.4) Variable default value section
noved unchanged (3.5.8.2) Application Startup nodified substantially (3.1),
section 3.1.6 "Start-up Sequence" erased due to redundancy with state dia
gram [5]. M nor changes and corrections in wrding 1.7 CR2 2005/ 07/ 20

M Kreilein Authentication String changed (4.2.6) DPC consequently replaced

by APS A.3 DIl Message Format
The DIl message is formatted according to the standards [2] and [4].
t Syntax - Num. of Bytes

{ DownloadInfolIndication() |

desmccMegsageHeader ()
downloadId

blockSize

windowSize

ackPeriod

tCDhownloadWindow

EN S S S

tChownloadScenario

compatibilityDescriptor ()

numberOfModules 2

for (i=0;i< numberOfModules;i++) {

modulelId

moduleSize

modulevVergion

Y S LS BN

moduleInfoLength

for(i=0;1i< meodulein-
foliength; i++)

moduleInfoByte 1

}

privateDatalength 2

for(i=0;1i< privateDatalLength;i++)

privateDataByte

Table 8: Syntax of the DIl message
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CONFIDEWL Astra Platform Services GrbH An SES Astra Conpany Tel 1-49 (0)
89 18 9b 30 00 IIl r-ax +49 (0) 89 18 9 3 6 0 2 E-Maii infofflaps de www
aps deA rwBE®ABIRA Conpany Table of Contents Rel ated DeCUrmPRMoai@n1 Vi i i
Conventions viii Aberrations and Acronyns viii Verbal fornms for the
expression of provisions ....7. ix 1 Introduction............
Pur pose of docunent 1-1 1.2 Product Scggpe 1-1 1.3 Overview o
2 System Overview..... 2-2 2.1 STB 2-2 2.2 Browser Applicat#
Functional Requirements. ..3-3 3.1 Application Start-up 3-&
of Last Connected Device 3-3 3.1.2 Device and Service Di scm/:‘@MBT@&Gow@ani 3
Connection 3-4 3.1.4 Authentication 3-4 3.1.5 First Request 3-4 3.1.6
Start-up Sequence 3-4

Semantics of the DIl Message:

downloadld: This field is the identifier of the download scenario in progress. The
downloadid shall be uniquely defined within the Network. This identifier shall be
used in all of the subsequent DownloadDataBlock messages used by the
download scenario in progress.

blockSize: This field is the length in bytes of the data in every block carried in the
DownloadDataBlock messages, except for the last block of each module which
may be smaller than blockSize.

windowSize: This field is not used and setio C.
ackPeriod: This field is not used and setto O.
tcDownloadWindow: This field is not used and set to O.
tcDownloadScenario: This field is not used and set to O.

compatibilityDescriptor(): This field only contains the compatlbllltyDescn ptor-
Length field of the compatibilityDescriptor as defined in [2]. It is set to the value
0x0000.

numberOfModules: This field is the number of modules described in the loop fol-
lowing this field. ‘

modulelD: This 16-bit field is an identifier for the module that is described by the
moduleSize, moduleVersion, and modulelnfoByte fields. The moduield is unigue
within the scope of the downloadid. The moduleld shall be in the range 0x0000 to
OXFFEF (OXFFFO to OXFFFF is reserved for DAVIC).

moduleSize: This field is the length in bytes of the described module.

moduleVersion: This field is the version of the described module. Upon a change
of the moduleVersion, the STB shall update the related file in the Blucom data
cache.

modulelnfoLength: This field defines the length in bytes of the modulelnfo field for
the described module.

modulelnfoByte: This field conveys a list of descriptors which each define one or
more attributes.

privateDatalength: This field defines the length in bytes of the following private-
DataByte fields.

privateDataBytes: These fields are user defined and not used in Blucom version 1.
They shall be ignored by a Blucom version 1 STB.
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3.2 Content Retrieval 3-4 3.2.1 Generics 3-4 3.2.2 Automatic Content
Retrieval 3-5 3.2.3 Manual Content Retrieval 3-11 3.2.4 Link H story 3-12
3. 2.5 Pag®ORedmss38- 12 3.3 Content Decryption 3-12 3.4 Bsemprrovseidace 3- 13
3.4.1 Quput Channels 3-13 3.4.2 Input Channels 3-15 3.4.3 Navigation and
Scrolling 3- 16 3.4.4 Localisation 3-17 3.5 Content Coding 3-17 3.5.1
Coding Format 3-17 3.5.2 Allowed Tags.g93-17 3.5.3 Styles 3-2§ 3.5.
Processing instructions 3-24 3.5.5 Linkage 3-25 3.5.6 Page ¢%muf]
3.5.7 Form Handling 3-27 3.5.8 Variables 3-30 3.6 Content prees #3- 33
3.6.1 Content_ Processing 3-33 3.6.2 Positioning And Si zi ngadies Sors émipard- 35
3.6.3 Image Presentation 3-35 3.6.4 Text Presentation 3-36 3.6.5 Sound
Presentation 3-37

A.4 DDB message format

The DDB message is formatted according to the standards standards [2] and [4].

Syntax ~ Num. of Bytes

DownloadbDataBlock () {

dsmccDownloadDataHeader ()

moduleId

moduleVersion

reserved

[N} IS Bt

blockNumber

for (1=0; i<N;i++) |
blockbDataByte 1

Table 9: Syntax of DDB message

Semantics of the DDB message:
moduleld: This field identifies to which module this block belongs.

modufeVersion: This field identifies the version of the module to which this block
belongs. The module version for ali files has to be maintained in the STB’s file
system in order to allow for updates of the file.

reserved: This field is reserved by [2] and shall be set to OxFF.

blockNumber: This field identifies the position of the block within the module.
Block number O shall be the first block of a module.

bockDataByte: This field conveys the data of the block.
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3.6.6 Form Presentation 3-37 CONFI DENTAL Astra Platform Services QrbH An
SES Astra Conpany Tel h49 (0) 89 18 Sq 30 00 iv Fax +49 (0) 89 18 96 36 0 2
E- Mai | i ‘tWo@geodes6ww aps. deA n SES ASTRA Conpany 4 Extemmzkoosni@st ace
Requi renents 4-39 4.1 Bl uetooth Communi cation 4-39 4.1.1 Bluetooth Stack
Requirenments 4-39 4.1.2 Serial Port Profile Comunication 4-39 4.1.3

Ti meout Handling.... 4-40 4.1.4 Connec$jon Loss.. 4-40 4.2 B%UCOM

Communi cation Protocol Definition r. 4-41 4.2.1 Marki ng Conmw#d
Request | d Assignnent 4-42 4.2.3 Case Sensitivity 4-43 4.2. #°Bt :
File Nane 4-43 4.2.5 DATA NOT_YET AVAI LABLEvs. DATA NOT_AVAh keA\BEtA 40ds3ny
4.2.6 InitiateCommand 4-44 4.2.7 SyncCommand 4-45 4. 2.8 RefreshConmand 4-47
4.2.9 GetCommand 4-50 4.2.10 GetContext 4-52 4.3 Content Provider
Interaction 4-54 4.3.1 SM5 4-55

P % 1
Aol O 3 i -

The dsmccDownloadDataHeader() is formatted according to the following syntax:
Syntax Num. of Bytes

dsmccDownloadDataHeader() { ~

protocolDiscriminator

dsmccType

messageld

downloadid

reserved

adaptationLength

o] N I N I S RN N

messagelength
for(adaptationLength>0) {
dsmccAdaptationHeader()

Table 10: Syntax of dsmccDownloadDataHeader

Semantics of the dsmccDownloadDataHeader:

protocolDiscriminator: This field is used 1o indicate that the message is a MPEG-2
DSM-CC message. The value of this field is set to Ox11

dsmecType: This field is always set to 0x03 1o indicate that all messages are U-N
Download messages.

messageld: This field indicates the type of message which is being passed. The
values of the messageld for DDB messages is set to 0x1003.

downloadld: This field is used to associate the download data messages and the
download control messages of a single instance of a download scenario. The vaiue
of the downloaded field shall be equal to the value of the downloaded field in the
delated DIl message.

reserved: This field is reserved by [2] and shall be set to OxFF.

adaptationLength: Blucom does not use DSM-CC adaptation headers. Therefore
this field is set to Ox00.

messageLength: This field is used to indicate the total length in bytes following
this field. This lengih includes the dsmccAdaptationHeader indicated in the adap-
tationLength and the message payload indicated by the messageld field.
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4.3.2 WAP .-. 4-55 5 Future aspects 5-58 5.1 Persistence 5-58 5.2 Enbedded
Forms , 5-58 5.3 Localisation 5-58 5.4 Version Control File 5-58 5.4.1

Synt ax Blwensesanis4sai 5-59 5.5 Enhanced Usability 5-59 5PETEPSmsmidcng

.5-59 5.5.2 Page Mintenance 5-60 5.5.3 Pre-enptive Content Mi ntenance
5-60 Astra Platform Services GibH An SES Astra Conpany Tel +49 (0) 89 18 Sb
30 00 Fex +49 (O 89 18 6 36 02 E-Milg; | nfo@ps. de www. aps.g4
Conpany Rel ated Docunentation [1] ' XHTM.(tm) Basic" WBC Re 3
http://ww. w3. or g/ TR XHTM.- ba sic [2] "Extensible Markup Ldnglege®
(Third Edition)" WBC Recommenda tion, http://ww.w3. org/ THRrF%E@SXRﬂCq@inY
"Cascading Style Sheets, level 1" WBC Reconmendat i on, http:/
/[ wwwv. W3. org/ TR REC- CSSI [4] "URL Encodi ng",

http://ww. wdschool s.comhtm /htm ref urlencode.as b [5] "State D agram
BLUCOM Browser Application". APS Conventions

A.5 Descriptors used in the blucom data carouse!
A5.1 CRC32 descriptor

The CRC32_descriptor indicates the calculation of a CRE32 over a complete mod-
ule. Table 11 shows the syntax of the CRC32_descriptor.

CRC32_descriptor(){ Number of bytes Value
descriptor_tag 1 0x05b
descriptor_length 1
CRC32 4

)i

Table 11: Syntax of CRC32_descripior

Semantics of the CRC32_descriptor:

descriptor_tag: This 8-bit fleld identifies the descriptor. For the CRC32_descriptor
it is set to OXOb.

descriptor_length: This 8-bit field specifies the number of bytes of the descriptor
immediately following this field.

CRC_32: This s a 32-bit field which contains the CRC calculated over this module,
which shall be calculated

according to annex B of the MPEG-2 Systems [SO/IEC 13818-1 [1].

A5.2 Compressed module descriptor

The presence of the compressed_module_descriptor indicates that the data in the
module has the 'zlib' structure as defined in RFC 1950 [16]. Table 12 shows the
syntax of the compressed_module_desctriptor.

compressed_module_descriptor(){ | Number of bytes Value
descriptor_tag 0x09
descriptor_length
compression_method
original_size

NNJFENTRN 5N

Table 1.2: Syntax of compressed_module_descriptor

Semantics of the compressed_module_descriptor:

descriptor_tag: This 8-bit field identifies the descriptor. For the com-
pressed_module_descriptor it is set o Ox09.

descriptor_length: This 8-bit field specifies the number of bytes of the descriptor
immediately following this field.

compression_method: This is an 8-bit field identifying the compression method
used. This identification follows the definition of zlib structure of RFC 1950 [7].
origlnal size: This is a 32-bit field indicating the size in bytes of the module prior to
compression.
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Convention Usage DEFI NE Types, definitions and enunerations ObjectProperty
hj ect properties and nethods Filenane Fil enanes and typed user input

Aberr at i one 2a0eh42360ny s Abkur zung Bedeut upg BL Bl uelLi nieCCEB2@a9c@di ng

Styl e Sheets DOM Docunent Cbject Model APS Astra Pl atform Services PDA
Personal Digital Assistant GSM d obal System for Mbile Comruni cati ons GPRS
CGeneral Packet Radi o Service HTM. Hypeapt ext Markup Language MTSUiv rsal
Mobi | e Tel ecommuni cations System SAX Sinple APl for XM. V\BCEWOr |43, \ \
Consortium XHTM. Extensi bl e Hypertext Mrkup Language XM. B Hvar kup
Language CONRDENTII Astra Platform Services GrbH An SES Asirsas Sokrpaimyand el
+49 (O 89 18 96 30 OO vi Fax 149 (O SS 18 96 3S 02 EMall Info aps de www
aps deAn SES ASTRA Conpany Verbal forms for the expression of provisions

A5.3 Group link descriptor

The group_link_descriptor contains the information about which group descrip-
tions are to be linked to describe a single larger group. This is necessary when the
description of modules in a group exceeds the maximum size of a single
downloadlInfolndication message and has to be spread across a number of such
messages. It also informs the decoder on the order of the linked group descrip-
tions. This Is not strictly necessary since the order of linking Is not important. It is
purely to provide a means to identify all the group descriptions that are to be
linked. Table 13 shows the syntax of the group_{ink_descriptor.

group_link_descriptor()§ Number of bytes Value
descriptor_tag 1 Ox08
descriptor_length 1
Position 1
group_id . 4 |
}

Table 13: Syntax of group_link_descriptor

Semantics of the group_link_descriptor:

descriptor_tag: This 8-hit field identifies the descriptor. For the
group_link_descriptor it is set to Ox08.

descriptor_length: This 8-bit field specifies the number of bytes of the descriptor
immediately following this field.

position: This is an 8-bit field identifying the position of this group description in
the chain. The value of Ox00 shall indicate the first group description of the list,
The value of 0xO1 indicates an intermediate group description in the list and the
value of 0x02 indicates the last group description of the list.

group_id: This is a 32-bit field that identifies the next group description in the list.
This field shall be ignared for the last value in the list.

A5.4 Name descriptor

The name_descriptar contains the name of the module or group. Table 14 shows
the syntax of the name_descriptor.

name_descriptor(){ Number of bytes Value
descriptor_tag 1 0x02
descriptor_lengih 1
for (i=0; i<N;i++) {
text_char 1 Name of the modulg, e.g. "index"
}
}

Table 14: Syntax of namea_descriptor
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CONFI DENTAL Astra Platform Services GrbH An SES Astra Conpany Tel +49 (O
89 18 96 30 00 VIl Fax +1-9 (0) 89 18 96 36 02 EMail nfo@rjs de ww aps
deA n SESVASIRA4EDapany 1 1.1 Purpose of docunent This aotmeeevs/ospeci fies
the functional requirenents of the "BLUCOM browser application
(BL-Browser) and gives an abstract description the systemenviron nment. 1.2
Product Scope The BL-Browser is an appjsi cation driven on hanghel d devices

| i ke nmobil e phones or PDAs. The consumer may pay and downl o th
application. Once installed, the BL-Browser uses a wireles £t 33t
connection to retrieve frequently changi ng i nformati on from & A38k Caonb ent
server. The information 1s presented to the user visually, acoustically and
haptically. The consuner shall interact with this data being presented by
using the input capabilities of the hand held device. The consuner's
interaction results in a feedback which is sent back to the content

provi der by nmeans of built-in return channels via GSM GPRS or UMIS for the
pro vider's hefanldbtthdnameQétdriploeWw of docunment Chapter 2 gives an abstract
descri pti on wbcriploe tegymhis@mt daditentimyerrtdesc@iergioethe mepizedripioes t he functi onal

requi r enent sis eft tt¥e2- BL- Br owser a P_I i cation I ncl Hﬂl ng the user interface.
descriptor_length: This 8-bit field specifies the number of bytes of the descriptor
immediately following this field.
text_char: This is an 8-bit field. A string of "char” fields specifies the name of the
module or group. Text information is
coded using the character sets and methods described in annex A of [3].
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Chapter 4 specifies external interface requirenments of the BL-Browser
application. CONFI DENTAL Astra Pl atform Services QibH An SES Astra Conpany
Seite 1- worees/o4886( 0> 89 is96 30 00 Fax +49 (O 89 S96P8E/HP20050M™G1 :
info(r)aps.de ww. aps. doA n SES ASTRA Conpany 2 System Overview 2.1 STB The
Set Top Box is considered as a Content Server providing all Data requested
by the Mobile Device. The Bl uetooth cogz?ecti on is always initiated by the
BL- Bi owser. The STB is always prepared”to accept an authori z& E0d
request. Once the connection is established STB has the rol &84 4
provi ding data for the BLBrowser on the Mbile Device side AI}IQgSAgﬁx@r,,ggnyl n
this docunent. 2.2 Browser Application The role of the BLUCOM Browser
Application (BL-Browser) is to initiate the connec tion to the STB and to
pull the data provided in order to present it on the nobile screen. Covered
in this docunent. CONFI DENTAL Aetra Pl atform Services QvbH An SES Astra
conpany Tol +49 (O 89 38 9 30 OO 2-2 FSX +49 (0) 9 18 96 36 02 EMuil

Info@ps cteamleRis: RAY sehednd For BITRYM control file

<?xml version="1.0" encoding="UTF-8"?>
<i-- edited with XMLSPY v2004 rel. 4 U (http://www.xmlspy.com)
by SW Develcopement (APS GmbH) --»>
<xs:gchema elementFormDefault="qualified"
attributeFormDefault="Tunqualified”
¥mlng:xs="http://www.w3.org/2001/XMLSchema >
<xg:element name="BlControl's
<X8:complexTypes>
<xXS:sequences
<xsg:element name="SyncPage">
<xg:complexType>
<xs:attribute
name="na" type="xg:string" use=Yrequired"/>
<xs:attribute
name="£d" type="xg:boolean" uge="required"/s
<xs:attribute
name=%ri'" type='xg:integer" use="required“/>
</xs:conplexTypes
</xg:elements
</xs:8equence>
</xs:complexType>
</xs:element>
</xs:schema>
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3.1 Application Start-up The Bl uetooth device on the nobile phone needs to
be enabl ed and ready for connecting a renote Bl uetooth device before the
BL- Br owsewoi2s0cst4sd3bed. After | aunchi ng the BL-Browser, trhe/ERppsioc@si on has
to check if the Bluetooth de vice is enabled and ready. If there is no

Bl uet oot h device available or if it is not switched on, the BL-Browser
shal | advice the user how to switch on.the Bluetooth device.23 .1.1
Recovery of Last Connected Device After validating the avai i g%y
Bl uet oot h, the browser shall recover the | ast connected de ¥ s
persistent parameters. Al paraneters that are required fop, GoRIRCtIBgy I ES.
presentation of the device nust be restored which is the userfriendly

devi ce nanme and the connection URL. If a |ast connected device is. known,
BL- Browser shall present the device's nane and an option for discovering

ot her devices to the user. If the user chooses to re connect to the
recovered device, the browser directly tries t o establish the connec tion,
using the re ored ectjio , Wi thout doing a |lengthy device and ser

Vi ce discovday Cfﬁﬁﬂugﬁﬁlgc e is to connect to a different device, the
browser has tr@fomemrfg@raméshmwdeaﬂﬁlmmm&tseerdiépiaeeddi se®\Befmp i nstead. If no | ast
connecti on cBeindgse restored, the browser directly enters the device and
servi ce di scRv®myson Wit ddombieneethetitonask for the user's confirmation. 3.1.2
Devi ce and Service Discovery Bl ue h Device- and Service-Di scovery are
initiated by the BL-Browser appli ion. For finding suitable devices, the
BL- Browser shall performa Service Inquiry on each discovered device in
order to ass t i,ce only connects to the correspondi ng
BLUCCNIappI|%%§P$%§R%hn%ﬂwpg Qggmg%h% device is discovered that offers the
BLUCOM service, a list of the Blue# th specific, user-friendly device
names i s presented to the user for se
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| ection. This list again shall always include an option to repeat the

di scovery proc ess. \Wen the user selects a device presented by the |ist,
t he BL- Brwo=eoes/d4si36s t 0 set up a connection to it. |If tReTEPROOSONDOEES tO
repeat the discovery, the browser has to do that. 3.1.2.1 BLUCOM Service
I dentification To identify the BLUCOM servi ce, BL-Browser nust evaluate
both the Bluetooth UUID and name of thg service. Since the %&k er vl
bases on the Serial Port Profile (SPP), the UU D of the ser

t he standardi zed val ue 0x1101 (16 bit short form. Additio / /
of the service attribute "ServiceNane" (Attribute ID 0x010@b&aﬂSRAQGMmm
"BLUCOM' to differ BLUCOM from ot her serial port related services.

Casei nsensitive evaluation and whitespace normalization of the attribute
val ue may be required to receive the pure service name. CONHDENTAL Astra

Pl atform Servi ces GrbH An SES Astra Conpany Tel +49 (0) 89 18 96 30 00 3-3
Fax -149 (O 89 | S 96 33 02 E-Muil: ] nfo@ps. de ww. aps. deAn SES ASTRA
Conpany 3. 1.3 Connection Dependent on the configuration on STB side, it

m ght be necessary to enter an authentication id (PIN) to get connected.
After connecting the STB successfully, the renpte device has to be added to
the trusted device list if the nobile supports correct |ist managenent in
order to avoid recurring pin requests for subsequent connections to that
device. 3 1.4 Authentication
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After successful connection the BL-Browser has to send an initial request
(4.2.6) to the STBin order to get a copyright string conpared with its
count er paw0 2006/838B6si de. I n case of a negative responsePOT/EPI@S/0#9G1 SSi Ng
response within the config ured tineout period the BL-Browser shall display
a nessage denoting that the STB is not authorized for the BLUCOM Servi ce.
Aut hentication (say the initial requegt) has also to be donej(repea

when the browser reconnects to the STB after a connection | , Y

the STB might refuse further conmmunication with the browser# ¢ Copy ke
string is a static text string that has no further meani ng aheesbireaBhmpany
protocol or authentication. It is required for |egal reasons only and w ||
be defined by APS. An exanple can be found in 4.2.6. As long as the

BL- Browser has not yet verified its copyright string successfully, it shall
di spl ay a buliebilitifCopyrighti- screen. 3.1.5 First Request After successf ul

aut hent i cat i @Qo@fighhisynes, e Fidiem@hrésamnmontrol file (see 5.4) the

BL- Br owser hpg&astrafe 1eh, spbay Uatefrébrisd page. Therefore BL-Browser has t o
execut e a SyTer@onf@reP) (26B0Y) in order to get synchronised to the current
BLUCOM Ser vi t82¢ft%vi ded by the STB. Provided that there is a BLUCOM channel
avai | abl e, BitBrdowsent i¥ eledtards capyrigURI rifing resgiviee i MapBOLBe ANt has to be
retrieved an%ﬁ?ﬁﬁioégibbﬁg%?'th r wholg, irgpagy ¢ in Aol ROR B PR conpl et e start - up
sequence, pl B4ERPYRFEMYE™Y5]. 3.2 Content Retrieval 3.2.1 Generics The
BL-Content is prepared by different content providers. The provider uses
pages to strypsdnfical biteratientent | ogically. The BL-Browser displays a single
page at a tipe. As long.as the Blb: B RWSRLDAS dihoci®Neldid 1ts copyright
string succ e{éﬁs%d/gﬁg cf(r"n1 K%-%%i?g\fey {}gjz?al?mgefth%},fe docu mentat‘lc?rjl Is free of errors.

In addition, software development is constantly "in flow”, which may resuft in
minor discrepancies between the program and its documentation.

APS reserves the tight to alter the documentation at any time withput giving spe-
cial notice. Changes to the product, which affect this document, will cause the
document to lose its validity.

Customer Support
N/n for this product
Document history
Verson Date . Author .+ Changes
Draft 2005/02/13 M. Kreilein, Document Creation
U. Wiedow
Draft 2005/03/24 M. Kreilein, Draft
U. Wiedow
1.0 2005/04/05 M. Kreilein  Minor changes to complete Version 1.0
1.1 2005/04/13 U.Wiedow, -Added return code value

M.Kreilein  “DATA_NOT_YET_AVAILABLED” in Communica-
tion protocol; drawings for application flow
changed accordingly (4.2)
- GetCommand changed (4.2.9)
- Bluetocth requitements added (4.1)
- vertical-align style added (3.5.3, 3.6.4.2)
- DATA_NOT_YET_AVAILABLE reaction clearified
(3.6.1.1)
- baseB4 Encoding mentioned (3.5.5)
- Content Decryption changed (3.3)

1.2 2005/04/14 UMWledow -base64 encoding for default channel replaced
by standard ULR encoding (3.5.5), document
reference [4] changed accordingly.
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it shall display a built-in splash-screen. Once the STB has confirned the
aut henti cation, the browser always tries to display pages it receives from
t he STB wonoeegsusst . Each page is attached to a speci f iPCT@EPR0SH01096The
context id is delivered for each page retrieved fromserver. The context is
significant for page requests and the mai ntenance of contextual variables
(3.5.7). There are two ways how conte can be retrieved (puls
CONFI DENTAL Astra Pl atform Services H An SES Astra Conpa
9189630 Q3-4Fax +49 (0) 89189 6 360 2 E-Mil:AInke(rdap

www. aps deAn SES ASTRA Conpany 3.2.1.1 Automatic Pag(r) ReqsuetstAszhe:ompany

BL- Browser requests a new page fromserver automatically according to a
refresh interval, which is determ ned by the BLUCO vl protocol (4.2). It
may change after _each subsequent page or content request. The content
request itselkf is swpmoven Md&rwlﬁntmaaed B Y dacef@ﬁéi%%& owser requests a

new page URL by sending a S{f&o%( 4. mgsﬁfmgﬁ P (4.2.8) to the
STB. Whether a Sync or Refresh coﬁmﬁfmﬂ. emme s/enbgjzbemw@%t ed is determ ned

by the processing instruction def imethriviigisdédet he page currently displ ayed
(3.5.4). If uhe BL-Bb0uges virseidtot - ke amcnev@&utaamnmgthaacmeoce55| ng
instruction, e.g. in case 8edovwn s“@‘i’en’ﬁ E{gg @Sregffe def aul t processi ng
instruction is "sync" " Step2: BUCEP M Pall conpare—del i vered URL nane

and versi on téRéhe 98R§e/2UM *‘%3@?"1 y - Han @@@6“#@”‘(‘%\’@“’?%‘ a difference in at

| east one of_these “Anderu unctional S
1.4 RC2 2005/05/23 U.Wiedow  Minor changes (wording)

1.4 RC3 2005/06/01 U.Wiedow  RefreshCommand changed (4.2.8); isSyncPage
attribute has moved from root element
RefreshResponse to child element
DisplayPage; figure 5 changed accordingly.
15CR1  2005/06/20 M.Kreilein  BLUCOM Uuid exchanged by service
name “BLUCOM” for indication of service
during discovery (3.1.1)
¢ Processing instruction bl’ is optional
(3.5.4)
¢ No default background-color for <div>-
Elements, unit ‘px’ shall be supported in
style-sheets (3.5.3)
e <object>-Tag supports ‘data’-Attribute
instead of ‘href’ (3.5.2.2)
¢ Minor changes in wording
1.6CR2  2005/07/12 MXKreilein * ‘home’ action becomes default action
instead of ‘sync’ (3.5.4)
e Variable default value section moved
unchanged (3.5.8.2)
o Application Startup modified substantially
(8.1), section 3.1.6 “Start-up Sequence”
erased due to redundancy with state dia-
gram [5].
o Minor changes and corrections in wording
1.7CR2  2005/07/20 M.XKrellein ® Authentication String changed (4.2.6)
e DPC consequently replaced by APS
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val ues the content for the delivered URL shall be retrieved and di spl ayed.
If the context delivered is different to that currently known, all contents
for the dwbizvevast36RL shall be retrieved and di spl ayed aoymzeggosevent i f URL
and version is equal to that page currently displayed. Step3: After Step
and Step2 have been executed successfully BL-Browser retrieves all contents
needed to display that page. All autorg@tic page requests are execut
silently: Since the user did not trigger the retrieval, no Safe
be displayed if the request, retrieval or processing of tho@?‘pﬁg.‘, &
3.2.1.2 Manual Page Request The user may trigger a page requeshstrRA Company
asynchr onousty by setecting a nyper refer ence |link inside the page
currently displayed. The BL-Browser tries to retrieve all contents needed
to display that page. Al nmanual page requests are executed actively, i.e.
t he user getTadleroé@datdngs vis ual feedback about the browser activity. If
the requested page cannot be displayed due t o an error, an error nessage

is displayed,. 3 2 Automatic Content Retrieval The content provider
updates the § ”W@ ertry: T"‘b’typesofuma’tearegﬁ. ti ngui shed: 1.)
The DVOV'derA ﬁ1ﬁ5§§ﬁﬁ§m@59mmHNQLLLQLQHmeaQQ “which. nusbmbe di spl ayed by

gener ates an,updalsiuedont.he. page currentlv dlsplayed by BLibromser whi ch
shal | be di sphaye@dpdsbsitieaet...al.d...aut.-.0f.~.dat.8)..pagse.... i-¢h page to be

di spl ayed nexf i Bodongbet.ely...cont-r-okl-ed--by-t-he-SFB:--The-IBLBr owser requests
and di spl aysl€achvefial optagenheti-catedby-t-heSTBextept™ ‘vage name, page

versi on and eont eystemiaerdenot..changed.s-ek-at-i-pg-+-o-t-he-eurd-ént |y dis pl ayed

page. o T Y = o SRR 2-2
2.2 BroWSEl APPICALION wevrctereersessmsmsrsssmnesresasmnssssearanssasssurarsuses sesssns st ssnasanasasnss 2-2
3 Functional Requirements .3-3
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3.1.3 CONNECHION .. ee e sucssmsnsassumnessanustsrassoinsssnrasss s s s ussessssss snnsmsesmmneansmsniasns snnnsarsss 3-4
3.1.4  Authentication ... .cercmsmasesinrmmrasorees . 3-4
3.145 FirSt REQUES . cerraerarerrestesssssmsmsasaras smsesssasssssssassssassmsssmes s samssasaensasnrasanimsanacs 3-4
3.1.6 SHArtrUD SEUUENCE icamrerssrrmsssscsmssmrrsevasmansarssmassssessapsmsassansss sesasasmsassesununass 3-4
3.2 Content REMIEVA. ... e eeescinie s simmvaras e smsanan s sn s s s s ansans san o 3-4
3.2 GOINEIICS ercrensrsotnsesesvusssnssonenssssnsn smensmsasxasasnsmsasnssessnsannsesansusnsasesnsesaramtanses 3-4
3.2.2  Automatic Content RetrieVal. . mmersmmmmermremessensomsasessissmssn nsnssnnns 3-5
323 Manual Content REIEVAl cuuareuncreresvmmesssnmmssesssssimunssssnrasssacusosnsansasans 3-11
3,24 LINK HISTOYY warsutnrsenescenseresemsarsrmrsrasssnssssossanensas nssas snseasasmsmssnss s srssmnnast snanes 3-12
3.2.5  Page Reload.. i \eeasnxmeeheEvRerseaeyaennan et nannat rnrearis 3-12
3.3  Content DecryPtoN.msmssnssmmsssesnisenes et aennneenenas 3-12
3.4  User interface ...... entmtmsmeneeAREfSKRIREEEESARSURNRLENENARERSR NS AT AR AR SN IRRS 3-13
3.4.1  Ouput ChannelS...crmmsrscsisesanas reeteemerenne ot eaeatt A e 3-13
3.4.2  Input Channels.., \xfexmrameNssiaSOvASeseRERLRRAFRREESARSRIRFEINTERANSRRRSS 3-15
3.4.3  Navigation and Scrolling imrRsaERaBEEREIESSLARARREAS NN RAR SRR N R nR dnrRE S 3-16
3.4.4 Localisation.. . retenmsmsuneaneasauessessemRRRTaReEEAEsoietebEn S sRLn 3-17
3.5 Content COUING e rmemssimsesnnssensmsnsnsnsmmsmmnsummenssrssnss 3-17
3.5.1  Coding FOrmat..cumammmermmmmmarsnsscisins sises 3-17
3.5.2 ALIOWEA TS .vnrresnissserunssmnsmssssnansssmssnmnnns 3-17
e IR T TR 1YY OISR B 3-20
3.5.4  Processing INSIIUCHIONS wuusmweseeessssmsmmmsansuinsessesssismansssssesssnsscssssssnnsssnsasven 324
3.55  Linkage eevasensvesmesasiARLRERRYSiRRRRRERRRSRINRRRSS . -3-25
3,56 Page Commands . 3-27
3.5.7 Form Handling v eemeensaresexeIvESSERNERSSREERRRRRS RN YRR RS R KSR R st OR S 3-27
B.5.8  VATIADIES rosereerssrererseerssansassssnesnnsssas s onsn s sunms xsnsnsasensassnensn asasenss non susmnmas 3-30
3.6 Content Presentalion ..i.meueeccoessescssusssnssissarnsserasvsennssnsnssssrasesensnsnss ressseas 3-33
3.8.1  CONtent PrOCESSING wwrcaossisssmsssssssssssssessinsassasssnssansassunsnsesmsssasan smss msnanss 3-33
3.6.2 Positioning And Sizing Of Content.... eeereamareresbus pmseenrn e e e em e ean 3-35
3.6.3  Image Presentalion e e 3-35
3.6.4  TeXL ProsSeniatiOn .umereesusemssiaracmesessinsnsmsonramsnseneuaresansssnsasstsnsmmsessisesss 3-36
3.6,5  Sound Presentation S . 3-37
3.6.6 FOIMN PrESEITATION covcemescrarssinsreasssm e saimsssmnsasstnasssssussssssasssasnanmsnsansss siuse 3-37

CONFIDENTAL

Astra Platform Services GmbH

An SES Astra Company

Tel +49 (0) 89 18 96 30 Q0

iV Fax+49 (0) 89 18 96 36 02

E-Mail; info@aps.de
www.aps.de



Since the STB does not deli ver

t hem the BL-Browser

(0) 89 18 96 36 02 E- Mail
Al

nmust periodically poll
updat es. WbeoBlBssdeser shal |
second. Beside the browser
nmust be considered as a dy nam c val ue,
provider delivered by the BLUCOM pr ot gygol
Servi ces QrbH An SES Astra Conpany Tel

application flowharts in this docunent shall

new pages unless the BL-Browser requests
the server and ask for page
be capabl e to handl e | ookupcCirmressal®enf 1
internal |ookup interval, a refresh interval
finally driven by the content

(4.2). CONF1DENTAL tra
+49 (0) 89 18 95 30 GHA3
i nf o@ps. de www. aps. deAn SES ASFRA™CE y
descri be rerisysTRAEompany

princi pl e and cannot be considered as a conplete inplenentation guide for

t he BLBrowser.
request works as foll ows:
(3,5.4) incl fidedEftqinal
one of the fﬁ%lo Pt

SES Astra Coggany cha) o

Fig. 2 - Application flow "Automatic Retrieval" The update

In Accordance with the Processing Instructions
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uire o e o G B

ileOmBurdkaiond.. 3..0..00.3-.6. Fax....1+48 (O 89 18 9 B 3

S 0 2 E-Mai |l a.13nf a@eps Hd@iingmw...aps...deAn..SES. . ASTRA..Conpamyr48. 2. 2. 1
SyncConmmand §4”42  TIPNNECHON LOSS wersinessssssssemssmsssmisasminssssssssssssssasessasssrsssssassmssrsss ssnssasssnss -40
.2 BLUCOM Communication Protocol Definition....mrmmesmssesmrnssixsensssens 4-41
4.2.1 Marking COMMANUS ...uvecrrmrereeracrrrcrcsismsemsmrucsassssssemsasessmsranssrssasasass sen 4~44
4.2.2  Requestid ASSIBNMENT ...ccuswimssrsrsrissuseasanssmmisas st e smansaanracsesssane 4-42
4.2.3 Case Sensitivity .... EmresAERNNSENARARENNNRRRREEammeesenirinessntErAL EraLn A-43
424 BLUCOM URL / File Name reeeetusarearssreseeantsanannnessenn 4-43
4.2.5 DATA_NOT_YET_AVAILABLE vs. DATA_NOT_AVAILABLE... ~A4-43
4.2.6 TN At COIMMANT 1 reerneasserserassarrass snensnrnsmssnes resunssessssmeennsmnsutassesusns saresans
4.2.7 SyncCommand
428 RefreshCommand
4.2.9 GOt OMIMAN T et isarsercasereresansnssaunemsesmsssasanrasaisans arisansns snamsnsessasaronnssannes
4.2.10 GetContext.....
4.3  Content Provider Interaction
434  BMS .
4.3.2 WAP .conceemrens
5 Future aspects
5.1  Persistence ...
5.2 Embedded FOrMS wrmnrersmmnenes PR —
53 [ Tor= 11CT=1 1 (] TN
5.4  Version Control File i,
5.4.4  Syntax BlVersion.xmi......
5.5  Enhanced Usabilily ... umummmemsasvwrnireanns
5.5.1  Scrolling ...
552 Page Maintenance ......
5.5.3 Pre-emptive Content Maintenance. . mimmmmresmsmsresarinssierasessmssscnsans 5-60
CONFIDENTAL
Astra Platform Services GmbH
An SES Astre Company
Tel +49 (0) 89 18 96 30 00
\' Fax +49 (0) 89 18 86 36 02

E-Mail: info@aps.de
www.aps.de



Condi tion: The req instruction of the actual page is set to 'sync' (3.5.4)
Usi ng the SyncComrand BL-Browser asks the STB for the sync page URL that is
current | ywoabiah4s86si de the URL of the current sync pageCcT@praBResPense
delivers information about the present context and the new refresh
interval. A return code inforns about the SyncResponse status. How
BL-Browser has to react on certain retjgyn codes is describedg n docunment
[5]. Once SyncResponse was processed successfully, and the di #
according to Step2 (3.2.3 .1) are fulfilled, BL-Browser sha#f™aa he
contents for the new- page URL in order to d| splay the new gagggAST@m&L,J;)EI\I'I'AL
Astra Pl at f orm-Services—QrbH AT SES AstTa Conpany Tel +49 (0) 89 18 96 30
00 3 7 Fax (0) 89 18 96 36 02 E-Mail"' info@ps.de ww. aps eA n SES ASTRA
Company Rg. 3 - Application flow "SyncCommand" 3.2.2.2 RefreshCommand
(4.2.8) Condela%ki Débgmesgtionst ructi on of the actual page is set to

‘refresh’ f‘MM%gl %é\? é’émﬁﬁér{déuoﬁ’ ik wm@ewiﬁg_@w@mk' An SES Astra
Conpany TeI ( Xk 89 18 96 36 02 E-Mail:
i nfo@ps. de W\}Vgﬁ oA “-s EQ% MR ¢ ¢ freshOommnd

BL- Browser send%" ile versions for
[3] “Cascading Style Sheets Ievel 1" W3C Recommendat%n,

htip://www,w3.org/TR/REC-CSS1,

[4] "URL Encoding”,
http://www.w3schools.com/html/html ref urlencode.asp

[5] “State Diagram BLUCOM Browset Application”, APS

ar~
7

Conventions

 usage

DEFINE - Types, definitions and enumerations

ObjectProperty Object properties and methods

Filename Filenames and typed user input

Aberratmns and Acronyms

Abkurzung "Bedeutunga L

BL BluelLink

CSS Cascading Style Sheets

DOM Document Object Model

APS Astra Platform Setvices

PDA Personal Digjtal Assistant

GSM Global System for Mobile Communications
GPRS General Packet Radio Service

HTML Hypertext Markup Language

UMTS Universal Mobile Telecommunications System
SAX Simple API for XML

W3C World Wide Web Consortium

XHTML Extensible Hypertext Markup Language
XML Extensible Markup Language
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the page currently shown on display and for the present sync page (may be
differ ent!). Once RefreshResponse was processed successfully, and the
condi t i ons0a006asadsng to Step2 (3.2.1.1) are fulfill ed, pBrABra@s®ercshal |
acquire the contents for the new page URL delivered in order to display the
new page. A return code in fornms about the RefreshResponse status. How
BL-Browser has to react on certain reigrn codes is descri be%i n docungnt
[5]. The new page might be either an update for the page cus Ay B

di spl ayed or a new sync page (Hotsync), which shall be di sgfayed
imedi ately. Additionally, Refre shResponse delivers inf ormad}zs /&smwamtuatnythe
present context, thenewrtefresh inter val and above that a flag, which
determnes if the URL supplied is a sync page or not. In case that the new
page is signalled as a sync page, BL-Browser shall save that URL and
version as |V&rbal@rmsforﬁ&eexm&g@unmm\m&”ﬁb\L Astra Pl atform Services GrbH

An SES Ast r g Conpany—Fel—+49—(0) 89 18 96 3000359 Fax 13 (0) 89 18 96 36
02 E-Mail: Yr?fbﬁ ibs—de | Wk Bps—deA-A—SES %.?v« e}:ﬁup?iny Firg. 4 - Application
f1 ow " Ref r esteonmand” NTAL . Astra PUXEY orm-Ssrvlces—GrbH An SES Astrs

Conpany Tel |skéi@ot( 0) 89 |XBuBBei80 00 3-10 THYIMA9 (0) 89 18 96 36 02 E-Mail :
i nfo@ps. de|swu aps. deArecoinBndAGIRA Conpanyisdecdn2nd@d @nt ext| Change Lookup

should not Recommendation It Is not recommended that
May Permission is allowed
need not Permission it Is not required that
Can Possibility/Capability be able to
Cannot Possibility/Capability be unable to
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As described above, the refresh interval can be defined either by the
Content Pro vider or by the broadcast centre. In either case, the BLUCOMV
Pr ot ocol W@.28)6/0a6436 del i ver it Therefore it m ght happemrctrhEztoosioedsnt er val
value is too long to notice a channel or context switch within an
acceptable tinme period. Hence it is néQ%ssary to look for ac
fromtime to tine when the BLBrowser is in an idle state. In?
achi eve that, the 8L-Browser nust be able to handle two ti met
simul taneously (see also Fig. 2). The followi ng Figure shownSBe\SpiA Groirpl
of such a context change | ookup sequence. Fig. 5 - Application flow
"Cont ext Change Lookup" Note: The condition "Page on Display"” is fulfilled
if a BLUCOM page is shown on Display actually. In the case that BL-Browser
was not ablt kbetrdichpbEpr he | ast page re trieved from STB for various
reasons, a SyncCommand shall be executed next tine instead of GetContext.
3.2.2.4 Locked_Updat e ndition: The req instruction of the actual page is
set t o'l ﬁ PUBIeREST JCUMRNE yrrent | y di spl ayed age i ndi cates that the
refresh i s Thisgreunenpispesiten §redincigngloesyphents o dter éb‘{qC’&n "OWeF aut omat i ¢ cont ent
retrieval rARicatns BrrRievsierar Bves AL PSRt ATSFIPIoY HE SIS WY ner is not started
res. eval udf®d for these pages (see Fig. 2), only context |ookups aret o
be executed. The page is only left if the user hinself requests a new page
or if the cbit Exedudidogpei ndi cates that the context has changed. 3.2.3
Manual ContreaBl-Bewser @salapiBesiod driveden fspiiald devites likemplileponednt ent updat es
aut omat i caldr §HAsBIheRprsumermadyaey and dofiflend the apgNeatiol- updat e content in terns of
the user's grgsiMahicoaMé Batrbwiar iidas dWedlest BRepag corpudtibe itrbiyievei ng di spl ayed.
The user nEpqERbYGkhgngiEGragdn feonpager ®ntehieservby Treadferoifiongs a | i nk i nsi de the
cur presented to the user visually, acoustically and haptically. The consumer shall

interact with this data being presented by using the input capabilities of the hand-

held device.

The consumer’s interaction resulis in a feedback which is sent back to the content

provider by means of built-in return channels via GSM, GPRS or UMTS for the pro-

vider's benefit.

1.3 Overview of document
Chapter 2 gives an abstract description of the system environment.

Chapter 3 specifies the functional requirements of the BL-Browser application,
including the user interface.

Chapter 4 specifies external interface requirements of the BL-Browser application.
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rently displayed page (3.4.3.2), by initiating one of the exposed page
commands (3.5.6), accessible via the function keys (3.4.2.2), or by

r el oadi ngwoheoguagse( 3. 2. 5). I n either case, the BL-Browper/mra®s/oeal uat e
the link to determ ne which data connection nust be used (3.5.5). If the
data has to be requested fromthe BLServer, the Qet Command nust be sent
(4.2.9). CONFIDENTAL Astra Platform Sepai ces GrbH An SES Astga nan
+49 (0) 8 g 18 @S 30 00 3-11 Fax -1-49 (O 8 9 18 9 3 3 02 =
i nfo@ps. de www. aps. deAn SES ASTRA Conpany 3.2.4 Link Histefyf 8Rder to

i npl enent a personal cache holding all retrieved pages (!|i keseaAVWEB @Gaehe)
it is intendedtoset—up a RAM pool, which saves all retrieved URLs instead
of the contents for each page. The BL-Browser saves each page URL requested
(and di splayed) including nane, version and context to that pool naned Link

Hi story. Thezphggg@mm@pQﬁechtion "his' nust be set t o1 (3.5.4) for a

Tel

To be devoloped

WAP whi ch ar yer.stored in hqh@tm\y\(BA 3.2.4). TheeBL-Browser is not

page to be saved in history. There is an excep tion for pages retrieved via

responsi bl e T8 exi stence of content fo;Fnge§'§WOred in the Link
H story. Therefore it is up to the BL-Brows foscontigure the size for
t hat pool dependent on the storage ca Pt tHes%ed—t he nobil e phone.
3.2.4.1 Hi story| Managenent—The—LipkK" H sty i@ﬁ ds @ LI FO Buffer

f? g : c L
with limted sipe of 5k™#Fdr each[mew, page.dat &tth be agded, |t he
BL-Browser is ffee to renpve.dhe fast*{'ol deSty /&ntry\ or eptries from that

Hobll

pool if required. tf thejuser Fgst or link fromtRe hisg

Serviee
Discovery 8lulink Profagol Layer

JABWI{ISR-32/NIDP

CLDC/KVM Sond 8MB

05¥Bluctooth $tack (RFCOM)
h . A

. “application
" Update Control Unit

Redtisst new
Appllcation

Devli o
P for \WE]

Servico
Discovery

Now Application
far INTE¢

Pull Data
XHTUL

GSWGPRS - GBWGPRS

. GSMGPRS Providey

8T8

Fig. 1 ~System Overview

2.1 STB

The Set Top Box is congidered as a Content Server providing all Data requested by
the Mobile Device. The Bluetooth connection is always initiated by the BL-Browser.
The STB is always prepared to accept an authorized connecti.on request. Once the
connection Is established STB has the role of a server providing data for the BL-
Browser oh the Mobile Device side.

Not covered in this document.

2.2 Browser Application
The role of the BLUCOM Browser Application (BL-Browser) is to il?itiate the connec-
tion to the STB and to pull the data provided in order o present it on the mobile

screen.
Covered in this document.
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tory and launches a new link fromthere which nmust be added to the history
again, all newer links in history are deleted, too. The link history shal
be kept awoOweoumsdss the application is stopped or a newPCH/EPROIS/OLEG61

i ndicated by the BL Server (Note: If no BLUCOMis available, the history is
to maintained). 3.2.4.2 History Acces$0The user can access thi hi g

al l oned by the content provider. The content provider uses p
instructions to enable or disable the correspondi ng page cofr s f'or ™
history access. If enabled, the page command 'back' or ' next:SESAERA Combagy be
di spl ayed resyp. ac cessible if there is a corresponding |ink present in
history. If the user selects a link fromhistory, the browser nust request
t he page by neans of a Get Conmand (4.2.9). 3.2.5 Page Rel oad The options

menu of BL{«Br}‘éMmﬁmﬁmﬁe@u@mﬁwntg reload the currently displayed page.
The user will use this function to refresh the page manually, e.g. if sone

enbedded i npge re. mssi or he wants the sound of the page to be pl ayed
again. If ge %Eéﬂ'cﬁtmﬁféﬁ%@ rel oadi ng of the current ]page,‘ BL- Br owser

shal | send Tee Riesteinirvise on e Ppkiejehere ngedsdoe englpdangieady 1o he page i s

avai | abl e. c2H8rHnE8RaagBlueiofh q'eé'c%*ﬂﬁj?r‘é%%é' ISP he pagg ?rust be

checked f onfterpalmtres theBigroisal, the abiflicatioe hasp sheohif the Bluaieothdge itsel f di d not

change. Theicnisepabiddtapd whdycheleiisyip Blusitoo &?W?W@@@E'{é&@é‘% esi des i ndependent
BosMeBHERAY Decryption Al

s

of the pag€véhpt ot e S-Rgwpeh sl geigedbisusernoy tggwite
files that “8f% retrieved via the BLUCOM protocol's Get Command (4. 2.9)
I ncl ude a | eadi ng byte (preanble bét e) which denotes whether the foll ow ng
dat a bl ock &kepr vemnef lerCoprgsiehbe(ont ent) is encrypted or not. Wen
recei vi ng the vdlidating the availability of Bluetooth, the browser shall recover the last

connected device from persistent parameters. All parameters that are required for

connecting res. presentation of the device must be restored which is the user-

friendly device name and the connection URL.

If a last connected device is known, BL-Browser shall present the device's name
and an option for discovering other devices to the user. If the user chooses to re-
connect to the recovered device, the browser directly tries to establish the connec-
tion, using the restored connection URL, without doing a lengthy device and ser-
vice discovery. If the user’s sake is to connect to a different device, the browser
has to perform the device and service discovery instead.

If o last conhection can be restoted, the browser directly enters the device and
service discovery, without need to ask for the user’s confirmation.

3.1.2 Device and Service Discovery

Bluetooth Device- and Service-Discovery are initiated by the BL-Browser applica-
tion. For finding suitable devices, the BL-Browser shall perform a Service Inquiry
oh each discovered device in order to assure that the Mobile Device only connects
to the corresponding BLUCOM application.

When at least one device is discovered that offers the BLUCOM service, a list of
the Bluetooth specific, user-friendly device names is presented to the user for se-
lection. This list again shall always include an option to repeat the discovery proc-
ess. When the user selects a device presented by the list, the BL-Browser tries to
set up a connection to it. If the user chooses to repeat the discovery, the browser
has to do that.

3.1.2.1 BLUCOM Service Identification
To identify the BLUCOM setvice, BL-Browser must evaluate both the Bluetooth
UUID and name of the setvice.

Since the BLUCOM service bases oh the Serial Port Profile (SPP), the UUID of the
setvice must equal the standardized value 0x1101 (16 bit short form). Addition-
ally, the value of the service attribute “ServiceName” (Atiribute 1D 0x0100) must
match “BLUCOM” to differ BLUCOM from other serial port related services. Case-
insensitive evaluation and whitespace normalization of the attribute value may be
required to receive the pure service name.
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bl ock the BL-Browser application has to read this byte first in order to
dep![ decgw%ggﬁé‘moliggw ng ?:Iata bl ock needs to be passed to the decryption
unit. 45436t ra Pl atform Set vl oes H An SES Astrca/eBowpsanyeiiel +
(0) 89 18 9 6 3 000 3-12 Fax +49 (O 89%963602E—|\/ﬁi|:w o
| nf o@p3, de wwv. aps. deA n SES ASTRA any The preanbl e byt e
follow ng values: OxQOO foll ow ng data block is not encrypted
data block is encrypted The BL-Browser has to assure that ofily tHe

data block, without the preanble byte, is passed to the decfyist PORAGAINRY
respectively to further processing. In case of an invalid preanble byte
(neither OxGO nor OxA) BL-Browser shall act the same way as if it detects
invalid XHTM. code. 3.3.11 Used Algorithm Used Algorithmis a Rijndael

fol | owi ng Sie3 AdvameelidnEncr ypt i on St andard (AES). The used Key Length is
128 bit. 3Ddpddgert oh theeorffiggaticBAh STgde: it DigaNIPeIeeesTHEOBI® B owser shal | make
use of al | auderiteaion (BN Pigetcaaertad Biersafnectig fegip suop ldeal  handhel d

devi ces of fheyremppte dayfice hgzig he ¢ d@gFo theBysie g@éﬁ 'Séé ; %ﬁf()b'gsq%ﬁaﬁsnel s, but differ
in the funcggrfrftgﬁ%ﬁ;"%’@iﬁgec f AiregE thannels. %‘f’]eﬁ% -%?bo(\a/vser i dentifies the
fol |l ow ng St p’u{ thannel s: Ta e e 3 . - Support e Qutput C anne s The

BL- Browser supports all  above output channels. Those output channels that

are not suppbftt PSS Weci fic device will be djsa i t hi
versi on After suecess'%?conn%‘:gon the BL-Browser has to send an %it%l requ%lsteigfz.\ég thin the browser

to the STB in order to get a copyright string compared with its counterpart on STB
side. In case of a negative response or even a missing response within the config-
ured timeout period the BL-Browser shall display a message denoting that the STB
is not authorized for the BLUCOM Service. Authentication (say the initial request)
has also to be done (repeated) when the browser reconnects to the STB after a
connection loss, otherwise the STB might refuse further communication with the
browser. )

The copyright string is a static text string that has no further meaning to the BL
protocol or authentication. It is required for legal reasons only and will be defined
by APS. An example can be found in 4.2.6.

As long as the BL-Browser has not yet verified its copyright string successfully, it
shall display a built-in splash-screen.

3.1.5 First Request

After successful authentication or handling the version control file (see 5.4) the
BL-Browser has to display a first page. Therefore Bl-Browser has to execute a
SyncCommand (4.2.7) in order to get synchronised to the current BLUCOM Setvice
provided by the STB. Provided that there is a BLUCOM channel available, BL-
Browser receives an URL for which the content has to be retrieved and displayed.

3.1.6 Startup Sequence
For the complete start-up sequence, please refer to [5].

3.2 Content Retrieval

3.21 Generics

The BL-Content is prepared by different content providers. The provider uses
pages 1o structure its content logically. The BL-Browser displays a single page at a
time.

As long as the BL-Browser has not verified its copyright string successfully (3.1.3)
it shall display a built-in splash-screen, Once the STB has confirmed the authenti-
cation, the browser always tries to display pages it receives from the STB upon
request.

Fach page is attached to a specific context. The context id is delivered for each
page retrieved from server. The context Is significant for page requests and the
maintenance of contextual variables (3.5.7).

There are two ways how content can be retrieved (pulled) from STB.
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for that device. If an output channel is disabled, the browser skips the
output, even if requested by the content provider. This also affects sound
out put i fwoaoeuppsst ed sound format is provided. 3.4.11pDrapbe/oTivel

BL- Browser distinguishes several device nedia types to sunmarize varying

display limtations. A nmedia type condPlides all devices that

limta tions, mainly the display resolution on x-axis. The cgaken 0 er
shal | address known display limtations by neans of styles, "contfol Ted B
defined nedia types (3.5.3.1). Tabel e 3.4-B Display type distACRPGRMPanY

COVFI DENTAL Astra Platform San/ices Q nbH An SES Astra Conpany Tol +49 (O
891 8d9A6 ?S,ESORSS-lS Fax 1 9 (0) 89 18 9 3 8 0 2 E-Mail"' info@ps. de ()
wwwv. apsdeAn TRA Conpany 3.4.1.2 Status Bar The BL-Browser splits the
di spl ay an%\?g%%_eﬁa%%‘igﬁ%ﬁ@éﬂeﬁ‘yeﬁgretr for grta%io%%ﬁg%%&g higQ. Height and
pﬁS:ltlg_n Olrefresh%:te\:%j'efglklﬁ 1i§§£e%ed%§%§s§d]@ pf&AEcoP@ 5 Ehangehe status bar
shal | di spl 2\ THE FOLLOWAR of Sbhi@hi PBlUQaE6Rk eaGest RsclfBlsppa- 1. ) Connect i on
Status 2.) [seskii&ddeyd of the available function keys 3.) Scrolling

i ndi cator To copply W.th 2 ). ke St onldA8 a bfhclRe: ced cl toth
L e el oo e oy

function keys" ( a 9 HAY & rep@nsohhe options nmenu
(3.4.2.3), ther ﬁx%&fr%e&é’t@ b8 bxabWSd b asterthineP byis pacdssiogihétaetbnt ext to descri be
key. Function keyiné@inadenaysagt cirgyiydspayqd@g84speci fic action assigned by the
provi der, t her efforeéLBhesstistousbldaobidings rgpsssipg instruction, e.g. in

case of a missing page etc. the default processing instruction is “sync”.

= Step2: BL-Browser shall compare delivered URL name and version to the
page currently displayed. If there is a difference in at least one of these
values the content for the delivered URL shall be retrieved and displayed.
If the context delivered is different to that currently known, all contents for
the delivered URL shall be retrieved and displayed anyway, even if URL
and version is equal 1o that page currently displayed.

»  Step3: After Stepd and Step2 have been executed successfully BL-Browser
retrieves all contents needed to display that page.

All automatic page requests are executed silently: Since the user did not trigger
the retrieval, no messages shall be displayed if the request, retrieval or processing
of those pages fails.

3.2.1.2 Manual Page Request

The user may trigger a page request asynchronously by selecting a hyper refer-
ence link inside the page currently displayed. The BL-Browser tries to retrieve all
contents needed to display that page.

All manual page requests are executed actively, i.e. the user gets a readable, vis-
ual feedback about the browser activity. If the requested page cannot be displayed
due to an error, an error message Is displayed.

3.2.2 Automatic Content Retrieval

The content provider updates the content frequently. Two types of update are dis-
tinguished:

1.) The provider determines a new, different page, which must be displayed by
the BL-Browser (BL-Slang: “Hotsync”) as soon as possible.

2.) The provider generates an update of the page currently displayed by BL
browser, which shall be displayed instead of old (out-of-date) page.

Which page to be displayed next is completely controlled by the STB. The Bl-
Browser requests and displays each new page indicated by the STB except page
name, page version and context have not changed relating to the currently dis-
played page.

Since the STB does not deliver new pages unless the BL-Browser requests them,
the BL-Browser must periodically poll the server and ask for page updates. The BL-
Browser shall be capable to handle lookup intervals of 1 second. Beside the
browser internal lookup interval, a refresh interval must be considered as a dy-
namic value, finally driven by the content provider delivered by the BLUCOM proto-
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| ocal i sed text to describe the key. The scrolling indicator synbolizes that
t he page content exceeds the avail able display size. The visualization of

t he i ndi csbanoamay43be real i zed by a pair of arrows indi ceCrmpe08@1@6T ecti on
in which the page can be scrolled. 3. .3 Activity Indicator The activity
indicator is always displayed when thé browser is busy or waigl i NEFogee
not accept user input. Activity is either indicated by dlsplg N|
(e.g. clock synbol) or by manipulating the status bar (e ' %~ %:t
colour). 3-4.-1.4 Backlight The backlight may be addressed fﬁ&ﬁﬁﬁ A Tompany
source-code by processing instruction (3.5.4). Backlight is switched on for
a device-specific period which cannot be con trolled by the content

B e o kol ORI J@o\smﬂ akdBenpitigndgial (he backi ght
may flicker,, @B bm &%ﬂ G '% vendor's native

i npl enent atgr@ReOf the bac |ght contro The BL- Bromser skips this instruc

tion if backlight control is not i able on the target device. 3.4.1.5
Sound The BL-Browser shall determie h@ﬂﬁ@%ﬁﬁafornats (MD, M3, etc.)
that are sup ported by the target de&vice. "He BL-Browser has a built-in,

BL- br anded acoustical event for every supported sound format. The content

provi der may addres his sou &ml proc !:lng i ns tion (3.5.4) to
signal that a payticular (may Thportant) page 's being displayed. If the
target device doesrdiat LS OUAL-aL—ald BloeeBr oMser skips this

instruc tion. ThE"¢GHTY t provi der night want t o\"BHIBY/di fferent or
addi ti onal sound MR S con tent. The provider is eti responsi bl e of
supplying nmultiple sound files of/d) erent sound formats. In the content
mar kup, the provider nust Iggu files, each with a dedicated m ne
type assigned. The BL-Browger s choose the suit

“Exit
8 + Gheck on
3 Context Change

SetTimer(Lockuplntorvat)

« b R

A ¥y

] WallFarTimar{MRelreshinterval) WaltForTimar(Lookupl al} o Corg::fgl?;‘nge

Processinginstruetion

Kill Timer{MRefreshinferval)
KiliTimer{Lookupintarval)

Processinginstruction
Process . w2 — Process
RefrashCommand ,ﬁ:_l?nc" "\ syncGommand

Fig. 2 - Application flow “Automatic Retrieval”

The update request works as follows:
In Accordance with the Processing Instructions (3.5.4) included in the currently
displayed page, the BL-Browser invokes one of the following commands:
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able sound file by evaluating the mne type (3.6.5). CONHDENTAL Astra

Pl atform Servi ces GrbH An SES Astra Conpany Tel +49 (0) 89 18 95 30 00 3-14
Fax +49 (WD 286&/484396 36 02 E-Mail: | nfo@ps. de ww. aps. @eANEPSES/0ABFRA
Conpany Tabelle 3 4-C Suppo t ed oundm ne types 3.4.1.6 Vibration Al arm The
content provider may address the vibr at¥on alarmwithin the coh .. 1B

by processing instruction (3.5.4). |f accessible on the targe
BL-Browser triggers the vibration alarmfor a device-specifif .
once), otherwise the Browse sinply skips the instruction. 3.4hSEs Aﬂpﬂtompany
Channel s The BL-Browser requires a channel for haptic input to be present
on any target devi ce. The browser shall accept key- and/or

poi nter-coné‘rz%l seraggﬂgga% An op tional Speech-Control nay be
10

appl i cabl e B S stingui shes two types
of keys, navi gﬁtl on Al ar §°“ia' &%e' IS‘#%B%VY]SC (53’%1 D Supported Nav gat

ion Keys T u" ﬁhd% %ﬁ? e%t@%g?@%”ﬂ%zﬂ"ééﬁgd b%?%?t The BL- Browser
shal | detec ionality
appropri at Q rm ele %]eafﬁ 2 n yai e&L%/rre%%?f?a% 33‘3{ §Ce ond the opti onal

keys are enatmhe@desasées ibdd Laa&megn5 eys T e-f unctl on keys al so call ed soft

keys, off erﬁ%yt\%ﬁ%&%&ﬁsaoces? ? gess and%je cogg“ § 00[ formactions
S o

d
(3.6.6.2) e et P “%ontent provider
in the page=ee0rL it 3rd&y té)jlsplIyQBE@ agejf gupporte Vi gati on Keys
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The | ayout of function keys is device-dependent The BL-Browser detects

whi ch keys are avail able and assigns the functionality appropriately:

CONFI DENTWO 20st4843p at f or m Servi ces GrbH An SES Astra Cecpargoos®iosel (0) 8 9
| Sqb 30003 _ _ Fax 4 9 (0) 89 189 3 6 02 E-Mail info b, aps de Ww
aps deAn SES ASTRA Conpany The function keys are assuned to ar
close to the display, so that the currently assigned functi I ¥% “nbﬁe
indicated in the status bar (3.4.1.2). The left function qu AM$AC %1key
on the ri ght—is—§2—3-4-2-3-Cpti-ons—Mept—Fhe options menu HO! Page
Commands assigned by the provider for the cur rently displayed page
(3.5.6). Additionally, the nmenu always holds the Exit- Command, which
allows the user to quit the application, and the Qad- Cbnnand, whi ch can
be called to reload the currently displayed page pare to 3.2.5). The
options nenu i s opened when the user presses the ion key fl. The op
tions nmenu i s closed when the user cancels the ne~- or when an option is se
| ected and executed. 3.4.3 Navigation and Scrolfng ¢ BL- Browser nust be
able to determ ne the overall height of a page Y4+ ¢l s as soon as the
page is being displayed. If the page _does not fit the display height,
scrolling is to be indicated (3.4. 1{{2)umad N@| SCr O] g i ndicator is adapted
appropri ately as the user navigatef TEBught ] Hori zontal scrolling
shall not be sup ported. J

192)

MSyncPage == fyn‘ﬂ’uge name>
5 n

[ l GotC 7 ge rma>} ] " MgyncPageVersion == <SyncPage verslon>
e

MSyncPago=<SyncPage name>
MSynoPagcVersion = <FileData verslon>

Parso
and
DisplayPaga

——

yes.

MOlsplPage=<FllaDaty nama>
MDisplPageVersian = <FilaData varsions

MRefreshinterval

<SyncResponse

MiRofroshintorval rafreshinterval>

o3

<GetResponse
sefreshlnterval>

y
MRelreshintorval =
<SyncResponse refreshinterval>

I

MRefroshinterval =
|<GotRosponsp refreshintorval>

I l SetTimer(MRefreshinterval) |J

Exit

Procass
SyacCommand

Fig. 3 - Application flow “SyncCommand”

3.2.2.2 RefreshCommand (4.2.8)
Condition: The req instruction of the actual page is sef to ‘refresh’ (3.5.4)
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3.4.3.1 Initial page state Once a | oaded page is displayed, the upper |left
corner of the page matches the upper left coner of the display. No item
(1'i nk) iswbaowsrsesss 3.4.3.2 Navigati on scheme The consumrer/Bréos/ou®el t he
navi gati on keys 'up', 'down', 'left' and 'right' (3.4.2.1) to step through
the content of the page. The BL-Browser shall support the follow ng basic
navi gation scheme: The BL Browser deteéllii nes the order of inperacgtiye Ltens
as they occur in the HTM. markup. It's in the content provi d&hs §
responsibility to put the hyper links in a suitable sequen@ﬁf%h t YR er
hits 'down’ or 'right', BL-Browser ains for the next hyper ssmksdewawarnd in
HTML mar kup,” based on the currently focussed item |f the user hits 'up' or
"left', BL-Browser ainms the next link upward in HTM. nmar kup, based on the
currently focussed item If the aimed itemis at |east partly drawn, the
browser set s“hée Ryfeecongand B v eer'ggé ;\&'Qg‘f‘f‘rfgfggsdi rowser tries to
scrol| the piEEAHD AT, SC Bl iclBsuuitnt |y focussed | e
becones invi &y -rngOQtﬁMﬁ(S.d.lggv’llarSfijrfiﬂﬂdlIiLfBﬂ)wsértshdII@&ﬁl%théMteﬁt@muS. Even items not
or not fullytenes higeuriueliveed atohverto disiaythedpamaze dyeve caled- f ocussed, al t hough
the focus m {pies ahoit the@etishrasppgsa stptyspiow s Biowserhrs (/e O1glRihr ess t he k'

navi gat i on k&M cogesirdertatdd f9emwhiPk ent Iy focussed 1ink. 3.4.3.3 Scrolling
I f the brovvs@rend@pﬁefgfﬁtﬂiai?tﬁh%éirWiﬁf@gﬁ@ﬁ%ﬁ%ﬁg ‘i_jt'is@alll’?‘é lrﬁi”?"éd to satisfy the
user In.pUt (gv%%ngfse Slﬁllél’)z*(%foqrnlﬁsa%nb?bgutﬁgéweg r@con e{ct l%&? rg%ﬁgh?ﬂt%!ma‘l .nder Of. a
page), it shal L tqhT £l DoehAUR ciimmesons UrLUnlAs 2GRk @ pi xel s ei ther up
or down. Thep&anédsQunkiakd RN ph id RAaled £ i padel EMBr@eeBhfiithvedevi ces a snoot her
scrol i ng (smatURLanbugrston of itspurxedt ncrdgaan to 1 pi xel ) than | ess powerful ones
(bi g ambunt of pixels, up to display height).
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CONFI DENTAI . Astra Platform Services GibH An SES Astra Conpany Tel +49
(0)89 .18 9 30 OO 3-16 Fax +49 (O 89 8 96 36 02 E-Mail: info@ps.de
WMWY aps. dwono@HESsSAETRA Conpany A conservative esti nmati oRCOEP200SAY®6IM Se
scrolling is accepted for the prototype,of BL-Browser. Even wgak nobile
devices shall be able to flip the HIM.-content page w se. Forgqor g
nobi | e devices, the scrolling value for best user experi en &
figured out when t he apolication is custom zed for these deyjge §SRXQ% ‘
browser shewt-g—pre-—process—serotHng—ra—tedte state to enhance t usagFTﬁty
of the specified scrolling behaviour. 3.4.3.4 Focus Representation In the
BL-Browser, an interactive itemrespectively link is always represented as
rectangl e box that A4 illed with colour, an inmge and/or. The content

state of each int &fgeti/ve item (See 3.5.3.2 for code exanples). If the
provi der does not su a style for the focussed state (using the pseudo
selector "a : hover an inline border of 1 pixel width is drawn for the
division to repr e focus. This border is also drawn in the specified
colour if a styl e focussed state is supplied and does include a
gl | ot her cases, the border is not

he BL-Browser applies the style

ovi der does not supply dedicated styles
for the focussed ite the gr applies a default style (e.g. draws a
rectangl e border in &dggressive color).

MSyncPage == :Dlsbplayr’agn nama

by version /—— —v{ l Getlonlent{<DisplayPage name>)
== Lo Laet]

/ %
_ §

«OleplayPage
e 4"

[ "
yos

!

JMsyncPage=<DisplayPage nama>
{MSyncPageVersion = <FileData varslon>

n
/ Parse
P and
\ DisplayPage

IMDizpiPage=<FileData name»
MDIspiPageVersion = <FileData vorslon>

-~

efreshinteny
=a

iF2: oy

/ﬁﬁusm
==
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Fig. 4 - Application flow “RefreshCommand”
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3.4.4 Localisation All built-in text for status- or error nessages and
description of function keys shall be localised. BL-Browser will use a
singl e | anguage4sssby but shall inplenment a mechani sm soPChaP2@isioidsext can
be localised easily in different versions of the ap plication. 3.5 Content
Coding 3.5.1 Coding Format The content provider uses XHTM. to mark up his
content. XHTM. serves flexibility for fh@ayout and branding ofathe content
whi | e being an accepted and wel | -known codi ng standard for o,
content presentation. The X(HT)M. parser inplenented in BLABr owdersénued " be
able to recogni ze any all owed syntactical elenents |ike tagss&sgﬂmnhw
DTD, Notati ons, CDATAsections etc.” AIT recogni zed el ements except those
specified in the remai nder of this chap ter shall be discarded w thout
interpretation. Al HIM- Pages are'encoded in UTF 8 Uni code representation.
3.5.2 Al omef@i2-$ég§0nﬁx@hp:§ OI“GPd arts t he WBC

b h val def] itherb e
recommendat i GY°HY cen@ Tn t?“;mg{ f%ﬁ% MPProt %ﬁnﬂ vl}llp “be supported by

r or by he broadc

the BL Br owsglieh e Té“éf&é&*ﬁgh(th%ﬁo%ﬁfh'a%& eF/QV&Iu 15@['0!'1{,(1&41'511@6&3 ement s:
CONHDf - NTAL  Asiirefor Binadid safdnwheh s aesiRatile faioBES Astra Conpany Tel +49 (0) 8
9 18 9 6 3 OHeﬂuee:B»sm&:eﬁaxtom:k@ré@))]te&@h@gef@mﬁm@t@“@eVZ“EEI*‘R/BFI i nf o@ps. de ww

aps eA I in tdo achisy th
Tg_gH?erra]_cﬁgs;%\g‘gmwg? %0 sumu Pneously seeelals ?Fpg?lﬁgoé\galo ‘%U?T ements 3.5.2.1

shows the principle of such a context change lookup sequence.

Handle
Response
Ersor

IM:nnut
Theckon
[E— == The
N m@ H——————Ummﬂ il | N m-’ e °’>" o "‘“‘”‘“’"“’"‘ 8 s" eode """““" ccnc(ﬁﬁcn”;'nso

l(llmmu(?!m:lmshl |m"ml)
Process Frogass
SyncCommand <5ynr.commmd

e’

KilFimortaRatreshimseval)

Fig. 5 - Application flow “Context Change Lookup”

Note:

The condition “Page on Display” is fulfilled if a BLUCOM page is shown on Display
actually. in the case that BL-Browser was not able to display the last page re-
trieved from STB for various reasons, a SyncCommand shall be executed next time
instead of GetContext.

3.2.2.4 locked Update
Condition: The req instruction of the actual page is setto *1ock' (3.5.4)

If the currently displayed page indicates that the refresh is locked by means of
processing instruction, no automatic content retrieval must be preformed. Conse-
quently, the RefreshTimer is not started res. evaluated for these pages (see Fig.

2), only context lookups are to be executed. The page is only left if the user himself
requests a new page o if the context lookup indicates that the context has
changed.

3.2.3 Manual Content Retrieval

Beside the ability to retrisve content updates automatlcally, BL-Browser has to
offer a way to update content in terms of the user's manual navigation through the
page cutrently being displayed.

The user may manually request a page either by selecting a link inside the cur-
rently displayed page (3.4.3.2), by initiating one of the exposed page commands
(3.5.6), accessible via the function keys (3.4.2.2), or by reloading the page (3.2.5).

In either case, the BL-Browser must evaluate the fink to determine which data
connection must be used (3.5.5). If the data has to be requested from the BL-
Server, the GetCommand must be sent (4.2.9).
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The XHTM.-tags supported by the BL-Browser nust appear in a particular
hierar chy. The following table illustrates the allowed tag hierarchy. a le
3 5-2 BL wegodwmssschy Tags that are not known by the BRCBEramsniovay be
omtted by the parser as well as kno ags that are annotateq outside the
predefined hierarchy. 3.5.2.2 Attribut é The XHTML St andard :* * he
attributes for each elenent. The BL- browser must support a s N
attributes and values as follows. Qher attributes and val ugs Q}ﬁj’

i gnored by-the browser. 1 - | s excepted in ?\if%‘? §‘Pa"be
supported by the BL-Bi owser since external style-sheets shall be avoi ded.
CONFI DENTAL Astra Pl atform Services GrbH An SCS Astra Conpany Tel 9 (0) 89
18 96 30 O 18F -1 49(0) 89 18 96 36 0’?CMaI info@ps de www aps
deAn SES AS NTAL s GrbH An SES
Astra mnpd(gﬁéhezq Imende AE ?Zg ‘#ﬂff{egp 89 18 9 8 36 02

tﬁ rrpany T

E-Mail inf [ e353BLtag
hietarcti es
e

c! ) a(gh o E%Ld) g&?ﬁt ext nodes t hat
Egglt Cﬁod)e/‘s v, r&pnﬁﬁ]" Qtéﬁét, ool n @ aﬁuhfi? 2/ § gﬁ tlo st be aware of
multHe B'for Sh4 oqgﬁxstory There is an excep-
tion for pages retneved wa WAP which are never stored in history (4.3.2.4).

The BL-Browser is not responsible for the existence of content for pages stored in
the Link History. Therefore it is up to the BL-Browser to configure the size for that
pool dependent on the storage capabilities of the mobile phone.

3.2.4.1 History Management

The Link History is implemented as a LIFO Buffer with limited size of 5k. For each
new page dataset to be added, the BL-Browser is free to remove the last (oldest)
entry or entries from that pool if required. If the user restores a link from the his-
tory and launches a new link from there which must be added to the history again,
all newer links in history are deleted, too.

The link history shall be kept alive until the application is stopped or a hew context
is indicated by the BL Server (Note: If no BLUCOM is available, the history is to
maintained).

3.2.4.2 History Access

The user can access the history if aliowed by the content provider. The content
provider uses processing instructions to enable or disable the corresponding page
commands for history access.

If enabled, the page command ‘back’ or ‘next’ shall only be displayed resyp. ac-
cessible if there is a correspanding link present in history. If the user selects a link
from history, the browser must request the page by means of a GetCommand
(4.2.9).

3.2.5 Page Reload

The options menu of BL-Browser offers the user 1o reload the currently displayed
page. The user will use this function to refresh the page manually, e.g. if some
embedded images are missing or he wants the sound of the page to be played
again.

If the user ihitiates reloading of the current page, BL-Browser shall send a GetRe-
guest to check if a newer version of the page is available. Additionally, all re-
sources embedded in the page must be checked for updates, especially if the
version of the page itself did not change. The necessity of checking for updated
resources resides independent of the page's processing instructions (3.5.4).

3.3 Content Decryption

All files that are retrieved via the BLUCOM protocol’'s GetCommand (4.2.9) include
a leading byte (preamble byte) which denotes whether the following data block
representing the payload (content) is encrypted or hot. When receiving the data
block the BlL-Browser application has to read this byte first in order to decide if the
following data block needs to be passed to the decryption unit.
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Tabl e 3.5-4 Tagssupportngtext nodes For all tags unlike those listed in the
upper table, the BL-Browser may omt the textual information. The text wll
not be diwpl2ayeds43bpeci al handling applies to those el ememtEr2008a10968N
contain either text pi further child elements, which is the <div>-El errent
(Conmpare to 3.5.2.1). If a division cdhtains both text and ;
el enents, the parser may omt the text. 3.5.2.4 Predefined G
Ref erences Entities do not need to be supported by BL-Browsér Xcep
predefined_in XM [2]. The following predefined entities rruét‘ 3’1%é57raé6@@Pﬁ“>2ed
and interpreted as they are used to escape the XHTM. syntax: Table 3.5-5
]I:)redefi ned charEcter entity references 3.5.3 Styles Wth using XHTM. Basic
or content_marku the content provider syntactically separates

| nf or mat i ord"¢ P@?H‘lﬂ? BeIRBARYORE TN EIHESx for decl ari %g sfyl es is defined
in [3]. Thexbol fobwtingiata tddck Bostnglyeisd r epr esents a subset of the styles
defined in §@} frfeiinassta tipsk Beppdiaded by the BL-Browser: CONFI DENTLL Astra
Pl at f or m Seihy BCRswSRdd 1O\FssHEeThabsily e @NaPanylockelithbdOhd Bandd 18 96 30 00 3- 20
F X HA9 (0)by®, id BasSl 13 He@Bcriptivpirit respbai@ipis further pipepssisgge deAn SES ASTRA
Conpany The, §igB hiicaRGEeinaHenedhd ofodiRe bt pi iedwselepands on the HTM

el ement t hanSialeial 5 S &di@pRanalioxHTMaEsdecul ar styl es do only apply to
particul ar el enents as shown in the table above, differing assignnments nmay
be ski pped 33 LiheseBRigBitowser. Despite the specification of CSS [3],

BL- Br owser 4 gaki i dagl fallpwin Encryptlon Standard (AES).
L

3.4 User Interface

3.4.1 OQuput Channels

The BL-Browser shall make use of all device capabilities to present content. Typi-
cal handheld devices offer visual, acoustical and/or haptic output channels, but
differ in the functional range of these channels.

The BL-Browser identifies the following output channels:

CAha‘n‘neI‘ Type - Avallability lextations

Display visual always Different resolutlon different color depth
Backlight visual optional None

Sound acoustical optional Supported sound format

Vibration  haptic optional None

Tabelle 3.4-A  Supported Output Channels

The BL-Browser supports all above output channels. Those output channels that
are not supported by a specific device will be disabled within the browser version
for that device. If an output channel is disabled, the browser skips the output,
even if requested by the content provider. This also affects sound output if no
supported sound format is provided.

3.4.1.1 Display

The BL-Browser distinguishes several device media types to summarize varying
display limitations. A media type concludes all devices that have similar limita-
tions, mainly the display resolution on x-axis.

The content provider shall address known display limitations by means of styles,
controlled by defined media types (3 5.3. 1)

MedlaType Descnp’uon PRV i s
x128 Summarizes all gadgets workmg Wlth a dlsplay W|dth of 128 plxels

X176 Summarizes all gadgets working with a display width of 176 pixels
%240 Summarizes ali gadgets working with a display width of 240 pixels

Tabelle 3.4-B  Display type distinction
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unit identifier for non-zero values in height, wdth, top, and left. If no
unit identifier is given, BL-Browser shall anticipate 'pxr as default. Unit
i denti fi ewe 20tdmas436han ' px' do not need to be support ed PCCERREOIBENDAL Astra
Pl atform Services Q nbH An SES Astra Coi npany Tel h49 (0) 89 18 9b 30 00
3-21 Fax 9 (0) 89 18 9b 36 05 E-Mil Ifob aps cte wwv aps ded
Conpany 3.5.3.1 Media Type Dependent Styles To nmake the cont g, :
presentation best fit the device's capabilities concerning di s

color depth_etc__ the Bl-Browser distinguishes several nedi é‘\“ﬁ%p“éiRACOmPa”Y
(3.4.1.1). The content provider shall add different styles to his content,
each desi gned for a dedi cated nedia type. The BL-Browser nust resolve the
required stS{ ﬁ Wge ecting the target device's nedia type and apply the
concer necT Bé %@Jtﬁéma{y% k@& %Emsm&ammet@nmymgﬁan defines styles
by means OfHe dep%s. rBRlstatdsibat k)!é Rype tedeh@entTMstslecunent . Ext er nal
styl e- Sheet&rd@nl@ﬁlaﬁﬁ@dﬂ&@gh}&o.wmmﬂngtB@\: de predefined nedia types,

al so gl obal, %QH%'ﬁon%%Js styl es are allowed that apply to any nedia type.
d obal styles 1)1ave no or bé{fs% "medi a"-Attribute. <style>-Elenments with
any ot her (cu%ﬁ&ﬁc”ﬁﬁ‘?@l"éth??‘ﬁ‘éa TRt hat i s not known by BL- Browser
shal | be ignoggdcroffixginpiegr The fol | owi ng XHTM. excerpt marks up styles for

al | suppor t£q Bl 3. imeemg B&IdS o pcdl] RRatothdIf@Rdikd/4 oned styl e
decl ar at i on3\wy B1FuaRiBh k&g 31 diRaydbbenBB@ioptidny ME/u (3.4.2.3), therefore the

status bar displays a localised text to describe key. Function key f2 always triggers

a page-specific action assigned by the provider, therefore the status bar displays a

localised text to describe the key.

The scrolling indicator symbolizes that the page content exceeds the available
display size. The visualization of the indicator may be realized by a pair of arrows
indicating the direction in which the page can be scrolied.

3.4.1.3 Activity Indicator .

The activity indicator is always displayed when the browser is busy or waiting and
does not accept user input. Activity is either indicated by displaying an icon (e.g.
clock symbol) or by manipulating the status bar (e.g. changing its colour).

3.4.1.4 Backlight

The backlight may be addressed from the source-code by processing instruction
(3.5.4). Backlight is switched on for a device-specific period which cannot be con-
troled by the content provider's markup. The content provider shall be aware that
the backlight may flicker on various target devices, dependent on the vendor’s
nhative implementation of the backlight control. The BL-Browser skips this instruc-
fion if backlight control is not available on the target device.

3.4.1.5 Sound
The BL-Browser shall determine the sound formats (MIDI, MP3, etc.) that are sup-

ported by the target device.

The BL-Browser has a built-in, BL-branded acoustical event for every supported
sound format. The content provider may address this sound by processing instruc-
tion (3.5.4) to signal that a particular (maybe important) page is being displayed. If
the target device does not support sound at all, the BL-Browser skips this instruc-
tion.

The content provider might want to embed different or additional sound in its con-
tent. The provider is then responsible of supplying multiple sound files of different
sound formats. In the content markup, the provider must list all sound files, each
with a dedicated mime type assigned. The BL-Browser shall then choose the suit-
able sound file by evalualmg the mime type (3 6.5).

MlmeType L Descnptlon

audio/mpeg MPEG Audio, to be used for all mpeg audyo formats mamly mpeg
2 layer 3 (mp3)

audio/midi MIDI Audio, requires a midi interpreter

audio/x-wav WAV Audio, uncompressed audio
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<head> <style><! - global style for all nedia types- ></style> <style

medi a="xl| 28"><! - styles for type xl28- ></style> <style nedl a="x|76"><! -
styl es fovoug@a4zd366- ></style> <style nedi a="x240"><! PCIBPR@S/0i®H1tYype
x240- ></style> </head> Styles are always applied "in addition", meaning

t hat several <style>-Elenents for the sanme nedia type (including globa
styl es>) may be defined, which have toifye parsed one by One:ﬁﬁfCh

suppl ementing or overwiting the style definitions of its pr Sf
Exanple: In case of a x| 28 nobile device the <styl e>-El eneny#g=g 6 Y
and 4 woul d be applied, each supplenenting the style deflnu%@gqgnwﬁgggg>

<style><! - global style for all nedia types - ></style> <style
medi a="xl| 28"><! - styles for type xl28- ></style> <style nedia="xl7 6"><!-
styles for type xl76- ></style> <style nmedia="x128"><! - styles for x|l 28

agai n- ></ st yydszame/ head > ABdlBad@otiBt ydtigatASs higrememtsseT higiogpeci fi cation of CSS
[ 3] defines ¥a534c SSQWC@%?@ﬁmSBLﬁQLQLSMLQ_aSSlgﬂ~$L¥LBS 1o the content.
The BL-Browser must Ba& I CaIMy ™ upport the class-sel ector to assign styles
to HTM.-el enents. Thus, the provider can assign styles only to el enents,
whi ch the cl ags-@vioratibnkigmappl ies to (3.5.2.2). Exanple: The follow ng
HTM_- excer pt TQP@PWPI@QYOW%WY aldfegrthefibeeisn datinwitin thhcapkeni rsarkupf er enced by a
dedi cat ed d| Wg% '”EH‘SY%%""HFFMdfe)g% gRpsible W@?f@@&dev"g@ggﬁ Bwgeround of

ers t e vibration alarm for a especific period (e.g. ohe erwise the
Browse simply skips the instruction.

3.4.2 Input Channels

The BL-Browser requires a channel for haptic input to be present on any target
device. The browser shall accept key- and/or pointer-controlied user input. An op-
tional Speech-Control may be applicable dependent on the device. The BL-Browser
distinguishes two types of keys, havigational and functional ones.

3.4. 2 :L Navngatlon Keys

' Key Avallabllity Action A -
up mandatory Moves Cursor/Marker up to previous lmk on page

down mandatory Moves Cursor/Marker down to following link on page

ok mandatory  Activates the currently focussed link (3.4.3.2) or confirms the actual
Input and executes the belonging action

left optional Moves Cursor/Marker up to previous link on page

right optional Moves Cursor/Marker down to following link on page
Tabelle 3.4-D  Supported Navigation Keys

The layout of navigation keys is device-dependent. The BL-Browser shall detect
which keys are available and assign the functionality appropriately: First all man-
datory keys are assigned; second the optional keys are enabled.

3.4.2.2 Function Keys

The function keys, also called soft keys, offer the user access to Page Commands
(8.5.6) or form actions (3.6.6.2). These commands are determined page-wise by
the content provuder in the page code (3.5.4).

Kefyb‘:' Functuon 'Effect_.g

fi option When key is pressed, the BL-Browser presents the Options-Menu,
that allows the user to access all assighed options

2 action When key is pressed, the BL-Browser executes the action currently
assigned to the function key
Tabelle 3.4-E  Supported Navigation Keys

The layout of function keys is device-dependent. The BL-Browser detects which
keys are available and assigns the functiohality appropriately:
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CONHDENTAL Astra Platform Services QrbH An SES Astra Conpany Tel +49

18 96 30 00 3-22 Fax +49 (0) 8B 18 6 3 6 0 2 E-Mil: InPP a%s.de (0) 89
Wy, aps. deono@EBs4asTRA Conpany the box nade up by the <aiCumEpEismerys: woul d
be paint black, the text would be white. <head> <style> . divl {

backgr ound-col or :#000000 ; color : #FRFFFF } </style> </ head
class= "divl">white text on black ground</div> </ head> Addit
pseudo sel ector "a:hover" nust be supported to enhance styl#ng ® 2\ i
f eedback when the user focuses a |ink. Exanple: The foll ow AgSEFNRAERTEMPL
defines a style for class "divl" including the a : hover selector. \Wen the
user activates the subsidiary link, the back ground-col or changes from
black to Wiite, the text color changes fromwhite t o black and the

rectangl e Bbe Wastion kevd pispbaned taoke@rrangagelpps & isplay, so that the
J currently assigned furgtionality can be indicated ief%he sg‘t]aﬁtgéIs ?ar (3.4.1.2). The

left function key is f1, the key on the right is 2.

3.4,2.3 Options Menu

The options menu holds all Page Commands assigned by the provider for the cutr-
rently displayed page (3.5.6). Additionally, the menu always holds the Exit-
Command, which allows the user to quit the application, and the Reload-
Command, which can be called to reload the currently displayed page (Compare to
3.2.5).

The options menu is opened when the user presses the function key f1. The op-
tions menu is closed when the user cancels the menu or when an option is se-
lected and executed.

3.4.3 Navigation and Scrolling

The BL-Browser must be able to determine the overall height of a page in pixels as
soon as the page is being displayed. If the page does not fit the display height,
scrolling is to be indicated (3.4.1.2). The scrolling indicator is adapted appropri-
ately as the user navigates through the page. Horizontal scrolling shall not be sup-
ported.

3.4.3.1 Initial page state
Once a loaded page is displayed, the upper left corner of the page matches the
upper left corner of the display. No item (link) is focussed.

3.4.3.2 Navigation scheme

The consumer will use the navigation keys ‘up’, ‘down’, ‘left’ and ‘right’ (3.4.2.1) to
step through the content of the page. The BL-Browser shall support the following
basic navigation scheme:

The BL Browser determines the order of interactive items as they occur in the
HTML markup. It's in the content providers responsibility to put the hyper links ina
suitable sequence. If the user hits ‘down’ or ‘right’, BL-Browser aims for the next
hyper link downward in HTML markup, based on the currently focussed item. If the
user hits ‘up’ or ‘left’, BL-Browser aims the next link upward in HTML markup,
based on the currently focussed item. :

If the aimed item is at least partly drawn, the browser sets the focus to the hew
item. Otherwise, the browser tries to scroll the page in the required direction.

When the currently focussed item becomes invisible caused by scrolling, it looses
the focus. :

Even items not or not fully visible due to other items drawn above are focussed,
although the focus might not be obvious to the user. The user may press the ‘ok’
navigation key to activate the currently focussed link.

3.4.3.3 Scrolling

If the browser detects that scrolling of a page is required to satisfy the user input
(seek the next link to focus or display the remainder of a page), it shall shift the
page by a configurable amount of pixels either up or down. The configuration is
required to allow powerful devices a smoother scrolling (small amount of pixels,
down to 1 pixel) than less powerful ones (big amount of pixels, up to display

height).
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.di vl { background-col or: #000000; col or :#FFFFFF } .divl a:hover { color
: #000000; background-col or: #FFFFFF; border-col or :#CCO 000} </style>

</ head> <bodyos/0adizs cl ass= LM vl "> <a href ="#">Hover e tProT@EPaNGA10951 CcOl Or
I</a> </div> </body> The same nechani smserves the effect of rollover

i mages. The inactive back ground-imagél9s paint over with thefacti
when the link is hovered. <head> <style> .divl {background-ly de £
(/inactive. png) } .divl a :hover {background-lnage url £ g
</styl e> </ head> <body> <div_class=M vl "> <a hre—"/yesno hthﬂ%$8ﬁ5éﬁmeWa>
</ div> </ body> 3.5.3.3 Style inheritance The specification of CSS [ 3]
defines the inheritance of styles, thus called "cascad

A conservative estimation of a page wise scrolling is accepted for the prototype of
BL-Browser. Even weak mobile devices shall be able to flip the HTML-content page
wise. For more powerful mobile devices, the scrolling value for best user expeti-
ence shall be figured out when the application is customized for these devices.

The browser should pre-process scrolling in idle state to enhance the usability of
the specified scrolling behaviour.

3.4.3.4 Focus Representation

In the BL-Browser, an interactive item respectively link is always represented as
rectangle box that is filled with colour, an image and/or. The content provider can
supply dedicated styles for the focussed and the unfocussed state of each interac-
tive item (See 3.5.3.2 for code examples). If the provider does not supply a style
for the focussed state (using the pseudo selector ‘a:hover’), an Inline border of
1 pixel width is drawn for the division to represent the focus. This border is also
drawn in the specified colour if a style for the focussed state is supplied and does
include a border-colour style assignment. In all other cases, the border is not
drawn.

When a link gets the focus, the BL-Browser applies the style supplied by the pro-
vider. If the provider does not supply dedicated styles for the focussed item, the
BL-Browser applies a default style (e.g. draws a rectangle border in aggressive
color).

3.4.4 Localisation

All built<in text for status- or error messages and description of function keys shall
be localised. BL-Browser will use a single language only but shall implement a
mechanism so that all text can be localised easily in different versions of the ap-
plication.

3.5 Content Coding

3.5.4 Coding Format

The content provider uses XHTML to mark up his content. XHTML serves flexibility
for layout and branding of the content while being an accepted and well-known
coding standard for page-oriented content presentation.

The X(HT)ML parser implemented in BL-Browser must be able to recognize any
allowed syntactical elements like tags, comments, DTD, Notations, CDATA sections
etc. All recognized elements except those specified in the remainder of this chap-
ter shall be discarded without interpretation.

All HTML-Pages are encoded in UTF-8 Unicode representation.

3.5.2 Allowed Tags

The required parts of XHTML found on the W3C recommendation of XHTML Basic
[1]. The range of XHTML to be supported by the BL Browser is initially restricted to
the following elements:
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ing". The BL-Browser nust support inheritance, inherited style declarations
are listed by the lower table. Al other style declarations nus not be
i nheritedwo03vgdi@sd43escri ption color Inherits the text colPor/EBONSIODESITLL t ra
Pl at f orm Servi ces GrbH An SES Astra Conpany Tel +49 (O 89 18 96 30 OO 3-23

a-I (O 89 S9 38 0 2 E-Mail info@ps’ de ww. aps. deAn SES ARTRAs
Table 3.5-7 Inherited style declarations Inheritance of sty al
provider to appoint generic appearance of text once, e. to the dy
The text styles are then applied to all text itens of the pé@%%%“ﬁ&ﬂ@imas
no other style is classified for a child elenent. Exanple: The foll ow ng
HTM.-excerpt illustrates style inheritance. Al text is witten black in
normal size (default), normal weight (dpfﬂaul__t)_‘_.w,t.hgut —decoration (de
Iﬁul él) andmbcgu?el | c St!ﬂerﬁemsTh' S styI e is inherited by all text divisions, but

e i Vi stoep—of—-elass OVET Lle ner

“nor mal ", SHENE <qr§?P‘B§ dl" e LEt‘%gl Q%K,_fg#gggggge N |t%al i :g: 2 W: £2| ic
text-alignHyeemter } 2 pl{ font-stvl e: _norml} </style>

Basic Module form, input, option, select, textarea

Object object
Table 3.5-1 Supported XHTML elements

3.5.2.1 Tag Hierachy
The XHTML-tags supported by the BL-Browser must appear in a particular hierar-
chy The fo||owmg table illustrates the allowed tag hierarchy.

Tad - pare Tag Condition
html - head, body  Always root element
head html style Only 1 instance per page, before body
body html div, form Only 4 instance per page, after head
style head - Multiple instances per ancestor
form body div Only 1 instance per ancestor
div ?ody, one or hone of:  Multiple instances per ancestor
orm

a, object,
input, se-

lect,

textarea
a div - Only 1 instance per ancestor
object div - Multiple instances per ancestor
input div - Only 1 instance per ancestor
select div option Only 1. instance per ancestor
option select - Multiple instances per ancestor
textarea div - Only 1 instance per ancestor

Table 3.52 BL tag hierarchy

Tags that are not known by the BL-Browser may be omitted by the parser as well
as known tags that are annotated outside the predefined hierarchy.

3.5.2.2 Atiributes
The XHTML Standard [1] defines the attributes for each element. The Bl-browser
must support a subset of attributes and values as follows. Other attributes and

values may be ignored by the browser.

L The st yle-Element is excepted in [1] but must be supported by the BL-Browser since external

style-sheets shall be avoided.
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</ head> <body cl ass="general "> <div> Text style inherited (font style
italic) </div> <div class="pl"> Text style inherited but font style nornal
</ dv> </ bwoyerocd4543¢ Processing instructions At the top eCTtaExedsioiivkl mar kup,
the content provider nmay add processing instruc tions that tell the
BL- Browser whi ch application specificlgbtions need to be pre &
vi sual i zati on of the page. Processing instructions are coded
the WBC XM.- Standard [2], BL-specific instructions are indfcatt ) g
'blI\ The follow ng processing-instructions nust be under st obtEEDASTRAGomPany
BL-Browser. |If one instruction is mssing (i.e. not supplied by the content
provider), the browser nust anticipate a default val ue. CONF1DENTAL Astra
Pl at form Services GrbH An SES Astra Conpany.Tel .+49 (0-.8.9 18 9 6 3 0 OO

3-24 Fax +8&1(0O 8 9 18 9 6 3 6 0-2 E-Mail: info@ps.de . aps. deAn SES
ASTRA Conpamyy Table 3.5-8 Mandatory processing instructions Exanpl e:
body class see [1] Assigns a styie to the body
style media see 3.4.1.1 Selects the media type the styles apply for
div class see [1] Assigns a style ta-the division
a href see 3.5.5 Defines the URL to be requesied when the link
is activated
target see 3.5.5 Defines the URL of a follow-up page for SMS
links
object data see 3.5.5 Defines the URL of the object
type see 3.4.1.5 Selects the mime type of the object
form action see 3.5.5 Defines the URL 1o be called to complete the
form
method POST Defihes the method how form data must be
GET sent to a (HTTP) server
see 8.5.7.5
target see 3.5.5 Defines the URL of a follow-up page for SMS
links
input type text Defines the type of a form input element
password
checkbox
radio
submit
reset
see 3.5.7.2
name see 3.5.8.1 Defines the hame of the variable connected to
the input element (not type submit of re—
set)
value see 3.5.8.1 Defines the (default) value of the variable
checked checked Defines the default state of the input elements
typed radio of checkbox
maxlength see [1] Defines the maximum length of value for input
elements typed text or password
select name see 3.6.8.1 Defines the hame of the variable connected to
the select element
option value see 3.5.8.1 Defines the (default) value for the belonging
variable in case of selection
selected selected Defines the that the option is selected by de-
fault
textarea name see 3.5.8.1 Defines the name of the variable connected to
the textarea element
rows see [1] Defines the number of rows (the height) of the
textarea, used fo calculate the number of al-
lowed characters
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The foll ow ng XHTM. excerpt would trigger the foll ow ng behavi our: Page up
dates are synchroni zed, variables will be resolved, the page is added to

t he hi st owg 20@bef4susbt ). The comands "next" and "sync" aPeTamkd@d/ot@et he
options nenu, while command "honme" is applied as action by default. <?xm
version=" 1 . 0" encodnmg=" UTF-8 " ?> < bl reg="s g nc" var="1I1"

next ="option" sync="option"?> <htm > qphtm > In the next exa
provi der omts or has forgotten to add processing in struct#
Nevert hel ess, BL-Browser sends RefreshComrandsforthe page, AAds 4| f he
hi story and supplies the command "honme" as action. <html > «Ae pdTRA Tdagany
assi gnnent of the action is exclusive. It the provider marks up nore than
one command to be the page's action, the BL-Browser nmay choose the | ast
action noti fied in page code. 3.5.5 linkage The provider enbeds |inks
(typically tagged <alsref-seelthk"> 8qfinesfhgnymbgef R ghpwidtpofhef ¢">) | o al | ow t he
consunmer to interact with the cont %ﬁ%ma“ e9G RN TRYLEt anot her page from

0 d characts
the content -ggryeryEaRRRtAE

_ \ ~t~—tA-comrand-(3-5-6)—0r can trigger
dedi cated handhel d functionality |ike sending an SM5 or sendi ngform data
via GPRS. CONHDENTAL Astra Platform Services Sm)H An SES Astra Conpany Tel

+49 (O 89 18598 BOtNpges3-
(9 HTML-elements ma)slsha\%eStexlt: nacigiesg tha(t? piceﬁlg m%i%tai%?exts tg bg (%Isplayed.

The BL-Browser must be aware of text nodes for the following, dedicated tags:

Tag', | TextMeahing, |

style A style-sheet that is to be parsed and resolved by the BL-Parser
div One paragraph of flowing text to be displayed

a Text to be displayed as link

input Text to be displayed as declaration of a radio button or checkbox
option Text to be listed as option In a selection

textarea Predefined text in a textbox

Table 3.5-4 Tags supporting text nodes

For all tags unlike those listed in the upper table, the BL-Browser may omit the
textual information. The text will not be displayed.

Special handling applies to those elements that can contain gither text or further
child elements, which is the <div>-Element (Compare to 3.5.2.1). If a division con-
tains both text and further child elements, the parser may omit the text.

3.5.2.4 Predefined Character Entity References

Entities do not need to be supported by BL-Browser, except those predefined in
XML [2]. The following predefined entities must be recognized and interpreted as
they are usad to escape the XHTML syniax:

Représéitation * Entity Meaning
&1lt; ‘<’ |ess than,

&gt; >'greater than
&apos; " apostrophe
&quot; 1 gquotation mark
Gamp; ‘& ampersand

Table 3.5-5 Predefined character entity references

3.5.3 Styles

With using XHTML Basic for content markup, the conient provider syntaciically
separates Infarmation from presentation. The syntax for declaring styles is defined
in [3]. The following list of styles represents a subset of the styles defined in [3]
and must be supported by the BL-Browser:
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C-Mail info@ps do ww aps deA n SES ASTRA Conpany A link syntax is
proposed to neet the requirenents of uniquely identifying the ac tion that
t he BL- Brwo=eoss/abskl perform Links are annotated as folPCompo0siondoer @ =
[action] url The BL-Browser mnust detect and performthe foll ow ng actions:
Table 3 5-9 Link resolution The URL in |inks must not exceed the Iimt of
256 characters. BL-Browser does not ne@d to check the URL fopg '
| ength, the content provider is in charge to do so. 3.5.5. 14K
A link that indicates that an SMS nust be sent contains all#dat
to format a h - [ i ntepret the Ilﬁml‘&ESlAﬁTRelCdreqanyto
prepare the SMs: sns : <Tel ephoneNunber> [ 7<MessageText > ] <Tel ephoneNunber >
contains the nunber where the SVS shall be sent. The guestion mark

separ at es t he—-pressage—body—f+om-the-t-elephone—nunber—and—-s to be omtted.
<MessageText swyiearri es  tVamedressagefadto bgicentnescifien i ndi cati on of a message
body "7?<Messggele ct>" ﬁ@b&{p@morg@ge@ndgan D&\ d¥u&ShdABon of 4ot Ni S Ccase an enpty
SM5 is to be sent. The content provider may msereyapkdsibeset 0 custom ze t he
link (3.5.8.6)..3.5.5.2 HITP link Coding Bl-"BeoREeriiifahe aware of

HTTP- Li nks oBtturring eitdrerzims Ryper r&f er emo®ivienposisonakdxenents to request
HTM.- Pages or as action |n <forﬁ‘i§3‘?§gs to ¢ ”ﬁ'@ﬁ'ﬁ?ﬁé’ogﬂyﬁ?m HTTP- Li nks for

resources i ﬁﬁy‘re-de% g o be omtted
by the brows¥f™ In both’ “\Vﬁﬁr[%‘] fjh Li R 1 B accor d| ng to the
foll owi ng schene: http: <url> seesez

height number [px] see3.6.2 div Absolute height of a box
measured in pixels

background-color #RRGGBB #FFFFFF body Background color of display,
(for body div box or active link
onty)
background-image URL - body Background image for dis-
. div play, box or active link
color #RRGGBB #000000 body Color of text
div
font-size small body Size of font, dependent on
medium medium div target device
large
font-welght normal normal body Indication whether text shall
bold div be displayed bold or hot
fontstyle no rmgl normal bc?dy Indication whether text shall
italic div be italicised or not
text-decoration none none body Indication whether text shall
underline div be underlined or not
text-align left left body Indication how text shall be
center div aligned hotizontally in box
right
verticalalign top top div Indication how text shall be
middle aligned vertically in box
bottom
border-color #RRGGBB #000000 div Color of rectangle border for

focussed links, applies for
azhover pseudo selector
only.

Table 3.5-6 Suppotted style declaration

The significance of each style declaration depends on the HTML element the style
is assigned to. Particular styles do only apply to particular elements as shown in
the table above, differing assignments may be skipped by the BL-Browser.

Despite the specification of CSS [3], BL-Browser does not require the mandatory
unit identifier for non-zero values in height, width, top, and left. If no unit
identifier is given, BL-Browser shall anticipate ‘px’ as default. Unit identifiers other
than ‘px’ do not need to be supported.
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and may contain variables for custom zation (3.5,8.6). CONHDENTAL Astra
Pl atf orm Servi ces GrbH An SES Astra Conpany Tal +49 (0) 8 9 8 9 6 30 OO
3-26 Fax WO20¢ddpus8B8 18 9 6 36 0 2 C- Mail info@ps. de wweLTaEPRP200d0£0965ES
ASTRA Conpany 3.5.6 Page Commands The BL-Browser supports a list of
built-in commands that allow the provi#er to make accessibl e gy
specific page navigation features fromw thin the XHTM code
onmman reso u ion The provider assigns Page Conmands either ‘ '
instruction (3.5.4) or as link (3.5.5) in his XHTM. markup. ABS%AS’VRIE&OmanY
Handl i ng The content provider may use forns to collect user input

I nteractively. The BLBrowser nust support all conmon HTM. form el enents

(3.5.1). 35f~°h§ It%echm%al lleg]ht atlons concerning the size of the BL-Browser
execut abl e i&ab& rm node whi ch makes
st m'z:a @J%Eﬂ% S TS e
shal | enterql orm m) |rs of the <body>-El enent is the

<forme-El e I ear i ff rent poi nt of
. o) P onte%t e ch%;lﬂg ned
HTM.tag hi %E @i‘ﬁf)meaﬁ’ﬁgi %ﬁn ﬁt?ﬂés%lv L Ene CQIPLFY r'ﬁEP' e: <body>
the target device's media type and apply the concerned styles when presentmg
the content.

The provider defines styles by means of <style>-Elements in the header of the
HTML-document. External style-sheets do not need to be supported.

Beside predefined media types, also global, unconditional styles are allowed that
apply to any media type. Global styles have no of an empty “media”-Attribute.

<style>-Elements with any other (custom) media type assigned that is not known
by BL-Browser shall be ighored.

Example:

The following XHTML excerpt marks up styles for all supported media types,
including a global, unconditioned style declaration which applies to ail media
types.
<head>
<style><!——global style for all media types—--></style>
<style media="x128"><!-—styles for type xl128--></style>
<style media="x176"><!—styles for type xl176--></style>
<style media="x240"><!——styles for type x240--></style>
</head>

Styles are always applied “In addition”, meaning that several <style>-Elements for
the same media type (including global styles>) may be defined, which have to be
parsed one by one, each supplementing or overwriting the style definitions of its
predecessors.

Example:

In case of a x128 mobile device the <style>-Elements 1. (global), 2 and 4
would be applied, each supplementing the style definitions.

<head>
<style><!—global style for all media types—--></style>
<style media="x128"><!-—styles for type x128--></style>
<style media="x176"><!—styles for type xl76-—></style>
<style media="x128"><l—-—styles for x128 again--></style>
</head>

3.5.3.2 Style Assignment

The specification of GSS [3] defines various so-called selectors to assign styles to
the content. The BL-Browser must basically support the class-selector to assign
styles to HTML-elements. Thus, the provider can assign styles only to elements,
which the class-attribute applies to {3.5.2.2).

Example:

The following HTML-excerpt defines a style for class “divl” which is refer-
enced by a dedicated division in the HTML body. In effect, the background of
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<f ornk </ fornk <div> . . . </div> </body> In the previous exanple, the
browser would enter the form node but may skip the follow ng <div>-Tag. In
t he next weanmml@s43she browser shoul d display the divisi @eas/BEratosmupeski p t he
formconpletely <body> <div>. ..</div> <forne </form <div> . . . </div>
</body> 3.5.7.2 Form El ements The formelenents to be supported are |isted
in the follow ng table. Tags not |istggsmy be skipped by t
CONHDENTAI Astra Pl atform Services GrbH An SES Astra Conpany
18 Sb 30 OO 3-27 Fax 49 (0) 89 8 96 36 02 E-Mail Info aps . 3
SES ASTRA Conpany Table 3.5-11 BL formelenents Al form ehestemrsas Cap

sel ect apd textarea shalT have a division as their ancestor in the content
provider's markup, although it is not necessarily required in formnode as
no styles are applied here (Cbggare to 3.5.7.3). But: Tg% BLBr owser

(]

the box made up by the <div>-Element would be paint black, the text woul
white.
<head>

<style>

.divl{ background-color:#000000;
color: #FFFFFF }

</style>
</head>
<body>

<div class=“divl“>white text on black ground</div>
</head>

Additionally, the pseudo selector “athover” must be supported to enhance styling
of visual feedback when the user focuses a link.

Example:

The following HTML-excerpt defines a style for class “divL” including the
a:hover selector. When the user activates the subsidiary link, the back-
ground-color changes from black to white, the text color changes from white
to black and the rectangle border is displayed red.

<head>
<style>

.divl{ background-color:#000000;
color: #FEFFEFE }

.divl a:hover { color:#000000;
background-color: #FFFFFF;
border-color:#CC0000}

</style>
</head>
<body>

<div class="divl™>
<a href=“4">Hover me to change my color!</a>
</div>
</body>

The same mechanism setves the effect of rollover images. The inactive back-
ground-dmage Is paint over with the active image when the link is hovered.

<head>
<style>
.divl [background—image:url(/inactive.png)}
.divl a:hover{background-image:url (/active.png)}
</style>
</head>
<body>
<div class="divl™>
<a href="“/yesno.htm“>&nbsp;</a>
</div>
</body>

3.5.3.3 Style Inheritance

The specification of CSS [3] defines the inheritance of styles, thus called “cascad-
ing”. The BL-Browser must support inheritance, inherited style declarations are
listed by the lower table. Ali other style declarations must not be inherited.

NN

color Inherits the text color
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shal |l be aware of form el enents enbedded in divisions to nmake the conten t
mar kup upward conpati bl e when future versions of the application do no

| onger reW9 200v/@548e¢di cat ed form node. Exanpl e: The fol | earmp2@sderdekcer pt
woul d make up a form starting with a picture, hav ing an input field and a
dropdown box, each named by a |ine of l£éxt <head> <sytle> .| qf
{background-image :url (/pic /logo .png) } </style> </ head> &5at
action="#"> <div class="10go" /> <di v>Nane : </ dxv> <d ><i ngut =

t g pe="text"/x/div> <d v>Ihr Anl egen :</div> <div> <sbl ectw SESASTRA Company
nane="anl i egen"> <opti on>Ni chts besonder es</opti on> <opti on>BLUCOW/ opt 3
on> </select> </div> </fornr </body> 3.5.7.3 Form Styles In form node, the
BL-Browser _may omt all _styles that are assigned-to-any.-ele ’

font-size Inherits the font size (small, medium or large)

font-weight Inerits the font weight (bold or not)

fontstyle Inherits the font style (italic or not)

text-decoration Inherits the text decoration (underline or not)

text-align Inherits the horizontal text alignment (teft, center or right)
vertical-align Inherits the text vertical text alignment (top, middle, bottom)
border-color tnherits the rectangie border color of focussed links

Table 3.5-7 inherited style declarations

Inheritance of styles allows the provider to appoint generic appearance of text
once, e.g. to the HTML-body. The text styles are then applied to all text items of the
page as long as no other style is classified for a child element.

Example:

The following HTML-excerpt illustrates style inheritance. All text is written
black in normal size (default), normal weight (default), without decoration (de-
fault) and italic style. This style is inherited by all text divisions, but the divi-
sion of class pl overwrites the generic italic style with “normal”.

<head>
<style>
.general{ color:#000000;
font-style:italic;
text—align:center}
.pl{ font-style:normal}
</style>
</head>
<body class=“general™>
<div>
Text style inherited (font style italic)
</div>

<div class="pl™“>
Text style inherited but font style normal
</div>
</body>

3.5.4 Processing instructions
At the top of each HTML markup, the content provider may add processing instruc-
tions that tell the BL-Browser which application specific actions need to be pre-
formed beside visualization of the page. Processing instructions are coded con-
form to the W3C XML- Standard [2], BL-specific instructions are indicated by name
bl

The following processing-instructions must be understood by the BL-Browser. If
one instruction is missing (i.e. not supplied by the content provider), the browser
must anticipate a default value.

e A

Instrig RSV Defailt o Processing o
req sync|refresh|lock refresh determines how updates of the page
shall be requested (3.2.2)

otion | Values "
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ment, includingthe <body>-Tag. Only exception is the background-imge defi
nition applied to <div>-El'enents that is used to add pictures t o a form
However, wbeodsaakgsound-image is only displayed if the @CTiERR@S/01®6ENDLY,
i.e. it does not CONFIDENTAL Astra Platform services anbH An SES Astra
Conpany Tel 4 (0) 89 8 96 30 00 3-28 E&% +49 (0) 89 18 96 3SQ A
I nft daps de www aps deAn SES ASTRA Conpany contain a cild-el

Ot herwi se, the image is onitted and the chil del enent is displ “‘i .
Note: This behaviour is formnode specific. 3.5.7.4 LintedAF&F MTRHFATPAThe
provider may limt the user input to a maxi mum nunber of characters. This
behavi our applies to both <input>-Elernents of type "text" or "password"
and <textarea>-El enents. For <input>-Fienents the limt is set by attribute
"max| engt h'his BL- Borowser must survey t heicales iffhe paca bleheargdedtche i nput contr ol
cannot be sized adequately in form moHensteriE-22h vt ar e>~El epents the limt
is calcul atred by oul tiplying the val uegcasé i saripidsiohall 82 regolyeds” and "col s".
BL-Browser_nust survey the linit, altf&/gh the textarea con trol cannot be
si zed adequadely b form node. df oneindfateshigheomestmhbani s m ssing, it
defaults to 1. 3.5.7.5 Form Conpl eti ofpupetefeyifioll @6ipl et ed when the user
carries outihhe subimt-action (Conpar editates316 péize 2l bsTne BL- Br owser nust
first store the formvariabl es (3.5. 8noycegpydat@adoed|(bralfle URL coded in the
action-Attribute of the <forne-Fl emenf® Y conplete-the-ferm |f the
action-Attnibute s mssing or does nidicagagrithgiorekighteddllibdl URL, t he

switched on (3.4.1.4)
img 011 0 indicates if the page makes use of
dynamic images (3.6.3.3)
back action|option determines how the indicated Page
© tion|option Command (3.5.6) can be accessed via
nex action)optio function keys (3.4.2.2) by the user
home action|option action
sync actionloptioﬁ

Table 3.5-8 Mandatory processing instructions

Example:

The following XHTML excerpt would trigger the following behaviour: Page up-
dates are synchronized, variables will be resolved, the page is added to the
history (default). The commands “next” and “sync” are added to the options
menu, while command “home” is applied as action by default.

<7?7xml version="1.0" encoding="UTF-8"7>

<?bl reg="sync” var="1" next="option” sync="option”?>

<html>

</html>

In the next example, the provider omits or has forgotten to add processing in-
structions at all. Nevertheless, BL-Browser sends RefreshCommands for the
page, adds it to the history and supplies the command “home” as action.

<html>
</html>

The assignment of the action is exclusive. If the provider marks up more than one
command to be the page's action, the BL-Browser may choose the last action noti-
fied in page code.

3.5.,5 Linkage

The provider embeds links (typically tagged <a href="1ink”>or <form ac-
tion="11nk"”>)to allow the consumer to interact with the content. A link can
request another page from the content server, can launch a Builtdn command
(3.5.6) or can trigger dedicated handheld functionality like sending an SMS or
sending form data via GPRS.
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browser shall not request the URL but at |east must store the form

vari ables. Exanple: The formEl enent has an action-Attribute w thout a
valid URIWOActaumb43y "#" is a valid URL which referencesPCiEPewsnentl y

di spl ayed page). The BL-Browser stays on the current page when the form S
submitted, but stores all formdata iA2%ariables. <Corm acti of gty g
rom> In case of the action indicates a BL- or SMS-Link (3.5.
calls this URL without conpleting the link with formdata, 4d
itself requires variable replacenent (3.5.8.6). Exanple: ThéW%MﬁRHé?gmpany
offered a Selection with nane="anl iegen"” an the user m ght have sel ected
one. When the formis submtted, first the variables are stored and then
the action-URL is resolved with these varl abI es A sel ction of " BLUCOM
woul d r esulAtink gyntenis DURESE'd/“f FQE dﬁ&y@fy' 63?“’r‘oo/ $$anl i egen$$ .
htm> . . OQWPW‘%@L$‘HWT?5§E B§TofPre™ %‘Trf’ﬁwmaﬁedilagg €S a http-Link, the

BL- Browser nust limdspectiacheordom non rules of formtransm ssion via HITP
(see 4.3. 2Tﬂ»éBL@o»&eBmV@rdéta&Iae&pdrﬁarmmefaa@umgaedortehat dynam c data entered or
det er m ned-ep-one-—page- o towsap s. Unlike
client/ ser weoii S bt v ~e’t',*-{:t‘ e,,;?BL;,»:Content Server is
not abl e tQ PrACESS; Ak mﬁih%ﬁocg G,ﬁtféhﬁcrﬂmr@g&én@hn_ E @%HhiBsths OM an user

i Nt eracti onpitieer ef Gdneind Meokbnt n@megthmcbowbenca@leeémn do so. CONRDENTAL
Astra Pl atform Ser vitedsL aBrarHenteserSES a@@hﬁfwt“@“%wﬂ@ (0) 89 18 96 30

00) server, therefore it must always start wi a slash

Example: <a href="/news/overview.htm”>Nachrichten</a>

sms @ Sends an SMS (see 4.3.1 for detalls).

Example: <form action="sms:01906666667?Domina” >

http: Opens the default data channel (WAP) and requests the URL (see
4.3.2 for details).

Example: <a href=http://www.aps.tv“>Ihr Provider</a>

bl: The action ‘bl’ indicates that the URL shall be interpreted as page com-
mand (3.5.6)

Example: <a href="bl:back”>Zurlick</a>
Table 3.5-9 Link resolution

The URL in links must not exceed the limit of 256 characters. BL-Browser does not
need to check the URL for maximum length, the content provider is in charge to do
S0,

3.5.5.1 SMS Link Coding
A link that indicates that an SMS must be sent contains all data required to format
and send the SMS. BL-Browser must intepret the link in order to prepare the SMS:

sms : <TelephoneNumber>[?<MessageText>]

<TelephoneNumber> contains the number where the SMS shall be sent. The
question mark separates the message body from the telephone number and is to
be omitted. <MessageText> carries the message to be sent. The indication of a
message body “?<MessageText>" is optional an can be missing. In this case an
empty SMS is to be sent.

The content provider may use variables to customize the link (3.5.8.6).

3.5.5.2 HTTP Link Coding

BL-Browser must be aware of HTTP-Links occurring either as hyper reference in
<a>-Elements to request HTML-Pages or as action in <form>Tags to complete the
form. HTTP-Links for resources in style definitions (e.g. background-imagges) are io
be omitted by the browser.

In both valid cases, the Link is coded according to the following scheme:
http:<url>
and may contain variables for customization (3.5.8.6).
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3-29 Fax +49 (0) 89 J.8 96 3b 02 E-Mail info@pscle ww aps deAn SES ASTRA
Conpany Exanple: A page contains a formoffering the selection of one item
from a grwopowfoss43ens, e.g. by radio button. In the fol PormPROOSAY®E1t he
selected itemshall be displayed again _and finally be sent by SI\/S to t he
content provider. On the internet, thé?del ected itemwould b 4OSte
server which inserts the itemon the dynam cal | y gener ated '
As the BL-Content Server is not capable of doing it, the BL{Bro
store the itemvariably -ard—insert it in the foll ow up page(\éﬁ‘ES\%We‘V\é:mPa“Y
required, for both display and the SM5 text. The BL-Browser nust supply
cont extual vari abl es to store dynam c data. The con tent provider my

decl are var:,;?QI e§a @gys using either forns or links. 3.5.8.1

Vari abl e Der ., h N a[PW S ared atl ways decl ared by
the name- at k Slg ?ap tlonét[) f%%?gqﬁ\n;guorﬁ{@ t’g ’?pé/? ll’?:%ﬂd text arfea The
initial valgeuol.gg |p varia ed He'Val ue-attribute of
ei ther the-input-elenent or (see 3.5.8.2).
The val ue mm&,laaﬁ,g gmg Di vi si ons

(<di v>- Tagg)are Qi Lt X AT —formracton="Ffgr m conpl ete. ht nf
met hod=" C;-‘E'?'l')'ex <i nﬁ?} ues?f‘?.e.foub\m'%oa?e' Vhlsﬂvdl_ue;hiz-—wﬂ,&mtwype- "text" 7> <input

name="t i t | £*%a| yResuestsrte; previoys peg s394 < nput val ue="Abschi cken"
t ype="submibptle / > Reofitsiive e etaBhacBirowsiar udngsite cstcenednapiday e flor m vari abl es
when the us@ke SUDRdeSdidoRof the current Sync Page, uses the GetCommand (4.2.9), refer
to [5]
Table 3.5-10  Page Command resolution

he pre-sel pr~'r ed. opt. i.on- el enent

The provider assigns Page Commands either by processing instruction (3.5.4) or
as link (3.5.5) in his XHTML markup.

3.6.7 Form Handling

The content provider may use forms to collect user input interactively. The BL-
Browser must support all common HTML form elements (3.5.1).

Due to technical limitations concerning the size of the BL-Browser executable, the
application may switch to a dedicated form mode which makes use of hative, built-
in input controls.

3.5.7.1 Form Mode

The BL-Browser shall enter the form mode if the first child of the <body>-Element
is the <form>-Element. If the <form>-Element appears at a different point of HTML-
tag hierarchy, the browser may skip it completely.

Example:

<body>
<form>

</form> ’
<div>...</div>
</body>

In the previous example, the browser would enter the form mode but may skip
the following <div>-Tag. In the next example, the browser should display the
divisions but may skip the form completely

<body>
<div>...</div>
<form>

</form>
<div>...</div>
</body>

3.5.7.2 Form Elements
The form elements to be supported are listed in the following table. Tags not listed
may be skipped by the browser.
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form Additionally, the followup page is requested which is given by the
actionattribute of the spanning formelenent. 3.5.8.2 Default Val ue

Decl ar at iwo 2b@vo48436 f orm el ements, default val ues can becaareovsdidygl ei t her
attribute or text node: a e . - orme enen e au va ue mar up The def aul t
val ue needs to be assigned when the forfis displayed the fir ]
t he bel ongi ng vari ables do not yet exist. |If a variable alreggy ; _
as signed fromany former variable declaration (refer to 3. ) ser
shall ig nace the default value and display the adequate te)ﬁnsﬁmm"a@?mpany
Exanpl es: CONHDENTAL Astra Pl atform Services GrbH An SES Astra Conpany Tel
+49 (0) 89 18 96 30 00 3-30 Fax 149 (0) 89 18 96 36 02 BMail' info@ps de
W aps deAn-SES--ASTRA .Conpany-Variable name = "Me". _In. the follow ng form
"ME" woul d g di sp;laae)g@d beleribdd® Edi t box instead of def ault "Your Nane": <f

or m> <i nput;Lype Kt [ ur—Name*—f—>| </ forrn>
Vari abl e cac%l}érgery %O%W..wfdsa% C'Fpt've tex{ 'apl'cgll"e%theﬁ‘or ofr-m—option-“hews" woul d be

pre sel ect ed®ind CHé{ChI’I P\'ffe’%‘;%weaowu‘d'ﬁ@fpﬁe&?@ﬂ“ oftheRead pf the def aul t

cate gory "erotic" text tik & Sex": <forra>
text defines a common edit-box -

password defines a common edit-box where input is scrambled
checkbox defines a checkbox (non-exclusiv selection in group)
radio defihes a radio button (exclusive selection in group)
submit defines the text to complete the form

reset defines the text to resat the form

select div Defines a dropdown box

option select Defines a pair of text and value for the dropdown box

textarea div Defines an area of multiple rows and columns where the user
may enter lengthy text
Table 3.5-11  BL form elements

All form elements input, select and textarea shall have a division as their
ancestor in the content provider's markup, although it is not necessarily required
in form mode as no styles are applied here (Compare to 3.5.7.3). But: The BL-
Browser shall be aware of form elements embedded in divisions to make the con-
tent markup upward compatible when future versions of the application do no
longer rely on a dedicated form mode.

Example;

The following code excerpt would make up a form, starting with a picture, hav-
ing an input field and a dropdown box, each named by a line of text

<head>
<sytle>
.logo{background~image:url (/pic/logo.png) }
</style>
</head>
<body>
<form action=%4#"“>
<div class="logo™ />
<div>Name:</div>
<div><input name=“name™ type=“text“/></div>
<div>Ihr Anliegen:</div>
<div>
<select name=“anliegen™>
<option>Nichts besonderes</option>
<option>BLUCOM</option>
</select>
</div>
</form>
</body>

3.5.7.3 Form Styles

In form mode, the BL-Browser may omit all styles that are assigned to any ele-
ment, including the <body>-Tag. Only exception is the background-image defi-
nition applied to <div>-Elements that is used to add pictures to a form. However,
the background-image is only displayed if the division is empty, i.e. it does not
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<sel ect nanme="category"> <option val ue="news">Nach p chten</option> <option
val ue="erohxc" se] ected="selected > Sex diarap; Erotik </option> </

sel ect > avofo0am54365. 8. 3 Vari abl e Decl arati on I n Links Ph@/Ere@siot®s1 may use
| inks to encode vari abl es. He extends %F]Ee URL as an internet prowser woul d
do to pass variable data to a server. e extension starts i

mark '?' and then lists tuples of variable nane and vaI ue. Nadsg Je
of a variable hereby are separated by equal sign '=", 5 &ad
by anpersand._'& . Exanple: <a href="/ent/conplete htm’> Sta%qSEfA%AEgﬂpany

1 45&title=Matrix"> The BL-Browser must store/update the variabl es when the
link is actlvated by the user In case of an URL requesting data froma BL

content serve e Browser nust
certainly gﬁ}f %ﬁh@ ?ﬁiﬁ) E%F rg),lnggeé} Orx'ﬁ an%%ic% with the question
ari a

mark. 3.5 es T e cont ext (3 2.1) guarantees that
vari abl e namesa d_q}m{é@t:o,aqhiultde Vari abl es are al ways stored un-typed
(text-onlyJynhe Madeabydniatieusal invay ® arsahufresinibst'of pharackee. Fhis ext ual
r epr esent abeteriourmarlieetedpihcibutoplements efiypent sx&f Pabresyord 48t supported by the
BLBr owser . <efeeaFI§atsabl e is stored, it shall be available until a new
cont ext i SFérrdhpoatiesieas the hnauttspexlbyeathuten‘méslamutm”. Bl-Browseemimt owser | oses the
cont ext besaveyéhetlimét, SNBieh thetinpyeedpntrd capnetiesiied adgiyafablie ©OBL UCOM
( SERVI CE_NOPIAVAI LABLE) , t he vari abl es need to be nai nt ai ned.

For <textare>-Elements the limit is calculated by multiplying the values of attribute

“rows” and “cols”. BL-Browser must survey the limit, although the textarea con-

trol cannot be sized adequately in form mode. If one of the operands is missing, it

defaults to 1.

3.5.7.5 Form Completion

A Form is completed when the user carries out the submit-action (Compare to
3.6.6.2). The BL-Browser must first store the form variables (3.5.8.1) and then
call the URL coded in the adtion-Atiribute of the <form>-Element to complete the
form. If the action-Attribute is missing or does not contain a valid URL, the
browser shall not request the URL but at least must store the form vatiables.

Example:

The form-Element has an action-Attribute without a valid URL (Actually “#" is a
valid URL which references the currently displayed page). The BlL-Browser
stays on the current page when the form is submitted, but stores all form
data in variables.

<form action=4"> ... </from>

In case of the action indicates a BL- or SMS-Link (3.5.5), the browser calls this URL
without completing the fink with form data, unless the URL itself requires variable
replacement (3.5.8.6).

Example:

The form has offered a Selection with name="anliegen” an the user might
have selected one. When the form is submitted, first the variables are stored
and then the action-URL is resolved with these variables. A selection of “BLU-
COM” would result in the URL “/foo/BLUCOM.htm”

<form action=%/foo/$%anliegens$$.htm™> ... </form>

in‘case of the action indicates a http-Link, the BL-Browser must respact the com-
mon rules of form transmission via HTTP (see 4.3.2.1).

3.5.8 Variables

It is required that dynamic data entered or determined on one page is made avaik
able 1o follow-up pages. Unlike client/server scenarios known form the internet,
the BL-Content Server is hot able to process or store dynamic data that results
from an user interaction, therefore the BL-Browser must be able to do so.
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The BL-Browser should reserve 5k of 'nenory to store variables (nanmes and
val ues). If the buffer for variables exceeds, the "ol dest" variabl es shall
be del et edl0 28064048436 Vari abl e Resol ution Variabl es can becrafpesisnc®dl by
nam ng them anywhere in the XHTM. sourcecode according to the follow ng
convention: "$$Vari abl eNane$$" where Va2i abl eName is the namedori gi n
froma formor link variable declaration. \Wether a page reqgg
resol ution of variables is controlled by the content pro vider Wo st™add
a processing instruction at the top of the page (3.5.4). |fAvEFASEDI@mpay
resolution is indicated, the BL-Browser replaces any $$Variabl eName$$
code-piece with the belonging value if known before displaying a page.

CONFI DENTAL Astra Platform Services QrbH An SES Astra Conpany Tel +49 (O 8

9189630-’5-’@-’!@1@3-31Fx9(|08 %896$M§n9 -Mai | - | nf d
) JRS fferin selaction of one item 1 a ’OI.II:D%Va . 0 aps de
:‘ANV;,\Ii aps. deAn ggﬁggﬁg‘%ﬁm%ﬂn %ﬁ” -'%]E&‘{‘@@%el%id! iteé.%ﬁg )e variables at the
0l 1 OW ng dedb%ﬁiﬁ 2 Sdnt AN be @sﬁ\,@t&w@tc&ﬁmsmwaage, obj ect or page

pat hs Di spl ayef ie8tbm&ohataiatcd®sm Jiofid Be fosMattieabiver R dlserts on I n URLs The
BL- Browser mnmugie ite@90 khealynvafidatipdeasatet follRl:gp faed. As the BhEoWREL i s requested from
a server. Exaspheris nogcanekié of doing tyttheeil/Brayvsganyst §iNg regies varigbyny > The
resol ution wi efe iaseytdyin gralowp pagaElbatesauired. fof PRINGFREEY2M 106ni ch" woul d
result in an SBE®-wheat her/ Muni ch. ht nt

The BL-Browser must supply contextual variables to store dynamic data. The con-

tent provider may declare variables in two ways, using either forms or links.

2

3.5.8.1 Variable Declaration In Forms

in forms, variables are always declared by the name-attribute of the form elements
input, select and textarea. The initial value of a form variable is deter-
mined by the value-atiribute of either the input-element or the pre-selected
option-element (see 3.5.8.2). The value may change with the user's interaction.

Example;
Divisions (<div>-Tags) are omitied in this example:

<form action="/form/complete.htm” method="GEI">
<input name="start_time” value="12:45" type="text"/>
<input name="title” value="Matrix” type="text”/> ’
<input value="Abschicken” type="submit” />

</form>

The BL-Browser must store/update form variables when the user submits the
form. Additionally, the follow-up page is requested which is given by the action-
attribute of the spanning form-element.

3.5.8.2 Default Value Declaration
For all form elements, default values can be defined by either attribute or text

node: v

Element ' Markup B A
Editbox <input type="text” value="default”/>
Checkbox <input type="checkbox” checked="checked” />

Radio Bution <input type="radio” checked="checked" />

Textarea <textarea> default </textarea>

Dropdown <select>

List <option selected="selected’>default</option>
</select>

Table 3.5-12  Form element default value markup

The default value heeds to be assigned when the form is displayed the first time
and the belonging variables do not yet exist. If a variable already has a value as-
signed from any former variable declaration (refer to 3.5.8), BL-Browser shall ig-
nore the default value and display the adequate text instead.

Examples:
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<sytle> .cityWather{ background-i mage :url (/w pic/$3CtyNane$$ . png) }
</style> The resolution would result in the URL "/w pic/Minich.png" for the
i mage to we wegyessbed fromthe BL-Server. If an URL canmot/Hpeoos@s®bved due
to a unknown variable value, BL-Browser shall not request the URL but
di splay an error nessage instead. 3.518 7 Variabl e Resol uti ong e
BL- Browser nust resolve variables in text before the text i S/l g
(3.6.4). Text to be displayed is stored in text-nodes of th nt*
<di v>, <input> <option> <textarea> or <a> Exanple: <di v >MhYES SERA Epmiapy
$$C t yNane$$ : </ div> The resolution with current ContextC tyName Mchen
woul dkresult in bII hr Wlétter in Michen:" |If text cannot be resolved due to
an unknown variabl e value, the variable declara tion i e

and the text  Vabl spey BHE v EdRlpvngiosm g WaikibagsERsBuht | on completely
Attributes ThETBPXERERSETRIsTOF B¥BT ve variables in certain attributes of
formelenents<penmfore the attribute's eya\!age eval uated. This applies to

ame

. > attr &S i
the val ue- At t Lj Qi of Y& npUtH "RI'endht’s Snl'y. §(Tufr an attribute val ue cannot
be resgl ved ldg; |to|0 ggmunknom ’v%r ife?'bl_e f\Iéal uet, t he var ild\f;labl e declaration is
removed conpl Wariably caiesdrvizrisewt h e irflewiye W?“éﬁﬁ PR out . 3.6 Cont ent
Presentation Scigtef ?Qﬁ)g‘g&qgh@g@é%@ﬂ@p'wg%s o8 %%gg’llté:%&ng proposes t he

steps that ar EHhECEES U $F8cess a HTM
<form>

<select name=“category™>
<option value="news“>Nachrichten</option>
<option value=“erotic® selected="selected™>
Sex gamp; Erotik
</option>
</select>
</form>

3.5.8.3 Variable Declaration In Links

The provider may use links to encode variables. He extends the URL as an internet
browser would do to pass variable data to a server. The extension starts with a
question mark ‘“?” and then lists tuples of variable name and value. Name and
value of a variable hereby are separated by equal sign ‘=', tuples are separated by
ampersand ‘&'.

Example:

<a href="/ent/complete.htm?start_time=12:45stitle=Matrix™>
The BL-Browser must store/update the variables when the link is activated by the
user. In case of an URL requesting data from a BL content server (as shown in the
example above), the BL-Browser must certainly omit the variable part of the URL,
beginning with the question mark.

3.5.8.4 Storage Of Variables

The context (3.2.1) guarantees that variable names do not collide. Variables are
always stored un-typed (text-only). Variables are always used “as is” in their textual
representation, mathematical operation on variables is not supported by the BL~
Browsetr.

Once a variable is stored, it shall be available until a new context is indicated or
the application is quit. If the browser loses the context because the STB is tuned
to a channel without BLUCOM (SERVICE_NOT_AVAILABLE), the variables need to
be maintained.

The BL-Browser should reserve 5k of memory to store variables (names and val-
ues). If the buffer for variables exceeds, the “oldest” variables shall be deleted.

3.5.8.5 Variable Resolution

Variables can be referenced by nhaming them anywhere in the XHTML sourcecode
according to the following convention: “$$VariableNames $“ where vari-
ableName is the name originated from a form or link variable declaration.

Whether a page requires resolution of variables is controlled by the content pro-
vider who must add a processing instruction at the top of the page (3.5.4). If vari-
able resolution is indicated, the BL-Browser replaces any $$VariableName$s
code-piece with the belonging value if known before displaying a page.
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page in an effective way, assumng that the page was decrypted successfully
In a preceding step. The proposed procedure bases on tag-w se iteration

t hrough twe 2@@EFDBENTAL Astra Pl atform Services GrbH AnPEEEPA®SO@EDNPany
Tel +49 (0)83 18 96 30 OO 3-32 Fax -1-49 (0) 89 18 96 36 0 2 E-Mail:

i nfo@ps. de www. aps. deA n SES ASTRA Cb¥pany HTM.- code. Ther efg e e
native coding a parser either inplenentation using SAX or Wi
where SAX could be faster than DOM Since it is a proposal on ‘ S
different algorithmmy be chosen to inplement the parser eAyiFRESTEf Company
BL-Browser. Fig. 6 - Application flow "Process Page" 3.6.1.1 Requesting

Ext er nal R\(/a\;pijrcgs The BL-Browser will determ ne required external
resources ile iterating through the HTM. markup. This concerns backgrou

i mages wherdhappbrgtasyvib epeleesatiaplecenppiofarate dREEFE HPEY Por m Ser vi ces ana Annd
SES Astra Conpany . Tejr.s#udéhizifadeSot 3Padaie33 Fax +4S (0) 8 18 9 6 36
02 E-Mail: | nfo@pS.EgselaV\é/g\q/ aps. deAn SES ASTRA Conpany <body> and <di v>-tags
as wel | as sounds when evar uat i ng the attributes of <object> tags. The URL
of an external resoletevagy contain variables. The parser nust resolve

3.5.8.6 Variable Resolution In URLs
The BL-Browser must resolve variables in URLs before the URL is requested from a

server.

Example:

<a href="/weather/$5CityNames$5.htm"”>

The resolution with a variable currentContext .CityName = “Munich”

would result in an URL “/wheather/Munich.htm”

<sytle>
.cityWeather{background—image:url(/w/pic/$$CityName$$.png)}

</style>

The resolution would result in the URL “/w/pic/Munich.png” for the image to
be requested from the BL-Setrver.

If an URL cannot be resolved due to a unknown variable value, BL-Browser shall
not request the URL but display an error message instead.

3.5.8.7 Variable Resolution In Text
The BL-Browser must resolve variables in text before the text is displayed (3.6.4).
Text to be displayed is stored in text-nodes of the elements <div>, <input>, <op-
tion>, <textarea> or <a>.
Example:
<div>Thr Wetter in $$CityName$$:</div>
The resolution with currentContext.CityName = Miinchen would result in “Ihr
Wetter in Miinchen:”

If text cannot be resolved due to an unknown variable value, the variable declara-
tion is removed completely and the text is displayed without.

3.5.8.8 Variable Resolution In Attributes
The BL-Browser must resolve variables in certain attributes of form elements be-
fore the attribute’s value is evaluated. This applies to the value-Attribute of <in-

put>-Elements only.

If an attribute value cannot be resolved due to an unknown variable value, the
variable declaration is removed completely and the attribute value is applied with-
out.

3.6 Content Presentation

3.6.1 Content Processing

The following drawing proposes the steps that are necessatry to process a HTML
page in an effective way, assuming that the page was decrypted successfully in a
preceding step. The proposed procedure bases on tag-wise iteration through the
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the variabl es before requesting the URL (3.5.8.6). Inmages shall be cached
| ocally as | ong as possible as they m ght be required on foll ow up pages,
t oo. Onl ywotress/msidcavail able in the | ocal cache, externafcTmP2&s01@96s Must
be requested fromthe servei. Additionally, the processing instruc tion
"img' may indicate that inmages shall l@&5refreshed (3.5.4). |ng
BLBr owser mnmust check the concerned i nages for updates beforeZlH
version of an Image is used (conpare to 3.6.3.3). In case o¥ ) ek N
resource is not present on the server, the server tells theAbsWSEA Ghehher
it make sense to repeat the request (DATA _NOT_YET_AVAI LABLE) or not

(DATA _NOT_AVAI LABLE) . After the browser has tried to receive each re source
once, he tries all mssing resources not yet available again (but skips the
not avai | abiiTMLopreshherein, sesids npive cedingsrparse! ﬁ@%ﬁ?'@'ﬁerﬁﬁ'oi‘ B as the browser
gets at | ead¥ oM isrossihie: Wi A GO AT R IR our ces that finally cannot
be retri evethct ittsm dréresa enly e diffaichd algotihmiveny dé sipbente indlanreatbs) or pl ayed
(sound obj ewetsshengiBe ¢ BL-BpowSery| e Application Styles are extracted fromthe
text node of <sty|e>-t€g%£§%2§%23iser nmust be aware of bad styl e-sheet

mar kup, i.e. the parser re that a Hrelevant style sheets have
been processed before t first styl e needgrte~be--gpplied to any <body>,

<di v>-el enent etc. Exanpl e Faridhel d nmedi a i ypesdzSs |X|1 28 and t he cont ent
provi der has split the Eamﬁ@ Hg”‘f”@'l‘sevant style definitions

ewant| [styl es ont ¢

(compare to 3.5.3.1) <head>y<style nedi a="xt28*><t-- styles for type xl 28-
></style> <style nediaE“xFTi§f><g - styles for type x|l 76- ></style> <style
medi a="x240"><! - styl ks fOr typd x240- ></style>

. Evaluale
Tag Is valld? yeas ~ attributes
Supporis InherivApply
ﬁade‘? yos ¥ Siyles | [*] Byles

Hag
backgrourid
irnage?

Ry I

ne ves
¥

Feguest
image

,/) -
. Evaluata .y
thexl? - Taxt 1 4 {Styles

.
Dirawe Tag

3

—pl Tag-fteraior ,

Dispiay Page | |4

( End PropassPage )

3.6.1.1 Redguesting External Resources
The BL-Browser will determine required external resources while iterating through
the HTML markup. This concerns background images when applying styles to

Pmcasr;lng
|nstreutions

Fig. 6 - Application flow “Process Page”
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<style nedia="xl28"x" - nore styles for xl28- ></style> <style>< !- gl obal
style for all nedia types- ></style> </head> If the provider does not
supply a wopbhe/mbset for the nmedia type detected on theproamph@sdidevi ce,
the BL-Browser nust try with the global style only. If the global style is
al so m ssing, BL~Browser nust display the content w thout style, assigning
the defaults (3.5.3). 3.6.1.3 Parser Agiivity The page shall, b
di spl ayed until the whol e page was parsed and all external
been tried to be retrieved (3.6.1.1). In the nonent the pa ;
all BL built-in actions defined by processing instructions Aa%eAsa’Recmped and
contai ned sound 1s played. Meanwhile, the BL-Browser shall indicate parser
activity visually (3.4.1.3). Wiile the parser is active (i.e. preparation
of a page for display), the BL Browser may r user input.
Fur t her nor e, <"10Wéa'Eﬂde?“’@Wé‘t""e'hﬁf‘)‘g‘%‘ffﬂfﬂa"aﬁ’ﬁ'“ﬁﬁ{e ap'goéfg t8”al | Refresh-
LFSF]?Ct | vgl ym g}tgftép ti rr%rlsg\é@ I e¥t he paéﬁer%%arg%é]lu%e SO‘gegj\lFl DENTAL Astra

at f orm Ser Vie¢geso r I B96 30 00 3-34
Fax 49 (0) 8@%%‘%%?8”6?‘”%"% %g@ggég s?de WW ap zc?jeAn SES ASTRA Conpany

The currentl a$8§m"é9%h%%§ﬁﬁmﬂas H‘?F‘WP b q "R as possible, at
ed ||

\% cal e, exie rnal re
| east vi sual I° . mugggdﬁx? ﬁe?g

"y &gq]%mrsﬁgr esentation of this
page in menofy’; bk atnrﬁage@srhaﬁoer @snaewmqemlsmamquently, the user
may can nel Brla@srermu &lcaChe sbhdebhet Diagds@dr updates Deférfte tdohai vpaige and no page wil |
di spl ayed i f oftahimnage is used (compare to 3.6.3.3).

In case of an external resource is not present on the server, the server tells the
browser whether it make sense to repeat the request (DATA_NOT_YET_AVAILABLE)
or not (DATA_NOT_AVAILABLE). After the browser has tried to receive each re-
source once, he tries all missing resources hot yet available again (but skips the
not available ones). This is iteration is repeated as long as the browser gets at
least one of the missing resources.

Resources that finally cannot be retrieved from the server wili not ke displayed
(images) or played (sound objects).

3.6.1.2 Style Application

Styles are extracted from the text node of <style>-tags. The parser must be aware
of bad style-sheet markup, i.e. the parser must ensure that all relevant style-
sheets have been processed before the first style needs to be applied to any
<body>, <div>-element etc.

Example:

Handheld media type is X128 and the content provider has split the relevant
styles onto 3 relevant style definitions (compare 10 3.5.3.1)
<head>
<style media="x128"><!——styles for type x128--></style>
<style media="x176"><l—styles for type x176--></style>
<style media="x240"><!——styles for type x240--></style>
<style media="x128"><l—more styles for x128--></style>
<style><!--global style for all media types-—></style>
</head>

If the provider does not supply a style-sheet for the media type detected on the
handheld device, the BL-Browser must iry with the global style only. If the global
style is also missing, BL-Browser must display the content without style, assigning
the defaults (3.5.3).

3.6.1.3 Parser Activity

The page shall not be displayed until the whole page was parsed and all external
resources have been tried to be retrieved (3.6.1.1). In the moment the page is
displayed, all BL builtin actions defined by processing instructions are executed
and contained sound is played.

Meanwhile, the Bl.-Browser shall indicate parser activity visually (3.4.1.3).

While the parser is active (i.e. preparation of a page for display), the BL Browser
may reject any user input. Furthermore, the BL-Browser may suspend or not react
1o all Refresh- respectively Lookup-timers while the parser is active.
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processi ng of the new page fails. This behaviour is to be changed in future
(5.5). 3.6.2 Positioning And Sizing O Content Al layout, i.e. positioning
and si zi lyoahoddassseont ent, i s done by neans of divisi oneCia®Ras/0EIYNENL S) .
The HTM.-markup may contain nultiple divisions, parent ele ment of all
divisions is either the el ement <body33or <fornb 3.6.2.1 Posf ;

Di vi sions The BL-Browser shall display divisions as they app

fromback to front, i.e. each divisionis drawn in front of /its'
predecessor. The <di v>-El enent |s the only elenent for whi cﬁnﬁﬁ%éSTBIﬁCBfﬂe%er
supports the styles "left' and "top' for defining the x- and y-coordinate
on screen. |If the pro vider appoints both styles, a division is positioned
absol gtel y’rﬁ‘l nd;g@r&g’gn;eégg ths cont gnt the%glﬁvll?ogl n mgl rtlt ains. If the

provi der orfhe eur aigal R 8, 2 n i Vi si

i s p05|t|orY§'Ha"|3’ 14 ‘1‘”\? mfy iﬁ% ze %% %ﬂx %ﬁg;gﬁsz tthgﬁ dviston

{ ats
determ ne t, éﬂ ‘%&’o@iﬁg{ efurt Zdni ¥l opgggﬂllldtpla)kéﬁhf@hzt of the preceding
division. | ﬁug@ftﬂé/héiﬁdag@mﬁ $hn§k5t®a\$5w s& hd dBhriged intiltare B%)i t i on on x-axi s
defaultstoO . 2 Sizing O Divisions The <div>- EIerrent |sthe only

el enment for |cp EIA CONSR cSBROrts the styles "width' and ' hei ght’
for defini (\5\/? OStgjg ng YXP er a ts both
styl es. Wi o i R “ﬁﬁe"zsfq&“e'ﬁ e bl conten? e ™

di vi si on t & all divisi ségfﬁelﬂﬁ OMb he' ght' for a
particul ar <d| vH Xl'ement, the divi 5| on [ s ext ended relatively on

y- coor di nataastheostmﬁg(oj\mnstonsrust then determ ne the height fromthe

cont ent maiThe Bi-Bredsehshatl Heplai diMsionges theyapgead inviaghug FoREATdP ns bot h text and

i nage, BL- Bosbsepackgiision BRGWEIMECHTREATEFE val ue. If the provider onits
the styl e 'mk edibElentehtis tb vilgélanent ®r ekitiethel BdBrowset ugporisgit  bor der of the

screen if istylesorcaland ‘topifor. defifing thex dhdy-oopidinate om swsans!f ﬁpg a picture, the
wi dt h of vider appoints both styles, a division is positioned absolutely, independent of the

content the division maintains.

If the provider omits the style “top' for a particular <div>-Element, the division is
positioned relatively on y-coordlnate The BL-Browser must then determine the y-
coordinate by summarizing ‘c op’ + 'height' of the preceding division.

If the provider omits the style ‘1eft’, the position on x-axis defaults to O.

3.6.2.2 Sizing Of Divisions

The <div>-Element is the only element for which the BL-Browser supporis the
styles ‘width' and ‘height’ for defining the width and height on screen. If the
provider appoints both styles, a division is sized absolutely independent of the
content the division maintains.

if the provider omits the style ‘height' for a particular <div>-Element, the division
is extended relatively on y-coordinate. The BL-Browser must then determine the
height from the content maintained by the division. If a division contains both text
and image, BL-Browser shall anticipate the bigger value.

If the provider omits the style ‘width', the division is extended to the right border
of the screen if it contains text. If the dIV|Slon contains only a picture, the width of
the division shall equal the image size.

Divisions are never resized, although a link inside might apply different styles for
iext or differently sized images in focussed state.

3.6.3 Image Presentation

The BL-Browser supports images that the provider adds to his markup by means
of background-image styles (3.5.3). The generic <img>-Element does not needto
be supported by the BL—Browser

The browser shall be able to handle JPEG and PNG image formats.

3.6.3.1 Recurring Images
Images are either assighed to the HTML body or to a division (3.5.3). The BlL-
Browser must determine the area to be filled with the image. In case of the HTML-
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the division shall equal the inmage size. Divisions are never resized

al though a link inside mght apply different styles for text or di fférently
si zed i myexvlem4sascussed state. 3.6.3 | mage Presentati orCTHR2@85/0BMYenser
supports inages that the provider adds to his markup by nmeans, of
background-i mage styles (3.5.3). The t&neric <ing>-El ement dd
be supported by the BL-Browser. The browser shall be able tg g
and PNG image formats. 3.6.3.1 Recurring | nmages |nages are it hef & ’

to the HTML body or to a division (3.5.3). The BLBrowser muStSEQstBe R vi@vt he
area to be TiTTed with the image. In case of the HTM.CONFI DENTAL Astra

Pl atform Services QrbH An SES Astra Conpany Tel +49 (0) 8 18 96 30 00 3-35
Fax +49 (0) 89 18 96 36 02 E-Mil: info@ps.de ww. aps. deAn SES ASTRA
Conpany boblgply,thm@‘et’aﬁ@@QP@DI@th,@W@ﬁTBI%%eéf68‘H‘§‘3’§f‘helaﬁead‘élgﬁbeoﬁa"a di vi sion, the
area nust pestedliontlip 2eRYEN RYVHFTRECRGHPed style information (3.6.2) I'n

ei t her Case._,eithéieaéemﬂgmamjmnstberap@j@m)é'dithﬁeomﬁm?arﬁh@"@8 Pk e area on both
x- and y- axiss, Th‘EkBé-BBLWSBrfmmB@rabm%#etﬁ@?“&meé’”giﬁa‘&'@frb?‘ﬁihﬂgpcf’fte original wdth
and hei ght a@'ﬁ“aé?l'“iOF?'&@‘@hPW'%P%P”‘iWW%H‘Eﬁg‘éCC?r@ﬁWrrence of the inage
correct!y. Wik tdaurfiegionagdsite provdpe s1ay tetiese fmag defe o maglieedifte i mage data to a
required ninum, enameoler dyadieat ip pakerogndzdn BHUPlied h?fld;@‘? F} IS8 be supplied by
an i mage t hegpiekhignRepeding o@ﬁh;@@pagﬁg%ﬁgmqs%ﬁ?gjﬁt T & eﬁétalthse i mage on y-axis
ext ends t h¥hgjp sfeantseefieyss e Agral i 8 ECP8Eh" This relieves the overal |
load of thgdBl, Sééﬁ,wﬁ&maées@ 3.2 Scrolling I mages

Background images assigned to the <body>-Tag are attached resp. fixed 1o the
display canvas and are never scrolled, whereas images within <div>-Tags are
scrolled with the page.

3.6.3.3 Refreshing Images

Dynamic images can be used by the content provider in order to update specific,
graphical parts of one or many pages without need to supply a new version of
each page. The provider must explicitly indicate usage of dynamic images by set-
ting the processing instruction “img=1" (3.5.4) of each concerned HTML page.

If refreshing of images is indicated by the page, BL-Browser must try a refresh for
each image embedded in the page either when the page is initially parsed and -
displayed or when a RefreshRequest is sent for the page. The GetCommand can
be used to ask the STB for a hew version of an image. If a new version is present
on server side, the image data is contained in the GetResponse, otherwise the
server indicates that the image is up-to-date (4.2.9). Images must also be re-
freshed when the user reloads the page manually via the options menu (3.2.5).

The size and position of a division carrying a refreshed image does not change,
even If the new version of the image differs in width and or height from his prede-
cessor. But: the rules for recurring images have to be respected when a image is
refreshed.

3.6.4 Text Presentation

3.6.4.1 The Text Box
The box in which text is to be displayed is determined by the size of the parental
division (3.6.2). If the height of the box is sized absolutely, the BL-Browset masks

all text that does not fit into the box.

If the height of the box is sized relatively instead, the browser extends the box on
y-axis so that the complete text fits into and is visible when being displayed. The
required height of the box is then the height of the division for further calculations.

3.6.4.2 Text Style

The provider may appoint text-styles for the element maintaining the text (3.5.2.3).
The styles that apply to text are color, font-size, font-weight, font~
style, text—decoration, text-align and vertical-align.

Text always utilizes the whole size of the box, no padding is applied in horizontal or
vertical direcation.
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Background images assigned to the <body>-Tagare attached resp. fixed to the
di spl ay canvas and are never scrolled, whereas images w thin <div>-Tags are
scrol | ed wbt2nosidasszpage. 3. 6. 3. 3 Refreshing | nages DynampcTipre@esi®an be
used by the content provider in order to update specific, graphical parts
of one or many pages wi thout need to Kifpply a new version of & s AGE
provider rnust explicitly indicate usage of dynam c inmages b
processing instruction "ing=l" (3.5.4) of each concerned HTL p
refreshing of inmages is indicated by the page, BL-Browser nﬂﬁ%st?§A5°meY
refresh for each inage enbedded in the page either when the page is
initially parsed and di spl ayed or when a RefreshRequest is sent for the
page. The Get Command can be used to ask the STB f a neM/verS|on of an

ma | f  ShaRBronser apply t the fex lSp
Lontggl ned f‘a’ﬁ %F@@hﬁ%}%ﬁw@é@m N?EE luencec rcu;g ge data is _
is up-to- dé 0 gede 10 Veltlcag—a i nl S ¥iondd h& es that the inmage
the pa %ﬂgﬁh te orm ditte e%o‘é@ul taasett%gawmie@ the user rel oads
p ge rran Vi a | ONns manu &e and pOSI tion of a

e R e

ver si on of "height fromhis prede cessor.
But: the rulgess fiRbndngGdar ri Ng i mages have to be respected when a image is
refreshed. Tﬁe@_afto Xdoed¥d® Bt UppoTt Fpitendtoch. BltahdBXBroBexkMITde box in which
text is tobbebigios@ogymdvoids tuterafiried theyidithe! i sysounling bX-Ipar ent al  di vi si on
(3.6.2). | thitdaee Heicghremed wertés aginn thesrieht wheg Miling H1ePPEIPYYet he BL- Br owser masks
all text that does not fit into the box. If the height of the box is sized

com v R M g RS e e
BLH e t fedolVe c ity y e require
2:: gnlt ? g,gre@%;ay,@th der. the height of the division for further q
ations.

3.6.5 Sound Presentation

The content provider may embed sound into a page by means of the <object>
Elements.

3.6.5.1 Mime Type Matching
To supply different sound formats, the provider will use multiple <object>-
Elements, each assigned with the corresponding mime type (3.4.1.5) of the sound

file.

The BL-Browser shall detect the first sound object in HTML markup whose format
matches the target device’s playback capabilities.

3.6.5.2 Sound playback
The determined sound file is requested from the server and played once when the

page is being displayed.

The BL-Browser does not need to offer sound controls like play, stop, pause etc. to
the user. Once a page serving sound is refreshed or reloaded (e.g. from history),
the sound has to be played again.

Playback of sound must not interfere with the user’s interaction, e.g. blocking the
cursor navigation. If the user navigates to another page, the sound must be
stopped when the new page is displayed.

3.6.6 Form Presentation

The first version of BL-Browser may enter a dedicated form mode to present and
allow interaction with forms (3.5.7.4). The form mode makes use of controls built
into the device. Therefore, form presentation may differ from device to device. The
content provider and BL-Browser must be aware of this. Even in form mode, cer-
tain guidelines should apply to make from presentation somehow predictable.

3.6.6.1 Positioning And Sizing Of Form Elements
The form mode does not know about absolute positioning of form elements be-

cause ho styles are applied.
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3.6.4.2 TextStyle The provider may appoint text-styles for the el ement

mai ntai ning the text (3.5.2.3). The styles that apply to text are col or,

f ont - si zewohooo4dssght , fontstyle, text-decoration, texPcamrPgsandel
vertical -align. Text always utilizes the whole size of the box, no padding
is applied in horizontal or vertical di4becation. CONFI DENTAL A
Services QvbH An SES Astra Cbnpany Tel +49 (0) 8 918 9 b 3
9 (0) 89 18 96 36 02 E-Mail' | nfo@ps. de ww. apsdeAn SES ASPRA Gaf '

BL- Browser _nust apply the styles to the text before dISp|amegﬂH%T&ACmmmw
Furthernore, the applied style (e.g. font-weight bold ) may influence
calculation of the text flow The style definition vertical-align shal
only be aSS|gned i f the he| ht of the text box is sized absolutely,

ot herwi se t %gdég 'V ! : Iamﬁf% Hi n vari abl es
(3.5.8.7). Jﬁ% @? ﬁ%%H ?ﬁﬁgygfgﬁgt 8 F%gﬁ formng any
calculatloq§ﬁon en enatl The BL- Browser
does not nzgp to su&gort enat ion. nmust be able to

recogni ze wyras vRH EﬁighﬁB '?‘f"thﬁﬁ’?f”(? “t"?fé'pW?ﬁEtfﬂrrgf"t'vteﬁgs'téoﬂ’l“goundi ng box. In
this case &oncerned word is cut on the right when hitting the box'

bor der . ith Tutuieygieians of thedihBeowRpy, p Forn ArdeiRightdeease okedleie.need to be defi ned
as al textGT§”%WF%%m@ﬁ868%ﬁmEM$@U§ ing W e PRRYREI B dViEPNsEy owser nust resol ve

any charactgg s8Nkl hekfl erences (3.5.2.4) before displaying the text.

The HTML syntax for form elements defines two actions ‘submit’ and ‘reset’, de-
clared by input-Elements of either type. The content provider may customize the
text to be displayed for these actions by assighing the value-Attribute.

Example:

<form>
<input type="submit" value="Ab Damit"/>
<input type="reset" value="Nochmal Neu"/>
</ form>

In the upper example, BL-Browser shall display the text “Ab Damit” for the
submit action and “Nochmal Neu” for the reset action.

In form mode, the actions are typically assigned to the function keys (3.4.2.2)
since the form mode does hot support links, The ‘reset’ action is to be added to
the options menu triggered by function key 4, the 'submit’ action shall always be
assigned to function key f2. Any Page Command (3.5.6) assigned to 72 is overruled
in this case. The overruled Page Command should then be moved to the options
menu.

A ‘submit’-action shall always be present to the user. If the content provider does
hot supply the submit action in his markup, BL-Browser shall assign the default
text 'OK.
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3.6.5 Sound Presentation The content provider may enbed sound into a page
by nmeans of the <object>- Elenents. 3.6.5.1 Mne Type Matching To supply

di f f er entweauosh4f3smat s, the provider will use nultipl epreolmpeasni09kl enent s,
each assigned with the corresponding mne type (3.4.1.5) of the sound file.
The BL-Browser shall detect the first Bdund object in HTM. naigk 1S
format matches the target device's playback capabilities. 3. y
pl ayback The determ ned sound file is requested fromthe serAier “and™

once when the page is being displayed. The BL-Browser does nﬁmtSEmemtt@wany
of fer sound controls |ike play, stop, pause etc. to the user. Once a page
serving sound is refreshed or reloaded (e.g. fromhistory), the sound has
to be played again. Playback of sound nmust not Interfere with the user's

i nter actl on4 erbaddntegiate Redcusiremendstion. |f the user navigates to
anot her t opp hage i s displayed.
3.6.6 Form edésgﬁbezsi'ﬁ ﬁge%a %Er}p Bﬁn %a\'/egrg?rgér,]yhfgméﬁa@“&“o ef (W&y enter a

dedi cat ed form node to present and allow interaction with forns (3.5.7.1).
The form no ‘% ﬁ of controls built into the device. Therefore, form
presentati o iﬂ@ OPHé OFBUNIGEYPRe to device. The content provider and
BL- Browser must be aware of this. Even in form node, cer tain guidelines
shoul d appl4ifo RlEOhackitessleimants on sonehow predictable. 3.6.6. 1

Posi tionin "/ﬁ@ﬂﬁas?eﬁuew&e@ infEigy ﬁf@t%%ﬁ@ﬁ'@t@ethfcwmnﬁfﬁdmdt@é@olnot know about

ati a
absol ute P also requnreﬁ%r%im&rgaeem:‘ggﬁméw exce;?teé§§ erver mst dc—gggDée( € appl ed.
Client).

The BLUCOM Communication protocol is located beyond the Bluetooth Serial Port
Profile (SPP).

Generkc Access OBEX Paralle!
Profile SPP Object Port PAN SDAP
{GAR Transfer Emulation
T T
4 e
( HCRP ) l BREP ’ Ls'n"il Server I spb

Fig. 7 - Bluetooth protocol elements required for BLUCOM

4.1.2 Serial Port Profile Communication

BL-Browser uses the Serial Port Profile to communicate with the STB on Bluetooth
Level.

The communication may be asynchronous, i.e. the browser may decouple sending
of BL-requests from reception of BL-responses. The STB is specified to handle up
to 10 Bl-requests asynchronously. The server will handle all incoming requests
sequentially.
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CONBDENTAL Astra Platform Services GibH An SES Astia Conpany Tol +49 (0) 8
9 18 9 6 30 OO 3-37 Fax +49 (0) 891 S96 360 2 E-Mil"' nfo@ps.de
wwaps. dewo 2868436RA Conpany Therefore, the display ispPcrmPe@isoiopedi vi ded
into one colum and nultiple rows. Each formelenment - represented by its
di vision - becones a row, displayed in4the order the el enents sl .ol NE
HTML mar kup. Each row spans the avail abl e display size. To d
hei ght of a row, the sanme rules apply as for relative positifni g
(3.6.2.2). With future versions of the BL-Browser, the for mmwsmﬁgmmany
becone obsol ete, hence identical rules for positioning and sizing wll be
applied to all divisions. 3. 6. 6.2 Form Acti ons The HTM. syntax for form
el ement s defl nes tvvo actl ons submt and reset de. cI ared by

; L hal lem tr i
i nput - El enef ":’J§V‘°tb’fBlth rst‘fy ﬁ'f@gmt‘ he aesm ustom ze the text
to be di spl v eC%’a' Ee bé d @l&%g ED Ritribute.
Exanpl e: @ Weq E a Sg%%t é‘ omanscué/ Slalie e s < nput
type=" resetevalué/tad ue- > </ forms In the upper exanpl e,

BL- Browser shall di spI ay the text "Ab Datnit" for the submt action and
"Nochmal Neglq 3f ofindc qu action. In formnode, the actions are typically
assi gned tofhe BEBJOH&?HUQ(%E\ 3 tn‘{te%uﬂ’otzéagt} sent request. The STB is specified

to answer any request within 250ms which species the duration from point of re-
quest detection to point of response sending on STB side.

With respect to Bluetooth communication latency in between, BL-Browser shall
apply a configurable timeout from point of request sending to point of response
detection. As several requests can be sent asynchronously, this timer shall be
reset with every detected response in case of any further responses are out-
standing.

The initial value for the timeout shall be 1 second. A suitable timeout value is to
be determined during the prototype phase.

Once a request timed out without reception of the belonging response, the request
must be repeated.

4,1.4 Connection Loss
The Bluetooth connection to the STB can get lost for various reasons:

¢ The STB is switched off
¢ The user leaves the Bluetooth transmission radius of the STB

¢ The mobile device suspends the Bluetooth connection due to an incoming
phone call

BL-Browser must detect the loss of the Bluetooth connection and try to re-
establish it. Once the connection is up again, the browser shall restore the actual
state.
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since the form node does not support links. The 'reset' action is to be
added to the options nenu triggered by function keyfl, the 'submt' action
shal | al wap=oa4assi gned to function key f2. Any Page CeommrdooS®1®66)
assigned to f2 is overruled in this case. The overrul ed Page Command shoul d
then be noved to the options nenu. A 'ld&ibmt'-action shall aly D) € py g
present to the user. If the content provider does not supply
action in his markup, BL-Browser shall assign the default teéXxt
CONFI DENLL_Astra Platform Services GirbH An SES Astra Cbnpanwnmémmmﬁgb@@%y89
18 6 30 OO 3 _ 3 8 Fax +49 (0) 89 18 96 36 02 E-Mail: InfoQaps. de

www, aps. deA n SES ASTRA Conpany We describe all interfaces here, which are
"external" fromthe application's point of view 4.1 Bl uetooth Comunication

4.1,1 Bl uetpgt ui r enment framed elenents in Fig. 7
r epr esent t‘ﬁé %Ilﬁ@ﬁ ”@8 W@HP}VP@?QHS@H“‘F@P BLUCOM Conmuni cat i on
bet ween STBThahH?ffNMWC@COD@WQ%SGWBP BQXW%ar@llVéﬁ@rﬁeylow@awgm requi red being

i mpl enent ed"oHVS ' : (ﬁf ?id% 0 el i ent). The
BLUCOM Oorr?ﬂ]jif,'g ﬁ’o% ?ng fe 33888ft§decﬁg‘37l‘fﬂ ‘éseéh oth Serial Port
Profile (S B3 ﬁ protocol el ements required for BLUCOM
4.1.2 Seri @IxaMbngsm{| | e Communi cati on

<InitiateResponse requestid="00-02-72-80-EC-FE-00001.” retiCode="OK">

</InitiateResponse>

Example short-form (recommended):
<InitiateResponse requestld="00-02-72-80-EC-FE-00001"” retCode="0K"/>

There are five different commands defined which are described in the following
sections.

4.2.1  Marking Commands
Each BLUCOM Command shall be opened by a leading Start Text (STX) byte and
closed by an End Text (ETX) byte.
The corresponding values defined
x  for STX byte: Ox02
= for ETX byte: Ox03

Example;

ff0z2<InitiateRequest
requestId="00-02-72-80-EC-FE-00001"
cprString=“Copyright by APS, ASTRA Platform Services
GubH"/>££03

In order to avoid any conflicts with values inside binary content retrieved from STB,
each STX and ETX byte shall be preceded with an additional Oxff byte.

Regarding each regular Oxff byte inside binary content STB precedes those bytes
with another OxIf byte as well.

Example:

Binary code sequence (4 byte) 0x01 Oxa0 Oxff Ox40

Will be changed by STB to (5 byte):  0x01 Oxa0 Oxff Oxff Ox40
Note:

Regarding the BLUCOM GeiCommand (4.2.9) the length attribute of the GetRe-
ponse command specifies always the length (humber of bytes) of the original con-
tent excluding all expanded Oxff bytes.

According to the rule described above each Oxff can have only one of the foliowing
successor bytes:

0x02, 0x03, Oxff

In case of a following Oxff, which might only occur when retrieving scrambled or
binaty content data, BL-Browser has to read over one Oxff byte. CONFIDENTAL
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BL- Browser uses the Serial Port Profile to conmunicate with the STB on
Bl uet oot h Level. The communi cati on may be asynchronous, i.e. the browser
may decoupbeosensisng of BL-requests fromreception of Becrarpasse®st The STB
is specified to handle up to 10 BL-requests asynchronously. The server w II
handl e all incom ng requests sequenti df4y. CONFI DENTAL Astra g
Services Grbl | An SES Astra Conpany Tel +49 (0) 8 9 18 b 30
4b (0) 8 9 18 9 6 3 6 0 2 CMll Info@ps de ww aps deA n ¢
Conpany However, BL-Browser_shall inplenment a nechanismto é@%%TRAC"mPa”Y
transm ssion of requests with the receptlon of responses in order t olimt
the amount of asynchronously sent requests to a confi gurabl e nunber. A
suitable nunber is to be deter m'ned in @ se when the

§1§¢m o i

&

perfor mancéc‘?t& rQyisprrdete %P;;E‘% S%P/@ eout Han_dl ing The
BL- Br owser 't‘jﬁ'p?@lw > rowqefg%wﬁ Q”e om he STB i
speci fi ed tn% DSWeFie@ny request

speC|es t he duratlon
frompoint of re quest detectiont o p0|nt of response sendi ng on STB si de.
Wth respect to Bluetooth comunication |atency in between, BL-Browser

shal |l apply a configurable tinmeout from point of request sending to point
of response detection. As severaL—#egg§@§§*@gg£@e sent asynchronously, this
tinmer shall be reset with every det eChgdnd L8

ohse in case of any further
responses are out standing. The ifniti%fegtaent®r the tineout shall be 1

Hhe

second. A suitable timeout valuel|is tigcunsmpa o sTe side,

i

SRR

Eyncﬁummand

TR

Raguas rs urrum Sne page
N H

LIRL from STE
———’ RﬂfreshCummand ‘
Hlumumtnml = [—m.— = Ro uests LIRL Updatc F-:ur
TR —-n» o page corently displaesd,

STB delivars LRL update

Plucum pmn
fnaan Sergion) For reauasted

handshake MobilefS TR
refrech page of 3 new page
UIRL wehich has to be
displayad naxt

Getf:ummand

TN
Rt Ests thr_ -ntenr Fma
givien paga URL or flename
rrag picturz)

GetContext

Faquwst. the o enr Elu» o]
context and in addition the

cunent dub valies et
id, tranzpott stresrn id and
servics id

The STB is able to store up to 10 requests therefore the BL-Browser may does not
need to wait for the response to its first request before sending a second one.

4.2.2 Requestlid Assignment

Ali BL requests and responses carry the parameter “requestld”. The requestld is to
be assigned by BL-Browser and allows a matching of requests and responses
when communicating asynchronously.

The requestld shall contain the Bluetooth MAC-Address of the mobile device and a
running numbetr to make the id unigue throughout a BLUCOM session:

Requestid := <Bluetooth MAC><RunningNumber>
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be determ ned during the prototype phase. Once a request timed out w thout
reception of the bel onging response, the request nust be repeated. 4.1.4
Connect i onOLko®#43436¢ Bl uet oot h connection to the STB canPg@tEPR@St01(96T
various reasons: The STB is switched off The user |eaves the Bluetooth
transm ssion radius of the STB The nb¥i |l e device suspends t R
connection due to an incom ng phone call BL-Browser nust deLW
t he Bl uetooth connection and try to re establish it. Once t
up again, the browser shall restore the actual state. CCNFI@EﬁWﬁFRAﬁ@WF%

Pl atform Servi ces GrbH An SES Astra Conpany Tsl +49 (0)89 18 9 30 00 4-40
Fax -149 (0)89 8 96 33 02 E-Mil: info@hps de WWW aps deAn SES ASTRA
Conpany 4.2 BLUCOM Connunlcatlon Pr pterface Pr ot oco

bet ween Sefh ' el\‘?p‘@ %%‘a’ i jos8 eﬁ,fﬁ%%q', %rqu?ue XML file

i 0
For mat . Sa%;% %ﬁ’ n%e@q% P © accor order to keep the
anmount of pr 060 ata a

Psmal | as p055|ble it is reconnended to use the
XM. short-faormfor U|Id|ng the XML protocol. Exanple |ong-form:

<l ni ti at eRE<rons@sF EGURMY d=" 00 02- 72- 80- E FE- 00001" r.et Code="OK" >
</lnitiat eﬁé%@ﬁ'@é{gjues including URL and content file names are case insensitive.

4,24 BLUCOM URL / File Name _
The maximum length for all BLUCOM URL and content file names found in the all
BLUCOM Commands is set to 256 bytes.

4.2.5 DATA_NOT_YET_AVAILABLE vs. DATA_NOT_AVAILABLE

The BLUCOM protocol distinguishes two states of content unavailability.
DATA_NOT_AVAILABLE means the content requested is not avallable.
DATA_NOT_YET_AVAILABLE means the content requested is currently not avail- -
able but it might be possibie that it will be available soon.
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Exanpl e short-form (reconmended) :
request | d="00- 02- 72- 80- EC- FE- 00001"

<InitiateResponse
r et Code=

X"/> There are five different

comuands wefniadsashi ch are described in the foll ow ng secTirrees/040981 1

Mar ki ng Commands Each BLUCOM Conmand shal |
Text (STX) byte and closed by an End Text (ETX) byte.

%ﬁq:ETX byt e:

val ues defined for STX byte: 0x02
i at eRequest request| d="00~02-72- 80-E

APS, ASXRA Pl atform Services GrH'/>ff O3
retrieved from STB, eachmﬁs‘E%ﬁmdcﬁF&ﬁy byt e

wi th val ues inside binary content

0x03 Exanphe
E- 00001 " cprString
In order to avoid

shal | be préceéded wth an additional

xff byte.

Regar di ng each regul ar

be opened by a leading Start
The correspondlng
f

Oxf f

byte inside binary content STB precedes those bytes with another Oxff byte

as well. Exanple:

be changed by STB to (5
BLUCOM Get C0‘¥ Aandt 8&@(‘2’"@3/ he

excj udj ng ai l—e
each Oxff cah=th

Bi nary code sequence (4 byte):
OxAd OxaO Oxff Oxff 0x40 Note:
| ength attribute of the Get Reponsa comrand
specifies always the Iength (nunbe' of| upipt
According to the rul e described above

Fegdestqf t he ori gi nal

OxA OxaO Oxff 0x40 W I

Regar di ng t he

con tent

20
Initiates the connestion td
the STE sending a topyright
sttirng which has b ratch
the countetpart on STE side,

' foll owin
Imtm&eRespunse

T LTE T A

pETIEIT

The Mobile Device sends an InitiateRequest, which shall be answered by STB us-
ing InitiateResponse. Input parameter is a copyright string, which is hard coded on
both sides.

diagram
attributes Name Type Use Default  Fixed Annotation
requestld Xs:string required Identifies current request/response
cprString xs:string reqjuired Copyright string, which shall be
checked on STB side. The STB shall
accept a connectlon salely if the
mobile device has sent a correct
string.
Example:
<InitiateRequest

requestId="00-02-72-80-EC-FE-00001"
cprString="Copyright by APS, ASTRA Platform Services GmbH"/>

diagram — )
InitiateResponse |
attributeg | Name Type Use Default Fixed Annotation
requestld xs:string required Identifies current request/response
retCode Ks:string required “OK" .
Copyright string was valid
"FAILED”
something went wrong
"REFUSED”
Copyright string was invalid; connec-
tion was refused
Remark:

The Initiate Command shall ke seen as a precondition for all further blucom com-
mands. If STB is not able to answer an InitiateRequest with retCode=0K all follow-
ing requests (except [nitiateRequest) will be answered with retCode=FAILED.

Example:

<InitiateResponse
requestId=~00-02-72-80~EC-FE-00001" retCode="0OK"/>

4-44
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successor bytes: 0x02, 0x03, Oxff In case of a followi ng Oxff, which m ght
only occur when retrieving scranbled or binary content data, BL-Browser has
to read owenoawaskff byte. CONFI DENTLL Astra Pl atform Semmpre@s/oGybH An SES
Astra Conpany Tel 49 (0) 89 1895 30 00 4-41 Fax -149 (0) 8 18 9 36 02
E-Mai | info@ps. de ww. ap5. deA n SES ASTRA Conpany |f BL-Bro
none of the valid successors (0x02, 0x03, Oxff) when read ing ‘
after Oxff, BL-Browser shall abort reading the current coms 2 ittt
a new Oxff0x02 (STX) conbination. Al collected data up to tAhéQSAﬁB‘IArﬁomﬂﬂay
be discarded. The STB is able to store up t o 10 requests therefore the
BL- Browser may does not need to wait for the response to its first request
before sending a second one. 4.2.2 Requestlcl Assignnment Al BL requests
and response% carg&gt he ﬁ%ramst er "requestld". The requestld is to be
assi gned by* L al l ows a mat chi n% eg uests and responses when
communi catl ‘@Sg’ﬁfﬁ %ﬁ\g‘PR TheE t?%ﬁﬁ?@t‘?ﬁ‘ M‘?Q“?De 64 the Bl uetooth
MAC- Addr ess™" ASHVPENGRUIR 8 Bind a runni ng number to make the id unique
t hroughout a BLUCOM sessi on: Reque t oot h MAO- <Runni ngNunber >
CONFI DENTAL tfor m(Ser\r\jn ce “ES Ast ra Conpany

Synn(:ommand

e R T
Elﬂ'u Respunse l

Fi»:qum'ts currant ST g
LIaL Frarm STR s

diagram %
atiributes | Name Type Use Default Fixed ~ Annotation
requestid xs:string required ldentifies current re-
quest/response
context xs:string required -Context s}ring; may be an
empty string
Note: As long as no context is known, an empty string has to be sent.
Example:
<SyncRequest
requestId="00~-02-72-80-EC-FE~00002"
context="0x00850001001B"/>
diagram i it
9 W ~~~~~ i SyncPage B
T T T e LR 1
children | SyncPage
attributes Name Type Use Default Fixed Annotation
requestld xs:string required Identifies current request/iresponse
retCode xs:siring required “oK®
"FAILED"
something went wrong
"SERVICE_NOT_AVAILABLE”
BLUCOM service is not available
on present channel
"DATA_NOT_YET_AVAILABLE"
Sync page not yet downloaded
“DATA_NOT_AVAILABLE"
Sync page not avallable
context xs:string required Context string
refreshinterval xs:integer required Refresh Interval in milliseconds
CONFIDENTAL
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Tsl +49 (O 89 18 96 30 00 4-42 Fax +49 (O 89 18 9 6 36 02 E-Mil:
i nfo@ps. de www. aps. deA n SES ASTRA Conpany The Runni ngNunber nust change
wi t h eachwoegwaas4sbhat is sent, even if a request is repeatrpdoosidomerver, the
i ncrenentation of the Runni ngNunber does not neces sarily need to be

wi thout gap. 4.23 Case Sensitivity Al attribute values including URL and
content file nanmes are case |nsenS|t|v% 4.2.4 BLUCOM URL / EKile Nanme The
maxi mum | ength for all BLUCOM URL and content file names fo iR
BLUCOM Conmmands is set to 256 bytes. 4.2.5 DATA vl OT _ YETIWAFERBILE S
DATAJMOTJWAI LABLE The BLUCOM pr ot ocol distingui shes two st%@@p\@,fm%grnp;\@nt
unavai l ability. DATA NOT_AVAILABLE neans the content requested is not

avai | abl e. DATA NOT_YET AVAI LABLEneans the content requested is currently
not avail- ' able but it mght be possible that it will be avail able soon.
CONHDENTAL. Astra Platform Services GrbH An SES Astra Conpany Tel +49 (0)
89 18 36 30 (00 dhgréhd =49 (0) S9 18 96 36 02 E-Mail: info@ps. de
www. aps. deAn SES ASTRACCE! ,’any 4.2.6 InitiateCommand Mbil e Device sends an
I ni ti at eRequest, e stat-trleanswered by —&ERus—Trgs HRiddcat eResponse.
| nput paramgter 1S |aaOpPYyri gobuingt I'i NGuVhi Ch is hard codgde@fhs page urL

version xs:integer required Sync Page version

Remark:
SyncPage element is optional and may not be filled for retCode not equal “OK”

Example:

<SyncResponse
requestId="00-02-72-80-EC-FE-00002"
retCode="0K"
context="0x00850001001B"
refreshlnterval="10000">
<SyncPage name="/index.htm" version="1"/>
</SyncResponse>

CONFIDENTAL

Astra Platform Services GmbH
An SES Astra Company

Tel +49 {0) 89 18 96 30 00
4-46 Fax 149 (0) 89 18 96 36 02
E-Maik info@aps.de

www.aps.de




bot h si des.
cprString="

Exanpl e: <l nitiateRequest request |d="00-02-72-80-EC FE-O0 0001"
Copyright by APS, ASTRA Pl atform Services GrbH'/> emar : The

Initiate wormwndsshal | be seen as a precondition for al lpcrmpeévsnid®bucom com
mands. |f STB is not able to answer an InitiateRequest with retCode=0K al

following
r et Code=FAl
2- 80- EC- FE-
An SES Astr

requests (except InitiateRgquest) will be answered
LED. Exanple: <lInitiateResponse request |d="0Q 02- ‘
00001" ret Code="0K" / > CONFI DENTAL Astra Pl atforsf Sadi 8¢
a_Conpany Tsl +49 (0) 9 18 9 30 00 4-44 Pax +49 (ANseQasiBa Qordsn 02

E-Mail: Inf

o@ps. de www. aps. deA n SES ASTRA Conpany 4. 2.7 SyncConmmand

hj ective of sending a SyncRequest is to synchronize the Mbile Device to

t he present

SyncPage avail able on the STB. Note: As long as no context is

FESSOFNAE cont ext =" 0x0 0850001001B"/ >

known, an epmt tring has to be sent. Exanple: <SyncRequest request |d=
E%g’ E%?‘

"00-0 2-72-

Objective of sending a RefreshRequest s to ask the STB for a new version of the
page currently displayed. STB shall deliver a page URL to be displayed next. That
could be either the current version of the requested page or a sync page, which
has 1o be displayed next. In case that the display page is a sync page the BL-
Browser shall store that URL (including version) as its pfesent sync page.

I Rﬂ'fl'EShC?l‘l"l_l’p?ﬂdﬁ { — h..,

T A

Fequasts LRL updats For i
page cumantly displayed, '—“—‘ RefreshResponse
STB delivers LRL update TR : e
(news Wartion) For requashed

refrash page or 5 new page

URL wihich has to be

displaved next

diagram ’
RefreshPage |/
RefreshRequest [ {—mwen—
TR mw:.\,:w:?a TR, 1\—,“_—&—«,‘)‘—_‘
children | RefreshPage SyncPage
attributes Name Type Use Default Fixed Annotation
requestld xs:string required Identifies current re-
quest/response
context xs:string required Context string
diagram s
RefreshPage ||
TR T PR A AT R A Page tO be Updated
attributes Name Type Use Default Fixed Annotation
name xs:string required Page URL
version xs:integer required Page version
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CONFi DENTAL Astra Platform Services SnbH An SES Astra Conpany Tel +49 (0)
89 18 96 30 OO 4-45 Fax +49 (0) 89 18 96 36 02 E-Mail: info@ps. de

Wy, aps. deono@EBs4asTRA Conpany Remar k: SyncPage el ement PCS/ERpioson®bl and may
not be filled for retCode not equal "OK" Exanple: <SyncResponse request

| d="00- 02- 72- 80- EC- FE- 0 0002" r bt Code="OK" cont ext=" 0x008 5000100 | B"
refreshl nterval ="10000"> <SyncPage nagggz"/index .htn" versiq
</ SyncResponse> CONFI DENTAL Astra Platform Services GrbH A
Conpany Tol +49 (O 89 18 96 30 00 4-46 Fax 1-49 (O 8 9 18964
E-Mail: info@ps.de wwv. aps. deA n SES ASTRA Conpan 4.2.8 Reffs&eaml%mmnd
hj ective of sending a RefreshRequest 1s to ask the STB for a new version
of the page currently displayed. STB shall deliver a page URL to be

di spl ayed next. That

-
| [ ymopage |

T

stiributes Name Type Use Default Fixed Annotation
name xs:string required Present SyncPage URL
version xs:integer required SyncPage version
Examble:
<RefreshRequest

requestId="00-02-72-80-EC-FE-00003"
context="0x00850001001B">
<RefreshPage name="/linkl.htm" version="1"/>

<SyncPage name=" /index.htm " version="2" />
</RefreshRequest>
diagram
rRefreshRﬂspunse :
children | DisplayPage
atiributes Name Type Use Default Fixed Annotation
requestid xs:string required Identifies current request/response
retCode xs:string required “OK*
"FAILED”
something went wrong
"SERVICE_NOT_AVAILABLE”
BLUCOM service is not available
on present channel
"DATA_NOT_AVAILABLE"
Refresh or Sync page not available
"DATA_NOT_YET_AVAILABLE"
Refresh or Sync page not yet
downloaded
context xs:string required Context string
refreshinterval xs:integer required Refrash interval in milliseconds
CONFIDENTAL
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could be either the current version of the requested page or a sync page,
whi ch has to be displayed next. In case that the display page is a sync
page the woBo@vmers6shall store that URL (including versipOmEPa®SIOI®6pr esent
sync page. CONFI DENTAL Astra Pl atform Services GrbH An SES Astra Conpany
Tel +49 (0) 89 | S 96 30 00 4-47 Fax +49 [O 89 18 96 36 02 E-Muil:
i nfo@ps. de wwv. aDs. deAn SES ASTRA Conpany Exanpl e: <RefreshRRequest
request | d="00- 02~72-8 0- EC- FE- 00003" context— "0x008 50001 488 1B >
<Ref reshPage nanme="/linkl .htnf version=" | "/ > <SyncPage Afane# ¢ 3
.htm" version=" 2" |/ > </RefreshRequest> CONFI DENTAL Aetlanﬁgahm@tahmm
SerV|ces GrbH An SES Astra Conpany Tol +49 (O 89 1 S9 6 30 00 4-48 Tax+49
(0) 89 18 SS 36 02 E-Mail: info@ps.de ww. aps. deAn SES ASTRA Conpany
Remar k: DisplayPage el enent is optional and may not be filled for retCode
not equal "OK'_Exanple:

diagram -
DizplayPage |;
attributes | Name Type Use Default Fixed Annotation

name xs:string required DisplayPage URL

version xs:integer required DisplayPage version

isSyncPage Xa:boolean required “1"if delivered Page is a
SyncPage URL otherwise “0™
In case of a sync page BL-
Browser has to store that URL
as it's present SyncPage

Remark:

DisplayPage element is optional and may not be filled for retCode not equal “OK”

Example:

<RefreshResponse
requestId ="00-02-72-80~EC-FE-00003"
retCode="0K"
context="0x00850001001B"
refreshinterval="10000">
<DisplayPage
name="/1linkl.htm" version="2" isSyncPage="0"/>
</RefreshResponse>
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<RefreshResponse requestld ="0 0-02-7 2-80-EC-FE-000 03" ret Code="0K"
cont ext =" 0x00850001 001B" refreshl nterval ="100 00"> <Di spl ayPage
name="/| iwRl200stmB436er si on="2" i sSyncPage="0"'/ > </ Ref r esrRREFPOISAH10961
CONRDENTAL Astra Platform Services GrbH An SES Astra Conpany Tel +49 (O 8
3 18 3 6 30 OO 4-49 Fax +49 (O 89 18 96 36 02 E-Mail: Itifo@ps. de
www. aps. deAn SES ASTRA Conpany 4.2.9 Conmrnand bj ective of, sendin
Qet Conmand is to ask the STB for the content of a certain p dehi %@ by
element FileUrl. diagramFileU |l attributes Name Type Use DefaulA &l
Annot ation nane xs:siiing required Page URL or file nane va(ngtsq\@m%&n;n@pyeger
optional Page URL or filTe nane version Remark: The version attribute is
optional. If it is omtted STB shall deliver the content for the current
version available. Gherwise STB will send the content only if its cur

4.29 GetCommand

Objective of sending a GetCommand is to ask the STB for the content of a certain
page delivered by element FileUrl.

—— Getﬂﬂqueeet 4]

TS H LR |

Gatﬂaspunse
e pictuns) S TR
diagram =
Gemﬂquest -
children | FileUsl
attributes Name AType . Use Default Fixed  Annotation
requestid xs:string required Identifies current re-
quest/response
context xs:string required Context string
diagram !
atiributes | Neme Type Use Default Fixed  Annotation
name Xs:string required Page URL or fite name
version xs:integer optional Page URL or flle name
version
Remark:

The version attribute is optional. If it is omitted STB shall deliver the content for
the current version available. Otherwise STB will send the content only if its cur-
rent version is higher (newer) than the version delivered by the FileUrl element
(see application flow).
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rent version is higher (newer) than the version delivered by the FileUrl

el ement (see application flow). CONFI DENTAL Lstra Platform Services QrbH An
SES Ast r avCampaay43éel +49 (0) 89 18 B6 30 OO 4-50 Fax+4@Ci@®p288/010961 96 36
02 E-Mail: I nfoCaps.de ww. aps. deAn SES ASTRA Conpany Exanpl e: <GCGet Request
request 1d=" 0 0-02-72-80-EC-FE-OOOO 4 " cont.ext=" 0x0OO 85000 1001B">
<FileUl nanme="/pic/picl .png" verS|on§' "/ > </ Get Request > CQ FIDENTAL
Astra Platform Services GrvbH An SES Astra Conmpany Tel +49 (Q 3
4-51 Fax +49 (0) 89 18 96 36 02 E-Mail nfofflaps.de ww. aps<~Haag
Company Remarks: Fil eData elenent i's optlonal and may not b@sﬁukh@ghgg&
Response ret Code not equal "OK™ or equal "DATA UP_TO DATE"

DATA UP_TO DATEi s never returned if the optional version attribute in

element FileUrl is omtted.
Example:
<GatRequest
requestId="00-02~-72~-80-EC~FE-00004"
context="0x00850001001B">
<FileUrl name="/pic/picl.png" version="1"/>
</GetRequest>

diagr: il
agram Geiﬂespunsr_]%j——(—jzj- ----- Ii Filefata 4

TR (et T PE P

children | FileData
Name Type Use Default  Fixed  Annotation

attributes

requestld Xs:string required Identifies current re-
guest/response

retCode xs:istring required “OK*
“FAILED"®
something went wrong
"SERVICE_NOT_AVAILABLE"
BLUCOM service is not available
on present channel
"WRONG_CONTEXT”
Context has changed
"DATA_NOT_YET_AVAILABLE"
data for page URL not yet
downloaded
"DATA_NOT_AVAILABLE"
no data available for page URL
"DATA_UP_TO_DATE"
data version compared with
requested version is lower or
equal

context xs:string required Context string

refreshinterval xs:integer required Refresh interval in milliseconds
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The data block is stored t o the text node of the FileData element in the
case ret Code = "OK". The first byte of the data block follows i mediately
the '>' swonoalas43sng the attribute Iist of the Fil eDat @CelrPe@sto1oobot e: The
|l ength attribute specifies always the | ength (nunber of bytes) of the
original content including preanble bytg (3.3) but excluding >
Oxff bytes ac cording to 4.2.1. Exanple: <GetResponse request
="00-02-72-8 O EC- FE- 00004" ret Code="0K" cont ext =" 0x00850 0
ref reshl nterval ="10000" > <Fi | eData nanme="/pic/picl .png" verAaslsmms’rriA Company
| engt h="1000"> < !- data bl ock according to attribute "length" - >

</ Fi | eDat a> </ Get Response> 4.2.10 Get Context Objective of sending a

Get Context command is to ask the STB for the current BLUCOM context. The
additional purpose is to retrieve the DVB values for Service ID, Transport
Stream | D and g&dangl work ['D corresponding to the service where the
STBis curyrently ft n I The |atter values will be sent back in any case

| ndependeni—From e e -St-rg—BLCOM-SEEvi-ce—ayaiabke-opmrhat—servi-co—

name xs:string required _ Page URL or file name
version xstinteger  required Page or file version
length xstinteger  required Specifies the length (number of bytes)

of the original byte block without any
expanded 0xff byte according to
421,

Remarks:
FileData element is optional and may not be filled for Response reiCode not equal
“OK” or equal “DATA_UP_TO_DATE"

DATA_UP_TO_DATE is never returned if the optional version attribute in element
FileUrl is omitted.

The data block is stored to the text node of the FileData element in the case ret-
Code = “OK". The first byte of the data block follows immediately the >’ sign clos-
ing the attribute list of the FileData element.

Note:

The length attribute specifies always the length (number of bytes) of the ongmal
content including preamble byte (3.3) but excluding all expanded Oxff bytes ac-
cording to 4.2.1.

Example:

<GetResponse
requestId =700-02-72~80~EC-FE-00004"
retCode=""0OK"
context="0x00850001001B"
refreshIinterval="10000">
<FileData
name="/pic/picl.png”
version="1"
length="1000">
<l—-data block according to attribute “length”-->
</FileData>
</GetResponse>

4.2.10 GetContext

Objective of sending a GetContext command is to ask the STB for the current
BLUCOM context. The additional purpose is to retrieve the DVB values for Service
ID, Transport Stream ID and Original Network ID corresponding to the service
where the STB is currently tuned on. The latter values will be sent back in any case
independent from an existing BLUGOM service available on that service.
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Astra Platform Services GrbH An SES Astra Conpany Tel +49 (0) 8 91 8 9 6 3
0 00 4-52 Fax +49 (0) 89 13 96 3S 02 E-Mail: infoSaps.de ww. aps. deAn SES
ASTRA Commenyodmeadspl e: <Cont ext Request PCT/EP2005/010961

request | d="00 O2- 72- 80- EC- FE- 00005"/ > CONFI DENTAL Astra Pl atform Services
QrbH An SES Astra Conpany Tel +49 (O 83 18 96 30 QO 4-53 Fax g £

96 36 02 E-Muil: info@ps.de ww. aps. deAn SES ASTRA Conpany K , ,
to deliver the values for onid, tsid, sid and the visible flag Y
in dependeﬂl_i_LQ_m.a__ﬂLLsLLﬂg_BLme_seuLLCB on t hat channelAnSFSra‘\SE%f‘s@”tafnYa
m ssi ng BLUCOM service (retCode = "SERVI CEJVI OTj WAl LABLE") the attribute
context is omtted. At the present tinme the DVB triplet onid, tsid, sid and
the visible flag does not af fect the BLUCOM functionality therefore the
BL- Browser may ignore these val ues.—Exhoplegreaseont ext Response request | d="
00-02-72-80 0005 " rr~e{\Qode "OK" oni'd="" 0x0085"

T I
3 urrary, Bhacom ;
x.onh.:\'t and in soldition the '*—’ ContextResporn }
[ PR e Y O S S R 2k

cumnt duly values nebaork
i, tramspont strzam i and
servive id

diagram .
9 rt—znntextRequest f

children
attributes | Name Type Use Default Fixed  Annotation
requestld xs:string required Identifies current
request/response
Example:

<ContextRequest requestId="00-02-72~-80-EC-FE-00005"/>
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t sid="0x0001" sid=" 001B" visible="I" context="0x00850 0010 01B"/> 4.3
Content Provider Interaction This section covers all browser functionality
t hat di r ewOI2g90a/m@as6act s with the content provider, | eaviPog/ErR@sBliavset oot h
comuni cation path. CONHDENTAL Astra Pl atform Services GrbH An SES Astra
Conpany Tel +49 (0) 89 18 96 30 00 4-5®e¢Fax +49 (0)89 18 96 3Gy 02 E- Mal L.
i nfo@ps. de www. aps. deAn SES ASTRA Conpany 4.3.1 SMS The cont2H# .§§
may use a dedicated link syntax (3.5.5) to code an SM5 that As To¥béfdse
by BL-Browser when the link is activated. 4.3.1.1 SVM5 Tr ansmnsed ASMRO0G@ardy he
SM5 link is interpreted and the nessage is prepared, BL-Browser sends it.
The nobil e device may popup a dialog to ask for the user's confirmation to
send the SMS. BL-Browser nust wait until the device returns a status on

ei t her successf ul SI\/S transm ssion or transmssion failure. VWiile waiting

for that stat usgmank 1al | not accept any user | nput but display {he
activity i 1di cat or LRst nsgla 1. 3). As the nobile device does necessari|ly
i npl enent t h'& ott—f-or—sendt-ng—SV5,—BL-Browser—does—not—need—to-t-rack-t-he
timeout it -nl gen pNe the. device returns an error Bl-Browser shall_display
g ame Type Use _ Default = Fixed  Annotation ’
an error ness#fEean _
requestid xs:string required ldentifies current
request/respornse
retCode xs:string required “oK"
"FAILED”
something went wrong
"SERVICE_NOT_AVAILABLE”
BLUCOM service is not available
on present channel
onid xs:string required Original Network ID, six byte
string {Not relevant for BL-
Browser)
tsid xs:string required Transport Stream 1D, six byte
string (Not relevant for BL-
N Browser)
sid xs:string required Setvice ID, six byte string (Not
relevant for BL-Browser)
visible xs:boolean required “1" current service is visible
"0" current service is not visible
If STB is not tuned to any service
0" is returned (Not relevant for
BL-Browser)
context xs:string optional Context string

Remark:

STB has to deliver the values for onid, tsid, sid and the visible flag in any case in-
dependent from an existing BLUCOM service on that channel. In case of a missing
BLUCOM service {retCode = “SERVICE_NOT_AVAILABLE") the atiribute context is
omitted.

At the present time the DVB triplet onid, tsid, sid and the visible flag does not af-
fect the BLUCOM functionality therefore the BL-Browser may ignore these values.

Example:

<ContextResponse
requestId="00-02-72-80~EC-FE-0Q0005"
retCode="0K"
onid="0x0085"
tsid="0x0001"
51d="001B"
visible="1"
context="0x00850001001B"/>

4.3 Content Provider Iinteraction

This section covers all browser functionality that directly interacts with the content
provider, leaving the Bluetooth communication path.
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stay on the current page. 4.3.1.2 SM5 Fol | owup Page Once the device

I ndi cat es successful SMS transm ssion, BL-Browser requests and di splays the
f ol | ow upwpage/04s3ded by the "targef'-Attribute of the ea¥mproosioodsr- Tag
(3.5.5.1). If no target is specified, BL-Browser displays a nessage that
the SM5 was sent successfully and stays7on the current page. : |
action="sns :+4 91875 6273?Forum entry=$$fb$ $" target="/ f 4
.htnt' forums <di v><textarea name="fb"/>lhr Eintrag ins Forum </ df 7
<di v><i nput_type="_submit" val ue="FEi ntragen"/x/div> </ forndn&EATEHFaR"™ he
formin the upper exanple is confirmed via "Eintragen", the URL in the
action-Attribute is resolved to "sns: +4918756273?Forum entry= | hr Eintrag
ins Forum' (default value). The link indicates an SM5 to be send to
:+4918756ﬁg§3nw tifﬁZF\géum ent ré;%qgr dIIEiylnt r%g@iﬁ{lqsﬂgcg;urﬁ as nmes sage text. As
soon as t h@hSiBtenagovienmaise o dedidatadlink syriga(GH3 °3eWrd8tls t he page

"/ f or und t hdgir&e sanibY Blifgovgeapieaiie ik is adivafed \W\Ap The content provi ge? my use

comon lin%ssﬁg\é@.ﬁfrgnsﬁﬁs%%) to indicate that a spe cific HTM. page shall be
n@et Nﬁ/lgs f

retr i eved lidihe J&&ed’gﬁg%epﬁ&géégglpfepgﬂg, HBwssREnds | | mai nly use
this feat UerHoPnobi defi6d mBBIBA RdiAIZLH askFarhdiRbes donomafoanseentput (3.5.7.5).
4.3.2.1 HTER JRequest Any URL send wth a HTTP- Request has to be

URL e“COde%L-Bﬁ%s%rAL@t FASEe dehis ElTRalstAls SR Sucassymey reference in an
<a>- El enmenty,,Hhisdoh QVeSlsmikitiPiaiurs ngswiitig rdliilat patus, BoBrovbe | i nk as HTTP GET
Request . shall not accept any user input but display the activity indicator instead (3.4.1.3).

As the mobile device does necessarily implement a timeout for sending SMS, BL-

Browser does not heed to track the timeout itself.

Once the device returns an error, BL-Browser shall display an error message and
stay on the current page.

4.3.1.2 SMS Foliow-up Page

Once the device indicates successful SMS transmission, BL-Browser requests and
displays the follow-up page, coded by the “target”-Attribute of the <a>-or <form>-
Tag (3.5.5.1). If no target is specified, BL-Browser displays a message that the
SMS was sent successfully and stays on the cuirent page.

Example:

<form action=“sms:+4918756273?Forum entry=$5fb$s™
target="/forum/thanks.htm" forum>
<div><textarea name=“fb“/>Ihr Eintrag ins Forum </div>
<div><input type="submit"“ value=“Eintragen™/></div>
</form>

As soon as the form in the upper example is confirmed via “Eintragen”, the
URL in the action-Attribute is resolved to “sms:+4918756273?Forum en-
try=Ihr Eintrag ins Forum” (default value). The link indicates an SMS to be
send to +4918756273 with “Forum entry=Ihr Eintrag ins Forum” as mes-
sage text. As soon as the SMS was sent successfully, the browser requests
the page “/forum/thanks.htm” and displays it.

4.3.2 WAP

The content provider may use common link syntax (3.5.5) to indicate that a spe-
cific HTML page shall be retrieved via WAP, using the HTTP protocol. The provider
will mainly use this feature to collect personalized user data from form input
(8.5.7.5).

4.,3,2.1 HTTP Request
Any URL send with a HTTP-Request has to be URL-encoded. [4].

In case of the HTTP-Link occurs as hyper reference in an <a>-Element, BL-Browser
simply sends the URL part of the link as HTTP GET Request.

In case of the HTTP-Link occurs as action to complete a form, the content provider
may choose either method “GET” or “POST” to send the data, indicated by the
“method”-Attribute of the <form>-Element. If the method-Attribute is missing, POST
shall be the default value.
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In case of the HITP-Link occurs as action to conplete a form the content
provi der may choose either nmethod "CGET" or "POST" to send the data,

I ndi cat edwbyotdmasddget hod" - Attri bute of the <forne-El enerCI/HPROSIOE0961

met hod-Attribute is mssing, POST shall be the default val ue. CONRDEI MTAL
Astra Platform Services QrbH An SES Astyga Conpany Tel +49 (0) 9.
0 00 4-55 Fax +49 (0) 89 18 96 36 02 E-Muil: Info@ps. de
ASTRA Conpany In case of method "GET", the action URL shall
with the fromdata (url encoded). In case of nethod "POST" mﬁ@ﬁﬁmﬁrﬁqﬂmna
(if any) is transmtted in the body of the HTTP Request. Exarrpl e: <form act
on="http: //vwvw aps .tv/ feedback ht m' met hod="GET" > <di vxi nput

naitie=" na e="text" val ue— i v> <di v><t ext area

name="f eedb g Pﬁd" g /’ ]Z%% : P'l‘ﬁ‘?qx e ity ﬁlﬁmﬂ“ﬁfgﬁﬁle subni ssi on of

the form\/\% oﬁ) qj,% ﬁemo ° 10H™ fai 1A IR

“http://ww.aps.tv/ ee ack ht rrPnarre Me- &f eeback=Sehr+gut" as |l ong as the
user did not é—% the formdefault val ues. Attention: In case the

provi der uses Yami ik es & tond "w tahs rret fredbat GETH, nBihoBr'e@ser shoul d not
apply formdata isglf, k0 Lhe LRL-The.proyiden syl bep/drséponm ble to do

so. Consequentl/y <dishetaebic@nsdnalcetdbatihre>Raxtcuexanpl e woul d be resol ved
</form>

In the upper example, submission of the form would result in an URL to be
called that is “http://www.aps.tv/feedback.htim?name=Me-
&feeback=Sehr+gut” as long as the user did hot change the form default val-
ues.

Attention:

In case the provider uses variables along with method “GET”, BL-Browser
should not apply form data itself to the URL. The provider is then responsible
to do s0. Consequently, the action-Link in the next example would be resolved
to “http://www.aps.tv/feedback.htm?name=Me”, omitting the feedback
value.

<form action="“http://www.aps.tv/feedback.htm?name=$$names$$™

method=“"GET">
<div><input name=“name“ type=“text™ value=“Me%/></div>
<div><textarea name=“feedback“/>Sehr Gut</div>

</form>

4.3.2.2 HTTP Response

The content provider has to assure that the content requested from outside the BL
platform via HTTP is a HTML page that complies with the BL coding standard. All
other data may be omitted by BL-Browser. The browser shall evaluate the
MIME/Type of the HTTP-Response which must be “text/html”,

The returned HTML-Page is never encrypted and furthermore does not carry any
preamble byte (compare to 3.3).

4.3.2.3 WAP Communication

As soon as the user requests a HTTP-Link, BL-Browser shall open the default data
channel (e.g. GPRS). The mobile device or the browser itself must ask the user's
confirmation to open the channel.

While the data channel is open, BL-Browser or the mobile itself must indicate the
connection visually. BL-Browser may close the connection as soon as the re-
quested data was reftrieved successfully or an error occurred.

As soon as the channel is open, BL-Browser sends the HTTP-Request. While wait-
ing for the response, the browser shall neither react to any user input nor elapsing
Refresh- or Lockup timers. The activity indicator is displayed meanwhile (3.4.1.3).

The HTTP Get Request can be handled similar to the native BL GetCommand
(4.2.9), but with a longer timeout {.e.g. 10 Seconds) applied.

As soon as the HTTP Response is received, the HTML-page is extracted and the
parset is activated to process the page (3.6.1). If an error occurs or the response
times out, an error message is displayed (similar to “DATA_NOT_AVAILABLE").

CONFIDENTAL

Astra Platform Services GmbH
An SES Astra Company

Tel +49 (0) 89 18 96 30 00
4-58 Fax +49 (0) 80 18 96 36 02
E-Mall: Info@aps.de

www.aps.de




to "http://ww. aps. tv/feedback. ht nPnane=Me", omtting the feedback val ue.
<fo tmaction="http: //ww. aps .tv/ feedback. htn? nane=$$nane$$ v'

met hod=" GE®L2006/046436><i nput name= nane" type="text" val uecTMP240s/00i961

<di v><t ext ar ea nane="f eedback"/>Sehr GQut</div> </forms 4.3.2.2 HITP
Response The content provider has to asgure that the content &
outside the BL platformvia HITP is a M. page that conplie
coding standard. All other data may be onitted by BL-Browsers TN )

shall evaluate the M MVE/ Type of the HITP- Response which rrustAnb@ASTRACompany
"text/htm". The returned HTM.- Page i s never encrypted and furthernore does
not carry any preanble byte (conpare to 3.3). 4.3.2.3 WAP Conmuni cati on As
soon as the user requests a HITP-Link, BL-Browser shall open the default
dat a channet-3-24. WAP Gpre) er itself nust ask

1S ie (%J n Cg
he s zg%%gggggm%%%ﬁ? AR e

visual ly. r OWs ose the connectlon on as the re quested
data was réWFF%’@ ? dé?? ?W f%@on as the
channel i KR B bl i e R T AR 0Ty e
response, omser Shal'l neither react to any user |nput nor el apsi ng
Ref resh- or Lookup tinmers. The activity indicator is displayed neanwhile
(3.4.1.3). The HTTP Get Request can be handled simlar to the native BL
Get Command (4.2.9), but. with a longer tineout (.e.g. 10 Seconds) appli ed.

As soon as the HTfP Response is received, the HTM.-page is extracted and
t he
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parser is activated to process the page (3.6.1). If an error occurs or the
response times out, an error nessage is displayed (simlar to

DATA NOWOMMGABIE") . CONFI DENTS. Astra Pl atform Servi @ee3/BR2iSI0A096ES Astra
Conpany Tel +49 (0)89 1 8 9 6 3 0 OO 4-56 Fax +49 (O 8 18 9 6 3 6 0 2
E-Mail: Inro@ps.de www. aps. deAn SES AGTRA Conpany 4.3.2.4 W at @
HTML Page that is retrieved via WAP does not belong to any
fore, these pages are never added to the browser's hi story,”
i ndi cated by processing instruction (3.2.4). Furthernore, t%@%e“ﬁ%@@%”%We
never refreshed, even when indicated by processing instruction (3.2.2.2).
Whil e a WAP-Page is displayed, the BL-Browser shall always send Sync
Commands to the BL-Server when the Refresh Timer el apses. CONHDENTAL Astra
Pl at f orm Sgy 5§ESAstra Cbnpany Te) +49 (0) 89 18 Bb 30 00 4-57

Fax +49 (0 Xg 18 96 6 02 E-Ma A N SES ASTRA
Conpany @gﬁi‘;ﬁt Vil “27?%@ egs §?§ Cus?geaq E%E%Zx al have al ready
ur
10

e
been d {scuss P ot ot ot ype. of
rowser, ns I's menti oned here to encourage sensibility

for the reqU|red features throughout t he design of

5.1 Persistence

Persistence will be introduced to store pages including embedded images on the
handheld device for offline reading.

The BL-Browser will support additional processing instructions (3.5. 4) that allow
the content provider to enable additional page commands (3.5.6) like “save” and
“load”, e.g. in scope of a hewspaper’s portal. The consumer may use this com-
mands to handle Iocally stored BL-Content.

_ Instrg,cfglgn Values

save action| Optlon determines how the indicated Page Com-

mand can be accessed via function keys
load action|option (3.4.2.2) by the user

Table 5.1-1 Processing instructions for persistence

Cbm“r'nén’d Processmg

save Stores the displayed page persnstently

load Recovers a persisting page
Table 5.1-2 Page Command for persistence

As persistence of BL-Content has an impact on the local file system respectively
the available flash size and shall be implemented as soon as target devices sup-
port it.

5.2 Embedded Forms

In future versions, the BL-Browser shall implement form controls itself to support
fully styled forms so no dedicated form mode is needed any longer.

The content provider may then embed form elements anywhere in HTML-content
markup, given that syntactical rules of XHTML for forms are respected.

5.3 Localisation

In future, the application shall carry different localisations within a single version.
The language is then either determined from the mobile device settings or se-
lected by the user.

5.4 Version Control File

Not relevant for prototype of BL-Browser, but to be implemented In first release of
the application:
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application core conponents. 5.1 Persistence Persistence wll be introduced
to store pages including enbedded i nages on the handhel d device for offline
readi ng. wbeoilo4Br3ewser wi || support additional processiPOl/EPRESHOL®EI ONS
(3.5.4) that allow the content provider to enabl e additional page comands
(3.5.6) like "save" and "load", e.g. ifn,scope of a newspaper'
consuner may use this comnmands to handle locally stored BL-@
- age Comman or persistence As persistence of BL-Content has®an™ '
the local file systemrespectively the available flash size MBEtﬁsh’a‘ldlon{Bth
i npl enented as soon as target devices sup port it. 5.2 Enbedded Forns In
future versions, the BL- Browser shall inplenment formcontrols itself to
support fuIIy st ed forns so no dedi cat ed forntnode i s needed any | onger.

The content % a?%’ g gﬁﬁf@ﬂéﬁﬁgﬁ%‘ #Hepe in HTM.- cont ent
mar kup, i éﬁgﬁlﬁ%e mgﬁ?ﬁﬂtdm: f%%e respected. 5.3
Locallsat qgmon Emhﬁmeﬁnm &ﬂg@ %? erent |ocalisations

wi thin a single version. | anguage 1s t en elther deternlned fromthe
nobi | e devi 2 4Sek % erlge !ected by the user. 5.4 Version Control File
Not relevaff For O BL- Browser, but to be i npl enented in first

rel ease of Wﬂ?%ﬁ% §?¥8ﬁmeéﬁhﬂﬁﬁﬁﬁ¥AL Astra Pl atform Servl oas QrbH An SES

Astra Conpalr%rsmnctmtml =}

v (M

Plutmlf l.r‘mmn Cc«ntml F e

diagram
. Yersion :

TR DA ST A Rt

attributes | Name Type Use Default Fixed
number  xs:integer requited Version number
updCtrl  xs:string  required There are two valid values:

“UPD_RECOMMD®

if BL-Browser version matches version
specified by number an update is recom-
mended

“UPD_REQUIRED”

if BL-Browser version matches version
specified by number an update is re-
quired

BiVersion.xml holds a history of alt BL-Browser Versions ever deployed. The list of
version tags is in descending order. The BL-Browser application has to find the
right version humber matching its own one and then it has to evaluate the updCtrl
parameter.

*  UPD_RECOMMD
User has to be informed that it is recommended to update the BL-Browser
application. If User denies that offer BL-Browser shall continue. Otherwise
user shall be advised to quit BlL-Browser in order fo start an application
download.

= UPD_REQUIRED
User has to be informed that it is required to update the BL-Browser appli-
cation. If User denies that offer BL-Browser should quit.

Note: The full extent of the version control file is not yet fixed completely and must
be discussed again.

5.5 Enhanced Usability

Enhanced usability is to be evaluated as soon as the prototype of BL-Browser is
available:

5.5.1 Scrolling

The browser shall implement smooth scrolling for ail pages
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Tel +49 (0) 8 9 18 96 3 0 0 0 5-58 Fax 14 9 (0) 8 91896 3602C Mil
nfo b aps de ww apsdeAn SES ASTRA Conpany Once the BL-Browser has

pr ocessedwoheocadsdsent i cati on successfully, it has to acPpquiEPeoosherdsDNt ent
(4.2.9) for a file nanmed "/BlVersion.xm". This file contains in formation,
whet her BL- Browser application versiongs up to date and in ¢
version msmatch if an update is recomrended or even requir ez,

Bl Versi on. xm Bl Version.xm is based on the XML file format # BI\ '
holds a history of all BL-Browser Versions ever depl oyed. Thesﬁslr‘-\é"fRAGTompany
version tags is in descending order. The BL-Browser application has to find
the right version nunber matching its own one and then it has to eval uate
the updCtrl_parameter. UPD RECOMWD User has to be informed that it is

r ecomrended gg UPREQIMAIRIRBANSE. Br owser application. If User denies that offer
BL- Br owser V%*Hapq‘fo'@%ﬁnmqwriﬂéﬂbp&%lﬂ%\ﬂfg@y%3116 CE’T‘ﬁﬁ'F’Y d‘ﬁ@)’%mgsé@”to qui t

BL- Br owser b?ﬁ””bf“ﬁ' %‘ éﬁg REQUI RED User has
to be mfor?@@'o ;f ?n t{o fsgw ﬁ 'V?('é E appli cation.
I f User dem e full extent of
t he version co and nust be discussed

again. 5. SV\% ?\?%&FZW%‘ﬁmgfﬁéﬁ?t %gﬂ‘gde%%raeval uated as soon

as the pr ttlQate)é@\% YPhStedS

5.5.3 Pre-emptive Content Maintenance

The browser shall send pre-emptiv GetRequests for all BL-Links in the currently
displayed page. The retrieved pages are decrypted and processed in background
in order to speed up the display of the page as soon as the user selects one of
links.

The pre-emption could include maintenance of the first page in history.
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5.5.1 Scrolling The browser shall inplenment snooth scrolling for all pages
CONFI DEN FAL Aatra Platform Services GrbH An SES Astra Conpany Tel +49 (O
8 9 1 8 9w6 280d48X365- 59 Fax +49 (0) 89 13 96 36 02 E- MaipCT/EPRé0SBHPS1 de

wwwv. aps. deAn SES ASTRA Conpany 5.5.2 Page Mi ntenance Wil e parsing a new
HTM.- page to be displayed, the currentlig3di spl ayed page shall be fully

mai ntai ned so that the user is still able to interact with this page. The
in teraction includes navigation of the focus as well as scrolling and
activating links of the page. The described interaction is also desired for
silent activities |like load ing of mssing resources or update of refreshed
i mges. When the user activates a |link while a new page is prepared, the
page in prepara tion is abandoned, al {42y retrieved resources for this
page nmay be purged and the activated link is executed instead. 5.5.3
Pre-enptive Content M ntenance The browser shall send pre-enptiv

Get Requests fdr all mBihodLlmemnsmltmtmdmtorzemmbliﬂ dits proggeehgpagd2007hider et ri eved

pages are decrypted _and processe Jos ba round in order to speed up the
di spl ay of the pa§&®® Cg%Bng% F% Wﬁﬁs 8l ects one of |inks. The
pre-enption could include maintenance of the first page in history.

CONRDENTAL Astra Platform o8 Vdata w1tlQTJ81g1taAf auEQ[A 10 and 1[ f’iele%%afg%ption de-

a.  receiving the
vice (100), wherein the data are included in a transport stream of digi-

tal audio and / or television signals;

10 b.  extracting the data from the transport stream of digital andio and / or

television signals; and

c.  sending electromagnetic signals by the digital audio and / or television
reception device (100) to transmit the extracted data from the digital
15 audio and / or television reception device (100) to the mobile data

processing unit (200), characterized in that

d.  the extracted data are transmitted from the digital audio and / or tele-
vision reception device (100) to the mobile data processing unit (200)
20 in response to periodical requests from the mobile data processing unit

(200) to the digital audio and / or television reception device (100).

2. Method according to claim 1, wherein the periodical requests from the mo-
25 bile data processing unit serve to synchronize a least a part of the data in the
mobile data processing unit (200) with a set of new data stored in the digital

audio and / or television reception device (100).

3. Method according to claim 2, wherein the periodic requests are executed

30 automatically.



Tel +49 (O 8 9 18 9 6 30 0 O 5_50 Fax+49 (0) 89 18 96 36 02 E-Mil:

i nfof fl aps. de ww. aps. deC ahns 1. A nethod for transmtting data to a

nobi | e dawe 2pssoaesssi ng unit (200), the method conpri si ngCrhp26osioleydi ng
steps: a. receiving the data with a digital audio and / or television
reception de vice (100), wherein the daé4 are included in a transport
streamof digi tal audio and / or television signals; b. extracting the
data fromthe transport streamof digital audio and / or television
signals; and c. sending el ectromagnetic signals by the digital audio and /
or television reception device (100) to transmt the extracted data from
the digital audio and / or television reception d?.vi ce (120% to the nobile
data processi Ag uMethof20@)ding teatleiens @rar Bewhetpinthiyeiigsh Pigval RV BY data are

transmtted fromthe digi L Oahgha/ or tele vision reception device
(100) to the nobi Peemgatagle %gtggég? ncg uéni:it (200) in response to periodical

requests fromthe nobile data processing unit (200) to the digital audio

and / or televyisi recepti.on. deyvi ). 1008 AGRQK Gl:H9ati®@ claim 1,
wherein the péri og&&ﬂ% 3?5%@8%&%“?%“3% E";}gl@lrrio %ngwgata pr oCcess| ngaulnit serve
to synchropi ze a heagiital fan theafigitdheudatal Ior ttlhesion bédeptiaadesicp B¥essi ng

unit (200) with a set of new data stored R th He]l j [ or
tel evi si on recept F%%ed‘&bﬂléél\é\%ﬁ%e.sm?ﬁ ui {Zigg)d péec%rgélgit%%k}%eg%;@%ﬂ wher ei n

the periodic requaghSoray@heneatéed automatical ly. 4. Method according to
claims 2 or 3, wherein the refresh interval between the periodical requests
can be changed. 5. Method according to claim4, wherein the value for the

refresh interval ifihod according to any of the preceding claims, wherein the mobile data
10 processing unit (200) can in response to a user input asynchronously issue
manual requests for data to be transmitted from the digital audio and / or

television reception device (100).

7. The method of any of the preceding claims, wherein the content of the
15 transport stream of digital audio and / or television signals and the content

of the included data are related.

8.  Moethod according to claim 7, wherein the transport stream comprises digital
audio and / or television signals for a plurality of channels and wherein the

20 data extracted from the transport stream and transmitted to the mobile data
processing unit (200) depend on the channel to which the digital audio and /

or television reception device (100) is tuned.

9.  The method of claim 8 wherein the extracted data for a first channel to
25 which the digital audio and / or television reception device (1 00) is tuned

are stored in a2 memory of the digital audio and / or television reception de-

vice (100).

10. The method of claim 9, wherein the data stored in the memory are purged,

30 in case of a change from the first channel to a second channel, unless the ex-



transmtted fromthe digital audio and / or television reception device
(100) to the nobile data processing unit (200), preferably together with

t he new dabaodeanssygnchr oni zati on. 6. Met hod accordi ng t @eCamp2a@s/ otdyel

precedi ng cl ains, wherein the nobile data processing unit (200) can in
response to a user input asynchronouslyl5ssue manual requests for data to
be transmtted fromthe digital audio and / or television reception device
(100). 7. The nethod of any of the preceding clains, wherein the content of
the transport streamof digital audio and / or television signals and the
content of the included data are related. 8. Method according to claim7,
wherein the transport stream conprises digital audio and / or television
signals for a pl urtcief fa@gfontha A chanmsbtoiiteiFaspiticd do et mokiletdatectreet from t he
transport stream andyd £AN6H0)tEHe tond R&MPLd Endatanddr ocessing unit (200)
depend on the channel " to whi'ch the digital audio and / or television
reception device (100) is tinmed. 9. The nethod of claim8 wherein the
extracted dat a;f or i{ St ngl W C i.gital audio and / or
television r eglelpt iTg% I%éetwdcoefc(?%ﬁ’o% \?jﬁse??med&éé %ggetg olgeﬂrcliﬂ PR BROR  of the
digital audi o and tdingtintcedee¥ b shamge freme fistcldena icesecd@chandk). The net hod
of claim9, wherein the data stored in the nenory are purged, in case of a
change fromthe first channel to a second channel, unless the extracted
data for the first channel to be transmitted to the nobile data proc essing
unit (200) are, the sa% ag for .the second ggaa%el. 11, The nmethod of claim
9, wherein the2dat hmEtge aftrTmitHRE Artadt § moPue A REospseg v (0eoBF a change
fromthe first ch%ﬁgiggt}{eqomwﬁﬁgggﬁ;channel . 12. A nethod of transmtting
data to a nobile data processing unit (200), comprising the follow ng
steps: a .Yincluding the data to be transmtted into a transport stream of

di gi tal a.  including the data to be transmitted into a transport stream of digital

audio and / or television signals to be broadcasted;

b.  broadcasting the transport stream of digital audio and / or television
15 signals with the included data in a digital format adapted for a digital
audio and / or television reception device (100) to receive the digital
audio and / or television signals, to extract the included data and to
transmit them to the mobile data processing unit (200), charavcterized
in that
20
c.  theincluded data are adapted to be transmitted in response to periodi-
cal requests from the mobile data processing unit (200) to the digital

audio and / or television reception device (100).

25 13. Method according to claim 12, wherein the included data cause a change of
the refresh interval between the periodical requests of the mobile data proc-

essing unit (200).

14, The method of claim 12 or 13, wherein the method steps a. and / or b. are

30 performed in response to a provider of the data receiving a signal from the



audio and / or television signals to be broadcasted; b . broadcasting the
transport streamof digital audio and / or television signals with the

i ncl uded wataodmsssedi gital format adapted for a digital pamdiPeotandoost or

tel evision reception device ( 100) to receive the digital audio and / or
television signals, to extract the inciided data and to transmt themto
the nobil e data processing unit (200), characterized in that c. the

i ncluded data are adapted to be transmtted in response to periodi cal
requests fromthe nobile data processing unit (200) to the digital audio
and / or television reception device (100). 13. Method according to claim
12, wherein the included data cause a change of the refresh interval

bet ween t he peri odligial aydeqemsbt o tefevision reasbiidredalated | YD ood éos itheguolrilet  ( 200) .
14. The nethod_ofcﬁﬁﬁﬁgkég q&ﬁ%ixgmherein the nethod steps a. and / or b.
are perfornmed in response o a provi der of the data receiving a signal from
thedigilal audio and / or television reception device (100) and / or the

nobi | e data prQcessin nit (200). 1 nmet hod, accor.dij,n 0. an f the
om0 o B RE e o it iy PR P Dads aeaiit it Tottp Hitdll 1S
10s. 16. Asdi git alhagutthghablld <ar <t¥kevi si on recepti on devi ce (100)

conprising: a. a first reception unit (5) receiving a transport stream of
digital audio and / or television signals for display on a tel evision and/

or radio sys t@m (A@z2kal atlie aﬁdﬁd}ﬁ&@ﬁ&ioﬁeﬁsg@ﬁh‘a@w@é Qb@)aéonﬁﬁgihgz_ and / or
television sig nals including additional data; b . an extraction unit (6)
extracting the additional data fromthe transport stream of digital

signals; ¢ . a transm $5iQ0ebiftint ukéds) [ERRKE § hhliGod BeaEXf AGkgd,@gdi ti onal
data to an external nobile dg?g pra%%ssing uni t ?50 ?lc%argbteylzed in
that the 10 and / or television signals for display on a television and/ or radio sys-

tem (102), the transport stream of digital audio and / or television sig-

nals including additional data,

b.  an extraction unit (6) extracting the additional data from the transport

15 stream of digital signals;

c.  atransmission unit (4) transmitting the extracted additional data to an
external mobile data processing unit (200), characterized in that the
digital audio and / or television reception device further comprises:

20

d.  a second receiving unit adapted to receive periodic requests from the

mobile data processing unit (200) to initiate the transmission of the

extracted additional data.

25 17. Digital audio and / or television reception device (100) according to claim
16, further comprising a memory adapted to synchronize the data in the mo-
bile data processing unit (200) with new data in response to the periodical

requests from the mobile data processing unit (200).

30 18. Digital audio and / or television reception device (100) according to claim

17, further adapted to change the refresh interval between the periodical re-



digital audio and / or television reception device further conprises: d. a
second receiving unit adapted to receive periodic requests fromthe nobile
dat a procwexnmp4tusst (200) to initiate the transm ssi onprofi/APR@sexivsact ed
additional data. 17. Digital audio and / or television reception device
(100) according to claim 16, further cehffi sing a nmenory adapted to
synchroni ze the data in the no bile data processing unit (200) with new
data in response to the periodical requests fromthe nobile data processing
unit (200). 18. Digital audio and / or television reception device (100)
according to claim17, further adapted to change the refresh interval

bet ween t he perlodlcal requests, preferably together with transmtting the
new data for syncHiusws.zsefeiably. togather iithi tramsmiiintl G any dataofor swickongion
reception device (Q0) according to any of the clains 16 - 18, wherein the
transport stream conprises digital audio and / or television signals for a
plurality of channels and wherein the extracted data mhich are to be

transmtted to;dh i cessin 0 flrst channel to
whi ch the digi %é Ei'% 5itaoauglﬁ ;9‘8«%}) A S ?eé’ﬁ é%‘é%e qu%‘?? a&&?f gt 0yt i s
tuned, are stored thmlalmmmny@, whmb]heh@lir@spc&t stidi @mpFices/digfal helieMidsi on
recepti on device ( 8@ .20, E’ﬁﬁ%%'l? % égng / or eIeV|S|on receptlon
devi ce (100) accor Cigory pigh B F@mﬁﬁ¥@ée¥%%i

stored in the nmemag whith ﬁasﬁb@ﬁrm@mﬁ&aﬁ@ﬁmﬁﬁ%ab}ﬁ Pdc%ssstngqﬂwt@&i) f&o a
second channel, unless the extracted data for the Plrst channel "to be

transmitted to thé fsfshreneliorrhiph be digiahgdip and(/ 20Bjevisian reprptismidwiess for the
second channel . 2%0iOhhd 2RUQ 1ﬁrleném<9§r of @ik @itsl RBio HAGBE fe%gm gvi ce

(100) according to claim 19, further adapted to naintain the ta stored in
the menoryl0in ca§@x@W0&ﬂQﬂﬁaﬁdﬁDfron1the flrst channel to a second channel .
22. A nobile data processing unit (200) conprising:

20. Digital audio and / or television reception device (100) according to claim

19, further adapted to purge the data stored in the memory, in case of a

change from the first channel to a second channel, unless the extracted data

15 for the first channel to be transmitted to the mobile data processing unit

(200) are the same as for the second channel.

21.  Digital audio and / or television reception device (100) according to claim
19, further adapted to maintain the data stored in the memory, in case of a

20 change from the first channel to a second channel.

22. A mobile data processing unit (200) comprising;

25 a.  a first transceiver unit (15) for communication with a mobile tele-

phone network;

b.  a second transceiver unit (9) for communicating with a digital audio
and / or television reception device (100);

30



a. afirst transceiver unit (15) for comrunication with a nobile tele phone
network; b. a second transceiver unit (9) for conmmunicating with a digital
audi o andwo 2006/a48436Vvi si on reception device ( 100);c. corCraP208AN®6M t h
instructions for the second transceiver (9) to peri odically transmt a
request to the digital audio and / or téb%vision re ception device (100),
which initiates the transm ssion of additional data, which are received by
the digital audio and / or television recep tion device (100) together with
digital audio and / or television sig nals, to the second transceiver (9)
of the nobile data processing unit (200). 23. Mbile data processing unit
(200) according to claim?22, wherein the p eri odical requests fromthe
mobi | e data proces%i ngomrﬁltme@@% vih ﬁ@%@mﬁf@ﬁh@z@wﬁtbtram@vqr )t the@errobi | e

data processing unit % Qll}pﬁ%\‘fgg% & 493'{ %gglerlhél%ga&&cg ané ?or dls%oﬂ.}a}?d( /208;

tel evision reception device ta process ng
according to clain123Cqﬁwnuhamedmabteduhanﬁe&sﬁhehamnmhm&x6makmhﬁarefresh

i nterval between subs erlodlc rab transmtted
fromthe digital audlggghﬁﬁl 8y Tter ﬁ?ﬁ%% gﬁ@gh ifﬂk@# °?i%ﬁ§ as part

of the synchronlzat|omOdakaceEHM)h@ﬁﬂkﬁmﬂh&ﬁgﬁﬂ@@ﬂ&%ﬁ@@otkd&ﬁm&ﬂﬁ&D
according to claim23 of

|n the ¢ nmeans conpri ses
instructions to asyncﬁ? 83@??”? H@maﬂﬂ?ﬁngéﬁePE$86€§P§“¥B$UﬁMW¥%er dat a
in response to a user (20oput. 26. Mbile data processing unit (200)
according to claimany of the clains 22 - 25, wherein the control neans
further conprise instructions for the first transceiver unit (15) to
transmt a request for the additional data to a pro vider of the digital

audio and / or_television signals.
10 23. Mobile data processing unit (200) according to claim 22, wherein the peri-

odical requests from the mobile data processing unit serve to synchronize
the data in the-mobile data processing unit with new data stored in the digi-

tal audio and / or television reception device (100).

15 24. Mobile data processing unit (200) according to claim 23, further adapted to
receive a value for the refresh interval between subsequent periodical re-
quest, preferably transmitted from the digital audio and / or television recep-

tion device (100) as part of the synchronization data.

20 25. Mobile data processing unit (200) according to claim 23 or 24, wherein the
conirol means comprises instructions to asynchronously issue additional re-

quests for further data in response to a user input.

26. Mobile data processing unit (200) according to claim any of the claims 22 -
25 25, wherein the control means further comprise instructions for the first
transceiver unit (15) to transmit a request for the additional data to a pro-

vider of the digital audio and / or television signals.



