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ABSTRACT OF THE DISCLOSURE 

 Methods and systems for managing cryptographic keys in on-premises and cloud 

computing environments and performing multi-party cryptography are disclosed.  A 

cryptographic key can be retrieved from a hardware security module by a key 

management computer.  The key management computer can generate key shares from 

the cryptographic key, and securely distribute the key shares to computer nodes or key 

share databases.  The computer nodes can use the key shares in order to perform 

secure multi-party cryptography. 
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