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rel ates to apparatus for processing packets of program conponent data from
a packet video signal and nore particularly to circuitry for detecting
packet payl oads to which a subscriber has conditional access for

entitl ement information. 1 0 It is known from for exanple,
United States Patent No. 5,168,356 and United States Patent No. 5,289, 276,

that it is advant ag@@h@MONMDﬁG@ES&HﬁF@RMAMN&QRRWMENDaCket s,
W th respective packets affordi ng a neasure of error protection/correction.
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processors 1 048! hffie Qﬁld’dldﬂﬁ &sga?ém fle&eteeﬁngegm&g payloaggr & for

further proces ondj,t1 oh the vj, conpone r'epr oducti on.
It is known, iHFrﬁfBr subscrihez hgs e E?}I'E"Bﬁk BeRt QU DE TO

SATELLI TE TV ThEﬁRfaﬁUl PRACTI CE, Swi ft TeI evi si on PubI i cations,
F:atcte;I : g'ﬂgaﬁr Ibgklzgdel i m %g gmt f?‘gﬂéu ar s‘ﬁé@ﬂ’fl ‘r g&lbéﬁge?‘r’mﬁ%nlg*ogﬂgl
signal . The P»H§8.35660%rd rﬂylt% jates Patent New 5i289,276.t Hhatpitoisdcast er by
advantageous to transmit compressed video signal in packets, '
with respective packets affording a measure of error
protectionfcorrection. The systems in the foregoing patents
15 transmit and process a single television program, albeit with a
plurality of program components, from respective transmission
channels. These systems utilize inverse transport processors to
extract the video signal component of respective programs for
further processing to condition the video component for
20 reproduction.
It is known, from for example, THE SATELLITE BOOK,
A COMPLETE GUIDE TO SATELLITE TV THEORY AND PRACTICE,
Swift Television Publications, 17 Pittsfield, Cricklade, Wilts,
England, that transmitted television signal reception can be
25 limited to particular sobscribers by scrambling the signal. The
limitations may be altered at the will of the broadcaster by
periodically transmitting different entitlement data. The
entitlement data is processed by smart cards located in respective
receivers to generate decryption or descrambling keys, for use by
30 decryption or descrambling devices in only those receivers
" entitled to reproduce the associated program material. In a
packet video system of the aforementioned type, entitlement data
may be included in specific packets which are recognizable as
containing such data for easy access by smart card circuitry.
35 A large area broadcast system, such as a direct
broadcast satellite system targeted for North America, will have
very large numbers of subscribers. This number will be so large




peri odi ¥ 29%60ansnitting different entitlement data. RFEVEHIMPenent data
I s processed by smart cards located in respective receivers to generate
decryption or descranbling keys, for use by 3 0 decryption or descranbling
devices in only those receivers entitled to reproduce the associ at ed
program material. 1In a packet video systemof the aforenentioned type,
*entitlement data may be included in specific packets which are recogni zabl e
as containing such data for easy access by smart card circuitry. 3 5
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before maky Mn&l@enﬁﬁﬁtes'ﬂéfoﬂeonbikiﬁb el dEEi%:&:PCta' biddk bEEItRE- lochl'e Present
| nventllé) n r?gﬁdesrﬁe rr;?rtesent mventPé)n prov1des a method and apparatus
whereby entitlement data is layered to provide denial of
entitlements to receive program material on short notice.
The present invention is a system/inethod for layered
entitlement data transmission/reception. A receiver embodiment |
15 includes a packet transport processor for selecting packets having
payloads containing a conditional access payload header and a |
remaining payload of entitlement data. Respective payload
headers include groups of bytes which are coded in a manner to
allow or disallow the respective receiver from processing the
20 entitlement data. A conditional access filter preprogrammed with
a subscriber specific conditional access codeword examines
respective byte groupings of the conditional access header for a
match with the subscriber specific conditional access codeword.
Only if a match occurs is the processor permitted to process the
25 entitlement data.
BRIEF DESCRIPTION OF THE DRAWINGS
The invention will be described with reference to the
drawings, wherein:
FIGURE 1 is a pictorial represematlon of a time
30 " division multiplexed packet television signal;
FIGURE 2 is a pictorial representation of respective
signal packets; :
FIGURE 3 is a block diagram of a receiver for selectmg
and processing packets of multiplexed component signals
35 embodying the present invention;
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FIGURE 8 is a pictorial representation showing
memory address formation for service channel data.

FIGURE 9 is a flow chart of operation of the memory

15 address control.

FIGURE 1 shows a packet signal stream consisting of a
string of boxes which represent signal packets that contain
components of a plurality of different television or interactive
television programs. These program components are assumed to

20 be formed of compressed data and as such the quantity of video
data for respective images is variable. The packets are of fixed
length. Packets with letters having like subscripts represent
components of a single program. For example, Vi, Aj, Di represent
video, audio and data packets and packets designated Vi, Aj, Dj,

25 represent video, audio and data components for program 1, and
V3, A31, A32, D3, represent video, audio 1, audio 2 and data
components of program 3. The data packets D; may contain e.g.
control data to initiate certain action within a receiver, or they
may include executable code forming an application to be

30 ' executed by e.g., a microprocessor located within or associated
with a receiver.

In the upper line of the string of packets the
respective components of a particular program are shown grouped
together. However there is no necessity of packets from the same

35 program being grouped as is indicated by the entire string of
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and proc¥@8¥3§6hackets of nultipl exed conponent signal sPETHSEMBHYi ng t he
present invention; 3 FIGURE 4 is a block diagram of a conditional access
filter/start code detector; 5 FIGURE 5 is a flow chart of the
conditional access filter operation; FIGURE 6 is a bl ock diagram of an
alternative conditional access filter; FIGURE 7 is a bl ock diagram of -

* exenplary nenory 10 nmanagenent circuifry which may be inplenented for
elenent 17 of FIGURE 3; FIGURE 8 is a pictorial representation show ng
nmenory addpackets.or Nari tn there aay \particulaanorderdfora theé-IsegiEnc® iof a fl ow chart

of operati giciitrendt® GeFREYective @d}gigﬁ?, ontrol. FIGURE 1 shows a packet
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packet @ that contain ReFHYE Jrackets are argngrd dor inglude a el evision or
i nteracti vprefal andsa paypoadgasrshowihés FIGURE2) cThe gitefiksofitkisassumed to

example includes two 8-bit bytes comprising five fields, four (P,
BB, CF, CS) of which are 1-bit fields, and one (SCID) of which is a
12-bit field. The SCID field is the signal component identifier.
.10 The field CF contains a flag to indicate whether the payload of the
packet is scrambled, and the field CS contains a flag which
indicates which of two alternative unscrambling keys is to be
utilized to unscramble scrambled packets. The prefix of every
packet is packet aligned, thus the location of the respective fields ‘
15 are easily identifiable. ' '
Within every payload is a header which contains a
continuity count, CC, modulo 16, and a TOGGLE flag bit which are
program component specific. The continuity count is simply a
successive numbering of sequential packets of the same program
20 component. The TOGGLE flag bit is a one bit signal which changes
logic level or toggles on the occurrence of a picture layer start
code in an MPEG compressed video component. :
FIGURE 3 illustrates in block form, a portion of a
digital television signal receiver including elements of an inverse
25 transport processor. Signal is detected by an antenna 10 and
applied to a tuner detector, 11, which extracts a particular
frequency band of received signals, and provides baseband
compressed signal in a binary format. The frequency band is
selected by the user through a microprocessor 19 by conventional
30 ' methods. Nominally broadcast digital signals will have been error
encoded using, for example, Reed-Solomon forward error
correcting (FEC) coding. The baseband signals will thus be applied
to a FEC decoder, 12. The FEC decoder 12 synchronizes the
received video and provides an error corrected stream of signal
35 packets of the type illustrated in FIGURE 1. The FEC 12 may
provide packets at regular intervals, or on demand, by for
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for respective images is variable. The packets are of fixed |length. Packets
with letters having |ike subscripts represent conponents of a single
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respective paasefub, anty packegedram ansinghe program should be passed to
10 the further circuit elements. In this example it is assumed that
the user has no knowledge of which packets to select. This
information is contained in a program guide, which in itself is a
program consisting of data which interrelates program signal
components through SCID's, and may include information relating
15 to, for example, subscriber entitlements. The program guide is a
listing for each program, of the SCID's for the audio, video, data
etc. components of respective programs. The program guide
(packets D4 in FIGURE 1) is assigned a fixed SCID. When power is
applied to the receiver, the microprocessor 19 is programmed to
20 load the SCID associated with the program guide into one of a
bank of similar programmable SCID registers 13. The SCID fields
of the prefix portion of respective detected packets of signal from
the FEC 12 are successively loaded in a further SCID register 14.
The programmable registers and the received SCID register are
25 coupled to respective input ports of a comparator circuit 15, and
the received SCID is compared with the program guide SCID. If
the SCID for a packet matches the program guide SCID, the
comparator 15 conditions a memory controller 17 to route that
packet to a predetermined location in the memory 18 for use by
30 ° the microprocessor. If the received SCID does not match the
program guide SCID, the corresponding packet is simply dumped.
The microprocessor waits for a programming
command from the user via an interface 20, which is shown as a
computer keyboard, but which may be a conventional remote
35 control, or receiver front panel switches. The user may request to
view a program provided on channel 4 (in the vernacular of
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I ncl udes two 8-bit bytes conprising five fields, four (P, BB, CF, CS) of
which are 1-bit fields, and one (SCID) of which is a 12-bit field. The SCID
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frequency haRdsicts respectively. The data is received at a relatively
constant rate, but the signal processors nominally require input
data in bursts (according to the respective types of decompression ‘
15 for example). The exemplary system of FIGURE 3, first routes the
respective packets to predetermined memory locations in the
common memory 18. Thereafter the respective processors 21-24
request the component packets from the memory 18. Routing the
components through the common memory provides a measure of
20 desired signal data rate buffering or throttling.

The audio, video and data packets are loaded into
respective predetermined memory locations to enable the signal
processors convenient buffered access to the component data. In
order that the payloads of respective component packets are

25 loaded in the appropnate memory areas, the respecuve SCID
comparators are associated with those memory areas. This
association may be hardwired in the memory controller 17, or the
association may be programmable. If the former, specific ones of
the programmable registers 13 will always be assigned the audio,

30 ‘video and data SCID's respectively. If the latter, the audio, video
and data SCID's may be loaded in any of the programmable
registers 13, and the appropriate association will be programmed
in the memory controller 17 when the respective SCID’s are
loaded in the programmable registers.

35 In the steady state, after the program SCID's have
been stored in the programmable registers 13, the SCID's of
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10 the signal payloads are scrambled and the packet headers are
passed by the decryptor unaltered. Whether or not a packet is to
be descrambled is determined by the CF flag in the packet prefix,
and how it is to be descrambled (one of two alternative
descrambling keys) is determined by the CS flag. If no SCID

15 match is had for a respective packet, the decryptor may simply be
disabled from passing any data.

The decryptor is programmed with decryption keys
provided by the smart card apparatus 31. The smart card is
responsive to entitlement information contained in particular

20 packets of the program guide to generate appropriate decryption
keys. The system of the present example incorporates two levels
of encryption or program access, entitlement control messages,
ECM's, and entitlement management messages, EMM's. Program
entitlement control and management information is regularly

25 transmitted in packets identifiable with specific SCID's included in
the packet stream comprising the program guide. The ECM
information contained in these packets is used by the smart card
to generaté the decryption keys used by the decryptor. The EMM
information included in these packets is used by the subscriber

30 specific smart card to determine program material to which the
subscriber is entitted. EMM entitlement information within these
packets may be made geographically specific, or group specific or
subscriber specific. For example, the present system will include
a modem (not shown) for communicating billing information from

35 the smart card to the program provider, e.g., the satellite
broadcaster. The smart card may be programmed with, for
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possible to program EMM's on a subscriber basis. A further layer

of coding may be instantly impressed on the entitlement
information by including a conditional . access code to ' ‘

15 permit/prohibit reception of the EMM and ECM data within
respective packets, and thereby allow substantially instant
permission/prohibition to certain programs.

Packet payloads containing the EMM and ECM

entitlement data include a payload header of 128 bits arranged in

20 specially coded 4 groups of 32 bits. Each of the groups is coded
with a conditional access code and each conditional access code
may be coded differently. Each subscriber is assigned a specific
conditional access code. A matched filter or E-code decoder 30, is
arranged to detect a subscriber specific bit pattern within the 128

25 bit header. If a match is detected the decoder communicates with
the memory controller 17 and the smart card 31 to make the
remainder of the entitlement payload available to the smart card
(via the memory 18). If a match is not detected, the payload is
not accepted by the specific receiver. The conditional access codes

30 may be periodically changed if the matched filter 30 is made
programmable. These codes may be periodically provided by the
smart card. For more specific details on smart card operation as
related to viewer entitlements the reader is invited to review
Section 25 of THE SATELLITE BOOK, A COMPLETE GUIDE TO

35 SATELLITE TV THEORY AND PRACTICE,.
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to inhibit the flow of video data to memory after video packet
losses, and to resume writing video payloads to memory only
after the next MPEG start code is detected by the decoder 30.
FIGURE 4 illustrates exemplary apparatus for detecting
15 packets which include conditional access information or MPEG
start codes (decoder 30 of FIGURE 3). Whether the decoder 30 is
conditioned to detect entitiement payloads or MPEG start codes is
a function of the SCID currently being received. In FIGURE 4, it is
assumed that data provided from the decryptor 16 is in 8-bit
20 bytes and packet aligned. That is, the first byte of an entitlement
payload or the first byte of an MPEG start code is aligned precisely
with a particular byte position, e.g., the beginning of a packet
payload, such that for detecting specific header or start
codewords, their position in the bit/byte stream is precisely
25 known. Data from the decryptor 16 is applied to an 8-bit register
250, which has an 8-bit parallel output port coupled to respective
first input connections of a comparator 254 which may be
configured of, for example, a bank of eight two-input exclusive
NOR (XNOR) circuits having respective output connections coupled
30 - to an AND gate and a latch. The latch may be a data latch
arranged to latch the results of the AND gate at each byte interval.
A 32-bit MPEG start code is stored as four bytes in an
8-bit register bank 265. Conditional access codes are stored as 8-
bit bytes in a bank of 16 B8-bit registers 257. Loading of the
35 register banks 251 and 265 is controlled by the microprocessor 19
and/or by the smart card. The start code registers 265 are
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payl oads of respective conponent packets are 25 |oaded in the appropriate -
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TEMOTY: 8" °%-Bit busses.) If the respective values exhibited at the respective -
output connections of the register 250 are correspondingly the
same as the output values exhibited by the respective output
connections of the multiplexer 249, a true signal is generated by ,
the comparator 254 circuit for the corresponding data byte. '
15 For start code detection, the multiplexer 266 is
scanned by the counter 258 to sequentially couple the four
different registers 265 to the comparator in synchronism with the
occurrence of the first four payload data bytes from the decryptor
16. Altematively, for conditional access code detection, the
20 multiplexer 257 is scanned by the counter 258 to sequentially
couple different ones of the registers 265 to the comparator
circuit 254,
The output of the comparator circuit is applied to an
accumulate and test circuit 255. The circuit 255 determines if any
25 of a predetermined number of byte matching conditions have
occurred, and if they have, it generates a write enable signal for
the entitlement data in the remaining portion of the particular
payload under examination. In the present system the
entitlement payload header contains 128 bits arranged in four 32-
30 " bit conditional access codes. The conditional access filters 30 of
different subscribers will be arranged to look for different
combinations of bytes of the 128 bits. For example one subscriber
apparatus may be arranged to match the first four bytes of the
conditional access codes. Another subscriber apparatus may be
35 arranged to match the second four bytes of the conditional access
codes and so forth. In either of these exemplary situations the
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alternative arrangement may incorporate only a single group of
four registers to hold the subscriber specific conditional access
code, and these registers may be repeatedly scanned, modulo four,
15 through the 128 bits of the entitiement payload header.

It is not practical to transmit each of the 232 possible
entitlement codes for every function, as this would undesirably
limit the system bandwidth for other services and would also
simply take too much time. This limitation may be somewhat

20 alleviated by arranging the conditional access code according to
some logical groupings, wherein the groupings are defined by
three bytes of respective four byte conditional access codes. In
this manner all subscribers in a group may be addressed by
conditioning respective receivers of the group to ignore one byte

25 of the four byte conditional access code. In this instance each four
byte access code will represent 256 subscribers. The filter
conditioning is effected by sending for example all zeroes in the
first four byte positions and arranging the conditional access filter
to detect this condition. If the condition is satisfied, the

30 -conditional access filter is electrically restructured to detect a
match of only three bytes of respective groups of four bytes.

A third variant is provided to permit all subscribers
conditional access. This is effected by coding the entitlement
payload header with all zeroes (or all ones). The conditional

35 access filter is therefore arranged to also inciude an all zero
detector (elements 261-263).
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specific. For exanple, the present systemw | include a nodem (not shown)
for communi cating b||||ng information from3 5 the smart card to the-

* program provider, e.g., the satellitd2roadcaster. The smart card may be
programed with, for 8 exanpl e, the area code and tel ephone exchange of
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10 259 synchronously with the arrival of incoming data bytes. If any
bit in any of the data bytes which occurs after the latch is reset is
a logic one, the latch 261 will exhibit a logic one at its Q-output
until the next reset pulse. The Q-output of latch 261 is coupled to
an inverter which exhibits a zero output level whenever the latch '
15 exhibits a one output level. Thus, if after the 128 bits (16 bytes)
of the header have been passed through register 250, the output
of the inverter is high, then the 128 bits are zero valued. The
latch is reset prior to the reception of each new payload.
Responsive to detection of a high output level from the inverter
20 after passage of the entitlement payload header, the circuitry 255
will generate a data write enable signal.
FIGURE 5 is a flow chart of the operation of the
conditional access filter 30. The process is started by the
detection of the associated SCID. Once the appropriate SCID has
25 been detected the payload is applied {300} to the filter 30. A
comparison {302} is made of the first four bytes of the header
with the subscriber specific conditional access code. If a match
occurs, an entitlement data write enable is generated {310}. If not
the first four bytes are examined {306} for all zeroes. If all zeroes
30 - are not detected, the second four bytes of the header are
compared {308} with the subscriber specific conditional access
code. If they match {312}, a write enable is generated {310}. If
not the third set of four bytes is compared {314} with the
subscriber specific conditional access code. If they match {316}, a
35 write enable is generated {310}. If not, the fourth set of four
bytes is compared {317} with the subscriber specific conditional
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At step {306} if the first four bytes are all zeroes,
three of the second four bytes of the header are compared [{354)

15 with the subscriber- specific conditional access code. In the
FIGURE 4 apparatus this may be accomplished by arranging the
element 255 to look for three matches for exclusive groups of four
bytes. If three of the four bytes match {326} a write enable is
generated {322} and if not, three of the third set of four header

20 bytes are compared {330} with the subscriber specific conditional
access code. If three of the four bytes match {332}, a write enable
is generated {322}, and if not ,three of the last four bytes are
compared {336} with the subscriber specific conditional access
code. If they match, a write enable is generated{322} and if not

25 the all zero condition is examined {320].

Note a further level of detection may be incorporated
similar to the steps {324-340} where only two of respective
groups of four bytes are matched. This may be conditioned by
arranging the first eight bytes to be all zeroes or the first four

30 . bytes to be all ones, for example. In this instance the respective
groups being enabled by the conditional access codes becomes
much larger.

Regarding storing entitlement payloads in the memory
18, the system writes the payload header to memory as it is

35 received and examined for conditional access codes. If a
conditional access code is detected, the write enable which is
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function, which is to detect particular MPEG 5 video headers. These

headers are 32-bit start codes, (which is the reason the headers of o
entitlement payloads are coded in 32-bit groups). If video data is lost, an-
MPEG vi deo decoder can only restart deconpressing video data at particul ar
* data entry points. These entry poi ntk4coincide with MPEG start codes. The
decoder 1 0 rmay be arranged to conmunicate with the nmenory controller 17
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byte position of the start code. The start code is stored in 8-bit
registers 265. (Eight bit registers are used because an 8-bit uPC
bus is employed.) The output ports of the registers are coupled to ‘
15 a first set of inputs of a multiplexer 298. The subscriber specific
conditional access code is stored in a second register bank 299,
which have respective output ports coupled to a second set of
inputs to the multiplexer 298. The multiplexer 298 has a set of
outputs connected to respective first 8-bit input ports of '
20 comparators 270-273. Whether the output ports of registers 265
or 299 are coupled to the comparators is controlled by the
accumulate and test circuitry 297 responsive to the upC.
Input bytes from the decryptor 16 are coupled to ‘the
parallel/serial registers 274-277. The respective registers 274-
25 277 have parallel output ports coupled respectively to second
8-bit input ports of the comparators 270-273. The system is
timed such that four successive bytes of the input signal are
currently loaded into the registers 274- 277. The output terminals
of the comparators are coupled to the accumulate and test circuit
30 © 297 via respective OR gates 278-281. Second input terminals of
the OR circuits are coupled to respective control output
connections of the accumulate and test circuit 297.
As in the FIGURE 4 apparatus, the apparatus of FIGURE
6 includes an all zeroes detector 261-263 for detecting all zeroes
35 in the first four bytes and all sixteen bytes.
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Data fromthe decryptor 16 is applied to an 8-bit register 250, which has
an 8-bit parallel output port coupled to respective first input connections
of a conparator 254 which may be configured of, for exanple, a bank of

ei ght two-input exclusive NOR ( XNOR) ci {gui ts having respective out put
connections coupled 3 0 to an AND gate and a latch. The latch may be a
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and test circuit 297 applies a logic one value to one of the control

lines coupled to the OR gates. This forces the output of that OR

gate to a logic one, effectively forcing a match from the associated

comparator.  Conditional access code detection is then performed

15 on successive exclusive groups of four bytes as for four byte

detection.

For start code detection, the control lines of all of the
OR gates are held at a logic zero. Input bytes are sequentially
applied to the cascade connection of registers 274-277 and a test

20 for match with the start code stored in the registers 265 is made
on each successive inclusive set of four input bytes.

FIGURE 7 illustrates exemplary apparatus for the
memory controller 17 shown in FIGURE 3. Each program
component is stored in a different contiguous block of the memory

25 18. In addition other data, such as data generated by the
microprocessor 19 or the Smart Card (not shown) may be stored
in the memory 18.

Addresses are applied to the memory 18 by a

multiplexor 105, and input data is applied to the memory 18 by a

30 . multiplexor 99. Output data from the memory management
circuitry is provided to the signal processors by a further
multiplexor 104. Output data provided by the multiplexor 104 is
derived from the microprocessor 19, the memory 18 or directly
from the multiplexor 99. Program data is presumed to be of

35 standard picture resolution and quality, and occurring at a
particular data rate. On the other hand high definition television
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busses.) If the respective values exhibited at the respective output
connections of the register 250 are correspondingly the sane as the output -
val ues exhi bited by the respective output connections of the nultiplexer
249, a true signal is generated by the conparator 254 circuit for the -
*correspondi ng data byte. 1 5 16 For start code detection, the

mul ti pl exer 266 is scanned by the counter 258 to sequentially couple the
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Wil be arrgpoedrdatn,! 99KcSfditidh! 168 $&pective signal processor
(decompressor) to suspend processing until detection of a
predetermined codeword such as a start code, and then to resume '

15 processing in accordance with the e.g. start code. _

Memory addresses are provided to the multiplexor

105, from program addressing circuitry 79-97, from the
microprocessor 19, from the Smart Card apparatus 31 and from
the auxiliary packet address counter 78. Selection of the particular

20 address at any particular time period is controlled by a direct
memory access DMA, circuit 98. The SCID control signals from the
comparator 15 and "data needed” signals from respective signal
processors are applied to the DMA 98, and responsive thereto,
memory access contention is arbitrated. The DMA 98 cooperates

25 with a Service Pointer Controller 93, to provide the appropriate
read or write addresses for respectxve program signal
components.

The respective addresses for the various signal

component memory blocks are generated by four groups of

30 - program component or service pointer registers 83, 87, 88, and
92. The starting pointers for respective blocks of memory, into
which respective signal components are stored, are contained in
registers 87 for the respective signal components. The start
pointers may be fixed values, or they may be calculated by

35 conventional memory management methods in the microprocessor
19,
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may be arranged to match the first four bytes of the conditional access

codes. Anot her subscriber apparatus nay be 35 arranged to match the second
four bytes of the conditional access codes and so forth. In either of these
exenpl ary situations the 1 1 circuitry 255 will determine if a match has
occurred for the appropriate four conseb%tive bytes. 5 The use
of 16 registers in the bank for a subscriber specific conditional access

codes somewhat sinpl i f iReintéi forr the tlast addresse of Siespectivee: blocks areber has
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128 bits of thQveddd td aibre vervdtdied shsRae witht 1éss mdmefyctical to transmt
each of tlrbe Lerr] possipe memory write pointers or head pointers are
generated by the adder 80 and the service head registers 83.
There is a service head register for each potential program
component. A write or head pointer value is stored in a register
83, and provided to the address multiplexor 105 during a memory
15 write cycle. The head pointer is also coupled to the adder 80,
wherein it is incremented by one unit, and the incremented
pointer is stored in the appropriate register 83 for the next write
cycle. The registers 83 are selected by the service pointer
controller, 93, for the appropriate program component currently
20 being serviced.

In this example it is assumed that the start and end
pointers are 16-bit pointers. The registers 83 provides 16 bit
write or head pointers. 16-bit pointers were selected to facilitate
use of 16-bit or 8-bit busses for loading the start and end pointers

25 in the registers 87 and 88. The memory 18, on the other hand,
has 18-bit addresses. The 18-bit write addresses are formed by
concatenating the two most significant bits of the start pointers to
the 16-bit head pointers, with the start pointer bits in the most
significant bit positions of the combined 18-bit write address. The

30 start pointers are provided by the respective registers 87 to the
service pointer controller 93. The service pointer controiler
parses the more significant start pointer bits from the start
pointers stored in registers 87, and associates these bits with the
16-bit head pointer bus. This is illustrated by the bus 96 shown

35 being combined with the head pointer bus exiting the multiplexor
85, and by FIGURE 8 with reference to the bold arrows.
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time. This limtation may be somewhat 20 al l eviated by arrangi ng the
condi ti onal access code according to sone |ogical groupings, wherein the
groupi ngs are defined by three bytes of respective four byte conditional
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generated by the adder 79 and the service tail registers 92. There .
is a service tail register for each potential program component. A
read or tail pointer value is stored in a register 92, and provided'
to the address multiplexor 105 during a memory read cycle. The ‘
15 tail pointer is also coupled to the adder 79, wherein it is
incremented by one unit, and the incremented pointer is stored in
the appropriate registe'r' 92 for the next read cycle. The registers
92 are selected by the service pointer controller, 93, for the
appropriate program component currently being serviced.
20 The registers 92 provides 16 bit tail pointers. 18-bit
read addresses are formed by concatenating the two most
significant bits of the start pointers to the 16-bit tail pointers,
with the start pointer bits in the most significant bit positions of
the combined 18-bit write address. The service pointer controller
25 parses the more significant start pointer bits from the start
pointers stored in registers 87, and associates these bits with the
16-bit tail pointer bus. This is illustrated by the bus 94 shown
being combined with the tail pointer bus exiting the multiplexor
90.
30 - Data is storéd in the memory 18 at the calculated
address. After storing a byte of data, the head pointer is
incremented by one and compared to the end pointer for this
program component, and if they are equal the more significant
bits of the head pointer are replaced with the lower 14 bits of the
35 start pointer and zeros are placed in the lower two bit positions of
the head pointer portion of the address. This is illustrated in
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has addresses at the start of each packet to a unique memory location
within a block.

If the head pointer ever equals the tail pointer (used

15 to indicate where to read data from the memory 18) a signal is
sent to the interrupt section of the microprocessor to indicate that
a head-tail crash has occurred. Further writing to the memory 18
from this program channel is disabled until the microprocessor re-
enables the channel. This case is very rare and should not occur
20 in normal operation.

Data is retrieved from the memory 18 at the request
of the respective signal processors, at addresses calculated by the
adder 79 and registers 92. After reading a byte of stored data,
the tail pointer is incremented by one unit and compared to the

25 end pointer for this logical channel in the service pointer
controlier 93. If the tail and end pointers are equal then the more
significant bits of the tail pointer are replaced with the lower 14
bits of the start pointer and zeros are placed in the lower two bit
positions of the tail pointer portion of the address. This is

30 - illustrated by the arrow 95 emanating from controller 93 and
pointing to the tail pointer bus from the multiplexor 90. If the tail
pointer is now equal to the head pointer, then the respective
memory block is defined as empty and no more bytes will be sent
to the associated signal processor until more data is received from

35 the FEC for this program channel. The actual replacement of the
head or tail pointer portions of the respective write or read
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egigl e’ Ishamgemtseﬁ {fhb0]owa lm?tbntsheftmer dtaitlatpdiﬁte‘rom bbéeSflshcorrpar eﬂ
(316, = oot by arPROiiste; oRORBICHBE, o it use; AL FBEF ¢ h sot of
f our b)ﬁt ezstaaei ?nttﬁ?mepmn with the subsgr;ber speC| fic cogd!{gllg?al . né?
?tcﬁgslsagf 52 &}ét es. )c?d thepr %%@hréﬁgbggiﬁ nie% lﬂe?fdr?aéiﬁrtﬁf edlgroes {320}. If
al | zer oesSeIVIFe  POINEL Fqnirqlier and, dir c‘bﬂ%@"% %"Ff% ﬁ‘l’e i s generated
{310} and élﬁmmts @3vande 9éndtiec DMAnds propgrammed aodschedule aeads waits
L0 o0, A8 VA SRS SAing, BRI s SGRRcy b B5ED, (7701 11
headed 0112 is prov1 mg ata to written to memory or not.
write operations take precedence so that no incoming sxgnal
component data is lost. In the exemplary apparatus illustrated in
FIGURE 7, there are four types of apparatus which may access the
memory. These are Smart Card, the FEC 12 (more precisely the ‘
15 decryptor 16), the microprocessor 19 and the application devices
such as the audio and video processors. Memory contention is
handied in the following manner. The DMA, responsive to data
requests from the various processing elements listed above,
allocates blocks of memory for respective program components.
20 Access to the memory is provided in 95 nS time slots during
which a byte of data is read from or written to the memory 18.
There are two major modes of access allocation, defined by "FEC
Providing Data", or "FEC Not Providing Data" respectively. For each
of these modes the time slots are allocated and prioritized as
25 follows, assuming a maximum FEC data rate of 5 Mbytes/second,
or one byte for each 200 nS. These are:
FEC_Providing Data
1) FEC data write;
2) Application device read/Microprocessor read/write;
30 -3) FEC data write; '
4) Microprocessor read/write;
and for

vidi a
1) Smart Card read/write;
35 2) Application device read/Microprocessor read/write;
3 )Smart Card read/write;



1 0 shoul dVHI%8896% appreciated that some other fixed pattefTHTREOFMO
utilized other than all zeroes, such as all ones or an alternating pattern

of zeroes and ones for exanple At step {306} if the first four bytes are
all zeroes, three of the second four bytes of the header are conpared {354}
15 wth the subscriber specific condi{zi onal access code. In the FIGURE 4
apparatus this may be acconplished by a rlangi ng the elenment 255 to | ook for
three mat ches for,.exclusive grou of four bytes. If three of the four
bytes match {4>eMigTQPrOcesEomIcad/WIiienerated {322} and if not, three of
the third set BetaiseuFEQalded vifites bynimmst be adefenrpd) ele {(FBO} (o noré he

match (355 oeby B 4P Blors, S, pitigine ATt O pilan T
|l ast four byt memery ese¢ssr during3epchi200 it intaryali bAdtespatei time sdowsi t i onal
access code. hfe tshaved® htheaapplitRiGNaldHces dRNahat AiEroptbeddddrl f not 25
the all zero W| thon !is ega@tnedv%?aigé. No%a a erther evel o edet ection
may be i ncor pOY Sk dNEielf O (At 2 fo1, hhe, I6HUGSHRE. dsisPs, fheof
respective grmigropsbcéssor isypeavided use oifethe Hpplicatipnbdmersdotsi oned by
byt o5 t 0 12 ol ones. . {ore SoRBpler 13 SomEhRaR b SEID P e or oups
bei ng enabl eddwche’teoaﬁefm!fglw@(?@eé’\g ﬂﬁdégsﬂfé’é’dﬁe@?'ﬁﬁcﬂ‘eﬁ rggql_em? -
pointer registers to access for memory write operations. The
controller 93 communicates with the DMA to determine which of
the start, end and tail registers to access for memory read
15 operations. The DMA 98 conirols selection of the corresponding
addresses and data by the multiplexers 99, 104 and 105.
FIGURE 9 illustrates an exemplary flow chart of the
DMA 98 memory access process. The DMA responds {200} to
detection or non detection of a received packet via detection of
20 SCID's. If a SCID has been detected indicating the presence of data
from the decryptor 16 to be written to memory, one byte of
program data from the decryptor is written {201} to the buffer
memory 18. The block of memory to which it is written is
determined by the processor 93 responsive to the current SCID.
25 Next the DMA determines {202} if any of the program component
processors, including the smart card and uPC are requesting data
or read/write (R/W) access to the memory 18. If no data requests
are made on the DMA the process returns to step {200}. If a data
R/W request has been made, the DMA determines {203} the
30 - priority of the request. This will be accomplished by a
conventional interrupt routine or alternatively, by sequential one
byte service in an arbitrary order of those program processors
requesting data. For example, assume that an arbitrary order of
access priority is video, audio I, audio II. smart card, and puPC.
35 Assume also that only the video, audio II and uPC are requesting

memory access. During the current operation of step {203} a byte




Regar di nW&952p%6Ag entitl ement payl oads in the nenory 18,PQTMRSISPISMEM writes
t he payl oad header to nenory as it is 35 received and exam ned for

condi tional access codes. |f a conditional access code is detected, the
wite enable which is 14 detected sinply allows the nmenory control to
continue witing the payl oad. Converael y if a conditional access code s
*not 5 detected within the first 16 t?ytes of the payl oad, the renai nder of
the payload is not witten to nmenory, and the nenory address for a

condi t i onalofavisdeos willybe Jgad sfrpms seemerysv ePuringe thenaexs aperationfofpay! oad

condi ti onalgigr 2038 } haasire - of laGHRE 16 Wwill e 4@ fPsthi i idngonal access

per m t 53 det3 008 iRy gHERY oBowsenet 5F 5r8 e S Py En e R € posi t on
of the stardatzosidl bEhevritten ttoe ook read fromedémony Hi8 andgsstferth. 265. ( Ei ght
bi t regi st Ngteafifat UaddteRIAPGE srarBciatd drd BP(OUiecess Gire! Bdided e out put
ports of trr}ﬁ re érSterré %g c}ﬁgp{.ed t(g ]1é'5 a first sgt of Lg&gts of a
mul ti pl exerin®oumartcard, aad HHTs respeetiyely. bityiaddresses ofre ¥ideQde is stored
in a seconcudégi aidrprogném?2 gdidentire havaivable e fionet thee addi¢yst ppirites coupl ed
to a spgonchriffigéthent (80-93). |
Once priority access has been established {203}, the
requisite program processor is serviced {204} with one byte of
data written to- or read from memory 18. Next a byte of data
from the decryptor 16 is written {205} to memory. A check {206} |
15 is made to determine if the uPC is requesting access. If the uPC is
requesting access, it is serviced {207} with one byte of data. If
. the uPC is not requesting access the process jumps to step (202} to
determine if any of the program processors are requesting access.
In this manner the incoming data is always guaranteed access to
20 every other memory access period, and the intervening memory
access periods are spread amongst the program processors.
If data is not presently available from the decryptor
16, i.e. an SCID is not currently detected, the process {208-216} is
followed. First the smart card is examined (208} to determine if it
25 is requesting memory access. If it is, it is given a one byte
memory access {209}, else a check is made {210} to determine if
any of the program processors is requesting memory access. If a
data R/W request has been made, the DMA determines {211} the
priority of the request. The appropriate processor is serviced
30 - {212} with a one byte memory read or write access. If a data
R/W request has not been made by the program processors, the
process jumps to step {213} where a test is performed to
determine if the smart card is requesting memory access. If it is
it is serviced {216} with a one byte memory access, else the
35 process jumps to step {200}.




inputs to tWQ AP pl exer 298. The nultipl exer 298 has a setCHFSIUL s
connected to respective first 8-bit input ports of 20 conparators 270-273.

Whet her the output ports of registers 265 or 299 are coupled to the
conparators is controlled by the accunul ate and test circuitry 297
responsive to the upC. Input bytes fromrztge decryptor 16 are coupled to the
paral l el /serial registers 274 277. The pective regi sters 274- 25 277

have parall el output po Ied respecti,v econd 8-bit in ports
of the comparators 270- 3%35 ﬁ‘et Wé?s%upr%fﬁggas& ve

fized;
bytes of the iempmple, gehen methc ;r;iGtNyt IRraduﬁngrDataf'hmodegnheemaﬁm 277.
The out putst elcgrd s phévidBe §ORDSH8ldHe> a@&@ssc%k'é’&é?ﬂgﬁfe agé'r ACYIHLAL € and

test circuit 30 9V|a resp e;;flve ond 1 nput

term nal s of tﬂﬁ@g’@i"cpmﬁﬁ%rsar uBPBEI‘ Yolsr programmed ke 81 out put
connecti ons ofprbgmmnmblmlmte amathins t within uilte ZDMA Asppdratuse andGiURE 4
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si xt een byt es System I§ FHF“ Qﬂjrtobﬂ%"léﬁnmt?ﬂaéﬁéfp my@ cﬂm’ethétléﬁc 39,
10 will be responsive to interactive data to perform at least in part
the interactive operation. In this role, the uPC 19 will use the
memory 18 both for application storage and working memory. In
these instances, the system operator may change the memory
access priority to provide the nPC 19 with memory access of
15 greater frequency. - The reprogramming of memory access priority
may be included as a subset of interactive application instructions.
It is advantageous to insert media error codes into the
video component signal stream when packets are lost, to condition
the video signal decompressor to suspend decompression until a
20 particular signal entry point occurs in the data stream. It is not
practical to predict where and in which video packet the next
entry point may occur. In order to find the next entry point as
fast as possible, it is necessary to include a media error code at
the beginning of the first video packet after detection that a
25 packet is lost. The circuitry of FIGURE 7 places a media error code
at the beginning of every video packet and then excises the media
error code in respective packets if there is no loss of a preceding
packet. The media error code is inserted in the first M memory
address locations reserved for the current video packet payload,
30 - by writing to memory 18 for M write cycles prior to the video
payload arriving from the decryptor. Concurrently the multiplexor
99 is conditioned by the DMA 98, to apply the media error code
from the source 100 to the memory 18 I/O. M is simply the
integer number of memory locations required to store the media
35 error code. Assuming the memory to store 8-bit bytes, and the
media error code to be 32 bits, M will equal 4.



successiWeMSblisi ve groups of four bytes are | oaded i nPETIUSRSAPS40 r egi sters
274-277 and tested agai nst the subscriber specific conditional access code
contained in the registers 299. If all four conparators detect a match, the
AND gat e 283 produces a logic one indicating a match. If one of the
conparators fails to detect a match the AND gate produces a |logic zero. For
“ three out of sets of 1 0 four input2Byte conditional access code
detection, the accunulate and test circuit 297 applies a logic one value to
one of the control IThesadmus:sleedfdrOIcmﬁngRl@ahﬁdxaTé‘rh-ér fwd@eiinthe out put of

that OR | fact f t.
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Card (not ﬁﬁﬂi@&)atgﬁy dtterS Y §8st byte of the media error code is stored
in the memory 18, the first of the M addresses is available at the
output of the delay element 84. _ '

15 The timing of the loading of the media error code into
memory coincides with the determination of a lost packet. Packet
error or loss detection is performed by an error detector 101
which is responsive to the CC and HD data of the current packet.

If a packet loss is detected, the video component of the

20 cumrent packet is stored in memory 18, starting at the next or
(M+1)th  address location. This is accomplished by conditioning
the multiplexer 85 to continue to pass undelayed head pointers
from the appropriate register 83. Alternatively, if a packet loss is
not detected, the first M bytes of the video component in the

25 current packet are stored in the memory locations in which the
media error code was immediately previously stored.

Packet error or loss detection is performed by an error
detector 101 which is responsive to the CC and HD data of the
current packet. The detector 101 examines the continuity count

30 - CC in the current packet to determine if it differs from the CC of
the previous packet by one unit. In addition the TOGGLE bit in the
current packet is examined to determine if it exhibits the proper
state for the respective video frame. If the CC value is incorrect,
the state of the TOGGLE bit is examined. Depending if one or both

35 of the CC and TOGGLE bit are in error, first or second modes of
error remediation are instituted respectively. In the second

j




in the mend¥925(3560aqdr esses are applied to the menory 18 by HRNErY exor
105, and input data is applied to the nenory 18 by a 30 mul ti pl exor 99.
Qut put data from the nmenory nmanagenment circuitry is provided to the signal
processors by a further nultiplexor 104. Qutput data provided by 'the

mul tipl exor 104 is derived fromthe m c% processor 19, t-he nmenory 18 or
directly fromthe rrultipl exor 99. Progr data is presuned to be of 35

o e SRR BD, OB, P RO B hRaSirn Bty L er O

whi ch may be systemdisd cbpditiinedr ez aiesetr toochxclmt GO aigin g izaplt:twe hi gher
data rate Prlagvf ‘Hé&gé’r al i "¢Rd Finkt %Pd@dv.%& ? tlFeE%d‘h er2bné QL €d

t hr ough t mul ti pl exor nenory Ocirguit 102,
except for tﬁéehﬂgsﬁ%‘iﬂ %satcengmrl LD cH l??&}‘ebéqn&}%‘bg & rsi'é?l y from

thle mJ: tipl exlﬁ?etgglehd%lt he(Aruglidep lyear 1s1%48u§§&taof iconprevsede dat Winlem
T cr opr osessdl TEREo o Hoth B0 Firstapt %s&%?rhﬁ%r el pmdie o,
"medi a error Gasitesvriens@d memery isntetainedhdn the cospestivespaplosd t@isert ed
ina 10 alert the decompressor to institute remedial action.
It has been found to be particularly efficient to
partition the system such that the SCID detector, the decryptor,
the addressing circuitry, the conditional access filter, and the
smart card interface are all included on a single integrated circuit.
15 This limits the number of external paths which may lead to
critical timing constraints.



* Smart

dat a st rweans29s60 condi ti on the respective signal process®CTE903sMOr essor) to
suspend processing until detection of a predeterm ned codeword such as a
start code, and then to resume 1 5 processing in accordance with the e.g.

start code. Mermry addresses are provided to t—i‘re—ﬁul—{—r—pLe*eL—lQE» from

program addr ry 79-97, fromthe fromthe

y d fromt he261UX| i ar;}ﬁg ﬂiE ,iﬂount er
Sel ect i r 20 address at any-= peri od |s
cont r ol | leg—py—a—dirrect—TeNory acce&LAMS circuit 98. The $al D control
signals fromthe conparator 15 and "data needed" signals fromrespective
signal _processors are appl i egeéo él'h DVA 98, and_ responsive thereto, nenory
accessJcontention i d-arfi Mt ofrteangmitting covditionalsaceess with a Service

Poi nt er Coinforrhagon 9ncludingy cerititbernbat aman méhe AmPccritro¥ idataaddr esses
for respec&dﬂéﬁ ﬂﬁﬁ’ yam si gnal conponents. e respective addresses for the
various sigha onent nenory bl ocks are generated by four groups of 30
program conponent orfoEming N-tie neenditiopaktaccesszodey; 88, and 92. The

starting pointers fqoncamatingyMbUirekend’ NoByR" Yonditichathhédessespect i ve
S|gnaé(fon&)%41ents are stored, are contained in registers 87 for the
thve

respe nal conponents. The start pointers may be fixed val ues, or
they may be cal cul atsetecting one of said N-byte conditional access codes or

a special N-byte code of predetermined logic state;
forming a payload including a) said selected one of
said N-byte conditional access codes or said special N-byte code,. ‘
15 b) concatenating the selected code with said M different N-byte
conditional access codes and c) concatenating the concatenated
codes with said entitlement management and control data; and
forming a transport packet having a) a header
identifying such transport packet as containing entitlement data,
20 and b) said payload.

2. The method set forth in claim 1 further including:

providing an (M+1) times N byte code in which R
groups of N-bytes all have bits in a predetermined logic state (R,

25 M, N all integers and R times N is less than or equal to (M+1) times
N), and wherein the step of forming a payload comprises ;

a) selecting one of said N-byte conditional access
codes or an N-byte code of all one logic state, b) concatenating the
selected code with said M different N-byte conditional access

30 -codes and c) selecting said (M+1) times N byte code or the
concatenated code and d) concatenating the last selected code with
said entitlement management and control data; and
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3 5 convertl oA nmenory managenent methods in the m croprocessor i‘é’ 17

Pointers for the |ast address of respective blocks are stored i n the bank

of service re or each potential 5 pro - onent .

Sinmilar to th ﬁ!ﬁ !"mﬁi mFll‘i the end or |ast addre Eﬁi@m _
val ues or theys ated val ues, -prow ded by tjhe m gg P EN 19.
Usi ng cal cul ated vaI ues for starting and end pointers bec use

it prowdes a nore versati t .

oy e te pornter s o kﬁaifé%fl’*ﬁ{ﬂe'?% Bpekels ﬁ%ﬁgfgéceyve? 9T REOSPSHBE and
the service eaditlomentsidata iggludededn pignal spackets: havingragheadar for each
potenti al SPrCiﬁéﬁlﬁf)‘iﬁgD@ﬁ@mt acketé | 4 Unthinds pemﬂexheﬁal al apgf ored in a

regi ster 83, ,and oV d to, t he address X0r ur i a nmenory 1
5 wite cyclBavi ‘Tg h%@ﬁ % hayng; saiy, §8t‘gféffb‘f‘8d a taﬂ édaéyp , Wher elyn

it is increntheaddr l:mchnhngnat comditioniab acvessneodesdsgidi apparatss stored in the
appropriate r(ﬁg.hé for the next wite cycle. The registers 83 are
ervi

selected by t ‘e pointer controller, 93, for the appropriate program
conmponent currently means (10-12) for applying said packet signal;

10 a transport processor (13-15,19), responsive to said
packet signal, for selecting signal packets identified as containing
entitlement data, and extracting payloads from selected packets;

memory means (17,18) for storing extracted payload
data as it is received;

15 a conditional access filter (30) arranged to examine
payload header data of extracted payloads for subscriber specific
conditional access codes, and on failure of detection of a
subscriber specific payload inhibiting storing of extracted payload
data in said memory means.

20
4. The apparatus set forth in claim 3 further including
a smart card coupled to said memory means for utilizing
entitlement data stored in said memory means from respective
said payloads having entitlement data.
25

5. The apparatus set forth in claim 3 wherein said
conditional access filter comprises;

a register for storing a N-byte subscriber specific
conditional access code;

30 - means, including a comparator, for comparing said
payload header data in exclusive N-byte groups, with said N-byte
subscriber specific conditional access code contained in said
register, and if a match is made of said subscriber specific
conditional access code with any of said exclusive N-byte groups,

35 generating an enable signal to write said entitlement data to said
memory means.
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20 bei WP %@PPced. In this exanple it is assumed that RGRUSISBISA and end
pointers are 16-bit pointers. The regi steILs—~83—191’—1=‘.th1'.iixas&b't wite or

head pointers. 16-bit, pointers were sel ect faC| |itate use of 16-bit or:
8- bi t bus es—+orhegi\ng the start and end ﬂmm' the registers
87 apmi @SgHbkeN DR ory \18, on the ot her han resses. The

_ are fornmed by ncatenatl ng the twd nost si gni fi cant
bi t s \of @ art p0|nters to the 16-bit head paointers, with the start
poi nter b| ts in the fos{The gppanatumisebiforthois wlaime Hiwhéreimr satd ned 18- bi t

wite addregﬁdltml%&&gammpob&h fieg € provided by the respective
regi ste 55 87 to the service point controll eé{)83 Thgﬁserw ce pai nter

controlter parses the mord @ﬁ&%ﬁ.&’&nﬁmwgrﬁ ¥ieeSubsqraber, speGifie st art
poi nters sbondmomlrag:esSemﬂdW and associates these bits with the 16-bit

head poi nter bus. h%ah? lhéﬂagrggtfdcoqﬂgﬁﬁf%xb‘f& 96 shown 3 5 bei ng

conbined with the he nul ti pl exor 85, and by
FIGURE 8 with reference t%)) Fﬁ@%ﬂﬂ‘&r‘fdﬂ@ first Nebytesrofasaid s, the top

mi ddl e andpagldadhesder ditabossain epicedendf alle ohetfogh statgl art pointer, an
addrestsoand a head or taify if said first N-bytes do contain a code of all
one logic state, comparing N-1 bytes of said subscriber specific
conditional access code with said payload header data in exclusive
N-byte groups, and if a match is made of N-1 bytes of said
subscriber specific conditional access code with N-1 bytes of any '
15 of said exclusive N-byte groups, genefating an enable signal to
write said entitlement data to said memory means; o
c) else comparing said payload header data in
exclusive N-byte groups, with said N-byte subscriber specific
conditional access code contained in said register, and if a match is
20 made of said subscriber specific conditional access code with any
of said exclusive N-byte groups, generating an enable signal to
write said entitlement data to said memory means.

7. The apparatus set forth in claim 6 further including

25 a detector for detecting if a predetermined number of N-byte
groups -of said conditional access code in said payload header data

are of like logic state, and if so, generating said enable signal.

8. The apparatus set forth in claim 6 further including
30 -a detector for detecting if a predetermined number of N-byte
groups of said conditional access code in said payload header data
have all zero valued bits, and if so, generating said enable signal.
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5 poi nt er res%gc i vely. The higher nunbered boxes represent nor

significant bit positions. The arrows indicate fromwhich bit p03|t|ons of

the start or @m‘ﬁm“mﬂ“:ﬂ s the respective bits of -.an address are
derived. Int e bold arrows represent gy -statke
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poi nters are generated by the adder 79 d the servicg_tai IREFAACEDers 9op.
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servi ced. 20 e gl 9 vides 16 bit tail pointers.
18-bit read aﬁlatrnelggeegta(rl%taf -(gg sdﬁ nﬁrﬁa?%téﬁgf‘lgng the two nost significant

bits of the start pointers to the 16-bit tail pointers, with the start
pointer kigs in the rmsmsi gmi3f ? paratly sePIoithi Qﬂs;lﬁhltjlawm@m raed 18- bi t
wite address. .The ervt r}ggmtcontg oller 25 . .garseqﬁ 1 he1 nor e
significant sf%ﬁl?teﬁo Gt SFOTHRE P ¢ Ct R sé:f‘e?ref fRﬁcﬁ{l r KORQIL0NG iarchésgi sters
87, and assoctedescamprsediN slbiyte: teigisters, band tsaid gariditionabuscesdhis i s
IITustrated byhe fhtthercSmpites:

A multiplexer having N input ports respectively

15 coupled to said N 1-byte registers;
counting circuitry for conditioning said multiplexer to
scan its input ports to sequentially provide data from said N 1-

byte registers, to said means including a comparator.

20 11. The apparatus set forth in claim 3 wherein said
conditional access filter is programmable to perform a dual
function of detecting conditional access codes in a first mode and
detecting video component start codes in a second mode.

25 12. The apparatus set forth in claim 11 wherein said
conditional access filter comprises; :

a register for storing a N-byte subscriber specific
conditional access code;

a register for storing a N-byte video component start

30 - code; '

a multiplexer, responsive to a control signal for
selecting one of said subscriber specific conditional access code or
said video component start code;

means, including a comparator, coupled to said

35 multiplexer, for comparing said payload header data in N-byte
groups, with said N-byte subscriber specific conditional access
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bei ng comseasehi th the tail pointer bus exiting the nulRGHFLEYOIS400. 3 0
Data is stored in the genory 18 at the cal cul ated address. After storing a

byte of daLa = %qu nter is increnented by one and conpa[ﬁd to the .
A E SR I AT TR 7o ® 12707 s o

"the 3 5 poi nter and zeros ar8Qpl aced i‘n the"l oher” two bit positions
of the head pointer-portion of the address. This is illustrated in 19

Fl CCjBURE 8 \C/i\fcbﬂe ref garhoddé® ddmpélﬁmhﬁdrﬁrcbdéﬁsélgétéﬁeli yt fifdst art 8(73' nt erts

nd the a i t r ar.r.ow poi nti ng
? rom the g%@vilex@ S‘m? off h%?%# lgr@ gﬁtﬁéd r%‘é’ac'ah?’htsBFC'&?s fromthe
nul ti pl &xocosditiana |@%ﬁ%%d“tlﬂhtam%lbiywtgmupoof tthe payload 14 st art
poi nter bi headergr geﬁﬁ'ahh? Bﬁaénmwk nabi ics wﬂ’&o'sifd rﬁldtﬁnﬁﬁ@%a@@' nter

bits with the L r sta b|t$|n of.this one wite

cycle, cau %ssaf‘ﬂemi'@ory r@ﬁ&sy ?rolg(?r Biatch H?oﬁ‘@aet‘Pésﬁ’érrM(!Fool ock desi gnat ed
by the uppeomipement sstartpoode ewithi an, N-byte gboupt ofrghe epayloadhédder\vrite
addr esses %En&ﬁ‘?m%t aht sffrt Sasde ﬁﬂ‘&fﬁ‘ihnkosiagn%' gue nenory | ocation
10
13. The apparatus set forth in claim 12 wherein said
means, including a comparator is arranged to functionally
perform, in said first mode;
a) determining if the first N- bytes of said ‘
15 payload header data contain a code of all one logic state;
b) if said first N-bytes do contain a code of all
one logic state, comparing N-1 bytes of said subscriber specific
conditional access code with said payload header data in exclusive
N-byte groups, and if a match is made of N-1 bytes of said
20 subscriber specific conditional access code with N-1 bytes of any
of said exclusive N-byte groups, generating an enable signal to
write said entitlement data to said memory means;
c) else comparing said payload header data in
exclusive N-byte groups, with said N-byte subscriber specific
25 conditional access code contained in said register, and if a match is
made of said subscriber specific conditional access code with any
of said exclusive N-byte groups, generating an enable signal to
write said entitlement data to said memory means.
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within a bl 89230t he head pointer ever equals the tail pofTEY?SPIYRd 15
to indicate where to read data from the nenory 18) a signal is sent to the
interrupt section of the mcroprocessor]t/o7indicate that a head-tail crash
has occurred. Further witing to the menory 18 fromthis program channel is
di sabl ed unti | tRe mi croprocessor re- enables the channel. This cBse is -
I n nor mal

very rare and shouj

Vo T

fromthe nmenory

cur 20

tpe#a%FeT.

Dat

ais rgtrieved
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addr esses cal
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head or tai YOF&¥6%r portions of the respective wite or r4F/US9I5/4a540
addresses by the lower 14 bits of the start pointer nmay be acconplished by
appropriate multiplexing, or the use of three 5 state interconnects.
Menory read/wite control is perforned by the service pointer controller
and direct nmenory access, DVA, elenents 93 and 94. The DVA is programed to
schedul e read and wite cycles Schedullag I s dependent upon whet her the
FEC1 0 12 is providing data to be witten to mermory or not. FEC data
wite operations take precedence so that no incom ng signal conponent data

is lost. In the exenplary appara WYRE 7, there are four
types of apparatus which may acc el y. g ar e Snart Card, the
FEC 12 (nore precisely the 1 5 e 82hu P e opr ocessor 19 and
t he application devic ch as (<nege : gfEpcessors. Menory
contention is hang in thhe fgff owm} nef . Al responsive to data
requests fromthe ' rocesst ; "y above, all ocates
bl ocks of nenory f spe¢tive pr : |4 Access to the
menory i s provided time Log 1 .
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which a byMP¥29%%%t a is read fromor witten to the nenor yPGEUSHIME are
two maj or nodes of access allocation, defined by "FEC Providing Data", or
"FEC Not Providing Data" respectively. For each of these nodes the tine
Slots are allocated and prioritized as 25 follows, assum ng a maxi num FEC
data rate of 5 Mouytes/second, or one byte for each 200 nS. These are: FEC
Providing Data 1) FEC data wite; 2) Application device read/ M croprocessor
read/ wite; 3 0 3) FEC data wite; 4) ézzicroprocessor read/ wite; and for
FEC Not Providing Data 1) Smart Card r /wite; 35 2) Application device
read/ M croprocessor read/wite; 3 )Smart Card read/wite; 21 4)

M croprocessor read/wite. Because FEC data wites cannot be deferred, the

FEC (or nore 5 correctly thezd#cryptor), when providing data nmust be
guar ant eed == .
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menory accesy ORPr%y each 200 nS interval. Alternate time sPETSE@549har ed
by the application devices and the m croprocessor. Wien there is no data
avai l abl e for the requesting devices, the mcroprocessor is provided use of
the application time slots. 10 The Controller 93 conmmuni cates
w th the SCID detector to determ ne which of the respective Start, head and
end pointer registers to access for neno write operations. The controller
93 communicates with the DMA to determ ne’'which of the start, end and tai
registers to access for nenory r@f#Rf 1 5 operations. The DVA 98 controls
sel ection of the correspondi ng adgresses and data by the multipl exers 99,
104 and 105. FIGURE 9 il l ust enplary flow chart of the DVA 98
menory access pr n detection
of a received pgcket v'a det{ectRAYLOAD f SCIDs. If a SC D hag been

det ect ed i ndi catfi ng_t esence -f’dat romthe decryptor 16 tlo be
witten to nmenory, OWHﬁby1e ; EQgta fromthe decryptor ifs witten
{201} to the buf|f e ENABEDI f menory to which it ils witten
is determ ned by the | s aly) ve to the current SCI ). 25 Next

t he DVA determ nfes {2Q2}310 f any . the rogram conponent procesgors
i ncluding the srfart c# <[ equesting data %&/LeadWMﬁit (RF'W
access to the ngnory NONU. equests are nmade offét he NMBLE he .
process returnsfto ste
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R WrequesVA%%B¥en made, the DVA determines {203} the 3 SCTESIEPHMYy of
the request. This will be acconplished by a conventional interrupt routine
or alternatively, by sequential one byte service in an arbitrary order of
those program processors requesting data. For exanple, assune that an _
arbitrary order of access priority is video, audio |, audio Il. smart card,
and [err]. 3 5 Assune also that only video, audio Il and [err] are
requesting nenory access. During the ctir'rent operation of step {208)>a byte
22 of video will be read fromnenory. During the next operation of _si-ep

{203} a byte of audio Il will be read fromnenory, and 5 Duri ng next
subsequent occurrence of step {203} a byte of [err] data w | | be whHt-t en
to- or read fror=ERsEpdl_ahd_co_tacth _MNatothat_pddraoccac_fo art card
and [err] acces . i EJ% but
addresses for \ideo, audio and program gui g€ C avallable fro dr ess
pointer 1 0 arjrgngenent (80-93). Once prip #&cess has been I shed
{203}, the reqdi program processor is bg gtd {204} with o e of
data witten tq- { dad frommenory 18. Ne al byte of data
e
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fromthe de&’ﬂﬁﬁ%‘?‘ow Is witten {205} to nenory. A check {m59f’°%5“i S

made to determne if the [err] is requesting access. If the [err] is
requesting access, it is serviced {207} with one byte of data. If the [err]
i's not requesting agcess the process junps to step {202} to determine if

any of the program pyoc rs are requ i ng access. In this manner the
I ncomng data is S rant eed acce to 20 every other nenory access
period, and t nt er vani’fg nmenory access periods are spread anmongst=the
program pr ocegsor éata IS not presently avai I,.abl e om the HeSEpt or
16, i.e. an Sq D S| o curren |y detected, the p cessg{208g21 48
followed. Firgt thHefldnart]z= ' ; { 88} det m Lt 9?5 s
requesting ne ess. §f is, it is i en a nory faccess
{209}, else a |gheck is,@ {2fL0} t i of“th am
processors is [fequepfi Ag {ne cC Wr que$ss been
made, the DMA |det erfrifines | the pr i he {Ir equgist . § propriate
processor is rvic 30 124 wit ne byl e nory reqd or ite
access. If a qqta e h not jibgge de t he fiir og cessors,
the process | st t 13} ereflajjt §st_1s pertornmed tojd mne if
the smart card{is rgqu L,hg C I ged {216}
with a one bytjg nmenpry |aceess, se the3o __process lunps to e {200}
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23 It shoulPB%¥cogni zed that in the present preferred eXEHIEE03en in
the "FEC Not Providing Data" nnde,tru!snnrt 5 card is provided a

t wo-to-one access precedence over all other program processors. This
priority is programmed into a programuabl e state machine within the DVA
apparatus and is subject to being changed by the [err]. As nentioned
earlier, the systemis intended to provide interactive services, and the
[err] 19 1 0 will be responsive to interactive data to performat least in
part the interactive operation. In this SfARe, the [err] 19 will use the
menory 18 both for application storage and working nenory. In these

I nst ances, th¢ M Oper at or_ 1o Tang he nenory access priority to
provide the [e¢rr] 19 with nmenory access reater frequency. The

{‘ imcl uded as a subset of

I nteractive application ifnstructions. to insert nedia
error codes ifnto the vidgo ream whenypackets are | ost,
to condition f [ sion until a
20 particula : g I S not
practical to predict 5 ’ & X ry point
may occur. In [
—| SERVICE
2097 SMART CARD
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. |
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fast ,as possible, it i S necessary to include a media error code at the
begi nni ng of the first video packet after detection that -a—25- packet is

lost. The circuitry of FIGURE 7 places a media er I OfpisGR ?Pastaet e begi nni ng
of every vide excises the nedia err ective
packets if th mﬁgmlwﬁuﬂ mla precedi ng packet. HIM ﬁ code is
inserted in th nesory address?2lgcati ons res current

vi deo packet payl oad, 30 by witing to nenory 18 for Mvvrlte cycles prior
tQ the video payload arriving fromthe decryptor. Concurrently the
mul tiplexor 99 is conditioned by the DVA 98, to apply the nedia error code

fromthe source 100 tQytARKHEA06H tiﬁxs'nﬁi@hn&" bénéit{B’ﬁaX a@@wsnimmawer of
menory Iocatlogﬁg{ uired.to store the nmedra r code. Assuning the

menory to stdf effitlement JManagEmans an o CORe 03t3 cCABPEISIAS: M wi | |
equal 4. 524 Thefo&dﬂngsaephfmhtyO@ﬂlmwéecmmﬁmneﬁrarrceeedeodes menory are

Ul i plexol 82 anclRGRREpReNRICRb NTUR, Foo oot siBdgierplifhinlddic iafe T, "y
addr esses provi deccdnaatenatiwg ph rdléfercng|Ntbyte830hd1tz¢nnidlangesm@0d@d4 a
error code i ngRefNOMTBHA" K are integers greater than one;
selecting one of said N-byte conditional access codes or said
10 special N-byte code;
forming a payload including a) said selected one of said N-
byte conditional access codes or said special N-byte code, b)
concatenating the selected code with said M different N-byte
conditional access codes and c) concatenating the concatenated
15 codes with said entitlement management and control data; and
forming a transport packet having a) a header identifying
such transport packet as containing entitlement data, and b) said
payload. '

20 2. The method set forth in claim 1 further including:
_ providing an (M+1) times N byte code in which R groups of
N-bytes all have bits in a predetermined logic state (R, M, N all
integers and R times N is less than or equal to (M+1) times N), and
" wherein the step of forming a payload comprises ;

25 a) selecting one of said N-byte conditional access codes or
an N-byte code of all one logic state, b) concatenating the selected
code with said M different N-byte conditional access codes and c)
selecting said (M+1) times N byte code or the concatenated code

- and d) concatenating the last selected code with said entitlement-

30 management and control data. '
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| ocat.i ons that woul d otherw se be | oaded with video conponent data wi ||
sinply be the next M sequential addresses that would-1 O normally be
produced by the vi deo head pointer. These sane addresses are coupled into

an Mstaged o that inmediately afft ¢ of the
medi a error c E Iu l“Tt he nmenory 18, the fir ﬁm dresses
The -

i s’ avai |l abl e at e wuttput of the deélay el enent 84.
timng of the | oading of the nedia ererg code into mem)ry COI nci des with
the determ nation of a | ost packet. ket errof or |oss detection is

performed by an error detector 101 which is responsive to the CC and HD

data of the CU”e"E PAg PRratus’ iR PPakrE |th5§a1' ?e&fii'éﬁtf%? gfd&sh‘irfée |
conponent of thg rrentg{)acket FJIs storgé H?M ting at
the next or [PEFEPL a%}SP COYAUNPE, SnGHC #,'si8AM ti oni ng
the multipl exack8ts ttm{;gﬁgtAl anheader ﬁdsﬁufyiﬂgl aueﬂkbeaebtpoast eomaﬁgmg t heOI
appropri at ter ternatiyv acke 0SS LS jnot detecte
the first %I 8@?‘%@"’8‘?‘"& hdeate‘l dle’dl 3’&% tp$¥|la e CHEALN &%r%‘h‘fi packet are
stored in thentigloment otatai and m:lu/dtmgn MeconmmiitenatedoNdxyde wasditional

i medi at el | {4 STAGT eg. -'o f or med

y gb%éso‘é%d%&l N\}hﬁg Regk e'i"é aEérr ltl?%'g @ H%pgﬁrapc%

by an error detector Isre eto ata of the
current packECMATSIRSt ect or 101 exam nes the continuity count 30CCin

the current packetmésngdgoer appleing $diddphéksts sigmin t he CC of
10 a transport processor, responsive to said packet signal, for
identifying signal packets containing entitlement data, and
extracting entitlement data payloads from identified packets;
_ an entitlement data processor; and ' :
a conditional access filter arranged to examine entltlement
15 data payloads for conditional access codes in exclusive N-byte
groupings of data, and on failure of detection of a conditional
access code, inhibiting reception of extracted entitlement data
payloads by said entitlement data processor. '

20 5. The apparatus set forth in claim 3 wherein said
conditional access filter cdmprises;
a register for storing a N-byte conditional access code;
means, including a comparator, for comparing said payload
data in exclusive N-byte groups, with said N-byte conditional
25 access code contained in said register, and if a match is made of
said conditional access code with any of said exclusive N-byte
groups, applying said entitlement data to said entitlement data
processor. '
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the previous packet by one unit. In addition the TOGEAE bit in the current
packet is-examined to determine if it exhibits the proper state for the
respective video frame. If the CC value is incorrect, tThe state of the

TOGGLE bit is De end| ng if one or both 3 'ﬂuscstxeethﬁsggﬁ
bit are in errpmm i’Eu nd nodes of error re nstltuted
respectively. 25 node, initiated by MIME
bits being erroneous, the system is conditioned to re
containing a picture 5 | ayer header. 28 n the first node, where onIy t he
CC is erroneous, the systemis conditioned to reset to a packet containing
a slice |layer hea oNnpyr d data within
a franme.) In bot h%hp‘% éb&%%‘ﬁg goﬁ?ﬁhﬁ&egpmﬁheé)ﬁgg?rg% ?ad code witten
to nenory i s coaditiomal |ancesseﬁ1ee;'pecs|dmpanpmd by:1 0 alert the
deconpressor to i I agt d

%Eé%ﬂté‘r fSFPs%ﬁho gt Nop te' tcoﬁﬂfnﬁﬁ* a{:t?éf’sﬁ ‘%@FD det ect or |

particularly efficient to part tioff the s stem
the decrypfor, théneaRs:eils ﬁglftg r%tﬁqm?af%tﬁé f@sndi tional access filter, and
the smart card int erfacae) aé&rﬁhhmg“thuﬂeﬁrﬂnl‘ﬁ-bgté@'(ﬁ' 'sﬁi@%ﬁit%inﬁhfcu't 1

5 This limts, the n r of external
ac? contains a cond1?1onaf access c o(t3' gll one logic

data paylo
state; .
b) if said first N-bytes do contain a code of all one logic
10 state, comparing N-1 bytes of said subscriber specific conditional
access code with said entitlemant data payload in exclusive N-
byte groups, and if a match is made of N-1 bytes of said
subscriber specific conditional access code with N-1 bytes of any
of said exclusive N-byte groups, ,,eneratmg an enable signal to
15 apply said entitlement data to said entitlement data processor;
¢) else comparing said entitlemant data payload in
exclusive N-byte groups, with said N-byte subscriber specific
conditional access code contained in said register, and if a match is
made of said subscriber specific conditional access code with any
20 of said exclusive N-byte groups, applying said entitlement data to
said entitlement data processor.

7. The apparatus set forth in claim 6 further characterized
by said conditional access filter including a detector for detecting
25 if a predetermined number of N-byte groups of said conditional
access code in said entitlement data payload are of like logic state,
and if so, applying said entitlement data payload to said
entitlement data processor.

30 8. The apparatus set forth in claim 6 further characterized
by said conditional access filter including a detector for detecting
if a predetermined number of N-byte groups of said conditional
access code in said entitlement data payload have all zero logic
state, and if so, applying said entitlement data payload to said

35 enqdmem_daa—gmce-s SOT.
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critical timng constraints. * C L .M S* _ 261 A
met hod of,'transm tting conditional access information including entitlenent
managenent and control data conprising: forning plfurality of N-byte
condi ti onal accEE"fﬁ&Eﬁ' fornmng a special N byt erRosiRe®hs BLREHLEJT Ned

!!

| ogi c state; co g, ,U fferent N-byte condi codes,
r er than one; selecti ﬂ&ﬂ 'H@w N- byt e

where M and N a

condi tional access codes or said special N byte cod yl oad
including a) said selected one of sai d2 byte conditional access codes or
sai d special” N-byte code, b) concatenating the selected code with said M

concat enat ed Lodest Ui t f1Eh PRPRFES | SR Shaptn o > cRuehaly, Pid deister,nq
formng a trafespstaringickeN-btei sybscrikernepecifia comditighaly acgess taasdes por t
Set Torth o GTapags 7T IO Rephil AR Sl ool Mt o te
code in whi @%TOU%QWISCSZ '
a multiplexer having N input ports respectively coupled to
said N 1-byte registers; and :
counting circuitry for conditioning said multiplexer to scan
its input ports to sequentially provide data from said N 1-byte
10 registers, to said comparison means . |

11. The apparatus set forth in claim 3 wherein said
conditional access filter is characterized by dual mode operation
wherein said conditional access filter is arranged to detect

15 conditional access codes in entitlement data payloads in a first
‘mode and arranged to detect MPEG video component start codes
in compressed video packet payloads in a second mode.

12. The apparatus set forth in claim 11 wherein said
20 conditional access filter comprises: .
a register for storing a N-byte subscriber specific conditional
access code;
a register for storing a N-byte video component start code;
a multiplexer, responsive to a control signal for selecting one
235 of said subscriber specific conditional access code or said video
component start code; and
means, including a comparator, coupled to said multiplexer,
for comparing entitlement data payloads in exclusive N-byte
groups, with an N-byte conditional access code or. compressed
30 video payload data in inclusive N-byte groups with said video
- component start code selected by said multiplexer, and if a match
is made of said conditional access code with an N-byte group of
the entitlement data payload, applying said entitlement data to
said entitlement data processor, or if a match is made of said
35 video component start code with an N-byte group of the
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N-bytes all have bits in a predetermned logic state (RL, M N all integers

and Rtimes Nis 1ess than or equal to (M1) tines i erein the step
of LO{m ngI a payl oad conpriseés ; g) sel egti n]g olnle oam eiﬁéhlace‘s

condi tional acc yte code of all o b)
concat enat i ng tﬁﬂﬂ@ﬂ'ﬂ?’mwm]m th said Mdiffere tional

access codes and c) ‘sefectirmg said (Mrl) tines N byte code or the
concat enated code and d) concatenatingdhe | ast selected code with said

eptitlement nmanagenent and control, data. .. 27 3, arat us,.i n..a _packet

si gnal recei %ﬁnpgﬁsegr (Yé&%%iﬁ@]ylgaﬂacg@’rﬂgpﬁﬁala é&?‘?@ggﬂfiﬁglxéq‘}f:?‘flpggent dat a
included in siggadl packets having a header identifying such packets as
containing entitlenment data, and having a payl oad contai ning said
entitlement data and i ncluding Mconcatenated N-byte conditignal access
codes, M and N i niégeéFke qapparatust sah fomth isaictaiappht afurshen mharactegizedeans
for appl yiglgF§§1i d packet signal; a transport processor, responsive to said

packet signal; for identifying signal packets containi,ng entit]|enmgnt
and J a de ryp%or, ?esponpswe to said entltlegxent dala,mfn'or data,

decrypting extracted program payloads; and _
said entitlement data processor includes an entitlement

processor for determining subscriber entitlement to decrypted

10 program payloads for particular programs based on subscriber
specific and subscriber group access information and for
preventing reproduction of program data for those programs for
which access is denied, wherein subscriber specific and subscriber
group access information is stored within said receiver '

15 '

15. A method for processing a packet signal containing
entitlement data included in signal packets having a header
identifying such packets as containing entitlement data, and
having a payload containing said entitlement data and including 2

20 conditional access code, said method comprising the steps of:
applying said packet signal;

identifying signal packets containing entitlement data in
said packet signal;

extracting payloads from identified packets;

25 storing extracted payloads in a memory;

comparing payload data of extracted payloads with
subscriber specific and subscriber group conditional access codes;

inhibiting . storing of extracted payloads in said memory

~ upon failure of detection of a subscriber specific payload or a
30 subscriber group payload;

identifying signal packets containing program data in said
packet signal;

detecting video start codes in said program data, and

generating a video start code detection signal and applying

35 the start code signal to a video sighal decompressor.
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extracting entitlement data payl oads fromidentified pac

entitlenent data processor; and a conditional access filte¢

exam ne entitlement data payloads for conditional access;
N-byte groupings of data, and on failure of detection of
access -code, inhibiting reception of extracted entitleng

sai d entitl sor 4. The apparatus set fq
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EITEI’I processar,;

5. The apparIEF lndigg; enitlement cmanagement, and LA 12 GOMPHEHESS
filter is charactfyhiiag By pleralitgi 6f N-b@e ebRdiendl Mcbée coedi ti onal

access code:

forming a special N-byte code of predetermined logic state;

concatenating M different N-byte conditional access codes,
where M and N are integers greater than one;

sclecting one of said N-byte conditional access codes or said
special N-byte code;

forming a payload including a) said selected one of said N-
byte conditional access codes or said special N-byte code, b)

- concatenating the selected code with said M different N-byte

conditional access codes and c) concatenating the concatenated
codes with said entitlement management and control data; and

forming a transport packet having a) a header identifying
such transport packet as containing enttement data, and b) sa1d
payload. -

2. The method set forth in claim 1 further including:

providing an (M+1) times N byte code in which R groups of
N-bytes all have bits in a predetermined logic state (R, M, N all
integers and R tmes N is less than or equal to (M+1) times N), and
wherein the step of forming a payload comprises ;-

a) selecting onc of said N-byte conditional access codes or
an N-byte code of all one logic state, b) concatenating the selected

code with said M different N-byte conditional access codes and c) .

selecting said (M+1) times N byte code or the concatenated code
and d) concatenating the last selected code with said entdtlement
management and control data.

th—sard N-byte
access code contained in said regl ster, and if a match is made

of sai d conditional a6 sRtn6@UE Yehivriiiting! cHAUSGHAL UBCKS: NuRiBadbRUDS,



noans, including a conparator for, a) determning if a first N-bytes of
said entitlemant data payl oad contains a conditional access code of all one

logic state; b) if said first NNbytes do contain a cent ; Di C
state, conmparing N-1 bytes of said subscriber speciflﬁ%‘@‘g@i@i ; PSS
code with said entitlemant data payl oad in excl usive byt e gro nd i f
a match is nmad sai d subscri ber speci f ic ZBER it bcess
code with N1 HMHHMIWNRWML" d exclusive N-byte drqups, generatl g{an
enabl e signal to-apply stidertitlenent data to saidlentTtTemnment data
processor; c) else conparing said entitlemant data pdyl oad_in_exclusive

N-byte groups, with said N byte subse& T ber specific conditional access code
contained in said register, and if a match i s nade of said subscriber

specific conditi naI a t groups,
applying said enfitl eﬁégfﬁ‘gsat sal g%gﬁﬁl erreii‘f %’Psﬁpfrbgge&gg g 6. The
appar at us <packesr signal epataining mmmenardetaermehtd 1§a|$€3nﬁind| ti onal

access filtgickdi§! HViiE aac}ggm}o d e P€dES nunber
of N-byte glf%c s of .s d con |01{ﬂdaldﬁafcyg;% §1§¢H‘Qp$c§lke§g“ & tﬁalmel%t dat a

payl oad ar € PN&?I & ap t a""aﬁﬁj 3P °a§pﬁP9Fq4§1%%u ntitlement data
payl oad to emtitlemeritt Kdatenandi ainecludinge Morconcatenated N-byte condivional

access codes, M and N in:egers greater than one, said apparatus
comprising:

means for applying said packet signal;

a transport processor, responsive to said packet signal, for
identifying signal packets containing entitlement data, and
extracting entitlement data payloads from identified packerts;

an entitlement data processor; and

a conditional access filter arranged 10 examine entitlement
data payloads for conditional access codes in exclusive N-byte
groupings of data, and on failure of detection of a conditional
access code, inhibiting reception of extracted eutitlement data
payloads by said entitlement data processor.

-4. The apparatus set forth in claim 3 wherein said
conditional access filter comprises;

a register for storing a N-byte conditional access code;

means, including a comparator, for comparing said payload
data in éxclusive N-byte groups, with said N-byte conditional
access code contained in said register, and if & match is made of
said conditional access code with any of said exclusive N-byte
groups, applying said entitlement data to said entitlement data
processor. : '



7. The appar at us set forth in claim5 further characterized by said
conditional access filter including a detector for detgcting.if.a

pr edet er mi ned nunber of N-byte groups of said conditio*”,‘kﬁaqug’ §N’f(3}§ﬁ’n
said entitlenent data payl oad have all zero |ogic stat i st )-8 ’

appl yi ng sai d-ent-it4ement—data payl oad to said entitlepent p egsdr.
epi gtc%?‘agofg%t grifng

29 8. The appa fHinggiN claim4 wherein said
a N-byte subschmmﬁa mm mnditional access code cpnprises N 1-bytle
regi sters, and | Tisonal access filter further

onprises: a
mul ti pl exer havi.ng N input ports respggtively coupl ed '
regi sters; and counting circuitry for conditioning said nmultiplexer to scan
its input ports to sequentially provide data fromsaid N 1-byte registers,
to said conpari $onTheaapparatgd set forth in claim 3 wherein said

conditional access filter is characterized by:
a register for storing a N-byte conditional access code;
means, including a comparator for,
a) determining if a first N-bytes of said entitlemant

data payload contains a conditional access code of all one logic
state;

'b) if said first N-bytes do contain a code -of all one logic
state, comparing N-1 bytes of said subscriber specific conditional
access code with said entitlemant data payload in exclusive N-
byte groups, and if a match is made of N-1 bytes of said
subscriber specific conditional access code with N-1 bytes of any
of said exclusive N-byte groups, generating an enable signal to
apply said entitlement data to said entitlement data processor;

c) else comparing said entitlemant data payload in
exclusive N-byte groups, with said N-byte subscriber specific
condirional access code contained in said register, and if a martch is
made of said subscriber specific conditional access code with any
of said exclusive N-byte groups, applying said entitiement data to
said entitiement data processor.

6. The apparatus set forth in claim S further characterized
by said conditional access filter including a detector for detecting
if a predetermined number of N-byte groups of said conditional
access code in said entitlement data payload are of like logic state,

- and if so, applying said entitlement data payload to said
entitlement data processor.

7. The apparatus set forth in claim 5 further characterized
by said conditional access filter including a detector for detecting
if a predetermined number of N-byte groups of said conditional
access code in said entitlement data payload have all zero logic
state, and if so, applying said entitlement data payload to said
entitlement data processor. '
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decryptor, responsive to said entitlenent data, for decrypting_extracted
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0 program payl oads féor *pafticul ar pro@ans based on subskriber specitica
subscri ber group access information and for preventing reproduction. of

program data for thoseg_prograns for ich access i§ denied, wherein
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packet si gnataidel rSa'@B’F%g"%?PB'ﬁdgﬂ romidentified packets;

counting circuiry for conditioning said multiplexer to scan
its input ports to sequentially provide data from said N 1-byte

registers, to said comparison means .
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