WD 2012/ 015356PCT/ SG2010/ 000283 SYSTEM AND METHOD FOR REMOTE MANAGEMENT OF
A HETEROGENEQUS SENSCRY NETWORK USI NG A UNI FI ED MESSAG NG FRAVEWORK FOR A

MOBI LE DeybGHJii1€isd of the Invention 5This invention relpatrges2010/00885t 0ori ng
data from sensors renotely via a nobile device. Mre particularly, this

i nventi on S¥BAEMSAND METHOD FQRREMOVE MANAGEMENTOFcA HETEROGENEDY SNt

formats InGH ' I ' | | ' k nner .
ST morENsRRY M IHORRYSNCATHIERD WSS AR PRARORK rORA MR IR "
nobi | e device to be used to change mPEMGEIi ng criteria in the systemto
receive alerts when a reading fromthe sensor 10output neets a criterion

regarding a particul ar threshol gield&tTtReE bhvehtibRe Prior Art I'n
today's society, there are many systens that use renote sensors to nonitor

t he status of yvarious co nents .and/ oy, subj ects. For anpl e pjocessi ng
ol ant mmy i nof tndBtiet S8R Eoman e YahtobEebivs /S RRER UF edasiiieldie

such as Mermppartitulanly, #rislinvébtidraretated to proydiegsecaving datacfrfdm 3snddre irsdifiéngnt of a
conmponen C the flowr . of terial, throu a conduit. A.second
exanpl e {ogm %tghge?‘éjﬁ f V'gg‘rgeth 'rﬁff’ﬁ%s‘loﬁgtors%g}%gkr'ﬁ tdﬁ}’a'f;é I‘l'ég H"é‘o’u"?”??{at%‘gﬂﬁe

t he bl ooparpcudarty, itieis innentien relates tarad systerpethat allosvsod neohilatdevite. toAse usedhtw! ogy
has advapgced,. .1 t | tarl he nsors. have'al so evol yed to all ow
The oyer e tdfionike biEHa Tl Sotd 14 RealB s wABH B B5dfa ol e SacGebe.
2009 prolpetmeets b ariterioemégardingtagpartigplantisieshadi s t he i ntegrati on of new
sensors into the system In particular, sensors fromdifferent providers

often transmt sensor output dgimnidty&ftieprBl Aformats meking it difficult
to use in a single control systemto nonitor all of the sensors.

Furth , t f.,.the sensor out ata proyvi ded make 1t ver
Gitiiout co Banen Boe bl aRdas oRBhInd THR FoR T ror Caneps tear
provi de statua dfovario2s ainigopeetst apdioasebjects. Ahuexarhplesa plockdsaty iplant meayar t
are const gntl rovi,de a.si '

moni Lor - BaNde feRblLstrts, BrP PRt pEeRyPoRofl SR it aieR 2 Peritire 2
di f {8 i ngpromatriepressune) asawelledssthe staltus of aﬁccsﬁmmdtb [sudbge the ffow e ofinbtepiagh

' dat d/ ert i e ' t
Lot cal TOrEDE FEhy A $RoRl uaeRdS el B Rey PR aVERH ! s St oni | ¢
devi ce. that measurpltiee bmoh@aésshre;mgtsepatgv b?enemp?ramm?bf & ;pacimtng? tbbl@rlm)ologyd
th hol d f I h er,about a,patignt's erature se
Lo an BasAHvaRbed, 1 fyetdtis et @ 38tiors B bER uBieH 1P At eraoBio be
changed toysead statuns mesdagas ¢to a wsemtyraligh@cdonnatted dacieewi t h t he system This
may cause an unacceptable delay in changing the WO

2012/j015356 P SErdbldth %ﬂ%_%%ehmeﬁwgrsvg{gﬁ{a% Be ?T%qﬁt;%& SRy SrisblElid N

the art would |1 ke to provide a wa ) ' e nonitoring to be
changed theisy§tea. nobiparicylari sensosy Famadifferefb praviders pipm diaesit seaperoputput

Summary @fta iDGifrbRAE AR Aﬁﬂlﬁg ARAHEIAB QN8 SiHfP LORITE s 7dtEm I8 MisHtoPRoN
advance 1n the art 1s nade by a
the sensors. Furthermore, the nature of the sensor output data provided may make it very
difficult to generate a uniform data transmission format for sensors that provide data for
25 different parameters. Thus, those skilled in the art are constantly striving to provide a
single monitoring system that can monitor sensors even though the received sensor output

data are in differing transmission formats.

A second problem is that although users can receive updates and/or alerts over

mobile device, the users typically have no way to change the monitoring systems using the

30 mobile device. For example, a health care provider may want to change the threshold for
alerting the provider about a patient's temperature based upon an examination. In the
current system, the threshold would have to be changed by an administrator using direct

interface with the system. This may cause an unacceptable delay in changing the
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system. The system generates and transmits a recovery signal to one or more systems
associated to the monitored system. In accordance with some of these embodiments, the

20 systems that receive a recovery signal then perform a recovery process, such as disabling

certain system components.

In accordance with some embodiments of this invention, the system receives and
stores information about the sensor during configuration of the system. In accordance with
some of these embodiments, a new sensor may be added in the following manner. The

25 system receives a request to add a new sensor to the system. The information about the
sensor is read from the request and is stored by the system. In particular embodiments,
the information about the sensor includes a sensor type, and a list of sensor outputs

provided by said sensor.

In accordance with some embodiments, the system may allow new types of

30 sensors to be added in the following manner. A request to add a new type of sensor is
received by the system. System then reads the information regarding the new type of
sensor from the request and stores the information in memory. In accordance with
particular embodiments, the information regarding the new type of sensor includes a

sensor type identifier, a list of sensors outputs, a start position for each sensor output in the
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25 Figure 6 illustrating a flow diagram of a process for adding a new sensor to the
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30processi ng systens. In accordance with an enbodi nent of this
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devi ce irvantiet wor k and/ or tel ephoni c means. The 35recovery signal is a
signal that nay be transmitted to the sensors and/or the associated WO
2012/ 015356PeR 35204010283 oK fhals i Bleds VRHRERIRT R RdHilniERRG! Bitn t hat
are nonitored by sensors such as flow, tenperature, pressure, er |evel
moni t or sematadevisedvieryF sr eaiyaleny signaes 185 t ladetwork HEO asansePeR S IESEWRS t o
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10 a process for transmtting a recovery signal to nonitored systens in
accordance with an enbodi nent of this invention is described below with
respect twoRhpurnssss. | f the process determ nes t lpatr/Scaomloesiss needs
to be generated in step 325 or after the alert is transmtted in 335, the

rocess determ.nes i.f . are t to nodif en received in
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nobi | e device such as a nobile teI epho;te while others may prefer and/ or
require an e-mail nessage be sent to a | aptop or other nobile device. The
nmessage is then formatted into the proper type nessage. 30In step 520, an
identifier associated with the nobile device is read. For exanple, a

teI ephone nunber of the rmbl |l e deV| ce may be read |f an. SIVB message. |s to



WO 2012/ 015356PCT/ SG2010/ 000283 remaining in the list and process 500 is
repeated fromstep 510 for each device in the list until the list is

conpl et edwo 2012/015356Fi gure 6 illustrates a flow di agram etTacIn®eEss 600
that is a process for nodifying the system by adding a new sensor to the
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storing information for a neM/type of sensor is provided belowin regards

Supporteq by " HEPSSE BARGP ar e P (FRPaNSART 160 MOF HAR THPS IRSENER ensor

i S receicerain tpn@dﬁt&&zaﬁa()(brpbpdl@@ctenteo mu‘e&pgﬁ&@ the sensordlte fereicedhe sdaw es

t he sensor t ent i n e recor new, s or in st A
bomsor TershEBEns TERLbe sEhedre. DR ECCHENOTor (e R R b B L o
t he reqttdsinventionta i6 Bt sanaldesign elsbitefor rvse akiledlinf the arthe new sensor in step
640. Step 645 then 30 determines if other sensor outputs of the sensor are
| nchyded TN gy (8UARS s rebdiveiroiRE S8R Ao SEREA Rt IR RN SRl | 2l |
of e desired outRuts are stored 1n the recor e new sensor rocess
600 t hegx&aried from the dafs iguatep 319.| Auwpeessds agcqrdaresswitty @0 enhadimentof thiscess

from a ShefEh e aBlngI e beriitr RuIbItE oK iR I B P8 T B SB85YS T600 265
enbodi neascribedt belewi willerefesenceptoo emse 700 bedi eatracied tsgnsgoBulpyt iedbeni ng a
Mmessageq Efﬁ]gﬁ?eé 18 RheShslG 45 .aotéé'wﬁﬁ?rﬂnhgdtput ih 8 %%tef%&l‘t %Q?ré@ﬁﬁ&ﬂ&d' S

par sed. Ear5|ng I'S use rea nf or tlon for yi ng the
con?? gutathednreshoidiie dggpsmmwm@hefdhe eutpuhEestagh aertaiy stitene. dine anteris, maye

”Essageﬁettﬂaﬂgﬂé Bgt Li‘?s E% Bdididd s bé]ﬁn Qﬁ%cé’rlaé(er InhP B quaP o thE
syst emto rea use t e Intormati on us € nessage szt e parsed SO
t hat t héhrgsticdd: reit lpes thasqern eeup!ite the dhreghaléhe lsﬁere@%atheb@rog%& deteauings om

t he nes f I et er mi nes
whet hor "TRgergler shoulieerhe FBERARE *";eéaﬁ%éf@%gg‘éﬂéee@.tﬁ@?égé’?15 Thi s may
be done by deternmn et her pecific strin racters identifying
o o 1 ot | Brine et deteimin el Bin At Gl e eISrases Beos P8t fogm | n

t hesgonkemdor obtput det®a eritdriai for SeCdttribbie mBasu+ee, ;srea@ﬁsr@wgafer@tuk endiégat i on
i nformati on such as a user .na nan /g{iﬁp sword to determ ne E t the user

has aut AKEP338 PBHOL 6oGREYISI7 ©t RESTAIES'S Fb MeSSA N A B%it i on

r eg_Ufe_St trap$rHies o ZQﬁolﬂl&C&‘ewob;mé%Be raaSésa@ﬂ & Mtﬂi&ﬁﬁéﬁl\wﬁdaglﬁg [Bendce (MMS)
nr

frodi T Cirar;[els(s)age ey rtt Meassgge ISeIrv(%c%[ I(é%\ﬂS) message or any other type of message that

may be transmitted to the mobile device via network and/or telephonic means. The

35 recovery signal is a signal that may be transmitted to the sensors and/or the associated
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15 is read fromthe nessage in step 720. The command is a string of
characters that identify a specific command in a portion of the content
reserved wonoe/assseand. The process then deterni nes thepoudichiwaniss
request based on the command. In this particul ar enbodi ment, the process
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and/ or tel ephoni c connections. n step 920, an identifier associated
wth the systemis read. For exanple, a tel ephone nunber of a nobile device
connected to the systemmay be read if the recovery
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determn eth ere t her stems n the t .and

or ocess Saeptiont B defket 5&%@%& PSP B SuRR e PR R 1 e
list is conpleted. - The above is a description of enbodinents of a
system i n acdBISQEECEASER.thPRMHFYan $RNSAL MEN Provide mos fhaotang semger eutpgte Fxki | | ed

in the aerxfanmél Qﬁ%ﬂﬂoa{&.ﬁg wowésshr@&fam éd?%gpué»r%g%%éll 6%5&2\6@%% \;@n a;s

set forth in the foll ow ng Clains. WO 2012/ 1535
cl ai med ans e“V'!LO"W@@s’@@?ﬁOF onay chreyide ytemperateiei apd sbaremedic ereasues 9 the

| NSt r uctdrRisnrhéht. dh 1He bady) p?odé%@%@%bféﬁnk‘n@h‘iféQl:bs%&ﬁ@ﬁt g&t&ht&ft st be
sensor, 5extract a sensor output fromsaid data recelv romsai d sensor,

conpar e &peed degbinediatpin sten 48f Hiropatocesy éahmngats from stepiétter Mierealitafat

sai d senﬁérseagérpuatpuaehéeo%dcuet gkir&fted Frohf i idath Fons @l demish Phlocky @8bo! d,
gener ate an alert message in response to a determ nation that sal d sensor

100dPputdetgrainesdbdata bps Peen eeceiyrd fropranather seaser- df €9 tPreaess 4@ rersals i | e

devi ce; siplads B Sudstaee!sRnbdr Gl 8Nl Bf HMeShdhilied @éﬁs&rhﬁtptﬁ RH@SalbE tHe
I nstructions. 2. The systemof claim1l wherein said instructions to extract

said serRetomst sRIsonssagAxtasied. Process 400 ends after all of the sensors outputs have
been extracted from data received from each of the sensors.

.Figure 5 illustrates process 500 that is a process for transmitting alerts to one or

15 . more rhobile devices in accordance with an embodiment of this invention when one or
more sensor outputs meet a criterion with respect to a threshold. 'In accordance with this
embodiment, process 500 is performed by a server, such as server 105 that receives data

from the sensors and is communicatively connected to mobile device via network and/or
telephonic connections. Process 500 begins in step 505 by retrieving a list of mobile

20  devices to receive an alert when a particular sensor output meets the criteria. Preferably, a
separate list is maintained from each sensor output of each sensor and/or for each sensor

as not all users of the system may need to be alerted for each particular sensor output

and/or sensor.

In step 610, a mobile device associated with a user to receive an alert is read from

25 the list. The process may then read the type of message to send in step 515. For
example, some users may desire an SMS be transmitted to mobile device such as a
mobile telephone while others may prefer and/or require an e-mail message be sent to a
laptop or other mobile device. The message is then formatted into the proper type

message.

30 In step 520, an identifier associated with the mobile device is read. For example, a
telephone number of the mobile device may be read if an SMS message is to be sent; or
an e-mail address associated with the device may be read. The identifier is then used to
transmit the alert message to mobile device in step 525. After the message is transmitted

to the device read from the list, process 500 determines whether there are other devices

10



I nstructions for directing said processing unit to: determ ne said sensor
Is a particular type of sensor, determne a format of a data transm ssion
for sai d wopeidfisaséensor, deternmine a position of said seaseGo0peEs3in said
format, and 20read data from said position in said received data to

retrieve,sajd @I}gsmﬁ lisCatidP ss%ooTt;%eg%/a%&fﬂ}) %t% 84 g MR %Sﬁ't

i nstructions to ex ract Sard sensor conprise: i"M4S It i ons
for dir emtil thg lisbis doppletesksi ng unit to: determ ne a length of said sensor
output in said format, and read said data for said | ength beginning

at said posi tFl@ﬂetGDﬂllﬂﬁﬁa‘tésﬁéf RowdfishraMnsT & prabédiioo Batis Broe¥sd RIMndifgihg! M 1
wherein said data includes a plurality of sensor outputs, said instructions

further RSAGERLY 39diRg B ORIV GHEISOP the Pé%‘?i“n'@ aggordance,wik §pmg empbadiments

extract dgiahig ihventioRACR fcoffanbe Wit fls éMb@éﬁmﬁsﬂﬂsﬁ?bcé%BtW & pérfdimeai sl data
recei ved from said sensor, 35conpare said data extracted from each of said

pl ural i SFNEFH $6ahs? SBYEHAPS hal receivas: dataJrRin dbe S6PSAIE andrie SRBIRUNiIGRtvely

2012/ 01%3RAENId Wé@l’eoa&z&? via networkl @h8lof1t8IRphdni® t8nRéctidAs d Pldéesd isby Of
sensor ut uts 3 acriteriarelated to sald corresgondl ngl_ out put

t hr eshol°§ gl i step Y aeeivingafeqyest to pdd A dewsirngot t9 e sysiems fhe 'ﬁﬂﬁ?%l ity

of sensaﬁayOblé pwes/ea&&ta n@sS@gsifr@rhld mbbma déVigk, M6l 4 GrapHic Bk6Y Intdrfacgai d
nobi nstructions to

. stem o ereln said
oxt et (BUGEesweb opbkernlsTactin il &Sl oirare Sishidstl b BUETBHBe se:
i nst r uctcompaiter @ystdin witHou GeSdrting ﬁérﬂQﬁ@Sﬂthlbﬁll If theédrequest is a message from a

mobile device, the message must be in a format that can be parsed by the system in order

to extract the required information required in the subsequent steps.

‘In.step 610, a sensor identification is read from the message. The identifier is a
15 unique code for identifying the sensor and data subsequently transmitted by the sensor to
the server. A record for storing information about the sensor that includes the sensor

identification is then created and stored in memory in step 615.

The sensor type identifier for the sensor is then read from the request in step 620.

In step 625, the process determines whether the sensor type read from the request is a

20  sensor type supported by the system from the sensor type identifier. If the sensor type is a
new type of sensor not currently supported by the system, process 600 requests
information for the new type of sensor to be provided. The information for the new type of
sensor is received and stored in memory in step 650. A process for receiving and storing
information for a new type of sensor is provided below in regards to Figure 8. If the sensor

25 type read from the request is currently supported by the system or after the information for

the new type of sensor is received, process 600 proceeds to step 630.

The process stores the sensor type identifier in the record for the new sensor in
step 630. A sensor output provided by the sensor that is to be monitored is read from the
request in step 635 and stored in the record for the new sensor in step 640. Step 645 then

30 determines if other sensor outputs of the sensor are included in the request. If so, process
600 repeats from step 635 until all of the desired outputs are stored in the record for the

new sensor. Process 600 then ends.

Figure 7 illustrates a process 700 that is a process for modifying the configuration of

the system based upon a message received from a mobile device in accordance with an

11



10determ ne said sensor is a particular type of sensor, determ ne a
format of a data transm ssion fromsaid type of sensor, determ ne a

posi tion wb2eeahswb said plurality of sensor outputs inpsaisé26ooss; and
read said position of each of said plurality of sensor outputs in said
recei ved Jb(SSﬁata ut s.

to.r.etri eve sajd pl lity of sensar ,out 6. The
Sy st em SMESPEIS: ST g rivertien Froosse 10 hesins o SR D3RV tekEl g 2789°8° of
sensor duwotpainsobiledebiee. dosiepi 1, thensdnterttof dhres miessag is garsedg Bed pargingdessi ng
unit to: 20determ.ne. a | ength of ch qf i l.ural of, sensar _out puts
" sai 8T I rEAL IR CinforiReh R GmofAih Bie SAMERPLEN Pt oY SShishT a8 Bt e ¢
pl ur al i messagisg sgsiems e used, ltbgimessagesato readify the systeonmaskibe inaa @drticulah each
of said [ f 0 ts t i e ' I | e [
out pt o St ' thepitteri 3 Rk L PR e Mo YBuf Ihe P E MHOTE s o e
sai d al epthatttesiatpemetiorpreigsired tarsbdifycthe spstefmarandier exdtriacteg feomi thepmessagei ng
unit to: generate a Short Message Service nessage. 30 8. The system of

claim 1 wher eifar 4 Fhe8dd CHAr8EE the HERRE Aferfinds Rh&thbr RS ARE8adelidPs | Se!
instructions for directing said processing unit to: generate an e-nail
rressage.m"S*Hqca@‘?" me?y@?%‘iﬂg@f'”cﬂt%ﬂ 13 Wﬁér’@?)ﬁ bggaqe; %F?tGW'P@ﬂsW'?QSh?rr%nsm t
sai d nmegpa@f E@ingdfdcm%ﬁ idemirfifg @ rifiestion ¥duest are read from a specific
2012/ 015356PCT/ SG2010/ 000283 i nstructions for directing said processing

uni 80t oPodieNePMPRAYELQD ibie contant c eFyrtharpes: Bissslen AR riPciHgR Jagding user

authentication information such as a user name and/or password to determine that the user
has authorization to modify the system. If the message is not modification request,

process 700 ends.

If the message is determined to be a modification request, a modification command
15 s read from the message in step720. The command is a string of characters that identify
a specific command in a portion of the content reserved for a command. The process then
determines the modification request based on the command. In this particular
embodiment, the process determines whether the command is a change threshold
command in step 725. If not, other commands are checked and the resulting modifications
20 are performed in step 730. Other modifications may include, but are not limited to, adding
a new sensor that is described above and illustrated by figure 6, and changing the sensor
outputs to be extracted from the data provided by a sensor. If the command is to change a
threshold, a sensor and sensor output associated with the threshold are read from the
message in steps 735 and 740. A sensor identifier and the output identifier are read from
25  specific portions of the message in accordance with this embodiment. The new threshold
is then read from a specific portion of the message in step 745. The existing threshold for
the identified output from the identified sensor is changed to the new threshold in memory
in step 750 and process 700 ends. One skilled in the art will recognize that specific
portions may be determined by a specific string with the specific portion being a
30 predetermined length of data after the specific string. However, the determination of how
to format the message to allow modification is a design choice left to those skilled in the

art.

Figure 8 illustrates a flow diagram of a process for receiving information about a
new sensor type in accordance with an embodiment of this invention. One skilled in the art

35 will note that process 800 may be performed during system configuration to add new

12



10. The systemof claim9 wherein said instructions to determ ne said
nobi |l e device to 5receive said alert nessage conprise: instructions for

di recti ngweantk/qsizeessi ng unit to: read an i dentcfrisezomssass at ed
with said nobile device froma list of nobile devices to receive an alert
when said criteria is nef b aid sen ut put Is stored in a nmenory
Fadabr SRS birgs i becuBlem buliins 467 854 of Bess AEhnert 239186 ey sensoer
sai d i degthefsygteni.s an e- nall address associated with said nobile device.
12. The systemof claim 10 wherein said identifier is a tel ephone nunber

assoct at ed 1o . 580 el S 84085 raoching TGS TR Bl dr s "

said instructions to tr o said
conpr i s@nei skdled e theoard wilbnotdithad exanifogaiatdf the twesnfognativint will step20d partieri t

sai dS al gcfrtr\}g{r%é@@elrér%rrﬁt tme Wf@rlrﬂatt%n %fs dégpﬂlde% ﬂ)%\ﬂa ?«ﬁlﬁ'refae%t tona @G\?ééf?{?on

claim1 ereln sal Instructions to transmt ert nessage
pl ur al i inforotatinnbin step 896 o type idgntifiercfor therneaw @anspotypeﬁsmeadlfmmtherrgcs-aedi

processidignidibh, t R ne%égsa%rw,g@ré@ré u&qﬁg} s% tggée)t?&érﬁ*fgﬁ}é' er%étetdo?ﬁ@cei ve

said alert nessage. stem o in sard 1nstructions to
determ ﬁ@r@hﬁndn?mqwam step &20. deV| ces conprises: instructions for directing
said processing unit to: 30read a plurality of identifiers froma list of

nobi | e devi c@ssdn@or @putvavanablé i@k the new sensor is read from the information in step
10 825 and stored in the record for the new type in memory in step 830. The start position of

the data for the sensor output in the data format of a transmission from the new type of

sensor is then read from the information in step 835 and stored in the record with sensor

output in _étep 840. The length of the data for the sensor output in the daﬁa transmission

format of the new type of sensor is then read from the information in step 845 and stored in

15 - the record with sensor output in step 850. Process 800 then determines if the new sensor
type also provides a subsequent sensor output in step 855. If so, process 800 is repeated

from the step 825 for each additional sensor output until information for all of the sensor

outputs is stored in memory. Otherwise, process 800 ends.

Figure 9 illustrates process 900 that is a process for transmitting alerts to one or

20  more monitored systems in accordance with an embodiment of this invention when one or
more sensor outputs meet a criterion with respect to a threshold. In accordance with this
embodiment, process 900 is performed by a server, such as server 105 that receives data

from the sensors and is communicatively connected to mobile device via network and/or
telephonic connections. Process 900 begins in step 905 by retrieving a list of associated

25 systems to receive a recovery signal when a particular sensor output meets the criteria.
Preferably, a separate list is maintained from each sensor output of each sensor and/or for

each sensor as not all system and/or sensors need to be recovered for each particular

sensor output and/or sensor.

In step 910, a system associated with sensor that monitors the system to receive a
30 recovery signal is read from the list. The process may then read the type of recovery
signal to transmit in step 915. For example, some systems may desire the recovery signal

to be transmitted to the system via network and/or telephonic connections.

In step 920, an identifier associated with the system is read. For example, a

telephone number of a mobile device connected to the system may be read if the recovery

13



when said sensor output neets said criteria stored in a nmenory readabl e by
sai d processing unit wherein each said plurality identifiers is associated
t o one ofweantk/pkissal ity of devices. 3516. The system of pciraiGrvibiovdess ei n
said instructions further conprise: instructions for directing said
processin nit to: enerate a recaover n response to a
det er mi rﬁ&g’]axﬁ torhs sentivip ?@?Qg?'ccﬁ'ﬁad\ﬁt Oh@R @9@3?/8 ‘?‘?O?éfj?’%?ss agsociafed Wilhst em
gf cl ai ﬂhé@ymbalﬁrrﬁaﬁbé%aﬁ if tried rebeNerp Bignélus tdbé semnmu bSRtwdrk) n%élk:féritlﬂéﬁnsf gr

irecti sai rocessi unit to: smt said recovery. signal to sai
oot g Bl BRI e ratPiiryBnel P retei Hen R A9 ot ey b i
conpri sesystemstthucmem&) tﬁé)l‘eodwsredl thegsys intl nqum&mrtge lﬂétbdvefyomgﬂé]tté PGrE t
sai d re(‘tgver naI I%e g}a ﬁ' i t%/) of sen |nch(§1 sal sensog

The Syst'8ff e&Y B 1 "8 LPPVPR:T? %S"P' rﬁyts %f%?dal“é’F't to
Sald d deuthe éistcpropesse00 deetmines woethet merdbreesmwengyst@hd rgmaIning Sh ﬂ?}a kst iahdt oh
15 etermnea ssoci ste receive said recover i.gnal . Q. The
syst em dFOE5i 9? i@fﬁgﬁgﬁengn{g{m%hgqrrq?(gﬁs%%grntlgﬂ&lfsg Prﬁﬁ% @Ségsd égr ed
systemto receive said recovery signal conprise: instructions for directing
sai d processig akfive is degirigtion ah embedimdrite of assystanatie acedrdancsaivith this
associ atl%nﬁé’ﬁt ‘Ptmsfer)@ d;@d lihsttth8de §Mﬁéoefﬁ5th5chrf #ACY ﬁ%@alt&hgﬁks%&qnﬁﬂ
criteriais sal d sensor output that 1Is stor I'n-a menmory readabl e
by d8id preéféwVﬁgthmq set forth inThefollgwingrdladhscl ai m 20 wherei n sai d
identifier is an Internet Protocol address 25associated with said nonitored

system 22. The systemof claim20 wherein said identifier is a tel ephone
nunber associated with said nonitored system
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3023. The system of claim 19 wherein said instructions to transmt said
alert to said systemconprise: instructions for directing said processing
unit to: wo2012/01635ansmt said recovery signal to a pl uretirtsg2eficesssci at ed
systens i ncI uding said associated system 35 24.The system of claim 23
wherein \F/E str ctlons to transmt said recovery signal to a plurality
of associ'aely ¢ Q"VE ¥ conprises: WD 2012/015356PCT/ SG2010/ 000283
instructions for directing said processing unit to: determ ne each of
sai d pl ut-al i tAysystemboer reootsly swsitaring senserssorprisiagd recovery signal. 525.The

system of cl g s eF 8i!rél:t|ﬁ8'a:jpnrks>§b°s%fn¥ﬁ}n'ntqgs to determne said plurality of

associ at ed systens conpri ses ions for directing said processing
unit to: read a plrgmwd?tadlfom denosdriers froma list of nonitored systemto

r eceisve said r ecoyeg(lri ég‘?a%f]@"[,m?”‘ﬁ %a@%ﬂec@%g%ﬁﬁe%%@rd criteria

stored in a nenor processi ng uni rein 'each said
plurality identif |Q@f@a|r%8@!§§90$cut0@ltput\m$n owtpuighreshpld, pl ur al i ty of nonitored

systems. 26. The syg nrﬁﬁr}é)fhat:éeﬁa gbﬂso‘%ﬁg)%t el Hctdidd aHCrIelLaﬁ élgéé B&but

conprise: instructlio Irecting s processi ng I ec |ve
i nformati on ftbfesBeldd sensor, and

generate an alert message in response to a deterrmnatuon that said sensor
10 output meets said criteria, and
transmit said alert message to a mobile device; and

a media readable by said processing unit that stores said instructions.

2. 'Th:e system of claim 1 wherein said instructions to extract said sensor output
15 comprise:
instructions for directing said processing unit to:
determine said sensor is a particular type of sensor,
determine a format of a data transmission for said type of sensor,

determine a position of said sensor output in said format, and

20 read data from said position in said received data to retrieve said sensor
output.
3. The system of claim 2 wherein said instructions to extract said sensor output further
comprise:
25 instructions for directing said processing unit to:

determine a length of said sensor output in said format, and
read said data for said length beginning at said position to retrieve said

sensor output.

30 4. The system of claim 1 wherein said data includes a plurality of sensor outputs, said
instructions further comprise:
instructions for directing said processing unit to:
extract data from each of said plurality of sensor outputs from said data
received from said sensor,
35 compare said data extracted from each of said plurality of sensor outputs to

a corresponding output threshold,

15



store said information for said sensor in a nmenory readable by said
processing unit. 27. The systemof 1 wherein said instructions further
conpri se:wdQbratisiset i ons for directing said processi ng ROTiSGe@L/00@8&i ve a
message from said nobil e device, read a conmand from said nessage received
fromsaid nobile device, and perfor aid command. 2528. The system of claim
27 wherei n sai d i riteus Bage Phsadplirally ¢f segnmraHIp WS FiFeIsa SBHS feigietitons
for directi ngawbéshrdshonding bo@utihrdshb, determine a type of message;

read a format for a nessade including a,conmmand.in said nessage from
nmenory; 30parse sal%'® §§g'§@"?rﬁ'“éﬁ%qﬂ%89ﬁ%8"%{]§?'%B'l“ ?'#yo‘?fﬁ&f‘s?r WRHR i ne
sai d command.me&inglxaidsrkéanaal cl ai m 28 wherein said nessage includes a

co nd to change sai d‘.thr(gslhrgl d agld é}lg instructions to read said conmand
conpPi se: 35i nst r JEANSHHSAGICHlq gt mﬁ%‘% PY°Processing unit to: read an
identifier of said command froma specified position in said format, WO

2012/ 015356PCI/ SG2010/ 00028 ead an . identifier of sai. nsor froma

second Sbect MEFREET ot AN LWbSRID SH3 riroctons B eRyad] 3o BTN PPRRY of sai

sensor aaidypluratfy of 3edscs @apaits ¢onaprise: t hi rd specified position in said

format, 5read qr LW tthrgshc?.l d val ue for salq sensor out put of said sensor
ructions for directin tto: !

from a ins g said processing uni
10 determine said sensor is a particular type of sensor,
| determine a format of a data transmission from said type of sensor,
determine a position of each of said plurality of sensor outputs in said
fdrmat, and

read said position of each of said plurality of sensor outputs in said received

15 déta to retrieve said plurality of sensor outputs.

6. The system of claim 5 wherein said instructions to extract said plurality of sensor

outputs further comprise:
instructions for directing said processing unit to:
20 determine a length of each of said plurality of sensor outputs in said format,
and
read said length of said data for each of said plurality of sensor outputs
beginning at each position associated with each of said plurality of sensor outputs

to retrieve said plurality sensor outputs.

25
7. The system of claim 1 wherein said instructions to generate said alert message
comprise:
instructions for directing said processing unit to:
generate a Short Message Service message.
30
8. The system of claim 1 wherein said instructions to generate said alert message
comprise:
instructions for directing said processing unit to:
generate an e-mail message.
35

9. The system of claim 1 wherein said instructions to transmit said message to said

mobile device comprise:
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fourth specified position in said format, and store said new threshold

val ue in said nenory readable by said processing unit. 1030. The system of
claim1 wheneimismcd i nstructions conprise: instructionecisc2diooeess ng sai d
processing unit to: receive a request to add a new sensor to said system
read information associated fromsaid request, and store said information
for said new' W§€9nsifﬂr€'5ﬁ 1 ﬂ'}‘?cefg'"gg‘T'.“the system of clai m 30 wherein
sai d i nformation fdeterrieta ARBIIS BOGEY tol rBEdivslesid alesaiesdageype, and a |ist of
sensor outputs provided b)/ said sensor. 32. The system of claim 31 wherein

said instructions further conprise: 20instructions to directing said
processingg unihe siystent Gfakdived Rhéreuesid inkPudidds fo detdinhire eaidfmasiadeiick @ sai d
system read sensor, type inforpation fromsaid request, and store said
sensdr t§PEY ?ﬂ"‘g?'ﬁﬁtﬁ‘%ﬁ%a?%%’apﬂs%mr y. 2533.The system of claim 32 wherein
sai d sensor iinstrachsisi fondirgttihg g8id proceesingunitype identifier, a list of f )
sensors outputs, and a stay. osition in a data transm ssion format of eac
sai d sensorpout pu{e‘?%a%ﬁt‘*a{'fﬁﬁ'%ﬁ%ffa‘%%wgﬁPa'gdP%a‘Fé{eV&sﬁg}qnéﬂ@F‘rmeg@st ain
sai d data tr aesicesti reteil®analeroivharasdid sdteda Banetby sHid peisor Bupat what isst  of
sensor outputs. 3034. A net hog or rmg}ré orin sensor outputs with a nobile
devi ce corrpriszqrﬁ%!m?@gg]ovw (FGORRE LYPAIRCESSNG n & server: extracting a

sendor output fromsaid data received fromsaid sensor in said server;
conpari ut,..t hresho

[ ut.. | d.i id g .
et brm ding nheevaamte A8 ikl i B ing s A Srioy oS ap SRRd bih s ai o
out put 3aidmatslealedicen sai d server;

12.  The system of claim 10 wherein said identifier is a telephone number associated
15  with said mobile device.

13. The system of claim 1 wherein said instructions to transmit said alert message to
said mobile device comprise:
instructions for directing said processing unit to:

20 transmit said alert message to a plurality of mobile devices.

14, The system of claim 13 wherein said instructions to transmit said alert message to a
plurality of mobile devices comprises:
instructions for directing said processing unit to:

25 determine said plurality of mobile devices to receive said alert message.

15. The system of claim 1 wherein said instructions to determine said plurality of
devices comprises:
instructions for directing said processing unit to:
30 read a plurality of identifiers from a list of mobile devices to receive an alert
when said sensor output meets said criteria stored in a memory readable by said
processing unit wherein each said plurality identifiers is associated to one of said

plurality of devices.

35 16.  The system of claim 1 wherein said instructions further comprise:

instructions for directing said processing unit to:

17



generating an alert message in said server in response to a determ nation
that said sensor output neets said criteria;, and WO

2012/ 015356P0R/(363610/ 000283 transmitting said al ert nessage26monsai d
server to a nobile device. 35. The nmethod of claim 34 wherein said step of

partroul a type ot ReH eIt FORpooied: € P4t BrARA e o

t ransni ssi on dutput sweth $ajgharitefia.sensor recei ved by said server; deternining a
position of said sensor output in said format; and reading data fromsaid
position in said data to retrieve said sensor output. 10 36. The nethod of
cl ai m 35 7wherldersystemdofatiaim 6 wiereinasaid ingtracliods fietheocoropriiseut f urt her

conpgi ses: det {u?i 'Sr*g'&fécf‘ﬁf‘@%%{’%ff%&%ﬂﬂ%mgr output in said format, and

reading said da or sail eginning at said position to retrieve

sai d sensor 15out g@nsinit sei récevery signal t@ BaidBeesoret hod of cl ai m 34 wherein
said data includes a plurality of sensor outputs, said nmethod further
conprises: extracting data fromeach of said plurality of sensor outputs

f rom sail8. fbe aystemohrldin? 08 sheesin said instructiarsrfpdhermympaiset dat a extracted from

each of sai diﬂ%ﬁ%’*gﬁé%@k"%ﬁ&‘%&& ppﬂ%etggibﬁiumt& correspondi ng out put

threshold i n sai ning if one of said plurality of
send®r out puts nedtansmitsridrecovery sipaaldd atpdurglity df senspesipduding gaidlgenaor.
threshold in said server; 25generating said alert in response to one of

sai d pIuraIiHy of sensor outputs neeting
19. he system of claim 16 wherein said instructions to transmit said alert to said

device comprise:
instructions for directing said processing unit to:

15 determine an associated system to receive said recovery signal.

20. The system of claim 19 wherein said instructions to determine said monitored
system to receive said recovery signal comprise:
instructions for directing said processing unit to:
20 read an identifier associated with said associated system from a list of
systems to receive an alert when said criteria is met by said sensor output that is

stored in a memory readable by said processing unit.

21. The system of claim 20 wherein said identifier is an Internet Protocol address

25  associated with said monitored system.

22. The system of claim 20 wherein said identifier is a telephone number associated

with said monitored system.

30 23. The system of claim 19 wherein said instructions to transmit said alert to said
system comprise:
instructions for directing said processing unit to:
transmit said recovery signal to a plurality of associated systems including
said associated system.
35
24. The system of claim 23 wherein said instructiohs to transmit said recovery signal to

a plurality of associated systems comprises:
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said criteria in said server; and transmtting said alert fromsaid server
to said nobile device. 38. The nethod of claim 37 wherein said step of

extracti ngoaixbisasa from each of said 30plurality of sacd/seenmmo8sit put
conprises: determning said sensor is a particular type of sensor;
determining a format of a data transm ssion fromsaid type of sensor;

det er mi ni ng A'SYystiQnsdAr drecling prigPrecesng Lt iai ty of sensor outputs in said
format; and readi rigtermir® g¥hidfsaia piiraiRpehmehitsrad dystbmrtalrédevetdaigensor
outputs in said received data 35t0 retrieve said plurality of sensor

out put s. mo'%‘é’i’?ﬂ/oﬁi%’sﬁg-apdl SG2010/ 000283 39. The nethod of claim 38
wherein said step of extracting said plurality of sensor outputs further

conprises: determnin 1l ength of each of said plurality of sensor outputs
R BB e SUHAM & ko A G R85 b SRt R s RS b g
pl ur al | ayseviated BydEmO Bbmptisespbegi nni ng at each position associated with

each of said.pluralit f sensar outputs to retrieve said plurality sensor
out puts. 40. "%’féc Hé'b‘afﬂca%? P EQHP'gtostep of generating said nmessage

clorrpr i 3 es Wh geér.&f@biuruéiwoﬁb@ftmemﬁmeeistsffrnvdrmgremmto re@eidd saifilrecavehyhod of

cl aim 34, rein said step of generating. said nessage conprises: nerating

o e sl AGu SR o0k FBeRbeER SR A atalp ol eras oS PRt B

t ransm ptdcegsisgunit wheigeadhesaidipldralifyioditifiersde ussoridtedaith ©a8 of 841l @lurality Ng a

nobi | e dgvi ce tg rsgcei ve said alert message. 43. The nethod of claim42
TPRYPe Y

wher ei n® PMdet ermining said nobile device to receive said alert
nmessage conprise:

26. The system of claim 1 wherein said instructions further comprise:
instructions for directing said processing unit to:
15 receive information for said sensor, and
store said information for said sensor in a memory readable by said

processing unit.

27. The system of 1 wherein said instructions further comprise:
20 instructions for directing said processing unit to:
receive a message from said mobile device,
read a command from said message received from said mobile device, and

perform said command.

25  28. The system of claim 27 wherein said instructions to read said command comprise:
instructions for directing said processing unit to:
determine a type of message;
read a format for a message including a command in said message from
memory;
30 parse said message in accordance with said format to determine said

command.

29. The system of claim 28 wherein said message includes a command to change said
threshold and said instructions to read said command comprise:
35 instructions for directing said processing unit to:

read an identifier of said command from a specified position in said format,
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20reading an identifier associated with said nobile device froma |ist of
nobi |l e devices to receive an alert when said criteria is net by said sensor
out put t hav 0e/@szeed in a nenory readabl e by said servecr/sé4o10besset hod
of claim43 wherein said identifier is an e-mail address associated with
25sai d nobi |l e devi ce. 4(2%@Fh met hod of_ claim43 \/\herel n said identifier
is a tel ephone nurfGaf a4 efif Faig; seRsY T AsHreRd tReFIfied PosiyaB in$Ald et hod
of claim 34 wibengj n said step of transmtting said nessage to said nobile
devi ce conpri ses nsm t sajd alert to a I ur of m)bl |l e
devi ces. 47.The néf’ﬂ@a"ga ”i'}. i9hsal %ﬁﬂ@?re‘?wr{gé’?ﬁggts%s%if %/ FWS sai d
al ert rressagq)dsmoau%a]hwmiat,ty of nobile devices conpri ses det er m ni ng
said_plurality of m)gi | e Vi ces t%‘?r ecel%e said al eﬁgﬁ ssag
2012P015356PCT/ SGI610PEEHA8EshAlE valgdorsaiq, 5enser ouipyf of s# éfﬂm§a| d step
of det er mi ni rigustaspkdfledrpakitiby urDian@I&)rmae%nagrrpri 3es r eadi ng aI
plurality of identifiers fro nmobj | e devi c receive an alert
when said sensor OUf &?W@r%%i?s‘@r“fet'&siaé; @F@P@deﬁﬁa%{eﬁ%ﬁﬁwf?%%m e by
sai d processiumg. unit 5wher ein each said plurality identifiers is associ ated
to one of said plurality of devices. 49. The nethod of claim 34 further
conpri ses: generating a recovery signal in response to a

det @aomi 188t i oITHelwybtevaofbisientwherint gaid ingeadtions @bshpese:t eri a. 10 50. The

met hod of cl aj transmtting said recovery signal to

sai d sensor. msrnuc?o%sifror Q'H%Ct'ﬂggﬁ'gfr%?eséﬁnglwﬁé‘b further conprises:

15transmitting salrdceum:avaru,essﬁogmaﬂa tew aerpﬁoutcaéaudi gystémsensor s i ncl udi ng

S SR 9% SRR RO ST SRSl o of Transm K

store said information for said new sensor in said memory.

15
31. The system of claim 30 wherein said information for said new sensor includes a
sensor type, and a list of sensor outputs provided by said sensor.
32. The system of claim 31 wherein said instructions further comprise:

20 instructions to directing said processing unit to:

receive a request to add a new type of sensor to said system,
read sensor type information from said request, and

store said sensor type information in said memory.

25 33 The system of claim 32 wherein said sensor information includes a sensor type
identifier, a list of sensors outputs, and a start position in a data transmission format of
each said sensor output in said list of sensor outputs, and length of data in said data

transmission format of each said sensor output in said list of sensor outputs.

30 34 A method for monitoring sensor outputs with a mobile device comprising:
receiving data from a sensor in a server,
‘ex'tracting a sensor output from said data received from said sensor in said server;
comparing said sensor output to an output threshold in said server;
determining that said sensor output meets a criterion in relation to said output
35 threshold in said server; ‘
generating an alert message in said server in response to a determination that said

sensor output meets said criteria; and
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determ ni ng an associ ated systemto receive said recovery signal. 20 53.
The nmethod of claim52 wherein said step of determ ning said nonitored
system t owpeoginis3ssai d recovery signal conpri se: PCEAGR2019/080283
identifier associated with said associ ated syst emfroma list of systens to

receive an algrt rlterl nsor. output that is
stored in a Zgaqwﬁﬂpgsa%gier?qqﬁgs% FP&&S%E s@f‘éffﬂ%?%ﬁ AeYite-sai d identifier
is an I nternet Prot ocol address associated with said noni toredhsystemrrb
3055. Th thod o cla| 53 wherei.n s ifier a tel ephone number
associ at e%evmhf% ?ﬁ}hé)drﬁg af"&?é ?‘f{@'f'éﬁlg geé’%ﬁé‘{'ﬁ‘éth' e’@PéP'T'ILBBtZ wher ei n
sai d st enadrises:ansnmitting said alert to said systemconprise: g
35transmttin d rec ver n rality of ,associated systens
i ncl S’dl ng sai %téss%' P 3f cfegggr '%%pa“ﬁﬂ)aé§f§/°3f8?§éﬂtﬁ?'%@m/ 000283" 57. The
met hod of cl admrﬁﬁnlmgerfenmratsnaadlaﬁmscflséidraﬁasﬁalﬂttyp%g)f%hsbrrré@@\‘/ﬁb’y sdignal
to a pl W 61thy of associated systems conprises: determning each of said
0

pl ural i ty noni tored systemto receive said recovery signal. 5 58. The
met hod of cl adeterbiningarpesitios af shid sepsapbutpat ergsidfongatsand pl ural ity of

associ at ed Syr%&&ﬁa dg%r?PJn'\ %S%:position in said data to retrieve said sensor output.
10 o
36.  The method of claim 35 wherein said step of extracting said sensor output further
comprises:
-determining a length of said sensor output in said format, and
reading said data for said length beginning at said position to retrieve said sensor

15  output in said server.

37. The method of claim 34 wherein said data includes a plurality of sensor outputs,
said method further comprises:
extracting data from each of said plurality of sensor outputs from said data in said
20 server,;
comparing said data extracted from each of said plurality of sensor outputs to a
corresponding output threshold in said server;
determining if one of said plurality of sensor outputs meets a criteria related to said
corresponding output threshold in said server;
25 generating said alert in response to one of said plurality of sensor outputs meeting
said criteria in said server; and

transmitting said alert from said server to said mobile device.

38. The method of claim 37 wherein said step of extracting said data from each of said
30 plurality of said sensor output comprises:
determining said sensor is a particular type of sensor;
determining a format of a data transmission from said type of sensor;
determining a position of each of said plurality of sensor outputs in said format; and
reading said position of each of said plurality of sensor outputs in said received data

35 to retrieve said plurality of sensor outputs.
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reading a plurality of identifiers froma list of nonitored systemto
receive said recovery signal when said sensor output neets said criteria
stored i nwea2aemas3sewher ei n 10each said plurality identi PCERSS2019/08628dcCi at ed
with one of said plurality of nmonitored systens. 59. The nethod of claim
and storing

34 furt C rising. .receipyi Lnfornption for. said sensor:

aai 01 s rm BP9 o8 PR W o FBR o Bbintiele AR o Bi%ve, ' 15
60. The aupdte further corapnine834 f urt her conpri sing: receiving a nmessage from
sai d nobi |l e deyi N i rver: [I. i n nd from sai ssage in
251 d server; SeHfubd 3l SR sHEHERy B SPTR ML SERLGEEERE oo
of clai m 60 weediegsasldemhtls bbgnidHatadarkart) of said phoatipolseasopoutpets.

det er.m ny " . i r ssage
Mt dai risoiibstdiRReR palEaT 8%uiteg it pA Ul G R p bt oBERERE Y e
and 25paetieng ssidipilralty sempor oatpatscor dance with said format to determ ne said
command. 62. The nethod of claim®6l wherein said nessage includes a

command to change said threshold and said step of reading said command
conpri seff). r et mgthad of deim B4 wbered stepioflgemeratingisdid ovessagepemndrised: positi on
in said for , : i j i £ aid sensor froma second
specified pgzé.et"'egag";‘?%dés’gﬁ%ﬁg%graggt@;e“{'%e:ﬁ%e%a h identifier of said sensor
out got of said sensor froma third specified position in said fornat,

readi ng nev I -sal. Nnsar : of ' froma
fourth sﬁéci :ﬁlﬂe %@‘g?#%’% %?g/&lg%uf%énﬁgfe%@%gn%%éﬁ%%?uﬁén e:sglbge %‘Zﬂﬁ? Treshol d
val ue for saigenestisgrancampiimes$agsai d sensor in said nenory readabl e by said

server.

42. The method of claim 34 wherein said step of transmitting said message to said
15  mobile device comprises:

determining a mobile device to receive said alert message.

43. The method of claim 42 wherein said step of determining said mobile device to
receive said alert message comprise:

20 reading an identifier associated with said mobile device from a list of mobile devices
to receive an alert when said criteria is met by said sensor output that is stored in a

memory readable by said server.

44. The method of claim 43 wherein said identifier is an e-mail address associated with

25 said mobile device.

45, The method of claim 43 wherein said identifier is a telephone number associated

with said mobile device.

30 46. The method of claim 34 wherein said step of transmitting said message to said
mobile device comprises:

transmitting said alert message to a plurality of mobile devices.
47. The method of claim 46 wherein said step of transmitting said alert message to a

35  plurality of mobile devices comprises:

determining said plurality of mobile devices to receive said alert message.
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WO 2012/ 015356PCT/ SG2010/ 000283 63. The met hod of claim 34 further
conprising: receiving a request to add a new sensor to said systemin said
server; rwedogis3zor mati on associ ated from sai d requespcCirscIsiodoe8s vVer ;
and storing said information for said new sensor in said nenory. 5 64. The
ein nf or. sai d new se fr i ncludes a

met hod of, cl aj,m 63, whe id i ion for nso

sensor t{?pe,ag}?dnﬁth%é clggm EZP@S e"bfﬁ'gske? 0398%"5'&5“%?' Blupldepldavicesgs  The
nmet hod odongrisesn 64 further conprising: 10receiving a request to add a new
type of sensar_t. ai d stemih said server: reading ,sensor type

i nf or mati on frﬁ%%%§ip&"?@gﬁbgfan{'f%r§§?@ as'@? 9&"?“@& Vé‘iegrt? ﬁegceévﬁ%y@@ﬁy&e“type
i nf or matsaghsdnsosautputmeests gaidesitiaial storby irsaimknsay veadabledsy. sald progesdiasiucif
claipm6 [ i or. Laformatian includes a sensor e

151 den; 1EAeh Sath S84 PSR Rlenerd it uspBotey G o s PEFIIDY plRes: o

transm ssion format of each said sensor output in said |list of sensor 4
out put s, ,,and f ta, aid data transm ssion format of each sai
sensor oﬁ??put-'lhl%rq‘%stg?%ohq%%r?%éPus@ 58?m%rﬂﬁeﬁuts. 67. A server for renotely
moni t ori ng s@eserating arpcovennsignad i responder tp acaeiénngnati that saktesnser datpat f r om
a sensor,, eqégggicﬁ{ ia.(:onfi gured to extract a sensor output fromsaid data

recei vecﬁn?rom sai d sensor; circuitry configured to conpare said sensor
out@dt to an output threshol d; circuitry configured to

det erm thﬁ*qeﬁ%tﬂoé‘é#‘a% Qélhmﬁft_}r g&%r? a. criterion in relation 25to said
hol d; j r

out put thres crrcuitry CoOM I gured to generate an alert nessage

in response t@namiftngsaid recoveny sigral tossidisessosor out put neets said criteria;

and circuitry configured to transmt said alert nessage to a nobil e device.
51. The method of claim 50 further comprises:

15 transmitting said recovery signal to a plurality of sensors including said sensor.

52. The method of claim 49 wherein said step of transmitting said alert to said device
comprise:

determining an associated system to receive said recovery signal.

20

53. The method of claim 52 wherein said step of determining said monitored system to
receive said recovery signal comprise:

reading an identifier associated with said associated system from a list of systems
to receive an alert when said criteria is met by said sensor output that is stored in a

25 memory.

. 54. The method of claim 53 wherein said identifier is an Internet Protoco! address

associated with said monitored system.

30 55. The method of claim 53 wherein said identifier is a telephone number associated

with said monitored system.

56. The method of claim 52 wherein said step of transmitting said alert to said system
comprise:

35 transmitting said recovery signal to a plurality of associated systems including said
associated system.
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3068. The server of claim67 wherein said circuitry configured to extract
sai d sensor output conprises: circuitry configured to determ ne said sensor
is a partwoubewoisyspe of sensor; circuitry configured topdetsenmoneo2sf or mat
of a data transmi ssion for said type of sensor; 35circuitry configured to
det er m a position of said sensor optput jn sajd format; and

chrcurt By colnpaunteh SR iRtk BR et aodRhPessid by Fapatoed dat
to retr pkislitpof abseeiatedrsystaing Wompri¥éd: 2012/ 015356PCT/ SG2010/ 000283 69. The

server of cl gl{n 68.v’vher§i|?' s.gi?l c.lrcritr?{ C nfigurted to extract said sensor
out put f urt hEP'SEDIRPIY aed.of said pluraiity gf ingy) ‘B’ng&% Pi'glrEY R BT UE R ne a

| engt h eignaki d sensor output in said format, and 5circuitry configured to
read_said data for said | ength beginning at said position to retrieve said
sensdr out put. 70. The server of claim67 wherein said data includes a

pl ural i 68. of Thensahodoftgiritns7 wierdinsaid/step blidéteaniningreaid Memlitylddci rcui try
configured tq xtract each of said plurality of sensor outputs fromsaid
data; assoca %‘ff’lﬁtﬁ’{‘? f/O'E%rhﬁ‘elsgured to conpare said data extracted from each
of sai d pl ur addding @plussitysafridentifiprstfeont a list afonsrétepmixyistegn toutepeive saideshol d;
circuitry configured to.. ermne i f one of sal. | ural i f nsor

out put s ReEey oM Ffien Paid Beel el mee it pTRUS sRinth B 4 FPRR o1 o
15c10 cueaclysaid pfurgity iddntifiersie assadiated avith amleaf saidiplurelitp ofhsenitared sgstemssai d
plurality of. sensor outputs neeting said criteria; and circuitry configured
to transmt said alert to said nobile device. 71. The server of claim70
wher ei n58ai d The ntathad of atzimfI4gfurteer dompeisingact said data from

receiving information for said sensor; and

storing said information for said sensor in a memory readable by said server.

15
60. The method of claim 34 further comprising:
receiving a message from said mobile device in said server;
reading a command from said message in said server; and
performing said command in said server.
20
61. The method of claim 60 wherein said step of reading said command comprises:
determining a type of message;
reading a format for a message including a command in said message from
memory readable by said server; and
25 parsing said message in accordance with said format to determine said command.
62. The method of claim 61 wherein said message includes a command to change said
threshold and said step of reading said command comprises:
reading an identifier of said command from a specified position in said format;
30 -reading an identifier of said sensor from a second specified position in said format;
reading an identifier of said sensor output of said sensor from a third specified
position in said format,
reading a new threshold value for said sensor output of said sensor from a fourth
specified position in said format, and
35 storing said new threshold value for said sensor output of said sensor in said

memory readable by said server.
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20each of said plurality of said sensor outputs conprises: circuitry
configured to determ ne said sensor is a particular type of sensor;

ci rcui trywoanfzgsssed to determne a format of a data tr&OFS8IG26I00N0288 om sai d
type of sensor; circuitry configured to deternmine a position

of each qQf said pluraljty o ensor 25outputs in said format; and

circuit 'co?ffhled'ﬁ?tﬁﬁg?t)d%/'g’a%“ @gﬂar%omr{s#n of each of said plurality of
sensor out putrecdiving airequestiei adech okt serisor tesaid syseman daiglsenarii ty of sensor
outputs. 72. The servet. of claimJ 1 wherein i d.Ci . configured to
extract said rﬁ?ﬁ?%\”??rvag?n §%ss°§%§erogr fr%TJtSShtrgh\"%s? ?’L%r‘g é%&r%'t’ }aé éés: )
circuitry contoropgrsad infordeticer for sad acwesegsdr infsaidanémory. sai d plurality of
sens@r outputs in said format; and circuitry configured to read
said”length of said data for each of said plurality of sensor outputs

begi nni 164. at Téeahetpod bf ¢claim 83 whereat s=id infarmabac Forshidsaivdserisar mciudgs ef sensor

20121 b1 S3eReReel £pERDato A SRRy BB o \hr i sai o

circuitry configured to generate said nmessage conprises: circuitry

configurgt_j t%h%‘?ﬂgtﬁgégfﬁ?i%hé’{iunwgﬁaﬁgﬁﬁsﬁm .vi ce message. 574.The server of

claim 67 Whererrn Sard circuitry contigured to generate said nessage
cornpri ses: ceceving ayequesf fotaddetinew typercé sansor dmsaid spstemrie ssidgerver,75. The

server of clajm. 0 .sald.clrecul fr. L t smt said
nmessage to 18%%?"25%%%?? ngér\iflg}érgat@h&%ﬁ éée% :r&ﬂ%sl ﬂlga?odsetﬂ%r' ol
storing said sensor type information in said memory readable by said server.

66. The method of claim 65 wherein said sensor information includes a sensor type
15 identifier, a list of sensors outputs, a start position in a data transmission format of each
said sensor output in said list of sensor outputs, and length of data in said data

transmission format of each said sensor output in said list of sensor outputs.

67. A server for remotely monitoring sensors comprising:
20 circuitry configured to receive data from a sensor,
circuitry configured to extract a sensor output from said data received from said
sensor;
circuitry configured to compare said sensor output to an output threshold;
circuitry configured to determine that said sensor output meets a criterion in relation
25 to said output threshold;
circuitry configured to generate an alert message in response to a determination
that said sensor output meets said criteria; and

circuitry configured to transmit said alert message to a mobile device.

30 68. The server of claim 67 wherein said circuitry configured to extract said sensor
output comprises:
circuitry configured to determine said sensor is a particular type of sensor;
circuitry configured to determine a format of a data transmission for said type of
sensor,;
35 circuitry configured to determine a position of said sensor output in said format; and
circuitry configured to read data from said positi'on in said received data to retrieve

said sensor output.
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circuitry configured to determ ne said nobile device to receive said alert
nmessage. 76. The server of claim 75 wherein said circuitry configured to
det er m neweabth/omedzsl € device to receive said al ert nmeSS2ge/SGAMDIDERSS
15circuitry configured to read an identifier associated with said nobile
device froma list of nobile devices to receive an alert when said criteria
is met by said sensor output that is stored in a menory readable by said
processi®®y unthe server of Then 68 whereinaidcatuitry Gonfigered to extract dattbedrisbr er is an
e- nai | RIS S9nhAdRd Wi th 20said nmobile device. 78. The server of
claim76 erel n sai E Identifier is a tel ephone nunber associated with said
mobi | e devi cecircaigy gonfigurediovdaterofine b &ingttodf saftesesisor satpdt inisaidfotrat, and
conficgured t Qut.; ] ' ' 0, . ' . ' C r..se;
cireartry. oty Sehhouned & 18RE 3aHEker Sl IR bENTES SPeEPRHG oot

nmobi | e detfier@said@ensorieutpsibr ver of claim 79 wherein said circuitry
configured to transmt said alert 30nessage to a plurality of nobile

devi ces conpri ses: circuitry configured to determne said plurality
of nobi I78. deviheeseries of elgieh G& wharein adid datatedederea pBialityibfsepsonvaurtputs, saidi m 67
wher ei n Sajell ffHner bbhprsesOnfigured to determ ne said plurality 350f devices
further conprising: " circuitry configured to read a plurality of

i dedfi fiers farewing configurest toraxtratieeath wf said plusalite obsensonoutplitsritonnbaid data; d
sensor out putg;, ' i | : | e

2012/ m5352p€¥?@%8‘i§%‘6‘g€oz é@@%?ﬂ%?&%’@’??ﬁ?@ﬁf %a‘\gf%‘gf?s%?dn&‘éﬂfw Lai d

pl ur al i tSpNsRAautAUts torascoreespgrding auipt threshold; sai d plurality of devices. 82.

The server OfcirEJJifﬂl B igutdd %%ﬁerﬁ%&ébrﬁ@ﬁf sal{’é;{)lpgégwéf%eﬁg&f&ﬂﬁutg thebfs generate

a recover.?/ signal”in response to a determn
criteria related to said corresponding output threshold;

15 circuitry configured to generate said alert in response to one of said plurality of
sensor outputs meeting said criteria; and

circuitry configured to transmit said alert to said mobile device.

71. The server of claim 70 wherein said circuitry configured to extract said data from
20  each of said plurality of said sensor outputs comprises:
circuitry configured to determine said sensor is a particular type of sensor;
circuitry configured to determine a format of a data transmission from said type of
Sensor;
circuitry configured to determine a position of each of said plurality of sensor
25  outputs in said format; and
circuitry configured to read said position of each of said plurality of sensor outputs

in said received data to retrieve said plurality of sensor outputs.

72. The server of claim 71 wherein said circuitry configured to extract said plurality of
30 sensor outputs further comprises:
circuitry configured to determine a length of each of said plurality of sensor outputs
in said format; and
circuitry configured to read said length of said data for each of said plurality of
sensor outputs beginning at each position associated with each of said plurality of sensor

35  outputs to retrieve said plurality sensor outputs.
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that said sensor output neets said criteria. 83. The server of claim82
further conprises: circuitry configured to transmt said recovery signal to
sai d senswo.20ih18%6 The server of claim83 further conprcIss2010/000283
circuitry configured to transmt said recovery signal to a plurality of
1585. The server_of claim 82 wherein said

sensors J i ng said sen

circuitrip colr#ﬂ] g%’\é‘ﬂ °?8 52%\6{9"&3@6 cypuiry corfigussdiofanprate E@H’[S’Pefséége
circuit repnpoisés:gured to deternmine an associ ated systemto receive said
recovery si gnal 2086rThe erver ofr%tﬂo V\/%& ein said circuitry
configured t &auiR¥canfigured foensrte 8 %s@é?s@ﬁ? e @PI¥P9€ai d recovery

si gnal conpri se: C|rCU|try configured to read an identifier

associ ated wi.th sai d associ S mfroma i st of s ens .to receive an
er® widn sane STl PR b7 poerayy el e uBR e e GO HERS FAd Sesea | - a
nMenory iconpéises:server. 25 87. The server of claim86 wherein said
Identifier is.an, |l nt&rnet rot ocC addre.gs associated wth said nonitored

system 88. YRt &pQfigured togenerq ?%B“RHB?' M¥S%48 i dentifier is a tel ephone
nunber associated 30with said nonitored system 89. The server of claim85
e 05" 1S BT S b RO b B bl BB s € e
to aopl leamilmbtyile(ﬁevammmpansed 35systens including said associated system WO

/ 6PCT/ S(2010/ 000283, 90. Th f_claim89 ' i d
ciroui try com Py SISt G eietme v FEbITEryoe fo Rerve ol S Tdrtats o

assoyi at ed systens corrpr | ses:
76. The server of claim 75 wherein said circuitry configured to determine said mobile
device to receive said alert message comprises:
15 circuitry configured to read an identifier associated with said mobile device from a
list of mobile devices to receive an alert when said criteria is met by said sensor output that

is stored in a memory readable by said processing unit.

77. The server of claim 76 wherein said identifier is an e-mail address associated with

20 said mobile device.

78. The server of claim 76 wherein said identifier is a telephone number associated

with said mobile device.

25 79 The server of claim 67 wherein said circuitry configured to transmit said message to
said mobile device comprise:

circuitry configured to transmit said alert message to a plurality of mobile devices.

80. The server of claim 79 wherein said circuitry configured to transmit said alert
30 messagetoa plurality of mobile devices comprises:
circuitry configured to determine said plurality of mobile devices to receive said alert

message.

81. The server of claim 67 wherein said circuitry configured to determine said plurality
35 of devices further comprising: ‘
circuitry configured to read a plurality of identifiers from a list of mobile devices to

receive an alert when said sensor output meets said criteria stored in a memory readable
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circuitry configured to determ ne each of said plurality of nonitored
systemto receive said recovery signal. 5 91. The server of claim90

wher ei n swododmsisst ry configured to deternine said pl uralrisicgoefoo@ssoci at ed
systens conpri ses: circuitry configured to read a plurality of
identifiers froma list of nonitored systemto receive said recovery signal
when saity SseihReFessing it wheseis eagh gaidinlyralty idestitipra ds assogiateshnathpaidy” sai d
server Vihgamybf 8aGéessaid plurality identifiers is associated with one of
said plurality of nonitored systens. 92. The server of claim67 further
conprising: circuitry configured to receive information for said sensor;

and 15cigcui tThe sepvbriofbiamel6¥ furtdepeémpaded: | Nnformation for said sensor in a
menory readabl e by sajd processi ngﬁunit. 93. The server of claim67

furtRer conprafSyiffycopfigused orgenemie AJETYEN HInal fbferroBs SR A SRIF™MIPHANs ai d

nobi | e dRMisaRS sede6i dtblttrheets eailicaitsriad to read a conmand from nessage
received fromsaid nobile device; and circuitry configured to performsaid

command. 94. The server of claim93 wherein said circuitry configured to

read saigd. conmmraydn &P bRIn 82 furtHer E6mptiges: configured to determ ne a type of
nmessage; . circuitry configured to read a format. for a nmessage

i ncl udi ng a YRWHYOMPUEE 19 tRDS id reGaN &% RigPg! to sgid sensor. circuitry
confipgured to parse said nessage in accordance with said fornmat to 30
determne said command. _95. The server of claim94 wherein said nessage

i ncl ude%“a.?@%mﬁm%'@@rfgﬁh?ﬁﬂ‘ﬂrﬁﬁ%shoI d and said circuitry configured

to read sai d opedirReenfiRE ioXRMismit said recovery signal to a plurality of sensors

including said sensor.

15  85. The server of claim 82 wherein said circuitry configured to transmit said alert to said
device comprise;
circuitry configured to determine an associated system to receive said recovery

signal.

20 86. The server of claim 85 wherein said circuitry configured to determine said
monitored system to receive said recovery signal comprise:
circuitry configured to read an identifier associated with said associated system
from a list of systems to receive an alert when said criteria is met by said sensor output that
is stored in a memory in said server.
25
87. The server of claim 86 wherein said identifier is an Internet Protocol address

associated with said monitored system.

88. The server of claim 86 wherein said identifier is a telephone number associated

30  with said monitored system.

89. The server of claim 85 wherein said circuitry configured to transmit said alert to said
system comprise:
circuitry configured to transmit said recovery signal to a plurality of associated

35 systems including said associated system.
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circuitry configured to read an identifier of said conmand from a specified

position 35in said format; circuitry configured to read an
i denti fi ewoebhimassesensor from a second specified positipamsicnomavess or mat ;
WO 2012/ 015356PCT/ SG2010/ 000283 circuitry configured to read an

Identifier of_ said Seﬂ%l out ut of said sensor froma third specified
posi ti oif0i n JP€isgvEsPhelpim 8 wherein sd giretittegpriigriede tranyait saidiresovery d

sensor Qignakto ao,mu,ramy(bfggmted g%rast;@,ubﬁ.gbsspem fied position in said
for mat, and circuitry configured. to store said new threshaold value in a

nmenory. Ciffult %8?'3} reskto detarmingeaqi af maid RiyAY PEMegHored SYHPTY )

configurragé.\re()sar@f:‘e@bv@ya|gnaquest to add a new sensor to said system
circuitry configured to read infornmation associated fromsaid request, and

10ci P cui try configured to store said information for said new sensor in a
menory. 9197. Tﬁbeea@w%la.ﬁf Q@Wﬂém@&@/ﬁﬁétﬁﬂchc&ﬂigdreU%Gé%l&%ai@ﬁlumgdbnew

sensor cl ude r t and a |ist of sensor outputs provide
sai d ser?gﬁ soch?iejgsyp @?’V‘é%eﬁf claim97 further conprising: circuitry
configured teirc@pptoigarddauesd a bmradﬁoadaﬂWetswmn aflisseMhofitdréd Syitéh &y st em

t f red to, re ensor ormati 0 romsaid request; and
i 1 cut £ FePebe Aty SonRbie o SeuE oLl BT Bl SHETOHONS 198 o morrbry

10  memory in said server wherein each said plurallty identifiers is associated with one of said

plurality of monitored systems.

92. The server of claim 67 further comprising:
circuitry configured to receive information for said sensor; and
15 circuitry configured to store said information for said sensor in a memory readable

by said processing unit.

93. The server of claim 67 further comprising:
circuitry configured to receive a message from said mobile device;
20 circuitry configured to read a command from message received from said mobile
device; and

circuitry configured to perform said command.

94. The server of claim 93 wherein said circuitry configured to read said command
25  comprises:
circuitry configured to determine a type of message;
circuitry configured to read a format for a message including a command in said
message from memory; and
circuitry configured to parse said message in accordance with said format to

30 determine said command.

95. The server of claim 94 wherein said message includes a command to change said
threshold and said circuitry configured to read said command comprises:
circuitry configured to read an identifier of said command from a specified position
35 in said format; ‘
circuitry configured to read an identifier of said sensor from a second specified

position in said format;
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circuitry conﬁgured to read ‘an identifier of said sensor output of said sensor from a
third specified position in sqid format,

read a new threshold value for said sensor output of said sensor from a fourth
specified position in said format, and

circuitry configured to store said new threshold value in a memory.

96. vTh'e server of claim 67 further comprising:
circuitry configured to receive a request to add a new sensor to said system,
:circuitry configured to read information associated from said request, and

circuitry configured to store said information for said new sensor in a memory.

97. The server of claim 96 wherein said information for said new sensor includes a

sensor type, and a list of sensor outputs provided by said sensor.

98. The server of claim 97 further comprising:
circuitry configured to receive a request to add a new type of sensor to said system;
circuitry configured to read sensor type information from said request; and

circuitry configured to store said sensor type information in said memory.
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