17 August 2005 1 DESCRI PTI ON Apparatus for, and Method of,

Recor di ng/ Pl ayi ng Audi o Data Havi ng Additional | nforngt phosuserbesided
.Fherei.n Technical Field The present invention generally relates to the
“field of audio data recording and playing, and nore particularly to a data
recordi ng apparatus, data playing apparatus, data recording/playing

appar atus, data recordi ng nethod and Ja data playing nmethod, for

‘recordi ng/ pl ayi ng audi o data or the |like having additional information such
as copyright managenent i nfor nBXHSCRBMDEOMed t herein, and a storage nedi um
having such audio data recorded therein. Background Art Digital data such

as audhgpaiahas foiCandeRetRod ofaRe@biliAg/Pes QIS MadHy s aCD
(conpac?pdl sc) can be copi ed Tapi d?ﬂyﬁ%ﬂ:g ’zfé‘g &l/ﬁﬁgn[% gghdgﬂg&laq

al nost, i to the original data. Thus, it has been

st ron&PF&ﬁﬁggﬂjdgh’qe@dggw ]Inectl ve neasures against il I egal copying in
order to protect the copyright of digital data, and various techniques
agai nst illegal copying have ever been proposed. To protect the copyrlghts

of audio content and video content, there have been proposed digital
~wat er./Bechnigl Féeldni ques by which copyright managenent 17 August 2005 2

The present invention generally relates to the field of audio data recording and
playing, and more particularly to a data recording apparatus, data playing apparatus,
data recording/playing apparatus, data recerding method and a data playing method,
fer recording/playing audio data or the like having additionai information such as
copyright management information embedded therein, aﬂd a storage medium having

such audio data recorded therein.

Background Art
| Digital data such as audio data recorded iﬁ a rapidly accessible storage medium
such as a CD (compact disc) can be copied rapidly and easily, and such copied data
is almost equivalent in quality to the original data. Thus, it hes been strongly
demanded to take effective measures against illegal copying in order to protect the
copyright of digital data, and various techniques against illegal copying have ever been
proposed.
To protect the copyrights of audio content and ‘.fideo content, there have been

propdsed digital watermarking techniques by which copyright management




infornﬁtion used for copying control, playing control, tracing history of

copying or the Ilike is enbedded into nmain data such ' a or video
sdata in a formwhich will not influence the main dat2f7§§&§@?§%%ca|

exanpl e of such digital watermarking techniques, SDM (Secure Digital

Misic Initiative) is well known. For ,exanple, in case digital watermark

I nformation is enbedded in audio data by the SDM techni que and the audio

-data i 'od by a.pl.ayer i the SDM, .t.echni que,. t he.pl ayer
nas ¢ SoEBRORRE o ord Pl ReRio R BPR hk ptedl oyt B QL A Gmb PEUR 22 o
content (including.also  recording control and,fﬁ)é(ggi ng caont roI%, For
exanplike isembedded igoanain datp sueh as andig daja o vidpaodta da aderpiwihic wilk h t he
1394 serial bus standard of the IEEE (Institute of Electrical and

El ect nohinfdudnugitheansin datac. ) (will be referred to as "I EEE 1394 interface"
hereunder) is constructed as shown in FIG 1. It should be noted that in

her , nst ) on - Loy RM
i s case, %tﬂl%ﬁé{aﬂﬂ%ﬁfﬁr K dlgftﬂrv@ﬁ%ﬁrﬁig&ﬂé%g éﬁﬁgﬁiﬁ;‘ SD‘NHL(SEEUI%

data. As s I'n FIG 1, the data“recor suppl ed at an
I nput .t erm pal. thereqf. wi th .conpressed audi o data frem.a, data playi ng
appar WEEA Mg Titineads o SRR TEGE il dBdhes SRIGH P el oS,
"~ the cor%r essed audio data is  subjected to output-limting as,_shown in FIG
- 2 bef BHeTwatigntis icmpaddedria a@éﬂ%da{@&ﬁ thengDMbisshaiqye. anthe quglio data is
conpressed audio data is outputted fromthe data playing apparatus via the
| EEE ig8éduoe@biyacplayer supgpatting the S MIrtgclapgae athe playar hasuopditecinihpe t he
conpressed audio data, for exanple SCM5 (serial copy nanagenent system) 17
AugUSHigddSwatermark information for selection of an audio confent (including also
recording control and playing control).
For example, a data recording apparatus having an interface complying with the
1394 serial bus standard of the IEEE (Institute of Electrical and Electronics Engineers, -
Inc.) (will be referred to as “IEEE 1394 interface” hereunder) is constructed as shown
“in FIG. 1. It should be noted that in this case, the digital watermark information is
- embedded in audio PCM data.
As shown in FIG. 1, the data recording apparatus is supplied at an input
terminal 1 thereof with compressed audio data from a data playing apparatus having
the IEEE 1394 interface. In the data playing apparatus, the coinpressefi audio data is
~ subjected to output-limiting as shown in FIG. 2 before outputting to the data recording
apparatus. That is, the compressed audio data is outputted from the data playing
apparatus via the IEEE 1394 interface to the data recording apparatus. For outputting

the compressed audjo data, for example SCMS (serial copy management system)
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information is used to limt the outputting via the | EEE 1394 interface,
which will be described in detail below with referencer pagdst@o2. First in

.step Si, a systemcontroller 10 included in the data recordi ng apparatus

comuni cates with an out put destination via an | EEE 1394 interface 2 al so
included in the data recording apparatus and judges whet her the output
destination supports the |EEE 1394 i3nterface 2 (will be referred to as
"conpliant device" hereunder). Wien the result of judgnment is that the
out puinipenratieatis esed to liotit theyowputiingvia theVEEE, 1 3%einta¥stee witiohwitllbeer 10
goes to step S5 where the conpressed audio data will be encrypted for

out pudescribed inhdenil Hrtaw RVith e¥fet&iced@arn@i2.on of the encrypted data not
sent to the output destination. Thus, the nonconpliant device is inhibited

nei ther ¢ nETEhRP/EY $474 ShNB it gt nStendy P B85 3ty e oG ot

destination which is not an I ant device, as another way of disabling

|
the dEOMMRURICAeS ok 9B ontRtidestiBRGPY Niaan BREE. 1 ikointertaces2jalssuiedludedat op S

that the output destination is a conpliant device, the systemcontroller
10 gobstheslaga meoslinglapparatus mid judged yehatherttheouting destination semidriahizon as a
conpliant device is a recorder or not. Wen the output destination is no

- any r ERBEd@94 inb@ffoes2 ewilt eelrefind tolfk Feumplibst d&HB"Ste %@9@ N¥hen
| he€ encrypt key

conpressed audi o data W be encrypted for outputting and t
f i Ot + . t oF ill, al be,. t.o t t put
dest | tisneah ©f i hpf isREL U gL HeRiididh I hon @ GhmBliaktetiRec on | s a

conpl i ant device; e systemcontroller 10 goes to step S3 where it wll
i nt er LM fenteees ﬁﬁf%ﬁ’%sam éFPPl%gAU@%? theotpmpressed audio data will be

encrypted for outputting with an encrypt key for decryption of the encrypted data not
sent to the output destination. Thus, the noncompliant device is inhibited from
~ decrypting the encrypted data. It should be noted that in step S5, neither the encrypted |
data nor the encrypt key is passed to the output destination which is not any compliant
device, as another way of disabling the device from decrypting the encrypted data.
When it is judged in step S1 that the output destination is a compliant device,
the system controller 10 goes to step S2 where it will judge whether the output
destination as a compliant device is a recorder or not. When the output destination is
' no any record:er, the system controller 10 jumps io step S4 where the compressed
audio data will be encrypted for outputting and the encrypt key for decryption of the
| encrypted audio data will also be sent to the output destination. |
When it is judged in step S2 that the output desﬁnation is a compliant device,

the sjrstem controller 10 goes to step S3 where it will interpret the SCMS information




to judge whether the information neans "copy all owed for one generation".
When the result of interpretation of the SCMS infornmat7 aogust 2008t t he
~srecording is inhibited, the systemcontroller 10 goes to step S5 where the
conpressed audio data will be. encrypted for outputting but the encrypt
key for decryption of the encrypted data will not be sent to the output
destination. Wien the result of interpretation of the SCVS i nformation in

step .18 1 th recordi.ng i s _all owe t he_.system contrq]l 10 goes to
step it WRbRED e EGRLEIOT miin SO VP B RS TRT oV BER IS L | ng
and the encrypt key for decryption of the encrypted data will also be sent
to t hdegut plinterpgefatignicdithe Siisformatiayvisghaidbe decerdiigisdahibited, thebe
transferred to the conpliant recorder via the | EEE 1394 interface 2. As
above systient eohtrellent Hitgdes gtov stept 8§ WhEEe {9 4¢ohipresdedcaudiol datal Will @b, t he
data recording apparatus being the data-transfer destination is enabled to
decry | | .oN nmeans
that ’ ehctled RSPyl FAhYRER R AkE BRICrHREn bE I TN E iR LI WIEL, Ve
the c es . audi 0 . da and. record the data nornmally when the SCVB

i nf orﬁlﬁP.{-’Sﬁgﬁﬂ‘&ﬁ‘i‘eﬁﬁPﬂ‘iﬁ%ﬂw Mding is inhibited. Data processed and sent
~as above ig_supplied to the data recording apparatus in FIG 1 via the -

i nput . t er mivB¢N thegggult of intgeretasionmf the SEMS igformaticmein|skgES3 dothat thet er f ace

2. \Men the recordi ng is allowed, the encrypt key is also sent along with

the eewordpiges allovweed, The sgstem coanlitmd gepaoatels Saaohdreahe colipregedypt key
- via the | EEE 17 August 2005 5 '

- audio data will be encrypted for outputting and the encrypt key for decryption of the
encrypted data will also be sent to thc‘_ outputldestinati'on. That is, the compressed
audio data will be transferred to the compliant recorder via the IEEE 1394 interface
2.

As above, since the outputting via the IEEE 1394 interface 2 is limited, the data
recording apparatus being the data-transfer destination is enabled to decrypt and
record the encrypted data only when the SCMS information means that copying is

-allowed, but the data recording apparatus cannot decrypt the compressed audio data
and record _the data normally when the SCMS information means that the recording
is inhibited.

- Data processed and sent as above is supplied to the data recording apparatus in
FIG 1 via the input terminal 1 and to a decryption circuit 3 via the IEEE 1394

interface 2. When the recording is allowed, the encrypt key is also sent along with the

encrypted data. The data recording apparatus acquires the encrypt key via the IEEE




~1394 interface 2 and causes the decryption circuit 3 to decrypt the
encrypted data with the encrypt key. The conpressed auti auglataogkcrypted in
. the decryption circuit 3 is supplied to a deconpression circuit 4 in order
to detect digital watermark information (indicated with a reference "WM' in
the illustration) enbedded in audio PCM (pul se code nodul ated) data, and
the conpressed data is deconpressed or expanded for decoding. The

expansi on-decoded audio data is supplied to a recording control circuit 5.
Audi ol 3irdetface 2 and caesesabe deceypticarciztuitita decriypt thesmesypipd detd with a
digital watermark information detection circuit 6 which will extract
copyrihghdncpyitiesti ve addi tional data having been embedded in the audio PCM
data by the digital watermarking. Simlar to the SCVM5 i nformation, the

addi ti onal kaﬂ%ﬂ lcatess. P P vl R bited” ;.

"copy-fr eeTﬂegr eg%slgaeaaﬁ %?Q@x%&ﬁgﬁéﬁeafhgﬁggg?%’ %?@g'nctlfrcgﬂ %‘FS s‘i@p ?lﬁg It?ld‘es a
m cr oc uter for exanple, and interprgts . digital, watermark jnformation
{1 om & AECRMBIeSSIOn EH b i OF TGO AT I (IERalvaiemak NEGTmation (AMkshlEde
digital watermark information neans that copy is inhibited, the system
cont rwithe rafgrenmet B/t ine the dHusfiratipoembedded i wiutlic RCM (philke codée
recording. That is, the systemcontroller 10 inhibits the audi o PCM data

f r om ihedoltediaiita, eadithe bhmptédsedidasa HaieshipRasiedlorleRPah 86T d2BoaRiRL 1 Of
circuit 5, for exanple. Wien the digital watermark information is

I nter | St §N§'ﬁ : " - . e.; m control | er
10 al?%%ﬁﬁ%ﬁg??%ggggl ng&%g/%c(gdﬁ%?o |pr¥lgeq{tr?e§9%5§){? '%ogmi:%lnctlf%lﬁll% rcuit 5to
supply t heA& 1%' IQCﬂ:I(\{Iat%aﬁgnf ﬂletci]e%o(rjlgprm@gsti(r)g ‘Sircuit 415 also s&gpl'iac\s%(%ozao fgitgl

watermark information detection circuit 6 which will extract copyright-protective
additional data having been embedded in the audio PCM data by the digital

watermarking. Similar to the SCMS information, the additional data indicates “one

copy alloWed”, “copy inhibited”, “copy-free” or the like, for example.

The system controller 10 includes a microcomputer for example, and interprets
digital watermark information from the digital watermari( information detection circuit
6. When the digital watermark information means that copy is inhibited, the system
controller 10 controls the recording control circuit 5 to inhibit the recording. That is,
the system controller 10 inhibits the audio PCM data from being supplied to the
circuits downstream of the recording control circuit 5, for example.

‘When the digital watermark information is interpreted to is ‘;one copy allowed”
or “copy-free”, the system controller 10 allows the fecording by controlling the

“ recording control circuit 5 to supply the audio PCM data to the downstream circuits.




.The audio data fromthe recording control circuit 5 is supplied to a
digital watermark information rewite circuit 7. Then, when t-’ne ﬂfg}l I
watermark information is interpreted to be "one copy aIIovvea", A ngﬁem
controller 10 controls the digital watermark information rewite circuit 7
‘to rewite the digital watermark information from one copy allowed"” to
"copy inhibited". The audio PCM data feomthe digital watermark information

rewite circuit 7 is supplied to a conpression circuit 8 where it wll be
conpr esERInATS idat RGNS Hmo}ecef’ding%oﬁﬁolaeg&u%' i8Ruppliédid a Qi Watbimify | be
encrypted. Further, the encryptéd data from the ®encrypti circurt S

suppl i tg are ' . ation cincuif, 11. re it will. .be subject to
or aet S afioRo BRI SR 7o dBPny S, thel RiaET Eplermltk dpfolBaHatb iy qi ng
nmodul ati on" hereunder). Then, the output fromthe recording nodul ation

ci r cui interpreded e be; ‘pe eopy alowedhethe systemicomtaalier 10ccentmolsithe dhigitalt o a
recordable optical disc 13. The optical disc 13 is rotated by a spindle
not or  Watelmharkninfdrmatiqu epletiter ciraudt'7 ve rowiity thendigital Wateganirk dhfodinationer vo
circuit 15. It should be noted that the systemcontroller 10 has connected

t her et @rqin kB¥e 8B 491 ;ldrEH"’ttol‘Q: hWhfhiteg¥s Which are operated by the user
for entry of a cggmar? and datog?\igﬁgn%ﬁ LCD (liquid crystal display) unit

17 as a dis V.. e ovide .t he. user with, necessary di.splay ,
i nt oy mmt § on TR SHETENRs bt RESNRE alelfey Witk il GRRGSH FobtiFEeRin 7 m
1, audio data can securely he transmtted via the |EEE 1394 interface 2
and t h# fppdiedita@ somprssIon gleqitd viheas Hovilbbaicemprassedagaitand suppbiedat i on
to positively protect the copyright of the 7 17 August 2005

to an encryption circuit 9 where it will be encrypted. Further, the encrypted data from

the encryption circuit 9 is supplied to a recording modulation circuit 11 where it will
be subject to predetermined modulation for modulation (will be referred to as
“recording modulation” hereunder). Then, the output from the recording modulation
circuit 11 is supplied to a write head 12 which will record the data to a recordable
optical disc 13. The optical disc 13 is rotated by a spindle motor 14 driven at a
predetermined velocity under the control of a servo circuit 15. It should be noted that
the system con’fioller 10has connected thereto a key-control unit 16 having keys which
are operated by the user for entry of a command and data, and an LCD (liquid crystal
display) unit 17 as a display element to provide the user with necessary display
information. |

As above, in the data recording apparatus illustrated in FIG. 1, audio data can
securely be transmitted via the IEEE 1394 interface 2 and the recording is controlled

according to digital watermark information to positively protect the copyright of the




audio data. It should be noted that it has recently been proposed to
digital watermark information to limt the data reproduction in the data
pl ayi ng apparatus. It should be rem nded here that it has so far been
proposed to enbed digital watermark information in main data by spectrum
spreadi ng, enbed digital watermark information around a highagigt 2005
portion of main data, or enbed digitaly watermark information in main data
under the effect of nasking. In any of these techni ques, however, the
detection and rewite of digital watermark information will cause the
recorder and player to be heavily |oaded, resulting in a degradation in
performance of the apparatuses. In recording of a conpressed content whose
copyright is securely protected as having been described above wth
reference to FIGS. | and 2, it is necessary to decrypt encrypted data and
deconpr ess dudiggaihdt dwonlst eesnated that i has recsstly beermanpaseddo digital wigfesmaikon t o

detecti.opn of .digital watermark,i nfor.mgti on. For recording the data, it is

necessaniprgion i tEndh ianclonin e sl eaPhaaiin causes the

per f or mance pipgiig ﬁefpﬁ’é}hﬁ H&%ri%:ﬁeit R U A ¢ Mpeeh ﬁﬂypoié!f*ﬂ%%t{eﬁ &gﬁﬁﬁt I ons
us to t ) er, it fa

wi | | di sadvant ageo y ao e power consunptio urt , es
nor e t iviemarkeinforeatdes ih omdat dath by gpéatunapasadingk cnitfedr digithlomatetimerkt he
time froma user's operation of a recording or playing start key until an

act ual iefommatiori arounsordhigh-coereyl poitiog ¢k masmglata, ethebedi digitalawssTmAk user
to feel t hi I .. Discl f the | on A

rbod: HERTIHOR HEmBiuBhRider fas ¢1ReH OCapSbAS: ELHY e Tt B el shubacks
A, . rornve ot !

of the g ﬁ&ﬁ Al @@ﬁ%&g ﬂilg l'@l%}fl%l %@ét&rﬁ&ﬁwrﬁguﬁﬂ RgfiRL Fntg@%g?(ﬁgﬂ?'érgg ‘a

d&%
appar at'us, a recor ng appar at'us ata recor

C

pl ayi nglayet ’ﬂgﬁb héhvily 144888 SlesA@8Sin a degradation in performance of the apparatuses. In
recording of a compressed content whose copyright is securely protected as having been
described above with reference to FIGS. 1 and 2, it is necessary to decrypt encrypted data
and decompress or expand compressed data to restore PCM data for subjection to
detection of digital watermark information. For recording the data, it is necessary to
encrypt and compress the data again, which causes the performance of the apparatuses to be
degraded. Also, such extra operations will disadvantageously add to the power consumption.
Further, it takes more time in many cases to detect digital watermark information, and the
time from a user's operation of a recording or playing start key until an actual start of
recording or playing is longer, which will cause the user to feel something strange.

Disclosure of the Invention

An example embodiment of the present invention may overcome above-
mentioned drawbacks of the prior art by providing a data recording apparatus, data playing
apparatus, data recording/playing apparatus, data recording method, data playing method,




and a storage nedi um capable of mnimzing performnce degradati on and
power consunption of the apparatuses. In accordance with a first aspect of
the present invention, there is provided a data recording apparatus for
recording input data, the apparatus conprising: judging mneans for judging
‘whet her the input data enbedded additional information is sECAligist 2005
detecting neans for detecting the addigional information based on the

j udgenent of the judging nmeans when the input data is not secure, and does
not detect the additional information when the input data is secure;
recording neans for recording the input data to a storage nedium and
recordi ng controlling nmeans for controlling the recording neans such that
the recording nmeans record the input data to the storage nedi um when the

i nput data is secure_and record the, input data based on the additional

i nf or medoA SiRge 1 BadyyL $ap {9 SENHYMIERS PHEMapse dogpstation and ROWeR
secure. e |L.e enbodi nent, additional information enbedded in nore
securecphggygﬁgaﬁgﬂeﬁg%uﬁﬂgxinput data is not detected by the detecting
means. |n aqpoicdafafcdiviith 8 HRE AbskR DTRE ﬂg{:seh_{‘%\%nﬁ%ﬁmthér@i@ rﬂ)tk?]ﬂﬂed tahere

is provided a data playing apparatus for ayi ng | nput data, e apparat us

- conpr i slategredondigiz reppaesns férorecopdidgiinpuiniethhere dpparitnp wontaising njndgihgd
additional information is secure, detectin means for detecting the
addi t i &neans;fer prdging orhatherdbe dapatdatp @H@}@ﬁ’%ﬁd agditianal infegmationsasecurghen

e
repr oduci it tiSars"WHin 98¢ TmANEita SO Qbdur8Y9aEaRSs hof deRRE iR hadfohdle
Jadg il 3 §

reprod nmeans, such tif the reproduci ng means reproduce e | nput
dat a wigforinatioh \phén des tput GECEN cedird; fexprdidaBedefdrnidiebrdlag ahd input

data to a storage medium, and recording controlling means for controlling the

recording means such that the recording means record the input data to the storage
medium when the input data is secure and record the input data based on the additional
information detected by the detecting means when the input data is not secure.

In the example embodiment, additional information embedded in more secure input
data than the input data is not detected by the detecting means.

In accordance with a second aspect of the present invention, there is provided a data
playing apparatus for playing input data, the apparatus comprising: judging means for
judging whether the input data embedded additional information is secure, detecting
means for detecting the additional information based on the judgement of the judging means
when the input data is not secure, and does not detect the additional information when
the input data is secure; reproducing means for reproducing the input data, and
controlling means for controlling the reproducing means, such that the reproducing means

‘reproduce the input data when the input data is secure and reproduce the input data




17 August 2005 based on the additional information detected by the
detecti ng neans when the input data is not secure. In the exanple

enbodi ment, additional information enbedded in nore secure input data than
the input data is not detected by the detecting neans. In accordance with a
third aspect of the present invention, there is provided a gadgust 208" di ng
apparatus for recording input data, the apparatus conprising: a plurality
of external interface neans, judging neans for judging whether the input
data enbedded additional information is secure, additional information
detecting neans provided correspondingly to the type of each of the
external input interface for detecting the additional information supplied
via the external input interface nmeans based on the judgenent of the

judgi ng neans when the input data is not secure, and does not detect the
addi t i gmad:d ohrthe radditianal inkonmatien idepeetedi by dhe letestingeneans vihenribe iapwls f or
record%@gilhe i nput data to a storage nedium and recording controlling
means B SHUPng the recording nmeans such that the recording neans

record the i ek F is cure
and record t @%%’%@1@%%@?@@%@%%@? e a&gl%ﬁ@ﬁgﬁnbl ne&ﬂ#&#{}rg%@&%gtlg%@gd by
t he addiatd madthe inp@ 8 isQidt defeeell geavsind@patdie i nput data is not

secure. In accordance with a fourth aspect of the present invention, there

i s provi ded Im adexrdance|vaigh aghisghaspeat of tfeopregens yivegtiompthereds paovidétea dpiaar at us
conprising; a plurality of external _interface neans, judging ns for
j udgi ndeSRENG @pparpls; fepuecrding uHE flaka thy ARPArais COMMI IS 13 Bﬂﬁi?lgy cure,

ype ofeae THEHARE hERe ThaE et R dPogite Fhe BERLCRRE it bodia™®

additional information is secure, additional information detecting means provided

correspondingly to the type of each of the external input interface for detecting the additional
information supplied via the external input interface means based on the judgement of the
judging means when the input data is not secure, and does not detect the additional
information when the input data is secure, recording means for recording the input data
to a storage medium, and recording controlling means for controlling the recording means
such that the recording means record the input data to the storage medium when the
input data is secure and record the input data based on the additional information
‘detected by the additional information detecting means when the input data is not
secure.
In accordance with a fourth aspect of the present invention, there is provided a data
playing apparatus for playing input data, the apparatus comprising: a plurality of external
“interface means, judging means for judging whether the input data embedded
additional information is secure, additional information detecting means provided

correspondingly to the type of each of the external input interface for detecting additional




10 17 August 2005 information data supplied via the external input

I nterface neans based on the judgenent of the judgi ng neans when the input
data is not secure, and does not detect the additional information when
the input data is secure, reproducing nmeans for reproducing the input

data, and controlling neans for controlling the reproduci NG RAIR1 2

that the reproducing neans reproduceqfhe input data when the i'nput data is
secure and reproduce the input data based on the additional information
detected by the additional information detecting neans when the input data
IS not secure. In accordance with a fifth aspect of the present invention,
there is provided a data recording/playing apparatus for recording/playing
input data, the apparatus conprising: reading means for reading data from
a first storage medium discrimnating neans for discrimnating the format
of the lnfsmaa&cmalata)wpph& viedhi ergem@lanput ingface means basedramthiegndgeinentoef ng
means .d tectl n d|t onal formatlon enbe (faed Inéiefie dat a read by the
r eadi néﬁ) msats shepithe g, Fﬁﬁa‘%qtéﬁc‘%fﬁoﬁ*ﬁ ResttetsRt Hag adgy ﬁa%lns

di
and  cdBbuRR0 s of éﬁﬁ%%%gé PElr e sp R Bk @qr%%?a%ﬁ%?%&gﬁﬁg TR T
that t iatd effr @bm0mgnmeaﬁ§%ﬂ dotoll umed%éﬁodwﬁg\ fnBghs! Adh Gk atheS
secure and record the i nput data based on the additional “information

di scri mepratecingynteans dieprrduce nthiei mputredats whem thb einipup udatal at asdcsirer aind
secure. In_accordance with a sixth asgect of the present |nvent|on t here
1

i s proveRreduee theriaput data baseshom the addy @@ﬁéan&m@tmardeﬁm by g addigong i nput

](cj:a'; a;[ iﬁ@@éﬁgﬁ@afsﬂﬁgﬁ?@éﬁ"’ﬂ%ﬁa@ ead%é%%ls? Sfor readi ng data froma

In accordance with a fifth aspect of the present invention, there is provided a data

recording/playing apparatus for recording/playing input data, the apparatus comprising:
reading means for reading data from a first storage medium, discriminating means for
discriminating the format of the data read by the reading means, additional information
detecting means for detecting additional information embedded in the data read by the
reading means based on the discrimination from the discriminating means, recording means

for recording the read data to a second storage medium, and recording controlling means for

-controlling the recording means such that the recording means record the input data
when the input data is secure and record the input data based on the additional
information discriminated by the discriminating means when the input data is not
secure,

In accordance with a sixth aspect of the present invention, there is provided a data
recording/playing apparatus for recording/playing input data, the apparatus comprising:
reading means for reading data from a first storage medium, discriminating means for

~discriminating the type of the first storage medium, additional information detecting




discrimnating the type of the first storage nedium additional information
detecting 11 17 August 2005 neans for detecting additional information
enbedded in the data read by the reading nmeans based on the discrimnation
fromthe discrimnating neans, recording neans for recording the read data
to a second storage nmedium and recording controlling means;#/Qfguepsdgsol | i ng
the recordi ng nmeans, such that the regprding neans record the input data
when the input data is secure and recording the input data based on the
additional information detected by the detecting neans when the input data
is not secure. In accordance with a seventh aspect of the present

invention, there is provided a data recording nethod for recording input
data, the nethod conprising steps of: judging whether the input data
enbedded additional information is secure, detecting the additional

i nf or nandans fasadetagtiog addigonal tgemeation\enedddéein) the datadead by shesadigomeans and

does not tect fhe additional_ information when the jnput data is secure;
recor di?)ﬁﬁe%?% eiqgﬁiﬁlt’mﬁ%‘%o&l Wﬁ%%&&%’l@%& Iaﬁensamoeibﬁw r%amg
recor di C r i.ng: fhe. . . . i when
the inpu : gt%tﬁi g@éé‘%})ﬁlg Sgﬁfgé‘?ié{%g%‘%&taﬁ“él @g&gﬁ:tnggfgg gﬁﬁggsﬁﬁggfﬁﬁfg i onal
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secure. In the exanpi e enbodi nent, additional information enbedded in nore
secur e datanputscchatcaand ascortdeng rtheitinpat alats bastd dat dot edditionahdntordation wi t h
an eighth aspect of present invention, there.is provided a data playing
met hod dPEﬁCte[S‘D by thelaterting meaans whei thesnpyHda ApRLIERBISst eps of . | udgi ng

whet her % AR 3R TRGUUSA RS JOR prbdBhPETRhEGE R bSided o
data recording method for recording input data, the method comprising steps of:
judging whether the input data embedded additional information is secure, detecting the

- additional information based on the judgement when the input data is not secure, and
does not detect the additional information when the input data is secure; recording the
input data to a storage medium, and controlling the recording such that the recording the
input data to a storage medium when the input data is secure and record the input data
based on the additional information detected by the detecting step when the input data
is not secure.

In the example embodiment, additional information embedded in more secure
input data than the input data is not detected.

In accordance with an eighth aspect of present invention, there is provided a data
playing method for playing input data, the method comprising steps of: judging whether
the input data embedded additional information is secure, detecting the additional
information based on the judgement when the input data is not secure, and does not

detect the additional information when the input data is secure, reproducing the input




i nformati on based on the judgenent when the input data is not secure, and
does not detect the additional information when the input data is secure,
reproduci ng the input 12 17 August 2005 data, and controlling the
reproduci ng, such that the reproducing the input data when the input data
is secure and record the input data based on the additi onali7 Afgasn®goson
detected by the detecting step when the input data is not secure. In the
exanpl e enbodi nent, additional information enbedded in nore secure input
data than the input data is not detected. In accordance with a ninth aspect
of the present invention, there is provided a data recording nmethod for
recordi ng i nput data, the nethod conprising steps of. judging whether the
i nput data enbedded additional information is secure, detecting the
additional information by additional information detecting neans provided

cor r es g8t ang cntralling te repreducingesish that theprepraducing the iapukdatalwherpthe
nput 1R 458045 e RASERH PmptgeR oo e (E el tali el

! i " Lot et Y
securede%%ﬁ&e%#ﬁ%%{fﬁ %%n%ggggdpgﬁgig lg%éféé@:}é.on en the 1nput data

IS secure, recor i npu orage nedi um according to

the additi gnele éxabglonhibotiteiesddidok infoanaiis dmissided imforamdclerinput
detecting neans. In'accordance with a tenth aspect of the present
i nvent idefa, tharhthe énpug dptaoynofatttestadat a  pl ayi ng nethod for playing i nput data,

addi 1 onal JARGRORHTICE M HILA SURh asboctot B MREFTAGRHCORER ORI PEoVied By
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i nfor mggic@ersuRPlinfA Yhd bhbedded additional information is secure, detecting the |
additional information by additional information detecting means provided correspondingly
to the type of each of a plurality of external input interfaces for detecting additional
information supplied via the external input interface means based on the judgemenf when
the input data is not secure, and does not detect the additional information when the
input data is secure, and recording the input data to a storage medium according to the
additional information detected by the additional information detecting means.

In accordance with a tenth aspect of the present invention, there is provided a data
playing method for playing input data, the method comprising steps of: judging whether
the input data embedded additional information is securé, detecting additional
information by additional information detecting means provided correspondingly to the type
of each of the external input interface for detecting additional information supplied via the
external input interface means based on the judgement when the input data is not
secure, and does not detect the additional information when the input data is secure,

and reproducing the input data according to the additional information detected by




external input interface neans based on the judgenent when the input data
is not secure, and does not detect the additional information when the

i nput data is secure, and reproducing the input data according to the
additional information detected by 13 17 August 2005 the additi onal
information detecting neans. In accordance with an el event Maapqet 2065 t he
present invention, there is provided 33 storage nedi um having recorded
therein a processing programincluding steps of. judging whether the input
dat a enbedded additional information is secure, detecting additional

i nformati on based on the judgnent when the input data is not secure, and
does not detect the additional information when the input data is secure,
recording the input data to a storage nmedium and controlling the

recordi ng, ,such that the recording the input data to the storage nmedi um
when tﬁggﬁﬁfgﬂ?n@ﬂém%u%@?}?@%ﬁﬁg%cord the input data based on the
addi ti onal iynf ] tec | cting when.the i nput da i S not
cecure 1 AL ARG o030 S Higetth VEMAL Toce BB 4 Trore
I's prowislage mediiPhdhg FRALA MaMiNg pfReNiAE PrddihehAudi a8 i RdRHPgr am
i ncl udi ng gef eps of. | u%lgi ng whet her I)t he ﬁ%g{ gél‘at a elr%bg%de 3)? I tIgO al

i nf or mawhether thednputr data detbedded gddidimina]l Difadmatiod B seetire nicteeting additiohel

j udgenent when the input data is not secure, and does not detect the
addi t i dﬂ%ﬂnﬁl@ﬁrbﬁwﬂi &fh thin dedgment whee thedapytsdafacisreot sespres dindi deest Aet i nput

R B . (o
o L g8k O SRR A DYLAIL R 1A MERS L Mk it 212

i nvent itomhe $tberge mediphowheadh@input data is secure and record the input data based on

the additional information detected by the detecting when the input data is not secure.
In accordance with a twelfth aspect of the present invention, there is provided a
storage medium having recorded therein a processing program including steps of: judging
whether the input data embedded additional information is secure, detecting additional
information based on the judgement when the input data is not secure, and does not
detect the additional information when the input data is secure, reproducing the input
data, and controlling the reproduction, such that the reproducing the input data when the
input data is secure and record the input data based on the additional information
detected by the detecting means when the input data is not secure.
_ In accordance with a thirteenth aspect of the present invention, there is provided a
storage medium having recorded therein a processing program including steps of: judging
whether the input data embedded additional information is secure, detecting additional
information by additional information detecting means provided correspondingly to the
type of each of a plurality of external input interfaces for detecting additional information




storage nedi um having recorded therein a processing programincludi ng steps
of . judging whether the input data enbedded additional information is
secure, detecting additional information by additional information
detecting neans provided correspondingly to the type of each of a
plurality of external input interfaces for detecting additignghgishpgosmation
14 17 August 2005 supplied via the eXQ@rnaI i nput interface neans based on
t he judgenent when the input data is not secure, and does not detect the
additional information when the input data is secure, and recording the

i nput data to a storage nmedi um according to the additional information
detected by the additional information detecting neans. In accordance with
a fourteenth aspect of the present invention, there is provided a storage
medi um having recorded therein a processing pro m includi ng steps of:

j udgi ngu wip the exterpal dopid iateeheroawans haseid: ¢m%aa Judgﬁmenawlwn the 199@11” e,

detecti itional jnfor nf or det ec rreans
r ovi déﬁ% @&ﬂ?éewﬁmﬁgﬁleﬁsﬁ#ﬁ%q et cnd AR b0 P e D

i nput f

ext er na ﬁ?bgltq&?e{ gce rre {r%gd%tggtgdé %ﬁ hﬁdﬁ%g?&%ﬁ% (pltﬁfgdgllr?%ﬂ%hdata
i s not isRemAGon détéct@@@? th@ﬁddiﬂél%ﬁnfoﬂﬁa@&ﬂdétb@ﬁ@ medriRf or mat i on when the
input data is secure, and reproducing the input data according to the

addi ti onal iInfaocardancerwitle & foursetnByaspeet afttiie resent inverttmytherofs previsiediang

means. Bri ef SCI’IpthI’l of Dramngs FIG, 1 is a bl.oc dlagramof a
conventsiBAgH megdiun wgﬂeﬁaré@ﬁﬁg}qma proeessing pragraminehiding SteRs AE
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data ré apparatu
additional information by additional information detecting means provided

correspondingly to the type of each ofa plurality of external input interfaces for detecting
- additional information supplied via the external input interface means based on the
judgement when the input data is not secure, and does not detect the additional
information when the input data is secure, and reproducing the input data according to

the additional information detected by the additional information detecting means.

Brief Description of the Drawings

FIG. 1 is a block diagram of a conventional data recording apparatus.

FIG. 2 is a flow chart showing operations made for data oufput control in an
apparatus connected to the data recording apparatus shown in FIG. 1.

| FIG. 3 is a block diagram of an embodiment of the data recording apparatus

according to the present invention.

FIG. 4 is a flow chart showing operations made for data recording in the data
recording apparatus shown in FIG. 3.




FIG 3 is a block diagram of an enbodi nent of the data recordi ng apparatus
according to the present invention. FIG 4 is a flow chart show ng
operations made for data recording in the data recording apparatus shown
in FIG 3. 15 17 August 2005 FIG 5 is a flow chart show ng operations nade
for data recording in the data recording apparatus shown iﬁglgggstﬁolfl G 6
is a block diagramof an enbodi nent ofijgthe data playi ng apparatus

according to the present invention. FIG 7 is a flow chart show ng
operations nade for data reproduction in the data playing apparatus shown
in FIG 6, 17 August 2005 16 FIG 8 shows an exanple of the configuration
of a data in the file formin the optical disc used in the present
invention. FIG 9 also shows an exanple of the configuration of a data in
the file formin the optical disc used in the present invention. FIG 10
shows an exdipl & bfatflpev §hmg|5éowmg dperetiensiansletipr diatcresordingliimghe dlatahe

present inyention. Fl 1?]1 11B, 11C and 11D explains the data recording
and pl 5999{émg@|98?@f"}5 worn i, at 2 pl ayi ng apparatus according to the
present invepgi on g’loci@dfaﬁrai’n Rifogk HRRERAICLr AN AES FARRE dPpifanRl the

data playi ng appar at
according to the present invention.

FIG. 7 is a flow chart showing operations made for data reproduction in the data
playing apparatus shown in FIG. 6, |




according to the present invention. FIG 13 'is a flow chart show ng
~operations made for data reproduction in the data playr pgg@ppanst us shown
.in FIG 12. FIG 14 is a block diagramof a data recordi ng?pl ayi ng
apparatus.according to the present invention. FIG 15 is a flow chart
showi ng operations nade for data re‘clffédi ng in the data recording/playing
apparatus shown in FIG 14. FIG 16 s a bl ock diagramof still another
enbodi ment _of the data playing _apparatus accordidnag@]t,o t he present

i nvent i on. S stowssanexapplephitic codiguigtionp of ardabmin teable formyin the

. reproduction in. the data playing apparatus shown in FIG 16. FIG 18 is a
- bl ock optiagh dist asediotliepresoboniventiopnof the data recording 17 August 2005 17
apparatus according to the present invention. FIG 19 is a flow chart

show ng op [ gmee I ﬁltp?T Iﬂ%t ; ; 200 par at us
shown in FF%GE ?gi.%Fl G Sﬁéﬂiegga g\?vﬂg\gét rgwbﬂgf%géea?%tnfgﬁegﬁ%a e f?)r dat a

o ook i Sefichlidifc b8 BRGAREAINBBAREN "o Che data recording . apparatus
according to the present invention. FIG 22 is a flow chart show n
oper at i ons Fkeid20showaan gxpmple of thg singleer dpuble-deasity disegcapistingtaieshown
e Icaieszelllt' invention. |
FIGS. 114, 11B, 11C and 11D explains the data recording and playing .
--operatibns of the data playing apparatus according to the present invention.
FIG. 12 is ablock diagram of another embodiment of the data playing apparatus
according to the present invention.
FIG. 13 is a flow chart showing operations made for data reproduction in the
data playing apparatus shown in FIG. 12.
FIG. 14 is a block diagram of a data recofding/playing apparatus according to
the present invention. |
FIG. 15 is a flow chart showing operations made for data recording in the data
| recording/playing apparatus shown in FIG. 14.
FIG. 16 is a block diagram of still another embodiment of the data playing
apparatus according to the present invention, |
FIG. 17 is a flow chart showing operations made for data reproduction in the

“data playing apparatus shown in FIG. 16.

FIG. 18 is a block diagram of another embodiment of the data recording




FIG 23 is a block diagramof yet another enbodi nent of the data recording
apparatus according to the present invention. FIG 24 {sagqgstogoshart

'showi ng operations made for data recording in the data recording apparatus
shown in FIG 23. Best Mdde for Carrying Qut the Invention Referring to the
drawi ngs, several enbodi nents of a data recording apparatus, data playing
appar at us, data .recording/pl ayi ng agparatus, data recordi ng nethod, data

pl ayi ng nmet hod, and a storage medi um accor di ng to the present invention

Wil | zi;q;areﬁ:pla@bu&ﬂngl’tbme present mviehtioarbodi ments which will be descri bed
her ebel ow, data to be recorded or reproduced is audi o data and additi onal

i nformati 0131@ S1S Y 1bG Shar SRAGH g"(ﬂ}eréﬁﬁﬁﬂ%é Or aﬂalre%faﬁng REQedig

cont rol orrratlon and playi ng trol 17 August 2005 18 nformati on such
as co ner atlo t at.i rmati on, enbedded in the audio data by

t he éP?‘ﬁPg\ﬁQPg ?E 0 ’B%grjsggghat I n the enbodi ments going to be

descri bed herebel ow, whether digital vvatermark informatign is _to_ be

detected i ElGa0 seflpw diarhshovengrapstationsonadg fox defagecomding isthe(dafa cont r ol

of data recording or playing with digital watermark information is not

- essenfecetding ra ngpuram@lslsdmneinimmmz%data is a secure one. (2) Input data is a
one havi ng e dded therein digital watermark information difficult to.

det ect . fCIJ‘]er ﬁ iBMdkgdlakkélﬁtoftsm Sither &MB0HIHINCOHPHAAAE re&ding! ayi Ng
appar at us and
apparatus according to the present invention.
FIG. 22 is a flow chart showing operations made for data recording in the data
recording apparatus shown in FIG. 21.
FIG. 23 is a block diagram of yet another embodiment of the data recording
apparatus according to the present invention.

FIG. 24 is a flow chart showing operations made for data recording in the data

recording apparatus shown in FIG. 23.

Best Mode for Carrying Out the Invention
Refemng to the drawmgs several embodiments of a data recording apparatus,
data playing apparatus, data recording/playing apparatus, data recording method, data
-playing method, and a storage medium according to the present invention will be
explained. Note that in the embodiments which wiIl-be dcscribccf herebelow, data to
be recorded or reproduced is audio data and additiénal information is copyright

management information including recording control information and playing control




data recordi ng/ playi ng apparatus for the situation (1) will be descri bed,
and then the data recording apparatus and data pl ayi ng7 ap abos for the
.,Situation (2) will be described. [I'n case it is decided et her digital
watermark information is to be detected or not, based on whether input
data is a secure one or an insecure gém (for the situation (1))] [Data
recording apparatus] Referring now t0°FIG 3, an enbodi nent of the data
recordi ng apparatus according to the present inventign is schematically

i || ustiRETERIon Sued Fsoronyogeneratipn dimitefion inlormptiong smbedded dgithey audieoar at us
is generally indicated with a reference 20. It should be noted that the
st or aghtarbdithedigiead watetrhark. enbodi nent is a CD-R (conpact 17 August 2005 19
disc - recordable), CD-RW (conpact disc - rewitable) or an optical disc

capabl e of NGRS il}yﬂ?@?ﬁ‘lbgﬁﬂﬁisﬁﬁ %tﬁiélgjgg b s_c?fbehgﬁr%l&v%vlﬁ?h&/\/ and

that digital watermar ntormation i In audio data'being in the-
state pf. PCMsignal . . D gital. waterpmark i.nfqr i.Qn i.s e ded,in. audi o
dat . e ErHAT inforhilinlis §F b€ dEigcten & Besengh aitheERDIRE Fliowinghqer
t he masking effect, enbeding it around a high- energy part of audio data,
or entw@istggaliongy t he spectrum spreading, for exanple. As shown in FIG 3,
the data recording apparatus 20 is provided with a plurality of external
i nput i nt el pceCamal] wfidath reoediag@y playing with digiad eva2dymarkGnfdrniatiomat i onal
El ectrot echni cal Comm ssion) 958 interface 23, USB (universal serial bus)

interface 24, andopdshikily 38dnitdl ShbatRpARiath s h BbsuRrtiRdi MeNt, it s
j udged whet her these

(2) Input data is a one having embedded therein digital we‘ltennark
information difficult to detect.
In the following, first the data recording apparatus, data playing apparatus and
~ data recording/playing apparatus for the situatioﬂ (1) will be described, and then the
data recording apparatus and data playing apparatus for the situation (2) will be
described.

o [In case it is decided whether digital watermark information is to be detected
or not, based on whether input data is a secure one or an insecure one (for the
situation (1))]

[Data recording apparatus]
Refefring now to FIG. 3, an embodiment of the data recording apparatus
according to the present invention is schematically illustrated in the form of a block
- diagram. The data recording apparatus is generally indicated with a reference 20, It

should be noted that the storage medium used in this embodiment is a CD-R (compact




four external input interfaces 22 to 25 are secure or not. Since the |EEE
1394 interface 25 is secure as having previously beemrgsgistbess there are
provi ded two signal routes such that data entered via this | EEE 1394
interface 25 is not subjected to detection of digital waternmark

i nformation while data entered via the other three external input
interfaces is subjected to such det ét i on. The anal og input interface 22
recei ves anal og audio signal via an analog input terminal 2la formed from
a condisct-gecpriable) TR 4 (gnapatt disd grewrnitableupipa eptical disc capable@dvert er
26 which converts the data to audio PCM signal. The audio PCM signal is -

suppl reedrdmgawiBVas Hemsdly foubls ®iat28f thBeCDER 8PSCDORW fark tRA dpgeilves
~~audi o PCM si gnal via a so called optical digital input term nal b, and

Suppl &y .a{aﬂ( nfdtndd %ﬂ% gugi[ ﬁnz%lgcgj %gﬂa Egﬁlg;ﬁqhe”stl bl AR ng@%?' VES

conpr esse |o signa n inpu “Ermna ¢ formed
froma.connector jac and su e 0 econpression circ 27 in
whi chDigiEa qa&%tarmgﬂa e%a@gwﬁ&aﬁ @sl?fil g p@d%gyéns%nggﬁ rlawerﬁaﬁé audi o
PCM signal is supplied to the PCM signal selector 28. Also, the |EEE 1394
i nt er diothe PEM sigmial, esnleadding phwuiler dinpneskag effictitpeibe dingj iaamundmhigh—

termnal 21d formed froma connector jack. As wll be described in detail
| at erenedrf§ padiedPaedibaiatsl ofl mbéding EBy 18O dpédihiinfspecadifg | forfegaflipled to an
opti cal |sc via another route without bel ng supplied ‘0 the PCM si gnal
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stop ]li(ligmtechmcal Commission) 958 interface 23, USB (universal serial bus) interface
24, and an IEEE 1394 interface 25. In this embodiment, it is judged whether these
four external input i.nterfa-ces 22 to 25 are secure or not. Since the IEEE 1394
interface 25 is secure as having previously bcén described, there are provided two
signal routes such that data entered via this IEEE 1394 interface 25 is not subjected
- to detection of digital watermark information while data entered via the other three
external input interfaces is subjected to such detection.
The analog input interface 22 receives analog audio signal via an analog input
terminal 21a formed from a connector jack. The analog audio signal is supplied to an
A/D converter 26 which converts the data to audio PCM signal. The audio PCM
“ signal is supplied to a PCM signal selector 28. The IEC 958 interface 23 receives

audio PCM signal via a so-called optical digital input terminal 21b, and supplies it to

the PCM signal selector 28. The USB interface 24 receives compressed-audio signal




. wat er nar

in addition to the input select key. A key-operation signal produced. by
the user operating a corresponding key is supplied tolzRegusy3068m
controller 100. The systemcontroller 100 includes for exanple a

m croconputer, and interprets the key-operation signal supplied fromthe
" key-control unit 43 to judge which has been operated, and controls
correspondingly to the result of ju nt. Then, when it is judged that

t he key: havi.ng been .operated b e user is the jnput sel ection, key and
~any eﬁ%%llnﬁgﬁlﬁp rmlﬂgﬁgﬁﬁcgﬂﬁﬁﬁt?fqﬂaﬁ ORBetigEEa¢sg AN nf‘ﬁ?é]E@eltZ@ Ras been
selected, the systemcontroller 100 controls the PCM signal selector 28 to
sel ectdeapmnpaesspan cirbeit 25 inwthich die the Sedawompressedeonakpamindg ta aydiof ace
while controlling a recording signal selector 34, which will be described
in delpgM digasll THeOmRRd ?@Masigﬁz_ﬂti@sﬁ liél f RFCM $iBhaf e dioM8] M1

sel ector 287 Also, when the iT is judged that the key having been 17 August
2005 2 _ . 4 ' | ect . EE 1394
nter He LBBE FAOF RU0E 2838balyEs ERENTRY bolBhERk g R0 ot DB T BRAY e
~recordi ng sj |. selector 34 to select .a rute for a sjignal fromthe | EEE
1504 temoprbald Saritied fiomb aiconpecivaiack. . Adwiihbe dseribacbut elaildatgpthitat us 20
is provided with an LCD unit 44 for exanple in this enbodinent (the LCD
uni t dataj entergdrida thel IEBE1394sntaréanec2nisrotdrsied 10Gin, opticad discsyplaapotheevi ce to
i nformthe user of which key has been operated and display information

havi ngoiite vorth@itvaiing ngpwed)tdwe_ PSR sibmal seldiior P8V Th@iadr stlédisoné bfm t he
PCM si gnal selector 28 is supplied to a recording control circuit 29 and
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For this selection, the data recording apparatus 20 is provided with a key-control unit
‘43 having provided thereon a plurality of keys such as recording start anfi stop keys
in addition to the input select key. A key-operation signal produced by the user
operating a corresponding key is supplied to the system controller 100.

The system controller 100 includes for example a microcomputer, aﬁd interprets
the key-operation signal supplied from the key-control unit 43 to judge which key has
been operated, and c'ontmls correspondingly to the result of judgment. Then, when it
is judged that the key having been operated by the user is the input selection key and
any external input interface otherﬂthan the IEEE 1394 interface 25 has been selected,
the system controller 100 controls the PCM signal selector 28 to select and output the
signal from the selected external input interface while controlling a recording signal
selector 34, which will be described in detail later, to select a route for a signal from

the PCM signal selector 28, Also, when the it is judged that the key having been




watermark information, if any, enbedded in the audio PCM signal fromthe
PCM signal selector 28, and supplies the result of de{p&ﬁdﬁmm copyri ght
managenent information to the systemcontroller 100. The system controller

100 interprets the copyright managenent information. \Wen the copyright

managenent |nformat|on Is interpreted to nean that the copy is inhibited
like "copy inhibited"; the systemc@troller 100 controls the recording
control circuit 29 to inhibit the recordi ng. That is, the system

cont ropdretedllfyOtheomer as the hput seleot Keyngnd dhe IBEECT 3%BLiintetface 35 hes bpesuppl vy
of the audio PCMdata to the circuits downstream of the recording control

~ci I CUiellectdd, tﬁle%gstem%nfrbﬁeﬁ?ﬂ@ "c:bﬂfiblsr@l@%é@i‘%ﬁﬁ% sggha%é‘l%m@@dﬂ 1) del‘édi” preted
to mean that thé recording for copying i s possi one copy al | oned"

or "cp fr tf 7
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out put the audio PCM signal to the ci rcwts downst r eam of the circuit 29.
The d¢8PHlingt 3PPHSMY r?é) iequpyided wath pa LCID renit 14 dor sexampiple; By this ¢ he
digital watermark information rewite circuit 31. Even if the copy control
i nf orembodimémthede@T} anit Hd is cpymécied tortraystamicontollend00) ms aldisplay t he
recordi ng for copying, the systemcontroller 100 controls the digital

wat erdevike td iﬁf@hﬁeﬂie%err%fﬁbvhfclfl‘ké)ﬁ Hhé‘, b%én (533 k0 4Rl BRI iFbimbtiv@t er mar k
information from"one copy allowed "copy inhibited r to a one to

redu 0 I ng can be done, if the copy control
info Vﬁ?én ﬁg%ive IO é@’nﬁﬁfﬁgq}%{%he copy generation or nunber of copi es like
"one copy .al | owed" it IS not nece ite the
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- a recording control circuit 29 and also to a digital watermark information detection

circuit 30. The digital watermark information detection circuit 30 detects digital
watermark information, if any, embedded in the audio PCM signal from the PCM
signal selector 28, and supplies the result of detection as copyright management
information to the system controller 100.

The system controller 100 interprets the copyright management information.
When the copyright management information is interpreted to mean that the copy is
inhibited like “copy inhibited”, the system controller 100 controls the recording control -
circuit 29 to inhibit fhe recording. That is, the system controller 100 controls the
recording control circuit 29 to. stop supply of the audio PCM data to the circuits
downstream of the recording control circuit 29. Also, when the copyright management
information is interpreted to mean that the recording Ifo-r'copying is possible like “one

copy allowed” or “copy-free”, the system controller 100 allows the recording for




k .watermark information rewite circuit 31 is first supplie

bypassed or passed through. To conpress and encrypt audi o data for
recording in this enbodi nent, the audio PCM data fromﬁn.?@tg@dgil
to a

conpression circuit 32 where it will be conpressed, the conpressed data is
then supplied to an encryption circigyt 33 where the data wll be
encrypted. Then the encrypted data 'S supplied to an ECC encoder 35 via

the recordi signal. seJector.34. In the E ncoder 35, t.he input data is
subj ecopy e SHElinglhs Giedttiaticgnlicl Aot A0 pRiige e mdip R Eigndl
Reed- Sol onmon code) for exanple. Then the ECC encoder 35 supplies the
er r or e the deeuitrdevadteada phihecircwedd r thaandio datafroorthe reeuidingsmntiie
recordi ng nodul ation circuit 36 makes a recordi ng nodul ati on based on the

EFM ( ei@bit-Z%fsQPpIieélm dinddipital MalerheeRIhfoimatibh rWais cirdGAB 12 3B v
recordi ng nodul ation circuit 36 supplies the nodul ated data to a wite head

37 vi | e . : | ' e data
Co an SRSl Rlahich Tl ARl i HE LBy gt ol o inalichiaidle S, o
41 at _a predeterm ned ,velocity under the | i near cgnstant vel ocity)
cont r dhe Bicoadiog s Epying (B sy eibcomaplles 100 conleOf b danebt it 1y
servo signal based on audio PCMsijgnal to be recorded, for exanple, and
supp! infornatipg rewsite girgdit 8 1o rowridd themdigitebwatergiark informationdramnyv'enea
control signal fromthe systemcontroller 100 to control the position of

~the oopyalloead”3d “cepy alibited” bhto #pht t@kedliceahd Guntber@fithifesesping r cui t
42 also controls the position of the wite head 37 in the tracking

it s S R S
| number of copies like “one copy allowed”. When it is not necessary to rewrite the
digital watermark information, the digital watermark information rewrite circuit 31 is
| bypassed or passed through.

To compress and encrypt audio data for recording in this embodiment, the audio
: PCM data from the digital watermark information rewrite circuit 31 is first supplied
to a compression circuit 32 where it will be compressed, the compressed data is then
supplied to an encryption circuit 33 where the data will be encrypted. Then the
encrypted data is supplied to an ECC encoder 35 via the recording signal selector 34.
= In the ECCencoder 35, the input data is subject to error-correction coding using CIRC
(éros‘s interleave Reed-Solomon code) for example. Then the ECC encoder 35

supplies the error-correction coded data to a recording modulation circuit 36.

The recording modulation circuit 36 makes a recording modulation based on the

EFM (eight-to-fourteen modulation) technique. -




| ayer of the optical disc 40. Also, when the optical disc 40 is a CD-RW
the wite head 37 records data by changing the crystajz \pgisappggphous state
of the optical disc 40. In this enbodi nent, audio data entered via the | EEE
1394 interface 25 is not subjected to detection of any digital watermark
information but it is controlled according to DRM (digital rights
managenent) information incidental t2the audio data. The DRM i nformation
can be used to easily separate copyright nmanagenent information such as

SCMB i nf or fldteirecomling mdhldtmrfcrimnie%sud@uatthe hadutgelean toaneriyphead and
~conpressed. Thus, in this enbodinment, data entered via the | EEE 1394

i nt erB@Gﬁa%%écér@iﬂgpdnh'y@‘i’fiélo(ﬁdﬁ%hb%ﬂg TR wRRIOl 7 Lt ds (e R 8130 to 2

DRM information décryption circuit “39. e I nformati on ryption
circuit,.39 ..decrypts M. nformation, ..f any, Jdncidental to data entered
i ¢ RRFReE50Y he oRliERIdIREE sfateriyar ndleTofatla e auprddetnied ey
of interpretation to the systemcontroller 100. Wien the recording for
copyi Kelocityrundes the hiGY (Hacarcennstant y el oeity eeantrolotf Drewvoi citaniné2i die
interpretation, the systemcontroller 100 inhibits the recordi ng by

cont r sésvongrddie42 groddieiga celddi) sérvoiphaldased ¢ii afdiBOM stdndlhe taudi o
PCM data to the <circuits downstreamof the circuit 38. Wien the recording

for CRRVWI, for EQarBﬁlé}'ahﬂVﬁgglnit@? gtﬁlrog@@%ggﬁdlgpﬁga%% o THE spﬁm ir:]fé&?ig gpt i on

interpretation, the system e recor rcopyi ng
o anatece et sige shmdes Bt Brodisitin ol Gt iBe o orCoE (ot a
. fromthe recording control circuit 38 is supplied to the recording signal
sel ecwsite Bgad Fpzdially oftheoptinad disg 40. Alsedhe sawoicoonit 42 alspgoatrels than be

! ecorggsdiﬁfog rof the write head 37 in the tracking direction. In case the optical disc 40is a

CD-R, the write head 37 records data by changing the refractive index of the recording

layer of the optical disc 40. Also, when the optical disc 40 is a CD-RW, the write h'eaﬁ |

+ 37 records data by changing the crystalline/amorphous state of the optical disc 40.

In this embodiment, audio data entered via the IEEE 1394 interface 25 is not
subjected to detection of any digital watermark information but it is controlled
according to DRM (digital rights management) information incidental to the audio
data. The DRM information can be used to eésily separate éopyright management
imformation such as SCMS information or the like from even a data having been
‘encrypted and compressed. Thus, in this embodiment, data entered via the IEEE 1394
ihterface 25 is supplied to the recording control circuit 38 and also | to a DRM

information decryption circuit 39. The DRM information decryption circuit 39

decrypts DRM information, if any, incidental to data entered via the JEEE 1394




copying as it is in a formit takes when entered since it has al ready been
encrypted and conpressed. Next, operations nmade for dgt&udweeesgd ng in the
+data recordi ng apparatus 20 constructed as above will be described with
reference to the flowharts in FIGS. 4 and 5. It should be noted that
these flow charts show the operationgsmade mainly under the control of the
systemcontroller 100. First in step S11, the systemcontroller 100 judges

whet h I . t he key-.control.unit, .43 has bee e ed by the
voer  hitfACe 28 Ahd st BHIR e AR B 1Rk Bitit o i &P 5 5aBBELE ), Lsca
t he systemcontroller 100 goes to step S12 where it will judge, based on
the oper at SWhen Hin reserding fRegopyingtis tacks ifubitedacaonilingsbe resulf ehDBM of t he
-external input interfaces is selected for an input route for data to be 17
Augustnfp@ffatiiph interpreti¢ion, Thensysterst epntdlBer 106 #isibéam deniécriipg 590

j udges whether the discrimnated input route is secure (IEEE 1394

i nter Egﬁgoﬁﬁlgmetrgé&dg{%gg{t@gﬁmﬁg@ﬁ§t sn%;ﬁ)gy'oTtlfgaddigg‘mtqaitastotltHgt gt he

| EEE 1394 interface 2 sel ect ed, system controller oes
to st 4 Where it wll control e recording .signal selectof, 34 to
sel ccetataabifisfentih: rE8FaB puf fIRier it 63 Sphine e Boalitied £ om
t he recorgi, ng control circuit 38. Then_ in step S15, the systemcontroller
100 peRdmEtastheresylp of Rk infangiien inferpetationfag syistem wantiotler 166h t he
DRM information decryption circuit 39, and in step S16, the system
cont r allows theGegardies fuheopyngthye contoplfingoth seposking cont rdhsirduit 38 th udged
in step S16 that the copying is possible, the systemcontroller 100 goes
to stapphy thehadsy PCMisidna 99 hOkirchRs UBGRsHENS SORE@cuit 38. Thus the
audio data from the recording control circuit 38 is supplied to the recording signal
selector 34. That is, data entered via the IEEE 1394 interface 25 can be recorded for
- copying as it is in a form it takes when entered since it has already been encrypted and |
compressed.
Next, operations made for data recording in the data recording apparatus 20 -
constructed as above will be described with reference to the flow charts in FIGS. 4 and
5. 1t should be noted that these flow charts show the operations made mainly under
the control of the system controller 100.
First in step S11, the system controller 100 judges whether the record key on
| the key-control unit 43 has been operated by the user. When the result of judgment
I8 that. the record key has been pressed, the system controller 100 goes to step S12
where it will judge, based on the operated input select key on the key-control unit 43,

which one of the external input interfaces is selected for an input route for data to be




circuit 38 to the aforenentioned recording-allowed state such that data is

supplied ‘fromthe recording signal selector 34 to theagidust fiwad 37 via

t he ECC encoder 35 and recording nmodul ation circuit 36 for recording to the

optical disc 40. On the other hand, if it is judged in step S16 that the

~recording for copying is inpossi bI e as the result of DRMinformation
interpretation neans, the system c@atroller 100 goes to step S18 where it

~wll control the r ecor di ng control circuit 38 to inhibit the recording as

“aboverecandbdyoeThen it expe[5191 héhee systom | comtroldea 1100 fipesnivehetdert dhgr onpt

the user, by display, that the recording is inpossible. Also, when it is

J udgegdistAmihfRdInpdt fohdd iLidiare (I*EEE 1894 lifeEak3 95 indhed EMBBdRRent)as been

sel ected, the sys em controller *100 goes to step S21 where it wifl control

the PCM s I r.28.t0 seleat b i gnat ed
by t he uselVAED HoERICHAES e@tpgrﬁlatﬁﬁ R ﬁv?nif%aﬂ%s RS 8R4 her
- goes to step where it will control the recording gnal selegctor 34 to
sel ecte %ptgqidhaﬁwtpmﬁqmgﬂmo& gpesito sleperhdovhors it wrill cgmrsht FIeEoiRg
encryption circuit 33. Then in step S23, the .systemcontroller 100 judges

whet heignalselenbad 34td seledt dataeatckat eiathe ﬂEEEbh’iQﬂ meéaceds Ahat iseoutpptit
route. When the result of judgenent is "yes", the systemcontroller 100

~goes ﬁsnﬁﬂﬁpreﬁafdl Qfo%tﬂd]'ﬂﬁfcu@tn% oqatin Mk Bltse thé8 é:‘t%fﬂ 88nteyllen169 D
converter 26 to digital signal. Then the system cont |l er 100 -goes to

o= DA %ff“ghge%r&&g%p%m@maﬁfoﬁ@iogﬁw@gmzoﬂﬁﬁ@ et
shypopn cirgult 39, and In sicp ST6, the system controfler 163 judlgss whether thé ° © '

copying is possible. When it is judged in step S16 that the copying is possible, the

WI||

system controller 100 goes to step S17 where it will control the recording control

circuit 38 to the aforementioned recording-allowed state such that data is supplied

from the recording signal selector 34 to the write head 37 via the ECC cncoder 35 and
-recording modulation circuit 36 for recording to the optical disc 46.

On the other hand, if it is judged in step S16 that the recording for copying is
impossible as the result of DRM ‘information interpretation means, .'the system
controller 100 goes to step S18 where it will control the recording control circuit 38

- toinhibit the recording as above, and goes. to step S19 where it will cause the LCD unit
44 to prompt the user, by display, that the recording is impossible.

Also, when it is judged in step S13 that other than the IEEE 1394 interface 25

has been selected, the system controller 100 goes to Stei) S21 where it‘wil-l control the

PCM signal selector 28 to select an input route having been designated by the user



‘deconpression circuit 27 to deconpress or expand the conpressed data. \Wen
the result of judgnment in step S25 is that the data hasap Qﬁkt?

. conpressed, nanely, that the IEC 958 interface 23 has been selected, the
system controller 100 skips to step S26 where it will cause the
deconpression circuit 27 to deconpress the conpressed data. Next in step
827, the systemcontroller 100 judgegémhether digital watermark
|nfornat|on is enbedded in the audio PCM data to be recorded. For this

pur posPerating the keyerounisal voit H3y and tharpgeessto step $28iwhereibwall vantirol the

I nformati on detection circuit 30 to detect digital watermark information

i n t heectatiing sigmal belcBGY 34 gnatlesthasdmi 28mf Mle PEMSRART SéldLReDY apgt h of
time in order to see whether digital watermark informati on can tRus be

det ectyg 1ﬁrﬁ th¥ erm ned Iength of time. Wen digital
wat er mar (?mr natefnfgbﬂ)ﬁ(ﬂ? i%ﬂ#ggen det ect ed in the data, the system

can ave
controller ,400 17 Au 005 27 o ep, S28 wh it will interpret
the digital 1o Sigp PReC R hszglaxlﬂ’&#@utt Wil l

j udge whet her_ the det ect ed digital vvat er rrark i nformat i on is wvalid or not.
Thi s jitetfaset22 Bas heehaeldcted asckhevinpuheouteheWiei thelreswlt of jedgementfisr mat i on
has been falsified to have contents which cannot normally be. Wien it is

j udgetlyest, shepySizeh bbﬁtrollbﬁld@ bad stiénSpal wheiecinfat lanhlig gamt will bel S

valid, the systemcontroller 0 goes to step S30 where it will interpret
the db@ﬁ@éf’ted Bﬁtaﬁrﬁgf)liuoh%ﬁéﬁ% 'ctj@'?l 1%@ al, € ﬂhg@ S{Qﬂ%ﬁ%ﬂﬁar 100
i nf ormat i on, ges accor e resu |nterpreta |on
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as the input route and thus the data has been compressed. When the result of
judgment is “yes”, the system controller 100 goes to step S26 where it will control the
decompression eircuit 27 to decompress or expand the compressed data. When the
 result of judgment in step S25 is that the data has not been compressed, namely, that
the iEC 958 interface 23 has been selected, the system controller 100 skips to step S26

- where it will cause the decompression circuit 27 to decompress the compressed data.
Next in step S27, the system controller 100 judges whether digital watermark
-information is embedded in the audio PCM data to be recorded. For this purpose, the
System controller 100 causes the digital watermark information detection circuit 30to

- detect digital watermark information in the data from the PCM signal selector 28 for
a predetermined length of time in order to see whether digital watermark information

- ‘can thus be detected or not within the predetermined length of time. When digital

-watermark information can have been detected in the data, the system controller 100




information is not valid or when it is judged in step S30 that the
recording for copying is inpossible, the system contrglAgusiffhsgoes to
step S18 where it will inhibit the data copying, and then goes to step S19
“where it will cause the LCD unit 44 to. pronpt the wuser, by display, that
the recording is inpossible. Also, when the result of judgnent in step S30
-is that the recording for copying @l| also be referred to as :
"copyi ng-recordi ng" hereunder wherever appropriate) is possible, the

syst ego&abisiey $28 whefk i90gH interprteeWditalvestermarkinférmatitgeanetheapothe
digital watermark information has to be rewitten. Wen it is judged in

step. %ep 330 whilR iflbih e RhelHE: ilfe tBteafdPdinhin @@@hﬁ&%ﬂffah&m@ for a

copyi ng-recording contr such as Timtation®o generation or o
nunber of copies,.the systemcontroller 100 oes tqQ ste 32 where it wll
causeValHb o Bt ol This wdgmant; 1§ Bﬁ%‘hchﬁor%\ﬁr“&'@ﬁﬁrr@‘ﬁi ‘Ehg?‘.tf‘ AYgifEmasgos 2g
3l torewite the digital watermark information. After having rewitten the
di gi timfomnatéomhakbeen falstiadoio hmventontents whichwagodt nemaally he. di gi t al
wat er mark information has not to be rewitten, the systemcontroller -100
goes to stRhendi$ iMfikigediinastE}BRdahat el detd@ed digitAseaermatk prfornatied, and

then goes to step” S17 where the data will be recorded as having

oS B, O ghfler oG Ao i PR R MR TRt gl | e

system controller 100 goes to step .S and subseguent steps {o record the
P RBteTRER A a4 on dE eI, AoPS TSN A lAgeie I Gupior Snd Fuldge n

having no digital watermark i nformation enbedded therein or a content

unkncaecosdingdo thewdsultrfintrspretation, sebeshenthsiraserding formgpyigel/ide daga nce
is possible.
‘When the result of judgment in step S29 is that the detected digital watermark
information is not valid or when it is judged in step S30 that the recording for copying
s impoSsible, the system controlier 100 goes to step S18 where it will inhibit the data
copying, and then goes to step S19 where it will cause the 1.CD unit 44 to prompt the
user, by display, that the recording is impossible.
Also, when the result of judgment in step S30 is that the recording for copying
(wiil also be referred to as “copying-recording” hereundef wherever appropriate) is
- possible, the system controller 100 goes to step S31 where it will judge wether the
_ digital watermark information has to be rewritten. When it is judged in step S31 that
the digital watermark information should be rewritten for a copying-recording control
such as limitation of copy generation or of number of cépies, the system controller 100 .

goes to step S32 where it will cause the digital watermark information rewrite circuit




such a content not known as to how it has been protected against copying is

also unclear as to how it has been routed, it may be jzhidekt gsbsf rom bei ng

recorded. As having been described in the foregoing, since the data

recordi ng apparatus is designed not to detect any digital waternmark

I nformati on when the input route is ecure, it can record data entered via

a secure route for copying very si rrp%@ and with a highly inproved

~ performance. That is,. with the conventional data recorded shown in FIG 1,
-even é“ﬁ&t@“@ﬁ?éf“’eglgﬁaﬁnvﬁmﬁ’é@%ﬁke“&%m%“%s to be decrypted and deconpressed

~for the purpose of detecting digital watermark i nformation, if any,

enbedded i Afitrehavdag acwritichahe wogitd watepmeds iformatiem or yhedit agpidgetior

recording. In conparison with the above conventional data recording

appar ghatsthe ftﬁgﬂﬂﬁ&ate&mﬂe [FeenaRbH Mk nof®o GatBwritRAOTEK BestamPesmiolkr
according to The present invention, having been described with 17 August

docormPOLERT0 SRS RN RER 2 pARUTa PANBL CEHIc S HarBuSRATALR and bep

apparatus having only a secure_external input .interface such _ as . the | EEE
1394 ERERHT 6B Y7 wharedhe ﬁlataawgfb%lrﬂ%@%d anhavingpsriauslybegadesesiRid- ci r cui t
and recording control circuit. Note that the secure interface is not
limted toNdte thisEh 89 4nibudimkeatewhén lituis judged dnistapn&R7ithputhd digitdlace

wi th SAC (secure authenticated channel), such as a secure USB interface,

W T Gterdhsk infdrmatidiianAdy b deretd@ thd §&tdh @BRALIEL100 BBeSRLUESS33
I nterface that data has been encrypted, but an interface via which

a;? henhd %ﬁ@é@@eﬁ?@teﬁ%f}@gﬁd"ﬂhk PEMVEHA! TR iRBRA PSSt HhelXBIR . and
ich™Ccan trahsmt data

a conventional content having no digital watermark information embedded therein or

a content unknown as to how it has been protected against copying. However, since
such a content not known as to how it has been protected against copying is also '

uncleaf as to how it has been routed, it may be inhibited from being recorded.

Ashaving been described in the foregoing, since the data recording apparatus

is designed not to detect any digital watermark information when the input route is
secure, it can record data entered via a secure route for copying very simply and with |

~.a highly improved performance. That is, with the conventional data,rccorded shown

- inFIG. 1, even a data entered via a secure route has to be decrypted and decompressed

for the purpose of detecting digital watermark information, if any, embedded in the

data and has 1o be compressed and encrypted again for recording. In comparison with

the above conventional data recording apparatus, however, the embodiment of the data

‘recording apparatus accordizig to the present invention, having been described with




wi t hout having to encrypt the data, may be regarded as a secure interface.
[Data playing apparatus for the situation (1)] [Data {3 &yjuspz@spar at us]
Referring nowto FIG 6, an enbodi ment of the data playing apparatus
~according to the present invention is schematically illustrated in the form
of a block diagram The data playing apparatus is generally indicated with
~areference 50. Also in this enbodiZ¥ent, digital watermark information is
enbedded in audio data being a PCMsignal by inserting it at |ower bits of

t he Pfdfereingoab, FERDBdI mexdst nolridmuitisher necki dega eddoemtpressiorddegryptioay ound a
hi gh- energy part of audi o data, or enbeding it by the spectrum spreadi ng,

for vi ously been described. As shown in FIG 6, the
dat a pi 9#%8“21;%& alké}gpgéﬁl s provided with a plurality 17 August 2005 30

of externa terfaces, i ncl udi ng, an anal o tint ce 5 | EC

(I ntor nat riats Yesardingamapis v s ALCE si s egteabinpyl afisHAEE s

(uni versal seri al busé interface 54, and an | EEE 1394 |nterface 55. In

t hi s astbedEREMX394iinter qem@lewedm@tdig}talmgﬁnaﬁl@ufomtmnﬁﬁteq:tmm@lr¢unt erfaces

52 to 55 are secure or not. Since the | EEE 1394 interface 55 is secure,

therearﬁrﬁgd@mmgmtmi;@ugnal routes such that data entered via this | EEE
1394 interface 55 is not subjected to detection of digital waternmark

i nfor mati oQofapialer ?@Erﬁéﬁ‘ﬂgﬁi@néh%n%ﬁ% ﬁ% [EEEefﬁﬁfﬁﬁérfééboﬁ

interfaces 1's su Jecte 0 su detection e anal og i nput |nterface 52
e B S T o e ARl SR dBudd T rom
- USB interface, will do.. Also, it is not any essential requirement for the secure

interface that data has been encrypted, but an interface via which authentication can

be made with a counterpart apparatus, for example, and which can transmit data

without having to encrypt the data, may be regarded as a secure interface, |

[Data playing apparat-u's for the situation (1)]
* [Data playing apparatus]

Referring now to FIG. 6, an embodiment of the data playing apparatus
according to the present invention is scheinatically illustrated in the form of a block
diagram. The data playing apparatus is generally indicated with a reference 50. Also
in this embodiment, digital watermark information is embedded in audio data being a
PCM signal by inserting it at lower bits of the PCM signal, embediﬁg it under the
masking effect, embeding it around a high-energy part of audio data, or embeding it
by the spectrum spreading, for cxamplc',.as having préviously been described.

As shown in FIG. 6, the data playing apparatus 50 is provided with a plurality




and also to an A/D converter 56 which will convert the data to audio PCM
signal and supply it to a digital watermark informatipnasglsegodm 59. The

«IEC 958 interface 53 receives audio PCM signal entered via a so-called

optical digital input terminal 51b, and supplies it to a DA converter 60
and also to the digital waternmark int;‘é)rmation sel ector 59. The DA
converter 60 converts the input data”to anal og data and supplies it:.to

‘the first input selector 58. The USB interface 54 receives conpressed audio

si gnaPt¢xieTaal npyfinteefages mclusling ap apalog inprt Wtednes2.JEG dokernatienauppl i es

it to a deconpression circuit 57 in which the data is deconpressed or
expandidectreteabmiical Coamsssgorg) 958Tinterfardi 58, AESBYuphadrsilsesupbhs)ddtdrface D A
converter 61 and also to the digital watermark information Sel ector 59.
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interface 55 i.s reproduced via another route w thout being supplied to the
first NteEace 3818 seehresthernare proyided twasignahroutes seenthat datasenteradoviaso. The

user selects one of the data entered via these external input interfaces

for thipribdiEt1BM imerfachi §5 siel mutt subjectedetod detecpiony oh gligipalanatermaaR

i ncludes a key-control unit 72 having provided thereon a plurality of keys

and supplies a key-operation signal produced user operating a

_corregpﬁﬁgli Megﬁé(n.t o the systemcontroller 200. The systemcontroller 200
i ncludes ftor exanple a mcroconputer, and interprets

such gaffohatibnwifileaddta ankred 91 th€¥her itﬁke@@ﬂiér%@’ﬂ%lhgt PG AR sutfL&El key,

The analog input interface 52 receives analog audio signal via an analog input
terminal 51a formed from a connector jack, and supplies it to a first input selector 58
and also to an A/D converter 56 which will convert the data to audio PCM signal and -
supply it to a digital watermark information selector 59‘. The IEC 958 interfac}, 53
receives audio PCM signal entered via a so-called optical digital input terminal 51b,
and supplies it to a D/A converter 60 and also to the digital watermark information
selector 59. The D/A converter 60 converts the input data to analog data and supplies :
it to the first input selector 58. The USB interface 54 receives compressed audio
signal via an input terminal 51c formed from a connector jack, and supplies it to a
decompression circuit 57 in which the data is decompressed or expanded to audio
PCM signzil. The audio PCM sigpal is supplied to a D/A converter 61 and also to the
digital watermark information selector 59. The D/A converter 61 converis the input

data to analog_dafa and supplies it to the first'input Selector 58. Also, the IEEE 1394




t he key-operation signal supplied fromthe key-control unit 72 to judge
which of the keys has been operated, and controls corfesRRRI2TWE Y to the
result of judgnment. Then, when it is judged that the key having been
operated by the user is the input selection key and any external input
interface other than the | EEE 1394 interface 55 has been selected, the
system control l er 200 controls the filrst input selector 58 to sel ect and
out put the signal fromthe selected external input interface while

cont rimt¢iiface Sheredeiyies aincrygtedrcoanpressédmmdic dats eizahdnpbbtdroinal 5td t he
simlarly selected external input interface. Further the systemcontroller

200 cRhicd ﬁ'oﬂl aQenaneciop B&'ék sThecafd cttredWifthe IBEE 19040peGTaRed5iie detai l
| ater, to select a route for a S|gnal fromthe first 1nput selector 58.
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‘the system 17 August 2005 32 contraoller 200 controls the second input

sel e lgﬂtahwaﬁfanwkéaformtm&e egpr 39 gnal from the | EEE 1394 interface
55. It should be noted that the data playing apparatus 50 is .provided with
-an LCD uni Th@ 8sémselecta wpkofithe tihfasentededdiintthesd toieralbopmi intéifades for
connected to the systemcontroller 200), as a display device to informthe

user @prodhitioh. K&y thassdiet o BRe amg, Cﬁﬂ%‘d@akﬁﬁs S0fREIBES QRePaonid]t 0 be

given to any other use. The audio output fromthe first input

1T om L 72 gl Pag BRI e BB Rlslcn b bEMthe St bBadyg " P

di gi t.al ermark .inforpation defection circuit 63. The
IHa ad\gelttion to the input se ctkcy, and supplies a key-operation signal produced by the

user operating a corresponding key to the system countroller 200.

The system controiler 200 includes for example a microcomputer, and interprets
the key-operation signal supplied from the key-control unit 72 to judge whichof the
keys has been operated, and controls correspondingly to the result of judgment. Then,

- when it is judged that the key having been operated by the user is the input selection
kéy and any e¢xternal input interface other than the IEEE 1394 interface 55 has been
selected, the system controller 200 controls the first input selector 58 to select and
output the sigilal from the selected exterﬁal input interface while controlling the digital
watermark information seIectorVSQ to select the similarly selected external -input
interface. Furtherthe system controller 200 controls a second input selector 64, which
will be described in detail later, to select a route for .a signal from the first input
selector 58. Also, when the it is judged that the key haQing been operated by the user

§

is the input select key and the IEEE 1394 interface 55 has been selected, the system




digital watermark information detection circuit 63 detects digital
watermark information, if any, enbedded in the audi o PCMigisgnads fromthe
digital watermark information selector 59, and supplies the result of
detection as copyright nmanagenment information to the systemcontroller
200. The systemcontroller 200 interpyets the copyright managenent

I nformati on. Wien the copyright managenent information is interpreted to

mean "play.inhibited", the systemcontroller, 20 ontrols the pl.aying

ot eI et theyse g iRt SEG0R 6T tomglec 8 Totedos PN BRI Lo 1 or
200 controls the playing control circuit .62 to stop supply of the audio
PCM ddicad BEE (1384 dnter{acesSS. déwhenldbennoted that theagataplaypingrappacatus §0tis62.
Al so, when the copyright managenent information is interpreted to nean that

the pprwided witoas $iCDamit N8 foy exLMpLofi 105 kaibotleat (hesLOB aniplyisngby
controlling the playing control circuit 62 to output the audi o PCM signal

to th?orﬁ{erc?ﬁieﬁi lt@é’}éﬁ&%ﬁ?@@%ﬁllé“%@, ta%ggﬁisziﬁ%‘&Evf%?ofigff@ﬁieﬂth@%seirg? audi o

data fromt g con circ ppli second i nput

selector 64. In this enbodjnept, audiaq data entered via.the | EEE 1394
"t er PRI by hEs Be ORI BjReL AR iSp A e ARG L P I iy AR
“information but it is controlled according to DRM (digital rights

- manag@éi®ent ) information incidental to the audio data. Thus, in this
enbodi nent, data entered via the | EEE 1394 interface 55 is supplied to the

playi-ng colhe @udiv POMtsignalasidpa font theafilRihputl selembi §8 isleappliéd fna
circuit 68. The DRMinformation decryption circuit 68 decrypts DRM

: EI 2'5#‘2&@%‘3“‘%‘?} déig%upllg F?ggﬂtﬁ hrHea% Sup&iPEBaf M aftaY WatbARatiERFolmdfion
selector 59 is supplied to a digital watermark _information detection circuit 63. The
digital watermark information detection circuit 63 detects digital watermark
information, if any, embedded in the audio PCM signal from the digital watermark
information selector 59, and supplies the résu]t of detection as copyright management_

- information to the system controller 200. The system controller 200 interprets-the
- copyright managemeﬁt information. When the copyright management information is
interpreted to mean “play inhibited”, the system controlier 200 controls the playing
-control circuit 62 to inhibit the playing. That is, the system éontroller 200 controls the
‘playing control circuit 62 to stop supply of the audio PCM data to the circuits

downstream of the playing control circuit 62.
Also, when the copyright management information is interpreted to mean that

-the playing is possible, the system controller 200 allows data playing by controlling the

playing control circuit 62 to output the audio PCM signal to the circuits downstream




result of interpretation to the systemcontroller 200. Wen playing is to
be inhibited according the result of DRMinformation ’if‘ﬁ\@gﬁtﬁ'ﬁ%tﬁ lon, the
system control |l er 200 inhibits the playing by controlling e playing
control circuit 67 to stop supply of the audio PCMdata to the circuits
downstream of the circuit 67. Wien the playing is to be allowed according
to the result of DRM information id%®rpretation, the systemcontroller 200
. .allows the playing by controlling the playing control circuit 67 to supply
~ the aafithe citMit6ZndAhetandiddatai fromiths plajdng sbneehviefuit 6 is supplidd ®Ahe The
audio data fromthe playing control circuit 67 is decrypted by a decryption

Ci 1 cusdcodd inplflsdiB&rarggconpressed by a deconpression circuit 70. Then the
deconpressed audi o data is converted by a DJA converter 71 to anal og data,

and then llied to the seco I nput sel ect .havi n n

descri bed %E@ﬁ@? %ﬁ%@@n@@?%@ﬁ@?rﬁgﬁg @ﬁﬁﬁ%&?%éﬂ“&&ﬁﬂ&g 5%4‘Siné’t
selected with a selection control signal supplied fromthe system _

cont r9ihjectedoty detechioncaf @ayr digitghosatesmark iipfosmatiomebut éh isrgaatiplledhe user
operating the key-control unit 72. Then the second input selector 64

suppl aeording tweDRNModigitall ightsananagcdntmt) tinfanripidakeicidéial @ ke audbo
anplifier 65, and the speaker 66 reproduces a sound fromthe audi o data.

Next , dgRe" Thi§ i MRS CrhBsdRm, Rafy bAGrdd videhd LR EP Y 39k “ﬁﬁﬁp%?r 54 Hﬁaf’? -

- constructed as above w |l be described wth reference to t ow ¢
I bl S 1 o R B PRES g T
| circuit 68. The DRM infbrmation decryption circuit 68 decrypts DRM information,
if any, incidental to data entered via the IEEE 1394 interface 55, and supplies the
_. result of interpretation to the system coantroller 200. |
When playing is to be inhibited .according the result of DRM in‘formation |
interpretation, the system controller. 200 inhibits the playing by controlling the playing
~ control circuit 67 to stop supply of the audio PCM data to the circuits downstream of
the circuit 67. When the playing is to be allowed according to the result of DRM
information interpretation, the system controiler 200 allows the playing by controlling
the playing control circuit 67 to supply the audio PCM signal to the circuits
downstream of the circuit 67.
The audio data from the p]aying céntrél circuit 67 is decrypted by a decryption
‘circuit 69, and then decompressed by a décomprcssion circuit 70. Then the
decompressed audio data is converted by a D/A converter 71 to analog data, and then

supplied to the second input selectér 64. Ashaving been described above, the second




First in step $S41, the systemcontroller 200 judges whether the play key on
the key-control unit 72 has been operated by the userq7 Xiqistbbes resul t of
judgnment is that the play key has been pressed, the systemcontroller 200
- goes- to step S42where it will judge, based on the operated input sel ect
key on the key-control unit 72, mhig? one of the external input interfaces
Is selected for an input route for é&a to be played. Then in step $43,

the system controller 200 .judges ether the discrimpnpated input route is
beur Bl e i acle iad s EES SEICTO8 Cambadisiam uPhah iom Thosy ot
judgment is that the | EEE 1394 interface 55 has been selected, the system
cont r ebhirellen20@and whiclkscapespoadabear inputwieldctioomads by e uset operatingput

- selector 64 to select data entered via the | EEE 1394 interface 55, that is,

out pUthe kéywrabhtre] dAif72OTHER IR seédnd TRA skl chdrdid sﬁ%}?lie&ﬂﬂz@Y&t@@hﬁﬂﬂgr ol l'er
200 interprets the result of interpretation of the DRMinformation from

t he ' i i Gl ' LQ step
a6, haio U8 75 sBReF e B ol A Iore ap the Sh g Weriiek B,
When it is_judged in siep S46 that the playing is possible, the system
cont_ré‘?"l"l‘ff)ﬁ’%%%mq@l‘iatghe playing control circuit 67 to the

af orementi oned playing- allowed state such that data is. supplied fromthe
recordi ng Neghabpeitusomagds tos ddte playing indhd data playing ahpamdéusnSént er ed
via the | EEE 1394 interface 55 is decrypted by the decryption circuit 69,

deconpsastartediis above Gy @sseiibad Gtk wferdiice 10aRE dldw ¢hlt iT—G. I, At
.converter 71 to anal og data, supplied to the speaker 66 via the second

: Epgt %‘}9@335‘* glﬁtnefc;‘igﬂﬁ't‘ hRAUELS ARt shos hie opfid A ind RPEATNGSEh @ e SOUNd
control of the system controlier 200. |
First in step S41, the system controller 200 judges whether the play key on the
key-control unit 72 has been operated by the user. When the result of judgment is that
the play key has been pressed, the system controller 200 goes to step S42 where it will
judge, based on the operated input select key on the key-control unit 72, which one of
the external input interfaces is selected for an input route for data to be played. Then
in step S43, the system controller 200 judges whether the discriminated input route is
- secure (IEEE 1394 interface 55 in this embodiment).
When the result of judgment is that the IEEE 1394 interface 55 has been
selected, the system controlier 200 goes to step S44 where it will control the second
| inpuf selector 64 to select data entered via the IEEE 1394 interface 55, that is, output

- from the D/A converter 71. Then in step 545, the system controller 200 interprets the

result of interpretation of the DRM information from the DRM information decryption




no digital watermark i nformati on detection is nmade and no playing control
based on the result of digital watermark infornmation fiehggistooos s done at
~this time, the wperformance fromthe operation of the play key until the

sound reproduction is very good. On the other hand, if it is judged in -
step S46 that the playing is inpossible as the result of DRM i nformation
interpretation nmeans, the systemconixoller 200 goes to step S48 where it
- will control the playing control circuit 67 to inhibit the playing as

abovecirarid 68peadtia sséie 8464 thenbytemi dontidiler 20 idigee widthemnite playing 8 onpt
the user, by display, that the playing is inpossible. A so, when it is

j udgegd tew@éﬁ- ) i | c t han | EEE .
1394ellsl?ﬁﬂebrl ace Ilﬁt;{sgai)ue(gr%ﬁ sfg{(éﬁ) 2%%‘ 6ttﬁ§t“£}§/éspfea§{nfé%2§p%% %26’213% S&f)sjg%nt o step
S50 where it wll contrpol the first input.selector 58 and,digjtal,h watermark
ot orshaaller 200 ceriiSots sBe pline coptrol s ¥SAb adbtemmonigal PBYINE havi ng
been designated by the user operating the key-control unit 72, and then
goes altowedptags suok éhas data s Supplied from the renseding sigpal seleetbedtddo tha t o
-select a signal fromthe first input selector 58, or output fromthe

pl ayivwgite iead BYl circuit 62. Then in step S52, the systemcontroller 200
nmonitors the output fromthe digital watermark i nformation detection

cudi o povi nary WG AHORY VAR BRI brfall BT R BTt o
63 1 dhoasblion ot B descarmiiae oy UE EEPBIPeIS ORI, SENBRELNDE o
P ol fdonverter 71 to analog data, supplied to. the speaker 66 via the sccond taput
| selector 64 and audio amplifier 65, and thus reproduced as a sound in step $S47. Since |
no digitﬁl watermark information detection is made and no playing control based on
the result of digital watermark information detectiqn is done' at this time, the
performance from the operation of the play key until the sound reproduction is very
o good.
| On the other hand, if it is judged in step S46 that the playing is impossible‘ as
the result of DRM informatioﬁ interpretation means, the system controller 200 goes
td stép S48 where it will control the playing control circuit 67 to inhibit the playing as
- above, and goes to step S49 where it will cause the LCD unit 73 to prompt the user,
by display, that the playing is impbssiblc. |
Also, when it is judged in step S43 that any external input interface other than

the IEEE 1394 interface 55 has been selected, the system controller 200 goes to step

S50 where it w_ﬂl control the first input selector 58 and digital watermark information




can thus be detected or not within the predeternined length of time. Wen
digital watermark information can have been detected 171%@%@@@51 t he

systemcontroller 200 goes to step S53 where it will interpret the digital
wat-ermark i nformation and then goes to step S54 where it will judge

whet her the detected digital matern§§ﬁ information is wvalid or not. This
judgnment is intended to see whet her e digital watermark information has
been falsified to have contents which cannot nornmally be. Wen jt is judged
in st splesBy Ihiax sedert ageinput eanteihgrving bogn designated by seppperatingthed, the
system control |l er 200 goes to step S55 where it will interpret the digital

wat er ey kcontfod kmixt T2y mndrther gyes topepi It wierna enitindoritrdiahesetond igput
judges, according to the result of interpretation, whether the pI ayi ng of

t he d%%déﬁ a@.%%bnlc?a s;?%ﬁﬂfr& REHE Y thp af sdiedarsat ﬂd(}xtgirx?ﬂo% gt the

detecte Igital water orrratl n I S. not v when | udged

cont  GPRERT: “atraé? TRALDS RS IBE 3 e Y Bho AR nd %ﬁmﬁ‘“ .

‘Wen it is ed in step S55 that the playing is possible, the system
cont r fiane ﬁhQdtglgsde'satcnnarsl.ctlaﬁ)mwlqméﬁ@ctmnmmlt&ﬁwtq Bidgenwhethey idigitalont r o
circuit 62 to the aforenentioned playing-allowed state to play the data.
Not e wwatérmarktinfaramtionds sibedded anandiol RCMudig e do bo pidyel. Faot théptirpidse

~digital watermark information cannot be detected, the systemcontroller

200 gge nguc%}'ﬁentsﬁﬁse P LORBBALEPDOTLERS the cﬁ%ﬁ% WhRrARIR infbinatibA

I nt ende se fher exi sts a conventi onal ntent having no digital
e BB T 0 TR U ML s L Bl MRS Rl |
a predetermined iength of time in order to see whether digital watermark information
can thus be detected or not within the predetermined length of time. When digital
watermark information can have been detected in the data, the syStem cont'_roller 200
goes to step S53 where it will interpret the digital watermark information and then goes
fo step S54 where it will judge whether the detected digital watermark .infoﬁnation is
valid or not. This judgment is intended to see whether the digital watermark
information has been faisified to have contents which cannot normally be.
When'ii is judged in step S54 that the detected digital watermark information
-.i_s‘valid, the system controller 200 goes to step SSS where it will interpret the digital
watermark information, namely, copyright management information, and judges,
according to the result of interpretation, whether the playing of the data is possible.
When the result of judgment in step S54 is that the detected digital watermark

information is not valid or when it is judged in step S55-that the playing is impossible,




a content not known as to how it has been protected against playing is also
unclear as to how it has been routed, it may be inhi bizgdydst 2005ei ng

pl ayed. - [ Dat a pl ayi ng apparatus] In the above enbodi nents, whether digital
wat ermark information has to be detected or not is decided dependi ng upon
whet her the external input interface is secure or not. However, whether
digital watermark informati on shoul 3be detected or not nmay be deci ded

- . dependi ng. upon whether a recording/playing mediumis secure or not. This

enbodilsyyistesfi coimgollet 20(pE 6oy togtEPH48 athese Beeibligdhildt the datepliyise Whenvent i on
Is directed to the latter case. The Applicant of the present invention has

pr opo : i ' (L | . . . Y apabl e

o "ol kel sf 535 That it playifi 1§ BYSHERD e o fiep GRS G7T0)
as "si ngl ensity” reunder) as t.hat of the con tipnal. 17 Aygust., 2005

58 PSSt eiT snavol the Maving ot GratiE do e Ao iR ed 1 o
as "double density" hereunder) that of the conventional CD. This data

pl ayi plgyitgrallawed staje tdiplascthsddate. t he conventional CD, CD-R (conpact disc -

recordable) and CD-RW (conpact disc - rewitable) as well as to an optical

di sc CDx chpedliatdh thitcelmbodiméanswhyn rie@“snjldigﬁ.ﬂ il step BENehatehedigipdle CDx- R
~and rewitable CDx-RW. In this enbodi nent, the optical disc CDx I ncludes

i G e s e St o e
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conventional content having no digital watermark information embedded therein or a
content unknown as to how it has been protected against playing. However, since such
" a content not known as to how it has been protected against playing is also unclear as

to how it has been routed; it may be inhibited from being played. |
[Data playing apparatus] |
In the above embodiments, whether digital watermark information has to be
detected or not is decided depending upon whether the external input interface is
' secure or not. However, whether digital watermark information should be detected or
not may be decided depending upon whether a recording/playing medium is secure or
not. This embodiincnt of the data playing apparatus according to the present invention
is directed to the latter case.
- The Applicant of the present invention has proposed an optical disc (\ﬁll be

~ referred to as “CDx” hereunder) capable of both data recording with the same density

(will be referred to simply as “single density” hereunder) as that of the conventional




In this enbodi ment, audio data conpatible with the conventional CD and
readabl e by a CD player is continuously recorded in the7 auggh eosensity
recording area of the single-density or single-/double-density disc. Also,
conpressed and encrypted audio data is recorded in the formof a file in
t he doubl e-density recording area of3€{ he doubl e-density disc or

si ngl e-/doubl e-density disc. Each of"these types of discs has

si ngl esdensity or.double-density | D dat ll.. ,as ID data,as to the
recor gjr[géc‘f’{ﬁ%ﬁ Q@Gg dug thatl pyith 3 U(Sité(b‘ﬁl‘@ﬁg?\eg’dht@nf% Uegr?f’o@%a‘i‘?‘{me and
file header. The single-/double-density disc has also encrypt key.

i nf or densiby” hetmded) thatrafi the corgengionhb@D arTlex ataph playinghappacatiis gsir at i on

of a data in the file formin the .optical disc used in the present

“invendiretted o tHY sogveriiiifl @D i@]@—l’ﬂ?ﬁﬁ{pa@ﬁﬂﬁ@ ! ecbrdaBIe) @Al ABLRW
I ncludes, as shown in FIG 8, a content I'D unique to each”content for 17

"~ Augus 3 I kf{.6at].o f the. . mat | i ndi.cat.iyve of
aner ncoiipzct ise < BWrabRT s Wl s 0 al YARRE yinel GRS RhrsBle ol dhs i
informati,on indicatin ow t he ntent has been . encrypted. (encryption

t echngg'ﬂt%‘%i THCGE iéﬁ*@“&% T@&Qg‘ﬁ’&? gh’é‘g %@gfﬁ%ﬂ@%dﬁ’}'ﬁwﬁﬂf ornmation

i ndi cative of whether digital watermark information has been enbedded in
t he cont enin {higemtiastiment,ahy optichbdisetCOx indudesigmes ftypet: isingleidedsigy t al
wat er mar ki ng technique with which the digital watermark i nformation, if

any, Hise, dale-denbigdast and sidife gastisielddndldy Blsc (3AF; ﬂeaaqmmiygﬁrm Witigat i ve

of the type of the content such as video, "audio, 'text or” gane program

(o 88l AERlcap g ISR UF3ALLERS 1) ok BRI O
TOC information in the lead-in area thereof.
In this embodiment, audio data compatible with the conventional CD and
- readable by a CD player is continuously recorded in the single-density recording area
of the single-density or single-/double-density disc. Also, compressed and encrypted
audio data is recorded in the form of a file in the double-density recording area of the
- double-density disc or single-/double-density disc.
Each of these types of discs has single-density or double-density ID data as well
‘:gs ID data as td the recording form recorded in the TOC (table of contents)
information and file header. The single-/double-density disc has also cncrypt key.
information recorded therein.
FIG. 8 shows an example of the configuration of a data in the file form in the

optical disc used in the present invention. In this exainple, a file header added to a-

content data includes, as shown in FIG. 8, a content ID unique to each cdnfen’t for




be included in the TOC information. FIG 9 also shows an exanple of the
configuration of a data in the file formin the opticer adystongsd in the

. present invention. In this exanple, a file header added to a content data

i ncl udes, as shown in FIG 9, signal configuration information such as a
content I D unique to each content for. identification of the content,
information indicative of whether t3% content has been encrypted
(encryption information), information indicative of how the data has been
encr y pleattificationygftthe wonterbnindoenatiod indiedtivndf wihetloemtht icontdmdias beene of
whet her digital watermark informati on has been enbedded in the content (VWM
i nf or aﬁ@ﬂggvta_)dt %e!n'&ffﬁtiﬂﬂ hﬂBnﬁé’t,’iorQ? fifolhatigh 'iﬂd‘ic@ifinﬁgnbw f]fé'cio AR bEERY

techni qu whi'ch the digit wat er mar k 1 nforrati on, any, has been

enbed i ni.ent, (MM D),. infornation indicative of the type,of the
cont egfgg B{c]%& Z%%?E{égn ‘8&%‘&'?18‘,‘ tlgt(an&nod'én@n p%ﬁri%?(%ngg‘?ﬂ epﬁﬁéﬁ?d)and
informati on 17 August 2005 40 jndicative of whether the content has been
conpr BHQEBalien ipdisady oaf whethersligits])watasmarkinfagnptienihes begn saheddedcr i bed,
- simlar information to those included in the file header may be incl uded
Cin thin i€ icohtemtai(WaM  iBféamatibmhoinforrhatiowyfarf ideatificetion hef cdijgtaluct i on
of a single- or double- density disc 210 according to the present

inve%w}maeﬁiﬂgtbéhrhguéaﬁm&mmﬂ itapwaféfﬁlarg o %goﬂaﬁaﬁ Ha’BEEn

singl e-density recording area 214 cOnsisting of a data area 213 where

T BEAREH R TAS e RS PR Lo YN o oy
 oad Mg quch &8 °Rded, audic, eXt or game program (Content (ype).. AS having -
| previously been described, similar information to those included in the file header may
be included in the TOC information.
FIG. 9 also shows an example of the configuration of a data in the file form in
‘the optical disc used in the present invention. In this example, a file header added to
a content data includes, as shown in FIG. 9, signal configuration information such as
a content ID unique to each content for identificafion of the content, information
indicative of whether the content has been encrypted (encryption information),
inf(-)nnation indicative of how the data has been éncryptéd (encryption technique
information), information indicative of whether digital watermark information has
been embedded in the content (WM information), information for identification of
digital watermarking technique with which the digital watermark information, if any,

has been embedded in the content (WMID), information indicative of the type of the

content such as video, audio, text or game program (content type), and information




211 and | ead-out area 212. The disc 210 al so has an outer double-density
recording area 218 where data can be recorded with a {4y gh®istdemsi ty than
.that in the inner single- density recording area 214, nanely, with a
-density double that in the recording area 214 in this enbodi nent. The

- outer double-density recording area 218 includes a data area 217 where

there are doubl e-density recorded aulli o PCM dat a havi ng been conpressed,

encrypted and configured in sectors by a CD encoder, and further error
cor r cdRdisalie ALy hg T Fwwmgmﬁ@e@v SBRICIRG (BRI CTBNINEBIAHOPYISS o

lead-in area 215 where TOC i nformation as to the disc 210 is recorded, and

Cal eadaving presiouslp been Tesciped, csimikiir dof@rtttactr thosg indudhd dndheddement i s

made by formng therein pit trains corresponding to data to be recorded by

means hehdé mhjitedncRddRHGH the TAE inRihfi@ionNg system directed to manufacture
of a master disc for a CD. However, the 17 August 2005 41 optical disc 210

has -t he do e-gensi ecor.di Lch.1.s giff nt_fy an
optical di ﬁbr‘r&g)egﬁos\% %gﬁ % Wg&c%ﬂ%éﬁﬁ%hgﬂggﬁﬁﬂﬁélho ggétsgﬁnél&r Edloﬁ\moer-nat i on
as to the, epcrypt key for use to decrypt encrypied data record in the
doubl dcaghsdisg ﬁ@é@ﬁ@@gg o fheprosentiavdgion 4o “Bbehwsﬁn ' Imjn%ﬁ@- i&t@ei n the

| ead-in area 211 or 215 for exanple. FIGS. 11A 11B,11C and 11D expl ai ns

t he r disor2ithbasan ingeasingje afensity recaoding atea\214i edrsisting efa datawoeh2lhg t he
pits. FIG 11A shows a serial data string being a part of EFM data. The
seri awli¢aé derrdt I EolgedtforibIAT A trecOREhg MIGuIAIdP o PPOMICHaahapoel data

as shown in FIG 11B. In the case of a common conpact disc, a train of
pits Egﬁtii‘m?(;us(i’y Feloldtd*h @b the conventional CD, the data being readable by a
conventional popular CD player. The recording area 214 also includes a lead-in arca
211 and lead-out area 212. The disc 210 also has an outer double-densiiy recording
'areé 2i8 where data can be recorded with a higher density than that in the inner single-
density recording area 214, namely, with a denSity double that in the recording area
214 in this embodiment. The outer double-density recording area 218 includes a data
‘area 217 where there are double-density récorded audio PCM data having been
compressed, encrypted and configured in sectors by a CD—ROM encoder, and further
i:gf_;;.rror correction-coded and recording-modulated. The area 218 also includes alead-in
area 215 where TOC information as to the disc 210 is recorded, and a lead-out area
216. |
| The optical disc.210 according to this embodiment is made by formiilg therein

pit trains corresponding to data to be recorded by means of a similar system to the

authoring system directed to manufacture of a master disc for a CD. However, the




is formed, as shown in FIG 11C, with em ssion of a |aser beam noving
linearly turned on and off correspondingly to the chaphglgdabggshown in
FIG 11B. At this tine, the wdthwi se center Tc of a track (will be
referred to as "track center"” hereunder) consisting of a plurality of pits
and | ands between the pits is always aligned with the w dthw se center Pc
of each bit P as indicated with a dadhed line in FIG 11C. On the other
hand, with the wobbl e technique, the pits Pare formed in positions off the

t r ackoptéedlelisd210 hasthdidoublé-densiey peonddiaglaaéa 208 twhichris diffelienefionpan t hat
is, inthe widthwise direction of the track as shown in FIG 1 1D. In the

exanphéri ' ] d 1 d T N VR | .ts P are
for W%J%?g% {n@ggg gggftfl%??%wg) r{aﬁguﬁﬁg%rﬁtg,‘ %%ﬁj‘tl%eﬁ]r%e{%ﬁ)rg%aﬁ Oél r 8 Q}I“I% t he

di rection rpendi cul ar to, the track, directipn. en, . the additiopal data .
s ¥ ooty REREPRE s 1 Beory Bttt Ty lestatd resRedssDRthe AgRble Tl LHGE 1 ho
track center Tc in the direction perpendicular to the track direction. 17
Augusarea @I isxeconded hyswobbling theepitsvmuthe Ioad-in arcanZkl ovdils fibn cxample.
positions of the pits P are deflected should be within the allowable range
def i nEIGS M 1Ae1 0B, $1@RGdrAD @ﬁ{)]&inmfdr@@@ﬂd@ﬂg 8hd pldyihg ofithWen@ypt key during

recordi ng of audio data, such that the distance between the w dt hw se

cent ermafiod B Wothitigilqated w th the dashed line in FIG11D)  and

track center Ig'c S exanpl e. The track-w dt hwi se defl ection of the

01 "t he  phak Strot Lo pserdl Sotcaring veingh oamiar BEM derm i sarl R | i ng

the tracking error, the additjonal data can be reproduced. However, when-
dat a StEngdehjeeted so NREbwodulationdp psodwcachagpeRiataps skowain RIEG. 11B.

In the case of a common compact disc, a train of pits each of 0.5 pm in width
is formed, as shown in FIG. 11C, with emission of a laser beam moving linearly turned
on and off correspondingly to the channel data shown in FIG. 11B. At this time, the |

~ widthwise center Tc of a track (will be referred to as “track center” hereunder)
consisting of a plurality of pits and lands between the pi'ts is always aligned with the
widthwise center Pc of each bit P as indicated with a dashed line in FIG. 11C.

On the other hand, with the wobble technique, the pits P are formed in positions
off the track center Tc in a direction perpendicular to the track direction, that is, in the
widthwise direction of the track as shown in FIG. 11D. Inthe example shown in FIG.
11D, when the additional data is “17, the pits P are formed in positions deflected to the
left of the track center Tc in the direction perpendicular to the track direction. When
the additional data is “0”, the pits P are formed in posiﬁons deflected to the right of

the track cé_nter Tc in the direction perpendicular to the track direction.




or CDx-RW pits can only be formed as shown in FIG 11C, that is, they
~cannot be wobbled. Nanely, even when data is illegal Iwgg@Jngoos nf or nati on
as to the encrypt key for decryption of encrypted data cannot be
reproduced so that the copyright of the data can appropriately be
protected. Since the optical disc descri bed above has the recorded data
“encrypted, it can be said to be a séture nedium Especially, the

si ngl e-/ doupl e: densi Ly disc has_an encrypt recaqr.ded ejn_b
~wobbl i ng t K¥ Elst%mc e%mpgnk%@lsmcsm\fﬁ&%h@ e P%SIHB%OEQ&P%S Pﬁ%ﬁ the
CDx- R and CDx-RW On the other hand, the conventional CD, CD R,

so- caldefldctednshadild dbg Mﬁ))hiarthetfﬂb)W:kMe renge ilefimaddint thei Gibst;mdardsdasaa Tak| ng
‘the above in consideration in the data playi ng apparatus according to the

pr esedefleBNENbT pllﬂfor‘Miﬁg ?@Eltﬁir&iﬂrﬁig fé@bﬁhﬁ%bk ah dioUafR sLER tﬁh@ﬂlé dishaacéet ect ed
or not.is decided dependi ng up whether the ned iumto be pl ayed back is a

Secul fe R’g&xﬁﬁggﬁgg%ﬁg @%Efg%?gié% (iiafcatc dwitithe h&heﬁ'l&eﬁﬁé} TH0) when

data 10 I'sTan conpresse one recorae

opti cal X reg rded as secure and is not subjected to

det ec?ﬂ@#ﬂ?&c&iﬂﬁqﬁ ls\,é} €%aMBEnati on. In case the data to be played
is a one recorded as any other PCMdata in the disc, it is judged to be an
i nsecur e oide tanck-widihadise deflocden exfttherpasitich gf tthe pitPeisndetkciedfas amt i on.
FIG 12 is a block diagram of another enbodi nent of the data playing

| appar gadRingd&G0f WHightig drheuRhfseNthd pHeidetittor! BE thialsa- QiR hapgiar at us
is general I'y indicated vmth&fi referegce 80. As shown, this d%‘?; pl ayi ng

appar gidigmB80sd m“@o%?‘?or ét%%lggyegfc@ghﬁeo%lh%aﬁdﬁ? dafPe fipi6dafdeqrnd 2

pl ayi- syst e
However, when data is recorded to a recordable CD such as CD-R, CDx-R, CD-RW

or CDx-RW, pits can only be formed as shown in FIG. 11C, that is, they cannot be
wobbled. Namely, even when data is illegally copied, information as to the encrypt |
key for decryption of encrypted data cannot be reproduced so that tﬁe copyright of the
data can appropriately be protected. | |

Since the optical disc CDx described above has the recorded data encrypted, it
‘can be said to be a secure medium. Especially, the single-/double-density disc has an
encrypt key recorded therein by wobbling the pits. So, this type of optical disc is more

~ secure than the CDx-R and CDx-RW. On the other hand, the conventional CD, CD-R,

CD-RW, so-called mini disc (MD) and the like can be said to insecure media.

Taking the above in consideration in the data playing apparatus according to the
present invention, whether digital watermark information has to be detected or not is

decided depending up whether the medium to be played back is a secure one or an




101. In the playing system 80CD, when the | oaded disc 81 is CDx and has
encrypted ~and conpressed data recorded therein, it |s17p}\ag{g¢jzm5 hout bei ng
subj ected to detection of digital watermark i nf or mat i on. However, the
playing is controlled with the DRM information in this case as vveII Al so,
- when the loaded disc 81 is a conventional CD or CD-R, detection of digital
watermark information, if any, added3to the data fromthe disc 81 is
effected and playing is controlled according to the result of detection to
r epr omiseeurchenelatla. thiy enflsodinient, hdied, data tohbe gllayédds aps¢mmyp@iDand n case
data to be reproduced has digital watermark information added thereto,

det ecédlﬂgrésge& B e 8bdel 1&%@2@%&1 disCPXTHE is%gia?d@d £§§é&ﬁ'e %ﬁé 1@ gyl ”9 ' S

controlled according to t 't of detéction-to repro uce th at a.

a5 bl B LR SIS or (o

_ reader 82 |s supplied to a _denodulation circuit 84 via an RF circuit 83.
The donrecatlaskasansbathentédMrdata in deatisr.rtisijudged to be A dusesurionerhe
recordi ng- nodul ated data is supplied-to an ECC decoder 85 where it is

er r orambsulsjetted. to Betectivu phdigitabmatdrendrikGnfleaedin. 85 is supplied to a
. selector 86. Also, the TOC information of error-corrected data in the ECC

S e e R LT S
I nf Qrarz%to'rﬂgq qhe presem‘,a ?r(ujv%rntlo o %rr%tata playing apparatus is generally indicated
with a reference 80. As shown, this data playing apparatus 80 includes a playing
| system 80CD for a CD-type disc 81 and a playing system 80MD for an MD-type disc
101.

In the playing system 80CD, when the loaded disc 81 is CDx gnd has éncrypte'd |
and compressed data recorded therein, it is played withoutbeing subjected to detection
of digital watermark information. However, the playing is controlled with the DRM
information in this case as well. Also, when the Ioaded disc 81 is a conventional CD
or CD-R, detection of digital watermark information, if any, added to the data fromthe
disc 81 is effected and playing is controlled according to the result of detection to
reproduce the data.

On the other hand, in the pléying system -80MD, in case data to be re'pmdu'ced'
has digital‘watermark information added thereto, detection of the digital watermark

information is effected and playing is controlled according to the result of detection

to reproduce the data.




whet her the | oaded disc 81 is secure or insecure, and supplies a signal for
controlling the selector 86 to the selector 86. Wen {hgaudwtdess disc 81 is
judged by the systemcontroller 300 to be an insecure one, the selector 86
supplies its output data to a playing control circuit 87 and also to a
digital watermark information detectjion circuit 88. The digital watermark

i nformation detection circuit 88 det¥kcts digital watermark information and
supplies the result of detection to the systemcontroller 300. The system
control | er Thoplayiing pystem SOED wickidesia veadsr & For fieofRyndiss Flidge

whet her the playing should be allowed or inhibited, and controls the

pl ayi sipwanDath read byian dplicat ?itﬂdipf‘(@lot Showa) beshe feadbr 8RUS gnEplied that s,
when the playing is allowed, the playing control circuit 87 outputs data

whi ch e L:git.a e .
Convertnoybfiertetoof B4R B EUt s e e MR BeB AR AIaRa Rl oy
and led to. an anal out put rm nal,.90a. n e .playing,is inhihited,
the coerdneds SRAIdRM RIS, SR thPrngrBoRuAtesbdaia b raPRE froan R ng
control circuit 87 fromoutputting the data. Al so, when the system

‘cont rég¢gasier {0 wheae dk ist brror-eattedtedi sDagl outpuiefroncthee EGh deceddrel’ ds 86
supplies output data to a playing control circuit 92 and also to a DRM

i nf orsgiplied tdecselptiop®oci rcuit 91 where DRMinformation will be detected in
the input data and decrypted and the result of decryption be supplied to

nfor it o agE. At epopief MR Befch e HOCHEROE F S (el

and gi?l?(glrlgéllt%oﬁ ?1? t]?é Hle ri'n%aﬁgrnglrreosl,up(i)lllreﬁ%lota g)%stem controller 300. This system

controller 300 judges, based on the TOC information and file header information,
whether the Joaded disc 81 is secure or insecure, and supplies a signal for controlling
the selector 86 to the selector 86.

When the loaded disc 81 is judged by the system controller 300 to be an
insecure one, the selector 86 supplies its output data to a playing control circuit 87 aﬁ_d
also to a digital watermark information detection circuit 88. The digital watermark
information detection circuit 88 detects digifal watermark information and supplies the
Lé_sult of detection to thé system controller 300. The system controller 300 interprets
the digital watermark information to judge whether the playing should be allowed or
inhibited, and controls the playing control circuit 87 according to the result of

- judgment.
That is, when the playing is allowed, the.playingrcontrol circuit 87 outputs data

which will be led to a digital output terminal 90b and also to a D/A converter 89 where




according to the result of judgnment. More specifically, when the playing is

-al l oned, the playing control circuit 92 outputs data ' ' be
decrypted by a decryption circuit 93 and then decomreﬁé@hsﬁgbgs

deconpression circuit 94. Data output fromthe deconpression circuit 94 is
led to a digital output termnal 96b and also to a DA converter 95 where
it will be converted to anal og datd5and | ed to an anal og output term nal
96a. Also, when the playing is inhibited, the control signal supplied from

the sygilPecnvEREH &6 aﬁﬁ@gid@ﬂi d Rd tbha a@iaﬁyg Bﬁtgﬁ@%rhﬁhamﬂac. UVheflzhd rom
outputting the data. Next, the playing system 80MD will be explained. As

sho 0. FlG. 12:. playing.s 8 ' u eﬁﬂ? t he
VD- t 39{5@5? ]féil?}té[ﬁs’ge rcgﬁéjogglgréitfg(?#i @%DSB{)SF%EU%&?W?{&S owiﬂhligﬁs It%é r eader
102 is supplied tqo a.dempdul ation circuit 104 via an RF circuit 103 and the
dat a Mayingcodes] it & bpm eptputtisg dhegatas 17 August 2005 46 denpdul at ed
in the denodulation circuit 104. And the denodul ated data fromthe

denodul at i Alsogcivhenithe $yfemsoatrpier 300 junlges thldaded disr 8110 edeense, the wi | | be
error- corrected. Data output fromthe ECC decoder 105 is supplied to a

shockgQ9br SG@JJﬁgieg%dtﬁHih geti%ﬁg %E?ﬁ% RBnfroP ¢iicait IEARA YIS0 a PRND) . TOC

I nformati on of ata ror-corrected by the ECC decoder 105

R T e
underdattgl ?1118 Czirtlatc;fpl)teg fanEiq e S1'rt}.',/ssutlte (r)nf 8ggrty;3?ilolnebre g]?}?phse% ttoht%te styrs]t%m controller
. 300. The system controller 300 interprets the DRM information to judge whether the
playing should be allowed or inhibited, and controls the p’!aying control circuit 92
according to the result of judgment.
More specifically, when the playing is allowed, the playing control éifcuit 92
- outputs data which will be decrypted by a decryption circuit 93 and then decompressed
by a decompression circuit 94. Data output from the decompression circuit 94 is led
to a digital output terminal 96b and also to a D/A converter 95 where it will be
- converted to analog data and led to an analog output terminal 96a. Also, when the
piaying is inhibited, the control signal supplied from the system controller 300 inhibits -
the playing control circuit 92 from outputting the data.
Next, the playing system 80MD will be explained. As shown in FIG. 12, the |
playing system 80MD includes a reader 102 for the MD-type disc. 101. Data read by

an optical pickup (not shown) of the reader 102 is supplied to a demodulation circuit

104 via an RF circuit 103 and the data having been modulated for recording is




data stored in the buffer nmenory wll not be smaller than a predeterm ned
val ue. Thus, reproduced signals will be kept conti nuo;gf vm&rt] g h ot her

even when the optical pickup junps froma track to an ﬁ%ﬁ’ ﬁ? due to a
vibration applied to the data playing apparatus. Data fromthe shockproof
control circuit 106 is supplied to the deconpression circuit 107 where

audi o data conpressed with the ATRAC“(eadaptive transform acoustic coding)
techni que will be deconpressed back to audio PCM data. The audio PCM data

f r om tpmogedaigd iadhe slemodudatien crpuitsl QdypAindether demodyatagd dajadsomy be

circuit 108 and also to a digital watermark i nformati on detection circuit
109. dbmodiufatica cisetitribdrik suppledres anECE decbdon103 mchart if Obllvibd errdst ect

di gi tal wat ermark i nformation and supplies the result of detection to the
syst egyfenfegol | er 300. The system controller 300 interprets the digital
watermark I nformation to judge 17 August 2005 47 whet her the playing

shoul d be l.owed ar.inhj.bi and, co ols the playir ontrol _circuit
108 accor AL 5P HerPBL i EGC ARERIRnTOS B Suppiled il ABeERRI R amsfals

al | owed, 't he [a)fi ng control circuit 108 outputs data which will be led to
a di gptrﬁmtd&égmc wdingi mbnifen memory aicshowvn). IR onfpsmagioniabihesiatae it

wi ||l be converted to analog data and led to an anal og output term nal 111la.
When hireingl bgemeris-dorredied &, theh&E(Ordecoldesil@bals Supplicidnto shstsystem
~controller 300 inhibits the playing control circuit 108 from output the
dat a. oHes11é00.t he system control ler 300 has connected thereto a
key-control unit 112 for operation by the user to designate data playing

LR k%h%ns%o%ﬁpl*(%% Slithor*diPeuit 106 controls write and read to and from the
‘incorporated buffer memory under the control of the system controller 300 so that the
‘data stored in the buffer memory Wi]l not bé smaller than a predetermined value.
Thus, reproduced signals will be kept continuous with each other even when the -
optical pickup jumps from a track to another track due to a vibration applied to the
data playing apparatus.

 Datafromthe shockproof control circuit 106 is supplied to the decompression
circuit 107 where audio data compressed with the ATRAC ‘(adaptive transform
- agoustic coding) technique will be decompressed back to audio PCM data.

The audio PCM data from the decompression circuit 107 is supplied to a
playing cont.rol circuit 108 and also to a digital watermark information detection circuit
109. The digital watermark information detection circuit 109 will detect digital -

- watermark information and supplies the result of detection to the system controller

300. The system controller 300 interprets the digital watermark information to judge




- whi-ch di splays necessary information thereon. Next, operations made for
- .data playing in the data playing apparatus 80 constru‘ﬁtgg &%A/I ng been
. descri bed above will be deseribed with reference to the 16w chart shown

in FIG 13. It should be noted that these flow chart show the operations
made mai nly under the control of the systemcontroller 300. First in step
S61, the systemcontroller 300 judge4’ whether the play key on the
key-control unit 72 has been operated by the user. Wen the result of

- j udgnevliether thegayingeshpubd bk ellohasl drdahibiteds ard conhrelstiet ay impn¢ontidler 300

goes .to step S62 where it will judge whether the |oaded disc is the disc
81 or cftcaR 10%lacchHh@in ttBQhéeéé,H]fo udg%gme is that the |oaded disc is the
disc 101, the systemcontroller activates the playing system 80MD and

105 1 o aEEBW“l?ﬁiﬁ%éféﬁmdﬁai%%H%ﬂr@wPi%vb%égﬁﬁ{ref&%nﬁﬁéeaﬁﬁ&%ﬁde‘“’der

Ci rcwt 17 Augqust 2005 48 107 to deconpress the encrypted data, and in
step Bdtich vl b leddm 2 digitadoutputdgominal dddb anskelsetod / Acgonygrter dAhPk

: informatlon is enbedded in the data. Mdre specifically, the system
~cont r oiheee 11301 beeohectedtd pudlofrdan hhé led ¢ halanaley evtpat kerntiha) TEla. on
detection ci rcuit 109 to judge, in step S67, whether audio PCM data to be

pl ayegyRas thk §i %Vi@tlﬁhﬂﬁ{e%l ithd QOB L %i%r?dﬁl?&llﬁeﬁlet %ncmﬁ%nérhsoopurpose

of this judg he system controller 300 causes t igital watermark
o O RGBSR ot 12 e e oo
it e bao N %ﬁt%“’éé&&gﬁérksdo“ﬁa%ro%%%%&%d'tﬁer%?é)iﬂgﬁ Controlanit 113 © M
for operation by the user to designate data playing or the like and an LCD unit 113
which displays necessary information thereon.
Next, oﬁerations made for data playing in the data playing apparatus 80
constructed as having been described above will bé described with reference to the
flow chart shown in FIG. 13. It should be noted that these flow chart show the
“operations made mainly under the control of the system controller 300.
Fizst in step S61, the system controller 300 judges whether the play key on the
key-control unit 72 has been operated by the user. When the result of judgment is that
- the play key has been pressed, the system controller 300 goes to step S62 where it will
judge whether the loaded disc is the disc 81 or disc 101. When the result of judgment
is that the loaded disc is the disc 101, the system controller 300 activates the playing

system 8OMD and goes to step S63 where the data will be error-corrected by the ECC

decoder 105. Instep S64, the system controller 300 controls the decompression circuit




digital watermark infornmation detection circuit 109 can have detected
digital watermark information or not. Wen digital |af or mati on
can have been detected, the system controller . 300. rﬁﬁg&gﬁébgkghe digita
watermark information in step S68, and judges, in step S69, whether the
det ected digital watermark infornatL£§ Is valid. This judgnment is intended
to see whether the digital watermar nformati on has been falsified to have
contents which cannot normally be. Wen it is 'udﬂgd in step S69 that the
det ecl8d teidgcomprass Sharanirypted data iapd in stepa$$’a the sy stom teontretlat 801 er 300
goes to step S70 where it will interpret the digital watermark information

to j ufighrestvelidiher dipgtadwetitord?GU BddAnsidon becpbagded inNtrddthe result of
judgment in step S69 is that the detected digital watermark information is

dgrent 69 15 that th d drgitz ork _ i nf ormati on |

17 avgust 598 Tl T Rleh o RISl nilont oG iy fhe iR °\5),
| .th . ayi J .. ci. ' 08 | ng-i.nhj bi
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the playing is possible, the systemcontroller 300 goes to step S71 where
it w fatactonbe played hais ogigitgl @mtcmarkcmfcnnatlmnaembegdqﬂ tharaip. allios\ibd st at e
to reproduce the data. Note that in this enbodinent, when it is judged in
step porpdsbaif thie jud@ntat, thoalysiemmdontroller BO0 causesnhetdigitaldwtheghedk t he
~system controller 300 goes to step S71 where it will make an arrangenent

for dﬁiféﬁﬁ&ﬁdﬁ H&ecﬁBh ircRit 10089 HER PEIpHAT &raldl Bk mgoﬁ EPRBEENh RN

content having no digital watermark Ififornmation e
-a predetermined length of time. The system controlier 300 judges whether digital

.Watermark information is embedded in the audio PCM data, based on whether the

digital watermark information detection circuit 109 can have detected digital

watermark information or not.

When digital watermark information can have been detected, the system
controller 300 interprets the digital watermark information in step S68, and judges, in
step S69, whether the detected digital watermark information is véiid. This judgment
is intended to see whether the digital watermark information has been falsified to have
contents which cannot normally be.

When it is judged in step S69 that the detected -digital watermark information
is.valid, the system controller 300 goes to step S70 where it will interpret the digital
watermark information to judge whether the audio PCM data can be played.

When the result of judgment in step S69 is that the detected digital watermark

'in_fonnation is not valid or when it is judged in step S70 that the copying is impossible,



therein or a content unknown as to how it has been protected against

pl ayi ng. However, since such a content not known as t K\S’%si)ﬁod?s been

. protected against playing is also unclear as to howit 'h een routed, it
may be inhibited frombeing played. Wen it is judged by the system
controller 300 in step S62 that the disc |loaded is the disc 81, the.

pl ayi ng system 80CD i s activated andd® he ECC decoder 105 corrects error in
the data in step S65. In step 566, TOC i nformation or file header is read

in  afit systempeaitedldrd(lgoes Mﬂb?eﬁwz et adeill doagoBthe plagipecsiteolone.
“When-it is judged that the disc 81 is a CD, CD-R or CD and 1t is an

i nsec i | 110, f t i tal

vt o At TR b RO T 10 A SO A e e, (MR et ner
audi o, PCM dat.a t o .played has.digital waternmark infornati enbedded
Fher oz f aleh 370 00 s AR e RdgsioiE 3B sy eom SorlgAlb 300 8595t em
controller 300 causes the digital waternmark information detection circuit
109 t#ep&/dovheredt will conirelthaplaying contio! cincyiv 1 08 tpa plating rallosedstatagt h of

time. The system controller 300 judges whether digital waternmark
informeEmdﬂ@mebﬁ(ﬂ@led in the audio PCM data, based on whether the digital

watermark information detection circuit 109 can have detected digital
wat er mar k g [ Wlall ' Oofi; iiye. When
gt o ven oy Tt @ Orootmehd, Yert RSs00AEEH 75 1 FS o7 AR thepbigtal®
control ] er Odnterprets the digital,, watermark inforpgation in s S68,
Sna | WelsEark miopbatiBhgarnatie dedeted the St congleos 00 aperiater S0
information is valid. This judgnent is intended to see whether the

where it will make an arrangement for data playing. This is intended because there

exists a conventional content having no digital watermark information embedded
therein or a content unknown as to how it has been protected against playing.
However, since such a content not known as to how it has been protected against

- playing is also unclear as to how it has been routed, it may be inhibited from being
played.

When it is judged by the system controller 300 in step S62 that the disc loaded
is the disc 81, the playing system 80CD is activatéd and the ECC decoder 105 corrects
error in the data in step S65. In step S66, TOC information or file header is read in

- and interpreted to judge whether the loaded disc 81 is a secure one.

When it is judged that the disc 81 is a CD, CD-R or CD-RW and it is an
insecure one, the system controller 300 monitors output from the digital watermark

rinformatio_n detection circuit 88 to judge, in step S67, whether audio PCM data to be

played has digital watermark information embedded therein. For the purpose of this




digital watermark information has been falsified to have contents which
cannot normally be. When it is judged in step S69 th ted
.digital watermark information is valid, the system C%ﬂé%sﬁ?@%o goes to
step S70 where it will interpret the digital watermark information to

j udge whet her the audio PCM data can_be played. Wien the result of judgnent
in step S69 is that the detected di Qal watermark information is not
~valid or when it is judged in step S70 that the copying is inpossible, the
syst efudgnent| ther swgmg@@mrpﬂersti(g) sapsethdhe digital (Wateomarkoinkonmapioztyi ng
control circuit 87 to a playing-inhibited state to inhibit the data

pl ayi rigtection tiocwit YIS defeet digitdl whlckmagk $efdrhrticaliona tprdddetminedonpt
the user, by display, that the playing is inpossible. If the result of

j udg LN st S70rH.S t [ is ' tfig: 1S
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~.circui,t. 17 August 2005.51 .87 to a p i.ng-al Lowed state fo reproduce the
ot . gl R pmbeaded ipotherandic’ B Hed; Sae i Wiethfe BESHES, [ he
digital watermark information cannot be detected, the systemcontroller

- 300 goedenmark syfognationsdstection @ircwit fldecam have alejectedtdigiial seatermparkyi ng.
This is intended because there exists a conventional content having no

di gi t anformiatioNEsTiiot RFiciimahé prederhadded ledgtarafitimer Wheodignl winkiaak as to
how it has been protected agai nst playing. However, since such a content

not k.%ﬁfngt'oh%ﬁ%detbé@ﬁdgsaﬂdpflﬁtﬁ%&ﬂn&ﬁ?ﬁdtie 300 ﬁ%’r@%tk%hé:cg@éééhd ear |

as to as been route I't" may “be | frombeing p
~watermark information in step S68, and judges, in step S69, whether the detected

digital watermark information is valid. This judgment is intended to see whether the

digital watermark information has been falsified to have conteats which cannot
normaﬂy be.

When it is judged in step S69 that the detected digital watermark information
is valid, the system controller 300 goes to step S70 where it will interpret the digital
watermark information to judge whether the audio PCM data can be played.

When the result of judgment in step S69 is that the detected digital watermark.
.jnforma.tion is not valid or when it is judged in step S70 that thé copying is impdssible,
the system controlle; 300 goes to step S72 where it will control the playing control
circuit 87 to- a playing—iﬁhibi_ted state to inhibit the data playing, and to step S73 where
it will cause the LCD unit 113 to prompt the user, by display, that the playing is

-impossible. If the result of judgment in step S70 is that the playing is possible, the

system controller 300 goes to step S71 where it will control the playing control circuit



Wien it is judged in step S66 that the | oaded disc 81 is secure, detection
. of ‘digital watermark information is not effected. Thaﬁgés, EP@ ystem

- controller 300 interprets, in step S74, the result of Y9HS of the DRM
information fromthe DRM information decryption circuit 91 to judge, in
step 575, whether the playing is possible. Wen the result of judgnent is
that the playing is possible, the systemcontroller 300 controls the
‘playing control circuit 92 to the aforenentioned playing-allowed state.
Thus, 87 e agdapinralhowbe statafo neprodace the datacuit 92 is decrypted by the
decryption circuit 93, deconpressed by the. deconpression circuit 94,

out putted Kiofe it i did @mboithH, WREMITR| judpbd ﬁ%ﬁ@mmtﬁ@&%@(rm Ll

converter 95 to anal og data and dut putted al og out put

96a. 3l fge 0 wat er r t|o det ect e.an
ol ayi MR ER aftodineBian AbRn By dercled, R pRlkd RREP LSRR B ORF ST Te, ¢ he
performance fromthe operation of the pI ay key unti| the sound reproduction
i's vewhenet aulmake gosirsmgsseant fon dateplayiveg. ﬁ‘élifﬁjls iptersledtbacauseithesel in
step S74 based on the result of DRM information decryption that the

pl ayi exjstssa icopoestitmad, cdrhients iaviog sordigitdll wate30fark daforniatiost embSddedhere it

will control the playing control circuit 92 to the aforenenti oned
pl aylﬂhﬁrélﬂhtblb'at e&nahﬁw&;ewmas hipt nG@t # RAABEES: pr?:'f'éjct E&tﬁslﬁpmgf:?» wher e
control the LCD unit 113 to pronpt the user di splaay; at the

Skaéxﬁﬁyeiea?%&?%é@%%. il hGEpRCICRER 1 84S ﬁ‘éﬁ{oﬁ%,crfe%é%% iher.

t hey e. so s cure as to make it. unnecessary to detect dlgltal wat er mar k
inf Orﬁﬂﬂms also unclear as to how it has been routed,’it may be inhibited from being

played.

When it is judged in step S66 that the loaded disc 81 is secure, detection of
digital watermark information is not effected. That is, the system controller -30(} '
interprets, in step S74, the result of decryption of the DRM information from the DRM
information decryption cjrcuit 91 to judge, in step S75, whether the playing is possible.

~ 'When the result of judgment is that the playing is possible, the system controller 300
| controls tﬁe playing control circuit 92 to the aforementioned playing-allowed state..

Thus, the data from the playing control circuit 92 is decrypted by the decryption
circuit 93, decompressed by the decompression circuit 94, outputted via the digital
output terminal 96b, converted by the D/A converter 95 to analog data and outputted
via the aﬁalog output terminal 96a. Since no digital watermark information detection
is made and no playing control based on the result of detection is done at this time, the

performance from the operation of the play key until the sound reproduction is very




[ Data recordi ng/ pl ayi ng apparatus], Referring nowto FIG 14, an enbodi nent
of the data recording/playing apparatus according to the present invention

.is schematically illustrated in the formof a block di7aty@st28%e data
recordi ng/ pl aying apparatus is generally indicated with a reference 120.
The data recordi ng/ pl ayi ng apparatus 120 includes the entire playing
system 80CD in the data playing appafatus 80 havi ng been described with
reference to FIG 12, as it is as a playing system In FIG 14, however,
the reggk. 82 is illustrated including an optical head 821, spindle notor
822 and a servo circuit 823. The data recording/playi ng apparatus 120

i ncludes a @i $he B Handl WHendPB judeed ¢Rdtedf ST BasBbRThE 2yl O6f BPRMOO i n
the data playing apparatus 80, and a recording system 120REC i nstead of

t he pl.ayi sk em. 8 ' . l.aver a ' ayi ng
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53 records cgnpressed,?nd encrypted data to the‘storage medi um , Dat a

pl ayed9i ection
doistepaS € stheze 1wl gonlyol tielaving sonkal cigeitnd? to e adersansmiicned

of digital watermark information. As shown in FIG 14, data outputted from

a sel qlaying8@hiited sthte trediahibitt datbeplayingy end hgoes Heestep UsiEk aviipye tihavilly st em

-controller 400 to be insecure is supplied to a playing control circuit 87

and dicaintrdl thelLeD @ik 11 3 {Opiniptaie SESBY dRipley, thatithe Phayiag i infdoweitle. a
recording control circuit 121.” The recordi ng control "ci'rcuit 121 is

cont ol N Ay SYRL AT AOER ee HRBRER A R Mg
O e B R e 1Sy 28 2o 2016 St 1
- ﬁﬁnecessary to detect digital watermark information.
~ [Data recording/playing apparatus] . |
Referring now to FIG. 14, an embodiment of the data recording/playing -
apparatus according to the present invention is schematically illustrated in the form of
a block diagram.. The data recofding/playing apparatus is generally indicated with a
reference 120. The data recording/playing apparatus 120 includes the entire playing
system- 80CD in the data playing apparatus 80 having been described with reference
to FIG. 12, as it is as a playing system. In FIG. 14, however, the reader 82 is
| Hlustrated including an optical_head 821, spindle motor 822 and a servo circuit 823,
The data recording/playing apparatus 120 includes a system controller 400
instead of the system confrolier 300 in the data playing apparatus 80, and a recording
system 120REC instead of the playing system 80MD in the data layer 80. The data

recording/playing apparatus 120 uses CDx-R or CDx-RW as a storage medium; and




a digital watermark information rewite circuit 122. The digital watermark
information rewite circuit 122 is controlled by the systemcontroller 400
_torewite digital watermark information enmbedded in HuBspe R at a
whenever necessary, for exanple, when the digital watermark information is
copy-generation l[imtation information or nunber-of-copies [imtation :
‘information. Data output fromthe disgital watermark information rewite
circuit 122 is supplied to a conpression circuit 123 where it wll be

- conpr exeeds cofhpressetharab s yptéak datd tothetsherage My die i, Datgplagetlin 4 8cturs
- supplied to an encryption circuit 124 where it wll be encrypted and

suppl ¢ : ; f feQim + t he
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is supplied to a playing,control circuit 92 and i nf.ormat.i on decryption
cireut ots Shedafu B0t Gilh shipits £l o Felgfiar A Whon themediigass boods. 54
The recording control circuit 125 is controlled by the systemcontroller
400 adepedihagbeen jwimad by drarsrdtem cutteelesd0F to he iDRMLIATio suppliahto a _
decryption circuit 91. Data output fromthe recording control circuit 125

i's syslayingctontro] kercaftI STimt dibdfl watdendrkanfaheaicl d8Bctibheireeit 88! #id 126 i s
selected with a selection control signal fromthe system cont rol l'er 400
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recording., Then, the  recording-nodul ated data is supplied to a wite head
129 dhe dgitalrvestermagk infepmation detection circuit 88. '

The data héving passed through the recording cbntrol circuit 121 is supplied to
a digital watermark information rewrite circuit 122. The digital watermark information
rewrite circuit 122 is controlled by the system -controller 400 to rewrite digital
watermark infonpation embedded in audio PCM data whenever necessary, for
_exaniple, Whén the digital watermark information is copy-generation limitation
information or number-of-copies limitation information.

Data output from the digital watermark information rewrite circuit 122 is
supplied to a compressiop circuit 123 where it will be compressed. The compressed
data from the compression circuit 123 is supplied to an cncfyption circuit 124 where
it will be encrypted and supplied to a selector 126.

" Data outputted from the selector 86 when the system controller 400 has judged
the medium to be played is a secure one is supplied to a playing control circuit 92 and

DRM information decryption circuit 91, and also to a recording control circuit 125.




being rotated by a spindle notor 130. The scanning position of the |aser
beam from the wite head 129 over the disc 131 and rotation velocity of
.the spindle notor 130 are controlled by a servo ci r cul § A4B Bt 2008t |
operations made for data recording/playing in the data recordi ng/playing
apparatus 120 constructed as above wi.l|l be described with reference to the
flowchart in FIG 15. It should beShot ed that these flow chart shows the
~operations made mainly under the control of the systemcontroller 400.

Fi r st §i¢ capling ronppbcisgeit 435 sneamllasibyite systeageconineli¢ret00 ansoudingi ng key
on a key-control unit 112 has been operated. Wien it is judged that the -

dubbi g IXRM ieformacion deected &, tht TERM sifermatohrddckgitictOlirane91t Dahep S82
where it will read data from the disc 81, denpdul ate it and nake ECC

decodigygmi( frohr th%'eré&oﬁdiﬁ% €Bntr8Pcirdillf iltﬁg Z%g@pdw ﬂ’hlelsgfefg(ﬂg\l jgidges whet her

data to 'be played is secure or not. not e ugust 2005 55

that a nediyu o b | ayed..suc S -R or. . CDx-RWis judged tq be
secure 'V\hil‘rlg]eg}f:’esegﬁ@ﬂr ég’ %,se_%ﬁ?q_{ @%%&WIMGW% NEISENE  as
havi ng previously been described. Wen it is judged in step S83 that the
medi uAfqm8 the spsighecorsoliend0q depanding vpon ovhathentie yodim o gc phayssiswher e
it will control the selector 86 to output the data to the playing control

ci r cuiatsee@re anéhsebaresehacData datpuit draval thetselditoraRe i sepplidicto &6 BT NY
control circuit 125. Then the systemcontroller 400 interprets the DRM

i nf or gREbGY F2PRNERS Wﬁa@éﬁﬁ%%xﬂ@ﬁ?ﬂ%ﬂ%d&é& ﬁféiréto%d: gba.lp@ﬁﬁa 1585 and

it
“judges, in step S86, ether recording for copying Is poss

- arecording modulation circuit 128 where it will be modulated for recording. Then, the
recording-modulated data is supplied to a write head 129 and written to a disc 131 -
being rotated by a spindie motor 130. The sczinning position of the laser beam from
the write head 129 over the disc 131 and rotation velocity of the spindle motor 130 are
controlled by a servo circuit 132.

Next, operations made for data recording/playing in the data recording/playing
apparatus 120 constructed as above will be described with reference to the flow chart
in FIG. 15. It should be noted that these flow chart shows the operations made mainly
under the control of the system controlier 400. |

First in step S81, the system controller 400 judges whether the dubbing key on
a key-control unit 112 has been operated. When it is judged that the dubbing key has
bécn operated, the sysfem controlier 400 goes to step S82 where it will read data from
the disc 81, demodulate it and make ECC decoding of it. Next i step S83, the rsystem

controlier 400 judges whether data to be played is secure or not. It should be notéd




- control circuit 125

When it is judged that the recording for copying is possible, the system
control l er 400 goes to step S87 where it will control {%}g recg{)(g% ng control
circuit 125 to a recording-allowed state and the sel ec UGUsE supply the
~data to a wite head 129 via the ECC encoder 127 and recordi ng nodul ation
circuit 128. Thus the wite head 129 wites the data to the disc 131. On
the other hand, when it is judged ims5step S86 based on the result of DRM
i nformati on decryption that the recording for copying is inpossible, the

- Syst efRat 63REdRAN &S béﬁgag&aes%ch%sitp&, E8%-R6F €D RW ik %')tﬁiigﬁﬁt%' bd S&urgcor di ng

a recording-inhibited state t bit data

recor di Rq, d t re tt - wll. contral ,the LCD unit 113 to
br onp il enE3apR ST RS E Br CEERWE dded P g el s b b Ly “when
it is judged in step S83 that the mediumis an insecure one, the 17 August
2005 @Q’Pﬂ‘gﬁﬁﬂ controll er 400 goes to step S90 where it will control the
sel ector 86 to output data to the playing control circuit 87 and the

sel ect or 1Whdnoitseljedgedlart atefpr 588tthat tlen arediimois £ secutietoric)4he Ngstem n- st ep
- S91, the systemcontroller 400 judges whether digital watermark
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tection circuirt 88-to detect digital
“wat er ' ' i dat a, rom.t ctgr fQr, a.predeterm ned
I engttﬁs{@? ﬁ@@%@ﬁ%ﬁﬁ%’g%&@ﬁe g‘lr%?‘?’ill ﬁ’eF%&F‘ﬁﬁ}%ﬁﬁ%ﬁﬁ% %an have
been detected within the Bredeterm’ ned length _of time. Wen di ?)ital

vat eriggpIdINg contrad icdrrudbh2pavihancths systanoatrollge 400 ntgrprets the DRM

information from the DRM information decryption circuit 91 in step S85 and judges,
in step S86, whether recording for copying is possible.

When it is judged that the recording for copying is possible, the system
controller 400 goes to steﬁ S87 where it will control the recording control circuit 125
to a recording-allowed state and the selector 126 to sﬁpply the data to a write head 129
via the ECC encoder 127 and recording modulation circuit 128. Thus the write head

- 129 writes the data to the disc 131. |

On the other hand, when it is judged in step S86 based on the result of DRM
information decryption that the recording for copying is impossib’le, the system
controller 400 goes to step S88 where it will control the recording control circuit 125
to a recording-inhibited state to inhibit data recording, and goes to step S89 where it
will control the L.CD unit 113 to prompt the user, by display, that the recording is
impossible. | .'

Also when it is judged in step S83 that the medium is an insecure one, the




controller 400 interprets the detected digital watermark information in
step S92, and judges, in step S93, whether the detected ditgi ééal wat er mar k
«information is valid or not. This judgnent is i nt endeld €L Mhet her t he
digital watermark information has been falsified to have contents which
cannot normally be. Wien it is judged in step S93 that the detected digital
watermark information is valid, thes%ystem controller 400 goes to step S94
where it will judge, according to the result of digital waternmark

i nf or sEstEBRComTaig4iGgaesiio siepSRBWhare it wilb cantigl tfe selretori86 o puiputopyi ng
"is possible. Wien the detected digital watermark information is judged in

step a6 tootheeplayiv@ogtrol cikbeint 87 and theldgledtd1 26 ap seltt tdagd fide thecor di ng
for copying is inpossible, the systemcontroller 400 goes to step S88

‘wher e} idn difdiPid4 the recording, and then to step S89 where it wll
contrgrérymi I{l mt}irllﬂ%m to pronpt the user, by display, that 17 August

S04t hat  t NP SR el Selbs SEIBR el RLT iy prsThen diewl bisftrrk or "0

goes to step S95 where it will judge whether the digital waternark
i nf or informatinads embpddedinraudie ' (JY1 dada to ieecaorded rhsseontraliing whig digital i s.
that the recording for copying needs rewite of the digital watermrk

i nf or watdéramarkdnfdriveatioputapesbrotirduitB8 & descodigitabwagentrRinformation in
limtation of nunmber of copies, the systemcontroller 400 goes to step S96
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di g_i t,ﬁigim'{veartc‘g}%aﬁkiiﬁo%%%h%gn ilg\%. égnngctgcr:teﬁhv%ﬁliintthé I%redetermined length
of time. When digital watermark information can have been detected, the systém
controller 400 interprets the detected digital watermark information in step S92, and
judges, in step S93, whether the detected digital watermark information is valid or not.
This judgment is intended to see whether the digital watermark information has been
falsified to have éontents which cannot normally be.
When it is judged in sfep S93 that the detected digital watermark information
is valid, the system controller 400 goes to step S94 where it will judge, according to
the result of digital watermark information interpretation, whether the recording of the
data for copying is possible.
When the detected digital watermark information is judged in step S93 to be
invalid or when it is judged in step S94 that the recording for copying is impossible,

the system controlier 400 goes to step S88 where it will inhibit the recording, and then

to step S89 where it will control the LCD unit 113 to prompt the user, by display, that




judged that the digital watermark information has not to be rewitten, the
PCM data 1is conpressed in step S97, encrypted in step S98, and ECC-coded
and nodul ated for recording and then recorded in step!’S®4gusigé® that in
this enmbodi ment, when it is judged in step S91 that the digital watermark
I nformati on cannot be detected, the systemcontroller 400 goes to step S97
and subsequent steps to record the B@M data. This is intended because there
exi sts a conventional content having no digital watermark information

enbedﬂl@q»eb@ﬁﬁﬁgmgpé(\)’%qngng,gpbsym@om as to how it has been protected
agai nst copyi ng. However, sinhce such a content not known as to how it has

been prot . N i ' cliearcas to.how i en
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in the foregoin since the data recording/playi.n apparatus is; designed
not t%’séfélle‘éqntﬁﬁlﬁfd‘ﬂ@@t%cs\/\& tepasR> i Wheentt W 11 whethenghe digitaligust
2005 58 route is secure, it can record data entered via a secure route for
copyi watererayk sifophytionthes vé bb rawtittghloy notrpWiheadhp ecsudt ofjodgmenhistthas, Wit h
t he conventional data recorded shown in FIG 1, even a data entered via a
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detécting digital rk 1rnformation, Tf any, enbedded in the data and
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circuits for such data deconpression, decryption, conpression and
encr yipformmatidmravitecciseuit b2 céwrite the digital watermark information.

After completion of the digital watermark ihformation rewriting or when it is
~ judged that the digital watermark information has not o be rewritten, the PCM data

is compressed in step S97, encrypted in step S98, and ECC-coded and modulatéd for
recording and then recorded in step S99. |

Note that in this embodiment, when it is judged in step S91 that the digital
watermark information cannot be detected, the system controller 400 goes to step S97
and subsequent steps 1o record the PCM data. This is intended because there exists |
a conventional content having no digital watermark information embedded therein or
a content unknown as to how it has been protected against copying. However, since
such a content not known as to how it has been protected against copying is also
uniclear as to how it has been routed, it may be inhibited from being recorded.

As having been described in the foregoing, since the data recording/playing

apparatus is designed not to detect any digital watermark information when the input




only secure data is reproduced, the enbodi nrent does not need digital
watermark information detection circuit and recording control circuit
based. on the detection circuit. Note that the aforenehtf 28%ure medi um
is just an exanple and the nedia and interfaces may be classified

- dependi ng upon whether they are so secure as to nmake unnecessary the
detection of digital watermark infor¥ation. Al so, as previously mentioned,
the data encryption is not essential for the nmediumor interface being

secur eoutBus seeute, itrcanhrecafdodaaentdrodeth 8 atameaounted forgéqpyang Nghagipeplyt us,
each storage. -nmediumto which data is recorded or fromwhich data is

repr odHa efth & hikhl ¢iRpaAIVed pé@ﬁ)mﬁ%e.d!'h&t 2R ithith€ oMwhtRmal 88@rs&stde@ and/ or
reproduced from a renovabl'e storage nediumused in a hard disc drive or
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presegt invention is schemati cal léqcigjl lustrated in the formof a block

di agr §acompEessed 4or dbe Mupescaph detacting; digitah sratermarkninfernalion, dmny,
reference 180. In this enbodi nent, when a | oaded disc 181 is CDx and data
r ecor deberlded @i the dwis ahd dias embe gamptssed and aneryipgephgaiadoniecoodingdén ect i ng
any digital watermark information. Also in this case, however, the playing

| s* copbmplatisen agftArheNgbdve EbiMeritivhal datd qec_-:ofﬂ‘m%j a?bﬁrdtﬁ@dﬁébv@i)&? th8l is a
conventional CD or CD-R, if data fromthe disc 81 has di gital watermark

| nfor iRl AimBAret eGP reb Ot Pldyihe YRR according to the present

| invention, having been described with reference to FIG. 14, needs no circuits for such

~data decompression, decryption, comprcssion and encryption. In the case in which
only secure data is reproduced, the embodiﬁent does not need digital watermark
information detection circuit and recording control circuit based on the detection
circuit.

Note that the aforementioned secure medium is just-an example and the media
and interfaces may be classified depending upon whether they are so secure as to make
unnecessary the detection of digital watermark jnformation. Also, as previously

-m,_;enticned, the data enéryption is not essential for the medium or interface being
secure. Further, in the aforementioned data recording/playing apparatus, each storage 7
medium to which data is recorded or from which data is reproduced is a removable one
but data can of course be recorded to and/or reproduced from a removable storage
medium used in a hard disc drive or the like.

[Data playing apparatus]




information is detected and the playing is controll ed based on the result
of detection to reproduce the data. As shown, the data Iayln appar at us
. 180 includes a reader 182 for the CD-type di sc 181. Tﬁ% 38 0882 has an
~optical pickup (not shown). Data read by the pickup is supplled to a
denodul ation circuit 184 via an RF circuit 183. The data having been

nmodul ated for recording is thus denggul ated in the denodul ation circuit
184. The denodul ated data is supplied to an ECC decoder 185 where it wll

-~ be error- CR@f@ﬁ%%dnowD% FIOHT Pait sl qﬁidtii@r EBafbdigaRAe 'of 1R klﬁtaSFBPaghh dto a

-selector 186. T information and file header of the data erro ected
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header, whether data recorded in the |oaded disc 181 has been encrypted or
not, ahlpckgingiasm, Ehe datatscoxding apparatusdsigeneradly indicates withzosdersncdt a
sel ector 186 to the selector 186. Wen the systemcontroller 500 judges
that 18@ &Hatlaseatdodiaknt whbe alloadeatididicsk81 k8IDkamddsin recerdedtthelein he
sel ector 186 supplies output data to a playing control circuit 187, and to
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al lowed or not, and controls the playing control circuit 187 according to
t he riabogmpaty H?HJ udgnent. That is, when the playing is allowed, the playing
control circuit 187 outputs the

When the loaded disc 181 is a conventional CD or CD-R, if data from the disc

181 has digital watermark information added thereto, the digital watermark:
: ‘in‘fonnation is detected and the playing is controlled based on the result of detection
to reproduce the data.

As shown, the data playing apparé,tus 180 includes a reader 182 for the CD—type
disc 181. The reader 182 has an optical pickup (not shown). Data read by the pickup
is supplied to a demodulation circuit 184 via an RF circuit 183. The data having been
modulated for recording is thus demodulated in the demodulation circuit 184. The
demodulated data is supplied to an ECC decoder 185 where it will be error-corrected.

' Data output from the ECC decoder 185 is supplied to a selector 186.
TOC information and file header of the data efror-corrected by the ECC
| decoder 185 are supplied to a system controller 500. This system controller 500
judges, based on the TOC information and file h‘eader; whether data recorded in the

loaded disc 181 has been encrypted or not, and supplies a control signal for selection




data to a decryption circuit 188. The data is decrypted in the decryption
circuit 188, and then the decrypted data is supplied to a deconpression
circuit 189 where it will be deconpressed. Output dat¥ Argteh
deconpression circuit 189 is led to a digital output term nal 196b, and
passed to a D/A converter 190 where it will be converted to analog data.
The analog data is led to an anal og dut put term nal 196a. \Wen the playing
i s inhibited, the systemcontroller 500 supplies the control signal to a

pl ayi oflaselkicia 185 tccthictselor TR& control signal inhibits the playing
control circuit 194 fromoutputting the data. Wien the system control |l er500

j udges tha | 4 '

encrypt ed. L he e & RFERHEa Tl Mg RF R rockided TR I0aRER T

circuj 92.. The decomressiaon circuit 192 deconpresses the .supplje

conpr L8184 b cErceateg i peectnel i tulics SERTRAEE or RIRGE CaNRh or o k
information detection 17 August 2005 61 circuit 193 and ﬁ_ayi ng control :
ci r cufircuidd 87 sl 19 gDRAM inkfcrmvationiddony pliomeirarit 481 e The SRM informatios
detects digital watermark information, and supplies the result of

. det ecdéqyptionidienitySiledeieoRtand d@iygfé@RMﬁﬁoﬁﬁﬁﬁ@ﬂhﬁ@@h pli¢scthe 88t
interprets the digital watermark information to judge et her the playing
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- 194 accor g to the-result “judgnent. I's, when the playing is _
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where it will be converted to anal og data. The analog data is led to an
anal ogpntrols the playing control circuit 187 according to the result of judgment.
That is, when the playing is allowed, the playing control circuit 187 outﬁuts the
data to a decryption circuit 188. The data is decrypted in the decryption circuit 188,
and then the decrypted data is supplied té a decompression cifcuit 189 where it will
be deoonipresscd. Output data from the decompression circuit 189 is led to a digital
output terminal 196b, and passed to a D/A converter 190 where it will be converied
to analog data. The analog 'data is led to an analog output terminal 196a.
When the playing is inhibited, the system controller 500 supplies the control
signal to a playing control circuit 194. Tﬁe control signal inhibits the playing'control
- circuit 194 from outputting the data. |
When the system controller 500 judges that the data recorded inthe loaded disc
181 has not been encrypted, the selector 186 supplies output data to a decompression

circuit 192. The ‘decompression circuit 192 decompresses the supplied compressed

data, and supplies the decompressed data to a digital watermark information detection




- output term-nal 197a. Wen the playing is inhibited, the systemcontroller
500 supplies a control signal to the playing control circuit 194 which
will thus be inhibited with the control signal from olf pu84stAB0% he data.
Note that the systemcontroller 500 has connected thereto a key-control
unit 198 for operation by the user to designate playing or the |ike, and
‘an LCD unit 199 to display necessargs i nformati on. Next, operations-nade
for data playing in the data playing apparatus 180 constructed as having

been gesgik ilgg%f?&q%(fin&%duﬂtﬁg QqRsSsFided with reference to the flow chart

shown 1 n Fl be noted that these flow chart show the

oper ati ons de. npinly, under the coptrol, of .the syste ontraoller .500.
Pt in oTbp Giealp! "WhteRiEk cntbrifion  do@stn; el ToE o sndigily ey
on the key-control unit 198 has been operated by the user. Wen the result
of j uwgtasmark énformagigns andsopphes thengesultind detestidneto thessyistamn qontroler, t he
system control |l er 500 goes to step S162 where it will refer to the signal

conf i §00.aThesystefiocomiolber 500 interphets dad digsrabplat@shdrkdntdreatidaQe jddgeder
185, nanely, to TOC information and file header of the data recorded in

* the SeBEn e BIAIAPSHqSR N SRR G abt) Kok S TG coe 0 2
bt vt 19 s8BoHas 1 it FSbatTuRRLe Lo <rap Sioa where it w il
control the selector 186 to supply the data to the playing control circuit
187. Thus, Th@tlécwh@mh%plamnﬁlsaﬁomsieﬂwmlkymgmmmﬂ icaﬁuwwa qugputs ¢he
ef fected. Then the system controller 500
data and this data is led to a digital output terminal 197b and also to a D/A converter
195 where it will be converted to analog data. The analog data is led to an analog
-output .termina-l 197a. When the playing is inhibited, the system controller 500
supplies a control signal to th;a playing controi circuit 194 which will thus be inhibited
with the control signal from outputting the data.
- Note that the system controller 500 has connected thereto a key-control unit 198
for operation by the user to designate playing or the like, and an LCD unit 199 to
display necessary information.
Next, operations made for data playing in the data playing apparatus 180
constructed as having been described above will be described with reference to the
flow chart shown in FIG. 17. It should be noted that these flow chart show the
operations made méinly under the control of the system controller 500.

First in step S161, the system controller 500 judges whether the play key on the

key-control unit 198 has been operated by the user. When the result of judgment is




goes to step S165 where it will interpret the result of DRM i nformation
decryption fromthe DRMinformation decryption circuit_191, and then to
step S166 where it will judge whether the playing is po&¥P¥te®%%men the
result of judgnment is that the playing is possible, the systemcontroller
500 goes to step S167 where it wll control the playing control circuit
187 to the aforementioned pl ayi ng-al Pdwed state. Thus, the data fromthe
. playing control circuit 187 is decrypted in the decryption circuit 188,
~and t tikatdbe phay kesyshak bexrepiessak therpy stemerbritrolleh $00dees tpstep 162 whereui t
189, and outputted via the digital output termnal 196d, and to the DA

converif &4l 39Rr WO hE si na‘l“cbhfigﬁrﬁﬁﬁy RifbAfaliOn 38320 9He Gﬁfaasutp i d¥émogedata is

outputted via the anal og out put term nal 196a. Since det on of digital.
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performance, fromthe operation of the play 17 August 2005 63 key until the
sound in & di86dSleAnd goge iy sigporl 63onherdt stildudgamdicthar the data readdeemi n st ep
S166 that the playing is inpossible as the result of DRMinformation

i nt er phediscil@ esiresn ¢lwyptegtamatont rol | er 500 goes to step S174 where it -
wll control the playing control circuit 187 to inhibit the playing as

above, and WRESHerestiRRf fidemehtan Step S163 1s thAURE dafireh@Brdinthe diR8 18 Pronpt
t he user, by display, that the playing is inpossibl Al when it is

e. so,
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of digital watermark info@ation will not be effected. Then the system controller 500
goes to step S165 where it will interpret the I.esult of DRM information decryption
from the DRM information decryption circuit 191, and then to step S166 where it will
judge whether the playing is possiblc. When the result of judgment is that the playing
is possible, the system oontroller 500 goes to step S167 where it will control the

playing control circuit 187 to the aforementioned playing-allowed state.

Thus, the data from the playing control | cifcuit 187 is decrypted in the
decryption circuit 188, and the decompressed data is decompressed in the
decompression circuit 189, and outputted via the digital output terminal 196d, and to

‘the D/A converter 190 where it will be converted to analog'ldata. The analog data is
_o.utputted via the analog output terminal 196a. Since detection of digital watermark
information and playing control based on the result of digital watermark information

detection are not effected at this time, the performance from the operation of the play




‘watermark information i s detected. Then the data deconpressed by the

deconpression <circuit 192 is supplied to the digital watermark information
detection circuit 193 where the data will be subject eﬁ\t&g@?é% i on of

digital watermark information. The system controller 500 refers to the
output fromthe digital watermark information detection circuit 193 to
judge whether digital waternmark infd@mation is enbedded in the data or

not. That is, instep S169, the systemcontroller 500 nonitors the out put

from k@}eunﬁj g{etﬁiuﬂ@tegf(gmfdﬁdnr;gq;rewgb@ﬂ, detection circuit 193 to judge
whether” digital waterimark information is enbedded in audio PCM data to be

pl ayed. Fop.t Nl | . i causes
Phe di gi t o E STHEPRRR, Pt il sk 3166 i AP ESHEER SR0loted STV S
wat er ar k i pnf gr ion_in the audio PCM data for nore a predet I ned | ength
of ti _lieﬁ“ﬁ r(&e[gﬁ infosmahendaterpredation mﬁé%r‘glﬁrsblﬂfm Y ijgﬂerzgéggggs

I nformati on can thus be detected or not. Wien digital watermark information

can hswsiep Sd&d witredt will contrdlthd playinglcontrebcieonit d 87 tolinlabit3be plpdsgt o st ep
S170 where it will interpret the digital watermark information and then

goes iPalsdRN aﬁ&gﬂe&ﬂ@ rs?esl:i 5195 lbherk 406811 vheid e LOP @6t §90a6 pioftiptahe -

- watermark information is valid or not. This judgment is intended to see
 cont ot B it Mot BRGIETNE SRBGRRIEY, TS PEGGed T Step S171 that the
B I S T
i nterpretation, whether the playing of the data is possible.
been encrypted, the system controller 580 goes to step S164 where it will control the
~ selector 186 to supply the data to the decompression circuit 192. Thus, digital
watermark information is detected. Then the data decompressed by the decompression
circuit 192 is supplied to the digital watermark information detection circuit 193 where
the data will be subjected to detection of digital watermark information. The system
controller 500 refess to the output from the digital watermark information detection
circuit 193 to judge whether digital watermark information is embedded in the data or
not.
That is, in step S169, the system controller 500 monitors the putput from the
| digital watermark information detection circuit 193 to judge whether digital watermark
information is embedded in audio PCM data to be played. For the purpose of this
: judgment, the system controller 500 causes the digital watermark information

detection circuit 193 to detect digital watermark information in the audio PCM data

~ for more a predetermined length of time in order to see whether digital watermark




~When it is judged in step S171 that the digital watermark information is

not valid or when it is judged in step S172 that the g%? b(?q
_inpossi ble, the system controller 500 goes to step S174 e Wil
control the playing control circuit 194 to a playing-inhibited state to
inhibit the playing. Also, when it is judged in step S172 that the playing
is possible, the systemcontroller 580 goes to step S173 where it will R

: - control the playing control circuit 194 to a playing-allowed state to

ef f ecinfommatibayan thusietdetedtad or not. Whendibgitil veatermakanfonmmation easdwaei n st ep
S169 that the digital watermark information cannot be detected, the system

cont r gbé e HeRRRDRFthel dutSHAR sHA16dn cBAEoPIER SVAUEIYs (St RES SUTFORVRretinwvillat a.

This is Intended because thes?e exi sts a conventional content having no

digital K. i d i r d as to
now 1 teiEeEIE g Rl B IR e e heito esf B17 HnetB LR 22
‘not knpown as to hqow i.t has been protected agai nst pl ayi I's al sq. uncl ear
as. 171igsehetiasthssdotesiotbdigital nuatesmnk iploraptian isrpligeor ARt B8 1 r om
bei ng pl ayed. [Data recordi ng apparatus] Referring nowto FIG 18, another
enbodjudamentf ist interdizdator seomdhatbentipadigitd walecmadk imformation has deon

i nvention is schematically illustrated in the formof a block diagram The

data fAs#ed tdthaVRRINGHS wiicH eBRhdl Adtmdll) Bated with a reference 220. The
data recordi ng apparatus 20 havi ng previously been described with reference
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the result of interpretation, whether the playing of the data is possible. |
When it is judged in step S171 that the; digital watermark information is not
valid or when it is judged in step S172 that the playing is impossible, the system -
controller 500 goes to stép S174 where it will control the playing control circuit 194
to a playing-inhibited state to inhibit the playing. Also, when it is judged in step S172
that the playing is possible, the system controller 500 goes to step-Sl73 where it will
control the playing control circuit 194 to a playing-allowed state to effect the playing.
Note that in this embodiment, when it is judged in step S169 that the digital
watermark information cannot be detected, the system controlier 500 goes tostep S173
and subseqﬁent steps to play the data. This is inteﬁded because there exists a.
conventional content having no digital watermask information embedded therein or a
content unknown as to how it has been protected against playing. However, since such

a content not known as to how it has been protected against playing is also unclear as




data includes ones having been conpressed or not conpressed, and
non-encrypted data include one having been conpressed or not conpressed.
In this enbodi ment, any of such data is supplied to t HeAdash2 ?%%ordlng
~apparatus 220 via the digital input termnal 221. Note that as in the data
recordi ng apparatus 20 shown in FIG 3, the data recording apparatus 220
uses a COD-R, CD-RWor an optical di s capable of recording with a density
. double that of the former. Al so, the data recordi ng apparatus 220 supports

01 91 UBIncR iChIPder] ROREATAE Lol BORAADAED drd beliy pAYeqbel ng 1N the state of

PCM si gnal . D|g|ta wat €r Information 1s e ed in audi o data by

inserting 4 q@e bi tsto the PCM signal, enbeding it under the
maski ng ef 'f”e% 2 ‘i":@ ound a hi gh-energy part of audi o data,

enbeding it at an ortho onal transformcgefficient or 17 August 2005 66
enbedi ng iReﬁwrmg@ogbﬁ@cﬁQ» & pretdgr smbodimentehthedatayecordingnppaisies ed vi a
the digital input termnal 221 is in the formof a file. As having

pr eviaeestdingde the psescnb daivantion isedohepnceally iFistrated it ke forneoha ddeck
i ncl udes. si gnal configuration information such as a content ID, encryption
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gl t wat er mar ormat |
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provided with a key-control__unit: 243 hayi ng provided thereon a plurality

of kdI&.3de prqj;gdp@gaﬂm plyralityraf digidgalderaminals, but the data recording apparatus
- 220 shown in FIG. 18 is provided with only a single digital input terminal 221 which

is supplied with encrypted digital data and also non-encrypted digital data. Encrypted
data includes ones having been compresséd or not compressed, and non-encrypted
data include one having been compressed or not compressed. In this embodiment, any

~of such data is supplied to the data recording.apparatus 220 via the digital input
terminal 221.

Note that as in the data recording apparatus 20 shown in FIG. 3, the data
recording apparatus 220 uses a CD-R, CD-RW or an optical disc capable of recording
with a density double that of the former. Also, the data recording ﬁppératus 220
supports digital watermark information embeddéd in audjo-data bei-ng in the state of
PCM signal. |

Digital watermark information is embedded in audio data by inserting it at lower
bits of the PCM signal, embediﬁg it under the masking effect, embeding it around a

high-energy part of audio data, embeding it at an orthogonal transform coefficient or




addi fi on to the input select key. A key-operation signal produced by the

~user operating a corresponding key is supplied to a sif em gg&giol | er 600.
The system control l er 600 includes for exanple a nicro OMS J“And

interprets the key-operation signal supplied fromthe key-control unit 243
to judge which key has been operated, and provides a control corresponding
to the result of judgnent. It shoul@ be noted that the data recording
apparatus 220 is provided with an LCD unit 244 for exanple in this
enbodieftiding hebylER g.p&btmimgpﬂesdi@gpfmc@@dnpm t hesystem controll er 600), as
a display device to informthe user of which key has been operated and

i Pl ay | nQEaid PEnfiR 0 8 il G foOmA 118 n HREroriGPa f1d cAg 01 0

start command 1s entered S ng t -con uni t 243,

the system contrqller 600 contrals ch of ts.,of the data

ocor BRHEEIEISTE D358 Ge5cGba ity werehcRdoditr chihedis headh MEMTESa ¢ he
digital input termnal 221. The digital input 17 August 2005 67 term nal

221 i signapgonéiguration dntormatioauguch dst a, centents dPpl émesyption dnforseatit, or 222
and signal configuration information extraction circuit 223. The signal

confi mmg?ti@n tddhin@due tih Rsnexion@ CWNIN (fif 6 Al fi o2 Z3d Rt indC whettidro digitdlon
i ncidental to the supplied data, or information in the header of a content
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According to information mthe sig confrguratiton I nform
extragti
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Wien the data is not a one having been encrypted, the systemcaontroller
600 j udgesTha éitat%feqom@mgaﬁp@argu&ggﬂés RisQipIgv with a key-control unit 243
having provided thereon a plurality of keys such as recording start and stop keys in
“addition to the input select key. A key-operation signal produced by the user operating
a correspoﬁding key is suppli.ed to a system controller 600. | |
The system controller 600 includes for example a microcomputer, and interprets
the key-operation signal supplied from the key-control unit 243 to _};udge which key has
been operated, and provides a control corresponding to the result of judgment. It
.should be noted that the data recording apparatus 220 is provided with an LCD unit
244 for example in this embodiment (the LCD unit 244 is connected to the system
controller 600), as a display device to inform the user of which key has been operated.
aﬁd display information having to be given to any other use. When a recording start
command is entered by the user operating the key-control unit 243, the system

controller 600 controls each of components of the data recording apparatus 220 to start

recording digital data supplied via the digital input terminal 221. The digital input




conpressed. Based on the result of this judgenent, the systemcontroller
600 selects any of a selector 222, recording signal s # and
digital watermark information selector 229 (wwlselect§#ﬁ§%%%3§§§l8). In

t he data recordi ng apparatus 220, when the data supplied via the digital

I nput termnal 221 is a one having been encrypted, the systemcontroller
600 wi Il select the selector 222 whgt her the data has been conpressed or
not to supply the supplied data to a recording control circuit 224 and DRM

0 or Al SIS 5 WiditA Fhig N S8 SR 108 Bt A 98l

sel ector ut t romthe’recordfng control circurt 224.

Al so, when the data supplied via the digital ,Lgput, ter.m nal 1l is a one
nav: nyEnBb e BReAproSrnated sXafiet Jeai 203" e Siehdlsodizuatiel
sel ects the selector 222 to supply the supplied data to a -deconpression
ci r cuinfoppation axtractienccirene222 estracts gnformatipasncizipntl ésthessupplied setasct or
225 to output the data froma digital watermark information rewite

- Ci r cupt inf3rmaibh ie'hid headurofw éoritBni-i4a id8his @nbollithémteand Bepplies it ab
watermark information selection 229 to output the data fromthe

deco | ' ' 8. Wien the data supplied via the digital input
termnﬁ%ﬁiéﬁﬂi gh{a&gﬁgsﬁé\/i ng been neither encrypted nor conpressed, the

system control | er 600 sel ects_the sel.ector 222 1.0 supply .the supplied data
o the. di oPeaprdibe B P RIFAPSfivaR P E0r Brarsieusabon ISERELon E3iABRek o ai ng
control circuit 231, selects the recording signal selector 225 to output
t he deireuit 23 thasystem cantrodebOhjudges vdrather e dasssupplied vigdhe digital and
further selects the digital watermark information selector 229 to output
t he diapat terarinal22 Skdsdsdedrencrypted or not. When the data is not a one having been
encrypted, the system controller 600 judges whether the data is a one having been
compressed. Based on the result of this judgement, the system controller 600 selects
- any of aselector 222, recording signal selector 225 and digital watermark infonnation
selector 229 (WM selector in FIG. 18).

In the data recording apparatus 220, when the data supplied via the digital inpﬁt
terminal 221 is a one having been encrypted, the system controller 600 will select the
selector 222 whether the data has been compressed or not to supply the supplied data
toa reoording control circuit 224 and DRM information decryption circuit 233, and

- selects the recording signal selector 225 to output the data from the recording control
circuit 224,
Also, when the data supplied via the digital input terminal 221 is a one having

been encrypted and also compressed, the system controller 600 selects the selector 222

- to supply the supplied data to a decompression circuit 228, and select the recording




222. As above, the selector 222 is provided to change the destination to
whi.ch the supplied data is to be outputted according I on
control signal fromthe system controller 600. Wen tt@Agg%ﬁbgﬁiplied Vi a
the digital input terminal 221 is a data having been encrypted and
supplied to the recording control circuit 224 and DRM decryption circuit
233 via the selector 222, it will nd8 be subjected to detection of digital
wat ermark i nformation but it will be controlled according to DRM (digita
ri.ght §iofialnadecrenPR5i tof @ﬁtgsat ildatadireand digitah evattamarksinfomuatdors kywritsser i bed,
t he I nformati on can be used to easily separate copyright nmanagenent

[ nf or RGP BPNS SR AR T98 V)t BRd | et BB SSAI WaAmbai no

been énc conpressed. ormation I's “acconpanyi ng the

data entered via the digital input rmnal, 221, the DRM 17 t 2005 69
ot or enBReR el pioR A28t dtpitdss et Bt e BRI TP BN and
supplies the result of interpretation to the systemcontroller 600. Wen
t he recor dWhenithe dabmpsuppicdsviathe digitad inpdemningl 231 ihe onghavingbedqrv
_information decryption, the systemcontroller 600 controls the recording

cont r gditherledidrpted 2dr tonpiresdc R $ishgn cbatrdHERO00 sélbetsdhenslecem@d rcui t s.
Al so, when the recording for copying is allowed, the systemcontroller 600

b AR SRS L SO b sty 200l {1
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- the data ﬁﬁm the digital watermark information rewrite circuit 232, and further selects
the digital watermark information selector 229 to output the data from the selecior
222.
As above, the selector 222 is provided to change the destination to which the -
“supplied data is to be outputted accofding to a selection control signal from the system
controller 600. When the data supplied via the digital input terminal 221 is a data
having been encrypted and supplied to the recording control circuit 224 and DRM
decryption circuit 233 via the selector 222, it will not be subjected to detection (_)f
digital watermark information but it will be controlled according to DRM (digital
rights management) information incidental theretd.
As previously described, the DRM information can be used to easily separate
copyright management information such as SCMS information or the like from even

data having been encrypted and compressed. When DRM information  is

accompanying the data entered via the digital input terminal 221, the DRM




signal selector 225. In this case, the recording signal selector 225 is
supplied with the selection control signal fromthe s ol l er 600
and switched to output the signal fromthe recording ﬁﬁ%@g%ﬁggﬁicuit 224.
Thus, the data fromthe recording control circuit 224 is supplied to a
recording circuit 226 where it wll be converted to signals to be '
recorded. The signals are supplieddgpo a wite head 227 via a recording
anplifier (not shown). The wite head 227 wites data to an optical disc

240 bej ; Dl | ' ' d
ﬁitﬂﬂnhﬁbﬁtdé@gﬁﬂlc@ glmsflg? \%%3%&%4%2 ?R% RhfAREARIOR Msﬂﬁg%' th¥ unaer

-a CLV servo contr e servo circult 242 produces

a vel oci ervo_signal hased. on th t 0 be recorded for exanple, ans.
suppl {eé;yﬁqutslpgclpmjaﬂw F\%Iﬁbe PR o lfofil%ﬁ%Obervo circuit 242 is supplied
with a control signal fromthe systemcontroller 600 to position the wite
head 227 r ¥¥hen the wordingdpr icopying isdnhitutedapecending to thereesuHpfiDBMect i on.
17 August 2005 70 As above, the encrypted data supplied to the data

r ecor fogmatipa detryptidAfibesysreancsiatolla 600coaptiolctie rdeadindbntiol cirbiuig case,
the encrypted data supplied to the data recording apparatus 220 is
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changi ng . the crystalline/ anor phous state of the optical disc 240. Also,
when ¢ineuigad?4 & spppbid the slatsdo dbgi dewnstipam eisewitsathepehy jalowisgdhgavi ng
recording for copying.
Audio data from the recording control circuit 224 is supplied to the recording
signal selector 225.. In this case, the recording signal selector 225 is supplied with the
selection control signal from the system controller 600 and switched to output the
signal from the recording control circuif 224.
Thus, the data from the recording control circuit 224 is supplied to a recording
circuit 226 where it will be converted to signals to be recorded. The signals are
supplied to a write head 227 via a recording amplifier (not shown). The write head 227
writes data to an optical disc 240 being rotated by a spindle motor 241 at a
predetermined velocity under a CLV servo contrﬁl of a servo circuit 242. -
The servo circuit 242 prqdﬁces a velocity servo signal based on the data to be
recorded for example, ans. supplies it to thel-spindl'e motor 241. The servo circuit 242

is supplied with a control signal from the system controller 600 to position the write

head 227 radially of the optical disc 240, and also in the track direction.




not been encrypted but conpressed and supplied to the deconpression circuit
228 via the selector 222, it will be deconpressed in {g,fARESHEH essi on
circuit 228, and then supplied to the digital watermark i'nformation

sel ector 229 and recording control circuit 231. In this case, as having
previously been described, the digital watermark- information selector 229
is swtched by the systen1controIIeFKBOO to output the data fromthe
deconpression circuit 228, and so the deconpressed data from the
deconpr essAsrabaoivie; the efe§pied Hathesupppiptiitedht data iicgiding appamtus?R0 is
i'nformati on detection circuit 230. When the data fromthe digital

vat erfé%:bi‘déd"f@ﬁ%}%tﬁﬁl ﬂ?éc%(?rlnzt%% Ea2 ﬂiegéﬂ teﬂ@ia@e[ Jﬂléd’%@h@%i@n

enbedded therein he above digital waternar nf or mat det ection

circujt Odetects terma.rkln ormation s the
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controller 600. The 17 August 2005 71 systemcontroller 600 will interpret
t he c%‘b@#ri ght managenent information. When the copyright managenent
information is interpreted to nean that the copying is inhibited, the

syst em conlif chsecthé@ptical discadO & at@B-Rethe tiritg leah P23 recordsudatadsd to
inhibit the recording. That is, the systemcontroller 600 inhibits the

T ecor gl 11?@ e %frﬁd:t'i\?é'iﬁde%éf tﬁer&%ﬁﬂﬁglxyﬂgof fie Galtdisé PROCI ARML t S
downstreamof the circuit copyri ght nanagenent i nformation
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contr circ lt 231 to output the data to downstreamcircuits, thereby
al | ovﬁﬁgﬁwﬂé M/ AmeERh U ﬁﬁ@tequrthe@wpﬁlgdm . the data

Also, when the data supplied via the digital input terminal 221 is a one having
~ not been encrypted but compressed and supplied to the decompression circuit 228 via |
the selector 222, it will be decompressed in the decompression circuit 228, and then
supplied to the digital watermark information selector 229 and recording control
circuit 231. In this case, as having previously been described, the digital watermark
information selector 229 is switched by the system controller 600 to output the data
from the decompression circuit 228, and so the decompressed data from. the
decompression circuit 228 will be supplied to a digital watermark information
detectlon circuit 230. |
When the data from the digital watermark information selector 229 has digltal
watermark information embedded therein, the above digital watermark information
deteqtion circuit 230 detects the digital watermark infoﬁnation, and supplies the result

of detection as copyright management information fo the system controller 600. The




fromthe recording control circuit 231 is supplied to the digital watermark
information rewite circuit 232. Even when the copy cpnisflst bidepr mati on
included in the copyright nmanagenent information allows the recording for
copying, the systemcontroller 600 will control the digital watermark
information rewite circuit 232 to rewite the digital watermark

i nformation from "one copy all owed" 0 "copy inhibited" or to a one for a
reduced nunber of tinmes the data can be copied, if the copy control '

i nf or ' j 1 > raj I ' kL is not
necos R gniteflet Boo SiL TRt e APy PR oA FOenPinf G4 Ich. WIRR b
watermark . information rewite circuit 232 is bypassed or .passed.t.hrough. In
this @?ﬁ%&gml}aaew%a%farmﬁeﬁflm@tgpwt?éro wspl AL e oy aéﬁmglblp ite
circuit 232 is supplied to the recording signal selector 225. In this case,
si ncethiersystere contiiollgr 60Qvalll switedttbe re@fding emtralreivcuil 251 thinhibitdbei on
.control signal fromthe 17 August 2005 72 systemcontroller 600 to supply

the d&&:ﬁ;&iﬁgmﬁﬁf—'isdﬂm dyadlendebRf:BREKCOO MBS R TecoRIM g bEnGDI Givedit 23 to the
recording cfrcuit 226, 'the data fromthe digital watefmark information

o ESrPM M GTR Aty AL AR a0 R R B g By o g i heac
ner t hor _bobCeriGey besir el madprmeal duiariiating 1 dodets! InamaRg: Al 'hat er o k
I nformati on selector 229 and recording control circuit 231 via the selector -
222, tecerdidgdior abpyimiges peskiblefibefend coprallewedt opZoopy-Tee”s diesysteyn t he
system control |l er 600 as above to output the data fromthe selector 222.
So, tésmtedler 600 Tohfiels e td@rddg2eontrol circuit 231 to output the data to the
downstream circuits, thereby allowing the data recording for copying. Thus, the data
from the recording control circﬁit 231 is supplied to the digital watermark information
* rewrite circuit 232. Even when the copy control information included in the.cop'yright
ma;ﬁagement information allows the recording for copying, the system controller 600
- will control the digital watermark information rewrite circuit 232 to rewrite the digital
watermark information from “one copy allowed” to “copy inhibited” or to a one for
a reduced rnumber.of times the data can be copied, if the copy control information
limits the cof:y generation or number of copies. |
When it is not necessary to rewrite the digital watermark information, the -digital
watermark information rewrite circuit 232 is bypassed or passed through.
In this embodiment, the data from the digital watermark infonnatiOn rewrite

circuit 232 is supplied to the recording signal selector 225. In this case, since the

recording signal selector 225 is switched with the selection control signal from the




-'circu

wi |l be supplied to the digital - watermark information detection circuit
230. \Wen the data fromthe digital watermark informt{pR,sahegipr 229 has
digital watermark information added thereto, the digital Wwatermrk
information detection circuit 230 detects the digital watermark _

I nformati on as above, and supplies the result of detection as copyright
managerment information to the systemZontroller 600. The systemcontroller
600 interprets the copyright nanagenent information, and controls the

r ecor dystgnr controller 600uiot s\f§ly ahe atatia figomaotheheigital evgdeanerk aafpymatihn
managenent information as above. Thus, when the copyright managenent

| nf or p@k e cREWE 332G 0afie FerdRthg cIRURI IR khé QbR BRI OR digithhﬁraﬂﬁhﬁlrﬁeans
that the copying is inhibited, The system controller 600 controls the

copyr PP Rl okl i i ofc Wl bk SPERTEE RO i wr BB o,

that 17 August 2005 73 the _recording for copying is possible Iike "one copy
al | oned” asinthe glorepeationed gecgrdingwE st engryledgdte-cont rol s the recordi ng
control circuit 231 to output the data to the downstreamcircuits, thereby

~al | owi ng t Adso,eebendihegddtasupphiyd mip thehdigidal iapht @mindl €2]eis arachenlgawingt r ol
circuit 231 is supplied to the digital watermark information rewite

ci rcupbitRdR .beEMesm@?fb_d AOr CMMpRRSEd Und BESPITER itoNthen @it dwhitridagk

copyright management information allows the recording for copying, the
o7t SYIBY Sle2o8 At SR AE bt SheURo T b BLRERLARR v o
e Jata) s IRGaTEEhsCIrFigs 2208 suajsyed BDoe s Siomhgnntrofler 608 | °F
~ as above to output the data from the selector 222. So, the data from the selector 222

will be supplied to the digital watermark information detection circuit 230.

When the data from the digital watermark information selector 229 has digitzi] |
watermark information added thereto, the digital watermark information detection
circuit 230 detects the digital watermark information as above, and supplies the result
of detection as copyright management information to the system controller 600. The
system controller 600 interprets the copyright management information, and controls
th_b recording control circuit 231 according to the interpreted copyright management

‘ i;}férmation as :above.
| Thus, when the copyright management information embedded as digital
watermark information in the data means that the copying is inhibited, the system |

controller 600 controls the recording control circuit 23 1 to inhibit the recording. Also,

when the copyright management information means, as the result of interpretation, that




the digital watermark information has not to be rewitten, the digital
watermark information rewite circuit 232 will be bypgs sPpogeassed

t hrough, Then the data fromthe digital watermark information rewite
circuit 232 is supplied to the recording signal selector 225. Also in this
case, the recording signal selector 225 is swtched wth the selection
control signal fromthe systemcontrmller 600 to output the data from the
digital watermark information rewite circuit 232, such that the data from

t he el anat " i ; ' ' S¥dlred3eri“CosviTRld eqhd 0 t he
re-corgfle%ctcghﬂggiiﬁi%gllﬁ??ﬁ%b%%%?gg%?@hgﬁp?i calr dioé%I 240’ via the
wite head 22 i.n_the farenent i.oned recordin f, encr e a and
Fecor aiignsentrelier F0iorted: scErordiRg Fplh b B e SRURhEEHT . e
dat-a recordi ng apparatus 220 refers to the signal configuration

i nf orthetdawnsiiaaph cisquithaharebyaallgwing thaseentdingforrapyiegpdhe datafram he
digital input 17 August 2005 74 termnal 211 and includinga content |D,
encr yiei ot dihgrdaitiol rciraic 29 btis gappHedind alie digithbwméineark MEbimdtdsmat i on
(indicating whether digital watermark information is enbedded in the

- dat a) s e i IR &H%ﬁiﬁ@éor‘:é@é\gﬁﬁfmﬁxﬁo&ﬁ%ﬁgﬁ%ﬂﬂﬂe(‘lE?ithe &@gﬁgﬁt type,

conpressi on 1 nfornmation I ndicati ether t ata has been ressed or

1 nf ormabagsap AL, WS TS TR bR BTS00 e
-data recordi n%_ apparatus 220 basiac.gl I_ry' alltl ows to re%:or d tihe suppl i 1ed dat a
as i tcamrolywhe digital supierinatk dfiosmiation TeWaite MK Al toEaNIik, Hal the
system controller 600 causes the digital watermark information detection
Ci r cuivhtezdrk infdemacion if the digital watermark information embedded inthe data to

be recorded to the optical disc 240 has to be rewritten, like “one copy allowed”. When

the digital watermark information has not to be rewritten, the digital watermark

information rewrite circuit 232 will be bypassed or -paséed through. Then the data

from the digital watermark information rewrite circuit 232 is supplied to the recording

signal selector 225. Also in this case, the recording signal selector 225 is switched

with the seléction control signal from the system controller 600 to output the data from

thé digitél watermark information rewrite circuit 232, such that the data from the

digital watermark information rewrite circuit 232 is supplied to the reéording circuit

226 and thus recorded to the optical disc 240 via the write head 227 as in the

aforementioned recording of encrypted data and recording of data having not been

encrypted but compressed. | |

As above, the data recording apparatus 220 refers to the signal configuration

information supplied incidentally to the digital data supplied via the digital input




digital watermark information enbedded in the data, and controls the
-recording according to the copyright managenent inforym L%tbggg cated by
the digital watermark information. Thus, since encrypted data can be
protected frombeing illegally used, detection of digital watermark
“-sinformation is not effected, the data recording apparatus 220 cannot be
applied wth any heavy | oad and funci4 on with an inproved perfornmance:.
‘Al so, since non-encrypted data can be controlled for recording according to

copyr k&%ina@ﬁﬁmﬂudiﬂgﬁ chRtcneID] ﬁﬁfﬁﬁ@@irﬁﬁrﬁé@éﬁ,@ncﬁﬁﬁﬁﬁt@bﬁnique-

I nformati on enbedded in The non-encrypted data, the datd can be protected
from beg 1 e ' G ' : t. t ng:-.Ii n the
data prisMslor TN nfEBlsfon (ftiatife SR TRt St dimdiR Bectiidifis 0 ;T
be described with refere o the flowchart shown in FIGS. 19 d 20. It
shoul gmpeddsten Gaimot M3 iteramati th 4 et Aﬁgagmaﬂ@e@fomatlpﬁeﬁ),
operations nmade nmainly under the control of the systemcontroller 600.

Fi r st contesit efyp®, 186dmptéssiay Snfmmdivnr ahdierti6@Owhethyes thwh etaterhashdeepcor d
key on the key-control unit 243 has been operated by the user. Wen the’

- resul boﬁfgrk&t@ﬁ”@f‘tnot,i 8tct,Nadd dogtroRe thel dafy I&%ﬁdﬁ%eﬁc&frﬁﬁ%% thBEDRMt em
~controller 600 goes to step S182 where it wll refer to the signal

cont | SRRy NS HRL ORI GRS Be Ha0BbAMEbncrS B MR AR Yary,

i nf or mation extracti on ¢ and ‘goe e€re it wll
| sl TORR AR OS2 Bipicatly ) o HETcons (LG SRR been
encrypted, the systemcontroller 600 goes to step S184 where it will swtch
t he sel ect &¥hen the supplied data is a one having not been encrypted, the system
controller 600 causes the digital watermark information detection circuit 230 to detect
digital watermark information embedded in the data, and controls the recording
according to the copyright management information indicated by the digital watermark |
information.
Thus, since encrypted data can be protected from being illegally used, detection
of digital watermark information is not effected, the data recording apparatus 220
cannot be applied with any heavy load and function with an improved pe-rformance;
Also, since non-encrypted data can be controlled for recording according to copyright
management information indicated by digital watermark infbrmation embedded in the
non-encrypted data, the data can be protected from being illegally copied. |
Next, operations made for data playing in the data playing appérzitus 220
. constructed as having been described above will be déscribéd with reference to the

flow chart shown in FIGS. 19 and 20. Ii should be noted that these flow chart show




222 to output the data to the recording control circuit 224, and al so the
recording signal selector 225 to output the data fron1fﬂyamg%p§@dg ng control
circuit 224. Then the systemcontroller 600 goes to step S185 where it :
will interpret the result of DRM information decryption fromthe DRM
~information decryption circuit 233, and then to step S186 where it wll
judge whether the recording for copyisng is possible. Wen the result of
judgnment is that the recording is possible, the systemcontroller 600 goes

0 S HRITINERRAL tpdtbh) AOCE R coli FSRE iAo fler gyl ¢ 224 o the

af orenentti oned r ecor state to su romthe

recording sjgnal selector 225 to the wite head 227 via the recording
ciroutt SoBrsa sten§18heDe ysim Santronersdf jndase e therfadpsordeim opti cal
disc 240. On the other hand, if it is judged in step S186 that the

1 ecorthierkgyFconteapyiingd3 bas bepoopetated by thévesare When dlic BRMt offjodgmenbn

I nterpretation neans, the system 17 August 2005 76 controller 600 goes to

step iSRSt tMeee@ofd k¥y hhs BEEY paéssbdLtheasBicth RBnGBIIEF D0 Foks to ktep23182 0 the

af orenenti oned recordi ng-inhi bi ted state to inhibit the recordi ng as above,
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will - judge whether the supplied data is a one having been conpressed or
not . jwige whﬁéhemﬁlﬂlﬂuppﬁeﬂuﬁlﬁm one having I8kmCeriagypliedt t he supplied data is
a one having been conpressed, the systemcontroller 600 goes to step S191
where it ViMHen the result of judgment in step S183 is that the supplied data has been

“encrypted, the system controller 600 goes to step S184 where it will switch the selector

222 to output the data to the reéording control circuit 224, and also the recording

signal selector 225 to output the data from the recording control circuit 224. Then the

system controller 600 goes to step S185 where it will interpret the result of DRM

information decryption from the DRM information decryption circuit 233, and then

to step S186 where it will judge whether the recording for copying is possible. When

the result of judgment is that the recording is possible, the system controller 600 goes

to step $187 where it will control the recording control circuit 224 to the

aforementioned recording—allowéd state to supply the data from the recording signal

selector 225 to the write head 227 via the recording circuit 226 and thus the write head

227 will write the data to the optical disc 240. .

On the other hand, if it is judged in step S186 that the recording for copying is

impossible as the result of DRM information interpretation means, the system




switch the selector 222 to output the data to the deconpression circuit

228, the recording signal selector 225 to output the ﬁ;aAggJS[%qg he digital

watermark information rewite circuit 232, and also the digital waternmark

information selector 229 to output the data fromthe deconpression circuit

0 228. - Wen it is judged in step S190 that the supplied data is a

.- non-conpressed data, the -systemcomtroller 600 goes to step S192 where it
will switch the selector 222 to output the data to the digital watermark

i nfor F&Stkﬁmeﬁai@gé&fto%?%) 8198 (e flwAll CORRYo! Ble reebrdin coR#é] cithifit 224 or di ng
ect or

si gnal se 25 to dgutput the data fromthe digital watermark

I nf or o rewite cjrcuit. 232, . I bl -4 &l ' {on

sel ec{a‘i@%‘? ag%erp%ntgmedﬁeC{;)ﬁci}mggpgllﬁ{égr#{}ﬁégé@l@@ttgwmﬁgeéﬁog{eggﬁ 191 or
after conpleti.on of the operation in step, $S192, the system coniroller 600
goes BoCHIOIcES80 vt i willgause thribED Bai 2440 PrompiiheRser Y BPRY: 17
August 2005 77 fromthe digital watermark i nformation detection circuit
230, whttheredodingaisdntposbible.r ecorded has digital watermark information
enbedded therein. For the purpose of this judgnent, the systemcontroller

600 causes Al wheh 1tal ;{@g&rm jsmsg_mﬁtthe@gggﬁé&amaqa aCORSHAYing 3Ot t O

~detect digital waternma nf or lon in the a fromthe digital

or der b oA u PR HER S TR B0k BIAARIPTIREAC! PR T, (o,

not within the redetermned time lLength, Wien digital watermark
" i nf or faslgeoRhethsr ﬁlﬁ/@lmfﬂl@ﬁ] dafadiea 088 haﬂ?’i&ée%fl‘émpﬁ?éeéﬁétné’ controll er 600
goes to step S194 where it will interpret the digital waternark

‘i nf or mat i oWledthehssuljoefs judgmenpinsitep S} is that the suppliggbdata is a one
- having been compressed, the system controller 600 goes to step S191 where it will
switch the selector 222 to output the data to the decompression circuit 228, the
recording signal selector 225 to output the data from the digital watermark informaﬁon |
rewrite circuit 232, and also the digital watermark information selector 229 to output
the data from the decompression circuit 228,
When it is judged in step S190 that the supplied data is a non-compressed data,
the system controller 600 goes to step S192 where it will switch the seleétor 222 to
- output the data to the digital watermark information selector 229 and recording control
circuit 231, the recording signal selector 225 té output the data from the digital
- watermark information rewrite circu_it 232, and the digital watermark information‘
selection 229 to output the data from the selector 222.
After step S191 or after completion of the opefation in step S192, the system

controlier 600 goes to step S193 where it will judge, based on the detection output




whet her the detected digital watermark information is valid or not. This
judgnent is intended to see whether the digital water k in tion has
been falsified to have contents which cannot nornall ng’[e\l.’g%égéﬁe
detected digital watermark information is judged to be valid, the system
controll'er 600 goes to step S196 where it wll judge whether the result of
“interpretation of the digital waterngrk information, that is, of the
copyright managenent information, nmeans that the data can be recorded for

CoP iy et AR5 SRS A SRRl oo

i nf ornati on not vall en i in dte

recordi ng,f copyl [S i si bl.e, the emcontraller 600 es to
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goes to step S189 where it will control the LCD unit 244 to pronpt the
user , jusgnardpithg  syistern - comrtrokiero 680ngausssi theo digitdl ewatez mauk uinforzo@sorys  Wien
It is judged in step 5196 that the recording for copying is possible, the

syst efeteonidn Witcalit 880 18 akfedtadigiteP waldtmamkantornhatidd lin itk datafieni glic t he
digital watermark information has to be rewitten. Wen it is judged that

h _ ' di o : A Y it al
wnt or i PvaRomtal infoSERiBhAGICCRT 204§ rotfelimmfuHILAL A b Bimd B b 1
nunber of ¢ rol].er 60 S198 ere it will
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the digital watermark information. After conpletion of the digital

wat erpigdeterafinedrdimedengile i When cligitabwatermark infdyaation xiant havedbgén al

wat ermark informati on has not to be rewitten, the system
detected in the data, the system controller 600 goes to step S194 where it will interpret
the digiial watermark information and then goes to step S195 where it will judge
whether the detected digital watermark information is valid or not. This judgment is
intended to see whether the digital watermark information has been falsified to have
contents which cannot normall.y- be.

When the detected digital watermark information- is judged to be valid, the
system controller 600 goes to step S196- where it will judge whether the result of
interpretation of the digital watermark information, that is, of the copyright
management infonna_tion, means that the data can be recorded for copying.

When it is judged in step S195 that the dcteéted digital watermark information

“is not valid or when it is judged in step S196 that the recording for copying is |
impos_sible, the system controller 600 goes to step S188 shown in FIG. 19 where it will
- inhibit the recording. Then it goes to step S189 where -it. will control the LCD unit 244

to prompt the user, by display, that the recording is impossible.




control l er 600 goes to step S187 in FIG 19 to record the data. Note that
also in this data recordi ng apparatus 220, when it is j 95% | tep $S193
that no digital watermark information can be detect ed,“tjﬁe S%?%% :
controller 600 goes to step S187 and subsequent steps where the data wll
be recorded. This is intended because there exists a conventional content
having no digital watermark informéi on enbedded therein or a content
unknown as to how it has been protected against copying. However, since
such -a conVgi¥n ftds jkdgthinasie 8 106What thea coriing for obeyingds peasibid, thopyi ng
Is also unclear as to how it has been routed, 1t may be inhibited from
bei ng " g5 | €8§9% R5HeleNit! WA iRASOW MGheS IC Bidilye data
recor%\Fsﬁgﬁappaggﬁﬁg%egzggﬁsgﬁggtseﬁgﬁggvnogeteol det ect %y di g?ta}fgwa% er mar k

i nformation ep the.data tq be recor I s.an engrypted on [ an
recorH’afeﬁgwémPf}HF?gl@zlﬂaé LY @W%?% gﬁ’j‘if’ @ilwfﬁeﬁfﬁ&%ﬁo%ﬁ@ and
wth a hig_hl y inproved performance. That is, with the conventional data

r ecor thredrdmigoiimn dopyigneads wvaiting of the digital watesmiazk intprpwtigaciojthed and
deconpressed for the purpose of detecting digital watermark information,

i f o anpurprizb of iasting thé\opiatehedation beguinbebel ey, dssadtandoatollyp6@d agai n
for recording. In conparison with the above conventional data recording :

appar ghisg Qfé‘pegf% wikie SIRAHI cﬁﬂfOIQEet&i%itQE%tc R HifOEAARA rdke
according to the present 1 nvention, havifig been described wth reference
to FIG econpr essi on, decryption,

3 d ., Ci jts.f dat
corrpr'%Qf%%ggﬁﬁsfﬁﬁ?(&i‘gﬁqc‘giﬁlt%‘}\&%ie% lpﬁmi%ﬁag’%'orenent i oned enbodi ment s,

- _encrypted data is not subjected

After completiop of the digital watermark information rewriting or when it is
judged tﬁat the digital watermark information has nét to be rewritten, the system
controller 600 goes to step S187 in FIG. 19 to record the data.

| Note that al.so in this data recording apparatus- 220, when it is judged iﬁ step
'$193 that no digital watermark information can be detected, the system controller 600
goes to step S187 and subsequent steps where the data will be recorded. This is
intended because there exists a conventional content having no digital watermark
infoﬁnation embedded therein or a content unknown as to how it has been protected
against copying. However, since such a content not known as to how it has been |
protected against copying is also unclear as to hbw it has been routed, it may be
inhibited from being recorded.

‘As having been described in the foregoing, since the data récording apparatus

220 is designed not to detect any digital watermark information when the. data to be

recorded is an .cncrypted one, it can record the encrypted data for copying very simply




to detection of additional information such as digital watermark

I nformati on enbedded in the encrypted data, while nonT?eﬂn}flg'déPQ data is
subj ected to the detection of additional information such as digital

wat ermark informati on enbedded in the non- encrypted data. However, the
present invention is not limted to this system design. For exanple, a data
recorded having no deconpression cirguit will not be able to detect any
digital watermark information having been enbedded in a data which is not

yet ¢ sed. | o 255 | ' digital
et er f R e EE R ovel pERRHen ST SRR With e FEVEnyiglal dhed 16878eq, 5, 2
havi ng not , n encrypted is processed et her digital waterppr

i nf OrﬁiﬁWBmgféLﬂ:&VBB ageneripigd data hasto hayéwm@ QG%BE’?&?‘?FEPQIE%

whet her the data is a conpressed or non- conpressed one. Also, in a data

r ecor plippse pfislettatingrdigitahwhtedimagk informhatiah, fanyy embkdded iubestat@ed 80

I nformati on detection circuit capable of discrimnating the type of digital

wat er gy fo beahPRissa aﬁﬂﬂﬁ{i‘i‘?ﬁeﬂr‘ag%ﬁ itb rd rdingat By cOnRArRbAGLHR the

according to si configuration i nformation Supplied 'as added to a

oy et T d%f?gah@?ﬁ?séﬂﬂﬁﬁé Apptat FE P b BoliBfs e AR o

digital termark information. That is, even in, case a non- encrypted data
s priseesdias aRBREAHS ACEMAInE 16 1 BEASITh TabioBe hEHPEPesst serBRASHIN gi gi t o
- watermark information may be decided according to the type of digital
wat ermefietenceftor FEGi 3n neSidsinmcirgnits for aweh alata remomprepsiobeidagryptignal
~configuration information supplied
compression and encryption.

Note that in the aforementioned embodiments, encrypted data is not subjected
to detection of additional information such as digital watermark information embedded
in the encrypted data, while non-encrypted data is subjected to the detection of
additional information such as digital watermark information embedded in the non-
encrypted data. However, the present invention is not limited to this system désign;

For example, a data recorded having no decompression circuit will not be able
to detect any digital watermark information having been embedded in a data which is
not yet comﬁressed because it cannot decompress the data. In this case, digital
watermark information may not be detected. That is, even in case a data having not
been encrypted is processed, whether digital watermark information should be detected
or not may be decided depending upon whether the data is a compressed or non-

compressed one.

Also, in a data recording apparatus not including a digital watermark




incidentally to an object data nmakes it clear that there is not provided a
~digiital watermark information detection circuit for tiyeadgueezcel digital
wat ermark i nformati on enbedded in the object data according or that no
digital watermark information is enbedded in the data, no digital
“watermark information may be detected in any non- encrypted data. That is,
even for a non-encrypted content dat8®, whether digital waternark
~information should be detected or not may be decided according to the type
of thinfopnhton dériction@ircniturapabloobdisatiminaténgytickt yipef off digitabwatermatlst be
detected in a non- encrypted data having no digital watermark information

enbedggd, Qﬁéﬁi%b%@%éd‘ ih S FA¥IBERA! dhta0d %@p@bc@%ﬂ | fHdoRdingNd Rigtalat i on

incidental tot a. That i1s, whether digital watermark I'nfornation

shoul d be det.ected or .not nmay. be dggi ded i 0 obj ect
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81 not. Also, in case a data fornmt of an object data, being,sjgnal

conf i tpeidentally tonthsr data, evesuihs phiect ata dwving 910@6{%69%' tedlk &ot | ¢
clear that there is not provided a digital watermark information detection
circ Us'sﬁbgéeﬂedttb eletoamionadf digithl elateraiark imfdrmaitioho rHiettiisrevembadusd ainent he

obj ect data according, no digital watermark information is enbedded in the
dat a, ey g&@ d4t955 HroeeREQY WaRthe thi! dR8 3hotRPbB BBt of &dtetien ofidopt i ng
ot her co control “techni que or playing control technique, no digital
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Similasly, in case a content type being signal configuration information supplied
incidentally to an object data make_s it clear that there is not provided a digital
watermark information detection circuit for the type of digital watermark information |
embedded in the object data according or that no digital watermark information is
embedded in the data, no digital watermark information may be detected in any non-
encrypted data. That is, even for a non-encrypted content data, whether digital
watermark information should be detected or not may be decided according to the type
of the content data.

| Of course, digital watermark informatioﬁ may not be detected in a non-
encrypted data having no digital watermark information embedded therein, which is
evident from signal configuration information incidental to the data. Thatis, w-hethe:t

- digital watermark information should be detected or not may be decided depending

upon whether an object data has digital watermark information embedded therein or




may  be decided according to the format of the data. It should be noted that
the data formats include various types such as CD, DVR mapmsiMdogat a
formats. Even a non-encrypted data may be recorded or played according to
DRM information for exanple. Also, even an encrypted data which however
has not been encrypted exactly to the intended purpose of the encryption
may be recorded or played accordinggyo detected digital watermnmark
informati on detected fromtherein. Also, in case it is possible to judge,
‘based gn predet erm ned signal configuration information such as data
formdt®or the Iike of a data, whether the data is a one havi ng been

encrypted or having not_ to be copied or .played according,to _di gi

wat er mar k Alss dpneaseon, dajp Fn’é'r"?dzifg’i“f zﬂbl‘%at éﬁﬁa lﬁ%ﬁlﬁfmtﬁo&ﬁi@%@% be
detected or not may be decided according to the signal configuration
i nf oriféineation SuphlipdsinckizasalBpto the date mikesahelear &wgdh@ﬁmapﬁﬁm‘@siefg i gnal
configuration information incidental to a content data to be recorded to an

opt | fﬁh@%ﬁ%&tﬁnﬁﬁﬂ% affolMafiol diedtivn kirkaitolortihe typeowf eigitalavatesmaskided t o

a fi er of a file-formcontent data. However, the present invention.

is nat limted to t Ve A iDe.r . ifoAnslion age
nedi dﬂf%%ﬁl%elgﬁegaﬁgg ecﬁbééucndégi g%%"‘ﬁ@*&?”nﬁ??ﬁ?ﬁ%’ ﬁ%ﬁﬁgﬂa Qont i guration
informati on added to . the sector header and. sub-code r r n the
af or REMOIED BESCHHEn 08 TS SnBToviRrS AR ER Res BreveuiEh HEare
content by digital watermarking. However, the present invention_can. cover
dat a ddopting other copy control technique or playing control technique, no digital

watermark information may be detected in any non-encrypted data. That is, even for

anon-encrypted data, whether digital watermark information should be detected ornot

may be decided according to the format of the data. It should be noted that the data

formats include various types such as CD, DVD and MD data formats.

Even a non-encrypted data may be recorded or played according to DRM

information for example.

Also, even an encrypted data which however has not been encrypted exactly to
the intended purpose of the encryption may be recorded or played according to
detected digithl watermark information detected frpm therein.

Also, in case it is possible to judge, based on predetermined signal configuration
information such as data format or the like of a datai, whether the data is a one having
been encrypted or having not to be copied or played according to digital watermark
information, whether digital watermark information should be detected or not may be

decided acCording to the signal configuration information.




whi ch addi ti onal information has been enmbedded by any other technique In
the aforenentioned enbodi ments, audio signals are to bg A@uetsgss or played.
‘However, the data to be recorded or played is not limted to the audio
signals but may be programdata such as video data, text data or gane.

Al so, the storage mediumis not limted to the optical disc but maybe. a
nmenory card, hard disc or senicondu¥ or menory for exanple. [In case it is
deci ded whet her digital watermark information is to be detected or .not,
based on. whetheaforenmmtiotat anitodiments, signaheprdighaadentinfhrnation wicifental
watermark information difficult-to detect (for the situation (2))] [Data

recor gy é)%oﬁfh?@rdawﬁi b¥edbrie@itd ah opical aRicks istied W00 orshelikeddatei n an
audi o, PCI\/I Si naI and the signal is converted to an anal og signal, the

erechel B SO A AR ot SRR BRI Ml B oo

|sasolut|ontoth|s problem Ref ing nowto FIG 21, st|II anot her
enbod PHEsSDE BvepHendangt Hauladd "&ﬁ‘ﬁﬁr atus according to the present
invention is schematically shovvn in the formof a block diagram The data
recor ded i A gementddty to bdircedrddd wo mistorage meedinoesuchtas amoptidad dissrbayi ment |
a CD-R (conpact disc - recordable), CR RW(conpact disc - rewitable) or

| an Opbe %&m%@ﬁm@ﬁﬁg@lapéoﬁﬁ%%ﬁbﬁqnmﬁﬁmﬁ)mdm theucmriftatiepind he CD-R

: showi in FIG 21, the data recordi ng-apparatus 140 is
. pr OV' gl%i-codé %aﬂ thereof.
| In the aforementioned embodiments, additional information is embedded in 2
content by digital watermarking. However, the present invention can cover data in
- which additional information has been embedded by any other technique.

In the aforementioned embodiments, audio signals are to be recorded or played.
However, the data to be recorded or played is not limited to the audio signals but may
be program data such as video data, text data or game.

Also, the storage medium is not limited to the optical disc but may be a memory
card, hard disc or semiconductor memory for example.

[In case it is decided whether digital watermark information is to be detected

or noi, based on whether input data is a oné having embedded therein digital

watermark information difficult to detect (for the situation (2))]

[Data recording apparatus]

When digital watermark information is embedded in an audio PCM signal and

the signal is converted to an analog signal, the embedded digital watermark




plurality of external input termnals including an anal og input interface
142 and IEC 958 interface 143. The anal og input i nterfaggutdZogsecei ves an
anal og audi o signal entered via an analog input termnal 14la formed from
a connector jack, supplies it to an AAD converter 144 in which it will be
converted to an audio PCM signal. The audio PCM signal is supplied to a
selector 145. The | EC 958 interface 843 receives an audi o PCM signal
entered via a so-called optical digital input termnal 141d and supplies it

to a infeaAAGHAWiNV diffict (¢ défecd 4Bhe ARG @bﬁfd]h% appiathd adcoringrtaahk
I nformati on detection circuit 147. When the audi 0 PCM signal fromthe | EC

958 | mation as a digital watermark
emeo@[ggé{lﬁi&eﬂlﬁgnpﬁg Sgﬁgr%&mﬁg r’ré&% i nformati on detection circuit 147
detects the digital water rk i nf.ormat j on a d 17 Aughgné 2005 . 84.. supplies
the resul t Referpiagerewde K c%yﬁ?lﬁhﬁ“ mept of e i e 1scardipst em
~controller 700 including a m croconputer for exanpl e. The system controller
700 i apparatustaccohding dpyhe prasenbinvgationtis solienaticalbnshowhedn thdorvopfai ght
managenent information neans that the copying is inhibited, the system

cont rlﬂbbﬁfd@%ﬁnponhé @hfa reBSrdedas gehoall qﬁafched:mtﬁtﬂ fefértfic 240N Biis the
recordi ng I's, the system control er 700 controls the recording

ST B B A RO R o S
e SRl RS e s S
RW.

As shown in FIG. 21, the data recording apparatus 140 is provided with a
- plurality of external input terminals including an analog input interface 142 and IEC
958 interface 143.

| The analog input interface 142 receives an analog audio signal entered via an

analog input terminal 141a formed from a connector jack, supplies it to an A/D

converter 144 in which it will be convefted to an audio PCM signal. The audio PCM

signal is supplied to a selector 145. The IEC 958 interface 143 receives an audio PEM

signal entered via a so-called optical digital input terminal 141d and supplies it to a

- recording control circuit 146, and also to a digital watermark information detection
circuit 147. |

When the audio PCM signal from the JEC 958 interface 143 has additional

information as a digital watermark embedded there_m, the digital watermark

information detection circuit 147 detects the digital watermark information and




‘the recording control circuit. 146 to output the audio PCM signal to the
circuits: downstreamof the circuit 146, thereby all ovvjm,gugilfgezg{%:ordi ng for
copying. The audio data fromthe recording control circuit 146 is supplied
to a digital watermark information rewite circuit 148. Then, even if copy
control information included in the copyright managenent information
allows the recording for copying, ti84 system controller 700 will control
the digital watermark information rewite circuit 148 to rewite the

di gi tﬁ£N%th&1& I le@itictNas cOPYrighe neaingedldndiRtbrnisdioncrpy systeinbi t ed"

or to reduced nunmber of tinmes copy can be done when the copy generation

or n fradd ' ' Lmted, |ike "one copy allowed".
When ﬁmféll&u’?ndnde@?@%cgﬁg%ﬁ@ﬁg@@&r}tﬂ?gﬁ?r@?g%g@g. wat ermark information, the
digital watermark information rewite circuif 148 will be .bypassed or
passed t hr §BgEYSteRcRiapleI lﬁﬁﬁ%c@rt@ﬁqwfkﬁhéim%a&ﬁﬁi%ﬁ ai‘l‘)(lj'r mat i on
rewite circuit 148 is supplied to the 17 August 2005 85 sel ector 145. The
user Werthe copgright mhragdment inkerenation mepus that the ¢opying is omibibed; thelat a i s
to be recorded. For this purpose, the data recordi ng apparatus 140 is

provi W EbntRollde Y0008 tPdls Uhiet réledding’ coRBORIdiRiIOY 46heo UaRibit The
~key-control unit 154 has provided thereon a plurality of keys such as

rec O;Eigﬁgﬁl}gl al a?fgckh%ggsljéﬁy éoﬂ;}{e:bsll?égdfldd htidfs ihré??%%g?ﬁaﬁ ?%’ﬁ@%#;}ﬁmé or

entr USEr "STset ectr onor nati on. : :
cont 151 3tap svply i e B Sataite ShE sl FBMBHBERT RGOSR  on
signal to judge which one of the keys has been operated and controls
~ cor r espondAly, whieo théresuleefinterptetation of the copyright management information
is judged to be “one copy allowed” or “copy-free”, the system controller 700 controls
the recording control circuit 146 to output the audjo PCM signal to the circuits
downstream bf the circuit 146, thereby allowing the recording for copying. The audio
data from the recording control circuit 146 is supplied to a digital watermark
information rewrite circuit 148. Then, even if copy control information included in the:

_ _éopyright management information allows the recording for copying, the system.
controller 700 will control the diéital waterpark information rewrite circuit 148 to
rewrite the digital watermark information friom “one copy allowed” to “copy inhibited”
or to a reduced number of times copy éan be done when the copy generation or

| .numﬁer of times of copying is to be limited, like “one copy allowed”. When it is‘
unnecessary fo rewrite the digital watermark information, the digital watermark

information rewrite circuit 148 will be bypassed or passed through. The audio PCM

data from the digital Watennark_:_infonnation rewrite circuit 148 is supplied to the




judgment. Then, the systemcontroller 700 controls the selector 145 to
- select ‘and_ output a signal froman external input intgriagR:ssisected by
t he user. The audi o PCM signal outputted fromthe selector 145 is supplied
to a wite head 150 via a recording circuit 149 including an ECC encoder
and-recording nodulation circuit. The wite head 150 wites data to an
optical disc 151. The optical discgibl is rotated by a spindle notor 152
at a predeterm ned velocity under a CLV servo control of a servo circuit
153. SLE%\@FW? circuit 153 produces a velocity servo signal based on the
audi o sighal to be recorded for exanple, and supplies it to the
spi ndl e nmotor 152. The servo ciycuit 153 .,s supplied wth a,cqntrol. signal
fromthe iﬁ%pé?ﬁ el RF OF thoaboYe ezsmwunpweﬁﬁeém oy Wi Uthis head
150 radially of the optical disc 151 and also in the track direction.
Next ,todpercabrdats Facthis purpoae,ahe elata dicooding apparatas 440ds praiided appea at us
140 17 August 2005 86 constructed as havi ng been described above wll be

descridiedonirdlurie] 54 etraiélba%ﬂﬁé Q¥urC B kesesroNubit §54 Bds ptdvigbaul d be

noted that these flow chart show the operati"ons made mainly under the
* cont Bri<din 48RS ARRRbEse Frofiile it By LRAREFR I Efich T Y AREF, 15,
'he SPRFOBMOPIEY CFowssgineciceen o Sevlmailohe A Kay TPeFERA SMicd  on
the operated state of the input select key on the key-control unit 154,
whet hmrraspending tog kepapeiatedeby sheudersisspplicdta the system ¢antrddler ¥@§ed i n
- step S102 that not the analog input interface 142 but the
The system controller 700 interprets the key-operation signal to judge which
one of the keys has been operated and controls correspondingly to the result of
judgment. Then, the system controller 700 controls the selector 145 to select and
output a signal from an external input interface selected by the user.
The audio PCM signal outputted from the selector 145 is supplied to a write
head 150 via a recording circuit 149 including an ECC encoder and recording
modulation circuit. The write head 150 writes data to an optical disc 151. The optical
disc 151 is rotated by a spindle motor 152 at 2 predeteimined velocity under a CLV
servo control of a servo éircuit 153. The ser’vb circuit 153 produces a velocity servo
" signal based on the audio PCM signal to be recorded for example, and supplies it to
‘the spindle motor 152. The servo circuit 153 is supplied with a control signal from the
system controller 700 to control th.c position of the write head 150 radially of the

optical disc 151 and also in the track direction.

- - Next, operations made for data recording in the data recording apparatus 140




| EC 958 interface 143 is selected, the systemcontroller 700 goes to step

. 5103 where it -wll judge whether digital watermark i nf05hmRitoihs s enbedded
~in the audio PCM data to be recorded. For this judgnent, tThe system
controller 700 causes the digital watermark information detection circuit
147 to detect digital watermark information for a predeterm ned | ength of
time and judges whether digital wat@bmark informati on can have been
detected within the predeterm ned | ength of time. Wen the digital

vat er pedstrichiéd ashbi g Isegh descgitedarbovetweill bel describidibwittstedencnoate dhé er 700
goes to step S104 where it will interpret the digital watermark

i nfor ' p gﬂ&? ' e Led o d ‘
det ecﬁgg} gﬁ%ﬁtﬁgﬁ%?’gﬂg{r?ﬁn#&m Id‘(’)!%']k?;hgté\;g% thg%é‘ﬁi%t%v- Wﬁﬁ#?ﬁﬁ%gﬁ%nt i's

I ntended to see ether the digital termark infaornmati has been

(ol o SPeiations e Inemk waer e eo i i Rh ST em SR A < Fttged t hat
the detected digital watermark information is valid, the 17 August 2005 87
syst em conFirsl insstey 8004 obs system epntsalde THEjudges whether thagecor: rafing to
the result of interpretation of the digital watermark information, nanely,

- copyr {lghkeyTBBAGETRAT 1544y adn GptratedetWhienahe Rétordleey 8gadgedito have copyi ng
of the dat'a is possible. Wien it is judged in step S105 that the detected

digit r g ' ' ' K I3k Wi I step
S106 Pl Spalte, fu O sRRon Bl 7003eY &) p SHOZDRGLAL Wil Al e ) or
700 goes, to st

<1 op 8 T B 35 o8 hEaRpbbrelt keooh MetkeysSontiTinuiiof w1
di splay, that the recording is inpossible. Also, when it is judged in step
S106 _mvelogtimaltrietmfmerﬂgﬂf wrsebasped.ng i s possi bl e,
When it is judged in step S102 that not the analog input interface 142 but the

IEC 958 interface 143 is selected, the system controller 700 goes to step S103 where

it will judge whether digital watermark information is embedded in the audio PCM |

data to be recorded. For this judgment, the system controller 700 causes the digital

watermark information detection circuit 147 to detect digital watermark information

for a predetermined length of time and judges whether digital watermark information

can have been detected within the predetermined length of time. When the digital

watermark information can have been detected so, the system controlier 700 goes to

step S104 where it will interpret the digital watermark information, and goes to step

S$105 where it will judge whether the detected digital watermark information is valid:

or not. This judgment is intended to see whether the digital watermark information has

been falsified to have contents which cannot normally be.

When it is judged that the detected digital watermark information is valid, the




. the systemcontroller 700 judges in step S107 whet her the di gi tal watermark

information has to be rewitten. Wen it is judged thafy A} rol of the
recording for copying needs rewiting of the digital vvaterrrar i nformati on
because the copy generation is |imted or nunber of tines copying can be
~done is limted, the system controller 700 wll control, in step 5108, the
digital watermark information rewit8§ circuit 148 to rewite the digital
wat ermark i nformation. After conpletion of the digital watermark

i nf or%t téRtongwWllet 700 g@%s Yhsia IS10@wheM%Au§ﬁt§¢e taB@oﬂhﬂ% itheVabEf BRI K

I nf or lon has not t0O be rewfitten, the sys contr er 700 goes to

That BREPHARR Otfﬁﬁaﬁéﬁ@%&e@%ﬁ%&%5&2’@%%316&#@%&%@F@%‘ﬁﬁi ais

converted in the A/D converter 144 to audi o PCM SI%B in step S112, and
the aidpBIRENM,SVRFAPT PEnPLthsriscarding doppopsing ofthe Aatpis passtdess  Note that
“also in this enbodinent, when it is judged in step S103 that no digital

wat er mar k Wifeoritist judged a'mstlap Sl 5ahaethe ddiectsy sligitalowatermbtleinfénifatiaes t o
step 5109 where the data wll be recorded. This is intended because there

exi st C \" I { I foypl titon
R RotCPAYENSH dh 1t0i§?%l§1[gkdhﬁi ste SP06! AL ﬁie  CSLY for éﬁgf}rﬁ% i

enbedded theréin or a con unkno as to how it has been cted

S22, L K Lo GO Bhed SRR L Ore Rl

't e iag”&uﬁgéoe;sﬂg'@i’éé BA1407e doun Lo algnk G2 am 160 ToPrame ot ot
to detect any digital watermark information when the data to be
user, by display, that the recording is impossible.

Also, when it is judged in step S106 that the fecording for copying is possible,

-the system controller 700 judges in step S107 whether the digital watermark
information has to be rewritten. When it is judged that the control of the recording for

‘copying needs rewriting of the digital wafermark information because the copy

~ generation is limited or number of times copying can be done is lilﬁited, the system
controller 700 will control, in step S108, the digital watermark -informatioﬁ rewrite
circuit 148 to rewrite the digital watermark information.

After éompletion of the digital watermark information rewriting or when it is
judged that the digital watermark information has not to be rewritten, the system
controller 700 goes to step S109 where the data will be recorded.

When it is judged in step S102 that the analog input interféce 142'1‘5 sclected;

the input analog data is converted in the A/D converter 144 to audio PCM signal in

step $112, and the audio PCM signal is recorded in step S109.




recorded is an analog data, it does not detect digital watermark
information wunnecessarily and thus it can work w th ajhaghisy 200er oved
performance. In the foregoing, the present invention has been recorded
concerning the data recording apparatus. Also in a data playi ng apparat us
provided with an analog input interface and digital input interface, data
~entered fromthe analog input interf8ce can be reproduced without having
to detect digital waternmark information, as above. Note that the above data

recordi ng amaritadsdiaghixanbodiacsrtpeten it i$ irlgedn eppi Sk 3thatnsdigitai on t o
"the problemthat when digital watermark information is enbedded in an

audi o ' . ' ' | | e
ambedd R o ARG o b e e O s 1O o ¢ e
anal og, signal. In. case digi wat ermar k. i nf ornati on_enbedded in_apal og
Gara g P dat oo E5S ropndad ahwisTs MUCHIEY beFast Iare CxBvaroae il o pav
data, the audio PCMdata is 17 August 2005 89 not subjected to detection
of di gouteint havingramok digitabrwalerioark infosmetiont ciobadded thesehy of faceBtenbased on
t he af orementioned TOC i nformation and file header information, in which
di gi t ahknewardseiokhow! PhaBtbeen protcvrdibdgsidst copyaingy Hewaver, shedd siadhpa it is
possible to determ ne, based on the result of discrimnation, which is not

subj e i O i r an: a or
o) SEplpl SotRATER Moo BN o DR TRAIAL s OBl
audi,o. PCM sigpal and the s_i gnal is

TR TN SR T MR8 S e
As having been described in the foregoing, since the data recording apparatus
140 is designed not to detect any digital watermark information when the data to be
recorded is an analog data, it does mnot detect digital watermark information
unnecessarily and thus it can work with a highly improved performance.
| In the foregoing, the present invention has been recorded concerning the data
recording apparatus. Also in a data playing apparatus provided with an analog input
interface and digital input interface, data entered from the analog input interface can
be reproduced without having to detect digital watermark information, as above.
Note that the above data recording apparatus has beén described in the
foregoing as a sol_utibn to the problem that when digital watermark information is
embedded in an audio PCM signal and the signal is converted to an analog signal, the |
embedded digital watermark information will be difficult to detect from"-[.he analog

signal. In case digital watermark information embedded in analog data is difficult to

detect when the analog data is converted to audio PCM data, the audio PCM data is




watermark information will be difficult to detect. For exanple, in case
audio data is conpressed by the MDCT (nodified di scretreagfst psod ransform
technique, digital watermark information is enbedded at a one of the DCT
coefficients where degradation due to the enbeding of digital watermark
information will not be noticeable when the date is reproduced. This is
yet. anot her enbodi ment of the data ggecordi ng apparatus according to the
present invention is a solution to this problem Referring nowto FIG 23,

pr ese _ _ erring now to
schontt a1 BePREBA T AeTEORE A boRBaBRRET] i < data

di ' al ly 1ndi d wth f . 160. | hi
erbodi mont [ ok dl GrbagBcHatinue. a8 ah heabprerp i TCtommuih ai )

CD-RW (conpact disc - rewitable) or an optical disc capable of recording
wi t h andidils ihegdetoinfbemation, inf wiishRdigitatDvaermark Aufgugratipnos gobeddedshown in
FIG 23, the data recording apparatus 160 is provided with a plurality of

ext er fadlogNdith bNIRTKACRE, | ACIsUpbRGbRN A Re1OF8ineNtivisbacen 162 ARrdltUGB
interface 163 in this enbodi nent. The | EC 958 interface 162 receives audio

cuppt§ BEAuhART, SoREGF bR RelEA%h gs oy ARRHL e BAR RRIRGSAT o

in the conpression_ci it 164 and supplied to a selector 165. The USB

i nt er?fé’(ci%gilé? ?%%‘@lgérséﬂ)ﬁiﬁf‘essed audi o data entered via an input terninal
161b formed froma connector jack, and supplies it to a recording control
circuit 16@ataambrdlu@apparatlﬁji]gi tal watermark information detection circuit

-167.

Also, when digital watermark information is embedded in a compressed audio
PCM signal and the signal is converted to an audio PCM signal, the embedded digital
watermark information will be difficult to detect. For example, in case audio data is -
' colmpressed by the MDCT (modified discrete cosine transform) technique, digital
‘watermark iﬁformation is embedded at a lone of the DCT coefficients where
degradation due to the embeding of digitﬁl watermark ipformation will not be
noticeable when the date is reproduced. This is yet ahothef embodiment of the data
recording apparatus according to the present invention is a solution to this problem.
Rcferﬁng nowto FIG. 23, the data recording apparatus according to the present
invention is schematically illustrated in the form of a blockr diagram. This data
recording apparatus is generally indicated with a reference 160. In this embodimént, .
the storage medium used is a CD-R (compact disc - -recordable), CD-RW (compact
disc - rewritable) or an optical disc capable of recording with a density double thétt lof |

CD-R or CD-RW.




When the conpressed audi o data fromthe USB interface 163 has digital

wat ermark i nformation enbedded as additional informatignihgtshds the above
digital watermark information detection circuit 167 detects the digital
wat ermark information, and supplies the result of detection as copyright
managenent information to a system controller 800 including a

m cr oprocessor for exanple. The syst@mcontroller 800 will interpret the
copyri ght rranagenent i nformati on. \When the copyri ght-nmanagenent

| nf or At | O\l 3y dvph SAOFIES 35 MeTBAR rbRSUIAS SpRARIST601 S ProbidR! Gith 4 ne

system contro ’control the re I'ng control” circuit 166 to

I nhibif t 0. That thesstem r 800

Fecor af%f’@oﬂf Sl Bckont 1 FECIR et 1b7aind bSH {<
downstream of the circuit 166. Al so, when the result of i nterpretation of
the ctsorfaemd 63n skisresmbodinieat.mmtion is judged to be "one copy al | owed” or
"copy-free", the systemcontroller 800 controls 17 August 2005 91 the
recordi ng ’(l‘hetIEQI 988 tmeifhcel 662 rerepudsiidid FEM g $soml aaodialegliqgpimal t o t he
circuits downstreamof the circuit 166, thereby allow ng the recording for

copyi g naTgﬁmt?&ﬁP hﬁﬂf@fﬁa aﬁég@ﬁ%ﬁo O {38sibA ERER 184 CTHE hRGiIPCHAT L 166

IS sup |nforrrat|on rewite clircuit 168. Then

even |f copy _control ormation .incl t h

P nfor HEnRDR caBtes S o P S tamtipsion ebif ey o bRl b SO RRET 500
_wiII_controI the digital watermark information rewite circuit 168to

r ew | The %D dntgriage 103 reromex compsessad ifgdiq demenyied yépyn MW dgianingl, " copy
i nhi bited" or to a reduced nunber of tinmes copy can be done when the copy

gener #61fornesd ﬁorrbelconﬁed:tonp&kpimtamplm it &0 4 cedoedingriont] circkid 166ne copy
~allowed". When it is

and also to a digital watermark information detection circuit 167.

When the compressed audio data from the USB interface 163 has digital
watermark information embedded as additional information therein, the above digital
watermark information detection circuit 167 detects the digital watermark information,
and supplies the result of detection as copyright management information to a system
controller 800 including a microprocessor for example.

The system controller 800 will interpret the copyright management information.
When the copyrigh-tfmanagement information is interbreted-to mean that the copying

_is inhibited, the system controller 800 will control the recording control circuit 166 to
inhibit the recording. That is, the system cbntroller 800 inhibits the recording control
circuit 166 from supplying the dét# to the circuits downstream of the circﬁit 166.

| Also, when the result of interpretation of the copyfight management information

is judged to be “one copy alldwed” or “copy-free”, the system controller 800 controls




~unnecessary to rewite the digital waternmark information, the digital
watermark information rewite circuit 168 will be by ssed

t hrough. The audio PCM data fromthe digital V\/aternafﬁsgﬁﬁg?%%ﬁon rewite
circuit 168 is supplied-to a selector 165. The user selects one of the
above external input interfaces fromwhich data is to be recorded. For
this purpose, the data recording apparatus 160 is provided with a
key-control unit 174 for operation by the user. The key-control unit 174

has  pthevtdeding befiteohcieciyit U6G L4 dytpait theyempruse daudieadsstilng tlsd aitcuignd end
keys in addition to the input select keys for entry of user's selection or

desi gpRki = i ' Pé['ﬁjg ra by the
user 1S gﬁg%ﬂlﬁeéf@oé)te ﬁg@% y_sztBé%hg%% r%ﬁ%&%g&n ediglgs@er WA@’?? ol lgf'? 800
interprets the key-operati signal to judge whi . one of .the keys has
boen GRPESSOH aNGOATRE fotma T Fehe i) e io supplisd 195 SR 2005
92 judgnent. Then, the systemcontroller 800 controls the selector 165 to
‘sel ecwatgngark infonmagioni igwaite foironitalb& x Thenaevemificopyneantfal defamatsimed by
the user. The audio PCM signal outputted fromthe selector 165 is supplied

to a inelided inehe codpPrivhemaniganest iafoehatéot alldw9tHeecueling fencdyy@ngncoder
--and recording m)d%?ra lon circuit. The wite head 170 wites data ?o an

opti Gk sgétﬁﬁl dofitro F&%O@%iil%htrgﬁj {lﬁcdié{t%/l Vitdrflafik ﬁﬂ?ﬂl\i?ﬁoi RilesirRier 172
at er a Servo control of a Servo circuit

a predetermned velocity un _ (

aud oLoB s el WP oorBeling omunpes SUAEE 10 Sme |
~spindle nmotor 172. The servo circuit 173 is supplied with a control. signal
f r ominhibited” or to a reduced number of times copy can be done when the copy generation

or number of times of copying is to be limited,_ like “one copy allowed”. When it is

unnecessary to rewrite the digital watermark information, the digital watermark

information rewrite circuit 168 will be bypassed or passed through. The audio PCM 3

data from the digital watermark information rewrite circuit 168 is supplied to a selector

165.

The user selects one of the above external input interfaces from which data is

to be recorded. For this purpose, the data recording apparatus 160 is provided with a

key-control unit 174 for operation by the user. The key-control unit 174 has provided

thereon a p]u.rality. of keys such as recording start aﬁd end keys in addition to the input

select keys for entry of user’s selection or designation. A key-operation signal

corresponding to a key operated by the user is supplied to the systém contrbllc;r 800.

The system controller 800 interprets the key-opération signal to judge which

one of the keys has been operated and controls correspondingly to the result of




system controller 800 to control the position of the wite head 170
radially of the optical disc 171 and also in the track gifg¢bhen. Next,
operations made for data recording in the data recordi ng apparatus 160
constructed as having been .descri bed above will be described with reference
to the flow chart shown in FIG 24. It should be noted that these flow
chart show the operations made nmi M2y under the control of the system
controller 800. First in step. S121, the systemcontroller 800 judges

whet hardgmentt €Chen theysystem tdoatdotlyr 800t caaltralnithe idéctuasl Gfernseper aided. When
the record key is judged to have been operated, the systemcontroller 800

goes . | LT . the rated state of the
i nput b1 eéﬁlé‘é“?%s%mﬁlﬁe@éfyﬂéé*%?‘*rtéiﬁ%ﬁ%@?%ﬁ%‘e‘ﬁﬂ&tﬁi}’gf‘ﬁe | EC 958

i nterface 2 is.selected. Wen jt.i.S | ed. i . S122 .t hat not. the

| Bcoss 1 nt ahe au0iG 5, el upued ok (67 SSlssRroleT Pl ool

- selected, the systemcontroller 800 goes to step S123 where it wll judge
whet hbeadiilgi®t zia waresonding cin¢wit S drcludingnpe dde encedas avhpgeeeubRE audi o
data to be recorded. For this judgnent, the systemcontroller 800 causes

the di@iduddtioneir&iifETke wiite head il 90 veitee dhiado aqioptival dike1 710 Theteuicatli gi t al
watermarkK information for a predeterm ned |ength of tine and judges

~ whet hgfscemi %%Ftﬂ@& ﬁ&?ﬁﬁﬁnﬁﬁf b etnivt?{gt %?P@&E@é&%iﬁ%ﬁ%@&éﬂéﬁﬁﬁ&’cﬂﬁ Qv the

predeterm ne engt t1ne. gital watermarkK 1nformation can
T PP OB of nRBr ol L ag TS FHEBI o e SRty ey sazs
VAl asignal'based on the audio FCM signal to-be recorded for cxampie, and supplis o " ' °
the spindle motor 172. The servo circuit 173 is supplied wifh a control signal from the
system controller 800 to control the position of the write head 170 radial]y of the
ooptical disc 171 and also in the track direction.

Next, operations made for data recording in the data re’cordiﬁg apparatus 160
constructed as having been described above will be described with reference to the
flow chart shown in FIG. 24. It should be noted that these flow chart show the
operations made mainly under the control of the system controller 800.

First in step S121, the system controller 800 judges whether the record key on
the key-control unit-174 has been operated. When the record key is judged to have
been operate:d, the system controller 800 goes to step 8122 where it will judge, based
on the operated state of the input select key on the key-control unit 174, WHEther the

IEC 958 interface 162 is selected.
When it is judged in step S122 that not the IEC958 interface 162 but the USB




or not. This judgnment is intended to see whether the digital watermark
information has been falsified to have contents whi chycamirtoftgy el Iy be.
When it is judged that the detected digital watermark information is valid,
the systemcontroller 800 goes to step S126 where it will judge, according
to the result of interpretation of the digital watermark information,
namel y, copyright nmanagenent i nfor@®ation, whether or not the recording for
copying of the data is possible. Wen it is judged in step S125 that the

det eghfidfaticdi 6Rls Yataedpfte systannedntfdlleri S000besvR $tdp SI23vvbiere it Wil j udged
In step S126 that the recor ing for copying |s |rrposs| bl e, the system

o U Ty M B s S0

user, by displa the recording is | ossi bl.e |s Judged
'SR 61 b8 repardedind ord B Jecaghans; thecy cpgtrahgg 8@43&&“56;8 s gligitebobs 9a
the systemcontroller 800 judges in step S127 whether the digital watermark
i nf orwatermark informatien detactivnesircuiht67 ta detecy diggtel watermarkdnfarmatisin of t he
recording for copying needs rewiting of the digital watermark information

beca%?atﬁ?@d&@ﬁﬂmcﬂqeﬁ { 6fQTnk and| r]ﬁ!i &whEthey Bhatal Watérini@k iffihridiidncan be
done is I'imted, th stem cont er 800 will control, in step S128, the

digit r r Lt the-di gital
watJ er(%g]rlxﬁ}len of rra th&feﬁ &mﬁel?{hcoﬁ%glrdc%&{)nﬁﬁé ‘iﬁ%hgsﬁ% I{ngt vvaeglrﬁrrlgrcﬁgltgl )
i-nformation or when it i ' edthat the di t er mar k
i nf orWPI‘BHﬂhEg‘r)HBt‘Ug% cpa hP@G‘\MCFPéf‘?Fe‘Jt“Hg Uy BE ENFLeBH RPN s 8OGd8s to
step S129 where the data will be recorded.

- step S124 where it will interpret the digital watermark information, and goes to step

S125 where it will judge whether the detected digital watermark information is valid
Or:not. This judgment is intended to see whether the digital watermark informatjon has
been falsified to have contents which cannot normally be.

When it is judged that the detected digital watermark information is valid, the
system controller 800 goes to step $126 where it will judge, according to the result of
-interpretation of the digital watermark information, namely, copyright management
information, whether or not the recording for copying of the data is possible.

) When it is judged in step S125 that the detected digital watermark information
'~ is not \talid, or when it is judged in step S126 that the recording for copying is |
intpossiblc, the system controller 800 goes to step S130 where it will inhibit the |
recording, and goes to step $131 where it will control an 1.CD unit 175 to ptompt the
user, by d_i3p1ay, that the recording is impossible. |

Also, when it is judged in step S126 that the recording for copying is possible,




When it is judged in step S122 that the IEC 958 interface 162 is sel ected,
the input PCMdata is conpressed in the conpression ci7ghst 366k i n step
5132, and the conpressed audio signal is recorded in step S129. Note that
‘also in this enbodinent, when it is judged in step S123 that no digital
wat ermark i nformation can be detected, the systemcontroller 800 goes to
step S129 where the data will be rédorded. This is intended because there
- exists a conventional content having no :digital waternmark infornation

- embedgrd syBienei ddbr@folRr CRON eatiges!riingtep 8$27 owheiliek t theadidied nwaterhrgk ed
agai nst copying. However, sinCe such a content not known as to how it has

been . ' | 1S, | n

ot eHtOPRAHEH SR} B lefilid {eh Eis L REUBEI chpdt ] TG kecolmE BT, e
in the foregoing, since the data recordin pparatus 160 is designed not
to deF‘éEYm&nQC‘H?SgF?‘Wm%Et%E the lé?glFﬁﬁoWﬁiﬂqT%ﬁﬁil ofRAtion e&mS&rg}f $9PRugust
2005 95 fromthe IEC 958 interface 162 and fromwhich it is difficult to
det ecgenkirgtipalis linstest omnumbef of himiésoenpyiing dan derdanedistltited; Gietsystemat er mar k
i nformati on unnecessarily and thus it can.work with a highly inproved '

per f ophmnSEer $00 WH R, il ﬁ@pm itRe digief] waerdatlainfos@atongeapipar at us
according to the present invention has been described. However, it should

..be naégguitt hak tgrg@,}ﬁeﬂlkﬁagi lv@a?ﬁ%a?}ni{li?ﬁde}h%d with an I EC 958 interface

and I'nterface can ata 58 interface w thout having

to detect- di gi t.al, wate rk i.nformation.. Note that .t.he abave data
recor di ng APGAATERICHgR ob dbs, igial Talemenk DRRMARIR ESPAENEST LR 11 on o

the problemthat when digital watermark information is |
- judged that the digital watermark information has not to be rewritten, the system

controller 800 goes to step S129 where the data will be recorded.
VWhen it is judged in step S122 that the IEC 958 interface 162 is selected, the
input. PCM data is compressed in the compression circuit 164 in step S132, and the |
.compressed audio signal is recorded in step S129. |
Note that also in this embodiment, when it is judged in step S123 that no digital
watermark information can be detected, the system controller 800 goes to step S129
where the datz_l will be recorded. Thjs is intended because there exists a conventional
content having no .digital watermark information embedded therein or a content
unknown as to how:it has been protected against copying. However, since such a .
oontént not known as to how it has been protected against copyingis also unclear as
1o how it has been routed, it may be inhibited from being recorded.
| As having been described in the foregoing, sincé the data recording apparatus

160 is designed not to detect any digital watermark information in any data entered




enbedded in conpressed audi o data and the enbedded digital watermark
information is difficult to detect fromaudio PCM datg adduseasss di gital
waternmark i nformati on enbedded in audio PCMdata is difficult to detect
when the audio PCM data is conpressed, the conpressed audio data i s not

- subjected to detection of digital watermark information. In case it can be
di-scrim nated, based on the aforeneffioned TOC information and file header
information, in which digital watermark information i s enbedded,

conprfesmethed3EQ 958 RaMritajeal 6 tands fraaswhich itoisddifficalint detesedligitalt he
result of discrimnation, which is not subjected to detection of digital

wat efw&epﬁgm @?%At%h, it RNRIRY d@t%fcﬁgg%lm&éipﬁﬁ/h%hﬁatibﬁhﬁné&%&aﬂﬂg i's not

only In af orenenti’'oned two enbo nts o e present 1nvention that
digital termar k i.nf arnat ., i.s difficult to detect. For exanple, a TV 17
Augu?t“dztgggng‘@n%’Pb‘ﬁ&llﬁb%t'ﬁ‘@ﬁ'éﬂjﬂrﬁiv ﬁliuBFﬁIQFm"f’@c%ystem or changed in nunber
of scanning lines is to be recorded, it wll be difficult to detect

di gi tal wdndherabavé,the embidimentof the data recasdingoapparatys peceidingifo 88f ore so

converted or changed. Also in this case, such a TV signal is not subjected

t 0 - dgyresdnit v itioh ietisttlenwWikk eribed KHonfeve fEt sleould benvecd i e dateplagingnd
variants] If there is available a neans for discrimnating how digital

ol QLSRR TEL oo s BCIBe ity Oamaer
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Note that .the above data recording apparatus has been described in the |
foregoing as a solution to the problem that when digital watermark information is

 embedded in compressed audio data and the embedded digital watermark information
is difficult to detect from audio PCM data. In case digital watermark information
embedded in audio PCM data is difficult to detect when the audio PCM data is

| compressed, the compressed aﬁdio data is not subjected to detection of digital
watermark information.

In case it can be discriminated, based on the aforementioned TOC information
and file header information, in which digital watermark information is embedded,
compressed data or PCM data, it is possible to determine, based oﬁ the result of
discrimination, which is nbt subjected to detection of digital watermark information,
analog data or audic PCM data.

Note that it is not only in the aforementioned two embodiments of the present

invention that digital watermark information is difficult to de_tect_. For example,a TV




i ncluded in the data recordi ng apparatus or player according to the present
I nvention should detect the digital waternmark informj4 If it is
" possible to discrimnate the formof a main data in mfiﬁg%‘fsgub?%
“watermark information is enbedded (conpressed, non-conpressed, anal og or
digital form, whether input data should be subjected to detection of the
digital watermark information may ¥ decided in the data recording _
-apparatus or player for the aforenentioned situation (2) based on the

r esul $ignl chiseried toatriodheroT Vidystdmrandianged in nuinbed af scamningilitestisto di gi t al
watermark information is enbedded. Wen the storage nmediumis a CDx disc,

It 1 sppaseirlbe, f Willl KCAifficaR!® dhesedighl wabsmarkShiiattin Maibg édewi ts,

bet ween data recorded with the use of "'the authoring device (recorded at

o oroBErde By T Jfal SURR K soi¥er orclishghar IR Bs Shhe 8P T, T o

17 Auqust 2005 97, disc. prepared with the use of the guthoring device while
det ectigngl Winptsubieciedindetectpnod digital oraleHmask IIPFATeHx- R CDx- RW or

other disc. Also, the type of digital watermark information may be detected
fromthe fjOthereastuetiments HLvariantsirat i on of a data, and it be judged based
on the result of detection whether the digital watermark i nformation can be

detected byf {Mgediiavallabeahenivank fdif disebimiantifgt Rowl @f%itﬁlrw'tdr;ﬂamkt he
data recordi ng apparatus or player. Wen the digital watermark information

is jud . i ] . i be
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sub) eFCIt .d8,ti? Iggjtl Gi)%t (Iié)cr}dgé, gép%rfd?rlxg \{\J%E)ﬁ rwnl?éthellr H;g%{aqa\%ét%?mark information
embedded in a data, whether the digital watermark information detection 'circuit
included in the data recording apparatus or player according to the preseﬂt invention

should detect the digital watermark information.

Also, if it is possible to discriminate the form of a main data in which digital
watermark information is embedded (compressed, non-compressed, analog or digital
form), whether input data should be subjected to detection of the digital watermark
information may be decided in the data recording apparatus or player for the
aforementioned situation (2) based on the result of discrimination of the form of the
main data in which the digital watermark informafion is embedded.

When the storage medium is a CDx disc, it is possible to discriminate, based on
the existence of wobbled pits, between data recorded with the use of the au_thoringr
device (recorded at pits) and data fmxﬁ a CDx-R or CDx-RW. This fact can be utilized

to make no detection of digital watermark information in encrypted data from a CDx




Contents include ones whose copyright should be protected nore strictly and
ones whose copyright may not so strictly be protected, 1miglst degends upon
their types. Wth this fact taken in consideration, the type of a content
may be detected fromthe file header and TOC i nformation included in the
content data and it may be decided based on the result of detection

whet her the content shoul d be subjeéfed to detection of digital watermark
information. In the aforenenti oned enbodi nents, additional data is enbedded

in a dighpriparedWwifththedisg! 6%@@&]@6%&&% wile defectinpeligiteseatermarient i on
Is applicable to additional data enbedded in a content Dby any other

techrﬂaféog_ﬁ%)addg1 ﬁlh&(}?fff%r@ﬁklﬁpﬁﬁeﬁm?gﬁﬂéﬁdisémi o signal is to be

recor r aye WEVEer, Invention is not limted to such
signal but can _cover prQqgr data such as video data, text data and gane.
T Agust ABostSg PR SIEt ALV el gk THeamanPR Ry pe el e tic bt BlK: a
disc but may be a menory card, hard disc or sem conductor mem)rﬁ.-

| ndudteadet andpl'OChinfarmatiés hhai dafabasd ifidse judgedl basachenfibeergsiHef si nce
any securely protected data is not subjected to detection of additional

i nf orgepddtion wheadatictdigigl WatdriifirRahforniAioRr i be alepaited lbg( the dibayer
according to the present invention can operate with | ess urden and with a
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- be a one which cannot.be detected by the data recording apparatus or player, the data
may not be subjected to detection of digital watermark information.

Contents include ones whose copyright should be protected more strictly and
ones whose copyright may not so strictly be protected, which depends upon their
types. With this fact taken in consideration, the type of a eontent may be detected
from the file header and TOC information included in the content data and it may be
decided based on the result of detection whether the content should be subjected to
detection of digital watermark information.

_ In the aforementioned embodiments, additional data is embedded in a content

by the digital watermarking. However, the present invention is applicable to additional
data embedded in a content by any other technique.

In the aforementioned embodiments, audio signal is to be recorded er played.

However, the present invention is not limited to such signal but can cover program

data such as video data, text data and game.




. In this case, the apparatus is, not burdened with the detection of
additional information. 17 August 2005 99 dainms 1. A gdap Js@cégééjl ng
apparatus for recording input data, the apparatus conprisi j udgi ng
means for judging whether the input data enbedded additi onal i nformation
~is secure, detecting neans for detecting the additional information based
on the judgenent of the judgi ng mear® when the input data is not secure,
“and does not detect the additional information when the input data is

secure; rec@lsh e Eﬁﬁ\ﬁ?e frediviAdonet liaiteditel ah opticalidisebubmay dearmgmonedi u m
and recording controlTing neans for controlling said recording neans, such

that t nput data to the storage nedi um when
t he ing%id gﬁf@ﬁfygws%gﬁgénﬂ reczl)ﬁ%y!t he i nput data based on the additional
information detected by the detecti.ng neans when the input data is not
secure. 2. The apparatus as set forth in claim1, further conprising:

- secure input interface neans for entering data securely; insecure input

i nt er f hedustwalnApplicalitityri ng data insecurely; a first route for supplying
~the data entered fromsaid secure input interface nmeans to said recording

nmeans; and AsiRRmEbEd&CEDEdGRTHY Pregdiag ;iiﬁcsugpkganélytﬁmtmmdmtmr ed
fromsaid insecure input interface neans to said recordi ng neans by

| cont roh{){ 3Hbet éii 1§ d&e{;@&% gﬁ'gﬁc{ i hﬁgnnfﬂﬁﬁﬁﬁoﬁ%ﬁﬁédd& tierem), dh@dshita | onal

i nfornati on ecte y Sal I ng nean

recording apparatus or player according to the present invention can operate with less
burden and with a higher performance. Also, in case additional information is difficult
to detect depending upon the type of input data in which the additional information is
embedded, the input data is not subjected to detection of the additional information.

" Inthis case, the apparatus is not burdened with the detection of additional information.




3. The apparatus as set forth in claiml1, further conprising: secure input
‘interface means for entering data securely; and insecure {-nput Jsiqrface
nmeans for entering data insecurely; wherein said detecting neans detects
said additional information fromonly the data entered fromsaid insecure
I nput interface neans. 4. The appar ag4is as set forth in claim3, further
conprising: extracting neans for extracting copyright nmanagenent
information fromthe data entered fromsaid secure input interface neans;
and 17 August 2005 100 another recording controlling neans for controlling
the recording of the data entered(fgiem® said secure input interface neans
according to said copyright nmanagenent information extracted by said
extracting nmeans. 5. The apparatus as set forth in claim1, further

conpr il si ng Av@aA sedtllingippatitid fsttrebe didiLinphp dataf tiR dppdidti vhhphsmPP! i es
said input data; wherein the recording controlling nmeans judges based on
the resul tjustgingmeaps iWiadgng whethestiednpytsdats ainbaddedadgitinaalnvhet her said
| nput ;48hRafion ReEdnR O0r not and also controls the recording of said input
data to said storage’nedium 6. The apparatus as set forth in claiml,

. wher ei n sailétedéng mdang foredatectihg thetad ditaingl irfbrmatien baseld dnrthejudgémentf r om

et er REME inHBR BPitsPhén BRBRLOTTn iy POGSBisu il ST OB | Mpue data,
t he apgditiahalsin€ormmtioni when thetidgutndatiiaseeutqr j udgi ng whet her the input data
enbedded aldedcio}'&i?lgarlrlleans for recording said input data to a storage medium; and
recording controlling means for controlling said recording means, such that the
recording means record the input data to the storage medium when the input data is
secure and record the input data based on the additional information detected by the
detecting means when the input data is not secure.
2. The apparatus as set forth in claim 1, further comprising:
secure input interface means for entering data securely;
insecure input interface means for entering data insecurely;
a first route for supplying the data entered from said secure input interface
means to said recording means; and
a second route for controlling the supply of the data entered from said insecure
input interface means fo said recording means by controlling said recording controlling
means according to said additional information detected by said detecting means.
3.  The apparatus as set forth in claim 1, further comprising:
secure input interface means for entering data securely; and
insecure input interface means for entering data insecurely;
wherein said detecting means detects said additional information from only the
data entered from said insecure input interface means.
4, The apparatus as set forth in claim 3, further comprising:
extracting means for extracting copyright management information from the
data entered from said secure input interface means; and




information is secure, detecting neans for detecting the additional

I nformati on based on the judgenent of the judgi ng neans w?g&u gmkgput
data is not secure, and does not detect the additional info I on "when
the input data is secure; reproducing nmeans for reproducing said input

data; and controlling neans for conHrBIIing sai d reproduci ng neans, such
that the reproducing neans reproducg the i nput data when the input data is
secure and reproduce the input data based on the additional information
detected by the detecting neans when the input data is not secure. 17
August 200andtir rédording copaliniguacas foeicoh@olling the eécvirding offthe daey

conprising; .secur.e input interface nmeans for.enteri dat @ securely;
insecﬁ?@rg%gﬂfn P &P E@%%@réﬁ?nﬁqpé?f’?ﬂdﬂﬁté’ﬁa 8‘&?@% a first route

for supplagbment RordditRncHiRiced by Q&M%%irﬂcﬁﬁ‘gﬂ{eﬁné.”pm_ interface neans to
sai d recording neans; and a second route for controlling the supply of the

data ént er dcappatatus as Sch ety ineclaim dufurithgreompyising mesns &orsai d recor di ng

nmeans . : j ' > ' . s according to said

i T e B o b S o 70 The appar at us

as set for whergincdharavoiding eontrelingompanssjudges based wmethe neaudt ¢fht er f ace neans
..and. insecure i.nput.inte e neans for

ent er Pisgriaipat e BoBtraf isindPising BRGY Bheteriohis MofeR65: SEES onh
addi t pdalsoi ceheohethe @ecdrding effayd inpfit data to said storage medium.

6. The apparatus as set forth in claim 1, wherein said detecting means detects
digital watermark information from said input data and said additional information
from said digital watermark information.

7. A data playing apparatus for playing input data, the apparatus comprising:

judging means for judging whether the input data embedded additional
information is secure,

detecting means for detecting the additional information based on the judgement
of the judging means when the input data is not secure, and does not detect the
additional information when the input data is secure;

reproducing means for reproducing said input data; and

controlling means for controlling said reproducing means, such that the
reproducing means reproduce the input data when the input data is secure and
reproduce the input data based on the additional information detected by the detecting
means when the input data is not secure.




data entered fromsaid insecure input interface neans. 10. The apparatus as
set forth in claim9, further conprising: extracting mpaRgqgfpo@xtracting
~copyright managenent information fromthe data entered fromsaid secure

I nput interface neans; and anot her recording controlling neans for
controlling the recording of the data entered from said secure input

i nterface means according to said cofydi ght nanagenent information
extracted by said extracting nmeans. it The apparatus as set forth in claim
7, further ddrepappeiratys@saetidth in diasmr7, further ogmphisingype of a nedi um whi ch
- supplies said input data; 17 AUG 2005 102 wherein said recording

control l'i ng seB@RsinpidERerfReS fEafs fohéentbARY datPéecugélyer i m nation from said
di scri m nati ng nmeahs whet her said | nput ta Is secre or not and also

controls th [ di . Ld | .10 ls ge nedium 12. The
appar at us azn.gs%ﬁ%m lﬁ%r%?ggﬁ%a;&%%gﬁgﬁ?%%‘ﬁg "gseet%ég'{]?hg means detects
digital watergark informatiogn fromsaid input data ,and said additional

i nf or mat i on 3 AFsgFoute torgsupplymgihe Jata crterpd dromi said sequre inpybinierfaser di ng
apparatus for recording input data, the apparatus conprising: a plurality
of ext menls tosel fewopdimgansans; addi ng nmeans for judgi ng whet her the input
data enbedded additional information is secure, additional information

el S, RSO RNEG: CONBRRT ol LA Bl romeivheo
| input interface means to said recording means by controlling said recording controlling
. means according to said additional information detected by said detecting means.
9, The apparatus as set forth in claim 7, further comprising:
secure input interface means for enteﬁng data securely; and
. insecure input interface means for entering data insecurely;
wherein said detecting means detects said additional information from only the
| daté enfered from said insecure input interface means.
10. - The apparatus as set forth in claim 9, further comprising:
extracting means for extracting copyright management inférmation from the
data entered from said secure input interface means; and
another recording controlling means for controlling the recording of the data
entéred from said secure inpﬁt ‘interface means according to said copyright
management information extracted by said‘ extracting means.

11.  The apparatus as set forth in claim 7, further comprising means for

discriminating the type of a medium which suppliés said input data;




via said external input interface neans based on the judgenent of the

judgi ng neans when the input data is not secure, and dges not detect the
addi tional information when the input data is secure; anOAa‘G‘IQU%anS for
recording said input data to a storage nmedium and recording controlling
means for controlling said recordipg means such that the recording neans
record the input data to the storage nedium when the input data is secure
and record the input data based on the additional information detected by
the additional information detecting nmeans when the input data is not

secure. hfheréle saRbatedrdingscontlolliny tieans ghaged basedvh@r eho tdsaltpbfirality
of external input interface neans iIncludes: external input interface neans
capabiswinmagion feomisgist diseriminafing mgans whsther saighinput dafads ssquee 9EMOL nput

i nterf - 1Sa] ! Lon: Wpﬁ{]ei n addi ti onal

i nfo r(}gatq:goo%@[gﬂﬁse e{#%?ﬁ%ﬁﬁ@?@ﬁﬁ%?%ﬁ%&?@@ﬁa I'nput interface
rTeaFISZ.HOtTIﬁiQp;bﬂretl?fassgétdfcﬂﬂ%j e riaiant7, (Whéreirﬂeaidcdﬁdctmg adkehink | detedts 17 f )
August_ 2005 103 i nfornmation_ detecting nmeans. 15. The appayatus as set fort
i n «hgitah wateripagk émﬂ%rmﬁs%l foemy sa1d igpubdata and said, ﬁgﬁhﬂpﬁtaliemfjéeea%%ns

R Aol & 2P o and neecurs externa
ent déked \A dataiedondisseapparatus for recording input data, the apparatus comprising:

a plurality of external interface means;

judging means for judging whether the input data embedded additional
information is secure,

additional information detecting means provided correspondingly to the type of

- each of said external input interface for detectillg the additional information supplied
via said external input interface means based on the judgement of the judging means
when the input data is not secure, and does not detect the additional information when
- the input data is secure; o

recording means for recording said input data to a storage medium; and

recordihg controlling means for controlling said recording means such that the
recording means record the input data to the storage medium when the input data is
secure and record the input data based on the additional information detected by the
additional information detecting means when the input data is not secure.
14.  The apparatus as set forth in claim 13, wherein the plurality of external input
interface means includes: i

external input interface means capable of authentication with a data input
device; and
| external input interface means not capable of said authentication;

wherein additional information embedded in daté entered via said external input

interface means not capable of said authentication is detected by additional




external input interface neans is detected by said additional information
detecting nmeans. 16. The apparatus as set forth in cla mddi2i¥erein the
plurality of external input interface nmeans includes: external input
interface nmeans for receiving encrypted data as i nput data; and external
I nput interface nmeans for receivingnon-encrypted data as input data;
‘wherein additional informati on enbedd@d in data entered via said external
i nput interface neans for receiving said non-encrypted data as input data
i s det dnfqrthationsdutectimgdgicahonal information detecting neans. 17. The
apparatus as set forth in claim13, wherein the plurality of external

| nput iqat erf i Ut inq‘g i hhELIASHtBReRierRgld  di gital
I nput ilrgtferf%:aﬁr%g{r@? a\?\%érel n ad |{ﬂ|?gr?élaﬂlllén?lgmr¥atrp{[on e’l;rntg)ed ed In data
entered via either the analpog or digital input interface neans is detected
by sai él“%‘&fd?lfel t _ImF?'Hsoﬂnl‘F‘E{‘%gn detecting 17 AU G 2005 104 neans. 18. The
apparatus as set forth in claim 13, wherein the plurality of external input
i nt erface mseewreiaxt¢roabinpudinterface maapsandht erf ace means for receiving
conpressed data as input data; and external input interface neans for

recei vi ng neiseegfdétenfd iffpittinfafddenteéatat ; Wwherein addi tional
“information enbedded in data entered via either of said

wherein additional information embedded in data entered Vi.a said insecure

external input interface means is detected by said additional information detecting
means. |
'16.  The apparatus as set forth in claim 13, wherein the plurality of external
input interface means includes:
external input interface means for receiving encrypted data as inpui data; and
-external input interface means for receiving non-encrypted data as input data;
wherein additional information embedded in'data entered via said*extemél iilpﬁt
| interfaée' rﬁeans for recéiving said ﬁon—encrypted data as input data is detected by said
additional information detecting means.
17. The 'épparatus as set forth in claim 13, wherein the plurality of external
- input interface means includes: - |
analog input interface means; and
digital input interface nieans;
wherein additional information embedded in difa entered via cither the analog

or digital input interface means is detected by said additional information detecting |




external input interface neans is detected by said additional information
detecting neans. 19. The apparatus as set forth in claj , L£in said
addi tional information detecting neans detects digi tal“ %@G&ﬁﬂg
information fromsaid i nput data and said additional information from said
digital watermark information. 20. &data pl ayi ng apparatus for playing

| nput data, the apparatus conpri si ng a plurality of external interface
means; judgi ng neans for judging whether the input data enbedded additi onal

information is secure, additional information detecting nmeans provided
corriasmendi ngly to the type of each of. said external input interface for

detecting_additional info ti dat a S ppI e VI a sai ext er | nput
i nt e¥& acel b aRRABHISAS $7t tg)gfg ‘Jﬂu‘g@ ef@‘l‘i’e r?g EB’ he i nput

dat d does not det ect t he addltlonal i nformati on when
the%%%ﬁ#ggn‘?ﬁ&ﬁéasegﬁre reproduci ng neans for reproducing said input

dat a; ancextemtl niput gerfeesmetns forasteioing cognmesstdrdzpr aglinpun galtateamﬂ; such
t hat the repr dumgrg ans rep oduce the input dat en the ipput data is
secur e arfdiCNapipyE HECEIRES Mepnt Qi&?‘ée%%é&mo?fnpﬂﬁes tﬁaﬁéﬂlp‘} mat i on
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means.
19. The apparatus as set forth in claim 13, wherein said additional information
detecting means detects digital watermark information from said input data and said
additional information from said digital watermark information.
20. A data playing apparatus for playing input data, the apparatus comprising:
a plurality of external interface means;
judging means for Judgmg whether the input data embedded additional
information is secure,
additional information detecting means provided correspondingly to the type of
each of said external input interface for detecting additional information data supplied
.via said external input interface means based on the judgement of the judging means
when the input data is not secure, and does not detect the additional information when
the input data is secure;
rcproducing means for reproducing said input data; and
controlling means for controlling said reproducing means such that the
- reproducing means reproduce the input data when the input data is secure and
reproduce the input data based on the additional information detected by the additional
information detecting means When the input data is not secure.
21.  The apparatus as set forth in claim 20, wherein the plurality of external input

interface means includes:




external input interface neans capable of authentication with a data input
device; and external input interface means not capabl ejphygait doos
aut henti cation; wherein additional infornmation enbedded in data entered via
said external input interface neans not capable of said authentication is
detected by said additional information detecting nmeans. 22. The apparatu
as-set forth in claim20, wherein thdOplurality of external input. :
i nterface means includes: secure external input interface neans; and
_ insecure exegferphl inpailtinterfael meanswapablewt aailentidatioa onidh a datar mpui on
enbedded in data entered via said insecure external input interface neans
IS det? @ﬁg.gﬂdsaid additional information detecting neans. 23. The
apparatus as set forth in claim20, wherein the.plurality of external

I nput. interface neans,includes: external .input interface neans for

recei vi ng eﬁi‘%@&?ﬁﬁl‘ﬁ"’r&c‘? Rsaps 88{ capahlgy Ogéwm‘?ﬁf%@’i nterface nmeans
for receiving non-encrypted data as input data; wherein additional

i nf or mat i onvwehereinddditional infarmaatien embedded in datagnisrediyiaisaisl gxtermab ipyt o
means for receiving said non-encrypted data as input data is detected by
sai d pfieifat®@RBtanshor erpille elesAdt duthenBedtion Rdettbredabpaaid additformbt

forth i n claim 20, wherein the plurality of external 17 August 2005 106
. information detecting means. '
22.  The apparatus as set forth in claim 20, wherein the plurality of external
~ input interface means includes:
secure external input interface means; and
insecure external input interface means;
wherein additional information embedded in data entered via said insecure
e external input interface mean's‘ is detected by said additional information detecting
 means.
23.  The apparatus as set forth in claim 20, wherein the plurality of external
input interface means includes:
extcrhal input interface means for receiving encrypted data as input data; and
eﬁte_mal input interface means for receiving hon—encryptcd data as input data;
wherein additional information embedded in data entered viasaid external input
interface means for receiving said non-encrypted data as input dafa is detected by said
additional 'infon‘n-ation detecting means. | |

- 24.  The apparatus as set forth in claim 20, wherein the plurality of external




i nput interface neans includes: anal og input interface nmeans; and digital
input interface neans; wherein additional infornmation enhggdedoan data
entered via either the analog or digital input interface neans is detected
by. said additional information detecting neans. 25. The apparatus as set
forth in claim20, wherein the pluraljty of external input interface neans
i ncludes: external input interface s for receiving conpressed data as

i nput data;,and external _input interface neans for receiving
non-conlﬁpéélﬂiﬁfféﬁﬁ meass ingdudesdat a;  wherein additional information embedded
in data entered via either of said external input interface neans is

det ect ed by mmiep agittinientaice indamsgrand on det ecting neans. 26. The apparat us
as set forth in claim20, wherein said additional information detecting

means detectg ﬂhﬂfnﬁaﬁi im!?}fg&érﬁ{éﬁ knformation fromsaid input data and said
addi tional i nFor-ma ion from sai 3 digital watermark information. 17 August
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of |t he QrdigALEpubimEERce Trasadiingelostakby said additional imformation detecting |
o means.
25.  The apparatus as set forth in claim 20, wherein the plurality of external
input interface means includes:
external input interface means for receiving compressed data as input data; and
.external input interface means for receiving non-compressed data as input data;

- wherein additional information embedded in data entered via either of said
external input interface means is detected by said additional information detecting
means. |
26.  The apparatus as set forth in claim 20, wherein said additional informatiqn

detecting means detects digital watermark information from said input data and said

additional information from said digital watermark information.




additional information detecting neans for detecting additional information
enbedded in the data read by said reading neans based on tjheygdiscrgosi nation
fromsaid discrimnating neans; recording neans for recording said read
data to a second storage nedium and recording controlling nmeans for
controlling said recording means sugfythat the recording neans record the
i nput data when the input data is secure and record the input data based
on the additional information discrimnated by the discrimnating neans
when the input data is not secure. 28. The apparatus as set forth in claim
27, wherein said discrimnating neans judges whether said read data is

29. T : f h _i.n ¢lai.m 27, wh [ id
i <or £ nafs ghaare S GRRSAAL AR S s Fesdud el e oo cplot

30. T r%#- .set forth in claim27, wherein said discrimnating
rreansgﬁi’agg%gg erse sald read data is conpressed or not. 31. The apparatus

as set for i i re] i I L Q. nreans judges whet her
said read %ﬁ%@%@ﬁ%éc%#iﬂgidghn%ﬁ %ﬁ?ﬁ%é@p%g@e{]%’s as set forth in
claim 27, 'ﬁﬁ]ﬁh | edddid i Df: i ' e{gj@]p :detects

di gi tal vvaatﬂeg‘r?frlrar ?%%Frmt I&gﬁ@gﬁh@éﬁ%%{ﬁ@%ﬁfgﬁgﬁﬁgl gaégi tional

i nf or pRadighmbéseyn said digital watermark information. 17 August 2005 108 33.
A data recording/playi ng apparatus for recording/playing input data, the
appar at us additionali information detecting means for detecting additional information

embedded in the data read by said reading means based on the discrimination from said
discriminating means;
recording means for recording said read data to a second storage medium; and
recording controlling means for controlling said recording means such that the
recording means record the input data when the input data is secure and record the
input data based on the additional information discriminated by the discriminating
means when the input data is not secure.
28. The apparatus as set forth in claim 27, wherein said discriminating means
judges whether said read data is secure or not.
29, The apparatus as set forth in claim 27, wherein said discriminating means
~ judges whether said read data is encrypted or not.
30. The apparatus as set forth in claim 27, wherein said discriminating means
judges where said read data is compressed or not.
31. The apparatus as set forth in claim 27, wherein said discriminating means
judges whether said read data is analog or digital.
32. The apparatus as set forth in claim 27, wherein said additional information
detecting means detects digital watermark information from said input data and said

additional information from said digital watermark information.




readi ng nmeans for reading data froma first storage nmedium discrimnating
means for discrimnating the type of said first storage nggiMigy,st #&f#di tional
“information detecting neans for detecting additional infornat|oﬁ enbedded
in the data read by said readi ng neans based on the discrimnation from
said discrimnating nmeans; recordingogeans for recording said read data to
a second storage nedium and recording controlling nmeans for controlling
said recordi ng nmeans, such that the recording neans record the input data
when the input data ig secure and recording the, input data bgsed on the
addi té%nal B., rf#‘%ﬁl n@FPBf\“&I’ BERS RIRFTIHE glit é%qqrﬁglg@amgm&vt R i MSut data
is not secure. 34..The apparatus as set forth in claim33, wherein said

di scr PRPHAUSFTHESHEE: | udges whether ‘said first storage mediumis a one

whi ch records;. da egur .. Qr, NO r s as set forth in

cl ai m 33, 5&%@?‘% 1%’11%3% g&cﬂgé%lpgrﬁaﬁaaﬁplﬁiqg ﬁﬁ%;gg{ﬁa%? g‘gefiﬁ}r#hat es the type Iof said
first stor . | b | e { i PRRR déﬂgﬁ.forth In
cl ai m 33, \?\%gpglﬁﬁé% %{egg%l idg%(’ramﬂﬂlr?ﬂgé?%?ﬁg’r?d%g% ectl %%Eﬁeaﬁg et’ects

di gi tal watddinenil inféromatin detedtingnmeansdfoir ptectidgtaddaimhab mifdrmatdsti t i onal

I nformatiqon from said digital ,watermark infornmation, 37..A data recordin
ot hotbspded ool rean ' i B0 et Bosr Cinabe! Gssidnitdelsl Fob™ Lot ug
whet hggididig rithipdting ateangedded additional information is secure,

detecting the additional inforpmatign badsed on sai d judgenent en the input
data i s nofccoEdingdncaiidionsecordue wad sead dafa tactipeqosidaAtorage sreRiv o Aghen t he

| nput (Rt @inkScotFARRE means for controlling said recording means, such that the
recording means record the input data when the input data is secure and recording the

input data based on the additional information detected by the detecting means when
the input data is not secure.

34.  The apparatus as set forth in claim 33, wherein said discriminating means
judges whether said first storage medium is a one which records data securely or not.
35. The apparatus as set forth in claim 33, wherein said discriminating means

discriminates the type of said first storage medium from said read data.
36. The apparatus as set forth in claim 33, wherein said additional information
detecting means detects digital watermark information from said input data and said
additional information from said digital watermark information.
37. A data recording method for recording input data, said method comprising steps
of:
judging whether the input data embedded additional information is secure,
detecting the additional information based on said judgement when the input
data is not secure, and does not detect the additional information when the input data is
secure;
recording said input data to a storage medium; and
controlling said recording , such that said recording the input data to a storage
medium when the input data is secure and record the input data based on the additional
information detected by said detecting step when the input data is not secure.
38. A data playing method for playing input data, said method comprising steps of:
judging whether the input data embedded additional information is secure,




recording said input data to a storage nmedium and controlling said

recordi ng ,

such that said recording the input data to a y0{ggg:2008edi UM

when the input data is secure and record the input data based ©on the

addi ti onal

i nformati on detected by said detecting step when the input data

I's not secure. 38. A data playing nqbgod for playing input data, said

nmet hod conpri sing steps of:

j udgi ng whet her the input data enbedded
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s datarie not squues wnidndpes abtidetapithe ddtlgiomahthformatiad Wwhen tlsaingut dataasluci ng,

such that said reproducing the input data when the

i nput data is secure

and r &% the i nput data based on the additional information detected by

sai d det ectdprgdwdifp sildgiphtWath;ndt data is not secure. 39. A data recording
nmet hod for recording, j nput, data, said nmethod conpri

: I ng steps of: tﬁmgi ng
whet her t hEORtFRINE datdarepriging Suelfhat said repradyicg ns Aty @&WE}@P e
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when kjhe input data is secure; and

judging whether the input data embedded additional information is secure,

detecting the additional information by additional information detecting means
provided correspondingly to the type of each of a plurality of external input interfaces
for detecting additional information supplied via said external input interface means
based on the judgement when the input data is not secure, and does not detect the
additional information when the input data is secure; and

recording said input data to a storage medium according to said additional
information detected by said additional information detecting means.
40. A data playing method for playing input data, said method comprising steps of:
judging whether the input data embedded additional information is secure,
detecting additional information by additional information detecting means
provided correspondingly to the type of each of said external input interface for
detecting additional information supplied via said external input interface means based
on the judgement when the input data is not secure, and does not detect the additional
information when the input data is secure; and

reproducing said input data according to said additional information detected by

said additional information detecting means.

41.
steps of;

A storage medium having recorded therein a processing program including




recording said input data to a storage nmedi um according to said additional
informati on detected by said additional information detectfpgugﬁgﬂiﬁ 40. A
data playing nmethod for playing input data, said nethod conpri3ing steps
of :  judgi ng whether the input data enbedded additional information is
secure, detecting additional infornglion by additional information
detecti ng neans provi ded correspondingly to the type of each of said
external input interface for detecting additional information supplied via

' d ext er nat i : : the | "
data i o notidaibf Rifeuldh e LBGE IR IpORRARAdHLER OHIRER L OB, % an
the input dateating additione} indoumatépr bahediongsaidjuslgnmgni whiat the aepsrdatatg to sai d
addi t i 3P leu 0T HTRIeE A0t AEEECHEhdltiorRRintoRAdid BiRh hOTMRRIAR detecti ng
means. . & orage medr um havi ng Fecorde erel’n a processing program

I ncl udeewye, steps of: 17 August 2005 110 judgi ng whet her the input data

enbedded ag .otrhﬂlgaslaid ﬂ%ﬁ{ HBEai an Sitﬁra%ﬁ% m: gﬁaecti ng additi onal

i nformati on"base& on said Ju&gman en cﬁll!le’l nput data is not secure, and
does not debstollingesaitivicoidingl, suclt thatrsaidoecaimg thhdnpuipdata tinthe sterageecur e,
recor
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not secCure.
steps of:

judging whether the input data embedded additional information is secure,

detecting additional information based on said judgement when the input data is
not secure, and does not detect the additional information when the input data is
secure,

reproducing said input data; and

controlling said reproduction, such that said reproducing the input data when the
input data is secure and record the input data based on the additional information
detected by said detecting means when the input data is not secure.
43, A storage medium having recorded therein a processing program including
steps of:

judging whether the input data embedded additional information is secure,

detecting additional information by additional information detecting means
-provided correspondingly to the type of each of a plurality of external input interfaces

for detecting additional information supplied via said external input interface means
based on the judgement when the input data is not secure, and does not detect the
additional information when the input data is secure; and

recording said input data to a storage medium according to said additional
information detected by said additional information detecting means.
44, A storage medium having recorded therein a processing program including

steps of:




42. A storage nedi um having recorded therein a processing programincluding
steps of: judging whether the input data embedded additionaladukoromtion is
secure, detecting additional information based on said judgenent when the
input data is not secure, and does not detect the additional information
when the input data is secure, reprg¢ucing said input data, and
controlling said reproduction, such that said reproducing the input data
when the input data is secure and record the input data based on the '
addi tional ; %ﬁ@] he i nput
data is no‘] dgﬂ%?@%ﬂ%g théi&li’t gggl‘gacfwb 'egnaﬁgf\}?%%l ir}gglglr% ed ité,{rﬂlsgr&(lallten a

processi ngdpteogngraddiddndi mgornsdtins bgrf addlitidgah gnforeiation détecting uheaiat a
enbedded additional information is secure, detecting additional

i nf or peaviided byrrespontlinghyko thef typeetfiaanh dlétaelduralgy 198 péernpl mpubléuerfaces
correspondingly to the {ype of each of a plurality of external in
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detecting mgROgucidd said iip O dede a0BSHIUE hndidedditensiatorniion detectpd dgessi ng
program including steps of 17 August 2005

said additional information detecting means.




111 judgi ng whether the input data enbedded additional information is
secure, detecting additional information by additionaj7 Anduatosdd on
~detecting nmeans provided correspondingly to the type of each of a plurality
of external input interfaces for detecting additional information supplied

via said external input interface mpgns based on the judgenent when the

~input data is not secure, and does not detect the additional information
‘when the input data is secure; and reproducing said input data according to
sai d additional information detegRgdxCTsal d additional information

det ect.i ng neans. ABSTRACT According to the type of each of a plurality

of external, in i.nterf S, J1:1% deci et.her ,dj gi.t r Kk

it or mat 1 omccBRbey' G, @57 35 b of adR Y OGO S Blerftel
interface. Digital watermark information is nof detected fromdata  entered
vi a tdecided srhetheridigiiel walcempae mfarpationin tafedetsated fromdate endetedadanot t o
detect any digital watermark information, but the data is recorded. Thus,
t her etheaextbimal piputiiniedfared Digitalbwatedinmagk apfoamation isnot Hetesteddirompidiaed Wit h
a any heavy load owing to the om ssion of any unnecessary detection of

di gi t Giteyd S MK ekRiMIMRMpuP Mterface and from which it has been decided not to
detect any digital watermark information, but the data is recorded. Thus, there can be

provided a data recording apparatus which is not applied with a any heavy load owing

to the omission of any unnecessary detection of digital watermark information.




