WD 2006/ 111013 PCT/ CA2006/ 000606 METHOD AND SYSTEM FOR REMOTE SERVER
ADM NI STRATI ON [ 0001] The present invention relates to wreless

comuni cations devices, and in particular to a nethod and system for
renote server admnistration froma wireless termnal device. [0002] The
nunber and weob@tyiiefs wirel ess term nal devices, such axmolbd@oocos

t el ephones, personal conputers and PDAs with w rel ess comrunication
capabilities, self service kiosks and two-way pagers is rapidly

i ncreasing. Software applications which run on these devices increase
their utility. For exanple, a nobile phone may include an application
whi ch retrievegeriy wsntdvsref GIORARENITGESERVER | AriM@NIsTRaTaolPDA nay i ncl ude
an application that allows a user to shop for groceries. These software
appl i cations tak¥®0Hdvamageeoint Wiveitéss redarectpwingleéss a data network
(such as the iRb@kn8LLtidhsOkEBIetO HIOVH Qﬁrué{ﬁlaiﬂ and Hsefddl aservices to
users. [0003] C?aghlc% LBertInterfac % g based server adnlnlstration
tool s provide uSEr=Tri ehdiY I ht EFTacES O a2 " RPst Bt diiThi'éfrator to
configure, nanaQE¥MW@ﬁ|@ﬁﬂPeand trouble-shoot various servers. \Wb-based
server admnistration is becom ng increasingly popul ar because it

provi des a conv@edant maynmﬁxﬂﬂahihﬁgié@ﬂﬁt&ﬁ&@ﬂ&&fteﬂﬁﬂﬁgeﬂEﬂkmever a data
network (e g. theal ntetnet). (Jipngamparlaon. widhoLrad Lonah.selye

adm ni stration tools, based admi nistratl Bffers various eneflts
For exanpl e, tHér%J@F&’ie‘?O“@ﬁﬁlcfféla’éc’@é’é‘Eﬁl%ﬁas mERafetrviiee ek enti onal
browser interfacey-wandpaipes NOtrapLdyi Lecidasiad | 8bftﬂ-ﬂir@f ap;ﬁlﬂ@@t:&ldszed

adm ni St ratl on §9I%§1V\@'{.1I$ Oglnt{“lgg% dé@f&tseln(ireggénth% i utlll? A e%'l“ t t he server

can be accessed an managed fromvirtu any termna haV|ng a
example, a mobile phone may 1nclude an application which

connection to
retrieves the weather for a range of cities, or a PDA may

include an application that allows a user to shop for
groceries. These software applications take advantage of
wireless connectivity to a data network (such as the
internet) in order to provide timely and useful services to

users.

[0003] Graphical User Interface (GUI) based server
administration tools provide user-friendly interfaces for a
system administrator to configure, manage, monitor, and
trouble-shoot various servers. Web-based server
administration is becoming increasingly popular because it
provides a convenient way of enabling remcte server
management over a data network (e.g, the Internet). In
comparison with traditicnal server administration tools, web
based administration offers various benefits. For example,
the server can be accessed and managed via a conventional
browser interface, and doeg not require installation of
specialized administration software on the "remote"
terminal. As a result, the server can be accessed and
managed from virtually any terminal having & connection to

the network. Additionally, web-based administration



the network. Additionally, web-based adm nistration WO 2006/ 111013

PCT/ CA2006/ 000606 2 applications can work with enterprise servers through
standard Hypertext Transfer Protocol (HTTP) and Secure Hypertext Transfer
Protocol (HTTPS) protocols. This sinplifies comunications, and inproves
security forwda2metworsk/ firewall managenent, because no extv@:p@rovsoneed to
be opened and managed through the firewall. Encryption and basic

aut henti cati on can be provided by HTTPS/ HTTP protocols respectively.
Finally, web-based adm nistration application software can be easily

devel oped using well known techniques 10 and applicati on devel opnent tools.
A represent ati vernelrathasedagerorér vadnentestorase careyst emrawhi | [ ustrated in

FIG |. [0004] sAsndY 985688 ithFdfGr grot%cgyp(ll-@@l!ﬂ W%Qa basgd. server
adm ni stration a%FI ication 2 can conveni ent It using a |layered

architecture, Udichl Web>t gy éroncey é‘éﬁ?@y W@t‘é i°ni $#¥%ati on | ayer 6

wth adninistrasmuﬂiﬁgg$Gmmam@can&magednsempem&sosaseﬁvgrﬁnnnponents (MBCs)

8 that are kinked.d:@/the.sef vn%a@gmn@l sgerc%gmol @;yt% éo,?tosr neb-hased
adm ni stration._The web | ayer i § conf g:ure as a thin «client WhICh

exposes a servePeéﬁﬁ?ﬁ?§¥PaT?EWePnVB¥Pﬁ% *?oﬂﬁﬁwﬁhb FafaREPROTIE 10 using
st andard hyper - bexic parfentipcalianguagee(Hvijlec Aysysitramrachripibsdédcakor usi ng

2 remte DI OVSisl2s(SUGh a0l SXARLE MLEHOSOLL Lt SASL,: Bxplorer (TH

) can then access_the server administration i1nterface t rform desired
managenent funcBYOME F i e8pert 25 wiehRriorsitey WEC§“EF”A§”P%“&EFI known
in the art, 1a | ayered:istiugtdstvel &fnenhi sodiypen hapradenadyvanrt age- in that it

enabl es  separatiQn QérJe'}eaarﬁ‘ﬁ%E?&qoﬁ”%s%gﬁvl%r ﬁﬂf@t%%c{ at,! of,

functionality, so that each layer can be independentl devePopeé'and

mei nt ai ned. Unl fogtﬁx]a ant mgz,lr Ib%ngeeunsg_l;x FIG. 1, a typical web-based server

administration application 2 can conveniently be built using
a layered architecture, including web layer 4, a server

15 administration layer & with administration logiec, and
managed servers or server components (MSCs) & that are
linked to the server administration layer é for web-based
administration. The web laver ¢ is configured as a thin
client which exposes a server administration interface to

20 the data network 10 using standard hyper-text mark-up
language (HTML). A system administrator using a remote
browser 12 (such as, for example Microsoft Internet
Explorer (TM) ) can then access the server administration
interface to perform desired management functions in respect

25 of any of the MSCs 8. As is well known in the art, a layered
structure of this type has an advantage in that it enables
separation of the interface and server administration
functiconality, so that each layer can be independently
developed and maintained. Unlike a fat-client user

3¢ interface (UI), such as is typically implemented in Java
Swing or Windows (Trademark) applications, coding in HTML
requires no knowledge of complicated application program

interface (API) or computer programming languages.



30 interface (U), such as is typically inplenented in Java Sw ng or

W ndows( Tr ademar k) applications, coding in HTM. requires no know edge of
conplicated application program interface (APlI) or conputer programm ng

| anguages. WD 2006/ 111013 PCT/ CA2006/ 000606 3 [0005] However, web-based
server adm nwveteatiion tools suffer froma nunber of shardretmwgsicodor
exanpl e, web-based applications require a stable network (internet)
connection. Additionally, web based adm nistration tools with 5

sophi sticated HTM. interfaces typically zonsune significant amounts of
resources, such as nenory and transm ssion bandw dth. A further limtation
i s that web bas®#d05lappidveatt owsbaresebasedeomdnitiPulxbti¢rechndt ogy, in which

data (in this eas@, BELYGQM nShALUS: IRLOIIRLLON) rbs doupl Laded d.Q.d- 0 the
renote term nal lgbrov\rserrg&sonl in response to a  "refresh" conmmand fromthe

renote term nal P 06861°7As "aTHE8uf t576P 1T MESECFadtore Pl SerBsS *P8r i nal
devi ces are typhedltigramisui vabltesédradnebisbasednsesaer wigdni nistration. In

particul ar, wreless.netwar kst efd.1Q. 5 twiéa%yfés}mu&@d&g(@fmak

attenuati on) and tenporary service interfuptions (due to’loss of signal),
whi ch i nterfere®WH® TheRafiftanaiicd 3t "§"halBre Herabiieiernt er net)
connection. Addatdwonsh| y, fwrurelesisrinet wor ks tteequenbkyssuf fer from | ow

transm ssion baQ%wl‘éEbmnfsh%@@é sk Mt Lng, b he tlé%%&'d&‘x}sslrp ing0h ARV
application whic enerates a | arge anmount of fic. Furt her nor e,

nost wirel ess té&fhi-haf GG c%eerFéc%at%flﬁfE:fWO? s"ﬁuiﬂ‘&“@’slo(ﬁﬁ?c? Ci pal | y
nmenory, butlal sohd mehetd ngrmpraoceissorespeetly amdrédensk zed sophi stication of

the display scrgen).to £hisat iy ycth} ot € &Qﬁ?kﬁx HTM. pages operating 25
through a browser interface. Fina the "Pull™ technol ogy of web-based

appl I cations ITE[%EO%]t h%\ts g 1§eesr Y?rofaqmas gétac}r%, wireless terminal

devices are typically unsuitable for web-based server
administration. In particular, wireless networks tend to

15 suffer from fade (signal attenuation) and tewporary service
interruptions (due to loss of signal), which interfere with
the maintenance of a stable network {(internet) connection.
Additionally, wireless networks frequently suffer from low
transmission bandwidth, thereby limiting the usefulness of

20 any application which generates a large amount of HTTP
traffic. Furthermore, most wireless terminal devices lack
sufficient rescurces {principally memory, but also including
processor speed and the size/sophistication of the display
screen) to effectively utilize complex HTML pages operating

25 through a browser interface. Finally, the “Pull* technology
of web-based applications means that a server administratox
will only receive a system status update when they request
it. This implies that the administrator might not be timely
notified of a change in server status, which could be

30  critical in an emergency situation. It ig possible to
mitigate this latter problem by designing the web-based

application 2 to continuously refresh the browser window,



will only receive a system status update when they request it. This
inplies that the admi nistrator mght not be tinely notified of a change in
server status, which could be 30 critical in an energency situation. It is
possible to mtigate this latter problem by designing the web-based

appl i cati onwot@esgonis nuously refresh the browser w ndovec 2260666841013
PCT/ CA2006/ 000606 4 but this increases network traffic and taxes the
bandwi dth capacity of the wirel ess network. [0007] Accordingly, nethods
and systens enabling renote server admaistration froma wreless term nal
device 5 remains highly desirable. SUMVARY [0008] Accordingly, the present
i nvention pref epablcpis provedes netwrodstaddis podepscashtoh bevéyicohe at | east

sone of the abeyg-neled defighencdLs-Qforkhe prior art. 10 [0009] The
present invention preferably also provides mnethods and systens for renote

server admi ni stiog| On fLOM A ek ASE LA T,ABLadIBKLE undl POARL The obj ect s
of the invention are net by the features of the present Invention defined
in the appended®§WYg&peHidenttrat3on|HPis? “OpttSiaf e f et lr&d16f the i nvention
are defined §n rdibendependgndesckais. [0011] Thus, an aspect of the present
invention provides a nethod for enabling renpote server adm nistration
using a termnal device of a wreless network. The term nal device 20 is
host ed by an apgpimMeati on gateway whi ch enabl es communications between the

term nal devicepgyagl backsendq 1} eseur683.0f @ dat AnnptarKe1 A Web service
i npl ementing admnistrationfunctionality for one or npre managgfd server

conponent s ( MBASPVEeHEBFBYE 2BR TIFECBRIRIHLNBFROmeast Least some

the above-noted deficiencies of the prior art.

10  [0009) The present invention preferably alsc provides
methods and systems for remote server administration from a

wireless terminal device.

{0010] The objects of the invention are met by the features
of the present invention defined in the appended independent
15 c¢laims. Optional features of the invention are defined in

the dependent claims.

{0011} Thus, an aspect of the present invention provides a
method for enabling remote server adminisgtration using a
terminal device of a wireless network. The terminal device

20 ig hosted by an application gateway which enables
communications between the terminal device and back-end
resources of a data network. A web service implementing
administration functicnality for one or more managed serxrver
compenents (MSCs) is deployed on the data network. A

25 plurality of server administration applications is then
installed on the terminal device. Each server
administration application is designed to access the web

service to provide a respective server management function.



25 plurality of server admnistration applications is then installed on
the term nal device. Each server admnistration application is designed to
access the web service to provide a respective server managenent function.
WO 2006/ 111013 PCT/ CA2006/ 000606 5 BRI EF DESCRI PTI ON OF THE DRAW NGS

[ 0012] Furt heo2dveatiorses and advant ages of the present inrtcdardzn@onsd |
becone apparent fromthe follow ng detailed description, taken in
conbination with the appended 5 drawi ngs, in which: (0013] FIG 1 is a

bl ock diagram schematically illustrating a conventional web-based server
adm ni strati on syst en [0014] FI G 2 | s a bl ock diagram schematically
illustrating CBRERYNBRS 81 HHE 38 representative renote server
10 admi ni stratlgamzqystﬁmch@r af@ﬁ@&ﬂ%ng Walihraleerdrodhagntsofr the present

i nvention; [0015] It lge not ed that throu hou{j the a end%cé dr awi ngs,
like features ar Veinﬁéﬁ’fl"?l B | EAF Bt'e é‘ﬁ% %Pﬁ’r F5DETAI LS [0016]
The present i nv@qrﬁtqr@ntpnovi:d}e@ pretctwésnmdnswps:ﬂlemge at39¢ndeérmte server

adm ni stration &frQMngs Mikeless . .termnal device. A representative

enbodi nent of the invention is described below, by way of exanple only,
with reference oy 20 FLG , 2. LOOALL RaLelt i Ndehg £LG, Z11fsus]
accordance with a "representative enbo of 't present 1nven |on
general |l y conp?l@é‘é’e%‘i’ﬁoﬂﬁbl‘feé’a{’ﬁﬂﬁi %’E‘@\K/a?d‘vﬁ@‘ftll%lébuﬁ’lséﬁmbet ween a

wirel ess network 16 and the data network 10, such as for 25 exanple, the
internet; a regiféty I8G. a2 ser verlosystigwr20 schouliedll if hestdat &mnet wor k10
to enabl e renot & RAYIEITRAL; operation of a representative remote server

10 administration system in accordance with an embodiment of

the presgent invention;

{0015) It will be noted that throughout the appended
drawings, like features are identified by like reference

numerals.

15 DETALILS
{00163 The presgent invention provides msthods and gsystems
for remote server administration from a wireless terminal
device. A representative embodiment of the invention is
described below, by way of example only, with reference to

20 FIG. 2.

[0017] Referring to FIG. 2, a system in accordance with a
representative embodiment of the pregent invention generally
comprises an Application Gateway (AG) 14 coupled batween a
wirelegs network 16 and the data network 10, such as for

25 example, the internet; a registry 18; a server system 20
coupled to the data network 10 to enable remote management;
and one or more wireless terminal devices 22 coupled to the

wireless network 16, and hosted by the AG 14,



and one or nore wireless termnal devices 22 coupled to the wreless
network 16, and hosted by the AG 14. WD 2006/ 111013 PCT/ CA2006/ 000606 6
[0018] The AG 14 generally operates to nedi ate nessage flows between the
term nal devices 22 and data services accessible through the data network
10 in the nanoesssidescri bed in Applicant's co-pendi ng Umdiach:8iabass Pat ent
5 Publications Nos. 2004/0215700 and 2004/ 0220998, the contents of both of
whi ch are incorporated herein by reference. [0019] The registry 18, which
can be co-resident wwth the AG 14 or may be located renotely fromthe AG
14 and accessed 10 via the data network 10, generally conprises a profiles
regi stry 24 andoarg) appthecat ii@ngene@ilsy rope2ftesThe nprdoktd esssag@gi stry 24

contains, for eagh.t semml eAPYEERLAE: adli cEESPECE B B ALLL genhi ch cont al ns
information identify each gg?l cati on i nstal on the term nal device

22. The 15 appl F‘&%&E“’ISE)H BT ST Y261 3E B tAiVATK i 48 67 MAEi B Fdent i fyi ng
wirel ess appl i caddansed hat rgsid cavaid ablenbond heiter mkaads rdeadtces 22, and

the addresses (g bnixersal Besouneese, LaOkiRsozo bR skyof Tespect i ve

back-end data sources an ervi ces of ata network 10 that are
accessed by 20 exsuapplh eath ¢h. Wirch2eTe Ilﬁc‘@@r?éﬁ“aﬁl“"} heRelt &Fni nal devi ces 22
can be any of arefMrdecvariety of software-controlled wrel ess devices

i ncluding, but not limted to: nobile tel ephones; personal conputers and

PDAs with w rel{@sﬁg]conﬂmnfé‘gatswp 16APRARI I 1489 25 188k derselViCenki osks; and
t wo- way pagers. is well k n the aréﬁféﬂrsuch devi ceg %enera ly
0

conprise a ni cridprécesdby © '08?1': EFETTESY LRHAPWAT €E0TTT5Ft o provi de
the functibhal viay cbé ddte tremerhall,desiagel 1A cghoigesi A FEoGligs

registry 24 and an applications registry 26. The profiles
reglistry 24 contains, for each terminal device 22, a
respective profile which contains infeormation idenitifying
each application installed on the terminal device 22. The
15 applications registry 26 containg information identifying
wireless applications that arve available to the terminal
devices 22, and the addresses (e.g. Universgal Resources
Look-ups - URLs) of respective back-end data scurces and/or
welb services of the data network 10 that are accessed by

‘20 each application.

{oo020] In general, the terminal devices 22 can be any of a
wide variety of software-controlled wireless devices
including, but not limited to: mobile telephones; personal
computers and PDAs with wireless communication capabilities;
25 self service kiosks; and two-way pagers. As is well known
in the art, such devices generally comprise a microprocessor
which operates under software control to provide the
functionality of the terminal device. As shown in FIG. 2,
the software is preferably designed on a layered model, in
30 which one or more wireless applications 28 control the
user's experience of the terminal device 22, and a runtime

envirconment {RE) 30 translates bstween the application



the software is preferably designed on a | ayered nodel, in 30 which one or
nore Wi rel ess applications 28 control the wuser's experience of the

term nal device 22, and a runtinme environnment (RE) 30 transl ates between

t he application WO 2006/ 111013 PCT/ CA2006/ 000606 7 software and the native
machi ne- | anguvag®sofinishe termnal device 22 to control tiE/denwonshs devi ce
hardware, and comunicate with data services. This | ayered software

nodel, and the manner in which it operates is known from5 Applicant's
co-pending United States Patent Publicatyons Nos. 2004/0215700 and

2004/ 0220998. [0021] As described in Applicant's co-pending United States
Pat ent Publicatb@nsambSaerﬁéhﬁz15§Qﬁc&n¢-2@&4@@22&998@txﬁmeﬁﬁnion of the

AG 14 enabl es aqu (8l 655 ApRlI £A1LAN 280 EXAGULLNG. LA agher i nal device

22 to comuni cate wt services throug t’he data network
10. This oper afPBHABTEe FoFR Seappievifat uHMf’g 1AvTESsEAG AR cont ent
and downl oadi ngmcfsddleSazﬁd[ am:bagkeenth gaien SeUsERSte Nat kshewayorconnect ed to

the data netyo qucaxll@ or.dg end(j)_n%ﬁ]&égg%gs%ag eyice Jte%S%'Uc) t;gx%ul rements,

each wrel ess ication Thterface unctionality
(for both di splﬁ?ﬁ aﬁélo‘t/soéﬁS??Pp@flﬁi HPpreprivdfe to the capabilities of the
particular termnal device 22. At |least a portion of the application |logic
i s executed on I0BH]AG A4 d@8kxibsel i rgplitdaat ' sicgnedrding Wéteedvathe AG 14

and the terni naéte@l@vw@l%;tio%sl h&gtgeong@w 9@&“2‘%@4%'0'9‘5@“ on data to
the termnal device 22 faor |ocal storage and %afﬁi and upl oadi ng user

i nputs. The appPPTat?oh Pobit *ekbcteb iy Snw‘tlf‘?ele tothtaRi tates with the
web service:i@2 2Fwaiibadk- entrdatal rdesocuar cée on coheurdatee nathordd 10, in

response to thesUsgtel MULE:dRACLNRRAL QM bhG LEMARho.  This

operation may, for example, including accessing HTML
content, and downlocading files from back-end data sources
(not shown) connected to the data network 10. In order to

15 reduce device resocurce requirements, each wireless
application 28 provides User Interface (JI) functionality
(for both display and user input} appropriate to the
capabllities of the particular terminal device 22. At least
a portion of the application logi¢ is executed on the AG 14

20 itself, so that signalling between the AG 14 and the
terminal device 22 is limited to downloading application
data to the terminal device 22 for local storage and
display, and upleoading user inputs. The application logic
executing on the AG 14 communicates with the web service 32

25 or back-end data resource on the data netwerk 10, in
response to the user inputs received from the terminal
device 22, to provide the functionality of wireless
application 28. This arrangement enables a user of the
terminal device 22 to access and use the web service's

30 functionality, but with reduced signalling traffic to/from
the terminal device 22 to thereby limit wirelesgs network
bandwidth and device resource requirements. In addition, the

AG 14 is capable of implementing a generic



device 22, to provide the functionality of wireless application 28. This
arrangenent enables a user of the termnal device 22 to access and use the
web service's 30 functionality, but with reduced signalling traffic to/from
the termnal device 22 to thereby Iimt wreless network bandw dth and
devi ce resowgensequisrenents. In addition, the AG 14 i corapabls@ows

i npl ementing a generic WD 2006/ 111013 PCT/ CA2006/ 000606 8
subscription/notification function for application data that resides
outside the AG 14. Wth this arrangenentg the AG 14 subscribes to an event
source (that is, a conponent of a web service or back-end data source

whi Clh is capalbl euﬁécﬁpgecne’rnatiﬂgaﬂmﬂ ffhﬁ@ﬁﬂoanf&?/%gﬁﬁz)caemorb%ﬁ@&Lth@fc ?

wirel ess appli na evice 22 ereafter,

the event sour cg@%le%gré t"essl ant sggd% Nt q\‘l ¢l iP6h R8RS ttgetlhge AG 14 in
accordance wi t hsth¥rigapser pptavent wrmbtﬁtﬂmt;alta on ®reptentaré ¥ éeki ved by

the AG 10 14, theyv@’eeopl’}:ﬁ@ﬁséﬁﬂdﬁ@a @%&@émngcﬁ h@ sihseription(s) that
they are assgqciated fected term nal device(s)

22, usi ng, for éxamp ng nﬁg %fcé" |?%seve?tesdl §’Pr]§f‘h§&ft%f P& F§% t he i nvol ved
terninal devi ceéélyllzztwf{ 6022)stphleheni & |ngstimtledeeidsods ment, this

functionality Ofrhéz%atfh@r A@h&%de«%d @d(@&é—gféﬂxet:&e%né% eseEngémt e server
adm ni strati on L om.a_ W I %ess t er m, nal 22 particul ar, the that

server adnini stration functl ohal FeyFofe léné“ (?rccﬁﬁ‘?aé‘cﬁa‘ﬁ’a@ea Server
conmponent s ( MBCsybs@riigt idnppl| Zardnt etk casia@n Eadmisniast rnafce oredveh ey wisce 34,

which i s 20idevel oped,and depl.oved &ndgmm% arReLIALk: JOSL NG at echni ques
wel |l known in t ear go tvvelg server adm nistration

wirel ess applicati’ons (sg?vjeate %‘bﬁlof H4eGnsy 56 W@CH%Q/eI oped to

i npl enment serveferminal device(s) 22, usmg, for example, the profiles

registry 24 to identify the involved terminal device(s) 22.

[0022) In the illustrated embodiment, this functionality of

15 the AG 14 is leveraged to enable remote gerver
administration from a wireless terminal device 22. In
particular, the that gerver administration functionality for
one or more managed server components (MSCs) 8 is
implemented as an administration web service 34, which is

20  developed and deployed on the data network 10 using
techniques well known in the art. One or more lightweight
server administration wireless applications (server admin.
applications) 36 are developed to implement server
management functions as desired. The server admin,

2% applications 36 can then be published and installed on the
AG 14 and one or more terminal devices 22 according to
actual system administration needs. Thereafter, the MSC's 8
can be monitored and managed from the terminal devices 22 by

execution of the applicable server admin. application(s} 36.

30 [0023] In principle, all of the desired server management
functions could be implemented within a single server admin.

application 36. However, this solution would tend to



managenment functions as desired. The server admn. 25 applications 36 can
then be published and installed on the AG 14 and one or nore term nal
devi ces 22 according to actual system adm nistration needs. Thereafter,
the MSC s 8 can be nonitored and managed fromthe term nal devices 22 by
execution ofwobesappisi cabl e server admi n. application(s)rC3EA286/0p@OR3] | n
principle, all of the desired server nmanagenent functions could be

i npl enented within a single server admn. application 36. However, this
solution would tend to WD 2006/ 111013 PGI/ CA2006/ 000606 9 produce an
undesirably | arge application, which reduces the range of different

term nal devi cesraiconanhaésirbbTanbee dppsiaitlied. whAceprdidogesy thet 1S

preferabl e to publ.she a; BLULA! LYy 0Ly SJRLSeLVEl AM N, applCati ons,

each of which 5 provides a specific server nmanagenent function and user
perm ssions, angrgalled | adetRrapprophF ate PEeTerabspee Pkl istype of term nal
device 22. In spratasesf bhallByeber EQPAENE@NGL chOicSkOrendhher conph et e set
of server adpin,_ %Qgéugatio. 36, wthin a Server Registry 38 1in which

A Shedlllc server. managenent ungtien a .
each 10 server admn. appPl cation 36 is assocliated wth intformation

i dentifying theradhieaigtsr atidi Purfdeivew sprpurteinddrby sratfiserver adnin.
application 36 apd ekthenikhdie ablidd avourin angy eesdneitype( sy of term nal

device(s) that can run the _server admn a@é{' igati gngaG The Server
S

Registry 38 nayc%nevéfé associated w th't e-et‘aser'ver 't ecimﬁ, ‘or may be
mai nt ai ned as WPBack emd ?esOUPEE acHpnect Bepissry e dae aeb vk 10. I n
ei ther casejosteaddiRg SRfiMeragditdeicaPpd 1iGabi QNS SH Whthi ik farmIQ6NEr
registry 38 in this.panner, allows. server admn. pplicatigns to be
Celected for GovitrEi TRoms retR TR St Bilder P00 LR A0 e on s
term nal devi ces@22ef arhinherPPAGaYon on 2aAd ¢iddenceded” bagrsr The

depl oyment of mHd/bpl€he type(s) of terminal device(s) that can run the

server admin. application 36. The Server Registry 38 may be

15 associated with the server 20 itself, or may be maintained
as a back-end resource connected to the data network 10. In
either case, storing server admin. applications 36 within a
server registry 38 in this manner allows server admin.
applications 36 to be selected for download from the Server

20 Registry 38 and installed on a terminal device 22 {and the
AG 14}, on an "as-needed" basis. The deployment of multiple
such lightweight server admin. applicaticons 36 enables a
system administrator to manage the MSCs 8 using any of a
variety of different terminal devices 22, by selecting,

25 downloading and installing on each terminal device 22 those
server admin. applications 36 having the appropriate

combination of functicnality, permissions and UIL.

[0024] The solution of the present invention offers the
following advantages:
30 e gerver admin. applications 36 are lightweight and
efficient, both on the server 20 and terminal devices 22,
The present invention separates the invocation of

administration web services 34 from the resulting display



such i ghtwei ght server adm n. applications 36 enables a system

adm ni strator to nmanage the MSCs 8 using any of a variety of different
term nal devices 22, by selecting, 25 downl oading and installing on each
term nal device 22 those server admn. applications 36 having the

appropri at e weembinaisi on of functionality, perm ssions amd/dd2006/0p@@24] The
solution of the present invention offers the follow ng advantages: 30
server admn. applications 36 are |ightweight and efficient, both on the
server 20 and termnal devices 22. Thepresent invention separates the
invocation of admnistration web services 34 fromthe resulting display WO
2006/ 111013 PCT/ CAQO&)&/eQQﬂ&QGde\lLQ:eOE]z aabes deRal ¢ deYE Care2se A9 c8sr esul t, the
"Web Services" tion of server, adm nistration.functionality is
only responsibl e ?H‘%leeqﬁgg%cltoﬂa Psseﬁ/%zf a%i“@elséd%‘tllr(ﬁns%‘i’mttl% F4s¥s: there is
no need for the VWBLSEEGPensille tiprgeireratienls seiterisigy esemiatranonwhi ch

saves server resousges andke pewer neeci %@W%@%Mééﬁ 3qony eRhlanal

web- based se%ver ﬁdrgznl lsésre%%ggnon h% | ustrat ed enbodi nent provi des a
nmore flexible, balance St r Bt e S BETSA. THATETEREIAGR 10 of a

conventional web-bBa&&d admi nistration tool needs to take many factors into
consi deration, such as session nanagenent, authentication and

aut hori zati on, €tctn,confhedroni ﬂm&Bﬁf&h@oxﬁdlzﬁe}ﬁ-Wasg@%lreéfty of any

"conpl et e” vveb based.server a tratio The nob £ server 15

sol ution of Fig % enabl 65 & " co dtr}qe lslt sPrag ser ver Odl entnlpgf’ i"of "§6fut i on

t hr ough the use ofle}ﬁ&P%?pl%la%Cpﬁé*m@EPd ﬁa?m@et%wévtMm ﬁhe dppidrcati ons 36,

and | everages ther existvdigisSessven- BBAGRIEAL «fuBcdd epal idekadfco
take many factors inte consideration, such as session
management, authentication and authorization, etc., which
increage the size and complexity of any "complete" web-
based server administration tool. The mobile server

15 solution of Fig. 2 enables a "complete!" server

administration solution through the use of multiple
special purpose server admin. applications 36, and
leverages the existing session management functionality of

the AG 14.

20 e With security wireless infrastructure support, secure
communications between the AG 14 and the terminal device
22 can be guaranteed. BAn end-to-end secure solution can
be obtained by placing the administration web service 234
behind a firewall (not shown}, in a manner known in the

25 art.

* The wireless friendly “push” operation enabled by the
subscription/notification function of the AG 14 means that
server admin. applications 36 can be easily deployed to
automatically receive notifications and alerts of gerver

30 emergencies, which enables faster administration response

time. Thus, for example, a server admin. appiication 36



the AG 14. 20 Wth security wreless infrastructure support, secure
comuni cations between the AG 14 and the term nal device 22 can be

guar anteed. An end-to-end secure solution can be obtained by placing the
adm ni stration web service 34 behind a firewall (not shown), in a manner
known in thewo2@sarmiz The wireless friendly "push" opermtiioteanaibed by
the subscription/notification function of the AG 14 neans that server
adm n. applications 36 can be easily deployed to automatically receive
notifications and alerts of server 30 enmrgencies, which enables faster
adm ni stration response tine. Thus, for exanple, a server admn.
application 36 WOi2606/1:81613 PEMIGAR0G6ABXE06an Eubkasital ke on a term nal

device 22 can SUbSELiHe. 0, <c0OLL LES.0N SEI VI GRET i 18AG M. i ng the

AG s generic subscription/notification functiona t he A
subscribes with t FEPUHPAHSMEE | Dirahbtn LEresiceaBiEyY. ohhs AsehhlfeBf t he
server adm n. applsuba&tdiens 36,tht thooBtainistpotichi ¢ad isepvavent s dnel ated to any

changes (in gny of the JMEGs 8) (Nialodre Lelevant.d g the selugr admin.
application ~36. An%/, subsequently recei ved notification events are
aut omati cal |y for®artdedapyet KEeRAG 181356 He 298 FEmIgdnt i, 210 “4pphd cation 36

runni ng on the temethal) demi gee2blelint cases where bheidVBEL8 icstidie
Appl i cation Catewgy, 14t S8l L0, 2. SORONGNL  Fheregl ). A vardation of the
notitica i ai%ycanel

generic subscripfion/n¢ cation function npl'énented, in
whi ch changes t haf &M@t et Bvafertigdeheyit s d6r vertcadhs reerappladeati on 36 are

passed to the serwugflicadpdm.zsappldieatd0nr36 dhtihautiethe generati on and
handl i ng of a nogggéscﬁgé)p@ t%ge{\%tc Qe{s %%'e };IL_th?Iigastelo%f G‘;[tthe%ay 14 itself
(or a component thereof) a variation of the generic
subscription/notification funetionality can be
implemented, in which changes that are relevant to the
15 server admin. application 36 are passed to the server
admin. application 36 without the generation and handling
of a notification event per se. The use of the
subscription/notification functionality of the AG 14 for
event handling ensures that the user of the server admin.
20 application 26 receives prompt notification of any changes
in M8C status.

[0025) The embodiment (s) of the invention described above
is(are} intended to be exemplary only. The scope of the
invention is therefore intended to be limited golely by the

25 scope of the appended claims.



subscription/notification functionality of the AG 14 for event handling
ensures that the user of the server admn. 20 application 36 receives
pronpt notification of any changes in MSC status. [0025] The enbodi nment (s)
of the invention described above is(are) intended to be exenplary only.
The scope ofwoh@snimwention is therefore intended to be timidred/wehel y by
the 25 scope of the appended clains. WO 2006/ 111013 PCT/ CA2006/ 000606 12
Clainms: 1. A method of enabling renote adm nistration of one or nore
managed server conponents (8) of a dataipetwork (10) using a term nal
device (22) of a wireless 5 network (16), wherein the nethod conprises the
steps of: providing an application gateway (14) coupled to the data
network (10) angld¥&:iwirel ess network (16) and hosting the terninal device
(22), the 10 application gateway (14) being adapted to nediate signalling
bet ween t he ter#i nal Adearibed (R22)akinids yaslvtserdpiipest@82on 34) onsf ©a dat a
network (10); and ingéa lmlaﬂﬁge@ §&Fv\é@rc<§a%héhht$st raf i gna.appd eaticern (36) on

t he term nal dewce&| 2) he server d %aftlonapllcatlon (36)

bei ng adapted to t¥ol S%rF?e % BYMAA (j?é’\?f’%e % 2" Fo"HccEss an

adm ni strati®sn web se¢m0@‘é (134) vheyeénerie negphoddrdurirseeattbonstfegact i onal ity
for the managed seryger conponents (8) via the application gateway 20 (14),
so as to thereby provide a respective server nmanagenent function. 2. A
met hod as cl ai med i npohaidimd anwhgrléicat idregstepyofi4) coupled to the

data network (10) and the wireless network (16)
and hosting the terminal device (22), the

10 application gateway (14) being adapted to mediate
signalling between the terminal device {22) and

wab services {32, 34) of a data network (10); and

installing a server administration application (36) on
the terminal device {22}, the server
15 administration application (36) being adapted to
control the terminal device (22) to access an
administration web service (34) implementing
administration functionality for the managed
server components (8} via the application gateway
20 (14}, so as to thereby provide a respective server

management function.

2. A method as claimed in claim 1, wherein the step of
installing a server administration application {36)

comprises the steps of:

25 accessing a first plurality of server administration
applications (38), each application within the
first plurality of applications having a
respective predetermined server management

function and User Interface;



installing a server admnistration application (36) conprises the steps

of : 25 accessing a first plurality of server admnistration applications
(38), each application within the first plurality of applications having a
respective predeterm ned server managenent function and User Interface; WO
2006/ 111013 WReTH@AR2006/ 000606 13 sel ecting, fromthe fimatcqbusroadendy of
applications, a second plurality of applications, each application wthin
the second plurality of applications having a User Interface that natches
a capability of the 5 termnal device; iand installing at | east one
application fromthe second plurality of applications on the term nal
device. 3. A nethodsas:cchag mgdoh el aimarlporraghay mf2appitieseiansa plural ity
of server admnistrati or;‘egglgg |p§g;5}1q!g§ ‘Efsig%p%ﬁ]c%t%&%" 0 &@'abﬁﬁc%@i&be

term nal device. 4. A nethod as claine . , wnerein each server
adm ni stration appl i cat i"oA™M{B6)e pre6irded vaa Hgpeetirvel capaet fird 4er ver

adm ni stration functiona BserAineidiade asat| @itvrdsin capybianeyofs ehains 1 to
4, 15 vvhere%n t he serve&grr?)qmlngé;ircgtia% application (36) conprises: an
application Togic portion for execution on the application gateway; a user
interface portion foin@xecuid @p Dixsthend epplitRkio?Grdewreeseofrarei n the

user interface portion éﬁu{'—iﬁ%&e& tagplidcé%?cljr?‘sy APALJ cation, data recei ved
fromthe application |dgrc portion; an 0 send User Inputs
3. A method as c¢laimed in claim 1 or claim 2, wherein a
plurality of server administration applications (36)

10 are installed on the terminal device.

4., A wmethod as c¢laimed in c¢laim 3, wherein each server
administrdtion application {36} provides a respective

gpecific server administration function.

5. A method as claimed in any one of claims 1 to 4,
15 wherein the server administration application (36)
comprises:

an application logic portion for execution on the

application gateway;

a user interface portion for execution on the terminal

20 device;

wherein the user interface portion is adapted to
display application data received from the
application logic portion, and to send user inputs

to the application logic portion; and

25 wherein the application logic portion is responsive to
the user inputs received from the user intexrface
portion to interact with the administration web
service to implement the respective server

management function.



to the application logic portion; and 25 wherein the application |ogic
portion is responsive to the user inputs received fromthe user interface
portion to interact with the adm nistration web service to inplenent the
respective server nmanagenent function. WO 2006/ 111013 PCT/ CA2006/ 000606
14 6. A net hedz2as/iche med in claim5, wherein the step dfCT/CAamtcaiddang t he
server adm nistration application (36) on the termnal device conprises
steps of: downloading the user interface portion to the termnal 5

devi ce; registering the downl oaded user imnterface portion and the
application logic portion on the application gateway, such that |aunching
t he downl oaded uéser A nterdiase petikédnnomdihest emeréaal cdevdtee é1i ggers 10

execution of the appligcaty [Weloll rtion on the _applicatiaon teway. 7.
A nethod as claimed in anlfqg%ee%f g% aﬁrrré [Tntlét%a?lm\}\ha%%éfﬁ%lﬁg (543
admi ni stration web sépviise tg3ENad oRgiricses mPaRs Ty EREPS @i ce conponent

designed to generate awr%Soagotl ficati On’e‘%\;%%% indicative of a Er,ed term ned

change, and wherein fhe WeCRGH Far tHdr B FREETRIOB 8P Bt “EUHYEri bi ng a

server adm ni*stration akfeation installed on the ternminal device with a

subscription/notification function of the application 20 gateway, such that
the application gateway {FA}"S SH8rAELCE G o crF e afrt P HE" élfént sour ce
of the adm nistration wele smrhiceei(n34pgico precieinven noki fpcatkoivrevent s;

subsequently receive nOtdaftla\Q%I,l Qi vent SlJu%QFH@@he downloaded user
interface portion on the terminal device triggers
10 - execution of the application logic portion on the

application gateway.

7. A methed as claimed in any one of claims 1 to 6,

wherein the administration web service (34) comprises
an event source component designed to generate a

15 notification event indicative of a predetermined
change, and wherein the method further comprises a
step of subscribing a server administration
application installed on the terminal device with a
subscripticen/notification function of the application

20 gateway, such that the application gateway (14)

operates to:

subscribe with the event source of the administration

web service (34) to receive notification events;

subsequently receive notification events from the

25 event source;

process received notification events to identify
notification events that are relevant to the

server adwministration application (36); and

forward each identified notification event to the

30 server administration application (38),



25 event source; process received notification events to identify
notification events that are relevant to the server adm nistration
application (36); and forward each identified notification event to the 30
server admnistration application (36). WO 2006/111013 PCT/ CA2006/ 000606

15 8. A termwoalsdevice (22) of a wireless network (16) p@adagphedodos renote
adm ni stration of one or nore nmanaged server conponents (8) of a data
network (10), the term nal device (22) being hosted by an 5 application
gateway (14) coupled to the data networks (10) and the w rel ess network
(16) and adapted to nediate signalling between the term nal device (22)
and web services. (322 3Ariofl cheichatiaznetfwerk r¢169s, rethgkt ékMi nal devi ce

(22) wherein: 10 a sgiMRLqaEHY RERddcabbRMhiappldieatdoBné 38) mbstal l ed on the
term nal device (22), the server admnistr i cation {%]% ) being
v

tlan
adapted to control tHEIEErHi*NGF WEVPLEE25) ¢ %g%g§§“§ﬁ°f5 [stration
web service (34) i nptemeetnirglldeddm Mt batnohofugcbyamal ity for the

managed seryer componants: () q¥id.iher appbigaki on (gat@waynedwkAk, SO as to
t hereby provide a respective server  managenent function. 9. A term nal

device (22) as clai meth’i APCIEEnY B S IGARFETRCT2d 18! St AF9R5 of° ser ver
adm ni strati on appl i catiaoassic36)1irgr eetwrshaticedeonineheddverm f&) devi ce. 10.

A term nal device (22)q @8pCclai Med i A2C1A)M 0, WhEIEI Rer RARN (SAT Ver
adm ni stration application (36) provides a respective specific server
admi ni stration flJnCt?Qﬁ1Ferm1nal device (22) wherein:

10 a server administration application (36) installed on
the terminal device (22), the server
administration application (36) being adapted to
control the terminal device (22) to access an
administration web service (34) implementing

15 administration functionality for the managed
server components (8} wvia the application gateway
{14), so as to thereby provide a respective server

management function.

9. A terminal device (22) as claimed in claim 8, wherein
290 a plurality of server administration applications (3§)

are installed on the terminal device.

1G. A terminal device {22) as claimed in c¢laim 9, wherein
each server administration application (36) provides a

respective sgspecific server administration function.

25 11. A terminal device (22) as claimed in any one of claiwms
8 to 10, wherein the server administration application

(36) comprises:

an application logic portion registered on the

application gateway (14};



25 11. Atermnal device (22) as clained in any one of clains 8 to 10,
wherein the server adm nistration application (36) conprises: an
application logic portion registered on the application gateway (14); WO
2006/ 111013 PCT/ CA2006/ 000606 16 a user interface portion installed on the
term nal devpe®s(d2)s; wherein the user interface portiqgrriaagapied to

di splay application data received fromthe 5 application |logic portion, and
to send user inputs to the application logic portion; and wherein the
application logic portion is responsive 160 the user inputs received from
the user interface portion to interact with the admnistration web 10
service to inplenent at e éspadhev epgelverinsneEnagesenhef unetinen. 12. An
application gateway (14)s.8dapted,to enable renote adm nistration of one or
nmore managed server conponents (8) of a data network (10) using a term nal
15 device (22) of a wheeliesshaetwpriateifce boe icapp i-eaptancgat eway (14)

conprising: neans for medi Biéynglﬁﬁiﬂél@%ﬁ Qﬁc? e\égggec?fggj‘;vt%r adm ni stration

application g36) instal l ed on term nal device
admini strati on web 20 $EPYVIEE1PBAYCHAPIBITRPR i ﬁ@da"ﬁﬁnsﬁil%t%&ffl H?PUtS

functionality for the nmapagesd s3I veilticompanetstidB) and3. An application
gateway (14) as clained in claim12, wherein the server adm nistration
appl i cation (36) 25wbﬁﬂ¢6pigﬁgsgpplication logic portion is responsive to

the user inputs received from the user interface

portion to interact with the administration web
10 service to implement the respective server

management function.

iz, An application gateway (14) adapted to enable remote
administration of one or more managed server
components (8) of a data network (1C) using a terminal
15 device (22) of a wireless network {16), the

application gateway (14) comprising:

means for mediating signalling between a server
administration application (36) installed on the
terminal device {22) and an administration web
20 service (34) implementing administration
functionality for the managed server components
{8},

13. An application gateway (14} as claimed in claim 12,
wherein the gerver administration application (36}

25 comprises;

an application logi¢ portion registered on the

application gateway {14);

a user interface portion installed on the terminal

device (22);



an application logic portion registered on the application gateway (14); a
user interface portion installed on the termnal device (22); WO

2006/ 111013 PCT/ CA2006/ 000606 17 wherein the user interface portion is
adapted to display application data received fromthe application |ogic
portion, andvbosendiuser inputs to the application | ograr/@oandsiersps and 5
wherein the application logic portion is responsive to the user inputs
received fromthe user interface portion to interact with the

adm nistration web service to inplenentisthe respective server managenent
function. 10 14. An application gateway (14) as clained in claim12 or
clai m 13, wherein thehathinnts4¢ natk oihtwebeepyiien( B4 adapdtpebses an event

sour ce conponent designﬁﬂsg aygggg{%%gag Qgi&%ggg%gqrgggﬂ% indicative of a

predet ermi ned change, a her el n ' pl'ication gateway (14) further
conpri ses: a subscripti GEPhotIFiPRatI%A FUTEPT 0FRd g SChe ST f BIPuStibscri bi ng
a server adm nistration tcappd i:patietibd6)cgtostakled anat he term nal device
(22) with the subscrigtiQn/notificatiqn function, 20 such that the
application §ateway FlEeigpEratesliqsdiorsulsses ineat it st hesreveite source of
the admnistration web cservidie 48 tocdivei mem Nt bkeatiepsReents; 25
subsequent |y receive notificatign gvents fromthe, event. source;

service to implement the respective server

management functicn.

10 14. An application gateway {(14) as claimed in claim 12 or
claim 13, wherein the administration web service {34}
comprises an event source component designed to
generate a netification event indicative of a
predetermined change, and wherein the application

15 gateway (14} further comprises:
a subscription/notification function; and

means for subscribing a server administration
application (36) installed on the terminal device
(22) with the subscription/notification function,
20 such that the application gateway (14) operates

to:

gubscribe with the event source of the
administration web service (34) to receive

notification events;

25 subsequently receive notification events from the

event source;

process recelived notification events to identify
notification events that are relevant to the

gerver administration application (36); and



process received notification events to identify notification events that
are relevant to the server admnistration application (36); and WO

2006/ 111013 PCP/ CA2006/ 000606 18 forward each identified notification
event to the server administration application (36). 15. A nachine

r eadabl e nedvemneonprsi Si ng program code neans execut abl e omassormput er
havi ng a progranmable 5 processor for inplenenting the nmethod as clained
in any one of claims 1 to 7. 16. A conmunications system conprising a data
network (10), a wireless network (16), ishe application gateway (14) of
any one of clainms 12 to 14, the application 10 gateway being coupled to the
data network and the wfielkesd saetwoiekt shiddatodigasit ionestetntnalhedevi ce

(22) of any one of clains 8:.dQ.ll.fiesiad by 4 Re apnlicati-en gateway. 15

15, A machine readable medium comprising program code
means executable on a computer having a programmable
5 processor for implementing the method as claimed in

any one of claims 1 to 7.

18, A communications system comprising a data network
(10), a wireless network (16}, the application gateway

{14) of any one of claims 12 to 14, the application

19 gateway being coupled to the data network and the
wireless network and at least one terminal device {22)

of any one of claims 8 to 11 hosted by the appiication

gateway.

15



