W RELESS COVMMUNI CATI ON SYSTEM W RELESS COVMUNI CATI ON
BETTI NG METHOD, W RELESS COMMUNI CATI ON APPARATUS,

W RELESS COMMUNI CATI ON SETTI NG PROGRAM AND W RELESS
COVMUNI CATI ON SETTI NG PROGRAM STORAGE MEDI UM
BACKGROUND OF THE INVENTION 1. Field of the Invention
The present invention relates to a wireless

comuni cation system a w reless comuni cation setting
nmet hod, a wireless comuni cati on apparatus, a wreless
comuni cation setting program and a wreless

comruni cation setting program storage nedi um and, nore
particularly, to those suitably applicable to execute
setting work on each of a plurality of wreless
communi cati on apparatus such that nutual wreless

Cc OMANRELESS 000MeUneRtratTONS isgdThR | WeEREIIERES € OMMUNICATION
apparatuses. 2. Description of the Related Art 1 Wth
sone (SETFING-METHON I SIIRESESS NUOMMUNICATIONSYBPAREIUSach
of the wirel ess conmunication apparatuses is adapted
t 0 eWEREAHERS SMGOMMUNTCATT @8 SSETIUNGC DROGKAM, A RINDN WIRBELELS
basis of a standard such as | EEE 802. 11b for exanple
(refer tOMHAPIARTEOWHRRFRING PROGRAM SNORASE MEDIUM
93508). For exanple, in order to provide nutual

wi rel ess data conmunication between a first wrel ess
conmuni cati on

BACKGROUND QOF THE INVENTION
1. Field of the Invention

The present invention relates to a wireless
communication system, a wireless communication setting
method, a wireless communication apparatus, a wireless
communication setting program, and a wireless
communication setting program storage medium and, more
particularly, to those suitably applicable to execute
-setting work on each of a plurality of wireless
communication apparatus such that mutual wireless
communication is established between thesé apparatuses.

2. Description of the Related Art




apparatus 101 and a second wi rel ess conmuni cati on
apparatus 102 shown in FIG 20, it is necessary to
manual |y enter setting information 1101 and setting
information 1102 into the first wirel ess comruni cation
apparatus 101 and the second wi rel ess conmuni cati on
apparatus 102, respectively, as shown in FIG 21. The
foll ow ng descri bes contents of these pieces of
setting information 1101 and 1102. For exanpl e,

conmuni cati on destination information (an IP (Internet
Protocol) address for exanple) is set to the first
setti ng widiorsvaki 0814d8d-4:a ha rentes egonruriikka thbnst

Wi rel ess comruni cati on apparatus 101 so as to identify
t grsseaendeati el fo3ReCRPEDE €At dAuappat dbtlSa Pl Athatks
is the destination of wireless data comuni cati on.
Aliso adapieé| B85 sxreimer kutdehtwficdatsisonat af @smminiertion
(SSID (Service Set ldentifier) for exanple) is set to
t hirs ther bassetdfi mg stahdendt $wrh [eBOTESE 882 t110lh dent i fy
a wreless network (or a wireless LAN (Local Area
Netwopky) (refet tios Jhpemede bdtwedn Lohd-bpestNon Helied$-
communi cation apparatus 101 and the second w rel ess
c@P¥dhd cati on apparatus 102. In addition,

crypt ographic key information (WEP (Wred Equival ent
Pri vacy)Fdeyxpoplexahpla)dars toeprovide mmtiiadswisetesng
information 1101 so as to encrypt data to be

-t AaRsf eprmenidatiorhbeseeemd viirsite 9é re bonmuarimaaiien tion
apparatus 102.

apparatus 101 and a second wireless communication
apparatus 102 shown in FIG. 20, it is necessary to
manually enter setting information I101 and setting
information I102 into the first wireless communication
apparatus 101 and the second wireless communication
apparatus 102, respectively, as shown in FIG. 21,

The following describes contents of these pieces of
setting information I101 and I102. For example,
communication destination information (an IP (Internet
Protocol) address for example) is set to the first
setting information I101 to be entered in the first
wireless communication apparatus 101 so as to identify
the second wireless communication apparatus 102 that is
the destination of wireless data communication. Also,
wireless network identification information (SSID

(Service Set Identifier) for example) is set to this




On the other hand, comrunication destination
identification information is set to the second
setting information 1102 to be entered in the second
wi rel ess communi cation apparatus 102 so as to
identify the first wreless conmunication apparatus
101 that is the destination of wreless data

communi cation. Al so, the sanme wreless network
identification information and cryptographic key
information as those to be set to the first wreless
communi cati on apparatus 101 are set to the second
seftitrisg sb B D gTatd rmb103n Comsequent ky, ibbecfiy o

Wi rel ess comruni cati on apparatus 101 can identify the
sedardens r edsark CRQMENWEat]l s apmarabusl 182 aidth@rk) )
destination of wreless data communi cation on the
baias o fhened ormurietathenf thest iwilakiessi admturaida@ion
set to the first setting information |1101. Al so, the
segpadawnis el @s sandc dumeunEcahd on ipasatusndPe caion
identify the first wreless conmunication apparatus
l@Pbragsathe WEst i hat addition wicrghbessraldtiac deyminitoanha tion
on the basis of the comrunication destination

i NWSPMalioed Feuitvelehe Betormdy) dett ifng exdmplmlt iionset
1102. Therefore, the first wireless conmunication
appaithe using serid inle iséeomak i L84 sso casmiumi ettivol
apparatus 102 becone ready for wireless data
codantedes drragisdiersedi vhbh | she tskepabyvwiraksferring

data nutual |y.
communication apparatus 102.

On the other hand, communication destination
identification information is set to the second setting
information I102 to be entered in the second wireless
communication apparatus 102 so as to identify the first

- Wireless communication apparatus 101 that is the
destination of wireless data communication. Also, the
same wireless network identification information and
cryptographic key information as theose to be set to the
first wireless communication apparatus 101 are set to the
second setting information I102.

Consequently, the first wireless communication
apparatus 101 can identify the second wireless
communication apparatus 102 as the destination of
wireless data communication on the basis of the

communication destination information set to the first




Actually, the first wirel ess comuni cati on apparatus
101 and the second wirel ess communi cati on apparatus
102 determ ne whether the w rel ess network
identification infornmation set to these apparatuses is
identical with each other. If these pieces of
identification information are found identical, the
apparatuses 101 and 102 can w rel essly comuni cate
with each other. Consequently, the first wireless
communi cati on apparatus 101 and the second wirel ess
comruni cati on apparatus 102 can prevent interference

f re iabheh rvkhed 55 IQ0MMUMNIGRL, I @RapPaGA UsB%e1k8s
which wreless network identification informtion
diddn@fu@atat i 6QMpHe atuseh 83 Scaet ik iirgephif £ Ladd on
information set to these wireless comuni cation
apfiaieateys esoidn Bt iH02 apBaddt & amf lagutati @8s eihaneas
the security of the wireless data conmunication
betivedmel Besfdisd winfrehesstiGOMBRINheabaens appatiad us
101 and the second wireless conmunication apparatus

- 102mmiEnt theion tdes tinast onl {ef @ tdemmsecadi e second
apparatus 101 and the second wirel ess comruni cation
appatahygsiif@rnarioradapted Therefiorypt tidat@i tsk b reless
W rel essly communi cated, by use of the sane
cropptiogiaphien lkepparrftos il l ondshsetsetondaehra herseof .
Consequently, any other w reless conmunication
apgaranisationm apfaghtdisf L@2 drcome ready for wireless

data communication bidirecticnally, thereby transferring
data mutually.

Actually, the first wireless communication
apparatus 101 and the second wireless communication
apparatus 102 determine whether the wireless network
identification information set to these apparatuses is
identical with each other. If these pieces of
identification infeormation are found identical, the
apparatuses 101 and 102 can wirelessly communicate with
each other. Consequently, the first wireless
communication apparatus 101 and the second wireless
communication apparatus 102 can prevent interferenée from
other wireless communication apparatuses to which
wireless network identification information different
from the wireless network identification information set

to these wireless communication apparatuses 101 and 102.




cryptographic key informati on fromthe cryptographic
key information set to the first wreless

comuni cation apparatus 101 and the second wrel ess
communi cation apparatus 102 is set are prevented from
decrypting the intercepted encrypted data, if any,
communi cated between the first wireless conmunication
apparatus 101 and the second wireless comruni cation
apparatus 102. Thus, this configuration enhances the
security of the wireless data comunication between
the first wireless communication apparatus 101 and

t M isecondiyh r £l R8s «aANYAL Ciild Qe cuaBRyr 8t Ushd QA reless
SUMVARY OF THE I NVENTION In order to provide mutua
Wdaglae 8smilah be o0 beeabeanc et s wWheeiésst wirel ess
communi cation apparatus 101 and the second wrel ess
carmumondabt Don Appakates1d02and) thewiseebggswireless
comuni cati on system having the above-nentioned
conminmguiabtbom ddparatneceé8sary to manually enter
comruni cation destination identification information,
wi r el essFungthear k thdeft 164 odtriedrsntommatiartionandparatus
cryptographic key information into the first wireless
cdunndathoreeqyralr atusldodd @ammivne chitish smparnatgs 102
information 1101 and the second w rel ess conmuni cati on
appar atasted2tasendryrdecend set benyireiorsiat icommpndated,
Therefore, the above-nentioned related-art involves a
pPoblem of thre Sameorventesearhiie et inforpatdsgarny set

to each thereof. Conseguently, any other wireless
communication apparatuses to which different
cryptographic key information from the cryptographic key
information set to the first wireless communication
apparatus 101 and the second wireless communication
apparatus 102 is set are prevented from decrypting the
intercepted encrypted data, if any, communicated between
the first wireless communication apparatus 101 and the
second wireless communicaticn apparatus 102. Thus, this
configuration enhances the security.of the wireless data
Ccommunication between the first wireless communication
apparatus 101 and the second wireless communication

apparatus 102.

- SUMMARY OF THE INVENTION

In order to provide mutual wireless data
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information to the first wireless comunication
apparatus 101 and the second w rel ess comruni cati on
apparatus 102, for exanple. Therefore, the present

i nvention addresses the above-identified and ot her
probl ens associated wth related-art nethods and
appar at uses and solves the addressed problens by
providing a wirel ess communi cation system a wreless
comuni cation setting nmethod, a wreless

comuni cation apparatus, a wireless comrunication
setting program and a wireless conmunication setting
praegmami sé o @geatmdieum-hbafi aste wicapabl ecafmsetdatign

Wi rel ess comruni cati on apparatuses 6 significantly
eagiplyatide childiang tbeaneeohddiimeritesef colveupressnn
invention, a wreless communication systemhas a
plaprakretys of02 iy @ @ssetosmumeatiiont appas vt e haamdga
proximty wreless comunication apparatus. The
pltireakbpye gfentgionglde son € bamrai icat, i 6 appaecrisray dach
has a setting block to which a wrel ess data

cERUAl L4t PP deomitHat Fehlon depdtinghdon iewliddsaddra

- communi cation block for executing wreless data .
caRraRTeht Pon “Areh ee Renai ver e sislengaf Acebhem rindermes Lon
destination set to the setting block. The proxim t{
wWiePE| BE¥P AR CakPEntappEtHtifs drbeutes fifisteMdgsless

communi cation with any of the pl uralit%/ oftt.
setting

comminication apparatils 101 as the firs
information I101 and the second wireless communication
apparatus 102 as the second setting information I102.
Therefore, the above-mentioned related-art involves a
problem of the inconvenience in setting necessary
information to the first wireless communication apparatus
101 and the second wireless communication apparatus 102,
for example.

Therefore, the present invention addresses the
above-identified and other problems associated with
related—~art methods and apparatuses and solves the
addressed problems by providing a wireless communication
system, a wireless communication setting method, a
wireless communication apparatus, a wireless
communication setting program, and a wireless

communication setting program storage medium that are

capable of setting wireless communication apparatuses
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wi rel ess communi cati on apparatuses brought into
proximty of a predeterm ned range of the proximty
Wi rel ess communi cation apparatus. The proximty

wi rel ess comuni cation apparatus has a storage bl ock
and a wireless transm ssion bl ock. The storage bl ock
stores conmunication mate identification information
received fromthe w reless comuni cati on apparat uses
brought into proximty of the proximty wreless
communi cation apparatus for identifying the wreless
commruni cation apparatus as a conmruni cation mate. The
W diejn@$s catt BISdd sisiyan bl ock transm ts comuni cati on
mate identification information if stored in the

st or age ddaacddiagt act he @l i@®s tCcofMineg catésht invention,
apparatus brought into proximty of the proximty

wia elies$esomummuwsdidationappatat es Baphuodlite of
above-nentioned wirel ess comruni cati on appar at uses
hasi rales s et @ssarticatswns spparathiseek aaddaapset inity
control block. The wireless transm ssion bl ock

t rareess, coroutrhieatiori abbyraliussl eSke rlommidityation
apparatus, communication nate identification

i ngehas § opprfnitded ioo mappk Oaitisers Atk hadentddtitdagi on
information is not stored in the proximty wreless
cérghi eatvioirrappadaedss brdughtcarmmsipabkomidastioptipe
W rel ess conmuni cation apparatus, for identifying the
wilBePeE sarbminIHiredessndapp ey icasépn kogk for

executing wireless data communication with the wireless
data communication destination set to the setting block.
The proximity wireless communication apparatus executes
wireless communication with any of the plurality of
wireless communication apparatuses brought into proximity
of a predetermined range of the proximity wireless
communication apparatus. The proximity wireless
communication apparatus has a storage block and a
wireless transmission block. The storage block stores
communication mate identification information receiwved
from the wireless communication apparatuses brought into
proximity of the proximity wireless communication
apparatus for identifying the wireless communication
apparatus as a communication mate. The wireless
transmission block transmits communication mate

identification information if stored in the storage block




comuni cation mate. The setting control block sets the
W rel ess conmuni cati on apparatus to the setting bl ock
as ~a wireless data comuni cation destination. The

Wi rel ess comuni cation apparatus is identified by the
comuni cation mate identification information received
fromthe proximty wreless conmuni cation apparatus if
the communication nmate identification information is
stored in the proximty wreless comruni cation
apparatus brought into proximty of the wreless
~communi cation apparatus. As described, it is possible
t Occs ttdree wii e 1 e s MamivGid ch @NoNBd o d tanisi breagh®ninto
information for identifying that wirel ess

cmuximdali ofi gpparaiigiag airebssalicmaiihotatbde | nt o
the proximty wireless conmunication apparatus by
brappginagushe Baabxioli the abhowed-esntdomstnyiedliecas
apparatus in which communication mate identification

i rfoymyaticenies anptarsttosed has theriplesisntrynsfiismiypnone
of the wireless comuni cation apparatuses. Then, it

i Plesdspbleat eeaing lvenwk el lebsck c offheiny tetlicms
-apparatus identified by this communication nmate

i derPisrieat Porelatfotranpontso wnditiseprakiel egsvireless
conmuni cati on apparatus as the destination of wreless
d SCHEBAFH R SatIRRRTGF LB | Y ded ipnoRiAtty Wi rel ess
conmmuni cation apparatus in which this comunication
marentideRtt it diformphi o natd die sosrghédation mate
ot,her

identification information is not stored in the proximity
wireless communication apparatus brought into proximity
of the wireless communication apparatus, for identifying
the wireless communication apparatus itself as a
communication mate. The setting control block sets the
wireless communication apparatus to the setting block as
a wireless data communication destination. The wireless
communication apparatus is identified by the
communication mate identification information received
from the proximity wireless communication apparatus if
the communication mate identification information is
stored in the proximity wireless communication apparatus
brought into proximity of the wireless communication
apparatus.

As described, it is possible to store the

communication mate identification information for
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wi rel ess communi cati on apparatus. According to an
enbodi nent of the present invention, it is possible
to store the conmunication mate identification
information for identifying that wirel ess
comuni cati on apparatus as a communi cation mate into
the proximty wreless conmunicati on apparatus by
bringing the proximty wreless comruni cation
apparatus in which comunication mate identification
information is not stored to the proximty of any one
of the wireless communication apparatuses. Then, it
| Si RESSiFRE 89t OhHelwi s &thrﬁﬁﬁ&&m%?ﬁ&i%s as a
apparatus identified by this 9 comuni cation nate
I degMniuhli eat i O hdHOLmBRbLI ORe t 9r NGLRET wivk1 8L £SS
comruni cati on apparatus as the destination of
Wi i8S cdal én Clipaiiiaat b No ByndiriN@hBgpkbLifioxi m ty
Wi rel ess comruni cation apparatus in which this
canméniesat tatimuralca tiidantpbs eat LN AheEABEbRIUiScation
stored to the other wi rel ess conmuni cati on apparatus.
Thias enddeht i fiordtignr ahifopmat 1 owsi & hetsetbiag waf the
necessary setting information to each wreless
- camwriind¢ay i of appanat o thé twiotdl osaqebminngi @peirat or ' S
manual entry of the setting information, thereby
siagppiefratasts y fTaen|itatingdsisébleetdi sk work wafreless
wi rel ess commruni cati on appar atuses. BRI EF DESCRI PTI ON
OFCTHEN DR MG PPleGat isi sdentpigtispgeblyi vhivi @wmunication
illustrating an

mate identification information tec another wireless

communication apparatus as the destination of wireless
data communicaticn by bringing the proximity wireless
communication apparatus in which this communication mate
" identification information is stored to the other
wireless communication apparatus.

According to an embodiment of the present invention,
it is possible to store the communication mate
identification information for identifying that wireless
communication apparatus as a communication mate into the
proximity wireless communication apparatus by bringing
the proximity wireless communication apparatus in which
communication mate identification information is not
stored to the proximity of any one of the wireless
communication apparatuses. Then, it is possible to set

the wireless communication apparatus identified by this

9




exenpl ary configuration of a wirel ess conmunication
system practi ced as one enbodi nent of the invention;
FIG 2 is a block diagramillustrating an exenplary
configuration of a wireless comruni cati on appar at us;
FIGS. 3A and 3B are schematic diagranms descri bing
tenporary setting information and first setting
information; FIG 4 is a block diagramillustrating an
exenpl ary configuration of a non-contact |C card,

FIG 5 is a schematic diagramillustrating a packet 10
structure at the tinme of storage status notification;
FldGmmGni 82 @i & heitrt iaedt A9 e idd ustFeanhogom sd alndshiep
whi ch tenporary information is stored in the above-
nertredned coimadniagzdbnl Eppardkud-laG thei deat Htdiamatl o€
diagramillustrating a packet structure at the tine
ofwitrefirpes adaytd nfcormomticonion rindmisgiong; thd Gr&ing ty
schematic diagramillustrating a status in which

t eripelasy setiumigaitnbor appaortst dnedhioht tieis
above-nenti oned non-contact IC card is stored in the
alsovauneer {iomedharier éHestsi Eomimine Anifonnappar dtusstoERG,
9 is a schematic diagramillustrating second setting
i fookhat pgrer MiGeleesi sommemivabdoincagpayrtns. This novel
illustrating a

configuration allows the setting of necessary setting
information to each wireless communication apparatus
without requiring operatorfs manual entry of the setting

information, thereby significantly facilitating the

setting work of wireless communication apparatuses.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a perspective view illustrating an
exemplary configuration of a wireless communication
system practiced as one embodiment of the invention;

FIG. 2 is a block diagram illustrating an exemplary
configuration of a wireless communication apparatus;

FIGS. 3A and 3B are schematic diagrams describing
temporary setting information and first setting
information;

FIG. 4 is a block diagram illustrating an exemplary
configuration of a non-contact IC card;

FIG. 5 is a schematic diagram illustrating a packet

10




status in which conpletion of setting is notified,

FIG 11 is a schematic diagramillustrating a packet
structure at the tine of setting conpletion
notification; FIG 12 is a schematic di agram
illustrating a status in which bidirectional wreless
data communication is ready; FIG 13 is a flowchart
indicative of a setting processing procedure; FIG 14
is a flomhart indicative of a tenporary 11 setting
information wite processing procedure; FIG 15 is a
flowchart indicative of a tenporary setting

| Bfteugatironat eak Migeessi fgodPpcediras fbG rildtisnd
schematic diagramillustrating a card detection
processi s .CANtikoh SeharitidkGagtdmi 51 usSeheMaGi € status
~diagramillustrating exenplary wreless data
cdmwhiiclat tampexasutiedovingt foh i3C s efoint thd-laBovi8
is a schematic diagramillustrating a wreless data
commiinpred | mon-systtemt( I¥ cardvhi ch one  wirel ess
comruni cati on apparatus executes w rel ess data

communi GZRG.oA Wt h scipdnatdld tyaghami tBlwegsrating a packet
communi cation apparatuses; FIG 19 is a schematic
disagnamni¢ | asthhat itdgeaof temporary information

transmission;

FIG. 8 is a schematic diagram illustrating a status
in which tempcrary setting information stored in the
above-mentioned non-contact IC card is stored in the
above-mentioned wireless communication apparatus;

FIG. 9 is a schematic diagram illustrating second
setting information;

FIG. 10 is a schematic diagram illustrating a
status in which completion of setting is notified;

FIG. 11 is a schematic diagram illustrating a
packet structure at the time of setting completion
notification;

FIG. 12 is a schematic diagram illustrating a
"status in which bidirectional wireless data communication
is ready;

FIG. 13 is a flowchart indicative of a setting
processing procedure;

FIG. 14 is a flowchart indicative of a temporary

11




wirel ess data communi cati on system (2) in which one
W rel ess communi cati on apparatus executes wrel ess
data comrunication with a plurality of wrel ess
communi cation apparatuses; FIG 20 is a schematic
diagramillustrating a status in which there is no
connection between wirel ess comunication
apparatuses; and FIG 21 is a schematic di agram
illustrating a status in which necessary information
IS set to each wreless comuni cation apparatus. 12
DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS Thi s
| ReeBEhgniMEbimdra cdesel tdesrdde Suunhhprodedaid; by way
of enbodi nents thereof with reference to the
acconpargiag 1dr as 8gslowcharConhtiguiaivornOfa aebbLhLsS
communi cati on system Now, referring to FIG 1, a
neeetahg 1inh fishincatiea acad vl @SS icgnpuoceatiton system
as a whole. The wireless comunication system1l has a
first wrE.ed$ tonmwiicatatdr dappasatilsludAragaisgcanchrd
W rel ess communi cati on apparatus 2B, and a
neateohiaetpidCe(slsnnggraterb Cisrcogieny card 3 that are
capabl e of wirel ess data conmuni cati on based on a
st andar Flsuch7ass | EEEBORLIthJ1sgrarexaiplse raTheg
follow ng describes a configuration of the

exemplary wireless data communication executed wvia an

access point;

FIG. 18 is a schematic diagram illustrating a
wireless data communication system (1) in which one
wireless communication apparatus executes wireless data
communication with a plurality of wireless communication
apparatuses;

FIG. 12 is a schematic diagram illustrating a
wireless data communication system (2) in which one
wireless communication apparatus executes wireless data
communication with a plurality of wireless communication
apparatuses;

FIG. 20 is a schematic diagram illustrating a
status in which there is no connection between wireless
communicétion apparatuses; and

FIG. 21 is a schematic diagram illustrating a
status in which necessary information is set to each

wireless communication apparatus.
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first wirel ess conmuni cati on apparatus 2A with
reference to FIG 2. The first wireless conmmunication
apparatus 2A has a setting information storage bl ock
-4 for storing setting information indicative of
communi cation destination identification information
for identifying a destination of wreless data
communi cation. A control block 5 for executes overal
control on the whole first wreless comrunication
apparatus 2A. The control block 5 refers to

comruni cation destination identification 13
information in the setting information stored in the
setting information storage block 4. Then, the contro
blpwTa IS EeXBESEEIPTION OEr €hE SSREGIFREDO RRBOD NN based
on a standard such as | EEE 802.11b for exanple with a
W r el essTitiat d neeAueh Cad 1Dhdeekichabé®nin deithbiredebyil
the referenced comunicati on destination

i dentviafyl oAt énsodimehasmaheépso¥ i tth WefekesSe to the
comruni cation block 6 and a wreless conmuni cati on
artceenpaiy iy siyawtihgstirst  wirel ess comruni cati on
apparatus 2A has a proximty wreless comrunication
ant enna 8l)afendiproxiidn yoiMar eliesdessormmmindaticdonn

bl ock 9 for executing wreless conmunication with the
newstemt act 1C card 3 that cones close to a
predet erm ned range. The control block 5 of the first
wi r el esdwomrgficcainrotagiératusa2mnsralcdniediedted a
an operator block 11 and a display block 12

wireless communication system as & whole. The wireless
communication system 1 has a first wireless communication
apparatus 2A, a second wireless communication apparatus
2B, and a non-contact IC (Integrated Circuit) card 3 that
are capable of wireless data communication based on a
standard such as IEEE 802.1lb, for example.

The followiﬁg describes a configuration of the
first wireless communication apparatus 2A with reference
to FIG. 2. The first wireless communication apparatus 24
has a setting informaticn storage block 4 for storing
setting information indicative of communication
destination identification information for identifying a
destination of wireless data communication. A control
block 5 for executes overall control on the whole first
wireless communication apparatus 2A. The control block 5

refers to communication destination identification
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via an input/output interface block 10. It should be
noted that the second w reless communi cati on appar at us
2B according to the present enbodi nent has circuit

bl ocks (4 through 11) generated in generally the sanme
manner as those of the first wireless communication
apparatus 2A. At this nonent, because a setting
operation has not been executed on the first wreless
conmuni cati on apparatus 2A, tenporary setting
information It as shown in FIG 3A for exanple is
stored in the setting 14 information storage bl ock 4
ofi tfiembtist M r@lLsStcCAIMKYE HM@BnaPPaF &4 Ush e
This tenporary setting data It contains conmunication
made thi dgni h fd:6afdion sRbergatn Itk 4PSlrHdr) tHheS ceaseol
an | P address allocated to the first wreless

CQIBRI 6abkOuARPAhat USrdfYss WMdtel essmiet ¥of¥on based on
identification information SID (in this case, SSID),
and stahjptOghaphiaes kKeyri sborim ifor Wkafble tdith ease, a
VWP key). The communi cation mate identification

i Rfieeiass odatd RShmimkestide diestinaat boni oént fieddes®y the
data conmuni cation identify the first wreless
camfenecadd crpnappdcatiisn 2destidreelibnasdémei fication
communi cation mate. The w rel ess network

| dedbrihathdn onia af eiraleson Shbuindentibneslecnif elngss
network fornmed between the source and the destination
ofwirei ee$ esmndatizatanmuantceatnaon.. Thksor Witcodrhiaphi ¢ key
informati on WK encrypts data to be transferred with

t Wareless communication apparatus 2A has a proximity

wireless communication antenna 8 and a proximity wireless
communication block 2 for executing wireless
communication with the non-contact IC card 3 that comes
close to a predetermined range. The contrcol block 5 of
the first wireless communication apparatus 24 is
connected to an operator block 11 and a display block 12
via an input/output interface block 10. It should be
noted that the second wireless communication apparatus 2B
according to the present embodiment has circuit blocks (4
through 11) generated in generally the same manner as
those of the first wireless communication apparatus Z2A.
At this moment, because a setting operation has not
been executed on the first wireless communication
apparatus 24, temporary setting information It as shown

. in FIG. 332 for example is stored in the setting
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destination of wireless data conmunication. In the
present . enbodi nent, device unique information (in
this case, MAC (Media Access Control) address) unique
to the first wireless comunication apparatus 2A is
all ocated as wireless network identification SID
contained in this tenporary setting information It.
This configuration prevents the wireless network
formed by the first wirel ess comuni cati on apparatus
2A and the wireless network forned by the other 15

W rel ess communi cati on apparatus fromgetting into
Camiferinh @hon | St dhRjepPbEsERt 4 efbatiement st becasisas st hi s
tenporary setting information It contains an IP

addmessicefiel asgHaCath8222168his. temporay)y &2tting data
communi cation mate identification infornmation |IPS1, a

sult pehtabsk ¢Abmni2hhion 2bbte Q)dehal fexatpde information
corresponding to this IP address is also included. In
adaistli ohn tietporaaey set I[P ngddmdser rAllboated tta rthiehifgrst
case has an ad hoc node (Ad hoc) for allowing the
f wigtles s et @esurc@aminh cappora tappaiat usi2Al ¢ss diateotrky
wirel essly communicate with the wirel ess conmuni cation.
désenhafiontint Hoforusthon tHe ddeesbiporate, \Wid®)a and
non-contact |1 C card detection command operation is
ex@gptedragiricudiet Refopertior WY ddk thipfcagde of WESt
wi rel ess conmuni cati on apparatus 2A to detect the
nérytontTiEt ceomgaidaBion ateondentibleridon dnfpreation
IPS1 makes the destination of wireless data communication
identify the first wireless communication apparatus 24
itself as the communication mate. The wireless network
identification information SID identifies a wireless
network formed between the source and the destination of
wireless data communication. The cryptographic key
information WK encrypts data to be transferred with the
destination of wireless data communication.

In the present embodiment, device unigque
information (in this case, MAC (Media Access Control)
address) unique to the first wireless communication
apparatus 2A is allocated as wireless network
identification SID contained in this temporary setting
information It. This configuration prevents the wireless

network formed by the first wireless communication

apparatus 2A and the wireless network formed by the other

15




first wirel ess conmunicati on apparatus 2A executes
detection processing for detecting the non-contact |IC
card 3. Actually, in this detection processing, the
control block 5 of the first wireless comunication
apparatus 2A is adapted to repetitively wirelessly
transmt at predetermned tinme intervals a storage
status notification request signal for requesting the
non- contact 1C card 3 to notify whether or not
tenporary setting information It is stored, via the
proximty 16 wireless communi cation block 9 and the
prdtieleby whtiRlrEisSt ioamappa £&t uOE raft §8Baisy i thidi s
order (this is known as polling processing). Wen the
nancentach. | Cncahd PBréserty eugbtdihent hebedaruexl ghiy of
the proximty w rel ess comunication antenna 8
arteapgedrpnsétheifd rafowns el &s SIic auntai aat 40N B pEkratys
2A, a control block 12 of the non-contact IC card 3
stkidwelapa El G924 dé6or di ngly aecemmesithelat orage
status notification request signal wirelessly

t iaeonii fieat fqromnicheatiost IRGT ol @ ssikc ormtumiacét i(BAS5. 255.
apparatus 2A, via an antenna 13 and a comruni cation
blkgék 4. fRecoiaripdg therespordigy $athss nbR idddoatsisons
request signal, the control block 12 checks that

t érpor angludad. ngniaddirtimni, ofeporary mattsingr édfppmation
tenporary setting information storage block 15 and

t Bénipr Bis¥riaaPea heporaged sher medsotAli keel ofpr allowing

the first wireless communication apparatus 2A to directly
wirelessly communicate with the wireless communication
destination without using the access point.

When a non-contact IC card detection command
-operation is executed through the operator block 11 of
-the first wireless communication apparatus 2A to detect
the non-contact IC card 3, the contreol block 5 of the
first wireless communication apparatus 2A executes
detection processing for detecting the non-contact IC
card 3. Actually, in this detection processing, the
contrel block 5 of the: first wireless communication
apparatus 2A is adapted to repetitively wirelessly
transmit at predetermined time intervals a storage status
notification request signal for requesting the non-
contact IC card 3 to notify whether or not temporary

setting information It is stored, via the proximity

16




signal indicative that tenporary setting information

It is not stored, via the communication block 14 and
"the antenna 13. In the case of the present

enbodi nent, this storage status notification signa

has packet structure as shown in FIG 5, in which
information indicative whether or not tenporary
setting information It is stored is included in
control information. The control block 5 of the first
wi rel ess comuni cation apparatus 2A receives the
storage status 17 notification signal fromthe
NIre0BkaCtonnturGaad i3nVhbBock B H0XhE pyYoxdmal eSS reless
communi cation antenna 8 and the proximty wreless
Commith€ast Doh Rindekn? BNif htlsi Orcder (thid eipPamaivm as
setting information It is found not stored in the
n@letanyastoddssdaigy .3, accordi ngly reads tenporary
setting information It fromthe setting information

st or age Wieockhd, nbvherebhaat 1€l essdy3 tiansmughitngot tiee
read tenporary setting information to the non-contact
| GroaiditP of a&hicherproxiny twinkleslse ssmuaniesat icat eomenna
block 9 and the proximty wreless conmunication

aft emnan@:sd remt ihe forderwiReasisyicogmtehporiany apeietrahygs
information It fromthe first wreless conmunication
appar at ognizmlvibdochelantentee nb®-gndtéhe Tomand Gashonn
bl ock 14, the control block 12 of the non-contact IC
candF3Gstbhracarifanperereeefives the storage status

notification request signal wirelessly transmitted from

- the first wireless communication apparatus 2A, via an
antenna 13 and a communication block 14. Receilving the
storage status notification request signal, the control
block 12 checks that temporary setting information It is

. not stored in a temporary setting information storage
block 15 and then transmits a storage status notification
signal indicative that temporary setting information It
is not stored, wvia the communication block 14 and the
antenna 13. In the case of the present embodiment, this
storage status notification signal has packet structure
as shown in FIG. 5, in which information indicative
.whether or not temporary setting information It is stored
is included in control informationf

The control block 5 of the first wireless

communication apparatus 2A receives the storage status
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information into the tenporary setting information
storage block 15. Thus, in the wrel ess comrmunication
system1l, it is possible to store tenporary setting
information It from the first - wirel ess conmunication
apparatus 2A into the non-contact IC card 3 by only
bringing the non-contact IC card 3 to the proximty
of the first wireless conmunication apparatus 2A as
shown in FIG 6. Then, when a non-contact |IC card
detection command 18 operation is executed through the
operator block 11 of the second w rel ess
cariFication appanatfusm2Bhé ondlsiReitacthecnefr£ ontact
IC card 3, the control block 5 of the second wireless
CamaupreakinHty appaylalisys cdimexbeidiesh atekaghi ®nand the
processing for detecting the non-contact 1C card 3.
Agirdalimy tvi @it s odeboaatihbba pr@c etsichkg 9 thethtonrdrdelr .
bl ock 5 of the second w rel ess conmuni cation
apfartatnsr2By | setatiapt édfvomatepet it Vel Yound eh@ssdtyored
transmt at predetermned tinme intervals a storage
stiat tbe nott¢omtzdtoiCr eques?, siqgraldihglyr egadsttiargpotrhey
non- contact 1C card 3 to notify whether or not

t egyoiagyinsetndtigpn Atofnami tre Isetitdngt donddymatiipn he
proximty wreless communication block 9 and the
predricae yb W ¢le| s $hegohwumwi catdsod yaitrenaai Bt ing ttiies read

order. Wen the non-contact I1C card 3 is brought to
t Aemporary setting information to the non-contact IC card

3 via the proximity wireless communication block 9 and
the proximity wireless communication antenna 8 in this
order.

Receiving temporary setting information It from the
first wireless communication apparatus 2A via the antenna
13 and the communication bklock 14, the control block 12
of the non-contact IC card 3 stores the received
information into the temporary setting information
storage block 15.

Thus, in the wireless communication system 1, it is
possible to store temporary setting information It from
the first wireless communication apparatus 2A into the
non-ceontact IC card 3 by only bringing the non-contact IC
card 3 to the proximity of the first wireless
communication apparatus 22& as shown in FIG. 6.

Then, when a non-contact IC card detection command
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proximty of the proximty wreless conmunication
antenna 8 arranged on the second wrel ess
comuni cati on apparatus 2B, the control block 12 of
the non-contact 1C card 3 accordingly receives the
storage status notification request signal wrelessly
transmtted fromthe second wreless comrunication
apparatus 2B, via an antenna 13 and a comruni cation
bl ock 14. Receiving the storage status notification
request signal, the control block 12 of the
non-contact |1 C card 3 checks that tenporary 19 setting
| fgaramtbani b et Sourledr @drbigR tIMYPatYosebliodd 11 of
informati on storage block 15 and then transmts a
Stifeagecoftial Use Taid fco@lih 08aSi@halpgardi-aat 2verd Rdfcect
tenporary setting information It is stored, via the
camanichatbpbachlmrckatd apdchdecantrennadlddk Thef the
control block 5 of the second wireless conmunication
apparatiuyi 28l ¢ &€ eionesinti het S610rage reftatuss aodddtesat | on
signal fromthe non-contact I1C card 3 via the
. prietieni tiyn we r et essi ngo M ndetad ¢ toimaanthennan8camich dtha C
proximty wreless comunication block 9 in this
orded. 3.| fAdterdrar yn seiis migtiectdonaproreddings tbend
stored in the non-contact IC card 3, accordingly
r eagsroénpbecl o ofetthienge ¢ ortd rmata e s| tofmemi ¢atd on
setting informati on storage bl ock 4, thereby
wiaPpessshy IR arsmideritag bo repgiortamvplyewiielpssly
i nformati on transm ssi on request signa

transmit at predetermined time intervals a storage status

notification request signal for requesting the non-
contact IC card 3 to notify whether or not temporary
setting information Tt is stored, via the proximity
wireless communication block 9 and the proximity wireless
communication antenna 8 in this order.

When the non-contact IC card 3 is brought to the
proximity of the proximity wireless communication antenna
8 arranged on the second wireless communication apparatus
2B, the control block 12 of the non-contact IC card 3
accordingly receives the storage status notification
request signal wirelessly transmitted from the second
wireless communication apparatus 2B, via an antenna 13
and a communication block 14. Receiving the storage
status notification request signal, the control block 12

-0of the non-contact IC card 3 checks that temporary
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via the proximty wreless conmunication block 9 and
the proximty wireless conmunication antenna 8 in
this order to request the non-contact IC card 3 for
transmtting tenporary setting information It.
Receiving the tenporary setting information

transm ssion request signal fromthe second w rel ess
comuni cation apparatus 2B via the antenna 13 and the
conmuni cation block 14 in this order, the contro

bl ock 12 of the non-contact IC card 3 reads tenporary
setting 20 information It fromthe tenporary setting

| feattiali Onfosinriage bl 0sksddrand nvarl eb8sSt it rsVtEANYS
the read tenporary setting information via the
camtwimaal bnsddraclk bldcrnis tdel ankanBaadshits tahistorage
order. In this case, tenporary setting information It
| stwitnel assl§icdtiansaighel {rdiMditieeneba€ otdngeiralrG
card 3 on the basis of a packet structure shown in
Fls@ttZng Thugrratd oaomtr b Htoocdd,5 vak the sewondcation
W rel ess conmuni cation apparatus 2B receives

t édpokaty zwel tiheganitcahoanddion It fromthe non-contact
ICcard 3 via the proximty wreless comrunication
ant enna Beagdnthel prand M tof wheekessnd omredkesat i on
block 9 in this order and stores the received

i goompat¢aridmtappreheteet 2B mpcdivkor he i oo stas agatus

bl ock 4. Thus, in the wireless conmunication system 1,
j lofgfication signal from the non-contact IC card 3 via

the proximity wireless communication antenna 8 and the
proximity wireless communication block 9 in this order.
.If temporary setting information It is found stored in
the non-contact IC caxrd 3, accordingly reads temporary
setting information It from the setting information
storage block 4, thereby wirelessly transmitting a
‘temporary setting information transmission request signal
via the proximity wireless communication block 9 and the
proximity wireless communication antenna 8 in this order
to request the non-contact IC card 3 for transmitting
temporary setting information It.

Receiving the temporary setting information
transmission request signal from the second wireless
communication apparatus 2B via the antenna 13 and the
communication block 14 in this order, the control block

12 of the non-contact IC card 3 reads temporary setting
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possible to store tenporary setting information It
stored in the non-contact I1C card 3 fromthe first

wi rel ess communi cation apparatus 2A into the second
wi rel ess comuni cation apparatus 2B by only bringing
the non- contact IC card 3 to the proximty of the
second wi rel ess comuni cati on apparatus 2B as shown
in FIG 8. Next, the control block 5 of the second

wi rel ess comuni cation apparatus 2B generates setting
informati on necessary for wireless data comruni cation
on the basis of 21 tenporary setting infornmation It
stiorfednkni dhel tseitam@hei béapsEdn0Restanagen bk i4n(in
what follows, the setting information to be set to

t keeofriapgst b elel l6s sndomtual ead o raappatcat tise 24 dds
referred to as "first setting information" and the
sdtemppgainf srtnEtignnforbet s&i tia tthe cemwomicatiroel edsck
comuni cation apparatus 2B is referred to as "second
sdtdt eng tiné crmetinen'13f on tines comeeni ehtechdfs case,
description). To be nore specific, the control block 5
oftemperasecyutid-imia éndssmebihenuitcdisi shrappas st us 2B
determ nes that comunication mate identification

| FrerAEt tord 1Tpm thei paredenmathil€ canpod ey et biaggs
information It (FIG 3A) as information for

i @EnBi PYFERY tHe UgesrpnakPwn ot FI1F-r dF ess data

conmuni cation of the second wireless conmunication
appar at U$U2B. tpefiontrrl &dwckoP Bf oelke second wireless

communication apparatus 2B receives temporary setting
information It from the non-contact IC card 3 via the
proximity wireless communication antenna 8 and the
proximity wireless communication block 9 in this order
and stores the reéeived information into the setting
information storage block 4.

Thus, in the wireless communication system 1, it is
possible to store temporary setting information It stored
in the non-contact IC card 3 from the first wireless
communication apparatus 2A into the second wireless
communication apparatus 2B by only bringing the non-
contact IC card 3 to the proximity of the second wireless
communication apparatus 2B as shown in FIG. 8.

Next, the control block 5 o0f the second wireless
communication apparatus 2B generates setting information

necessary for wireless data communication on the basis of
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sets this comuni cation mate identifying information
IPS1 to second setting information 12 as

comuni cation destination identification infornmation

| PT2 as shown in FIG 9. Thus, the control block 5 of
the second wireless comunication apparatus 2B can
set, as second setting information 12, comrunication
destination identification information |IPT2 for
identifying the first wreless comunication

apparatus 2A that becones the destination of wreless
data communi cation. 22 In addition, the control bl ock

5 tehpbhergesotih ngMin€besst COMMMNisGatreani apped aldts 138
generates comunication mate identification

i ihdorabtoon | RS*az@e bilhak 4 heirdesixtnd@blDowef tMe ekessng
data conmunication identifies the second w rel ess
cdmfumimeai dwnt@fpEasatuso 2the iftigeltl wdsellies communication
comuni cation nate of wireless data comrunicati on.
ThippacetmentZ atd orefeatredi derdd Midatitonettivigr mat i on
IPS2 is generated so as not to overlap conmunication
dégtfionmatopnT damt ithecaetomd nfrdioraitdpn| BT e tdedt toathe
set. Further, the control block 5 of the second

wiseebag swEtrdaaAd catitoniepparatappa2Btyet 8Bwi g eledegred to
network identification information SID and

crypt egraphi e tidys ipformaitiani ikrcbheafpreceiiencki of
tenporarz_setting information It directly to second
sEefragPtP®rmati on 12. Because the ad hoc node is

set to this tenporary settin%
To be more specific, the contrel block 5 of the

second wireless communication apparatus 2B determines
that communication mate identification information IP1
Iindicated in this temporary setting information It (FIG.
3A} as information for identifying the destination of
wireless data communication of the second wireless
communication apparatus 2B. Then, the control block 5
sets this communication mate identifying information IPS1
to second setting information I2 as communication
destination identification information IPT2 as shown in
FIG. 9. Thus, the control block 5 of the second wireless
communication apparatus 23 can set, as second setting
information I2, communication destination identification
information IPT2 for identifying the first wireless
communication apparatus 2A that becomes the destination

of wireless data communication.
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information It in the present enbodinent, the contro
bl ock 5 of the second w reless communi cati on appar at us
2B sets the ad hoc node to second setting information
12 in the sanme manner. Also, the control block 5 of
the second wreless comuni cation apparatus 2B sets a
sub net nmask contained in this tenporary setting
information It directly to second setting information
12. Then, the first and second w rel ess conmunicati on
apparatuses 2A and 2B wirel essly communi cate with each
23 other to determ ne whether there is a match between
W r el essimeidink ongethé f ¢adtqan vilbbar Bedf aheSlsBcsat to
- the second wirel ess comuni cati on apparatus 2B and
wiwidledessnebmalki dadarhi hppatatms i IH eemitedas SI D set to
the first wireless communication apparatus 2A. If a
matapimuni saf bom dya ticheédeat W £ edesen netfwamkt vl el B2 Glo
the first and second w rel ess conmunication
appertatbsede 20 regtd 02Bo £i gifeleed desaskownunicddiGn 10.
Next, the control block 5 of the second w rel ess
codaptiiaes ophapraratiuyi 28l ¢sansmnusigaséot i grparatus 2B
conpletion notification signal indicative of the
carpsledffi ef die ammuinpagabios evorel cfettiragespfdateat i on
12 to the first wreless communication apparatus 2A

| Femmuhiiegtign. cEhihdntomuroradasn mat¢ okfdentification
identification i nformation |PT2 contained in second
sénforgarneoriftd 38 geneyabed e as not to overlap

communication destination identification information IPT2
that was set. Further, the control block 5 of the second
wireless communication apparatus 2B sets wireless network
identification information SID and cryptographic key
information WK contained in this temporary setting
information It directly to second setting information I2.
Because the ad hoc mode is set to this temporary setting
information It in the present embodiment, the control
bleck 5 of the second wireless communication apparatus 2B
‘sets the ad hoc¢ mode to second setting information I2 in
the same manner. Also, the control block 5 of the second
wireless communication apparatus 2B sets a sub net mask
contained in this temporary setting information It
directly to second setting information IZ2.
Then, the first and second wireless communication

apparatuses 2A and 2B wirelessly communicate with each
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wi rel ess communi cation block 6 and the wirel ess
communi cation antenna 7. In the present enbodi nent,
this setting conpletion notification signal has a
packet structure as shown in FIG 11 and contains, in
t he header thereof, comunication mate identification
information [PS2 for identifying the second w rel ess
comuni cati on apparatus 213 as the nate of

conmuni cation. Receiving the setting notification
conpletion signal fromthe second wreless

comruni cati on apparatus 24 2B via the wirel ess

CQJURH €at §OFe BNlrRNRAethaRdrhdie: W Leh888h between
comuni cation block 6, the control block 5 of the

f iviste 1wk h €550 100 THGNILE 8l QD AP Pl t 26n det Bryemes
that comuni cation mate identification information

| RS2 seabhaiwetklidsst kemmesetaeihrs elpbbRgtcONH edddn
notification information as information for

| dentityks ngeterk deehindlconiaf iwfoehessodat®D set to
comrmuni cation of the first wreless comunication
apgpar atiust 24 relless, coheucdréticln appeektds geler attes match
first setting information Il by setting this
cammipicdl | themet eirdéntsf neatddn madkonpad f orhd BSZstt o
tenporary setting information It as conmuni cati on
destli pateon widerteishi catinoni ¢afimmaprenat®ids a3 shiowaB
in FIG 3B. Thus, the control block 5 of the first
wilselfesmed comaAhewpatinoAI@ppEtat us 2A can set, as first

setting information Il, comrunication destination
i denti f iNeagti-ofhe contreol block 5 of the second wireless

communication apparatus 2B transmits a setting completion
notification signal indicative of the completion of
setting of second setting information I2 to the first
wireless communication apparatus 2A identified by
communication destination identification information IPTZ2
contained in second setting informaticn I2, wvia the
wireless communication block & and the wireless
communication antenna 7. In the present embodiment, this
setting completion notification signal has a packet
structure as shown in FIG. 11 and contains, in the header
thereof, communication mate identification information
IPS2 for identifying the second wireless communication
apparatus 2B as the mate of communication.

Receiving the setting notification completion

signal from the second wireless communication apparatus
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information I PT1 for identifying the second wirel ess
comruni cati on apparatus 2B that becones the
destination of wreless data comruni cati on.
Consequently, the first wireless comuni cation
apparatus 2A can identify the second wrel ess

communi cati on apparatus 2B as the destination of

wi rel ess data conmuni cation on the basis of

comuni cation destination identification infornmation
| PTI contained in first setting information Il that
was set. The second 25 wi rel ess communi cation
appakakushd By ot S sabolflent df i dlhentbhhst 7 ke less
comuni cati on apparatus 2A as the destination of
Winieleesss dadsmmatatibaabl 6k o) tdhe Rasksol Aflock 5 of
comruni cati on destination identification information

| Rh2 caopsainetliassseenntdnseitidg dppheanasi pmn det drfdahes
was set. As a result, the first and second wirel ess

C afmantin @t i appar ahtus PdeandizBtdan bhdo recticonalPbg
W relessly communicate with each other via the
wicoeltesged comms catedoned| oot icamdmphet wpm ela@siFication
communi cation antenna 7 as shown in FIG 12, thereby
t radefwetiony amtimfommbhieacirotihentiBgihgttlee first and
second w rel ess comruni cati on apparatuses 2A and 2B
haleetsnaeier yit ogjraphbe date daromnigeidon VWKE the first
Therefore, if the first wireless comunication
appaciess ooumandopsisndapraituss@fef Then, the control

block 5 generates first setting information Il by setting
this communication mate identification information IPS2
to temporary setting information It as communication
destination identification information IPT1 as shown in
FIG. 3B. Thus, the control block 5 of the first wireless
dommunication apparatus 2A can se£, as first setting
information I1, communication destination identification
information IPT1 for identifying the second wireless
communicaticon apparatus 2B that becomes the destination
of wireless data communication.

Consequently, the first wireless communication
apparatus 2A can identify the second wireless
communication apparatus 2B as the destination of wireless
‘data communication on the basis of communication
destination identification information IPT1 contained in

first setting information I1 that was set. The second
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cryptographic key WK set to first setting information
Il  and then wirelessly transmts the encrypted data
to the second wireless comruni cati on apparatus 2B,
the second wreless comunication apparatus 2B that
receives this encrypted data can decrypt it by use of
crypt ographic key information WK set to second
setting information 12. (2) Setting processing
procedures The follow ng describes setting processing
procedure RT1 to be executed when setting information
IS 26 set to the first and second w rel ess

Coadliceat LomuRRRAidhUSBsa 24r @ © 2B 1Wot hak ef &48NGE Qe
flomcharts showmm in FIGS. 13, 14, and 15. First, the
exEictd aflrefesetddi@nipkOLes Sipithiitecedur s Ride by the
first wireless communication apparatus 2A will be
desgydibediofiobt avad 1By s HhEa ex@Guini@atabnSeh tiHg basis
processing procedure RT1 by the second wireless

C anmaeirah i oat Bppaleatisa2Bon (2ddnt ib{eaut boniwfomation
setting processing procedure by the first wreless

. cArRTiZnicoat k omed piparsatusd| sest gpy SPEoshamion NI FltBatl¥as
when a non-contact IC card detection command

opertat i By 4 sesxdctut ede t hiriglandheecopénatmrldsisock 11,
the control block 5 of the first wreless
cammuning et t orn apparatus 20 axe AR esndetiéttreonionally
processing for detecting the non-contact |1C card 3.
Actiogllegsly ncanmiunigetecvion grdceddiengyvie hehe onitnegdless
bl ock

communication block 6 and the wireless communication
antenna .7 as shown in FIG. 12, thereby transferring data
with each other.

Both the first and second wireless communication
apparatuses 2A and 2B have same cryptographic key
information WK. Therefore, if the first wireless
communication apparatus 2A encrypts data by use of
cryptographic key WK set to first setting information Il
and then wirelessly transmits the encrypted data to the
second wireless communication apparatus 2B, the second
‘wireless communication apparatus 2B that receives this
encrypted data can decrypt it by use of cryptographic key
information WK set to second setting information IZ.

(2) Setting processing procedures

The following describes setting processing

procedure RT1 to be executed when setting information is
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5 of the first wireless communicati on apparatus 2A
repetitively wirelessly transmts at predeterm ned
time intervals a storage status notification request
signal for requesting the non-contact IC card 3 to
notify whether or not tenporary setting information It
is stored, via the proximty wreless comunication
block 9 and the proximty wreless conmunication
antenna 8 in this order. In the present enbodi nent,
when card detection start button Bl in a card
detection processing control 27 screen (FIG 16)

disepl ayedhoncihe cant sekobd 0akechi2 sisS copf@sset itda ough
t he operator block 11, the control block 5 of the
fiapphrat it IR GORNUBI Gath ofe ARRAcat U8 2 owdiRGagNishesn
the pressing as a non-contact |C card detection
camneEnds opes atidgnantthesebyriexecuthagetdetadibnobf setting
processi ng. When card detection end button B2 in this
C @prdcdes tod i mvgerioecesRThgb g orie dli rsereerelssPpressed

t hrough the operator block 11, the control block 5 of
t mermmithi sdt i elppssatoanimividtll e dppardbers, XAldbeps by
detection processing. Thus, the first wreless
cGhrupkeattiom odppetbing Podessddgppedcedust /ML by the
stop detection processing in accordance with a user
operand oni rele sshaprmpone? t conswwetrdns czih. be
significantly saved as conpared wth the constant
execut i o@-df Heeeetiwn qff ecessihyy precesddinui pHocedere

control block 5 of the first wirel ess
by the first wireless communication apparatus

In step SPl shown in FIG. 13, when a non-contact IC
card detection command operation is executed through the
operator block 11, the control block 5 of the first
wireless communication apparatus 232 executes detection
processing for detecting the non-contact IC card 3.
Actually, in this detection processing, the contrcl block
5 of the first wireless communication apparatus ZA
repetitively wirelessly transmits at predetermined time
intervals a storage status notification request signal
for requesting the non-contact IC card 3 to notify
whether or not temporary setting information It is stored,
via the proximity wireless communication block 9 and the
proximity wireless communication antenna 8 in this order.

In the present embodiment, when card detection

start button Bl in a card detection processing control
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communi cation apparatus 2A is adapted to display a
status of communication with the destination of

wi rel ess data conmuni cati on onto communi cation status
display area ARL in this card detection processing
control screen. Next, in step SP2, the control block 5
of the first wreless conmmunication apparatus 2A
receives the storage status notification signal from
the non-contact 1C card 3 and determ nes whet her
tenporary setting information It is stored in the
non-contact I1C card 3 on the basis of 28 the received
stia@a stat usl aotdifdpaattancsi @dlconkRot hbSo€@SE itshe
control block 5 of the first wreless comrunication
appasatds tRAolei efHE resrbbat biempanar yheetdhti®l block
information It is not stored in the non-contact IC
car df3thn thesbasirelekst bemfieteiatddn shpaageustat us
notification signal, upon which the procedure goes to
S uEcoghii nes SR gresexegube & empoi@hyacselCi agrd
information wite processing. The control block 5 of

t e thict$bn wrorghess opeomiion C atlicorbgpparatusn@ Alatmegs on
to step SP11 of tenporary setting information wite
precesss hyg pr dbedurerd SRflecglionnend HhiGiorl 82 an this
generate packets for transmtting tenporary setting

i fagdndetertian forometsheng seentinyg isereenal s aprstismdage
block 4 to the non-contact IC card 3.

through the operator block 11, the control block 5 of the
first wireless communication apparatus 2A stops detection
processing. Thus, the first wireless communication
apparatus 2A is adapted to start or stop detection
processing in accordance with a user operation, so that
power consumption can be significantly saved as compared
with the constant execution of detection processing. In
addition, the control block 5 of the first wireless
communication apparatus 2A is adapted to display a status
of communication with the destination of wireless data
communication onto communication status display area ARl
in this card detection processing control screen.

Next, in step SP2, the contrel block 5 of the first
wireless communication apparatus 2A receives the storage
status notification signal from the non-contact IC card 3
and determines whethexr temporary setting information It

~is stored in the non-contact IC card 3 on the basis of
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Next, the control block 5 of the first wreless
comruni cati on apparatus 2A noves to step SP12 to
wirelessly transmt tenporary setting information It
to the non-contact IC card 3 by neans of the
generated  packets. Next, the control block 5 of the
first wireless conmmunication apparatus 2A noves to
step SP13 and wirelessly communicates with the
non-contact 1C card 3 to determ ne whether tenporary
setting information has been 29 witten to the
non-contact I1C card 3. If the decisionis No in step

SRL3 rkhenved stddigeatesthbatotansmibhediyeqporary
setting information It is not correctly stored in the

t enpor aryn selitd Rgsel NfRE NEIHGRBR1SHLOBEGEs b OakelFiektt he
non-contact I C card 3. Then, the control block 5 of

t he reilest wbfleiSsticanapps €t u DL ARRRERNUSe L Ahat
determines that tenporary setting information It has
Nnafempeearwr sétempric fopmMesidn ItStiep ndkR14tboediigplcay
error information indicative thereof onto the contro
blrockctBradhel ddvel conhrohe baochks Df wheesetoivend step
SP15 to end this tenporary setting information wite
prseoes gk ngt proc edurid iSRTlon Giidied ,otupen hianhch titfe t he
decision in step SP13 is Yes, it indicates that
t parsAttredotenpor aupreetina BRI Inftor paerobe i temporary
correctly stored in the tenporary setting

setting information write processing.

The control block 5 of the first wireless
communication apparatus 2A moves to step SPLl1l of
temporary setting information write processing procedure
SRT1 shown in FIG. 14 to generate packets for
transmitting temporary setting information It from the
setting information steorage block 4 to the non-contact IC
card 3.

Next, the control block 5 of the first wireless
communication apparatus 2A moves to step SP12 to
wirelessly transmit temporary setting information It to
the non-contact IC card 3 by means of the generated
packets.

Next, the control block 5 of the first wireless
communication apparatus 2A moves to step SP13 and

wirelessly communicates with the non-contact IC card 3 to

determine whether temporary setting information has been
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i nformati on storage block 15 of the non-contact IC
card 3. The control block 5 of the first wrel ess
comuni cati on apparatus 2A noves to step SP16 to get
in awit status for a setting conpletion
notification signal fromthe destination of wreless
data communication (in this case, the second wreless
communi cation apparatus 2B). Next, the control block 5
of the first wireless conmunication apparatus 2A
determ nes in step SP17 whether a setting conpletion
notification signal has been 30 received fromthe
degtithah 8 ofe Wdelessaconmenigat ion.  If the setting
conpl etion notification signal is found not received,
then thercaid @echbo6k bs My as s@ept §P15Pkthent @t
determ ne whether to execute a tinme-out operation. If
t hiehdieGit8k0thd S t¥eSisind t8t8PrSPkariyt skhdi gt B odnladt oa
predeterm ned tinme has passed since the setting
canpliet ned aotidd1at sebrad gnal thvaidenpbabug. sdieihg t he
control block 5 of the first wirel ess conmunication
appeicatnas 12\ sovegyet dlebkp1SP28 tihe dhepl@ntertolC card 3.
information on the display block 12 indicative that
t Mhensethe ngorconydl eflook Bhodi fileatiiastsiwgnaledrms not
been received. Then, the control block 5 noves to end
staeprnuSPtst ien empgatrhitest eApdstrynisetst thgt | péngrarsttyon
wite processing procedure SRT1. On the other hand,
i fsetthéngdecfeigrition $tehaSPI& ikeeNoyrittemdmheyeshsp
a

step SPl14 to display error information indicative thereof

onto the control block 12. Then, the control block 5
moves to end step SPl5 to end this temporary setting
information write processing procedure SRTI.

On the other hand, if the decision in step SP13 is
Yeé, it indicates that transmitted temporary setting
information is correctly stored in the temporary setting
information storage block 15 of the ncon-contact IC card 3.
The control block 5 of the first wireless communication
apparatus 2A moves to step SPl6 to get in a wait status
for a setting completion notification signal from the
destination of wireless data communication (in this case,
the second wireless communication apparatus 2B).

Next, the control block 5 of the first wireless
communication apparatus 2A detérmines in step SP17

whether a setting completion notification signal has been
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predeterm ned tinme has not passed since the setting
conpletion notification signal wait status. Then, the
control block 5 of the first wireless comunication
apparatus 2A returns to step SP16 to wait for the
setting conpletion notification signal fromthe
destination of wreless data comruni cati on.
Meanwhile, if a setting conpletion notification

si gnal has been received fromthe second wrel ess
comuni cation apparatus 2B that is the destination of
31 wreless data communi cation, the decision in step

SRt Eel $ed Yesorathet Bes€QR4E DIn WJOGK 81 6fs t d@nduiditation.
Wi rel ess communi cation apparatus 2A noves to step

SRZOthé nssteinSRApltbeot odtidiakack 5Sigial hies fAcuat

W rel ess communi cati on apparatus 2A generates first
sebti ngcénfal, matheanthe otntiel Basick Of mdhes sei titeg SP18
conpl etion notification signal received fromthe
seocoddte mmired edethemmuni eaidwre appanatost 2hedsian.
result, the control block 5 of the first wirel ess
comuni d&ft itbe dappatat uss AsstarssepMIR8esg tdabdicates
communi cation with the second wreless comuni cation
apparat usr2Btagmghedntime HRIsGpak2ednsined thwe sedméng
time, displays information indicative of the start of
wepebéssigntretddrmahicat $ignalomedtt heatont r Ghebl otlke
12, upon which the control block 5 noves to step SP15
tgogﬁgo}rﬁkque@pgﬁatpeSﬁgqqquyireless communication

apparatus 2A moves to step SP19 to display error
information on the display block 12 indicative that the
setting completion notification signal has not been
received. Then, the control block 5 moves to end step
SP15 to end this temporary setting information write
processing procedure SRTl. On the other hand, if the
decisicn in step SP18 is No, it indicates that a
predetermined time has not passed since the setting
completion notification signal wait status. Then, the

~ control block 5 of the first wireless communication
apparatus 2A returns to step SPl6 to wait for the setting
completion notification signal from the destination of
wireless data communication.

Meanwhile, if a setting completion notification

signal has been received from the second wireless

communication apparatus 2B that is the destination of
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information wite processing procedure SRT1. (2-2)
Execution of a setting processing procedure by the
second w rel ess communi cati on apparatus Wen a
non-contact 1C card detection command operation is
executed through the operator block 11 in step SP1
shown in FIG 13, the control block 5 of the second
wi rel ess commruni cati on apparatus 2B executes
detection processing for detecting the non-contact IC
card 3. Actually, in this detection processing, the 32
control block 5 of. the second wirel ess comruni cation
appafeakss 2Bt4 epRiviunivakyon relessiaisibansni $Se@tspP17? is
predetermned tine intervals a storage status

noteisf iacdt tba t@guest bdbghab ddrcHeqiesti Riréhesanon-
contact IC card 3 to notify whether or not tenporary
setammngicat bomedpraralttisi 82 shored,tovisaephBPpO OXi Mty

wi rel ess comruni cation block 9 and the proximty

W r el essin corapuiiPét | time agrinerrod 8lpnkt hi st areerfirblext ,
in step SP2, the control block 5 of the second
wivigledsss copmruniicattiion apparaitus 22Bgeeetaves fimst
storage status notification signal fromthe
néftéongatefonm@tdand I3 andtidetasiisnes whet frtting
tenporary setting information It is stored in the
NERTRLAF AR N iddicdtiopnsiqivel Iresied vefl €hem rideeiseednd

storage status notification signal.
wireless communication apparatus 2B. As a result, the

contrel block 5 of the first wireless communication
apparatus Z2A starts wireless data communication with the
second wireless communication apparatus 2B as shown in
FIG. 12 and, at the same time, displays information
indicative of the start of wireless data communication
onto the control block 12, upon which the control block 5
moves to step SP15 to end this temporary setting
information write processing procedure SRTI1.

(2-2) Execution of a setting processing procedure
by the second wireless communication apparatus

When a non-contact IC card detection command
operation is executed through the operator block 11 in
step SPl shown in FIG. 13, the control block 5 of the
second wireless communication apparatus 2B executes
detection processing for detecting the non-contact IC

card 3. Actually, in this detection processing, the
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In this case, the control block 5 of the second

W rel ess communi cati on apparatus 2B determ nes that
tenporary setting information It is stored in the non-
contact 1C card 3 on the basis of the received storage
status notification signal, upon which the procedure
goes to subroutine SRT2 to execute tenporary setting
i nformati on read processing. The control block 5 of
the second wireless comunication apparatus 2B noves
to step SP31 of 33 tenporary setting information read
processi ng procedure SRT2 shown in FIG 15 to
witsltesd] ploehnSnef thet eppondryirsieidd rgmnnhdeamidon
transm ssi on request signal for requesting the
norrrEortast 2BCrepatdi td viedy wheelessignitssnenitefat
tenporary setting information It. Next, in step SP32,
t herssrerolingd otlnss igftetrels secotnakagier eltesss

conmuni cati on apparatus 2B determ nes whet her

t emgdifdoptient reqpdai ehignel ofor trdmesitéen teachodrom
the non-contact I1C card 3. If the decision in step
SEPNHASINGC fFard ntlitCanesify haltethpr caadichgtefiporary
tenporary setting information It failed because

t S1RFSrLaly 1REPFIHG A flEr frfit $EPred, Wds fbe pPheximity
recei ved fromthe non-contact |IC card 3. Then, the
cIHEIESEI seRMEnigratine bieehd® viicde|tées PERHH: & atlited e ss

anaratus 2B noves to step SP33 and di splays error
ommunication antenna 8 in this order.

Next, in step SP2, the control block 5 of the
second wireless communication apparatus 2B receives the
storage status notification signal from the non-contact
IC card 3 and determines whether temporary setting
information It is stored in the non-contact IC card 3 on
the basis of the received storage status notification
signal.

In this case, the control block 5 of the second
wireless communication apparatus 2B détermines that
temporary setting information It is stored in the non-
contact IC card 3 on the basis of the received storage
status notification signal, upon which the procedure goes
to subroutine SRT2 to execute temporary setting
information read processing.

The control block 5 of the second wireless

communication apparatus 2B moves to step SP31 of
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information indicative of the failure of reading of
tenporary setting information It onto the contro

bl ock 12. Then, the control block 5 noves to end step
SP34 to end this tenporary setting information read
processing procedure SRT2. On the other hand, if the
decision in step SP32 is Yes, it indicates that the
readi ng of tenporary setting information It is
successful because tenporary setting information has
been received fromthe non-contact 1C 34 card 3. Then,
the control block 5 of the second wrel ess

copsRRtireali eat bppariatirym@Bigppyesad stcepsSR35ptocedure
generate second setting information 12 on the basis
of SkTe shean ipefffor dry toewtirages niormmmisont| &. tdNepdsary
the control block 5 of the second wrel ess

c otffinCat PEATBbpattranERigpies 1agustsdép sSPB61 afelr
transmts a setting conpletion notification signa

i N BRSitdeIoFhe meEEPpitacitoRCotardtd ifivg dhestromgnission
setting information 12 to the first wireless
cOMMITTEEROH SHppdatadorratheduldh the wirel ess
conmuni cation block 6 and the wrel ess conmunication
ant enna Yex%hei, SRR SRt ridie WosEkob brels & efefbe
stgp SP34.to.end this  tenporary setting i nformation

r SSEOPFoBLESIHY (FPBEL R Fat I IRTBPPATRE e &P af ¢ R RIE S

effe%%s . . :
whéther temporary setting information It has been read

from the non-contact IC card 3.

If the decision in step SP32 is No, it indicates
~that the reading of temporary setting information It
failed because temporary setting information It has not
been received from the non-contact IC card 3. Then, the
‘control block 5 of the second wireless communication
apparatus 2B moves to step SP33 and displays error
information indicative of the failure of reading of
temporary setting information It onto the control block
12. Then, the control block 5 moves to end step SP34 to
end this temporary setting information read processing
procedure SRT2.

On the other hand, if the decision in step SP32 is
Yes, it indicates that the reading of temporary setting
information It is successful because temporary setting

information has been received from the non-contact IC
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In the above-nentioned configuration, the wireless
comruni cation system 1l has the first and second
wi rel ess communi cation apparatuses 2A and 2B that are
capable of wreless data comruni cation and the
non-contact I1C card 3 that is capable of wirelessly
communi cating with the first and second wrel ess
conmuni cat i on apparatuses 2A and 2B that are arranged
in proximty within a predeterm ned range. The first
and second wi rel ess comuni cation 35 apparatuses 2A
and 2B have each the setting information storage
blagld 2. then tékessncomimificedt Soaf btioeksdomanerirehess
proximty wreless comunication block 9. The setting
i rfoorwat cahlet crrageathecRBinster e setpi 8935 nforgwmleirane
cont ai ni ng conmuni cati on destination identification
i rifesyomrdt febptfror dindemiatybngl2 e dést baai & onf ofhe read
Wi rel ess data conmunication. The wrel ess
cHBMPRra Y | vt Winsckngormpt&beskl.y communi cates with
the destination of wireless data comunication that
is identi¥itedthy fARtrebrivhasikcat PEnthiestdarmd pareless
identification information contained in the setting
i FOBPHAL FHRL Gt GRPGTRRUEheB Betas fg FhEBr T omdst or age
bl ock 4, The proximty wreless comrunication block 9
h&<SapFBkt it ;P%tﬂélﬁe%mpk%?ﬁﬁ}hun@étlﬁeﬁam% $imnal
ngn-contact I C card 3 brought to the proximty of a
-pﬁ@&é?@?hY%éﬂfFQﬁg@omPlEtlon of setting of second setting

information IZ to the first wireless communication
apparatus 2a through the wireless communication block 6
-and the wireless communication antenna 7. Then, the
control block 5 moves to end step SP34 to end this
- temporary setting information read processing procedure
SRTZ.
{3) Operation and effects
In the above-mentioned configuration, the wireless
communication system 1 has the first and second wireless
communication apparatuses 2A and 2B that are capable of
wireless data communication and the non-contact IC card 3
- that is capable of wirelessly communicating with the
first and second wireless communication apparatuses 2A
and 2B that are arranged in proximity within a
rredetermined range.

The first and second wireless communication
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If the control block 5 of the first wreless
comruni cati on apparatus 2A for exanpl e recogni zes that
tenporary setting information It is not stored in the
non-contact 1C card 3 brought to proximty wth the
state that first setting information 11 and second
setting information 12 are not set to the first and
second wi reless conmunication apparatuses 2A and 2B
respectively, the control block 5 wirelessly
transmts tenporary setting information It to the
non-contact 1C card 3. The 36 information It contains
c OWPRAT atatSiesn 2frmped | Hedtavii earhobhe | e torimgt ilofotB1iso
that the destination of wireless comunication
i dRRIFGE PHECK £ st the relredeseonpmmiiadtden Appakafusnd
2A as the communication mate. At this nonent, ‘
r 0 RTRF L B oV AF L wt (CORgUR Aot her ikgwak 9 r Jing setting
first wreless communi cati on apparatus 2A, the
cotromabi8EKk S 12T 2%t hlvekndnsEortacteitEngar 8 8rma oias
t he rtecei.ved tenporary setting information It into
t NPT EPIPIr OBt 153 P 67 hi 3 ohP s ticreagé Thratien s,
Thien when th? non- contact 1C card 3 storing this
{ LSRR 188( F PR I TTar HAPP oMY (043 He5agHt Of ortess
praoa>gam toémgf .t he, secoE]d W relless comrunj catj on
apparat (S UBEC AP he 1RO TR BF0 ERIBUR hed it block 6
aceQrdin recogni zes that tenmporary setting
CETETRERAY (ORI R e TR i R he R PcTE I nedeg s
3@&%ge088ﬂ5££%ag¥é%ﬂ%hgtmﬁgeiggggf%ied by the
communication destination identification information
-contained in the setting information stored in the
setting information storage block 4. The proximity
wireless communication block 9 has proximity wireless
communication with the non-contact IC card 3 brought to
the proximity of a predetermined rénge.

If the control block 5 of the first wireless
communication apparatus 2A for example recognizes that
temporary setting information It is not stored in the

- non-contact IC card 3 brought to proximity with the state
that first setting information I1 and second setting
information I2 are not set to the first and second

 wireless communication apparatuses 2A and 2B respectively,

the control block 5 wirelessly transmits temporary

setting information It to the non-contact IC card 3. The
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transmts a tenporary setting information transm ssion
request signal for requesting the transm ssion of this
tenporary setting information It to the non-contact IC
card 3. At this nonent, receiving this tenporary
setting information transm ssion request signal, the
non-contact |C card 3 accordingly wrelessly
transmits tenporary setting information It fromthe
tenporary setting information storage block 15 to the
second wi rel ess conmunication apparatus 2B. 37 The
control block 5 of the second wireless comunication
appeicarasigB ¥eceinted nise rponan cseitdn mgtei hfontticenion
It fromthe non-contact |IC card 3 and sets
corpfrFeai Ponl Rt esd ddnati fhe adégninationnafi oirdRSh
contained in the received tenporary setting
| rfoFREL coRion tidantddimting chi ¥ o winted eisdenoirficiatatdon
information | PT2, thereby generating second setting
| FPEPFAEISN2A 225 Ndet CORBN @RtV Titeck - dfhish@oment,
second wirel ess conmmunication apparatus 2B wirel essly
trﬁ?ﬁ§ﬁ?ﬁ§gat%%RQFQﬁ§ sebhpret i nir msttiiPpc At Bremitdgalfirst
i ndi cative of communication nmate identification

| AP-GPHEE P oRCTIBEY da6r Onj gRPRTFYHTFArhéhgecomara rdiosks12

Eggﬁlcat|on apparatus 2B as the nate of

BcBeR o%OWCtthéCd‘égfﬁi matiteFest thei Ferekeed
%nnunlcatlon to the first wireless comunication

SEPSTGEY 276 Y ABPAFETtoRAT dnto the temporary

setting information storage block 15.

Then, when the non-contact IC card 3 storing this
temporary setting information It is brought to the
proximity of the second wireless communication apparatus
2B and the control block 5 thereof accordingly recognizes
that temporary setting information It is stored in this
non-contact IC card 3, the contrel block 5 wirelessly
transmits a temporary setting information transmission
request signal for requesting the transmission of this
temporary setting information It to the non-contact IC
card 3. At this moment, receiving this temporary setting
information transmission request signal, the non-contact
IC card 3 accordingly wirelessly transmits temporary
setting information It from the temporary setting
information storage block 15 to the second wireless

communication apparatus 2B.
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identified by comrunication destination identification
information | PT2 contained in second setting

i nformati on 12. Consequently, receiving the setting
conpletion notification signal fromthe second

wi rel ess comuni cation apparatus 2B, the contro

block 5 of the first wireless comuni cati on appar at us
2A sets conmunication mate identification information
I PS2 contained in the received setting conpletion
notification 38 signal as comuni cati on destination
identification information |IPT1l, thereby generating
first sethé gpntimeflobdmatkon 4fl.thEherebodeyiorilessby
bringing the non-contact IC card 3 to the proximty
of cempnfiica§ f o apn s usoRBunecatl vam teappanay uset2A rand
then bringing the non-contact IC card 3 to the
prioyiaeflen fhefzumrdhe wonetestagomfuciardt 3 omd sets
apparatus 2B, the user can set first setting

i IFOEYRL RO Matentideniti§iedhiemiicdoiroatdest IR i on
identification information IPT1 for identifying the
sEBId IRerel sidre dometiEEat PP Eparatisne Bl r tpias ion
first wireless conmunication apparatus 2A. At the
sarfe 3 FETMERECRfSEN ME4R éfé?n%b‘gﬁ&l@ét fipfgrmation IPTZ,
i nformation 12 containin conmuni cati on destination

i © Vca?ﬁl%lfﬁ%%ﬁﬁﬁw%nsw?@g figEoraahi?® vi‘hg the

first wireless conmunicati.on
. ﬁext, the contrel block 5 of the second wireless

communication apparatus 2B wirelessly transmits a setting
completion notification signal indicative of
communication mate identification information IPS2 for

- identifying the second wireless communication apparatus
2B as the mate of communication by the destination of
wireless communication to the first wireless
communication apparatus 2A. The apparatus 2A is
identified by communication destination identification
information IPT2 contained in second setting information
12,

Consequently, receiving the setting completion
notification signal from the second wireless
communication apparatus 2B, the control block 5 of the
first wireless communication apparatus 2A sets
communication mate identification information IPS2

contained in the received setting completion notification
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apparatus 2A to the second wi rel ess conmunication
appar atus 2B. Consequently, the first and second

wi rel ess communi cati on apparatuses 2A and 2B can
identify each other as the destination of wreless
data communi cation on the basis of first setting
information Il and second setting information 12 set
thereto respectively, thereby transferring data with
each other by wireless data conmmunication. 39 In the
present enbodi nent, the first wireless conmunication
apparatus 2A is adapted to set also wreless network
i deirgriafli eat conmamf crinmin desSifhaith ickeyptidgeaphie key
information WK to tenporary setting information It to
belnfrarmaghon ol Bhe, nimwrebyt getetB icar didst setting
Consequently, the second w reless comuni cation
apipdicarasio2Bll hat reads tenporary setting information
It fromthe non-contact I1C card 3 can set the sane

wi r el essThratadorie. pdént by ilesitdoadmgi hhernen+omtSicd dGdcard
Cﬁ¥pt0 raphic key information WK as those of the

fiT s WeePBSIMigomndinitbat fopstappacdeas 2ampen seddmd
setting information 12 on the basis of this tenporary
sEPPRRg thaf oF mid dhent bripging ridwuinen-chet£¢% sEC amdd 3
second w rel ess comruni cati on apparatuses 2A and 2B

cd? FOPNPECHTdIeSE FBewsrRoRDTPGSAEsBhepmpfniFrE ion

encrygt data to be transferred with
apparatus 2B, the user can set first setting information

I1 containing communication destination identification
information IPT1 for identifying the second wireless
communication apparatus 2B to the first wireless
communication apparatus 2A. At the same time, the user
can set second setting information I2 containing
communication destination identification information IPT2
for identifying the first wireless communication
apparatus 2A to the second wireless communication
apparatus 2B.

Consequently, the first and second wireless

communication apparatuses 2A and 2B can identify each

other as the destination of wireless data communication

on the basis of first setting information Il and second
setting information I2 set thereto respectively, thereby
transferring data with each other by wireless data

communication.
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each other, thereby enhancing the security of wreless
data conmmuni cation. In the present enbodi nent, an
exanple is used in which the first and second

wi rel ess comruni cati on apparatuses 2A and 2B execute
Wi rel ess data comuni cation in the ad hoc node.
However, the present invention is not |imted to this
exanpl e. For exanple, as shown in FIG 17, the
present invention is also applicable when the first
and second w rel ess communi cati on apparatuses 2A and
2B 40 execute wirel ess data comuni cation via access
poi nt APIn fthe tdresecasepbddiendnity, sthandisec ond-alieksel ess
communi cati on apparatuses 2A and 2B can be set by
présvenid est$pni dpranadust Bases debqrtidgedoabeveal mxcept
that wireless network identification information SID
contrgilged hetverporcemyifiestiony dinfcomaatiponSI® and
tenporarily set to the first wreless conmunication
apFaPACasaRRALE skethticedmar i¢n Wi rtel ésgppoewrietting
identification information SID set to access point AP
i FPAQFRAERON AER OF R iRy WId tthe APovee neprierd@ct IC card 3.
configurations, in the non-contact IC card 3,

- cOTRERABEET b ndt%e SecaBft Vi TlassororREsi Aat i oh appsratus
cgn be stored for identif%jng this first wreless
cOPMIRPEaF $HI° dfFcsrtE SOW Y timdoFmpsiogp It from the
comuni cation by bringing the non- contact_IC card 3

sPBFrﬁanR%CEdﬂ%fﬁﬁﬁ9a?iSﬁnr&ﬁ%ethe same wireless network

identification information SID and cryptographic key
information WK as those of the first wireless
communication apparatus 2A to second setting information
- I2 on the basis of this temporary setting information It.
As a result, the first and second wireless communication
apparatuses 2A and 2B can form a wireless network
composed thereof and encrypt data to be transferred with
each other, thereby enhancing the security of wireless
data communication.

In the present embodiment, an example is used in
which the first and second wireless communication‘
apparatuses Z2A and 2B execute wireless data communication
in the ad hoc mode. However, the present invention is not
limited to this example. For example, as shown in FIG. 17,
the present invention is also applicable when the first

and second wireless communication apparatuses 2A and 2B
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identification information to the proximty of the
first wreless comunication apparatus 2A. The first
wi rel ess communi cation apparatus 2A to be identified
by this conmunication mate identification information
IPS1 is set to the second wireless conmunication
apparatus 2B as the destination of wreless data
comuni cation by bringing this non-contact IC card 3
storing this comrunication mate identification
information IPS1 to the proximty of the second

W rel ess communi cati on apparatus 2B. This 41
cdquicaiionlsay el ttsheomanuatat hputvief agekss ngpint AP.
information to each of the first and second wi rel ess
colrmiiicarken, apparfHAirssesndAsanch® Biirciesebyommairtiaag ion
the first and second w rel ess comruni cation
arrcarRbyess 228 ant 2BBcshghef semrity yreasihyes (simiQtarerto
enmbodi nents I n the above-nenti oned enbodi nents, the

f ifhoscafg@scsbeehdbriveel essepbnthati cdtriednsappaireinises
2A and 2B execute wireless data communication with
eddi¥néihérabirn indwempsioneS basiontathedpivseenporary
invention is not limted to this configuration. For
exX&HIed hWnfereaddogats tesneiaicat iseh Haythe Pirsdticed
between one wireless comunication apparatus 2C and a
p"IEELRES BPTTHGeéden BRI tatZPod SappaekediSESD,
2E,. apLd 2F as shown in FIG 18.

wireless network identification information SID set to
access poeint AP in advance.

According to the above-mentioned configurations, in
the non-contact IC card 3, communication mate
identification information IPS1 can be stored for
identifying this first wireless communication apparatus
27 as the mate of communication by bringing the non-
contact IC card 3 storing no communication mate
identification information to the proximity of the first
wireless communication apparatus 2A. The first wireless
communication apparatus 2A to be identified by this
communication mate identification information IPS1 is set
to the second wireless communication apparatus 2B as the
destination of wireless data communication by bringing
this non-contact IC card 3 storing this communication
mate identification information IPS1 to the proximity of

the second wireless communication apparatus 2B. This
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In this case, for exanple, the third wireless
comruni cati on apparatus 2C has a swtch SW
electrically or physically arranged for sw tching
bet ween three pieces of stored tenporary setting
information Itx, Ity, and Itz. |In the exanple shown
in FIG 18, three pieces of tenporary setting
information Itx, Ity, and Itz stored in the third
Wi rel ess comruni cati on apparatus 2C correspond to
di fferent pieces of cryptographic key information W
The third wirel ess comruni cati on apparatus 2C wites
Axqrdigorat o et aviawy tihef ornadl oimdutx ofl syttimg It z
selected by the switch SWto the non-contact |1C card
3 Brisyghtien te magdr of vheyfofst kmdappapat usi¥d.ess
Consequently, the user executes a job of witing
t SIFFRLGa 8P | aRPanstoseat 2brend t2B,| therand $etting the
selected by the switch SWto the non- contact |IC card
3. fimsénant heegrngt “@%@é@ﬁéscv@n@tm@mﬂem@a&ww 2ifng
|nfornat|on Itx, Ity, and Itz stored in the
ndﬁ“%&ﬁtééﬁn%QEQﬁﬂﬁiyseﬁﬁ?bya fourth to sixth wirel ess
connunlc tian apparatuses 2D, 2E, and 2F respectively.
Thus, setthi 6§ hent SFRQEHRRYSK ly, and |z having
diffelren_]i %Feces of cryptographlc key information W
are set tot h8§8v3p$%ﬁ§ﬂQH$€§ epbodimentay: ke §éFFFn@nd

informatipon ', .and, 1z corresponding
tetcf’ng rhF .C&ﬁ%llszlcwon AREFFAPES S A t2|$e
hird rel e ni cati on, apparatus 2C.

As
SRt GFTRg ThE. CartETtcoWes HLth each Stir on s

one to one basis. The present invention is not limited to
this configuration. For example, wireless data
communication may be practiced between one wireless
communication apparatus 2C and a plurality of wireless
communication apparatuses 2D, 2E, and 2F as shown in FIG.
18.

In this case, for example, the third wireless
communication apparatus 2C has a switch SW electrically
or physically arranged for switching between three pieces
of stored temporary setting information Itx, Ity, and Itz.
In the example shown in FIG. 18, three pieces of
temporary setting information Itx, Ity, and Itz stored in
the third wireless communication apparatus 2C correspond
to different pieces of cryptographic key information WK.

. The third wireless communication apparatus 2C writes
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to use setting information Iz' of the third wireless
comruni cati on apparatus 2C allows wrel ess data
conmuni cati on between the sixth wireless comunication
2F having setting information Iz corresponding to
setting information Iz' and this third wreless
communi cation apparatus 2C, as shown in FIG 19. In

t he above-nenti oned enbodi nents, cryptographic key

i nformati on WK has al ready been set in tenporary
setting information It showmn in FIG 3A. The present
43 invention is not limted to this configuration. For
exzampcgaryhist tiyptiogicaplhit ¢ ok eyt NfIarynabiront ¥\Ks etbyc tHael
random y generated i medi ately before the first

wi ke téss swebaiusi cat itdie appacen tesct2 AOMmciat-ds 3t lenpoytar o
setting information It to the non-contact I1C card 3.

| Eheh@raponet yedf | Grredreabatiusetit.s, Coheefiestlvandhe user
second wi rel ess comuni cation apparatuses 2A and 2B
ex@@arécdet eseh ot prddensi hgworancoedanos W fdrmtion-
contact | C card detection conmand operati on done by

t & d&&r . anfel it esdpctedvient Hon Swstedt SHi bd t dek tnpn-
this configuration. For exanple, the first and second
WiTOBItast I offithitat TofR appr d665es*oRuierd 2B sirgye
execute detection processing on their own. In the

alrGTRORBRY | D ehtiodPrBaAt £01 persodal, eddpliterssored in

ex?pple are used for the first and second
the non-contact IC card 3 into a fourth to sixth wireless

communication apparatuses 2D, 2E, and 2F respectively.
Thus, setting information Ix, Iy, and Iz having different
pieces of cryptographic key information WK are set to
these apparatuses 2D, 2E, 2F and setting information Ix’,
Iy’, and Iz’ corresponding to setting information Ix, Iy,
- and Iz are set to the third wireless communication
apparatus 2C. As a result, operating the switch SW so as
to use setting information Iz’ of the third wireless
communication apparatus 2C allows wireless data
communication between the sixth wireless communication 2F
having setting information Iz corresponding to setting

~information Iz’ and this third wireless communication

apparatus 2C, as shown in FIG. 19.

In the above-mentioned embodiments, cryptographic
key information WK has already been set in temporary

setting information It shown in FIG. 3A. The present
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wi rel ess communi cati on apparatuses 2A and 2B. The
present inventionis not limted to this
configuration. For exanple, other various kinds of
i nformati on processing devices may be used, such as
PDAs (Personal Digital Assistances) for the first and
second wi rel ess comuni cati on apparatuses 2A and 2B.
In the above-nentioned enbodi nents, the non-contact
IC card 3 that wirel essly communi cates on the basis of
Feli Ca (trademar k) nDduIating of 13.56 MHz or 1SO 44
14443A/ B f or, exa_l_r le.is agg %ed as the proximt

a

wi PR Oncéﬁﬁﬁﬁ e U VHAE P FEPRssFY®

TS A T R

AL S 0 v
hGabL o0, aﬂ%aaatr%ttldﬁ% based. on . %%259%5 ot her{%

WI rel ess conmmun I on rre hods, SUC

n%g)%mamm fe t%@phbﬁgcoﬁ%{]%ca%%¥§a\3/ﬁem | oned

i ments e non- cont act card Ing a SiIze

Of a bUSiﬁK¥ﬁ% %@BQetﬁénﬁygﬂgﬁ %mb%d@ﬁéH@?d 3% EE?st and

proximty wreless comuni cati on appar at 'us.

PrsRent th@f%gé‘HBmhﬁnﬂegtiéﬁné fﬁ%u%g S2A and 2B
configuration. For exanple, | 'e phone

| RGAELAGE AL AL hirs p&eeeggmgﬁcltn ano%agqcé Bl S Qon-

applicable. In the above-nentioned enbodi nents, the

CRBhEALt IC card detection command operation done by the
user. The present invention is not limited to this
configuration. For example, the first and second wireless
communication apparatuses 2A and 2B may execute detection
processing on their own.

In the above-mentioned embodiments, personal
computers for example are used for the first and second
wireless communication apparatuses 2A and 2B. The present
invention is not limited to this configuration. For
example, other various kinds of information processing
devices may be used, such as PDAs (Personal Digital
Assistances} for the first and second wireless
communication apparatuses 2A and 2B.

In the above-mentioned embodiments, the non-contact

IC card 3 that wirelessly communicates on the basis of

FeliCa (trademark) modulating of 13.56 MHz or ISO
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bl ock 5 of each of the first and w rel ess

comruni cati on apparatuses 2A and 2B executes, by
nmeans of software, the above-nentioned setting
processing procedure RT1, tenporary setting
information wite processing procedure SRT1, and
tenporary setting information read processing
procedure SRT2 in accordance with pre-installed
prograns. The present invention is not limted to
this configuration. For exanple, circuits for

. h b - ti d tL [
CIECHS L1 IR TSN OTEd, S LLDG,BLOCERS M e
Is RT d t tii .
oS BRSNS TR AL MOL AT i

armaq.%@soeoﬁmﬁlife'anﬁgnaggpggggﬁnsgeszgr&ghggé in the

conmuni cat i on appar at us eby

exscutiag, t hese ep%g%%g%ﬁﬁe@yr ns ofe fmre;év%féeinégﬁ&on

prograns t1o0r ex ting these procedures ma

raconded: i hPréu eCehdngo Aral R SUGh aﬁg% e&ﬁ@ﬁeaﬂ

Disc). The present invention is applic to theée

S QlrlohAfli t §f wr Plddbakbinu Rl c ¢ 1 & @592 QEHMM GAJON on
appar atuses such that these apparatuses can

Wiviz@li 885! ¥LtiEMUteGats Mbhhun €3G o8t Retnodd, shew dsbe
understood by those skilled in the art that various

nmedivkt68th ONSsadeaBRkNahh PNSe SpH11 00D NaH:088 ovand

al ternations may occur depending on design

r e@uihi efedtsmidmehBsf €86 tdS-donsatar i@scd ey da@ing a

" size of a business card for example is assumed as the
proximity wireless communication apparatus. The present
invention is not limited to this configuration. For
~example, a mobile phone incecrporating this non-contact IC
card 3 is also applicable.

In the above-mentioned embodiments, the control
block 5 of each of the first and wireless communication
apparatuses 2A and 2B executes, by means of software, the
above-mentioned setting processing procedure RTI,
temporary setting information write processing procedure

SRT1, and temporary setting information read processing
procedure SRTZ in accordance with pre-installed programs.
The present invention is not limited to this

configuration. For example, circuits for executing the

above-mentioned setting processing procedure RT1,
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wi thin the scope of the appended clains or the

equi valents thereof. 46 WHAT IS CLAIMED IS: 1. A

wi rel ess communi cation systemconprising: a plurality
of wi rel ess conmunicati on apparatuses each having a
setting block to which a wirel ess data comunication
destination is set and a wireless data conmunication
bl ock for executing wireless data comunication with
said wireless data comuni cation destination set to
said setting bl ock; and a proximty mﬁreless

t
r%? 95%@5 %&%%mﬁglone%gluukgg S%ﬁgv€ﬁ%ﬁ%§§§e

nlca i on W said

nlgﬁhl %Fé%§§;§a%#%sal rE%%ggmatlg gxéggééégg%ga

pre etermn proximty Wi T e

Cm'dﬁﬁ?é' Ot AR %teuﬁrr%cgrflg}l 39 dFE%g?:(l MW Ysecond

wi'rel ess comruni cation apparatus I nc es a storage

bl.ggle 169k é&ﬁﬁdma%%ﬁvebgm%eﬂﬁeahg%' fi cat engnon

information received fromsaid wreless conmunic

ARPRAIALYUSE St R QUIH, ceBLP PIOX I dldY o8 nSAld: AL OXRALLY

Wi rel ess communi cati on apparatus for identifying said
Wigr@lg@Sfis CAMENCRALi Af ARP P MR8 rds ﬁwlfg@dﬂ@d

mate, and a wireless transm ssion block f
to a recording medium such as CD (Compact Disc).

The present invention is applicable to the setting
of a plurality of wireless communication apparatuses such
that these apparatuses can wirelessly communicate with
each other.

It should be understood by those skilled in the art
that various modifications, combinations, sub-
combinations, and alternations may occur depending on
design requirements and other factors insofar as they are

within the scope of the appended claims or the

equivalents thereof.
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transm tting conmuni cation mate identification
information if stored in said storage block to said 47
wi rel ess commruni cati on apparatus brought into
proximty of said proximty wreless conmunication
apparatus; and said plurality of wireless

commruni cati on appar atuses each includes a wrel ess
transm ssion block for transmtting, to said
proximty wreless conmuni cati on appar atus,

conmuni cation mate identification information, if

sqhgmpggng Afﬁﬁﬂ mate identification information is

not sto In-sai 'proxinity Wi rel ess comruni cation

appar at us by ought (Lot O, Rraxi LY, Of §94;r9 N &%&%iﬁgl ose

communi cation apparatus, Tor identityrng sal

Conﬁun'Q?%hQHaaﬁﬂgréfuélféﬁﬁilSgamgggggggﬁé%% a?gauses

mat e, and a setti ng contro

widaRheREy CITHNAALLGN,RRDR! A Ui Sal,drseLdd Nl ock

as a wreless data communi cation stination, said

W88 $ca CONHNGahiheRAPPAr Alus nRelng; Fdantd fied by
said comunication mate identification information

I eeiMBdcat NG BROXLLLdW My §1883£9NaNY cati on
apparatus if said communication mate identification

| RloRmAL &K drS withOkaddi i S &b Dla@Xh N bimit 1 &l18S%
comuni cation apparatus brought into proximty of
Sale@tMhs €]l @5 SRORBUBREAt §O¥k ing block; and
a proximity wireless communication apparatus for
executing wireless communication with any of said
plurality of wireless communication apparatuses brought
into proximity of a predetermined range of said proximity
wireless communication apparatus;
wherein said proximity wireless communication
apparatus includes
a storage block for storing communication
mate identification information received from said
wireless communication apparatuses brought into proximity
of said proximity wireless communication apparatus for
identifying said wireless communication apparatus as a
communication mate, and
a wireless transmission block for

transmitting communication mate identification

information if stored in said storage block to said
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apparatus. 2. The wirel ess conmuni cati on system
according to 48 claim1l wherein said plurality of

wi rel ess comruni cati on apparatuses each transmt
comuni cation nmate identification information for
identifying any one of said plurality of wreless
communi cati on apparatuses as a conmunication nmate by
said wireless data comuni cation destination set to
said setting block. 3. The w rel ess comuni cation
systen1according to claim1l or 2, wherein said

ey {1 { { |
BT TR R LA e
[ I t k al
T P L S L T A

| nf or Mt Lo HiaLany, 08 pf-S2d BLMEAL AN 0f, Wi rel ess

comuni cati o appar at us, e recelve MﬁréieSS net wor k

i depti-bigadd o dipf;orAahlgn into said storage bl ock,
and transmts sald'mnreless network identification

infornption {05 APYrONG Ot SALH: fgﬁﬂﬂlkxkogo¥ﬁreless
comuni cati on apparatuses brought to proximty of said

Pre@%indhnt ¥t Wd 1S S a8 AMBUBL SRl 01 :3RRaL At aémlamrs_-glt%hh
sai d communication mate identification information i1f

S&b@aﬂhf@@93§mﬁﬁﬁﬂgﬁhlbgeﬂgﬁg'f@%h%@@lbgﬁf%ﬁﬁgﬂfy}ﬂa§lon,
stored in said storage block along with said

if said communication mate identification information is
not stored in said proximity wireless communication
apparatus brought into proximity of said wireless
communication apparatus, for identifying said wireless
communication apparatus itself as a communication mate,
and

a setting control block for setting said
wireless communication apparatus to said setting block as
-a wireless data communication destination, said wireless
communication apparatus being identified by said
communication mate identification information received
from said proximity wireless communication apparatus if
said communication mate identification information is
stored in said proxiﬁity wireless communication apparatus
brought into proximity of said wireless communication
apparatus.

2. The wireless communication system according to
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conmuni cation mate identification information; and any
one of said plurality of wireless comunication 49
apparatuses transnmts said wreless network
identification information to said proximty wreless
communi cation apparatus along with conmuni cati on mate
identification information for identifying said

wi rel ess communi cati on apparatus itself as a

comuni cation mate if said communication mate

F4emmi £ YAEFBAN ARdEnRLPEALARE S4i Wirfilpepessmmunhpakion
identification information are not stored in said

BPBRF AT B§eRi PaFBssrapamihi carmbniapparat mstebr ought to
proximty of said wireless comunication apparatus,
afanEdEerebiobaidfainet ées Aerwbdkntdéptngi eayi one of
information to be transmtted along with said
sahvupluatidhynefevidehesfi cathonitat bomepparbtases as a
said proximty wreless conmunication apparatus to
setmthicat toni Mmetewbyebess wetwDeksi deoki Ebgath08ation
information to said setting block if said
desulnatadbhosetBte shdenséftcayi BnoLrfor mation and

said wireless network identification information are

stored 3.n 9@l driFOMdH tdbmmW i ASiSorf WP ald Yy ding to
apparatus brought to proximty of sai'd wireless

EDATRIN Caki ON FROAE Bl U§al<ﬁ her SbymEXGCH LOgeyi T el ess

data conmuni cation wt
communication apparatus

stores, upon reception of wireless network
identification information for identifying a wireless
" network along with said communication mate identification
information from any one of said plurality of wireless
communication apparatus, the received wireless network
identification information into said storage block, and

transmits said wireless network identification
information to any one of said plurality of wireless
communication apparatuses brought to proximity of said
proximity wireless communication apparatus along with
said communication mate identification information if
said wireless network identification information is
stored in said storage block along with said
communication mate identification information; and

any one of said plurality of wireless communication
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any one of said plurality of wreless conmunication
appar atuses that has been set to said setting block as
a 50 wirel ess data conmmuni cati on destination anmong
said plurality of wireless comunication apparatuses
identified by said wreless network identification
information set to said setting block. 4. The wrel ess
comuni cation system according to anyone of the
preceding clains wherein said proximty wreless
communi cati on apparatus stores, upon reception of
%g% o%raphlc key information for encrypting data
t'f°3ai d connunication mate i dentification
|nfornat|on the receive pto% h|c key

i nf or mat FHTHES SaFQ Wi h‘?ﬁd‘?ﬁf&ﬁé‘ﬁ%i’g

S%ﬁ%@ %E%%’%rt%%dif%gkg{nﬁﬁgﬁ%ife&es& s%%h%e%ﬁ'o%i.sd

R S R b R MR e bt

:ﬁg&g‘gaﬂxgﬁ%%f@oz g%e%%xfﬁlﬂégéad@%@%:umg%gzr?%ﬁw §taLd
r

%#%Egkﬁgtiégkﬂf“ gﬁébﬁgunfgh i&% %agg el ess.

ni cat i on appara ransmts sal c%yﬁiographlc

k%nﬁnﬂ&?éﬁér?@natt% 15@!’191?:[93%1"81} X_n\ﬁdogrﬁcli&.s&q and said

conmuni cat1 on appara us a
wireless network identification infecrmaticon are not

stored in said proximity wireless communication apparatus
brought to proximity of said wireless communication
apparatus, and

receives said wireless network identification
information to be transmitted along with said
communication mate identification information from said
proximity wireless communication apparatus to set the
received wireless network identification information to
said setting block if said communication mate
identification information and said wireless network
identification information are stored in said proximity

" wireless communication apparatus brought to proximity of

said wireless communication apparatus;

thereby executing wireless data communication with
any one of said plurality of wireless communication

apparatuses that has been set to said setting block as a
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Wi th comunication mate identification information for
identifying said wirel ess conmuni cati on apparat us
itself 51 as a communication mate if said
conmuni cation mate identification information and
said cryptographic key information are not stored in
said proximty wireless communication apparatus, and
recei ves said cryptographic key information from said
roximty wreless comruni cation apparatus along wth
éFaleéﬁnﬁﬁF%af?%%UHé?@t%a@nﬂﬁﬁtéaﬁfbﬂniﬂm@ﬁﬁaﬁaeﬁ to
set the received cryptographic key information to said
BevERAYtYI 9EkWiFetafd communication apparatuses
identification information and said cryptographic key
iAeREFBtednbdreaidt vivdlens saetivprbxidenyi fi cat bes
communi cation apparatus; thereby, while executing
whfermsticatzet coomeaidasédbimgtihlsakd wirel ess
comuni cation apparatus set to said setting block as
a Wi reldesshaatva redemaricaturoic oesin natdtem geeryditiddo
encrypted data received by said wreless data

zoyonei chttlen pyecs@ing cBaims OnyPtoDs aphi€ Keyximity
information set to said setting block and encrypting

wiat el ¢ s heodmansiatied Hypssd€isW rel ess data
comruni cati on by use of said cryptographic key

i nfor matersselugod SRR Raldd RE KRtk ogaph W i@less
comuni cation setting nmethod for a
information for encrypting data along with said
communication mate identificatioﬁ informaticon, the
received cryptographic key information into said storage
block, and
transmits said cryptographic key information to
said wireless communication apparatus brought to
proximity of said proximity wireless communication
apparatus along with said communication mate
identification information if said cryptographic key
-information is stored in said storage block along with
said communication mate identification inforﬁation; and
said wireless communication apparatus
transmits said cryptographic key information to
said proximity wireless communication apparatus along

"with communication mate identification information for

identifying said wireless communication apparatus itself
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wi rel ess communi cati on system having a plurality of
W rel ess conmuni cati on apparatuses each having a
setting 52 block to which a wirel ess data
conmuni cation destination is set and a wireless data
communi cation block for executing wreless data
communi cation with said wreless data comrunication
destination set to said setting block, and a
proximty wreless conmuni cati on apparatus for
executing wreless comunication with any of said
plurality of wireless communication apparatuses
brafughtcomnpnecpt X miatty of 82t ederemiicatdon anges of
said proxinty Wwreless comunication apparatus; said
wi ¥EIngd S icahhemhi dHidraa tdent amg sachedypsoapeplihdethe
steps of: in said proximty wreless conmunication
appHCAMas1on s ¥R iRy EoRwafi Eatdid macE imdent virelasison
i nformation received fromsaid wrel ess conmuni cati on
apPAr a4 SaE 1B ARFRT4tHEo BROXimity of said proximty
W rel ess connuni cati on apparatus for identifying said
Wi r el essTEEMTT Cat foRr pRararhd cakey totrrmftdani drom
mat e;. and tfransm tti_ng conmuni cation mate
i Fertt PEeatTohY iedfraat FORMT SttdPed 2PRA%aF S stioPdge
blg% to.aaid W.reless cognun'cation appar at us )
brdught e At COPFERGHTLY™ B S & WHASPAT LY i Hestgd fon
C%o sgkcgﬁéoEEéE%%%%@%%?ptS%%EPhic key information to said
setting block if said communication mate identification
information and said cryptographic key information are
stored in said proximity wireless communication
apparatus;
thereby, while executing wireless data
communication with said wireless communication apparatus
set to said setting block as a wireless data
communication destination, decrypting encrypted data
received by said wireless data communication by use of
saild cryptographic key information set to said setting
block and encrypting data to be transmitted by said
wireless data communication by use of said cryptographic
key information set to said setting block.
5. A wireless communication setting method for a

wireless communication system having a plurality of

wireless communication apparatuses each having a setting
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i'n each of said plurality of wreless conmunicatian
apparat uses, 53 transmtting conmunication mate
identification information to said proximty wireless
communi cation apparatus if said comunication mate
identification information is not stored in said
proximty wreless conmunication apparatus brought
into proximty of said wreless comunication
apparatus, for identifying said wreless

comuni cation apparatus itself as a comrunication
mate; and setting said wrel ess communication

apPAS AL US, L@ichah oy Sal1tdsa0 ahk 8CKomsurdl dditieheass tiatat ion
conmuni cation destination, said wrel ess :

COMUNI€ali0n APPAIALISikel Bemmifeedt fdredlbyksabd
communi cation mate identification information

r el Med fd Qwaaksls i Rokyunk cet 855 withneand cal taless
apparatus i f said comunication mate identification
| NEQEATBddn@finii a8t 6f ek JUlnsatidnpsoxi o tyaidvseetbsg block,
comuni cation apparatus brought into proxinmty of
sahfld W IS :i Qi leatd edmappacatisn dppakaniisefess
comuni cation apparatus conprising: a setting block
t Oewbdethirdy Wikelless catranicariuni eath emydedt saddion is
set; a wireless data conmunication block for executing
W pehessi atd et rales < atdromniicthisai abpd redluess Baeeght
into proximity of a predetermined range of said proximity
wireless communication apparatus;
said wireless communication setting method
comprising the steps of:
in said proximity wireless communication apparatus,
storing communication mate identification
information received from said wireless communication
apparatuses brought into proximity of said proximity
wireless communication apparatus for identifying said
wireless communication apparatus as a communication mate;
and
transmitting communication mate identification
information if stored in said storage block to said
wireless communication apparatus brought into proximity

of said proximity wireless communication apparatus; and

in each of said plurality of wireless communication

apparatuses,
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comuni cation destination set to said setting block; a
W reless transm ssion block for, if a proximty 54

wi rel ess commruni cati on apparatus having a storage

bl ock for storing comunication nate identification
information received froma wreless conmunication
apparatus brought to proximty of a predeterm ned
range of said proximty wreless comrunication
apparatus for identifying said wreless comrunication
apparatus as a comruni cation mate and a w rel ess
transm ssion block for transmtting said

conmuni cetdremirditiegi demhi i ceatiioanmiané ot deatti iofi daftion
stored in said storage block to said proximty

wi irdlogge t iennrurdiadat Perxapphy atius ledoesonotn stariemsai d
communi cation mate identification information,

t ranpsvet b ngt ool siooatndna e nadentidéhtafication
information for identifying said wireless
coffigameaiponis aspararusdi tvetdichpraxévihmny teglicorms
mate to said proximty wreless conmunication
apraFErhsat ko aprseptiagbeemdtiolinglcopkokdpity fof saiid
communi cation mate identification information is
stOrédern AW isPsiPRi BYPH #@l%es $ogohfemt £Einsn said
apparatus brought to proximty of said wreless
C&Hﬁﬁﬁﬁﬁﬁt??WWQﬁﬁﬁéFéPHsapp?%ﬁﬁﬁﬁulﬁﬁeéﬁl@Sc%nnunlcatlon
mate identification information fromsaid proximty

WiPBIEBS A AfMatar | BRY appar atus and setting said

W rel ess cormunl cation
setting said wireless communication apparatus to

said setting block as a wireless data communication
destination, said wireless communication apparatus being
identified by said communication mate identification
information received from said proximity wireless
communication apparatus if said communication mate
identification information is stored in said proximity
wireless communication apparatus brought into proximity
of said wireless communication apparatus.
6. A wireless communication apparatus comprising:
a setting block to which a wireless data
“communication destination is set;
a wireless data communication block for executing
wireless data communication with said wireless data
communication destination set to said setting block;

a wireless transmission block for, if a proximity
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apparatus identified by the received comruni cation
mate identification information to said setting bl ock
as a 55 wirel ess data comuni cation destination. 7. A
Wi rel ess communi cation setting program conprising the
steps of: in a wireless comuni cati on apparatus having
a setting block to which a wireless data
conmuni cation destination is set and a wireless data
communi cation block for executing wreless data
conmuni cation with said wreless data communi cation
destination set to said setting block, wrelessly
t rarsatietsti pgnmifii @atprooX apphyanhs a8 g @oFRURLGAatD etk
apparatus having a storage block for storing
‘cofmupitoat hgncomrven i aerionf mg ¢ | deritiffdeaat boninformation
received froma wreless communi cati on appar at us
brieaggitvedt srpmoxiwitelest aoprentetariminnegpraages fraahd
proximty wreless comunication apparatus for
i dentirPyingtgadd a winedledssniuedrurangst iodn sappapadisnidy
a comunication mate and a wirel ess transm ssion
bl'bdielr6F EPHEASH tatiivg sabdrawnminy ddendhfindne said
identification information if stored in said storage
bl"6e1£6S saPH W satiiony aRPa Bt ays asc gmranneat ¢oplon mate
appar atus, does not store said conmunication mate
| Jest Bf FERRT oS i Tedemarpaan PlaHimfvirc Arpaamibting said
identification information for

communication mate identification information if stored

in said storage block to said proximity wireless
communication apparatus, does not store said
communication mate identification information,
transmitting communication mate identification
information for identifying said wireless communication
apparatus itself as a communication mate to said
proximity wireless communication apparatus; and

a setting control block for, if said communication
mate identification information is stored in said
proximity wireless communication apparatus brought to
proximity of said wireless communication apparatus,
receiving said communication mate identification
information from said proximity wireless communication
apparatus and setting said wireless communication
apparatus identified by the received communication mate

identification information to said setting block as a
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identifying said wireless conmuni cati on appar at us
itself as a communication nmate to said proximty
wi rel ess 56 comuni cati on apparatus; and setting, if
sai d comuni cation mate identification information is
set to said proximty wreless conmunication
apparatus brought to proximty of said wreless
communi cation apparatus, said wireless conmmunication
apparatus identified by the comruni cation nmate
identification information received fromsaid
proximty wreless conmuni cati on apparatus to said
settieigpslsl deka agcremwiiirceltéss dasiaimaonimumi cat i on
destination. 8. A storage nmedium storing a wreless
communi cat i Brviswstleisrgcprogtrn thompses Ehgg tieostagps  of
in a wreless communi cati on apparatus having a setting
bl &R 1is 1M Ehe astdnrselodss dat a conmuni cati on
destination is set and a wirel ess data conmunication
bl ock f o#® eketiReilRgswrPenesiscaldra eppanateatiaying eh
said wreless data communi cation destination set to
saisFtiggt PLAgk brociichi rerdselsee datenicemmpnglca fiop
proximty wireless conmmunication apparatus having a
st%ﬁ&@@a%%e k1¥ otet $6r PnyledtRimidede 6AMEaREcation
ntification information received froma wreless
C : éafi%%F%ﬂﬁﬁﬂgaﬁﬁ§e5?%%mﬂﬂta communication with said

wireless data communication destination set to said
setting block,
wirelessly transmitting, if a proximity wireless
communication apparatus having a storage block for
storing communication mate identification information
received from a wireless communication apparatus brought
to proximity of a predetermined range of said proximity
wireless communication apparatus for identifying said
wireless communication apparatus as a communication mate
- and a wireless transmission block for transmitting said
communication mate identification information if stored
in said storage block to said proximity wireless

communicaticon apparatus, does not store said

communication mate identification information,

communication mate identification information for

identifying said wireless communication apparatus itself

as a communication mate to said proximity wireless
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to proximty of a predeterm ned range of said
proximty wreless communication apparatus for
identifying said 57 wirel ess conmuni cati on apparat us
as a communication mate and a wirel ess transm ssion
bl ock for transmtting said conmunication mate
identification information if stored in said storage
bl ock to said proximty wreless comuni cation
apparatus, does not store said conmrunication mate
identification information, conmunication mate
identification information for identifying said

W ¢@irers cedhnunegatdedmusappadat us itself as a

comuni cation nmate to said proximty wreless

conmuni ca¢toimappdr arid; camuarsigtatiing, mife siadehtification
communi cation mate identification information is set
t ol nfrirnapioni b tsetwiticelsedd proxnimiticatiiredeappar at us
brought to proximty of said wreless conmunication
appardsat sap deRareltess brevantntc atriogiamappae fit wsid
identified by the communication mate identification
i HcTaREEE o ACFREE: Gpdd oPr BRP3AFEUDr ¥l wirelees ess
conmuni cation apparatus to said setting block as a
Wi TBIEEd Caht et ERAAFAICEAL F8ADtHESAd dat ithe. cogmunication

mate identification information received from said

proximity wireless communication apparatus to said
.setting block as a wireless data communication
destination.

8. A storage medium storing a wireless
communication setting program comprising the steps of:

in a wireless communication apparatus having a
setting block to which a wireless data communication
destination is set and a wireless data communication
block for executing wireless data communication with said
wireless data communication destination set to said

setting block,

wirelessly transmitting, if a proximity wireless

communication apparatus having a storage block for

storing communication mate identification information
received from a wireless communication apparatus brought
to proximity of a predetermined range of said proximity

wireless communication apparatus for identifying said
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wireless communication apparatus as a communication mate
and a wireless transmission block for transmitting said
communication mate identification information if stored
in said storage block to said proximity wireless
communication apparatus, does not store said
communication mate identification information,
communication mate identification information for
identifying said wireless communication apparatus itself
as a communication mate to said proximity wireless
communication apparatus; and

setting, if said communication mate identification
information is set to said proximity wireless
communication apparatus brought to proximity of said
wireless communication apparatus, said wireless
communication apparatus identified by the communication
mate identification information received from said
proximity wireless communication apparatus to said
setting block as a wireless data communication

destination.
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