PARTITION BUS COPYRIGHT NOTICE AND PERMISSION [0001] A
portion of the disclosure of this patent document may contain material that
is subject to copyright protection. The copyright owner has no objection to
the facsimile reproduction by anyone of the patent document or the
patent disclosure, as it appears in the Patent and Trademark Office
patent files or records, but otherwise reserves all copyright rights
whatsoever. The following notice shall apply to this document: Copyright
(c) 2005, Microsoft Corp. FIELD OF THE INVENTION [0002] The present
invention generally relates to the field of virtual machines (or "partitions")
and to operating systems that execute within such partitions. More
specifically, the present invention relates to systems and methods for
moving data and sharing devices among partitions. BACKGROUND OF
THE INVENTION [0003] In a typical virtual machine environment, multiple
virtual machines or "partitions” run on top of virtualizing software. This
software, in turn, runs on top of hardware. The virtualizing software
exposes the hardware in such a fashion that allows for a plurality of -1
partitions, each with its own operating system (OS), to run on the
hardware. The hardware is thus virtualized for the partitions by the
virtualizing software. [0004] Individual partitions are able to run disparate
OSes, such as Windows, Linux, Solaris, and so on. These OSes can be
isolated from each other such ' iha partition crashes it will
not affect other OSes in other%%qr%rg}%lis?) g(%tg?%ne cost associated with
running multiple partitions on one set of hardware is that the virtualizing
software consumes significant processor cycles as it virtualizes devices
for each partition. Likewise, the virtualizing software consumes significant
cycles as information (requests and/or data) or devices are shared
among such partitions, the reason being that the virtualizing software
must process this information and devices as it is being shared across

COPYRIRISNIOTCIESRRGN ipaiyniisypsiven virtual machine environment, a
class of problems arises because some, and probably all, of the
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reproduction by anyone of the patent document or the patent disclosure, as it appears in the
Patent and Trademark Office patent files or records, but otherwise reserves all copyright rights
whatsoever. The following notice shall apply to this document: Copyright © 2005, Microsoft
Corp.

FIELD OF THE INVENTION

[0002] The present invention generally relates to the field of virtual machines (or
“partitions”) and to operating systems that execute within such partitions. More specifically, the
present invention relates to systems and methods for moving data and sharing devices among

partitions.

BACKGROUND OF THE INVENTION
[0003] In a typical virtual machine environment, multiple virtual machines or
“partitions” run on top of virtualizing software. This software, in turn, runs on top of hardware.

The virtualizing software exposes the hardware in such a fashion that allows for a plurality of



programming models assume that there is one and only one OS that
"owns" the device, which makes it very hard or impossible to use that
device simultaneously by several operating systems found in various
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systems try to share the same machine, because users need some level of integration between
these operating systems. For example, a user may want to move data between the operating
systems found in their respective partitions. Thus, it would also be advantageous to provide a
method and system of moving data, or more broadly, information between running operating

systems.

SUMMARY OF THE INVENTION

[0008] Methods and systems are provided in various aspects of the present invention
that allow for device sharing and data transfer between various partitions in a virtual machine
environment. In one aspect of the invention, a partition bus is provided, where the partition bus
is a data transport mechanism that allows for the aforementioned inter-partition device sharing

and data transfer.



incurring the cost of context switching by mapping ring buffers into these
partitions that can be written into and read from by these partitions. In still
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BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The foregoing summary, as well as the following detailed description of the
invention, is better understood when read in conjunction with the appended drawings. In order
to illustrate the invention, various aspects of the invention are shown. However, the invention is
not limited to the specific systems and methods disclosed. The following figures are included:

[0013] Figure 1 provides a brief general description of a suitable computing device in
connection with which the invention may be implemented;

[0014] Figure 2 is a block diagram representing the logical layering of the hardware
and software architecture for virtualized operating environment in a computer system;

[0015] Figure 3A is a block diagram representing a virtualized computing system
wherein the virtualization is performed by the host operating system (either directly or via a

hypervisor);



aspects of the invention, which includes storage controllers and
drag-and-drop devices; [0020] Figure 6 illustrates the different types of
data transfer mechanisms used by the partition bus, which includes a ring

bitaemotainaceBEfariagedingtsh anteseatdsesssrRangi voaiipdlatidneomputing

model; [0021] Figure 7 illustrates the ring buffer model that may be used . .
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mani imﬁlglgnr%g?étfpn of the partition bus; [0030] Figure 14C illustrates the
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incurring the cost associated with a context switch;

[0025] Figure 11 illustrates a partition bus versioning mechanism for interfaces and
protocols;
[0026] Figure 12 illustrates policy decision that are made by one partition based

identity and trustworthiness of another partition; and

[0027] Figure 13 shows the simultaneous operation of emulated device modules and
virtualization service providers.

[0028] Figure 14A illustrates the user-mode aspect of a particular implementation of
the partition bus;

[0029] Figure 14B illustrates the kernel-mode aspect of a particular implementation of
the partition bus;

[0030] Figure 14C illustrates the loader aspect of a particular implementation of the
partition bus.



examination of the partition bus' information transferring capability using

ring buffers, transfer pages, and address space manipulation.

Additionally, further aspects of the partition bus are considered, such as

the use of a policy agents that vet partition channel offers. ExeMpIM
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intended to provide a brief general description of a suitable computing
Overvélgvice in connection with which the invention may be implemented. For

example, any of the client and server computers or devices illustrated in
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client resources are implicated, e.g., a networked environment in which the client device serves

merely as an interface to the network/bus, such as an object placed in an appliance. In essence,
anywhere that data may be stored or from which data may be retrieved or transmitted to another
computer is a desirable, or suitable, environment for operation of the object persistence methods
of the invention.

[0033] Although not required, the invention can be implemented via an operating
system, for use by a developer of services for a device or object, and/or included within
application or server software that operates in accordance with the invention. Software may be
described in the general context of computer-executable instructions, such as program modules,
being executed by one or more computers, such as client workstations, servers or other devices.

Generally, program modules include routines, programs, objects, components, data structures

-5 -



devices, multi-processor systems, microprocessor-based systems,
programmable consumer electronics, network PCs, appliances, lights,
environmental control elements, minicomputers, mainframe computers
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Component Interconnect (PCI) bus (also known as Mezzanine bus).

[0036] Computer 110 typically includes a variety of computer readable media.
Computer readable media can be any available media that can be accessed by computer 110 and
includes both volatile and nonvolatile media, removable and non-removable media. By way of
example, and not limitation, computer readable media may comprise computer storage media
and communication media. Computer storage media include both volatile and nonvolatile,
removable and non-removable media implemented in any method or technology for storage of
information such as computer readable instructions, data structures, program modules or other
data. Computer storage media include, but are not limited to, RAM, ROM, EEPROM, flash
memory or other memory technology, CDROM, digital versatile disks (DVD) or other optical
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be accessed by computer 110. Communication media typically embody
computer readable instructions, data structures, program modules or
other data in a modulated data signal such as a carrier wave or other
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torage of computér readable instructions, data structures, program

156, such as a CD-RW, DVD-RW or other optical media. Other removable/non-removable,
volatile/nonvolatile computer storage media that can be used in the exemplary operating
environment include, but are not limited to, magnetic tape cassettes, flash memory cards, digital
versatile disks, digital video tape, solid state RAM, solid state ROM and the like. The hard disk
drive 141 is typically connected to the system bus 121 through a non-removable memory
interface such as interface 140, and magnetic disk drive 151 and optical disk drive 155 are
typically connected to the system bus 121 by a removable memory interface, such as interface
150.

[0039] The drives and their associated computer storage media discussed above and

illustrated in Fig. 1 provide storage of computer readable instructions, data structures, program

modules and other data for the computer 110. In Fig. 1, for example, hard disk drive 141 is

-7 -



modules and other data for the computer 110. In Fig. 1, for example, hard
disk drive 141 is -7 illustrated as storing operating system 144,
application programs 145, other program modules 146 and program data

illustréd abatgiilias lorsmECMRRINGALE SRFliCHHGH pegaa@ms agher giferemtmodules

146 & I{fr%)m era magall%/ t%&gﬁﬁag&%lcmlon ro rams ?}jﬁ’& ﬁf%ﬁ?&nﬁa ﬁh fferent

from c@f@gfa@sﬂsfé‘m othe @pmgaanh PRdes 146 ainﬁbrqm@iam Aidi@uld 1 36end program
her to illustrate that, at a minimum, they

different num
data 1R S L A R S LBk S LA s 146 and
prograeoaputer7lde givendiffénmitievieestruekoati aieynbarthismanthpointieg are
device 161, such as a mouse, trac balldo ouch.pad. Other input de %
BVI (gﬁ é rough

differenl SOBEwnY HSy HRIGEE RS 8RB BYSHORNE AR SAE ©
input @@aamuﬂr ibe kkg%b&ahesmaaddqibﬁﬁm@dédevic;es arelofien Iﬁonstgctteddmll or

cessing pnit 12 thrqQu userl tlnterface 160 that is coupled
touch [, SRS L At Bt T e B R ) G PReH Ao BABpac
satelligtidishy sesnﬁut;hraﬁamaralﬂedqamﬁdgﬁlmelppﬁt dedceiversalisesialdatiad to the
hics nterface 182 ma als connected ta the sys em bus
proce R 13 el o) IHETRE AP B O US4 fdge Stem BUs121, but
may be@oimecishbs mﬂhhrgmniﬁzims aimﬂdffa(m‘d(&ﬁre& suehiteral@abicbffvet, tyypaeqiort or a

umversa?plall‘}/afjg vi cﬁj l.S Ctelg :[3?% g fé/ftg]tr&b S blezgo\r/llr?ec e qtetrﬁgggétem bus
SUC as a VI nter may N trn communlcate Wi h Vi

121. OmeoranpiSgaphiad qbntimnsmn@onlto(GBUs):d)MpmqrscrnammlmtmﬁMﬂgraﬁMS

) erjpher out |ces ass rs 97 and rlnter 19 hich
imertd R R B e R e P SR e o P R el i system bus
121 viaanm mitefatd snchynopetdte mtarﬁe‘wvmﬁ,ed}ncldmuyhmtademmieate with video

Iﬁg Ca%l connection q& e or more remo com ter such.a
memorz addit IOIl ]:ll.]hO u CI'S O IIlC e otner er eral output
ote computer e remo e om UTaT may € a per

dev1cascmrq:hMe spa&ﬁ&mdt?hamhpemtarriﬂ@vmhﬂﬁnayﬂmodmtml (D]nroﬁ@r an output
eriph G m%anet &gk node, and typically includes many or all of the elements
PP crlb dabove relative to the computer 110, although only a memory
swﬂz@é déhicedh@inkad 1heenyilbpstratad mﬂétgroikélther ldgickiucahaeatiomsent using
logical SPIRR NI 1 '”?'“d‘%earé‘ﬁ%o?!e%%erﬁ‘” t"¥°rk SNt ];aé‘dn%‘ &V'delgéearhe
Bl L EtWor A )ﬁg bi may also in ide other Retwor ises t§uc '
remot@etwiprkirgl 80 virpnbeenpsraread @omupnglacseivdromestafficestwork PC, a peer

d ente rlse -wide co ut rn two mtr netsa d the Inter t gn ]1L
eVle]ﬁ er CO monn noae. and 1ca %lu €S many or a ¢ clements
en used in a L netwo rking e ron € computer

describeth mbmedelwlﬂeemm doiiptrteoudh, allmlsmglrlomyexfmcmoryaalapw derGee 181 has
e ORI A DTSR TSR, O TR o
(LAN) 171 and a wide area network (WAN) 173, but may also include other networks/buses.
Such networking environments are commonplace in homes, offices, enterprise-wide computer
networks, intranets and the Internet.

[0041] When used in a LAN networking environment, the computer 110 is connected
to the LAN 171 through a network interface or adapter 170. When used in a WAN networking
environment, the computer 110 typically includes a modem 172 or other means for establishing
communications over the WAN 173, such as the Internet. The modem 172, which may be
internal or external, may be connected to the system bus 121 via the user input interface 160, or
other appropriate mechanism. In a networked environment, program modules depicted relative to

the computer 110, or portions thereof, may be stored in the remote memory storage device. By

way of example, and not limitation, Fig. 1 illustrates remote application programs 185 as
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communications over the WAN 173, such as the Internet. The modem

172, which may be internal or external, may be connected to the system

bus 121 via the user input interface 160, or other appropriate mechanism.
residilp énnabrEikedtereiNMEeRt phegiptemacdiastdrpitiacoiklabieetidieshown are

omputer 10, or ns thereof, m be stored in.the remote memor

SACHL Edg R}; E%‘%%Hﬁa?ec BRIERHAR Hﬂ‘ ‘%‘?B”ieﬂlﬂéﬁ‘tr%&@/“ters may
be useﬁemote applrcatron programs 185 as -8 residing on memory device 181. It

will be appreciated that the network connections shown are exemplary

and other means of establishing a communications link between the
VirtuatOMaphiegs may be used. Virtual Machines [0042] Figure 2 is a diagram

r nting the_logical layering of the hardware and saftware,

BB iR 2 o S e T A ey Wy eyare and
softwaffg arehiectitudbizationuplogien Aidhtng tirectinpatsdierty. om the figure, a

srcal hardwar. archr cture 212. The virtualization p m 210 ma

virt SRR o RS G B PSR B R S g eture 212
The vﬁwﬂemmrnq)mmp:eramﬁ@@es(em wiithi#l maeineseoaaobaenhwhieriside a host

t }yz;%ervrsor cotmg nt performs tﬂe \Qrtualrzatron The virtu Irzatrr%ﬂ h
opeta mr%é PR RV G mél%ére‘ﬂa}?dmgreYQFéHIF&t%"r%‘%??% e hypervisor
compddrsihedrines théistratezinefadlib airthidicaiopgnegiais a 1 paznhttmhm a guest
hardwa\ﬁer%rgélqg:%ﬁuqlengo% at\i%s ha dvt{r%cﬁltlggt g? S %% at?&uﬁic){t XISth?sEJ tomponent isa

hstad" Vintiaized by the Virtda 1zing program 5 guést operating
partitisysteat DM axaaciiasO)) e guhatdivardmatel@asshﬂeatrtmel]&&ﬁ;mnﬂlas instead

&,arplication 204 runs g uest o trn syste 06 I
vira B SRR AT o, B I DI SRR the s
hardwaamammtercalre(mﬁumm sysmmmmlmIiéétsnfhsrareth@gheamptﬁmgsystem
ta run on an operatin t rall |nc atr .
206 R R e N S SR PO R o ron i
compiFigurstdh Mistrate sfahedotilizeel mhmtu@%aﬂadnsmgmﬂmsm arha:sbperating
operating s s host softwa er3 4 run dir t ab ve

systerrb ast Es Coe\rfn p 1n§: %)vlzpree é} 51 epﬁga gsslyé}g'% t%ov T ware architecture
212. access to the resources of the physical computer hardware 302 by

e ing interfa artrtronsA nd B 3 Ofort e use eratin
o R B A S e S TR
operaturmniticed ﬁwa@sam@mmwmgmmw rahurvie) glarlswaé dhmputer
erf Izatron the host O 304 may,
hara g G By ST e S oL BT ARSI compucer
hardwaiteBfateyysipnsaybeter Starsdanchuperating3SystedBadtH) doriticonpohatederating

systemsy ?Fi\élrslg %?ngs%%%P ?}y This enables the host OS 304 to go unnoticed by operating

system layers 312 and 314 running above it. Again, to perform the virtualization, the host OS
304 may be a specially designed operating system with native virtualization capabilities or,
alternately, it may be a standard operating system with an incorporated hypervisor component for
performing the virtualization (not shown).

[0044] Referring again to Fig. 3A, above the host OS 304 are two partitions, partition A
308, which may be, for example, a virtualized Intel 386 processor, and partition B 310, which
may be, for example, a virtualized version of one of the Motorola 680X0 family of processors.
Within each partition 308 and 310 are guest operating systems (guest OSes) A 312 and B 314,
respectively. Running on top of guest OS A 312 are two applications, application A1 316 and
application A2 318, and running on top of guest OS B 314 is application B1 320.



performing the virtualization (not shown). [0044] Referring again to Fig.
3A, above the host OS 304 are two patrtitions, partition A 308, which may
be, for example, a virtualized Intel 386 processor, and partition B 310,
wioigds|may kesatartexample, R Widpizadt eisientbiqnetdidne Mogaidaartition B
680X0 family of processors. Within each partition 308 and 310 are guest

314 (SR 3 e A RS e XIS A AT B AT PR AIHGRS that

exist opilytapsofiguescalSthdichara i appheddiposiBlRRlgation AbELatastof specialized
Jication A2 318, and run on top of.guest B3l4isa
virtua BTG TR (PGSR R THAr A S AL L SL R R Gt OS
A 312308 edspDEtR0 B, hhdoviviely, e shtvinaisodasiiathlings) e vifuadizedeps
ter har presentati exist onI as software
necessg4gh 38%8%312&%@ O B A B et SeToR S e heargpysica

computitakidaiengaftware(s) that not only presents partltlon A 308 and

iti 310 t tOS A312and G t 314, tively, but
e o e AR S PP St S erein the
virtual3da2ieimik Gerésitradd l@alﬁrtoahdmebﬂm imtﬁ{ﬂﬁf Witi he3@El phyigigallongside the host

uter ware 302. [0046] strat s an alternative
operat{R SRR Lo e GRS SN A it G RSty above the
host opdit&lﬁimefwméiﬁmhﬁtﬁm (Mbdide}ROWithutiricgrafongsidelthe dids? ape I‘[ahmgh the
host opg rsafgr% gé%ovel‘%he Lao% & er ¢ tsrc]e% \z{évl 304 %?% %ﬂe%%ﬁf‘ﬂﬁﬁt@gy instead

perating’sys em'3 teracting wi

compri@mpater Haiddgrend0n @mﬂm;gteﬁmehd\@st apetdting ssiysteant80d@irdotly with the

ther cases, as,sho n 3B,.the VMM 4m instead , co S ,
compult e B SR IR e O SR SR R 304
mteracmiﬂnemtyyvmthtﬁxe axmmpptﬁehzhdwhma@ﬁ@ﬁmihthe thestgperatiog systeting system
) 04" rIeveIs M 3 4' i cts ectl with t er
imeragts B R A AT e R By
omprdﬁeemﬂ;llwmindﬂpemmnﬁwhmdwmm) ﬂmndryaiﬂ levatikentceses dttee t4Mith the

fully indepe t software system that on all,lev

compu:% re ?g(r:c?\x g@? @%al T écg é'f(%]% 2 Qg%gr %N 0 r%ra\.);wy ste ate g%/v %{reﬁ?&/ with the
compdtashmﬂmmgxlﬁhswmlhtﬂmg(ﬁ& ﬁwambewmgksgsmﬂﬂﬁﬁ’é r(ﬁizﬂndm@reblll interacting

with the I« ?ﬁt ut|I| O%thtsatrhcl) p,eratl f?e ystem (§0 te@thé)tut%h still élf’mﬁr Ctlgvglare 302

atmg system 304 In Srder to coordinate us
and amdmmﬁrctmddvémlﬁﬁz and avoid conflicts and the like). [0047] All of
t 6627‘1""” flonsf 8£e'mana nEa dgthe |ADQYE Paigned aerrtllttfc())r?esdare&]iltjsons are just
arylmpleme atlons an |ng eréin shoulcf e interpret
exemplm'btmgnhmnmamwn 1od anthpar fievtar shaukl |bammnrasqjed:1asnhelmgttho mnvention to

any partlculzri]rGer{]uaﬁ?zlat%erlvall%eép aring and Data Transport

The Partition Bus In General: Device Sharing and Data Transport

[0048] In one aspect of the present invention, a software model of a hardware bus is
created. This “bus” is a “partition bus.” The partition bus allows for formalization of an inter-
partition data transfer mechanism. Also, by using a partition bus, it becomes much easier to
build services which allow device sharing and inter-OS integration.

[0049] The partition bus is an information (requests and/or data) transport mechanism
for use between or within partitions in a system with multiple partitions running. However, it is
not intended to be the only information transport mechanism available in a virtual machine
environment. As such, it does not have to meet every single possible goal of a client partition, in

a client partition / service partition relationship. For example, it does not have to be loaded in a
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[0048] In one aspect of the present invention, a software model of a

hardware bus is created. This "bus" is a "partition bus." The partition bus

allows for formalization of an inter- partition data transfer mechanism.
NT keAlsPniydeisingranpastition1pus.oii Seeomnas nuohLasiatia tomld weHLEE) can use it
ich allow device sharing and inter-OS integration. [0049] The partition
449R information (requests and/or data) transport mechanism for use

beoosN on whikhikpeatitiensaifi @osysie me e bmUiplerpiasi ioRs-pudung .

Hawever, jt is. not intended fo he the only jnformation transport . .
commigREAILIE Gy ANAET T 3 AL TR BGOSR oA LEHisgEgg between
partitiogy, haveddnjpesihexenptsingleppaisible goal of a client partition, in a client

partiton / servic rtition relationship. For example, it does ngt have to .
oAb o AT AT S8 RO RS e o L s for device
sharinpardinaferalasisaciionpayeic(bii phaiiotse Thiey paitidlizatios dGOSEH) A exeice
...aspect, the partjtion bus relies on a hypervisor infer-prgcess . .
partt g AL BN e SoREI e A SEASIGT bR SR BA0S. These
partiticasnimeuNidatitineb dyvernp paititions). afactodNjaet drjatitipis ity pavitiense OS,
. 051] Figure 4 illustrates a general notion of the partition bus, which . .
cither Y10 S PG00 S AT TR0l R SRR ton 402, can
be runhhirg&VpadtiticrisRrdidepieieitioa se4iceapattitionid@2MandowoXdiE)and client
pa rﬁtigggitj‘%s:a%liggtnpn%rititi é (ﬂ)(%vdfs}%d client partition B 40_6_. These partitions
or'410. Each of these partitions may have

W
for 1n1BE1J

are maintained by al}%/perws
s¢n82P S Meiikwercth easamttiSe g tioathampartitkomseateaidie franiaotieular, the
. Thus, the service partition 402, can running Windows XP: client . .
servieg B A e R SODBT S LSS pAion s e drver
418 caxaminé cataswmgh indows7Za8of0Q52ichpreader (¥&¢h 41 Thhseafarttionghetic devices

contains some devices. In particulgr, the service partifion 402 contains a_ ...
o cong R AR ST SRR deqicd e THATHLEE Hhfr ks o parion A
404 arcbarmynthigateswicthiad Yirtudilinapoertisenitd ( eaidese( VS Byt ice s lodittlad] pissical
devicesw%hvelti(%hdevai%%? t%)gg) unicat_e_with the physical device_424. '_I'hus, a
synthetic deice 4201 clisnt partition A 404 and a synthetic device 422 in

clieddyjartittenpBrd@6ndaus 488 phevsdervicesaisiier physiqairtdenrick 424avid client
...th itjion bus 408. [00 3]5 he partition b 08 prqvides a means for .

P S A 0 1 ot AL VHERTR Bhvices 420
and 433hysspatdeslice Pi4ifothesevhy, theipayrithe o céW8qesvides ared$ABr assigning
owner R SEIRVIE Ul ARgthet way, 1he, c%rHEQnt%a{ssi‘rllOFe pyovide é@%{‘n%é%s XP 412,

assigning owriership of'a’device, such as physical device , toa'single
and th@S, swehsay Wiard@ubaxBextik2 s services with the other running OSes, such as,
Windows 2000 414 and Windows 98 416.

[0054] Additionally, the partition bus 408 also allows the OSes to move data between

partitions, such that data can be easily moved, say, from the service partition 402 to the second
client partition B 406, without incurring the high computing cost of involving the traditional

hypervisor 410 mechanisms in the data moving transaction.

Partition Bus: Device Sharing

[0055] In another aspect of the invention, Fig. SA illustrates remote services which are
represented by local proxy synthetic devices in a partition. When a remote service 512, stored,
for example, in some remote partition 508 with some remote operating system 510, is offered
through a partition bus 514, a synthetic device 506 is added to a client partition’s operating

system 504. There is a one-to-one correspondence between service instances, like the remote
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and then a means of sharing that device's services with the other running
OSes, such as, Windows 2000 414 and Windows 98 416. [0054]
Additionally, the partition bus 408 also allows the OSes to move data

servicOstesid paitiidisdsues iat datacednbe easilymevaisai &antdhean be used to
service partition 402 to the se ond C“eaI gartltlon B 406, without i mgurrln

send o reqehiy dBMhARNNOY G0t BR W%&’Hﬁ‘é it hpisaldBPiRte!
neoBenishig. ifBhtdatac o fghbansastioss BartsaﬁncByﬂanﬁl\rm &hagdpond to
&00 5] .In another asg?éect of the(;)nve Ion‘ﬁF‘r‘E& 5A |I trates r%m heti
synthelig JRIAEcH HiaR 5% YRpPACAHREPYY 1RST Vé&}ﬁ B y Synthetic
devicepBratiopriddnest a Tam @yﬁhﬁﬁﬁd e Sstonedhtfosexparlaoi Iths&m%ty of devices
518: remote partlt n 508 wit me remote operatin ystem 510, s offered Th
RGN o H?&n"&%‘ét zi/ Qaé%“rﬂ ROYERACORIE EL9a I R e fite: The
synthqmrﬁaaracs ﬁmghgalsymwdwa{e wa@eqneftm@n&s:smstmadﬁm drag-and-
d %i n serwce ins ances, like the remote -11 serwc&i 512 a(f é{gth?tlc
rop ‘?&é 11RE RV SRS S LUROUF RS LY Reti oL Rl B datjgty ggier-process-
commﬂﬁmltm‘rr eThiMe databhg neoliel ten trulenoiady ¢y pieat eevickeserviady picabe modeled
by th prott C EP }r %'\? ] Fig. 5B illustrates the types of devices and services
Y et n? €orredpdnd to synthetic devices usable on the partition bus.
Spec:lflcally in reference to Fig. 5B, synthetic device 516 is presented.
. rtltlohlé lissyrl‘g etul:rdewce 516 might correspond to the variety of devices 518:

P—s{lcrrage—nethor%ﬁgﬂnput (keyboard and mouse), sound, video,

spoafzhrdeheparitien bysthtialdexddersié tmigiitaisg @bmq&m»m@bmdmanands) and
data in gt[ e?& thre ecir\(/illgﬁnc%j\'xgaé} im e Sé/nn hgg@% QV%% h%l;ogé forlrgo%r % ?HQ& that is to be
paste, remote kecution, 1 e app fitAtion 1AIHE
transfeéntet; ;ﬁmmame eantounicaticther] pmtmmreaﬂmaid; limidiom vmlna:tﬂgiﬂdflnfs in Fig. 6,

devic serv ces can be. the etlc Y
e g M AL or [0S T B AN DL B3 A fpgoee mode
606; atrdiadﬂiesmg)aéerenmeptﬂa(mnmmmmhﬁm&) and datain at least three distinct
@\%@i ”de'r% fu Wh e%hrfelo cg.(l)qt of 9 ?itr? t{;lghle %fbe 0 send both requests
rred. from ’ne a |on B another par??lon s smail, |um
and dd&ar§enT hmespmrtFﬁgn 6o aimhhre:ammﬁelﬁog@arﬁfﬁmgnb&mmﬂe Hh%ratwﬁxed size,

n 604, transfer a el 606: and
sl A S P A R agroiine
the oldidgthuifersBiz0’ tdrse ngtvathy ndoplests sgstcnaate ﬁrmgl‘tmﬁélpmmtmin tvailable to two
r8g1 arﬁmon Ri r}lpq buffers are simply buffers of fixed size, such that
Oor more

when fa?urt]flwe nformation is placed back at the start of the buffer,
o{m}ﬁ?){]tm@he transfer page model 606 uses ring buffers 612 to send requests and transfer

pages 614 to send data (two transfer pages are illustrated: pages A and B). Transfer pages are
pages allocated in memory for the transferring of information by copying information from one
partition into the allocated page an out of the allocated pages into another partition. The transfer
page model differs from the ring buffer in that it has no structure, protocol, or associated
ordering. Thus, the transfer page model is more appropriate as a target of DMA operations and
to avoid holding locks while manipulating data within the transfer pages.

[0060] Finally, the address space manipulation model 608 is illustrated. Like the other
two models, a ring buffer 616 is used for storing requests from one partition to be read by
another partition. Also, three memory maps a shown: a service partition memory map 618, a
client partition memory map 622, and an unvirtualized system memory map 620. A client
partition and a service partition can change some of their memory mappings 618 and 622 to

correspond to an unvirtualized system memory mapping 620 so that data does not have to be

-12-



the old data, in a "ring." In a typical virtualized system, the ring buffer is
made available to two or more OSes simultaneously. [0059] The transfer
page model 606 uses ring buffers 612 to send requests and transfer

copieda@eikbivhe sensiadqiaetwolaRsianpages aistdldsiiabedanagasiAy@peth partitions
B). Transfer pages are pages allocated jn memory for the transferring of

and refl TR Dby T B Br0 S HAF REH S Rt st emory

maps fRgatangwhafdRemnd pegtech pagam tpagbothebpaibho T hEneatiaasfes that the

age maodel differs from the ring buffer jn that it has no structure, protocol,

memofy RS N TR TR O ST O RO PR THGIE: hve 1 b changed
initial Bprogiiaisoasd w twgetohRiMAisabsatiensmadoto mupidlmigidgHeckianged back to
hei while Q‘uani ulating data within the transfer pa&ei. Lgo,ﬂ(l)géﬁnalg, the h f
thelr ofeiha ‘%‘%%El%%ésrﬂ R EOF MBS BRN ST AERATEY. LIREtHECSHTE R dhe transter
page moddeishialiing:budieritd foisasde hitstanngdie guesisisomecpacpantitigiuiaion

d 1be reaéj bg/ anotfr%%}ﬁgrtition. Also, three memory maps a shown: a
model 55 AdPSFH AP ¥y map 618, a client partition memory map 622,

afen| unvildwedizk 6 Gysgethmmienoityorkapt 62@11Ansdid¢inim pariiiige amdunts of data are

lati service arti;%on ctan chang((? sogl(% of({heir mem%)rly m? ings 618 a#]d 622
relativg,ConG RIS IS O MGt ShL S4TSRt &M SREMER) ?ﬁ%é)pu% B26'So thaenene on
the avalidibidnesfretthavedoudess] theappedpuutikeais fhenitales temprgenplogted. Hence,
scenariq) but instead cap. be accessed by both partjitions gnd read. Thi
based B e o T R oS R SR GE B H A B of data are to
be tranpfemadythnapasser fhaictheydshaacorigcphiysichlmamomnecpagesiounts of data are
to be SSTNON, THS YadesgiLis thattne, memen; mags 018 and 2z.of te.client.
snd senicé parR ions, fes ecﬁve?y, Rave 16 e cehange mni |a}yeto g
amourge k&dparmd codanuansteirtdalized system memory map 620, and then

C d bﬂ%ﬁk to their original mmappings once any giyen transaction is
I B S e o8 e e b SRR B0 of
memocypytingide framsfsingabathetyeestspardtitatadithesbaceonamnipldatiderein referred to
as “in 0Oda%éjnsﬁ%gt%reen%wrgu?gngrﬁgarqgeﬁi [81%6%{) teF%%l@%snoqqpl?otrr}%ttligne inselited into the
notions of small, medium, or large amounts of data are relative concepts
ring buaiier are ¢odsord encthie strdefinaichhy kg utelosystenthrespaaioss. Also, insertion of a
Depending, on. the availability of system resources, the appropriate )
packeaREDARSEINATE RIRLAN D 0) AV TGS SHIERR U BORIGRISIR packets can't
be ins@utdfenmtibgehiongsickéfisdtave tvenmeraddanbuntenf beffmrar¢ddsesuited for data

that a&ﬁ%@é‘?ﬁ &gy Nediansiar s?gﬁﬁéoﬁe&'aﬁt’ﬂﬁgé Ffi%ﬁt'?‘;cesé’Yv"ee DRSNS erted.
amounts of data are to betransferred; and, the address space

nafa3dlatizumaddbhisranostheffegivelivhemiklge’ Ay ol tdleveated)

maint%ggg\zigjé%’éﬁr%)h%g%Sc%oﬂ?gthﬁjasrﬁitrﬂo%%? Gt 4« s%fr\t/ri](% I}%’ 1%%%@8%6 ng spelf'{lflecre partition
708 may be running sgme service OS 710, which sends information in the form of data to the
client partition 702 and it’s OS 704. The data is successively ordered and placed into a ring
buffer 706. Likewise, information in form of requests can be sent from the client partition 702
via the ring buffer 706 to the service partition 708 to request the performance of some services.
The ring buffer 706 in the unvirtualized system memory 705 is mapped 706A and 706B into both
partitions 702 and 708, respectively, to allow this swapping of requests and data between the two
partitions 702 and 708. Thus, Fig. 7 illustrates two packets of requests and two packets of data
being sent via the ring buffer 706 between the service partition 702 and the client partition 708.

[0064] In another aspect of the invention, the transfer page model is employed. In this

model, pools of pages are managed by a transport library. Interestingly, either the service

partition or the client partition can allocate a transfer page set at any time and add it to an
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memory set aside for passing both requests and data (in combination or

alone herein referred to as "information") between two partitions. In this

model, packets of information inserted into the ring buffer are ordered in
existiﬂ@@&@.ﬂ‘é@dﬁ@i ose ﬂ%@ﬁﬁl%@ﬁﬂﬁtﬁf@@k@ﬁs&lspagﬁ%ef dhoh@nagement of

packet jnto r|n buffer i ically a relatively.quick operation since
that s e B IR B S R b hSRbts v been

ingegsp. Tihld%nllmld@ﬂﬁk%ﬁﬁ:ﬁt@dh@ﬁh&tﬁtﬁﬂequ’agai&oﬂﬁai artivesmeiekbhBey are
there is no si nlflc nt w tt| e for successive packets to he inserted.
allocal i B e e e S P s fagions” physica
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many 733 ﬁnc 8&‘??&8 intOMRARDHIAYRERBRST BF RS c‘i‘i’élﬁP% it PE%EW“OHS
secret@owhiie BSi00 ibhbdahataus thucsikssivalysahdetkel anrtdgplacattinte scritthed.
buffer 706, Likewise, information |nf m of re an be sent.fro
o RS AR b RN TRt FS P Mgt o SO gTers from
the rinietjuffsi thedpeifiosmatdenof o skiviceise tirdnefhnmgeﬁf&ormﬁdédthmaure
V|rtu |zed s stem %1 5705 | ﬁﬂed 706 and 70
allo

to bot
Pr°t°°8 r?’hS $70% ﬁﬁ%“ Vel to oW tHis sv&le‘ipp?ﬁeg o?ege é%t‘ése transfer
pages amdld&tegbewwwlmﬂmmaﬁﬂcmsa%ﬁ aotiif8lodkushikdh n?aﬂipatmﬁeg data
hi Wq ackets of requests and two packets of data being sent via the ring
Wi er 706 between the service partition 702 and the client partition 708.
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rar eres ing e service pattition or part lon can
mamtaaﬂedéi;eaaliypmsfeop&@@ detlag afyatime-andl@gobitets amhﬂ:&leaenspagmeh 804

reques?srg atd%rgny g%l atc%ret%t Oe?qtggm aﬁlab:?eés?gntrggls kPR Seé&élvm the serv1ce

nag ement o INC Ad ‘deandcation of p
partitioitB02 tHElsetqeRa6]geh éamfyomﬂneammamimdm Bajasienqmged; mﬂfasdware
at the time Wh ﬁ)m% f?re al ocated and mapped into both the client and

direct memory acce
{he"seRite pa ions) The par??ons physical address maps are also

che$ed, Butwhysof ex onpldime aypdration WHdrgandaeamedizsd facsessn pages of
transfe qQreqver, since th ran er pages are ntl
data, Whielis t%l I\f'll g?tIPOIE]%%e aVailsh e Y é? € é)(ﬁl%nseé nEthlsy the request has

mappe INto secrets canno this
to be ‘tabi@mqahsahabthdquuesme@ﬂdﬁltsmsqmbbeqba[s@%ﬁ]ma mentiometdisk driver

1. R SR 080 LSRR 00 A TSR B i v
(i.e. asirslcthree;r ;ﬂn@to@@ onorisiirigea ssoiciated evichd dveres mdia,sahl@m‘agshe]ft
o SRR T, PR 50 AT 0 o
environment that is aware that it is running within a virtualized environment).

[0069] The virtual disk driver 814 creates a standard DMA request 818 using functions
it got from its physical device object (PDO). The virtual disk driver interface instance 816 then
allocates all of the currently available pages from a pool of transfer pages. In this example, this
amounts to five pages 811A — 811E, which are shown in the transfer pages 811 using vertical
lines.

[0070] Next, a request is sent to a server in the service partition 802 to get these pages
from the virtual disk service 808. When the server has filled in the requested pages, i.e., copied
the requested data into the pages 811A — 811E, it sends a message back to the client partition
804. The data is then copied from the transfer pages into buffers maintained by the application

812. When the copy operation is finished, the transfer pages 811A-811E are freed.
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[0067] Figure 8 illustrates an exemplary implementation of the transfer
page model. A service partition 802 and a client partition 804 are
depicted, where these two partitions are maintained by a hypervisor 806.

Ir[(ﬁim]S a413at-RReRINeRRSS ivdhadrtignizparslion.da4 1egursisisaliad from the
from a file which is bei b a virtual disk service 808 in the
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ring b@miSmME%ﬁﬁﬁqﬁeawﬁrmﬂlpidkés nunnmgf\mtimesa wisitisddiz@ckhis aspect of the
enVIronmi [‘ The rIu l d|? ver 814 creatg/s a standa

inventigy PRI 1psffy ﬁ Aiord R TS PRyATEH ?8&36‘6?56?‘(3%851 using only

ring bdiieryirtual disk driver |nterface instance 816 then allocates all of the

c vailable pa es m.a pool of tr nsfer es. In this.exam
e R L R R S TR R ARG voia e
high cpﬂgﬁsr&hﬂouysw@ymgldaﬂt Inesfoméa JuNdxt bathetaeaigd st mmtsms»ter page

in the ser artlt n 802 t et thes fro the virtual. dIS
RSN

model €in ansactlons 1nV e rvﬁ‘:ers which
é&ésc\%h eservegh'as o e Te§ §'Raged et pied “the

are arbegudgtpldctdtmintditne’ pplyesB@liddreBkpdee itsdnely abarges’magmmarﬂdma need to

client partition 804. The ata is then cqopied,from the ransfer
be o RS 57 R DR R VORR R oy biorre

copying fifi tﬁtedrdinﬁhnﬂmmﬂefeppgges, 8Hidh 8td | ﬁveatﬂrk&dnem @07 fieRorfthes that are
iSO 0 Al Rages 0% AR PARY, 16 AICRRIES T B Dimatey

& other eplcte are’pages reserve
needs tedp@estshwjﬂms1eabaddremmmmpfﬁmsyiaermmmqumt§>sexhatrg¢deso that it, at least

ice partitio 802 for two es of ta. A befo he service titi
rempof S AR R RRAC B e1R1R TR e 836 SRR Mty into
or readrthwa@efregatrdmgpmgetspeMHDhybmfkw@rm bhetw 804 Alataties thmmactlon is

o SEE B0, LU IR T8RO, OISR,
addresy amegfe rSpagpehi8 bit wfe)psmmamnempdatweﬁfmsmws mtas\sfaruecki for
transfé’lrglrl]g small amounts of data — where copying the data into and out of transfer buffers is
more efficient than changing address maps

[0074] In Fig. 9, a client partition 902 and a service partition 908 are illustrated, where
both partitions are maintained by a hypervisor (not shown). Each partition 902 and 908 has its
own OS, 904 and 910, respectively. These OSes maintain memory address maps 914 and 916,
respectively, that map virtual addresses to partition physical addresses. If large amounts of
information (mainly data) is to be transferred between these partitions, the most efficient
mechanism involves changing relevant client partition memory mappings 914 and associating
them with some unvirtualized system memory mappings 907. For example, in Fig. 9, the “A”
mapping in the client partition 902 is associated with the “3” mapping in the unvirtualized
system memory 905. Likewise, the service memory mappings 916 are associated with the

unvirtualized system memory mappings 907, so that both the client partition 902 and the service
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ring buffers 810. The sequential and packet nature of requests transfer in

this aspect of the invention is similar to that discussed in Fig. 7, where

requests and data are transferred using only ring buffers. [0073] In other
partitig$Pe8tsafdhe dnvientioviraddreds sRacenivadiuiatonithdised i aveichthe to copy

high cost of memory copying that is performed under both the ring buffer ..
data frg OcPﬁrPiﬁSF &HE‘%%&??%’&?I CaboVe &ig&. PG, eletctivisy partition
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. that it, at least temporarily, contains the pages from.a client partition. . .
informajion Hely 8%{5’%%1%‘1? Wi 8th’i‘r%8ﬁ£?ﬁwil§ @S}eaéaoa}?é%‘ﬁm gt switch. With
OSes pagasy githeiny spetiiareatitiamswias € Altew ttb dsciesaetionhisseqaurtjties, providing
h thﬁa ldress.map is changed bﬁtck, delef’ﬁrglq the client's ;?)a es.tfrﬁnghthe. ¢
cach VIR PRy al" SHA SRS Bl B s PO Shetatishaidich. there 1s a cos
associe@apaiativelyhéxg Gosivenditisinairysedtion ) ttamsieieing skniad [panioion)s of
data_- \where copying the data into and out of transfer buffers is more
ol e T P B R AT A Brg Ty gronably
expen€i2 andeatsevitidanpartite ex20d kiesuthsiratedrwe naidinthapartitiensaré a client

pari{JAINEELLY A RervEr (ot SHoun), roch PAion 992, and 08118 rvice

S own IV ese €S malintain memo

partitioldigRswisap shO bdraivd Pdifitivespaciivaly(dhet theagivitpal tiich ésees toa an
. rtitign, physical addresses..If large amounts of information (mainly data)
tern g S e e R el R o

n{@6Aahism indelvesahidngitigerglenant chetixpantitidnomembiy. Mappithgsaspect of

. 914 and.associating them with some unvirtualized system memory .

the inyench MR RS Ats SR & orBImad gt o ene harmiin £ s commands in
the ringertiffon @02 ¢shas padiditad thitk dheid8igtiapminding tHentawirptatizeept under rate
condit%/r?st(fc' mem ﬁletﬁ% Likewise, the service memory mappings 916 are

associated with the “unvirtualized system memory mappings 907, so that

bdf0 T8¢ clidmis pacditeon B0Gtamdl (KL sedvicerliSqeatiiicond08 Care adegssed. Each
partititine serviempartididy V08 ibypssosiatét \wittWhen"giewlappipariititnel 002 wants a
i R RS 8, T LU RBi .
may be owned by the service partition 1010, and which may correspond to some synthetic device
on the service partition 1010—one way to obtain this service is for the client partition 1002 to
write information (typically commands / requests) into the ring buffer 1006. The service
partition 1010 can then read these commands and comply with any requests. The fact that the
ring buffer 1006 is mapped (1006A and 1006B) into both partitions 1002 and 1010 allows these
partitions to communicate without incurring context switching costs.

[0079] The service partition 1010 can also write information (typically responses to

requests and/or data) into the ring buffer 1006 to let the client partition 1002 know that its

requests have been completed . In this scenario, the ring buffer 1006 is used to represent the

partition bus 1008, but other models discussed above could apply.

-16-



transaction and back again once a transaction is complete. This trade-off
works well when large amounts of data have to be transferred. [0075] In
another aspect of the invention, Fig. 10 illustrates a mechanism for

SEGH0P m&wmaﬁ@erbpwm@gltnﬁrﬁ&h@nﬁlw&hmmmuﬁtbtw)ﬁ%@@ﬁbt need to get an
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when ﬂag\/inﬁ‘fpammma@béhmfmﬂ atindak Maymmmﬂdlhemq:mwmﬂmmay let the
0 ervice art|t| n 10 O one wal in servjce is
serv1c%|,Pe T I1 ”16'1‘3 1% YIYOB@ n 1n tit’s n%l%plcg.% 1(}863 1S NO iO?ger P fled up.

en partltlon o Write I orma ion y command
rg60&3ts) Tihte mbpeur@f ldnﬁfew&ﬁ)ﬁ)nﬁa Woeksgrritenlpestitvoll 104 heantbienth more than

these.com it The fact that the
one DA A e i BT IRECHE] LR (TR AATEL PiBgion 1010
runningroin @0 aedlolys Wld$ea¢iashn¢m:g tofoomernomicetie witiowtithoutringurring a context

switcpcontext switching costs. [0079] The service partition 1010 can also write

Information (typically responses to requests and/or data) into the ring
b{(F8+4] 00% terientioa diiemspemi@ibthdﬁﬁ@mmvwﬁihmm&dmémmméore sending
been completed buffer 100 d to

the interit tlnr%plcaset ‘ftlifels 3 nar %hvsorlll WYL G cetve 6d I t will happen to
th {5y B d abbve coulb

represent the par fioh ut other models discusse Ve Co
run agajpiy a{@@SOQMrpamﬁmhmmﬂbmgghmmlangm uuftﬁemmpieyn éhiatilsiagoad increase

latencgm%‘n cﬁ)elégosggql%fgg Sl:[] omieeré gﬁ)tglnt ger(:etrrgté) rge ess ?h%g hremci(r)]sq frto tlilﬂe 1n?erln
[0085] In another aspect of the invention, the partition bus allows for different versions
and instances of a service to exist side-by-side. In Fig. 11, a service 1102 is provided. Each
service’s ID is made up of two 128 bit Globally Unique IDs (GUIDs). The first of these IDs
uniquely identifies a service instance. For example, service instance A 1104 can be a virtual
disk, where this virtual disk gets a unique ID 1108 assigned to it (e.g. c80ccb8a ...) and any other
instances of a virtual disk (not pictured) will receive different unique IDs.
[0086] Along with a service instance ID, there is also a service version ID, also
represented by a GUID. This GUID identifies the protocol that is implemented by a server.
(The protocol can be the sum total of all the commands and operations managed by the server).

Thus, in Fig. 11, the service version ID 1106 for the service 1102 is: b73606dc .... These two
GUIDs are used to create the bus-level Plug-and-Play IDs of synthetic devices on the partition
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(and all the associated context switching) can be avoided. However,
when, for exaraple, a service partition is not running the commands sent
to it from a client partition, then an interrupt is the appropriate way to
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parntlmtmmmwomfm:gedlfféfhe\bhemmﬂrpmlmgdtgeﬁtambﬁmmﬁalsanwd:eﬁfers Figure 12

side-by-side. In Fig.. 11, a serv e1102 ach service's
st et O R St AR T L R version of
Wmddhnssd’tmmaht}ueupidanm@es a/selld/iwenstanws Iﬂmngs(hkqﬁqqasenmenamfest
which stotu lﬂ_ililjff()%gf’i snoglee(?l%w a&/glsga %re th VlrtUEﬁI dlsﬁqﬁ)etﬁl artition but not

unlque 8 assigne e g.C and any other iNStAnces
othersof a virtual disk (not pictured) will receive dlfferent unique IDs. [0086]

ithha s ce instange 1D, there.i alsoa ervic vers als
O A R T BT SRR AL RSO PSP, 1n i
12, thnmmmmmadnbylmlsed/by a(lishzemmo&@b@aﬂ ilblemet@brhlbcaaboha&mhmtlon 1202,

@ = D R RS R A e s poriion
1202, first, a channel server 1208 sends a request to the channel management hbrary 1210 with a
channel offer. Second, that offer is stored in an offer cache 1212. The offer cache 1212, in turn,
forwards the offer to the offer cache 1218 of the security filter partition 1204 (or wherever the
policy agent happens to be residing for a secure partition).

[0091] Third, the channel management library 1216 in the security filter partition 1204,
sends the offer up to the channel policy agent 1214 to be vetted. Fourth, the channel policy agent
1214 sends a response to the channel management library 1216, telling the library 1216 either to
terminate the offer or to forward it. Fifth, if the offer is to be forwarded, it is sent to the offer
cache 1224 in the trusted guest partition 1206.

[0092] Sixth, when the offer arrives at the offer cache 1224, it triggers an enumeration

channel, and software in the trusted guest partition 1206 decides to open the channel. Seventh,
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GUID s are used to create the bus-level Plug-and-Play IDs of synthetic

devices on the partition -17 bus. An instance of an OS running in a client

partition can decide based on these Plug-and-Play IDs which driver to
the chip@d] allewinzptheed SeidNaainiaiyeidves {obuktiinle: wesindssehar 1208, opening

serv possibly even in separate driver file oreover, dlfferent dev |ce
the chGRE or et B0t SRR, Tt L TN BIt SCHFTaIn ted i a
securitlefriag pastanee and device version. [0087] Furthermore, it is entirely

possible for a server partition to simultaneously create multiple instances

of services for a single resource, such as a disk, each service
PartitivhBesentiigotiffargrtgrotocol versions. A client partition might be
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on. There are various reasons for this poli antl
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implerimnithts mlﬁasmoltmi M@M&r{@ﬁ@ﬁlﬂrﬂemm@gmmmf\ﬂhsraﬁmm are the
e tlon iS |I trated in Fig. 12. I artltlo
servieg B e B TR s A R SO ol devies
ina cl(a)t@mertwm;wm nen@mmmm&édamdq@)ea dacuee ghest partitioh1206:Hm the
the, servi rtition Er t. a channel server 208 ends a request to
client &ét 1(st: Oanzee@niaaﬁga‘ehr%erﬁﬂlt rﬁ?ygﬂlf(% “With & arjgne fer. Second, that
offl98] sttt iificalyo fieg. cachep k24 2 clitiet pﬂﬁeltmcfﬁé)étamﬂ aipefwipg partition 1302,
contalfor jl‘tglsr’ %hse 85 ?\;et % Ci%ﬁ% ﬁhff’;ﬁs? %’%norflrt%:)elﬁs ﬁ\cu”% ft"ter p%m}éartltlon bus
or wherever t e policy agen appens er |d|ng or a secure
1312 mamdcrna q@mgm,]nmmmmmmmwmmpmumy 3321 énich kB@4. Also, both of
these pel%%'“%p%&paﬁ ‘1'96‘4%%% it allh g Offler 8}%*80}*1%56‘3%9'&91@[316
agent 410 be vette po icy agent
communicates with the hypervisor 1320 to cause a dev1ce emulation 1315 to appear as a real

device to the client partition 1302. The EDM 1316 also depends on the VSP 1314 to

communicate with the actual physical device 1322 (via the device driver 1318) which is being
shared with the client partition 1302. The VSP 1314 also exposes this device 1322 to the client
partition 1302 through a synthetic device.

[0096] In yet another aspect of the invention, the partition bus built from three libraries,
or more generally, from three components. Thus, in Figs. 14A-14C, the components of the
partition bus are illustrated as they are used in different modes. The three components are:

e Ring buffer management
e Channel management, and
e Bus Driver
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1214 sends a response to the channel management library 1216, telling

the library 1216 either to terminate the offer or to forward it. Fifth, if the

offer is to be forwarded, it is sent to the offer cache 1224 in the trusted

9Hﬁmmarlﬂlﬂreréﬁﬂéﬂfﬂﬁﬂﬁlkﬁtis(thilwhaﬁﬂéﬁerﬁé&h}@lﬁh@%ﬁ:‘hﬁ pﬁﬂi’t(ij@@m. For

224, |t tr rs an enumeratiqon nnel, and softwar the truste
exampl ST 3 907 TS SErtaCS o W S e S e e 4132
compdiign] éhae@ltheresmdfodemessﬂ@e@m@tb/dzﬂakatm&mﬁl@ﬁ@gmeélﬁermfs is
hannel. Thys, in this

1208, the way, nel offers can be
cmphas 0 ) e e AL LB MALF RFTR: Bufghid bo and the
other tﬁuﬁc&ﬁiﬁbheﬂal ﬁe&ﬁé@t&]ﬁ@%@vhﬂﬁl&ﬂﬂih@étﬂaﬂGMﬂf ih& ihyeatidiver 1436 in dashed
Iated evice m ules S) operate concurren and| concert
boxes AN Sl (A A B 2 R TR e fgde 1431,
themr]tltldmlhgsma o Meis o iittate tmsemﬂdd@rbl@mcmestﬁserwm;mmﬁs ie.,

then%%ﬂ%r asa SIC ?t?e é%%] ice. If %ngeg]gg %g?%}lng 1)(/stem36

cEoassns thad:ﬁrrﬁqundi@ et that @petasi egﬁyﬁiemnwuﬂe@pmalﬁe ring buffer

corre |tho d|f|c ions, assuml EDM js rltt n cor
mana B AL et T AR b AT E Dt AT 5t i depicted in
dasheéystomiy biuirthehe typicady bﬁﬁfﬁdﬂneogehlgalﬂ ftmtnahzsﬁlﬁlﬂee\@ﬂhﬁaﬁhnts—and
Variou\sli(g%grl|Izna}}l|8rnCSerV|ce Prgndgr%éVSPn? contrast, frowde muc bet
performance %mpﬁwné3§l rseqﬁflre new r|v ansaa B%? N5 GheF Com fations
dependiog sicditoans)itonnecntritierhioh [iﬂz&tﬁ[l@nb@Ss [8684] In one instance of a
|nes stem, both VSPs and the EDMs are | ment
B e B e RS D D TR Ve Spge rine
bufferthte tsernficedathaesitcon paptimii)ﬂse WMIhmsagnmmdlmg%B lnaek teredtablish
ort for syntheti dewces in acI rtition, in,contr ula
chann g R i PP PR STRAISHER input ana
outpuwmlpatasmlmwmdewmnmmm@@n@t&of@@ﬁﬁﬁfﬁpeﬂﬂm@, d%lgb]lﬁled Thus,
synhGERIERASIEN partiion 1304 ad 2 seryice partiion 1392, S0AINRG hargvare
y eirresp ect |ve €s, Rloop 8‘7&%5%1 running Y ﬂ’artl lons
level—pmdtwnlhwal d%@@md&m&cd@mﬂhm@hﬁmﬂmﬁmb@tw%mﬂp&%ns since
input BELYIGS 1302,800 1204, Alses ROTAOL (0Gseptions 1302 and 1304
PU e hed b yperV| or 13 B 16 communicates with
tHoIperlisos bB@OItot@iiabeva thevioet ethudasitor ll&l]&tutapp‘ew as diredly related

ce.to the client partitio 1302, DM 1316 also dep
o oG AN AL SR SRR T i s don

correspenice ghyecdl3k8)awhimh ®ivaingntly implemented in user-mode components (e.g.
DLLs) instead of as kernel-mode drivers. The partition bus provides enough infrastructure to
create these components entirely in user-mode, allowing it to perform address space
management, interrupt delivery, and other services which are generally only accessible from
kernel mode.

[0102] While the present invention has been described in connection with the preferred
aspects as illustrated in the various figures, it is understood that other similar aspects may be
used or modifications and additions may be made to the described aspects for performing the
same function of the present invention without deviating therefrom. For example, in certain
aspects of the invention, a partition bus was described, where the partition bus provides
mechanisms for transferring data between partitions and for assigning ownership of devices to
selected partitions while sharing that devices’ services with other partitions. However, other

equivalent devices to this aspect of the invention are also contemplated by the teachings herein.
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shared with the client partition 1302. The VSP 1314 also exposes this
device 1322 to the client partition 1302 through a synthetic device. [0096]
In yet another aspect of the invention, the partition bus built from three

ThereftEaKiasSprédemane GeRar shlyuldain: thy eentempongnitglhbsydor igsrather construed
) 14A-14C, the components of the partition bus are illustrated as they are
inbreg B B RGP th b GG e ming butfer

management Channel management, and Bus Driver 49 [0097] Different
environments utilize different components of the partition bus. For
example, in Fig. 14A, a user mode service 1431 only gets the ring buffer
management 1432 component, since it relies on code in kernel mode to
do channel management. This is emphasized in Fig. 14A with the ring
buffer management 1432 component in a solid box and the other two
components, namely, the channel management 1434 and the bus driver
1436 in dashed boxes, with gray fonts to indicate the absence of these
two components in the user mode 1431. [0098] In Fig. 14B, the kernel
mode 1433 services receive all three components, i.e., the ring buffer
management 1432, the channel management 1434, and the bus driver
1436. [0099] And finally, in Fig. 14C, the loader 1435 environments
receive the ring buffer management 1432 and the channel management
1434 but not the bus driver 1436 (depicted in a dashed box). In short, the
partition bus is put together from these three components-and various
other minor components-and these components appear in various
combinations depending on the environment in which partition bus is
used. [0100] The partition bus uses the ring buffer management 1432 in
order to use ring buffers to transfer data between partitions. Channel
management 1434 is used to establish channel communications between
partitions. Finally, the bus driver 1436 controls the input and output
operations between partitions once channels of communication are
established. Thus, synthetic devices in some partitions can own real
devices in other partitions-at the hardware level-and such real devices
can be used by other synthetic devices in other partitions since input and
output operations are managed by the bus driver 1436. [0101] It has been
noted above that not all uses for the partition bus are directly related to
physical devices. Thus, in yet other aspects of the invention, many of the
uses which don't correspond to physical devices are conveniently
implemented in user-mode components (e.g.
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DLLs) instead of as kernel-mode drivers. The partition bus provides
enough infrastructure to create these components entirely in user-mode,
allowing it to perform address space management, interrupt delivery, and
WHAQths I CEMMEDBhich are generally only accessible from kernel mode.

[0102] While the present invention has been described in connection with
the preferred aspects as illustrated in the various figures, it is understood

1. that othesthtdifar papeadisd ey detiosedtaicengdifiaadions andraddiiacisine
may be made to the described aspects for performing the same function
of thEPPELURENVENIBH M out deviating therefrom. For example, in
certain asipgcisinh hetinvanidn spaidpanines;wag described, where the
partition bus provid§§ meg\hanisms for transferrin? data Eietwee

partition¥ A SR RYST R B TRY SR 6P JRGiRaRsTST B¢ ?8&‘8%%‘8&5“ the
whilerahsfiéngnihat devieesi sebasescwitie iive ppaititio asd Hrvweveid piietion by

equivalent devices to this aspect of.the invention are alJso contemplated

b ARG AR o) PR k) O AUB At 2P G ot B o adress
limitegdccanyngpngleaspect, but rather construed in breadth and scope in
accordance with the appended claims. WHAT IS CLAIMED: A method for

2. prOV@M@fﬁ%%&%&ﬁ%‘%&eﬁa@&r?fi%%ljéhiit}{%r ﬁli'é?% AL ri‘seg&rd‘.’tié‘%%&éhhe
comprising: using a artition; an

irstpartition and a second p using a
transfgomedivaristweamtheiir thpattanefenhtchaaism pidiwefortevherein the

tra”?ﬁ%l@%t?(‘;ﬁrl@crl@cfé@% B%EW@E%‘H%%K@&E%HHiQQa?”d the second

partition using at least one o a ring butrer and (b) any one of a
transfer page and an address space manipulation. 2. The method

3. accoldingeshodprcordimetairiaig hinyhstaabrth dertiaeiitseppddhe transfer page
informatigpdistwattthadirstRaiiianrRadde B 60 RAIIERAnA M second

wherein the information includes at least one of requests and data. 3. The

metHFAtHIb RIS Ersirng, RHEFdtPBRStHE MR RS ia g iNech s fast

page,ARibsaddentransian %iﬁ@!@ﬁﬁ%@?&iﬂ%ﬁ@t%ﬁs%ﬁwgﬂ&i Q58N transfer
the second partition, wherein the ring buffer is used to transfer requests

betwdA BBV thafifsbReadct HEABRKLSRd wherein the

transfer page is used to transfer data between the first partition and the
4. secoMbepasitiod ads oFthia gnettiathatcntdiftgntoctlaine tingbarein ddtkhth&ldress space
ring tr)rlljaffl?lguﬁgt(ljog] Srg (ljl(Sjerg 5[(5) tsrglzlisc er the information between the first partition and the
second partition, wherein the ring buffer is used to transfer requests between the first
partition and the second partition, and wherein the address space manipulation is used

to transfer data between the fist partition and the second partition.

5. The method according to claim 1, further comprising a device driver contained in the
first partition for driving a real hardware device, and a synthetic device contained in
the second partition, wherein the transfer mechanism allows for the assignment of

ownership of the real hardware device to the synthetic device.

6. The method according to claim 5, wherein the synthetic device is further capable of

corresponding to an abstract service.

7. The method according to claim 1, wherein the transfer mechanism allows for the first
partition and the second partition to exchange information without incurring a context
switch cost, wherein the transfer mechanism uses a ring buffer mapped in the first
partition and mapped in the second partition, wherein information can be written by
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manipulation are used to transfer the information between the first
partition and the second partition, wherein the ring buffer is used to
transfer requests between the first partition and the second partition, and

whenginfihe padiessispage mannulatiendsdidetbiotianstehdata hetinesitond
the fist rE),artition nd the second Z/‘1)5:‘_;'§1)rtition 5. The method according.to . he i
clainP A Hipthér Hh L e 8 GV BF SHRISIMRY et ORLPHTR into the ring

for dBuiiig an¢addiefdwatie deiderrfndpbymhetadedse contained in the
second partition, wherein the transfer mechanism allows for the

assignment. of .ownership,of the real-hardware device to the synthetic .
8. oA RGP S T ISR ARHETIR (o e i 2 dovice
is furthetraoaphibl éheffict pedpomdiwgdeiarlaosiract sed/ibe dévitheavietiiod a

cccorsiigo ST e R araler mechonieTL AN 1 06 Sk e

d
amd the' secon parti ior f0 1cI:lﬁange information withou
incurdingca rontentasitshoostrespeteinlthe transfer mechanism uses a
ring buffer mapped in the first partition and mapped in the second

9. partiﬁi@fa,ﬁeéaﬁaaiac&sﬁmmgmlm DeUMitER YR S58LPABIRWRRcin the
the ring buffer and read from the ring buffer by the second patrtition, and
Wherléhglﬁbifégﬁﬁléﬁéﬁ ahledsé QustedamekREaBafe fhemithmilorgititiyto the second

buffesaRgdieaf dramtIs HRIRUESLENING SRRUERR  Bnd HEaMEHIYA rition.

according to claim 1, further comprising one of a service and a device
contained in the first partition, wherein the service and the device each .

10h aveTélede%‘&?ﬁ? AT R EiRLP r SIS Hr LSRRGS RRHSH ShBartition bus
instapsiapasd hen deyisenmaersionanddnistaceenteispastiyelyer, ddia bus driver,
method according to.clajm 1, further.comprising a policy agent, wherein
the. PO BGENPUAR P STBHEYCHARRE BREF MAdE B H fcygement alone,
partitiag tehtreisecopsttipaiiioneaptbvéiarebislerelicy lagas i$ trRpaiodufer
of residir%%gi(n a thifﬁéd p rtiti%[#glo. The met?@: acgcor ing to claim 1,
wherSHM s BB RRERRSRHAg ARk RIMh BUR S 8FEsed of a ring

buffer management, a channel management, and a bus driver, wherein
11the pHntitioetlindaenupibys in cdsen hodecthm inghuifeehhandgamedalenad a
and wherein Ehe partition bus em |O¥% in.kerpel mode all ltlhrFe of ti’{ .ringa
virtualization SCI’VI(‘heepr%Vl cr erate simultancous ){ mn % € Irst par %1 n, nd
buffer management, the channel management, andthe bus driver. 11.
The wikthod thecartinziotaservicevprenaiteaa lemufatedshatithtiardemotllghe second

and g, iU BRI FEYIGR LIOVESH QPSIAIR Himultaneously in the first

partiﬁgn, and

12. A system for providing integration between partitions in a virtual machine
environment, comprising:
a first partition;
a second partition; and
a transfer mechanism, wherein the transfer mechanism allows for the transferring
of information between the first partition and the second partition by using at least
one of (a) a ring buffer and (b) any one of a transfer page and an address space

manipulation.

13. The system according to claim 12, wherein both the ring buffer and the transfer page
are used to transfer the information between the first partition and the second
partition, wherein the ring buffer is used to transfer requests between the first
partition and the second partition, and wherein the transfer page is used to transfer
data between the first partition and the second partition.
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wherein the virtualization service provider allows for a synthetic device in
the second patrtition to be enumerated in the first partition. 12. A system
for providing integration between partitions in a virtual machine
environment, comprising: a first partition; a second partition; and a transfer
mechanism, wherein the transfer mechanism allows for tﬁ% ransferring, of

for L8 P SERRERHHE 4ot BEciior AREF BB b PR By dgess space

leastman® olfa(@naaring e ftefr-ande(athamfeanenaba teanster thagiesaparafion and the
address space . manipulation, 13. The system according.to claim 1%5, he fi
wherSFPBPRTHE S BERAR i R AITEAS e £ HPDTIEE P R the first
informaticdorbatd eenstoedd phpaittipmanchiieisetonddaripacs mbeiRimtion is used
the ring[ buffer is used to transfer requests between the first . partition and

tho SORHHISH B RCRISP S, Lk RAE HaRand 8 SE R B Wansrer

data between the first partition and the second patrtition. -23 14. The

1 5systérheageteaingdor diagntok2anvhEt efnrbsthcthepring p affevaredithesr contained in the

addr 3 ipulation ar transfer informatio ween . .
e it
to trethsf@craguestsibetwberethéhfirsanséatiionlandthelkocofid pwrtiiognment of

and ‘6%&8Eﬁ%ﬂiﬂ“@f?ﬁ@?@aﬁ%ﬁ%&ﬁr%@%@g' fign .L?Mﬁ%ﬁcﬁ_’ URpsish 9@ ermore,
between the fist partition and the second partition. 15. he system

accovdintgio thayntiztiudtracc onjpisinpphl devicergspenrdogtainadbntthes service.
first partition for driving a real hardware device, and a synthetic device

16c0Ntainedyin-the 28caRg RACHHAN WRaIER hRRIRIRF MEINANAMBIWEr the first

for the assignment of ownership of the real hardware device to the
syntRefidtig\aed, thp SCAMANIHEIEN WISSFERN IS HPRIPRIRD Jehoa jdnggsing a context

capakig:af cofreRRORGING oA AP SHATLARMICReLP rihP® SHefeMApped in the first
according to claim 12, wherein the transfer mechanism allows for the first

partifl8HHAR e S8EBRY PBARRRSTWBRAHENGe DRI Rt can be written by
incuriRgicpeXdnSHtnCAsk BTeiein dheianrsietHRecani s} Y$eRsecond

ring buffer mapped in the first partition and mapped in the second

partitidHitipRe s Wi TP B cRifte iV BYCthiRYriRG frsrittbhaftidoghinto the ring

ring pyfter @xﬂﬁrﬁ%ﬁ%ﬁﬁﬁﬂl@ﬁr{gﬂﬂéﬁﬁ yethesepsendnpartition, and
wherein information can be written by the second patrtition into the ring

17. The system according to claim 12, further comprising one of a service and a device

18.

19.

contained in the first partition, wherein the service and the device each have a
globally unique identifier for specifying the service version and instance, and the

device version and instance, respectively.

The system according to claim 12, further comprising a policy agent, wherein the
policy agent vets at least one channel offer made from the first partition to the second

partition, and wherein the policy agent is capable of residing in a third partition.

The system according to claim 12, wherein an emulated hardware module and a
virtualization service provider operate simultaneously in the first partition, and
wherein the virtualization service provider allows for a synthetic device in the second

partition to be enumerated in the first partition.
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buffer and read from the ring buffer by the first partition. 17. The system
according to claim 12, further comprising one of a service and a device
contained in the first partition, wherein the service and the device each
have a globally unique identifier for specifying the service version and
instance, and the device version and instance, respectively. 18. The

system according to ¢claim 12 further comprising a policy,agent, wherein 1
e e PR B AL SRR PRI proviaing

partiticrgetioa becorwh prattitions, iandwhelemndhapelicyagenttiseaypaisieg:
of residing in a third partition. 19. The system according to claim 12,
nerein S B R A O R 2 fon senvice

providermoperdte: sitnaritderenashpimsthewlrstapattit oranafed mehbaeisnthdlows for the

virtualization. service.provider allows far thetic device,in the sec .
R e O T S R on by
mediusmpetliast compllier exeglnafite ansttbrtioneferopirdisigr page and an address
integggéic%nnpa%tl (=) @la}rtitions in a virtual machine environment,

comptrising: using a first partition and a second partition; and providing a

transfer mechanism, wherein the transfer mechanism allows for the

transferring of information between the first partition and the second

partition by using at least one of (a) a ring buffer and (b) any one of a

transfer page and an address space manipulation.
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