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*159159* - 1 TITLE OF THE | NVENTI ON AUTHENTI CATI ON

SYSTE CATI ON METHOD, AND ENTRANCE/ EXI T
VA M BACKGROUND OF THE | NVENTI ON 5 The
pre n relates to an authentication

system *wfsaut hentication nmethod, and an entrance/exit
nanagenent systemin which authentication is perforned

usi n exanple, a plurality lof 1C cards. In recent
eallze sophi sticated 10 security, it has
ed that authentication be perfornmed using

a plooo@t ity of | C car®3TLE. QF, TBBnEH¥ENTEEYNs | C cards)

in an authentication system an authentication

met hadTHENTAGASTONASYSTTEN t AVEREYERSAT 108y MEIHODzo AND

exanpl e, as an entrance/exit mana nent 15 systemin

whi c ENTRANSEY EXTe MARAGEMENTe ST condi ti ons

that the authentications o IC

ar;e succ;essf ul | the@pé:Ef%R%J@t}?F ﬁ#ﬁaiv%\}é/%ﬁ persoﬁa;ds
entrance/exit is managed by perform Y oGeSSitiE A

aut hent i cat® tHE S5 g’ﬂve % O%{ clartg% 20 For cation
exanple | N %Rpa,&?h lﬁgﬂloHqg@%hda“ﬂdd&nédnénﬂﬂhnce/ex1t

iﬁ?gh?§ , an-a entication systemis proposed in
AR Al t Aerd Greandcrand théraridatlorded qeerformed
using, for example, a plurality of IC cards.

In recent years, to realize sophisticated
security, it has been proposed that authentication be
performed using a plurality of IC cards (e.g., contact-
less IC cards) in an authentication system, an
authentication method, or an entrance/exit management
system. For example, as an entrance/exit management
system in which the entrance/exit is permitted on
conditions that.the authentications of the plurality of
IC cards are successful, there is a system in which
person's entrance/exit is managed by performing
processing to authenticate the plurality of IC cards.
For example, in Jpn. Pat. Appln. KOKAI Publication
No. 2003-150553, an authentication system is proposed
in which a plurality of IC cards and a terminal device
perform authentication processing to thereby make
possible the sophisticated security in a computer
network.

However, in the technology described in Jpn. Pat.

Appln. KOKAI Publication No. 2003-150553, the terminal



perform aut henti cati on processing to thereby make
possi bl e the sophisticated security in a conputer 25
net wor k. However, in the technol ogy described in Jpn.
Pat. Appln. KOKAI Publication No. 2003-150553, the
term nal device has to communicate with each of the
plurality of |1C cards for each thentication
processing. In the technology described in Jpn. Pat.
Appln KOKAI  Publication No. 2003-150553, the

term .device has to 5 nana e various |nfornat

for EFF’&Fﬁﬁ AGSt 1€ CROTVEHGAA Motk HpfGEds St d on pgﬁ’lrality of

the TCooards, * B EE SUMBRY OF Tie VNN a0 1, the

aspec FatRs present i Aventi on, “an

pr °V' g%c 8%&;@‘9%%%%%%% st %thA%)?tltPlentKch@Il on

entrance/ exit agerrent ystemin

Wm chpamcif:%»t%%nwoop@ro@t3l-qr5ol5%3pen;fh%r FRGminal Al has to
aspect of the present invention, ‘there is provi ded an

s5aut hepbhaaki @@ rsxb&tsemncf@mitaiom foax pleirfsfrm@ingcttheni c
devi ce; a second el ectronic device; 15 and a host
devi cepthkeeatficast ocal procesisd ndewinc @ lilnthedildg caadfsi.r st
menory which stores first key information; a first
encryption processBREEeEUMYARYWAF CBHENENYBNTIPNher ent
information transmtted from the host device by use
of the firdh RSy SRS dhe2@resendd inyemid orir n object
menor a first transmttin section which transmts

to t heSsELoRACYIEE: PBNPELHERLELSALIRE SHRERENt an

10" O T8 bR SRR BLeH AR, LU Lot DO, Hgenen
system in which an efficient operation is performed.

In a first aspect of the present invention, there
is provided an authentication system comprising: a
first electronic device; a second electronic device;

15 and a host device, the first electronic device
including: a first memory which stores first key
information; a first encryption processing section
which ehcrypts inherent information transmitted from
the host device by use of the first key information

20 stored in the first memory; a first transmitting
section which transmits to the second electronic device
the inherent information encrypted with the first key
information by the first encryption processing section;
and a transfer section which transfers to the host

25 device information transmitted from the second
electronic device and obtained by encrypting the

inherent information encrypted with the first key



and a transfer section which transfers to the host 25
device information transmtted fromthe second
el ectroni c device and obtai ned by encrypting the
i nherent information encrypted with the first key
information further by the second el ectronic device,
t he second el ectronic device inclyding: a second
menory which stores second key inhformation; a second
encryption processing section which encrypts the 5
i nherent-information transmtted fromthe first . .
el ect rlo%%rmoaeti/ll%% @‘ﬁrdt%%%r tte}be vﬁ‘?%orfcﬁ]ee]f‘??ts{orkleff device,
i nf or d %cﬁé’ndjseel@%tf&%éecf%dcdé(eYném@%@¥ ' #Nsecond memory
store I n the second nenory; and a secon
transmig{dios &pcdd ecdMi ohe f ratssidsc foh i he dddsiq
el ectronic device the 10 informati on encrypted wth
the sesniddedor Bddedd oy ducdith sec &Nerypid Ohe
processi ng section, the host device including: a

5st or agenrsecdriton o miba tsitat esrdeeymi titddrfwdm orthd ofirst
decryption in association with the first electronic
devi ceelecttinnigd tdeanista tandchErsentptoed Wi whitdie first key
transmts the inherent information to the first _
el ect rAgHi TMRGA e ;P Whee raipthileh sraes digig ekt ion stored
whi ch decrypts information transferred fromthe first ,
el ect fhi "SR EMEWET FF By SERAVDHETRISHEting section
i nherent, infornati.qn t.he first and second .
ol oot PO ST AR B e e eI bifeEpe the

10 nf or ald Scti%rnedendﬂ/ Q:SeSoOQJiQ:th' %ewsier}:otr{be lzéaf Sitnformation
el ectroni ¢ device 1n t'he ~storage section; anhd an
aut hent,j j [ .Sect | J s | C

gysﬁgn%sﬁﬁ?%eﬁctl%% Fdr@&:e"gyl% g e CaLRS host

the fi tronic devices based on the
i nf or ki deRfi®d: a storage section which stores key
information for decryption in association with the
first electronic device; a third transmitting section
15 which transmits the inherent information to the first
electronic device; a decryption processing section
which decrypts information transferred from the first
electronic device and obtained by encrypting the
inherent information by the first and second electronic
20 devices by use of the decryption key informétion stored
in association with the first electronic device in the
storage section; and an authentication processing
section which authenticates the first and second
electronic devices based on the information decrypted
25 by the decryption processing section and the inherent
information.

Additional objects and advantages of the invention



25 by the decryption processing section and the

i nherent information. Additional objects and

advant ages of the invention will be set forth in the
description which follows, and in part wll be
obvious fromthe description, or may be |earned by
practice of the invention. The objects and advantages
of the invention may be realized and 5 obtai ned by
means of the instrunentalities and conbinations

BE R S VB e B e it v, ene
CSrTPANAR P 00 UPLA0s BRI L A oo

embodi r@.{o‘lfée&fb)% Nord WEL 108, + R0 QO NGE . WD dBfects and

gener a escription given above and the detailled

descr iyt e d Ner erodi ARIH 61 G iy bed OMea ] SEEY €@

explain the principles of the invention. FIG 1 is a

Pl ock sbEagireda sehanedn<adt Yt 15410 g e rlifa Liotisd § tarid on
exanpl e of an entrance/exit nanagenent systemto

whi ch aomlsiutdteindn < gha oni eyl ehy gol rared aptthend reata Drer.

nmet hod are applied; FIG 2 is a block diagram

schemat BREEF yDEHORL RHIOR 0BEt THEt $BRERXANPI BYS 0P F'f THEt DRAWING
and second 1 C cards; 20 FIG 3 is a block diagram

schenat i cal THe shemPTRARY IRDEFFTIRT DN Wxkmhl 2FDf ingerrorated

Seher G LR TS ALY (24 1O SR B G Phost
1 Ogggpngltiglrl; Lb":gtl ro%t eg nuﬁtirrfba%adcjférl)egr\i\f §h a?r.é nta hegm% rit 18 no,C Sy nsd rlcgoge ther
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.
FIG. 1 is a block diagram schematically showing a
15 constitution example of an entrance/exit management
system to which an authentication system and an
authentication method are applied;
FIG. 2 is a block diagram schematically showing
constitution examples of first and second IC cards;
20 FIG. 3 is a block diagram schematically showing a
constitution example of an IC card reader and writer;
FIG. 4 is a block diagram schematically showing a
constitution example of a host computer;
FIG. 5 is a flowchart showing a processing example
25 of entrance/exit management;

FIG. 6 is a flowchart showing a processing example

of entrance/exit management;



FIG 6 is a flowhart showi ng a processing exanple of
entrance/ exit managenent; FIG 7 is a flowchart
showi ng a processing exanple of entrance/exit
managenent; FIG 8 is an explanatory view show ng a
processing exanple based on a first method for
authenticating 5 three or nore |G cards by a host
device; and FIG 9 is an explanatory view showi ng a
processi ng exanple based on a second net hod for

e e R e e e cxamoe
e”bOdE&E%Et%%n%%9e&ﬁ%s%&%Ji?ﬁ%té‘"1V“" be described
re 0

her ei naf ter "w erence to thé drawings. FIG 1
schemati calgps shows %ﬁ%ﬂéﬁﬂ@h%@mlﬁﬁfirﬁf‘_a processing

entrance/ exit managenent system e entrance/ exit
nManagesRp 13y plae®ds bewa ifl rkr MeGhol MY udedert ifiddtiing

| C card (portable electronic device) 11; a second IC

5card (haktealklre melrectiCcomiacdsdéw @ehok?; devdee; E3d a

host device 14 and the like. The entrance/exit

managenent Gt émimamagesplamatamye/daw shiawingespgptocessing
to a facility such as a room 20 or an area. Here, the

ent r agg@n®liet bagsdgeredt seEonsnmesdiog fo reguthesd igating
exit of a specific person on conditions that

aut heit€&t PEn&Oge & pIc@ralsi By &he 8oséadgy 1sce

successful in r-to real| i Sti
security. 25 I?gﬁd@%@wﬁ’qpﬁ%ﬁ%ﬁﬂsﬁ “&ﬁ&eﬁ{‘ﬁb\%@
10235 . e:naCI iy SHRAGGE Y NG N ANGS SNy FRTAYE TR be
described hereinafter with reference to the drawings.

FIG. 1 schematically shows a constitution example
of an entrance/exit management system.
The entrance/exit management system shown in
15 FIG. 1 includes: a first IC card (portable electronic
‘device) 11; a second IC card (portable electronic
device) 12; a door 13; a host device 14 and the like.
The entrance/exit management system manages
entrance/exit with respect to a facility such as a room
20 or an area. Here, the entrance/exit management system
permits entrance or exit of a specific person on
conditions that authentications of a plurality of IC
cards are successful in order to realize sophisticated
security.
25 It is assumed that a user who utilizes the
facility managed by the entrance/exit management system

possesses the first IC card 11. The first IC card 11




possesses the first IC card 11. The first IC card 11
is constituted of a contact-less IC card. The first
card 11 functions as a first authentication medi um
is assuned that a user who utilizes the facility
managed by the entrance/exit managenent system 5
possesses the second IC card 12. [t is to be noted
that the second IC card 12 may be’ possessed by a user
who is different fromthe user of the first IC card

11. The second | C card 12 functiqns as a sec
aut hertS Ezﬂqs&r}tﬁ&fﬁqﬁ o O Ifdor! °FF i d’i‘%‘:g?gsedm% %lrSt IC

A A Lk T e
functions as 3 gal&, g e, eanthatheth%Jﬁe dagre
ed oS

13 is contro 0 open an close b device

14. ﬂl"%\cqq(lrty]-%\a'?%)(;ekefsb]y5 t}P{eO\érﬁ%%n\@et/ré}ﬁtl ‘?&Jﬁagkement system

mechani sm whi'ch is controlled to unlock and

5t he heelssdewese the sE@RPIC devica 214 qantiolts Uéenoted
entrance/exit with respect to the facility managed by

t he emheancélesiciconnlagerent 1Ly stagmbel e sestsedebiyca user
14 has a function 20 of controlling the

openi mpc lissidid fefrente fdoor th®, userf wicttben fgfrst IC card 11.
communi cating with the first IC card 11 and the
secondhecseged1 IC gadda 12udexnicdd ooy FisoGe Sicegd

vari ous |nfornat|on Next, a constitution exanple of

t he h8§F h§&Fitca tisn &A{IN be described. As shown in

10F1G 1/ theiosy, deyioq 14 includes a0 JG.SA SS9 1o

and witer

IC
It

of the facility managed by the entrance/exit management
system. The door 13 functions as a gate for the
entrance/exit. The door 13 is controlled to open and
close by the host device 14. The door 13 may be

15 provided with a lock mechanism which is controlled to
unlock and lock by the host device 14.

The host device 14 controls the entrance/exit with
respect to the facility managed by the entrance/exit
management system. The host device 14 has a function
20 of controlling the opening/closing of the door 13, a
function of communicating with the first IC card 11 and
the second IC card 12, and a function of processing
various information.

Next, a constitution example of the host device 14

25 will be described.

As shown in FIG. 1, the host device 14 includes an

IC card reader and writer 15, a host computer 16, a



door control section 17 and the like. The IC card
reader and witer 15 has a function of

radi o-comuni cating with the IC cards for use as the
first 1Ccard 11 and the second IC card 12. The IC 5
card reader and witer 15 receives data fromthe IC
card, and transmts data to the I.C card by the radio
communi cation with the | C cards. The host computer 16
functions as a control section of the host device 14.
The host conputer 16 10 processes varl us types of

i nf or RRPFoRh&L8 éﬁcélﬁpeégtaﬁpo5g§3|ﬁ €pr ogr am or

he Iik he h
Fadi o cormiioc Ao ARt FERE™ 7SR {Lend T TiPst 3 dunction of
card }édqg Egﬁmﬁﬁg%EQ1hg %@Eﬂ %%%SIﬁ'QaEEQ Egrcﬁ % asCthe

reader an hereb aut henti cate the

card (f%sfch@cp%rﬁenmhanBO%a@sg%%onahqd Cagardso, ThQ‘he IC
host conputer 16 controls the opening/closing of the

sdoor &3rhyrthaedoandcamntitelr 1Seekicedivié dagad fedmakhe IC
aut hentication result of the authentication
processirdg ehdt heah€méasdda2@ ThetdeonCcentrdobysetki aadio
17 controls the opening/closing of the door 13. The
door commpplicatécni wath7tbpeds/ choses t he door 13
based on a control signal fromthe host conputer 16.
Next, ther @hgi hoske cgapetieled bcdnscitignisods a5control

exanples of the flrs% IC card 11_and the second |IC
card §9CtEPR ©3 t§e BFBchHFSGréﬁ1shEﬁFnBoPﬁecomPuter 16
constitution examles ogythe fi.rst I C c r.d 1%a g t he

108econ8r96¢sses various pes of Thformatidon on a
preset processing program or the like. For example,
the host computer 16 radio-communicates with the IC
card (the first IC card 11 or.the second IC card 12)
via the IC card reader and writer 15 to thereby
15 authenticate the IC card (or the person who possesses
the IC card. The host computer 16 controls the
opening/closing of the door 13 by the door control
section 17 based on an authentication result of the
authentication processing of the IC card.
20 The door control section 17 controls the
opening/closing of the door 13. The door control
section 17 opens/closes the door 13 based on a control
signal from the host computer 16.

Next, there will be described constitution
25 examples of the first IC card 11 and the second IC
card 12.

FIG. 2 is a block diagram showing the constitution



card 12. As shown in FIG 2, each of the first and
second IC cards 11, 12 includes: a

transm ssion/reception 5 antenna section 21; a power
supply section 22; a nodul ati on/denodul ation circuit
section 23; a control section 24; a menory section

25; and the like. The power syp&iy_§ection 22, the
nodul ati on/ denodul ation circuit section 23, the

control section 24, and the 10 nenory section 25 are
constituted of integrally_ forned dul e . The
nodul@xéﬂp'§sepchS@c PEgt Egnﬁ@Epe&qséthég% second IC
transnisaigg/reception antenna section 21, and they
are biffEd*fn a housing C which forms each of the
first and.igcg%%whci%a%%%.l%’ %%chi%qugf first aqg second

transmi ssi 0n/ reception ant'enrfa section transmts

and regeiyegsr adi, 0 1AV @S 1WLR :F @sReGhshe stsH%n/rr%@@%Ftion
and witer 15 and another 1C card. For exanple, the
5transghgsshan/ ceegpbnoR 1anaepdwesesiippny2keicsion 22; a
constituted of a |oop antenna or the like buried in

the ®20dhdasing/dEmnedpdatdosupplrgudécisiect id2 Bppki esntrol
a power to each conponent of the IC card 11 or 12.

The | €ecaidnl24;or K2mogyssecition &9:shownthe Rige.2 The
is a contact-less |C card wthout any battery. .
Ther eboner iSHPPRY B5CESASt RRut ithe SIweWA aitd opydempdudpéion
power supply section 22 converts the radi .o wave

recei Fé#CBy Tt RECLEPAN S sSPEN,PBEEPL 6 “APEnKE
Losee g2 e e POV {0 Lhet ey SRS 1,

formed module Ca. The module Ca is electrically

and the

connected to the transmission/reception antenna section
21, and they are buried in a housing C which forms each
of the first and second IC cards 11, 12.

15 The transmission/reception antenna section 21
transmits and receives radio waves with respect to the
reader and writer 15 and another IC card. For example,
the transmission/reception antenna section 21 is
constituted of a loop antenna or the like buried in the

20 housing.

The power supply section 22 supplies a power to
each component of the IC card 11 or 12. The IC card 11l
or 12 constituted as shown in FIG. 2 is a contact-less
IC card without any battery. Therefore, in the

25 constitution shown in FIG. 2, the power supply section
22 converts the radio wave received by the

transmission/reception antenna section 21 into the
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The nodul ati on/ denodul ation circuit section 23
nodul at es and denodul ates an electric signal. The 5
nodul ati on/ denodul ation circuit section 23 converts
(denodul ates) an electric signal as the radio wave
received by the transm ssion/reception antenna section
21 into digital data, or convertg (nodul ates) the
digital data for transm ssion in?o the electric signa
10 to be transmitted as the radi o wave. For exanple,

the nodul ati on/denodul ati on ciycuit sect] 3 ;
dermcRﬁ"’:’ﬁ%stoi?r}rﬁ%r‘?ﬁ% Wt are détf% ¢ Vée‘gljke%trl?%cs% %%E?d to
as the radio wave received by the

tranS%?%%i%ﬁW?%%%%Ylon antenna section 21, and the
section 0U$$gtﬁoégfagﬁgﬁ?ﬁ%@%?glé§igﬁg&l@&u?@?§e&@ibﬁe23

control section at1 on/ denodul ati on

Circqﬁédéfgﬁégnagé A0HYh @l £6esthe digetalcdaignéddr  The

transm ssion fromthe control section 24 into the

el ecthbQuBhO08h/EOmbEuliansH tieduiassébeiond?d vavesrts
and the section outputs the 20 nodul ated el ectric

si gnaldémodihkateansanssleot recepigoal ant ehparadidi vave

21. The control section 24 controls the whole IC card.
The coetebvedekbyi bhe2tiraoami 85 50RArBpEPEE PBNaBESRARKSECTLON

conponent, or processes various information. The 25
cont ral s%@@iQHGQEabe@?B?nB?rfSPn%Qéﬁﬁlé@ogﬂﬁngﬁg bpe
data, control of ipput/output of data_and the.like, :

The n@#dtyatedefantos Fgaegﬂ§?FfﬁPeanB? ghgo?é?#kgliOSlgnal

nonvol at PFec Ry LErdasoohls heneryRePlny  FAF' LRdhBle, the
modulation/demodulation circuit section 23 demodulates
into the digital data the electric signal as the radio
wave received by the transmission/reception antenna
section 21, and the section outputs the demodulated
digital data to the control section 24, The
modulation/demodulation circuit section 23 modulates
the digital data for transmission from the control
section 24 into the electric signal to be transmitted
as the radio wave, and the section outputs the
modulated electric signal to the transmission/reception
antenna section 21.

The control section 24 controls the whole IC card.

The control section 24 controls an_operation of each
component, or processes various information. The
control section 24 performs, for example, analysis of
data, control of input/output of data and the like.

The memory section 25 is constituted of a volatile
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rewitable nonvol atile nenory (EEPROM flash ROM or
the Ilike) and the |like. The RAM functions as, for
exanple, 5 a working menory for tenporarily storing
various data. The ROMfunctions as a program menory
in which, for exanple, a pre-stored control program
control data, a processing prog @n1or the like is
stored. Various types of data o{ processi ng program
is stored in the 10 rewitable nonvolatile nmenory. For

exanple, in the rewitable nonvolatile nenor t her,
are STORRBY| BFRRABMNAEFEAS REPOF¥f ol 1 oft aﬁa—r§HgE%able

li ke f I h [
syst e YRESF P rPEPRGY SRoFE TBLPABRULFYéalomny oo
Inforgg&lgga%9g 58395&¥£T@eeﬁgHokghgﬂF%Ron tR8sh ROM or the

entrance | managenent system I nf ormati on

i s iUi?EQ?tEHB vhich; ks . i nhgeerhMi RuBREROhS agar dorTBRample,

key information Is for use in encryption processing

in aujhgstkeali ABmBEQCESS BEmpBrdPiept BABRehGXvhrious data.

managenent. The key information is set wth respect

t o eathel BOMafdnctiohs he hepmotedmt hamorininhhehich, for

foll ow ng description, the key information stored in

t he neremplegchi pne25totetiheohikresl pEogaen,l1gontgol data, a

referred to as first key information, and the key 25

i nf or proteAsingr pgognamhernther yikecipoAt25eef t&érious

second IC card 12 is referred to as second ke )

i nf or kEPP&NCL- data REXPFOFﬁéPé“@APFOBéa@e§ErF%QEe§ in the

constitution _exanple og.&he |C card reader and witer
olati Try.

15 di $pBgéfaphe nohv e memo

For example, in the rewritable nonvolatile memory,
there are stored ID information, key information and
the like for use in the present entrance/exit
management system. The ID information is
identification information for specifying each IC card
in the entrance/exit management system. The ID
information is information which is inherent in each IC
card. The key information is for use in encryption
processing in authentication processing in
entrance/exit management. The key information is set
with respect to each IC card. It is to be noted that
in the following description, the key information
stored in the memory section 25 of the first IC card 11
is referred to as first key information, and the key
information stored in the memory section 25 of the
second IC card 12 is referred to as second key

information.
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the host device 14. FIG 3 is a block di agram show ng
a constitution 5 exanple of the IC card reader and
witer 15. As shown in FIG 3, the reader and witer
15 is constituted of: a transm ssion/reception
antenna section 31; a nodul ati on/ denodul ation circuit
section 32; a control section Sﬁ' an interface 34 and
the like. 10 The transmission/re %ptTon ant enna
section 31 is constituted of an antenna for
transnittin%Fand receiving

th
transnissi § Fec&BFFSnWl&ﬁtQﬁn§e§§5ﬂ$8ﬁa§lcPP&ﬁ%ﬁPFéon

e B lE B, FE AR R, LR 08 Hyspmes

card. The d enodul ation circuit section 32
nodula eshoggdH QEC ﬁgtes the electric signals. The

”DdU|at'on@Q%WD@uhétboﬁl%bkCHh% saqt isPBw3dgCan¥ehkEitution
(denodul ates) into the digital gata t he electrlc 20

si gnakxasplBeoradhe wavearaceedadrb¥ntih@riter 15.
transm ssi On/ receptl on antenna section 31 and

converts Asodubahesh F6.diBgi thak debdefroand writer 15 is
transm ssion into the electric signal to be
transgpnseiitasetdhefr adi brangmisston/sraapkéont Ratenna

modul ati on/denodul ation circuit 25 section 32 . ]
denodeeatéeni Ate eheodpdptapnddencdHdatépaceireustgagrtion
as the radi o wave_received by the )
transﬁ?ss?oﬁPPEE@btF@ﬁtéﬁPeﬁﬁé §QCPPBﬁr§iceaﬁé gofphpg like.

12 the d d_di d .
33, The mBARI SERBAMASUAY SECBR SaProBT L SeBe: PoRTIgT SL &8

constituted of an antenna for transmitting and
receiving the radio waves. The transmission/reception
antenna section 31 transmits the radio wave for
communicating with the IC card, and receives the radio
wave transmitted from the IC card. The
modulation/demodulation circuit section 32 modulates
and demodulates the electric signals. The
modulation/demodulation circuit section 32 converts
(demodulates) into the digital data the electric
signal as the radio wave received by the
transmission/reception antenna section 31, and converts
(modulates) the digital data for transmission into the
electric signal to be transmitted as the radio wave.
For example, the modulation/demodulation circuit
section 32 demodulates into the digital data the
electric signal as the radio wave received by the

transmission/reception antenna section 31, and outputs



nodul ates the digital data for transm ssion fromthe
control section 33 into the electric signal to be 5
transmtted as the radio wave, and outputs the

nodul ated el ectric signal to the

transm ssion/reception antenna section 31. The
control section 33 controls the ole IC card reader
and witer 15. The control section 33 controls 10 the
operation of each conponent, or processes vari ous

i nf or %t' %% omﬁacc ?it (?qtglstedc.l.t' 3%:<Jf0§:rlffeorcn§1troqr section 33.

exanpl'e, anal YySI's 0 con

tr ansmipgs by rlsct%h/%m%fduci%ttgo@g%fé&ﬂe K&t 23

interface 34 is an interface e connected to the 15
host gRERULREesl@®heTlig gGRRNN @latSeHI O 33 AL H&d the
comrmuni cation with the host conputer 16 via the

i nteraeg rd4. shextiont 38r & nwd lehee edesamikedignal to be
constitution exanple of the IC card reader and witer

515 di spasediitned?@st hdehasididewase ,14ndFlditphitisS the
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bl ock di agram showi ng a constitution exanple of the

host ®erpdesedleleas rdlgowd ginglFIt@ the tthr@nsgstssion/reception
conmputer 16 includes: __a control section 41; a RAM 42;

a ROVPEEEDRanSRESIRNI Bd- 25 nenory 44; a hard di sk

d ve (H ndom nunber enerating section
6 s onenentzod" $R0’ s SENS S Hhe haig 1 card

3 h | h
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the operation of each component, or processes various
information. The control section 33 performs, for
example, analysis of data, control of
transmission/reception of data and the like. The
interface 34 is an interface to be connected to the
host computer 16. The control section 33 performs data
communication with the host computer 16 via the
interface 34.

Next, there will be described a constitution
example of the IC card reader and writer 15 disposed in
the host device 14.

FIG. 4 is a block diagram showing a constitution
example of the host computer 16.

As shown in FIG. 4, the host computer 16 includes:
a control section 41; a RAM 42; a ROM 43; a nonvolatile
memory 44; a hard disk drive (HDD) 45; a random number
generating section 46; a first interface 47; and a

second interface 48.



for exanple, a CPU, an internal nenory and the |iKke.
The control section 41 perforns various processing 5
based on the programstored in the ROM 43, the

nonvol atile nmenory 44, or the HDD 45. The RAM 42 is a
vol atile nmenory in which data is tenporarily stored.
The ROM 43 is a nenory in which control program
control data or the like is stor 10 beforehand. The
nonvol atile nmenory 44 is constituted of a rewitable

nonvol atil e nmenory such as an EEPROM . For exanpl e
Systom i nf CEHRTUIEI (HRCTERe 15 SBTEULS | th HahoLe host
| at i . F I . i .
e oo SRy Y e (I RER S B LS hst stuted of,

Storedd:n &g D 45 cofhe SP0 45 1npl e A A A% ke

(DB) 45a. 1'n the 'dat abase there is st

i nformafd Abntdb1a RIS Wl Gl & PR R d G-I sing
or leave the facility as information for performng

5t he 2@ d At a/RXidrJpRAg®IYed lih e HASSE, the
entrance/ exit managenent system there are stored at

| east nlobvdlaftdriratiemorof 44he drC tdar diqosikessed by each
person and decryption key information associated with

the ID i nfldravdtAMr s ¢ ke Vanlfagrinkgs iremanry tire wercordata is
who is 25 permitted to enter or leave the facility in

the dJd&MeISedsa storache fhesddM dt rdncemeriary in which a
managenent system it is presuned that the

ent r alfCAtEOL RrOIraly CoRtRAl St oF dhse Mk d% meored

1023222%@&&?&%2; (T?@, %ltq%&%lliatt% loef mlecr:no%:ayr d484 airse constituted
of a rewritable nonvolatile memory such as an EEPROM.
For example, system information or the like is stored
in the nonvolatile memory 44. For example, a
processing program, various types of data or the like

15 is stored in the HDD 45. The HDD 45 includes a
database (DB) 4b5a.

In the database 45a, there is stored information
on a person which is permitted to enter or leave the
facility as information for performing the

20 entrance/exit management. In the present entrance/exit
management system, there are stored at least ID
information of the IC card possessed by each person and
decryption key information associated with the ID
information as the information on the person who is

25 permitted to enter or leave the facility in the
database 45a. In the present entrance/exit management

system, it is presumed that the entrance/exit is



decryption key informati on associated with each ID
information stored in the database 45a corresponds to
5 key information set to the IC card containing the ID
i nformati on, and key information set to another 1C
card provided sinmultaneously with the IC card
containing the ID information. e random nunber
generating section 46 generates 10 a random nunber
for use as inherent i nformati on in the authentication

proceSS|n i.s to bhe noted t cﬁ%he€¥¥%¥9 nunber

generé)tl e& l(ﬂ'] 4§ %? heerreea |ezea a casleon Of a

the c I EXEC Si ]Qm
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to be connected to the I1C card reader and witer )

The GoFIr@latSeet isdd el aerft@wwatettaasceomwncmtﬁéyponds to
wth the |1C card reader and witer 15 via the first

5i nt er fkage i2F Ahatliloe second itheerfGacm @B dantaaining the ID
interface to be connected to the door control section

17. The fsgoertd on,nteerdl &ey 481fmnrrmnis>rt sathedggother IC card
control section 17 a control nal for_ opening or

cl osi @gqmeedﬂo@rlmwlﬁ@ne@émlrm|w1sﬁ ﬁfehe P& fprd containing the
transn1tted fromthe control 25 section 41. Next,

t her e W B IPE™ ¢4 -bed a processing exanple of
entrance/eﬁhl nmanagenent |n t he sent

ent rance/ exi : %Fstgee,ﬂeoﬁ%] 1g 5sea<}11tal<g1 3§ generates
loflomcga&%%d%HPWd%%e% &%&C%%% % inherent information in the

authentication processing. It is to be noted that the
random number generating section 46 may be realized in
a case where the control section 41 executes the
processing program stored in the ROM 43, the

15 nonvolatile memory 44, or the HDD 45.

The first interface 47 is an interface to be
connected to the IC card reader and writer 15. The
control section 41 performs data communication with the
IC card reader and writer 15 via the first interface

20 47. The second interface 48 is an interface to be
connected to the door control section 17. The second
interface 48 outputs to the door control section 17 a
control signal for opening or closing the door, the
control signal being transmitted from the control

25 section 41.

Next, there will be described a processing example

of entrance/exit management in the present



exanpl e of the entrance/exit managenment in the

entrance/ exit managenent system Here, in the 5

entrance/ exit nmanagenent system conditions for

operating the door 13 are that authentications of the

host device 14 and a plurality of I1C cards (the first

|C card 11 and the second IC card 12) are successful.

First, the host device 14 transmt’s a response 10

request to the I1C card by the I C card reader and

witer 15 (st/egﬁéiSI). The 1 C card reader and witer 15

t r ans At AL AHE T SPHATFEqUBETE® S radi 0 wave
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t ransndfdd &thdd QMG RAie NG W der TR f, the tifiost

device 14 in this state.” Then, t'he radi o wave

5 r ansr@ridthdd @ ithend erdNGpdtdrgl déndift {dies hast

20 device 14 is received by the transm ssion/reception

ant enrpeaeatiran 2k afodhd ¥ iard dfatcanutHeht i@ations of the
receiving the radi o wave fromthe

t ransicssi g¥viaseptd emdarat enlner ssleidtyl of ZC qardpolvdre first
supply section 22 of the first 1C card 11 generates a

25 powér Gatrd dslpdiisk e tIFE kLT i gridl ifpplsusFesstul.
from the transm ssion/reception antenna section 21.
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proce%§§r¥§tep S1). The IC card reader and writer 15
transmits, as the response request, a radio wave
obtained by modulating a signal requiring the
identification information (ID information).

15 It is assumed that the first IC card 11 is brought
in an area (communication area) reached by the radio
wave transmitted from the reader and writer 15 of the
host device 14 in this state. Then, the radio wave
transmitted from the reader and writer 15 of the host

20 device 14 is received by the transmission/reception
antenna section 21 of the first IC card 11. On
receiving the radio wave from the
transmission/reception antenna section 21, the power
supply section 22 of the first IC card 11 generates a

25 power in response to the electric signal supplied from
the transmission/reception antenna section 21. The

generated power is supplied to each component of the



In the first IC card 11 brought into an operative

state, the radi o wave received by the 5

transm ssion/reception antenna section 21 is

denodul ated by the nodul ati on/ denodul ation circuit

section 23, and the denDduIated data is supplied to

the control section 24. Here, IDinformation

request transmtted fromthe™ IC ard reader and

witer 15 of 10 the host device 14 is denodul ated into
digital data, and the data is supplied tao the caontro

secti dA TSk IFsFéﬁdSéﬂ CﬁCFQEQHVEﬁg'tﬁQeIélﬁﬁﬁoﬁﬁhHQ£¢ 11 is

section 24 of the first

reques troI
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section 25 en the ID ormation | rea Fom-t

”E”Urﬁt%%%t'Qﬂe2§adEBewa9%nE%%E1%%@tb@nt%% al  ows the
modul ati on/denodul ation circuit section 23 to

snodul akankhe sdii ght/zlecdataoas ahtend@ kead ik 21 is
information. This nodul ated signal (1D infornmation)

I S traeswdutededs biyheheadbduwate oby def@dulation circuit
transm ssion/reception antenna section 21 (step S3).

The r adicoiwav@3i ndndathegdemedubaitedodadiei dis supplied to the
transmtted fromthe first IC card 11 is received by

25 théODQr@éréeﬁéé@ér2énd fiereer ths dp ﬂnéOﬁﬂgﬁi@@vw@auest

14 (step S4). In the IC card reader and writer th
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17 f f d b
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and the data is supplied to the control section 24
(step S2).

On receiving the ID information request, the
control section 24 of the first IC card 11 reads the ID
15 information of the first IC card 11 stored (registered)
beforehand in the memory section 25. When the ID
information is read from the memory section 25, the
control section 24 allows the modulation/demodulation
circuit section 23 to modulate the digital data as the
20 read ID information. This modulated signal (ID
information) is transmitted as the radio wave by the
transmission/reception antenna section 21 (step S3).

The radio wave indicating the ID information
transmitted from the first IC card 11 is received by
25 the IC card reader and writer 15 of the host device 14
(step S4). In the IC card reader and writer 15, the

radio wave indicating the ID information transmitted



The radi o wave received by the transm ssion/reception
antenna section 31 is 5 denodul ated by the

nodul ati on/ denodul ation circuit section 32, and the
denodul ated data (data indicating the ID information)
Is supplied to the control section 33. The contro
section 33 provided with the IE)ipfornatlon fromthe
first ICcard 11 outputs the ID ™10 infornation

recei ved fron1the first 1Ccard 11 to the host

CompuEEomiEndt BLtRE ERi ShEA TaFerhtvidcoPRthe
feade&agg&éfggiaﬁxr%gepmﬁhan nﬁ?segﬁe;@;swg? from

the f 'S |npu Vi a
interface 4f. a0di15.06e,Bebdvbn bpecRaM 42. n

receiving t IDinformation fromthe first IC card

11, theahosisdesheeeddpt vdgesnvbghhescet 160t 31hes
received IDinformation is ID information registered
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case, the control section 41 of the host conputer 16

col | atestibe BD, i ahdr haei demedebaved flaba f@etsi indicgting
card 11 with that registered in the database 45a. In a |
case wher &Di infarpatiged) t hat Supet éedxrkgt Ehej gongpel section
dat abase 45a, ID information which a
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host computer 16 via the interface 34. In the host
computer 16, the ID information from the IC card reader
and writer 15, which has been received from the first
IC card 11, is input via the first interface 47, and
once held in the RAM 42.

On receiving the ID information from the first IC
card 11, the host device 14 judges whether or not the
received ID information is ID information registered
beforehand in the database 45a (step S5). In this
case, the control section 41 of the host computer 16
collates the ID information received from the first IC
card 11 with that registered in the database 45a.

In a case where it is judged that there exists, in
the database 45a, ID information which agrees with the
received ID information as a result of the collation

(step S5, YES), the control section 41 of the host

computer 16 judges that the first IC card 11 is an IC



i nformati on which agrees with the received ID
information as a result of the collation does not
exist 5 in the database 45a (step S5, NO, the
control section 41 of the host conputer 16 judges
that the first I1Ccard 11 is not the 1C card

regi stered beforehand in the &?bage 45a. In this
case, the control section 41 of he host conputer 16
ends the processing while the door 10 13 remains

cl osed (step $S6). Fur the h device 1

tht chCAS éﬁaéa%efﬁﬁ bRSoIehRRg of e Fecaross Hoa-
i nf or mat | o@'lor% 1tno L %%s%t %e%je %hq.st 0t St:hta €the ID

response request t0 be noted
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may informthat the authentication has failed by a
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20 Moreover, in a case where it is judged that the

recei védolfDthef dostit iconpuseredicstedge si nhiale thhat dbase IC

45a (step S5, YES), the control section 41 of the host
conpupérdlé1géﬁeﬂ9$e§hﬁhécrQﬁéénﬁﬁaﬁﬁéﬁrﬁg brgorehand in the

i nherent infornmation by the random nunber generati ng
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Furthermore, the host device 14 which has ended
the processing of the received ID information returns
to the step S1, and transmits the response request. It
is to be noted that in a case where it is judged that
15 there does not exist the ID information which agrees
with the received ID information in the database 45a,
the host device 14 may inform that the authentication
has failed by a display section, a speaker or the like
(not shown).
20 Moreover, in a case where it is judged that the
received ID information is registered in the database
45a (step S5, YES), the control section 41 of the host
computer 16 generates the random number as the inherent
information by the random number generating section 46
25 (step S7).
The random number as this inherent information is

data for the host device 14 and the respective IC cards



information. That is, in the authentication
processi ng, each I C card encrypts the random nunber as
5 the inherent information by the key information, and
the host device decrypts the random nunber as the

i nherent information encrypted with the key
information by each IC card._Whig the random nunber
generating section 46 10 generatés the random nunber
as the inherent information, the control section 41

of the host_, conputer 16 store he gener d ran

nunber! g e STRAM Z?qu(dstlztp a§§)s.t&ﬁ9or3%§\?&d?&t%h§acr ﬁ?& to
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control section 41 supplies the data including the

i nher ehie ihofsdr mEviiar e cryipe sl €heard ndead eumdned WS ttdye
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information, the control section 41 of the host
computer 16 stores the generated random number in the
RAM 42 (step S8). Moreover, the control section 41
transmits the random number as the inherent information
15 to the first IC card 11 (step S9).

In this case, the control section 41 transmits, to
the first IC card 11, the data including the inherent
information as, for example, a request (authentication
request) command for encryption with respect to the
20 first IC card 11. That is, the conﬁrol section 41
supplies the data including the inherent information to
the IC card reader and writer 15 via the first
interface 47. After the data including the random
number as the inherent information is supplied from the
25 host computer 16, the control section 33 of the IC card

reader and writer 15 modulates the data by the

modulation/demodulation circuit section 32, and



IC card 11. Wen the random nunmber as the inherent
information 5 is transmtted fromthe host device 14
to the first IC card 11, the first 1C card 11
recei ves the random nunber as the inherent information
transmtted fromthe host device 14 (step S10). In
this case, in the first 1C card , the 10
transm ssi on/ reception antenna section 21 receives the
rﬁdio mgvs transmtted fromthe host device 14, and
the podul atjon de ulation cir U|t sec
dﬁmdﬁzﬁ'}‘%’glt?h{e g@?tba\/\%ﬁe ’ﬁﬁ% %la A %eﬁ%ﬁléﬁ%d by
t he npdul ati on/{
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the data_,dgnpgul ated by the nDduIatlon/denDduIatlon
circult —section 23 is an encryption request conmand
i ncluding whbg taBdeahAURbROMBErt BE tRBELAREérent information
i nformati on. The data including the random nunber as

sthe 20si phenentttadof mani bhei sostippevedet bdthe tbat fprst IC
section 24 of the first 1C card 11, and the contro
sect i cardebty yphe fhestah@oqan@nbérraseiﬁ@Siﬁh@réﬂﬂdom
information included in the data received fromth
host dewber a3 thy iBkebenthénfPrBetiey Fﬁ?%?WﬁFF%ﬂ from the
stored beforehand 25 in the menory section 25 (step
S11).hane fevieekdy (AFBPmatPon is used by the host

device 14 in a thentlcatlng he_fir C_card
- 21 the kBytPhPofRafron™i § Fnﬁéf&ﬁt s nCthS % st
10Card %ansm1351on/receptlon antenna section 21 receives the

radio wave transmitted from the host device 14, and the
modulation/demodulation circuit section 23 demodulates
the radio wave. The data demodulated by the
modulation/demodulation circuit section 23 is supplied
15 to the control section 24. For example, the data
demodulated by the modulation/demodulation circuit
section 23 is an encryption request command including
the random number as the inherent information.
The data including the random number as the
20 inherent information is supplied to the control section
24 of the first IC card 11, and the control section
encrypts the random number as the inherent information
included in the data received from the host device 14
by use of the first key information stored beforehand
25 in the memory section 25 (step S11).
The first key information is used by the host

device 14 in authenticating the first IC card 11, and
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On encrypting the inherent information by the first
key information, the control section 24 of the 5
first 1Ccard 11 transmts, to the second IC card 12,
the inherent information encrypted with the first key
information (step S12). In this case, the contro
section 24 of the first 1C card, 11 supplies, to the
nmodul at i on/ denodul ation 10 ciTc section 23, the
data including the inherent information encrypted

th the first key infornmat
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with res efg to the second I C card. Accordingly, the
modul @3 ¥ enodul ation circuit 15 section 23 of the
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S13). In this case, in the second IC card 12, the

transimSsioatiecepstep ab2enna section 21 receives the

25 radio wave transmtted fromthe first IC card 11 b
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information encrypted with the first key information
as, for example, an encryption request (authentication
request) command with respect to the second IC card.
Accordingly, the modulation/demodulation circuit
section 23 of the first IC card 11 modulates the data,
and the transmission/reception antenna section 21
transmits the data as a radio wave.

When the first IC card 11 transmits the inherent
information encrypted with the first key information,
the second IC card 12 receives the inherent information
encrypted with the first key information from the first
IC card 11 (step S13).

In this case, in the second IC card 12, the
transmission/reception antenna section 21 receives the
radio wave transmitted from the first IC card 11, and

the modulation/demodulation circuit section 23

demodulates the radio wave. There is supplied to the
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and denodul ated by the nodul ati on/ denodul ation circuit
section 23. For exanple, the data denodul ated by the 5
nodul ati on/ denodul ation circuit section 23 is the
encryption request comrand i ncl udi ng the inherent

i nformati on encrypted by the first 1C card 11 using
the first key information. The %atq i ncl udi ng the

i nherent information 10 encrjbt@ with the first key
information is supplied to the control section 24 of

the second I C card 12, and he control, sect,i on,
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the second key information is for wuse by the host

devi cenddypti et heqiésatdomgndine sechnding Glearthierent

and the key information is inherent in the second IC

card i@foheni omeenohepeed Hyforeniloit ehergpi@dl highing the
the 25 first key information is further encrypted

wi t h fihest skepnthkeymatpiermati on, the control section

24 of the second IC card 12 transmts, to,

| C card 11The Q@taiﬁﬁ%iﬁﬁf?%nt??nﬁ%P%ﬁ?nFnf%?ﬁﬁ%%%ign
32521?5}@59%&;5&12@ fLLsE; 30d R8GONSeSENat AR MBI 11ed to
the control section 24 of the second IC card 12, and
the control section further encrypts the inherent
information encrypted with the first key information
and included in the data received from the first IC
card 11 by use of second key information stored
beforehand in the memory section 25 (step S14).
According to this processing, the inherent
information encrypted with the first key information is
further encrypted with the second key information. It
is to be noted that the second key information is for
use by the host device 14 in authenticating the second
IC card 12, and the key information is inherent in the
second IC card 12.
When the inherent information encrypted with the
first key information is further encrypted with the

second key information, the control section 24 of the

second IC card 12 transmits, to the first IC card 11,



encrypting the inherent information encrypted with the
first key information by use of the second key 5
information (step S15). In this case, the contro
section 24 of the second I1C card 12 allows the

nodul ati on/ denodul ation circuit section 23 to

nmodul ate the data including the Eperent i nformati on
encrypted with the first and sec d key 10 i nfornation
as, for exanpl e, a response to the encryption request
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51 C 20 rmrthall st @ epl@15)n this case, in the first

IC card 11, the transm ssion/reception antenna

section 21 Irecdivescddw, thadi comianel tsemsinn t2H df drthe second
the second IC card 12, and the

nodul &G s#geidd @ ldiavsh tdie eduladdianyide®digation circuit

denodul ates the radi o wave. The data denodul ated by
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encryption request command transmitted from the first

IC card 11 in the step S12. The data is transmitted as

a radio wave by the transmission/reception antenna

section 21.

15 When the inherent information encrypted with the
first and second key information is transmitted from
the second IC card 12, the first IC card 11 receives
data including the inherent information encrypted with
the first and second key information from the second IC
20 card 12 (step S16).

In this case, in the first IC card 11, the
transmission/reception antenna section 21 receives the
radio wave transmitted from the second IC card 12, and
the modulation/demodulation circuit section 23
25 demodulates the radio wave. The data demodulated by
the modulation/demodulation circuit section 23 is

supplied to the control section 24. Here, the data
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IC card with respect to the encryption request command
transmtted in the step S12. 5 On receiving the

i nherent information encrypted wth the first and
second key information fromthe second IC card 12,
the first IC card 11 transmts, to the host device
14, the inherent information enciypted wth the first
and second key information and 1% transmtted fromthe
second I C card 12 (step S17). In this case, the

I i he fi .
ﬁggh[§ﬂﬂ§ﬁﬁ&'aﬁ%aﬁfv‘g?%s%d%fv%ééﬁ%loéigéﬁéﬁu%%t?é'n%w?t
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encryBtEataf, 23, g’ {Ephy eRtnble, A EREPboskEPERTLRE second

and tFé”éﬁ!&t@@tBVQEBEBEtsgsoeﬁelEhegpgtlan 28qub8t command
exanpl €, ‘a response to the encryption request conmmand

transpithedifrem thethesktdgvsee.14 in the step S9.
The transm ssion/reception antenna section 21

transmts pherdatavaagt haer adhereaveinZorithehonhencrypted
first ICcard 11 transmts the data including the
i nherenthi bher fitsbnaedceypoed Wetvhinfhermétien fndm the

second key information, the host device 14 receives,
from s@eonfir € rerdaitd, 1thet RerphhéFerierfnt bér FBANBALILS, tO
encrypted with the first and second ke
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In this case, the control section 24 of the first
IC card 11 allows the modulation/demodulation circuit
section 23 to modulate the data including the inherent
information encrypted with the first and second key
information and transmitted from the second IC card 12
as, for example, a response to the encryption request
command transmitted from the host device 14 in the step
S9. The transmission/reception antenna section 21
transmits the data as the radio wave.

When the first IC card 11 transmits the data
including the inherent information encrypted with the
first and second key information, the host device 14
receives, from the first IC card 11, the inherent
information encrypted with the first and second key
information (step S18).

In this case, in the host device 14, the

transmission/reception antenna section 31 of the IC



nodul ati on/ denodul ation circuit section 32 denodul ates
the radi o wave. The data denodul ated by the 5

nodul ati on/ denodul ation circuit section 32 includes
the inherent information encrypted with the first and
second key information. For exanple, here, the data
denodul ated by the nodul ati on/ denudul ati on circuit
section 32 is a resistance fromthe first IC card to
10 the encryption request conmand transmtted in the

step S9. Moreover, the data d dul ated by the
modul %%F&@ﬁjﬁdhlaéﬁ S e SR Do ate Meve

d der .and i t 5is jed t h |
o etFansmit tad arct Oti!}e 'cf;ﬁs?ﬁfgﬂrd ey alt]t'ﬁ eacnodwttrhoe
i nt . Qf : i
e 1 EEp R/ et T R (AL SN P it aces
the hesle GMRULAIELE, THY 4 iRy the

information encrypted wth the first and second key

s5i nf or FRlduQR) 120 /REGRINEG Hildmdihe Jid HedtGdiarid ihdisides the
stored in the RAM 42 or the like. Wen the

i nf or matiearen(t nindioamta t infrorematd ygrt e e ncirgrptteek Vi itds tt lend

first and second key information) received fromthe

first ske€conar keyl iinf ogtmatedri.n thoyr RXAME 42 hares the data
control section 41 of the host conputer 16 decrypts

t he | fesogitliaded bymtthise Madudia tionygemot Ink iqps €igicuit

the key information for decryption (step S19). 26 It

i s asSEFEdrha? tife Kk &P SIFANRR iFhPT dhe dddsfpticorrars! to

IOStOre%h%ne%%%f%?f%%a%%dﬁ%%énégﬁﬁgdd %%gﬂgmitted in the

step S9.

Moreover, the data demodulated by the
modulation/demodulation circuit section 32 of the IC
card reader and writer 15 is supplied to the control

15 section 41 of the host computer 16 via the interface 34
of the IC card reader and writer 15 and the first
interface 47 of the host computer 16. In the host
computer 16, information (inherent information
encrypted with the first and second key information)

20 received from the first IC card 11 is stored in the RAM
42 or the like.

When the information ({(inherent information
encrypted with the first and second key information)
received from the first IC card 11 is stored in the RAM

25 42, the control section 41 of the host computer 16
decrypts the information from the first IC card 11 by

use of the key information for decryption (step S19).



association with the ID information of each IC card.
Therefore, the control section 41 of the host conputer
5 16 decrypts the information (inherent informtion
encrypted with the first and second key information
and transmtted fromthe first IC card 11) received
in the step S18 by use of the dscryption key

i nformati on corresponding to fthe PD i'nf or mati on (1D
information of 10 the first IC card 11) received in

th t S4. It istob ted that th ,

o | ortt orS R 1 G e DA oy SRR (i

and t RECREIOT Ky Trr Ol Gt StBaAT (he ShoohE Like in
IC card J2: 43 i Jifths &%aes %’%tit?ugoffn{asctio%n qi(fs ecpd the¥oarq.
information are stored as the ecrypti on Key

i nfor [ r ond] t inf j f
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;he first ( he _ ase 45a. en t he
5i nf or Mgt iR Ae8el el find®dde ifdd stinheret? G fbrkhti®n

decrypted, the control section 41 of the host
conputeeicriptea lwdttes tihire fdersadulnat ed domfdorkest iieiformiattion and
the inherent information (inherent information stored
in therRAFMZ tied threnmsttdye $8)rsds ISowagel lilnf geratiived in the
of encryption, generated in the step S7, to 25 thereby
j udge sieet 1848 &Y nee @ fprtdgeCecmyvdd onelketyi dmforyation
establ i shed between the information (step S20). For
exanplFOr LFS@PNCRE S itostthigey D AfdoRGitdRNst(diPed NtR g ion of
- 27 irst 1C card and._the secondpge i nf or mat i
1ostore&BanlFﬁ§ dbcGRFY EldarGCartds d%bﬁ@@e&tgg %ﬁe
decryptlonlﬁeﬁs to be noted that the key information for
decryption may be, for example, the first key
information stored in the first IC card 11 and the
second key information stored in the second IC card 12.
15 In this case, the first and second key information are
stored as the decryptioh key information corresponding
to the ID information of the first IC card 11 in the
database 45a.
When the information received from the first IC
20 card 11 is decrypted, the control section 41 of the
host computer 16 collates the demodulated information
with the inherent information (inherent information
stored in the RAM 42 in the step S8) as source
information of encryption, generated in the step S7, to
25 thereby judge whether or not a predetermined relation

is established between the information (step S20). For

example, when the first key information stored in the



information corresponding to the ID information of the
first ICcard 11 in the database 45a, the control 5
section 41 judges whet her or not the decrypted
informati on agrees with the inherent information
generated in the step S7. In a case where it is judged
that a predeterm ned relatioq_i§¥ﬁstabllshed bet ween
the decrypted 10 informati on and “t’‘he i nherent
infornation generated in the step S7 as a result of

udgne in_the st where t he
Lo Bbaand it g Sgnd, e FRfih Lon Stored in

informatio S 820 YES the control .sect
?ﬁ%at@% i YRS ({5 03n C§eCHprlttlon key
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step S7 are judged to be right 1C cards. I'n ot her
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is established between the decrypted informtion and
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a result of judgnent in the step S20 (step S20, YES)

t he caetegiatesttinort gl stedyes’. that the

aut henti cations of the host device 14 as well 25 as _
the first 1@ Garq®sEL, ww tife hostudrsd dday aPigdqtermined

as the econd I.C car 2 e uccessful.. In a case
wher e T4 éojnuc}ée&’st WERR HWR (AR YRHE Df
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the step S7 as a result of judgment in the step S$S20
(e.g., in a case where the decrypted information agrees
with the inherent information) (step S20, YES), the
control section 41 judges that the information received
15 from the first IC card 11 is right information. This
means that the first IC card 11 and the second IC card
12 which have encrypted the inherent information
generated in the step S7 are judged to be right IC
cards. In other words, in a case where the

20 predetermined relation is established between the
decrypted information and the inherent information
generated in the step S7 as a result of judgment in the
step S20 (step S20, YES), the control section 41 judges
that the authentications of the host device 14 as well
25 as the first IC card 11, and the host device 14 as well
as the second IC card 12 are successful.

In a case where it is judged that the



of the host conputer 16 permts the entrance/exit of
t he person who possesses the first and second I C cards
5 11, 12. In this case, the control section 41 of the
host conputer 16 transmts to the door control section
17 a control signal for opening the door 13. On
receiving this control signal, ?g door contro
section 17 opens the door 13 (sfép S21). Accordingly,
in the 10 present entrance/exit nanagenent system
re i t.ained a s i.ch t entra | exi
of thQU%ngg& 8nﬁo§§a§§§s%eﬁgthﬁp STTES ggﬁ&ﬁﬁéé 1,12
cards b o b2dlss RISTPL e MG, JHl 2LAIRIMRIR on 41

any prédeterm ne &lati on 1's ot st

betveer the HeGHYRLG utleQ%T?éfmqt%n@h%h%dﬂﬂgﬂéaﬁéx1t of

information generated in the step S7 as a result of

the | ydgmeRt-soht @R oSEBssiGkes e EAMStOlaneRldRIMALC cards
of the host conputer 16 judges that the entrance/exit

s5of theipengan whotpassesses the 20nftinedt sand isecdnd ofCthe
cards 11, 12 is not permtted. this case, the contro

sect i bos4l compulterhdst tcamsutics tO6 thld cwort ltendoorl E®ction
to remain closed (step S6). In this case, the contro
secti 8 #lceontrRd Kégnadofput ePeni®deids deer 13. On
processing, .and returns to_a state of the 25 step Si
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above, _the entrance/ exi ten1 0
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communi cat e onl, i_rst t he

h_t .
Lot oL AS NS ALY Lr sl cad e i .

obtained a state in which the entrance/exit of the
person who possesses the first and second IC cards 11,
12 is possible.
Moreover, in a case where any predetermined
15 relation is not established between the decrypted
information and the inherent information generated in
the step S7 as a result of the judgment (step S20, NO),
the control section 41 of the host computer 16 judges
that the entrance/exit of the person who possesses the
20 first and second IC cards 11, 12 is not permitted. In
this case, the control section 41 of the host computer
16 allows the door 13 to remain closed (step S6). In
this case, the control section 41 of the host computer
16 ends the processing, and returns to a state of the
25 step S1 to transmit an application request.
As described above, the entrance/exit management

system adopts a communication mode in which the host



| C card 12. The host device 14 acquires the inherent

i nformati on encrypted by the first 1C card 11 and the
5 second IC card 12 via the first IC card 11, and the
devi ce decrypts the inherent information encrypted by
the first 1C card 11 and the second IC card 12 to
thereby authenticate the first 1G.card 11 and the
second I C card 12. 10 Cbnsequentlf, it is possible to
reduce tinmes of conmunications between the host

rehe B M SN S s a S S
Moreovery il 155 RISl S 10 1r1eaé&nﬁnqi AL §ASS) Pndllecond
efficiency or a 5 spee& of t he aut henticat i on
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Furthernore, in the host device 14, it

necesSanb rird tTRAAGR AR t N ilr Md o s fidh&ard 11 and the
aut henti cati on processing with respect to all the IC

scar ds skbont?, 1 ARG riche 2deMiaC @ Ry i3 thaldd ddHdript i1 the
necessary for the authentication processing in

associdatviiae wieldr yipltes ftihes ti nlh€ reantd . 1 Ao rana triesuldnctypeeed by
host device 14 can efficiently nmanage the

i nf or el giirsandCt i@ ridnfldr mand i enmesgpaeeiC jgard 12 to
facilitated. 25 Moreover, as a nodification of the

above thedsddi petthenticaseeddf fimpdntiCorrars doplancatihe

to processi&g to %ﬁggfnticate three or nore I C cards

30 (mEECORE fi&r CAd: ‘ication). In a case where three

102LtﬂgafiLg?%@%%%d%%tl%%bitl%%'pdssi5¥g16g6§educe times of
communications between the host device 14 and the IC
cards 11, 12 as authentication objects. As a result,
high security can be realized. Moreover, it is
possible to realize an increase of an efficiency or a

15 speed of the authentication processing with respect to
a plurality of IC cards. Furthermore, in the host
device 14, it is not necessary to manage the
information for the authentication processing with
respect to all the IC cards 11, 12, and the device may

20 hold information necessary for the authentication
processing in association with the first IC card. As a
result, the host device 14 can efficiently manage the
information, and the information management is
facilitated.

25 Moreover, as a modification of the above

embodiment, the present invention is applicable to

processing to authenticate three or more IC cards
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in principle, in the sane manner as in the above
enbodi nent, the respective |IC cards successively 5
encrypt inherent information such as a random nunber
generated by the host device 14, and the cards may be
finally authenticated based on information obtained by
the host device in decrypting the.information
encrypted by all of the IC cérdSQ It is to be noted
that in this 10 case, in the database 45a, the

decryption key information cqorresponding to the ke
i nf or HBEAdHNS( S80RYNERTELFATLION) N R RefasSe Whet? three or

infornmatio for use.in ti ' in.the,
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aut hepticat g , ok nkhreepebtAvke tkCeatkds sulRessively
exanple, there are considered: a nethod (first

”Ethoéhckggwhﬁ%her@n@|&h&b&hﬁt@%n|@u©&f®% U GBIV Bluyhbe r
perforns processing in a tandem manner (in series)

W th gespeeated dyatspebtiokitc de€icar d 4t handc dineumiacatsesiay be
with the host device 14; and a nethod (second net hod)

i n whifdhaa lyplutakenty cef edCbeseds osudodogimaglipn obtained by
performs processing in a tandem manner (in parallel)

with téspoestt dexizs dpedierirypréngatdet Aaformation encrypted

comuni cates with the host. device 14. First, the . .
first Pieehddofi Hhepd Cdeecritbed Tas 18 togbe Botes) ithatgin this

node in a case [
case, %n twge%%t%ggsgoigage¥h%edecryption key

information corresponding to the key information

(second, third, ..., N-th key information) for use in
encryption processing in the respective IC cards 12b,
12¢, ..., 12n are associated with the ID information of
the first IC card 11, and stored.

Furthermore, as modes for realizing the
authentications of three or more IC cards, for example,
there are considered: a method (first method) in which
a plurality of IC cards successively performs
processing in a tandem manner (in series) with respect
to a specific IC card that communicates with the host
device 14; and a method (second method) in which a
plurality of IC cards successively performs processing
in a tandem manner (in parallel) with respect to a
specific IC card that communicates with the host

device 14.

First, the first method will be described as a
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aut henticates three or nore IC cards. FIG 8 is an
expl anatory view showi ng a processing exanple based
on the first nethod. In this first nethod, as shown in
FIG 8, a plurality of IC cards 12b, 12c, ..., 12n
other than the first IC card 11 perform encryption
processing and transmt and receive the encrypted
information in a chain nanner (3% series),
respectively. That is, the 10 I1C card which directly
comuni cates with the host device 14 is the first IC
card 19abhryngnnede sane CaBANERCES Fheth@SSb@l@@lce

processi ng exanpl e. The Iuralltg | C cards 12b,
12c, authenbicaipsrthRe® PReMOFFr it Ferddrd 11

fEECﬁZilve' IE”?E“U%PLESHEE% Bh& agr' ShEUERE, 4 gkBcessing

transn #8 BQSe& t%g:fﬁFg 1&?Eﬂg? i nformati on

succeSsTVRIY encry C cards. The

first 'CC%dtMst rf§9§f:efnét1%8dt hsshe%wnd@w eecthe, a
i nformation encrypted by all of the I'C 20 cards. It is

to be D@E&ﬁltpa&flﬁctBA§d§a§2b thec) ast.| Cioaapdhé2nthan the
needs to judge whet her or not the IC card itself is

the | aststHececatarl1expaptermt brcreppeohi peock€séagdand
12b, 12c, ..., 12n may judge whether or not 25 there

exi stsranshherah€ cacdivbatheoescnpptedr fofarnhgion in a
encryption processing. The information for identifying

the |cheandmaeqerrihy saeieatrypeFPACPiBELYEsi nghahyibe the

32 transmtted fromthe first |Ccard 11 to the IC
card IC card which directly communicates with the host

device 14 is the first IC card 11 only in the same
manner as in the above processing example. The
plurality of IC cards 12b, 12c, ..., 12n other than the
first IC card 11 successively transmit the encrypted
information to the next IC card. Furthermore, the last
IC card 12n transmits to the first IC card 11 the
information successively encrypted by all of the IC
cards. The first IC card 11 transfers to the host
device the information encrypted by all of the IC
cards.

It is to be noted that in this case, the last IC
card 12n needs to judge whether or not the IC card
itself is the last. Here, for example, the respective
IC cards 12b, 12¢, ..., 12n may judge whether or not
there exists another IC card that does not perform the
encryption processing. The information for identifying

the IC card requiring the encryption processing may be



12b or 12n. This exanple will be described in
association wwth the above-descri bed operation
exanple. Processing 5 simlar to that of the steps S1
to S21 is performed except that all the I1C cards 12b
12c, ..., 12n other than the first I1C card 11 execute
the processing simlar to that of the steps S13 to
515. That is, each |1C card encrypts the information
received fromanother 10 IC card to transmt the
information to the next IC card. As a gica
exanpkeanpritseds§unedthRaf irRe 1€ Céé?dg 158 5RE ISccard
exist in addition to the first 1C card 11. In this
case, 12Re®FCl€Brd 12b receives the 15 inherent

infornatio pGach ptei b¥égth%IB%%c b%%rqn1%35ﬁ%1%Q%on with

sane nanne his | recelving

| her enk LBhYL f@%gggf_gaaf 4BEEdcRYs! QQaan'ipts' Br6Redsing

11 in car b enc
5'nforg§RE9er€8etK§g By the stepsSE3 kB Ehe $8MBerformed

manner 20 as in the step S14. This encrypted

InforaﬁkaB khatt bansghet ed Eredst hepl Cieard.12b ten other
the next TC card 12c as the processing of the step

S15. EhehhenBoEersthecl Eacdr d112gereacei tas plecessing

i nformati on encrypted by the I1C card 12b as processing

25 si miimalatrotbhahaof ofhehst epeS$3S1@ntpreédbvi ndhekeis, each
information encrypted by the I1C card 12b, the IC card

12c eREryprd eRerymter faei éRfpEBaLIen Fe6RivRE Feopapgother

33 12b in the same manner as.i the ste
10 IC card to transmit the 1n?ormat§onpt§1%hengxt IC

card.

As a typical example, it is assumed that the IC
cards 12b and 12c exist in addition to the first IC
card 11. 1In this case, the IC card 12b receives the

15 inherent information encrypted by the first IC card 1l
in the same manner as in the step S13. On receiving
the inherent information encrypted by the first IC card
11 in the step S13, the IC card 12b encrypts the
information received by the step S13 in the same manner

20 as in the step S14. This encrypted information is
transmitted from the IC card 12b to the next IC card
12c as the processing of the step S15.

Furthermore, the IC card 12c receives the
information encrypted by the IC card 12b as processing

25 similar to that of the step S13. On receiving the
information encrypted by the IC card 12b, the IC card

12c encrypts the information received from the IC card



encrypted information is the information encrypted by
all of the IC cards. Therefore, the IC card 12c
transmts the encrypted information to the first IC5
card 11. Wien this information is transmtted to the
first 1C card 11, processing S|n1lar to that of the
steps S16 to S21 is perforned. Sordlng to such first
net hod, entrance/exit managenent-can be realized
based on the authentications 10 of three or nore IC

cards. Next, the second nethod will be described as a
real|2|ﬁglﬁo&@elﬁaﬁec§§§“®ﬁeﬁé e thEs S teaviSdé he

23%?2”&%&3& o ew@ﬁamaﬁg%éeﬁlﬁg&@agﬂﬁ RSt RrG PEed by
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shown Iurallty 0 Sards
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encryption processing and transmt and receive the

sencryphed iinf.or makinomhiik anfd@matdependentram@mieted fo the
series wwth the first 1C card), respectively. That

is, therk€ qar dawhli ah,dprecklsyingorimiileat e® whizht tfe the
host device 14 is the first 1C card 11 only in the

sane steper Sa$ itw SRé aboperfproedssi ng exanpl e. The
plurality of IC cards 12b, 25 12c, ..., 12n other than

the first PCCeaddnyl teosneh fdinsdciefhodansmtiramce/exit
receive data with one another, and they transmt and
recelWé“ééﬁ&eﬂﬁtﬁaPe§6e6€aﬂézFﬁeb§§edfPPthFCa&éﬁﬁnifcatlons
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Next, the second method will be described as a
realizing mode in a case where the host device
authenticates three or more IC cards.

FIG. 9 is an explanatory view showing a processing
15 example based on the second method.

In this second method, as shown in FIG. 9, a
plurality of IC cards 12b, 12c¢, ..., 12n other than the
first IC card 11 perform encryption processing and
transmit and receive the encrypted information in an
20 independent manner (in series with the first IC card),
respectively. That is, the IC card which directly
communicates with the host device 14 is the first IC
card 11 only in the same manner as in the above
processing example. The plurality of IC cards 12b,

25 12¢c, ..., 12n other than the first IC card 11 do not
directly transmit or receive data with one another, and

they transmit and receive data with respect to the
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| C card 11 successively receives the encrypted
information fromthe respective IC cards 12b, 12c,

., 12(n-1), and transmts the received encrypted 5
information to the next I1C cards 12c, ..., 12n.
Furthernore, on receiving the encrypted information
fromthe last I1C card 12n, the first 1C card 11
transfers to the host device the3nfarmation
successively encrypted by all of the IC cards. 10 It
is to be noted that in this case, the first IC card

11 neddd stto Id&mnd L vheaseactivedard Dheredare, the first

exanple, the first 1C card .11 may retain beforehand

i nf or &t iSGF S drl iSRS Yarf@Fiedr asc W #Vqth ¥Schg

th ti i.ng. The i nf. ti f

e TR B P R T G, 2e,
' [ f t t '

Pogerna TR A IRTlt [P R iRl

wi Il Be [deseriiRed do 1agsedat il Middy itRe .., 12n.
above- descri bed operation exanple. In the second 20

et hodhu riin@Ge®mTd)g ol Hdiviad hdle @nddypteieAs Bkatd on
S16 may be executed between the first I1C card 11 and

al | off rddfe the Qarsds I2lkarb2d,2n,. .theldn.rsRr dcessimy 11

ot her than this processing can be realized by

pr ocesgiamg fsins Itar the tiestt ofevtite dthepsnSiormatdah 25
That is, every tinme the first 1C card 11 receives the
encr y puegeissiiyedat ieme mvipdede®yh ald efr ¢het HE faarsks | C

card transmts the received encrypted information to -
35 the nexit Ii¢ & e noted that 'in this case, the first IC

card 11 needs to identify the last IC card 12n. Here,
for example, the first IC card 11 may retain beforehand
information for identifying another IC card requiring
the encryption processing. The information for
identifying the IC card requiring the encryption
processing may be received from the host device 14
together with the inherent information.

This example will be described in association with
the above-described operation example. In the second
method, processing similar to that of the steps S13 to
S16 may be executed between the first IC card 11 and
all of the IC cards 12b, 12¢, ..., 12n. Processing
other than this processing can be realized by
processing similar to that of the steps S1 to S21.

That is, every time the first IC card 11 receives the
encrypted information from each IC card, the first IC

card transmits the received encrypted information to



For exanple, it is assuned that the I1C cards 12b and
12c exist in addition to the first I1C card 11. In

this case, the first 1C card 11 receives the 5
information encrypted by the I1C card 12b in the sane
processing as that of the steps Si to S16. Then, the
first IC card 11 judges that the _next I1C card 12c
exists, and transmits the infar madti on encrypted by the
IC card 12b to the IC card 12c. On the other hand, the
10 IC card 12c encrypts the information received from
the fisst"9%E & F#L: and transnmits the encrypted

e Pn T he S S it T S bl T s a2
i nf L AVAell . IC._ 1 , h

(71 or TR 0SS o D S ed A A ad B 11, 1
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IC card 11 transfers the infornmation encrypte y the

51 C carigh fhdenatd dihe Masip tdeVike tht 1ACEHH Y Yin the same

10

15

20

25

processing simlar to that of the steps 20 S17 to S21

I s perdraiceetindCee dihag toF teh ssegand Ineidh@d.6.t h@hen, the
entrance/ exit rmanagenent can be realized based on the

aut herftiirsdt iIonsargf ltlhrjeelgers e [tBGecaveds. I dagd d2c

be noted that in the second nethod, the first 1C card

11 magxdsdcut @ngb tmessaddisnghel mnfarmas imaenefr yiied by the
steps S13 to S16 together with the plurality of IC

cards If215arthd 2b to thepdG gagql drdsi-t r &y tederthegg hand, the

It is to be nqoted that the first, second, and
IC card 12c¢ encrypts the %nformatQOn received from the

first IC card 11, and transmits the encrypted
information to the first IC card 1l in the same manner
as in the steps S13 to S15.

On receiving the information encrypted by the IC
card 1l2c, the first IC card 11 judges that the IC card
12¢c is the last IC card. According to this judgment,
the first IC card 11 transfers the information
encrypted by the IC card 12c to the host device 14.
Accordingly, processing similar to that of the steps
S17 to S21 is performed.

According to such second method, the entrance/exit
management can be realized based on the authentications
of three or more IC cards. It is to be noted that in
the second method, the first IC card 11 may execute
processing similar to that of the steps S13 to S16
together with the plurality of IC cards 12b, 1l2c¢, ...,

12n in an arbitrary order.



third electronic devices are not limted to the above-
descri bed contact-less IC cards (radio cards), and the
present invention is simlarly applicable to, for 5
exanpl e, even a case where portable term nal devices
are used such as a contact-less IC card, cellular
phone, and PDA. As described above, the present
entrance/exit managenent systen1§dopts t he

comuni cation node in 10 which the host device 14

conmuni cates with the only specific first 1C card 11
anong the plturid i%y R I}Q',ﬁe%d?@st fahe 1BAyrsypsecond, and

12n, and e other IC cards - 12b, 12c, ...
commmhear[c@ sl 2 o ada ot Jolrmwetoﬁ ignéne atove-

anothe : evi.c uire e '”xﬁgs d th
i nf or Ceoéé A7 eér?cr tEd 51 %% an ©
Car dsﬁér:le{shl'?tb’lnjv?e%td.on ’151231 flaeartlﬁﬁ fé#’l%.tc:abcie Ct% d for

e device decrypts {he 9" i nfor mat’i on

SSucce%SJaYrﬁ-‘JDé enrPtedt e e f dhedfie r‘?nir{aq devices
t her eby authenticate all of the IC cards 11, 12b,

12c, are ubdd sutrCceiRsequReR.ctd-lildss IesPads tdéllular
reduce times of comuni cations between the plurality
of | Cptangds Bhd POZh, 12c¢, ..., 12n as the
aut henti cation objects and the host device 14. As a
result, hids seraiibed@abde 25 reagiomht Mrtemrerg/dgit
IS p055|ble to inmprove an efficiency or increase a
speed Mamage@eaft FerftiedattidoP t Sprtdee sommy niicat iogs peste 1
to the plurallt of IC cards 37 Furthernore, the

10nost #&iche §@§§ eV igsy & GQE&%ﬂi§ates with the only

specific first IC card 11 among the plurality of IC
cards 11, 12b, 12c¢, ..., 12n, and the other IC cards
12b, 12c¢, ..., 12n communicate with the first IC card
11 or with one another. The host device 14 acquires

15 the inherent information successively encrypted by all
of the IC cards 11, 12b, 12c¢, ..., 12n via the first IC
card 11, and the device decrypts the inherent
information successively encrypted by all of the IC
cards to thereby authenticate all of the IC cards 11,

20 12b, 12¢, ..., 12n.

In consequence, it is possible to reduce times of
communications between the plurality of IC cards 11,
12b, 12c¢, ..., 12n as the authentication objects and
the host device 14. As a result, high security can be

25 realized. Moreover, it is possible to improve an
efficiency or increase a speed in the authentication

processing with respect to the plurality of IC cards.



information for the authentication processing with

respect to all of the IC cards 11, 12b, 12c¢, ..., 12n,

and the device may associate the infornmation required

5 for the authentication processing with the first IC

card 11, and retain the information. As a result, the

host device 14 can efficiently manage the information,

and the informati on managenment is’facilitated.

Addi ti onal advantages and nodifications will 10

readily occur to those skilled  in the art. Therefore,

the i AYEMISENALE /i (- rOadedeydEctld A0S0l RAY&d 1o manage

(e oRse Lo de 2l 900 LSSl e SO s

nodi fi_cati ons  may .he wi-thout departi fr,om t he
15 spFFFPegF §6b§gﬁofg?%§egg er rf&h@%ﬁtﬂg%’c éépr'as 12n,

defin b h n lai d ei.r ival ents. .

36 VART FESCCRED ey PR st dp AR i rea
saut heri CRHRS s thidhtti ca@list pRRice sdeC e iand theSeadnrd 1c

el ectronic device, the host device conprising: 5 a

st or aga rgeqlli,orndhireft adnones dedorplaitdonkey As a result, the
informati on associated with identification information

of t héokitr stevélcectldomian @d\fiicdend Lyr arsmiget ithg sedbiromtion,
which transmits inherent information to the first

el ect podi &hgevindermad ignd denggenen tpiec dasiing tagedi-on

whi ch receives fromthe first electronic device ,

i nf or mat i oRdHttdioned Q%Yﬂﬂﬂﬁ%ﬁﬁiﬁﬁﬁ festiifiiartdioms will
informatiqQn transmtted from

10 readgly occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the
15 spirit or scope of the general invention concept as

defined by the appended claims and their equivalents.



the transmtting section by the first electronic
device and the second el ectronic device and which
decrypts the 15 received information by use of the
decryption key information stored in the storage
section in association with the first electronic
device; and an authentication pr gesging section which
aut henticates the first and seco el ectroni c devices
20 based on the information decrypted by the

decryption processing o) er ent
information. 2. An authéﬁ#it ﬂ?%ﬁg%@@%%ﬁﬂgbnprising a
first electro devi second el.ectr.on eV|c

and a hostCl de\gﬁll gje etzélcet%lecaef |V6r%s Cr}lel edcehr o%%lcé& first

i ncl udijng:e (@ f Icr %femra)ﬁ&’\@ L Sy %Siefdtrr%tnllﬁe%lew.ce, the

i nformati on; I rst encr yptl on processing section

mhlchh%%te@%wﬁgksddﬁyy%gﬁngjﬁornat|on transmtted
fromthe host device by use of the first key

5i nf or mat i o Ywredyd sedtieord iWwsicH By nEs alddtyidtion key
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transmtting section which transmts to 5 the second

el ect norficrréeiione atstse dimtterdenti infiolematiifdrea tdrer Viptfedmation
with the first key information by the first

encryptfi ¢heprfdgsssiedgodaemnion dearides transfer section

whi ch transfers to the host device the information

transn1tte&'ﬁﬁﬁﬂ%ﬂﬂ?QﬂﬂﬁnﬁfC?H?Qﬂ%ﬂﬂQﬂnﬁR?Qﬁﬁhﬁﬁa%ﬂh?rent
obt ai ned by encrypti i nher.ent i nfornmati.on
do e B

encrypt® Pt O & O it é t SEGTRN o YECRér by
t he second ekfctro i.c _devi
ecryption proce351ng section which receives

from the first electronic device information obtained
by encrypting the inherent information transmitted from
the transmitting section by the first electronic device
and the second electronic device and which decrypts the
received information by use of the decryption key
information stored in the storage section in
association with the first electronic device; and

an authentication processing section which
authenticates the first and second electronic devices
based on the information decrypted by the decryption
processing section and the inherent information.

2. An authentication system comprising: a first
electronic device; a second electronic device; and a
host device,

the first electronic device including:

a first memory which stores first key information;

a first encryption processing section which



t he second el ectronic device including: a second
menory which stores second key is information; a
second encryption processing section which encrypts
the inherent information transmtted fromthe first

el ectronic device and encrypted with the first key

i nformati on by use of the second key information 20
stored in the second nenory; and second transmtting
section which transmts to the first electronic

devi ce the |nfor tlon enc ted wth the sec key

i nfor I‘F’d’tciré’rP %‘:ﬁ%ﬁrf}ﬂrﬂr} ot PSS gfdrom the host
sectio he host i ce |n d|n

Soct Pyt L e ﬁe’svﬁel i i R gtgrea in

in asscg]ceaglrosnc\gq%rt e first electronlc 40 device;

a third transm t i ng 'Section which transmits the

i nherent i nf of 4 -4 e fld sde & 51 RO & Okeffalr?sqnlts to
a decryption processing section which decrypts

s5i nf or e Qe ddrnidedb diromdhied idrd 1&11’%35&”'1@1formatlon
devi ce and obtai ned by encrypting the inherent

i nf or maidrypted twhecH ithet fand ts deond rel caedatanire kdewitreesfirst
by use of the decryption key information stored in
assoc ieatd mynp bidrh e s 3igty edeadtiraoni ardevice in the 10
storage section; and an authentication processing

section whidH ranifsntsasitien e gl rsranmie medondhe host

el ectroni ¢ devices
device the information transmitted from the second

10 electronic device and obtained by encrypting the

inherent information encrypted with thé first key

information further by the second electronic device,
the second electronic device including:

a second memory which stores second key
15 information;

a second encryption processing section which
encrypts the inherent information transmitted from the
first electronic device and encrypted with the first
key information by use of the second key information
20 stored in the second memory; and

a second transmitting section which transmits to
the first electronic device the information encrypted
with the second key information by the second
encryption processing section,

25 the host device including:
a storage section which stores key information for

decryption in association with the first electronic



based on the information decrypted by the decryption
processing section and the inherent information. 15 3.
The authentication systemaccording to claim 2,

wherein the first electronic device and the second

el ectronic device are contact-less I C cards which
conmuni cate with the outside by radio communication.
20 4. The authentication systén1§ cording to claim 2,

further conprising: a third electronic device
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includin%: a third nenmory which stores third key
i nf or f&V'GF7 a third encryption processing section

o eSS A Al | A AR OGS s ehe

with the fi nd ~’s ormat i on by use

the t'li‘n%%ﬁé‘?}\{: HPRGIQN (3 Qied i dhe i JRIMY 5 ce ;

i
and a fourth 4f transmtting section Ich transmts

to the first JRIEHINN G ARMLE desd i IRIH U decrypts
encrypted wth the third key information by the thir

encr y phirdrmal/i®ee $HatG feaGld0Erom WY &it sthe 1%eeathic
transmtting section of the second electronic device

t r ansiiietvd cteo atnlae oldtiarithe celbgc ten@miyp tdeny ddet Haherent
information encrypted with the second key information

by t hénfecowed iemc byptthen £ igpsdcedsi mgovest iedectr@ntiige devices
transfer section of the first electronic device _

t r ansP&r §€o ofhé hitogecdeptdon ke imdoFmsitdpen stored in

transmtted fromthe second el ectronic device and .
assoclation with the first electronic device in the

storage section; and

an authentication processing section which
authenticates the first and second electronic devices
based on the information decrypted by the decryption
processing section and the inherent information.

3. The authentication system according to
claim 2, wherein the first electronic device and the
second electronic device are contact-less IC cards
which communicate with the outside by radio
communication.

4. The authentication system according to
claim 2, further comprising:

a third electronic device including: a third
memory which stores third key information; a third
encryption processing section which encrypts the
inherent information encrypted with the first and
second key information by use of the third key

information stored in the third memory; and a fourth



obt ai ned by encrypting the inherent information
encrypted with the first and second key information 15
further by use of the third key information, and the
aut henti cati on proce ssing section of the host device
aut henticates the first electronic device, the second
el ectronic device, and the third electronic device
based on the information decryptéd by the 20
decryption processing section and the inherent
information. 5. The authentication system according to
cl ai mEXansiitHeinE otffFE SAThg?h ECh Hi Fan et riohi e lelvd ot

including: athir 25 nor ich stores third ke
1 or RASERFORLE MGk 1S 7 T AT g MRS SfEEh the

whi ch

i ormation transmited

) h ' . f
fromt glcéc?/ﬂé%,y Eln?tﬁfrlngei :%?r?:)km cncrbeev' e And €ndt ypted

with
the t

fﬁg§§%§§¥“§ﬁ#LC§ﬁﬁpnd key information by use of

ey ormati‘on stored in the third nenory;

sand a fourtvtheféﬁnsmétéé@orﬁ?%f%rﬁﬂ@fh F@é@ﬂﬁé& 3P0 the
the first 5 electronic device the informati on

encrypieasbnd td1 ddierortit rakkieye it¥ardmid ot dHdaeHivd d
encryption processing section, the first electronic

devi ce fagtidteri c agpricd Ngie im Keoatd dir arsfmyptsetiwiorth the
which transfers to the 10 third electronic device the
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the transfer section of the first electronic
device transfers to the host device the information
transmitted from the second electronic device and
obtained by encrypting the inherent information
encrypted with the first and second key information
further by use of the third key information, and

the authentication proceésing section of the host
device authenticates the first electronic device, the
second electronic device, and the third electronic
device based on the information decrypted by the
decryption processing section and the inherent
information.

5. The authentication system according to
claim 2, further comprising:

a third electronic device including: a third
memory which stores third key information; a third
encryption processing section which encrypts the

inherent information transmitted from the first



wherein the transfer section of the first electronic
device transfers to the host device the 15
information transmtted fromthe third electronic
devi ce and obtai ned by encrypting the inherent
information encrypted wwth the first and second key
information further by use of the third key

i nformati on, 20 the decryption pﬂ@be§sing section of
the host device decrypts the information transferred

fron1the first electronic device and obtai ned by
encr yStiSsd e © idfersh 2 Nchfedriatn e evwetrfyp‘%feqj J‘Wrtﬁht and
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el ectronic device based on the information rypted

by thehiyddedy Atd O mdess Py g Hee &l io anttiit ion
i nherent information. 6. An authentication nethod for

use i pracesstien seanprnsi ng a first el ectronic device,

a second electronic device, and a host device, the

met hod 10 ddvepriiigisty:e tacimitq iday dgtheferither comprising:

information fromthe host device to the first

el ectroni c defc@nd transfer section which transfers to the
third electronic device the inherent information
transmitted from the second electronic device and
encrypted with the first and second key information,

wherein the transfer section of the first
electronic device transfers to the host device the
information transmitted from the third electronic
device and obtained by encrypting the inherent
information encrypted with the first and second key
information further by use of the third key
information,
the decryption processing section of the host

device decrypts the information transferred from the
first electronic device and obtained by encrypting the
inherent information encrypted with the first and
second key information further by use of the third key
information based on the decryption key information

stored in association with the first electronic device

in the storage section, and



encrypting, by the first electronic device, the

i nherent information transmtted fromthe host device
15 by use of first key information stored in a nenory
of the first electronic device; transmtting the

i nherent information encrypted wth the first key
information fromthe first electronic device to the
second el ectronic device; 20 &nctypting, by the second
el ectronic device, the inherent information
transmtted fromthe first electronic device and
encrypt ed WhehatkBeptisetikey PrREEEFANPoRSHY1q8eObf the host
second key information stored in

1 a neno of the .

SecondeBiLet PERMERbORERS bBCt FARSH: PLPRGLORt GrilEkbce, the

second el ectronic device to the fi r Qni .

devi c8%°PH o?ﬁﬁfg58n65t Fﬁéaebygn%néﬁ%p?%%ggt%gegtronlc

i nher inf [ r Lt Rt Kr

 her By LA BUBK 0B EREr YREeguuki ol Recdfp Lrey, kY
5transHbEEgBEioﬁrB?bEQSsEh?SEe@E§6BrQHHCtH@VEEEeE@ntthe

host device, infornmation fransmtted fromthe 5 second

el ect fgRbemdeYbAae and obtained by encrypting the

inherent information encrypted with the first key

i nformati og.f unhhauthgntheaseecandeehedt fom asdevince; system

decrypting, by the host device, infornmation

transoompedsingnat fieréir el eeteoniondevidesi ca gagond

encrypted with the first and second key information by

use otldetrgpirofekéger npBAnAt NBAtsEBVEFey nthe method

association wth the first electronic device in a
10st or agem™BELBLBA

transmitting inherent information from the host
device to the first electronic device;

encrypting, by the first electronic device, the
inherent information transmitted from the host device

15 by use of first key information stored in a memory of
the first electronic device;

transmitting the inherent information encrypted
with the first key information from the first
electronic device to the second electronic device;

20 encrypting, by the second electronic device, the
inherent information transmitted from the first
electronic device and encrypted with the first key
information by use of second key information stored in
a memory of the second electronic device;

25 transmitting, from the second electronic device to
the first electronic device, information obtained by

encrypting the inherent information encrypted with the



of the host device; and authenticating the first

el ectronic device and the 15 second el ectronic device
based on the information decrypted with the key
information for decryption and the inherent
information. 7. The authentication nethod according to
claim®6, further conprising: 20 egcrypting, by a third
el ectroni c device, the i nher ént %nf 6r mat i on
transmtted fromthe second electronic device and
encrypted with the first and second key information
by usedtSt HiG¥d WP M torTath bkt df]éﬂ'}/itrhea AN kiy
the thir elqgtrqnic device; and 25 transmtting to
the fiYst°&%ctYni c device information obtained by

The 1 1r st and ieebond oty S0 riTet ot o byrtee il (evice o

third degy HOWOTd@Li QN St Bthat ibd e JAmrot & 4 the

third el ectronic device, the transmtting by the
5SeCoNG eIt Qo rdgMicC Rle RRIN G A I irtdd by Cér{&l%g)ting the

third electronic device the 5 information encrypte

Wt h tilgesecond déeyrnatfianrainaryptidte wirtdnsftey ri ingsthykey

the first electronic device being transferring to the

host desMicomathen rfuortietn dry threarssaddridece feamdrhiee device;

third electronic device and obtained by encrypting

t he i nher emtequRSrime i Y Ihehastptdry e h irHeo figtsion

and second key information further by use of the

t hi r d WEEPSTHAGERETSN Hife TddiTleMiSGHENY DY HESH G

1OdeVIC%n%?;$%ed with the first and second key information by
use of decryption key information stored in association
with the first electronic device in a storage section
of the host device; and
authenticating the first electronic device and the

15 second electronic device based on the information
decrypted with the key information for decryption and
the inherent information.

7. The authentication method according to
claim 6, further comprising:

20 encrypting, by a third electronic device, the
inherent information transmitted from the second
electronic device and encrypted with the first and
second key information by use of third key information
stored in a memory of the third electronic device; and

25 transmitting to the first electronic device

information obtained by encrypting the inherent

information encrypted with the first and second key



aut henticating the first electronic device, the second
el ectronic device, and the third electronic device 15
based on the information decrypted and the inherent
informati on. 8. The authentication nethod according to
claim6, further conprising: encrypting, by a third

el ectronic device, the 20 inhgrg£% i nformation
transmtted fromthe second electronic device and
encrypted with the first and second key information
by use, of third k infornation _stored in,a_ nmeno of
Che tTEPBTAETROHE e 0o EOF aEhTe (Fog. < SooFRBETof stored
L Jfée&g %é&oﬁzvéfethe | Pl oL f1BL{ oG, OO QL PEL, by
encrypting the I nhherent T nfornation encrypted Wi T h

the first a@ﬁesgfgﬁgmkgyin&nQQrFﬁéiQQCQMduéfeQEr%H?ﬁedevice

third key information stored 46 1 n the nmenory o

third 4 86d rordeshievt &8 @hdchd ranst@réiddsrdfi oM §&@ice the
first electronic device to the third electronic

Hevi ceinfduema et esvict b osdrakion the adsabid ege§ romtéRation,
second el ectronic device and 5 encrypted with the

first and setondrkeyfenfomgebyonhe fhestrabséeroning device
fromthe first electronic device to the host device

bei ng he s feransierpinhethoshe st detire iHiorimioomtion
transmtted fromthe third electronic device and

obt ai HEPBPENSY Pt Ty tHe Hol Thetertr omiordmtieh and

ETRS AL AT e R R

10 encrypted with the first and second key information
further by use of the third key information,
the authenticating by the host device being
authenticating the first electronic device, the second
electronic device, and the third electronic device
15 based on the information decrypted and the inherent
information.
8. The authentication method according to
claim 6, further comprising:
encrypting, by a third electronic device, the
20 inherent information transmitted from the second
electronic device and encrypted with the first and
second key information by use of third key information
stored in a memory of the third electronic device;
transmitting, to the first electronic device,
25 information obtained by encrypting the inherent
information encrypted with the first and second key

information by use of the third key information stored



the decrypting by the host device being decrypting

the information obtained by encrypting the inherent 15
information transferred fromthe first electronic

devi ce and encrypted with the first and second key
information further by use of the third key
informati on based on decryption key information
stored in association with the fifrst el ectronic
device in a 20 storage section of the host device, the
authenticating by the host device being _

aut hedfi & mgmary fafr Sheeltddiidomiledadnde devd assc gl
el ectronic device, and the third el ectronjc device

based on t K& AT Heti%n Tt yited Mith THrEWgpss device to
|t or e an] AR RRRRE SRR e IR S dgformat on
compriglndii4¢ A IRl (RGN L ARWG%N12 %%Qrtcir&% and

I
el ectronic device; and a host device, the firs

sel ect LaRI G HARW 68 tiN¢hadifnGsta iy %%ec‘i%@ e YMIED rmation,
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stores first key information; 5 a first encryption

processi Ng +3RC tH e S GR n @ TPlthd Mi&Ntelectronic device
information transmtted fromthe host device by use

of thedf ithet hkey idevacenbledngs ttaaed fiet ritnke tid e host

menory; a first transmtting section which transmts

to l@etvheesebend ndlogoatdrine tdevisoe titleel ifrogr démte third

information encrypted with the first key information

by t heleictgonigngieygcieorngr obsadingg docEnerypdiidg the
inherent information encrypted with the first and
second key information further by use of the third key
information,

the decrypting by the host device being decrypting
the information obtained by encrypting the inherent
information transferred from the first electronic
device and encrypted with the first and second key
information further by use of the third key information
based on decryption key information stored in
association with the first electronic device in a
storage section of the host device,
the authenticating by the host device being

authenticating the first electronic device, the second
electronic device, and the third electronic device
based on the information decrypted with the key
information for decryption and the inherent

information.

9. An entrance/exit management system comprising:




a transfer section which transfers to the host device
the information transmtted fromthe second 15

el ectroni c device and obtai ned by encrypting the

i nherent information encrypted with the first key
informati on further by the second el ectronic device,

the second el ectronic device incluyding: a second

nmenory whi ch stores second key ég i nfformation; a

second encryption processing section which encrypts

the inherent information transmtted fromthe first ,
el ect Portild Sfe FilCE tERA 1en Gy HCEd Wi tSIFORE! Filegtrapdy device;
i nformatjion_by use aof the second key information 25

st or e@7°h & RESLe86Wd SFenory; and a second transnitting
section whkgp Hﬁ%ﬁ§ﬁ1t3 to Lheé{inst el ectrponic

electro A3 St e "Second

devi ce the infornmati on encrﬁﬁf@

key i nfor gt iﬂq&yﬁg&ﬁgﬁ%ﬂ%h NI 1A Y QRS SIS rmation;

section, the host including: a storage section

swhi ch stores st RN foces Ao Wldtabd Which
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association with the first electronic 'device; a third

t r ans eniclriypd ss & eihie@e nwhii gl olrbi@f S BNt $ rafemiichleer €om the host
information to the first electronic device; a

decr ypevacepbycessi od saet famrswhikely decoypbsidd stored in
information transferred fromthe first electronic

devi céhand iglstaimgaerlyy encrypting the inherent

i nformati on %y the first and second el ectronic devices
a first transmitting section which transmits to

the second electronic device the inherent information
encrypted with the first key information by the first
encryption processing section; and

a transfer section which transfers to the host
device the information transmitted from the second
electronic device and obtained by encrypting the
inherent information encrypted with the first key'
information further by the second electronic device,

the second electronic device including:

a second memory which stores second key
information;

a second encryption processing section which
encrypts the inherent information transmitted from the
first electronic device and encrypted with the first
key information by use of the second key information
stored in the second memory; and

a second transmitting section which transmits to

the first electronic device the information encrypted



by use of the decryption key information stored in
association with the first electronic device in the 15
storage section; an authentication processing section
whi ch authenticates the first and second el ectronic
devi ces based on the information decrypted by the
decryption processing section agg t he i nherent

i nformati on; and 20 an opening a closing contro
section which opens and closes a gate for entrance
and exit based on an authenticatipn result by the

aut hertiitdatihgn S&%@séﬁeﬁg indqadnion Py e second
entrance/ exi.t enent, (gsteq)accordlng 25 to claim

9, whé&"di rchtH'é’”f Ceq%Eh cﬁﬁ ¢ Vi ce and the second
el ectroni c tq]ew rQee o(fg hedssnod C cards which

communi cat e Mﬁt e ou y radi'o 49
conmuni catip rHrf aneRd @Eof@‘wgmformation for
syst em accor ng to |n19 furt er conprising: a

st hi r d RlceGigtarirc 1dme\éiﬁ%d1%|1ldﬂ1 RA'tA tHd rfd rf A Yronic
whi ch stores third key information; a third

encr ypleivdicegr ocessi ng secti on which encrypts the

i nherent information encrypted with the first and

second key a rifrormhtti gyl iisinfsediel arhiwldi eyt ransmits the
information stored in the third menmory; and a fourth

10 t r dadyinenitng ndedmmiadii arhiteh thearfsmistts eleatmertia slevice;
el ectronic device the information encrypted with the

third key infAGEMAGPHPRIREIHING Sty ivgnch decrypts

10 information transferred from the first electronic
device and obtained by encrypting the inherent
information by the first and second electronic devices
by use of the decryption key information stored in
association with the first electronic device in the
15 storage section;

an authentication processing section which
authenticates the first and second electronic devices
based on the information decrypted by the decryption
processing section and the inherent information; and
20 an opening and closing control section which opens
and closes a gate for entrance and exit based on an
authentication result by the authentication processing
section.

10. The entrance/exit management system according
25 to claim 9, wherein the first electronic device and the
second electronic device are contact-less IC cards

which communicate with the outside by radio



processi ng section, wherein the second transmtting
section of the 15 second electronic device transmts
to the third electronic device the infornmation
encrypted wwth the second key information by the
second encryption processing section, the transfer
section of the first electronic 20 device transfers

t0 the host device the informati 49 fransmitted from

the second el ectronic device and obtained by
encrypting the inherent information encrypted with
the fiCPBMURHFaLE@nd key i nf or mati on further by use

of the third key .i nformati on d 25 t

Ut hent | cation: St GSu T S AP 4RI oY Y @cording
aut henti cat t.he rst el i deV|ce the second

el ect ?:onlcg g&wgge ff §§§etrh C%?rk)rq% ect ronic - 50

devi ce based )y e I QIR Qb YRiedhdNe cn
decrypti on processing seé??bn a‘gﬁ£{1JH6%1 r# third

ere
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according 5 to claim9, further conprising: a th

el ect eaRire pdd\binC & rick@ls$dindg 's e@ ttikdinr &h 1PNy x\M‘;ut@,h the
stores third key information; a third encryption

pr ocesshegesec tindw rwaitdlone etrcy s eidhe i tihnltdleerftirst and
information transmtted fromthe first 10 electronic

devi ceearadekeny pnde rwiatth onhé vf iusst odndhesébdmd key
information by use of the third key information

st or edNERTFRELORI BEOFERDAY:; thRd thifrdupemory; and a fourth

transmitting section which transmits to the first
electronic device the information encrypted with the
third key information by the third encryption
processing section,

wherein the second transmitting section of the
second electronic device transmits to the third
electronic device the information encrypted with the
second key information by the second encryption
processing section,

the transfer section of the first electronic
device transfers to the host device the information
transmitted from the second electronic device and
obtained by encrypting the inherent information
encrypted with the first and second key information
further by use of the third key information, and

the authentication processing section of the host
device authenticates the first electronic device, the

second electronic device, and the third electronic



transmtting section which transmts to the first

el ectronic device the informati on encrypted with the

15 third key information by the third encryption

processing section, the first electronic device

further conprising: a second transfer section which

transfers to the third electronic¢c device the inherent

i nformation 20 transnitted fram tRe Second el ectronic

device and encrypted with the first and second key

i nformation, wherein the transfer, section of the

first EVEQST HFEUAR e ddfrdad i) dse meietdy dde

the inpformation transnitted frqn1thec%g!rd,electronic

25 deesE Yatd BhEHIREF Y B &GS ptdhG the ihndghent

informatd on _encrypted with the first and second key

i nf or Mt 6" r%‘er by use of the third key T

i nformation,, t ' ; ' [ t :
M2 %ed%q{%%r}%]/&{l%%% er%ﬁn} Ognlfcordlng

host devi ce decrypts t ormati on ttans

sthe fdd &8k, GRIG HEBY i ANG 10l :ai ned by
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encrypting the 5 inherent information encrypted with
the first andisiechrdd dayrdmifordeticn figideimdy aisehiofd
the third key information based on the decryption key
i nf or m&tnioary wdtiarhe ¢ tior esss Sddirat ikary \Jirtflo rdtee ifarr;sta third
el ectronic device in the storage section, and 10 the
aut he ®NCEAOILAP Np PECESSISIi os SCGtaprofwhtiled Ieostr yodeyitde
aut henticates the first electronic device, the second

el ect Ao eddy ii0d o raRd ioe NS iditest faigne the first

electronic device and encrypted with the first and
second key information by use of the third key
information stored in the third memory; and a fourth
transmitting section which transmits to the first
electronic device the information encrypted with the
third key information by the third encryption
processing section,

the first electronic device further comprising:

a second transfer section which transfers to the
third electronic device the inherent information
transmitted from the second electronic device and
encrypted with the first and second key information,

wherein the transfer section of the first
electronic device transfers to the host device the
information transmitted from the third electronic
device and obtained by encrypting the inherent
information encrypted with the first and second key

information further by use of the third key



10

15

devi ce based on the information decrypted by the
decryption processing section and the inherent 15
i nformati on.

information,

the decryption processing section of the host
device decrypts the information transferred from the
first electronic device and obtained by encrypting the
inherent information encrypted with the first and
second key information further by use of the third key
information based on the decryption key information
stored in association with the first electronic device
in the storage section, and

the authentication processing section of the host
device authenticates the first electronic device, the
second electronic device, and the third electronic
device based on the information decrypted by the
decryption processing section and the inherent

information.



