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communication devices. Moreover, the invention relates to a
20 communication device that comprises at least means for setting up a
short-range wireless data transmission connection between the
communication device and another communication device and means
for ensuring data transmission security in the data transmission
connection, comprising means for conducting a key exchange stage
25  with another communication device to exchange at least two keys
between the communication devices, and means for deriving at least
one encryption key on the basis of the exchanged keys.

In this specification the concept of short-range wireless data
30 transmission connection refers primarily to such connections in which
two or more devices that are located relatively close 10 each other can
communicate with each other in a wireless manner. In the
communication it is possible to apply for example radio communication,
infrared communication, inductive communication, or the like. For
35 example the Bluetooth™ technology, in which low-power radio
transmitters and radio receivers are used, has been developed for the
purpose of short-range radio communication. Such devices can
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connections that can be mentioned in this context include wireless local

area network (WLAN), wireless pay terminal system and wirelessly
operating lock. By means of a wireless local area network it is for

20 example in small office facilities possible to implement a local area
network comprising several computers without having to conduct
cabling. In a wireless pay terminal system the user can pay bills for
example by means of a wireless communication device which also
contains short-range communication means. Thus, a short-range data

25  transmission connection is set up between the wireless communication
device and the pay terminal for the purpose of paying bills.
Correspondingly, in a wirelessly operating lock the user has a key that
communicates wirelessly with the lock to ensure that the key in
question is intended for controlling the function of this particular lock.

30 Such a key may be implemented as a separate key, or it may be
implemented in connection with another device, such as a wireless
communication device.

In such communication systems it is problematic how the different
35 parties in the communication can be sure that the devices in question
are really authorized to the communication process. This is important
especially in such situations where confidential information is
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One drawback of the asymmetric encryption system of the above kind
is that it is relatively slow, wherein encryption of large amounts of
information considerably decelerates data transmission.
25  Communication systems also apply symmetric encryption methods in
which both parties of the communication share the same private key
(shared key, shared secret). A problem in this arrangement is, for
example, how this private key can be transmitted to another device so
that an outsider cannot find out the private key. In some cases the user
30 himself/herself can enter this private key to different devices. In a
device according to the Bluetooth™ system this private key is utilized
to calculate a link key used in the radio communication, by means of
which link key the actual information to be fransmitted is encrypted.
The maximum length determined for the link key is 128 bits, wherein
35 the length of the private key should be at least 32 characters. It is
laborious to enter such a string containing 32 characters, and there is
high probability of errors, especially when the string has to be entered
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20 There is a known so-called Diffie-Hellman method, which is based on
exponentiation modulo a large prime number. On the basis of this, the
difficulty in breaking encryption implemented with the Diffie-Hellman
method is today regarded directly proportional to the difficulty of
calculating discrete logarithms modulo a large prime number. The

25  Diffie-Hellman method is a public key based algorithm generally used
especially in key exchange. The method is considered safe when keys
of sufficient length and an appropriate DH generator are used. In the
Diffie-Hellman method the first party determines a first key number on
the basis of a first secret number and the first key number is

30 transmitted to the second party. Correspondingly, the second party
determines a second key number on the basis of a second secret
number and the second key number is transmitted to the first party.
Thereafter the first party generates a third key number on the basis of
the first secret number and the second key number it has received, and

35 the second party generates a fourth key number on the basis of the
second secret number and the first key number it has received. The
third and the fourth key numbers are identical, and they are not



nunber and the second key nunmber is transmtted to the first party.
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can be conducted for exanple in such a manner that the cal cul ated
encryption nunbers are displayed in the devices of both parties and the
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'ts) the ecr:]grrnn%hl%gtlglrjl m%tclﬂ?od %\é% be vern‘ledrI nﬁe method is disclosed in the
20  publication F. Stajano, R. Anderson, The Resurrecting Duckling:
Security Issues for Ad-Hoc Wireless Networks, 1999 AT&T Software
Symposium. The method disclosed in this publication is based on the
fact that both parties check that the third and the fourth encryption
numbers obtained as a result of the actions described above are
25 identical. This can be conducted for example in such a manner that the
calculated encryption numbers are displayed in the devices of both
parties and the users of the devices compare these numbers with each
other. However, to attain a sufficiently strong encryption (an encryption
key of at least 128 bits) the encryption numbers have to be strings
30 composed of at least 32 characters. It is difficult to compare such

strings which are relatively long, and the error probability is high.

It is an aim of the present invention to provide an improved method to
ensure data transmission security, a communication system and a
35 communication device. The invention is based on the idea that a short
unique random string is selected, on the basis of which a check code is
calculated in both devices and the calculated check code is shown
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The present invention shows remarkable advantages compared to
25  solutions of prior art. When the method according to the invention is
applied, it is possible to verify the parties involved in the
communication without having to use long and complex encryption
keys or check numbers in the verification. It is not necessary for the
user himself/herself to enter any identification numbers in the beginning
30 of a connection set-up, but the set-up of a connection is started
normally by selecting for example a second device from a menu which
is formed in the device for this purpose. Since one-time check strings
are used in the method according to the invention, it is not easy to
guess the check strings and, on the other hand, because the same
35 check string is not used the next time authentication is performed,
outsiders will not have any use for the check strings detected
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In the following, the operation of the method according to a preferred
20 embodiment of the invention will be described in more detail with
reference to the reduced chart shown in Fig. 1 and using the
communication system according to Fig. 4 as an example. It comprises
a first communication device 2 and a second communication device 3.
The first communication device 2 is for example a portable computer
25  (Laptop PC). The second communication device 3 is for example a
wireless communication device, such as a mobile phone installed in the
user’s car. It is, however, obvious that these communication devices 2,
3 are only non-restrictive example embodiments, and the
communication devices 2, 3 used in connection with the invention can
30 also differ from those presented herein. The first 2 and the second
communication device 3 comprise local communication means 4a, 4b,
such as a low power radio receiver (LPRF, Low Power RF), an infrared
transmitter and receiver, or the like. By means of the Iocal
communication means 4a, 4b the communication devices can
35 communicate with each other wirelessly. Furthermore, the
communication devices 2, 3 contain a control block 5a, 5b that
advantageously comprises a microprocessor or the like, and a memory



such as a | ow power radio receiver (LPRF, Low Power RF), an infrared
transmtter and receiver, or the like. By neans of the | ocal comunication
means 4a,womttsconmuni cati on devi ces can 35 communi cat e P@irtE024@edT ot her
wirelessly. Furthernore, the comunication devices 2, 3 contain a control
bl ock 5a, 5b that advantageously conprises a mcroprocessor or the like,
and a menory WO 02/101980 PCT/FI 02/00457 8 6a, 6b. The systemaccording to
a preferred enbodi rent contains at lea$t in the first communication device
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exanple in I'owm .ng nanper one co nication
transmts p @%M@ argrillystgaigdday Mlo¢kPer val's, and listens to 25
possi big reply massages by means of a receiver of the | ocal conmuni cati on
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recei ved t hbebmgen@heemsamd the second communication device, the following
steps are taken in the method according to this preferred embodiment

of the invention. The communication devices 2, 3 aim at detecting

20  whether there are other possible communication devices in the vicinity
to which a data transmission connection can be set up. In this context

this stage is called a paging stage, and it can be implemented for
example in the following manner. At least one communication device 2,

3 transmits paging messages or the like at intervals, and listens to

25  possible reply messages by means of a receiver of the local
communication means 4. Thus, in a situation where either of the
communication devices 2, 3 transmits a paging message, the
communication device 2, 3 that has received the paging message
transmits a reply message to the communication device 2, 3 that has

30 transmitted the paging message. The user of the communication
device can be presented with a list of other communication devices that

are possibly detected in the vicinity. Thus, the user can select one or

more communication devices from this list, and a data transmission
connection is set up thereto. When the method according to the

35 invention is applied in setting up a data transmission connection, it is
not, however, necessary for the user to enter an identification number

or the like. In connection with the paging stage the communication



transmts a reply nessage to the communication device 2, 3 that has 30
transmtted the pagi ng nessage. The user of the conmunication device can
be preserwed2mdbo a | i st of other commrunication devices t rat/Fi@rw4yyossi bly
detected in the vicinity. Thus, the user can select one or nore

communi cation devices fromthis list, and a data transm ssion connection
Is set up thereto. Wen the nethod according to the 35 invention is applied
in setting up a data transni ssion conne(;gcion, it is not, however,
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’ the parameter q, the second key number Y2 and the first secret
20 number X1, and computes K1 = (Y2 mod q. In a corresponding
manner, the second communication device 3 utilizes the parameter q,

the first key number Y1 and the second secret number X2, and

computes K2 = (Y1)*® mod q. If the data transmission has been

conducted without disturbances, and outsiders have not influenced the

25 data transmission process, it is true that K1 = K2, whence both
communication devices 2, 3 are aware of the same shared encryption

key K (= K1=K2), which can be used for encryption of information to be

transmitted via the data transmission connection and for decryption

after the parties have checked the authenticity of each other.

30 '
If the encryption key produced by the key exchange protocol is longer
than the maximum length reserved for the shared encryption key K in
the application, it is possible to form the actual shared encryption key K
from the encryption key produced in the key exchange protocol, for

35  example by cutting it into suitable length or by selecting predetermined
parts thereof. For example in systems based on present Bluetooth™



communi cation devices 2, 3 are aware of the sane shared encryption key K
(= K1=K2), which can be used for encryption of information to be
transm t two ogiteu98he data transnmi ssion connection and for @®eTmrE0erT after
the parties have checked the authenticity of each other. 30 If the
encryption key produced by the key exchange protocol is longer than the
maxi mum | ength reserved for the shared $§cryption key Kin the
application, it is possible to formthe'dctual shared encryption key K
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encryption key K. The length of this check string is preferably the
20  same as the length of the random string, i.e. in this example situation 6
characters. The first communication device 2 displays the random
string P it has selected and the first check string c¢1 it has calculated on
the display 7a (block 105) and the random string P and the check string
c1 are reported to the user of the second communication device 3
25  (arrow 106). The user of the second communication device enters the
string (in this example 12 characters) presented by the first
communication device 2 with input means 8b to the second
communication device 3 (block 107). Thereafter a checking stage is
conducted in the second communication device 3. Thus, the second
30  communication device calculates a second check string c2 (block 108)
on the basis of the random string P and the shared encryption key K
entered by the user. Thereafter the second communication device 3
compares the string c1 entered by the user to the calculated second
check string c2 (block 109). The second communication device 3
35 indicates the result of the check for example with a signal and/or on the
display 7b, advantageously at least when the check strings ¢1, ¢2 do
not match (block 110). Thus, the user can notice the situation and



25 (arrow 106). The user of the second communi cati on device enters the
string (in this exanple 12 characters) presented by the first

comuni cawpDo/1686 ce 2 with input neans 8b to the second PCOmmeA0et i on
device 3 (block 107). Thereafter a checking stage is conducted in the
second conmmuni cation device 3. Thus, the second 30 conmuni cation device
cal cul ates a second check string c2 (blﬁfk 108) on the basis of the random
string P and the shared encryption key entered by the user. Thereafter
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conducted only at that stage when two connunlcatlon devices 2, 3
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strings of prior art, the length of which is typically at least 32
20 characters. In some practical embodiments it may be necessary to
conduct checkings more than once. Thus, a sufficient security can be
attained with an even shorter check string, for example 8 characters
may be a sufficient number of characters. Thus, the length of the
random string P is 4 characters. Advantageously, the length of the
25 random string is 4 to 8 hexadecimal numbers or 6 to 10 decimal
numbers, wherein the corresponding check strings are 8 to 18

hexadecimal numbers or 12 to 20 decimal numbers long.

In the calculation of the first check string ¢c1 and the second check
30  string c2 the same calculation function is used, which is for example a
so-called hash function. Such a hash function conducts a conversion
for the input m and returns a string of fixed length, which is called the
hash value h. Thus, mathematically h= H(m). In this embodiment, the
input that is used is the shared encryption key, which in the first
35 communication device is K1 and which in the second communication
device is K2, and the random string P.Thus, the first communication
device performs an arithmetic operation c1= H(K1,P) and the second



random string P is 4 characters. Advantageously, the length of the 25
random string is 4 to 8 hexadeci mal nunbers or 6 to 10 deci mal nunbers,
wher ei n twe ocoorespondi ng check strings are 8 to 18 hexa®eTrmeloomInbers or
12 to 20 decinmal nunbers long. In the calculation of the first check string
cl and the second check 30 string c2 the sanme cal cul ation function is
used, which is for exanple a so-called hash function. Such a hash function
conducts a conversion for the input mend returns a string of fixed
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to determ n@N&Y, m@nlmﬁﬁlf'()@sed in the calculation. It is obvious that
I nstead of the hash function it is also possible to apply another nethod,
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devi cel5t he2f ldnaiheginpaiteneans Sl ekéte secohd commuication devica 8. a second
preferred 20 enbodi nent of the invention. The data transm ssion devices 2,3
conduct the key exchange stage (block 202) as presented earlier in this
descri pti onln asituationswbene tihe iy isde seibdpiandata trapsotissivhreprinegiion s

conducted  petween the first 2 and the second communication device, the following
steps are taken in the method according to a second preferred
20 embodiment of the invention. The data transmission devices 2,3
conduct the key exchange stage (block 202) as presented earlier in

this description.

In this second preferred embodiment the checking stage is conducted
25 in the following manner. The first communication device 2 selects a
relatively short random string P (block 203) and displays the random
string P it has selected on the display 7a (block 204). The random
string P is reported to the user of the second communication device 3
(arrow 205). The user of the second communication device enters the
30 random string P (in this example 6 characters) presented by the first
communication device 2 to the second communication device 3 with
input means 8b (block 206). Thereafter the second communication
device 3 calculates a second check string c2 (block 208) on the basis
of the random string P entered by the user and the secret key K2 and
35  presents it on a display 7b (block 210). The first communication device
2 calculates a first check string ¢1 (block 207) on the basis of the
random string P entered by the user and the secret key K1, and



25 in the follow ng manner. The first communication device 2 selects a
relatively short randomstring P (bl ock 203) and displays the random
string P wOohas9sel ected on the display 7a (bl ock 204). TireTFaredo®i7 stri ng
Pis reported to the user of the second conmmunication device 3 (arrow
205). The user of the second comunication device enters the 30 random
string P (in this exanple 6 characters)m%esented by the first

comuni cation device 2 to the second co ni cation device 3 with input
means 8b ( bpreder86) onTamhspraerat(b&)deQOQ Thereafteatheusedofithe fBrst
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encrypi@on Ugedata transm ssion and the data transm ssion connection

bet ween the comruni cati on deV|ces 2, 3 can be taken in 10 use. Fig. 3
shows t he t had ccor | a third preferred enbodi nent of the
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communi cat i pBeAe¥bABIUEtEN t (bIGAE 308 arPahe FRdrEabf L E¥Mmmunication
devices 2, 3 inform each other thereof (block 304) (if the users in
20 question are different). At this stage, the user of the first
communication device 2 advaniageously informs the first
communication device 2 with the input means 8a that the key
exchange stage has been conducted (block 305). Thereafter the first
communication device 2 selects a first random string P (block 306) and
25  transmits it by means of local communication means 4a to the second
communication device 3 (block 307). Furthermore, the first
communication device calculates a first check number, c¢1 (block 308),
as was described hereinabove. The second communication device 3
also calculates a second check number c2 in the manner described
30  hereinabove (block 309). After the calculation the first communication
device 2 presents the first check number ¢1 and the random string P
on the display 7a (block 310). In a corresponding manner, the second
communication device 3 presents the second check number c2 and the
random string P on the display 7b (block 311). The users can now
35 compare the values presented by the communication devices 2, 3 and
find out whether the authentication of parties has been conducted
successfully (block 312). If the presented values match, the user of the



exchange stage has been conducted (bl ock 305). Thereafter the first
comuni cation device 2 selects a first randomstring P (bl ock 306) and 25
t ransm t swptozhg19seans of | ocal comuni cati on neans 4a to Poe/RBeoosd
comuni cation device 3 (block 307). Furthernore, the first conmmunication
device calculates a first check nunber, cl1 (block 308), as was described
her ei nabove. The second conmuni cati on de%ice 3 also calculates a second
check nunber c2 in the nmanner descri bed'30 herei nabove (bl ock 309). After
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conmuni cati on f|n et her 'the entlca of
part i esOhasMRaS 88nduct ed successfully (bl ock 312). If the presented
val ues match, the user of the MD 02/ 101980 PCT/ FI 02/ 00457 14 first

can be set b & EPEHOS ASEORIG Apuvehaneinet Herereaanprbodienteg B "
suf fici ent, inugntion beﬂalwmwmcaﬁcm devices 2, K& Iem@r:h a@umteraottwet k@y
a3 Db BRngEy B o gBREFARPBRE Sl ﬁ%ﬁenﬁﬁvgp#ﬁt N2 TR Fon
bot h cb@rundesicesn T ikeysexchange rstagen iarcondustedt usiagkioy emphm@ee st age
cvchange =t e BRIRCARKPEp X probecl, P, IOV SRy
exchange pr OP¥KES ParaRetersy and farﬁsﬁelﬁﬁﬁdnl%afﬂﬁsﬁnse@'@@leﬁ té$s a, q
ar ﬁb sel s&t ?gegglr%tsbﬁtamgﬁtst eﬁursﬁbbrl ¥1 ngwmbwu afdvi\rﬂa eoaﬂ k%
e e S oL AD VALY o TRE VSt Rhat Rt devibas o™
Y1l to 1he sHweaostitobinemumerioal vakiesca, 8, theostheoselcmmnomnmnloaltmmw ce 3
gener ates, agaERY,, TR ShohTEmRERGH dbite"aSRREREE o UG Y
to the fi rsectﬁinmml:teartxan c@dﬁula@&a secend theys nuayb@xbyam@enet abéhe he
L;gfts 20 cofpmiiaay 228 dayb@ @ dndatandmitsthe dddotd kB§Turmbel V@ fd- tipe the
first communication device 2. After this key exchange stage the first
20 communication device 2 calculates a first check string ¢1 on the basis
of the random string P it has generated and the first Y1 and the second
key number Y2. The first communication device 2 displays the random
string P it has selected and the first check string c1 it has calculated on
the display 7a and the random string P and the check string c1 are
25  reported to the user of the second communication device 3. The user
of the second communication device 3 enters the string presented by
the first communication device 2 with input means 8b to the second
communication device 3. Thereafter a checking stage is conducted in
the second communication device 3. Thus, the second communication
30  device calculates a second check string ¢2 on the basis of the random
string P and the first Y1 and the second key number Y2. Thereafter the
second communication device 3 compares the string ¢1 entered by the
user to the calculated second check string c2. The second
communication device 3 indicates the result of the check for example
35  with a signal and/or on the display 7b, advantageously at least when
the check strings c1, ¢2 do not match. Thus, the user can notice the
situation and refrain from starting the data transmission process. If the




of the randomstring P it has generated and the first Y1 and the second

key nunber Y2. The first conmunication device 2 displays the random string
P it has woleaowso and the first check string cl it has calpCulFaRed4n t he
di splay 7a and the random string P and the check string cl are 25 reported
to the user of the second comuni cation device 3. The user of the second
communi cation device 3 enters the strin? presented by the first

comuni cation device 2 with input neans Bb to the second communication

devi ce 3. Tohi aey idertivad Kit canshe@ e susnad tiokicthedfiist Y1 hadstheasstond

commun cat 88y ihBB; 2 B eibb SRS e B B 8RoR SRS B o
Y1 and the Bwsameiybatmtevices. Thereafter the second conmuni cation

device 3 conpares the string cl entered by the wuser to the cal cul ated
second check string c2. The second conmunication device 3 indicates the

resul t of tHeal Hb@kab@veﬁaﬁ@m@otaarateﬂeohemmm%ﬁa/ the oiser 198 thedpshy 70,
advant ageougbphratinicedish w@%e Qhan@hﬂfé Lﬁsterrl 80%hé Jsec,fo%di@dﬁmwmééﬂbn Thus,

the user can noti e t he bpatlon and ref rghn fromstarting the d g;
are

t ransni ssi of®W¥ICEC Sgan|lpetql|| Sl PLISAB0OPERE FPRPI0 HLEF0N £an ORelg
i dentical, bbtltacoienmsicatied desicade2fi3. Sllf \theamal@eaﬁ@cmd diffisrentimber

vz are rel BBkend Bt pRRsTuS o DnBRCHRR ik DBy K6 el Gl B = 0,
of thel®ir smeammﬁnarmmbmlmbmomem@mdntvmlmchs’ehe usetmeandm:sure that
cparate. ot "ﬁ%‘%“*’é’ﬁt a8 Berf roafty WinsHfiieR By B pERAIP(IT gRESHSR, S0
persons, itNPEbYEPBIEde6 report the check sumcl, c2 orally or by 10
nmeans of anot her rellable met hod in which the users can be sure that the

o o R, SBhbiha s Tod Feiob hEak 6 Shobel Sipee iy ™" >
especi #51y suoch lgyssems my sihicts the key ekchhrgédy conduuigd by nwemh:@feii by
to " or oven: "ERRGH ISEEC of” sRuHiBlr erdlblBh: Mnetdif B, s i€ Ty 7
possi bl e. Fpraventrpassiveteanasdropping shul antiatementipnt by a dhindimasht ison
devices 2, Bossibfe. Flirtherdre! i rASEbR! Fodsibitsfo YRARY RERIFMURHiGTROA N
devices 2, 3, i.e. it is mainly possible to use short-range systems in
20  which the users can see both communication devices 2, 3. Thus, the
invention is especially advantageous in temporary short-range data
transmission connections, for example in the wireless coupling of
peripheral devices to a data processing device, when the user is
logging in to a wireless local area network by means of a wireless data
25  processing device, etc.

It is obvious that the present invention is not limited solely to the above-
presented embodiments, but it can be modified within the scope of the
appended claims.

30



20 which the users can see both comuni cation devices 2, 3. Thus, the

I nvention is especially advantageous in tenporary short-range data

t ransm sswon2aersect i ons, for exanple in the wrel ess coupCITmE200457

peri pheral devices to a data processing device, when the user is |ogging
into a wreless |ocal area network by nmeans of a wireless data 25
processi ng device, etc. It is obvious that the present invention is not
limted solely to the above- presented d odi nents, but it can be nodified
w thin the glajpaesof the appended clainms. 30 WO 02/101980 PCT/ FI 02/ 00457 16
Clainms: 1. A method for ensuring data transm ssion security between a first
(2) and a second comruni cation device (3) in short-range wireless 5
communi cat i dn A meithodhfortensigingiplata deatnsnissicmisesutity betwieen iaofirstt (29

e : | . ! t
Const o kS ) S8Cand, cBmmARftliont devics 137 TAF Sldtetahds WiFSIBISS o)
the basbs ofosAnyNsatithifewhiedstq set up2y data trangmissien eeangstioss they (K1,
fhat ot oni SopurBnidiRicie TAToeg! (2N HO deduets %egi)fxﬁ”’an@*‘d R Aabedo) Lok
e ot o5 exfBtinGhnan Teast iy hews (B5! Y2)bhéBiedh et Sapaimeates vs,
Zfﬁ) de[i \t;fad devidemn$2, 8), anddohdhe basizaobeaid ayeh amgét d Reyst(lYel , s¥RVrEtt y ]9f
e esta | n . e .CO r C e o0

ot d cohack 1qust, BB BRChA 4oy IR 8 PARNA Inl e “REMETERRAROS
char acflri zéeviges K2 I)heharacterizednimthait abrsaid keye exehangenstage fatr st

e _ POt ¢ . . g
encrypt i on Eé;%st%ﬁ%%bf'?g@ﬁ?%%@g&?ﬁ%'ﬁﬁwg gﬁéﬁfﬁﬁie‘é’%@%@@é@c"”
encryption &€Ing ma&aeeapnahet @%(Kﬂa@ﬁ\’i ed 2) memediaf deastakariskkey

connect i on, gkchaAfeostagRe and thatnhel Sdcliftyabf the elsesibithed B8nheERdN is
conmuni cati on _ deyi,ce t check str.i e sl s of

at |east safHSUfeddy Qﬁﬁ]%ﬁﬁh%é{ﬁf[’%ﬁo i g%%ﬂeﬁp‘?’thgggg&tand
t he sedbnd 22)communi cati on devi ce generates a second check string (c2) on
the basis of at |east said second encryption key (K2) and said random
2. The method according to claim 1, characterized in that the first
communication device determines a first encryption key (K1), the
second communication device determines a second encryption key
20 (K2), a third encryption key (K) is determined for encryption of
information to be transmitted in the data transmission connection, a
random check string (P) is also selected, the first communication
device generates a first check string (c1) on the basis of at least said
first encryption key (K1) and said random string (P), and the second
25  communication device generates a second check string (c2) on the
basis of at least said second encryption key (K2) and said random
string (P), and that said first check string (c1) and second check string
(c2) are compared, wherein, if said check strings correspond to each
other, the third encryption key (K) generated at said key exchange
30  stage is accepted to be used in the data transmission connection.

3. The method according to claim 2, characterized in that to conduct
the comparison, the first communication device (2) presents at least
said first check string (c1) and that at least said first check string (c1) is

35  input to the second communication device (3) in which the first (c1) and
the second check strings (c2) are compared.



string (P), and that said first check string (cl) and second check string
(c2) are conpared, wherein, if said check strings correspond to each

ot her, thwotokitosencrypti on key (K) generated at sai d keyPexagnanges7 30
stage is accepted to be used in the data transm ssion connection. 3. The
met hod according to claim2, characterized in that to conduct the
conparison, the first comrunication device (2) presents at |east said
first check string (cl) and that at | eab? said first check string (cl) is

35 input t04t1lfﬁe5mét3r'i@b e aBkiin atb'élﬁlrﬂe?ﬂ@I@aﬁéﬁte’ri&éﬁ‘lrﬁhéﬂ@lﬂ'réﬁHoh‘Fl) and

t he second check trl n F ge(i) %hg are %101980 CT/ Flg {1 0457 17

4. The met h%"&“&c éelc LY 3*"5 QF%HBFQ@%QF RVIORat2)sand tha

st rld ng (f‘) remdmhesthe? (P) wlerefnsrmhtet@tﬁmhe@%cmm dmmmtrﬁc&in%ndim(g ;let

random stri S r econd communi cati on device o]
toifboin"a SeERRY dsck s8itd

forma seco "met hod according to claim4,
charact®rized in that to transnit said randomstring (P) to the second

communi cat i 9“Tﬂ%"h\%‘?h§>§)aéc%\;rﬁ|ﬁ§?8%ﬁﬁr A é%?teﬁz@cfﬁfmfldtd flra{n@ﬁwﬁ' r st

comruni cati on devi %r In the
second com$@idc sandem stingJiFoetq dhe secam@ Q@rnﬁumlaauemdde\gceo($| then 3, 4

or 5 char acﬁﬁd(ﬂﬂdst'n'hgt (@} is *lﬁeséﬁ?éd‘qn%@‘mfﬁtcéémﬁﬁurﬁﬁ@étléﬁ &é)ucenf?gcat es
the result o n such.a situat on where t check

arl so
Strings. (c1Whessin Y55 GBNAGT Sgfngsfinis PEakh the reacond
accordig tdevicei(3)3, 4, 5 or 6, in which a first user uses the first
conmmuni cati on devi ce (2) and a second user uses the second comunication

device (3), characterized in that the first user transmts 20 the
i nformat i on6pﬁheemleéldod>aad®asdmg ta claiminidcar boeharactesizer) W tthatthe

non- el et oge ot RAFFRINIERIGR Uit r(e) MifEiRaRod NingCRBIIISEY anut S

t he |nformat|on transmtt F st communi_cat i on
devi ce (3).COMPAriSPRea m&e‘@Br%hSHyaiI'@ncWBEFﬁ the ﬂ?hegkcﬁtrlegsl(ﬁ1\/\ﬁ2):h t he

user up®s QOtrfotidigrdspciid &P BB sthkon device (2) and the second
comuni cation device (3), characterized in that the user inputs the

I nformation presented by the first comuni cation device (2) to the second
7. The method according to claim 3, 4, 5 or 6, in which a first user uses

the first communication device (2) and a second user uses the second
communication device (3), characterized in that the first user transmits

20 the information presented by the first communication device (2) with a
non-electronic method to the second user, wherein the second user
inputs the information transmitted by the first user to the second
communication device (3).

25 8. The method according to claim 3, 4, 5 or 6, in which the user uses
both the first communication device (2) and the second communication
device (3), characterized in that the user inputs the information
presented by the first communication device (2) to the second
communication device (3).

30
9. The method according to claim 1 or 2, characterized in that to
conduct the comparison, the first communication device (2) presents at
least said first check string (c1) and the second communication device
(3) presents at least said second check string (c2).

35



comuni cation device (3). 30 9. The nethod according to claim1l1 or 2,
characterized in that to conduct the conparison, the first conmunication
device (2yopraswsis at |east said first check string (clpcamiodees7second
conmuni cation device (3) presents at |east said second check string (c2).
35 WD 02/ 101980 PCT/ FI 02/ 00457 18 10. The nethod according to claim?9,
characterized in that the result of thﬁ conparison is reported to at |east
one of said first (2) and second conmu Bcation devices (3). 5 11. The

met hod accol @i Mhet methad actdrding thckdim 9echaratterized uinghahthe résglt

conmuni cat i d t r jcation
Gevi co (3). LR SbGfA R rqdbi@c?ﬁciﬁ?aé%ﬁ QUERT s R ATHE) bR et on
pr esent ed bgommumicailoncdmwnesc(abu on device (2) with a non-electronic
met hod to the second user, wherein the second user 10 reports the result of
t he conpari son to the second communication device 3). 12. The net hod
accor didg t &1cTaennathodacgareing e claisr 10s 48 Which theefirstiuser usesihe cati on

device (2) frgd éd}ﬁnﬁﬁﬁ@aﬁoﬁ%@weca@:ﬁlddﬁél §6cor® ds%)n u§é@f’tﬁét§éé&ﬂﬂj in

h h
oo i cat | SAMiBURGetion eviss Tahehat ASipF AR M TiA th Ty User CRBSEnss ms 1

to 12, chartm nforedtionnptdsentedilsy the ditsistommanicationcdgvicen®)i withfewer

ban, 22 ChaantlSonE A 305K blgbol usd, SIBSRIRCHE: SBOBDEARHY, .. ©
said t@ndoreparns rie( Rsuldnpir ﬂbescmmnmmome:mmlcbmmmwmamousl y
4 to 20 chaga ? preferably 4 to 10 characters. 25 15. The net hod

accordi ng to C 14, characterized in that said randomstring (P) is
formed of nunmerals contained in a numeric system known as such. 30 16. The

met hod accofdi rmetme%@aracborg as:b%rmzw IrﬂV\M‘@Iﬁ tﬁ@luéeattuséseaéth thd i r st

(k;l,)s ?;}g aYge(iOcrbdm(r:numca ”' ()2)ar hd tﬁe secon(f communlcatlon )f:i%w néged
15 (3), characterized in that the user reports the result of the comparison

to the second communication device (3).

13. The method according to any of the claims 1 to 12, characterized
in that said check strings (c1, ¢2) comprise fewer than 32 characters,
20  advantageously 4 to 20 characters, preferably 4 to 10 characters.

14. The method according to claim 2, characterized in that said
random string (P) comprises fewer than 32 characters, advantageously
4 to 20 characters, preferably 4 to 10 characters.

25
15. The method according to claim 14, characterized in that said
random string (P) is formed of numerals contained in a numeric system
known as such.

30 16. The method according to claim 1, characterized in that said at
least a first (c1) and a second check string (c2) are formed based on
said exchanged keys (Y1, Y2).

17. A communication system (1) that comprises at least a first (2) and a
35 second communication device (3), means (4a, 4b) for setting up a
short-range wireless data transmission connection between said first
(2) and second communication device (3), and means for ensuring



17. A communi cation system (1) that conprises at least a first (2) and a
35 second commruni cation device (3), neans (4a, 4b) for setting up a
short-rarge oaiewBess data transm ssion connection betweenPsairi0Ausst (2)
and second comuni cation device (3), and neans for ensuring WO 02/101980
PCT/ FI 02/ 00457 19 data transm ssion security in the data transm ssion
connection, conprising neans for conducl\%?eng a key exchange stage to
exchange at |east two keys (Y1, Y2) bet'Ween the communi cation devices (2,
3), and neawmaf drartgmissioy secuedst imntheendatept transktgsion tdenmection,of the

5 oxohanged it mEAbs By R RBY SLERAS Shdeta Phehenge t 1,
conpri se gedaasﬁttwo keyai(Yd , af2)l lealytean the commmnlaﬁtmmdew?sdz c‘a)eahdzt r![ ng
2 e a
| casit at saﬁﬁééﬁgsf"“’ ﬂ%ﬁg@@?ﬁdgﬁsf %%@éﬁﬁé“lﬂ“%%t &) bage PF”*H@

conpari Mg t P N che kcemmuigsation, dewqes 18(2,TRY

comuni cat i Q‘!heﬁ‘ﬂ%‘téﬂkéél) lﬁC‘{“fl%ld'th@ trRegh4 mr17enSLﬁﬂ1’>§ agh®t | #8AsmisdiBat it
conprises neans for deternmnin

St t
o e metlritg poguTee medfls Jok ithing B iden Al Blabiid sREPDAL on
key (K2) i ndheekssiringdc2)osaidnsiciagsdieidg\based Gh theﬂ&ys (tot, K2t ¥rimviE)ng a

the dats  Dtia B AU lenR, oF R “%éeéﬁéf?ﬁa’aﬁés%t%%%o%‘;%‘?a%%p%ﬁ? hom |
check 40 st riayg7RPsor ﬁemmamm)theocomesponQeaceumfssatdqe:hleckt&aﬁrm@e:( ¢, in
the first %m Ini cation device (2) at least on the basis of said first

encryption y (K1) and said randomstring (P), neans (5b) for formng a
second check string (c2) in the second communi cation device (3) at |east

on the basitg.of Thai dcéﬁﬁﬁnﬁlcﬁiﬁwpby%meyp()@thcé@ﬁbllﬁgl dig ardigin St17,ng 25
1 I'S C, ri.n

(O o e HaratRerigby L ASARE MoBghs bicils SBF gty oA R4
each otliker, drorypliok mwﬂb(pbllnntheeﬁrstmOMIenmaﬂoa_t dewice K2y ragansnipe
The communt Steafiifia;ca. 't ShebBd, BnkEior IR 18K P S3RE, PDeadhd ey
to conduct teMmEsmMizalicnslevics (3), means dardetermining @elrnle@npzypmmixeyses
means (7a) TRy PHESERENREioN o dhformation to be transmitted in the data
transmission connection, means (5a, 5b) for selecting a random check
20 string (P), means (5a) for forming a first check string (c1) in the first
communication device (2) at least on the basis of said first encryption
key (K1) and said random string (P), means (5b) for forming a second
check string (c2) in the second communication device (3) at least on
the basis of said second encryption key (K2) and said random string
25 (P), and means (7a, 7b) for comparing said first check string (c1) and
second check string (c2), wherein, if said check strings correspond to
each other, the link encryption key (K) selected at said key exchange
stage is arranged to be used in the data transmission connection.

30 19. The communication system (1) according to claim 18,
characterized in that to conduct the comparison, the first
communication device (2) comprises means (7a) for presenting at least
said first check string (c1) and that the second communication device
(3) comprises means (8b) for inputting at least said first check string

35 (c1) and means (5b) for comparing the first (c1) and the second check
strings (c2).



said first check string (cl) and that the second comuni cati on device (3)
conprises neans (8b) for inputting at |least said first check string 35 (cl)
and nmeanswQ3R)ofM8r conparing the first (cl) and the seconaCtheeko43t ri ngs
(c2). WD 02/101980 PCT/ FI 02/ 00457 20 20. The communi cation system (1)
according to claim19, characterized in that said randomstring (P) is
selected in the first comunication d%%hce (2) and that the system
conprises neans (7a, 8b) for transmtt4ng the randomstring (P) to the

second com®@j catieon ccﬁndmmcaudﬁ%) systémr m(4) seagputdiffgeckost claha (48) . 21
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string (P) 80) fé]ﬂtréhéﬁfntt&gﬂﬁg‘té}‘?ddrﬂ”stﬂﬁé ("9 t()zt)h ési?ﬁr&%?m(rﬁf?ﬁc #n
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devi ce %2) d@Vﬁﬁd%é@dﬁﬁn@ﬁﬁﬁﬁnﬁﬁhQﬂk %téNﬂQC(é)Q()S) 22 The communi cati on

system (1) according to claim19, 20 or 21, 15 characterized in that the
ni cati on device
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comuni cat i 6%, e a e
firet come b fhi%bted Cﬁ%@%&é@%@%‘%@%ﬁ e 47 JOF,
| east H2i d presantittgesiic ranagm(stting @dint the fisstordnmunication alevice d2yi ce

3 t
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i aim 17, chlr ANCbEPRURNiGRtGSySiET B RESSIIBSHG IRt 10, 4 of Sdcond

check #5ri nghéragterized f or mid thete dhen ss@iothce xchamgenicedips (d@mcé(Z)(B)
comprises means (7b, 10b) for reporting the result of the comparison at
least in such a situation where the check strings (c1, ¢2) did not
correspond to each other.

20 23. The communication system (1) according to claim 17,
characterized in that the first communication device (2) comprises
means (7a) for presenting at least said first check string (c1), and the
second communication device (3) comprises means (7b) for presenting
at least said second check string (c2).

25
24. The communication system (1) according to claim 23,
characterized in that at least one of said first (2) and second
communication devices (3) comprises means (8a, 8b) for inputting the
result of the comparison.

30

25. The communication system according to claim 17, characterized
in that said at least a first (c1) and a second check string (c2) are
formed based on said exchanged keys (Y1, Y2).

35  26. A communication device (2,3) that comprises at least means (4a,
4b) for setting up a short-range wireless data transmission connection
between a communication device (3) and another communication



35 26. A communi cation device (2,3) that conprises at |east neans (4a, 4b)
for setting up a short-range wireless data transm ssion connection between
a comuniweatnamsevi ce (3) and anot her comruni cati on WO 0PCIFI@80457

PCT/ FI 02/ 00457 21 device (3,2), and neans for ensuring data transm ssion
security in the data transm ssion connection, conprising neans for
conducting a key exchange stage with gﬁéher conmmuni cation device to
exchange at least two keys (Y1, Y2) b en the comuni cation devices (2,
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characteriz Ifbyat | east a first (cl) and a second check string
(c2) are fgﬁec%ggﬁﬁ%(gﬁ%ld exchanged keys (Y1, Y2). 25 29. The

comuni cation device (2,3) according to claim 26, 27 or 28, characterized
in that it 9§ aTHd elcoprmumidativf alde¥icdleP®) according to claim 26,
characterized in that it also comprises means for determining an
15 encryption key (K1), means for determining a link encryption key (K) for
encryption of information to be transmitted in the data transmission
connection, means (5a, 5b) for selecting a random check string (P),
means (5a) for forming at least one check string (c1) at least on the
basis of said encryption key (K1) and said random string (P), and
20  means (7a) for presenting at least said one check string (c1).

28. The communication device according to claim 26, characterized
in that said at least a first (c1) and a second check string (c2) are
formed based on said exchanged keys (Y1, Y2).

25 ,
29. The communication device (2,3) according to claim 26, 27 or 28,
characterized in thatitis a wireless communication device.



