- SYSTEM AND METHOD FOR PROVI SI ONI NG UNI VERSAL STATELESS DI G TAL AND
COVPUTI NG SERVI CES BACKGROUND OF THE | NVENTI ON [0001] The present

| NVENTI ON rel ates generally to renpte access of digital data and services
and, nore particularly to a service provisioning systemarchitecture for
provi di ng uni versal stateless digital and conputer services. [0002] The
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[0001] The present invention relates generally to remote access of digital data and
services and, more particularly to a service provisioning system architecture for providing
universal stateless digital and computer services.

[0002] The configuration of corporate computer systems has evolved over the past
fifty ears since the introduction of the software programmable digital computer. In the
first multi-user systems, some number of users, such as corporate employees, etc.,
accessed the processing power of one or more centrally located mainframe computers
using “dumb terminals™ connected to the mainframe computers via a communications
network. The mainframe computers provided all processing power and data storage
facilities. The dumb terminal was used for and limited to inputting data to the mainframe
computers and displaying output data generated by the mainframe computers, That is, the
dumb terminal did not have the capability of processing or storing data locally.
Essentially, the dumb terminal was useless unless it was connected to the mainframe
computers via a dedicated, mainframe and installation-specific communications network.

[0003] However, the high cost associated with acquiring and maintaining the
mainframe computers fueled the availability and popularity of the desktop or personal
computer (“PC”) in the 1980s. Initially configured as a stand-alone platform, a PC is a
self contained computing system where all processing is performed locally, and all
applications and data are executed and stored locally. The relatively low cost of PCs
enabled single users and small businesses to readily acquire and utilize the processing
power of the PCs instead of relying on massive, centrally located mainframe systems.
However, users could not easily share data'with other users since their PCs were not part
of a centralized network and did not necessarily use the same operating system. Also,
since each PC needed its own local copy of any software to be executed, incompatible
versions of the same software application in different personal computers prevented users
from communicating and sharing data with each other.

[0004] These connectivity and compatibility problems with the standalone PCs
gave rise to client/server systems. The PCs (ot clients) were connected to each other via a

private communications network, such as a corporate network, and to a common server
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costly replacement of thousands of PCs as often as every three years.

[0006] In addition to the cost of purchasing new hardware and software, the cost
of resolving the software and hardware compatibility problems in the client/server system
can be substantial. For example, many software applications are not readily backwards
compatible, thereby imposing a significant burden on the corporations to maintain
compatible versions of software applicatioﬁs on all PC systems. The administrative effort
and the cost to upgrade each system, provide licensed copies of software, install and
maintain the software is the largest portion of the recurring costs of running a
client/server network in a corporation. Even with remote administration capabilities, the
tracking and cataloging of software applications can be very onerous.

[0007] Installation of new software also exposes the corporate user to security
risks. The integrity and security of the corporate network can be easily breached by
hackers or disrupted partially or in total by inadvertent or intentional introduction of
computer viruses when a user installs or downloads unauthorized and even authorized
software application or files.

[0008] Individuals who are away from their office often have a continuing need to
gain access to their corporate networks. They may need to access files, e-mails,
applications and programs running on their “desktop”, etc. (“Desktop” refers to a top
level, local graphical user interface environment customized by a user to display and
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provi des copies of the data to the clients upon request. However, since the
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VPN software can mitigate the cost of the VPN terminator, it both require considerable
packet processing to assemble and disassemble packets, imposing a significant processing

) burden on the PC. Accordingly, a separate dedicated VPM terminator at the remote user
location is often required to support VPN connectivity with required levels of security
and reliability without imposing undue processing load on the client PC itself. Thus VPN
equipment is not only expensive, but tedious to configure and costly to administer and
maintain.

[0010] In all of the above cases, sensitive corporate data are transferred and
duplicated between the secure corporate network and the PC/laptop. Once data is
downloaded and physically copied, no access or transport security system can prevent
unauthorized, uncontrolled distribution and misuse of the data, which happens without the

knowledge of the legitimate data owner.
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unmAny ANT) OBJECTS OF THE | NVENTI ON [00131 Therefore, it is an
obj ect of he present invention to provide a service provisioning system
architecture that delivers universal stateless digital and conputing
services and overcones the above-noted shortcom ngs. [0014] It. is
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allows delivery of any digital service to a remote location without requiring a local copy
of the data, any application or supportive hardware.

[0017] In accordance with an embodiment of the present invention, the inventive
system delivers digital services from an éxisting network, system or data center through a
single “Digital Dial Tone” network without' compromising security or modifying any of
the functions, operations and hardware/sofiware infrastructure or the existing network.
The service provisioning system architecture of the present invention connects simple,
low cost, low maintenance client devices, that can be incorporated in various forms, such
as desktops, portable, wireless, or embedded in existing legacy appliances such as TVs,
PDAs and PCs.

[0018] In accordance with an embodiment of the present invention, the service
provisioning system provides remote access to digital services over a communications
network, comprising a plurality of client devices connected to the communications
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[0018] In accordance wth an enbodi nent of the present invention, the
service provisioning systemprovides renote access |lo digital services over
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conf 1 gur edy@f ClyeleNfke! Mol difeahl 1 GOvaRHONeS 001 IGay SHEH RVED! hefhiEe. This
architecture has the a Ity to connect, generate, nanag and eI|v er a

di gital sepwiceikorsioshe olent de\@pwawtéﬂyh@if foghitieteta sgesidne @eomﬂnmi:urmmtes t he.

net wor k, &m@@l g " sessi ons
bet ween dg{# ces- by él}u?rlp %}; auE e%ggﬁ%?ﬁﬁl %Iéﬁélh%&ﬁgéer&tohrgug O%n‘glltef‘rac ard or
ot her appbiatadl bydbe e«srmeciomtlteoébytmalhmg)Itlng;equésyedrchg&b Reroice tohethel Rérgise and

'S onat t ogri ByoleCe PR YR Bron BR et FOF P50 Pilebvifiecca o

the ha.rdware and software mfrastructure of the data center.

s

[0020] The present invention may be embodied in a network of computer systems
including a set of dedicated servers adapted by a set of software components, all
configured according to the service provisioning system architecture. This architecture
has the ability to connect, generate, manage and deliver a digital service session to a
variety of client devices connected to tlie network, and enables the “hot swapping” or
“switching” of such sessions between devices by simply authenticating the user through a
smart card or other applicable access control technology. By reason of the unique and
novel aspects of the present invention, user interaction with each service is unaffected by
the type, location or connectivity of the device used.

6



[ 0021] Various other objects, advantages and features of this invention

w Il becone m ddy apparent fromthe ensuing detailed description and. the
appended claim BRI EF DESCRI PTION OF TIM DRAW NGS [ 0022] The

foll owi ng detail ed description, given, by way of exanple, and not intended
tolimt the present invention solely thereto, will best be understood in
conjunction wth the acconpanying draw ngs in which: . [0023] FIG 1is
an exenpl ary bl B8RdY atpua Aty qbistss adviniagep ol i fsitens od Siss neentianchill ect ur e

of the pregabel-tgy Et;pa%nt from the élﬂgiﬁﬁhétﬁﬁeﬁﬁss%ﬁagn n%gﬁlhﬁéﬁtgﬂh ro%fzﬁ%? reen

shots of the Meta-Desktop in accordance w 0 pr esent
i nventi on; (E}%OZS FIG 3 1is a flowchart of an authentication process
i n accor daBBEERD: AP REHE BRAWENGPesent i nvention; and [ 0026]

8 8 1s o T ol Bh B Brocess Lot Lrenstartng contiol of g client
i nventi on.intended to limit the present invention solely thereto, will best be understood in
conjunction with the accompanying drawings in which:

[0023] FIG. 1 is an exemplary block diagram of the service provisioning system
architecture of the present invention; .

[0024] FIGS. 2A-2D are exemplary screen shots of the Meta-Desktop in
accordance with an embodiment of the present invention;

[0025] FIG. 3 is a flow chart of an authentication process in accordance with an
embodiment of the present invention; and

[0026] Fig. 4 is a flow chart of a prlscess for transferring control of a client device

to another NOC in accordance with an embodiment of the present invention.

DETAIL DESCRIPTION OF THE EMBODIMENTS

[0027] The present invention is readily implemented using presently available
communication apparatuses and electronic components. The invention finds ready
application in virtually all communications systems, including but not limited to intranet,
local area network (LAN), wireless LAN (WLAN), wide area network (WAN), Internet,
private and public communications networks, wireless, satellite, cable network or other
online global broadcast, point-to-point, and other networks.

{\,) [0028] The present invention prqvides the basis for a secure, reliable, rich, high-
performance access to a wide variety of computational, communications, entertainment.
and other digital services (collectively réfened to herein as “digital services”) while
providing enhanced security and without requiring a costly conversion to a new
hardware/software infrastructure. The system utilizes low-cost, low-maintenance devices
to deliver digital services over a wide variety of communications networks worldwide.
The inventive service provisioning system architecture is operable to manage multiple
user sessions from a variety of different client devices. The system continuously
maintains each session, thereby permitting the user to readily access his session from

different locations and client devices.



DETAI L DESCRI PTI ON OF THE EMBODI MENTS [00271 The present invention is
readiiy inplenented using presently avail abl e communi cati on appar at uses and
el ectroni c conponents. The invention finds ready application in virtually
all comruni cations systens, including but not limted to intrtnet, | ocal
area. network (LAN), wireless LAN (WEAN), wi de area network (WAN),

Internet, priva ubl.i c co j ons tworks, wireless, satellite,
cabl e network OEO%%% J%B%F?I’r‘ié g I(ﬂﬂaelm%(? 88 e PEGSPR DY tion a5 (Showndn ot her
networks. Fig. 1, { Q938 pf‘Bhﬁldiﬁr%S@@feni AR08 100 QR¥ingesstdie fagbse él%t a
secure, rel.i abl e, rich, hper f onnance access to a wi de variety

of
conput at i ofig lcescf‘(gﬂ’lﬁﬁl:i’“i%&ell ’r?sgooélﬁfl BF VR PRSFRLON SARfers (L) G%P?Qﬂe"@éﬁ% ces
(col I ecti veddn dtRdrakid & QohPubiehtend ndSvorieisdit & ths Shtvine€S 1 WM 48a REQWLMI N
enhanced security and without requiring a costly conversion to a new
har dwar e/ sOWNErd0i rfihe 437 ich PFisoninghdysisipsarelifedid 10Peagn| uiilize pistually any
| ow mai Nt epARKENIEMGhE Sistdn? ﬂa& hé’ﬁftraﬁ'é TﬁloEﬂ' arSLh GRS AHS! vl Gt ety o. f

con nul Ucari ons networks wor | e inventive servi'ce nro't,Isioning
syst em ar ciicludingurieeless %G%m,twdmwami EWANS Intsanret, paivefeonpubliom a
vari ety of cahhlREaR: GlkGAL AfME GBS NSEXSLEM, GHE bANASLN BRIBLEY N each
sessi on, fere permtting user to readily’access hi's session from

di fferent mtwath mdstheahlcb cmllaémd@evwdbsm aspect of th{> 06291 inventiaye tredwndes Wi t h an
embodi Ue”t%x%tusfoﬁlﬁl pEﬁt%ﬁ‘hEItc %{:ﬁﬂé 1%@ @SN WMty Mol ashocidted Sl G
provi si oni ng system-archi 0 conprises’one or nore cli ent - devi ces
400, servi :méhqrfzndi es&so&ﬁ@ummdszﬂetatﬂnskdlgmmaad tamputiepte@vise( NOC) 200 connect ed

h h he.. | W d
area networ k. (WSS OCOHRRC O ORE B R R b Bhicnr b DB D100

can utili ze avparcketaietwbmmymg,ofmmmm;ﬂé | temSmBYish eontrad leechoﬁﬁ/hltélhétaprbﬁ)colt | ocal

area netwo el ess.network includin el ess LAN , W de

o oa met eIl Bife ittt arE B RO Pl e R E Pb I SABMEor K
satel |ite daterey 300, mahVANNQD e A] spbbieh dediet evelgdfRpality R eadicasOOREiowor k and
the like In accorg, nce with an of the iresent Jnvention, the service

provi si oni ifgpre fmebnteshogss e and é‘mfg’ éth‘f‘é‘lyuﬂféjétas@é‘t‘ﬁeflt the elisat feVisess¥9i at ed
with each anthgisg@eeUsikrsofoot hEoUdiakBles &) offeRiClkffse HabilleabseARdeLASPUL I NY
servi ces. [ 0030] In accordance with an enbodi nent of the present

i nvent i on,SXPRIENGANT Yupgeepiable g5 grpptotiseablioialayy e repnditap delay imapased by Bsni ssi on
control prgiaeeld éﬂahﬁrﬁ’é%sslftﬁﬁi @&@xa&aﬁéd Rec. AOGRi@, (RE Q¢RI G0N

conputations are centrally perfoinmed at the service center(s) 300, the WAN
110 shoul diseiamssing the e e thelrandsting pf thad¢itua) op erapliealirepseseddyn pbihensur e

timely r e%@éﬁﬂ%ee tllom?d Q’ﬁchei gffglo}{ldq)%lb'eféa“ﬁe Q{er 9%&115185!‘?&&8&19& 1Ce| laf devi ces

400 and the service centers 300 or exa In or ensure that the

user does afondes peHisenods. aEfreﬁqméb'céth(b‘.F éelmndevwﬂleﬁﬁm\lclel@tals @haietttayaedt he
roundtrip anple 60
insec, Accg?él ng %/m glt%ﬁsdar%etséﬁﬁ? une: tr %Vr%:P gérrlglgn tg!rn??%on{lsﬁg%e ‘Lgts k % t h

nder i ng lofs apprecihienr thaalﬁonr usgr gtphipoal andeprespaod, at higher afzerageedeﬂa@mdtm a(l,

round trip _del ay) shoul user's thre erception, '.e
Cbout o hiiy ey et be P thek ot orfe st AR AL BRAE. vaN /10" as
characterized pyo3npOoghistant p viiel aysrrait € dn@s Sfotdaedn. ﬁ@maﬁ:tm averggeland | ess
than 100ins in Ihe wor st se. It | S . appreciated th user, .st andpoi nt
and per ceﬁ?‘inH’r’fmcélcmngéY’orz‘é’ ﬁb" @é‘i"‘é‘glt%mﬁqﬁ“%ln?lﬁ/v %a ‘%Mc frg eyl |y

pref er r ed a@M@hetAcdl G¥EfypRYIEIRGRALAE hslicdnd, &hbr&hoty ldcad and renderih§031]

Consi stent with current and _foreseen ar.chitecture of gl obal comrunications
net wor ks, 2858t Hahefivattyer SGtsT BREAans sy achgedye 10D GrisplisBpRerates i cal for

typical compitelg ABR!dosAktQRSrafDE o SIRUEHRY PGE IR ReidWntef 8HEIRIhHY aspect
of the inventive service provisioning systemarchitecture 100 typically

gener at es Cklﬁm §¢‘defr 419) happperegoiFasic eqmdate apflicdrqn the clienfaleece A8 fothe f r o m t he
service center (300 4,8). tcf[‘ﬁetgﬁkélg@éhc%ﬁ&%g € %h&lpﬁanﬁﬁsﬁJﬁﬁﬁ%&e%f%% ('

datatraf romthe e service ce
t ypi cal appdm dzt dler; of hefewaritbhitelphr satend (bis) mhetqasttheedwwnsn*aﬁmltmfﬁs on t he

order of a few kilobits per second (Kl%ps) whereas the downstreamtraffic



6 averages between a few hundred Kbps to Several Mops. For exanple, in a
digital broadcast service. application, the traffic consists nmainly of

br oadcast vi deo/audio data fromthe service center 300 to the client device
400 (i.e., downstreamtraffic) at 1,554 Mops after the user selects a
particul ar broadcast or channel simlar to the over-the-air broadcast

television and cable television, the latter requiring a single u&siream
transm ssiaveragss Yesweent hAFW dreded |Kpytie several MbpsyoEoy erpppipetyd el 430,

€.9., CD ROMG. Begﬁge GANRAESH, (%€ BAYRE cBnsid MmBB) §f bidhdoast GeeEieghts 0 the
client devices 400 canincrease the upstream traffic to inpose ad‘ﬂl tional
bandwi dt h froeg thierservinet csnion 30héo WaNsLient1dpvicpdRR igh, dovmeesny Fattice ahl Bahdwi dt h
demands on WiNL1 glecu%ﬁr Q?ec%aasbirﬁcﬁlﬂ %ddt:és?gr andniiendiidoohee 60RhaRE,
frequent| el ng I'soehronous. 033] I n accordance with an enbodi nment
of the préseidtast nelevisionnand iveble nigtavisione the rlties erepRisE s oHNFY YHEEaMm

archi tect gre 100 uttj L es oinQﬂH gy standard conpression technology to
transnit AGGTBSUMOIF SIS E0NPent (e.g., Moving Picture Experts G oup
(MPEC. 1), MP3 #p0d2]t Rembti kieyicesA300 e, PR OMisa véigh cemerianseatsiss Priet§es. WAN 110

frommul ti nedia and el ephony, applicatior ' T ir@@g@lability
of enhancé’EP"VWQn??éegT @r{]?ﬁncélgr,r& e."g‘!.%? 4ggﬁ%§§Fe%%ﬁg%fg&édlﬁﬁgﬁce§? may reduce
the cost QfidigbhNbandeidiic asqddthetdiseod ghd GMAN Aktror flowaverd dhese bufsfreant ng

requi renents. For exanple,_t proxi mat.e bandw d pr or

vari ous mprRdwidd daﬂlré?ﬁg?PEaWi‘A‘g\ﬁﬁ@ﬁa? ﬁg %ﬁ TTBEE\%&C%J&%%%S% O&Kﬁ%gé?%r

unconpr es%glléﬂglbgg Nathronals. Tel evi sion Standards Commttee (NTSC) video
and audi o, to 7 I\%

s faor conpressed DVD- it i.deo,. 384 . o 3.
M)ms for VCR- qli¥Bsk Iylp"\?F‘?:Féi‘)“cﬁw o0t ‘H‘g’ﬂdﬁlfeé%?ﬁ@?)aﬁ7ngé%v88%‘?n’ ?1?:601 ec?l,Vé 1.5 1bps
for raw (eQice MRHiSiBnivk MybtemMRdiitethir® N 00 Filese iclasind tatidrd uahiptegsiamdi o and
128 Kbps for ‘i -conpressed nusic. In contrast,: .the ban w%ﬁs@r equi r ement
can be as téchnelpgy @sﬁ@sﬂﬁﬁé‘dl’oo%‘ld&rﬁ’ﬂﬂeé,°°’Eté‘Pte(ﬁrﬁoMo"dﬂga ’8“’6%%{5? s€q"Audi o.
[0034] I n R6c0n daRs &, Wiildiah. AHRAnEBN barklyidt GeiRARS &l the WANL 110MTont he

i nventive 'service provisioning, systemarchitecture 1££bécan us glvg‘ii ous

publ i ¢ andiwtimptiopnd édlenhpny eppicatipni @h et defisedyr Jie AYPENIYY s er
aut hentic f{ﬁjé&g@e%ﬁn AR VEEYa lpgéhgi oF 21 Yod BhAMAR, 8RY-bArENEe 8E LY Plidnon. For

exanpl e, esent systém Tan utilTze protocolS such _as renote desktop
protocol ({dRBEYs, d00ntleperidest mepapuatidndptabulfering ceavirementeAdPT exgprlet Bkt
transfer protocol (|iTT At &Lfidgsns FREN W SUM) ,
appl i ance apﬁ’rﬂﬁmﬁkeoé%lg‘gfd?% ﬁ?.q%;r%gllt‘tgiﬁ ‘Lagg\(%éhlgmﬁenﬁg?ea%?ﬁt ergsgt ive protocol as
| ong as t heo pmekideol 6pridupddsr usesm@etstt rnilogt Netipnah Fedavisiine Stadadgiser to

securely ¢ orr]rlll]l%%tctee 8@95&' 7 ecz)nann%cgudtloc,)/Zf tBOfTi\/ﬁ,BE for compressed DVD-quality video,
384 Kbps to 1 Mbps for VCR-quality video using the latest coder/decoder (codec), 1.5
Mbps for raw (e.g., pulse width modulation (PWM) encoded) CD-quality audio and 128

) Kbps for MP3-compressed music. In contrast, the bandwidth requirement can be as little

Ty

as 8 Kbps for simple telephony grade compressed audio.

[0034] In accordance with an embodiment of the present invention, the inventive
service provisioning system architecture 100 can use various public and/or proprietary
remote interactive protocols to ensure user authentication and privacy, preferably through
end-to-end encryption. For example, the present system can utilize protocols such as
remote desktop protocol (RDP), independent computing architecture (ICA®), hypertext
transfer protocol (HTTP), stateless low-level interface machine (SLIM), appliance link
protocol (ALP), efc., as the remote interactive protocol as long as the protocol provides
user authentication and enables the user-to securely connect and disconnect to/from the

9



session. WAN 110 preferably canpuses a virtual private network (VPN)
service to segregate data traffic and to provide a high | evel of network
per f or mance. [ 00351 Various digital son/ices available fromthe
service centers 300 can be accessed by the users using the client devices
400. The client devices 400 can he located tEl cone:rate offices, hones,
hotel s, airpl.ane other, in-transit. or, franchise rci.al , spaces
and the |i&é§?‘°”rh§"’f"§€éﬁ’t P{/etéeragbel VI C nspe? 3v\|'1§t|ua(l)lrrllg rﬁ‘gﬁpeslﬁes (e)r?ﬁ Wﬁe’évé?eupe 100 of
t he pr esentegrayute Mbtadrafficodtte ppvak e hjghiset of etpdiyperfgnanvar i ety of different

client device i nt ations, and. a vari.ety. of different t of client
devi ces to acce@@iﬁ&m&’%idﬁ%ﬁal §%7’\9?Sc%"saﬂ%]§3iff°§’blt ° PYORY é’ﬁ?ferggig)Bo?BPgl%f’ by
servi ce cemdcedsed BPfhe uldie agngiheelitntdevéa@00.MThe okt aivian 40C adh bedogged rom a
har dwar e-i ntensi ve s uti?n, S chlas .alstatel ess_device (Pbr ex rrgqle, a
vi deo di splfayoPeRifi AEIPS LS ST hat B HES e 8 &0 PIET ORI 81 fTeiihihal
emul ation sffhaeiaespaseshEdls Aid. etheiRventive bandapebvitoning Sstemardfi@biard i | |
device) to _enul ate a cl.ient device 400. The client devices 400 can range

from si npl &0 Helhe RfeaeE-ipyqeEen SMEBRIAPS BFE FPIP¥PE dciergeaiddlerey alient unct i on
"PC-like" @8WeGepiditatatiBheafiONRaiaPloe diftrdit A Lbrlcnmt KstiadsitoRscds ot h
functionality and performance. Accordi ngl y, client devices 400 may i ncl ude
but are nofiglal servises ilRhle SR and sHepogyd DY Bich gpniers B} sBhese dientifgiceal

assi st ant Sil@%)aﬁoh%@@n%mh%ﬁﬁwa{é‘»?ﬁtléﬁﬁpe Bistion, ARHWOS KiafdfeSs qaiidce! ess
handhel d. PCs, smart telephones, set top boxes (8M TV sets; ail& the Iike.
[0036] |n Gecweaalsce Weohdigieiryparbeiate witvae bpedseltion Miver Einged.

Cli Ont devd, 8ol 0 kAR iEAURLSS, Y@UaHPd @BUL ANERYEViPS ) BRSEA's S Prent
e.)y., displays, keyboards, speakers, nicrophones, smart card readers, etc.,
each connedved 400 VAN clitniodeviRe #1009 abl sange fomnsimgley kg ®-likes nersentls a
renote interacti 0 | ¥o) e 1 i r.ot ocol ,
B e B L R Y L
NOC(s) 200wakslatmas iti lceh Genti@ra(ig) and @6rfamandre AVENrdldgy, cibntemticadedd cey 400 can

each conpr.i se, a,_conbi natj.on of the def.ined per.i pheral ices, such as one
or more diBBP9R Oeficcl ’(‘Igl.t%d?,to ﬁcfﬂs}(si’c f“gﬁ TRt ?’vﬁrﬁoélgleﬁ]éﬁ)& %ﬁsﬂﬁég{;_ nmapped,
I r amﬁ- buf f@DAdEAREy cOinPutkss, deyttp Et&\é ineesork GP'CQ,E ,wu)‘ﬂbshs hg}dhelgﬂlfg‘:sl; dmal(“t
ouch-screen, scanner, car r, buttons, etc.), audio devices (e.g.,
speaker, ﬁFIEPIBBTFoﬁeéFOPe'?‘E‘?ﬁgmﬁgﬁgsﬁ%w é‘gl‘%‘é‘,g., canera, codec,
clip/overlay re@w3enin &cérdhncedrith &i fRGRMBEYT the @Besert Gav@ntion) Bliane d&abesser i al
bus (USD) devices such as printers, CDROVs, DVDs, hard.disks, gt c,). The
speci fic 498 EFEPHTTIYBIOUE HPUHORBEPBPIEH HUPMEES °cF HEPphEDaratevi ces
associ at edp¥ictl, rBicRPphbhd Undht Gtd RAderd 8], 6R£1ABENRIA (6 W N34, EtefcpdblOVEr  UP
and reported to the NOC(s) 200 as part of the device authentication and
connect i orflig¥tdgpiopridfeisplenants firgnota ipferactiyharoduel (¥er edneletisa 300tEan

adapt t heijte i, BRMLLOUERUL e (O PUERLiAGCESIoh Of 45 hBRGSI td hnb@Ra lithi es of a
specific client device 400 configuration. that is currently being used to
support a theiBers) 800 aid feevieetentey(pb¥)0oh thy WeAdY 1@y ey dagees 4P eacseghpl e, in
t he ease 1S- C i ls. : i " g"
cvent o (1 PR COBRALLER B BHGE oo IR dBRcte RUACH! EB%r ot isBhVS o)
200 vi a t devicasniptge fuliteiecbiaviewhitotldeldl diswt-thapedadipnaprifiat dedes ieth). can be
taken at the, service center(,s), 30 C j.cat i e i evi ces
400- Such "Gl TS T Ferndeyofin QAR CARE dd Raldi bbb Ee £
render i ng agdismigndss (@glspeiktr, deiciaprond) @tc.)Thededi devades Ng.gi,Scaalesn codegssary

because deyice drivers associated w th the attached bus-b eripheral s
resi de anQUREQETRY Lo 19e) §8‘1!1 \?foéaege\é\%?‘ff%gr '%Oﬁuﬁﬂﬁ?ﬁ?ﬂal@ﬁs z(?ﬁgn evbcggi ces
400. In aG&ﬁraG%ﬁﬁﬁarWGIbR@Ms,CDmghﬁERiisks,Qa‘tc.). hehe spsaTRt inktmeeNinidddt, the he
client device 400 encapsul ates or wraps the nativerﬁroto ol of,tpg attached
per i pher aPurgesyioé gaqh clgss of perinbgeal deviess appeialse aih fwHFH R et sisViI6p FP %t e
renot e i nLeraehkMedrobasQ! up aRd rBREEE %0 HWNW@YQO@QHW%? thetdepesn the
attached peripheral and correspondi ng service center 300, L., the one

cur r ent | yauthengientionrfing apRnsation seRpapecesrlavhidinpnge g sseicesetps 300 ic@ht dexi ce
400. I n accordance with an enbodinent1¢f the present invention, the renote
interactive protocol overlays or operates "on top" of the existing native
protocol to thereby enable any device to connect and conmuni cate with the
service provisioning systemarchitecture 100. The actual poky defining the
operation of the attached peripheral, device is set by the correspondi ng
service center 300. For exanple, the responsible service center 300

determ nes how to interact with, i.e, "what to do" with the attached

peri pherals and how to respond to various events such as hot ping/unpl ug,
devi ce-specific exceptions, etc. 10037) In accordance with an




[ 00381 For exanple, the proxy device 4 0 can be used to connect a
non-conplaint thin client to the WAN 110 by converting the thin client's
native protocol to its analog in the renpote interactive protocol.
Accordingly, fromthe Service provisioning systemarchitecture's point of
view, the non-conpliant thin client is just another client device 400
connected to the WAIN 110. Whereas, fromthe_ thin_client's pqint of view,

it is sinpHsptdbrineudeniy & QGriaeaed i@ RIROE hertpabdiigee! 2 rnls shidite, the
service pryi.siyonicnghsysiahare tid&e %rlﬂeﬁgmgd ERRupBANERHImRA G GEraRi cat e

W th existing network, device or systemw th no or onlé m ni_mal

modi f i cat iteires o6 cliens davipendiPe F&hd’#’éﬁpl%@# thgespee 9ffrsgennesied ppéphsrals fishexi sting
network, deviige QicsySHEMude oLl AU YeonhB8/dRXimtehNBeARY WRY Kicnsleyige or
systeni s I'nactions, Operatidns and I nfrastructure have not changed, but its
capabi | i t iremricd e NBSER 208 I‘mebeeblmm@mcéﬁ?j@@t%‘sﬂ wohFEEPioRtate 8CidacaBer vi ce
provi si oni 13 9ai ?eX%% iy s%{'\ﬁ%! %eﬁ&% %O%ggomﬁbﬁnﬁ%aﬁﬁ{ ﬂl@gh&ﬁ dtebﬁgesstﬁfov'g:lﬁh

provi si oning systemarc a corporation, an organization or an
i ndi vi dualacmars nmeyvinindsy |fazieexammbr trahsmitties aprTisteacedssng commpalsde clitn es

avai |l abl e e st:n rk r si ng
security VI %%}(Z%t :i‘h% i har \?\%?Sgy ?%?gsr/aerdg%l%%\?gggﬁa%g%?g%u% as new
client- sermmhe&}bﬁ:t-hmed bbﬂl}ﬁmﬂild ®sidetrel execute on [@08ovicd senteer Y0candproveinsi oni ng

ystem ar chitecture 'rear.,,co n e 2

associ at ediitt tdﬁV‘P?fe4]0 e;[’?/f‘cc?g a?‘i?s"flﬂle r% lg% g{e(?f\sltﬁ%gregezlﬁﬁj Q'rgnst{o Otgg%fl?mi s

appr eci at e@vithad0 an&psiliteLocRtpe the3Bflve arnvtdeel af tle@bag/hedrncaplmrils@vhtat a

center outfl tted with one (3 rLté)lre connec{ ors or. conE n servi ce nodul es
1 Lmt Ye grog)

310, or a (&petatiyp U§hE prolse At I PER IS e8RS ReHdRE i ce, such

as video ¢ RkERERmMahIM BEREdn BE altRGed pédphkral ehd piteiyondipi eevicessagi ng,
cable television, digital nusic, digital. novie, e-co

servi ce prO%iist-ofF e SYEERH lé?rW‘E’&aﬂ?réWi@oangrfgﬁ'ﬂg’?gtsﬁ%”?é?\}ﬁ%é?hff‘;'[ov| der
to offer ighfcsapy %Sacél*dﬁféé 3Rl ShiMBo@n&RIOf (BE LRt 8hveaAbh, Whe ¢éméeennect s
its systemto the WAN 110 via a connector 310. The connector or@ionnectl on
service rmmn@m@lmo@qelapwlaaq 65 OpPralEy AP (M eOle e PIHEE MRS &P dRol  of
the corr CIRPLN S’ &'ﬁbl%ea[n‘{l' 1cgec9tc%ﬁne§pgnd’\4:&ﬂhﬂm@d@e IR PBbAt® préVBbRing
interactive protocol. "This enables the service center 300 to transmt its
native corsyasmldsarcﬂmtecmreeh@O deltice agguad g licy\|dgBning ghn Speighon of dbndEadiedn
S ”Dg'ugh ﬁ”&%vfafe % P}erﬂYé s&eggaﬁh&r S00cBMRAPS0OT Fi SASSAIDILES the
renote i ntéractive ocol” nessage packets containing the native
commands ﬁspd)ﬂséale:kﬁeabe chmve»réé@ det@@llmémwrtedltﬁmt Vg By §$-c¢ ll@ét?t@f’ V‘Sﬁnthel n
accor dance an .e n

of fered b)?ttz\l,gh%&]gg?‘?}?eé Sc?léntlg‘FVs %ﬂﬁ}igf) P‘%/Se%e gst %dc%l% Ctl en deV| ces 400
at the di dedtd-grcific exempdonsigder the: contl nuous control of, the NOC(s) 200,

descri bed bere 401 ¥y r d t of the
present invent t‘)@B?{]&eP‘ifPﬁd&“ﬁr g’\l} ?‘i‘fﬂﬁodﬁ ?gt()celﬁ%%gr c%\é bec urtg)ggglobm bl es a
service pgeNtdlern da wanviesd toaendtare a nepBb@plidnntienoedsdt 415l toshnzecs @ the ce

center 300 with no or only mninal changes exi,st dwar e and

sof tware N0t pramuigile SBibp servip cct?Bi?Bsr g@f@#&@ N@%ams\:ﬁay convert
its | egacy,ghiaf El[én$3ev'1d’é§ uas ’\?J?e%LH’s@ltldB\hébsahzﬁﬁb Yocareeny gdelf30eboantie connect
the service center :300 to WA 0 via a connector 310 to rOébde its

enpl oyees reglode sipaCl Enprotocak 6B 8% 156VisE PVISIBHSTYSIENT atshute Vi C®s

avai | abl e I?)O dﬁtaﬁ 1lo?ﬂ§t@3ﬁlt@ff££r BE ipRfyi {18910 BiSctisQo (HWANITY & 4 Bk act i ve
pr ot ocol g Vi ce provisi on| ng system architecture 100 operates "on
top" of tHevisradGOendrds et @l profocal renyasgaey “Brpdrdsvics e ey e AR CHPEi de a
secure r emoen?dutﬂ&& S Aa tP%r Yo )% h?s?qugmlstgﬂﬂgﬁle éﬁﬂﬁathﬁ' s&ﬁaﬁt‘%%ﬁ aS@himer S,
renpote acté oappflca 0 rovi by either "xliost ftie
appl i cat i @aginal, thajﬂnnmgtmsmbmnaob cbmlectbdlm a progyreyigef 4.0 wldghi lvmmie?teg he
servers Xll S of.t rose 0) renote
access t o', atbﬁ%f%gtp@ @e’\(l\?gp'leg?‘bg 5}}6 £ § E)&/m}e%g&%t e?gmwﬁ%gh&sqﬁég?m nal
server fI200ﬁﬁltmsmdemwnmoaxemspfdxyslehmmanﬂd&mllaodu of these nethods
provide renpte access to applications that run on the servers within the
service center 300. In either case, t he service center 200 has one or nore
connection service nodul es 310 that are connected to the LAN 320 (or the
enterprise's Intranet) on one side and to th.e WAN 110 on the other side.
Al ternatively, the connector or connection service nodul e 310 can be
connected to the WAN 110 via a firewail device (not shown), The connecti on.
service nodul e or connecior 310 naintains a secure connection to one or
nmore NOCs 200, and awaits instructions to securely connect one of its

of fered. services go a client device 400 specified. by one of the NOCs 200.




[ 00421 The network operations center (NOC) 200 is the gateway to all of the
services offered by various service centers 200 connected to the WAN 1EOQ.
The NOC 200 aut henticates all connection requests received fromthe client
devi ces 400 and securely transfers the connection. to the appropriate
service center 300 -to deliver the requested services to the Cient devices

4001 Accordi ngl service provisi.oni system architecture can support

Tt pl o Naco® A0t g5 B e ety s Rn A DR R Ve Bl st Regicompin

28 8 or dancethiti Tlhnﬂﬂ teaTIVOT | | mENby @il\t/)érﬁﬁg tgbelﬁﬂﬂﬁeli;ctﬁ\tﬁﬁ‘_‘lé Iﬁﬂtocélhﬁjtﬂ iz inOr NOC:sI\IOC
is not_only vertica scal abl e, but the functions within a single

2re ol 5o HBF TIBREPI A CLaIIe  MAHERIn R dHer Cor P ohios RoRBat o

wi thin t hearNGGRAOs SARk JT€idw) G @as esinblonempaddnt ReuNQGifr clpabéJicd 409S) .

100431 I n accordance with an ﬁ@ﬁ%Odi nent of ,thei\_ present invention, the NCC

200 conpt | V88eddodke NpMY bt MEEPe At97b HiedBinlicet ftith ds19%at 1sgsimply

Met a- DesktQpfidrIehVd Si@ndBRd i€ ciZed® serferUSBierdlatea BRS@rAR0prBtisioRing | dy&Bh

dat abase 240. The aut hentication servi‘ce npdul e 210 responds to

aut hent i ca¥aiscpEglstas cPREAT FHCOBIMBHPRICIRYE EBSINETPENY, ERIE AT a¥steRe

aut henti caliPho BF bnly! h@fSal Hhodt ftetidLIOME hidlaFfelSldlof QoK AL elsthQuieifup and
mai ntain valid antlienticated connections between the client devices 400
and the NO® podtingTidwaik Heried envism. sdevirdashrodiel exiging nstisrlesdeaird arai nt ai ns
valid cli Vi u | ' ci Atk Ru bl G b the user
dat abase %g%)terg%dfu? gong’l %%%twlél%@&%%ﬂ%ﬁ%:@%%@hﬁ clc;ﬁe.t g‘le&?té lég é%dh%asm be
associ at ecavé tbhera epfantddc erhda pxtanddd Gy 2@0necting de rthe isvwioy presdgionivg isgstemdevi ce

400 can be_ i ated ri Q0. Oin
case the RSN b bhut b a8t Ml ReR ARt Nor ) 1

i |l ustr at edrpartian hentganagii@noprodesadial cacoomdanoélew wordiwiderbedoteent  of
the present i n\éeg[ i on. . The C‘H’ nt devi 'csz. 400 ca i t.her trqnsn‘it its

aut hent i c&67%6H '? Eﬁé?ﬁvwﬁf reg G P 1 g ising HEEINGE S0 8 (SR, ViYW ds. net |
WW, XdS. Cedipromikink ssuflB), oréivestingdfi nbr badoasysoftivarcaufrivanttivepduchas heguest s on
the WAN 110 to be receiyved and processed by the assigned NOC 200 in step
1000. Pr efC8fHi5FYyer ﬁyﬁ@l’cﬁe@ﬁﬁs’(ﬁ@vi ce 400 uses the public key associated with
the assigned N@3208 t@vRBGWMiodkE stk efdhite@tiie0 N0, @bl efehl” besmanging
transmtting or broadcasting its. authentication request to th% assi gned NOC
200 in st &gFoqigenend the data prsaoratgd iR eNeryiesp Epsids 1B 4 G- aui“ﬁri vat e
key. Usi ngpBQatNOMas a REMBLENEEY0 chilBe 2 WeheNdrt&plidcAataSRhtdt GRfifRwiR 210
decrypts the authentication requests or nmessages received fromthe client
devi ces 400° oh TQUR FORUPEDTS PhEOHGEENterter MoAuSe SYPc¥ HsbRf% sEEdet Pansni t s
or broadcasd Fiafly &SupHRk o0l ESRANKE sl B B@ot dontratoe, Chicfidt pRRYdoS €400 by
encrypting the response using the public key that is associated wth that
client detdleborpyome messaging, 6¥ble Fedavisia, idigifel WesircESER)0IVEP, SIOPMWTD).

Pr ef er abl t LV L\E.: Vi p {54 ONi N 100

enpl oys sé‘ﬁm@% %&égﬁ%ﬂo‘éﬁs&%@ﬂgeé clﬁrgn%rgme eél?é;?ép? %%Eﬁg%r??écgﬁ%%; g%r Vi ce
(modul e 216fftrais semeicqpulyt ptatiiehings sewicatcedenpAthwhichsenneots itsraysteii terthe devi ce
400 and t I jent. device .4 h t he i SQGI i t he

aut hentic t‘?’lgni@e?'l\z}i %éo?rnoeﬁt@f gqglgfh%g%qngé{gl{ Ofﬁéﬁ%lﬁc?%ln?&bg%?%oe ngencr ypts
i ts aut heatdapailldterorivagpetht sxitisig ngtitehpeotpedilof thelceypredphating enasswoicate@l wit h

the assited, NOC 200 and decrypts .the response or sages recei fromthe
hoci aned ROEZEPRLPRGS P GG R Srosrd ol B agp I ETTRT SPE5s fedfkr ot

aut hent i cahdsafit ps Qe EEmBRRIYT 18 Scilehiatiew@dsi ONOE1s3) Qorricton of @onAMatieat | on
with a valid client device 400., _ %00451 Once the %,gl% hentication
request affdVFedpitie Hhvé Bedrvist EREst Q?I‘kylwgé%h.%rne’é%fs .l9§e fempte

requesti nﬂnt&idti%@{prcﬁ@é’dl Qﬁ'esék%gs anghckite cauhilBBtthe AbfiRNcosfhands 8f MRdelleat 210, the
requesting client device 400 and the authentication service nodul e 210
share a u#ivipge 40@dedined fetservigs| opnten 39| Tneaceprdngeswig #F prbdimeny fdbet i ne m
guess) t oMS b9 th kM i RlcchiPis 308 Lo B AoV clich: St ep
1030. | nh%%séegr g%ggﬂwgg%@%égﬁg%gF?relr?!t%%%?&tcﬁfg Sr eser?t I n\gentoi on(,:
eaeirclient device 400 includes a smart card reader 15
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430. Bach smart card uniquely identifies a ?ci Ser and stores user
information, such as user ID, user's private key, 'NOC s public key and the
like. A user inserts his smart card into the smart card reader 430 of the
client device 400 to initiate a session between the client device 400 and a
NOC 200. The smart card gener at es an aut hentication request based on the
client 1D of.th devi c encrypt s i1 ut-hent o F equest
using its cgvbcf’sego Lﬁle diye ctlonandan elcu?d%f)tﬂ e roélgﬁg%soeei{ gt% Ii(gg{gggar ’ecei ved
fromthe N(B@cr%@hammbglowts stored prlvate key. Once t he aut hentication
request and re have  been uccess e the smart card and

t he aut henti caﬁp(g@?&ra\?fodg%dﬂﬁ]eaﬁl%n lS{ %lﬁé’} ge(fglg[ BHCRRL P i al
sessi on keyotisiofisg alytdis ArcAit&asS il OM emiblel aESﬂﬁllibeqirchﬁder td h@lvlﬂﬂ& dita téigers mar t
card enabl.es a thipn or."dumb ent devic a |l ow
Cost cI erifiogiPERing ere ariry N B da ult i EaESHP P o

aut hent i Caaiveae fnddoligiard iafr@stiablel Har axah§i b @Brporation canl RRABEsIPBSE etthe
session key and the authentication of the re estl ng client 400 has been

est abl i shdtf, [c3R% CHEPHEHITTAUF YT iBlorasepdee feriaT Y070 corpestdie sryicefelifovi des
the clientsohR, §85Q011 8480k WnhébtdrBeo K@ HeRE it 911191%2@65 aeMir€ EenftlD adc@sd Be

Met a- Deskt op service nodule 220 in step 1040. The Met a- Deskt op serV| ce
nodul e 220 Ratiahor $Hey e d@ViCESeaE"é]ﬁWéé’ﬂ i lsgpynentiarisec Fadpichige: c | ihent

devi ce 40%@9&! ﬂbﬁ@h@éﬁo@c&mﬁm&@éﬁ Mot Rrobes Kl Q8n AR hltBSurk qw%twafw devi ce
400 in step 1 [0 I n accordance with an enbodi nen

present i nvléﬁfm @lﬁ thetﬂ#éVW@CM Kied peas GuiP@TiNDTYsE P PFoyEd o1ReuIs AeTHeiE e

Met a- Desk I{ﬁ?g i hes t he
client da:agﬁegigor%%&*%%%g i(gpl er'\ﬁ% gr F&SQ(E?:IS %yéﬁlﬁ?tggg%%slgteoﬁtg&ll%%%pl i ed by
a renote wserdesprovided byasitherafihostéagl'sthorappbeatives es runengc b isperialptartidle to
determnethe i ent. ] e (e.g.,
geogr aphi ¢ almoca [ oﬁﬁ‘éeﬁg# {l{e%grv% Spf %‘%%5% @%ﬁd&% %w}(’?gﬁ %h@ééss 3X§e§

att ached peawephemate abesss dxeapphwﬂhohhead hekeoviBaisteknablitghibe giridemt tgmafal | e

f t Met I i
PR T R R b R N T e
capaci ty) ranete @sdeabtad qipe&tﬁnssmum alethie served nwighid thensemidehcehitee 30&qtlﬁst i ng

client devjce 400 to client-s eC| fic custom z skt o
o T he s B et eaeris ottty 2 Wb e Chatle Gsherfiot o kEa LBl gt O

Met a- Desk b@oféckddos tROUNNS22826r e eﬁtembé'syhxtrmmt)t R Ssidemd de viiecw Aa0Nnect i on
to the client device 400 0 ensure that the Meta-Desktop grw cg nodul e 220
is in combhPeHeiofht fidenAberpaiivet: HfFoBRCIfE AT PEAEESn é‘FW’é‘rF\fn 87i3d8 capo.

[00481 Thge MitnBoibe &hOWAR 120 VRRr fireWel dsedeabi BbwhNt Bl ctifi@berise used to
| aunch the user into a specific service connection, Le., _connecting the
client deviodelemgoriscior 3hERMIENSE s ORI logpis o snre &G, gaf t i cul ar
di gi tal sep¥iCRsmicloRCHAELRNS %ometa,ho&rbf%m;edcgéwwa@ 1Pk 88&MdeliBy apd i on,

nce the Meta-Desktop is the first screen that is displayed to the user by
(the ol i ontpédter b8 onook the NOCHEOR. BestapoT e Bioppor e by i de

adver i oL Bk Grq AN SA0S B0 TRl SN EhechnEiofRcplae
pr ef er abl iptérmet codestiorsosts) nmwnetpp@lyaqcasmgle\baralrauste seqryprelemblvedingbl e to a
speci fic authen at ed sel 1S aut he ca ce 400
as shown THFi &k&ﬁ%\% f) oﬂr)a%xgﬁ&ﬁ eveer?i ye“b %ang‘t'e%%éﬁé @gﬂér&ggt\é#l bed to
the Int e_rdstéﬂletsalvﬁﬁfmmtyar 3@). vileee, hxewmylonmbd e aalbjatep bopmpuelasy pdreoikl ephony
service i

accor dan C‘iigv\? '? %glgthgtg:@@glymlﬁgt?w{eﬁ’égn %ﬁ@%‘%&:‘t ggﬁgar\ﬁ“ﬁ‘g ke lB%fg 939121}\ Qﬁ% e client

profile iptasambiioRdnaRdyiteh archBEdnQs 106 bRk adeslno BbhbRtichs ®longtevieer 400,

t he Met a- Deskt op service nodul e 520 can custom ze or tailor the

Met a- Des @W@ﬁﬁ@ﬁ@aﬂlﬁﬁmée%%&r PEORE] gl %W%mdéogfw gispproriatdhe g

speci fic jhegafuh0fierf dd/Re 18t86dn, tl@re%@%&shﬁg SubbtaiiR c &t Qunepafnﬁfoeéx«ﬁbécﬁ/whﬂéﬁe

Met a- Deskt op nodul e 220 transmts, pushes or broadcasts dynamically

changi ng RAtdEses taprersienpdiayeef d‘?‘%lﬂt}’a?}aé peigonigacee | i ent devi ces 400.

[00491 Although the service provisionjng systemarchitecture 100 has been
descri bed herein as providing the Meta-Desktop service, it is appreciated
that the Meta-Desktop service is nmerely one of many services that can

provi ded by the NOC 200. Accordingly, as with the Meta-Desktop service,

aut henti cation service nodule 21.0 can authenticate, connect and nmanage any
digital service to the client device 400 via a secure device connection,
For exanpl e, one authentication nodule 210 can rmanage digital service A,
such as the Met a-Desktop service, and another authentication nodule 210 can
manage digital service B.




[ 0050 When a user selects a particular service fromthe Mt a-Desktop

di spl ayed on the client device 400 (e.g., clicking on an icon 440
associated with that particular service) in step 1060, the serving or
assigned NOC 200 that is securely connected to the client device 400
determ nes the service center 300 that is associated with the sel ected
service. The serving NOC 200 uses its secure connection to the connection
servi ce nodul e[@¥0] &f acchelagesivite dn sarbeilieent ehtherrreBy inventjon; ePRRCEIA new
devi ce connecti on ferr I ' j
S o g g TN
servi ng Noor208v restdgeigotthly sekbleowrisst Woethatt deanesk paghrdigifal sergg tofthe he

connecti o l e 310 an e[ ' ' ' i,nfains a
record of g@d@g'ssi%ﬁxaﬂp. eéTtl? %%lr?a(rﬂg%t%fcétg %f %E}egéryt gggltydet&gf) égﬁ?"e&gg‘sng?{gn . That
i's, the sepadifiigoNOEir20G stemoltied EXinkines®] Manintqeh™®f Limxi™if OnnBf, i Saesf™ 1 he
requestin li,ent. device.40Q t e, connect.ion.sery| : d
instructs edlcggﬁlﬁg Y8R "5088%5&%% ‘oeny?fg t eg ﬂ%’s tééog‘ﬁ(?céﬁgg&gl%g ﬁ%ﬁ%\?m th the
request i N@10latient thel@chwed Bferfiye ifori datlatérmige,andgvitadee displaphued amdmsect i on

bet ween the server 330 proViding,the requested servic t r esting
client de\FP’E@aﬂ%Geto érea@héer\ﬂﬁ‘f\l a%d f@r.wefth&’f czgﬁﬁagécsﬁt {por %%/f ggl @%hrgﬁlggd
security byteRBs irb@cdFadimat h©neonRERIonAn catilihaiehemmelaeclBi0idvivietandtaes al |
out goi ng connections to the client de‘\éi c%%400, ar]d {1(2 i.nC@gi ns_ connecti ons
to the serwvie cerpt &0, somegtion s5EfH Pedye SR atesite cliggt (i’ d8VPEEY 400 can
cal | i nt 0,0 gisPial HRUSNEQ PRREJAIMISuthb@ drAGUBREBECE reqRted dBRAL seAlisdand he NOC
%0 term nates or drops its device connection to the client device 400 that

was provi diengnit hesigvstomipigkisop . therpbsediea &t teaste g SeRgtiul €onageion
trans! at egobRe JdaRidt10t Bltlerf SISTEARS: i QMchidE IAMRY kel 08, SiREN], GGurldnt O t he

renote interactive protocol format and nanages e connection to the client
devi ce 40@nd Tiatlath setstofe et ereriiemansiegspierées ogefPles33osie iy the dignt he
format (f GeALihd@Nseial als dRPlBolidtY Skb Ol R IUMAO APk 8t bhhcd
appropriate For- each grven client device 400 for any of the digital

servi ces andipbdtineng onlyhesisgleviiogiopentlet ig0be s¢rvers $1ammheaieataeddeviggt no
translation is.required by..the connecti i Owhithid BE

appl i cat i 8?1‘“?&%‘5’8?‘?6@?1‘3&?%%“?18%95 i h éeergac | ogﬁggggxg{eﬁ %.jf)g?‘)lt{lﬁ&a the X11
virtual desiice célitér3en asdfiikvheée devices 400 1@bdtibgAfidheservidge NOC 200 initi ates

t he establish t of a session hetween a Leul ap servi C 300 and
the client de\r/nf@ézh%'@ﬁ n%tweﬁ% Of ﬁarﬂgxi pgﬁ{:)t (bigq;llsceezﬁj%e taﬁgﬂsaﬁnpg)ghﬁser
i nput s tosérbi%e@@ﬂér@@b%;&h@otﬁ&éﬂid’e&:eﬁem B0 3Qeanddt o thw BFANHEOWAMeMOCi n st ep
1080. Upon receipt, the service center 300 roces&es.the.i ng%t@gan%/ or

perforns £HR eS| BnOECHENENEE SHenad 1oy Jhg SUsH dexie 98¢ The

service cgl Ry 3QRsfLs ARS Bbirciidietd BRAhidpiateCRAMBNERIdr BOONe ddliventhedevi ce
400 in step 17100. 100521 in accordance with an enbodi nent. of the

\% esent i masertédoservisescty MeCeizmb dpgicepédab| AecPrimnghdge SFYICI IPESCEYE; ons.

‘Wth a vagi it &l ' N, P Gabd MubiRdajresiehthe

\\ai spl ay fE sﬁ%%mgntée%gdgﬁ%?eg%ﬁ%ggﬁlg g.tl)\cl;lsed %ﬂgtsﬂg type %f client dglvi ce 400
that is cdevienst |f dweordgncaseith by ctthedivsat of theapretsss Mviatioh dhe BymBE i ce from
t he servi rQvi.si oni Sys i . e . é@ﬁ@@l ice

provi si onﬁg)é’%sz&ﬁt%ﬂ?ta%% T e%aﬁlgg%ﬁilgg btélﬁﬁ{aelrﬁ:ugcsu%gsggﬁ‘lm%l 3? sb1r31/ I nai n?g%ﬁ‘éi la a
secur e TCRomasedy sediie@uinbar ddtavdveme/tdfovard t@mtondsy WdbingDONEKRH2@heanof t he

200. The lifeti f hent i ion rfoil ninitial r
téNﬁn 00 beg(e:reaéedetg g}?ﬁngtlle%Cas%%pa%mt{es?tI on perfoilued on initial use

[0043] In accordance with an embodiment of the present invention, the NOC 200
comprises one or more authentication service modules 210, a Meta-Desktop™ service
module 220, a user database 230 and a client database 240. The authentication service
module 210 responds to authentication requests from the client devices 400 and executes
the authentication process of the remote interactive protocol to setup and maintain valid
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insertion., i.e., inserting the smart card into the client device 400 to
access the digital service, corresponds to the lifetine of the connection
that is established. between the client device 400 and the NOC 200. As |ong
as this connection is maintained, the NOC 200 sends a "keep-alive" nessage
to the connection service nodul e gl10 of the service center 300. Preferably,
as an addit ] e i r i.on, :Lhe i ryhee d 310
term nat esé 'tﬂﬁegﬁ!éaé%/ll ‘g&eflglléégi’r(fﬁgcljtt% ﬁ%ﬁﬁttggtcﬁélnc?aﬁfeéﬁ{]qggva?lge&zglo%blef 2(§q?1eL‘1t:h§nnect ion
servi ce noatheati@tion faviks module 8t@ktorss hdmiinbap-valid viéent dessagesenRsvind a
predet erm i f. tyne. 1§ i [ : "keep:al Lve"
function itglgiggr& ? &%t? QP‘%&I crlleen%%fl 1eﬁlle n eer?déga%i%\%}éﬁ%%%? g%gél{ehpgataba§31%%4€ac part
of the autdientdesit “ohcandredsivakedoritlpr présdr NO@ 26Ut Akabitoaly, eschséenti ce

nodul e 210, perforns .a public k tran [ t 0_ensue t.henticity of
bot h i ndi v(lieglfgﬁ%@aélrbs? agﬁoﬁwfeﬁew@%ée%ri ?ré'%gcl‘ié gﬁ?m}ﬁie%/sleg%n& Olgaﬁo?;\oé\}gf?sea secure
di sti i but ithe pfnatyhBOKEPE0 issumavpitddlee MTumirgy pivble Fikey thystietiiustrhied @by a

secure system s .necessary to ensure that keys are securely dj.stributed and
oaf equar detieTACAEY BIOA%A b 2GRorHcn B AThEHICRT o1t HE DY DR i on. ¢ he
service prdl)ﬂéhtsdldi)fbh Qo TS lfeﬁliﬁrafaﬁklhit Q@tdugﬁntﬂcﬁﬁomlféqhési ?&eagy_t k@b baged ’
security systemthat enploys smart card .techno or_distributing keys
and generﬁ@ﬁgz%éls?'om%éiﬁom%?’ Xﬂ%ﬁ&‘}—guseé‘f') can®irg cag éts_smart
card or i nL8@hRe6h rghéstUbd tHeaWAN 010 BPfe rebdvdll HASRESHRA Byl Be tal@afehi ent

devi ce 400 and access the various Met a- Deskt OEQ or digital services. in

accor danc @V 2R0 ansteps PO Rselerahly. Hreedigtdevioy MY pess the PROLS ey essesir@ft oken.

stores us%i'thsthgraisl\sl\g%g@ NERY 208188 EncEfi S8t BcatiBn Fequed HRRRALLNMSEHInkL), the
public key of a NOC 200, a uniformresource identifier or locator (URH or
MJ) that dserdbestingiédauthentientian ecqaest pihe apraned HONGO0 e stgp 10@0he stri ng
"xtp://,:uict- H5ha | - r t . card

i ncl udes a soul"c"é‘%’g%"gg%@%%?? gf%ﬁgéég&ﬁléﬁiugﬁ%%é %E nbg%ﬂslg ﬂgoﬁ?ﬁg%g(eét\% ce
provi si onikeg tystugmbeationt soticer e0d0e 2dedeomts My authenticelign orqueste ocl i ent
devi ces 400 havi . e 1.lkt)es. IS S [ 2T | ent

devi ces 400 Ssr%%gs %geé%\eﬁeéao%g‘%gagg!n%%}w% 48@} %‘!ép @ggaglﬁeﬁ%?hgg@?%%g%&%% npl e 110
devi ce t onadiikl 219-tfanmoits onbdoad®@sts an encryfd®d BSsorish taeqartitairc elimittdevian

enbodi nent t he present inventio t he. smart .eard/teker...can, b sed to
Pt hent 1 280 & isaEmP e R Rt ke hOioTS bua® b Ry PEent S,
card is adeyipeduseada byertdnethgl dival deyst4dmih atep .| Preferably, the inventive

communi cati on-subscri.ber identjty. no e M Sl . For. ..addi ti onal

o v et PG Sy AR Db Srrbfag sHniietsict Sy Ay sfiee

aut hent i cahkRh Hebith&RicatidndeheceZhOduied i igselke piitgic ks hssbeiardtvth auddt N or
password to _unl ock the smart ca

_ ) d, simlar to the conventional .automatic
tell er maehibgeliprRARyice 4PYyandrihp §f1?11§|d5‘é‘9?)f'®/1é’ﬁtthetll’i@h§%ﬁ¥ FSSEE?@gf"‘P@‘rFLT)ei ng
used an upaHidiesicaeserise modlle 210. THaPQ56 e Foliens AidviRr Bodasegpg! itent
devi ce 400 such as a web browser (i one without a smart card reader),

t he i nvengythentisgionireqiesip 84ing the phlee Isfg’éfﬂ%hﬁ apasiateevith the pooenedN Qe 20§ ze sonme

ot her aut ' ' ' - t S liS] . <l ayer
(SS) Tor T B B o ceBERA Gl

chal | engehgee’s pungekesy sTlsgrspretaoeribeitticatinn pypeedure ensures that valid NOC 200
is in communication with a valid client device 400.

=

[0045] Once the authentication request and response have been successfully
exchanged between the requesting client device 400 and the authentication service
module 210, the requesting client device 400 and the authentication service module 210
share a unique value (preferably, a valuc;, that is difficult to determine or guess) that can
be used as a session key or initial session key in step 1030. In accordance with an

embodiment of the present invention, each-client device 400 includes a smart card reader
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[0057] A digital service such as a word processor application, web browser,
vi deo service, telephony connection, etc, can be connected to the WAN 110
t hrough the connector(s) or connection service nodul e(s) 310. Once a.
session has been established between service center 300 and the client

devi ce 400, connection service nodul e 310 of service center 300 activates

t he requested digital service and converts the incomng digital data

repr esent at48n Fpe goart eardyraesis idgeiser 8 yserand pIoE IRBUBEIRHIPN. Ry 88 P¥Res)

into a datapfgRp esﬁvtt@kepm@@@@atnchte?att\attta 1%6&%%&:&&1&@5@&% bé{& iflgskt op
protocol for mat and encapsul ates it he user session 113. That is, the

connecti on tb%?*%%@ﬂiﬂﬁ&@ﬂ’femg P ﬂml}lelgehepeﬂ@ 19} ipitigterpwasion kesvednthgekienst t he
service outgiite 4@%1& LAF00S08! Fhi RarVidd gaterdtétvag%uﬂltmtéaﬁoﬁegtféswase@en

application, etc. The connection servic l'e 310 also reports its state
and avai | alihq ¢liopt g of Hee MOt goxdce M@ﬂe‘?ﬂcr}ﬂﬂfs itheuthesication 1ggwest sdsiton does
not reques e LRP IR e
nodul e 220%t0?e(ﬂ1}lg)llltrzrgéle%sdg?\r{tﬂse& e IEE ers% }n\%gegag&dljxg %?Bd%glg tfs? own ?Pt& Fi g.
2A. This emabgels sNOSI pOGait epr @npddiesauﬁsnmlbalrbqpestmmwmoeserMpdnsm to a

user reque e Sl & of the
service segéﬁcés%{;uzla? q‘f‘?‘{n?&‘ 43¢ Mél%garg?ﬁ%é% ar ﬁ?a%h E%r&/ T (i‘—im% E? "“There is
illustr at edhae peases kef or mttradimﬁlen keynig establishod sesfiorawdth icedit othkev iThe w400 to

anot her Qccor ganc odi. , Of i nventi on,

Upon a useP! I &&i’ﬁi‘ o?’ag'lesg?&g% %@ %Hfgﬂbe g ,me g‘éeft P%Vﬁ‘% @%Gih%’ﬁ t card

inacli entzoﬁeuemede%e)ladldm;gsére@pﬁ@@@nd dedreivhi @pibiitiesy & withentiome aeh 210 of

t he NOC 200 det er s the geographic and/or network | ocation of the

request i ngoﬂ’F‘itBﬁFtn]]&l@acgésslfﬁo (e.g., JP address) and establishes whether the

di stance bet weemoté]eoledel 8O bestieN ike  adDDe A0 hehiiRLiSE bY tHeSreGRBfiRY c1R8D400
associated with. the %‘?l tal service (i.e., the serving service center 300)

is within BHedgn caablished e authensigaton serisesardnle &1¢ ey of @r grovidegihe housand
mles in. ghpn?QiQcialacwmiRasliicsity MRnSe&WdeCHONB AR 81t Besk@R! fchRse t he
client database 240 for client profile information, which contains

i nf or mat i ofofwp 429 g step 1A dhe a-Besktopescrigremodyle 2¢R setaiisheson devise

devi ces, I%ﬂtdtfaﬁ wifbltfie ref MEtRE ztﬁenpéevtcbaodaﬁaeat 18R\ & mBed MALDEAdS, on the
round nip delay or response tinme, which shoul c})be preferably bel ow't he
user's thresﬂiemu@fcmeépﬁe@%%nstepﬂo%t hentication service nodure 210

detei m nes that oézﬂﬁ Th QUGS el it 4L BhbRPnent éiet‘t{é ?Eeséigoin il Ll Aadehe direct
service area of € serving service center aut henti'cati on service
nmodul e 210Desltoprempidat’ds qom@nstsewneacndnmhel\/lstarléesktod@@m@ 230, TapdMge-ovi des

t he cllent t I i ith the
requesting ¢ és% 2%5%5\% (2&1”(#(9 m? lﬁ@{ﬁ dﬁe&gﬁ%o%ﬁgzerr%@gegpf?rrggﬁﬁ)gngz% of the
NOC 200 i nthstchgnt ZDZ@pprthbmtmmB&sdsbmsmat waxdeandudadseomeesst ‘dlbldlishtes a
devi ce conne tlton th rgl ef |n(g cl |tent tﬁexc K gt ? qmi ze é e

Met a- Desktl’orﬁ TR & PRI TOCY itYRS it dioree SR B FRE ¢ ifue St9°ng

cl)i ent t devgeelgaﬁtﬁe 1ooaﬁdn ﬁttclzcgl ywsork {It&aﬁd;%@emﬁda&?isa) Iﬂ%iataeh:ed(m{lphmld N
requesting,clien ce in ste en er ects a, desire
oo M isficts BoyBE LB BR s odne SR, Bah Brint e et F Sk PR ROMaSY  cb 400
in step 2040 gehdifeNOMIZ08kB) 84s80R 8Sin@RappRsphiateél &a ldBgkt §OdeFREPINE@IdJ

service center 300 to establish a. device connection_or session with the
request i ngPiE NPERE SRS Fapacivpend Frtablidiss pessgre device conmegimuyith tregpegingent
devi ce 40the1§t Qé{h@é dt@Ot{%e d@bfa?cihe S&fe}{t' SpEcifit ealsebtmtéae M&i- Dbék% cent gfe 300, in
accordance wth an enbodi nent "~ of present invention, the horre NOC 200
encapsul atresiesthig aliset deyéassiOgn /el chmtdsﬂ@ﬁweaﬁd Meta-Beslpn Feties nltoﬁeleuser
sessi on I e (1.

Forot o N30l e fe RARL Shubl RRRE AEoldPaciit HBLELURCL

home NOC Mﬂa-iDssk'tcbp ezert nyrdukuifeis de dominnnigatomr 'dalmeefahﬂtahd anthal:tp@tcd of the

i nvention g %el’l ezsooof dedi cated servers and software (i.e., session
cachi ng se}1 a3 encapsul ates and transfers the user session to provide
gl obal hot desklng (i.e., synchron|2|ng the state of user session anong

vari ous NOCs 200). Upon a user's returg to his honme service area, the hone
NOC 200 restores/updates and synchronl es the user session in his hone
service area (i.e., stores the state of user session on the user database
230 of the home NOC200) in step 2070. [ 0060] The NOC 200 hosts and
continuously maintains the user session, thereby enabling the user to
freely swtch between different types of client devices 400 and/ or

| ocations in real tine, while maintaining the user session ME the NOC 200
and/ or the connection service nodul e 210. The user can continue with the
seSS|on fromthe p0|nt that seSS|on was | ast accessed Accordlngly, i f

~ oA P~



21 can re-enter his user session nerely by logging back in. If using a
smart card or token, this is done by re-entering the token into the sane.
or different client device 400. Thus, the | ogging on and | ogging off can be
conpleted to switch between client devices 400. Thus, a user connected to
one client device 400 and showi ng a presentation could |ogoff fromit and

| 0og-on to anot hejossl tgtedayd : I.Ng : ok f.rom, .the first
client device 400 allndl | nge%‘%s%gpiz}%%gégﬁﬁ\;ee?g%%dgﬁgH@P&%ﬁﬁﬂ%éé}mgg tﬂb"d‘."‘ﬂh her
than a paude wsr iie atdprefineetizd coouestinm, ., Betwetdng theeclieht éaviceddi toes t he
state of t ] [Wela Py ' ' nd. t. user can then noye about
while conti ﬁﬁfﬁgéﬁg&:%g{\%vp? %itoggéés?%eﬁ% ga?&%%}r %ggset%lger'e }%ccgrr&fnécﬁ ‘Y‘lﬁhﬁn bet ween
the tine t hakectaftisgresenigaveanfibn,aimde the déctbBResktqnit thedirstassbnthat i ld&pEgesi on

woul d be cache d stored ,on th onnecti on seryi ce nodul e 310 or..t he NOC
590 it e TRie Rl B PieH aPlet AR SR RGP R R 2P e divigs
confi gur edadertizaet 1460, Wwirdndinghendewhel isenicedevtieC efunbice alohfew@ni gsdpo need

for a | aptop, or. proprietar ersqnal, digital assistants (PDAs), while

travel i o, SBeHaTnREnED 3 RGPS pa” B lend Bk BreaalY erdre PR oni ng
syst em ar chi(t epiesdifingd QBrioudSefviceR byhi BRE €S a bFecHR divheliiSat&NBEL orf @lsBocfic t Oken
to renot eIX access his corporate network from anywhere 0611 The

connect i on®¥Refirdted oitgh fevieg1 H0 sabpyedn FigsothRb- )(;Fd%r £XFPBIG %Véfl\i{l?}@hm ovi der s

or server sugs® aibderdad $6hd medlaftaéﬂmm{ Q&vic8r hd @SBl 88101 th Actdre ued 1 ent
devi ces 400. The present invention utilizes the basic user interface of

each, cli elflePlaVi e&vianof it et dpdee ¢PAAs detlpmuPReAr Bither MEHOMwsed bn t he
features adobiniBetyidahidibdinRhy 8AA. SN BRUAC BaAB Dl Mo igh! gasﬁiehe

répresentation of the data on the client device 400. Transcoding Is a
process ofnfsmoléqn pir iomeation eeaived offore e elient rdsiice @0f drendlieta-Desktupt her .

For exanpl & it 085 NGy, cl e Vi t it
hypert ext mravr1 ulp anguage °?s§‘-’fﬁ3§5 {?ﬁ?lﬁggl(%%d[) é@g%ﬁ%ﬁgﬁ]ﬁégsﬁ g%chcgeﬂﬂ

const r ai nt&ved, anpletifie ueheva ecifindpcetidrenf thwelsee nabicett tpnadtc tRefahiblh thesual |y
have ' snal j 7€ : n | r. bandw dt h. rates. The
client sesﬂé?%ﬁeg{(\tgsgl éﬁ%ﬁet ?%Og ltrg%{/%?ﬁgg%%%orp?%’g%%sstg\gﬁgm%ﬁﬁgg%haélglé]ﬁ USer

sessi on r esngdaslywiptibied tisplhBCGo A@lient devices[4D062] The connecti on service
nodul e 310 tra i.e. . uploads and downl gads) data t ch client

devi ce 400. In@%@g?‘géﬂ 0" Her Frrgise é’ﬁ%vésd?%tsysg?mt%f%ll‘gelc@geeﬂpgﬁ?‘ﬂ?e ion, the
connect i onleseibed bereimairevidihf thesMatariskmp isareide, Mt fst dpplechmdi thatlihié fMesta-oper abl e
to transf ata using a range of protocols, such as , Rl P and the

| ke, Pr oRusBBD o EE BT P ihvp Bl Se50E s 6 draerbps B Retho 't he
renot e i niecadinghe aprathome MapiDesit@e thriife, Pudvhtdagorsertic€ Podelel100dan
performance with encrypted delivery. of stream ng data representations, such

Y. St I
as st r eaniPAGVGECHRE F0GMGhasrigE diekR] eTvig t fherdhignt dgvice D9 Viagnspwei at e
that inforgrtd ebndeelicit | PEr bRanSlE, 1 MeheAldiOh odUicdLQ EANmRG LT ARSdYI Tt ed
using the User Datawam Protocol (UDP) and/or a proprietary tunneling
@ ot ocol APEHP e St s, thaleaektopdervisesandasmethen Bithegteatign mpdntssd Ogan | e
reduci ng daha.datieMestvicEAch session's graphical user interface (Gun and
visual information can be driven by each service driver having it's own
rendering engi H®58l Wik d owdr sgleetn gipagiculgusshviesiivh dheodiofa Dsdktod olagtayed t he

JavaTMvi bh lt'ﬁé cliEAE Ialeﬂge 400 (e.g., clicking on an icon 440 associated with that particular

service) in step 1060, the serving or assigned NOC 200 that is securely connected to the

client device 400 determines the service center 300 that is associated with the selected

service. The serving NOC 200 uses its secure connection to the connection service

module 310 of the desired service center 300 to initiate a new device connection (also

referred to herein as the render connection) between a server 330 and the requesting client

device 400 in step 1070. The serving NOC 200 manages the session between the server
17



[0063] By virtue of the present service provisioning systemarchitecture,
NOC 200 can establish a secure conmuni cation path between the connection
service nodule 300 and the client device 400 to provide unparalleled | evels
of security to both the service providers and the users. In addition, the
present invention enables all sessions to be available to the user w thout

any data t ng _out |de t rvice center t hus proyi dj ng secure
an.d conti ?%8@13%8 ?lbniofji@ 33&3114 ﬁ’Sﬁ?‘H‘ﬁW ﬁ?@m 48?&9?&85%3%%%
renot e | ocadcbning .the session (1[eQG|Erﬂeht itﬁtuyble;tﬁt@f)f thi geshiofi)e JOiig, tHeSevihPNOo.

odi nents of the invention wll be

numer ous ificatio

appar ent ngq REpyyte l%ﬂ? F@ﬂglpho “h&l Iia 095\8 Shegrayesing tCLT’né d(%@‘EIAPBtt? dheis to
be const r ueshnagionl bdiicé trhotR1eOR] Oy a@Ghsirbetf Fhe thighecPiPREAcOIndiBRCHING, t hose
skilled in tg} art the best node of carrying out the invention. Details of
the struct EFRPIfRG SB%I%W%ngem@itawﬁi&rt| vwaf*%bv THEHELE ¢ryice raRdRe spirit

of the i nvedink@on Bddednh@e @&QEN?JOV o%ﬁﬁgc’cﬁe %dueif&ﬂbér‘n@@ﬁﬁd)ﬁﬁ reéfm:'s&ﬂ% come
wi thin the scope of the appended r’rhlls reserved. net wor k
oper ating €&t SpVigNERY oveyr thg SEABL Hpg s cApRTPael Priyidgs @Iﬂil?@md gheviiyebyand one

of a plur aéds{ﬂ11é)ﬁ1a§ﬁ1@ \égﬁﬁeo@dﬂﬁsrerﬁcerl’ﬁgm K0 fﬁﬁﬁﬂes afi oh% rrr%'cU ch%&g fnServers

providing at l'east one digital service over the net
conpri si ngelient deviceg 489 %ﬂdtﬂod@ﬂoab%@mwlom @?rthﬁgerﬁlw eqnter 300 kit Iwmlmfeuor nation

of client Y eS MUY QLidds 86 :;&uh@atll Navs QoM £ & hgrwN(Io;ént
e S a C n

client profile’information having rent i de |ca|on(ID)
i denti fyi ngP0r eslsecthe \I*L()@I?-O@mmld@tﬁs @eslroamds cdevios eormeemd ts lnllrtsdrmbéemce

| ot or mat T ofbg 'R YRRl iRk HRRaA hl ARl 38906 LB ML ©f Tent
the input/output commands from the application service into the remote interactive

protocol format and manages the connection to the client device 400. That is, the
connection service module 310 converts to the format (resolution, color depth,
keystrokes, mouse coordinates etc.) appropriate for each given client device 400 for any

of the digital services available on the service center 300. It is appreciated that no
translation is required by the connection service module 310 if the application supports

native remote interactive protocol, e.g. via the X11 virtual device driver software.

[0051] After the NOC 200 initiates the establishment of a session between a
particular service center 300 and the client device 400, the requesting client device 400
transmits user inputs to the appropriate service center 300 with over the WAN 110 in step
1080. Upon receipt, the service center 300 .processes the inputs and/or performs the
computations to generate output/results in step 1090. The service center 300 transmits the
rendering commands to the client device 400 in step 1100.

[0052] In accordance with an embodiment of the present invention, each NOC
200 1s operable to manage multiple sessions with a variety of client devices 400. NOC
200 dynamically updates the display format of each Meta-Desktop based on the type of
client device 400 that is currently being used by the user to access the digital service from
the service provisioning system architecture 100.

[0053] Service provisioning system architecture 100 enhances security by
maintaining a secure (e.g., TCP-based) connection between the client device 400 and one

of the NOCs 200. The lifetime of the authentication performed on initial user token
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an authentication service adapted to receive client IDs fromthe client
devi ces connected to the NOC over the network, the authentication service
capabl e of accessing the client database to obtain stored client IDs to
assist in authenticating the client; a service selection service
configured to present, on an authenticated client device, a display of

avai |l abl e servi ces base | east t he criber _infarpmation,
and to recEFFEPn ’c’é]ts?rg’?g @F S, ‘faé(i ng%@ e\b]%ﬁng do¥ige, Zﬁr(}qb 0245855 th é{‘ﬁ} A a
connect i ons&eicy,i cofregpondsitg ticeideting €ahd @sheddibe ot iskeheblghed ladtwéeﬁ tBé clsRf vers

over the networ th sele ted service to faci|Jitate access to
the sel ect 881t thg&?&d 2@: %?—3 fis ‘Comnection i3 mapplaingghthe, NQG 200, 1

wher ei n th@enﬂewkedp SObBakdsaR tS‘ii{eVdoﬁﬁethﬂ@éer@é mlhie B0 bifiRIsBBRideQanieF OVi ded
by the client device, and wherein the servjce_sel ection service custom zes

the di spl ay'baRistral:ehan adiiquel ssevmty RrESPHHOP; bR CAFPHR ervienmofs 8Fmt i on.

3. The Nmt%uﬁie@-ﬂfé‘d%wc&‘ﬂﬁh&ih@nTt(h@le%ﬁéﬁf 'd@ﬁceslﬁjOQ?ﬂhb erSEtioh R iCURL AW zes the
di spl ay base least in part, on an identify of a user operating the

client dev?lﬁeﬁﬂS to receiveghe fifgep-Roes” reseaes bR a pikslemed periebpiime. Bad ect i on
service ¢ u%ﬂ?&@i&&ﬁﬂﬁnﬁe ‘eﬂe&ph%” ARG isPhrt '0Pﬁ’1§ trerﬂld’t‘e ﬁ?érictlvag Bro@oc%pec' fic

client device operated by the user. claim4, wherein
t he service selB8%4lots sat of dee swhenticaion hﬁndfha&g/ Of @FQP&%S Hhﬁsedthgmcah@ type of

the specif ée?vigé h%&&le dey bgr?orms a public key transaction to ensure the authenticity of both
individual uéers and the specific client device 400. However, a secure distribution of the
keys is a problem in a public key system, thereby a secure system is necessary to ensure
that keys are securely distributed and safeguarded. In accordance with an embodiment of
the present invention, the service provisioning system architecture 100 utilizes a token-
based security system that employs smart card technology for distributing keys and
generating session keys. For example, a valid user can use his smart card or integrated
circuit card to logon to his session via the client device 400 and access the various Meta-
Desktop or digital services. In accordance with an aspect of the present invention, the
smart card/token stores user’s private key, user credentials (e.g., a client/user ID), the
public key of a NOC 200, a uniform resource identifier or locator (URI or URL) that can
be used to locate an appropriate NOC (e.g., the string "xtp://<uid>.xds.com/"), and the
like. Preferably, the smart card includes a source of appropriate pseudo-random numbers,
so the service provisioning system architecture 100 does not have to rely on the client
) devices 400 having these capabilities. As discussed herein, the client devices 400 may
span a wide range of device capabilities from a simple /O device to a fully-functional
PC.

[0055] In accordance with an embodiment of the present invention, the smart
card/token can be used to authenticate both the client device 400 and the user. Preferably,
smart card is a type used by the global éysfem for mobile communication-subscriber
identity module (GSM-SIM). For additional security, in accordance with an aspect of the
present invention, authentication service.module 210 requires the user to enter a PIN or
password to unlock the smart card, similar to the conventional automatic teller machine
(ATM) cérd. This helps prevent the smart card from being used an unauthorized user.
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6. The NOC of claim?2, wherein the service selection service customn zes the
di spl ay based, at least in part, on a location of the user. 7. The
NOC of claim 2, wherein the service selection service custom zes the
di splay based, at least in part, 0(15 tine at which the client device
connected to the NOC. 8, The NOC of claim 1, wherein the connection service

provides a net wedscpael &stsyand bash® oAt BREL 986 ekiChd Q%ebdﬁ%lvggcﬁﬁ.?? Eoﬁ?e"”e of

the plurality of servers providing the sel ected service to T
est abl i shi T CRE? Bnedprid deadghalhe dpispiétetseviice provisioning system architecture 100

may utilize some other authentication/validation method, such as using secure sockets
layer (SSL) for privacy and a fingerprint reader, a password or challenge/response system

for authentication.

[0057] A digital service such as a word processor application, web browser, video
service, telephony connection, etc., can be comnected to the WAN 110 through the
connector(s) or comnection service module(s) 310. Once a session has been established
between service center 300 and the client device 400, connection service module 310 of
service center 300 activates the requested digital service and converts the incoming digital
data representation (e.g., a Windows desktop, display/mouse and keystrokes) into a data
representation compatible with the remote interactive desktop protocol format and
encapsulates it with the user session ID. That is, the connection service module 310 may
generate bit-mapped pixel images of the service output, such as generating virtual image
of the desktop, an application, etc. The connection service module 310 also reports its
state and availability to the NOC 200. However, if the user or user session does not
request a digital service, the NOC 200 or'the Meta-Desktop service module 220 merely
maintains the session alive and idle, as shown in Fig. 2A. This enables NOC 200 to
provide substantially immediate response to a user request for a digital service and to
fully maintain the state of the service session at all times.

[0058] Tuming now to Fig. 4, there is illustrated a process for transferring control
of a client device 400 to another NOC 200 in accordance with an embodiment of the
present invention. Upon a user request for digital service (e.g., insertion of the smart card
;) in a client device 400) in step 2000, authentication service module 210 of the NOC 200

determines the geographic and/or network location of the requesting client device 400
(e.g., IP address) and establishes whether the distance between the client device 400 and
the service center 300 associated with the digital service (i.e., the serving service center
300) is within the direct service area of the service center, e.g., few thousand miles in step
2010. The authentication service module 210 searches the client database 240 for client
profile information which contains information relating to the client device type, attached
peripheral devices, location, etc. The size of the direct service area depends on the round-
trip delay or response time, which should be preferably below the user’s threshold of
perception. If authentication service module 210 determines that the requesting client
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9. A system of securely providing access to digital services fromone of a
plurality of servers to one of a plurality of client devices over a

net wor k, wherein each, of the digital services is provided, at least in
part, by generating data in a native format to be articulated to a user via

a respective client device, the system conprising: a network _
operating gr406NgIa, M h@ n L ¥ic9fcelikl § evi ces,
and for bf‘%l?;ecrl ng 1tt18|tpet:&%1?<§n£ g%lﬁ%gcc%frtgﬁ%%%‘%eéen 13?1 RER @é{tg'ﬁ client

devices r ecﬂyé?;tlﬁlqagmaS@vg@ widuls €410 japertivdtea tisarsvremdpthe vlidit m]ngbdﬂeOQiGllhdl ce;
at | east ongolisdSe § @Hﬂﬂgs%cl&@wltﬁﬂlga% S860 Rl OB R A hY 1 Ol eREVEr S

each of th east one connector a
native f or redfienttdevige 4@t toghe MetrdResktug senn:ﬁmmdlale(?apa)lﬁltl& 00OCi209 i bep 2OgD.t he
render data on . the client

client devi ni ted to. the s
dein ce such ﬁ)t% S d%l%ts 27 OI%F r%é Vtéglfsggsn%lfie‘fl%e feoR e FIBeFiBE er t he
hi - di rect i efiait dederdin;, betomizesshOMeth-Daskdop ®adet iof file dlieti 6file informationb@. The

o be i spitsy BGVGHPE RGvt Teiie MU PeS APt SRTeTOMErRRNE, oBrerel n t he
data in theequadting @liérdeoice HO® hlUSiQSZG%X tWhen the user selects a desired service from
the Meta-Desktop displayed on the requesting client device 400 in step 2040, the NOC
200 determines and instructs the corresponding service center 300 to establish a device
connection or session with the requesting client device 400 in step 2050.

[0059] If the client device 400 is outside the direct service area of the service
center 300, in accordance with an embodiment of the present invention, the home NOC
200 encapsulates the user session and transfers and re-establishes the user session to
another NOC 200 located closer to the client device 400 (i.e., remote NOC 200) in step
2060. That is, the original user session with the home NOC 200 is “frozen” or suspended.
In accordance with an aspect of the invention, a series of dedicated servers and software
(i.e., session caching servers) encapsulates and transfers the user session to provide global
hot desking (i.e., synchronizing the state of user session among various NOCs 200).
Upon a user’s return to his home service area, the home NOC 200 restores/updates and
synchronizes the user session in his home service area (i.e., stores the state of user session
on the user database 230 of the home NOC'200) in step 2070.

[0060] The NOC 200 hosts and continuously maintains the user session, thereby
enabling the user to freely switch between different types of client devices 400 and/or
locations in real time, while maintaining the user session on the NOC 200 and/or the
connection service module 210. The user can continue with the session from the point
that session was last accessed. Accordingly, if connection service module 210 does not
receive the “keep-alive” message from NOC w1thm a predetermined period of time, the
connection service module 210 terminates the render or device connection to the client
device 400. Similarly, if the user logs off or removes the token or smart card from the
client device 400, NOC 200 continuously maintains the user session, but terminates the
authentication connection to the client device 400 and instructs the connection service

module 210 to terminate its render or device connection to the client device 400. A user
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data and the rendering conmands include pixel inthimtion representing the
text data to be displayed on the client device. 12. The system of
claim9, wherein the at |east one connector receives users inputs fromthe
client device and converts the user inputs into instructions on howto
mani pul ate the data in the native format. 13. The systemof claim?9,
wher ei n t heatlad-@ntéiShis Dsed sébdioh \WeerélP bR getfe Whck & t Wk aPRlHGaH SNk geat ed on
t he server, but not |ocated qon the client device, ang wherein the at | east

one connect UMy dte-cpivEng Hegolertipto thm srspe ‘_?fgj_iff@”ﬁl#m‘\id%t buich40halhehe
client deviteglog@ng \bhawd I6ibad @ o bQipIEBs W iR ﬁehﬁeeﬁg;fli&)@@fe%f:@somd. cation.

14. The systemof claim§9, erein the rendering conmmands are tonnatted
accor di ng” t/8"5ad Yseit naeaisd/ie ope chent deviered 0\and showing piversentatinordosidigge® | east

one second feeNNesd We-GOYRhelel QickiedicPtod B r&ﬁ&vﬁ%a %ﬁgﬂ G5 thd Hl%% gltéenlé eas.
one second connector adapted to convert user comrands | nput  on l'ient
devi ce to ffacy 4A0and dnsegpagige thersecond client device 400. Other than a pause in the time

needed to switch between the client devices the state of the presentation is maintained and

the user can then move about while continuing to show the presentation. When there is a
lag time between the time that a user logs off and logs back onto a session, the session
would be cached and stored on the commection service module 310 or the NOC 200 while
the NOC 200 re-establishes the authenticated and properly configured connection with
the new client device. Hence, there is no need for a laptop or proprietary personal digital
assistants (PDAs), while traveling, although they can still be used. With the service
provisioning system architecture 100, user only needs to carry his smart card or token to
remotely access his corporate network from anywhere.

[0061] The comnection service module 310 receives incoming data from service
providers or servers 330 and parses the information for transmission to the client devices
400. The present invention utilizes the basic user interface of each client device 400
rather than transcoding information based on the features and functionalities of each
client device 400 to display the representation of the data on the client device 400.
Transcoding is a process of converting a media file or object from one format to another.
For example, transcoding is used to convert video formats and to fit hypertext markup
language (HTML) files and graphic files to the constraints of mobile device and other

U web-enabled products which usually have ‘smaller screen sizes, lower memory, and
slower bandwidth rates. The client session and computing overhead to process and
manage each user session resides with the NOC 200.

[0062] The connection service module 310 transfers (i.e., uploads and downloads)
data to each client device 400. In accordance with an embodiment of the present
invention, the connection service module 310 is a normalized virtual media buffer
operable to transfer data using a range of protocols, such as ALP, RDP, IP and the like.
Preferably, connection service module 310 transfers data using the remote interactive
protocol optimized to provide a high level of performance with encrypted delivery of
streaming data representations, such as streaming video and audio. Those skilled in the

22



15. The system of claim 14, wherein the at |east one first cotmector is
adapted to convert data fromthe client device in the interactive fotmat to
nodi fications of the data in the native format. 16, The system of claim 15,
wherein he at | east one second connector is art of the respective client
device. 17.The system of claim 16, wherein the at |east one second

comneetor i JSgh S8R} S kel e ANE L SRRRGLIE, L LAD! oS S8l
using the User Datagram P10tocol (UDP) and/or a proprietary tunneling protocol
architecture, as these formats tolerate some data loss while reducing data latency. Each
session’s graphical user interface (GUI) and visual information can be driven by each
service driver having it’s own rendering engine or windowing engine, such as Microsoft
Windows® or the Java™ virtual machine.

[0063] By virtue of the present service provisioning system architecture, NOC
200 can establish a secure communication path between the connection service module
300 and the client device 400 to provide unparalleled levels of security to both the service
providers and the users. In addition, the present invention enables all sessions to be
available to the user without any data traveling outside the service center 300, thus
providing secure and continuous access to the data from anywhere, including unsecured
remote locations.

[0064] In view of the foregoing description, numerous modifications and
alternative embodiments of the invention will be apparent to those skilled in the art.
Accordingly, this description is to be construed as illustrative only and is for the purpose
of teaching those skilled in the art the best mode of carrying out the invention. Details of
the structure may be varied substantially without departing from the spirit of the

invention, and the exclusive use of all modifications, which come within the scope of the

appended claim, is reserved.
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18. A service provisioning systemfor providing renpte access to digital
services over a communication network, conprising: a plurality of client
devi ces connected to said comruni cati ons network for requesting digital
services by users and presenting output fromsaid digital services to said
user; a plurality of service centers for providing said digital
services, each of said digital services generating content to be presented
by said client devices to said user, the plurality of service centers
respectively receiving commands input to said client devices by said users;
and a network operation cenCe&AI¥hnected to said conmuni cations
network for receiving requests for the digital services provided by the
plurality of service centers, the network operation center configured to

authenticate B clifatwdeybRatadener (NBC) foLediesihs flcoanébtigp halieger vi ce, the
net wor k @gpration center notjfying a service center configured to provide
the di gi fafceef Opeel aplpelitg fecrisarer YBUMeEs sidy/odtheydwplitypd seruen

aut hent i 6a{ithe AN stRIne Vi B r il MR IHGRGRIHBE NUA Sorfprlififnor k addr ess of
the client device on the conmmuni cati on network, wherei n each of the

plurality of xdient dasabeentoesioringeliangprodile infasitionel disnndsvicss anddori nitiate a
net wor k. &sgﬁggé‘\ttéllra‘s)@at{)aecgw& Qviﬁnﬁe ﬁ???ﬁl%et éli\(agﬁﬁ(gféléliggquﬁﬂ)tn%rav%n %{ geg%tﬁi

aut henti ca I en évice a et wor ress provide e service
cent er byliehhideméicansk(IDp eleatifydig regatiere, clichiedeaicet aaiddr wware atdnneaiter adapt ed

to transfer the cqntent gener ated .the digital service to the
Ut hent | CLTEATE PR UeRALEB Gan 8 Y0 BASP SR THE e SIARGEDE rom t he ol f ent
device to then RIRAGIHME sSOIY h86H16LBLE I RUBENLIDE @8] ABLiighadvibgt wor k
connecti on tO(PrOVIde a renote access to the requested digital service.
connected to the NOC over the network, the authentication service capable of accessing
the client database to obtain stored client IDs to assist in authenticating the client;
a service selection service configured to present, on an authenticated client
device, a display of available services based, at least in part, on the subscriber
information, and to receive indication of a selected service from the user; and
a connection service configured to contact one of the plurality of servers over the

network that provides the selected service to facilitate access to the selected services over

the network.

2. The NOC of claim 1, wherein the service selection service receives client
information provided by the client device, and wherein the service selection service

) customizes the display based on the subscriber information an/or client information.

3. The NOC of claim 2, wherein the service selection service customizes the

display based, at least in part, on an identify of a user operating the client device.

4, The NOC of claim 2, wherein the service selection service customizes the

display based, at least in part, on a specific client device operated by the user.

5. The NOC of claim 4, wherein the service selection service selects a

display format based on the type of the specific client device.
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19. The service provisioning systemof claim18, wherein the digital
services generate data in a respective native protocol, and wherein the at
| east one connector converts native protocols of requested ones of said
digital services to rendering conmands for generating a human-perceptible
presentation on said respective ones of said client devices, said
information for generating a human -perceptible presentation including
commands to display bit-mapped i nage data on said client devices
representative of the data generated by the respective digital service.
20. The service provisioning systemof claim18, wherein the at |east one

connect or associ at.ed Wi th.each,of, sai service,centers. i s capabl of
t ransf orm ng é(;at a @gr{\g?gtog A 2+ WROTHIR IR IS CleaFOn SXVigR it (}"Elliz?‘ﬁtge a renote
i nt er actdiMeaybRtdaoleadlaypiif ohandekibngr qersands that display a virtual

representation of the data on respective ones of said client devices to
ensure that said data is not transmtted outside of the respective service

center, therepy prouiNthOYraHesWkerbif i &rAGEeR3 P8k LitorSiSimbees-

display based, at least in part, on a time at which the client device connected to the NOC.

8. The NOC of claim 1, wherein the connection service provides a network
address of the authenticated client device to the one of the plurality of servers providing

the selected service to facilitate establishing the bi-directional connection.

4 A system of securely providing access to digital services from one of a
plurality of servers to one of a plurality of client devices over a network, wherein each of
the digital services is provided, at least in part, by generating data in a native format to be
articulated to a user via a respective client device, the system comprising:

a network operating center (NOC) for authenticating the plurality of client
devices, and for brokering a bi-directional connection between authenticated client
devices requesting a digital service and a server providing the service;

at least one first connector coupled to each of the plurality of servers, each of the
at least one connector adapted to transform the data in the native format to a set of
rendering commands capable of instructing the client device connected to the server how

&) do render data on the client device such that the data in the native format is not

transferred over the bi-directional connection or stored by the client device.

10. The system of claim 9, wherein the rendering commands include pixel

information to be displayed on the client device.
11. The system of claim 9, wherein the data in the native format includes text

data and the rendering commands include pixel information representing the text data to

be displayed on the client device.
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12. The system of claim 9, wherein the at least one connector receives users
inputs from the client device and converts the user inputs into instructions on how to

manipulate the data in the native format.

13. The system of claim 9, wherein the data is in a native format of a software
application located on the server, but not located on the client device, and wherein the at
least one connector converts the data into rendering commands such that the client device

can view the data without requiring the software application.

14. The system of claim 9, wherein the rendering commands are formatted
according to an interactive format, the system further comprising at least one second
connector coupled to each of the client devices, the at least one second connector adapted

to convert user commands input on the client device to the interactive format.

15. The system of claim 14, wherein the at least one first connector is adapted
to convert data from the client device in the interactive format to modifications of the

data in the native format.

16.  The system of claim 15, wherein the at least one second connector is part

of the respective client device.

17. The system of claim 16, wherein the at least one second connector is
located remotely from the respective client device, and operates as a proxy for the

respective client device.
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18. A service provisioning system for providing remote access to digital services over a

communication network, comprising:

a plurality of client devices connected to said communications network for requesting digital
services by users and presenting output from said digital services to said user;

a plurality of service centers for providing said digital services, each of said digital services
generating content to be presented by said client devices to said user, the plurality of service centers
respectively receiving commands input to said client devices by said users; and

a network operation center connected to said communications network for receiving requests
for the digital services provided by the plurality of service centers, the network operation center
configured to authenticate a client device and/or user requesting a digital service, the network
operation center notifying a service center configured to provide the digital service after the client
device and/or user has been authenticated, and providing the service center with a network address of
the client device on the communication network,

wherein each of the plurality of service centers include at least one connector to initiate a
network connection between the respective service center and an authenticated client device at the
network address provided to the service center by the network operation center, the at least one
connector adapted to transfer the content generated by the digital service to the authenticated client
device and to transfer the commands from the client device to the respective service center over the

established network connection to provide a remote access to the requested digital service.

19. The service provisioning system of claim 18, wherein the digital services generate data in a
respective native protocol, and wherein the at least one connector converts native protocols of
requested ones of said digital services to rendering commands for generating a human-perceptible
presentation on said respective ones of said client devices, said information for generating a human-
perceptible presentation including commands to display bit-mapped image data on said client

devices representative of the data generated by the respective digital service.

20. The service provisioning system of claim 18, wherein the at least one connector associated
with each of said service centers is capable of transforming data generated by the respective service
center into a remote interactive protocol having rendering commands that display a virtual
representation of the data on respective ones of said client devices to ensure that said data is not

transmitted outside of the respective service center, thereby providing a secure remote access to

digital services.
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