ASYMMVETRI C CRYPTOGRAPHI C COVMMUNI CATI ON PROCESS AND
A$$©CYATED PORTABLE OBJECT 1. - | NTRODUCTI ON The invention rel ates
to an asymetric cryptographi c comruni cati on process for processing
messages and protecting comunications between interlocutors. It can be
used to encrypt nessages in an asymetric way, or to sign themin an
equally asymmetric way. It can also be used in asymetric authentication
This process uses two novel famlies of algorithns that are called "Dragon”
and "Chains". These two famlies can al so bg conbi ned. What makes

t hese new al gorithns particularly advant agedus i that some of them are:

1. easily used inlo ﬁ,zy &%ﬁ
bijections, that is, Vyi)l [ ect [ ons t hat ar%i\%g& %Owwgencry%ﬁlgn uncti ons;
3. furthernore, bleCtIOﬂS oNPe AP SIATEP, FORIABSE( @BIBYTa 128 bits, for

exanpl e). These "Dragon" and "Chains" algorithnms can be seen as a
subtl e and effectiég "Eié" ﬁf an algorithminvented in 1988 by MATSUMOTO
and | MAI (T Sy and Hi deki Inmai, "Public quadratic

pol ynom al -tuples for efficient signature-verification and

nessage- encrypti , t pl.ogy, : ri.gt aph G
Gunther. ed )7 L& ABUKAPEER, LOIAEAD 86O acHiRERR crlfpeodlbRieP
Spri nger - Verdq;«gnunltmmppprqqgsaséyr Hﬁ@geassgmmeﬁﬁm%raa@k@@orcﬁcmgs by

Jacques PAT@nM\fntﬂ&%tithCiSeﬂﬁéeﬁUbhtéPEQc@£o£§e RGP pOuseandbesficrypt

Spri nger - VErIa  248-
P g %a es in an as etric way, or to sign them in an equally

asymmetric way. It can also be used in asymmetric authenticatior

This process uses two novel families of algorithms that are
called "Dragon" and "Chains". These two families can also be
combined.

' What makes these new algorithms particularly advantageous i
that some of them are:

1. easily used in low-power chip cards;

2. "ONE-WAY TRAPDOOR" bijections, that is, bijections that
are public key encryption functions;

3. furthermore, bijections on very short variables (of 64 o
128 bits, for example).

These "Dragon" and "Chains" algorithms can be seen as a
subtle and effective "fix" of an algorithm invented in 1988 by
MATSUMOTO and IMAI (Tsutomu Matsumoto and Hideki Imai, "Public
quadratic polynomial-tuples for efficient signature-verification
and message;encryption“, Advances In Cryptology, Eurocrypt ‘88
(Christoph G. Gunther, ed.), Lecture Notes in Computer Science,
Vol. 330, Springer-Verlag, 1988, pp. 419-453). This algorithm wa
cracked in 1995 by Jacques PATARIN (the attack was published at
the CRYPTO ‘95 congress, Springer—Yerlag, pp. 248-261).

For this reason, the invention relates to an asymmetric
cryptographic communication process which establishes a



For sthis reason, the invention relates to an asymetric cryptographic
comuhi cati on process which establishes a
2 " correspondence between a first value (x) represented by n elenents

(x[err], ... ,x[err]) of aring (A) and a second value (y) represented by m
el ements (y[err],...,y[err]) of this ring, n and mbeir integers greater
than or equal to 2, characterized in that: - this correspondence is

defined by nultivariable public polynomals (Plerr]) of Alerr] -> A wth a
| ow total- degree, such tha there are equatipns' of the type

(P[err](x[err] ., X[err]; ylerr],...,ylerr]; zferr], z[err]) 0 wher e
(z[err], C&gé}&@é&é)%ﬁd@& wt@{f@@@émé/a(i)abiﬁrM%

i nteger; east the majorit nom Plerr] are not
in the formigeanyg y{Perr] s %) y‘[’ r?]glngsﬁé}r‘?’ﬁ[%rﬁfcond vadusg r%)) wher e

the S[err] sféfggsderb@ed)qwn@rapérﬁemé h(;a1 t.at.gly, ﬂe@feeh@fs Blﬂ@pl it end [ Br
woul d be polynomials with a total

t I
rel ates to dH A0 HF Portk Jf)b %‘éa pré%l:h c%%’?flacét'f)f)ﬁ en Ic?%ir‘]’g't >°
whi ch does not staotleid tmorndspmaderadaé el@udhéfmmnyynomuhtsva(ﬂ[aeﬂre] public

The concept_of a "V e .ot ansf or, caqyr di ro
the i nvent iR 08¢ Giia gﬁ( )atg%a%prop% Et ed{g‘?‘t %e?%nvgstrs}g: e ngg?eg 88??1 w}}1
the processtheraistxe ieqertckgnt ioh)the wpe (Rrishal by, % mgni tudY.'mf rom whi ch

a verificatjon is,ntendeghtpebezexecut£q Ghar pexanphe %@grwglgg@cess i's

used in sigrétur vérl fication or authenticati on). The concept of
"| ow degr eevamiahlencindef o iRt 1BeeIPFer st ood to designate a degree |ess

t han or equal to_ Bat PI&4SF abhy hefSritanodregusdlyfodiabst (BY hbe nawein
time great er nm?r,re( uaI“to 2) = S;(%,,...,%,), where the S;s would be
| polynomlals with a total degree of 2 and the T;s would be
pol?nomials with a total degree of 1.

The invention also relates to an associated portable objec
specifically a portable object which does not store the
multivariable public polynomials (P;).

The concept of a "value x" to be transformed according to
the process of the invention designates, as appropriate, either
message (for example when the process is used in encryption) or
more generally a magnitude from which a verification is intende
to be executed (for example when the process is used in signatu
verification or authentication).

The concept of "low degree“ mentioned below must be
understood to designate a degree less than or equal to §,
preferably less than or equal to 4, but at the same time greate:

than or equal to 2.

Other details and advantages of the invention will become
apparent from the following description of certain preferred but
non-limiting embodiments with reference to the appended drawings

in which:



O her details and advantages of the invention will becone apparent fromthe
following description of certain preferred but non-limting enbodi nents
with.reference to the appended draw ngs in which:

3. Fig. 1 is a diagramillustrating the concatenation of the
transformations used to process a nessage, according to a first variant of
the process of the invention, used in encryption; and Fig. 2
illustrates an exenplary encryption/decryption system using the

crypt ographi ¢ communi cati on process accordiny to the invention. 2. -
"DRAGON' ALGORITHM, 2.1, The, basic concept of, "Dragons". The_ nane

"Dragons" has beefigr vini% @ L¥3FAM i YAt NGNS KRECRERRAL AR 13He the
i nvention. Theahafoemadbieeptudddttaliptoceps shaseddwyd, Wactordingxtofa first

al gorithnms "Dragon: d,, HFP - Ly W ow be presented. Then . in
t he subsequeXfargngg?gp%%%\%I:r aélérjl Apar }?%m%‘hr&lﬁi\/arﬁsﬁgebﬁse'éWrPL}iJedsn’ofand
"Dragons” will be shown. Finally, another famly of algorithnms based on the

i PX/E\Pt ion, which pgg, cal{ elish &S "an VétdmPEa e S dr)ed ion & rIMIER tem
) using the cryptographic communication process according to the

invention.

2. — "DRAGON" ALGORITHM

2.1 The basic _concept of "Dragons".

The name "Dragons" has been given to a first family of
algorithms based on the invention. The basic concept that
distinguishes the two families of algorithms "Dragon" and
"Matsumoto-Imai"™ will now be presented. Then, in the subsequent
paragraphs, certain particularly advantageous examples of
"Dragons" will be shown. Finally, another”family of algorithms
based on the invention, which are called "Chains", will be
described.

For MATSUMOTO -IMAI

The public form exists in the form of n multivariable
polynomials in a finite field K, giving an image value y
constituted by a plurality of elementary image values vy,,...,Yy,
as a function of a value x constituted by a plurality of
elementary values x;,...,X, in the form:

Y4 = Py(Xyre.,X,)
Y, Py(Xyy e ,X))

'Yn = Pn(x1l . -"Xn)



The public formexists in the formof n nmultivariable pdlynonials in a
finite field K, giving an i mage value y constituted by a plurality of

el enentary i nage values yl[err],...y[err], as a function of a val ue X
constituted by a plurality of elenmentary values x[err], ...,x[err] in the
form ylerr] = Plerr](x[err],...,x[err]) y[err] = Plerr]
(x[err],...,x[err]) Y[err] = Plerr](x[err],...,x[err])

4 where Plerr], Plerr],..., Pl[err] are pelynom als of
KIx[err],...,x[err]], that is, polynomals of Kerr] -> K these:

pol ynom aWbelrgyiPhg 8t ot-aIPndégeeBOanQmialioofthéxDra.g-O.ﬁﬁ,) that isgfhe

blic f < nf
el d K (BP PR o & eV (AT E PG 0 1d OU) Beped ot

x[err] xPerr],..., x[err] of Koccur in the form
P[err](x[err] x[err] ,X[err], Ylerr], y[err]) =0

Plerr](x[err h;grg] x[err], y[err], y[err],...,y[err]) =0 Plerr]
(x[err],xﬁéﬁ%——iﬂt@éﬁt . ylerr],ylerr],...,y[err]) = 0
The public form exists in the form of A\ multivariable
polynomials in a field K (or a ring), in which the variables Yis

Yor +--s ¥Yu @and x,, X;, ..., X, of K occur in the form:

Py (X3, X3, o v esXny Yi:VYarenos¥n) =

Py(XyiXgseeesXns YiiYareeosVa) =

PX(XI,XZ,---:an.Yuth.---er) = 0

where P,, P,,...P, are polynomials of K® x K* » K, with a low total

degree (for example 2).

Thus, the fundamental difference between the Dragons and- the
MATSUMOTO-IMAI algorithms resides in the fact that, in the public
form, the variables x; and Y; have been "mixed”.

2.2 - First example: the "Small Dragon".

To begin with, a first, fairly simple example of a "Dragon
algorithm" will now be presented. This example clearly
illustrates the concept of Dragon algorithms, but unfortunately
this algorithm is not very secure cryptographically, as indicated
by the author in the article "Asymmetric Cryptography with a
Hidden Monomial" (LNCS 1109, Crypto ‘96, Springer, pages 45
through 60). Then, in paragraphs 2.3, 2.4, 2.5 and 2.6, other’
examples of Dragon algorithms, for which no general attack is
presently known, will be shown.



where Plerr], Plerr], ... Plerr] are polynomals of Kerr] x Kerr] -> K
with a |ow total degree (for exanple 2). Thus, the fundanent al

di fference between the Dragons and the MATSUMOTO-I MAI al gorithns resides in
the fact that, in the public form the variables x[err] and y[err] have

been "m xed". 2.2 - First exanple: the "Small Dragon". To begin
with, a first, fairly sinple exanple of a "Dragon algorithm will now be
presented. This exanple clearly iIIustrarges t he concept of Dragon

al gorithnms, but unfortunately this algorfthmis not very secure

crypt ogr aphi cal | ,as 'nd'c ed by the_a r "
Crggt ograghly \M‘t%h&SHrclaﬁg:ﬁ noff él ‘n’(ERIéSHLlLﬁIQ %&}]5? H"SJGee f?gf&ﬁgféf
pages 45etxlarn@u@b 80). FJhethe i fii phd agi tiphev® Glem@nt,s P. ammmnmer (S?tiher

exanpl es 0 goLi or, whi no general attack is presently
Known, Wﬁq.lemﬁél% Bfak s E’lg%’tefd I%E 5
Inthis case, [err] :m—n and Kis a snmall finite field (for exanple, K
= Flerr], the szfl Qg th,t aeq qseren;asz)ue Ea%swm%aofmeltmenb&aﬁbl& by
notated q = I Kl {f%=(x[err7, , X[err]) is a value constituted in

this examil QNEACAYDHShAOFSESE medsage™ 4¥d y- = YVretPE, COITPERPRALNT: he
- corr eSpo@Hcﬁ%pﬁ:@a Yils@d geh s Th@e patésegréaﬁaﬁexfr o kel yy, - x[xer r jeano be
y[err] err],. can be calc regresent edin Fig 1 1) A

first se(ﬁaeltc"é*faftreﬁiealﬁjr(?&rle\?@ As is applied to X =
(x[err], , X[18r i )EirdstuSeahten raﬁﬁg.mnbrlljageiae:ts(an};fcrmation s is

(aferr], 'a'piplai[eecf rt:]c) X = (Xy/+++,%X,), thus obtaining an image a = s(X) =

CEEIVINE

2) A public or secret traﬁsformation f is applied to (a),
resulting in an image b = f(a) = aqe+q(’-1\where 8 and ¢ are
public or secret integers such that h = q® + ¢' - 1 is prime with
respect to q" - 1, and where one is in a position to raise the
power to h in a representative of the field (generally notated
Fn) with q" elements.

3) Finally, b = (b1,'...,bn) is transformed into y =
(Yq7 ¢+ -1Yp) by applying to b a second secret affine bijective
transformation t such that y = t(b).

All of these operations being invertible, it is also
possible to calculate (x;,...,X)) from (Y47¢+-:Y,) if the secrets
t and s are known. For example, b = a" will be inverted by a =
b"”, where h’ is an integer such that h.h’ = 1 modulo ¢"-1, where
(.) is the symbol of the multiplication operation.

' 9, 4° .
Moreover, sinceb=aq *9q ‘1.' it can be deduced that b.a =
ag "'qq’, and therefore that in a base where a = (a,;...,a,) and b
(b.l,...,bn), there are n equations with the form:

]

ZZyij.bi.aj = 226;;.a;.3; ' (1)



2) Acpublic or secret transformation f is applied to (a), resulting in an
image b = f(a) = af[err] +q[err] -1 where [err] and [err] are public or
secret integers such that h = g[err] + g[err] - 1 is prinme with respect to
glerr] - 1, and where one is in a position to raise the power to hin a
representative of the field (generally notated F[err]n) with g[err]

el enent s. 3) Finally, b = (b[err],...,b[err]) is transforned into vy
= (y[err],...,y[err]) by applying to b a second secret af fine bijective
transformation t such that y = t(b). Al'l - of these operations being
invertible, it is also possible to calcufate (x[err],...,x[err]) from
(y[err],...,y[err]) if the secrets .t and s are known. For exanple, b = ah

wi || be iBherefarpy hy-expressinguhbecbis as afunatdgsy ofudiet Wz, hafd = 1
~nodul 0 q[ ghk] a s @a functiod e BHDGL sOfitt B8 BULEiBLLCALI @Bt OPRIAET Rat

Mor eover, sincéb= a[err] +qg[err].-. 1, i't_can be deduced that b.a = [err] +
ql[err] ath?FErQFSrb Fﬂh?t?%nﬁ %ﬁ%@ therEoTmE (aferr],..., a[err]) and b
(b[err],...,b[err]), there are n equations with the form

[err] - Therefore, by
expressi ng thezEf‘éir |Y]i'sxias 5 an i B sz_‘?iﬁé f/[“é?'r]%,"ag@l t he a[@%)r]s as a
function of the xs it is possible to determne that there are n equations
with the {Qoml 55 n equh®ibhs with the form:

P(XyseevsXyr Yyreoot¥y) =0, i =1...n, where P, is a polynomial
of K » K, with a total degree of 2.

These n equations P; are made public. They constitute the
public key.

In effect, anyone can use them to encrypt a message, that is
to calculate y,,...,y, from x%,,...,x , without knowing any
secrets, in the following way. By replacing x,,...,%, by their
values and by transferring these values into the equations (2), n
equations with a degree of 1 are obtained in the y;s.

All of the solutions of these n equations are easily
obtained by GAUSS reduction. If a # 0 (which is always the case
except for an exceptibnal X), there is only one solution in b of

b.a==aqe+q¢; therefore there is only one solution after a GAUSS
reduction: this will be the encrypted message (y,,...,¥,) to be
sent.

The small Dragon in signature.

-

It is easy to use the Small Dragon algorithm in signature:
for eXamplg, if y4¢+.+,¥, is either the message to be signed or a
"hash" of the message to be signed (that is, the result of a hash
function applied to the message), or a public function of the
message to be signed, then Xy, +++,%X, will be the signature.



that ‘is, n equations with the form
Plerr](x[err],...,x[err],...,y[err]....,y[err]) =0, i =1...n, were
Plerr] is a polynomial of Kerr] -> K wth a total degree of 2.

These n equations Plerr] are nmade public. They constitute the public key.
In effect, anyone can use themto encrypt a nessage, that is to calculate

ylerr],..., y[err] fromx[err],..., x[err], without know ng any secrets,
in the followi ng way. By replacing x[err],...,x[err] by their values and
by transferring these values into the equations (2), n equations with a
degree of 1 are obtained in the y[err]s. 7 - Al of the solutions of

these n equations are easily obtained by GAUSS reduction. If a [err] O
(which is al waysd Hhe sdanadyeeptisf yerafiiedcbyt verdifying thete is only one
solution in b of b.a= aqﬁyemrg.grnq[rq(xr,] . xhhﬂef 95)3 here is onIy one sol ution
after a GAUSS reduction: this w | e _encry d .nmessag

(y[err],. thaf dis/] Pt ¥ t¥dma tha‘Fhélérrﬂlfl tb?a&b‘l‘?lllﬁ’ §H§}ﬁ§119¥1§ (2) are

It is easydtgdsied.ne Small Dragon algorithmin signature: for exanple, if
yl[err],...,y[err] is either the message to be signed or a "hash" of the
nmessage to be signed (that is, the result of a,hash function applied to

t he messagg):g Mb"rea qundnal fawaniples of Dhagonessadeht @ beoaommned! then

>7<[ err], .. 't’ra chrmatlonbe t he signature.

In this cése, A =m=n, and K is a small finite field (for
example K = F,, the field with two elements). The number of
elements of K is notated q = IKI.

If x = (X,,...,%,) is a value constituted in this example by
an unencrypted message, and Yy = (Y4,...,Y,), is the corresponding
encrypted message, the passage from x,,...,X to y,,...,¥, can be
calculated as follows, if one has the secrets (the way to
calculate it from x without the secrets will be shown later):

1) A first secret affine bijective transformation s is
applied to x = (%X,,...,X ), thus obtaining an image a = s(x) =

(a1,...,an).

2) A public or secret transformation £ is applied to (a),
resulting in an image b = f(a) such that:

a“(g® + q"). M(b) = a~ (g + ¢¥). N(b) (1)
where 6, ¢ and {, { are public or secret integers such that
h=q®+ q - q° - g are prime with respect to q" - 1, and where
one is in a position to raise the power in a representative of
the field (generally notated.F}n) with gq" elements, and where M
and N are secret or public affine functions. (m and n are secret
a priori, but if they are public, they must be chosen very
carefully in order to prevent certain attacks.) The symbol (")
represents the power function.

How is b calculated from a? It will now be shown that this



And the signature is verified by verifying that: [err]i, 1
[err] 7 [err] n, Plerr](x[err],...,x[err], y[err],...,Y[err]) =0 that is,
by verlfylng that all of the public equations (2) are satisfied.- 2.3 Mre
general exanples of Dragons, with a "nonom al” transformation. In
this case, [err] = m=n, and Kis a small finite field (for exanple K =
Flerr], the field with two elenents). The nunber of elenents of Kis
notated q = IKI. If x = (x[err],...,x[err]) is a value constituted
in this exanple by an unencrypted nessage, and y = (y[err],...,y[err]) , is
t he correspondi ng encrypted nessage, the passage fromx[err], , X[err] to
y[err], ,Y[err] can be calculated as follows, if one has the secrets (the

way to cahsubaWaystpbssmblewMShOGtatgenseéiemsthmﬁr bet stlvak fareegrtain
b A TiTst spREiEdt ?Muh@gohbl AChhMe Nt " RRSLRr RBYI B8 ﬁetﬁo@@pémgel bPo¥ide

(x[err], ai ning an i nage X) alerr],
a[err]). better pg)rfArfseBFP—ctaranségﬁeeep?aﬁéfB?Fﬂ&? ‘rﬁh%dilswhbbrr‘%ﬂ b8 (a),

resul ting4,3-ante@@ge b f(a) such that: a ™ (q[err] + qg[err]). Mb)
= aA(q[erFi + glerr]). N(b) _ (1) where [err], [err] and [err], [err] are
public or secret integers such that h = q[err] + q[err] - q[err] - q[err]
are prime wthfegpecequatdpar (fl)- is, waﬂdteheiﬂ ﬂne cemp@nanpss(arpm t@)

rai se the power in ay pr ent tjye ner t at
Flerr]n) vch Efﬁerr] %‘S %dé)v&?ere@% ?g §e§‘f"%§ 89 §§?1c
affine fum@uamrbns(wuahdtheafeliewueg £0pm|ere Obualnédthey are publi c,

they nust he chosen v efuLly in org r to prevent certain attacks.)
The synboFPOR)gf%%#esg%gﬁk?%el ower funct?on How_ is b cal cul at ed

from a? | twhgixel Ynﬂwabé ghoﬂﬁetﬁgﬁfﬁﬁpgents of K. This is due to the fact
that the functions which associate x"(q®) with x, and which

associate x°(q®) with x, are linear functions of Fon, therefore
the functions which associate x"(q® + ¢*) with %, and which
associate x“(q‘ + q‘) with x, are giveh in a base by polynomials
with a total degree of 2.

Then, when a is given, n equations with a degree of 1 in the
values b; are obtained from the n equations (2). Therefore, it is
easy to find the solutions to these equations by Gauss reduction.
It is assumed that at least one solution b such that M(b) = 0 or
N(b) # 0 will be found. If more than one solution is found, one
of the solutions for b is chosen at random.

3) Finally, b = (b,,...,b ) is transformed into y = (¥4s---,Y,) DY
applying to b a second secret affine bijective transformation t
such that y = t(b).

All of these operations being invertible, it is therefore
possible to calculate (x;,...,%,) from (y,,...,¥,) if one knows
the secrets t and s. For example, if M(b) # O, then a will be
found from b by means of: a = (N(b)/M(b))", where h’ is the
inverse of: ' _

h=q°+q - ¢ -q* modulo q" -

Public calculation of (y,,...,¥,) from (xX;,...,X. )¢



8 1s always possible using a general nmethod, but that for certain specific
functions Mand N, there may be nethods that provide better performance

.~than the general nethod which will now be presented. | f the equation
(1) is witten in the conmponents (a[err],...,a[err]) and
(b[err],...,b[err]) of a and b (c. through d. in a base of Fgn), n
equations with the followng formare obtained: [err] = [err] where [err]

and [err] are coefficients of K This is due to the fact that the
functions which associate x*(qg[err]) with x, and which associate x*(q[err])
with x, are linear functions of Fqn, there?ore the functions which
associ ate x™(g[err] + g[err]) th- d which assocjate x* (q[err]
q[err]) vvlth x,The @ A&t igis ’o%/fg%?y?l’ﬁﬁ‘%’i%r% H‘%Focétéfys&éﬁ‘}éef

atl witsh g‘!héi‘rﬁo]ﬂlcﬁﬁut&_f;if)dﬂﬁmwth a degree of 1 in the val ues
b[err] are obt ai ned fé%mthe nréquatlons (62% T eforea is easy tO:IInd
the sol ut i%het8:¥hds&Pedult iorde” 19 adsE S iudct OX Nt °|s %ssuned that>a
| east. one gtition b audt tdred N(E) ., [ er i k., Or.0r N(.ly).) [erQ)] iG.l.In, bevl’femmd?
If nore than one 20 o] f ot I bis chosen at
random f}f’ﬁ&ﬁ%ﬁ‘ %i[ﬁ u?g K QEER QS%Q Hégpgérérgdg intoy =
(y[err], y[erhe}e)eby epptdns t B3 b Wi bcbﬁdp@euet Bigy m@rmqlé:ma/ethe
transf 0”*25 }9;?1 ?"Jﬁsi}‘n E}(@Qe equatloﬁlsl (9f, t&?&%ﬁ

I s there

invertib ore possible to ia cul ate x[errl x err% from
¥O

(ylerr],..ityierrggsiblede ktEL ke settebBet S%?’ﬂéltéon?r:o Yiexanp¥e, M b)
[err] O, th;en a Wid § b@tﬁ@u@daﬁyoﬁhbrétsrreans of: a = (Nb)y/Mb))[err],
where h' |s’the|nverse of : h = qg[err] + qg[err] - q[err] -qg[err]
nodulo q[err] - 1. Public calculation of (y[err], ...,y[err]) from
(x[err],... x[erké¢se n equations (3) are obtained from the n equations (2)

in the following two steps:

Step 1: The variables b; are replaced by their affine
expressions in the variables y; and the variables a; are replaced
by their affine expressions in the variables x;. ®

Step 2: Then, a secret affine bijective transformation is
applied to these equations.

2.4 An example in signature with m # n.

The following is example that can be used in signature, with

m # n.

" As usual, let ¥ = (Yy,¥2s--.,Ya) Dotate a hash of the message
to be signed (or the message to be signed).

Let Q,,...,Q, and Q';,...,Q’, be 2n secret multivariable
polynomials with a total degree of 2 of K" » K.

Let b = tl(y), where t is a secret affine bijection of K" -»
K b = (by,byy...,by)-

Let B notate. the element of K® whose components are:

B = (Ql(b1:b21--~:bm)l Qz(bj_rbzl---lbm)l----, Qn(bllbz---lbm))'



9 The n equations (2) wll be transformed into a system of n
equatirons with the followng form [err] + [err] + [err] + [err] + [err] +
[err] =0 that is, n equations Plerr](x[err],...,x[err],y[err],...,y[err])
=0 i=1...n, where P[err] is a polynomal of Kerr] to Kwith a total
degree of 3. These n equations (3) will be public. They constitute the
public key. By using these equations (3), and by Gauss reduction, it is
possible to calculate all the solutions (y[err], ... ,y[err]) from
(x[err],...,x[err]) wthout any secrets. These n equations (3) are
obtained fromthe n equations (2) in the ¥ ol owing two steps: Step 1:

var i abi o6yl orRPOaht Ao APPSR sbolpaPehsrbl, RE B Noribherta die,

expressions in the variables x[err]. Step 2: Then, a secret affine

bijective ;ran%%o tltpn s gp)oll I@dﬁb i.hese gqyat I ons. % 4 An exanple in
8

S|gnature wi th TERAT SRR 5" eXAnDl & HhR" czin'l " used
in S|gnature W|th m[err] n. As usual, |et y—(y[err]

ylerr],...,ylegkl xgn ehash c%ﬁus&ﬁ%rrrﬁs%ﬁgeBt'Oage]régggggfer r?tpfn a

nessage to be S|gned err err
Qerrpaﬁé)zﬁw%@rléﬂ“er’h}lst P\ﬁal"lhﬁb eBSI ?sfb'm als with a total degree of 2
of K[err] -> K Let b =t[err](y), wheret is a secret affine

bi j ection of K&eri is fKLS n]le% %e[%ﬁ e?LﬁéaL’shbhbkgggl)
B . aq9+q<p = B . aq9'+q(p' (3)

a is represented in a base by a = (a,,...,a)).

Finally, let x = s(a), where s is a secret affine bijection
of K" » K".

X = (X,...,%,) in a base.

By writing the equation (3) in a base, and by writing the
equations in the variables x; and Y;r D equations with a total
degree of 4 in the variables x,,...,X ,Ys,...,Y, ar obtained.

These n equations will be public and, (X,,...,X,) will be a
valid signature of (y4/...,Y,) if and only if all of these n
equations are verified.

In order to calculate a signature with the secrets, one need
only calculate b, then B and B’, and then a from (3), and finally
X using x = s(a).

2.5 More general examples of Dragons, with a "non-monomial
polynomial" transformation.

The same notations as before will be retained. In
encryption, x still designates the unencrypted message and y
designates the encrypted message (in signature, x is the
signature and y is a.public transformation of the message to be



Let B notate the el enent of Klerr] whose conponents are: B=(Qerr]

(b[err], b[err],..., b[err]) ,

Clerr](b[err] b[err], ,b[err]), ,Jerr](b[err], b[err]. ,b[err])).
And Iet B' notate t he elenent of Klerr] mhose conponents are: B'

(Q [err](Db[err], b[err] ,b[err]), Q[err](bl[err],

b[err],...,b[err]) , [err] (b[err],Db[err]. b[err])). It is

possible to consider B and B as representing (in a base) two el enments of

the field Flerr]n. In this field, et a be the elenent such that:

B. aferr] = B' caferr] (3) 1a is represented in a base by a =

(aferr], where s is a secret
affine blféﬁF?én %PrKfE??Ple>YKf§rHFSh(Mi!—WbQFQrHFSh isxpehash fynatinkk.
By witing theLeguathOQ(k$)stmla Basﬁgnaﬂd EMe“EtthﬂoEﬂ&tf&&wﬁfQ@Sb?rhthe
vari abl es x% % a§91n§ g %t A equet on F a L otal de £get§gnéf|n t he
vari abl esSRFEFF] FOFCLigP, P ﬂEFr i bEPéFﬁe gReRafelon
equat|onSoﬁnyIbyeapabtretaaﬂflﬁg[erahsformatEOn]1thIt(be)a yajsd signature
of (y[errLonS1d¥L85r¥e bé QHdeQthnifoﬁlkhgffihfaean1th q" elements (K1

- Fn) and b is considered to be an element of the field K, with

q" elements (K2 = Fm).

An example in which the passage from a to b is slightly more
general than before will now be presented.

Let k and k’ be two integers, and let N;, 1<=i<=k, and N’,,
1<=i<=k’ be secret affine functions of K, to K, (as before,
naffine” means that these functions are affine when K, and K, are
considered to be vectorial spaces in the field K with g
elements); moreover, the symbol (<=) means "less than or equal
to".

Finally, for any element a of k1 and any element b of K, let
f(a,b) = 3 a;a"(g®i+q'i).N(b) + = o' a"(q*i).Ni’' (b) + g1
where, in the first sum %, the subscript i varies from 1 to k,
and in the second sum £ the subscript i varies from 1 to k’.

Let d be the degree in a of this polynomial. There are known
algorithms for finding the solutions a of the equation f(a,b) = 0
when d is not too large (say d <= 9,000) for example. Moreover,
f(a,b) was constructed so as to be expressed in a base in the
form of polynomial equations with a total degree of 3 (a total
degree of 2 in the variables a,, and of 1 in the variables b,).

As before, these equations will be written by replacing the
variables a; with their affine expressions in the variables X;
and by replacing the variables b, with their affine expressions
in the variables Y- Then, a secret affine bijective
transformation u is carried out on the system of equations
obtained and the system thus obtained is made public: it is the
public key. This public key is therefore constituted by equations
with a total degree of 3 (a total degree of 2 in the variables X,
and of 1 in the variables y,). From these public equations, it is
possible to calculate the solutions y, corresponding to a given x



equations are verified. In order to calculate a signature with the
secrets, one need only calculate b, then B and B, and then a from(3), and

finally x using x = s(a). 2.5 More general exanples of Dragons, with a-
"non-nonom al pol ynom al" transformation. The sanme notations as
before will be retained. In encryption, x still designates the unencrypted

nessage and y designates the encrypted nessage (in signature, x is the
signature and y is a public transformation of the nessage to be

signed,. for exanple y is Hash(M, where Hagh is a hash function). Let
a = s(x) still designate the transformation of x by a secret affine
bijection py @uhdsetredudedbgnada the dthesf hamdl,i eheoinyebye apacteiomf fine

transformatio = . ) . i §,CQnNsi d.to be a | enept of the field
Korr] ¢ §gpertietameh i 28mc “PRGhFERGehS, BReRlefal ot s 1A% n ef ement
of the field Klerr] with g[err] elements (K2 = Flerr]nm. An exanple in
whi ch the Qa%§aq%bU§§26%etﬁéggbﬁgskightly nore general than before will now
be present ea: an € two integers, and let Nerr], 1<=i<=k,
and N [err], 1<=i<=k' be secret affine functions of Klerr] to Klerr] (as

before, "affine'rgmans thdakxbhpiesf HECt'bQEéoﬁF'eaQEEE?EhMQe% *ﬁﬁﬁ ©kh

Klerr] are considered to be vectori al sgaces i,n t leld W
el enent s) ; SefovE TERMndeREY| 1p<intradneed) dago; kAR Beswagm/x+ ¢he
Fi Fal ! %/ (fwecainaaeio@mtg)oaic[nw]begnb puglasy leﬁgﬂ§:hb_r@foi‘t)ﬂ Yddsiltle fds®)
= [err gl.err]i+qlerrli,) . r r.Lerr errli).N... + [.err
where, in &ﬁbrkgpg%ﬁgﬁhﬁ[ggr%?etéghgﬁbéEFi%ng Vﬁ%ﬁe§&¥}%én%gqqgﬁenémufn?$
t he second isymtcerkeept e spaldcniupber ofr tbhemf searétt oThkis can, ietefiffdret f he
degree in f ' I kak ., Ther r | gRf Lt f 1,ndi nge the
degree in gfegpgq@g%egg.aetvggga%ybgezﬁsa 8168240nd! 9BhL OGP iUl Nk U
will then be found due to the public redundancy.
Likewise, in signature, it is possible not to publish all of
the equations which were previously called public equations: the
signature verification will then be carried out with fewer

equations.

It is possible to envision other examples of "Dragon"
algorithms. It is crucial, however, to be aware of the fact that
certain variants are cryptographically weak: in the article
nasymmetric Cryptography with a Hidden Monomial" (LNCS 1109
Crypto ‘96, Springer, pages 45 through 60), the author presented
some attacks on certain weak variants.

3. = "CHAIN" ALGORITHMS

3.1 ~- The basic idea of "chains".

The basic idea of the "chains," as compared to MATSUMOTO-
IMAI, is to introduce intermediate variables z,, 1 < i < k, that
is, to have public polynomials P, which depend not only on the
usual variables x; and y, (where the x.,s represent the message to
be encrypted and the y;s represent the encrypted message in
encryption, or where the x;s represent the signature of the y;s



when'd is not too large (say d <= 9,000) for exanple. Mreover, f(a,b) was
constructed so as to be expressed in a base in the form of polynom al
equations with a total degree of 3 (a total degree of 2 in the variables
alerr], and of 1 in the variables b[err]). As before, these equations wll
be witten by replacing the variables a[err] with their affine expressions
in the variables x[err] and by replacing the variables b[err] with their
aff.ine expressions in the variables y[err{y Then, a secret affine bijective
transformation u is carried out on the system of equations obtained and the
system t hug, abi ghdadrd 5 Bidea R ldf e plet m%emed&%'é %'@ém}@ Pub' ic key
is therefore constituted by equations with a total degree of 3 {a total
degree of 2 in the variables x[err] and of 1 in the variables y[err]). From
t hese publi G-G]Lmij'ﬂ[lSexajﬁplé posdinl enk@ngal.cul ate the solutions y[err]
corresponding to a given X 12
by Gauss reduction. On the other hand, the inverse operation (calcul ating x
fromy) requireBotbmginuwﬂthuysamefﬁmmsensfa1r2y6s implenehekpl Bsagensthain

In all th ,pf ' Y rlth i.n encryption
redundanc?fﬁ%roduc"{adﬂ ?\}?é)fh ee?fiesga gﬁeset ﬁgaf‘ﬁ&ﬁdgﬂrg? ngbﬁPﬁH'ﬁE? ng.
public, itthe ¢¢nﬁQ§QHQ£[ﬁhﬁﬁﬁﬂkﬁQﬂﬂltmGSpubutshnﬁbhtmhath&yeqhakeoﬂSréhat
were publ i éﬁbfg e f en1s cret. This
can, in effect’, riéilpﬁl C?:lzﬁ%%ésallté) ?ygg tg%gl B%ﬁl a.}.gg 33? BGt {[/lél ue
of x will eFksfhe ¥ouk®l RRRSIRIS e S&BF—’Fél#éQuﬁéaﬁé}n attackskéwpsethén
signature, atﬁld:Ee POsSthet i czejpw@lrtaghyahhtﬁf at h&da%ahbﬁaﬁlx\’ﬂh Pu\fﬁé o
en be

preV|oust bI| quations: the signature ve |cat|on\MI
carried out c? eq at TR ger page§t4pst 69§ &0YotentheF®n ot her
exanpl es oéxampkg§M1Then, in paragraph 3.5, other examples of Chain

Algorithms, for which no general attack is presently known, will
be shown.

Fo; example, let a, b, ¢, d be four elements of the field
with q" elements and let four integers 8, ¢, a and 8 be such

that:

c= a1+qe (1)

d=a1+q‘p (2) and
b=ca® x o ™

therefore b = a" where h = ¢ + ¢**® + q® + ¢**. It is assumed
that 8, ¢, a and 8 have been chosen such that h is prime with
respect to gq" - 1.

Next, let it be assumed that x = s(a) and y = t(b), where s
and t are secret affine bijective functions. And let z = u(c) and
z’ = v(d), where u and v are secret affine functions.

From (1), it is deduced that there are n relations with the
form:



algorithns. It is crucial, however, to be aware of the fact that certain
variants are cryptographically weak: in the article "Asymetric

Crypt ography with a H dden Monom al ™ (LNCS 1109 Crypto ' 96, Springer, pages
45 through 60), the author presented sone attacks on certain weak variants.

3. - "CHAIN' ALGORITHVs 3.1 - The basic idea of "chains". The
basic idea of the "chains," as conpared to MATSUMOTO- I MAI, is to introduce
internedi ate variables z[err], 1 [err] i [err] k, that is, to have public

pol ynom als P[err] which depend not only gn the usual variables x[err] and
y[err] (where the x[errs represent the ne%§age to be encrypted and the

- ylerr]s represent the en pted nmessage in engryption, ,Where the x[err]s
represent the signatdré g“ﬁxﬁh‘é‘iyé{j +a)9ai'xi * go P{ )

13 in signature) but also on the internediate variables z[err].” 3.2 -

First exanple: l_Chaitns'”. AR o) l ] first
si npl e exanpl esL%n&&ﬁea’l #%OH% hﬁ%"l%—wq%&gée&pﬂe%%ﬂé?ﬁerh%é% %x%%jﬁé%is/ons
clearly ilvwish rtthe fdmnconcept of Chain Al gorithns, but unfortunately these
first exenplary algorithns are not very cryptographically secure. In
effect, it is possible to generalize certain attacks fromthe article
"Asymetric Crypt ogr&phy &2 ;g Hi-dgdeh 3hom at "6 ({.NCS (20D, Crypto ' 96,
Springer, pages 45 through 60) to these exanples. Then, in .paragraph 3.5,

ot her exanpl es of Chain orithps, for which po general attack is )
present|y knowntikgvisee (3) 1t 1is deduced that there are n relations

with the form:

y; = ESY".z..27; + Sat.z, + IBM.z0 + &% (37)

j
Next, let it be assumed that the 3 X n equations (1), (2')

and (3’) are public. Therefore, if x is the message to be

-encrypted, the z,s will be obtained from (1’), the z’;s will be

obtained from (2’), then the y;s will be obtained from (3’).

Thus, it is possible to calculate the encrypted y from x and from

the public polynomials.

On the other hand, if y is known but x is unknown, it would
seem that it is not always possible to get back to x from y. In
effect, from (3’), it is only possible to get back to n equations
for 2 X n variables z; and z’;, and therefore the z;s and the z'’:s
remain unknown.

On the other hand, if the secret keys s and t are known, it
is possible to calculate b = t”(y) from y, then a = b", where h’
is the inverse of h modulo ¢g"-1, then finally x = s(a). Thus,
with the secret key, it is possible to decrypt the messages.

3.3. - Second example: small chains with Dragon.

_ The same notations as in the preceding paragraph will be
retained, but it will now be assumed that:



For éxanple, let a, b, ¢, d be four elements of the field with g[err]

el ements and let four integers [err], [err], [err] and [err] be such that:
c= alerr] (1) d =a [err] (2) .and b =cl[err] (3)
therefore b = a[err] where h = g[err] + g[err] + g[err] + g[err]. It is
assuned that [err], [err], [err] and [err] have been chosen such that h is

prime with respect to q[err] _ 1. Next, let it be assuned that x =
s(a) and y = t(b), where s and t are secret5affine bijective functions. And
let z = u(c) andgz'y = v(d), where u and v are secret affine functions.
From (1), i¢=ia9d®uded that there are n{ddl-ations with the form
14 ~Jerr] Li kewise, from(2) it is deduced that there are n
relations with @he¢form .

d=aq +q' -1 (2), and

ca®xb = daP xbq" (3)

where 06, ¢’, 6, ¢/, a, B.and Yy are integers. Therefore, likewise,'
b = a¥ for a particular y and 0, ¢, a, 8/, ¢’, a, B and y will be
chosen such that p is prime with respect to q" - 1. The algorithm
will work in exactly the same way, but this time the public
equations (1’) are in the form: o

zzyﬁ.zi.xj + SZy'ij.xi.xj + Za,.x; + 8,z + 6y + 9 (17)

and the public equations (2’) are in the form:

SSp. 250Xy + S XX + Za’,.x; ZB' .z

j ; +8h =0 (21

i

If x is the message to be encrypted, the z.s will be
obtained by GAUSS reduction from (1’), the z’;s will be obtained
by GAUSS reduction from (2‘), and the y.s will be obtained from
(37). |

3.4 - Utilization of chains in signature.

The examples in paragraphs 3.2 and 3.3, given for
encryption, can also be used in signature. In this case, x
represents the signature associated with y, and the signature
verification consists of verifying whether variables z, and z’,
that satisfy (1’), (2’) and (3’) actually exist.

3.5 - More general chains.

- In a public key, in the examples in paragraphs 3.2 and 3.3,
the intermediate variables z and z’ were obtained from x, then y



[err] Li kew se, from(3) it is deduced that there are n relations
with the form [err] Next, let it be assuned that the 3 x n
equations (1'), (2') and (3") are public. Therefore, if x is the nessage to
be encrypted, the z[err]s will be obtained from (1), the z'[err]s will be
obtained from(2'), then the y[err]s will be obtained from (3'). Thus, it
is possible to calculate the encrypted y fuéom x and fromthe public

pol ynom al s. On the other hand, if y is known but x is unknown, it
woul d seemaélambtaimed nbrom| 2agrdpassi bt eis opgesiblektpoervisbenylonger

effect, fr It |s only possible to get back to n equatlons for 2 x n
éé}fger r? and z'

varlables [err], and therefore the z[err]s and the z'[err]s
remai n unknown. On the ot her hand, if the secret keys s and t are
known, it is poﬁéi-béfaﬁxﬁlééﬂ sybﬁt eh@ xst[qrtr lilg/)pddSiBYe tdSbthin b[err]
where h' is the |nverse [err then finally x = s(a). Hg
with the sea¥Eabkes zj¢ 'ﬁbenpogfsp‘i cféjﬂ'ra}’dtest e s Fgesit 1s Passible
Second exaip! shbtsim! baﬁbabnéswzt,h meagp,n from the WeriaiPedaf gt zoncmcas in
age PT ecedl ng ﬁar%% 1ari>les z'p'e vgoel}l% be obt%:alnetdw'i‘he O}.{\.{nae.l.lays,S trLe

varlables %,, 2z;, 2z’; and 2",,..., y would be obtained.

An example of this more general type of chain, for which no
attack is known, will now be presented.

Notations.

¥ is the unencrypted text,

y is the encrypted text,

and t are two secret affine functions,

= t(Y),

= s8(X),

is an integer (this is the number of "links" of the chain),

Ao oo

a, b, L, Ly,...L, M;, M;,...M, are elements of F,",
Syree+S ty,...t are 2k secret affine bijections,
for any subscript i such that 1l<=i<=k: 1l,=s.(L;),
and m; = t;(M;).

Comment.

X, ¥, 44,1, my,...m are the values which will occur in
the public equations and a, b, Ly, Lye..Ly, My,...M are the values
that are accessible with the secrets. '

Fof all subscripts i, 1<=i<=k, there are two exponents h,
and h’, such that: L, = a", and M, = a", (further details on h, and
h’, are given below), and there is an exponent h such that: b =

ah.

Thus, in this example, the secret key calculations will be



c=4a [err] (1), d=aJerr] (2), and
clerr] x b = d[err] (3) where [err], [err], [err], [err], [err],
“[err] and y are integers. Therefore, likewise, b = a[err] for a particular
[err] and [err], [err], [err], [err], [err], [err], [err] and y will be
chosen such that [err] is prine with respect to q[err]. The algorithmw |
work in exactly the same way, but this tik® the public equations (1') are
in the form [err] and the public equations (2') are in the form
[err] easYlif x is the nmessage to be encrypted, the z[err]s will be

obt ai ned Ry @g@gglég@ug eort(fyr)om (1), the z' [err]s wi |l be obtained by
GAUSS reduction from(2') t he éle;[]s W | = Pe obtalned from(3). 3.4
~ Uil zaRi-oR33FudREen@ i ? h éy in paragraphs 3.2

and 3. 3, gi.qunfaquyene:w.piulm‘te car= a"Smpe used in si gnature In this case,
X represents the signature associated with y, and the signature
verification consists of verifying whether variables z[err] and z'[err]

t hat satisfy (lr'h)e e(Rat immt (133t axtaigiubl jexivwitll ndd be desoerigestr dfhere

he T or A5 7B SIPREIGE R el SPEHE S Lo R MR o 4 &
which there are 2k.n), whlch make it possible to go from X to 1,
or from x to m; or from 1, to 1., or from m, to m,,, and there are
the n final public equations, which make it possible to go from
(1,, m) to y.

The equations of the "link" type.

Take the way in which one gets from x to 1, as an example;
in effect, it is the same for the other "links", that is, for
getting from 1, to 1,,, or from x to my, or from m; to my,,
1<=i<=k~1. '

There are four secret integers, which are notated «, 8, vy,
8, such.that' '

ZaLZS_a'{L25 (C1)

Furthermore, «, B, ¥, & are chosen such that:

HCD(2y - 2%, 2" - 1) = 1 and HCD(2% - 28, 2" - 1) = 1 (which makes
it possible to have bijective transformations). It will be
recalled that HCD means "Highest Common Denominator."

When (Cl) is written in a base with the components x, of the

variable x and the variables 11, i of the variable 11, n
" equations with the following form are obtained:
By % Ly v BE&, + Z¥ly + Hp = 0 (C2).

These n equations (C2) are public (or, more precisely, a
linear bijective transformation of these equations is made
public).

From these equations (C2) it is possible, without any
secrets, to calculate 1, from X, by performing Gauss reductions.

Likewise, it is possible to calculate 1, from 1l;, then 1,



16 -was obtained fromz and z'. It is possible to envision |onger chains.
For exanple, fromthe x[err]s, it is possible to obtain variables z[err].
"Then, fromthe variables x[err] and z[err], it is possible to obtain
variables z'[err]. Next, fromthe variables x[err], z[err] and z'[err], the
vari ables z"i would be obtained. Then finally, fromthe variables x[err],.

z[err], z'[err] and z"[err],..., y would be obtained. An exanpl e of
this nore general type of chain, for whichigo attack is known, will now be
present ed. Notations. x is the unencrypted text, y is the encrypted text,
s and t arerbiorgeceet. aldp neo fyndricans,, ) and therefere(i},i¥ pssaible to

Lierr | epleplabiran SRS £y dihSiFee ol thofpPBrtipid o catdilidee iy
s[err],...stemr k. Tkeds] therefpeer possdblle fecwetl caflfateel pigrettm ofizpnf ar by

Tl e oy SHCORIE A BBt W) (o). o pierr] =

X ,...1[err], nmerr],...nferr]
are the values which will occur in the public equations and a, b, L[err],
Llerr]... LERE" leinMiehublic: Mytakhodlse the values that are accessible with
t he secretés * pIr:or aIFESubsqripts I,. 1<=i<=k, there are two exponents

h[err] and h'[efMe SudFipAdl': Pubdic) equatdons wid Ivtden) make[ ik rposgiblense

detai'l s onchfieunlatand IFrber i &n€ Uj.vequidediond cauyl, they ealeuaatesnonent h

igfguf 2? ;[ :Oﬁgn\:ﬁ—la a%[;';] which mean-.l_;.hlil:%’atl Qvittq‘.losutexsaerg%le%s,t g% stgﬂ. eIt'.tOg e%e
possible to know how to get back to m and 1, from y). Here are
two typical examples of possible final equations.

Example 1. b?@.L2% = p2 M2, (C3)
where a’, B’, a" and B" are secret integers.

Example 2. b.M, = L2%* %" (C4)
where 6 and ¢ are secret integers.

This equation ((C3) or (C4)) is written in a base with the
variables y;, m ; and 1, ,. Thus, n equations are obtained. A
linear and bijective transformation of these n equations is made
public, which makes it possible to calculate y from 1, and m, (by
Gauss reduction).

Thus, it will be possible, from public equations, to
calculate y from x, as desired.

4. - A METHOD FOR REDUCING THE SIZE OF THE PUBLIC KEYS.

The secret affine functions s and t which occur in the
Dragon and Chain algorithms are coefficients with.value in the
same ring A as the variables which occur. However, it is
sometimes advantageous to limit oneself to coefficients in a sub-
ring A’ of A, since in that case the public polynomials could
themselves have coefficients in a sub-ring A" of A, making it
possible to reduce the number of bits required for the



17 ‘'easy: 1. Calculate b = t(y), 2. Calculate a = b[err] where hh' =1
podulo 2n - 1, 3. Finally, calculate x = s[err](a). The equati ons
that are public will now be described. There are two types of them there
are the "link" type equations (of which there are 2k.n), which make it
possible to go fromx to I[err] or fromx to nferr] or froml[err] to
I[err] or fromnferr] to nferr], and there are the n final public
equations, which nmake it possible to go fﬁ@n1(|[err] nMerr]) toy. The
equations of the "link" ty Take the way in mhlch one gets fromx to

I[err] as desexkppien 9?\QHQ%%tPu?¥1?SPQ¥¥PQﬁ&ﬁJ$tw Thig RUwiaue s t hat
is, for g%ét@kﬁrﬁw[@pm}%ﬁéi@rfér Oie fe0amp1 9 §lean abgse.f rom nferr]
to mMerr],” 1<=i<=k ere are four secret integers, which are
notated [err] 6, such that: [err] Furt her nore, [err] are chosen such
that: HCIX?Ie*réNE ery eSTORE THE =PdL¥NOM 2perr] - 2[err], 2[err]
- 1) =1 (which nakes it p055|ble to have bijective transfornatlons) I t
will be recalled that HCD neans "H ghest Commobn Denomni nat or. When
(Cl) is wittenInnaachigecard hcapablenpbnemicukieing btlietvalues (3l £xomnd

th i ab 1 1
bre obt o nGR) Epd poteBEy (GK) BRren fyp SBLIANE Mifyd Heodbadby By oT
preci sely, tbel¢h§@rt%|?%@??v@llr%h%f@#b%&¢cﬁpkﬂanéégse&uaﬂnoﬁ§fﬁ§twa§énce

public). thes&rgH H@ﬁfa?guﬁéﬁéné 16¥)t6€a13dQQ§§éb|@hemééfH“HodT&/supply
secrets, to calcula égrr fromx, g?ggrforn1n Gauss reduyct.i ons.

Li kewi se, Y@ P§Sp6§%fb? L afREF &FRO F1EPr Gl + [ EFPR, wh#ﬁﬂ]%ﬁ(&%]

possible to recalculate the public polynomials P, from outside.

More generally, it could supply values which make it possiblé to
recalculate the public polynomials P,, which values may be
signed, or which public polynomials to be found may be signed,
and which signature (and not all the public polynomials) would be
stored in the card.

6. = ENCRYPTION/DECRYPTION SYSTEM USING THE PROCESS OF THE
INVENTION

Fig. 2 schematically illustrates an example of a known
encryption/decryption system using the cryptographic
communication process described above.

Say there are two individuals A and B connected to the same
communication network, each of whom has a respective message
sending/receiving device 1, 2. This device includes calculation
means, for example a computer, designed to carry out the
encryption/decryption of messages, and storage means. At least
part of these calculation or storage means can be located in a
portable object incorporating a microprocessor or micro-wired

- logical circuits whiéh define areas to which access is
controlled, and can therefore contain secret information such as
cryptographic keys (see for example the portable object described



18 fromL[err], etc., upto l[err] froml[err], and therefore it is
possible to calculate I[err] fromx. Likewise, it is possible to calculate
‘mk-fromx. It is therefore possible to calculate 1 and nferr] fromx by
means of the 2k.n public equations. The final public equations. The
n "final" public equations will then make it possible to calculate y from
nerr] and I[err]. (In this case, the calculation is "one-way", which neans
that wi thout secrets, it will not be possible to know how to get back to
nmMerr] and I[err] fromy). Here are two typical exanples of possible final
equati ons. Exanple 1. [err] .L[err] = b[err] .Merr] (C3) where [err]
and [err] are secret integers. Exanple 20 b.Merr] = L[err] ()
where [err] and [err] are secret integers. This equation ((C3) or
(C4)) is wyi tusepatent rse wmizll th@)vari ables y[err], nferr] and I[err].
Thus, n equations are obtained. A linear and bijective transformation of
these n equations is made public, which nmakes it possible to calculate y
froml[err] an®adrerdgvidey iGmesporetes iapn)algorithnTfuss desweirlibede above,

s AL T R, 4P TRL 8 U St

af fine furedidagridhm Fl. (Thehi ere cdeices ate QmRRRt et d-oCienien agiofhex s are
coeffi ci e’?ﬁe%r}@ 19 @l dndhild e i3 iHG A as the vari abl es which occur.

However, it
Both individuals A and B, respectively, have a pair of keys:
a public key Cp* and Cp®, and a secret key Cs* and Cs® correlated
to the corresponding public key Cp* or Cp®.

The individual A sends B his public key Cp* and possibly a
signature of this public key, and B sends A his public key CpP
and possibly a signature of this public key. Once A has received
the public key Cp?, he will use it, along with the cryptographic
algorithm F, to encrypt a message M that he wishes to send to B,
and a message M’. This message, once received by B, is decrypted
using the cryptographic algorithm F™' and the secret key Cs®.



soneti mes advantageous to limt oneself to coefficients in a sub- ring A

of A since in that case the public polynom als could thensel ves have
coefficients in a sub-ring A" of A naking it possible to reduce the nunber
of bits required for the 19
descripti.on of these public polynomals. This technique is particularly
appropriate for the exanples given above. 5. - ONE VAY_NOI' TQO STORE THE—
PCOLYNOM ALS P[err] In a chip card capabl e of calculatlnﬁ the v

(y) from(x), and possibly (x) from(y), i2lis not alvvaysl fﬂﬂm n@”m

card to store all the public polynomals Plerr]. In effec
pol ynomi al s have a | ow total degree, thé& %ﬁcould supply val ues
(y) corresponding to (x), fromwhich it is possible to recalculate the

bl | I's P i tside, Mb |1y, it, could ly, .
Val oS whi oh mete i 1 "Bo8SYBRECE by SERbEQPBPENLRo CRIBERL bR of SoB| KpLpD

whi ch vaIuestm&ﬂlbhe3|gnedrrespohdehcpubétweaﬁlnnﬁﬂtatSv&Du@ecipund may be

o, 0ned. g e LB (GRapBY (211 Lol § RO} b wouLdohe
OF THE | NVEETLUEN(Y) reprﬁﬁgntedsbﬁeMBeleaehyS|Kypsirauqs afi ehaspréngf a
known encr iy g{‘ﬁgfiggyEhteaefgség&’c‘étnghéﬁeo‘fr é@hgﬂr%’hﬁc ﬂg‘&;%%@{ak&& in

process descri ere are't I'ndirvi dua
connect ed t®athe sane comunication network, each of whom has a respective

nessage sendi ng/~ gagdvB8rdepbi®edce leT&éﬁ.LH@Hi 59 hOttivies: 434 SYb@b1 P8
polynomials (P;) of A™™ 5 A, with a total degree less than or
equal to 6, such that there are equations of the type
Pi(XyreeosXy? Yyroeos¥pi 290+++,2,) = 0 where (247++..,2,) are
possible intermediate variables and k is an integer; '

- certain polynomials (P;) do not have the form T,(Y,s«.«,Y,)
= 8;(%X4,...,X,), where the S.,s would be polynomials with a total
degree of 2 and the T;s would be polynomials with a total degree
of 1. :

2. A process according to claim 1, in which certain
polynomials (P;) do not have the form T,(yy,...,¥,) =
S;(%ys+++,%,), where the S;s would be polynomials with a total
degree less than or equal to 6 and the T.s would be polynomials
with a total degree of 1.

3. A process according to claim 1, in which the
multivariable public polynomials (P;) have the form Pi(Xy,000,%,;
Yis++1¥,) = 0, certain polynomials being such that there is an
integer j between 1 and n, and an integer p between 1 and m, such
that said polynomials (P;) contain at least one non-null monomial
in:%.yw

4. A process according to claim 3, in which said
correspondence between the first value (x) and the second value
(y) is defined as follows:



means, for exanple a conputer, designed to carry out the
encryption/decrypti on of nessages, and storage neans. At |east part of

t hese cal cul ati on or storage neans can be located in a portabl e object

i ncorporating a mcroprocessor or mcro-wired logical circuits which define
areas to which access is controlled, and can therefore contain secret

I nformati on such as cryptographic keys (seg for exanple the portable object
descri bed 20 in US patent
No. 4 211 919). 1? usingEeEé ]dl%ﬁ#r@:l 1GF nm@twcﬁéltahgﬂhé hi dn o ERsET d e d
above, specifica

| Iihe. 1 f the. |
algorithm F[errf.2 ‘%‘ﬂegt \Aﬁe}a%g‘l[“inein aﬁafetoléb%nte‘g%%é?mﬁ éoﬁnﬁge Ir"’nyer%?ﬁsl%f

a communi cati ondét@emBned by n REelynonnid Ms detettls # dodaBb, de@s@seaiﬁ VEIJyn mave

o B O KOS, varRBLS6 "Bl Pt Lla A S Bi8] e ciRsBEIREIS Sty

The i ndivi dual thatnils, Bdhtsrrpumd dkeay mplynoniahs potbl blm@ablmeﬁ @ Df

t hi bl k d
Si éﬁa?ﬂr eI gf teKI sflﬂ IBFY Egﬁl dnce A a‘J’sforAézl vedH{?we pu%?l c key &(l)pj[ er rl]

he will use it, f@lgﬁglmma%e cryptographic algorithmF, to encrypt a
nmessage Mthat he wishes to send to B, and a nessage M. This nessage, once
received by B, is decr ted us the cr ra hic algorithm Fl and the
secret key Cs[err]. ¥? the af%u%e trangg) on s 1is applied to x,

obtaining an image: a = s(X)

1.2) a transformation £ is applied to the image (a),
resulting in an image b such that: b = f£(a), with:

1.2.1) if a = (a,;, a5, ++,8;, ++, 3,) and b = (b,,
b,, ..bj, .« b)), (the a; and bj being elements of
A), there is a correspondence defined by
multivariable public polynomials (V,) of A™"* » a,

”III“I I"I" III" "I|I " |III which are non-null and have a low total degree,

SHINR! I HRRd 0 1N each of which satisfies an equation of the type:
Vi(a‘l' aZ' . -,ai, . .,an; b1, bz’ .o ’bj,..,b.) = 0 (I)
certain polynomials (V;) being such that there is

an integer j between 1 and n, and an integer p
between 1 and m, such that said polynomials (V,)
contain at least one non-null monomial in ajd%;

1.2.2) the transformation £ is also chosen so that
there is an algorithm which makes it possible, f{or

. many images b, to calculate at least one image (a)
such that: f(a) = b.

1.3) the affine transformation t is applied to the
image b, obtaining t(b) = y;

2) from the existence of the equations (I), by changing



CLAI VB 1. An asymmetric cryptographi c communication process which

—

est abl i shes a correspondence between a first value (x) represented. by n

el ements (x[err],...,x[err]) of aring (A and a second Mﬂ’ Hm
represented by melenents (y[err],...,y[err]) of this ri "ﬁ" "“mlﬁmm
integers greater than or equal to 2, (ﬂﬁﬂf@terlzed in that: -
correspondence is defined by nultlvarlable public polynon1als (P[err]) of

Aterr] - A WLbs gb&ega' 1fe9ECBaLS slghee Bedtd a't 0 ekighl Detgt there
are equations o0 t & ylerr];
z[err], Lz eeq}lpttoos\m&i[ While Feflnez Félid] )nuamvmsab%eppdyapmeadat e
variables and # . an integer; - certain polynomals (P[err]) do not
have the form [érr

(y[err [err]) = S[err](x[err], , X[err]), where
the S[err]s woul d bé Irfo]am al's}éw tths a¥s ot at r Begred of 2 akdIdhe T[err]s

woul d be pol yngshal 6fWhlicB polghodggleea®t public. 2. A process
according to claiml1, in which certain polynomals (P[err]) do not have the

formT[err](y[err],...,y[err]) = S[err](x[err], , X[err]), where the
S[err]s would Be pohypnatabs mbbbrdlngtab d&gﬁmelleaa hhaahothéqua| to 6

dthe T f
gpocesg aggé Uaglgﬁlgogﬁﬂfgbakal&% ﬁg%%o%gu e?h%?ééﬁﬁhﬂ?q: polynon1als
(Plerr]) pa\lynpmaﬂ-sr RF ok ]J('k et in bt{eerﬁq:m yadgey], .. xylenrl).rz0 =
certain pglyage ééilﬁ@&”ﬁoﬁgﬁam‘iﬁﬁ (R ot a0 | Lneger thebf&\(ﬂ@en 1 and n,

and an |nté? bet ween Pthat said pol ynomals [err])
contain ak; iélast— oM’ nOnnUll zrmnbm A M’P%(l[%rﬁhzy[ em’?-L) and (z'f.c..,A".)

process aﬁ%@rQhEGrﬁ@dﬁbﬁénV§rlhBléblﬁhaﬁa&QeCQEE9§QQ9d99€§eH€t“@ﬁ& thep, x

first value (ﬁ) ggg Eggesecond value (y) is defined as" fol

6. A process according to claim 1 for calculating a
message signature, in which the second value y = (Yyr+0+1Y,)
represents the message to be signed or a function of the message
to be signed, and in which the first value x = (Rypeee,X)
represents the signature of the message, which process comprises
the verification of the message signature by verifying that said
equations on the polynomials (P;) have in fact been satisfied, it
being understood that if variables Z4,++-,2, Occur in these
equations, it is necessary to verify whether variables of this
type (24,...,2,) that will satisfy all of these equations
actually exist.

_ 7. A process according to claim 1 for encrypting a
message, in which the first value x = (x1,...,kn) represents the
message to be encrypted and in which the second value y =
(Yq,+++:Y,) represents the encrypted message, which process
consists of applying said correspondence with the first value x
in order to obtain, for some or all of the values X, a second
value y, using a set of public keys which include said
multivariable public polynomials (P,).



22 1) using the know edge of two secret affine transformations
s and t, s bheing an affine transformation of Alerr]Alerr], that is,

et er mi ned n poI non1a|s with a total degree of 1 inn
varl abl es, aiﬁl ;Uﬂll/l ne transformation of Alerr]Alerr],
that is, det nomals with a total degree of 1inm
varlables a functlon y = F(x) is calculq% din the foll ow ng way:
1.1) the affine transformation s is appl i to X, obt ai ni ng

' ; = : 1.2 t f t
the Toige (o, 8  pocess peegrebyy o LATHLLLTE 00 epeBEELheR g
W t h: ymmetric authent1¢a21Qp, byaa—f@ap@rpprsa@epapled gapernﬁlerh

aferr]) ag? 8téE F%Lgon called a ?rover, AaderiZed ih Xyat'b[err])

(the afer elng e here is a
correspondence‘d& en@érbﬁlﬁﬁlﬁﬁvéﬁl&bﬁepﬁeﬁﬁrcapdﬁ}#@nﬁ§m§teVP§?¢]PYoﬁhe
Alerr] ->gfcond value (y); whi ch are non-null. and have a | ow total

degr ee, eacﬁ F which satisfies an equati on of the type:

V[err](a[err], aF@prProveg[ggpprns tor &he) vegidier a value constituted by

b[Frr],:.thESF&kt vahhérﬂk), (I% _ certain

pol ynom al s e suc there is, . an integer
j between 1 and ﬁ%La 8ré%9Fﬁt¥§5F pes that said equations; 9Bckhe and m
such thatpaaydondbysowP@)saﬁéﬂxnrtact compatible with thenfiwst afx) emsd one
non- nul | nmononi,a

I .
transforn§F|8de(¥§ ?égr%kogéﬁﬁégnghupderstood that if t%e vg%%gggegn

al gor i t hmzyhi ch, zploesun igoddicsice equations, it is a mattenmﬁyvemgysirm to
cal cul at e, %thwbae&sbwagsﬂehls type (24 :.. (2 3060 Jihat saft(ii@)%gq&

1.3) the affine transformation ppl, |e to
Obta,n,ngoﬁ(gpeseyequatlons actually exist.

9. A process according to claim 1, in which:

- the correspondence includes at least one secret affine
transformation s defined by a matrix composed of coefficients
with value in said ring (A)

- said coefficients of the matrix have value in a sub-ring
(A’) of (A) so that said multivariable public polynomials (P;)
would have coefficients with value in a sub ring (A") of (A).

10. A process according to claim 1, in which each monomial
of said multivariable public polynomials (P;) contains at least
one variable y}, meaning that the total degree in the variables
y; of the polynomials (P;) is 0 or 1.

11. A process according to claim 1, in which:

- A is“a finite field K having a small number of elements
notated q = IKI;

-m=n;

- a and b represent two values of two elements of the field
Fq" with q" elements;

- the transformation f is a bijection of the form f(a) = b =
al, where h is a public or secret integer and is prime with



2) fromthe existence of the.equatiohs (1), by changing

23 variables, it is possible to deduce the existence of

equations (I1) which define said multivariable polynom als (Pl[err]):
Plerr](x[err], x[err],....,x[err]; y[err], y[err],...,y[err]) =0 (I1)
sone of which polynom als are public. 5. A process according to

claim1l1, in which the nmultivariable public polynomals (P[err]) conprise
defined polynomals (Qerr]) of Alerr] -> Ain the formerr]
(x[err],...,x[err]; z[err],..,z[err]) =0, and deflned polynonlals (Rlerr])
ofNeH]->Aint%fownﬂar“ﬂew] ”yww] err],.....

:
0 aece (Lol gt ane (st L) \Mll\ﬂl\ﬂ!ﬁﬁﬂ!ﬁﬂﬁ\

6. A pr cesgecic der di'ng ﬂ@ claim1 for calculating a nmessade <igf atlre, in

whi ch the second value y (ylerr],...,ylerr]) represents the nessage to be
signed or a functlon of the nessage to be signed, and in which the first
value x = (x[er¥d. . A bagrabde objecte qonpris g dafinmmatiiom presessdag

whi ch pr ogRSs & YR 's‘-iﬂﬁ:édbe meRinsl,| GrRldi Q@e@f tdhe MR WPt c -
verifying that saldtﬁggatlons ,0n the p onlals [err]) havé in fact been

sati sfi ed cPhRd ﬂ-[ﬁ%‘rerﬁ 2 CoryespOndgsesr in
t hese equﬁeﬁﬂnﬁan id ﬂls:gwm.sm ¥ x)0 re@rnefs;emm By nvarlieddms Qk,hi s X yype

t 4 4 f f .th { yal :
(2ler) e 1 91 e 1 SRl alls O Negsaliatins, aotialinee
i n which Khﬁ,tlpyg v Jeof th@ﬁ[gnnp, n. ﬁnﬁemrpplngpae$ege$stgeeabesaghano
be encr ypied il My ChiidiackeRandd ahiienars (Ylerrl, . ylerr])

represents the encrypted messa whi rocess consists of appl ying said
cor r espondence WS4 KOTLEESRO nG@ >3-S edined by enldilvaniebleopubddical |

of the valgéagnomidalseqa)y Mﬁ' NE™Y, US| nalansstt@éamuabgﬁegeﬁsmﬁh'&C' ude
said nul ti varllat%:loest)ubslulcci1 Q’%a%n%m aI s .(P:[er’r e Yol Zarere,zy) =
X\i Yar r¥pr &qs r &y 0,
where (2,,...,2;) are p0881b1e intermediate variables and k is an
integer;

- certain polynomials (P;) do not have the form Ti(Yqreer¥y)
= S,(%Xy,.+.,%,), where the S;s would be polynomials with a total
degree of 2 and the T.s would be polynomials with a total degree
of 1; o

- said storage means do not store the multivariable public
polynomials (P;);

- when it comes to the calculation of the multivariable
public polynomials (P;), the portable object is designed to
supply only the data that makes it possible to calculate, from .
outside the portable object, the multivariable public polynomials
(P;), by means of which the second value (y) can be calculated
from the first value (x). '
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24 8. A process according to claim1l for the execution of an
asymmetric authentication, by a first person called a verifier, of another
person called a prover, characterized in that: - the verifier sends
the prover a value constituted by the second val ue (y); - the prover
returns to the verifier a value constituted by the first value (x); -
the verifier verifies that said equations on the polynomals (P[err]) are
in fact conpatible with the first (x) and second (y) values, it being
understood that if the variables z[err],.26,z[err] occur in these
equatlons it is amtter of verifying whether variables of this type
(z[err], ,z[err]) that will satisfy mB$TRACT hese equations actually

exi st. 9. A process according to claiml1, in which: - the
correspondence includes at | east one secret affine transformation s defined
by a matrix conposcSYHMEBRIE| CRERATCCRAPHIY LAMUNIGATIDN iRRPAEYS = -
said coefficients of the nma X (A") of (A so
that said nultivariable pubmlr‘% %gﬁﬁ%ﬁﬁ?‘%d&%{%éﬁl%ﬁ have coefficients
with value in a sub ring (A") of (A). - 10. A process according to
claim1, in which each nonom al of said nultivariable public polynom als
(P[err]) contains at | east one variable y[err], nmeaning that the total
degree in the variables y[err] of the polynomals (P[err]) is O or 1.

11. A process &m@oﬁdvagtu@mlmlmths Itb \afni ehymmetnc Aryptagfchph‘i@ field K

havi ng a snal |

and b repF@g'gHPltcvm vaI §&S oEEF str %Pg(id‘lshﬁﬁeaf 8F59F—’H?EF?]‘C$A Pﬁtﬁfﬁf‘r]

el ements; a first whauer £pdf melmaaamtbdl byanbieflements ¢k, t he. fapnmoff( @) rinky =
(A) and a second value (y) represented by m elements (Yqre01Yy) '
of this ring, n and m being integers greater than or equal to 2.

According to 1.:he invention:

- said correspondence is defined by multivariable public
A™™* 5 A, with a low total degree, such that
there are equations of the type Pi(Xy, 0o X7 YirooosYai 2Z90004412)

polynomials (P;) of

= 0, where (2z,,...,2,) are possible intermediate variables and k
is an integer;

- at least the majority of the polynomials (P,) do not have
the form T,(Yqree+s¥Y,) = Si(%4,...,%,), where the S.s would be
polynomials with a total degree of 2 and the T.,s would be
polynomials with a total degree of 1.

The inventidn also relates to an associated portable object.

Fig. 1 to bg published.



a[err], where h is a public or secret integer and is prine with

respect to qgqferr] - 1. 25 12. A portabl e object
conprising information processi ng neans mstorage nmeans, designed to
carry out an asymmetric cryptographic co i cation which establishes a
correspondence between a first value (x) represented by n elenents
(x[err],..., x[err]) of aring (A) and a second value (y) represented by m
el enents (y[err],...,y[err],...,y[err]) of this ring, n and m bei ng
integers greater than or egyalyto 2, aracterized in that: = - said
correspondence i s defined bﬁpﬁt;‘i'var'i | e public polynomjals (P[err]) of
Alerr] -> A with a total degree Jess than or equal to 6, Jsuch that

Plerr](x[err],...,x[err]; y[err],]..,y[err]; z[err],...,z[lerr]) = 0, where
(z[err],...,z[err]) are possible |nternediate variables anfd k is an

i nt eger; - certain polynom al & (P[err]) do not have tlhe form
Tlerr}(y[err],..., ylerr]) = Slerr](x[err],..., x[err]), whgre the S[err]s

woul d be polynomals with a totalydegree of 2 and the T[er{r]s woul d be
pol ynom als with a total deﬁ.e,f fal; sai d storage |neans do not
store the nultivariable pub™MT %L?ﬁp‘rﬁ'argan[ err]); - when it cones
to the calculation of the nultivayfiable public polynomals (P[err]), the
portabl e object is designed to supply only the data that kes it possible
to calculate, fromoutside the po \t{ﬁble object, the nultivariable public
polynom als (P[err]), by neans of ich the second val ue (Jy) can be
calculated fromthe first value (k).
i
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