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Description DEVICE AND METHOD FOR DI G TAL RI GHTS
MANAGEMENT Technical Field [1] Apparatuses and net hods
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After obtaining the RO, the device 10 consumes the RO to use the encrypted digital
content.

The encrypted digital content can be freely copied and distributed to another device
(not shown). However, since an RO contains constraint information such as Count,

Interval or Copy, unlike the encrypted digital content, the RO has a limitation in its



by using DRM [10] A device storing RGCs, which are
quite inportant in DRM should safely protect the RGs
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FI I'S a conceptual diagram of conventi onal ital
ri ghtAccaeting@rnather mRRyt of the present invention, there is prov1 ed a digital

rights management (DRM) method including: providing meta information of rights
objects (ROs) stored in a predetermined storage medium when an RO detection request
is input, and maintaining integrity of the meta information.
Description of Drawings
The above and other aspects of the present invention will become more apparent by
describing in detail exemplary embodiments thereof with reference to the attached

drawings in which:



[18] FIG 2 is a block diagramof a DRM device
according to an exenpl ary enbodi nent of the present
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digital rights managenent nethod according to an
exenpl ary enbodi nent of the present invention; [20]
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Descriptiron o roms 1s to be con %
pr gillefein theart.ang dhe priesqph Huestemuilheplype defened by the appended
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defined herein are not 0(riten e
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not intended to limit the broad aspect of the invention. - Host Device
A host device is connectable to a portable storage device and enables execution of
encrypted content. Exemplary host devices are portable multimedia devices such as
mobile phones, PDAs or MP3 players, desk-top computers, or digital TVs, and so on. -
Portable Storage Device

A portable storage device used in exemplary embodiments of the present invention



[30] A portable storage devige used in exenplary
enbodi nents of the present inventionincludes a

woorveMTisat i | e nenory such as a flash nmenory whPCIK&2a408/000157

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]
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cothstconstraint ipfierreaticgl may include count constraint, datetime constraint, interval
constraint, accumulated constraint, and so on.

Here, the count constraint specifies the count of permissions granted to a content



constraint, accunmul ated consgraint, and so on. [38]
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constraint is set to 10, the host device is allowed to
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This is also referred to as asymmetric cryptography because encryption is made

when a key used in decrypting data and a key used in encrypting the data constitute
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peff, f

P hioGR 2T ARl Mk O, Plispl HORICDS, TP idhagemen

13modele@58t at us i nformati on update nodul e 140, the

encr yitei ey 1?1?&&%5&&@@1 IREMVE dL det@xﬁﬂnéd‘&)rﬁlﬁﬁ‘ﬁd 6&1 a request from a

nodul e¥ he DRM devi CfF%% res ect i veln%/

t hB{eF- %'gé%qnfir USRI JRPYLERIAE i) Tha e B el eﬁf?ﬂrﬁuclméa

hOBéypd&Vd toact2fdll drurtbtier scrden| Ties the udsenay subutit aruhgut of user

%%]gl’pu magl\ﬂe ??5 %o tair%{]l?e%gfi)én%gtucte 2 %stﬁ%ﬁ){g A st(%r}ggeumgdule 210.

nmoWlice t126515que[878]r dTreetiorself ROn punputotlila Ipeocm@re sbeen weEIGH. 3 and 4

pr egdald ggcommand or a request froma user. To
this eﬁgcf%t e user mgut nodul e 215 may i ncl ude i nput

meand hslerica énterfacs té%n,santé/é‘épeb\fes dapd(ERmsyy @éﬁnal device

Th d a%i?ee{toﬂigé/ d@\"i&ﬂ" Th@t thehobtitRWce QOO U&Ehe tdHAbéted with the
RGs st ored

Rﬁ% or .detectio
et R g hrofieh RS e i atis LT best for
det eclhegiaybhclReduls 2B peptroduchea porocadbjcet sdimywm RO. For example,
Fl t%% 'pla%/bg&dmédl‘flg 339 %a@%refagrl\qﬁlgG decoding module that can reproduce a
moving picture.
The display module 245 displays the content object reproduced by the playback

module 235 or meta information supplied from the control module 260 so that the user



[79] The device interface nogule 225
transmts/receives data to/from an external device

W@ 200g/075899 port abl e storage devi ce). Thus, the POFKR2006/000157

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

devi ce 200 can be connected with the external device
through the device interface nodul e 225. [80] The

pl exbagaligreditas g (f(ﬁ‘ré&@@lpléeﬁlr@’m Qﬂzt opebdeamnguﬁe B@uent etc.).

E@o%glgg eé %Slnéa%h% X oné%?1 t?ctb/ﬂg 83@81(3 cr%gla dﬁﬂ)kfay panel such as

pi ED8y BCD[@bh ofgemidiEkpl ay nodul e 245 di spl ays the

t . 235
L e e
260 Jo detheftontfhecadyeerip a’dum B dpstydesgise 209 ha\gng: gegqbpygescribed

eXafRlfte dbBEQRUIY draY iR WilgKE GHddriifod MEMAREE&REption made with

etc.). The a dul e 245 may be constructed with
a Tof E‘?Qﬁ’te#:géga# %1‘2& ay panel such as PDP, LCD or an

or gammdeEthnbe[d&Bbvél' hrﬂhtrd:fﬁﬁn%l@a@@mrﬁpeaiﬁdaﬂ)an@ﬁratmn S425, the
g Cua{t{o%nt Ld arlrre %eq ermi u' lll]% fAn %glt eCt C()1nRO may be
proc WA %n%l%u iy AR UGG Y
absnp@hd@éroml thetinstmanagementaeddaidt 25 5RDbe stetr mi:brmaeo@ pupplied in
r
e Igeerrgtﬁ)éle e sﬁg\?ﬁ% ﬁf(@@ ct,ag%egi)%[)}eﬁtﬂg I bgl ds‘ﬁlagg{l/%dule 245,
wi t h 1P @pelhelfXempiry F@bO@m%b YSCERRY 9t0r<’nR@9 &t appigaple storage

SAd&icd Jtﬁertthmrlb bQrdRIcE 200 r&%@a@&%yurﬁ@br A8 @ ROsdIBd in a

usabi | n.uni den e ]

bl e TS i T 1 SHE T el E Do having

S upgaini deskeribed eyighr rafdraree 1 BIG. Shawbeiimplein@ntcdl byanpdreable storage

glng ﬁ%\r/ %gl))(gm )}égalﬁl E%ﬁ%g ngl%lﬁé( st?ﬁ gg ldgwgg' %111 [“1?5%1)6 h&ﬁ%ed with

i nregerpanetta il ng @ami agfeuctieg o€ éleolon@bletStmget IChG\Sﬂ then be described
demtﬁ@efgggce @ FI0Ry. consune or detect ROs stored in a

port a e storage device using the host device 200.

Her e, Flpai ngééiaé@ﬂa@fdhﬁm@yqﬁ@aﬁoe aserilipa e i erpmplary

r e&ﬁb&ﬁﬁl@nﬁ(ﬁf tEé ﬁieséht @a/2nkéh. Mip IDRMNRY agmiicladRaricdblEice 200 and
system usi ng a portabl e storage

lngg tor 1C
de%Pg ff’aﬁﬁdg‘f H8”"Uescribed with reference to FIG
6 and.ike sttheiconveetiafal e ywor tabdteais aeoaget agedit dwnwa Edntent

t h?&vpﬁgg ﬁga&%g WHES ]gsrs %%@%ﬂ%ﬁrcﬁlgse%!n%%g r dn0Qkr p'te(c?l'L content.

ram o accor

t o Thapegkaspd RIGmayrbe diorsin tsf hQShéewee%(@mr trapgiered émoved or

Th@o;ﬁﬁylté ﬁ%tlﬁﬁfabl@%tdﬂéjg%sdeﬁlc@@@b I‘ﬁ%\iﬂﬁi%nzt(ﬁ@ pBAsbl&storage device 300
portable stora %plce 300 {5 Li ke in the

c ofFE AT ORI O ?re LA & PEfictign BMR- a cont ent obj ect

f r omIa acasy whdre fieqirdble sﬁﬁagl:f dewie 300\ tcaés BROk,iasietithe hdd device
pu? B AR G Por e SRR R G0 b 10820 consumes
tr &ﬁ)sfsmrq:(bm thmmlmstomg@ d@\dqe 3@ totpdaypibe s@bé.dn ghtiprasgethe host
deéfé\g@e ﬁﬁ)qna)l Hav%qgé §dn%nstrutc{?§e Qsoa{ﬁd%h%nﬁttﬁ)é' S0% ﬂﬁé’ti(ﬁleas described

store one or nore ts production tine
[88’}thlf‘?fe@n€%1§3§1@hére t he portabl e storage device 300

st or g9GRDss a %&Eﬂlatgﬁﬁl bast peetle ﬁo?a%@ dt:ﬁic@ ﬁ@)@f&gﬁﬂng to an
e NosS evi ce

with t e port f)ﬁ’@ ge devi ce. 30
209" enéf’ FESALIAEINGPt abl e st orage devi ce
300 t’l?hegio&yblb Beragnievick 300 cudea ge, DRNeddvast 100. That is to say, a

storage module 310, a detection module 320, an integrity check module 330, a status
information update module 340, an encryption/decryption module 350 and a control
module 360 of the portable storage device 300 perform the same functions of the

storage module 110, the detection module 120, the integrity check module 130, the



devi ce 200 may have the sanmgstructure as and perform
the sane function as described with reference to FIG

WG20068%89%1 G 7 is a bl ock diagram of the portBGI/&ER2006/000157

[91]

[92]

[93]

[94]

[95]

[96]

[97]

storage device 300 according to an exenplary
enbodi nent of the present invention. [90] The portable

st ah@genfoevition u%@ﬁle infteiude®), tHa%na@yhdwm?ptﬂ&Qno&h@uso and the

szprtigh o B PP PRRRF ke W Bp G EF LGP Rpefiive ae.

[ naicmlpllall makh be pdntlt@i fbel pbeatdel §pragn device 300 may further include a device

pti on nodul e 350 and a control nodule
@E&Patc%ﬁmdq%ﬁ?bl e stor a_?Qi devi ce 300 performthe

s anme Fh@ni@t’ice mergdcetprdude Hfgansmitglieasives datateigrom an external device
S ﬁ‘( -1 t{h@ 'Hoff"(’lf@‘dl'c@ 2?@)0 Théd)éhd por@ell stfa h%erg@@lébﬁ bd 86hnected
est at us i nf.or mation modu
en¥ 3@% %&ﬁ?ra%l&[f‘w&e .tlafﬁug@@imdwg Hlterﬁaﬁa gy ec%r?c r ol
nmodul Whdibhe dibsttdeeicPRM tkeaonaectdd®@ith ItI&:SmEtableVsﬁiryge (&H’Wbe 300 to
th etitive.de ription wl|
pont SRR E o FoRER: S it B ehliiipn P e pertormed
deen ge host devicad0 m)dl me@dmble stcgage drivece B0 Aethﬁmcatlbacsel

”Dﬁiﬁ'd%n th gﬁrB@é?i%FE 1%%{18‘?&1% ‘host d%gfc@ ah@’tﬂer S&‘H ﬁ]!% s%‘aggger %@ ce au-

devi ce ost device 2
st Beplde f‘d‘%?\?h OEeZH ECUAE IS, Q@Fﬁbééfl?é@tawmgqsepwétyésftdéﬁarwhanged

%mbfe@emﬁﬁugﬁﬁcﬁ kil ﬁ@ﬂé&ﬁbé@tvﬁhfréi@t%n@@{h@ 870. [92]

en e, hos s connected wt

por t afﬁ 84 ﬁ%ﬁ&%ﬁa‘@%@“@é@nﬁwh&‘étﬂ%‘&?n RE%"*@HTB F“éCd’r‘ihHg o an
t hmqﬁqﬂa@mhﬂ)oﬂhmnagétIﬂ@msem iBGétioaut henti cati on may be

per f qf fRd. hﬂg 8'81%8‘2{13%@ acsﬁb&?gt gy bg Pi%?%ie% Qﬂ%‘% the data is

st orage e entrcatron s a
pr pessehsedor gﬁnmitaﬂrbn Hleosh dertica2i) el avbisaripe 'Y of datbindicates that

St (eRER idPYIsER@Br EMRPILLR] £p&Rfbie QLRGE déw&ei%{) neness,

t hereby nmi.ntai ni ng securi ty of data exchanargt
t her dB&PGiaEPN SOH). &t Rast devins YoserdsrpulicnHediondp@teeido the

t OIt)drf_]I’taGle Soraf&d¢vid @Od SVien réqtfds@ﬁ@ilﬁhéntﬂchﬂldiﬁ tHe&idsﬂ@v@U& 200 may
au C rocedur e, accor exe
ntsdai e Ea&? B e et SpER S FBREI0 he host device

ex20fpbyaa yerafibadinmaritoritya "nglahrsmflcpite isi-:ilgmfﬂ vaigt adigital signature of the
hogélﬁgéea\%/ﬁ)g aﬂ%g@&&d&}h sSa &Qf?c%elﬁs %ﬂd?l{ o&%ﬂ‘é!’k Vi Ca?&dlﬁ‘on when

t hte hopledeyipe 200 4s wgg@g% éverh éhe Igfmé}eaﬁt@ag%@evacep?&()ﬂa iheepresent
st ﬁlﬂf@ﬂﬁ)nd B¢ HeBt @QRbe A08%hd ke Mﬁb@%‘t&ﬂgeﬁf&%e jOb%ré"éléétncally

devi ce en n authentjc uest tq the
po?q_nélspt@ %%lﬁagb %gmqe gacgb\@re(s\w@&l 3—@ REVELy éhls 1s Just an example,
autuhie'bémg abmr@ntedt Ihey e tmple \hat ew@ Gé)wtmwaﬁ eoahnfuécate with each

por ora & 300 a certi cate H , which
el h B e e Rl itR a8 EE cer ' 11 cat i on

aut hdn |op§/rat1<Tm 86 Ko thei ﬁqrmhbacrrsgesqlegchO@A vetifies whetherehe certificate
fl
S| Sl ondk Hos d%cé g@o Esevraﬁlu ang‘a' c%ﬂlfﬁ:‘d{er}@{;%ﬁo@ﬁg (ERDY3 A iR

Ice I D an t1on

ho@ftm@%arﬂplé remygieried i b el dbe mrfablq fieragoeden @Osm@f Eegfst the au-
d eth'eﬁ@cdaat@ﬁ (\;\hﬁh ot?? ﬁ%s}@ g@ﬁe@ 00. gmg 5:31@121021&‘"] & A0 sdgid@¥il Gfthe CRL,
e1 P eblF PP raiee a0 RPEHEEHHEAEY, WA e r{fepiggof the host
rredhvum 20dowever, this is just an exanpl e,
If it is determined that the host device 200 is verified as an authenticated device,
that is, the cer’tificateH of the host device 200 is valid, in operation S614, the portable
storage device 300 generates a random nurnbers. In operation S616, the generated

random nurnberS is encrypted using the public keyH.



and ' being connected' may algp inply that two devices
can communi cate with each other through a wrel ess

wOore@emishn a non-contact state. [96] |n oper at POIK8B®R/000157

[98]

[99]

the portabl e storage device 300 verifies whether the
certificate H of the host device 200 is valid using a

certirh lopatataoﬂ sgm: atd mable&torﬁ%l%ne)me{a‘ootﬂaﬁfo?ﬁg dd futkaiti@ation
1S Iregl stere orta
o ee TR, it e minsed ATaP ProsRisk. G BifHiesimep device

de¥0CendO0 cedificath © wharht wds isaeé to ghepottable giosagerdedice 300 by the

th
%il’&%&&loh r&ﬁtsh%gl df %ﬁeﬁlgzﬁl?f@%ﬁ r?rg “?ﬁ¥‘ﬁ9&ﬁ Oﬁ{eadgﬂﬁlcrggéf is 51gn‘ed
2owuh [aghgltall pighaturesofdbe eqrtifientign anorithandrmestaingeap; 1By, apd@ublic

ISk%Erdfﬁh@ﬂ)@gle%@égJ@;ﬁﬂelﬁ)@t ed device, that is, the
certificate ﬁgbtthe host .devi ce 200

S va
oper 4P 08%F ag@q the %P eéquegogtrgqeébeé t]laeeqﬁrg’éca%@ng encrypted
gernadameaesinter and amhenmida&rs the pafrtabmdt@hg@ne\ﬁs&lgmo H}h\&:rlfymg the

OEETALE L ASRATR S BT s, ol BB,
deHﬁrcetlfeO(ostpmvm@r%Q OQtan&uhch plnhhcd@wl ofhthe egmhi@ storage device 300
Pr Gk fﬂé %ertﬁsﬂtﬁfen of tthg ?éﬁ%lg gﬂa}dg‘é 31%{7199 366, qﬁ ?g('ﬁﬁgn \Ieplﬁcatlon of the

porta storage dev certifilcat

msceéhfw@é%s masilribe pertaraeg onthppatablcoterges drnigecOIomadyRL-

[100]t he aefteipbttaRit is@a@UicRRE 3DV is wiidticti e a@ Reth¥Ricakdd@Mide Wking the

[101]

[102]

[103]

[104]

[105]

[106]

nunber.s. The certificate is.si
o1 GRRAS, S sl 6 e 4 G G g ipn i et dgviee 200
angdﬂarzamh faudd aukdyr ofn deeatiparIcab) tae gemag@rmlldvamberﬂ is

300hcr 380 il BRSLBHL B, SPRR-pIBI AR RN GR0300

recel e an encr om nunber
land dihcpatiet, dugt leost ddvecep%)otra@e@tsst,h@p@@@lmlag@d@@@ B for an au-

v e(h'eﬁt)féaﬁ@n Ehe prRbdurt i&@ﬂe?atlonmod%ﬁﬂ Péq%e§tﬁ1% f@f‘@l@ﬁﬁ@h@ﬁincatlon

random nunber ' usi n i.ts own private X
ho%ltd Rregsdvee, ﬂ@dl%‘b 19?32%611&!5? PRCTRRIG a%ndPWen%r&ef@'m the
I%@eder\ﬁg@eexa&omml ng the certificate of the
portﬁble St ion |f cat i
t

3
100"} AR oBerlift PG il Trngn Sy lobisovek Td e iandom
pontmabire asd decages thevinnBoinbei ngnORk pn[vdt@(li]:y Lf the

port %’chr(ﬁﬁég 5}8@ h&‘? \51%&186 §&9 %rL thg g&ﬁgl#lg t?aé %va% 300 share each

aut hent'i cat evi ce usi ng rti
pofthars randqere npgbergethipcis, @fdpm iﬂhmb?fg ragg mqlosazmlbe@ e

host eyicsdlt, 2RO Ge 08V ied BB dhd(BOPSRHIITESR e de\h&: 300 sharing each
oper at i on, S6 t he gener at.ed random nu IS

26,
enBFist BRIQTE PHE PR ECRRTBICIRC &y SigR Keyrdn ;S’BFT@HB‘PSeS%“P&nQ&é@
deHegin3@Qer f[oﬂ.ﬂﬂ:]hoﬁ'thmvﬁﬁme fand tlh@dﬂt@Ble stteygcCdevaRB00 to generate
reguests. t| tabl e stora 0 for .an a
t hd ﬁ{r sessjonkey gﬁ sarnéec%lg%rrltfelm?[}]la pee lrlsg, i iél%erg‘fg% the{}\ihos%I device 200 and
r ethgesttaplg smgetmelcaaﬂﬂ elmre twtsamg sesstbngdregcedur e, t he

host deMia6edQQuiskE NS ENGEXPIRH af ARALIPRY TREHatE B b
t he portélb S st olra e g‘eﬂ\}ﬁg %%Bl Qa PP ¢ ©
transmitted between the host device 200 and the portable storage device 300 using

their session keys can further provide for ensured security in data transmission. In
several exemplary embodiments that are described follow, unless otherwise noted, it is
to be understood that the host device 200 and the portable storage device 300 encrypt
and decrypt the data to be transmitted to each other using each session key generated
by the authentication.

After completing the authentication procedure, the host device 200 may move or

copy an RO to the portable storage device 300 or may consume an RO stored in the



[102] In operation 632, the portable storage device
300 receives the encrypted random nunber and decrypts
W0 b@e0zisgom nunber using its private key . [ 10B§T/KR2006/000157
Accordingly, the host device 200 and the portable
storage device 300 share each other's random nunbers,

t hpdrtdbse stb@@@laéméwm hé Rjom nunber . H S [ 104]
As a . result 0 abl e

st e po
107 s or 4980 8%?}111%1 Oéji’fﬁ?‘?tn‘&e 38%&?88% gp{) gy ﬁﬁ%%%{%ﬂﬁ% dorgdetection
geoicaraR© stdmd m the paitadrie keyage idaviop 0@ twhietswBbdkOdaombed with
S6 ap ﬁﬂ% ngorder for the host device 200 and the
abl e s ora je device 300 to generate their session
[108] keys FIGhe 1%%%degtotﬂu$tm%nﬁa;det¢éumEwcedmgrl@m@ the hest device

hosgo @&é’dt@@rlgﬁ)t@ oBJeer dthed E’r@fhte%hﬁblé QI AQRIIRY 1306, 2306kding to an
share t he s . Sess %irg key L&eg@o After authentication
‘I‘rééte t)f Wéesﬁﬁtd Ypting the data to be
[109] t r anskhér e ub:ﬁhmp.& mnddué NIFSAf thkehdst eedOO2@N@cdibie an RO detection
port adl St i 2895 h QSIS @ M3l.0g 51%?' fq:o's' QeIGUE portable
calt P POV O TN UPEGOTEE P9 G E\ P
t r stnsuge §svlofn30(} o detegeamaR Octhemgh ahqﬁee/tmomue:rfecrct mwodiHa25. Here, the

ar gey ﬁ)ﬁrrh(g%ge ﬁ@ %éﬁ% éééhrhg? g%&%n"\ffgﬁespﬁlgfs‘Aﬁe hitd e dbRice

be under st evl ce 0 an

poiniebice madyleae sgeds (Be 2gBTAlRhBO\dniccHnn rempestypissagee 20 to the
daptdbRe ggragé amsed toed to each oLher usi ng each
essip ener.at e thenti cati on
(1101 a7 ortf B 68 PG T oS0 PO Stralteic g receives the
hoROD dzheaduoe r&Destmayssage\ieond thedoplydeviceRO0t e tdbecipar habile 320
t
fhgépt&q?m‘gfa ?rgrﬁggne 81{"%@?%&8&313@8 E&taﬂe 58@%8 8{%& %dlbol.?]operatlon
| nS&W. exenpl ary enbodl ment, the host deV| ce 200 may
[111]Send Iﬁ of)@rgﬁ!@ﬁ' 574 inc&hi6l h@@ul@ fi 6@ @en%@tﬁet &Qé%@ed' Heth hﬁormatlon to

portabl e storage device 300 ch wll be describ

wi bost feyieq %Qﬂ:féquvcgh heglevgee IPtfofSTe liﬁpéﬂe g79 sH%reafth% Reqﬁad%l% storage
| | H&&éd .‘HI(())I m ?erﬂ&hﬁﬁt & bt@ﬁs Mﬂptﬁﬂﬂlrg? S4um smiwn:iﬁ I:'IEE 3mesdre offering
ectlts S ore I.N .
Fedmgar f@?%l@a Quros yie Wb R e relgind Wormpatioy
e nhxmdssx@nfor perfoteng thesseapt S420vent beoohtaihddGpmthe hodt device 200.

[112] u se rRS/I%@WhﬂngfH:ﬁ é%l:l‘té dgﬂ‘e treﬁ %el?é)ﬁliforﬂﬁvlbﬁ fo 1%(%9 dé\ggeew gwans not

tectionr user I n opera 1 oNn
t h@nla dhe pertabigefarage zleow é%&wglyttra@smﬂn&meén@@ griergeation to the

deHd)s‘@ 8c3f02G(PheRIBGhe @VidRGhicHhOM8BLIBS70@Xt 8180 'granting the host
nodul e 225. re, the detection nodule 26

geliice 40
gefErch <8 WheskE SR ¢ ﬂmﬁlaé’(ﬁ’ﬂest message and the
[113] devi (Iétheraieercé agefroedudnl 223 fahdBodt hewgemﬂ obiteidls RO meta in-

d 720 bl
ol TRl abEO RS e ARRE, 3G i, HEERE ARle 24355PRys me
of mehanivomatdy @ apemtiage78@vi ce 300 receives the RO

[114] det eg‘iérQ Nf e teﬁu‘ggsstggﬁaggeqm fnlaﬁl 19%21 6fctﬁe ﬁ@pst?red in the

et €ct1 on no ects neta I n roati on o
choréqb& deragnecier {Ubheoush droager tevt we @9@15 rphanging of the meta

Opﬁllf@hiaﬁﬂn ﬁ?a%Q)e rbfukéd la' i IM@&@E ik 9pddiion pafsiaRt b9lthe integrity
160 s%sfthe ect ed rretagd?)formatlon to
c rnodule ol the porta e storage device
Industrial Applicability
[115] As described above, the DRM device and method according to exemplary em-
bodiments of the present invention can effectively detect information for rights objects.
[116] While the present invention has been particularly shown and described with

reference to exemplary embodiments thereof, it will be understood by those of



host device 200 through the gdevice interface nodul e

370. Here, the portable storage device 300 nay perform
WO b@o®tBps S420 t hrough S445 shown in FIG 3 brEDK&2006/000157

offering the neta information to the host device 200.

In this case, the tine informati on necessary for

pesidatany glguﬁrhale&h&nat%%ummn ialb@ Aedddidimie: Mg therein

device 200. anmh the detecte
rob A EwEEPiing b e RBLY bninons OB Deseilia BT gfflgfined by the
"t ftﬂelopmmg dbines. $horfge idisvo beuBlistamt theethy abovendseriticdregemplary
{
i hgmg(g(%/l?lg{é@ Ifh%{'é;?%e'n??o%&gf (F}ﬂy %g%hesgﬁwl&ﬁ seﬁQ nrd;\&@.qg)l? be construed
t hes Magng dewlimda@uomibe seepetad thaiavemioa. | nf or mati on'
[113] If the device interface nodul e 225 of the host
devi ce 200 obtains the neta in formation fromthe
portabl e storage device 300, the display nodul e 245
di splays the neta information in operation S750. [114]
Here, if the user attenpts to change the neta
information of the RO stored in the portable storage
devi ce 300 through the user input nodul e 215, changing
of the nmeta information may be refused by an integrity
check operation perfornmed by the integrity check
nodul e 330 of the portable storage device 300.
I ndustrial Applicability [115] As described above, the
DRM devi ce and net hod according to exenplary em
bodi nents of the present invention can effectively
detect information for rights objects. [116] Wile the
present invention has been particularly shown and
described wth reference to exenpl ary enbodi nents
thereof, it will be understood by those ofordinary
skill in the art that various changes in form and
details may be made therein without departing fromthe
spirit and scope of the present invention as defined
by the followi ng clainms. Therefore, it is to be
under st ood that the above-descri bed exenpl ary
enbodi ments have been provided only in a descriptive
sense and will not be construed as pl acing any
[imtation on the scope of the invention.Clains [1] L
A digital rights nanagenent device conprising: a
storage nodul e which stores a rights object having
predetermned neta in formation; a control nodul e
whi ch provides neta information of rights objects
stored in the storage nodul e when a rights object
detection request is input; and an integrity check
nodul e which nmaintains integrity of the neta
information. 2. The digital rights managenent device
of claim1, wherein the storage nodule stores a
predet erm ned hash value of the meta information and
the integrity check nodul e cal cul ates a hash val ue for
the neta information provided by the control nodul e
using a predeterm ned hash function and nmakes the
cal cul at ed hash val ue equalize the hash val ue stored
in the storage nodule. 3. The digital rights
managenent device of claiml1l, wherein the neta in



formation includes at |east gne of constraint
i nformati on regardi ng consunption constraints of the

WO 2@ht3ssebj ect to play back a predeterm ned coPCERR2006/000157
obj ect, perm ssion information regarding play-back and
reproduction types of the content object, and status

i nformati on regardi ng usgbql,is of the rights object.
4. The digital rights ma@ééhbﬁ? devi ce of claim 3,

wher ei n A Bgi@f ALMS niaﬁaée%{e‘ﬁ@&é\@& &J‘mﬂrnﬁl%I ghts obj ect
includes a valid state in which the rights ob%Fct IS

usabl e? S'QFEF MsicvRICh sleres g rmt%:?m?qﬁélavmg Rfcsletspnied mega in-
unusabfgma@et an uni dentifi ed st ate in whi ch usability

of the ri I S no ntifi

Gi gt t o CortEh o deiieh Bred s pREL @R end] Y sored n the
conpr i sDnge anogtiwtwiseni andigthehjeanlegpdart qnestlisl iepwedand ng

or cha

const 1 {é}?fn t'i@n%)hgneén% %{dglﬁllela\glglgfé g%gﬂl}glﬂs ﬂl?%?ﬁg bf‘ﬁletn%ta{ El?ormatlon
obj ect 2. Be digigal @Igthr&anagwgmtsiewaﬁa@@ﬁ@hﬂ wh@rpl@éh@ﬁtorage module

claim 's:tore\é\'ﬁ%f&iefbr&ﬁﬁdlhﬁ%}?%lh% Of 0Ok MRFHHHaBo® aﬂld:mle ahtBSrity
neta ] ntor

a hash wvaJ ue f on havin

chang e%hngE 831 ‘ﬁi%‘ Aetd léﬂ% Afige g%&h‘? %’&taam#ég’ﬁ“%ﬂ%lded by the
pr e- st con@il ni@dﬁlh&lsﬁltgwlﬁ@@teﬁ‘ﬁﬂmddala\ﬂh functibe aschinakdsahechlculated
hash v l valuteﬁ, I]IZG Qheghasﬁ lvafue %p 1% Sl%gg tn%()%efél ce of

claim r-conprirsing a s
updat e3. Beudigital mﬂgbtsenanag#remttdh@cs Détlagn il i lgremtthomeiasin-
set | nfo&ﬁ%ﬂéﬁ“in@ﬁaﬁ&é 1&g §ﬁ@$f%on§t¥h@nﬁﬁﬁhﬂ§tldﬁeg£ﬂﬁfg' Ofsumption

updatermu onpar es redetermned tine | nformti on
with c%ﬂ@triuatsmf ﬂilerﬁigi%amp%mo PBY datlep Ricdetciinwed spntepobject,

ri ght sp&hii®edn informaadi @g@frdmgqnay Bk dnld r&;bl@dlﬁdt@htt§pes of the

bj
changi %I e ShEEaphEtAF st fisn ToRMIHE USROHY oF bR itgs object.
to an ¢. rTKl(&I digitad righe, madagereem dehiee bhHtlegn B wharbieake status in-

modul ey o‘ft%laﬁéﬂ it e {%h@ %&Ecy %gfﬂlﬁ%g e? (/alf(ﬂet‘ % @?fcﬂ the ri%}lts object is

formati on havi ng Us it or ma
updat e@sahlehasmvalaql gfatepn @ém@rtb@l rights phigcsis anugiblogaerlaeunidentified

with t aﬁte(f@mwhqfssﬂhtya&hhéfﬁgh&@ oﬁ_lecﬁs %Qiki&ﬁlﬁa'bleg hts
managepent net hod conpri sin provi d

i nf or mat {ngrfligial ﬂgaﬁtr%anas?ré q&ﬁ%% P%%}amh 4afurtﬁer comprising a status

g r edet mrfmadn ap&ut@g@qmecieumg oh elﬁungnfgl tpbttatuejfehation according
etect 0 nai.nt ar pi n rit

of ¢ heloBs SSTHRSE il gha SREuERYPS Bl Behpliiet Y
nanageferite digitdh @@htsfmaﬂagq:rrrmﬂ dewkepeclning hewbdremdlyeintegrity check
medl UN3hQE %§lc§1§% %qﬁgl?{fﬂh@ﬁ)q tﬁ]sarﬁgtfa\f@flﬁﬂﬁatﬂ{n ﬁak}ﬁltgr[ﬁé Bhanged

i nformati on he mai ntal ning o elnprg1
conpr i alys upERAtieniang updaiesshhash Vakic per-stored iRdicssterage module
f or mat {yQR Sdal@lAcPRRESHREM ned hash function and
maki ng_the cal cul ated hash val ue equali e t e hash,
val ue EtﬂPéﬁglﬁi “tgﬁté f%%“&ﬁ%@%mg]ﬁ&% H’? ¢ ?fu C@iRgising a status
ri ght slnfmmgeﬂapdamﬁiohold whereinawlmﬁhe mh&ns emfnrrhdrte)nrretqa in the
in for n;?aenqqﬁed Fat sta‘e}us m? r%}angngg(?ate c%lrnn%lrets ﬁredetermmed

infornmatiron re ardl n consu 1 on ons I‘al nts
ri ght stimp Jllef@tmat@npmycm&kmamﬁvrmm)@ tnilaterchisowhether the rights

?bJ chob ?&rléghst%ﬁle% nbp* 9& ﬂ%& ABnds SEREC R6teRhA¥a Rabkn@Nifn
epro llilnuslal?le sta ep S}?an%mg the status information of the rights object to an invalid

state, wherein the integrity check module calculates a hash value for the meta in-
formation having the changed status information and updates a hash value pre-

stored in the storage module with the calculated hash value.



content object, and status ipformation regarding

usability of the rights object. 11. The digital rights
worawagessent nmet hod of claim 10, wherein the stBCTKRR2006/000157

formation of the rights object includes a valid state

in which the rights object is usable, an invalid state

i N whi ghA el fight ﬁlaﬁ&)geﬁmu in3thea s @hemgand an

ob] eot PPdiE: PGP € e ohiere dpGitihe PR thed storage
managemediinnehdroariglits objttndelcttiof wqubsis mpuprndi ng
updat i py gmtteﬁl?{lgtnﬂ&%i’ft%/ oﬂh%r L ERBRidhne rights object

by chan ormation according to the
const r &i dlgﬂtaémhw@anaaﬁaerém}mﬁﬁﬁ abpimoy, whigeein thgrterage

obj ect medidm sthr@s diptide@tmmcdRhsh Wﬁ@ﬂfetﬂﬁfdﬁ&gu&f and the
claim 12, wherei rhet he updati n rrqprl ses: cal cul

2 hashTgimaing of terBlCaeb£ommr e UHImg AN VilHe for' thmeta in-
changefbrab@ériugsingna hredaminiasd h@dhdunmd)atalnﬂ gnﬂuﬂgaﬁb cylablded hash

pre-stored in.the stqrage h_the cal cul ated

P on v aifCed b Be S i TRE N ddhd el o1 -

when t Hg Tdealigigl rights mabgcament meslutd af rlaimes, wihicgkén thefriatal in-
state, fotntﬂgtuq{ ﬂl'cfuﬁles £t'19em gllmg?c 1nf5'ﬁ'i1§t9<91 %Ihm% consumption

conprises: conparin termned tinme I n
Wit h c%m@tralatsmf they ﬁalwr:%mo Phy batlep ﬁfeﬁlétevm@@ﬁ gpnigpfeoobject,

ri ght sp@hii®edn 1hﬁ)nh*1§ﬁ'&{ Redinaslay-bickl /ha rép@bﬁcﬁhoﬁby@@bf the

is determ ne an unusabl.e st
e ot i el At s dlofeR e Rrdn SRy of 1 object.
I nval i tll.Sithatdégitat aikloty n@inh gxgment haesiodwd|cligmf 10f whbreimtat atatus in-

i nf or n@)&{ng{]mpgfvthg gﬁflég %Pﬁegﬁlrlllgﬁlges‘fe{ %lgisstz{tg %rL\Q/flﬁﬁtﬂlle g%hts object is

and u
medi umlwbleharg hga]@@ﬁt@ﬁghg[wé]@bhﬁhg hights lobgect is unusable, and an unidentified

state in which usability of the rights object is not identifiable.

12. The digital rights management method of claim 11, further comprising
updating the status information of the rights object by changing the status in-
formation according to the constraint information and consumption of the rights
object.

13. The digital rights management method of claim 12, wherein the updating
comprises:

calculating a hash value for the meta information having the changed status in-
formation; and

updating a hash value pre-stored in the storage medium with the calculated hash
value.

14. The DRM method of claim 11, wherein when the status information is set in
the unidentified state, the digital rights management method further comprises:
comparing predetermined time information with constraint information to
determine whether the rights object is usable or not;

if the rights object is determined as being in an unusable state, changing the
status information of the rights object to an invalid state;

calculating a hash value for the meta information having the changed status in-
formation; and

updating a hash value pre-stored in the storage medium with the calculated hash

value.



