ENGLI SH TRANSLATI ON FOR PCT/ JP96/ 02154 SPECI FI CATI ON 5 Data .
Transfornmati on Apparatus and Data Transformation Method Technical Field The
present invention relates to a data 10 transformati on apparatus and
a data transformation nmethod for encryption, decryption of input data and
data diffusion in order to protect digital information of comunication.
Background Art 15 : As a conventional data transformation
nmet hod for encryption, "FEAL-8 Algorithm (Fast data Enci phernent
ALgorithm 8) ENGUTSH oTRANSLNTIONCFORIPAT/ JIP§AQ0RAE4 Shiraishi, and
Shi m zu, "FEAL-8 Enci phernment Algorithm NTT Practical Research Report vol.
39, No. 4/5, 1988). 20 Fig. 29 is a partial diagramof the
above "FEAL- 8" enciphernent algorithm In the figure, 1001 and 1002 denote
i nput data of two sequences, 1003 asget¢@facHBDONe out put data of two
sequences, and 1005, 1006, 1007 and 1008 denote 25 i nternedi ate
data. 1011, 1012, 1013 and 1014 respectively show a first key paraneter, a
second key
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In the figure, 1001 and 1002 denote input data of
two sequences, 1003 and 1004 denote output data of two
sequences, and 1005, 1006, 1007 and 1008 denote

25 intermediate data. 1011, 1012, 1013 and 1014

respectively show a first key parameter, a second key



2 paranet er,

a third key paraneter and a fourth key paraneter. Each of

1021, 1022, 1023 and 1024 shows sub- transformation unit of each

transform ng stage. Each sub-transformation unit includes each of nonlinear

5 transforners 1031, 1032, 1033, 1034 and each of XOR (excl usive

OR) circuits 1041, 1042, 1043, 1044. An operation wll be explained

her ei nafter.

The i nput data 1001 and 1002 of two sequences are received at

the sub-transformation unit 1021 of a first stage to be 10

transformed into new data, that is, the ifternediate data 1005 and 1006 of
two sequences. The internediatg data is input to the sub-transformation
unit 1022 of BRERBBHRTstagkPth ¢%ﬁjqqﬂ

i ntermedi ate data 1007 and 1008, The above operation_ is
ei ght tinmes iReFeraFerandtaf dbtd 1da3(%?21f001302331

are output as the lLast transformation result fromthe sub-transnﬁanation
unit of an ei GRERSSPLPRTIAR WRLt a?t ofPTh ?Wﬁ?%ﬁﬂﬁq%ﬁﬂuﬁﬁﬂQﬁni(ﬁ?
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sub-transformation unit includes each of nonlinear

transformers 1031, 1032, 1033, 1034 and each of XOR

(exclusive OR) circuits 1041, 1042, 1043, 1044.

An operation will be explained hereinafter. The
input data 1001 and 1002 of two sequences are received at
the sub-transformation unit 1021 of a first stage to be
transformed into new data, that is, the intermediate data
1005 and 1006 of two sequences. The intermediate data is
input to the sub-transformation unit 1022 of a second
stage to be transformed into new data, that is, the
intermediate data 1007 and 1008. The above operation is
repeated eight times in total, and the output data 1003
and 1004 of two sequences are output as the last
transformation result from the sub-transformation unit of
an eighth stage.

An opefation of the sub-transformation unit 1021
of the first stage will be explained for one example of
the above sub-transformation units.

The sub-transformation unit 1021 receives the
input data 1001 and 1002 of two sequences and outputs the
intermediate data 1005 and 1006 of two seqﬁences. As

described in detail in the above Practical Research

& S L% hat is, the
r epeat ed
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20 - - of the first stage will be explained for one exanple of the
above sub-transformation units. The sub-transformation unit 1021 receives
the input data 1001 and 1002 of two sequences and outputs the internediate
data 1005 and 1006 of two sequences. As 25 described in detail in

t he above Practical Research 3 Report, the second input data, that is,
the input data 1002, is divided into byte by byte and the divided data is
XORed with the key paraneter. And arithmetic addition is repeated to the
data and the divided data is united 5 3 again. This nonlinear
transform ng operation are perfornmed in the nonlinear transformer 1031. The
transformed ddtePIEt XA Sfqnd Haputy siatignpihadatis, 16be inputxdréa resul t
is output fromthe first stage as the second internediate data 1006. On the
other hand, thP0d 1s dividghdmdq hyde &at Ryteoands thet gdvised dathi r st
internedi ate data 1005 wi thout any transformation. In the second

sub- t r ansf or metd GiPRAH (Wildptheg ey PargmedessedPasd walithastiie wlddisione

rocedure and the
p is repeated to the data and the divided data is united

5 again. This nonlinear transforming operation are
performed in the nonlinear transformer 1031. The
_transformed data is XORed with the first input data 1001.
The XORed result is output from the first stage as the
second intermediate data 1006. On the other hand, the

10 second input data 1002 is output as the first
intermediate data 1005 without any transformation.

In the second sub-transformation unit 1022, data
is processed as.well as in the above procedure and the
intermediate data of the second stage is obtained. 1In

15 the same way, in this example, the processes of eight
stages are performed in total. As the result, output
data 1003 and 1004 are obtained.

The conventional data transformation apparatus is
configured as described above. The transférmed data is

20 output only after the nonlinear transformation is
completed in one stage of the sub-transformation unit,
and is input to the sub-transformation unit of the next
stage. Namely, each sub-transformation is performed
sequentially and it takes time to perform a whole

25 procedure.



I nternmedi ate data of the second stage is obtained. In 15 t he sane

way, in this exanple,
As the result,

data transformati on apparatus is configured as descri bed above. The
transforned data is 20 output only after the nonlinear

transformation is conpleted in one stage of the sub-transformation unit,
and is input to the sub-transformation unit of the next stage. Nanely,
sub-transformation is performed sequentiatly and it takes time to performa

procedure. 4 The present invention is provided to solve
the above probl em THE®B%&SeNHF INVEntIeenLiSoRLoY 198hdr §PHhVE fbGrality of

whol e 25

sub-transformations in parallel to increase_an processing speed of data

the processes of eight stages are perforned in total.
out put data 1003 and 1004 are obtai ned. The conventi onal

each -

transf or mat i ogPeYRPEblem.  They hieGhitqofheddARARGIGR afd tPaerdor usi on.
Di scl osure of the Invention The data transformation apparatus of the

pr esent
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a plurality of sub-transformations in parallel to
increase an processing speed of data transformation such
as encryption, decryption and data diffusion.
Disclosure of the Invention

" The data transformation apparatus of the present
invention inputs two arbitrary pieces of data of A input
data and B input data to a first unit of the apparatus.
A first nonlinear transformation of A input data is
performed using a first key parameter and the transformed
data is XORed with B input data. The XORed result is
output as B intermediate data. B input data is also
output as A intermediate data without any transformation.
In a next unit, a second nonlinear transformation of A
intermediate data is performed using a second key
parameter and the transformed data is XORed with B
intermediate data. The XORed result is output as next B
intermediate data. B intermediate data output from thé
first unit is output as next A intermediate data without
any transformation. The above two units are connected in
a cascade and the last A intermediate data and the last B
intermediate data are output as transformation result of
the data transformation apparatus.

Further, in the above basic configuration of the



I nvention inputs two arbitrary pieces of data of A input data and B input
data to a first unit of the apparatus. 10 A first nonlinear
transformation of A input data is performed using a first key paraneter and
the transfornmed data is XORed with B input data. The XORed result is output
as Binternediate data. B input data is also output as A internedi ate data
W t hout any transformation. 15 In a next unit, a second nonlinear
transformation of A internmediate data is perfornmed using a second key
paraneter and the transfornmed data is XORed with B internedi ate data. The
XORed result is output as next B internediate data. B internediate data

out put from taepapatus, a sefref ynfirst nailpineas HEasKMaedRdiak e dat a
w t hout any transformation. The above two units are connected in a cascade
and the | ast RORncéraBétalecabed Refevedie amsinm ntdenf dike deikstar e
output as transformation result of the data transformation apparatus. 25
Further, in theniboeerbhspesternaplemtant &t iut sBlemhrheisecerdt of a

first nonlinear transformer and an _ ) -
nonlinear transformation is defined as a first sub-

5 transformation unit. Another set of a second nonlinear
transformer and an XOR circuit located between the input
Side of the second nonlinear transformation and the input
side of the first nonlinear transformation of the next
stage is aefined as a second sub-transformation unit.

10 Otherwise, a set of the XOR circuit and the second
nonlinear transformer located between an output side of
the first nonlinear transformation and an output side of
the second nonlinear transformation is defined as the
first sub-transformation unit. Another set of the XOR

15 circuit and the first nonlinear transformer located
between the output side of the second nonlinear
transformation and the output side of the first nonlinear
transformation of the next stage is defined as the second
sub-transformation unit. Regardless of the definition, a

20 necessary number of the above first sub-transformation
units and the second sub-transformation units are
alternately connected in a cascade. From the last stage,
A intermediate data and B intermediate data output from
either of the first and the second sub-transformation

25 units is output as the transformation result of the



XOR circuit |ocated between an input side of the first nonlinear
transformati on and an input side of the second nonlinear transformation is
defined as a first sub- 5 transformation unit. Another set of a
second nonlinear transformer and an XOR circuit |ocated between the input
side of the second nonlinear transformation and the input side of the first
nonl i near transfornmation of the next stage is defined as a second
sub-transformation unit. 10 QO herwi se, a set of the XOR circuit and
the second nonlinear transformer |ocated Hetween an output side of the
first nonlinear transformati on and an output side of the second nonlinear
transformati PR YtFned as the first sub-transformation unit. Another set
of the XOR 15 circuit and the first nonlinear transforner_ |ocated
bet ween’ the out put siTHFgInd e dtd 6T EaR SECEREFo PtalPGH STt he
output side of the first nonlinear transformation of the next stage |is
def?ned as t her RIMMRLARR (Uit diamtd S hiqeniRaynadiieds o tthr‘?e;il""‘slC
definition, a 20_, . hecessary nunber of the above first

sub-transfor n%??%hg%ﬁﬁ¥%°%rﬂ§t%%mmﬁ%wqw units are
alternately connected in a cascade. Fromthe |ast stage, A internediate

dat® and B internedi ACIATDEDE FntERsoBrEire metdedof (e second

sub-transfornation .
present invention, two arbitrary pieces of data of A

'input data and B input data are input. B input data is
output as a first A intermediate data at a first step. A
nonlinear transformation of A input data is performed

10 using a first key parameter. The transformed data is
XORed with B input data and the XORed result is output as-
a first B intermediate data at a second step. At a third
step, the first B intermediate data is input and output
as a second A intermediate data. The first A

15 intermediate data is input and a nonlinear transformation
of the A intermediate data is performed using a second
key parameter. The transformed data is XORed with the
first B intermediate data and the XORed result is output
as a second B intermediate data at a fourth step. The

20 above steps are repeated from the first step to the
fourth step. The above second step or the fourth step
should be placed at the last step of the transformation
method and the last A intermediate data and the last B
intermediate data are output as the transformation result

25 of the whole procedure.



25 units is output as the transformation result of the 6
apparatus. Further, the nonlinear transformer of each sub- transfornation
unit has a nest configuration of the basic configuration of data
transformati on apparatus. 5 According to a data
transformati on nethod of the present invention, two arbitrary pieces of
data of A input data and B input data are input. B input data is output as
a first Ainternediate data at a first step A nonlinear transformation of
A input data is performed 10 using a first key parameter. The
transforned data is XORed with B in 1§%Eg§ta and the XORed, result |s out put
as a first B internediBtBrEafRO% B AR BT IO (IFIRF HA3h P/ he first
B internediate data _is input and output as a second A |nterned|ate data
The first A 15hanged, thateifed? aReRHRe2Y stlffﬁb%@%t%mho?ﬂ‘? fRrko
transformation of the A |nterned|ate data is gerf rmed. usi a second key
par anet er. ThEPErahiPBrRhad Bat alters@red™ i ™ f??%}lE??ékernediate dat a

and the XORed result is output
effective steps as the above.

5 Further, in the above basic configuration of the

qpparatus, a set of the first nonlinear transformer and
the XOR circuit located between the input side of the
first nonlinear transformation and the input side of the
second nonlinear transformation is defined as the first

10 sub-transformation unit. Another set of the second
nonlinear transformer and the XOR circuit located between
the input side of the second nonlinear transformation and
the input side of the first nohlinear transformatidn of
the next stage is defined as the second sub-

15 transformation unit. Otherwise, a set of the XOR circuit
and the second nonlinear transformer located between the
output side of the first nonlinear transformation and the
output side of the second nonlinear transformation is
defined as the first sub-transformation unit. Another

20 set of XOR circuit and the first nonlinear transformer
located between the output side of the second nonlinear
transformation and the output side of the first nonlinear
transformation of the next stage is defined as the second
sub-transformation unit. Regardless of the definition, a

25 necessary number of the above first sub-transformation



as a second B internediate data at a fourth step. The 20 above
steps are repeated fromthe first step to the fourth step. The above second
step or the fourth step should be placed at the |last step of the
transformati on nethod and the last A internediate data and the last B

I nternmedi ate data are output as the transformation result 25 of the
whol e procedure. 7 In the above nethod, an operation order may be
changed, that is, a nonlinear transfornmati on and an XOR operation may be
altered. The nethod still have effective 8teps as the above. 5

Further, in the above basic configuration of the apparatus, a set of the
first nonlineBRL1EFaRREOERRr SARONE hBUXTRE 2GS ERFmat et WL BBt RN t he i nput
side of the first nonlinear transformation and the input side of the second
nonlinear trafsEBFRAEFOH FINUBRFIRRdlRs2tFRSFRdet 1B data selecting
sub-transformation unit. _Another set of the second nonlinear transforner
and the XOR cPpéti is| peavidedetekbhet HePvhpetdeiE Brethkrslec®M nonl i near

transformati on and ) ) ) L
transformation unit and a data holding unit is also

5 provided to the output side of either of the first and
the second sub-transformation units. At the beginning of
Ehe data transformation, the data selecting unit selects
one of two arbitrary pieces of data of A input data and B
input data. After selecting one input data, the data

10 selecting unit is connected with the data holding unit to
form a feedback loop so as to select the output of the
data holding unit. The selected data is transformed to
be finally output from either of the first and the second
sub-transformation units and is stored in the data

15 holding unit. Then, A infermediate data and B
intermediate data are output from the data holding unit
as the transformation result of the apparatus.

Further, in the above basic configuration of the

data transformation apparatus, the two arbitrary pieces

20 of data of A input data and B. input data include the same
number of digits of data. Either of a set of the first
nonlinear transformer and the XOR circuit located between
the input side of the first nonlinear transformation and
the input side of the second nonlinear transformation and

25 a set of the second nonlinear transformer and the XOR



the input side of the first nonlinear transformati on of the next stage is
defined as the second sub- 15 transformation unit. Oherw se, a
set of the XOR circuit and the second nonlinear transforner | ocated between
the output side of the first nonlinear transformation and the output side
of the second nonlinear transfornation is defined as the first
sub-transformati on unit. Another 20 set of XCR circuit and the
first nonlinear transforner |ocated between the output side of the second
nonl i near transformation and the output sPde of the first nonlinear
transformation of the_next stage is defined as the sec ang
sub-transfornﬁﬂFSHlﬁn#P?aﬁéaanFﬂggnth?h%uH%W?n?%@%n? atB®® second
necessary nunber _of the above first sub-transfornmatjon, 8 units_and the
second sub-t r BREASPRALI SRABRTPTMAFLT) 2R nbRRI SuERhhettd ?h Bheabthtke. A
data selecting unit is %rovided to,the, in u%_si e of the first sub-

transf or mat i oA ReERd t12BSETRBEFdPRglBinflet1Req 3% & sub- provi ded to

t he out put side of either of th% first and the second sgb-transfornation
units. At thet5§§§ﬁﬁFW§tépn unit. A necessary number of the sub-

5 transformation units are connected. The data selecting

unit is provided to each of the two input sides of A
“input data and B input data of the first sub-
transformation unit. The data holding unit is provided
to each of the two output sides of A output data and B

10 output data of the last sub-transformation unit. As a
first step of the data transformation procedure, the data
selecting units select A input data and B input data,
respectively. After selecting the input data, the data
selecting unit is connected with the data holding unit to

15 form the feedback loop so as to select the output of the
data holding unit. The selected data is transformed and,
finally, the data holding unit outputs A intermediate
data and B intermediate data as the transformation
result.

20 : Further, in the first or the second nonlinear
transformation, A input data is divided into Al input
data including some digits of A input data and A2 input
data including the other digits of A input data. The key
parameter is also divided by an arbitrary number of

25 digits into "n" number of divided key parameters, from a



the data transformation, the data selecting unit selects one of two
arbitrary pieces of data of A input data and B input data. After selecting
one input data, the data 10 selecting unit is connected with the
data holding unit to forma feedback | oop so as to select the output of the
data holding unit. The selected data is transfornmed to be finally output
fromeither of the first and the second sub-transformation units and is
stored in the data 15 hol ding unit. Then, A internedi ate data and
Binternediate data are output fromthe H&ta hol ding unit as the
transformation resul.t .of the apparatus. Further, 1n_the ahoye basic

confi gurati orf 3¢ H&VGQFQ #Rdn gﬁ?ﬁﬁg?BnEQpﬁﬁrﬁfEb,d?ﬁéd?aoxﬁybitrary

pi eces 20 %f dat a of %_in ut _data gnd ﬁ Lngut dat a_i,ncl ude,  the same
number of di GAFEMSEeFat a lngR; frsht 15terpabs SPRetfpREEORBAFEABAFRLTE,
transfornmer and the XOR circyit | ocated _between the inpuyt sid f the first
nonl i near t r &sAdyFERdn RET] ﬁépsgPH@aBFoPhB%sé&oﬁBpHGnngéar

transformati on and 25 a set .of the.secon onli,near transforner and
t he XOR 9that %s, one of the dgvi%ed A inpug ga@a, is performed

) using the first divided key parameter. The transformed
data is XORed with the A2 input data and the XORed result
is output as first A2 internal intermediate data. A2
input data is output as first Al internal intermediate
data without any transformation. The first Al internal

10 intermediate data output from the first internal sub-
transformation unit is input to a second internal sub-
transformation unit as Al input data. An internal
nonlinear transformétion of the first Al internal
intermediate data is perfcrmed using the second divided

15 key parameter. The first A2 internal intermediate data,
input as A2 input data, is XORed with the transformed
first Al internal intermediate data. The XORed result is
output as second A2 internal intermediate data and the
first A2 internal intermediate data is output as second

20 Al internal intermediate data without any transformation.
The above first internal sub-transformation unit and the
second internal sub—transﬁormation unit are alternately
connected "n" times. An internal data selecting unit is
provided to the input side of the first internal sub-

25 transformation unit and an internal data holding unit is



circuit located between the output side of the second nonlinear
transfornmati on and the output side of the first nonlinear transformation is
defined as a sub- transformation unit. A necessary nunber of the sub- 5
transformation units are connected. The data selecting unit is provided to
each of the two input sides of A input data and B input data of the first
sub- transformation unit. The data holding unit is provided to each of the
two out put sides of A output data and B 10 out put data of the | ast
sub-transformation unit. As a first stepldf the data transfornmation
procedure, the data selecting units select A input data and_B input data,
respectivel y. PAOvdAesetoc eiitgerneti fB6t ouhPat Fggeﬂa?g EReeftral B8RPt is
connected with the data holding_unit to 15 . formthe feedback | oop
so as to sel edte FECORG IR LA e SYRTETRBEAPRBEAPE. UFhESsel ERBed data is
transforned and, finally, the_data holding unit outputs A internedi ate data
and B i nt er meditdedngdt dags FﬁéeFﬁéﬁngPﬁﬁtFS%GF§§uﬁE.1EEUt data and A2
Further, in the first or the second nonlinear transformation, A input_data
i s divided i nt!@PRE dafd- d&EESrnSed@chdngofBedigPus 8ptAs i hP6t 1BhEAREAd A2

i nput data including the other digits of A input data. The key
5 data selecting unit 1s connected with the internal data

holding unit to form the feedback loop so as to select
--the output of the internal data holdiﬁg unit. The
selected data is transformed and, finally, Al internal
intermediate data and A2 internal intermediate data is
10 output from the internal data holding unit as the
transformed A output data.

Further, in the nonlinear transformation of each
sub~transformation unit, A input data is divided into Al
input data including some digits of A input data and A2

15 input data including the other digits of A input data.
The key parameter is also divided by an arbitrary number
of digits into "n" number of divided key parameters, from
a first divided key parameter to an n-th divided key
parameter. In the first internal sub-transformation

20 unit, an internal nonlinear transformation of Al input
data, that is, one of the divided A input data, is
performed using the first divided key parameter. The
transformed data is output as first A2 internal
intermediate data. Al input data is XORed with the A2

25 input data and the XORed result is output as first Al



paranmeter is also divided by an arbitrary nunber of 25 digits into
"n" nunber of divided key paraneters, froma 10 first divided key
parameter to an n-th divided key paraneter. In a first interna
sub-transformation unit, an internal nonlinear transformation of Al input
data, that is, one of the divided A input data, is perfornmed 5

using the first divided key paraneter. The transforned data is XORed with
the A2 input data and the XORed result is output as first A2 internal
internediate data. A2 input data is outpdt2 as first A internal
intermedi ate data w thout any transformation. The first A internal 10

i nt er nedi at e #afarpal plptermadizee fdatd - i nierthe sefend raHFRatSBIT uni t
is input to a second internal sub- transformation unit as Al input data. An
i nternal nonl tReRFIPFEABIGR MaRibn 31 IMeeak R LinAas ddianhumaddion e
data is perforned using the second djvided 15 key paranmeter. The
first A2 intePhaFhenfiffbdiht Enbernal i hiptRrnadigle Mifa dA%PYs Sa9%d with

the transformed first Al internal intermediate data. The XORed result is
the first internal sub-transformation unit and input as

5 Al input data, is performed using the second divided key
parameter. The transformed data is output as second A2
'internal intermediate data. An XOR operation of the
first Al internal intermediate data and the first A2
internal intermediate data is performed as Al input data

10 and A2 input data. The XORed result is output as second
A2 internal intermediate data and the first A2 internal
intermediate data is output as second Al internal
intermediate data. The above first internal sub-
transformation unit and the second internal sub-

15 transformation unit are alternately connected "n" times.
The internal data selecting unit is provided to each of
the input sides of the first internal sub-transformation
unit and the internal data holding unit is provided to
either of the output sides of the first and the second

20 internal sub-transformation units. The internal data
selecting unit selects Al input data and A2 input data.
After selecting the input data, the internal data
selecting unit is connected with the internal data
holding unit to form the feedback loop so as to select

25 the output of the internal data holding unit. The



out put as second A2 internal internediate data and the first A2 internal
I nternmedi ate data i s output as second 20 Al internal internediate
data without any transfornmation. The above first internal
sub-transfornmation unit and the second internal sub-transformation unit are
alternately connected "n" tinmes. An internal data selecting unit is
provided to the input side of the first internal sub- 25

transformation unit and an internal data holding unit is provi ded to
either of the output sides of the first &% the second internal
sub-transformation units. The internal data selecting unit selects Al input
data and A2 |ﬁﬁh?cﬁa€iadawﬁtb$ tereeioned mhdnptinakt Y, Ahelntamidal 5
data selecting unit is connected with the internpal data holding unit to
formthe feedbBERTIEEH2EE daL2 ARQ|RZt1nERI A p‘tﬂt%‘fm?%%atﬁt%#‘??ala%%ta

hol ding unit. The selected data is transformed_ and, flnaIIy, AI I nt er nal

i nt er nedi at e GEERVENETRR TRE el REETRME cfakali b kdipg ARkt @5 't out put

fromthe internal data holdlnggunlt as the transfornmed A output dat a.
Further, in t hEapsiPrmedrAt PahREbréddon of each

5 Further, in both of the above two kinds of
modification of the data transformation apparatus, when A
-input data is divided into two pieces of divided input
data having the same number of digits, only the first
internal sub-transformation unit is connected necessary
10 number of times.

Further, the first internal sub-transformation
unit and the second internal sub-transformation unit are
alternately connected necessary number of times. The
internal data selecting unit is provided to the input

15 side of the first internal sub-transformation unit and
the internal data holding unit is provided to the output
side of either of the first and the second internal sub-
transformation units. As a first step of the data
transformation, the internal data selecting unit selecté

20 Bl input data and B2 input data. After selecting the
input data, the internal data selecting unit is connected
with the internal data holding unit to form the féedback
loop so as to select the output of the internal data
holding unit. Thé selected data is transformed and,

25 finally, Bl internal intermediate data and B2 internal



sub-transformation unit, Ainput data is divided into Al input data

i ncluding sone digits of A input data and A2 15 I nput data
including the other digits of A input data. The key paraneter is also

di vided by an arbitrary nunber of digits into "n" nunmber of divided key
paranmeters, froma first divided key paraneter to an n-th divided key
paraneter. In the first internal sub-transformation 20 unit, an

i nternal nonlinear transformation of Al input data, that is, one of the
divided A input data, is perforned usingléhe first divided key paraneter.
The transfornmed data s output as first A2 internal, internedjate data. Al

i nput dat a i sieREBedt e t{RtaR s output fhqp, he dnterpe B20Red resul t
is output as first Al 12 internal internediate data, In the second

i nternal sub-PP+EHRYF okt % tETaps i NG h A 9ﬂﬁﬁﬁtm§ﬂtQTansfornation of
the first Al internal _interned]ate data, ou&PuL fromthe first interna
sub-transformation unf$TERRF nfutthiy apove contiquriafiign.gamer & 1W%tor ned

usi ng the second divided, ke faraneter._The transforped data is qutput as
second A2 data is divide nto two divided input data having the

5 same number of digits, only the first internal sub-

Eransformation unit is connected necessary number of
times.
Further, in the data transformation apparatus,

the sub-transformation units are connected even number of

10 times. The data selecting unit is provided to the input
side of the first sub-transformation unit and the data
hélding unit is provided to the output side of the last
sub-transformation unit. A key parameter supply unit is.
also provided to the above configuration. As a first

15 step of the data transformation, the data selecting unit
selects two arbitrary pieces of data of A input data and
B input data. After selecting the input data, the data
selecting unit is connected with the data holding unit to
form the feedback loop so as to select the output of the

20 data holding unit. The data transformation apparatus
repeatedly transforms the selected data using the key
parameters, each of which is supplied by the key
parameter supply unit to each of the sub-transformation
units. The data holding unit finally outputs A

25 intermediate data and B intermediate data as the



¢ g e et T wmTieA iR

Internal internediate data. An XOR operation of the first Al internal
internmediate data and the first A2 internal intermediate data is perforned
as Al input data 10 and A2 input data. The XORed.result-+s—output
as second A2 internal internediate data and the first A2 internal
internediate data is output as second Al internal intermgshetHs BemReplareh

above first internal sub- transformation unit and the se sub-
15 transformation unit are alternately connectedﬂ e
internal data selecting unit is provided tb>each of the srdes of the
first internal sub-transformation_unit and the internal data hol ding unit

i s provided tot&PRREPTBALERB BBEPLE-si des of thF Birst ard t he secp?d 20
internal sub-transformation units. . The internal data selecting un

selects Al input data SHELRST; nbRt thatr20ORe t epnSikyweatiens it i kgast dane,
the internal data _selecting unit i s connected mﬁ}h_the_internal dat a
hol di ng uni t t8ff5iﬁ1PﬁélﬁgééﬁaEEaPESBr§%r§sl%dxséFéE¥U25On Galoist he

out put of the %q%i nal data hol ding unit. The 13 '

d
5 ' Further, the above X" circuit on Galois Field is
formed by a normal basis.
Further, in the above configuration, at least one
part of the nonlinear transformer is a Read Only Memory.
Further, in the above configuration, at least one
10 part of the nonlinear transformer is a Random Access
Memory.
Further, in the above configuration, at least one
part of the nonlinear transformer is a Logic Circiut.
Further, a data transformer including two logic
15 circuits is provided to at least one of A input and B
input. Each of the above two logic circuits may be
either of two XOR circuits and AND circuit and OR
circuits. A input data or B input data is divided into
two pieces of divided data having an arbitrary number of
20 digits such as AA data and AB data. The key parameter is
divided into two divided key parametérs, A transformation
' key parameter and B transformation key parameter. A
first AND/OR operation of AA data and A transformation
key parameter is performed. The first ANDed/ORed result

25 is first XORed with the AB data and the first XORed

THIS SHEET HAS BEEN
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selected data is transforned and, finally, A internal internedi ate data
and A2 internal internediate data are output fromthe internal data hol ding
unit as the transforned A output data. 5 Further, in both
of the above two kinds of nodification of the data transformation _
apparatus, when A input data is divided into two pieces of divided input
data having the sane nunber of digits, only the first interna
sub-transformation unit is connected necessary 10 nunber of tines.
Further, the first internal sub-transformd®ion unit and the second internal

sub.ranst o Ll on MLt (SLEEl Ler BRLeL Y EopReeLed Necesaptvopuben ol
21l of the Tt JLer ik sub LSS ar stion MbLaaBdeuneyternal data
second |t er el Sk (LAISLOLIS LT HALLE. AR 2oLLndlyBhoBaSlatlcadok
Pt Gt e o082 LMy S SN EC LSk IPUL dabee L Lnber
Forrgthe feedhack J RS kAed 2e3818°0s! BSeputPYS ehe! PRahOESLAGE; 9812
result of AA data. The transformed AA data and the
"transformed AB data are eutput to the next stage as A
input data or B input data.
Brief Description of the Drawings
10 Fig. 1 is a block diagram showing a configuration
of a data transformation apparatus according to
Embodiment 1, Fig. 2 shows one example of a nonlinear
transformer, Fig. 3 is a block diagram showing a
configuration of a data transformation apparatus
15 according to Embodiment 2, Fig. 4 shows that the data
transformation apparatus of the first embodiment is
logically identical with the data transformation
apparatus of the second embodiment, Fig. 5 shows another
example of a date transformation apparatus of the same
20 configuration with the data transformation apparatus of
the first or the second embodiment, Fig. 6 shows a part
of a basic configuration and a nonlinear transformer of a
sub-transformation unit of a data transformation
apparatus of-Embodiment 3, Fig. 7 shows a whole cascaded

25 configuration of the data transformation apparatus of the



hol ding unit. The selected data is transfornmed and, 25 finally, Bl
I nternal internediate data and B2 internal 14 internmedi ate data are
output fromthe internal data holding unit as the transforned B out put
data. Further, in the above configuration, when B input data is divided
into two divided input data having the 5 sanme nunber of digits,
only the first internal sub- transformation unit is connected necessary
nunber of times. Further, in the data transfornmati on apparatus, the
sub-transformation units are connected evenh number of 10 tines.
The data selectin ' I.n

unit .is provided to .the ut side of the first
sub- transf or n’é]P?-B& %I?l}i’?dhrﬁ%g?hehﬂh%t aé Iﬁ}}%%d:%rﬂﬁtsqgaﬁrjcﬂﬂ (?é"d’ctetﬁ’tnr‘?e out put
side of the l|ast sub-transformation unit._A ke aranmeter supply unit is
al so provi ded® ot]Pﬁea%B%’?/%t‘&%n# gﬂJr%t %nFJ;% aélfﬁq}%‘”ls 152€ step of the
data transformation, the data selecting unit selects two_ arbitrary pieces
of data of A FRPRECOERACIR BEOTPRNT . L0 (AFPUA 0 |y TH i ipdtidat a.

the data 10 shows the transformation procedure of the apparatus of

5 Fig. 7, Fig. 11 shows a part of a basic configuration and

a nonlinear transformer of a sub-transformation unit of a
'data transformation apparatus of Embodiment 4, Fig. 12

shows a part of cascaded sub-transformation units and a
data transformation procedure of the data transformation

10 apparatus of the fourth embodiment, Fig. 13 shows a basic
configuration and a nonlinear transformer of the sub-
transformation unit of a data transformation apparatus of
Embodiment 5, Fig. 14 is a block diagram showing a
configuration of a data transformation apparatus of

15 Embodiment 6, Fig. 15 is a block diagram showing a
configuration of a data transformation apparatus of
Embodiment 7, Fig. 16 is a block diagram showing a
configuration of a data transformation apparatus of
Embodiment 8, Fig. 17 is a block diagram showing a

20 configuration of a data transformation apparatus of
Embodiment 9, Fig. 18 shows a configuration of an
external nonlinear transformer of a data transformation
apparatus of Embodiment 9, Fig. 19 shows a configuration
of an internal nonlinear transformer of an internal

25 nonlinear transformer of a data transformation apparatus



sel ecting uni

t is connected with the data hol ding unit-to formthe feedback

| oop sO0 as to select the output of the 20 dat a hpl eicDGrabiBdeh Replakée
data transformation apparatus repeatedly transforns the's si ng
the key paraneters, each of which is supplied by the keyCJ m%mmﬂmly
unit to each of the sub-transformation units. The data hol ally

out puts A 25
Further, int
transformers

Further, in t

I nternmedi ate data and B internedi ate data as the
he above configuration, at H ast one of the nonlinear
is Xerr] (X an elenent) citcuit on Galois Field. Further,

Fur thor i (e BBBURLRENY | JurStd o0 St ia el cheTmb o R Ak Lo

transforner
| east one par
Further, int

10

15

20

25

?l%fxertlﬁ% g]\.\}%fltll.\q%%{?{ rané’%ﬁl%ﬁe’ofl %ﬁé’éﬁrﬁ%gﬁr{ﬁea gcess eaatr.l on, at

pragggogmggngfgghgié ta €§a3§¥g§matlon apparatus of the

ninth embodiment, Fig. 21 shows an example of nonlinear
elements (substitution table} of the internal nonlinear

transformer of the data transformation apparatus of the

ninth embodiment, Fig. 22 shows an example of nonlinear

elements of the internal nonlinear transformer of Fig. 19
formed by a normal basis of X" circuit on the Galois
Field, Fig. 23 is a block diagram showing a configuration
of a data transformation apparatus of Embodiment 10, Fig.
24 shows a detailed configuration of the data transformer
of Fig. 24, Fig. 25 is a block diagram showing another
data transformation apparatus of Embodiment 11, Fig. 26
shows each feature of eleven embodiments from the first
embodiment to the eleventh embodiment, Fig. 27 shows an
application example of the data transformation apparatus
of the invention, Fig. 28 shows an application example of
the data transformation apparatus of the invention, and
Fig. 29 shows a configuration of a conventional data

transformation apparatus.

Best Mode for Carrying out the Invention

Embodiment 1.

In a field of information processing, encryption

THIS SHEET HAS B
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one part of the nonlinear transforner is a Logic Crcuit. Further, a data
transfornmer including two logic circuits is provided to at | east one of A
i nput and B input. Each of the above two logic circuits nmay be either of
the XOR circuits and AND circuit and OR circuits. A input data or B input
data is divided into two pieces of divided data having an arbitrary nunber
of digits such as AA data and AB data. The key paraneter is divided into
two divided paraneters. A transfornmation key paranmeter and B
transformation key parameter. A first ANDPOR operation of AA data and A
transformation key paraneter is _perfornmed. The first ANDed/Ored result is
first XORed vt 4o i IPh L3 Paghe FradfaxERed attepdiogsdiy ordegutput as
the transformation result of AB data. The first XORed result is second
ANDed/ ORed wi ¥9E1B 3$GHSKof iRl TR &F Sacafditer Ofa COBENRG CRERGper ati on of
the second ANDed/ ORed result and AA data.is perforned and 5 t he
second XORed REAS? i PORFFARSS t HE thSadSPottanitof oFe SHCT YL i8R @8Ca. The

transforned AA data and the i
- decryption to process data at a high speed and to reduce

5 possibility of cryptanalysis.
- As for one of well-known encryption method, input
aata is nonlinearly transformed using a key parameter.

So called differential probability shows strength of
cipher. It can be said that the cipher is strong when

10 differential probability is small. According to Document
1l: Provable Security Against Differential Cryptanalysis,
by Kaisa Nyberg, Lars Ramkilde Knudsen, Journal of
Cryptology vol. 8, No. 1 (1995), on encryption of data by
a cascade of a plurality of sub-transformations, if

15 differential probability of nonlinear transformation is
"p", the following is proved.

(1) If there are more than three stages of sub-
transformations, the differential probability as a whble
apparatus is less than 2p? when nonlinear transformation

20 is performed in the system where the value of output data
is determined one by one corresponding to the input data.

In the above statement, the wvalue of output data
is determined one by one corresponding to the input data
means the following. When input data X has one of values

25 _ of 0 - 255 and output data Y has one of values of 0 -



transforned AB data are output to the next stage as A input data or B input
data. Brief Description of the Draw ngs 10 Fig. 1is a

bl ock di agram showi ng a configuration of a data transfornmati on apparatus
according to Enbodinent 1, Fig. 2 shows one exanple of a nonlinear
transforner, Fig. 3 is a block diagram show ng a configuration of a data
transfornmati on apparatus 15 according to Enbodinent 2, Fig. 4 shows
that the data transformati on apparatus of the first enbodinment is logically
identical with the data transformati on agaratus of the second enbodi nent,

Fig. 5 shows anpother exanple of dat a_transformtiQn apparatus,.of the sane
20 co%??gu?a??ﬁﬁ%}?‘lrt Beatef toruj"r@%to 3 &1 Céﬁ%zfrsﬁ%’sdlé‘fg t%0e
first or the second,enbodi nent, %% . 6 shows a part of .a basic

confi gur at i on2aRBTRIABHRT ntBPUY ¢ é%cﬁrﬁﬁ e -¥r4§ﬁﬁ§ﬂ%ﬁﬁq(ﬁ? Fhit of a

data transformati on _apparatus of Epbodi nent

3, Fig. 7 shows a whol e
cascaded 25 Pailr of:oppufufat? ocardrodRMydatara %r%ﬂ)]r?'a\g&ﬁ’ht us of

t he 17
the value of input data X is 8, the value of the output

5 data Y is always 125.
In the algorithm shown in Fig. 29, if each of the
‘differential probabilities of the nonlinear transformers
1031, 1032 and 1033 is "p", the differential probability
of the whole algorithm of Fig. 29 becomes less than 2p?.
10 The conventional art of FEAL Algorithm belongs to
a type of algorithms shown in Fig. 29. 1In this FEAL
Algorithm, the differential probability "p" is 1 in
nonlinear transformation of each sub-transformation
process, thus the differential probability of the whole
15 algorithm becomes less. than 2 according to the above
statement. This proves nothing about strength of cipher.
Fig. 2 shows one example of conventional
nonlinear transformer.
.In the figure, 151 denotes an XOR circuit of the
20 nonlinear transformer, 152 denotes a Galois Field inverse
circuit. This nonlinear transformer outputs "0" on
feceiving input 0. n shows bit size of input/output
data. When the nonlinear transformer of Fig. 2 is used,
it is known that the differential probability "p" becomes

25 p = 2/2" (where "n" is an odd number), or p = 4/2" (where



third enbodi ment, Fig. 8 shows transformation procedure of the apparatus of
Fig. 7, Fig. 9 shows the transformation procedure of the apparatus of Fig.
7, Fig. 10 shows the transformation procedure of the apparatus of 5

Fig. 7, Fig. 11 shows a part of a basic configuration and a nonli near
transfornmer of a sub-transformation unit of a data transfornmati on apparatus
of Enbodi nent 4, Fig. 12 shows a part of cascaded sub-transformation units
and a data transformati on procedure of the data transfornmation 10

apparatus of the fourth enmbodi ment, Fig. 283 shows a basic configuration and
a nonlinear transforner of the sub- transformation unit of a data

transf or mati onfappér aRusVeR BN hent 5, Fig. 14 is a bl ock di agram
showi ng a configuration of a data transformation apparatus of 15

Enbodi ment 6, Fig. 15HP¥e¥eH ke ofHefrnd st "g}ﬁ]fq 1 i%fi¢ a data
transformati on apparatus of Enbodinment 7, Fig. 16 is a b] ock diagram

showi ng a coniPYBFELi 6RTERLE Hat ORFAPRYT d“?ﬁa‘g drPeibphat IR diddi nent 8,
Fig. 17 is a block diagram showi ng a 20 configuration of a data
transfornati ofitdBpafPat8¥98f Enbodi ment 9, Fig. 18 shows a configuration of

an external nonlinear_transforner of a data transforpmati on apparatus of
Embddi ment 9, Fig. 19PSROTRLIRI A HyRirREessnt invention, a

gonfiguration described below also satisfies the above
-statement (1), which is proved in Document 2: "On
Provable Security of Block Ciphers against Differential
and Linear Cryptanalysis", (Mitsuru Matsui, Text for the
10 18th symposium on Information Theory and Its
Applications, October 24 - 27, 1995). The document 2
shows that this invention provides stronger ciphers than
the configuration of (1) because 2p? in the above
statement (1) can be reduced to p? even if the nonlinear
15 transformation process is the same as in Fig. 29.

In this embodiment, the data transformation
apparatus will be explained, which includes the sub-
transformation unit where the differential probability
"p" is small and data can be transformed at a high speed.

20 Fig. 1 shows a configquration of the data
transformation apparatus of the present embodiment.

In the figure, 101 and 102 denote A input data
and B input data, respectively. 103 and 104 denote A
output data and B output data of the last stage, which is

25 data transformation result. 105 - 108 denote



of an internal nonlinear transfornmer of an internal 25 nonl i near
transforner of a data transformation apparatus of Enbodinent 9, Fig. 20
shows an exanpl e of nonlinear elenments (substitution table) of the internal
nonli near transforner of the data transformation apparatus of the ninth
enbodi nent, Fig. 21 shows an exanple of nonlinear elenments (substitution
table) of the internal nonlinear transforner of the data transformation
apparatus of the ninth enbodi ment, Fig. 22 shows an exanpl e of nonlinear

el enents of the internal nonllnear transf& ner of Flg, 19 formed by a

nor mal basis of X[errl circuit on the Galois Field, 23 i s a bl ock

di agr am showi H9tareefdtfgerdefan 3d 1H%ta.¥¥%ﬁ¥¥ﬁﬁﬁhﬂ? &S of
Enbodi ment 10, Fig. 24 shows a detaile flguratlon of the dat a

t r ansf or ner O#op,@ncggptFQ@ 2521 5™ a.%fd@?l O TR ot Her  dat a
transformati on apparatus of Enbodi nent 11, F| . 26 shows each feature of

el even el enenp®8l Foﬁ??ﬁeth?rg%réﬁbﬁm%nﬁotgﬁ s & SFAS oM, Fig.
27 shows an application exaggle of the data transfqrmation %Pparatus of the

i nvention, FiBOR28NeABWETaRSEPFPeEStTdh exkihl®nrthe first he n-
5 th stages, and XOR circuits 141 - 144.

) An operation of the data transformation apparatus
‘of the above configuration will be explained hereinafter.
Here, the lengths of two input data are identical. In
the data transformation process, it takes time to perform
10 nonlinear transformation. Time required by an XOR
operation is short enough to be ignored compared with the
nonlinear transformation.
In Fig. 1, a first nonlinear transformation of
6ne of the inputs, A input data 101, is performed using
15 the first key parameter 111 at the XOR circuit 151 and at
the Galois Field inverse circuit 152, both of which are
shown in Fig. 2. Transformed result 109 is XORed with
another input, B input data 102 and the XORed result is
output to the next stage as B intermediate data 106 (S2).
20 On the other hand, B input data 102 is output to the next |
stage without any transformation as the first A
intermediate data 105 (Sl1l). A second nonlinear
transformation of A intermediate data 105 is performed
and the transformed result is XORed with B intermediate

25 data 106 to output B intermediate data 108 (S4). B



the data transformati on apparatus of the invention, and Fig. 29 shows a
configuration of a conventional data transformati on apparatus. Best Mbde
for Carrying out the Invention Enbodinent 1. In a field of information
processi ng, encryption 19 and decryption has been drawing the attention
in order to keep security of data or security of comrunication between the
persons. It is inportant for encryption and decryption to process data at a

hi gh speed and to reduce 5 possibility of cryptanalysis. As for one
of wel | -known encryption nmethod, input d&3 is nonlinearly transformed
using a key paraneter,, So calle I fferential, prqbability shows strength of
ci pher. It caﬁn58r§3?HaFﬂa§a£ﬂef%gph%rO?EPQﬁr?ékﬁ%ﬁmﬂ?%k)Stage as A

Secur |ty Agai REPSEPFHLRER: FaFa OF Dhrahiiges ity HER PRI (5o Ranki | de
Knudsen, Jour?%ltgg above operation procedure, the operation of the
second nonlinear transformer 132 is performed in parallel
5 with the first nonlinear transformation.
In both of the sub-transformation units of odd-
‘numbered stage and even-numbered stage, nonlinear
transformations are performed almost in parallel as
described above, which enables high speed data
10 transformation.
In the above explanation of the embodiment, the
lengths of two input data are identical. In another

case, where the lengths of two input data are different,

for example, when A input data includes ni bits and B

15 input data includes n: bits (n1 > nz), the following is
proved.
(2) If there are more than three stages of sub-

transformations, the differential probability of a whole
apparatus becomes less than p? when nonlinear
20 transformation is performed in the system where the value
of output data is determined one by one corresponding to
the input data.
Accordingly, in the configuration of Fig. 1, when
the lengths of the two input data are different, even

25 though the differential probability "p" of each sub-



Cryptology vol. 8, No. 1 (1995), on encryption of data by a cascade of a
plurality of sub-transformations, if 15 differential probability of
nonlinear transformation is "p", the following is proved. (1) If there
are nore than three stages of sub- transformations, the differenti al
probability as a whole apparatus is |ess than 2p2 when nonli near
transfornmati on 20 Is perforned in the system where the val ue of
output data is determ ned one by one corresponding to the input data. In
the above statement, the value of output %ftata is determ ned one by one

corresponding to the | nput data neans the follow ng. Wen input data X has
one of valuestEEHSformaE18F gnitong thg %ﬁ@%u%sd%?%.qb%%% e ofthAl ues of

0 - 20 255, a particular value of output data Y corresponding to a
particul ar |nSéFadéfénﬁngmﬁFéQPoGEP?r@E?%rﬁ?%éﬁea%o%fb%P¥e@ﬁwh%5%ﬂthta
and output data. For exanple, when the value of in fut data X is 8, the

val ue of the éﬁfﬁﬁFegtlal probahi dityj &p% | Qay? ibsgl elﬁp?%%a%W§o%§thn1shomn
in Fig. 29, if each of the

guaranteed to be less than p?. As for inputs to the XOR
5 circuit of the above apparatus, two data with different
lengths are input. An excess bits of data ((ni1 - n2)
'bits) of A input data is excluded with the XOR operation.
Only the same number of bits as B input data (n2 bits) of
A input data is XORed with B input data. In.another way
10 of operation, for example, (ni1 - n2) bits of constants can
be concatenated to B input data and B input data with the
concatenated part is XORed with A input data. Further,
the key parémeter is supplied appropriately corresponding
to the length of data to be processed when A input data
15 and B input data have different data lengths.

The hardware configuration is aforementioned in
this embodiment. It is also possible to perform.a
nonlinear transformation and an XOR operation using
software. And the data transformation apparatus can

20 perform an operation of odd-numbered stage and another
operation of even-numbered stage in parallel, which is as
effective as the above.

Embodiment 2.
Another configuration of a high speed nonlinear

25 transformation, which is a main discussing point of the



differential probabilities of the nonlinear transforners 1031, 1032 and
1033 is "p", the differential probability of the whole algorithmof Fig. 29
beconmes | ess than 2p[err]. 10 The conventional art of FEAL
Al gorithm belongs to a type of algorithms shown in Fig. 29. In this FEAL
Algorithm the differential probability "p" is 1 in nonlinear
transformati on of each sub-transfornation process, thus the differential
probability of the whole 15 al gorithm becones | ess than 2 according
to the above statenent. This proves nothi A§ about strength of cipher. Fig.
2 shows one exanpl e of conventional _nonlinear transformer. In the figure,
151 denotes arPbe¥eny rgentgonyh@idd be explajdpgd ABafther RdfEriBg. 152
denotes a Galois Field inverse circuit. This nonlinear transfornmer outputs
"0" on receiving i nputl.th SsKHREBMEnsi z8 dPCRRPAT/ Bt fhe FRacivEBALt he
nonlinear transforner of Fig. 2 is used, it is known that the differenti al
probabi | ity "pis beklesed 2m each subytrapsfogpaftiopghapd ten" Filg-ad shaws
nunber), or p = 4/2[err] (where 21 . . ]
a block diagram of this configuration. In the figure,
5 161 - 164 denote the first to the fourth sub-
transformation units. Key parameters 111 - 114,
nonlinear transformers 132 - 135, and XOR circuits 141 -
144 are the same elements as ones of the first embodiment
shown in Fig. 1. Internal connections of the sub-
10 transformation units 161 - 164 are different from the
sub-transformation units 121 - 124 of Fig. 1.
In the data transformation apparatus where
elements are connected as described above, the
differential probability of a whole apparatus becomes
15 less than p?, which is smaller than 2p? as stated in (1),
and the apparatus can generate strong cipher.
As for A input data 101 and B input data 102
input to the first sub-transformation unit 161, A input
data 101 is nonlinearly transformed using the first key
20 parameter 111 at the nonlinear transformer 132, and the
transformed result is output as B intermediate data 106
of the first stage (S12). A input data 101 is XORed with
B input data 102 at the XOR circuit 141, and the XORed

result is output as A intermediate data 105 of the first

25 stage (S1l1).



~"n" is an even nunber). However, the circuit scale of the Galois Field

I nverse circuit 152 becones | arge when the input data size is large. 5

According to the present invention, a configuration described bel ow al so

satisfies the above statenent (1), which is proved in Docunent 2: "On
Provabl e Security of Block G phers against Differential and Linear

Cryptanal ysis", (Mtsuru Matsui, Text for the 10 18t h synposi um on
I nformati on Theory and Its Applications, Qctober 24 - 27, 1995). The

docunent 2 shows that this invention pro¢ifdes stronger ciphers than the
configuration of (1) because 2

[err
reduced to p2 even iFAt#ﬂ¥§ﬁﬂﬁ42ﬁ£% dpga 105 output,Lrgmmitico

], in the above st at enent %1) can be

the sane as in Fig. 29, In this enbodi ment, the data transfornation

appar at us wi | $UNECEBRT SRR 1 Qthi WH-§ @ ludes dRPuduio ¢

1ksbcess is

iSSP uni t

where the differential probabilitf%éwy' is small and data can be transfornmed
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25

112 at the nonlinear transformer 133, and the transformed

result is output as B intermediate data 108 of the second

ﬂstage (S14). A intermediate data 105 of the first stage

and B intermediate data 106 are XORed at the XOR circuit
142, and the XORed result is output as A intermediate
data 107 of the second stage (S13).

The above first and second sub-transformation
units are alternately connected. The last stage may be
either of the first and the second sub-transformation
units as well as the first embodiment.

In the data transformation apparatus connected as
described above, the differential probability.of a whole
épparatus becomes less than p? according to Document 2,
which was explained in the first embodiment. As for
operation speed of the circuit, the XOR operation is much
faster than the nonlinear transformation. The nonlinear
transformation of the first stage and the second stage
are thus performed almost in parallel, which increases
the processing speed of the data transformation apparatus
as a whole.

In the following, it will be explained referring

& Pterrd i@t atGurat i on of the
data transformatjon apfaratus of the present enbodinent. In the figure,

Yokt EeRHr Bt i ndhttdle SeGand iked PaTRRRtSTd 104

101



out.put data and B output data of the |last stage, which is 25 dat a
transformation result. 105 - 108 denote 22 internedi ate data, and 111 -
114 denote key parameters for encryption. 121 - 124 denote
sub-transformation units fromthe first stage to the n-th stage, including

nonlinear transfornmers 131 - 134 for the first to the n- 5 th
stages, and XOR circuits 141 - 144. An operation of the data transformation
apparatus of the above configuration will be explained hereinafter. Here,

the lengths of two input data are identical. In the data transformation
process, it takes tine tg gerLorn1l X near_transformation.
Bér &

Ti me requiredFHyE&H'XéRt Fofio 1§H5?Fi%ﬂg§ L#%%'b% tYnored conpared
it the nonlL1G s A0r IR Ol 0oFLfl fenfilhisbiBOUbIERS o
LS e Fior MTalrSL KoY aget en, 11 Lhe XOR cLcul o dedoand. gt the
Transtormed r%%&%% %%QFH%.XEBedl%EtD 164 show the sub-transformation
5 units of Fig. 3. Both of the sub-transformation units of
Fig. 1 and the sub-transformation units of Fig. 3 are
‘included in the configuration of Fig. 4. The difference
between Fig. 1 and Fig. 3 is which part of the circuit is
defined as a sub-transformation unit. Namely, in Fig. 1,
10 the elements between the input side of the first
nonlinear transformer 131 and the input side of the
second nonlinear transformer 132 (the first nonlinear
transformer 131 and the XOR circuit 141) are defined as
the first sub-transformation unit 121. And the elements
15 between the input side of the second nonlinear
transformer 132 and the input side of the next first
nonlinear transformer 133 (the second nonlinear
transformer 132 and the XOR circuit 142) are defined as
the second sub-transformation unit 122. 1In Fig. 3, the
20 elements between the output side of the first nonlinear
transformer 131 and the output side of the second
nonlinear transformer 132 (the XOR circuit 141 and the
second nonlinear transformer 132) are defined as the

first sub-transformation unit 161. And the elements

25 between the output side of the second nonlinear



anot her input, B input data 102 and the XORed result is output to the next
stage as B internediate data 106 (S2). 20 On the other hand, B

i nput data 102 is output to the next stage w thout any transformation as
the first Ainternediate data 105 (S1). A second nonlinear transformation
of Alinternediate data 105 is perforned and the transforned result is XORed
with B internediate 25 data 106 to output B internedi ate data 108
($4). B 23 internediate data 106 is output to the next stage as A

i nternmedi ate data 107 without any transfd®mtion (S3). In the above
operation procedur

S pert ormed FRepararner 557 and “the; ot 1195 Ohdid Mt (RN or mat i on.
even: number cdnerAgRe ok RRBFTRFENL by s OHER ' GErt ohirecidl IR 1 n
Fransf or mat | ORLEPh THRLABE0E BRBRARATIER DIk X SHiedahias (e
second sub-transformation unit 162.
5 Fig. 5 shows a configuration of another example
of the data transformation apparatus, which is
" substantially the same as the configurations of Fig. 1
and Fig. 3.
In Fig. 5, the XOR circuits 141 - 145-are
10 connected in a cascade. That is, the XOR circuits are
connected so that the output data from the XOR circuit
" becomes one of the input data of the next XOR circuit.
The nonlinear transformers 131, 133, 135 are connected
with the odd-numbered XOR circuits 141, 143, 145,
15 respectively. The nonlinear transformers 132, 134, 136
are connected with the even-numbered XOR circuits 142,
144, respectively.
The data transformation apparatus configured as
shown in Fig. 5 is able to process data at a high speed-
20 because operations of the first and the second nonlinear
transformers 131 and 132, 133 and 134, or 135 and 156 are
performed almost in parallel as well as the data
transformation apparatus configured as shown in Figs. 1
and 3.

25 Enmbodiment 3.



| engths of two input data are identical. In another case, where the |engths
of two input data are different, for exanple, when A input data includes
nferr] bits and B 15 i nput data includes n2 bits (n[err] > n[err]),
the following is proved. (2) If there are nore than three stages of
sub- transformations, the differential probability of a whole apparatus
becones | ess than p[err] when nonlinear 20 transformation is
performed in the system where the val ue of output data is determ ned one by
one corresponding to the input data. Acc&®ingly, in the configuration of
Fig. 1, when the lengths of the two input data are different, .even 25
though the differenti®f $PBabed tip Epboginend, lyypn the pantineds; nat i on
unit is the sane as the abgve, case, the data transfornation apparatus can
be confi gur edERABPEOFHEBE dPF f B+ Entf al "RRHLERF | FIRME/PURUY ddidt &3Fshar at us
I's guaranteed to be less than p2. As for inputs to the XOR 5

circuit of thbBegpBoE AppdtattRe TWECHhE SGR1H M 9 Hesmes large. In

this embodiment, the data transformation apparatus is

5 configured as a nest tolmake a compact data
transformation apparatus using a small-sized nonlinear
-transformer (e.g., an inverse element circuit).

The FEAL algorithm of the conventional art does
not enough generate strong ciphers because the

10 differential probability "p" is large.

In this embodiment, a small-sized nonlinear
transformer is used, which makes the circuit scale small
and also reduces the differential probability of a whole
circuit.

15 _ Fig. 6 shows the sub-transformation unit and the
nonlinear transformer located inside of the sub-
transformation unit.

In Fig. 6, "a" shows the sub-transformation unit
of the first stage, 221 shows the external sub-

20 transformation unit, and 231 shows the external nonlinear
transformer of it. "b" shows a detailed configuration of
the above external nonlinear transformer 231. An
internal division unit 351 divides A input data 101 into
two pieces of data, Al input data 301 and A2 input data

25 302. 303 - 308 denote internal intermediate data and 311



| engths are input. An excess bits of data ((n[err] - n[err]) bits) of A

I nput data is excluded with the XOR operation. Only the sanme nunber of bits
as B input data (n[err] bits) of Ainput data is XORed with B input data.

I n anot her way 10 of operation, for exanple, .(n[err] - n[err])
bits of constants can be concatenated to B input data and B input data with
the concatenated part is XORed with A input data. Further, the key
parameter is supplied appropriately corresponding to the length of data to
be processed when A input data 15 3gnd B i nput data have different

data lengths. The hard figuration is af ioned in_thi

erbodi mont 1 T 10 SRS A1 eleto Kar PAFARSCRGR PROLPS! FANSPOFAREFSR and
XOR ti ing .software. And the datg transformati t

20 " pertiom A FHTOn UBF Gl O el et 230 CARA BGERBL operat 1 on

o ouen- nunbered SLagh Ao hetal Lol W ghol s esshiestiueas e abpye
transfornBIicngogWﬂ(gbff%é%rggdws %%Cg% LQ a OEG%—%Ea%Q%ormation units,
5 331 - 333 show internal nonlinear transformers, and 341 -
343 show internal XOR circuits. A key parameter supply
‘unit 158 divides the key parameter 111.
For example; in the algorithm shown in Fig. 6,
when the internal nonlinear transformers 331, 332 and 333
10 having differential probability "p" are used, the
differential probability of the external nonlinear
transformer 231 becomes less than p?. Accordingly, the
differential probability of the algorithm which includes
more than three stages of the external sub-transformation
15 units 221 becomes less than (p?)? = p°.
| Fig. 7 shows a whole configuration of the sub-
transformation unit where four stages of the external
sub-transformation units shown as "a" of Fig. 6. are
connected and each of the external sub-transformation
20 units includes the nonlinear transformers shown as "b" of
Fig. 6 having three stages of the internal sub-
transformation units.
In the figure, only representative elements are
indicated by reference numerals: the external sub-

25 transformation units 221 ~ 224, the external nonlinear



25 present invention, wll be explained in the followng. In this

enbodi nent, a location of the XOR circuit is altered in each
sub-transformation unit. Fig. 3 shows a block diagramof this
configuration. In the figure, 5 161 - 164 denote the first to the
fourth sub- transformation units. Key paraneters 111 - 114, nonli near
transforners 132 - 135, and XOR circuits 141 - 144 are the sane el enents as
ones of the first enbodi mrent shown in Fig. 1. Internal connections of the
sub- 10 transformation units 161 31 164 are different fromthe
sub-transformation units 121 - 124 of Fi In the data transformation

appar at us mheﬁéaEﬁéﬁﬁﬁ?§sa?élcon%§éteﬁhﬁgx%%§%¥¥%%ﬁt%b%@% “thtt RFrErenti al

probability of a whole apparatus beconmes 15 | ess than p[err], which
is smaller th&ﬁt2§2a&55§ atganphormptianquehes appar B teTeah @%herate strong
ci pher. As for A input data 101 and B input data 102 input to the first
sub- t r ansf or nkEPBS LakTEtioR, uﬂlFﬁpﬁgldat 23901the Hokerhpehrr9nlR®R¥ or med
using the first key 20 raneter 111 at the _nonlinear transforner

132, and the ﬁﬁéﬁ§¢6¢ﬁ€65r§§&lf §§609prPe §1E§Fnﬁ%¢n%6?a§%06%?a 106 of the

first stage (S12). A_.input data 101 is XORed w
5 external nonlinear transformers 231 and 232.

) Figs. 8 - 10 show sequential data transforming
“procedure of the data transformation apparatus configured
as shown in Fig. 7.
In the following, an operation of the external
10 nonlinear transformer 231 will be explained referring to
Fig. 6.
The internal division unit 351 divides A input
data 101 received at the external sub-transformation unit
221 by an arbitrary number of digits into two pieces of
15 data, Al input data 301 and A2 input data 302. The key
parameter supply unit 158 divides the key parameter 111
by an arbitrary number of-digits into "n" number of
divided key parameters. The key parameter supply unit
158 supplies the divided key parameters as the first
20 divided key parameter 311 to the n-th divided key
parameter 313. In the first internal sub-transformation
unit 321, an internal nonlinear transformation of Al
input data 101, the divided data of A input data 101, is
performed using the first divided key parameter 311. The

25 transformed data is XORed with the A2 input data 302 and



B input "data 102 at the XOR circuit 141, and the XORed result is output as
A internedi ate data 105 of the first 25 stage (S11). 26 A

i nternmedi ate data 105 output fromthe first sub-transformation unit 161, is
i nput to the second sub- transformation unit 162. A internediate data is
nonlinearly transformed using the second key paranmeter 5 112 at the
nonl i near transforner 133, and the transforned result is output as B
internedi ate data 108 of the second stage (S14). A internedi ate data 105 of
the first stage and B internediate data 196 are XORed at the XOR circuit
142, and the X esul t oyt put , as data 107

of the second €§g§$€§1§Fﬁhi elébBVEPFFfE%ngﬁéngg%%ﬁgAégﬁgF?ﬁﬂ§}ornatipn
s 2re 2l SRSl camneeted ohe LRgt oS! SHS.INPE hlbetodk e 7St
N the data transtarimtign apparaius eonnegt .23, £eo5bLo5d: AGKeunl e
transformation.
) " The first Al internal intermediate data 305 of
the first internal sub-transformation unit 321 is input
‘to the second internal sub-transformation unit 322 as Al
input. An internal nonlinear transformation of the first
Al internal intermediate data 305 is performed using the
10 second divided key parameter 312. The transformed data
is XORed with the A2 input data, that is, the first A2
internal intermediate data 306. The XORed result is
output as the second A2 internal intermediate data 308
and the first A2 internal infermediate data 306 is output
15 as the second Al internal intermediate data 307 without
any transformation. The above first internal sub-
transformation unit and the above second internal sub-
transformation unit are alternately connected up to "n"
stages. Al internal intermediate data 303 and the A2
20 internal intermediate data 304 of the last stage are
united by the internal unite unit 352 and the result is
output as the transformation result 109.
An operation of the data transformation apparatus
of Fig. 7 confiqured as described above will be explained

25 hereinafter.



appar atus becones |l ess than p[err] according to Docunent 2, which was
explained in the first enbodinent. As for operation speed of the circuit,
the XOR operation is nuch 20 : faster than the nonli near
transformation. The nonlinear transformation of the first stage and the
second stage are thus perfornmed alnost in parallel, which increases the
processi ng speed of the data transfornation apparatus as a whole. 25
In the following, it will be explained referring 27 to Fig. 4 that the
configuration of Fig. 1 is substantially3Bhe sane as the configuration of
Fig. 3. In Fig. 4, 121 - 124 show the sub-transformation units of Fig. 1.
161 - 164 show t he subn tthasfigrstatdwhles both A imputs deftaril@l and Bot h of
the sub-transformation units of Fig. 1 and the sub-transformation units of
Fig. 3 are inthpdedda®a th@2 cdeg i iRl iand giragepsed apheshiiwd dierddd -bet ween
Fig. 1 and Fig. 3 is which part of the circuit is defined as a
sub-t ransf or nBt i oht ubfkes NeHes yto ipeiqrm 12 nagnlinear txgns fr@adnion, bet ween
the input side of the first _

so that most of time period required by the first cycle

5 is consumed by the operations of the internal nonlinear

gransformers 331, 332 of the external sub-transformation

Junit 221 and the internal nonlinear transformers 334, 335
of the external sub-transformation unit 222. Namely,
data is supplied inside of the data transformation

10 apparatus in the first cycle as shown by the bold line in
Fig. 8 and the operations are performed in the internal
nonlinear transformers 331, 332, 334 and 335.

In the next cycle, the operations are performed
as shown in Fig. 9. Namely, most of time period of the

15 second cycle is éonsumed by the internal nonlinear
transformer 333 of the first external sub-transformation
unit 221, the internal nonlinear transformer 336 of the
second external sub-transformation unit 222, the internal
nonlinear transformer 337 of the third external sub-

20 transformation unit 223, and the internal nonlinear
transformer 391 of the fourth external sub-transformation
unit 224. In the figure, the bold broken line shows
transmission of the data of the A input side.

In the next cycle, the operations are performed

25 as shown in Fig. 10. Namely, most of time period of this



nonl i near transformer 131 and the input side of the secon

d nonl i ne é'ér“"" o

transforner 132 (the first nonlinear transfornmer 131 andmtﬂea%ﬁﬁaﬁmk

141) are defined as the first sub-transformation unit 12
15 bet ween the input side of the second nonli near
and the input side of the next first nonlinear transforne

J“ ml nt s
ond

nonlinear transforner 132 and the XOR circuit 142) are defined as the

second sub-transformation unit 122. In Fig. 3, the 20
bet ween the out put side of the first nonl34ear transforne

el enent s
r 131 and the

out put side of the second nonlinear transformer 132 (the XOR circuit 141
and the secon@¥isd ﬂﬁe&@nﬁﬂﬂﬁ§fBwnﬁhelsﬁyearénHEFFﬁédnﬁgl%%%a¥lrst

sub-transformation unit 161. And the el enents

t ween the out put

side of the sdd@msiosmerseass, 338 ﬁP§n§98rn§?318§ Bhe Fhéréu?%@tt%¢de of

the next first nonlinear transformer 133 (the XOR circuit

142 and the first

nonl i near trafsfgitiecxtegnadr substirpagfasmaRéoBeBhBssgB3t #RAsESf mat i on

unit 162.

The operations of the whole data transformation procedure

5 is completed by these three cycles. 1In the conventional

system, data is transformed sequentially, that is, the

nonlinear transformation of each stage is started after

the nonlinear transformation of the previous

stage has

been finished. In this conventional data transformation

10 case, the conventional data transformation procedure

requires 12 cycles. Namely, the data transformation

apparatus of this embodiment can process data about four

times as high speed as the conventional data
transformation apparatus.

15 In the data transformation apparatus

of this

embodiment, a nonlinear transformer of Embodiment 1 is

used for the nonlinear transformers 331 - 39
nest configuration in the internal sub-trans
units. A nonlinear transformer of Embodimen

20 also configured as a nest, can be used as we
effect can be obtained as the above nonlinea
of Embodiment 1.

Embodiment 4.

3, having a
formation

t 2, which is
11. The same

r transformer

In this embodiment, a small-sized nonlinear

25 transformer is applied to the nonlinear transformer in

e
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5 : Fig. 5 shows a conflguratlon of anot her exanple of the
data transfornation apparatus, which is substantially the sane as the
configurations of Fig. 1 and Fig. 3. In Fig. 5, the XOR circuits 141 - 145
are 10 connected in a cascade. That is, the XOR circuits are
connected so that the output data fromthe XOR circuit becones one of the
I nput data of the next XOR circuit. The nonlinear transforners 131, 133,
135 are connected with the odd-nunbered XCR circuits 141, 143, 145, 15
respectively. The nonlinear transformers$°132, 134, 136 are connected with

Ehe even-nu_nbﬁ{led XOR cj lrcw# %‘%ﬁlz’if 144, re ectlvelty The data
ransformatio ﬁpﬁg?%?% THh %ﬂ?%ﬂf 5 is able to process
nggngtngnrzgga?pffghé+%rn%} sqﬁﬁeqﬂﬁg%ﬁgpq%%%l3#§n%%ﬂrqgﬁﬁ%é§t q%ﬁgeare
per 0red 21 Tge) o4 e RoE Sk hu SRt Lo ARl A B R S] SIE o, appar at s
inside of the sub-transformation unit.
5 In Fig. 11, "a" shows the sub-transformation unit
of the first stage. 421 denotes an external sub-
‘transformation unit and 431 denotes an external nonlinear
transformer. In Fig. 11, "b" shows a detailed
configuration of the external nonlinear transformer 431,
10 551 shows an internal division unit and 501 - 508 denote
input data. 511 - 513 denote divided key parameters of
the key parameter 111. 552 shows an internal unite unit,
521 - 523 show internal sub-transformation units, 531 -
533 show internal nonlinear transformers, and 541 - 543
15 denote XOR circuits.
In algorithm shown in Fig. 11, when the internal
nonlinear transformers 531, 532, 533 have the
differential probability "p", the differential
probability of the external nonlinear transformer 431 is
20 less than p?. Accordingly, when the algorithm includes
more than three stages of the external sub-transformation
unit 421, the differential probability of the algorithm
becomes less than 2(p?)? = 2p*.
In Fig. 12, "a" shows a general configuration of

25 the sub-transformation unit, where two stages of the



29 As described in Enbodinent 1, in the nonlinear transforner of Fig. 2,
when the i-nput/output data size becones large, the circuit scale also
beconmes large. In this enbodi nent, the data transformati on apparatus is 5
configured as a nest to nmake a conpact data transformati on apparatus using
a small-sized nonlinear transforner (e.g., an inverse elenent circuit). The
FEAL al gorithm of the conventional art does not enough generate strong

ci phers because the 10 differential probability "p" is large. In
this enbodi ment, a small-sized nonlinear Bfansfornmer is used, which nmakes
the circuit scale small and al so reduces the differential probablllt of a
whol e circuit.eXernal sub-transformaliog Inds ﬁ€w§uﬁstr§nsFBrﬁéﬂloﬁ Luni t
and the nonlinear transforper |ocated inside of the sub- transfqrmation
unit. In Fig. ¥e"PRRGHRI ¢ E;Qﬁﬂiqq%ﬁﬂﬁﬂoF%H&|H5?n§ﬁPFm€FlPHeuPﬂFst st age,
221 shows the external sub- 20 transformtion ynit, and 231 shows
the external mAYIREAFPE¢ g SRER @5 "B" dfokd %a dis| dged for

configuration of
the nonlinear transformer of each external sub-

5 transformation unit. Fig. 12 also shows sequential data
Pransforming procedure of the data transformation
--apparatus'configured as "a".
In the figure, only representative elements are
indicated by reference numerals: external sub-
10 transformation units 421 and 422, XOR circuits 441 and
- 442 of the extefnal sub-transformation units, internal
sub~-transformation units 521, 522 and 523, and internal
nonlinear transformers 531 - 536 inside of the first and
the second internal sub-transformation units. The other
16 elements are not indicated by the reference numerals.

In the following, an operation of the data
transformation apparatus configured as described above
will be explained.

In the first cycle, A input data 101 and B input
20 data 102 are input and processed as shown as "b" of Fig.
12. It takes time to process data in the internal
nonlinear transformers 531 and 532 of the external sub-
transformation unit 421. Namely, in the first cycle, the
data is processed in the internal nonlinear transformers

25 531 and 532 and A input data and B input data are



t he above external nonlinear transformer 231. An internal division unit 351
divides A input data 101 into two pieces of data, A input data 301 and A2
i nput data 25 302. 303 - 308 denote internal internediate data and
311 30 - 313 denote divided key paraneters of the key paraneter 111. An
internal unite unit 352 unites the internal internediate data 303 and t he

i nternal internediate data 304. 321 and 322 show i nternal
sub-transformation units, 5 331 - 333 show internal nonlinear
transforners, and 341 - 343 show internal 3XOR circuits. A key paraneter
supply unit 158 di vides the key parameter 111. For exanple, in the

al gorit hm shovransiEitFeds aswshewnhdyi ther kel dndihendar "ol ansf Biger $2331,
332 and 333 10 having differential probability "p" are used, the
differential probabil iliy the nextecyedral thentrkaai st funs erneroggssedcones
| ess than p[err]. Accordlngly the differential probability of the

al gorit hm whi s ishowndda fs'e ofh & ahidde sfligsekes thweekpepmakess

sub-transformation 15 units 221 becones |less than (p[err])[err] =
p[err]. data in the internal nonlinear transformer 533 of the
5 external sub-transformation unit 421 and the internal

nonlinear transformer 534 of the second external sub-
-transformation unit 422. The bold broken line shows data
transmission of the A input side.
In the next cycle, the data is further processed
10 as shown in "d" of Fig. 12. It takes time to process
data in the other intermnal nonlinear transformers 535 and
536 of the second external sub-transformation unit 422.
The operations of the whole data transformation procedure
is completed by these three cycles. In the conventional
15 ' system, data is transformed sequentially, that is, the
nonlinear transformation of each stage is started after
the nonlinear transformation of the previous stage has
been finished. In the conventional example, the
conventional data transformation procedure requires six
20 cycles. The data transformation apparatus of this
embodiment completes the data transformation by three
cycles, which means a high speed operation can be
realized.
In the above embodiment, the nonlinear

25 transformer shown in Embodiment 1 is used inside of the



Fig. 7 shows a whole configuration of the sub-
four stages of the external

6. are connected and each of the external sub-transformation 20
units includes the nonlinear transforners shown as "b" of Fig. 6 having
three stages of the internal sub- transformation units. In the figure,
representative elenents are indicated by reference nunerals: the exter

sub- 25

transformati on units 221 - 224, the external nonli near

31 transformers 231 - 234, the XOR circuii% 141 - 144 of the external
sub-transformation unit, the internpal sub- transformation units 321 -
sokHitseas tPrRASLieRNBRit 3havingss %?S¥h%°$f+%?r%%H°%he Teond 5
external nonlinear transforners 231 and 232. _Figs, 8 - 10 show sequent
data transf or Bond ipeaee§uPBSEPTRAE EB?Hnt%%ngmg?ﬂ%¥?%ﬁ ApPRF BYsAEINT i gur ed
as shown in Fig. 7. In the follow ng, an operation of the external

t he i nternal

10

15

20

25

used for a nest conflguratlon in the same way, which
attains the same effect.
Embodiment 5.

Another data transformation apparatus, where a

nonlinear transformer, being a basic element of the

configuration of the present invention, is applied to a
nonlinear transformer inside of the conventional sub-
transformation unit.

Fig. 13 shows a configuration of this data
transformation apparatus and the nonlinear transformer
inside of the sub-transformation unit.

In Fig. 13, "a" shows a genefal configuration,
621 - 624 denote external sub-transformation units, 631 -
634 denote external nonlinear transformers inside of the
external sub-transformation units, and 641 - 644 and 741
- 744 denote XOR circuits. 601, 602, 701, 702 denote Al,
B1l, A2, B2 input data, respectively. 603, 604, 703, 704
denote output data after transformation. 605 - 608, 705
- 708 denote intermediate data. In Fig. 13, "b" shows a
detailed configuration of the external nonlinear
transformer 631. 651, 751 are data after nonlinear
transformation, 775 - 778 denote internal intermediate

data, and 711 - 713 denote divided key parameters of the

transformation unit where
sub-transformation units shown as "a" of Fig.

only
nal

323,

i al



n—— -

10 nonlinear transformer 231 will be explained referring to Fig. 6.
The internal division unit 351 divides A input data 101 received at the
external sub-transformation unit 221 by an arbitrary nunber of digits into
two pieces of 15 data, Al input data 301 and A2 input data 302.

The key paraneter supply unit 158 divides the key paraneter 111 by an
arbitrary nunber of digits into "n" nunber of divided key paraneters. The
key parameter supply unit 158 supplies the divided key paraneters as the
first 20 di vi ded key paraneter 3B©®to the n-th divided key
paranmeter 313. In the first internal sub-transformation unit 321, an

i nt ernal nonl kegaparemateor frdli on72 Al 7ihpienelke ainogrnaheswbvi ded data of
A input data 101, is performed using the first divided key paraneter 311.
The 25 trenafetoafédndunatss KERed W3 hdemet\2intgrna barenBireaind

32 the XORed result is output as the first A2 internal internedi ate data
306. The A2 i npansdetrmeirs, oanguf 6hs—the3 fdenetAl XORteinelitst er nedi ate data

305 wi t hout any
The data transformation apparatus of Fig. 13

5 inputs four arbitrary pieces of data, Al input data, A2
input data, Bl input data, and B2 input data. 1In each
sub-transformation process, a nonlinear transformation
and an XOR operation are performed each of between Al
input data and Bl input data, and between A2 input data

10 and B2 input data. Transformed result is output as Bl
intermediate data and B2 intermediate data. Bl input
data and B2 input data become Al intermediate data and A2
intermediate data without any transformation.

An operation of the above data transformation

15 apparatus is the same way as the data transformation
apparatuses of Embodiments 3 and 4, which is described
above in detail, and is not explained here. The data
transformation apparatus of this embodiment improves an
operating speed of the apparatus.

20 Embodiment 6.

In this embodiment, the first sub-transformation
unit 121 and the second sub-transformation unit 122 are
paired as a basic operation unit. The data
transformation process in Embodiment 1, which was

25 performed by the plural first sub-transformation units



transformation. 5 The first Al internal internediate data
305 of the first internal sub-transformation unit 321 is input to the
second internal sub-transformation unit 322 as Al input. An internal
nonlinear transformation of the first Al internal internmediate data 305 is
performed using the 10 second di vided key paraneter 312. The
transforned data is XORed with the A2 input data, that is, the first A2
internal internmediate data 306. The XORed result is output as the second A2
internal internediate data 308 and the fi4&t A2 internal internedi ate data
306 is output 15 as the second Al internal internmediate data 307

wi t hout any tAZ@Asksdmiheorlurhé apecrdf frkttranefernatieon wrbbsfb24mti on
unit and the above second internal sub- transformation unit are alternately
connect ed up @3 teshasedyesonnectader hal Pehfernedi by erepeat 303 dnel the A2 20
internal internediate data 304 of the |last stage are united by the internal
unite unit 352pamatibe odsthe rbovet basiasoparatianstotbat i Bamekgul ong09.
An operation of the data transformation apparatus of Fig. 7 configured as
descri bed abow@ematiope uaipl dsneanfisgured by hkeefhustesub-

5 transformation unit 121 and the second sub-transformation
unit 122, the operations of which can be performed
‘repeatedly. At the end of the operation performed by
this operation unit, the output from the second sub-
transformation unit is stored and is supplied as the next

10 input data to the first sub-transformation unit. The
operation of the operation unit can be thus repeated,
which reduces the scale of the hardware.

Fig. 14 is a block diagram showing the above
configuration. In the figure, 121 and 122 show the.first

15 and the second sub-transformation units, respectively.
111 and 112 show the first and the second key parameters.
The nonlinear transformers 131 and 132, XOR circuits 141
and 142 are the same as ones of Fig. 1 of Embodiment 1.
153 denotes a control unit, 154 denotes a repeating unit,

20 156a and 156b are data selecting units, 157a and 157b are
data holding units, and 158 denotes a key parameter
supply unit.

The following is an operation of the above data
transformation apparatus.

25 Arbitrary A input data 101 and B input data 102



33 In the first cycle, both A input data 101 and B input data 102 are input
and processed as shown in Fig. 8. It takes tinme to performa nonlinear
transformation, so that nost of tine period required by the first cycle 5

I s consunmed by the operations of the internal nonlinear transforners 331,
332 of the external sub-transformation unit 221 and the internal nonlinear
transforners 334, 335 of the external sub-transformation unit 222. Nanely,
data is supplied inside of the data transformation 10 apparatus in
the first cycle as shown by the bold Iinediln Fig. 8 and the operations are
performed in the internal nonlinear transfornmers 331, 332, 334 and 335. In
the next cycl eare hinpipertr i BreshaforiremsforaRGaen Mofditg 123, viianel v,
most of time period of the 15 . second cycle is consunmed by the

i nternal nonl i Heardatanse R @eingamidis (v« | lo@ber ndlexdub A r ansf or mat i on
unit 221, the internal nonlinear transfornmer 336 of the second external
sub-t ransf or neiRbermediabedathel Qhtarhd indmnneskate gedeork®® a3%7 of the

third external sub- 20 transformation unit 223, and the internal
nonl i near input to the second sub-transformation unit 122. The
5 operation of the first and the second sub-transformation

units are the same as ones of Embodiment 1. The key
-parameter supply unit 158 supplies parameters, being
suitable to each of the first and the second sub-
transformation units, to the nonlinear transformers of
10 the first and the second sub-transformation units for
repeating process, which will be explained below. A
intermediate data 107 and B intermediate data 108 output
from the second sub~transformation unit 122 are input to
the data holding units 157a and 157b. The data are then
15 transmitted to the data selecting units 156a and 156b
through the repeating unit 154, and thus input to the
first sub-transformation unit 121 as A input data and B
input data. Then, the above process is repeated to
finally output A output data 103 and B input data 104.
20 The data transformation apparatus of this
embodiment can transform data at a high speed as well as
Embodiment 1. The number of the sub-transformation units
is decreased, which reduces the scale of the apparatus.
In the above embodiment, a set of one stage of

25 the first sub-transformation unit 121 and one stage of



transfornmer 391 of the fourth external sub-transformation unit 224. In the
figure, the bold broken |line shows transm ssion of the data of the A input
side. In the next cycle, the operations are performed 25 as shown
in Fig. 10. Nanmely, nost of tine period of this cycle is consuned by
the other internal nonlinear transforner 338, 339 and 392, 393 of the third
and the fourth external sub-transformation units 223 and 224. The
operations of the whole data transformation procedure is conpleted by these
three cycles. In the conventional system “%ata is transforned sequentially,
that is, the nonlinear transformation of, each stage is started after the
nonl i near trankherFREPBA SHLTHEADF ARSI dﬂb’-%a@zoe‘% C#q NGEES 19 this
conventional data transformtion, case, the conventi_onal g ta transformtion
procedure requPResC19PeLRFERD Wil §PT (FRPSERPY 1 an'dt n "Pppartits of
thi s enbodi nent can _process data about four tines as, high speed as the
conventional d&€h Pﬁaﬁg?ofhﬁfFo%uéﬁﬁﬁﬁ%ﬁ{hmeFqumPQﬁﬁeéhq ot %n

apparatus of this
PP sub-transformation unit is connected necessary number of

5 times and may be defined as an operation unit for
;epeating.

In a configuration of Fig. 14, a set of the first
sub-transformation unit and the second sub-transformation
unit is defined as a unit for connecting in a cascade.

10 The data transformation apparatus thus always includes an
even number of sub-transformation units. Thus, proper
transformation can be done even if A input data and B
input data have different numbers of digits of the data.
For example, A input data having 7 digits and B input

15 data having 9 digits are used. The key parameter supply
unit 158 supplies the key parameter 111 for 7 digits data
to the nonlinear transformer 131 and the key parameter
supply unit 158 supplies the key parameter 112 for 9
digits data to the nonlinear transformer 132. The A

20 input data 101 of 7 digits is nonlinearly transformed at
the nonlinear transformer 131 using the key parameter 111
for 7 digits into B intermediate data 106 of 7 digits and
thus is output as A intermediate data 107. This A
intermediate data 107 is transmitted through the data

25 holding unit 157a and the data selecting unit 156a, and



enbodi nent, a nonlinear transforner of Enbodinent 1 is used for the
nonlinear transformer 331 - 393, having a nest configuration in the
sub-transformation units. A nonlinear transforner of Enbodinment 2, which is
al so configured as a nest, can be used as well. The same effect can be
obt ai ned as the above nonlinear transfornmer of Enbodi ment 1. Enbodi nent 4
In this enbodinent, a small-sized nonlinear transfornmer is applied to the
nonlinear transformer in 35 the conventional sub-transformation unit.
Fig. 11 shows the sub-transformation ufit and the detail ed configuration of

A e Gt R AT ER U i AR SRS S
Ceot s " B 7 it GBS S oL et e
the externakhgoglkggg{ éé?gsﬁgéﬂﬁg %qgigits is always transformed
using the key parameter 111 for 7 digits. If there are
5 an odd number of the sub-transformation units in the
nonlinear transformer 131, data of 7 digits and data of 9
digits are nonlinearly transformed alternately.
An odd number of the sub-transformation units can
be connected in a cascade if the key parameter supply
10 unit 158 can alternately supply the key parameter for 7
digits data and the key parameter for 9 digits data (this
case is not shown in the figure).
Embodiment 7.
In this embodiment, the process performed by the
15 data transformation apparatus of Embodiment 2, which is
configured by plural first sub-transformation units 161
and plural second sub-transformation units 162
alternately connected, is now performed by repeating
operatidn of the basic operation unit.of one first sub-
20 transformation unit and one second sub-transformation
unit. Namely, a feedback loop is formed as described in
Embodiment 6, so that A intermediate data and B
intermediate data is returned to the data selecting unit
of the inputting side to be processed again. Thus, the

25 circuit scale can be reduced.
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unit, respectively. 111, 112 show the first and the
second key parameter, respectively.' The nonlinear

transformers 132 - 133, XOR circuits 141 - 142 are the

same as ones in Fig. 3 of Embodiment 2. The control unit

153, the repeating unit 154, the data selecting units
156a, 156b, the data holding units 157a, 157b, and the
key parameter supply unit 158 are the same as ones in
Embodiment 6.

The following will be an operation of the data
transformation apparatus configured as described above.

Arbitrary A input data 101 and B input data 102
are input to the first sub-transformation unit 125 via
the data selecting units 156a, 156b. Next, A
intermediate data 105 and B intermediate data 106 are

input to the second sub-transformation unit 126. The

operations of the first and the second sub-transformation

units are the same as in Embodiment 2. The key
parameter, which is to be supplied to the first and the
second sub—transformation units corresponding to the
repeating process described below, is supplied to the
nonlinear transformers of the first and the second sub-

transformation units by the key parameter supply unit



the nonlinear transformer of each external sub- 5 transformation
unit. Fig. 12 also shows sequential data transform ng procedure of the

data transformati on apparatus configured as "a". In the figure, only
representative elenents are indicated by reference nuneral s: external sub-
10 transformation units 421 and 422, XOR circuits 441 and 442 of

the external sub-transformation units, internal sub-transformation units
521, 522 and 523, and internal nonlinear transformers 531 - 536 inside of
the first and the second internal sub-trd¥sformation units. The other 15
el enents are not indicated by the reference nunerals. In the follow ng, an
operation of 1h2.dabaintermediate i drtapbat angd kdifteqmasiate dada i
above will be explained. In the first cycle, A input data 101 and B i nput
20 datutpel fremi Bpet seeengrydestransiomavirrasiniy 1#6 Exg 12, It
takes tine to process data in the internal nonlinear transforners 531 and
532 of the extvepamithed thueughrihe i dxtadelding ugdg 57 ay tIHE/Y. r st
cycle, the data is processed in the internal nonlinear transforners 25
531 and 532 aﬁheAdagpuﬁeaa@*élmdulslwplﬁﬁc*dratla'i%h ©f the repeating unit

5 154 to be input to the first sub-transformation unit 125
as A input data and B input data, respectively. After
-the_above repeating process, A output data 103 and B
output data 104 is finally output. |

The data transformation can be performed at a

10 high speed by the above configuration because of the same
reason as Embodiment 2, further, the number of sub-
transformation units can be decreased, and the circuit
scale can be reduced.

In the above explanation of the operation, one

15 stage of the first sub-transformation unit 125 and one
stage of the second sub-transformation unit 126 are
connected in a cascade to form the operation unit for
repeating. In another way, the first sub-transformation
unit 125 and the second sub-transformation unit 126 are

20 paired and a necessary number of stages are connected in
a cascade to form the operation unit for repeating, which
is the same as in Embodiment 6. For another example,
though a detailed configuration of which is not shown in
the figure and an operation of which is not specified

25 here, an even number of stages of the external sub-



37 transmtted as shown by the bold line in "b" of Fig. 12. In the next
cycle, the data is further processed as shown in "c" of Fig. 12. It takes
time to process data in the internal nonlinear transformer 533 of the 5
external sub-transformation unit 421 and the internal nonlinear transfornmner
534 of the second external sub- transformation unit 422. The bol d broken

| ine shows data transm ssion of the A input side. In the next cycle, the

data is further processed 10 as shown in "d" of Fig. 12. It takes
time to process data in the other |nternél nonl i near transfornmers 535 and
536 of the second ternal sub- trggif f.ion u |t 422. Thg 0 eritlo s of
the whol e datlar3n WﬂqﬁﬁQ(ﬂP eFEd by 2h&8e FER égegycles.
In the conventional 15 system data i.S transf rned uentially,
that is, the PontiheReTFLERT I i R G AGe vied Is 85 ?‘B‘g EH“@P % he

Qgﬂbéﬂfﬁén;{aéiéﬁh”?'°rﬂet°%o%3e@$£q®a?”r§£ o %&%%‘eﬁ}sﬁr“ agb
requires six é%gnsformatlgg unlts-ggi(% ‘%éé?gﬁﬂgﬁ“ﬂ?fﬂgﬁta@%%&%&”S of this

5 the operation speed. Further, in this case, when the
qperation unit for repeating consists of an even number
bf external sub-transformation units, a high speed
operation can be performed as can be understood by the
explanation of Embodiment 4.

10 The data selecting unit and the data holding unit
of Embodiment 6 or 7 are provided as a pair to form a
feedback loop. Though a detailed configuration is not
shown in the figure and an operation is not specified
here, this feedback loop can be applied to the internal

15 sub-transformation units of Embodiments 3 - 5. Namely,
an internal data selecting unit is provided inside of or
after the internal division units 351 or 551 of the
external nonlinear transformer shown in Figs. 6 and 11
for selecting input data. An internal data holding unit

20 is provided inside of or before the internal unite units
352 or 552, The feedback loop can be thus formed
including these internal data selecting unit and the
internal data holding unit. In another way, the data
selecting unit can be provided before the external

25 nonlinear transformer of Fig. 13 for selecting input



enbodi nent conpletes the data transformation by three cycles, which neans a
hi gh speed operation can be realized. In the above enbodi nent, the
nonl i near 25 transfornmer shown in Enbodinment 1 is used inside of
t he 38 sub-transformation unit having a nest configuration. The
nonl i near transfornmer shown in Enbodi nent 2 can be al so used for a nest
configuration in the sane way, which attains the sane effect. 5
Enbodi mrent 5. Anot her data transfornation apparatus, where a nonli near
transforner, being a basic el enent of thed4@onfiguration of the present
invention, is applied to a nonlinear transfornmer inside of the conventional
sub- 10 data ansthe rdatticomaldling Engt ranshewprevidedi gditeri Sheof this
data transformation apparatus and the nonlinear transfornmer inside of the
sub-t r ansf or mextgrnad tnonlin@ay, transigrmeyows ThegdeedplackoAPoguist i on,
formed including the data selecting unit and the data
holding unit. 1In this way, the circuit scale of the
5 internal sub-transformation unit can be reduced without
reducing the operation speed.
Embodiment 8
In this embodiment, the process described in
Embodiment 1, which was performed by the plural sub-
10 transformation units 121 - 124, is performed by repeating
the basic operation unit for repeating. In this
explanation of the embodiment, arbitrary A input data 101
and B input data 102 have identical digits of data. When
the numbers of digits of A input data 101 and B input
15 data 102 are identical, the number of sub-transformation
units for repeating does not always have to be an even
number. The arbitrary number of stages, thus, can be
connected to form the feedback loop.
Fig. 16 is a block diagram showing the above
20 configuration. To facilitate the explanation of the
operation, the configuration includes only one stage of
the sub-transformation unit and it forms the feedback
loop in Fig. 16.

In the figqure, 121 denotes the sub-transformation

25 unit. The first key parameter 111, the nonlinear



15 - 621 - 624 denote external sub-transformation units, 631 - 634
denote external nonlinear transforners inside of the external
sub-transformation units, and 641 - 644 and 741 - 744 denote XOR circuits.
601, 602, 701, 702 denote Al, Bl, A2, B2 input data, respectively. 603,
604, 703, 704 20 denote output data after transformation. 605 -
608, 705 - 708 denote internediate data. In Fig. 13, "b" shows a detailed
configuration of the external nonlinear transformer 631. 651, 751 are data
after nonlinear transformation, 775 - 77&8&enote internal internediate 25
data, and 711 - 713 denote divi ded key paraneters of the 39 key

par anet er 111trapsformen H3hotehe @R ralrait k4bnsthe megReating twnity31 -
733 denote internal nonlinear_ transforners, and 761 - 763 denote XOR
circuits. Thelf4tathrafdafarpaleehingprbiusi vfariypol3 the data jpputs

f our arbitraré Eieces of data, Al input data, A2 input data, Bl input data,
and B2 input Batdingnueits $d¥atrhndhorad i B prox daarane el $wHaRky

transformation and an XOR operation are performed each of between Al
unit 158 are the same element as ones in the other

5 embodiments.
) The following is an operation of the data
transformation apparatus configured above.

Arbitrary A input data 101 and B input data 102
are input to the sub-transformation unit 121 via the data

10 selecting units 156a, 156b. The operation of the sub-
transformation unit 121 is the same as Embodiment 1. The
key paraméter is supplied to the noniinear transformer of
the sub-transformation unit by the key parameter supply
unit 158 corresponding to the repeating process described

15 below. A intermediate data 105 and B intermediate data
106, output from the sub-transformation unit 121, are
input to the sub-transformation unit 121 as A input data
and B input data, respectively, by the repeating unit
154. Hereafter, the above process is repeated to finally

20 output A output data 103 and B output data 104.

By the above configuration, the number of
nonlinear transformers can be.decreased and the scale of
the apparatus also can be reduced.

In the above explanation of the embodiment, the

25 operation unit for repeating includes only one stage of



I nput data and Bl input data, and between A2 input data 10 and B2
I nput data. Transforned result is output as Bl internedi ate data and B2

i ntermedi ate data. Bl input data and B2 input data becone Al internediate
data and A2 internediate data w thout any transformati on. An operation of
t he above data transformation 15 apparatus is the sane way as the
data transformati on apparatuses of Enbodinents 3 and 4, which is described
above in detail, and is not explained here. The data transformation
apparatus of this enbodi nent inproves an éerating speed of the apparatus.
20 Enbodi nent 6. In this enbodinent, the first sub-transformation
unit 121 and tithe sadortgansformatdrsr vaitoh2dni t It22sapespabledthatathasic
operation unit. The data transformation process in Enbodi nent 1, which was
25 perdeshadd By uHd dlogr ZepriptdndsiBelpdast Biunatoatagessof 40 121
and the plural second sub-transformation units 122 alternately connected,

i s perforned Byhe epdatinapafipgmation units connected in a cascade. The

operation speed cannot be decreased and the scale of the

5 apparatus can be reduced.

_ In another way, the sub-transformation unit can
—be replaced by the sub-transformation unit of the data
transforﬁation apparatus specified in Embodiment 2.

Further, this embodiment can be applied to the

10 internal sub-transformation unit of Embodiments 3 - 5 as
well as Embodiments 6 and 7, though a detailed
configuration of this case is not shown in the figure and
an operation is not specified here.

Embodiment 9.

15 In the present embodiment, a small-sized
nonlinear transformer is applied to a nonlinear
transformer of a conventional sub-transformation unit.

Fig. 17 shows a configuration of a data
transformation apparatus of the present embodiment.

20 Fig. 18 is a block diagram showing a |
configuration of an external nonlinear transformer 831
{and 832 - 838) shown in Fig. 17.

Fig. 19 is a block diagram showing a
configuration of an internal nonlinear transformer 931

25 _ (and 932, 933) shown in Fig. 18.



operation of the above basic operation unit. Nanely, one operation unit is
configured by the first sub- 5 transformation unit 121 and the
second sub-transformation unit 122, the operations of which can be
performed repeatedly. At the end of the operation perfornmed by this
operation unit, the output fromthe second sub- transformation unit is
stored and is supplied as the next 10 input data to the first
sub-transformation unit. The operation of the operation unit can be thus
repeat ed, which reduces the scale of the Bfrdware. Fig. 14 is a block

di agram showi ng the above configuration. In the figure, 121 and 122 show
the first 15 & EhHes et ddndopsalmes §hits theeksdct i vel y.
111 and 112 show the first and the second key paraneters. The nonli near
Uransf or mer s DA aMetaB 281 KRR UKt 3 T426aRd 842t hPe 1 EREtEaRE ABCoReY of
Fig. 1 of Enbodinment 1. 153 denotes a control unit, 154 denotes a repeating
unit, 20 parametennfliszeh e kit PaEnaidmh@lif tts theskeYand 157b are
data holding units, and 158 denotes a key paranmeter supply unit. The
following is aprbpEeEeT oflbF ihedativies dathe thanttrofattibeh Xfparat us. 25

Arbitrary A input data 101 and B input data 102
5 parameter 811d + the key parameter 8lle + the key

parameter 811f is 32 bits, and the length of the key
-parameter 811g + the key parameter 811h + the key
parameter 811i is 32 bits. The key parameter 8lla has 16
bits, the key parameter 811lb has 7 bits, and the key

10 parameter 8llc has 9 bits.

Figs. 20 and 21 are substitution tables S7 and S9
in case that the nonlinear transformers 951, 952a, and
952b shown in Fig. 19 are realized by a ROM (Read Only
Memory) or a RAM (Random Access Memory). For example, in

15 the substitution table S§7, when data X = 0 is input, data
Y = 85 is output. When data X = 1 is input, data Y = 95
is output. Further, when X = 128 is input, Y = 42 is
output. In case of the substitution table S9, the
operation is the same as S7. When data X = 0, 1,

20 511 is input, Y = 341, 310, ..., 170 is output.

The above substitution table S7 is configured as
described below.

When the root is assumed to be "a" for seven-
degree irreducible polynomial

25 X'+ x5+ xP+x2+1 =0,



41 are input to the first sub-transformation unit 121 via the data
selecting units 156a and 156b. Next, A internediate data 105 and B
internedi ate data 106 are input to the second sub-transformation unit 122.
The 5 operation of the first and the second sub-transformation
units are the sane as ones of Enbodinment 1. The key paraneter supply unit
158 supplies paraneters, being suitable to each of the first and the second
sub- transformation units, to the nonlinear transformers of 10 t he
first and the second sub-transformation umits for repeating process, which
w || be explained below. A internediate data 107 and B internedi ate data
108 out put fr @mdt Rapsscbagisubst papyrednbeiba ankernad kagisnput to the
data holding units 157a and 157b. The data are then 15 transmtted
to the data sel ectingltni 88, 1%6a Bndxs68°hio8tigh t he repeating unit 154,
and thus input to the first sub-transformation unit 121 as A input data and
B i nput data. andeputpid Rbsie psoassympd tepeat ednevmalnagsisout put A
out put data 103 and B iqput data 104.

{CX3, 0(4, 0(2, (x64l 0(16’ o, 0{8}.

5 X' is expressed by "input X", which is the element of GF
(Galois Field) (27), according to the above basis. XY is
_XORed (exclusive ORed) with 55h (hexadecimal number) and
output. The above input and output are shown in the
table of Fig. 20 by decimal number. In this table, the
10 left side of the input/output data shows LSB (least
significant bit).
Also, the above substitution table S9 is
configured by the following.
When the root is assumed to be "o" for nine-
15 degree irreducible polynomial
X+ P+ X"+ P+ x+x2+1 =0,
and input basis is assumed to be a normal basis
{Ol, 0(2’ 0(4’ 0(8’ 0(16’ 0(32, 0(64, 0‘128, uZSG}
and output basis is assumed to be a normal basis
20 (a4, o, o, 0(8, o256, 0!2, 0(129, o2, ot}.
X® is expressed by "input X", which is the element of GF
(Galois Field) (2%, according to the above basis. X® is
X0ORed (exclusive ORed) with 155h (hexadecimal number) and
output. The above input and output are shown in the

25 table of Fig. 21 by decimal number. In this table, the



20. The data transformati on apparatus of this enbodi nent
can transformdata at a high speed as well as Enbodi nent 1. The nunber of
the sub-transformation units is decreased, which reduces the scale of the
apparatus. In the above enbodi nent, a set of one stage of 25 t he
first sub-transformation unit 121 and one stage of 42 the second
sub-transformation unit 122 is defined as a basic operation unit for
repeating. In another way, one set of the first sub-transformation unit and
t he second sub-transformation unit is com¥cted necessary number of 5

times and may_be defined_as an operation unit for repeating. In a

confi gurationleftrpgderaf Ehge%nﬁﬁtfaEFE?Wé@agﬂﬂ§§9¥giﬁ§ﬁ &t unit and

t he second sub-transformation unit is defined as a unit for connecting in a
cascade. 10 signifigpatyBif)transfornation apparatus thus always incl udes

an even nunber of sub-transformatjon units. Thus, praoper transformation can
be done even if A inplkRedatiobhdfBldpt RRZLIRREUIRY SFemfonuhbdtSs of

digits of the data. | _ '
' polynomial basis, or normal basis.

5 Typically, vector is represented using polynomial
basis. For example, when a primitive element of GF(2") is
-assumed to be "o", an arbitrary element of GF(2") is
represented by vector using polynomial basis {1, o, o?,

., O™,

10 It is an advantage of the polynomial basis that
addition of elements on GF(2") is performed by addition
(XOR operation) by each bit. Namely, when this operation
is performed by hardware, "m" number of XOR circuits of 2
inputs can be applied. 1In case of representation by

15 vector using polynomial basis, however, it is difficult
to perform multiplication by hardware compared with
addition. It is generally implimented by a ROM to
perform multiplication.

For another typical basis, normal basis is used

20 for representing vector. The normal basis is a set
consisting of a root "o" of m-degree primitive polynomial
and its conjugate elements, and is described as
{ o uz, u4, ...azl-z, az'-l }.

It is very easy to perform a square operation

25 using a normal basis, which is the most advantageous



For exanple, A input data having 7 digits and B input 15~ “data
having 9 digits are used. The key paraneter supply unit gﬁggéammamkesk@h@d

key parameter 111 for 7 digits data to the nonlinear trans
t he key paranmeter supply unit 158 supplies the key paranet%“mmﬁ“l
digits data to the nonlinear transformer 132. The A 20 u ata
101 of 7 digits is nonlinearly transforned at the nonlinear transfornmer 131
using the key paraneter 111 for 7 digits into B internediate data 106 of 7
digits and thus is output as A internedi at® data 107. This A internediate
data 107 is transmtted through the qgta,ZS hol dj ng unit, 157 and
the data sel ePPLRY Gfi PSiBEa2 BAHMal RBaSiRconReh FhREPHR X BFEHTTHh this

way, there should _be an even nunper, of, the sub-transfo i,on its so that
PR’ A mput 08EaCRATTngiS SHUAELY o i Pe R oHRE b BRe 4 O 1Bkoy
parameter 111 for 7 di | f &here are nunber. of the

sub-transfornﬁ?FGﬁruﬁ?ggg;ﬁnFﬁE ﬂBn?FnE%?5??%%§¥?E¥é§&éﬁggt(ﬁﬂeFQﬁ 7 digits
and data of 9 digits arg.ae0y! "eeh! ¥alla0E AL IeG, 8L S E Yoperation

5 being performed by hardware, it is realized only by re-
gpnnecting the lines of the bits. The above advantage of

-}epresenting vector by normal basis enables to perform X"
circuit for an arbitrary element X by smaller scale of
hardware than a case of representing vector by normal

10 basis. An inverse element (X™!) circuit can be also
assumed to be X" circuit. .Namely, an inverse element X!
of an arbitrary element X on GF(2") equals X2, and it
can be processed in X" circuit by treating as n = 2® - 2.
For an example of the above hardware, the case of the 6th

156 less significant bit (out 5) is shown in Fig. 22 when it
is implemented by a logical circuit assuming that 7 input
bits of the above substitution table S7 are {in 0, in 1,
in 2, in 3, in 4, in 5, in 6} and that 7 output bits are
{fout 0, out 1, out 2, out 3, out 4, out 5, out 6}.

20 The operation of the data transformation
apparatus configured és shown in Figs. 17 - 19 can be
clearly understood by the description of the former
embodiments, therefore, the operation is not explained
here in detail.

25 Embodiment 10.

i THIS SHELET HMAS BEIN
i LEPLACED




An .odd nunber of the sub-transformation units can be connected in a cascade
I f the key paraneter supply 10 unit 158 can alternately supply the
key parameter for 7 digits data and the key paraneter for 9 digits data
(this case is not shown in the figure). Embodinent 7. In this enbodinent,
the process perforned by the 15 data transformation apparatus of
Enbodi nent 2, which is configured by plural first sub-transformation units
161 and plural second sub-transformation units 162 alternately connected,
is now perforned by repeating operation of54 he basic operation unit of one
first sub- 20 transformation unit and one second sub-transformation
unit. Namely, a feedbabk FRRPresen; mudpossimeader iabeidtion tEebsdormatt i®n so
that A internediate data and B internediate data is returned to the data
sel ecting uni t 2BPAFRELF niphit t i PRy fR2IneEde Pruidessidd sagdin ofThilsich He 25

circuit scale can be_ reduced. 44 Fig. 15 is a block di agram show ng the
above little increased and which generates stronger cipher.

Fig. 23 shows a configuration of the data
5 transformation apparatus of the present embodiment.
) The apparatus of the embodiment further includes
—data transformers FL1 - FL10 in the data transformation
apparatus of Embodiment 9.
Fig. 24 shows a detailed configuration of the
10 data transformer FL1 971 (- FL10 980).
Each of data transformers FL1 - FL10 includes an
AND circuit 97la, an OR circuit 971b and XOR circuits
971c, 971d. A key parameter KL1 has 32 bits, which is
divided into key parameters KLla and KL1lb by a key
15 parameter supply unit (this is not illustrated). For
example, the key parameter KLl is divided into the key
parameter KLla of 16 bits and the key parameter KL1lb of
16 bits. 1In the figure, each of the AND circuit 971a and
the OR circuit 971b can be either of AND circuit or OR
20 circuit. Both can be OR circuits.
The following is an operation of the above data
transformation apparatus.
The data transformer 971 includes two XOR
circuits 971c, 971d and the first and the second logical

25 circuits, both of which are two AND circuits, two OR



configuration. In the figure, 125, 126 show the first sub-transfornmation
unit and the second sub-transformation unit, respectively. 111, 112 show
the first and the 5 second key paraneter, respectively. The
nonlinear transformers 132 - 133, XOR circuits 141 - 142 are the sane as
ones in Fig. 3 of Enbodinent 2. The control wunit 153, the repeating unit
154, the data selecting units 156a, 156b, the data holding units 157a,

157b, and the 10 key parameter supply unit 158 are the sane as ones
in Embodi ment 6. The following will be arPYperation of the data
transformation_apparatus configured as, descri bed above. Afbitfg}gg@ I nput

data 101 and BIFRpuESda®h ABR amd OR circupts e drtand13

sub-transformation unit 125.vja the data selecti units, 156a, .156b. Next,
A i nternedi at 8’ datd BRBSVIAGC BP ng i OF é”{l]%é‘earp‘e Rtk stldfet he second
sub-transfornmation unit 126. The operations of the first and the second
sub-t ransf or n@F{#Rd2B input Sl%%i?g Hhe sk PRt . The
key parameter, which is , to be supplied to the first .and, the second
“sub-transformation urftt3PRF 3R nL‘?lﬁgB tjdlﬂ“}r}"e atih G PSR P& r i bed

below, is suppljed to the nonline ransfornmers of the fjirst and the
secdnd sub- pgrbgtrary number of {g{ts into two pieces of ata, AA

data and AB data. The key parameter is divided into A
-transformation key parameter 98la and B transformation
key parameter 981lb, each of which corresponds to the
divided piece of data. A first AND/OR operation of the

10 AA data and A transformation key parameter 98la is
performed in the first logical circuit. The XOR circuit
971c XORs the first ANDed/ORed result with the AB data to
output the first XORed result. This first XORed result
is output as output data after transformation of the AB

15 data. The second logical circuit performs AND/OR
operation of the first XORed result and B transformation
key parameter to output the second ANDed/ORed result.
The XOR circuit 971d XORs the second ANDed/ORed result
and the AA data to output the second XORed result. This

20 second XORed result is output as output data after
transformation of AA data. The above output data after
transformation of AA data and the output data after
transformation of AB data aré united to output to the
next stage as A output data (or B output data).

25 The newly provided data transformers FL1 - FL10



25 , transformation units by the key parameter supply unit 45 158.
A internedi ate data 107 and B internedi ate data 108 output fromthe second
sub-transformation unit 126 are transmtted through the data holding units
157a, 157b, the data selecting units 156a, 156b of the repeating unit 5
154 to be input to the first sub-transformation unit 125 as A input data
and B i nput data, respectively. After the above repeating process, A output
data 103 and B output data 104 is finallé out put. The data transfornmation
can be perfornmed at a 10 hi gh sp @d by the above configuratiaon
because of the sane reason as, Enbodi ment er, the nunber of sub-

furt
t ransf or mat | AFant1%e¥G ‘Hécﬁéﬁ}seasoéﬂ:p%(?ft I‘i"g1 YGriesc feeoxdinge to

e L SR AR LAY il GFefbrmenge 1
sub- 1 anef of UL OfL W01 L. 428 PL SHISCLE LD 3 930 sade SO Lo AR on
transformation apparatus to improve its resistance

5 against other cryptanalysises excepting differential
cryptanalysis. The operation of the nonlinear
fransformation has already explained in the former
embodiments, and will not be described here.

The data transformers FL1 - FL10 do not always

10 need to be configured as shown in Fig. 23. For example,

the data transformers FL1, FL3, FL5, FL7, FL9 can be
inserted in one side of A sequence (left side in the
figure) and B sequence (right side in the figure). 1In
another way, the data transformers can be provided in

15 either of the first and the second sub-transformation
units of the pair in one side or both sides of A sequence
or/and B sequence.
Enbodiment 11.

In embodiments 9 and 10, the nonlinear

20 transformers, being a basic element of the data
transformation apparatus of the present invention, are
nested in the nonlinear transformer of the conventional
sub-transformation unit. In the present embodiment,
nonlinear transformers, being a basic element of the data.

25 transformation apparatus of the invention, are nested in



unit 125 and the second sub-transformation unit 126 are 20 paired
and a necessary nunber of stages are connected in a cascade to formthe
operation unit for repeating, which is the sane as in Enbodi nent 6. For
anot her exanpl e, though a detailed configuration of which is not shown in
the figure and an operation of which is not specified 25 here, an
even nunber of stages of the external sub- 46 transformation units of
Enbodi ment 4 or 5 can be replaced by the operation unit for repeating as
wel | as Enbodinent 6 or 7. In this exanpl®, the number of the external sub-

transformation units_can be decreased w t hqut redycing X t he
operation spebld® NeRtiReRr FreR ?Fmﬁﬁuﬁé\ﬁ%§1§4$§ QTR THAR Yt
repeati ng consi sts of an, even nunber_of external sub-transformation units,
2 hi gh speed BELPALF RAELS BLETRRY G it HEHATGISR by ¢ he

expl anati on of Enbodinen% 4. 10 , , The gg%? sel ecting unit and
the data hol dRRB2ERFES 0P ERBRRTRFRNE Ve pr & W I g% 12 form a

f eedback | oop.. Though a detail ed configuratjon, i ot
pthe présent embodfhent £sg% moéigkeé;égta transformation

5 apparatus of Embodiment 10, some elements of which are
Qifferently.arranged in the apparatus. As the operation
-of the data transformation apparatus has been explained
in the former embodiments, it islnot described here in
detail. Each location of the data transformer FL1 - FL10

10 does not always need to be placed as shown in the figure
as well as Embodiment 10. Even with such a different
location, the apparatus can work effectively as well.

Fig. 26 is a table showing each characteristics

of Embodiments 1 - 11.

15 | In rows, Embodiments 1, 2, 4, and 5 are
respectively shown, and in columns, Embodiments 3, 6, 7,
8, 9, 10, and 11, are shown for combining with each of
the above Embodiments 1, 2, 4, and 5. The rows for
Embodiments 1 and 2 respectively show characteristics of

20 their sub-transformation units. 1In Fig. 26, the sub-
transformation unit of Embodiment 1, configured as shown
in Fig. 1, is called type 1 . The sub-transformation
unit of Embodiment 2, configured as shown in Fig. 3, is
called type 2. Embodiment 3 has a nest configuration of

25 the external sub-transformation unit and the internal



shown in the figure and an operation is not specified here, this feedback
1 oop can be applied to the internal 15 sub-transformati on units of
Enmbodi ments 3 - 5. Nanely, an internal data selecting unit is provided
inside of or after the internal division units 351 or 551 of the external
nonlinear transformer shown in Figs. 6 and 11 for selecting input data. An
I nternal data holding unit 20 I's provided inside of or before the
internal unite units 352 or 552. The feedback | oop can be thus forned
including these internal data selecting unit and the internal data hol ding

unit. |n anghBerruRYsobhg: Bk Ausel el g{{)}%ﬁﬁ{k%ﬁ%ﬂ%% g the

external 25 nonl 1 near transforner r selecting I nput
47 data. Theg;datajhgl di 89 YpitoGemn L avd ded. afd &k, the s er. nonl i near
transf orner. e %eeﬁgacg Woop |sq?or&g% |ﬁ%$u I ng 1héh§éta'séﬂgitlng uni t
and the dat §?9£gﬁngsu9hé'eﬁeefﬂéf *th%%fB .fqﬁ“ﬁﬂfiéﬁiﬂrﬁiqi
I nternal sub-transformation unit can be reduced w thout reducing the
operation spged. 1 Fig. 26, number of figure parenthesized by ()
5 indicates which figure the configuration is shown in.
For example, (Fig. 1) indicates the sub-transformation
unit type 1 is shown in Fig. 1. (Fig. 6) indicates
Embodiment 3 is shown in Fig. 6, which includes the
external sub—transformation unit of type 1 and the
10 intefnal sub-transformation unit of type 1. Plural
elements'parenthesized by {} indicates either one of the
plural elements can be chosen optionally. In Embodiment
3, for example, either of the sub-transformation units of
type 1 and type 2 is applicable to the internal sub-
15 transformation unit. It can be clearly understood by the
figure that any characteristics of Embodiments 1, 2, 4,
and 5 can be combined with any characteristics of
Embodiments 3, 6, 7, 8, 10 and 10. The data
transformation apparatus of the present invention can be
20 configured not only by combination of characteristics
shown in Fig. 26, but can be also configured by
combination of these characteristics with other
characteristics, which are not shown in Fig. 26. The
data transformation apparatus can be configured not only

25 by combination of characteristics, but also configured by



Enbodi nent 8 In this enbodi ment, the process described in Enbodi nent 1,

whi ch was perfornmed by the plural sub- 10 transformation units 121
- 124, is perforned by repeating the basic operation unit for repeating. In
this explanation of the enbodi nent, arbitrary A input data 101 and B i nput
data 102 have identical digits of data. Wien the nunbers of digits of A

| nput data 101 and B i nput 15 data 102 are identical, the nunber of
sub-transformation units for repeating does not always have to be an even
nunber. The arbitrary nunber of stages, PAus, can be connected to formthe

f eedback | oop. 16 i,s a hl.ock diagra wi ng,the above 20
conflgurallcn?aChﬁFq%ﬁﬁqq§ ihete ﬁﬁ% g#EB the operation, the

configuration includ ne sta ge of th sub-transforpatio it and it
forms the feedback I§§E ﬁéi%qaln?GS PWStﬁBp EéonlﬁfaHBEHFegg ﬁge

sub-transfor tron uni The first ter 111, the
nonl i near transformatlon apparatus accorélﬁg % %ﬁe present
invention.
5 Fig. 27 illustrates a personal computer or a work

aﬁation, where the data transformation apparatus of the
invention is applied.

The data transformation apparatus 60 includes a
display unit 61, a keyboard 62, a mouse 63, a mouse-pad

10 64, a system unit 65, and a compact disk drive 100.

In the data transformation apparatus of the
invention, for example, data is input from the compact
disk drive 100, data is transmitted to the system unit
65, and is displayed on the display unit 61 as shown in

15 Fig. 27. On the other hand, the data transformation
apparatus outputs the data displayed on the display unit
61 to the compact disk drive 100. The data
transformation apparatus also transforms data and
transmits the information via lines (not illustrated).

20 However, the application of the data transformation
apparatus of the invention is not limited to the personal
computer or the work station shown in Fig. 27. The data
transformation apparatus can be configured in various
ways, for example, a video player can be included instead

25 of the compact disk drive 100 as an inputting device.



transfornmer 131, the XOR circuit 141, the repeating unit 154, the data
selecting units 156a, 156b, the data holding units 157a, 157b, and the key
parameter supply unit 158 are the sane elenent as ones in the other 5
enbodi ments. The following is an operation of the data transfornmation
apparatus configured above. Arbitrary A input data 101 and B i nput data 102
are input to the sub-transformation unit 121 via the data 10

selecting units 156a, 156b. The operation of the sub- transformation unit
121 is the same as Enbodi nent 1. The key9Sarameter is supplied to the
nonl i near transforner of the sub-transformatiaon unit_by the key paraneter
supply unit 158 cRERGOREMP I t97FF éfp?é’anflq%gj-né’r‘ﬁcéfsré’ & | o .
below. A internedi ate data 105 and %}internediate dat.a 106,, oyt put from
the sub-transPaFFefBretintscasied SEhepdd BRakRy Qb S tion unit
121 as A input data and B input data, respectively, by the repeating unit
154. Hereafter, the abdVELPr oclsdiss qagﬁeétréd‘stft?%%qw apparatus olgyt put
A output data 103 and B output data 104. By the above configuration, the
nunber of nonFPRelRVeREHRR of FreFROWEN R H A SRR FHS &I of Bthe

apparatus al sQ can be reduced, _ L L
5 data transformation apparatus can be implemented inside

qf the units such as a printer 66, a scanner 68, or a
”facsimile unit 69 as shown in Fig. 28. For another
example, the data transformation apparatus of the
invention can be implemented as a part of a system board
10 of a television camera, a measuring machine, the
computer, etc. For a further application example, each
of the equipments shown in Fig. 28 is connected via LAN
(Local Area Network) to mutually transmit the encoded
information, which is not illustrated in Fig. 28. The
15 encoded information can be.transmitted/received via WAN

{(Wide Area Network) such as ISDN.

Industrial Applicability
As has been described, in the data transformétion
20 apparatus according to the present invention, the sub-
transformation unit is configured to partially process
input data in parallel, which enables the apparatus to
have small differential probability and to perform a high
- speed data transformation. The data transformation

25 apparatus can be effectively applied to an encryptor for



In the above explanation of the enbodi nent, the 25 operation unit
for repeating includes only one stage of 49 the sub-transformation unit
121. It is possible that the operation unit for repeating includes plural
stages of the sub-transformation units connected in a cascade. The
operation speed cannot be decreased and the scale of the 5

apparatus can be reduced. In another way, the sub-transformation unit can
be replaced by the sub-transfornmation unit of the data transformation

appar at us specified i n Enbodi ment 2. Fur tHer, this enbodi ment can be
applied to the . I nternal sub- transformation.unit .of Embodi ments 3
- pg as wel | a@%nb%%?%‘?ﬁ’sorb RARFSAS NG FPEF Salq edPSaur ation of this
case is not shown ip the figure and an operation is not specified here.
Enbodi ment 9. c%ﬁﬂunlcatlon In the present embodinent, a snaII-S|zed

nonl i near transformer a I|ed to a nonl i near_ transforner of
conventi onal sub- trah@??ﬁ i o Jitg data transformation apparatus of

the invention, feedback loop is provided for repeating
5 the operation of the same elements in the circuit.

Therefore, the apparatus can be applicable to an

dencryptor with a reduced circuit scale and with high

speed performance.



Fig. 17 shows a configuration of a data transformation apparatus of the
present enbodi nent. 20 Fig. 18 is a bl ock diagram show ng
a configuration of an external nonlinear transforner 831 (and 832 - 838)
shown in Fig. 17. Fig. 19 is a block diagram showi ng a configuration of an
I nternal nonlinear transforner 931 25 (and 932, 933) shown in Fig.
18. 50 In this enbodinent, it is assuned that the key paraneter 811 has
32 X 3 =96 bits, the length of the key paranmeter 8lla + the key paraneter
811b + the key parameter 81lc is 32 bits®2the length of the key 5
paraneter 811d + the key paraneter 81lle_ + the key paraneter 811f is 32
bits, and the length of the key paranet®®iBi1g + the key parameter 811h +
the key paraneter 811i is 32 bits., The key paranmeter 8lla has 16 hits, the
key paraneterigllb hat 92%R trangip it ity apparatus £of, THANSHOTELPY has 9

bits. Figs. 20 and 21 are substitution tables S7 and S9
two arbitrary pieces of data of A input data (101) and B

input data (102) comprising:

5 a configuration for perforﬁing a first nonlinear
transformation of the A input data using a first key
_parameter (111), outputting a transformed result,
performing an XOR operation of the transformed result and
B input data to output an XORed result as B intermediate

10 data, and outputting B input data as A intermediate data
without any transformation,

a configuration for operating a second nonlinear
transformation of the A intermediate daté using a second
key parameter, outputting a transformed result,

15 performing an XOR operation of the transformed result and
the B intermediate data to output an XORed result as next
B intermediate data, and outputting the B intermediate
data as A intermediate data without any transformation,
and

20 wherein the above two configurations are
connected in a cascade to output last A intermediate data
and B intermediate data as output data (103 and 104)
after transformation.
2. The data transformation apparatus of claim 1,

25 comprising either one of:

I



in case that the nonlinear transforners 951, 952a, and 952b shown in Fig.
19 are realized by a ROM (Read Only Menory) or a RAM (Random Access
Menory). For exanple, in 15 the substitution table S7, when data X
= 0is input, data Y = 85 is output. Wien data X = 1 is input, data Y = 95
Is output.. Further, when X = 128 is input, Y = 42 is output. In case of
the substitution table S9, the operation is the sane as S7. Wen data X =
0, 1, 20 511 is input, Y = 341, 310, ..., 170 is output. The above
substitution table S7 is configured as desgri bed bel ow. When the root is
assuned to be "a" for seven- degree irreducible polynomal 25 _
x[err] + Xerr] + X era]conDfpmetionl of @, firs§lsabdtrapsfobasitions assumed
to be a normal basis {a, a[err], a[err], af[err], a[err], a[err], aferr]}
and out put basusit s(Ezkuned to srrendauialt laasiferfrafaon] undfrer(ip2)af err],
alerr], alerr],a,aferr]} 5 X[err] is expressed by "input X', which
Is the el enent of GF wherein the first sub-transformation unit
includes a first nonlinear transformer (131) and
5 an XOR circuit (141) located between an input
- side of the first nonlinear transformation and an
input side of the second nonlinear
transformation,
wherein the second sub-transformation
10 unit includes a second nonlinear transformer
(132) and an XOR circuit (142) located between an
input side of the second nonlinear transformation
and an input side of a next first nonlinear
transformation; and
15 a configuration of a first sub-transformation
unit (161) and a second sub-transformation unit (162),
wherein the first sub-transformation unit
includes the XOR circuit (141) and the second
nonlinear transformer (132) located between an
20 output side of the first nonlinear transformation
and an output side of the second nonlinear
transformation, and
wherein the second sub-transformation

unit includes the XOR circuit (142) and a first

25 nonlinear transfopmer (133) located between an

W



(Galois Field) (2[err] , according to the above basis. Xerr] is XCORed
(exclusive ORed) with 55h (hexadeci mal nunber) and output----The--above i nput
and output are shown in the table of Fig. 20 by decimal nunber. In this
table, the 10 left side of the input/output datBisShersasBeE Kb

significant bit). Also, the above substitution table S9
the followi ng. Wien the root is assuned to be "a" for n mluug
degree irreducible polynom al X err] + Xerr] + Xerr] + rr] +

Xerr] + 1 =0, and input basis is assungg#tto be a normal basis {a,

alerr], a[err] aferr],alerr],aferr],a[err],a[err],af[err]} (a, aferr],
a[err], a[err], a[errputhpbreide HErhe sgeqnd Qﬂ%##ﬂea%ﬂenr]} and output
basis is assumed to be a normal basis 20 {a[err],

alerr], a[err] a[err]trapefeimagien rand ARregtruf e¥¥de of &g }n%‘er r] i s
expressed by "input X', which is the element of G- (Galois Field) (2[err]),
according to the abovﬁlbétlaon}QQ#¢¥ P eangfeenqlehen usi ve ORed) with 155h
(hexadeci mal nunber) and output. The above input and output are shown in
the 25 tabl e ofherginotheyfiest nambnimans formation sanih| €12k e

5 161) and the second sub-transformation unit (122 or 162)

are alternately connected necessary number of times from
-a first staée to a last stage, and
wherein the sub-transformation unit of the last
stage, being either of the first sub-transformation unit
10 and the second sub-transformation unit, outputs A
intermediate data and B intermediate data as output data
after transformation.
3. The data transformation apparatus of claim 2,
wherein on the first or the second nonlinear
15 transformation, A input data (101), input to the sub-
transformation unit (221), is divided by an arbitrary
number of digits into Al input data (301) for inputting
to Al input side and A2 input data (302) for inputting to
A2 input side, and the key parameter (111) is divided by
20 an arbitrary number of digits into a first to an n-th
divided key parameters (311 - 313):; and
a first internal sub-transformation unit (321)
for performing an internal nonlinear transformation of Al
input data (301), being a division of the A input data

25 (101), using a first divided key parameter, outputting a

MR s s e
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52 left side of the input/output data shows LSB (least significant bit). .
The Galois Field is represented by vector using polynomal basis, or normal

basis. 5 Typical ly, vector is represent gl ¢sifgs Bl Xpasdaal
basis. For exanple, when a primtive element of GF(2m 1|
"a", an arbitrary elenent of GF(2[err]) is represented quﬂﬁﬂm ﬁHlH

pol ynom al basis {1, a, a[err] a[err]} 10

advant age of the polynom al basis that addition of elenents on G-(2n) is
perfornmed by addition (XOR operation) by &ach bit. Nanely, when this
operation is performed by hardware, "ni' nunber of XOR circuits of 2 inputs
can be appli e§rapgfessedoreseht skt E@TBiNg\an XOR operatian @f (ditg

pol ynom al basis, however, it _is difficult to performmultiplication by
har dwar e conpiradshprmeddapsibh. and tRe RAckrPyy daka i idled by a ROM to
performmul tiplication. For another typical basis, normal basis is used 20
for representPH@PVéé%Bﬂ.anT%@Rﬁérﬁﬁ$uﬁgs@% 3 sthrsktA2oltetnaly of a root

"a" of mdegree primtive polynom al
intermediate data (306), and outputting the A2 input data
5 (302) as a first Al internal intermediate data (305)
without any transformation; and
a second internal sub-transformation unit (322)
for performing an internal nonlinear transformation 6f
the Al intermediate data (305) as Al input data usinq the
10 second divided key parameter (312), outputting a
transformed result, operating an XOR of the transformed
result and the first A2.internal intermediate data (306)
as A2 input data, outputting an XORed result as a second
A2 internal intermediate data (308), and outputting the
15 first A2 internal intermediate data (308) as a second Al
| internal intermediate data (307) without any
transformation;
wherein the first internal sub-transformation
unit (321) and the second internal sub-transformation
20 unit (322) are alternately connected "n" times from.a
first stage to a last stage, and
wherein Al internal intermediate data (303) and
A2 internal intermediate data (304) are output from the
last stage as a transformation result.

25 4. The data transformation apparatus of claim 2,

o
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‘and its conjugate elenents, and is described as { [err] It is
very easy to performa square operation 25 . u3|ng a-nortal —basi-sy--
whi ch is the nost advant ageous poi nt of using a nornal baS|s When an

arbitra of G- (2[err]) is squared, it is performed by s Nm%@@r
representation of the arbitrary elenent to the right cyc se of
t he above square operation being perfornmed by hardware, onIy
by re- connecting the Iines of the bits. The above advantage of _
representing vector by normal basis enabl &b to perform X err] circuit for
an arbitrary element X by smaller scale of hardware than a case of
representing vector bWW%@%It%ﬂ@lwqmmemﬁéﬁmr{ Xferegch
circuit can be al so assuned to be X| eréL circuit. Nanely, an inverse

el ement X[ er r] 8P~ BRARF bPFRAF ORI WM X BIPWF datrasr rinPuty e sthe Hubrr]

and it can be Erocessed in X[err] circuit by treating as n = 2[err] - 2.

For an exanpl etbfERRrBBbIRN Hit Hnaf421 thel & i isted ey @ arksisranghi i cant

[ 5) is shown in Fig, 22 when it is inplenented by a |ogical circuit
g;;uﬁfﬁ; t%at ?umﬂﬁﬁtOf digits into Al_inputrg)ta and A2 input data,

5 and the key parameter is divided by an arbitrary number
of digits into a first to an n-th divided key parameters;
wand

a first internal sub-transformation unit for
performing an internal nonlinear transformation of Al

10 _ input data, being a division of the A input data, using a
first divided key parameter, outputting a transformed
result as a first A2 internal intermediate data,
operating an XOR of the Al input data and the A2 input
data; and outputting an XORed result as a first Al

15 internal intermediate data; and

a second internal sub-transformation unit for
performing an intérnal nonlinear transformation of the
first Al internal intermediate data, output from the
first internal sub-transformation unit as Al input data,

20 using the second divided key parameter, outputting a
.transformed result as a second A2 internal intermediate
data, operating an XOR of the first Al internal
intermediate data and the first A2 internal intermediate
data as the Al input data and the A2 input data, and

25 outputting an XORed result as a second Al internal

W [
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bits of the above substitution table S7 are (in O, in 1, in 2, in.3, in 4,
in5, in 6) and that 7 output bits are (out 0, out 1, out 2,. out 3, out 4,
out 5, out 6). The operation of the data transfornation apparatus_____ .
configured as shown in Figs. 17 - 19 can be clearly understood by the
description of the former. enbodi nents, therefore, the opBrisiheadHas Beed®iplaced
expl ai ned here in detail. Enbodi nent 10. 54 In the pres a
data transformati on apparatus will be explained, a circuit \mmF
is alittle increased and whi ch generates &tronger cipher. Fig. ‘a
configuration of the data 5 transformati on apparatus of the present
enbodi ment . ThéniggacgdiaseoratBé enbodi nent further includes data
transforners FL1 - FL10 in the data transformation apparatus of Enbodi nent
9. Fig. 24 shows a det #hr&gipofhegliiastolnberage g@p-transfogpgiion

transformer FL1 971 (- FL10 980).
unit and the second internal sub-transformation unit are

alternately connected "n" times from a first stage to a

5 last stage, and
_ wherein Al internal intermediate data and A2
~'internal intermediate data output from the last stage are
united as a transformation result.
5. | A data transformation apparatus for transforming

10 two arbitrary pieces of data of A input data (10l1) and B
input data (102) comprising,

a sub-transformation unit (421) for performing a
nonlinear transformation of the B input data (102) using
a first key parameter (111), outputting a transformed

15 result (451), operating an XOR of the transformed result
and fhe A input data (101) to output an XORed result as B
intermediate data (462), and outputting the B input data
(102) as A intermediate data (461) without any
transformation;

20 wherein the sub-transformation units, for
inputting the A intermediate data and the B intermediate
data as A input data and B input data to be transformed
by each key parameter, are connected necessary times from

a first stage to a last stage;

25 wherein A intermediate data and B intermediate




Each of data transforners FL1 - FL10 includes an AND circuit -97%a;—am OR
circuit 971b and XOR circuits 971c, 971d. A key paraneter KLI has 32 bits,
which is divided into key paraneters KLla and KL1b byygs &R }ﬂéBmquﬂ“ﬂi

paranmeter supply unit (this is not illustrated). For

paranmeter KL1 is divided into the key paraneter KLla o m@ he key
paraneter KLIb of 16 bits. In the figure, each of the curt 971a and
the OR circuit 971b can be either of AND circuit or OR 20 circuit.

Both can be OR circuits. The foll ow ng isé&n operation of the above data
transformati on apparatus. The data transfornmer 971 includes two XOR
circuits 971cdagaleranduthutf frew bhe iastseeawrl 29gk chranpsformation
circuits, both of which are two AND circuits, two OR 55 circuits, or AND
and OR circuiE@SUiﬁe data transfornmer 971 is provided to either or both of
the A input side or/and B input side of the first sub-transformation unit.

A input data (or B inpberdanayni s wpnlifeeapytransformation in each

sub-transformation unit (421), the sub-transformation

5 unit includes a plurality of internal sub-transformation
units (521 - 523), B input data input to the internal
'sub—transtrmation unit (521) is divided by an arbitrary
number of digits into Bl input data (501) and B2 input
data (502), and the key parameter (111l) is divided by an

10 arbitrary number of digits into a first divided key
parameter to an n-th divided key parameter (511 - 523);

a first internal sub-transformation unit (521)
for performing a first internal nonlinear transformation
of the Bl input data (501), being a division of the B

15 input data (102), using the first divided key parameter
(511) outputting a transformed result, operating an XOR
of the transformed result and the B2 input data (502) to
output an XORed result as a first B2 internal
intermediate data (506}, and outputting the B2 input data

20 (502) as a first Bl internal intermediate data(505):

a second internal sub-transformation unit (522)
for performing an internal nonlinear transformation of
the first Bl internal intermediate data, output from the
first internal sub-transformation unit (521) as Bl input

25 data, using the second divided key parameter (512)
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5. arbitrary nunber of digits into two pieces of data, AA data and
AB data. The key paraneter is divided into A transfornmation key paraneter
981a and B transformati on key paraneter 981lb, each of which cerresponds-to

the divided piece of data. A first AND/ OR operation of the 10 AA
data and A transformation key paraneter 98la is perfor M © ed
| ogical circuit. The XOR circuit 971c XORs the first AN L@ wth
the AB data to output the first XORed result. This first kR i s
out put as output data after transformati &P of the AB 15 data. The

second | ogical circuit perforns AND/ OR operation of the first XORed result
and B transfophiPhbhiRgyapbranefermed erspli, tIReXEOHH ANKRR Gedhesul t.
The XOR circuit 971d XORs the second ANDed/ ORed result and the AA data to
out put the setbpaskoregdreegpit andsthe first B2 simtgwenadoRatemrediats
out put as output data after transformati on of AA data. The above out put
data after treasfolRE6) oasoBZ Alnpat sdakd theowiRputan AQRed trgsult as
transformation of AB data are united to output to the next stage as A
out put data (b&heBsegepdtBdainferngl intermediate datmme($R8N 4y andvi ded dat a
transfornmers FL1 - FL10 '

5 outputting the first B2 internal intermediate data (506)

as a second Bl internal intermediate data (507) without
ény transformation;
wherein the first internal sub-transformation
unit and the second internal sub-transformation unit are
10 alternately connected n times from a first stage to a
last stage; and
wherein the Bl internal intermediate data (503)
and the B2 internal intermediate data (504) are output
from the last stage as a transformation result (451).
15 6. The data transformation apparatus of claim 5,
wherein each internal sub-transformation unit
performs an internal nonlinear transformation of the Bl
input data to output a transformed result as the B2
internal intermediate data, operating an XOR of the B2
20 input data and the Bl input data to output an XORed
result as the Bl internal intermediate data so that an
XOR bperation is performed at a different location.
7. The data transformation apparatus of claim 5 or 6
for transforming four arbitrary pieces of data of Al

25 input data (601), A2 input data (701), Bl input data

A A s A i 121 3 4 sttt i 1 s
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56 are linear functions, output of which varies according to the val ue of
the key paraneter. These transforners do not increase differential
probability and enable the data transfornation apparatus to inprove its
resi stance 5 agai nst ot her cryptanal ysises excepting differenti al
cryptanal ysis. The operation of the nonlinear transformation has already
explained in the forner enbodi nents, and will not be described here. The
data transfornmers FL1 - FL10 do not al ways 10 need to be configured
as shown in Fig. 23. For exanple, the dat@ transfornmers FL1, FL3, FL5,
FL7, FL9 can be inserted in one side of A sequence (left side in the
figure) and B ($88lenead( BEeghnrytddata (he2¥igure). In another way, the data
transformers can be provided in 15 either of the first and the
second sub-transfor navheneini ¢8 ofch heubairansforeatice ¢ bmbingakes of A
sequence or/and B sequence. Enbodi nent 11. In enbodinents 9 and 10, the
nonl i near 20 transformpiichoendrsn KeRngra pesferméednpetwedn thke hpet
transformati on apparatus of the present invention, are

data and Bl input data and between A2 input data and B2

- input data to respectively output Bl intermediate data
{606) and B2 intermediate data (706), and the Bl input
data and the B2 input data are output as Al intermediate
data (605) and A2 intermediate data (705) without any
transformation.

10 8. The data transformation apparatus of claim 1 or
5, wherein A input data and B input data, A intermediate
data and B intermediate data are respectively divided
into pieces of data so that each of the divided data has
equal number of digits in both A and B.

15 9. A data transformation method for transforming two
arbitrary pieces of data of A input data and B input
data, the method comprising:

1st step (S1) of outputting the B input data as a
first A intermediate data without any transformation:

20 2nd step (S2) of performing a nonlinear
transformation of the A input data using a first key
parameter, outputting a transformed result, operating an
XOR of the transformed result and the B input data to

output an XORed result as a first B intermediate data;

25 3rd step (S3) of inputting the first B

g



nested in the nonlinear transfornmer of the conventional sub-transformation
unit. In the present enbodi ment, nonlinear transforners, being a basic

el enent of the data 25 transformati on apparatus of the invention,
are nested in 57 the nonlinear transforner of the sub-transformation
unit, being a basic elenent of the data transformation apparatus of the
present invention. As shown in Fig. 25, the present enbodinent is a

nodi fied data transformation 5 apparatus of Enbodi nent 10, sone

el ements of which are differently arrangedlin the apparatus. As the
operation of the data transformation apgaratus has been explained in the
former enbodi detegmediate detadEgcepbedtheseai pedend . ixhernedtateon of
the data transforner FL1 - FL10 10 . does not always need to be

pl aced as showatianwikdouitgany ssapefpruateabeodi nent 10. Even with such a
different |ocation, the apparatus can work effectively as well. Fig. 26 is
a tabl e showi ng each 4ithr aceer (88} cef opeERPBHAIRENE snanlingar 5

In rows, Enbodinents 1, 2, 4, and 5 are
transformation of the first A intermediate data using a

5 second key parameter to the first A intermediate data,
outputting a transformed result, operating an XOR of the
‘transformed result and the first B intermediate data to
output an XORed result as a second B intermediate data;
and

10 | wherein the steps are repeated from the first to
the fourth (S1 - S4), and a last step, being either of
the second and the fourth steps, outputs A intermediate
data and B intermediate data és a transformation result.
10. A data transformation method for transforming two

15 arbitrafy pieces of data of A input data and B input
data, the method comprising:

1st step (S11) of operating an XOR of the A input
data and the B input data to output an XORed result as a
first A intermediate data;

20 2nd step (S12) of performing a nonlinear
transformation of the A input data using a first key
parameter to output a transformed result as a first B
intermediate data:

3rd step (S13) of operating an XOR of the first A

25 intermediate data and the first B intermediate data to
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respectively shown, and in colums, Enbodinents 3, 6, 7, 8, 9, 10, and 11,
are shown for conmbining with each of the above Enbodinents 1, 2, 4, and 5.
The rows for Enmbodinents 1 and 2 respectively show characteristics of 20
their sub-transformation units. In Fig. 26, the sub- transformation unit
of Enbodi ment 1, configured as shown in Fig. 1, is called type 1 . The
sub-transformati on unit of Enbodi nent 2, configured as shown in Fig. 3, is

called type 2. Enbodi nent 3 has a nest configuration of 25 t he
external sub-transfornmation unit and the Vﬁternal 58 sub-transformation
unit. The sub-transformation units of Figs. 1 and 3, w thaut having nest

confi gurati onLUERE ¥ |Xr@cﬁdasretsh’e\te)@tselanéﬁcgﬂg fir éﬁ§f36?nﬁ§t1?5ﬁ gafes in
Fig. 26. In Fig. 26, nunber of flgure par ent hesi zed by g%

i ndi cates whi ch fi gur é%he t&Entis3 P aPifoReF & O RORA ?nnop n%%énple (F|g 1)
I ndi cates the sub-transformation unit type 1 is shown in FI% %

i ndi cat es EnbdeigRtomnaisiah&in the EigsteP dmtermeddptgedat eUEIREr Aal

sub-transformation unit of type 1 and the
second key parameter to output a transformed result as a

) second B intermediate data;
_ wherein the steps are repeated from the first to
wfhe fourth (S11 - S14), and a last step, being eithe: of
the second and the fourth step, outputs A intermediate
data and B intermediate data as a transformation result.
10 11. The data transformation apparatus of claim 1,
comprising either one of:
a configuration of a first sub-transformation
unit (121} énd a second sub-transformation unit (122):
wherein the first sub-transformation unit
15 includes a first nonlinear transformer (131) and
an XOR circuit (141) located between an input
side of the first nonlinear transformation and an
input side of the second nonlinear
transformation; and
20 wherein the second sub-transformation
unit includes a second nonlinear transformer
(132) and an XOR circuit (142) located between an
input side of the second nonlinear transformation

and a next first nonlinear transformation, and

25 a configuration of a first sub-transformation

I



10 . internal sub-transformation unit of type 1. Plural elenents
par ent hesi zed by {} indicates either one of the plural elenents can be ~—~
chosen optionally. In Enbodiment 3, for exanple, either of

t
sub-transformation units of type 1 and type 2 is applicabl & ppectiiasB :
sub- 15 transformation unit. It can be clearly undH M ‘
figure that any characteristics of Enbodinents 1, 2, 4, and
conbined with any characteristics of Enbodinents 3, 6, 7, 8, 10 and 10. The .

data transformati on apparatus of the preseht invention can be 20
configured not only by conbination of characteristics, shown, in Fig. 26, but
can be al so coMPit§urlé&lbyardnBi AGFPBA %?bTF%%%SQWEW%ﬁ&%Ri@ﬁ%%s(%ﬁfh’other
characteristics, which are not shown in th, 26. The data_ transfornatjon
appar at us can be configured notPfgip Jdsne first spp-dgapsiaimatign unit
characteristics, but also configured by . 59 each chargcteristic gf each
Enbodi ment. The fol | owiR§LEABRsTRBpRPRaE 1 B R ahbtbs #1d tHRe Sreen

transformation apparatus according to_the present
nonlinear t¥ansformer (132) located between an

5 output side of the first nonlinear transformation
and an output side of the second nonlinear
transformation; and

wherein the second sub-transformation
unit includes the XOR circuit (142) and a first

10 nonlinear transformer (133) located between an
output side of the second nonlinear
transformation and an output side of a next first
nonlinear transformation, and
wherein the first sub-transformation unit and the

15 second sub-transformation unit are alternately connected

necessary number of times from a first stage to a last

stage,
the data transformation apparatus further
comprising:
20 a data selecting unit (156a and 156b) provided to

an input side of the first sub-transformation unit,

a data holding unit (157a and 157b) provided to
an output side of last stage of either of the first and
second sub-transformation units, and

25 a key parameter supply unit (158);

I ] e speer s s
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I nvention. 5 Fig. 27 illustrates a personal conputer or _a
work station, where the data transformation apparatus ef-the- |nvent|on S

"applied. The data transformati on apparatus 60 includes a dISp| gﬂggd a
keyboard 62, a nouse 63, a nouse-pad 10 64, a sy n
conpact dISk drive 100. In the data transformati on appara ‘“d
I nvention, for exanple, data is input fromthe conpact di ata

is transmtted to the systemunit 65, and is displayed on the display uni t
61 as shown in 15 Fig. 27. On the4other hand, the data
transformati on apparatus outputs the data displayed on the display unit 61
to the conpact disk dmhexeli®(. athdidata thanéabanaeleqtapgauatus(bﬁé@
transforns data and transmts the information via lines (not illustrated).
20 Howenderl 5 taHe sedidtesatainen iobuttise tuat arbisnstyr paerea appdrbeus of
the invention is not limted to the personal conmputer or the work station
shown in Fig. &7 A Thputatdattar ansk & rdapudn dappar ands ad&rrbeedentigar eddi n
vari ous ways, for exanple, a video player can be included instead 25

of the conpactimiwtitidrg vchel @0 impudn dafpuanidngheeBi daput data, the data

5 selecting unit is set to select and input output data
from the data holding unit (157a and 157b) so as to form
-a feedback loop;

wherein the data transformation apparatus repeats
transformation of data necessary number of times, the key

10 . parameter supply unit (158) supplies key parameter to
each sub-transformation unit corresponding to repeated
transformation, and at last, the data holding unit (157a
and 157b) outputs A intermediate data and B intermediate
data as a transformation result.

15 12. The data transformation apparatus of claim 1 for
transforming two arbitrary pieces of data of A input data
and B input data, both of which having the same number of
digits, comprising either one of:

a sub-transformation unit including a first

20 nonlinear transformer (131) and an XOR circuit (141)
located between the input.side of the first nonlinear
transformation and the input side of the second nonlinear
transformation; and

a sub-transformation unit including an XOR

25 circuit (141) and a second nonlinear transformer (132)

* c L M S * [
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60 For another exanple, data can be input fromthe network. Data can be
received either in analog or in digital. In Fig. 27, the data
ted
uni t

transformation apparatus of the invention is shown as s Shod HaBeeRd
inside of the units such as a printer 66, a scanner 68,
apparatus of the invention can be inplenmented as a part of a system board

exi stence. The 5 data transformati on apparatus jEl!Huwgﬂ
69 as shown in Fig. 28. For another exanple, the data t

10 of a television canera a neaéﬁﬁing nachine the conputer, etc.
For a further a Ii tion exa each of . the nt.s shawn in Fig. 28
i s connected {I/P &I%EB‘E%‘FnA Q %1{%117 §19% %t rtsrta cﬁt 1N8¥ encoded
i nf or mati on, mhlch is n illustrated in Fi 28._The encoded
i nf or mati on cgﬁaﬁéf?Fﬁﬂ ﬁ?Pt%ﬁ$ E%%l%%ﬁpwﬁdgV@$J?§W{h§/ﬁ%ﬁ?%@nmnrk) such as
| SDN. I ndustri al |C@b||| é As_has been described, in the data
transfornatioﬁOE ra%ﬁ% FBRE5°% cording to the present i nvention, the
sub- transformation unht i S conflgured to tlahgylproc
whereln essary n er of 't
5 transformation units are connected,

B the data transformation apparatus further
qcomprising:
a data selecting unit (156a and 156b) provided to
the input side of a first sub-transformation unit,
10 a data holding'unit (157a and 157b) provided to
the output side of a last sub-transformation unit, and
a key parameter supply unit (158);
wherein, at first, the data selecting unit (156a'
and 156b) selects and inputs the A input data and the B
15 input data, after selecting and inputting A input data
and B input data, the data selecting unit is set to
select and input output data from the data holding unit
(157a and 157b) so as to form a feedback loop; and
wherein the data transformation apparatus repeats
20 transformation of data necessary number of times, the key
parameter supply unit (158) supplies key parameter to
each sub-transformation unit corresponding to repeated
transformation, aed at last, the data holding unit (157a
and 157b) outputs A intermedaite data and B intermediate

25 data as a transformation result.

AL




I nput data in parallel, which enables the apparatus to have snal
differenti al probablllty and to performa high speed data transfornmation.

The data transfornmation 25 appar atus can be effectively applied to
an encryptor for 61 the information processing appanibhstHik BiehRelAtA

comuni cation. Further, in the data transformation app
I nvention, feedback |oop is provided for repeating 5 jlﬂmm! Hﬂl EH‘at I on
of the same elenents in the circuit. Therefore, the ap

applicable to an encryptor mﬁth a reduced®ircuit scale and with hi gh speed

per f or mance. 62 C ai ns A data .transformation ap arat ys for

transforming 3o ar bl'lfl}ear%?tpﬂ A SFOIIR A OF ARPPAFISIQE and B

wherein A input data is divided by an arbltrary

number of digits into Al input data and A2 input data,
and the key parameter is divided by an arbitrary number

5 of digits into a first to an n-th divided key parameters;
_ a first internal sub-transformation unit for
berforming an internal nonlinear transformation of the Al
input data, a division of fhe A input data, using the
first divided key parameter, outputting a transformed

10 result, operating an XOR of the transformed result and
the A2 input déta to output an XOR result as a first A2
internal intermediate data, and outputting the A2 input
data as a first Al internal intermediate data without any
transformation; and

15 a second internal sub-transformation unit for
inputting the first Al internal intermediate data output
from the first internal sub-transformation unit as Al
input data, performing an internal nonlinear
transformation of the first Al internal intermediate data

20 using the second divided key parameter, outputting a
transformed result, operating an XOR of the transformed
result and the first A2 internal intermediate data as A2
input data to output an XOR ed as a second A2 internal
intermediate data, and outputting the first A2 internal

25 intermediate data as a second Al internal intermediate

MR e
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i nput data (102) conprising: 5 a configuration for
performng a first nonlinear transformation of the A input data using a
first key paraneter (111), outputting a transforned resul'f, perforn ng-an
XOR operation of the transformed result and B input datmslsR..PailRUt an XCORed

result as B internediate 10 ' data, and outputting Sy acgd; A\
I nternmedi ate data without any transformation, a configur ating

a second nonlinear transformation of the A internediate ! econd
key paraneter, outputting a transforned réSult, 15 perform ng an
XOR operation of the transfornmed result and the B internmediate data to

out put an XORedktaswithewt mnd Banafommedil@he data, and outputting the B
intermediate data as A internmediate data w thout any transformation, and 20
wherein the above two wheifeigurthe drigsdr dndernedt SYb-§rans£ec8adé 18 out put

|l ast A internediate data and B internedi ate data as output data (103 and
104) after trawsioramdiome Second imprrdd: £ud-diemsrhegiiad oxpyaridt & Sof

claim1, 25 conprising either one of:
alternately connected "n" times from a first stage to a

5 last stage,
_ wherein the sub-transformation unit further
~includes:
an internal data selecting unit provided to the
input side of the first internal sub-transformation uniﬁ,
10 aﬁ internal data holding unit provided to the
output side of either of the first and the second
internal sub-transformation units, and
an internal key parameter supply unit;
wherein, at first, the internal data selecting
15 unit selects and inputs the Al input data and the A2
input data, after selecting and inputting Al input data
and A2 input data, the internal data selecting unit is
set to select and input output data from the internal
data holding unit so as to form a feedback loop; and
20 wherein the sub-transformation unit repeats
internal transformation of data necessary number of
times, the internél key parameter supply unit supplies
the divided key parameter to each internal sub-
transformation unit corresponding to repeated
25 transformation, and at last, the internal data holding

T




63 a configuration of a first sub-transformation unit (121) and a second
sub-transformation unit (122), wherein the first sub-transformation unit

i ncludes a first nonlinear transforner (131) and 5 an XOR
circuit (141) | ocated between an input - side of the first nonlinear
transformation and an input side of the second nonlinear transformation,
wherein the second sub-transformation 10 unit includes a

second nonlinear transforner (132) and an XOR circuit (142) |ocated between
an input side of the second nonlinear trafsformation and an input side of a
next first nonlinear transformtion; and 15 a configuration

of a first suBDiEafAutBREAtRbNIREPFMedBhYe falta ard Al RERTIeMSF ' mat i on

unit (162), wherein the first sub-transformation unit includes the XOR
circuit (141)dahd BReRsBEERBtNEAERn2EFeY r RARRSEERAEAED) | ocat ed between an

20 outgut side of the first nonlinear transfornation
14, e data transformation apparatus of claim 2

wherein A input data is divided by an arbitrary

5 number of digits into Al input data and A2 input data,
and the key parameter is divided by an arbitrary number
-6f digits into a first to an n-th divided key parameters;

wherein the sub-transformation unit further
includes:

10 a first internal sub-transformation unit for
inputting Al input data, a division of the A input data,
performing an internal nonlinear transformation of the Al
input data using the first divided key parameter,
outputting a transformed result as a first A2 internal

15 .intermediate data, operating an XOR of the Al input data
and A2 input data to output an XORed as a first Al
internal intermediate data; and

a second internal sub-transformation unit for
inputting the first Al internal intermediate data output

20 from the first internal sub-transformation unit as Al
input data, performing an internal nonlinear
transformation of the first Al internal intermediate data
using the second divided key parameter, outputting a
transformed result as a second A2 internal intermediate

25 data, operating an XOR of the first Al 1nterna1

W
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and an out put side of the second nonlinear transfornmati-on;--and-wherein_the
second sub-transformation unit includes the XOR circuit 142) and a first
25 nonl i near transforner (133) |ocated ag Been Replaced
transformation and an output side of the next first nonli
transformation; wherein the first sub-transformation unit and
t he second sub-transformation unit (122 or 162) are alternately connected
times (d>2) froma first stage to a | ast sage, and wherein the
sub-transformation unit of the |ast stagel9 being either of the first
sub-transformation unit and the second sub-transformation unit, outputs A
i nt er medi at e §§F9r§ﬁ618t?n@éFﬁeﬂm%t%h%aﬁ%.%Rﬁ%ﬁﬂ?ﬁnlﬁﬁﬁ%ﬂQﬂ%%#e data

transformation. 3. The data transfornmati on apparatus of claim 2,
( next paragraBﬁ)ﬁ%ei@PHtoﬁaFﬁeamdr%g %ﬁpﬁ¢mﬂ%ﬁ§xnﬁﬁ oHiERiEing an
transformation, A input data (101), ut to the sub-transformati on unit

(221), is dlvxgggdbyegﬁlt as a second 1 internal intermediate data;
wherein the first internal sub-transformation
5 unit and the second internal sub-transformation unit are
alternately connected n times from a first stage to a
.iast stage,
wherein the sub-transformation unit further
includes:
10 an internal data selecting unit provided to.the
input side of the first internal sub-transformation unit,
an internal data holding unit provided to the
output side of either of the first and the second
internal sub-transformation units, and
15 an internal key parameter supply unit;
wherein, at first, the internal data selecting
unit selects and inputs the Al input data and the A2
input data, after selecting and inputting Al input data
and A2 input data, the internal data selecting unit is
20 set to select and input output data from the data holding
unit so as to form a feedback loop;
wherein the sub-transformation unit repeats
internal transformation of data necessary number of
times, the internal key parameter supply unit supplies

25 the divided key parameter to each sub-transformation unit

LT
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arbitrary nunber of digits into Al input data (301) for—nputtingte—A——-
I nput side and A2 input data (302) for inputting to A2 input side, and the
key parameter (111) is divided by an arbitrary nunber ofﬂus ﬁghimmmhahwd
first to an n-th divided key parameters (311 - 313); and

transfornation apparatus further conprising: a flrst inte
sub-transformation unit (321) for perform ng an internal non

transformation of Al input data (301), being a d|V|S|on of the A |nput dat a
(101), using a first divided key paramste?0 outputting a 65 transforned
result, perform ng an XOR ogeratlon of, the transforned re uI gnd the A2

i nput data (36OFE reREALEd, EEARETQEmAtEPPst @ FR&
t di at dat [ th t 302 fi t
T e e i ha 130012 %Eﬁlﬁﬁ?ﬁaﬁ 8H§PPE§n§£gFﬁE§FIBﬁAaéﬁ8a e

second i nternal sub- tra sfornatl nlga£§2§g Lo uLo a aageinternal

nonlinear tra &pterme
transformation.
) 15. The data transformation apparatus of claim 13 or
14, wherein A input data, to be input to the

nonlinear transformation of each sub-transformation unit,
is divided into two pieces of data, both of which having
identical number of digits; and |

10 wherein a necessary number of the first internal
sub-transformation units are connected.

16. The data transformation apparatus of claim 5 or
6,
wherein the first internal sub-transformation

15 unit and the second internal sub—transformatian unit are
alternately connected necessary number of times from a
first stage to a last stage,

wherein the sub-transformation unit further
includes:

20 an internal data selecting unit provided to the
input side of the first stage of the first internal sub-
transformation unit;

an internal data holding unit provided to the
output side of either of the first and the second

25 internal sub-transformation units; and

IIIIIIII'"I'I'III'"I!I|IIII| e i ;T.{Ezw;
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the Al internedi ate data (305) as Al input data using the second divided

key paraneter (312), outputting a transforned result, operating an XOR of ——
the transfornmed result and the first A2 internal internedLﬁg data _(306) as
A2 input data, outputting an XORed result as a second A2 inf as Been Replaced

I nternmedi ate data (308), and outputting the first A2 intern Hmtﬂ ’Hle
data (308) as a second Al internal internediate data (307) I
transformation; wherein the first internal sub-transformation unit (321)
and the second internal sub-transformatioflunit (322) are alternately
connected "n" tinmes (n>2) froma first stage to a Ifst st age, and wherein
Al internal internedi &% 1#5CEPe305FYaRaT ABCERF FRBPLY YR hedi at e data (304)
are output fromthe |ast stage as _a transfornation result. 4 . The
data transformation app&t&ids 8t @Fi?ﬁTZ?Le 18 eﬁﬂ@ieaﬁkﬁns?%gcﬁbﬂginear

transformati on of each sub-transformation_unit, A input dat i pput to the
sub- unit selects and anuts the Bl input datd and the' 8P

input data, after selecting and inputting Bl input data

5 and B2 input data, the internal data selecting unit is
set to select and input output data from the internal
ﬁata holding unit so as to form a feedback loop,

wherein the sub-transformation unit repeats

internal transformation of data necessary number of

10 times, the internal key parameter supply unit supplies
the divided key parameter to each internal sub-
transformation unit corresponding to repeated
transformation, and at last, the internal data holding

unit outputs Bl intermedaite data and B2 intermediate

15 data are united as B intermediate data after
transformation.
17. The data transformation apparatus of claim 16,

wherein B input data, to be input to the internal
nonlinear transformation of each sub-transformation unit,
20 is divided into two pieces of data having identical
number of digits; and
wherein a necessary number of times of the first
sub—-transformation unit are connected.
18. The daﬁa transformation apparatus of claim 5 or

25 6, comprising an even number of sub-transformation units

[
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transformation unit (221), is divided by an arbitrary nunber of digits into
Al input data and A2 input data, and the key paraneter_.is _divided by an
arbitrary nunber of digits into a first to an n-th divided key paraneters;
and the data transformati on apparatus further conpri si nThis Shedt HisHeed BpREAAI

sub-transformation unit for perform ng an internal nonli f tion
of Al input data, being a division of the A input data; Mlm"mmr

di vi ded key paraneter, outputting a transformed result a

internal intermediate data, operating an %2R of the Al input data and the
A2 input data, and outputting an XORed result as a first Al internal (next

page) 67 interfedi transferning datadedid oREr K8Y PFFaAMeLSIror mati on unit
for performng an internal nonlinear transformation of the first Al

i nternal internediat e the datauttpanstogmations pPpaTakis, fyrther
sub-transformation unit as Al input data, using the second divided key
par anet er, outpomprhgindtransformed result as a second A2 interna

i ntermedi ate data, operating an XOR of the first AIintenaIinLgnE@aIe
data and the first A2 & rdafmatelafidmdingite (156a and 156b) provided to

5 . the input side of the first sub-transformation unit;
B a data holding unit (157a and 157b) provided to
'fhe output side of the last sub-transformation unit,-and
a key parameter supply unit (158);
wherein, at first, the data selecting unit (156a

10 and 157a) selects and inputs two arbitrary pieces of data
of A input data and B input data, after selecting and
inputting two data, the data selecting unit is set to
select and input output data from the data holding unit
(157a and 157b) so as to form a feedback loop,

15 wherein the data transformation apparatus repeats
transformation of data necessary number of times, the key
parameter supply unit (158) supplies key parameter to
each sub-transformation unit corresponding to repeated
transformation, and at last, the data holding unit (157a

20 | and 157b) outputs A intermedaite data and B intermediate
data as a transformation result.

19. The data transformation apparatus of claim 1 or
5, wherein at least one of the nonlinear transformers is

X® circuit on Galois Field.

25 20. The data transformation apparatus of claim 19,

THIS SHEET HAS BEEN
W) 0B REPLACED
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data as the Al input data and the A2 input data, and outputting an.XORed
result as a second Al internal wherein the first interna

sub-transformation unit and the second internal sub-t ranpsheat iR BearRepiaed

are. alternately connected "n" times (n>2) froma first St
stage, and wherein Al internal internediate data and A2 EB“E

I nternmedi ate data output fromthe |ast stage are united ormation
result. 5. A data transfornmation atﬁaratus for transformng two
arbitrary pieces of data of A input dataff 01) and B input data (102)
conprising: a sub-trapsforation.ynit (421). far rf.ormin onli near
transfornatioﬂﬁﬁFefﬂeQ§Fi¥ﬂﬁilﬁﬁ%} Pfo%faﬁéﬁnglﬁggiFEtgkggegaggnﬁter (111),
out putting a transio%ned result (451), operating an XOR of the transforned
result and t hHBOR"PhptfSY4ata (101) to output an XORed result as B

i nt di at ta (46 d outputting the B input dat 02 A
|t or medi at o bt a (46T Wi HbuE S TR AR TS of (clatn T &
5

, wherein at least one part of the nonlinear transformer

5 is a Read Only Memory.
22. The data transformation apparatus of c¢laim 1 or
5, wherein at least one part of the nonlinear transformer
is a Random Access Memory.
23. The data transformation apparatus of claim 1 or
10 5, wherein at least one part of the nonlinear transformer
is a Logic Circiut.
24, The data transformation apparatus of claim 2
further comprising:
two logic circuits (971a and 971b), being either
15 of two XOR circuits (971c and 971d) and AND and OR
circuits, provided to at least one of A input side and B
input side of the first sub-transformation unit as a data
transformer (971),
wherein the input data, input to the data
20 transformer (971), is divided into two pieces of data
having arbitrary number of digits as AA data and AB data,
the key parameter is divided into A transformation key
parameter (98la) and B transformation key parameter
(981Db) ;

25 ' wherein the AA data is performed a first logical

H!Illlj |“||L| IIIE!I ||IIsI Il I!Il THIS SHEET HAS BEEN
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wherein the sub-transformation units, for inputting the A internediate data
and the B internediate data as A input data and B i nput data to be -
transformed by each key parameter, are connected d ti meg sheleg) ghrqm a first

stage to a | ast stage; wherein A internedi ate data and ' laced
data are output fromthe |ast stage as a transformation HH In on
a nonlinear transformation in each sub-transformation u

sub-transformation unit includes a plurality of internal sub-transfornation
units (521 - 523), B input data input to8&he internal sub-transformation

unit (521) is divided by an arbitrary nunber qof digits into Bl input data
(501) and B2 ?Wﬁt%ﬁi-&}/s(W)Fhearﬁ tt%@%@“}?é?é’ﬁ‘et‘%ry PPFESTETYi vi ded by an
arbitrary nunber. of digits into a first divided key paranet tg_an n-th

di vi ded key S&J rerd (%&rlst- aperatigh Lssy tha S OREPA LD £26 7 uni T

I ncl X fir I nt ernal -t ransfor I on . uni 21) far rformng a
I ncludes: a first internal sub-transformation_u EEQQ% ﬁb qQr pe ot g

first interna®@r®nt? RLPYY fhsfidritari@ and the R 1s outpu

as output data after transforming AB data;

b wherein the first XOR is performed a second
logical operation using B transformation key parameter, a
Second operation result is XORed with the AA data to
output a second XOR, the second XOR is output as output
data after transforming AA data, and the output data

10 after transforming AA data and the output data after
transforming AB'data are united and output.
25. A data transformation apparatus for inputting and
transforming data of a first and a second sequences (A
and B), performing a nonlinear transformation of the data

15 using a key parameter (111 - 114), and outputting a
transformed result of the data of the first and the
second sequences (A and B), comprising:

a nonlinear transformer (131 - 134) for

performing the nonlinear transformation of data (A) of

20 the first sequence using the key parameter;

a first sub-transformation unit (121 or 161) and

a second sub-transformation unit (122 or 162), being at
least two of sub-transformation units (121 - 124, 161 -
164) having an XOR circuit (141 - 144) for operating an

25 XOR of data of the first and second sequences (A and B):;

[



of the Bl input data (501), being a division of the B input data (102),
using the first divided key paraneter (511) outputting a transforned
result, operating an XOR of the transforned result and the B2 input data
(502) to output an XORed result as a first B2 internal internedi ate data
(506), and outputting the B2 input data (502) as a first Bl internal

I nternmedi ate data (505); a second internal sub-transformation unit (522)
for performng an internal nonlinear transformation of the first Bl
internal internediate data, output fromtB& first interna
sub-transformation unit (521) as Bl input data, using the second divided
key paraneter grgil2) outputting a transforned result, operating an XOR of
the transformed result and the first B2 internal internedi ate data (506) as
B2 i nput data to out pwhemeixOkrde dasal ofashenéise&onndphbpnferrRA

i nternmedi ate data (508), and outputting the first B2 internal internediate
data (506) as segezores BR iandeBialou Faemattded £4ast56®P-wi t hout any

transformation; wherein the first internal sub-transformation
transformation unit (121 or 161) is input as data of the

5 second and the first sequences (B and A), and nonlinear
transformation is performed simultaneously in the
-nonlinear transformers (131 and 132, 132 and 133) of the
first and the second sub-transformation units (121 and
122, 161 and 162).

10 26. The data transformation apparatus of claim 25,
wherein:

the data transformation apparatus inputs A input
data (101) and B input data (102) as data of the first
and the second sequences and outputs A output data (103)

15 and B output data (104);

the first sub-transformation unit (121) performs
a first nonlinear transformation of the A input data
using a first key parameter, outputs a transformed
result, operates an XOR of the transformed result and fhe

20 B input data to output an XORed result as B intermediate
data, and outputs the B input data as A intefmediate data
without any transformation;

the second sub-transformation unit (122) inputs
the A intermediate data, performs a second nonlinear

25 transformation of the A intermediate data using a second

o+ L M s *
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unit and the second internal sub-transformation unit are alternately
connected n tines (n>2) froma first stage to a | ast stage; and wherein the
Bl internal internmediate data (503) and the B2 internal internedi ate data
(504) are output fromthe |ast stage as a transformation result (451). 6.
The data transformati on apparatus of claim5, (next page) wherein each
I nternal sub-transformation unit perforns an internal nonlinear
transformation of the Bl input data to output a transforned result as the
B2 internal internediate data, operating 8& XOR of the B2 input data and
the Bl input data to output an XORed result as the Bl internal internediate
data so that HeKERIARS QL 0PUPYSS otFedsioraed reshdtr PHEZALES. 27
The data transfornmati on apparatus of claim5 or 6 for transfarmng four
arbitrary pi ecd€R o?f ddta tefanm g resudt( eod) theo B Apterggdiateodptap:
| nput data 70 (602), and B2 input data %70_2), wherein on each
sub-t r ansf or mei9 o tRUh AN i(XBRd result as intermediate data, and
outputs the B intermediate data as A intermediate data
5 without any transformation;
- the first sub-transformation unit (121) and the
second sub-transformation unit (122) are alternately
connected, and A intermediate data and B intermediate
data output from the first or the second sub-
10 transformation unit (121.or 122) are output as A output
data and B output data.
27. The data transformation apparatus of claim 25,
wherein:
the data transformation apparatus inputs A input
15 data (101) and B input data (102) as data of the first
and the second sequences and outputs A output data (103)
and B output data (104);
the first sub-transformation unit (161) performs
a first nonlinear transformation of the A input data
20 using a first key parameter to the A input data, outputs
a transformed result as B intermediate data, and operates
an XOR the B input data and the A input data to output A
intermediate data;
the second sub-transformation unit (162) inputs
25 ~ the A intermediate data and performs a second nonlinear

i
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transformati on and an XOR are perforned between Al input data and Bl input
data and between A2 input data and B2 5 I nput data to respectively
output Bl internediate data (606) and B2 internediate data (706), and the
Bl input data and the B2 input data are output as Al internedi ate data
(605) and A2 internediate data (705) w thout any transformation. 10

8. The data transfornation apparatus of claim1l or 5, wherein A input
data and B input data, A internediate data and B internedi ate data are
respectively divided into pieces of data $J that each of the divided data
has equal nunber of digits in both A and B. 15 9. | A dat a
transf or mat i onthenpgernationahaf Brei hginvereediaterda i e ESIRG HACTA A

i nput data and B input data, the nethod conprising: 1st step (S1) of

out putting t hekByi pptangbes a8tRUEsrattranHtAmedi e tata® W t hout any
transformation; 20 . 2nd step (S2) of perform ng a nonlinear
transf or mat i oninternediatapdetaat apesares A0 i ¥R bythRrBinBtermfiakR ti ng
a transformed result, operating an XOR of the transformed result and the B
i nput data to datpupulBukOREemr EBAI finst asybrErams fores R atRibiat o1 ks

3rd step (S3) of inputting the first B
5 - and the A intermediate data to output an XORed result as

A intermediate data;

) the first sub-transformation unit (161) and the
second sub-transformation unit (162) are alternately
connected, and A intermediate data and B intermediate

10 data output from either of the first and the second sub-
transformation unit (161 or 162) are output as A output

data (103) and B output data (104).

28. The data transformation apparatus of claim 25,
comprising:
15 a basic ‘configuration of the first sub-

transformation unit (121, 161 or 125) and the second sub-
transformation unit (122, 162 or 126) connected in a
cascade;
a repeating unit (154) for repeating a nonlinear
20 transformation of the basic configuration a predetermined
times;
a key parameter supply unit (158) for supplying a
first and a second key parameters to the first and the
" second sub-transformation units to be used as a first and

25 a second key parameters at predetermined times

W



71 internediate data to output as a second A internediate data w thout any
transformation; 4th step (S4) of performng a nonlinear transformation of
the first Ainternediate data using a 5 second key paraneter to the
first Ainternediate data, outputting a transforned result, operating an
XOR of the transforned result and the first B internmediate data to out put
an XORed result as a second B internedi ate data; and 10

wherein the steps are repeated fromthe éhrst to the fourth (S1 - S4), and

a |last step,

bei ng either of the second d the fourth steps, outputs A

I nternmedi ate data and I nternedi ate,data_.a transformation result. 10.
oPf h§PERELHE "

A data transiSFRErERHEG ST f5F BPERSE

arbitrary

[ | .d d ' d h i Si :
Bt ep (S11) “of “oper at "B YEI T ehter FRReAL Rga Aakph o EnERiRECARRR L “aata (o
output an X%cb'f)esalﬂc{ Basln efrlmreséitia'?‘:eI '&ta E’inP((.jLIO%t)ea%%t %iltput as A

10

15

20

25

output data (103) and B output data (104).
29, A data transformation apparatus for inputting
data of a first and a second sequences (A and B},
transforming the data using a key parameter, and
outputting a transformed result of the first and the
second sequences (A and B) comprising a sub-
transformation unit (121), a repeating unit (154), and a
key parameter supply unit (158):

wherein the sub-transformation unit inputs data
of the first and the second sequences (A and B), includes
a nonlinear transformer (131) for performing a nonlinear
transformation to the data of the first sequence (A)
using a key parameter, and an XOR circuit (141) for
operating an XOR of data of the first and the second
sequence;

wherein the repeating unit inputs data of the
first and the second sequenceé (A and B) output from the
sub-transformation unit (121) is repeatedly input to the
sub-transformation unit for repeating the operation a
predetermined number of times; and

wherein the key parameter supply unit supplies a

key parameter to the nonlinear transformer of the sub-

g



20 : 2nd step (S12) of performng a nonlinear transformation
of the Ainput data using a first key paraneter to output a transforned
result as a first Binternediate data; 3rd step (S13) of operating an XOR
of the first A 25 internedi ate data and the first B internediate
data to 72 output an XORed result as a second A internediate data; 4th
step (S14) of performng a nonlinear transformation of the first A

i ntermedi ate data using a second key paragnmeter to output a transfornmed
result as a 5 second B interned@gte data; wherein the steps are

repeated fromthe first. to foyrth - 4) ., an l_ast, step, being
either of t h%ras%séfo%ranaas%laor% H%anrkfecoucf Li:nresstpt(?gl,]djlélgt %J?t sea,&%l %te rerar@ |dat e data and B
i nternedi ate qgéﬁ&fb a transformation result. 10 11. The data

t ransf or mat i on apparatus of claim1l, conprising either one of: a
configuratiofy of 2 I Sta LAY AN HPalrathh AU ot 550N
wherein the nonlinear transformer (231) further

5 comprises:

an internal division unit (351) for dividing the
'i;put data of the first sequence (A) by an arbitrary
numbér of digits into a first divided data and a second
divided data (Al and A2);

10 - a key parameter supplying unit (158) for dividing
the key parameter by an arbitrary number of digits and
for supplying the divided key parameter;

a first intermal sub-transformation unit (321)
and a second internal sub-transformation unit (322),

15 being at least two of an internal sub-transformation

units (321 - 323)

wherein the internal sub-transformation unit
inputs the first and the second divided data (Al and A2),
includes an internal nonlinear transformer (331 - 333)

20 for performing a nonlinear transformation of the first
divided data (Al) using the divided key parameter (311 -
313) and an internal XOR circuit (341 - 343) for
operating an XOR of the first and the second divided data

(Al and A2);

25 wherein the first and the second divided data (Al

s



wherein the first sub-transformation unit 15 I ncl udes a
first nonlinear transfornmer (131) and an XOR circuit (141) |ocated between
an input side of the first nonlinear transformation and an input side of

t he second nonlinear transformation; and 20 wherein
the second sub-transformation unit includes a second nonlinear transforner
(132) and an XOR circuit (142) |ocated between an input side of the second
nonl i near transformati on and a next first _nonlinear transformation, and 25
a configuration of a first sub-t r ansf or m&&i on unit (161) and a second

sub-transformatiopn,unit 62); rein the first sub-transfordqmation unit

T ot e Sg e ket ot N Al A e St A dolhy)

| ocat ed betmeen.ﬁn.out ut, si de .of the fir.st nonline%{ trans orn%{ion and an
e

output side ofPtherTetdridt n%%ﬁ}heeasre‘i% SFETTRAR o  s RER RE second
_ rsllcj)gl- It ngff or rr&rtlilgnaém{ﬂe | sr]é:égrgciasargc*i]eth)é iCrisrtC uc;{itvi(cil'e4£)daatr]ald &g iarnsé
Al),

5 wherein the internal nonlinear transformers (331
and 332) of the first and the second internal sub-
‘transformation units (321 and 322) simultaneously perform
nonlinear transformation.

31. A data transformation apparatus for inputting

10 data of a first and a second sequences (B and A),
performing a nonlinear transformation of the input data
using a key parameter, and outputting a transformed
result of the first and the second sequences (B and A)
comprising a sub-transformation unit (421):

15 wherein the sub-transformation unit includes:

a nonlinear transformer (431) for performing the
nonlinear transformation of the data of the first
sequence (B) using the key parameter;

an XOR circuit (441) for operating an XOR of the

20 data of the first and the second sequences;

wherein the nonlinear transformer (431) includes:

an internal division unit (551) for dividing the
input data of the first sequence (B) by an arbitrary
number of digits into a first divided data and a second

25 divided data (Bl and B2):

T



transforner (133) | ocated between an output side of the second nonlinear
transformati on and an output side of a next first nonlinear transformation,
and wherein the first sub-transformation unit and the second
sub-transformation unit are alternately connected d tines (d>2) froma
first stage to a | ast stage, the data transformati on apparatus further
conprising: a data selecting unit (156a and 156b) provided to an input side
of the first sub-transformation unit, ggta hol di ng unit (157a and 157b)
provi ded to an output side of |ast stage f either of the first and second

wherel . at first, ?Rét A e§?¥ﬁg%ﬁﬁ_¥§?ﬁgéyp§i%8ﬁ2$ ‘48Platna g
TR T R 8 o g g s
divided key parameters and for supplying the divided key
parameters;
5 at least two internal sub-transformation units
(521 - 523) as a first internal sub-transformation unit
{521) and a second internal sub-transformation unit (522)
having an internal nonlinear transférmer (531 - 533) for
inputting the first and the second divided data (Bl and
10 B2), performing a nonlinear transformation of the first
divided data (Bl) using the divided key parameter and an
XOR circuit (541 - 543) for operating an XOR of the first
divided data and the second divided data;
wherein the first divided data and the second
15 divided data (Bl and B2) output from the first internal
sub-transformation unit (521) are input to the second
internal sub-transformation unit (522) as the second
divided data and the first divided data (B2 and Bl);
wherein the internal nonlinear transformers (531
20 and 532) of the first and the second internal sub-

transformation units (521 and 522) simultaneously perform

nonlinear transformations.

* c L L] S *



data, the data selecting unit is set to select and input output data from
the data holding unit (157a and 157b) so as to form a feedback | oop;
wherein the data transformati on apparatus repeats transformati on of data m
times (np2), the key parameter supply unit (158) supplies key paraneter to
each sub-transformation unit corresponding to repeated transformation, and
at last, the data holding unit (157a and 157b) outputs A internedi ate data
and B internediate data as a transformation result. 12. The dat a
transformation apparatus of claim1l for t?%ﬂsforning two arbitrary pieces
of data of A input data and B input data,, both of which having the sane
nunber of digits, conprising either o %??a%tsub-transfornation unit

i ncl udi first ' f 31 d X ' it (141
| ocat et between t ho | KBUE GRHB bF “ERESTRY ELORGRRPHEROT s ERET or mmt | on and

the input side of the second nonb&gear transfor

ti,on; d, a.
Sub- £ ansf or meERBT TORTR B PPRE Ao REFPEFFEti o1 (4303 ShoPaleBEbrgata
nonl i near traqﬁ%qrner (%S%Lput data (102), a first nonlinear

) and
5] transformation of the A input data is performed using a
{irst key parameter (111l), a transformed result (109) is
Butput, an XOR operation of the transformed result and
the B input data (102) is performed to output an XORed
result as B intermediate data (106), and the B
10 intermediate data is input to a next sub-transformation
unit (122) as B input data. On the other hand, the B
input data (102) is input to a next sub~transformation
unit as A input dataﬁ A second nonlinear transformation
of the B input data (102) is performed using a second key
15 parameter (112), the transformed result is output, an XOR
operation of the transformed result and the B
intermediate data (106) is performed to output an XORed
result as B intermediate data (108), and the B
intermediate data is input to a next sub-transformation
20 unit (123) as B input data. The above configurations is
connected in a cascade and the last A intermediate data
and B intermediate data are output as transformation

result (103 and 104).



poe st

l'ocat ed between the output side of the first nonlinear tranpREBFpfiti.onandcz
the output side of the second nonlinear transformation; wherernthe .. L
sub-transformation units are connected d tines (d[err]1), the gﬁﬁ%\f e
transformati on apparatus further conprisbng: a data sel ecting 'tf%ﬁéﬁﬁ
and 156b) provided to the input side of a first sub-transfprbation unit,
dat a hol di ngrgnas¥Fotha¥acandesib) provided to the output s)jde of a |ast

sub-transformation unit, and a key paranmeter supply unit (I58)—whkereln,. at
first, the data selecting unit (156a and 156b) selects and inputs the A

i nput data and B inquuGgFQFraﬂPth§eP@@NFn§°§§&qqﬂﬁﬂﬁﬂmng3& i t data and

B..i nput data, t a .00 yni L ¢ : | gt .and LRMEAPY put
datahfron1tﬁged§?aqﬂ%laﬁﬁgggﬁf' f%%?%fgﬁgé%§7%% 25 gg toaﬁoéglaé?ezdback
| oop; and waereuhtt be dalaitsr @igfldr.nmati on apparatus repeats transformation

of data mtines (nmr2), the key paraneter supply unit (158) supplies key
paraneter to each sub-transformation unit cotrespondin% Eo,re%ea&gq,
a ield is

Further, the above X® circult on ols

formed by a normal basis.

Further, in the above configuration, at least
one part of the nonlinear transformer is a Read Only

Memory.

Further, in the above configuration, at least
one part of the nonlinear transformer is a Random Access

Memory .

Further, in the above configuration, at least

one part of the nonlinear transformer is a Logic Circuit.

Further, a data transformer including two logic
circuits is provided to at least one of A input and B
input. Each of the above two logic circuits may be
either of the XOR circuits and AND circuit and OR
circuits. .A input data or B input data is divided into
two pieces of divided data having an arbitrary number of
digits such as AA data and AB data. The key parameter is
divided into two divided parameters. A transformation
key parameter and B transformation key parameter. A
first AND/OR operation of AA data and A transformation
key parameter is performed. The first ANDed/Ored result
is first XORed with the AB data and the first XORed



fransformation, and at last, the data holding unit (157a and| 157b) out puts
A internedi ate data and B internedi ate data as a transformat) on pepyi oy
76 13. The data transformati on apparatus of claim: wherein A input
data is divided by an arbitrary nunber g digits into A i nput*-data—andA2
I nput data, and the key parameter is divided by an arbitraryj nunber of

digits into a first to an _n-th divided key paraneters; wherein the
sub- t r ansf opfeEmbadimentt 8rt RéE-i RO §beYs ant pREFPLEt Sfngonlinear

sub-transfor ' unj : for m n_ien n li4n : ormati on
of the Al i Rpamedgea sbgry AR FaBle it IncRoRd RS O

di.vi ded keytpansfiermer otfit phet dagaa traassbemaed ohe applaramwer atfi thean XOR of
the transforned, result ,and the A2 input data to output an XOR result as a

first A2 i nPéPRRI PRPEAFETtat E1at 21 SROVEULPUEKTR EnLIARIH iR dat a as a

first Al i nbephah et LBRdh2ie 143 280 3R LHARSHIM S d AN netd
transformer of the data transformation apparatus of the
ninth embodiment, Fig.'22 shows an example of nonlinear
elements of the internal nonlinear transformer of Fig, 19
formed by a normal basis of X" circuit on the Galois
Field, Fig. 23 is a block diagram showing a configuration'
of a data transformation apparatus of Embodiment 10, Fig.
24 shows a detailed configuration of the data transformer
of Fig. 23, Fig. 25 is a block diagram showing another
data transformation apparatus of Embodiment 11, Fig. 26
shows each feature of eleven elements from the first
embodiment to the eleventh embodimenﬁ, Fig. 27 shows an
application example of the data transformation apparatus
of the invention, Fig. 28 shows an application example of
the data transformation apparatus of the invention, and
Fig. 29 shows a configuration of a conventional data

transformation apparatus.

Best Mode for Carrying out the Invention

Embodiment 1.

In a field of information processing,
encryption



a second internal sub-transformation unit for inputting the
internal internmediate data output fromthe first interna
‘'sub-transformation unit as A input data, perform ng an integ
transformation of the first Al internal34i nternedi ate data usi
di vi ded key paraneter, outputting a transfornmed result, .operfati ng an XOR of
the transfornmed result and the first A2 internal .nterned at® dara as A2

i nput  dat a V& 1euHFUCRTIRIE PYaFhE s@cﬁﬁ'ﬁj lAE‘:qrﬁ"caelr F™ 1 % hedi at e dat a,
and out put'ty Mo JedGridyf S3g2 33Y Chlif 397! efgediAihdapi A magnd A

internal i dat™a “wi t hout” "any transformation; wherein the first
internal s@ourtn shareratalosub tr el dine tsiempnthi te 22l asdibe24 ansf or mat i on

unit -are alternately connected "n" tines (n>2) froma first stage to a |last
e wherlie SHAFRRAPAE 16 ISR (RS (APHEAOTIRT P S ERHAS nal
data sel ectjng.4 feﬂ%atﬂw%ééé therdd Ry cfddle Ofn tie f bbsbehbisnapl

sub-transformati dn unit,
system, data is transformed sequentially, that is, the

nonlinear transformation of each stage is started after
the nonlinear transformation of the previous stage has
been finished. In this conventional data transformation
case, the conventional data transformation procedure
requires 12 cycles. Namely, the data transformation
apparatus of this embodiment can process data about four
times as high speed as the conventional data

transformation apparatus.

In the data transformation apparatus of this
embodiment, a nonlinear transformer of Embodiment 1 is
used for the nonlinear transformer 331 - 393, having a
nest configuration in the sub-transformation units. A
nonlinear transformer of Embodiment 2, which is also
configured as a nest, can be used as well. The same
effect can be obtained as the above nonlinear transformer
of Embodiment 1. '

Embodiment 4

In this embodiment, a small-sized nonlinear

transformer is applied to the nonlinear transformer in



an internal data holding unit provided to the output side of]* PLAQ#U@W' RHEET
“first and the second internal sub-transformation units, andjan internal key
paraneter supply unit; wherein, at first, the internal data svlé&ﬁikﬂktyvﬁ
sel ects and inputs. the Al data and thefﬁﬁ i nput data, afterjsg¢lecting and
inputting Al input data and A2 input data, the internal datgq SerecrTTg—tnt-t

t t | t t f t
Isz Zg toof iﬁ‘?ﬁ%é fg I u|“‘b3‘§ B%Jddrﬂ’/\?i%rse{ﬁ%éﬁs%% %rans’f%’ﬁm I on uﬁ'lg'f"gm """"""

repeats intgy gy (2mngis0iiRlair@d,0fi tdate partficheted M2)shifeidgtwieal key
parameter supply unit supplies the divided key paraneter to each internal
sub- transfwmqlbrf@ﬁ@s%‘?#*e%%n@f- nghe ce¥leberrry e1emshbrfattha, and at

L2 e O U SHBTR oty a8 48 p 8RS OlbDLCepBdRtL 50t 2 o0

data transfieimg iper PRRRedibe War&vare) 2it is realized only by re-

connecting the lines of the bits. The above advantage of

. representing vector by normal basis enables to perform X"
circuit for an arbitrary element X by smaller scale of
hardware than a case of representing vector by polynomial
basis. An inverse element (X?) circuit can be also
assumed to be X" circuit. Namely, an inverse element X!
of an arbitrary element X on GF (2™ equals X ™2, and it
can be processed in X" circuit by treating as n = 2™ - 2.
For an example of the above hardware, the case of the 6th
less significant bit (out 5) is shown in Fig. 22 when it
is implemented by a logical circuit assuming that 7 input
bits of the above substitution table S7 are (in 0, in 1,
in 2, in 3, in 4, in 5, in 6) and that 7 output bits are

(out 0, out 1, out 2, out 3, out 4, out 5, out 6).

The operation of the data transformation
apparatus configured as shown in Figs. 17 - 19 can be
clearly understood by the description of the former

embodiments, therefore, the operation is not explained

here in detail.

Embodiment 10.




wherein A input data is divided by an arbitrary 5

into Al input data and A2 input data, and the key paranete
an arbitrary nunber of digits into a first-to an n-th divi . oy e
parameters; wherein the sub-transformatiédn unit further incliudes: Arg 1799
a first internal sub-transformation unit for inputting A: I nput data, a
di vision of the A input data, .perform.ng an infernal, nonlijnear ”
transformation of thg O/B_ﬂtﬂur'fplﬁl%(fatozf Jé?engqeﬂ?éa‘i i diSAH ddkey—paranet ey
outputting a transfornmed result as a first A2 internal 15 _

internedi ate data, opehaldd¥hramktidR And e Autgituls A8 & anthd\hdnput data
to-output an XORed as a first Al internal internediate data; and a second
i nternal sulfimsdnsfomlmegaon trens fomatnmnt;ti ng the first A internal

i ntermedi ate data output 20 fromthe first interna

sub-transformation unit as Al ..nput, data erformn n, i nt er nal | i near
transformation of theqﬁﬁﬁﬁlqMFqéﬁgﬁﬁé% #Hﬁ%ﬁ%ﬁﬂé%ﬂéﬁ%ﬁ&%PLﬁﬁﬁb {¥e! second
di vi ded key gran®mt eind AHPWdddHh aur-Hs 1Hgnd osoh tudst a(SEEaRd A2

internal internediate 25 data, operating an XOR of the first A
i nt er nal 162) are alternately connected d times (d>2) from a first

_%ﬁgﬂ“agF@
ed key

V]

stage to a last sage, and

wherein the sub-transformation unit of the last
stage, being either of the first sub-transformation unit
and the second sub-transformation unit, outputs A

intermediate data and B intermediate data as output data

after transformation.

3. The data transformation apparatus of claim 2,
(next paragraph)wherein on the first or the second
nonlinear transformation, A input data (101), input to
the sub-transformation unit (221), is divided by an
arbitrary number of digits into Al input data (301) for
inputting to Al input side and A2 input data (302) for-
inputting tb A2 input side, and the key parameter (111)
is dividediby an arbitrary number of digits into a first
to an n~-th divided key parameters (311 - 313); and

the data transformation apparatus further

comprising:

a first internal sub-transformation unit (321)
for performing an internal nonlinear transformation of Al
input data (30l1), being a division of the A input data

(101), using a first divided key parameter, outputting a

* [+ L M s *



i nternedi ate data and the first A2 internal inte data as Al i
A2 input data, and outputting an XORed result as a second Al
internedi ate data; wherein the first internal sub-transformafi
the second internal sub-transfornmation Wit are alternately
times (n>2) froma first stage to a | ast stage wherein the :
sub-transformati on unit further includes: h§$ernal dat a slel e

provided to ttrf?é'lﬁfrﬂﬂ?e‘%ﬁfeguc;ftft RE%E ‘?@t‘lr?‘-’ntaé? R QRR%3 St i ’
an internal éygﬁgfg%ﬁg % ided A9 {Qs,0uidl pige) of either of ~The—
I nterna

first and the secon -transformation units, and an internal key
par anet er suppiputtnirg azmet@ied msﬂlt s 4 hisrsit ahalnversatel ect | ng unit

sel ects and jnputs the Al _inpu ta angd the A2 jnput. dat after selecting
and inputti R YeEmeHAt e Har "g éﬂg@ atRut ﬂfé‘? a)hgl iDRYY sel ecting

unit-is set dn-selfpd) sy 4 NP OUEPUindatia] r O dhRedol 8e hahdh ng305)

without any transformation; and

a second internal sub-transformation unit (322)
for performing an internal nonlinear transformation of
the Al intermediate data (305) as Al input data using the
second divided key parameter (312), outputting a
transformed result, operating an XOR of the transformed
result and the first_A2 internal intermediate data (306)
as A2 input data, outputting an XORed result as a second
A2 internal intermediate data (308), and outputting the
first A2 internal intermediate data (308) as a second Al
internal intermediate data (307) without any

transformation;

wherein the first internal sub-transformation
unit (321) and the second internal sub-transformation
unit (322) are alternately connected “n” times (n>2) from

a first stage to a last stage, and

wherein Al internal intermediate data (303) and
A2 internal intermediate data (304) are output from the

last stage as a transformation result.

4. The data transformation apparatus of claim 2,

AU



S .

. ]( A m‘if';
unit so as to forma feedback | oop; whereéein the sub-transf 36@“" M
repeats internal transformation of data mtines (nme2), the{ifternal
parameter supply unit supplies the divided key paraneter t
sub-transformation unit 80 corresporédi ng to repeated tr
at the internal data holding unit outputs Al internedi ate data an
I nternmedi ate data as A output data after transforq;%ion.

. 15
transformation appar MRREGR i tha PG IBEAGHFFHF RTABL Lt a
i nput to thgyngnldneas st QB | o) Bipeacdl saIb- {xhsnef o6 neké ogupni t, s
di vided-into t\%gapl ecelcsntla{ot]?:L ata, both of Whi ch havi n%ﬁ_]i@dent i cal nunber of
digits; ancrdresiommatheod iursit i (221 hal isudivided oy nanianbikrarys connect ed

n t_.L',mes (n>r1212mb' e1r6'of digit:.rsheir(lj&g al\.{rfr?g&t?r atal.oar.]ngngfrfﬁgétoéagéﬁl m5 or 6,

key
aght APK )
a

The data

pbe T

and the key parameter is divided by an arbitrary number
of digits into a first to an n-th divided key parameters;

and

the data transformation apparatus further

comprising:

a first internal sub-transformation unit for
performing an internal nonlinear transformation of Al
input data, being a division of the A input data; using a
first divided key parameter, outputting a transformed
result as a first A2 internal intermediate data,
operating an XOR of the Al input data and the A2 input
data, and outputting an XORed result as a first Al

internal (next page) 67 intermediate data; and

a second internal sub-transformation unit for
performing an internal nonlinear transformation of the
first Al internal intermediate data, output from the
fifst intefnal sub-transformation unit as Al input data,
using the second divided key parameter, outputting a
transformed result as a second A2 internal intermediate
data, operating an XOR of the first Al internal
intermediate data and the first A2 internal intermediate
data as the Al input data and the A2 input data, and

outputting an XORed result as a second Al internal

Iy



wherein the first internal sub-transformation unit and the s gﬁyﬂAK$§§ﬁm@ﬁ}T
sub-transformation unit are alternately connected n tinmes (n HE

first stage to a |last stage, wherein the sub-transfornmation ijt further 1
i
§

i'ncl udes: an internal data sel ecting unigy provided to the |n,ut A detiof e
first stage of the first internal sub- transformation unit; @niinternal

~data holding unit provided to the output side of either of the first and ]
the second iimtemmedisatie tdedesf or mation units; and 81 an i k-ernal._key i
par ameter supply unit; mherein at first, the internal data selecting unit
sel ects and inputs t he

and i nputt| ng Bl i nput l}faﬁea% %?%%ﬁﬁﬁrﬁ%t he 1 nrf erngg ﬁﬁta seﬂagflt Ingg

unit_i-s set drﬁtS%lrﬁpttlﬁldsédunﬁ mﬁénﬂarlaé@-ftrmgﬂ’tﬁ:mﬁmmahnﬂataaré]ol di ng
unit-so as to forma feedback | oop,
. alternately connected “n” times (n>2) from a first stage

to a last stage, and

wherein Al internal intermediate data and A2
internal intermediate data output from the last stage are

united as a transformation result.

5. A data transformation apparatus for
transforming two arbitrary pieces of data of A input data

(101) and B input data (102) comprising:

a sub-transformation unit (421) for performing
a nonlinear transformation of the B input data (102)
using a first key parameter (111), outputting a
transformed result (451), operating an XOR of the
transformed result and the A input data (101l) to output
an XORed result as B intermediate data (462), and
outputting the B input data (102) as A intermediate data

(461) without any transformation;

wherein the sub-transformation units, for
inputting the A intermediate data and the B intermediate
data as A input data and B input data to be transformed
by each key parameter, are connected d times (d>2) from a

first stage to a last stage;

wherein A intermediate data and B intermediate

O RO O



wherein the sub-transformation unit repeats internal transf
mtimes (nmr2), the internal key parameter supply unit supp
'key paraneter to-each internal sub-transformation unit corr
repeated transformation, and-at |ast, td8 internal data hol
outputs Bl internedi ate data and BZ interrredi ate data are

I nternediate data after transfor 1 e dat
appar at us &tA &4f P ERMe i & %pjtﬂs'aeﬁ‘%fig? oa%eal%%?

nonl i near gﬁggﬁﬁgunatlon of each sub- transformation unit,

Jtra sfornatlon

ACHM ﬁm“(& PT

e. tl'e UlVIU\..-'-J

espondi R
dlng uh??\ ””J}
_—

Rterpate.__|
is divided into

two pieces of data having identical nunber of digits; and wherein the first

i.nternal sub-transformation unit is connected n tines (n>2).

18. The

dat a-transformation appretusownfa chemlisear Eramﬁﬁﬁﬁm@thgnahneeéﬂhnunber of
sub-transformation units for_tra dat S|n each, key paraneter,
The data t RHETGARATOATAHN ARAL f LFEhLy Elnpai; hEend 8B (6K

unlt includes a plurality of 1nterna1 sub transformation
units (521 - 5235, B input data input to the internal
sub-transformation unit (521) is divided by an arbitrary
number of digits into Bl input data (501) and B2 input
data (502), and the key parameter (111) is divided by an
arbitrary number of digits into a first divided key
parameter to an n-th divided key parameter (511 - 523);

wherein the sub-transformation unit includes:

a first internal sub-transformation unit (521)
for performing a first internal nonlinear transformation
of the Bl input data (501), being a division of the B
input data (102}, using the first divided key parameter
(511) outputting a transformed result, operating an XOR
of the transformed result and the B2 input data (502) to
output an XORed result as a first B2 internal
intermediate data (506), and outputting the B2 input data

(502) as é first Bl internalhintermediate data (505);

a second intermal sub-transformation unit (522)
for performing an internal nonlinear transformation of
the first Bl intermal intermediate data, output from the
first internal sub-transformation unit (521) as Bl input

data, using the second divided key parameter (512)

TN 0 O L



REPLACEMENT SHEET|
a data selecting unit (156a and 156b) provided to the input |sifdeofthe—y
first sub-transformation unit; a data holding unit (157a angl 15%b) jprovided
to the output side of the last sub-transformation unit, and|ajkéygarafeter
supply unit (158); wherein, at first, the data selecting un{tl{i56a and.___ |
157a) selects and inputs two arbitrarygieces of data of A [nput data and B

I nput data, after selecting and inputting two data, the dat: ' |
is set to select and input output data fromthe data holding unit (157a and
157b) so Sutpmtitdng & freadirdarmeshxesihdr eiPerRting 21 rHPR f of nilteon

appar at us ; e tr f tio i | , 3 : anet er
suppl y uni‘-'tr%?ﬁe'g"téj)sxmselﬁis)l p elsg%lr%e%/né]pat%aene elras‘{noééezr;%ﬁt és{pg%% r’a%@‘?%’?ﬁ%%?g% unit

cor r.espondiadtg t(@oepeas B tirasf damd | o, owtshitatan 280Red heegale asl di ng

unit (157a _and 157b) outputs A internedi ate data anqwg I nterqedi ate data as
a transforfhf iSRFEs f2 ingernal inteEnediate rdds? of 788 on®BPpar at us of

ot gl P L sreqletn essauiteralentsie)s (e

us o
claim19, as a second Bl internal intermediate data (507) without

any transformation;

wherein the first intermal sub-transformation
unit and the second internal sub-transformation unit are
alternately connected n times (n>2) from a first stage to

a last stage; and-

wherein the Bl intermnal intermediate data (503)
and the B2 internal intermediate data (504) are output

from the last stage as a transformation result (451).

6. The data transformation apparatus of claim 5,
(next page) wherein each internal sub-transformation unit
performs én internal nonlinear transformation of the Bl
input data to output a transformed result as the B2
internal intermediate data, operating an XOR of the B2
input data and the Bl input data to output an XORed
result as the Bl internal intermediate data so that an

XOR operation is performed at a different location.

7. The data transformation apparatus of claim 5 or
6 for transforming four arbitrary pieces of data of Al

input data (601), A2 input data (701), Bl input data

I
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83 wherein the X/err] circuit on Galois Field is formed by Rahpﬁ@%%ﬂﬁg&‘ifﬂiﬂf
21. The data transformati on apparatus of claim1l or 5, wherein at
| east one part of the nonlinear transformer is a Read Only; NenBry 222559
The data transfornation apparatus of clT@ m 1 or 5 wherein gt |east one
part of the nonlinear transforner is a Random Access Menorly. ~23: +h

data transfor.nat| apparatus_ of claiunl o r el _Ig@éﬁ,pne part of
t he nonl i né4t rg(r)ﬁ;lf)or%é 355%c1%€1i ng %%é%éé#kel& r"n‘?{l'fhe data

transformation apparatus of claim2 further conprising: two logic circuits

(971a and 971b), bei Rghatdfrertid £10sXQRuE trand SofRadLomnanPy1d) and AND
and OR circuits, provided to at |east one of A input side and B input side

of the firsinguiles dee FORGDFCRHFt (341h and oLhe FRIRABROLYIAGAT wher ei n
the i nput é?sfégﬁgrtfﬁﬁff P8t 2 L8 AWSEQELR ok W put SsHayT §edepgto two

pi eces of da
first nonlinear transformation and an output side of the

second nonlinear transformation; and

wherein the second sub-transformation unit
includes the-XOR circuit (142) and a first nonlinear
transformer (133) located between an output side of the
second nonlinear transformation and an output side of a

next first nonlinear transformation, and

wherein the first sub-transformation unit and
the second sub-transformation unit are alternately
connected d times (d>2) from a first stage to a last

stage,

the data transformation apparatus further

comprising:

a data selecting unit (156a and 156b) provided

- to an input side of the first sub-transformation unit,

a data holding unit (157a and 157b) provided to
an output side of last stage of either of the first and

second sub-transformation units, and

a key parameter supply unit (158);

Iy



HAZA

having arbitrary nunber of digits as AA data and AB data, tREPkACTHERGNeiier

is divided into A transformati on key paraneter (98la) and tfranstormat 1-on
‘key paraneter (981b); wherein the AA data is perforned a fifrqt 4ogiealy;.
84 operation using the A transformatioffidkey paraneter (981d),{ a first
operation result is XORed with the AB data to output a first XeR—anma—ttr

-
i

first XOR.is output as output data after .tr form.ng AB dait a;, wherein the
first XOR is perfor n@%’eges‘é’corﬁf 1odi®a %’ﬁe?‘%%ﬁ}; tg”@trrgintsr OF TET1 0N
key paranet @562 o3 At HPYAd UL TfRY | dinghit XPupsl Bt Aey Adi dlddar 10

out put a second XOR, the second XOR is output as output data after

transf or ni raf Aateatef, Zarichdte dattepandld draiuterdatan At mELPA data and

th t put dat ft t f i AB dat. it 5. A
LA tr SSRGS AL S s (P 1, S e b tma el
first and agSaconthe HIANRS] ddt iyl Wit e fuer 1 fel@dt i @ input

transformation of the data using a key parameter (111-114), and outputting
a transfor maepws datafizare the data theldingrunid (he/aRAdlEHgletees (A

Sggoﬁé’sﬁg- %;ﬁé?ﬁ%’ﬁﬁé#ﬁééﬁg&qggg; ormation unit (121 or 161) and a

wherein the data transformation apparatus
repeats transformation of data m times (m>2), the key
parameter supply unit (158) supplies key parameter to
each sub-transformation unit corresponding to repeated
transformation, and at last, the data holding unit (157a
and 157b) outputs A intermediate data and B intermediate

data as a transformation result.

12. The data transformation apparatus of claim 1
for transforming two arbitrary pieces of data of A input
data and B input data, both of which having the same

number of digits, comprising either one of:

a sub-transformation unit including a first
nonlinear transformer (131) and an XOR circuit (141)
located between the input sidé of the first nonlinear
transformation and the input side of the second nonlinear

transformation; and

a sub-transformation unit including an XOR

circuit (141) and a second nonlinear transformer (132)

O




unit (122 or 162), being at |east two of sub-transformati on]gkr,t W W
161-164) having a nonlinear transfornmer (131-134) for perfo*%mméﬁrflﬁ&m
nonlinear transformati on of data (A) of the first sequence Uusjng the key
paraneter, and an XOR circuit (141-144)7f6or operating an XQR pbf Zday@rolkyy hg
first and second sequences (A and B); 85 and wherein the dbta of the

first and the secqond sequences (A and B). output fr t he fif st Sub-
t{ansfornatﬂ@ﬁaﬁﬁﬁtbFI?feﬁrt?@l?“ﬁ?“?nﬁ&@eag%d§P§ %g&§w839nllnear second
and the fir B RoRliigeedls WhANSfNREion is

per f or ned s?%ﬁ ?ggggégﬁfﬁiﬁit 56%68%? Bar ﬁrans ornmers (131 and 132, 132
and 133) of nbhéiheast txadstfioermedond sub-transformation units (121 and 122,
161 and 162). 10 26. The data transfornmati on apparatus of claim
25, ‘wherein: the data transformation apparatus inputs A.input data (101)

and B i nput data (102)"’5"&53&5% &5 sabs iﬁoﬁ}?rﬂ?@ B Ffyuences and

outputs A ogiprlect@@ A Hies (a>1),

the data transformation apparatus further

comprising:

a data selecting unit (156a and 156b) provided

to the input side of a first sub-transformation unit,

a data holding unit (157a and 157b) provided to

the output side of a last sub-transformation unit, and
a key parameter supply unit (158);

wherein, at first, the data selecting unit
(156a and 156b) selects and inputs the A input data and B
input data, after selecting and inputting A input data
and B input data, the data selecting unit is set to
select and input output data from the data holding unit
(157a and 157b) so as to form a feedback loop; and

wherein the data transformation apparatus
repeats transformation of data m times (m>2), the key
parameter supply unit (158) supplies key parameter to
each sub—trapsformation unit corresponding to repeated
transformation, and at last, the data holding unit (157a
and 157b) outputs A intermediate data and B intermediate

data as a transformation result.

g




15 and B output data (104); the first sub-transf ot 21)
performs a first nonlinear transformation of the A input data using a fir$t
key parameter, outputs a transfornmed result, operates an XOR & 1thig ¥ \
transforned result and the 20 B7tput data to outpgutj an XORed \
result as B internediate data, and outputs the B input datja as A ‘

i nt er nedi at e data wit hqut transformation. t d g§%é£ﬂn§LoLnaL$emb
unit (122) iTputs the%&ﬁré%ggnﬁﬁ%ﬁ%£%EW%fl%ﬁw éﬁ%%gggge%%n nonl T hear 25
transformation of the A internediate data using a second 86 key

paranmeter, outputs a tyisasdod Edimest| datQPes adLsidsd XOR ah &hkeitrangf or med
result and the B internediate data to output an XORed result as B

i nt ermedi at enwraer hddigh PRt EntpeAB inpek n@atat @ndahd ABPAL| ARERnedi ate
data -5 | f i ON; fl [ D= ti
ini £ (121) AR HS Koy B AhEPS: PLTOhL Ofach My wh 2y BiRRES ALAREE 1Y

connected, apfl digiterimed odefinés 86daB hAtRratdided key parameters;

wherein the sub-transformation unit further

includes:

a first internal sub-transformation unit for
performing an internal nonlinear transformation of the Al
input data, a division of the A input data, using the
first divided ke§ parameter, outputting a transformed
result, operating an XOR of the transformed result and
the A2 input data to output an XOR result as a first A2
internal intermediate data, and outputting the A2 input
data as a first Al internal intermediate data without any

transformation; and

a second internal sub-transformation unit for
inputting the first Al internal intermediate data output
from the first internal sub-transformation unit as Al
input data, performing an internal nonlinear
transformation of the first Al internal intermediate data
using the second divided key parameter, outputting a
transformed result, operating an XOR of the transformed
result and the first A2 internal intermediate data as A2
.input data to output an XORed as a second A2 internal
intermediate data, and outputting the first A2 internal

intermediate data as a second Al internal intermediate

R
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- A,

data output fromthe first or the second sub- 10 tran ornatlon
unit (121 or 122) are output as A output data and B out put .
The data transformation apparatus of claim 25, wherein: thg
transformati on apparatus inputs A input715 data (1
data (102) as data of the first and the second sequences and ouipu&%ﬁﬁ@&;

out put data (103 d out put dat the first sub-tgamsfornmation
unit (161) EéFPo%HERQUFiP?Fpﬁ5ﬁpﬁﬁggﬁwg?éﬂkfornat|on of th 8
using a first key paranmeter to the A input data, outputs at

wned
result as B internedi ghRr@dnd thNG iRy aﬂzﬁ%mlxcaaﬁ-hﬁ:aaasfmauia:m and t
A input data to output A internediate data; the second sub-transfornation

unit (162) umdo @ngs the Seconﬁh@n&Qﬁﬂaﬂwﬁ§h7ﬁﬁ§4ﬁﬁQ¥mﬁﬁﬂ?RN#Q*?&?%?second
nonl'i near tr formation to {he e econd
key -par anmet @Il%(ﬁfr“ﬁ?\‘t ctof]ﬁ%?fr%oerér)re resﬁ'ﬁrE Q{Eg% Toorfl ¥ % Brdbe

to a last stage,

wherein the sub-transformation unit further

inciudes:

an internal data selecting unit provided to the

input side of the first internal sub-transformation unit,

an internal data holding unit provided to the
output side of either of the first and the second

internal sub-transformation uhits, and
an internal key parameter supply unit;

wherein, at first, the internal data selecting
unit selects and inputs the Al data and the A2 input
data, after selecting and inputting Al input data and A2
input data, the internal data selecting unit is set to
select and input output data from the internal data

holding unit so as to form a feedback loop; gnd

wherein the sub-transformation unit repeats
internal transformation of data m times (m>2), the
internal key parameter supply unit supplies the divided
key parameter to each internal sub-transformation unit

corresponding to repeated transformation, and at last,

the internal data holding

\\l\\l\\ \\\l\\ \l\\\ \\\\\ \\ \ll\



m:’""""‘"‘_’"'f"““n- Jr—
s nternedi ate data, operates an XOR of the B internedi ate dat gg& h@fﬁwﬁ&fﬁﬁfﬁ
the first sub-transformation unit (161) 5 and the Afingternedi ate™
‘data to output an XORed result as A intermediate data; the fifstZ i Apn jgo
‘sub-transformation unit (161) and the skcond sub-transformafi ¢n unit élég)
are alternately connected, and A internedi ate data. and B i nf ermesti-ate«d0-s.=.
data -output, fromejther of the first and t ‘'second sub:_fr. ormation
it (165 GRS AR s (h o P ahai et EREe A
(104). 28. gata B¥ ARtadUansd©f nEdd o apRiat st of Shal Sugbut €OAF' i Si ng:
15 ' a basic configuration of the first sub- transformation
unit (121, @6XQRed 28switl ahea seeovnd shb-interndbrvatevneghate (122, 162 or
126) -connected in"a cascade; a repeating unit (154) for repeating a

nonl-i near X#%®7 = - transformation of the basic configuration a
predetermned tines; a key parameter supply unit (158) for supplying a
first and a second keyh@e&anetRestipsthentbrsil agdbl feafie€6fflation

sub-transformation units to be used as a first and 25 ~a second key
par amet er s anipragdt ehei pecon@npsternal sub-transformation unit are ‘

alternately connected n times (n>2) from a first stage to

a last stage,

wherein the sub-transformation unit further

includes:

an internal data selecting unit provided to the

input side of the first internal sub-transformation unit,

an internal data holding unit provided to the
output side of either of the first and the second

internal sub-transformation units, and
an internal key parameter supply unit;

wherein, at first, the internal data selecting
unit selects and inputs the Al input data and the A2
input data, after selecting and inputting Al input data
and A2 input data, the internal data selecting unit is
set to select and input output data from the data holding

unit so as to form a feedback loop;

wherein the sub-transformation unit repeats

internal transformation of data m times (m>2), the
internal key parameter supply unit supplies the divided

key parameter to each sub-transformation unit

* C L L S *



88 corresponding to the nunber of repeating; wherein after req

I nternmedi ate data (197) and B internedi ate data (108) are out ' ,
out put data (103) and B output data (104). 5 29. ;Agdqg%.ﬁ;ﬁgﬁgg
transformation apparatus for inputting dta of a first and a gegond "
sequences (A and B), transform ng the data using a key paranetfert—and
outputting a transforpmed result of t e1ﬂr§% and the second sgquences (A

and B) conpriGIRFRPRGINT %P repeateq  Lranthorha P hni ¢ 134 ) ¥ repeating

o n T OTErTEg
V&NT SHEET

Yy

uni t (154), G0d 5 ShPATSHEL Mo BEPRS Yukit loddoils Ahe{storhbliate
sub-transformation unit inputs data of the first and the second sequences
(A and B), idetfaicesd Ahomteweediatesdatass (A3Ntpor @gatdoahtey a
nonl i near 15 transformation to the data of the first sequence (A)
using a key PEARHEIEPAEIMRY an XOR circuit (141) for operating an XOR of
data-of the first and the second sequence; wherein the repeating unit

i nputs data pf_the The data transformation apparatus of claim 13
or 14,

wherein A input data, to be input to the
nonlinear transformation of each sub-transformation unit,
is divided into two pieces of data, both of which having

identical number of digits; and

wherein the first internal sub-transformation

unit is connected n times (n>2).

16. The data transformation apparatus of claim 5 or
6,

wherein the first internal sub-transformation
unit and the second internal sub-transformation unit are
alternately connected n times (n>2) from a first stage to

a last stage,

wherein the sub-transformation unit further

includes:

an internal data selecting unit provided to the
input side of the first stage of the first internal sub-

transformation unit;

an internal data holding unit provided to the
output side of either of the first and the second

internal sub-transformation units; and

QT



- 20 first and fhe second sequences (A and B) output—fromithe.
sub-transformation unit (121) is repeatedly input-to the «Hgfﬁﬁ@pwgﬂ

unit for repeating the operation a predeterni ned nunber of trmes— ;
wherein the key paraneter supply unit s8pplies a 25 key, paraneteq
to the nonlinear transfornmer of the sub- 89 transforna1ibn‘uhvb**JJr
correspondi ng to each repeated operation. e data transformtion

appar at us of cl ai m 252PwhBFEFH2 EeﬁoHFFﬁEEFeFrﬁHEP Vnﬁplt231) further 5
conprises: an internal division unit (351) for dividing tre—t+naput—data of !

the first sequence (AynbB¥e2R atbELraty eaa‘oghte}nangah%al BleQ e tfingst
di vided data and a second divided data (A and A2); a

key paranetenitupplechg endt inps88s the Bivndpng dh&akawdp&h&nﬁﬂer by an
arbitrary nunbe and ftor suppl divided. paraneter;
Pt int er SAPSE BRERaer bR poRCaArD phs1jnbuteing' Bl sipheP 3atd

and B2 input data, the internal data selecting unit is

set to select and input output data from the internal

data holding unit so as to form a feedback loop,

Whérein the sub-transformation unit repeats
internal transformation of data m times (m>2), the
internal key parameter supply unit supplies the divided
key parameter to-each internal sub-transformation unit
corresponding to repeated transformation, and at last,
the internal data holding unit outputs Bl intermediate
data and B2 intermediate data are united as B

intermediate data after transformation.
17. The data transformation apparatus of claim 16,

wherein B input data, to be input to the
internal nonlinear transformation of each sub-
transformation unit, is divided into two pieces 6f data

having identical number of digits; and

wherein the first internal sub-transformation

~unit is connected n times (n>2).

18, The data transformation apparatus of claim 5 or

6, comprising an even number of sub-transformation units

R R O



-and a second internal sub-transformation unit (322), 15
| east two of an internal sub-transformation units (321 - 323
‘internal sub-transformation unit inputs the first and the se
“data (Al and A2), includes an internal 82onlinear transforner] (. Bf ‘RBQB) 20
for perform ng a nonlinear transfornation of the first divi LAD)

using the divided k aranmefer (311 - and an_internal
(341 - 343fFOfot% 5&%@%@%@? 1119né?afq Y RATHRE S oon i-ged-dat.a

nd..di vi ded

(Al and A2); 25 wherein the first and the second divided
data (Al 90 and APhOWAY drFBBEd¥ndticH dgia¥dtls Stbrifanst or mation

unit is input to the second internal sub-transformation unit as the second
and_the fi rcompdiididet data (A2 and Al), 5 wherein the

internal nonlinear transformers (331 and 332) of the first and the-second

i nt.ernal sub- transforr@tlaonse éééléé%}nf‘{‘d(f@éa %Mégg’ao&%yiggyorm

to the input side of the first sub-transformation unit;

a data holding unit (157a and 157b) provided to

the output side of the last sub-transformation unit, and
a key parameter supply unit (158);

wherein, at first, the data selecting unit
(156a and 157a) selects and inputs two arbitrary pieces
of data of A input data and B input data, after selecting
and inputting two data, the data selecting unit is set to
select and input output data from the data holding unit

{157a and 157b) so as to form a feedback loop,

wherein the data transformation apparatus
repeats transformation of data m times (m>2), the key
parameter supply unit (158) supplies key parameter to
each sub—transformaﬁion unit corresponding to repeated
transformation, and at last, the data holding unit (157a'
and 157b) outputs A intermediate data and B intermediate

data as a transformation result.

19. The data transformation apparatus of claim 1 or

5, wherein at least one of the nonlinear transformers is

X" circuit on Galois Field.

20. The data transformation apparatus of claim 19,

Hllllll IIIIH lllll Illll ! Illl



sonl i near transformation. 31. A data transformation appaietueiEnt SHEET
Jdnputting 10 data of a first and a second sequencesi (B and A),
‘performng a nonlinear transformation of the input data upipgzaj ke 1999
parameter, and outputting a transforned result of the firgt|and the second
sequences (B and A) conprising a sub-fransformation unit {42415

wherein the sub-transformation unit includes: a nonlinearjtransforner (431)
for performng the nonlinear transformation of the data of the first '
sequence (WBenesimgheh& kegrpuisnenetalansxPRedcr dgi forrer) o operating an
XOR of the 20 , data of the first and the second sequences; wherein
the nonl | MEFaY B3SASner (431) includes: an internal division unit (551)
for_dividing the input data of the first sequence (B) by an arbitrary
nunber of i gits i ntphed dd st @lind fiedndttich aisbar SEEHNSE 201aim 1 ordi vi ded

data (Bl and B2); 91 a key paraneter supply unit (158) for _dividing
- 5, wherein at least one part of the nonlinear transformer

o T g
S

is a Read Only Memory.

22. The data transformation apparatus of claim 1 or
5, wherein at least one part of the nonlinear transformer

is a Random Access Memory.

23. The data transformation apparatus of claim 1 or
5, wherein at least one part of the nonlinear transformer

is a Logic Circuit.

24. | The data transformation apparatus of claim 2

further comprising:

two logic circuits (971la and 971b), being |
either of two XOR circuits (971c and 971d) and AND and OR
circuits, proviaed to at least one of A input side and B
input side of the first sub-transformation unit as a data

transformer (971),

- wherein the input data, input to the data
transformer (971), is divided into two pieces of data
having arbitrary number of digits as AA'data and AB data,
the key parameter is divided into A transformation key.
parameter (98la) and B transformation key parameter
(981b) ;

wherein the AA data is performed a first

logical

T



the key paraneter by an arbitrary nunber of digits into di MA """"
paraneters and for supplying the divided key paraneters; 5] 1 !

at least two internal sub-transformation units (521 - 523) Jag a first
i nt ernal sub-transformation uni é\é/&é and a second internal
sub-transformation unit (522) h n internal nonlinearjtransforner (53
- 538) for inputting the f| rst and the second di vi ded dat a[(Bl ana o

B2), perforning a VigenJdat a (Bl)
usi ng the divided key par XaR cgrcu g 543) flor -
oper-ati ng an XOR t he fji atla a®d the gecongd d|§| dgqd dat a;
wherein the first |divided T B _ data. (Bl
and-B2) output fr t he f|i &sit 4 1 e my ;3u<tzansf }i on un (P21) are
i nput to the secorld i gt erfnal tIr EnSf.or rTEtgon %22) > e second
divided data and the B rdt_di \# ded Bard=>(BS and BH T whef einFt he i nter nal
nonl i near transforperg (531 RO g and 532) pf the first and the second
i nternal sub- tranpsfoﬂmtion ur%t% (521 anpd 522)}si nLlj;ta1eoust perform
: 2 o
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operation using the A transformation key parameter (981a), a first operation result is
XORed with the AB data to output a first XOR, and the first XOR is output as output
data after transforming AB data;

wherein the first XOR is performed a second logical operation using B
transformation key parameter, a second operation result is XORed with the AA data to
output a second XOR, the second XOR is output as output data after transforming AA
data, and the output data after transforming AA data and the output data after
transforming AB data are united and output.
25. A data transformation apparatus for inputting and transforming data of a first
and a second sequences (A and B), performing a nonlinear transformation of the data
using a key parameter (111-114), and outputting a transformed result of the data of the
first and the second sequences (A and B), comprising:

a first sub-transformation unit (121 or 161) and a second sub-transformation
unit (122 or 162), being at least two of sub-transformation units (121-124, 161-164)
having a nonlinear transformer (131-134) for performing the nonlinear transformation
of data (A) of the first sequence using the key parameter, and

an XOR circuit (141-144) for operating an XOR of data of the first and

second sequences (A and B);
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