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Internal Security Server
local network requests

Laptop Client

Desktop Client

Secure System

FIG. 7A



PCT/IB2012/052006

WO 2013/061171

8/16

d/ 9Old

98~

9.9G6¢€2¢0¥8CG6
zAxmAanysibdo

L ZV68LE0LOVLED
uw | yliybjepoqe

uIbo

Jou-zeje|d@se|

plomssed

|rews

78~ Jouzaje|d@se|
llew3
28~
llew3




PCT/IB2012/052006

WO 2013/061171

9/16

wasAg Ajlunoag

8 Ol

WoasAg aindag

sjsonbai qop
J9AI9S AJlUN29¢g [eulaju|

llemall

1ouI9)U|

06

Jasn sjoway




PCT/IB2012/052006

WO 2013/061171

10/16

WoasAg aindag

6 Ol

woasAg Ajunoag

llemall

N
' o
S

0¢

llemall

) \
Y J
N
av6
) \
Y J
\
Bv6

sjsonbai qop
J9A198 AJuN29g [eula)xy

Joula)U|




PCT/IB2012/052006

WO 2013/061171

11/16

901A9( 9JES 4O JUI0d HOMISN

pJeD JIpal) yuegq
0L Ol > 9201 oo
- ./V N, YIOMISN _\,_E v_cmm
Dd 820 _ 9Ll
M@ Jaulou|
D
/Y

901

9d mo_Emm Jawoisn)

__m>>®.__n_ m
1 06

2> S

q96 mc_v_cmm_ EE@.E_

a|dwex3g Bunjueg



PCT/IB2012/052006

WO 2013/061171

12/16

Ll Old

| ||qel

d| uoissas
Jsuiebe pajepljeA wa)sAs ay} Jo Q|
dl Jesn enbiun

£¢ obessojy ssooong

Joai3g Jo YO ‘gl uoissag
Z€ JInsay uonespuayINy

0G S9ouUBIBjeld WOSAS 2indeg ay) 0) buipiodoe pasodwod siied anjep/Aey 1O UOND3|I0D
LE XLy A31undas

Jasn pua ay} Agq paJsjus se 9po) awl]-auQ
uonepljea ayy buiysenbal weysAs ayy Jo Q|

al Jesn enbiun

¢l ©p0oQ awij-duQ

uoneonuayne ayj bunsenbal wa)sAs ayj Jo |

Al 4esn anbiun
L1 }sonbay uoneasnuayiny




PCT/IB2012/052006

WO 2013/061171

13/16

¢l Ol

€ olqel

"paldde s Jayipowu Jayjo ou Bulunsse ‘GG Sl 9pod s aUo 8y} 0s ‘Ao Joziwopuey aui sl €611 = NHOr
‘PlIomABY BY} SI 7619 = 0TY4 ‘Oldwiexa 1o ‘pJomAay sy} Ul anje) pajenosse Yyoes AJpoLu 0} pasn si Aoy

Jaziopuey SIyl Ul U)o yoes ‘plomAsy ay) se Yyibus| awues ay) Buiney Ay [Ny puosag e sasooyo Jas Aoy | 1ezILiopuey
"palidde sl Jayipow Joyjo ou BUILLNSSE ‘G SI 9POI Bl BUO By} 0s ‘Ao ajbuIS JezZiopuey
UasoY0 8y} SI € = d ‘plomAay 8y SI 7619 = Iy ‘eidwexa Jo4 ‘pJomAay ay) Ul anje A [enpliaipul

yoea AJipowu 0] pasn usyj sl anjeA pajenosse asoym adoag Aay| sy wiols Aoy 9jbuIS e Sesooyd Jasn 9|buIg | Jeziwopuey
81 Ajjeas )1 uey) Jobuo| sreadde jeyy
pIomAay e aulap 0} Jash ayj Bumole ‘yojew pJeapim e syuasaidal joquiAs # sy ‘Aleuonippy
‘uondo Jayjo Aue Aq pajoaye 10U SI pue [oquiAs/Ieps|sequunu Aue aq ued Japjoyaoed ay] “pJomAsy oy}

JO SaxapuI UIBYao Je pauysp si Japjoysdeld e 1ey) yons ‘piomiay ay) 0} Uoisusixe sjejdwsy e siysei v paulep sy NSEeN
pIOMABY BY} JO XapUI USAS UE Je pajedq

anje/ AisAs 0] pappe pue pJomAay| auj JO Xapul ppo Ue Je pajeso] anje/ Alsas Wol pajoengns Sl Junowy UaA] dwnp
PJIOMASY B} JO XapUI USAS UE Je pajedo] anjep

Kiane woy pajoengns pue pijomiay au Jo Xapul ppo Ue je pajedo| anje Alsas 0} pappe Si Junowy PPO dwnp
(Aewuswiaioul pajoeigns aq 0} §-'9-1-z-0 8ousnbas auy Buisned) z- 017 = |-y 18yl Yons deum sieeT pue g =

L-0 ey} yons dem SIsquUNN “pajuswualosp Usl pue A8y s O} palenosse anje/\ Yoes Wiol pajoeigns junowy | juswiaioul aaebaN |MmelD
(Aleuswianul pappe 89 0} 9°Gy'e 2’ L ‘0 9ousnbas sy Buisned) |+ o' Y = |+Z 1Yl yons deim siefe] pue () =

L+6 1BU} yons dem siaquun "pajusLuaIoul Usyy pue Aay] 8y} 0} pojeinosse anjeA Uoes O} pappe JUNoWY | Juswialoul SARISOd |MmelD
L-'9'1'7 = |-V 1eys yons deim sioyo

pUB 6 = -0 1Y} yons deum siaquuny "Asy| 8y} O} pajeinosse anjey\ Yoea WoJ) pajoenqns a4 o} Junowy 19s0 aAljebaN 19SHO
L+ 91y = L+Z Jey} yons dem

siepeT pue () = L+6 Jeys yons deam sioquuinp Aoy 8y} 0} pajeInosse anje/ LYoes 0} pappe a( O} Junouy 19SH0 dAl)IsOd 19SHO

JapJo pasiwopuel e Ul psjuasald sieps| Aoy |uonoesge wopuey Japlo

6 0} 0 ‘Z O} Y JO Jopio Jeaul| e Ul pajuasaid siepa| Aoy | uopoessge Jeaur Japlo

uondiiosaqg uondo | juswbo




PCT/IB2012/052006

WO 2013/061171

14/16

€l Old

¥ alqel
sobewl Jo
S|oquiAs
6010
"uoljeuLIoUI ‘zo)e
1O UO0I1399J9s SIY) Buisn SINTYA X AllUndag 8y} sp|ing WaisAg AJundag | ‘Z 01 W JO 189S 2d0og anjep
sobewl Jo
"uoisodwod S|oquiAs
PIOMASY pI[BA 8} SOUIWID)ap OS|B UOIBWIOUI SIY] "UOI}euwlIoUl 6010 ‘zo)e
1O UO0I1}09]8S SIY) Buisn SATY X1eN AJLnoeg ay) spjing Wa)sAg Ajlnoag | ‘Z 01 Y JO 18S 2doog Ao
X9} ule|d pejeledas ewWOd se pauinjal sI xuje Aunoag ASD | 12WI0H UINjoy
abewl ue se paulnjal si xue AjlLnoeg abew| | jewlIO4 uinjoy
uoisnoul JINLH penewlolaid e se paulnjal si Xuje Alunoes TNLH | Yewdoq uinjoy
2.Njon)s X Ue se pauinjal si Xuje Alunoes TAX | 1ewlo4 uinjay
uonduasaqg uondo juowbog




WO 2013/061171 PCT/IB2012/052006
15/16
150 152
N ¥ \

User provides Keyword and User

Preferences to Security System

154

A

User makes an Authentication
Request at a Client Interface

v

/—1 56

Security System receives and
stores Keyword and User

Preferences. Keyword is encrypted

Authentication Request:
User ID

158

N\

ID to Aut

\ /
End

Secure System adds System

hentication Request 160

A\

Client Interface sends
Authentication Request to
Secure System

>

Secure System forwards the
Authentication Request to

Security System receives

the Security System

Authentication Request

v

User receives Matrix at the

Secure System forwards the

Secure System generates a

Matrix to the Client Interface.

Client Interface
\

L 166

User creates One-Time Code

Secure System builds
custom representation of the
Security Matrix and sends
to Client Interface

using the Security Matrix, User

Preferences, and Keyword and

enters One-Time Code into the
Client Interface

N

Y

168
172

\

along wit

Security Matrix and sends it
back to the Secure System

\

162

Secure System includes
User ID and System ID

h One-Time Code 174

Client Interface sends

One-Time Code >

Secure System forwards
the One-Time Code to

Security System validates the
One-Time Code using the
Security Matrix, Keyword, and

to the Secure System Security System User Preferences
1\}0 Authentication Result
17\8 / may includes Session ID 17\6
- : Secure System forwards Security System sends an
CL'\%T; gr]wtt?ge’:icoen rFeQCe:ele\Jl it |« Authentication Resut o Client {«—{ Authentication Result o the Client
Interface Interface via the Secure System

\ v
180 Security System sends

<l

Secure System receives

independent message

independent message to the
Secure System

FIG. 14

Y \

( ) 184
End

\

182



WO 2013/061171 PCT/IB2012/052006

16/ 16
( Start )
190
v \
Display Security Matrix on Client Matrix can be displayed in
Interface according to User Alphabetic order or Random
Preferences Order.
192
4 \ _
Encode user Keyword according to User Preferences include
Security Matrix and User Preferences Offset, Crawls, Jumps and
to create One-Time Code Masks to alter the Keyword

l 194
\

Input the One-Time Code into the
Client Interface for transfer to Secure
System

|
=

FIG. 15



