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(57) Abstract: The present invention presents a ship cyberattack early warning
system and method, which can detect abnormal behavior through interworking
with an alarm, monitoring and control system (AMS) in consideration of the
environment of a ship control system, and provide early warning of a cyberattack
on a ship. According to the present invention, abnormal behavior conditions of
a system on a ship are generated in a crew training environment implemented on
land, the behaviors and input data, of the crew, corresponding thereto are learned
so that normal response actions and abnormal response actions are classified,
and, on the basis of the behavior and input learning data of the crew when a
cyber accident occurs at real sea, early warning can be provided if the abnormal
response actions are input or abnormal behavior occurs.
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