1 5 Method for overcom ng system admi nistration bl ockage Field of the

I nvention This invention relates to a nethod for overcom ng system

adm ni strator blockage and refers pharticulars, though not exclusively, to
a nmethod for overcom ng system 10 adm nistrator bl ockage of a device newy
connected to a conputer. Background of the Invention Wen a conputer is

operating not as pPRstho@fordvErebmiglsysteMdmIRHtRR bRRREGL Or IS  generally the
adm nistrator. Therefore, the user has control over system 15

adm ni stration functions. However, when the conputer is operating as part
of network, be it a local network or a wi de area network, the system
adm ni st r atkRield lofthe hoentiorol over sone of the functions of each conputer
connected to the network. In the "WNDOAS"'TM operating system the system
admi ni st r atTo¥s inesticanrelaes tedmetiogtferaverzemipg isystene gaminisinaien Rieckeds enabl e t he
syst em adm gak $éré@ particlists, Rhaek n6EextiaéNENS &) ¥ meSd AR oldiContify Bty 1N which it
is operati na%. . The sqr | ces yﬁat can be %Bntrol I eg by the system

adni ni sifr at P"'\'ﬁlfatf’hti’gc\{‘ﬁ%eyo BIEYCRIEWY PRI 8EY RS files, printers,

security, term nals managenent, and peripheral devices. This normally

i ncludes a bl ocking function for access to certain devices connected to the
25 conput efgackgtbukdé¥iRé Mwentiond device with a private nenory is connected to
the conputer, a password will be required to be entered to gain access to
t he pri vat evhefRigimputeNRropelaling id@s pas siw hetwuvk| the eahplie cpblar iso be sent to

the device, s agcess Wil beﬂg@}%d. Jherefare re t he exercise
’ \ th £Tr3E Ceonflar By
of the bl ogﬁleﬁﬂlyf ﬁ'%c%‘iﬁg}r‘rst att)(g t he sfs ‘em adm ni st at or te}%e%' NDOWS" TM
oper at ilhg Sywinshation Juctiens:  Heweysr. g0 ther CRRAVANAY OBR'@INGI 3P’ peri pheral or
ot her devi GemerResait b 1eAlINheRRAR Glvadk dréa Adheork, G EYBteR admbisifa®r hasof t he
I nvention According to first aspect there | V| met hod for
. . k.

over com ngcg@c}r [%’ { 055 r%ﬂfﬂcg Ta oarCR5?%%@%%8““%?‘81;{%&%%ﬁ%\’é&nevﬂ y-connected to
a host computer, operatively connected to a network controll able by a
system adm ni strator, the device having a first non-volatile nmenory
conpri si ng A tRy I“WANBOWEER, ofefing! dy¥eing tharsyfteleadiginisfater tas egory for which
conmmu nb& at Iagﬂimgé(aulvg Srivi ggsét fu:(f\é%QP Bte%rablgglgls&ﬁ% 58 inistrator to block certain

services on the computer in which it is operating. The services that can be

controlled by the system administrator in this way include directory services, files,

printers, security, terminals management, and peripheral devices. This normally

includes a blocking function for access to certain devices connected to the

25 computer. For example, if a device with a private memory is connected to the

computer, a password will be required to be entered to gain access to the private

memory. Normally the password will not be able to be sent to the device, so

access will be denied. Therefore, as a result the exercise of the blocking function

by the system administrator the “WINDOWS"™ operating system might not be able

30  to communicate with the peripheral or other device operatively connected to the

computer.

Summary of the Invention

According to a first aspect there is provided a method for overcoming system
35 administrator blockage of a device newly-connected to a host compuier,
operatively connected to a network controllable by a system administrator, the
device having a first non-volatile memory comprising a private area, the private
area being of a category for which communication by the host computer application
is able to blocked in an administrative privilege envircnment. The method allows



is able to blocked in an adm nistrative privilege environnment. The nethod
allows 2 5 the device to be enunerated with the host conputer application
as a human interface device for enaBling comunication between the host
conputer application and the private area in a non-adm nistrative
privilege environment. The communi cation between the host conputer

appl i cat son yangkyicBao el MkRrafidewith t’h@ ﬁ&vc&ﬁpuléarépyﬁbtucﬁ; #A8 Swfapr age driver.
The device may enunerate itself as g}n&g i nterface devi o durl ng the

conf i gur at i S¥FTAES cIAVIGE of° p‘?“ﬁﬁ'@gsw"?"ﬁ%""fa@ tyeep o 1Sy 1195 s CTAEE ¢ or
conmruni cat i applibstibmecthé privatbawéop aandadriveistirdige prwmmwneronmemier ating system
The device preferably reports to the host conputer operating systemas an
al phanuneric display in a usage selected from hurran interface 15 device
usage, and usage page. The device may be part of @?p site device al so

i

havi ng a sedbheomBHIGRHn kgtyeen ‘H%Hﬁ?tf"’EB‘ffﬁr?pﬂ“ﬁ@”‘a\a Bvals 852 The public
area nayo benﬁbb@tﬁr@:gﬁ(ﬁml Qahge drivert NTHehizvine stay eowpertteritselpas thei ng systemin

the non-ad l.rt] IasntlFlt%Ffé %\ébnjinggme g&\f@ﬁ}gﬁo{pgﬁgg for g%@@sscolm@(?&\tﬁr@ devi ce may

be non-vol a é t1ive connection to the
host conput Fﬁporl 'lEhéSqS*u F icemenprigatian detwsen e gemice a’é‘r B8 eal U i se a

non-vol ati | @péf@ﬂ’?%yster@r?fl@Hé\)&ierréfer%bI@Qé@rtﬁlwmﬁoioatdoh(puteﬂ'&;liﬁbﬁtMg 25 The
devi ce nay be sel ect rnal_ di_sk consol e,

e e r r
external reS§EH P &" ﬁ?@ﬁmﬁi‘el"\‘?e&( sP%Y(t'él""naﬁagcar %iétérlaggo Hun‘tgﬁtmet?'ﬁ%PEUSB hub,
ext er nals smuwedendmmeepapeayer, and MP3 pl ayer. According to a second
aspect there is provided a conputer usable nmedium 30 conprising a conputer
program code that is configured to cause a processor to execute one or

nore functi nsfor th per.f or mance of, the ab |ngtoa
third aspec? G fryies "i'ag pﬁF@v?&@@pos'tﬁgev'ce 55}};9%\(,%9%'3&9@8% d’A %B{“Q
operative coemeyicovprising aapubis erea.ofpe pelic amadnaydwpah'%br@mwuewuter pr ogr am

35 code thafi $heC Rt @HipBEr toBerﬁﬁHgs stlHnOQﬁ&ﬁé) momhdhiRtrai08 - pridilegk i | € nenory
device to execute o

unct i rfor f the above
met hod. 2%c cYMEPIRYNE r}}f Wﬁ?'{e?f?ﬁ'@ a4 %31"8" °Iaﬁe me'gﬁgﬁmrr%p&e%wgl atile nenory
devi ce confor bgrratye &opebliondo MeThrsy corapyteri vTéilPd)th&nﬂfﬁﬁ}/ angythegtivatel | er for
control |'i ngargg'emay comprise a non-volatile memory, preferably a single non-volatile

memory.

25 The device may be selected from: external disk drive, printer, game console,
external read/write disk drive, external card reader, external USB hub, external

sound card, media player, and MP3 player.

According to a second aspect there is provided a computer usable medium
30  comprising a computer program code that is configured to cause a processor to
execute one or more functions for the performance of the above method.

According to a third aspect there is a provided a non-volatile memory device for
operative connection to a host computer, and comprising a computer program
35 code that is configured to cause processor of the non-volatile memory device to

execute one or more functions for the performance of the above method.

According to a final aspect there is provided a non-volatie memory device

comprising a public memory, a private memory, a controller for controlling the



3 5 public nmenory and the private nenory as well as conmmuni cation between
the host conputer and the non-volatile nenory device, a connector for
enabling connection of the non-volatile nenory device to a host conputer,
and a connector interface. The non-volatile nenory device is able to be
enunerated to the host application as a conposite device including a human

interface dgyicendvidry Sivadk lpﬂ@atelemehh@ £068! SOEMM@TcadPPbéteatni e t 0

comuni cate with the y. The host ation may
gai n access®% PHEUEH; #R g\f,a¥h8 ’ﬂP&YBE@‘ trﬂ?r%orbHe‘gceﬁasggﬁmpgfg)égquél?@er The host
conput er appdnnewbnoﬁhsymmmim»enw@ylcetq@h@ﬁémwf%aﬁ%‘ afoppeciie public 15

memory in a {LﬂchﬁdFﬂJ‘v?o%%ﬁﬁié Viieridhy efévlce%eat%lw Eéemr&atedmethélaadt conput er
appl icati on to comrunicate w t grl vat j?r eggqm in a non-

adni ni strat ?NH‘!C%SP" % ?é@épf@l‘ﬁlﬂ?vﬁﬁﬂfi‘gh‘?'”gﬁlwma? i”éq’fa P he connect or
my be;@ UgpB host cbﬁﬁﬁerla%gm:amaeﬁrthnucaTémutrpihbIpmatermmply dhelhedte private

menory may be se raB t{(ﬁa{,.;fﬂg}‘] £08s Whe pRal® %rr tRolgf alpessri ption of

t he Draw ngg"m‘?\j e invention nmay be 'y understood and

readi ly put stpnan@drpyeactl cal effect, there shall now be described by way of
non-limtative exanple only a 25 pref erred enbodi nent of the present

i nvention, the descri pti on being with reference to the acconpanying

Iplr |e]lc12'; : géi }ngaeﬁ?r ot Con Hts[l?pé)r caélonS %ysl: hﬂH%yebe bﬁeﬁg%&hﬁﬂﬁ&dt&whﬂ llhh’ﬁﬁtﬂl@t ion of a

em w re erred rrbodlrrent is
to be used; mEingnrie 2 noy-aémsﬁféwﬁt privilgge] BRMTPRAPE BN & é‘°§te8%?ﬁi’ 9 orm of

conput er Syéﬁpﬁé&.&mﬂnﬁ? b@@bt@rt@f@mmcaamﬁlnﬁerﬁnvats mendre isedon-Fi gure 3 is a
schematic illustration,of

a er whi.ch preferred
embodi nent ?‘g’"'ﬂ'ﬁ"aﬂ)ée prviigpe ?ﬁvﬁ%ﬁ'fne"honﬁys%g) '&Q%Ez%r aT%%oc?)B'géaﬁr efagr red form of
peri pher al MUSEprIEEEga!B‘bcomw@rbl ock diagram of an alternative form of

peri pheral device; 35 Figure 6 is a flow ch rt of theﬂogg ation of the
preferred eRopNbiememory "l"}ﬁ’eth?lﬁ’F'\?ée mMSPRREPREB° FERARIC FPMT n{guter systems; and

20  memory.

Brief Description of the Drawings

In order that the invention may be fully understood and readily put into practical
effect, there shall now be described by way of non-limitative example only a
25 preferred embodiment of the present invention, the description being with

reference to the accompanying illustrative drawings in which:

Figure 1 is schematic illustration of a preferred form of computer system with which

the preferred embodiment is o be used;

Figure 2 is a schematic illustration of a second form of computer systern which

30 preferred embodiment is to be used;

Figure 3 is a schematic illustration of a third form of computer system which

preferred embodiment is to be used;
Figure 4 is block diagram of a preferred form of peripheral device,
Figure 5 is block diagram of an alternative form of peripheral device,

35  Figure 6 is a flow chart of the operation of the preferred embodiment in the three

preferred forms of computer systems; and

Figure 7 is a flow chart for the operation of the preferred embodiment a peripheral

device.



Figure 7 is a flow chart for the operation of the preferred enbodi ment a
peripheral device. 4 5 Detailed Description of the preferred Enbodi nents
To refer to the Figure 1, there is shown a normal conputer system
conprising a CPU 10, nonitor 12, keyboard 14, nouse 16, and printer 18.
Each of the peripheral devices 12, 14, 16 and 18 may be connected to the
CPU 10 by cables 10 20, or wirelessly. The CPU 10 has a number of ports 22
to which a nmenory device 24 may be operatively connected. The conputer CPU

10 i s connegigbd BeseripttMioidpratbried Binbbsimenst r ol | ed by a system
adm nistrator 13. Figure 2 shows a |aptop or notebook conputer 26 having a
di spl ay scraerbfe?&o maFiguleb 1, ahdre yshshawd a3®rma wompdenedysthinrcopphdingg@d case 32, A

nunber. of PEG S103 ol {Phkg\fb%glldd%j hsthsClnd RRnEPHBY Vedlfvirape 24 may be

operatively conne Is al so connected to the network 11
that is conmaﬂgmerddlewgesme%yl§ta@¢n18a&mbﬂucgﬂnﬁai%Fo tﬁ'.%cpé'oml'—qyd‘ﬁptﬁs 3 illustrates
a persoppl £ Giﬁﬂﬁesaﬁs"ﬂﬁi@m 1@BRaskaiinbgr d portssy2ltawhidiBa aechokyadepioel 40 nount ed

W thin a ca I A Y%ﬁh%egﬁtwe a%én@%é{r apolrhg %#n r@rycpﬁ ﬁr ﬁvéoqﬁ&tédo{o a connection

thereto by bl'e is case the nenory

devi ce 24. ﬁmaxpeT$aheﬂrﬁmgﬂwaBSH%@?§¢ﬁﬁﬁﬁm§1§Iso connected to the network
11 that is controlled by the systemadm nistrator 13. 25 The menory device
24 is shown in Figures 4 and 5. It conprises a body 46 having a male

connector 48 at_op rface 50 for
connect or 4@9”'%1256‘?’({5%53?"8? O‘S'?ttegjﬁg er\n/jg Eé‘ﬁ%vlr?]%d;}’?|s§)23 ylt%rel%ﬁtzgr% (gce 50, and
non- volsat id keyheard B0 myented aithip astinosd cass 324 A TeebetohBerE BUMELRDri ses a
FL gt Eghﬁdpﬁ@gﬁ%gﬁf"‘mm ethgr,ﬁfﬁm‘aﬁdéw% 1 PP bk Gpdlat@hbonnbaéd. mae be parts of
nor i t hysi cal |
separ at e meERBPYEnER sEE "%(“?% lfg%‘éﬁ'ﬁ’?et‘“f’ﬁgﬁﬁﬁjo? co@med(tytgggﬁs?%“gkydrl ve, d
fl ash nenoragministratot h®rwi se. The connector 52 may be a USB or | EEE 1394
connector, or otherwi se as required or desired. The protection or private
area 56 may be used for the storage of

20  Figure 3 illustrates a personal digital assistant 36 having a display 38 and keypad
40 mounted within a casing 42. At least one port 44 may be provided for
connection thereto by a periphera! or separable device — in this case the memory
device 24. The personal digital assistant is also connected to the network 11 that

is controlled by the system administrator 13.

25

The memory device 24 is shown in Figures 4 and 5. |t comprises a body 46 having
a male connector 48 at one end. Mounted within the body 46 is an interface 50 for
connector 48, a controller 52 operatively connected to interface 50, and non-
volatile memory generally shown as 54. The memory 54 comprises a protected or
30 private area 56 and a public area 58 that may be parts of the same physical
memory (Figure 4); or may be two {or more) physically separate memory devices
{Figure 5). The memory 54 may be a disk drive, flash memory, or otherwise. The
connector 52 may be a USB or IEEE 1394 connector, or otherwise as required or
desired. The protection or private area 56 may be used for the storage of

35  confidential or private data or information.

Although the following description relates to the memory device 24, it applicable to
all devices for attachment to a computer and that have a memory such as, for

example, external disk drives, printers, games consoles, external read/write disk



35 confidential or private data or information. Although the follow ng
description relates to the nenory device 24, it applicable to all devices
for attachnent to a conputer and that have a nmenory such as, for exanple,
external disk drives, printers, ganes consoles, external read/wite disk 5
5 drives, external card readers, external USB hubs, external sound cards,

medi a pl_; ay Qfives, MnMgrd%g%e% V%ﬁtgraéfﬁgﬁ %B@ dXteria ¥mﬂ9vdaﬁﬁ magiiavi ng the

protected or private area evice 24 is connected to a
cor r espondi RgY§svRnd MP3 pRYErS.44, the conputer's 10 operating system or
application will block all relevant conmands to the protected area 56 such
as, for exanple, a password, as it doesn't recognize the protected area 56

due to setting,b o Rerigh"Jee oh 38 hH DG Shae SR FhoAhe 13, AS

such, an admni's el na m ni stration
privilege") devige 241%0#3@;@601%{11@ eheorigpraNding é@“a?%aa"fﬁé“»l H‘el FPMMYISRENI ni strative

privilege egrdtn gﬁiﬂatmor ép%ﬂc%u&hwmmamse@m ddﬁ]uahdlsytomro@ezwands To
reducethellkgé %‘t 8‘1 EEU% obler’r%jj g rm&} %Lkr 5, after the
device 24 &2 IVE PR ERBTTS B 9088?) ) i '5””5 6 hereinafter
"host 10" (&3 56 dubdo battitg hOorsiestustioas remuthe sysitesm agoingeatbrc 3. 24s duri ng t he
confi guratigppy dﬁﬁ&frﬁuﬂéta%ﬁor?@gtﬁ %HHﬁfﬁége(@grlema@f' r"édﬂr@nnét*&ﬁorﬁﬁ%ﬂ%’e‘% ison of the

device it enunerates as r’rp %‘ % wo, i nterfaces in
the one deviM@iedshe t'z?spra*e%%eeééér'w ‘i"@ Oy Hf""??ﬁbel“”'&"”&e@% 58) and one
as a human $Sutheohmesische/usoally(J0si cértvearpisi vate area 56). This will be as a
part of the configuration descriptor. A human interface device does not
require a device driver as the "WNDCWS"TM operati ng system 25 has a

devi ces driver for hunman interface derH:I E the shtr ng descri ptor,
the devi ce Pyreqyoe|the likghiopd githis Rroblgiiy ) rlé‘lgft% Igurg Sy FEES ‘Jﬁ 'g‘ﬁe host 10
(54). As a miosspgatvalg eonrietlted toosst chfhpuiet 10, 1268 (ifdwreirdfter *heghdbt(51)descri pt or for
the human ipt ﬁégt"‘}ﬁgelqo%aiglﬁu%kénﬁé)dev@QZI B&rgaNd e&]ﬁaﬁatroﬁmgérﬁmvo the host 10

as an al phanuneric dis In hupman 1 nterface device usa It may
report ¥s JERHEst (é%)ad?é’é'"%g‘ereéﬁfﬂ?rﬁm b thecsice & gnumesgles A%ya € p‘fs ‘bor t

descri pt or deviee €533 ,thdt dat twe inteefacest ini the vse deviar coo AEanmest storage
device (for public area 58} and one as a human interface device (for the private
area 56). This will be as a part of the configuration descriptor. A human interface
device does not require a device driver as the "WINDOWS™™ operating system

25 has a devices driver for human interface devices.

During the string descriptor, the device 24 will report as the human interface device
to the host 10 (54). As a consequence, the host 10 will request the report

descriptor for the human interface device at (55).
30

The device 24 reports to the host 10 as an alphanumeric display in human
interface device usage (56). It may report as other usages as required or desired.
During the report descriptor process, feature report is used for communication
between the device 24 and the host 10 (57). Alternatively, the input or output

35  reports may be used. The report ID may be used as a command set and the mass
storage operational code may be used as the report ID (58).

The host 10 commences the enumeration of device 24 (59). The device 24 is
enumerated as a compaosite device (60) and therefore there wilt be no biockage of



bet ween the device 24 and the host 10 (57). Alternatively, the input or
output 35 reports may be used. The report I D may be used as a conmand set
and the mass storage operational cofe may be used as the report | D (58).
The host 10 commences the enuneration of device 24 (59). The device 24 is
enunerated as a conposite device (60) and therefore there will be no

bl ockages of &nrﬁarfagm%dﬁro#e&e& Q?eapébo e tf%rgé%lcé@@l@dabliehfésact:&ﬁ device 24 is

able to accept comand e mass storage device (public) area 58
and the hungemangds der btfe t'H’eWF%?eSt?rﬁiiq 9%3’("@)(%?'@)51”5’6 By et onponent 58,
56 i s enunemakack debde (pridety) ardtbevibBN Each @&Hosdn058) g6 iscapnimerackdf(s, ei t her
conponent 5 LS sent t e ( N r 52 is able
to service %*c?ngwgranmﬁ%e&fr%}s% °|mi?atng4°r e@ﬁ?r C%ﬁ%" ts]g%i(r:ée% LY g*totgmad t he
process st ofiryice@?)65, A8). thachnitoler iddy plie tosenjos ané[ﬁ‘éﬂ‘f@mﬂh@tﬁ’ﬁh After

non- admi Sihé%ékxeararde?«fbr}n@g&h@rwéc%w%ﬁé @md A euchydb eitvic@drigi strator 13
is not able to bl ock conman ot ect.ed areaHEG F| re 6 shows the

process as ?‘fer%'ﬂ%u'tns oﬁ‘°f‘“ﬁ%m'8'§\ﬁt'¥% ?ﬁﬂe%reé‘"mf‘ﬁ'&mc@ ogﬁeté“ el'% device 24 is
t he mass stainagjstraiqp b isino) abdketo ibloek &Birgamds toHlee pratedtad ared 86.f ace (pri vate)
device 56 (70). The mass storage (public) device 58 (71) can perform all
normal mass storage functions: read, wite, transfer files to and from

host 10, and so forth (72). 20 For t he human j nt rfa@e grlvat e) device 56
(73), when 9 ESRPYDINE PFOcESS asih ATRYR ALl SeVife: #- h@%’? 6‘:%’ Bt will ask
for getiy epievice L4 GURS hasy stage- (pajiick device 8¢jarasthe hamamialetfacedpivatehi cat i on

bet veen Nosjod0 A 94 el ol (LEIR) TR (11)cBF bBRFmATbYR <) devi ce S6.

This will nornal point 0. Al commuand
codes comnfﬂ?%?aﬂq'%ﬂ‘? fypictionst ’ﬁéd NERE: E@‘Sﬁe&ﬂle&?o Qqqémﬂlﬂi’éh“bﬂn‘??ﬂ QF“? ace (private)
devi ce 56 (%2 hrough the human interface get-report-request and
set-report-request (75). The device 24 receives the human interface
commands code (76) and perfornms the necessary task. As the conmmand code is
under a non- adm nistrative privil eg envi ronment, the oFer ating system of

host 10%% s fiebtthediumap gintepipesc Prvate) WEYiER SEni7ah £ WRY M5r comltolsr device 56.
Communi cat icofhrrideistes with hestmds(7480 wiib apu foe yetb@paprehueshbt eet-repeat-t he private

area 56 Mot BIRU o HBRSSH BEAGM ndll 10/ Bha adie UGB hERuAGY! € 24 13
operating ln mnistrative privi
lnterface (pnvate) device 56. This will normally be through setup token and

endpoint 0. All command codes communication with the device 24 for the human
25  interface (private) device 56 is through the human interface get-report-request and
set-report-request (75). The device 24 receives the human interface commands
code (76) and performs the necessary task. As the command code is under a non--
administrative privilege environment, the operating systemn of host 10 is not able to
block the human interface (pﬁvate) device 56. Communication between the host
30  computer 10 application and the private area 56 may be through a mass storage
driver. As such the device 24 is operating in a non-administrative privilege
environment and the system administrator 13 is not able to block commands to the

protected area 56.

35  Whilst there has been described in the foregoing description preferred
embodiments of the present invention, it will be understood by those skilled in the
technology that many variations or medifications in details of design or construction

or operation may be made without departing from the present invention.



environment and the system adm nistrator 13 is not able to bl ock conmands
to the protected area 56. 35 Wiilst there has been described in the
foregoi ng description preferred enbddi nents of the present invention, it
wi |l be understood by those skilled in the technology that many variations
or nodifications in details of design or construction or operation may be
made wit houypdepimmd i ng fromthe present invention. 7 5 The Clains 1. A

nmet hod for overcom ng system adm ni strator bl ockage of a device new y-
conneclt Iedblw g hn&{etr@amubﬁéowmya@m\mhm;waemm@@ dfa dawdsmiéa?yr K

ontrol | abl e yas em a istra vi ce having rst

non-vol atil e P%j/:% ot QP%gcé"pﬂg %&eratuveljy comfeﬁteg va?egwar ea being of a
category for 10 Wntrdhble(bmmfmadlmnlswortmedmthawmtm@wnafp'phl#cat| onis

able to be bl OC.lﬁsmorwo.ﬁ&.sﬁ\gW?.baé bk Me Mte\arémg%wcme&rﬁmr the net hod
conprising enunerating t device w th the |ication as a

human Pt er f aceVigy F‘&’B’"‘F’H‘fat'@h &%, é‘%‘o?ﬂ'ﬂi’me& é‘PP'Bﬁ""Be‘F vé’éen ?‘{) H% host
conput er appl i caddkedinancdiningstrptivieteitviega eddronmend tiomethddrcomgisingt | ve

privilege 15 ene\HangrQamEﬁ{he c%wcé‘mtﬂréogos@%rﬁhﬁ% e lldafbncjasab rﬁ’m:lman""her ein the

communi cat i on between uter Ion and the private area
is through a nmsBtedacgrdgyiee folEngiding CQ'GmS”'C%EP'FrB?tWSﬂ‘ e hoplatamPYter n claim 1 or
claim2, wherei I"Iapbhﬁtud\eVIaﬁﬂ RBUpRERt ama int aehdn-abnitisteatia padleyat er f ace

devi ce %UI‘I ng th e !o%nfllguratl on descriptor process. 25 4. A nethod as
claimedin claim § efein the feature report is used for conmmunication
bet ween the device and the host conputer application. 5. A nethod as
claimed in claim4, wherein the device reports to the host conputer
applicatiorp as amma{hp@a@uamem elhisp], Apeieh the bEAGiabresdteebnfthom 30 t he

group compri si nqoost com Fter ?p catl&ignodt%élpﬁ teugrggﬁ 81 déj %Q&t&%gg 6 A met hod

ad clained in anyone evice Is part
driver.

20

3. A method as claimed in claim 1 or claim 2, wherein the device enumerates
itself as the human interface device during the configuration descriptor

process.

25 4 A method as claimed in claim 3, wherein the feature report is used for
communication between the device and the host computer application.

5. A method as claimed in claim 4, wherein the device reports to the host
computer application as an alphanumeric display in a usage selected from

30 the group comprising: human interface device usage, and usage page.

6. A method ad claimed in anyone of claims 1 to 5, wherein the device is part
of a composite device, the composite device further comprising a second
non-volatile memory comprising a public area, the public area being able to

35 communicate with the host computer application in the non-administrative

privilege environment.



of a conposite device, the conposite device further conprising a second
non-vol atile menory conprising a public area, the public area being able to
35 comuni cate with the host conputem application in the non-admnistrative
privilege environment. 8 5 7. A nethod as claimin any one of clains I to
6, wherein the host conputer applicationis in a "WNDOAS"T"" operating
system 8. met | g ned | ny.,one.of .clains. | to 7, wherein the
public argea/}' andat _etﬁ%ref%vcz%"gﬁ]aar"ggnggﬁ%ar'?gé?os%ﬁ"a{'teéef"eth?)a?¥§°'m“t% singl e
menory. 10 9. A ARURRNEN Bdn @ VAINPEWVS R aplersiting ¥/stemher ei n t he conposite device
is anon- volatile nmenory external device for operative connection to the
host conputer, the non-volatile nenory external device conprising the
public andgthe private area., .15 10. A nmethod as clained in any one of
clains 1 to’s, e"lFe\é'foH atsﬁ[é""ﬂleg\)'i' g e "f§%}3"é';c&é’ci7ail PR MPUfOfEBa consi st i ng
of . external di sinddhe privategréatomprisegaparate pomsdlaainglexieeonal read/ wite di sk
drive, external card reader, external USB hub, external sound card, nedia
pl ayer, %nd w3 pl ayer. 20 11. A conputer usable nmedium conprising a
conputer program code tha} is.configured to cause a processor to execute

one or more funct TGRS PSR 0 GBI Brivere hereomresigdeyietis 6 noiiny one of
claims | to 10. vetig2menom cextensll atevite foreomrativel @shieetidnoto Meekat i ve

connection to a fephtef WPMEolatite HGndrP BREM S J30: rogram code that
is configured to g%uge, a Ipr(g)é’]elgsor Og’? t%ﬁé&ﬂ%ﬁp@gﬁﬁ@ﬁé%&%ﬁg device to
execute one or IFEe ANFIREEBNs for the performance of the method of any one

of cl ai 1 to 10. 30 13. A non-volatile nmenory device conprising: 35 (a) a
public nenory; (b) a private nmenory;
10. A method as claimed in any one of claims 1 to 8, wherein the device is
selected from the group consisting of: external disk drive, printer, game
console, external readfwrite disk drive, external card reader, external USB

hub, external sound card, media player, and MP3 player.

20

11. A computer usable medium comprising a computer program code that is
configured to cause a processor to execute one or more functions for the
performance of the method of any one of claims 1 to 10.

25 12 A non-volatile memory device for operative connection to a host computer,
and comprising a computer program code that is configured to cause a
processor of the non-volatile memory device to execute one or more
functions for the performance of the method of any one of claims 1 to 10.

30 13. A non-volatile memory device comprising;
{(2) a public memory;
(b) a private memory;

(c) a controfler for controlling the public memory and the private

memory as well as communication between a host computer

35 connected to a network controllable by a system administrator, and
the non-volatile memory device;



(c) a controller for controlling the public menory and the private nenory
as well as communi cati on between a host conputer connected to a network
controllable by a systemadm nistratéor, and the non-volatile nmenory
device; 9 5 (d) a connector to enable connection of the non-volatile nenory
device to the host conputer; and (e) a connector interface; wherein (f)

the non-yol ati| egdjrermé ycoqr?e\éfopefo e?‘iatﬂ@l gnr}egtlé?leoiepwlénﬁgna\}o%‘fhet Qehi’ fg 10 host

conputer application as a conposit evice 1 nc hURBR”i nterf ace
devi ce for enabling t¥icaéxthe “‘!%’Fefa’f\ﬁﬁl ication to comunicate with the
private nenory ip,a non- adm nls rative privilege environnent. 15 14. A

non-vol atil e menly REANEEAIMIASs ed in claim 13, wherein the private

menory and t he %tre onputer application comunicate through a nmass
storage driver. non-vol atile nmenory device as clainmed in claim13 or

claim 14, whereig '2Qhém\méh|le'n¢en{mwe Is3% Be LRmERATPYat e W Lh the

host COI'T'pUt er operati ng systemin  an dm ni st I’atl ve privilege environnent.
25 16. # non-vol ati | emosieamﬁmtdal&aﬂpmu@ﬁ a@laalcﬂfﬁ t@ dRViYe GRPG & @i ms 13 to

15, wherein the con ector. 5fs ? h% fromt roug consi Sting of: USB,
and | EEE 1394. 17. A'RGRVEPE: fevee r?B??J'"%H\‘r’ PUESPRAICRIPR any one of
claims 13 to 16, whde epmmutieatewiti ihe private myerzang int b @opadmiaitieatiemor y conpri se
parts of a single NphRkYe erdffonment.

15 14, A non-volatile memory device as claimed in claim 13, wherein the private
memory and the host computer application communicate through a mass
storage driver.

15. A non-volatile memory device as claimed in claim 13 or claim 14, wherein
20 the public memory is able to communicate with the host computer

operating system in an administrative privilege environment.

16. A non-volatile memory device as claimed in any one of claims 13 to 15,
wherein the connector is selected from the group consisting of; USB, and
25 IEEE 1394,

17. A non-volatile memory device as claimed in any one of claims 13 to 16,
wherein the public memory and the private memory comprise parts of a

single memory.

30



