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ELECTRONIC CONTENT USAGE 5 BACKGROUND OF THE INVENTION 1. Field of the
Invention The invention disclosed broadly relates to the held of electronic
commerce and more particularly to a system and related tools far the secure
delivery and rights management of digital assets, such as print media,
fiimfi) games and music over global communication networks such as the
Internet and the World Wide Wpb. l0 Z. Description of the Related Art The
use of global distribution systems such as the Internet for distribution of
digital assert such as music. $1m) computer programs, picture games and
other content continues to grow. At the same lime owners arid publisher of
valuable digital content have been slow to embrane the use of the Internet
fix distribution of digital 15 assets far several reasons. One season is
that owners are afraid of unauthorized copying or pirating of digital
content. The electronic delivery of digital content removes several
barriers to pirating. One barrier that is removed with electronic
distribution is the requirement of the tangible recordable medium itself
(e.g., di5kettc~s or CD ROMS h casts money to copy digital content on to
tangible media albeit, in many cases lees than a dollar far a blank tare or
secordable CD. However) in the case of electronic dictribution,the tangible
medium is no longer Zp needed The cost of the tangible medium is not a
factor because content is distributed electronicaIly. A second barrier) is
the format of the content itself i.e. is the content stored in an analog
format versus a digital fortrtat. Content stored in an analog format far
example, a printed picture, when reproduced by photocopying) the Copy is of
lesser quality than the original. Each subsequent copy of a copy, sometimes
called a generation, is of less quality than the original. This degxdation
in quality is not present when a picture is Stored digitally. )each copy,
25 and every generation of copies cart be as clear and crisp as the
original The aggregate effect of perfect digital copies combined with the
very low cost to distribute eantent electronically and 1o distribute
ccxllenl widely over the Internet makes it relatively easy to pirate and
distribute unaulhal'ized copies. With a couple of keystrokes, a pirate can
tend hundred.,a or even of thousands of perfect copies of digital content
Aver the Internet. Therefore a tweed exists to ensure the protection acid
security of digital assets distributed electronicalty. ~0 Providers of
digital content desire to establish a secure, global distribution system
far digital content that protect the rights of content owners. The problem
with establishing a digital content distribution system includes
(ICVCttylin~: systems for digital content channels distribution, rights
management, and asses protection. Digital content that is distributed
electrically includes content such as print media, film games) program
television, multimedia) and music. 35 The deployment of an electronic
distribution system provides the digital content provides tile ability to 



achieve test settlement of payment through immediate sates reporting and
electronic reconciliatiation  as welt as EBin    '~ 3 MAY Q003 2 secondary
sources of revenue through redistribution of eanleat. Since the eleclrottic
digital Content distribution system is not affected by physical inventory
outages err returns, the digital content providers snd retailers trios
realize reduced casts and improved margins. Digital content providers could
facilitate new, or augment existing. distribution channels for better
timed-release of inventory. The transactional data from the electronic
distribution 5 system could be used to obtain information regarding
consumer buying patterns as well as to ~covide immediate feedback on
electronic marketing programs and promotions. In order to meet these goals,
a need exists for digital content providers to use as electronic
distribution model to make digital content available 14 a wide range of
users and businesses while ensuring protection and metering o digital
assets. Other commerically available electronic distribution systems for
digital content, such as real audio, AzB 10 from ATBtT) Liquid Audio Prv
from Liquid Audio Pro Carp., City Music Network from Audio Soft and others
offer transmission of digital data over secured arid unsecured eleeirtmic
netwtyrkfi. The use of xecured electronic networks greatly reduces the
requirement of digital content providers of distributing digital to a wide
audience_ The use of unsecured networks each as the Internet and Web allows
the digital content to arrive to an end- user securely such as through the
use of encryption. However, once the encrypted digital content is
de-encrypted orl the 15 end-user's machine, the digital ccyntent is readily
available to the end-user f<yr unauthorised re-distribution. ThereforE a
need exists for a secure diyal ccmtent electronic distribution systa~ that
provides protectintl of digital assets and ettsurcs tktat the Content
frovider(s)' rights are protected even after the digital ccmtent is
delivered tp consumers and businesce~s. A need thus exintR for rights
management to allow for secure delivery, licensing ijuthorizauttn) and
control of the usage of dtgitxl asfiets. 20 Ariather reason owners of
digital content have bcett slaw to c;mbraee ela:tronic distribution is
their desire Io maintain and foster existing channels of distribution. Most
Content owntxs cell through retailers. In tile music market these U_S.
retailers include Tower Records, Peaches) l~lockbustcr) Circuit Gity and
others. Many of these retailers have Wcb sites that allow Internet uFers to
tttxk~ selecticms over the Internet atad have seleCticmfi mailed to the
cad-user. Example music Web sites include @tower, Music boulevard and
Columbia House. The use of 25 electronic distribution can remove tlxe
ability of the retail storts from differentiating themselves from each Mher
and differentiate themcelvta from the content ov~mers, especially on the
Web. 'Irtterefore a need exists to provide retailers of electronic content
such as pictures, games, music, programs, and vidods a way to differentiate
thetnselv~s from each other and Iht: Content Owners when selling music
through electronic distribution. Content owners prt;pare their digital
content for electronic distrihution through distribution sites Such as 34
electronic sturos_ Electronic stores oe the Internet, err through other
online services, want to differentiate themseive<s from each other by their
product offeriirga and product promotions. A uaditional sttxe, i.e. - the
non-electronic, non~nliae analogs to electronic stores - use product
promotions, product sales) product samples) liberal retwn policies and
other prtxrlotional programs to difFeaendate therrtsclves from their
competitors. However, in the online world where the cocttent providers
impose usage tandstian5 ate the digstal caQtmt, the 35 ability of
electronic stores to differentiate themselves may be severely limited.
Moreover) eves if the usage conditions t:an be changed, electronic stows
are faced with the di~"tcult task of processing the metedata as&ociptad
19 MAY 2aa3 3 with the digital content firom the coatettt providers to
protndte and seh products electronically. 8laetronic stores heed to manage
several requirements when praee,~sing the metadata. JFirst) the electronic
stare is required to receive the metadata associated with the digital
content from the content providers. Many times, pexts of this metadata may
be sent tacrypted, so the content provider must create a mechanism to
decrypt the eacryptad coatGrtt. 5 Second) the electronic store may wish to
preview metadata from the cottteat provider either before the content is
received from the conceal provider or after the conten,l is recelvod by the
electranie store, in order iv assist with product marketing, product po;
titioning and other prtnnaticmal cansideratiany far the amtent. Third, the
electronic: store is required to extract certain n~etadata uga! far
promotitmal materials such as gaphicR and artist information. Often, this
proirtaticxtal material is weei dirtxtly by Iht e:lectranic stone in itc
online nronnvtions) Fourth, thu cleetraniC stores may wish to dWercxttiate
themsclv~ from one anatha' by modifying same of the pertxtitted usage
cnnditians ttt create different offt~riegc of the di6rital content. Fifth,
the elealranic stare rrtay have m insert cu alter cm,ain address) such as
URLs, an the mctadata to direct ptiymcat roca~~ciliaiion to an account
rccanciiiatian pause automatically by the purchaser withqut the need to gc~
through the eleilrunic stare for payment ctearaace. Sixth, the electronic
s<p1v may need to create licenses for the permitted use of the copyrighted
digital content that watch 15 usage ctxtditions. t~or example, the license
may writ the permission to make a limited number of colriefi ctf the
digital content. A license is needed to reflect the terms and conditions of
the permission granted. In light of all theve requirements, to process the
metadata related to the digital cotttettt. many ela~troaic qtores write
cualatnizcd software progants to handle th~c requirements. The lime, cast
and testing needed to crcatG these customized software programs can be
large. Accordingly, a treed exists to prt)vide a solution to th ~c 24
requirements. Still) another reason owners of digital content have been
slow to embrace electronic distribution is the 



dit~culty in preparing content far electronic disuibutioct. Today, many
providCrs of content have thousands cx oven tens of thousands of titles in
their portfolio. In a music example) it is riot unusual flu a content owner
to have a single master sound recording available on several different
formats simultaneously (e.g. CD, tape and 25 Miaibisc). In addition, a
sittgie farrnat can have a master sound t~ecording re-rttasta'ed ar
re-mixed for a specific distribution channel. As an example, the mixing for
broadcast radio may be different than the mixing for a dance club sound
track, which may be difFersnt than a generally available consumer CD.
Inventorying and keeping track of these different mixes can be burdensome.
Moreover) marry owners of masttt reCarditlgs o$en limes re-issue old
reeordittgs in various subsequent callecat(tns, :inch as "The Ciesl Of') hr
irt carttpilalians far rttusic;al sound tracks 30 to movies and other
collections or compilatipas. As mare content is o~erdd digitally, the need
to rG-tnix and c,~ncode the ccmtent far electronic distribution gown. Many
times providers need to uge old recording formats as guides to select the
correct mastu sound recordings and lave these sound recordilt~ reprocessed
and encoded for release for electtaaic distribution. 'this may be
especially true for content providers that wish to use their aid formats to
assist them itt re- releasing the old sauttd recording far eleClrQUic
distribution. Providers will look 35 lbroug6 databa.,~cs to rxtatch up
titles, artists end sound recordings to set the wca<ling parameters. Thin
process of tnenually searching databases for reeot'diag pactfaliQ3 is oat
without its shoctCarnlt~s. One shorteotning is the   1 ~ MAY zao~ need to
have an operator manually search a database and set the proceasin$
parameters appropriately. Another shextcomin$ is the possibility of
operator transcription error in selecting data from a database.
Accordingly, a need exists to provide content providers a method to
automatically retrieve asscxiate~l data and mafiter recardin~gs for conttut
auah as audio. $ Crnatent owners prepare their digital content for
electronic distribution through a prt~Cess known as encoding. Encoding
involves talang the content) digitizing it, if the Consent is presented in
an analog format, and carnprescin$ it. The process of compressing allows
she digital ccmtent to be transferred aver ttetworkc and stored an
recozelable medium more efftciexatly because the amount of dais transmitted
or scored is roduced. 1-luwever, corrtpressicm is not without its
shorlcomingc. Moat compression iztvalves the lass of same; iraformalioa,
and is 10 called lossy compression. Gontenl providers must make decisiat~s
on what camPrescion algorithm to use sad the c;ompreesion level required.
Fcx c;xamnle, is music, the di$ilal content ar Wing may have very different
characteristics depending on the genre of the music. The camPrecsiou
algorithm and compression level selected fc~r ant genre may not be the
optimal choice for another genre of music. Ccrntent providers may find
certain combinations of compression algorithms and compression levels work
very well for one gcnrt of music, say 1 S classical) but provide
uosatisfactcxy r~.~ults for another gcrzre of music such as heavy metal.
Moreover. audio engineers must often equalize the music, perform dynamic
range adjustments and perform other preprocessing and pracessinb sc,Ktings
to ensure the genre of music enccxled nnsciuce.5 the desired mutts. The
requirement to always have; to manually sa these cnccxling parameters such
as ceuing the equali~,ation levels and the dynamic range Settings far each
digital content edn be burdensome. Returning to the mucir example. a
content Provider for music x0 with a e:ollcclion covering a variety of
musical genre would have to manually se<cxt for each song or qet of songs
to be enedded, the desired cambinauan of encoding parameters. Accordingly,
x need exists to averu>rne the need for manually setection of process
parameters for eacoding. The prcx;ess to eomprc`s content can require; a
large amUUnt of dedicated computaucxtal re,9cyurce5, especially for larger
content itett~s such as full-length feature movies. Providers of
eompressiexa algorithms offer various tradeafFs a>ad advantages associated
with their canprcssiem techniques. 'I~tese tradeoffs include: the amount of
time and eotnputaliortal resoure~ needed to e:om ftresc the content: the
amount of compression achi eved Pram the original content; the desired bit
rate far pisyhack; the perforrttanee quality of the compressed content; and
other factors. Usin$ an tncodiag program which take as input a multimedia
file and generate an eaeoded output file with no interim indicalicm of
progrevc or status is a problem. Moreover, in many circumstances) atha 3Q
programs are a&ed to call or to manage ata encoding program with no interim
indication of progress. This leaves the calling application with na way to
gauge the amount ttf cattteat that labs been enecxled as a pereexatage of
the entire seleetiaat of designated to be encoded. In circumStanrxs where
the callitag program, is trying to schE~dUe several different programs to
run at ante this can be a problem ~rtherrtxare, ibis cart be especially
burdaastxnt in cases where batches of cc~nteat have been selocled for
enedding and the content provider wants to determine the 35 progress of the
eneoeiing process. Accordingly) N net~d exists to overcome t6~e problems.
~u~-rV~VV7 ~ ~ MAY ~ao~ Yet, still another reason digital content providers
have b~eea slow to adopt cleetronic distribution for their content is lack
of standards for creating digital players on sad-user devicev for
electronically delivered cozttestt. Content providers) electronic stores,
or others in the electronic distribution chain may want to offer customized
players on a variety of devices such ac PCS) set-top boxes, h$nd-held
devices and more. A set of tools that can S handle the decryption of the
digital content in a tamper resistant environment, that is) an environment
to deter the unauthorized access to the cortteat during playing by a third
party is ncCded. Moreover, a set of tools is needed to enable an end user
to manage of a local library of digital contcrn without alh>wing the eed
user In have dt:cecs tct the cemtent f<>r ua4fi other then what wen
rurchayad. Further information on the background of prcytecting digital
content can be ftxtnd from the following three spurcas. "Music an the
Internal and the lptellectual Property Prcueclltm Problem" by Jack Lacy)
James Snyder, laavid Maher, of AT&T Labs, Ftorham Park. N.J. available
online URL help:llwww.a2bmucic.comlaboutlpaherslntusicirn_htm.
Cryntc~~,~raphically protected containcx, called Digi9ttx, in the article
"assuring the Content, Not the Wire for Information Commerce" by Olin
Sibert) David Bernatein and David Van Wie, lnterTrusl Tev:houlogi~s Gtxp.
Sunnyvale, CA available; online ~1RL 15
help:l/www.intertrust.comlarchiteclurelste.html. And "Cryptololse C.omaina
Techncylo~y'', an IEM White Paper) available online UkI.
httpJllcyptplc~pe.ibm.eomlwhite.htm. SUMMARY OF TH)r INVENT1QN ll is an
abject of the pre,,en1 invention to remove the above.m~ntiot~ed drawbacks
and to provide a system 20 foe' tracking usage of enplane data. One
embodiment of the present invention provide a system for tracking usage of
digital content on user devices. Electronic Stores coupled to a network
sell licenses to play digital content data to users. Cctrttent players)
wttiCh receive from the; n~wotk the licensed content data, are used to play
the licensed content data. Additionally, a lagging site that is coupled to
the network tracks the playing of the content data. In particular, the
logging site receives play information frtmt the network, and the play
infcxmation includea the 25 number of times that the content data has been
played by the: associated content player. A further embodiment of the
l~resent invenlitm rrtwidnS a method fitr tracking usage of digital uu,tent
on user devices. According to the method, a licatse to play digital cuntcnt
data is sold to a user, and the licensed content data is transmitted to s
content player for the user. Further, inforrnativm is transmitted to a
togging site whenever the conlertt data is played by the content player or
copied from the content player to an external medium 30 so that usage of
the licensed etmtent data can be tracked. 



B1Z1EF DESCRIPTION OF THE DRAWINGS 1 IG. 1 is a block diagram illustrating
an ovot view tyf a Secure Digital Content Electrottic Dastributior~ System
arxordi>ag to the present invention. 35 FIG. 2 is a block diagram
illustrating an trample Sepure Contaitaer (SC) and the associated graphical
representations according to the pr~eaeat invention.   ~ ~ MAY zo03 FIG. 3
is a block diagram illustrating an overview of the encryption process for a
Secure Container (SC) according to the present invention. FIG. 4 is a block
diagram illuqtraling an overview of the de-encryption proces.9 far a Secure
Container (SC) according to the present invention. 5 FIG. 5 is a block
diagam illustrating an overview of the layers for the Rights Management
Architecture of the Secure Digital Contelat Distribution System of FIG. l
according to the present invention. FIG. 6 is a block diagram illustrating
an overview of the Content Distribution and L.iCensing Control as it
applies to the hicense Control Gayer of FIG. 5. FIG. 7 is an illustration
of an example ttset interface for the W<trk Flow Nlatlager Tool of FIG. 10
according to the present invention. FYG. 8 is a block diagram of the major
tools) cpmponents and prc~easses of the Wark Flow Manager corresponding In
the user interface in (=iG. 7 according to the present invention. FIG. y is
a black diagam illustrating the major tools, components and prcxes9es pf an
Elettronie Digital Content Store of F1G. 1 aeecuding la the present
invention, 15 FIG. 1t) is a bhxk diagram illustrating the majtu ecmptmcnt~
and prcxoss~ of an End. User DeviccY(s) of FIG. 1 according to the lrretenl
invention. F1G. 11 is a flow diagram of a method to calculate an ettcading
rate factor far the Content Preprtx:e.SSing and Compression foal of FIG. $
according to the pre.Rent invention. FIG. 12 is a flow diagram (~f a method
tct sutt~matically retrieve additional infi~rmation for the Automatic 20
Mctadata Acquisition Tool of FIG. 8 according to the present invention.
FIG. I 3 is a flow diagam of a method to automatically sat the
Preprocessing and Compression parameters of the Preprocessing end
Compression Tool of FIG. $ according to the present invention. FIG, l4 is
an example of user interface screens pf the Player Application downloading
content to a local library as described in ~'1G. 15 according to the
present invention. 25 FIG. 15 is a block diagram illustrating the major
Components and processes of a Player Application running on End-User Device
of FIG. 9 according to the preacnt invention_ FIG. 16 is an example user
interf&ce screens of the Player AppliCatioo of FIG. 15 according to the
present invention. FIG. 17 is a flaw diagram of an alternate embodiment to
autamalically retrieve additional infcumation far 30 the Automatic Metadata
Acquisition Tool of FIG. 8 according to the present invention. DETA1LBD
DESCRIPTION OF AN EMI3ppIMENT A Table of t^onte~nts is provided for t6i$
present invention to arsist the reader in quickly locating different
sections in this embodiment. 35 



I, SECURE DIGITAL CONTENT fiLEty'TRON1C D1STR113UTION SYSTEM   7 1 ~ MAY
2ao3 A. Syste~l't Overview 1. Rights Management 2. Metering 3. Open
Architecture B. System Functianal Elements ! . Content Prwider(s) 2.
Elaarnic Digital Canterst Stares) 3. In termc;di:ite Market Parlnerc 4.
Clearingltause(s) 10 5, i:nd-User Device(s1 6. Tran;,missian
tnfrastruCturc:; C. System Usc~~ II. CRYPTOGRAPHY CONCEPTS ANb THEIR
APPLICATION TO THE SECURE DIGITAL CONTI~NT l 5 ELECTRONIC DISTItt>3UTlON
SYSTEMA.Symmetric AlgorithmsB.Public Key AlgorithmsC.Taigital
SignatureD.Digital C~ertificales20 E.Guide To The SC(s) Graphical
RepresentationF'.Example of a Secure Container Encryption III. SECURE
DIGtTAL CONTENT ELECTRONIC DIS'CltII3UT10N SYSTEM FLOW 2~ Iv. RIGHTS
MANAGEMENT ARCHITECTURE MODEL A, Architecture tayCr Function I~. Function
Partitioning and Flaw;: 1. Canlcrn 1=arma~ting Layer 2. Cuntcru Usagc
Ct~ntro! l,ay~~r 30 3. Content Identifivation Layer 4. Lic;ert5e Control
Layer C, Concept Distribution and Licensing Control V, SECiJftE CONTJ~N'ER
STRUCTURE 3~ A, General Structure E. Rights Management Language Sytuax and
SerttatttiCs   13 MAY Z003 s D. E. F. 5 G. H. I. C. Overview of Secure
Container Flow and Processing Motadara Secure Container 620 Format taffer
Secure Container fi4 L Format Transaction Secure Container 640 Format Order
Secure Containtri' 650 Format L.tcense Secure Container 660 fiormat Content
Secure Container ~'urmat VI. SECURE CQNTAINEIt PACKING AND UNPACKING 10 A,
Overview )~. Bil1 of Materials (BOM) Put C. ICey peseriptian Part 



V I1. CL 15 A. B. D. E. 24 t=. G. ~EARINGI-IOUSE(S) Ov ervicw Rights
h4anagemeot Processing Country Specific Parameters Audit Lags antd Tracking
Reporting of Itcsults billing and Payment Verification Retransmissions
VIII_ CONT~(T PROVIpERA. OverviewZ5 B. WorkPlow Manager1.Products Awaiting
Actaonllnfarmatiun PrcyCe.~!,2.New Content Request Process3.Automatic
Metadet~ Acquisition Process4.Manual Metadala Entry Process5_Usage
Conditions Process6.Supervised Release Process7.Metadata SC(s) Creation
Process8.Watermarking Process9.I?reproceasing and Compression Process35
10.Content Quality Control PracevsI 1,Encryption Process   ~ ~ M aY z~o~
l2. Content SC(s) Creatlazt I'rocegs 13. Final Quality Assurance Process
14. Content Dispersemeat Process i5. Work Flow Rule5 C.Metadata
Assimilation and Entry Tool1. Automatic Metadata Acquisition Tool2. Manual
Metadata Entry Tool3. Usage Condttion~ Tall4. Parts of the Metadata SC(r)l
05. Supervised Release ToolD.Content Processing Toolt) Watermarkitag Tool2.
Preprocessing and Compression Tool3. Conkent Quality Control ToolI 54.
Encryption TaolE,Contest SC(s) Creation Toolhinal Quality Assurance
ToolG.Content Dispersement ToalH,Content promotions Web Site20 1.Content
hTosting1. Content Halting Sites2, Content >I-lasting Sito(s) 1 l l
provided by the Secure DigitalContent Electronic Distribution System 25 IX.
E~,ECTRONIC DIGITAL CONTENT ST4ltE(S) A. Overview - Support for Multiple
EIGCirOlllC Digital Content Slexe,~(a) 13. Point,to-Paint >rleetrunic
Digital Content Distribution Service I . Integration Requirements 2,
Content Acquisition TOOT 3U 3. Transaction Processlag Module 4,
Notification Interface Module S. Account Reconciliation Tool C. Broadcast
Electronic Digital Content Distribution Service 35 3C. ENU-USER DEVICI?(S)
A. (~vexviCw   V Ir7 -J ~1'V V J 13 MAY 203 to B. Application Installation
C. Sectue Conl,ainer Processor D. The Player Application 1. Ovtxtriew 2.
Hnd-User lntetfaCe Components 3. CapyIPlay Management t^,amponents 4)
Decryption 15V5) Decompression lSUb and Playback Componetus 5. Data
Management 1502 and Library Access Gc~mpc5nent~ 6. Inter-application
Communication Components 10 7. Other Miscellaneous Components B. The
Generic Player 



I, SECUIItr Di~iTAL CONTENT ELEGTRGNIC DLSTRIBUTIpN SYSTEM 15 A. System
Overview The Sacure Digital Convent Electronic Distribution Systertt is a
technical platform that encompasses the leCttnalpgy, sp~il`icaticms, tools,
and software needed for the secure delivery and ri~tts management of
Digital Content and digital content-related umtent to an end-user, client
device. The End-Usc,-r Deviee(sl include PCS, act tap Ixyxns (IRtys~, and
Internu appliances. These devices may copy the cntent to external media pr
portable, 24 consumer devices as permitted by the conte~ot proprietors. The
term Digital Content or simply Cotttcnt) refers to information and data
stored in a digital format including: pictures, movies, videtxs, music,
programs) multimedia and games. The technical platform specifies how
Digital Content is prepared, securely distributed tttraugh point-to--point
and broadcast infrastructures (such as Cable, Internet, satellite, and
wirele,5s) licensed to End-User 25 Deviex(s), and protected against
unauthorized Copying or playing. In addition, the architecture of the
tcxhnical platform allows for the integration artd migration of various
technologies such as watermarkintg, compr~sion/encoding, encryption, and
other Recurity algoritfurts as they evolve aver time. The base corrtponrnts
of the Secure Digital Content Eleclrdtaic Distribulicxt Syst<rm are: (1 ~
rights management for the proteLtion of ownership rigktts of the cantata!
proprietor; (2) transaction metering for 30 immediate and accurate
compensation; and (3) an apes and well-documented architecture that enables
Content provider(a) to prepare content and permit its secure delivery over
multiple netwtxk infrastructures far playback on arty standard compliant
player. 1. Rights Management   ~~~-~O^VV y .~ 3 MAY Zt?~3 Rights management
in the Secure Digital Content Eleclrorric Distribution Sy9tem is
implerneated through a fief df functions distributed among the operating
cotnl?onenls of the system. Its primary functions include: licensing
authorisation and conlrot sa that content is unlocked only by authorized
intermediate or End-Users) tktal have secured a license; and control and
a,forceme~nt of content usage according to the conditidns of purchase or 5
license, such as permitted number of copiev) number of plays, arid the time
interval or term the license may be valid. A scx:oadary function of rights
management iv to enable a means to id~tify the origin of unauthorized
copies of content to combat piracy. Licensing authorization and control are
implemented through the use of a Clearinghouses) entity and Secut'e
Container (SC) te~:hriology. The Clearingltouse(s) providr~ licensing
aulhorixalion by enabling i 0 intermediate or End-Users) to unlock content
after verification of a suCCe..gsful completion of a licensing transaction.
Secure Containers arc used to distribute encrypted ecmlent and information
among the system components, A SC is a eryntugraphie carrier of information
or contest that ucec encryption, digital stgnature.5, and digital
certificates to provide protection against unauthorized interception or
modifteatian of electronic information and content. It also allows for the
verit~cauon of the authenticity and integrity of the Digital Contest. The i
5 advantage of these rights management functions is that the electronic
Digital C~ate~nt distribution infrastructure does not have to be secure or
trusted. Therefore allowing transmission aver netwotk infrastructures such
ss the Weh attd Internet. This is due to the fact that the Content is
encrypted within Secure Coatainerc and its storage and distribution are
separate from the ooatrol of its unlocking and use. baly users who have
decryption keys Can unlock the encrypted Content, and Ihc Clearinghause{s)
releases decryption keys only for authorised and 20 appropriate usage
requests. The Clearinghouses) will not clear bogus requests from unknown or
unauthorized parties or requests that do not comply with the eaettent's
usage conditions as set by the cot><cent proprietors. In addition) if the
SC is tampered with during its transmission, the software in the
Ciearinghouse(s) daerminea that the Cotxtent in a 5C is corrupted or
falsified and repudiate the traaqaction. 1'he control of Ccxttent usttgo is
enabled through the End-User Playa Application 195 running oA an 25
End-User lacvice(s). 'Che application embeds a digital node in every copy
of the Content that defines the allrnvable number Uf ca:ondary copies and
play backs. Digital watermarking technology is used W generate the digital
ccxle, to keep it hidden from other JJnd- User Player Applicaticm 195, and
to make it resistant to alteration attempts. In an alternate embodiment,
the digital code is just kept as Isart of the usage conditilxas associated
with the Content 113. When lhc Digital Content 113 is accessed in a
Cvmplianl End-l,Iser DeviCe(s), the End-User' Player 30 Application 195
reads the watermark to check the use rtstriotions and updates the watermark
as required, if the requested use of the coolest does sot comply with the
usage Gandihons, e.g,, the number of copies has been exhausted) the
End-User bevice(s) will sat perform the request. Digital watertnatkintg
also provides the means to identify the origin of authorized or
uaauthorired copies ,' of Cersttenl. At' initial watcrtttark in the Content
is embedded by the t;~0uteat proprietor to identify the content 35
proprietor, specify copyright information, define geographic distribution
areas) and add other perttneut information. A second watermark is embedded
in the Content at the End-User Deviee(s) to Identify tile contest
SE9-98009 ,z ~ 3 MaY zoos purchaser (a ticerasee) and End-User Deviee(s),
specify the purchase or license conditions and date, and add any other
pertinent informatiom. 



Siaee waternnarks became ast integral part of the t'.:ontent, they are
carried in the copies iadepeodent of whether the copies were authorized or
not, Thus the Digital Gonteut always contains informatiati rep~rding its S
source gtz~i its permitted use regardless of where the contact residevs or
where it comes fxom. This information may be used to combat illegal use of
the Content. 2_ Metering As part of its rights management functions) the
Clearingbause(s) kelps a record of all transaetlons where 10 a key exchange
is cleared through the Clearinghuuse(s). This record allows for the
metering of licensing authorization and Ih4 original conditir~ns of use:.
The transaction record can be retxxled to responsible parties, Ouch as,
content proprietors r Cey~nent Prctvider(v), rctailerx, and others, on an
irnmediatc or periodic bases tc~ facilitate electronic rcconciiiation of
t~ansactiaa payments and other uses. 15 3. Open Architecture The S~x:ure
Digital Content Elc~aroniC Distribution System (System) is as open
arCltitccture with published gpecifi4ations and interfaces to facilitate
broad implementation and acceptance of the System in the market place while
maintaining rights protaetion for tfte contexts proprietcxs. The
flexibility and opeonc~s of the System architecture also enable the System
to evolve over time ac various technologies, transmission 20
infrastructures) and devices arc delivered to the marketplace. 'fhe
architecture is open regarding the nature of the Content and its format.
bistribution of audio, progxams, multimedia) video, or other types of
Cement is supported by the architecture. The Content could be in a native
format , such as linear PCM for digital music, ar a format achieved by
additional preprocessing or eacodmg, such as filtering, compression, or
prelde- emphasis, and more. The archittx;ture is open to various encrypticm
and 25 watermarking techniques. rt allows for the selection of specific
techniques to acCammodate di~'ereat Content types and formata end to allow
the rntrcxiuction or adoption c~f new teehnolagies as they evnlve. This
flexibility allows Content Providers) to pick aixd evolve the technologies
they use for data compression, encryption, and formatting within the Secure
Digital Content Electronic Distribution System. The architecture is also
open to dilafferenl distribution networks alto distribution models. The
architecture 30 supports content distrtbution aver taw-speed Internet
eanaections cx high-speed satellite and Cable netwluks and can be used with
point-to-point or broadcast models. In addition, the architecture is
designed so that 111e functions in the End-User Devices) can be Implemented
an a wide variety of devices) including tow coat consumer devices. ''this
flexibility allows Content Providers) and retailerv to offer Content to
intermediate or End-Users) through a val'icaty of service offerings and
enables the users to purchase or license Cettl~tt, play it back, and record
il on 35 venous compliant player devices.   S~9-98-0U9 13 MAY 2d03 l3 B,
System )Fvnctionsl Elements Turning now to FIG. 1, there is shown a block
diagram illustrating an overview of a Secure Digital Content 1~lectrouie
Distribution System l00 according to the presetat invention. The Secure
Digital Content Electronic Distribution System I00 encompasses several
business elements that Can'tprise au e4d-to-end Solution, 5 including:
Content Pravider(s) LOl or the proprietors of the Digital Content,
Electronic l7igital Content Stores) 103, Intermediate Market Partnexs (not
shown), Clearinghouses) I05. CtmtCUt Hosting Site 1 L 1) Transmission
Infrastruclur~ 107, and End-User Devices) 109. Each of these bufiiness
elements use various eamponents of the Secure Digital Content Electrpnic
pistribution System 10t). A high level dcscriptiaa of these business
elements and system comnonenta) as they pertain specifteally to electronic
Content I 13 distributioe) follows. 10 1. Conttnt Providers) 101 Content
Providers) 10! or Content proprietors) are owners Qf original Content 113
andlor distributors authorized to package independe~at Cantextt ! 13 far
further distribution. Contest Providers) l01 may exploit their rights
directly err lictnse Content 113 to the Electronic Digital Content Stores)
103, or Intermediate Market 15 Partners (not show~o), usually in return for
Content usage payments related td electronit< carnrnerce revesueq. Examples
of Content Proyider(s) 101 inofude Sany, Time-Warner, MTV, IBM) Microsafl.
Turner, Fox and othersContent Providers) 101 use tools provided as part of
the Secure Digital Content Electronic Distribution Syste~rrt 1t)0 rn order
to prepare their Content l13 and related data for distributit~n. A Work
Flow Manager Tpol !54 schedules Content 1l3 to be proccased and tracks the
Content 113 as it flows through the various steps of 20 Content ! 13
preparation and packaging to maintain high quality assurance, The term
metedata is used throughout this document to mean data related to the
Content 1!3 and in this embodiment does not include the Content 113 



itself, As an example) metadata for a song may be a song title or sang
credits but not the sound recording of the sang. The Caaent 113 would
contain the sound recording. A Metadata Assimilation and EntryTnol 1b1 is
used to extract meladata from the Camtenl Provider(s)' Database 160 or data
provided by the Content Provida(s) in a 25 pre.cribed format (for a music
example the Content 113 information such as GD titre, artist name, song
title, CI) artwork, and more) and to package it far electronic distribution
The Metadata Assimilation and >;mry Tcx~l I61 is also used to enter the
Usage Conditions far the Content 113. The dale in Usage Conditions car
include copy restrietipn rules, the wholesale price, and any busiu~s rules
deemed necessary. A Watermarking Tool is used to hide data in the Content
113 that identifies the content owner, the processing date, and other
relevant data. 1=ex an embodiment where the Content 113 is audio, an audio
preprocessor tool is used to adjust the dynamics andlor equal ize the
Content 113 or other audio for optimum corrtprecsion quality, curnpr~ss the
Contestl 1 l3 to the desired compression levels, and encrypt the Content
113. These can be edapttd to follow technical advances in digital cdlteat
compressian/eacoditig, enCtyptiari, and formatting methods, ailowisg the
Content Providers) 101 to utilize best tools as they evolve aver time is
the marketplace. 3S The c~crypted Content 113, dig;tal content-related data
err rtaetadata, and etxcrypced keys are packed in SCs (described below] by
the 5C Packer Taol and stored in a content hosting site andlor promotional
web site for   ~E9-9$-009 .~ ~ MAY 203 14 elextrtmic distribution. The
tarttent hosting site can reside at the Content Pravidex(s) 1t71 or in
multiple Itxationa, including Electronic Digital Contest Stores) L03 and
intermediate Market Partners (not shown) facilities. Since both the Content
I 13 and the Keys (described below) are encrypted and packed in SCs,
Eiactrottic bigitat Content Stores) !03 or any other hosting agent can not
directly access decrypted Cotttcnt 113 without clearance from the 5
Clearinghouses) and noti~Fcatlon la the Content Frovider(s) 10l . 2,
Electrotuc Digital Content Stares) 103 Electronic laigital Content Stores)
I03 are tk~e entities who market the Ccuttent I 13 through a wide variety
of services or applications) such as Content t l3 theme programming or
electronic merchandising of 10 C.aatent l13. Electronic Digital Content
Stores) 1U3 manage the design, developtktest, business operations.
settlements, merchandising) marketing) and t;alerr of their service.a.
Example online Electronic l7igita! Content Store{s) l 03 are Web sites that
provide electronic downloads of software Within their services, Electronic
laigital Cnrttent Stores) 103 implement certain functicxrs of the Soeure
pigital Content Electronic Distribution Sy;~lem ! tJU. Electronic i~igital
Ctmtatt Stcuc(a) t U3 aggregate 15 inforzrtatioo frcrn the Content
Provider{s) 101, back canteen and metadata in additional SCs) sad deliver
lhcxse SCs to Consumers or basincssa5 as part of a wervicc car application,
Electronic Digital Contcttt Stores) l03 use lcxyls provided by the Secure
Digits! Content Electrpnic Distribution System 1I)U to assist with:
metadata extraction, secondary usagC ecmdiliods. SG packaging, and tracking
of efeetronic content transactions. The cecartdary usage ctlnditionc data
can include retail bustnesa ufFFers such as Cmtent I 1:1 purchase price,
pay-per-listen price, copy 20 authorization arid target device types, or
timed-availability restrictions. Once alt Electronic Digital Content
Stores) ! 03 completes a valid request for elecCronse Content 113 from an
End-User(s), the Bleetronic Digital Content Stores) I03 is responsible fcx
authorizing the Ctearlnghouse(s) l O5 to release the decryption key for the
Content 113 to the customer. The Electronic Digital Cortteut Stores) also
autharius the dowolpad of the SC cotttairaiag the Content 113. The
Liectronic Digital Content Stores) may elect 25 to host tb~e SCs captaining
the >aigital C~ontertt at its local site a>rdlor utilize the hosting and
distribution facilities of annther Content hosting site. The Electronic
Digital Content Stores) can provide customer service fctr any questions or
prabletnc that an Fnd-Users) rtyay have using the Secure Digital Content
Llectrpnic Distribution Sy9tan 100) or the Electronic Digital Content
Stores) I U3 may euntract (heir customer service support to the
Clearinghouses) 1 US. 30 3. Intermediate Market Partners (sat shown)
~~y-~~-uvy 15 



1 ~ MAY Q003 In an alternate embodiment, the Secure Digital Contet
Elecuonic Dislributiott System 1 p0 can he used to provide Content 113
securely to other businesses eel led Intermediate Market Partners. These
partners may include digital cotttenl-related companies offering a
ton-electronic service, such as televisions stations or video clubs, radio
stations or retard clubs, that distribute Content 113. These Partners trtay
also include other trusted partie,5 S who handle material as pert of making
or marketing sound recordings, such as retard studios, replicatars. and
producers. These Intrltnediate Market Partncxs requires clearance from the
Clearinghouses) 1t15 in order  t decrypt the C.t~ntenl I 13. 4.
Clesringhouse(s) 105 ~0 'Che Cieatittghouse(s) 1D5 provides the licensing
authori~.ation and record keeping for all transaGions that relate to the
sale andlor permittod use of the Contc~t f 13 encrypted in a SC. When the
Clearinghouses) I05 recci^ues a request for a decryption kcv for the
Content l13 from an intermediate or End-U,er(s)) the Ctearinghause(s) 105
validates the integrity and authenticity of the information in the requehl:
verifies that the request was authorized by an Electronic Digital Content
Stores) or Content Pravider(s) LOI; and vaifi~w that the 15 requested usage
Complies with the content Usage Conditions as defined by the Content
Providers) I01. Once these verifications are satisfied) the
Cleariaghouse(s) LOS sends the decryption key for the Content 113 to the
requesting End-Users) packed ies a ~.icense SC. The key is encrypted irt a
manner so that achy the authorized user can r~rieve it. if the lEtad-User's
request is not verifiable, complete, or autbarized, the Clearinghouses) 1
t)5 repudiates the request for the decryption key. Zp The Clearingbouse(s)
l05 keeps a record of all transactions and calx report them to responsible
parties) such as Elxtranie Digital Content Stores) i03 and Content
Providers) i41, on art immtdiate, periodic, or restricted basis. This
reporting is a means by which Content ProvidEr(s) 101 can be iriforttl0d of
the sale of Gantent 113 and the Electronic Digital Content Stores) 103 can
obtain an audit trail of electronic delivery to their customers. The
Clearingttouse(s) lU5 Call also notify the Convent Providers) I01 aztdlor
Elaaronit Digital 25 Content Stores) 103 if it detects that information in
a SC has been eumprotnised or doer not Comply with the Content's Usage
Conditions. 7"lte transac~ion retarding and rerc~itory capabilities of the
Clearinghouce(s) 1 OS database is structured for data mining and report
generation. In another embodiment, the Clearinghouses) 105 can provide
customer support and exception processing for transactions such as refunds,
transmission failures) and purchase disputes. The Clearin~hi~ttse(s) lOS
can be 30 operatod aS an independent entity) providing a trusted custodian
for rights mattagemettl and metering. It previdC.~ billing and settlement
as required. Example of electronic Clearinghause(s) include Secure-Hank.com
and Secure ltccuonic Transaction (SET) from visalMastercard. h~ one
embodiment, the Clearinp~touse(s) 105 are VNeb sites accessible to the
End-User Devices) l09. In another embodiment, the Clearinghouses) 105 is
part of the Electronic Digits! Content Stores) 103. 35 5. End-User
~eviee(s) 109   L,,Uf fV Vv/ 1 ~ MAY zfl03 1~ 'l7xe End-User Devioe(s) 109
can be arty player device that contains an End-User Player Application 195
(described later) compliant with the Secure Digital Couleat Electronic
Distribution System 100 specifications. 'These deices rnay include PCS, sec
top boxes (IRDs), and Internet appliances. The End-User Player Application
195 could be impleqrtented in software and/or cotlsumer electro~oies
hardware, In addition co perfartitiug play, 5 record) and library
mauagetne~t funetion8, the End-User Player Application 195 performs SC
proceacing to enable rights management in the End-User Devtcels) 109. The
End-User Devices) 109 manages the download tend Storage of the SCs
containing the Digital Content; requests and manages receipt of the
encrypted Digital Cdnt~l keys from the CiearmghouSe(s) 105; prat;e`rses the
watermarks) every time the Digital t^ontent is copied tx played; manages
the number of copies made (or deletion of the copy) in accordance with thv
Digital Content's Usage l 0 Candiliotts; and per6ortns the Copy to an
external media or portable consumer device if permitted. 'fete portable
consumer device can perform a subset of the End-User Player AppIiGation 195
functions in order to process the content's Usage Conditions embedded in
the watumark. The term. End-Ucer(s) and End-User Player Application 195
art: used throughout this to mean through the use or running-an an End-User
laevice(s) 1 t19. i 5 6. Transmission Infra:~tructures I t17 The Secure
Digital Ccmtc~nt Elcxtronir Dictribwion Syv~n I t10 i5 indepc.`nde~ni of
the traasmicsion 



network connecting the Electronic Digital Gantent Stores) 1113 and
E~td-User Devioe(5) t09. It suppdrta both point-to-point such as the
lntemct and broadcast distribution models such as digital broadcast
televtsiort Even though the same t4ols and aprilications arc used lcy
enquire. package, and track Ctriatet 113 0 transactions aver various
Transmission Infrastructures 1U7, the prt;sei~tation and method in which
services are delivercxl to the customer may vary depending on the
infrastructure and distribution model selected. The quality of the Content
113 being transf~xred may al8o vary since high bandwidth infrastructures
can deliver high-quality digital Content at mare acceptable response times
lb,an lower bandwidth infrastructures. A service application designed far a
point-to-point distribution model can he adapted to support a broadcast
distribution model as welt. 25 C. System Uses The Secure Digital Cotttent
Electric Distribution System t00 enables the Secure delivery of
high-duality, electronic copies of Content 113 to End->user Deviee(c) 109,
whether consumer or busine.~c, and to regulate and track usage of the
Content t 13. 30 The Secure Digital COtttent Electronic Distribution System
l00 could be depk~yod its a variety of ctmsumer tied business-to-6usiaess
service,.s usig bath new and existing dictributian charxnclc. Each
particular sd-viee could use a difFercnt financial model that can be
enforced through the rights management features of the Secure bigital
Contrnt 6leclrottic Distribution System l00. Model a cuth as wholesale tx
retail purchase) pay-per-listen usage, subscription services, eopylno~opy
restrictions, or redistribution could be implemented 35 lfaroug6 the rights
management of the Clearinglaousa(s) lOS apd the land-Usa Player Application
195 copy protection features.   5 Ey-J i5-Ut)~ ~13 MAY 20Q3 The Secure
Digital Content >rlecironic Distribution System 100 allows Electronic
bigital Coolant Stares) 1 p3 and Intermediate Market Partners a goat deal
of flexibility in creating services that sell Content 113. At the same time
!t provides Content Providers) 10I a level of assurance that their digital
assets are protected and metered so tliat they can receive appropriate
t:ompensation for the lit:ensing of Coolant 113. tI. GRYPT4GRAPHY CONCEPTS
ANA THEIR APhLICATION r0 THE SECU~ DIGITAL CONTENT ELECTRONIC DISTRIBUTION
SYSTEM License Gantrol ity the Secure laigital CQntenl Elextronit:
Distributicm System 100 is based on the user of cryptpgrapby. 'This section
iatroduees basic cryptography teehualpgie`c of the presdnt invention. The
use of public key encryption, symmetric key encryption, digital Rignatures.
digital watertnarks and digital certcficatea is known. A. $ymmet,rlc
Algorithms Iu tlae Secure Digital Content Electronic Distribution System
I00 the Content Provider(tt) 101 encrypts the content using symmetric
algorithms. They are called symmetric algorithms because the same key is
used to encryPl and decrypt data. The data sender and the message recipient
must share the key. The shared key is refenc~i to here as the symmetric
key. Tie Soeure Digital Content Electronic Distribution System 100
architecture is independent of the specific symmetric algorithm oclected
for a particular implementation. Common symmetric algorithms arc bES, RC2
and RCa_ Loth DI~S and Rt:2 are bhxk cipher. A black cipher encrypts the
data using a blcxk of data bits at a time. 17ES is an official US
government encryplian standard, has a 54-bit block size, and uses a 56-bit
key. Triple-DES is cornmotaly used iu inerease the security achieved with
slmpte DES. ItSA Data Security designed RC2. RC2 uses a variable-key-size
cipher and has a block size of 64 bits. RC4) also designod by RBA Data
Security, is a variable-key sine stream cipher. A stream cipher operates on
a single data bit at a Iime. RBA Data Security claims that eight to sixteen
machine operations are t'equired for RC4 per output byte. IBM designed a
fast algorithm called SEAL. SEAL is a stream alg4rithm that uses a
variable-length key and that has been optirnizad far 32-bit prot:essars.
SEAL rcquirec about five elementary rnaehine instructions per data byte. A
50 MI-IZ) 484-based computer rune the SEAL code at 7.2 tnegabyteslreCrnad
if the 1 fi0-bit key used Exas already been preprpcessed into internal
tables. Micrc~sofl reports results of encryplipn perfot'mance benchmark in
its Overview of CtyptpAPi document. These results were obtained by an
application using lvlicrasofl's CryploAPI, tuttning 4n a 120-MHZ,
Pentium-based computer with Windows NT 4.0. CipherKty SizeKey Setup
TimeEncryption SpeednESss4sot t3$si9RC24040868$B   



47Lr-rv vvr ~'~ 3 MAY Zf103 ~s GipherIKey SizellCey Setup 'lfime~n~ryptiott
SpeedDESSb46l)t t38519RCZ404U2$68B8R,C44015l?J77723RC44015 t2377721 .
Public Key Algorithms In the Secure l7igital Conteazt Electronic
Distribution System 100, symmetric keys and other small data 5 pied are
encrypted using public key S. Public key algorithms use two keys. The two
keys am mathematically related to that data encrypted with one key can
cxtly be decrypted with the other key. The owner of the keys keeps ant key
private (private key) and publ~ely distributes the veaond key (public key).
To secure the transmission of a confidential message using a public key
algorithm, one must use the recipienl'S public key to encryrl the message.
Only the recipient, who has the associated private key, can decrypt ( 0 the
message. Public key algorithms are also used td generate digital
signatures. The private key is used for that purpose. The following
seclicyn provides information on dtgitai signatures, The ma9t common used
public-key algorithm is the 15A public-key ciphur_ it has become the
de-flteto public key atandard in the industry, Other algarithma that al4o
wtxk well ftx encryption and digital signature arc FI .C~amal and Robin.
I~SA is a variable-key length cipher. 5 Symmetric key algcrritbms are much
faster than the public key algcyrithms, (n software, DES is generally at
least 140 times as fast as RSA, Because of this, IiSA is not used to
encrypt bulk data. RSA Data Security reports that on a 9U MEiZ Pentium
machine) itSA Data Security's taolkit BSAFE 3.0 has a throughput for
private-key operations (encryption or decryption, using the private key) of
2 i .6 kilobitslsecond with a 5 i 2-bit madulus and 7.4 kilabils/secand
with a 1024-bit modulus. 20 C. Digital Signature In the Securo Digital
Content Efectranic Distribution System 1 (?Q) the issuer of SC(s) protects
tlaC integrity of SC(s) by digitally sigtling it. tn general, to create a
digital signature of a message) a message owner' first computes the message
digest (defined below) and then encrypt the message digest using the
owner's private key. 25 The message is distributed with its signature. Any
recipient of the message can verify the digital signature trst by
decrypting the signature using the public key of the mecsege awntx to
recover the mes$age digest. 'then, the recipient computes the digest of the
received message and compares it with the recovetod one. If the message bas
not bclag altered during distribution) the calculated digest and recovered
digeqt must be equal. Ip the Secure Digital srontent Electraaic
lhscribution System 100) since SC(s) contain several data parts, a 30
tiigeal is caiculaled for eat:b pan and a surturtary digest is calculated
for the ecmt:$te~sttted part digests. The sununary digest is encrypted
using the private key of the issuer of the SC(s). The encrypted
rt<tttnrttary digest is the   ~ G3'-y O-V V 7 13 MAY CUa3 igsues's digital
signature for the SC(s), The part digests and the digital signature are
included in the body of the SG{s). The recipients of SC(s) can verity the
integily of the SC(s) and its parts by means of the received digital
signature and part digests, A one-way hash algprithm is used to calculate a
message digest. A hash algorithm takes a 5 variable-length-input message
and convene il into a fixed le~n~th string, the message digest. A one-way
hash algoriltttn operates only in one direction. That is, it is easy to
calculate tire digest far an input message, but it ig very difficuli
(computationally infeasible) to generate the input message from its digit.
Because of the prc>peTtie.~ of the tme-way hash functions) one can think of
a message digest as a fingerprint of the message. The more common one-way
hash funetioas are MDS from RBA Dttta S~urity and Sl-lA designed by the 1 Q
US National Institute of Techiaalogy and Standards tNITS). D. pigiral
Certificgtes A digital certificate is used to authenticate or verify the
identity c>f a person or entity that has sent a digitally signed message. A
oertifieate is a digital document issued by a certification authority that
bind.c a public 15 key to a person or entity. The eenificate include~ the
public key) the name of the person or erttily) an expiration 



date, the name of tkte ce<tificalion authority, and other information. The
ccrtifieate also t:cxttains the digital signature of the certification
authot'ily. When an et7lity (or person) sends a message signed with its
private key and xcctyrrtpanied with its digital certificate, the recipient
of the message uses the entity's name from the taxtificate to decide
wbedhcr or not to 2Q ac:c;cpt the message. In the Secure Digital Contetzt
Elaartmic Distribution System I00, every SC(s), except those issued by the
End-User Devlce(s) 109) includes the certificate of the creator of the
SC(s). The End-User Dcvice(s) 109 do net need to include cerliflcate_w in
their SC(s) because many End- Users) da nctt bother to acquire s
certificate or bave cerlifreates issued by non bona-fide Certification
Authorities. la the Secure Digital Content Electronic Distribution 25
System 100, the Cleartn~ouse(s) 105 has tine option of issuing certificates
to the Electronic Digital Content Stores) i(l3. This allows the End-Ustx
Devices) lt)9 to Indelrendcnlly verify that the Electronic Digital Content
Sltyrc(s) I t)3 have been authorised by the Secure Digital Content
E)cctronic Distribution System l00. E. Guide To 'Che SC(s) Graphical
Represeatatlon   s~s~-s~-uu~ as '~ 3 MAY Q003 'Ibis dae:tuneat uses a
drawing to grap>~ically represent SC(s) that shows eactyptad parts,
non-encrypted parts) the eucryptian keys, and certificates. Referring now
to FIG. 2 is a~a example drawing of SC(s) 200, The following symbols are
used in the SC(s) figures. IGey 20! is a public or private key. The teeth
of the key e.g. CLRNGH for CLearing~ouse indicate the key owaa, PB inside
the handle indicates that it is tt public key thus S key ZOl is a
Clearinghouse public key. PV inside the handle indicate that it is a
private key. Diamond shape is an End- User Digital Signature 202. The
initials indicate which private key was used la create: the signature thus
in EU is ttte End-Users) digital signature from table below. Sytxunelric
key 203 is used to encrypt carstent. An encrypted 9yrttmetrie key object
204 eaniprising a symmetric key 203 encrypted with a PE of CLRNG>i. Tlxe
key ata the tap border of the rextangie is the key used itx the encryption
of the object. The symbol or text inside thc~ 1 l7 rectangle indicates the
encrypts object (a syrttmetrie key is this case). Another encrypted object,
in this example a TransaCtitut LD encrypted object, 2t15 is she>wn. And
Cisage Conditicms 2t16 for contact licensing management as d~t:ribcd below.
The SC(s) 200 comrrises Urge Conditions 2U6, Transaction ID encrypted
object 205, an Appiiextian 1D eoCrypted abject 2U7, and encrypted symmetric
key objcx;t 204, a11 signed with an End-User Digital Signature 202. 15 ThC
table below shows the innials that identify the signer of SC(s).
rnitialCorttppnentCPCaatent Providers) 1 U 1MSElectronic i~igital Content
Store(a) l 03HSContest blasting Sites) 1 f 1EUEnd..Ust~ l7evice(s)
109CHClearingl~au9e(s) 105CAGGrtificatian autharity(ies) (not sktawn) F.
>Ex>ample of a Secrtre Container Encryption 20 The tables and diagrams
below provide an overview of the encryption and decryption process used to
create and recover infamatitan frt7m SC(s). The SC(s) that is created and
decrypted in this praeess overview is a geu4~ral SG(s), h does not
represent any of the specific SC(s) types used for ribttts management itt
the SEx:ure l7igital Conlc~nt Eleutranic t~istributien SyfitCm i 00. 1'he
prc>cass cttnsists of the steps describcxi in FIG. 3 for encryption
process. 25 Process Ftow fur Encryption Prcxess of i?IG. 3 Sie~ Pro~e.SS
301 Sender generates a random sytnntt:tric key and uses it to encrypt the
content. 302 Sender runs the ent:ryptod coalenl through a hash algorithm to
produce the contet~l digest.   SEg-~a-oar .~ 3 MAY Z003 zl 303 Sender
encrypts the symmetric key using the recipient's public key. Pld I~ECPrIT
tefers to the recipient's public key. 344 Sender runs the encrypted
symmetric key through the save hash algorithm used in slip 2 to produce the
symmetric key digest. 30~ Sender runs the concatenation of the content
digest and Qymmctric key dig~ct through the same ktash atgorichtn used iu
step 2 to produce the SC(s) digest, 306 Seder encrypts the SC(s) digest
with the sender's private key to Produce the digital signature for the
SC.(s). P~ SENDLR refers to the sender's private key. 



307B Sender creates a 5C{s) file that inctud~ the encryntad c:antent,
encrypted symmetric key. ccmtent digit. 10 bymmetric key digefit, sendm''s
certificate, and SC(s) signature. 307A Sender must have obtained the
certificate from a certification authcxity prior to initiating secure
catnmunications. The certication aulharity includes iu the certificate the
sender's public key, the sender's name and signs it. PV CAT,1TI-iR refers
to the certiC~catioiis authority's private key. Sender transmits the SC(s)
to the recipient. 15 . Prtxess Flew fox Derryption.Proc~s of F>sC. 4 St~e
Prctc~s 408 Recipient receives the SC(s) and separates its parts. 409
Recipient verifies the digital signature in the sender's certificate by
decrypting it with the public key of the 20 certification authority. If the
certificate's digital signature is valid, recipient acquires the sender's
public key from the certificate_ 4l0 Recipient decrypts the SC(s) digital
sig>yature using the se<tder's public key. This recovers the SC(s) digest.
PH SENDER refers to the sender's public key. 411 Recipient runs the
concatenation of the received content digest and encrypted key digest
through the same 25 hash algorithm used by the sender to compute the SC(s)
digit. 4 i 2 l~ecipien~ compares the computed SC(s) digest with the one
recovcrGd from the sander's digital signature. Ifthey are the same,
recipient confirms that the received digests have not bent altered and
oanlinu~ with the decryption process. If they are not the same, recipient
discards the SC(a) and taatities the setlder. A 13 Recipient runs the
encrypted $yrtumetric key through the same hash algorithm used is step 411
to compute the symmetric key digest. 414 Recipient eorttpares the computed
symmetric key digest with the une received in the SC{s). If it i,c the
same, recipient knows that the encrypted symmetric key has not bExn ahered.
Recipient continues with the decryption process. If not valid, recipient
discards the SC(s) and notifies the sender. 415 Recipient runs the
encrypted content through the same hash algorithm used in step 4I 1 to
coartpute the 35 content digest,   ULJ'J V'V V/ ~~ 3 MAY ~Ofl3 4lb
Recipient compares the computed eoute~at digest with the one received in
the SC(s). If it is the same, recipient Imows tbat the encrypted eontcnt
has not been altered- Recipient they continues with the decryption process.
If not valid, recipient discards the SC(s) atad uotif ea the sender. 41'7
Recipient decrypts the es'cryptod symmetric key using the reeipidy,t's
private key. This re~ecwers the 5 symmetric key. PV RECPNT refers to the
recipient's private key. 41 B Recipient uses sloe symmetric key to decrypt
the encrypted content- This recovers the content. 1)(I. SECU~ DIGITAL
CONxENT ELECTRON>iC bIiSTRIBUTION SYSTEM FLOW ThC Secure Electronic Digital
Content Distributipn System IUU, costsiStr 4f several components that are
10 used by the differe~ut participants of the system. These participants
include the Contests Prwider(s) 1 ~ I , Electronic Digital Content Stores)
1U3) End-Users) via End-User I3evice(s) 109 and the Clexringlsouse(s) I45.
A high level system flaw is used as an cwerview of the Secure Digital
Content Elecirtrnic l7iatribution 5ysterrt 1()0. 't"his flow outlined below
tracks Content as it flows throughout the System 1UO. Additionally it
outlines the steps used by the participants to conduct the transactian!~
for the rurchaw, unlcx:king sad use of the Ccolenl 113 Same etf the 15
assumptions made in the system Ilow include: This is a system flow for a
Digital CUntent service (Point-so-Point lnterfat;c to a PC). Content
Providers) l01 submits audio Digital Ciyntent in PCM uncctmpr~;ced format
(as a music audio example). 2a  Ccmtent Pruvider(s) 1 U1 has metadata ie an
OriBC compliant database or Cn~ntem Providers) I U1 will enter the data
directly into the Content Information Frtxeasing Subsystem, or will have
provided data in prescribed ASCII file format(s). - Fmancisi settlement is
done by sloe )electronic Digital Content Store(s).  Content 113 is hosted
at a single Contact I~osting Sites) 1 I 1. 



zs It should be understctcad by those skilled in the art that these
ascumritipns can be altered to accommodate the exact stature of the
Iaigital Content e.g. music, video and progtam and electronic distribution
systems broadcast. 3d The following process flow in illustrated in FIG. 1.
Step Process l21 A uncompressed PCM audio file is provided as Content I I3
by the Content Providers) 10l . Its t~le~name is input into the Work Flow
Manager 154 Tool alpng with the Content Pravider(s)' 10l unique identifier
3$ for the Content 113.   SE9~9$-009 '~ 3 MAY 200 23 122 Metadata is
Captured from the Content Frovidei'(s)' Database 164 by the Content
Infocmatian Processing Subsystem using the Content Provider(s)' L01 unique
identifier for the Cozttmi 113 and information provided by the Database
Mapping Template. 123 The Wark flow Manager Tool 154 is used to diced the
content flow through the aequisitiod and preparation process at the Content
Providers) I Ol. It can also be used to track the status of any piece of
content in tkte system at any time. 12~ The Usage Conditions far the
Content i 13 arc entered into the Content Information Prcxes.~ing
Subsystem, this can be dose either ntanuelly or automatlc8lly. This data
tnelud~ copy restriction rules; and any other business rules deemed
necessary. All of the mtstadata entry can occur in parallel with the 10
Audio Processing for the data. l2s The Watermarking Tool is used to hide
data in the Content ! 13 that the Content Pravider(S) 1 (11 deems necessary
to identify the content. This could include when it was captured, where it
camp front (chic Content Providers) 101), or any other information
specified by the Content Pmvider(s) 101. The Contextt Processing Tool 125
performs equalization, dynamics adjustments and re-sampling 15 to the
Contectt 113 as necessary far the different compression levels supported.
The Content I13 is compre<ased using the Content Processing Tool l25 to the
desired compression levels. The Content 113 can ttlen be played back to
verify that the compression produces the required level of Content 113
quality, if necessary tUe equalization, dynamics adjustmerna, cttmprrF.stcm
and playback quality checks can be performed as many time.5 as desired. The
Content 113 and a subset of its metadata is encrypted with a Symmetric Key
by rite SC Packer. This tool then encrypts the key using the Public Key of
the Clearinghouses) 105 to produce an Encrypted Symmetric Key. This key c;
an be transmiuod anywhere without comprising the security of the Content
113 since the only entity that c;an decrypt it is the 25 Clearinghause(S)
105. , l26 The Encrypted Symmetric Kcy, meladata and cuhcr infitrntation
about the Content 113 is then packed into a Metadala SC by the SC Packer
Toal 1S2. 127 The encryptod Conical 1 i 3 and metadata are then packed into
a Content SC. At this point the processing an the Content 113 and metadat~
is complete. 30 f 28 Tlte Mettidata S(:(s) is rhea sent to the Content
Promotions Web Site 156 using the Content Disbursc.~tnent Tool (not shown).
129 The Content Disbursement Toot scuds cite Cantexxt SC(s) to the Content
Hosting Sites) 111. The Content Hosting Sites) can reside at the Cattteat
Pravider(s) 101 ) the Gtearingbause(s) l45 or a special location dedicated
far Cao,tent Hosting. The URL far this site is part of the metadata that
was added to the 35 Metadata SC. '   ~Iry-ya-vvy 1 ~ MAY 203 



24 130 The Content Promotions Web Sile 156 notifies Electronic Digits!
Content Stores) 107 of new Content 113 that is addod to the System i00. 131
Using the Co~xteut Acquisition Tool) Electronic Digital Cunteut St~e(s) 103
then download the MetBdata SCs that correspond to the Content ! 13 they
wish to sell. 5 132 The Electronic Digital Content Stores) 103 will use the
Content I~lcquisitioa Tool to pull out any data from the Metadaia SC(s)
that they want to use to promote the Content l l3 ou their Web Site. Access
to gottions of this metadata can be secured and charged for if desired. 133
The Usage Cotxditions for the Content 113, specific to this Electronic
Digital Content Stores) 1l13, are entered using the Content Acquisition
Tool. These Usage Conditions include the retail prices and 10 copy/play
restrictions for the di~'ereni carnpression levels of the Content 113. 134
The Eleearonic; Digital Content Storc(s) 1t)3 spcx;ific Usabc: Cernditicms
and the original Metadata SC(s) are packod into an Offer SC by the SC
Packer Tool. 135 After the Eleclronit: Digital Content Stores) 1 U3 Web
Stte is updated, the Content 113 is available to End-Uscr(s) surfing the
Wcb. 1$ l3fi When an End-Users) finds Content 113 that they want to buy,
they click ~n a content icon) such as a  music icon, and the item is added
to hicllter shnpping cart which is maintained by the Electronic Digital
Cunteot Stores) l03. When the End-Ustr(s) com)Sletes shopping they submit
the purchase request to the Electronic Digital t:ontuni Store(c) 103 ftu
processing. 137 The Electronic Digital Content Stores) 103 then interacts
with credit card clearing arganiaetions to place 20 a hold on the funds in
the same way they do business today. 138 t5nce the lEfectronie Digital
Content Stores) 103 reeeive~ the credit card authorisation number back from
the credit card clearing organisation) it stores this into a datab~ast and
invokes the SC packer Tool to build a Transaction SC. This Transactioai SC
includes all of the Offer SCs for the Content 113 that the End-Users) has
purchased, a Transaetiar ID that can be tracked back to the Electronic
Digital trottterit 25 Stores) 103, infbrrrtation that identifies the
End-User(s), corrtpression levels, Usage Conditions and the price list for
the songs purchased. 139 This Trailsaction SC is then transmitted to the
End-User Devices) 109, 140 When the Tra>asaction SC actives on the End-User
l~evice(s) 109, it kicks off the End- Usex Player Application 195 which
opens the Transaction SC and aclmowledges the End- User's puresta9e. .The
End-User Playa Application 195 then opens the individual OfFer SCs and in
an alternate embodiment, may inform the user with an estimate of the
dowtxload lime, II then askv the user to specify when they want to
dowt,~foad the Content l 13. 141 Based oft the lime the End-Users)
requested the download. the End-User Player Application '195 will walte up
and initiate the start of the download proGCSS by building a Order SC that
contains among other 35 things the Encrypted Symmetric Key fix the Content
113, the Transaction !D, and End-Users) information.   SE9-9~-009 ~ 3 SAY
z~o~ 142 This Order SC is then seal to the Cltaringhouse(s) l OS for
processing. 143 The Clearinghause(s) 105 receives i4e Order SC, dpetts it
and verifies that none of the data hen been tampered with. The
Clearinghouses) 105 validates the Usage Conditions purchased by the
End-User(s). These Usage Conditions must comply with thane specified by the
Content Providers) 10l. This S information is logged itt a database. t44
Once all the checks are complete, the Lncrypted Symmetric Key is decrypted
using the private key of the Clearinglsouse(s) 1D5. The Symmetric l~ey is
then encrypted using the public key of the End-User(s). This new Encrypted
Symmetric Key is then packaged into a License SC by the 5~' packer. 145 The
License SC is then transmitted is the End-User(S). 



10 l4b When the License SC is received at the Bnd-Uxer Devices) 1 t)9 it is
stored in memory until the Content SC is downloaded. 147 The End-User
l7evice(s) f U9 request from the Content Hosting Facility 111, sending the
corresponding License SC for the purchased Content 113. 148 Content 1 l3 is
sent to the Ead-User Devices) 1U9. Upota the receipt the Content l13 is
de-encrypted by 15 the End-Usex Devices) 109 using the Synunetric Key. >(Y.
R1G>f3TS MANAGEMEIV'I' ARCHIIrECTUIitE MODEL A. Arclwitecture Layer
k'unctions 20 FIG. 5 is a block diagram of the Rights Management
Architecture of the Secure Digital Ctmtent Electronic T~istribution System
100. Architecturally, font layers represent the Secure Digital Content
Electronic f~islributiaia System 100: the License Control Layer 50i, the
Content Identification layer 503, Content Usage Control Layer S05, and the
Content Formatting Layer 507. The overall functional objective of each
layer and the individual key functions for each layer are described in this
section. The functions in each of the layers are fairly 25 itrdependeat of
the functions in the other layers. Within broad limitations, functions in a
layer can be substituted with similar functionF without effxdng tho
functionality of the ether layers. Obviouqty) it is required that the
output from one layer satisfies format and semantics acceptable t0 the
adjacent layer) The License Control Layer 501 ensures that: tkte Digital
Content is protected during distribution against illegal interception and
tampering; 30 whe Content 113 originat~.w from a rightful content owner and
is distributed by a liCetased distributor) er.g. Electronic Digilai
Contelai Stores) 103; the Digital Content purchaser has a properly iiCensed
application; the distributor is paid by the purchaser before a copy of the
Content I I3 is made avaitable to the purchaser or End-User(s); and 35 ~ a
record of the trangactiott is kept for reporting purposes.   s~~-9$-oar '~
3 MAY 203 Zs 'fhe Cotatent Identification Layer 503 allows for the
vertfieadon of tkte copyright and the identity of the content purchaser. '1
he rotttent's copyright information and iddatity of the content purchaser
enables the source tracking of any, authorized or not, copy of the Content
113. 'thus, the Cautcnt Identification layer 503 provides a means to combat
piracy. 'fhe Content Usage Control Layer 505 ensures that the copy of the
Conte~at 113 is used in the ptuchaser'9 device according Lo the Store Usage
Conditions 519. T6a Store Usage Canditiouns 519 txaay specify the numb' of
plays and local caples allowed fin the Content 113, and whether or nit the
Content 113 may be retarded to an external portable device. The functions
in the Content Usage Control Layer 50S keep track of the content's
copylplay usage and update the copylpl ay status. l 0 The Content
Formatting Layer 5U7 allows for tlae format conversion of the Content 113
from its active rq~resenlation in the Canteot owner's facilities into a
farm that is consistent with the service features and distribution means of
the Secure l7igital Gaolent Eltxtronic Distribution Systc,m 10U. The
ccmversioa processing may include compression encoding and its associated
preprocessing, such as frequency equaliz8tion and amplitude dynamic
adjustment. For Content I t3 which is audio, at the purchaser's side, the
received Coatectt i l3 also needs i 5 to be processed to achieve a format
appropriate for playback or transfer In a portable device. S. ~'unctiott
Partitioning and Flaws The lights Management ArchttoGtural Model is shown
in F1G. S and this illustrates the mapping of the archilecturat layers to
the operating components making up the Secure Digital Content Electronic
I3islrihution System I00 and the key functions in each layer. 20 1. Content
F'ormattiug Layer 507 The general functions associated with the Conte>'t
Fortratting Layer 507 are Content Preprocessing S02 



and Campreysion 51 l at the Content Providers) 10l ) and Content De-
scrambling S 13 and Decompression S l 5 at the End-User Deviee(s) 109. The
need for preprocessing and the examples of specific iiutctioas were
mentioned 25 above. Content Con ~pressiottt 51 f is used to reduce the file
size of the Gantetat 113 and ins trausmissioa time. Any compression
elgoritttm appropriate for the type of Content 1 L3 and trannttission
medium can be used in the Sexure Digital Content Elaclrortic Distribution
System 100. For music, MPEG fxl4) Dolbry AC-2 and AC-3, Sony Adaptive
Transform Coding (ATRAC)) and low-bit rate algorithms are some of the
typically used compression algorithms, The Content 1 l3 is stored in the
End-User aevice(s) 109 in compressed farm to reduce the storage 30 size
requirement. It is decompressed during active ptaybaek. Da-scrambling is
also performed doting active playback. 'fhe purpose and type of scrambling
will be dest:ribed later during the discussion of the Cottteat Usage
Control Layer 5U5. 2. Content Usage Control L.eyer 505   5E9~98~uU5~ ~ ~
~aY zoa~ 27 Ttte Contaxt Usage Control Dyer 505 permits tho specification
and enfdrcxmest! of the eonditiaas or restrictions imposed an the use of
Content 113 use at tlae End-User Devices) 109. The conditions may specify
the number of plays allowed for the Content 113, whether or not a secondary
Copy of the C.oatenl 113 is allowed, the number of secondary copies, and
whether or not the Content 113 may be copied to an external portable
device. 5 The Contest Qrovider(s) 101 sets the allowable Usage Conditions
517 sad transmits tbem to the Etectronia Digital Contest Stores) 103 in a
SC (see the LiCeaSe Control Layer 501 section). t"he Electronic Digital
Content Slcxe(s) 103 can add to or narrow th,e Usage Condriions 517 as loos
as it doesn't invalidate the original conditions set by the Content
Providers) 1U1. The Electronic Digital rrontent Store(c) i03 thex~
transmits all Store Usage Conditions 519 (in a SC) to the End-User
I)evice(s) tU9 and the Clearinghouses) 1U5. TheClearinghouse(s) 105 10
perform Usage Conditions Validation 521 before authorizing the Canlent 113
release to an End-User Devices) 109. ~'he enforcerrtent of the content
Usage Camditiona 5l7 is performed by the Content Usage Control Layer SOS in
the Ettd-User Deviee(S) 109. First, upon xcception of the Content 113 copy
from the Content IdeatifiCation Layer 503 in the Ex~d-User Devices) 109
marks the Content i 13 with a CopylPlay Code Q23 representing the 15
initial Copylplay permission. Second, the Player Application l95
cryptographically seramlales the Content 1 t 3 beE4re storing it in the
End-User Devict(s) lU9_ The Player Application L95 generates a scrambling
key for cacti Content item, and tlae key is encrypted and hidden in the
End-User Deviee(s) 1U9. 'then, every time the End- User Devices) 109
accesses the Caotent L 13 for copy or play, the End-Uccx Devit:e(s) 109
verifies the copylpiay cadc before allowing the de~sCtambliag of the
Content 113 and the execution of the play or copy. 7"he End-User 20
pevice(s) 109 also appropriately updates the copylplay Code in the original
copy of the Content 1 l3 and on any new secoxtdary copy. llte copylptay
coding is performed an Content l 13 that ltas beeCt carttpressed. 'that is,
there is no seed to decompress the Content 113 before the embedding of the
copylplay code. The End-User Devices) ! 09 uses a License Watermark 527 to
ernhed the copylplay code within the Contesst 113. Only the End-User player
Application 195 that is knowledgeable of the embedding algorithm and 25 the
associated scramblizag key is able to read or modify the embedded data.
'Che data is invisible or inaudible to a human c>~crver; that is, the data
introduces no perceivable tiegadation to the t^..ont~t I ) 3. Since the
watermark survives several steps of content processing) data compression,
Q-to-A and A-to-D conversion, and signal degradation introduced by normal
content handling, the watermark stgys with the Content I13 in any
representation farm, including analog representation. In au alternate
embodiment, instead of using a License 30 Waterrttark 527 to embed the
copylplay code within the Content l 13, the lend- User Player Application
l95 uses securely stored Usage Conditions 519, 3. Content Identiftcatipn
Layer 503   SE9-98-0o9 13 MAY 20p3 2$ As part of the Content Identification
Layer 503) the Content Providers) 101 also uses a License Wattx'irtark 527
to txttbed data inn the Content 113 such as to the content identifier,
content owner and other information, such as publication date and
geographic distribution region. This wale~tnark is referred to here as the
Copyright Watermark 529. Upon rtxxptian, the E>ad-User ~evice(s) 109
waterntarks kktc copy of the t.,onteat 113 ;: S with the tpnttxtt
purchase's name and the Transaction ID 535 (see the LiGease Control Layer
501 Section below). and with other information such as date of lice~sG and
Llsiige Conditions 517. This watermark is referred to here as the license
watermark. Any copy of Content 113, obtained in an authorized manner or
not, and subject to audio processing chat preserves the content quality,
carries the copyrigjtt and license watermarks. 'The Content ldeatification
Layer 503 deters piracy. 



10 4. License Control Layer 501 'fhe License Control Layer 501 protects the
Content 1l3 against unauthorized ittterceirtion and enxures that the
Content iR only released on art Individual irdsis to an End- Users) that
has properly licensed End-Uscr devioe(s) 1U9 arid successfully c:ompletG, a
licence purchase transaction with an authorised Electronic Digital 15
Content Stores) 103. The License Control Layer 501 protects the C~yntent
113 by double Enotyptidu 531. The Content 113 is e;tcrypled using an
encryption symmetric key generated by lbc Ctmtent Providers) 1t)1, and the
sytttmetric key is encrypted using the public key 621 of the
Clearinghouse(s). Only the Clearinghouses) lU5 can initially recover the
symmetric key. Licrmqe control is designed with the Clearinghouses) 105 as
the "trusted party". Before releasing ~,0 permission for the License
Request 537, (i.e, the Symmetric Key 6Z3 fen' the Content 113 to an
lend-User Devices) I09), the Clearinghause(s) i05 verifies tb,at the
Transaction 541 and the License Authorization 543 are complete and
autl~endc, that the Electronic l7igitai C.onteat Stores) 1U3 has
authorization from the Secure Digital Content Electronic Distribution
System i00 for the sate of eleetraaic Content 113, and that the End-Users)
has a properly licensed applicatiott_ AuditIReporting 545 allows the
generation of reports and the sharing of llcensiag transaction z5
information witb~ other authorized parties is the Secure Eh'ctronic bigital
Content Ilistribution System t00 l:,icense control is implemented through
SC Processing 533. SC(s) are used to distribute encrypted Content 113 and
information among the system operation companestls (more about the SC(s)
detailed stfucture Sections below). A SG is cryptographic carrier of
infdrtnatiott tllai useq cryptogaphic encryption) digital signatures and
digital certificates to provide protection against urtauthorixcd
interception and modif catiora of the 30 eleetroaic iafomiation or Content
t 13. it also allows for the authenticity verification of the electronic
data Licence control requires that the Content Providers) 10t, the
Electronic Digital Content Stores) t03) and the Clearinghouses) 105 have
bona-fide cryptographic digital cerlitcates from reputable Certificate
Authorities that are used to authenticate those components. The End-llse~r
Devices) 109 art; not required to have digital . , certificates. .. 35 C.
Content Distribution and Licenaiag Control   SE9-yh-UUy .~ ~ MAY zoos 2~
FIG. 6 is a block diagram il lustraling an overview of the Contest
Distribution and l'Jicensing Control as it applies to the Llcease Control
Layer of f=1G. 5. The figure depicts the case in which the Electronic
Digital Conte~at Stpre(s) 103, Etld-User Devices) 109 attd the
Cltaringhou9e(s) 105 are interconnected via the lntexnet) and unieast
(point-to-point) transmi9sion is used among those components. The
communication between the Content 5 Providers) I01 and the Electronic
Digital Content Stores) 103 could also be over the Internet ar other
network. It is assuttted ttaat the Gonteot-purchase corrulercial
transaction between the End-User l~evice(s) 104 and the Electronic Digital
Content Stores) 103 is based on standard Internet Web protocols. As part of
the Web-based iateractioa) the End-Users) makes the selection of the
Content I I3 to purchase, provides personal and financial information, and
agrees to the co>3ditiona of purchase. The Electronic digital Content
Storc(s) 1U3 could obtain 10 payment authorization from an acquirer
institution using a protocol suet a,~ SET. Il is also assumed it' FIG. 6
that the Electronic Digital Content Stores) 103 has downloaded the End~User
player Applitetian 195 to an End-User Devices) i09 baeed on standard Web
protocols. The architecture requires that the Electronic Digital Content
Stae(s) I03 assigns a unique application ID to the downloaded Player
Application 195 and that the End- User Devices) 109 scores it for later
application license veriFeatinzr (see below). 1$ 'rhe overall licensing
flow starts at the Content Provider{s) 101. The Content lyrovider(s) 10 !
encrypts the Content 113 using an encryption symmetric key locally
generated. and encrypts the Symmetric Key b23 using the Clearin~xouse's
~iUS public key 621. In au alternate embodiment, the symtnetrie key instead
of being locally generated my be sent to the Contest Providec'(s) 101 from
the Clearinghouses) 10S. The Content hrovider(s) 101 creates a Content
SC(s) 630 around the encrypted Content 113, and a Meladata SC,(s) 620
around the encrypted 20 Symmetric ICey b23, Store Uxage Conditions 519, and
other Content l i 3 associated information. There is one Metadala SC(s) b20
and one Content SC(s) 630 for every Content 113 object. The Content L 13
object may be a compression level one same song or the Content i 13 object
may be each sang os the album or the Contest 1 l3 object may be the entire
album. For each Content 113 object, the Metadata SC.(s) 620 also carries
the Store Usage Conditions 519 associated with t:~e Content Usage Control
Layer 505. 25 The Cottteut Pravider(s) 101- distributes the Metadata SC(s)
620 to one or more Electronic Digital Content Store(S) 103 (.step 6A1 ) and
the Ctmtent SC(s) 630 to cue or more Content Hosting Sites (.ctep 602).
Each Electronic Digital Content Stares) 103, ir) turn creates an Of~et
SC(s) 641. The Offer SC(s) 641 typically carries much of the same
information as the Melad$ta SC(s) 620, including the Digital Signature 624
of the Content Providers) 101 atld the Certificate (not shown of the
Content Provlder(s) L O f . As mentioned above, the Eleclroioic 



30 bigital Content Stores) 103 can add to or narrow the Store Usage
Conditions 519 (hattdted by the Control Usage Control Layer) initially
definod by the Content Providers) lal. Optionally) the Content SC(s) 630
a>udlor the Metadata SC(s) G20 is signed with a Digital Signature 624 of
the Gdntari frovider(s) l01. After the cacrtpletian of the Content-purchase
transacelvn between the End-User Devices) 109 and the Electronic Digital
Content Stores) l03 (step b03)) the Eloctranic l~lgital Content Stores) 103
creates and 35 transfers to the End-User Devices) 109 a 'hansaction SC(s)
640 (step 604). The Transaction SC(s) 640 includes a unique Transaction ID
535, the purchaser's raame (i.e, End.User(s)') (:xot shown), the Public Key
6b1 of the   S~g~98~009 13 MAY Q003 30 End-User Devices) 1t)9, and the
Offer SC(s) 641 associated with the purchased C.ctntent t13. Transaction
Data 642 in FIG. 6 represents both the Transaction ID 535 and tlae
End-Users) name (not shown). The 'transaction Data 642 is encrypted with
the Public Key 621 of the Clearinghouses) 105. Optionally, the Transaction
SC(s) b40 is signed wittt a Digital Signature 643 of the Electrotuc Digital
Content Stores) 103. v 5 Upon reception of the Transaotion SC(s) 640 (and
the Offer SC(s) 641 included in it), the End-'(seer Player Application l95
running on End-User )~evice(s) l09 solicits license authorization from the
Ctearittghduse(s) t05 by means of an Order SC(s) 650 {step 605). The Order
SC(s) 650 Includes the encrypted Symmetric ICey 6~3 and Store Usage
Candititu~s 519 from the Offer SC(9) 641, the encrypted Transactiarl Data
642 rom the Transaction SC(s) 640, and the eneryptad Application ID 551
from the l:~nd-User Devices) 1t19. Izt 10 another After the completion of
the Content-purchase transaction between the Lnd-User Deviee(s) 10g and the
Electronic Digital Content Stores) 1 t)3 (step 603), the Electronic Digital
Contem Stores) 103 creates and transfers to the End-User Devices) 109 a
Transaction SC{s) b40 (std 604). The Transaction SC(s) 640 includes a
unique Transaction I17 535, the purchaser's name (i.e. End-Uscr(s)') (not
shown), the Public Key 661 of the End-User Device~(s) t09, and the Offer
SC(s) (r41 asstxiated with the purcha:~ed Content 113. Transaction Data 15
642 in FIG. 6 represents bath the Tran~etion ID 535 and the End-U~er(s)
name (not shown). The Tractfraction Data 642 is encrypted with the fubltc
ICey 621 afthe Glearinghnuse(s) 1i15. Optionally, the Tranaactioo SC(s) 640
is signed with a Digital Signature 643 of the Electrotlic Digital Content
Starc(s) 10a. Upon reception of the 'Cransactian SC(s) (r40 (and the Offix
SC(s) 641 wcludrd in iI), the Erxd-User Player Application 195 running on
End-User flevice(s) lt)y solicits license authorization from the ~0
Ctearinghouse(s) 105 by means of an Order SC(s) 65U (step 605). The Order
SG(s) 65U inctude.s the encrypted Sytnmelric iCey 623 and Score Usage
Conditions 519 tram the Offcx SC(s) 641, the encrypted Transaction Data 642
front the Transaction Ss~(s) 640, and the encrypted Application ID 551 from
the End-User Devices) 109. In another embodimern) the Order SC(s) 650 is
vigaed with a Digital Signature 652 of the Ettd-User Devices) 1 U9. Utron
reception of 1b4 Order SC(s) 650 i3~om tlxe End-User Devices) 109, the
Clearinghouses) L 05 25 verifies: I, that the Electronic Digital Content
Stores) l03 has eulhori78tion from the Secure Digital Coptent Electronic
Distribution System i00 (exists izt the Database 160 of the
Clearinghouse{s) t05); 2, that the Order SC{s) 650 hes not been altered; 30
~ that the Transaction Data fi42 atad Symmetric Key 623 are complete and
authentic; 4. that the electronic Stcx'e Usage Conditions 519 purchased by
the End-User Deviet(s) 109 are consistent with those Usage Conditions 517
set by the Content Providers) 101; and 5. that the ,Application ID 551 has
a valid structure and that it was provided by an authorized Electronic
Digital Content Stores) 1t)3. 35 If the verifieatia>as are successful, the
Clearistghouse(s) 105 decrypts the Symmetric tCey 623 and the Transaction
Data 642 and builds and transfers the tic~se 5C(s) 61i0 to the End-User
Devices) 109 (step 606).   S~9-98-009 ~.9 3 MAY 200 3) The LicetlSC SC(s)
660 carries the Symmttrie Key 6Z3 and the Transaction rioter 642, both
encrypted using the public Key 66l of the 1~nd-User DCvice(s) L09. If any
verification is not successful, the Ciearinghouse(s) 105 denies the license
to the End-User Devices) 109 and informs the Ead-User pevice(s) i09. The
Ctearinghouse(s) 10S also immediately informs the Electronic Digital
Conceal Stores) 103 of tExis veritcatioa failure. In an 5 alternate
embodiment) the Clearinghouses) 105 signs the License SC(s) 660 urith its
Digital Signature 663. After receiving the License SC(c) 660, the end-User
l7evice(s) 109 decrypts the Symrttetric Key 623 and the Ttansdction Data
b42 previously received from the Clearinghouses) 105 and requests the
Content SC(s) G30 (step 607) from a t"atttent Hosting Sites) 111. Upon
arrival of the Content SC(s) 630 (step 60$), the End-User Deviee(s) 1U9
decrypts the Content 113 using the Sytrunetric ICey 623 (step t509), and
nass~ the Ctmtent 113 and 10 the Transaction Data 642 to the other layers
for license watermarking, copylrlay coding, scrarnb1ing, and further
Content 113 prcx~ssing as described itreviaucly for FIG. 5. 



~'inaliy, the Clearinghouses) 105 on a periodic basis transmits summary
transaction reports to the Couteat Providers) i01 and the Electronic
Digital Content Stores) 103 for auditing and tracking purpost,.~s (step
610). IS V. S~CC1RE CDNTAINER STR'IjCT>URE A. Genera! Structure A Secure
Container (SC) is a strucwre that consists c~f ~evcral parts which
tt~gether define a unit of 20 Content 113 or a portion of a transaction,
and which also define related infcyrrnation such as Usage Conditions,
metadata, and encryption melhcxis. SC(s) are desi~.med in such a way that
the integrity) completenESS, and authenticity of the information can be
verified. Some of the information in SC(s) may be encrypted sa thal it can
only be accessed after proper authorization has beers obtained. SC(s)
include at least one bill of materials (HOM) part which has retards of
information about the SC(s) Z5 end about each of the parts iaeluded in the
SC(s). A, message digest is calculated, using a hashing algartthm such as
MD5) for each part and the included in the BDM rtxard far the part. The
digeSls of the parts arc concatenated together and another digrct is
computed frarrt than and then encrypted using the private key trf the
entity creating the SC(s) to create a digital signature. Parties receivi~ag
the SC(sj can use the digital signature to verify all of the digests and
tbus validate the itxtegrity and completeness of ttte SC(s) and all 4f its
parts, 30 The following information may be included as records in the ~QM
alcmg with the records for each part. The SC(s) type determines which
records need to be included: SC(s) version - SC(s) ID  Type of SC(s) (e,g.
O~'er, Qrder, Transaction) Canteat, Metadata or promotional and License.)
35  Publisher of the SC(s)  Date that the SC(s) was created   SE9-98-009 .~
3 MAY Z03 32  Bxptratioa daft of the SC(s) - Clearinghause(s) UItL
Description of the digest algorithm used far the included parts (default is
MD-5) Descriptian of the algoritlurt used for the digital signature
encryption (default is RSA) 5  Digital signature (encrypted digest of a11
of the cooGatenated digests of the included parts) SC(s) may include more
than one HOM. For example) as Offer SC(s) 641 consists of the original
Mc.~tadata SC(s) 620 parts, including its IOM, as well as additional
information added by the Electronic Digital Content Stores) L03 and a new
)30M. A record far the Metadala SC(s) bZ4 BOM is included in the Offer
SC(s) 641 BOM. This record includes a digest ftu the Metadata SC(s) 6Z0
130M which can be used to validate itc 10 integrity and therefore, the
integrity of the parts included from the Metadata SC(s) b20 can also be
validated using the part digest values stored in Mctadata SC(s) 620 130M.
None of the carts from the Metadata SC(s) &20 have records m the new SOM
chat was created for the Offer SC(s) 641. Only parts added by the
Electronic Digital t^,ontent Stores) l03 and the Mtxadata SC(s) t5zt1 l30M
have records ie the new LOOM. SCds) may also include a ICey Desenption
part. Key Description parts include records that contain the 15 following
infotmatian about encrypted parts in the SC(s)  The name of the,enctypted
part. 



- The name to use for the part when it is decrypted.  The enctypt~ian
algorithm used to encrypt the pan. Either a Key ldentiFes to indicate the
public etacryption key that was used to encrypt the part or an 20 encrypted
symmetric key that, where decrypted, is used to decrypt the encrypted part.
The encryption algorithm used to encrypt the symmetric key. This field is
only present when the record in the Key Description part ineiudes an
erterypted symmetric key that was used to encrypt the encrypted part.  A
Key ldeutifia of the public encryption key that was used to encrypt the
syrrtmetric key. This held is only present wb.en the record ia, the Key
Deseriptipn part includes err encrypted 8ytrtmetrio key and the 25
eucryptaou algorithm identifier of the symmetric key that was used to
encrypt the encrypted part. If the SG(a) does nut contain any encrypted
parts, then there iR no Key De_ceriplion riart. )l;. lhights fl~anagenteat
Langugge Syntax and Semantics   S~9-98-009 ~ 3 M AY 2~~3 33 The Rigksts
Management Language consists of parameters that can be assigned valuev to
define res(rictions an the use of the Caatent 113 by an End-Uset(s) after
the Content 113 purchase. The restrictions on the use of the Canteat l13 is
the Usage Conditions 517. Each Caatenl providers) t01 species the Usage
Conditions 517 far each of its Content 113 items. electronic Digital
C~ntenl Stores) 103 interpret the Usage 5 Canditidns 51'1 in Metadata SC(s)
62p and use the information to provide select options they wifih to offer
their customers as well as add retail purchase infbrmation for the Cozttent
t 13. After an Ettd-Users) has stlacted a Content 113 item for purchase,
the End-User Devices) 109 requests autharixation for the Ccmtent 113 bated
an Stole Usage Candittans S l9. Before the Clearinghouses) 10S sods a
License SC(s) 66O to the Lnd-User(s), the Clearinghouses) 105 verifies that
the Store Usage Ganditians 519 being requested are in agreement with the 10
allowable Usage Conditions 517 that were specified by the Content
providers) ! 41 in the Metadata SC(s) 620. When an End-User Devices) 109
receive the C.antea~t 113 that was purchased) the Store Usage Conditions
519 are encoded into that Content 113 using the Watermarking Taal or
encoded in the se~urt~y scored Usage Conditions 519. The End-User Player
Application 19S running an End-User Devices) 1(?9 insures that the $core
Usage Conditions 519 that were encoded into the Content 113 are enforced.
15 ThC following are examptes of Store Usage Conditions 519 for an
embodiment where the Content 1 l3 is music: Sang is reeardable. Song can be
played n number of times. 20 C. t5vtavlew of Secure Cotttainet' Flaw sad
Processing Mctadata SC(s) 620 are bulb by Content l~ovider(s) 101 and are
used to define Conteul t 13 items such as songs. The Content 113 itself is
not included in these SC(s) because the size of the Content 113 is
typically too large far I?lectranic i)igital Content Store(R) 103 and End-
Users) to efficiently download the containers just far the purpose of
acces.Ring the descriptive metadata. Instead, the SC(s) includes an
external UItL (Uniform Resource 25 Locators) to point to the Content 113.
The SC(s) also includes meladata that provides descriptive iafarnnation
abaul the Content 113 and any c7ther asac~eiated data, ouch as for music,
the CD cover art AndJor digital audio clips in the case of song Conttxtt
113 . Electronic Digital Canteat Stores) 103 download the Metadata SC(s)
620) far which they are authorized, artd build OfFa SC(s) b41. In short,
alt Offer SC(s) b41 consists of some of the parts and the BOM from the 30
Metadata SC(s) 620 along urith additiaaal informatiat included by the
>rleclrcmic Digital Cc~otent Stores) 103. A new 130M for the Oger SC(s) 641
is created wb~ea the Offer SC(s) 64 i is built. Electronic Digital Contest
Stores) 103 also use the Metadata SC(s) 620 by extracting meladata
information fttrttt them to build HTMr, pages on their web sites that
present descriptions of Contest 113 to End-User(s), usually so they can
purchase the Content 113. 



The infaamatioa in tlae Offer SC(s) 641 that is added by the Electronic
Digital Content Stores) 103 is ( - 35 typicglly to narrow the selection of
Usage Caadititms 517 that are spxi8ed ua the Metadata SC(s) 620 and
protrtotiotaal data such as s graphic itrage file of the stare's logo and a
URL to the stare's web site. An Offer SC(s)   SE9-9~-UUy ~ 3 MAY 2003 34
641 template in the Metadata SC(s) 620 indicates which information can be
overridden by the Electronic Digits! Cotatent Stdrt(s) 103 in the Offer
SC(s) 641 and what, if any, additional informalio~n is required by the
Electronic l7igital Content Stares) 103 and whet parts are retained in the
embedded Metadata SC(s) 620. 0$'er SC(s) 641 are included in a Transaction
SC(s) 640 when an Eud-Users) decides to purchase 5 Consent 113 from an
Electronic laigital Content Stores) 103. The Electronic Digital Content
Stores) 103 builds a TcansaCtion SC(s) 6a0 and includes Offer SC(s) 641 foe
each C(xtteat 113 item being purchased and transmits it to the Edd~User
l7eviCe(s) 109. The End-User DeviCe(s) i09 receives the Transaction SC(s)
640 and validates the integrity of the Transaetiata SC(s) 640 end the
included Offer SC(s) 64I . An Order SC(s) b5t) is built by tbC End-User
Dev~c:e(s) 109 for each Cuntcni I 13 item being purchased. 10 Information
is included from the Qffer SC(s) 64I, Pram the Transaction SC(r) 640, and
from the configuration files of the End-User Devices) 109. Order SC(s) 650
are 5etsl tct the Clearin~tause(s) 1 US one at a time. The Clearinghausc(s)
i05 URL where the Order SC(s) 650 is includexi as one of tktc records in
the 130M for the Metadata SC(s) 620 and included again in the Offer SC(s)
64 t. The Clearinghouse(5) 1l15 validates and processes Order SC~s) 65U la
provid4 the Ead- User Devices) 15 109 with everythinb that is required to a
License Watermark 527 and access purchased Goz~tent 113. One of the
funclionc of the Cl~ringhouse(s) 105 is to decrypt the Symmetric keys b23
that arc needed tc~ decrypt the watermarking instructions from the Offer
SC(s) 641 and the Contest 113 from the Content SC(s) 630. An encrypted
Symmetric Key 623 reccxd actually contains more than the actual e~~crypted
Symmetric Key 623. 8efare executing the encryption, the Contenc Providers)
101 may optionally append its name to the actual Symmetric ICey 20 623.
E-laving the Content Provider(s)' l01 same encrypted together with the
Symmetric ICey 623 provides security against a pirate Coatent Providcx(s)
101 that has built ias owa Metadata SC(s) 620 and Content SC(s) 630 firartt
legal SC(s). The Clearinghause(s) 10S verifies that the trams of the
Coatent Pravider(s) 101 encrypted together with the $ytnmetric Keys 623
matches the name of the Content Providers) 101 in the SC(s) certifrcate~ If
there are any changes rewired to be made to the watermarking instructions
by the Clearinghause(s) 25 105) they the Cleatinghouse(s) 106 decrypts the
Symmetric Key b23 and thin modifies the watermarking instructions and
encrypts them again using a new Symmetric Key 623. The Symmetric Key b23 is
then re-encrypted using tfae Public Key 661 of the End-User Devices) 109.
The Clearinghouses) 105 also decrypts the other Symmetric Keys 623 in the
$C(s) acrd encrypts them again with the Public Key 661 of the End-User
Devices) l09, The Clearinghause(s) 103 builds a License SC(s) 660 that
include the newly encrypted Symmetric 30 Keys 623 and updated watermarking
insuuctinns and sends it to t4e End-Uxer Devicc(s) 109 itt respoase to the
Order SC(a) 650, If the processing of the Order SC(s) b50 dc~w nix complete
successfully) then the Clearinghouses) l05 returns to the End-User Devices)
t09 an klTML page or equivaieat reporting the failure of the authorization
process. A l.ieeuse SC(s) 660 provides en End-User Devices) 109 wish
evaytbing that is neadod to access a 35 Canteat 113 item. The End-User
Devlce(s) 109 requests the appropriate Content SC(s) 630 from the Content
Hosting Sites) t l 1. Caateut SC(s) d30 are built by Cocttcnt Phravida(s)
1t)1 and include enayptad Content 113   SE9-98-009 .i 3 MA~r ~aa~ 35 and
rrtetadata parts. The 8nd-User Player Application 195 uses the Symmetric
Keys 623 from the Licestse SC(s) b60 to decrypt the Conl~t 113, metadata,
and watermarking instructions. The watermarking instructions are tbrat
affixed itxto the Content ! 13 and the Content I 13 is scrambled and stared
ao the 8nd-User Devices) 149. 5 D. Met~data Secure Contaloer 6~0 Format The
following table shows the parts tbat are included in s Metadata SC(s} G20.
8ach box in the farts column is a ryeparate object included in the SC(s)
along with the HOM (with the exception of part names that are surrounded by
(] characters). The BOM contains a record for each part included tn the
SC(s). The fart Exists calutitn indicates whether the part itself is
actually includtd in the SC(s) and the Digest column indicates whether 10 a
message digest is computed far the part. Same parts may not be propttgaied
when a SC(s) is included in other SC(s) (as determined by the associated
template)) although the entire orig;na! 801M is propa~ted. This is done
hecause the entire 80M is required by the Clearinghouses) 105 td verify the
digital signature in the original SC(s). Tht: Key L7esetiption Part ealumns
of the following table defne the records that are included in the Key t 5
Description part of the $C(s). l~eeords in the Key >aescription part define
information about the encryption keys nerd atgorithms that were used to
encrypt parts within the SC(s) or par~s within another SC(s). teach record
includes the encrypted part name and, if aec:essary, a IIRL that points to
another SC(s) chat includes the enc;rytr~cd part. The Result Name cotumn
defines the name that is assigned to the part after it is decrypted. The
Encrypt Alg column defines the encryption algorithm that wag used to
encrypt the earl. The Key idlEnc Key column defines 20 either an
identification of the encryption key that was used to encrypt the part or a
btt5e64 encoding of the encrypted Symmetric Key 623 bit string chat was
used to encrypt the part. 'T'he Sym Key Alg colunvn is an optional
parameter lhat defines she wcrypticw algorithm ttt2~t was used to encrypt
the Sytnmaric Key 623 when the previous column is an encrypted Symrrtetrie
ICey 6Z3. The Sym Key Ila column is an identification of the encryption key
that was used to c`ncrypt the Symmetric Key 6ZJ when the Key IdIEtte Key
column is an encrypted 25 Syrturtetric Key 6x3. 



S~9-9a-a09 .13 MAY 2003  Parts BaM part Fxls~s Di esrKey;Descrip~ion Pa~i
Resuh Ertcrypr Key Idl Sym ICey 5'ym Key ~Yarrte Alg Enc Key A! ID(Content
UItL]fautput PartRC4Eric Sym lGey_ _ 1~SACH Pub Key[Metadata UIiI~]Output
PartRC4Lne Sym KeyftSACSI pub KeySC VersionSG IDSC TypeSC
PublisherDateExpiration pateClearinbhouse(s) URLDigest Algorithm IDDigital
Si~ature Aig IDCpntent IDYesYrsMctadata'YesYesUsage ConditionsYesYesSG
TemplatesYesYesVilatermarlcing InstructionsYesYesOutput PartRC4Ene Syrn
KeyRSACH pub KeyKey Description PanYesYesClearinghouses)
Certificates)YesNoCertiEeate(s)YesNoDl~tal Sl~ture T'he following describes
the terms that are used in the above Meladata SC(s) table: [Contest IJRi.]
- A parameter in a record iri the Key bescription part. This is a IJRL
tktat points to the $ encrypted Content 1 i 3 in the Content SG(s) 630 that
is associated with this Meladata SC(g) 620. The Metadata SC(s) 620 itself
does not contain the encrypted Content 113. [Metadata C~RLJ - A parameter
in a record in the lCey Description part. This is a tJRL that points to the
encrypted metadata in the Content SC(s) 630 that is associated with this
Meiadata SC(s) 620. 'Iha Metadara SC(s) 620 itself dces not contain the
encrypted rnetadata. 10 - Content 1D - A part that defines a unique ID
assigned to a Content I I3 item. 'fttae is mofie than oab Content ID
included in this part if the Maadata SC(s) 620 references more than one
Content 113 item. Maadata - Parts that contain information rdated to a
Contest 113 item such as the artist name and CD cover art in the case of 8
Song. There may be multiple metadala pans, same of which tray tic
encrypted. 'Ihe internal structure of the metadata parts is dependent an
the type of metadata Contained therei>z. 



~ 3 MAY zoos Usage Conditions - A part that contains information that
describes usage options, rules) and restrictions to he impo3ed on an
End-Users) for use of the Contet~l 113. SC(s) Templates - Parts that define
templates that describe the required and optional information for building
ttte Offer, Order) and License SG(s) 660. 5 ~ Watermarking Instructions - A
part that contains the encrypted instructions and parameters far
implementing watermarking is the Content 113. 'Che watermarking
instructions may be modified by tine Clearinghouses) 1U5 arid returned back
to the End- User pevice(s) 109 within the License SC(s) 66O There Is a
record in the ICey Description part that defines the encryption algorithm
that was used to encrypt the watertnarking instructions, the output part
name to use when the watermarking instructions 10 are decrypted, a base64
encoding of the eperypted Symmetric Key 623 bit string that is was used to
encrypt the watermarking irlstruetioas, the encryption algorithm that was
used to encrypt the Symmetric Key b23, arid lbe identification of the
public key that is required to decrypt the Symmetric Key 623. -
Clearinghouse(s) Certiftcate(s) - A certificate >from a ceatificarion
authority or from the Cleariaghouse(s) lU5 that contains the sipped Public
Key 621 of the Clearinghouse{s) LUS. There may be more than one 15
certificate, in which case a hierarchical level structure is used with the
hi~est Ievel eerti~,eate containing the public key to open the next lowest
Icvel certificate is reached which contains the Public Key 621 of the
Clearinghouses) 105. Crrtifieate(s) - A certificate from a certifcation
authority or from the Clearin,ghuuse{s) 1U5 that contains the signed Public
Key 62l of the eetity that created the SC(s). There may be mere than one
certificate, in 20 which case a hierarchicet level struewre is used with
the higtte.Sl level certi6catc containing the public key to open the next
level certificate, and so on, until the Iowe~t tevet certificate is reached
which contains the public key of the SC(s) creator. SC 'Version - A version
number assigned to the SC(s) by tho SG Packer Tool. SC IQ - A unique ID
assigned to the SC(s) by the entity that created the SC(s). 25 ~ SC Type -
Lodi~tes the type of SC(s) {e.g. Metadata, Offer, Order, etc.) SC Publisher
- Indicates the entity that created the SC(s). Creation Dale - Date that
the SC(s) was created Expiration Date - Date the SC(s) expires and is no
longer valid. Clearinghouses) URL - Address of the Clearinghouses) 1U5 that
the ~d-User Player Appliealian 19S 30 shcauld ictteract with to obtain the
proper 8uthorization to access the Content 113. Digest Algorithm ID - An
identifier of the algorithm used to compute the digests of the pans.
Digital Signature AI$ ID - An identifier of the algorithm used to encrypt
the digest of the coztCatenaled part digests. 'Ibis encrypted value is the
digital signature. Digital Si$natt,tte - A digest of the concatenated part
digests encrypted with the public key of the entity 35 that created the
SC(s). Output Part - Tbo name to assign to the output part when an
encrypted psn is decrypted.   13 MAY 203 3 i3 RSA and RCA - De;fault
encryption aigorilhrns used to tacrypt the Symmetrip ICCyS 623 at~d data
parts. 1~nc Sytty Key - A, base64 encoding of an encrypted key bitstring
that, whets decrypted, is used to decrypt a SC(s) part. - CH E'ttb Key - An
identifier that indicates that the Clearinghouse's 105 Public Key 621 was
used to encrypt the data. 



au. Oiler Secure Container 64a Format The following table shows the tarts
that are ictuded itt thc; Offer SC.(s) 641- '1"he parts, with the exception
of wome of the tnetadata parts, and HOM from the Meladata 5C(S) 62() are
also included in the Offer SC(S) ft4 L.  Parts BOM Par! Exists Di estKey
beseriptlan Part Result Encrypt Kev Il.~l Sym Key Syrt Key Name ~ttg Fnc
Key .41g ID._..._~~_.-~_-._~__~..____.w~~.~ Metadala SG Parts ----_.--...._
__~__._ "_..-...___,_~___,._ ".(Content URG]Output PartRC41~nc Sym
Key1ZSACI-I Pub Key[Metadata URL]Output PartRCSEnc Sym KeyRSACH Pub KeSC
VersionSC XDSC TypeSC P'ublishexDate1?x iration DateC"teariughouse"(s)
URLbi est Algorithm IDTligital Signature Alg IDContent
I)5Y~YesMetadataSomeYcs'Usage ConditionsYesYesSC
TemplatesYesYesWatermarking InstructionsYesYesOutput panRC4Ene 5ym
KeyRSA~CH Pub KeyIce Descri tion PartYesYesClearinghoust(s)
CertiBcate(s)YesNoCeriifitat aYesNo w_ ~bi~ital Signature r r   .~ 3 MAY
~~~ 39 SC VersionSC 1DSC TypeSC PubltshetDateiration bateDigest Algorithm
IDDigital Signature Alg 



IDMetadata SC $OMYesYesAdditional and Overridden FieldsYesYesEleetrotale
Digital Content Stores) CertificateYesNoCetrtificate(s)YesNobigitel
Signature The follawing describes the terms that are used in the above
OfFer SC(s) 641 that was not previously described for another SC(s): 5 -
Metadata SC(s) HOM - The 130M from the original Metadata SC(s) 6z0. The
record in the Offer SC(s) 64I 13OM includes the digBSt of the Metadata
SC(s) 620 BOM. Additional need dverriddett f=ields .. 'Usage conditions
information Uaat was overridden by ttae Electronic Digital Content Stores)
1d3. This iafarmation is validated by the Cleariztghdusc(s) 105, by rrteaos
of the received SC(s) tern~tlate.~, to snake sure that anything that the
Electronic Digital Content Stares) I03 10 overrides is vvitlain tine scope
of its sutborizatiott. Electronic Digits( Coolest Stores) Certificate - A
certificate provided to the Electronic Digital Cacttent Stores) L03 by the
Clearinghouses) 105 and signed by the Clearing~ouse(s) 105 using its
private key. This certi~eate is used by the Eud~User Playa Application 195
to verify that the Electronic Digital Gfintant Stora(a) I07 ig a valid
distributor of Contort l 13. The End-User Playet Application l95 and i $
Clearinghouses) 105 can verify that the f;lectronic Digital Content Stores)
1U3 is alt authorized distributor by decrypting the certificate's signature
with the Clearinghouse's 1U5 Public Key 621. The Ertd-User Player Applic;
atian 1 y5 kEeps a lcx;a! copy of the Clearinghou;~e's I U5 Public ICey 621
that it receives as pare of ins initializx~tipa during installation. 20 F.
TraasaCtiott Secure Caataiaer 64U Format The following table sbowc the
parts that arc includtd in the Transaction 5C(s) 640 as well as its HOM and
Key l~esexiption parts.   ~ ~ MAY ~0~~ 40  Farts ,SOM Pan Extsrs
,pigestJ~eyDescripriarr Parc Result encrypt Key IDl .Sync IIC~Y. Sym Key
Name ~tl E'nc ICry Atg IDsC versionSC IbSCSC PublisherIaateExpiratlott
baleDigest Algorltlun IDDigital Signature Alg IDTransaction IpYe`sYesOutput
FartItSACFI Pub KeyEzld-Ucer(s) IDYesYesOutput FartR5ACH Pub
iteyEnd-User(s)' 1?ublic KeyYesYesOffer SC(9)YesYesSelections of Conteet
useYesYesHTML co bisplayYesYesKey Description PartYesYecElectronic Digital 



Gontent Store(c) CertificateYesNo _bigital Signature The fatlowiog
describes the rerrna that are used m the abcwe Transaction SG(s) 640 that
were not previously described for another SC(s): 5  Transaction ID S35 - Aa
ID assigned by the Electronic Digital Cc~r~tent Stores) 103 to uniquely
identify the transaction. Edd-Users) ID - An identification of the
Bnd-Users) obtained by the Electronic hibital Contact Stores) 103 at the
time the Ead-Users) makes the buying qelectiho and provides the credit card
ioforrnation. End-User(s)' Public Key - The >~ad-~Iser(9)' Public ICey b61
that is used by the Clesringbouse(s) 105 to 10 re-encrypt the Synnmetrie
Keys 623. The End-User(s)' Public Key 661 Is transmitted to the Electronic
Digital Cotltent Stores) 103 during the purchase transtLCtion.  Offer SC(s)
- Offer SC(s) 641 for the Content I 13 itches that were purchased.
Selections of Content Use - Aa array of Usage Candit~ons for eaclx Content
I 13 item being purchased by the >rnd-User(s). There is an entry for each
Ofifer SC(s) b41. 15  HTML to Display - cane or more H'fML Qagee that the
Fad-User Player Applieaticm 19S displays in the h>Zternet browses window
upoa receapt of the Transaction SC(s) 640 ar during the interaction between
tlxe End-Ustr Devices) 109 and the Clearingkiouse(s) 105.   13 MAY 2a03 41
When the End-Usct Devices) !09 receives a Transaction SC(s) 640, the
following steps rnsy be perarmdd w verify the integrity and authenticity of
the SC(s}: 1, Verify the itltegrity of tlxe ELectranic Digital Content
Stores) 103 certificate using the Pu>alic Key 621 of S the CIEaringhouse(s)
l OS. The Ptlblio Key 621 of the Clearinglaouse(s} 105 was stored at the
end-User Devices) !09 a6,er it was received as part of the initialization
of the End-User Player Application 195 during its installation process. 2.
Verify the l5ipital signature 643 of the SC(s) using the public key from
the Electrattic laigital Content Stores) 103 certificate. ~ 0 3. V erify
tb~e hashes of the SC(s) parts. 4. Verify the iategrily and authenticity of
eackt Offer SC(s) 641 included in the Transaction SC(s) 64p. G. Order
Secare Cantaiaer 65U Forma The following table shows the parts that are
included in the Order SC(s) 650 as well as its 130M and IGey 1 S
Description parts. 'These parts either provide iafamation to the
Clearingttouse(s) 105 for decryption and verification purposes or is
validated by the Clearinghtyuse(s) 105. The parts and BOM trerm the Offer
SC(s) 641 are also included in the Order SC(s) 650. The Some string i:a the
Part Exists eoluntrx of the Meladata SC(s) 130M indicates that the some of
those parts are not included in the Order SC(s) 650. The 130M from tlxe
Metadala SC(s) ;, 620 is also included without any change so that the
Clearittghouse(s) 105 can validate'lhe integrity of the Mctadata 20 SC(s)
620 and its pans.   .'~ 3 MAY Z~O~ 42 



X'ey,aescriprion Partt30MResult,Encrypf lCey IDISync Key5ym IrCeyPantsPurr
Exrsts DigestNarrteAl Enc Key.41g!D___,_____...___4r.__.__..__....~....
Metadata SG(s) farts -....__..___~~_.._._..__
._~,_~__..~..__.__..._[Content UItL]OutputRC4Edc Sym1ZSACH
PubPerlKeyKey[Metadata UIZLI ~~ ~put ~ ~ ORC4 ~EnKSym~ RSA~ CbPa Version
'.s) ID ;ontent Ib Metadata ae Conditions Watermark ing ~l~5it11Cti0n.S ~y
Deacriptioct Pan CIC7J1'in~laUS~(S) Cenificate(s) Datt anon Date UFtL
Digest Algorithm IDDigital Sig Iaature A!g
bYesYesSomeYes'YesYesYesYesYesYesYcsYesYesNaYesNa Output ItCR one Sym RSA
CF-I Pub Key ~ 1 KeY ~.._,-~.._~.____ ...___~.__~..__,__~.. p ffer SC(s)
Part a .__ _____~.____..__..________ _._ _..__.._ SC(s) Version SCIs) !b _
Metadate SC(s) EOM Additional and Qverridden Iields Electronic Digital
Content Storets) Cxrtiticate SC(s) Publisher Date Expiration Date Digest
Algorithm Ib Digital Sigoeture A1g ID Yes Yes Yes Yes 'Yes No Yea 1 No   .~
3 MAY ZOO 43 _ ...._.__...._.,~_~~.,__ Tr~~tion SC_(s) Parts ..__~_ .____~~
____.___:-,. SC(s Version SCts) Ib Transaction II~ End-Users) 1D ~llser(s)'
Public Offer SC.(s) 



Date Expiration DtttG bigesi Algorithm ID Digital Sigtt2~ture Alg ID Yes Y~
Yes 'Yes Yes Yes One Yes Offer SC(s) Yes Yes Yea Yes Y~ Yes Yc:,a No
Outl7ul Part Output Part ~sA eI-c rib Ke~, RSA CH Pub Selectipns of Canteen
Use FfTML, to Display in Srowser Wdw Key Description Pan Eteclronic Digital
Content Stores) Certificate ...-....-..._~__,_..___ ~...~...._. Order SC(s)
Parts ---w--._... ~._____~_..~,~. _.__. SC(s) version SC(s) ID bfFer SC(s~
BOM Transaction SC(s) B4M Encryptt:d Credit Card Info Key Description Part
Date Expiration bite Digest Algorithm ID Digital Signature AIg ID Yes Yes
Yes Yes Y~ Yes Yes Yes pifaital Siftnature Output RSA CEI Pub Ptut ~ ~ Key
~ ~ MAY zao~ 'The following d~cribcs the terms that are used in the above
Qrder SC(s) 650 that were not previously described far anoc&er SC(s):
Transaction SC(s) HOM - The >30M in the original Trartsaetioa SC(c) f>r10.
The record in the Order SC(s) 850 BOM tneludea the dyest of the Transaction
SC(s) b40 BOM. 5 ~ Encrypted Credit Card lnfo,- Optional enerypttd
information from the End-Users) that is used to charge the purchase to a
credit card ar debit card. This information is roquoed when the Electronic
Digital Content Stores) l03 that crewed the Offer SC(s) 64,1 does not
handle the customer billing, in which case the Ctcaringbouse(s) I05 may
handle the hillirag. I O )EI. License Secure Coutatner 660 Format The
follUwing table shows flat parts that are included in the License SC(s) 66U
as well as its B4M. As shown in the Key Description part, the Sytnrnetric
Keys 623 that are required for decrypting the watermarking instructions,
Content 113, and Content 1 I 3 metadata have beers re-,encrypted by the
Clearinghouses) 10~ using the End-Usex(s)' i''tthtic Key dbt. When the
$nd-User Devices) 1U9 receives the License SC(s) 660 it decrypl~ the 15
Symmetric Keys f23 and use them to aces the encrypted parts frpm the
~,icense SC(s) 560 end the Consent SC(s) 63U_  



.~ ~ MAY ~~a3 45  Pans 80M part Exists DigestKey Deseriptlon Pare Rerult

.~r~crypt .Key ,IDl Sam lfey Sym ,Key .Name ~(Ig Enc Ke Alg hD[Content
URL]Output PartRC4Enc Sytn KeyRSAEU Pub Key[Metadata rJRL]t7utput PanRG4Enc
Sym KeyRSAELJ Pub KeySC(s) VerSlonSC(s) IDSC(s) 'typeSC(s)
PublisherDateExpiration DatcDigest Algoritium IpDigital Signaturt Alg
117Content 1DYesYesUsage CotoditiaasYesYes'I~ansactiasx
DataYesYesWatermarking InsltuctionsYesYesOutput ~ PartRC4Eric Sym KeyRSAEU
Pub KeyKey Description partYesYesCerUficate(s)YesNoDigital Si;t~ature 'The
following describes the terms that are used in the above License 5C(s) 660
that were not previously described for another SC(s): 5  BU Pub Key - An
identifier that indicates that the Ettd-User(v)' Public Key 661 wac used to
encrypt the data. '  Order SC(s) b50 ID -'Ihe SC(s) ID taken fram the Order
SC(s) 650 HOM. Certificate Revocation List - An aptiona! list of
certifteate IDs which were previauqly issued and cigtted by the
Clearingttouse(s) 105, but ere no longer considered to be valid. Any SC(s)
that have a signature 10 wl~iCh can be verified by a certific8te that is
icteluddd in the revocation tilt are invalid SC(s). The End-User player
l~pplicatian 195 stores a copy of the Clearinghouse's t05 certi$cate
revocation list on the End-Uaer Devices) 1U9. Whenever a revpCatioa list is
received, the End-User Player Application 195 replaces ils local copy if
the n4w une is metre up to date. l~evtx:alic~n lists includes a ver9ion
number or a time stamp (or both) in order to determine which list is the
most recent. 15 I. Content Seca~e Conminer Format The following table shows
the parts that are included m the Corateat 5C(s) 630 as well as the Bt?M:  



-~ 3 MAY 203 46  J~arrsBOM Part Exists DigestSC(s) VersionSC(s) IDSC(s)
'typeSC(s) fublishorDateExpiration DateClearirr~house(s) 105 LJ'RLriigest
Algorithm IbUiptal Sigitature Alg IDContent IIaYesYes1=acrypted
ContentYcsYesEecrypted
MetadataYesYesMexadataYcsYcsCert,ilieale(s)YesNoL7igital Signature  The
following describes the terms used is the above Content SG(s) 630 that were
not previously described 5 for another SC(s) Bnerypted Content - Content
113 that was encrypted by a Content Providers) I01 using a Syrnmetric Key
623. Encrypted Metadata - Metadata assactated wish the Consent 113 shat was
encrypted by a Content Providers) i 0 i using a 5yttunetric Key 623. 10
There is n~o Key pegcription part itacluded in the Content SC(s) 630 since
the keys required td decrypt the encrypted parts are in the License 5C(s)
660 that is built at the Clearinghouses) 105. VI. SECURE CONTAINER
PACIC.ING AND UNp'ACKIhtC 15 A. taverview   13 MAY 2003 The SC(s) Packer is
8 32-bit Windows' program with an Af1 (tl,pplicxtion Programming Interface)
that can be called in either a multiple err single step process to create a
SC(s) with all of the specified parts. 'Ifte SC(s) Papker 1S1, 152, i53
variety of hardware platforms supporting Windows' program at the Catatent
Pravider(e) 101, Cltsringhause(s) 105) ~lectrorwic Oigitai Contest Stpre(8)
I03 arid other sites requiring SC(s) Packing. A IxOM 5 and, if necessary) a
Key Description part are created and included in the SC(s). A set of packer
APIs allows the caller to specify the information required to generate the
retards 9a the 130M and Key De$criplion pacts and to include parts in tile
SC(s). Encryption of parts and Symmetric Keys 623 as well as computing the
digests and the digital signature is also be performed by the packer.
Encryption and digest algorithms that are supported by the packer are
included in the packer code err they are called thraugkt an external
interface. 10 The intafhce to the packer for building a SC(s) is done by an
APl that accepts the following parameaers as input: A, painter to a buffer
of concateltated structures. Each structure in the buffer is a urmmand to
the packer with the informtttiou that is required to execute the command.
Packer commands include adding a pare tn the SC(s) with an asscxlated BOM
record, adding a record to the >30M, and adding records to the Key 1$
Description part. A value indicating the number of concatenated Structures
cunlain~ in the above described buffer. Name arid location of the BOM part,
A value with each bit being a defined flag ur a reserved flag for future
use. Tha following flags arc 



currently defined: ,1 20 - Indication as to whether a11 of the parts of the
SC(s) should be bundled tog~ltcr into a single file after ail of the
structure in the buffer have been praeessed. l~undlwg the parts into a
single object is the last step tltal is performed when building a SC(s). -
Indication as to whether the digital signature is omiued from the BOM part.
If this #lag is not set) then the digital signature is computed right
before the SC(s) is bundled into a single object. 25 In an alternate
embodiment, the interface to the packer for building a SC(s) is done by
APIs that accept the following parameters as input. First, an API is called
to cteate a Bili of Materials (BOM) part try pa9sing in pointer to a
structure that caaslsts of information that is used to iaitialixe SC(s)
settings that are denoted ere iP records in the SC(s) BaM part, the name to
use for the PJOM part, a default location to look far parts that will be
added, and a 30 flags value. This API returns a SC(s) handle chat is used
ict subsequent Packer APIs. - The Packer has an API that is used whenever a
part is added to a SC(s)_ This Al?I accepts a SC(s) handle) w6,ich was
previously returned by a previous Packer API, a pointer to a structure that
consists of information about the part that is being added) and a flags
value. Information about the part being adddd includes the name and
location of the part, the name to use in the gOM for the part, the type of
part that 35 is btiag added) a hash value for the part) flags, etc.   Q13
SAY Z~~3 48 - A$er a11 of the parts have been added to the SC(s) a Packer
API is tailed to pack all of the parts, including the 130M part) into a
single $C(s) object, which iS typically a file. This Al'1 accepts a SC(s)
handle) which was previously returned by a previous Packer A.PI) the name
to use for the packed SC(s), a pointer to a structure with information for
signing the SC(s), arid a flags value. S Either the packer or the entity
calling the packer can use a SC(s) template to build a SC(s). SC(s)
tcxrtplates have information that define parts and records that art:
required in the SC(s) that is being built. Templates cart also defint
cn4ryption methods and key references to use for artcrypting Syrmctric Keys
623 and encrypted parts. 1 d The packer has an Apt that iS USed to unpack a
SC(s). Unpacking a SC(s) is the process of taking a SC(s) and separating ii
into its individual parts. The packer can then be called to decrypt any of
the cncryptcd party that were unpacked from the SC(s). i~tll of Materials
(BaM) part 15 Tha 130M part is created by the packer when a SC(s) is being
built. The BOM is a text file that coataittc rocords of information about
the SC(s) and about the parts that are included in the SC.(s). Each record
in the EpM is au a single line with a new line indicating the start of a
new record. T'he BOM usually includes digests for tech part and a digital
sig~,ature that can be used to validate thm authenticity and integity of
the SC(s). ,. . 20 Thd record types within a BpM are as follows: IP An IP
record Contains a stx of Nartte=Value pairs pertairxing to the SC(s). The
following Name are reserved far specific properties of SC(s): V
ntajor,minor.fx The V property spec:ifit:.5 the vercicm pf the SC(s). This
is the version number of the SC(s) specification that the SC(s) wag creatod
under. The string that follows should be of the fwm major.minor.fix) where
major, minor, and fix are the major release number, minor release number,
and f=tx level, respcxtively. IU value 'fhe tD property is a unidue value
that is assigned to this s~cific SC(s) by the entity that is creating this
SC(s). The forcttat of the value is defined i~ a later version of this
doctunettt. T value 3~ The T property sptxiFes the type of the SC(s), which
should be one of; OIZD - Axt Order SC{s) 650.  



~a c~-~o-~~y ~13 NAY Z003 49 OFF - An Offer SC(s) 64l . LIC - A License
SC(s). TRA - A Transaction SC(s) 64(l. MEr - A Metadala sc(S) szo, 5 CON ~
A Content SC(s) 63Q. A value The A property identifies the author or
publisher of the SC(5)- Authorlpublisher identities should be unambiguous
attdlur registered wish the Clearingktduse(s) 1 U5. 10 n value The D
property identifies the date, and optionally, the time that the SC(s) was
t;re~ted. The value Should he of the form
yyyylmmldd[~hh:mm[as[.feo)]~(TZ))] representing yearlmonthlday(~a
hour:minuteaecond.dea:imal-fract~oa-of second 15 (time-zone). Optional pans
of the value Are enclosed in [) pktaracters. E value The E property
identifies the d8te, and optionally. the time shat the SC(s) expirec, The
value should be the same form uSCd in the 17 riroperty that was previously
defined. The expiration dateJtimc should be ZO compared, whenever possible,
with the datc;ltime trl the Claaringhauye(5) 1 O5. CCURL value The CCLfItL
property identitie,, the URI, of the Clearinghause(s) I05. The value should
be of the farm of a valid external UItL. ~S H valurr The H property
identifies the algorithm that was used to calculate the message digests far
the parts included in the SC(s). An example digest algorithm is MDS. 30 D A
D rteord is a date dr part entry record that contains information that
identifies the type of part) the name of the part, the (optional) digest of
the part, and an (optional) indiCtition that the part i5 not included in
the SC(s)- A. - sips immediately after the type identifier is used to
indicate that the part is pat included in the SC(s). The following are
reserved types of date or part retards: 95 K part~e [digestl Specifies the
Key Description part,   .13 MAY Za03 so W parr,~ame [digest] Specifies the
watextnarkiag instructicms part. 



5 C part~ame [digest] SpeClftes the certtficate(s) used to validate the
digital signature. T parynarna [digest) SpeciE"~cs the Usage Conditions
part. 10 'Y'F part name [digest] Specifies the'femplatc part far the Offer
SC(fi) 64I . YO part~name (digectJ 1 S Spa:ifies the Tvrtplate cart fcrr
the Order SC(s) 650. YL part name [digest] Specifies the Template part for
the License SCis) t,60. ZQ Ip part_ttame [digest] Specifies the ID(s) of
the Content 113 of the items) of Content 113 being referenced. CH part~ame
[digest] Specifies the Cieaxing~ause(s) 105 certificate ~Sart. 25 SF
parl..~ame [digest] Species the Electronic Digital Content Stores) 103
certificate part. B part",aame [digest] 3p Specifies a BOM part fpr anther
SC(s) that has its Marls or a subset of its parts included in this SC(s).
Bp part~ame se,_..pat-~.name [digest] Specifies a BQM part for another
SC(s) that is included as a single part in this SC(t;). The sc~ratt~ame
p$rameter is the ttarrte of the 5C(s) pare chat is included in this SC(s)
and that this BOM part denes. ,A BOM that is iderttica! to this one is also
included in the SC(s) that is definexi by the sc~art~amc parameter.   y13
MAY zao~ 5i b part,~tasma (digest] Specifies a date (ar metadata) pan, 5 S
An 5 rocord is a si,gir<ature record the is used to define the digital
signature of the SC(s). Ttte digital signature is specified as follows: 



S keyidentifier sigraaturc~triag signature algoritbrn The S recprd contains
the key identifier to indicate the encryption key of the si~aiure, the Q
signature~tri~ng, which is the base64 encoding of the digital sigaaturc
bitsuing, and the signature algorithm that was used to encrypt the digest
to create the digital aigtature. C. Key Description Part The Key
Description part is created by the packer to provide infhrmatian about
encryption keys that are ] S oeedcd for decryption of SC(s) encrypted
parts. The encrypted parts may he included in the SC(s) being built or
rnixy be in other SC(s) which are referred Icy by the SC(s) being built.
The Key Description part is a text fete that e;ontains rtx:ords of
information about the encryption keys arid the parts far whieb the
encryption keys are used. ~a~b ra:drd in the Key De:ccription part is on a
single line with a new line indicating the starr. of a new record. The
following record type is used within a Kcy Description Part and is defined
ac follows: 20 K enerypted~art.~am~; result~art~tame;
par~eucryntiot~algorithmJideatifier; public"acey".'dentifier
key_encryption~...algarithm and encrypted_symmerticJcey. A K record
specifies an encrypted part that trtay be included in this SC(s) ar may be
included in another 25 SC(s) that is referred to by this record. The
encrypted~art~ame is either the name of a part is this SC(s) or a tllti.
pointing to the name of the encrypted part in another SC(s). The
re.9ult,~art name is the name that is give to the decrypted part. The
parl_encryptiats~lgorithrt~identifier indicates the encryption algorithm
that was used to encrypt the part. 'lrtte public,~cey identifier is en
ideatifxex of the key that was used to encrypt the Symmetric Key 6Z3. 30
The key_eacryptioaralgcxithm~dentifier indicates the encryption algailhm
that was used W encrypt the Symmetric Key 623. The eaerypttd symmetric key
is a base64 encoding of the encrypted Symmetric iCey 623 bit string that
was used tn encrypt the part. 35 VIL CLEAiltIIVGHaUSL(S) 105   .~ ~ ~a~
zoos A. Overview The Cleariagbouse(s) 105 is eespansible for the rights
man~agemeat functions of the Secure Digital Canteat Electronic
l~istribtttion Systerta 100. Clearictghouse(s) 105 futletions include
e~ablemeut of Electronic T)ig~tal Carltent Stores) 103, verification of
rights to Content 113, integrity and authenticity validation of the 5
buying transsctiion and related information, distribution of Contant
eneryptioa keys or Symmetric l;Ceys b23 to Eud-User l~eviae(s) 109,
tracluag tht distribution of those keys, and reporting df transaction
sttxntttaries to Electronic Digital Content Stores) 103 and Content
laravider(s), 10l. Content eneryptiatl keys are used by >rnd-User Devices)
LU9 to unlock Content lI3 far which they have obtained rights) typically by
a purchase transaction from an authorized Elcc;tronic Digital Content
Stores) 103, llefore a Content enoryptian key is soot to l t1 an End-User
laevice(s) 109, the Clearingbouse(s) 10S hoes through a verification
process to validate the authenticity trf the entity that is Gelling the
Content 113 and tile rights that the lend-User Devices) 109 has to the
Content 113. this is called the SC Anatysia Tool 185. In some
configurations tire Clearinghouses) t05 rnayalsa handle the financial
settlc~nent of Content 113 purchases by co-ictcating a system at the
Clearinghauset;) 105 that performs the Elcx;tronic Digital Content Suirc~s)
11)3 functions of rr~tit card authoriratlon and billing. The 1 S
Clearingtiouse(s) 105 uses O~M packages such as lCVerify and Taxwarc to
handle the credit Card processing and local sales taxi. Electronic Digits!
Content Stores) Embodiment An >~lec;tronic l7igita! Content Stores) 103
that wants to participate as a seller of Content 113 in the z4 Secure
Digital Content Electronic Distributiod System 100 makes a request to one
or more of the Digital Caatent provider(9) 101 that provide Content 113 to
the Secure Digital Cantait Electronic bistribution System 100. There is no
definitive proCrss for making the request so lotlg as the two parties came
to an ageerrtent. After the digital content label such as a Music; Iabe!
e.g. Sony, Time-Warner, etc. decides to allow the EIeCtranic Digital
Conts~t Stores) 103 to sell its Content 113, the Clearinglsouse(s) 105 is
contacted) usually via E~mail, with a request that 25 the Electronic
Digital Content Stae(s) 103 be added to the Secure Digits! Canteat
Electronic Distribution System 100. The digital content label provides the
name of the Electronic Digital Content $tore(s) L03 and any other
information that may be required far the Clearinghouses) 105 to create a
digital certi$cate for the Electratlic Digif~l Content Stores) 103. The
digital certificate is sent to the digital content label in a secure
fashion, and then forwarded by the digital content label to the Electronic
Digital Content Stores) 103. The Clearinghouses) l05 34 maiJataios a
database of digital certificates that it has assigned. Baeh certificate
includes a version number, a unique serial number, the signing algorithm,
the name of tile issuer (c.g., the name of Clearingbouse(s) 1(75), a rangy
of dales for which the certificate is considered to be valid, the name
Electrbnic Digital Content Stores) l03) the public key of the Electronic
Digital Caotent Stores) 103, $nd a hash code of all of the other
information sued using the private key of the Clearingklouse{s) 105,
iEtitities that have the public Kty G21 of the Clearinghouses) ~S 105 eau
validate the certificate and then be assured that a SC(s) with a signature
that can be validated using the public key from the t:ertificate 1s a valid
SCIs).   .,.rr -r v-v v a 53 .~ ~ ~~~r zov3 



After the Electronic Digital Content Stores) t03 has received its digital
certificate that was created by the Cleatinghouse(s) 105 and the necessary
toots for processing the SC(s) from the digital content label, it eau begin
offering Content 113 t>xat can be purchased by End-rJser(s). The Electronic
Digital Content Stores) 103 includes its certificate and the Transaction
SC(s) 640 8nd signs the SC(s) using its Digital Sigitature 643. The
Ead-Uscr 5 l7evice(s) 149 veriiRes chat the Electronic Digital Content
Stores) 103 is a valid distributor ot` Content 1 t 3 an the Secure Digital
Content Electronic laistribution Systertt l00 by first eheckiug the digital
c~~rtif~eate revocation list surd rhea using the Public Key 6z1 of the
Clearinghouses) 105 to verify the infortttation iu the digital Certificate
for the )?leCtroaic Digital Content Stores) 103. A, digital ceriifiCate
revocation list it trtaintained by the ClearittghousG(s) 105. The
revocation list trtay be included as otte of the parts in a t.icease SC(s)
66t) that is created by the Clearingbuuse(s) 105. End-User a)esrice(s) 109
keep a copy of the revocation list on the End-Usex Devices) 109 so they can
use it as part of the Electronic Digital Content Stores) 103 digital
certificate validation. Whenever the >~nd-X,Jser 1)Cvice(s) 109 receivts a
r,ieense SC~(s) 660 it determines whether a new revoeaticm list is included
and if so, the local revocation list on the End-User Devices) f 09 is
updated. ~ 5 >3. Rights Management Processing Order 5C(s) Analysis The
Clearinghouses) 105 receives an Qrder SC(s) 6SU from an lend-Users) after
the End-Users) has raceivod the Transaction SC(s) 640, which include the
Offer SC(s) 641, from the Electronic ()i6ital Gcmtent Stores) 103. The
4rdes $C(s) 650 consists of party that contain information relative to the
Content I 13 and its 20 use, irrformation about the Elecuonic Digital
Content Slore(s) lU3 that is selliu~b the Ccmtent I 13, and information
about the End-Uscr(s) that is purchasing the Content I 13. (iefore the
Clearingbouse(s) I OS begins processing the information in the Order SC(c)
fi50) it first performs some processing to insure that the SC(s) is in fact
valid and the data it contains has not baen corrupted in any way.
Validation 25 The Clearirlghause(s) 105 begins the validatiota of Order
SC(s) 650 by verifying the digital signatures) then the Clearin$ttouati(s)
10S verifies the integrity of the Order SC(s) 650 pans, To validate the
digital signatures, first the Cfearinghouse(s) l05 decrypts the Contests
631 of the signature itself using the Public Key 66l of tlae signing entity
ioCludod if 8igaed. (The signing entity could be the Content Providers)
10l, the Electronic bigital Content Stpre(s) l03, the End User Devices) l09
or any carttbination of them.) Then, the Clearingttou9e(s) 105 calculates
the digest of the cattcatenated part digests of the SC(s) and compares it
with the dip~tel signature's decrypted Content 113_ If the two values
match, the digital signature is valid. To verify the integrity of each
part, the Clraringhousets) 105 computes the digest of the part and compares
it to the digest value in the BaM. The Clearinghouses) 105 follows the same
process to verify the digital signattues and part integrity for the
Metadata and Qffer SC(s) 541 parts included within the Order SC(s) 650. 3S
The process of verification of the Transactiatl sad Ot~tr SC(s) 641 digtal
signatures also indirectly verifies that the EleCtrotuC Digital Contest
$toro(s) 103 is amborized by the Seoure Digital Content 8tectranic   .? 3
MAY U03 54 Distribution System 100. This is based on the fact tbtat the
Clearinghousets) l05 is the issuer of the cectiFcatev. A.Iternately, the
Cleariughouse(s) I05 would be able to successfully verify the digital
signatures of the Transaction SC(s) b40 and Offer SC(s) 641 using the
public key from the Electronic bigital Content Stores) 103, but only if the
entity signing the SC(s) has ownership of the associated private key. Only
the l:iectroatc >~ig~tal Content 5 Stores) 103 has ownership of the private
key. Notice that the Clearinghousc(s) 105 does riot nted to have a local
database of the Electronic Digital Content Stores) x03. Since the Store
uses the Clearinghouse Public Key tct sign the Transaetiota SC(s) 640 Offer
SC(s) 641 public keys. Their, the Store Usage Conditions S I 9 of the
Contc~t 113 which the End-US~r(s) is purcttasing are validated by the
Cleariixghouse(s) l05 to insure that they fall within the r~tricaiovS Ihat
were Set in the Metadaia 10 SC(s) 620. Recall that the Metadata SC(s) 620
is included within the Order SC(s) 650. K.ey Processing I'rcx:~aing of the
encrypted Sy~nmntric Key:, 623 and of the watermarking instructions arc:
done by the Clearinghouse(c) 105 after authenticity and the integrity check
of the Order SC(s) 65t)) the validation of the Electronic Digital Cotttettt
Sture(y) 103, and the validation of the Store Usage Conditions 51 y have
been completed 15 successfully. The Metadata SG(s) 620 portion of the Order
SG(c) 651l typically has several Syrtunetric Keys 623 located in the Key
Description part that were encrypted using the Public Key 62l of the
Cleariaghouse(s) 105. Encryption of the Symmetric Keys 623 ere done by the
Content Providers) 1 O1 when the Metadata SC(s) 620 was created. One
Symmetric Key 623 are usexl for decrypting the watermarking instructions
and the others for 20 deerypling the Content 113 and any encrypted
metadata, Since Content I 13 ten represent a single song or an entire
coltcxt of snags on a CD, a difFerent Symmetric Key 6~3 may be used for
each song. The watertrtarking instructions are included within the
Ivletadata SC(s) 620 portion in the Order SC(s) 650. The Content 113 and
encrypted metadata ere in the Canteflt SC(s) 630 at a Content ~ostlag
Sites) 11 I . The URL azid part name of the encrypted Content 113 and
metadata partx, within the Content SC(s) 630, are included in the K.ey
Description part 25 of the Metadata SC(s) 620 portion of the Order $C(s)
650. The CleariaghousG(s) 105 uses its private key to decrypt the
Syauhetric KCyS 623 and than eitcryttta Cxch of them usidg the public Key
661 of the End-User bGvica(s) 109. The Public Key 661 of t6~e End-User
Deviee(s) 109 is retrieved from the Order SC(s) 65U. The new encrypted
Symnnetrlc Keys 623 are included In the Key Description part of the
Lice~ase SC(s) b60 that the Cleariaghouse(s) I05 returns to the End-User
Devlce(s) 109. 30 During the time of processing the Symmetric Keys 623, the
Clearinghouses) l05 may want 1u make modifications to the wattrmarking
instructions. if this is the case) then after the ClCaringhause~(s) 1d5
decrypt$ tltc Symmetric Keys 623) tlae watettttarking instructions are
modiFed and re-encrypted. The new watermarking instructions are included as
one of the parts within the License SC(s) 660 that gets returned to the
End-User Devices) 109.   



~n~-~o-vvy 55 ~~ 3 MAY zoaa rf all of the praeessing of the Order SC(s) d50
is successful, then the Clearinghouses) 10S returns a License SC(s) 660 to
the Ead-User pevice(s) l09. The End-User bevice(s) 109 uses the License
SC(s) b60 inforrr>$tion to download the Content SC(s) 630 and access the
encrypted C~ntem 113 and metadata. 'Che watermarking instruetioas ere also
executed by the Erid-User pevtce(s) I09. $ If the Clearingbaase(s) l05 is
pat able to successfully process the Order SC(s) 650, then an NfML page is
returned to the End-User Devices) 109 and displayed in an Internet browcer
window The f-1TML page indicates the reason that the Cleariv~ghouse(s) 105
was unable to process the transaction. In an aheanate embodiment, if the
user has purchased a Copy of the C~onteot 113 prior to the release date set
for the sale, the Lieeace(s) SC 66t) is tattooed without the Symmetric Keys
623. The Licenses) SC fi60 is 10 returned to tl~e Clearinghouses) 105 on or
after the release date to receive the Syrnmetrtc Keys 623. As an example,
the Carttertt Providers) t O1 allow users to download a new sang prior to
the relea,9e dale for the song to arable customers to download the song and
be prepared to play the song before a date set by the Content Frovider(s)
t01. This allows immediate opening of the Content 113 on the release date
without having td content far bandwidth and download time on the release
date. 15 C. Country Specific Parametecs Optionally, the Clearinghouses) t05
uses the domain name of the End-User l7evice(s) 109 and) whenever possible,
the credit card billing address td detcxtnine the eduntry loeatton of the
End-User(s). If there are any r~triGt'sons far the sale of Conttnt 1 I 3 in
the country where the End-Users) reside., then the Ctearinghouse(s) l05 2Q
idsures that the tra~asaction being procecsad is not vidlattng any of those
restrictions before tcansmitting Lieense SC(s) 664 to the End-User
devicC(s) I09. The Electronic pi~ital Content Stores) 103 is also expacted
to participate in managing tkte distribution of Content 113 to various
countries by performing the same checks as the Clcaringhouse{s) 10S. The
Clearioghouse(s) l05 does whatever checking that it can is case the
Electronic Digital Content Stores) 103 is ignoring the country specific
rolls set by the Content Prrnider(s) I01. ~5 D. Audlt Logs and Tracking The
Clearittghouse(s) l05 maintains a Audit i.ags 150 of information for each
operaticm that is performed during Ccmtent 113 purchase transactions and
report request transactions. The infortaation cats be used for a variety of
purposes such as audits of the Saturn Taigital Caa~tent Electroctic
fiistribution System l00, generation of reports) and data mining. 30 The
Clcaringhouse(s) 105 also maintains account balances in Filling Subsystem
182 far the Electrantc Digital Cotrtenl Stores) 103. Pricing structures for
the hlectronic l7tigital Content Stores) 103 is provided to the
Clearinghouses) 105 by the digital content labels. 'Ibis information can
include thins like current specials. vatumo discounts) and accouo~t deficit
limits that need to be imposed on the Electronic Digital Content Stores)
103. T4e Clearingbause(s) I05 uses the pricing infortTtatlon to track the
batances of the Btectronlc Digital Content 35 Stares) 103 sod insure that
they do not exceed then deficit limits set by the Content ~rovider(s) 101.
'The following operations are typically lagged by the Clearinghause(s) 105:
vii ~iu-VVJ 56 ,13 MAY ~~~3  End-User Devices) 109 requests far Llcenae
SC(s) 660  Credit card auttaarizetion number wlaen the Clearinghouses) 105
handles the billing - l5ispersement of ~,icense SC(s) 660 to End-User
Devices) I09 -  ><tequeets for reports  Notification from the End-Users)
that the Content SC(c) 630 arid License SC(s) 660 were received and
validated The following information is typically laggod by the
Clearinghouses) ! OS for a License SC(s) 660: - Date atad time of the
request 



Date and time of the purchase transaction 10  Content 1D of the item being
purchased - ldentificalion of the Content Prpvidcr(s) l01  Store Usage
Conditions 5l9  Wate;rrrtarking instruction modifications - Transaction Ih7
535 that wt,s added by the Elt;ctronic Digital Content Su>rt:(s) I tl3 ! ~
Identification of t4e Electronic Digital Content 5tore(s) t 03 -
Identification of the End-User Devices) l09 , - End-Users) credit cart!
inforrrtatiaa (if the Clearittghousc(s) 1()5 iv handling the billing) 'I`he
following information is typically logged by the Clearinghouses) 10S for an
End- User's credit card validation: ,. 20 ~ Date and time of the request
Amount charged to the credit card  Content ID of the item being purchased
Transaction ID 535 that was added by tb,e 8tectronic Digital Content
Stores) 1U3  Idet~tificatioat of the 1~laetronic Digital Content Stores)
103 25 - rdentification of the End-Users)  Lnd-Users) credit card
information - Authatization tlttmber received from the clearer of the
crodit card The following information is typically logged by the
Clearinghouses) 105 when a JLicense SC(s) 660 iq sent to 2rt End-User
Devices) 109: 30 - Date and time of the r~uest Content 1D of the item being
purchased Identification of Content Providers) IOi  Usage Conditions 5I7
Transaction (D 535 that was added by tbie Electronic Digital Content
Storc(s) 103 35  Idetttiftcation of tl~e Electronic Digital Content Stores)
103  ldotatificatian of tht End-Users)   .~ ~ Mar Zao~ The following
infortttatioa is typically logged when a report request is made:  Date and
time of the request  Date and time the report was sent out  Type of report
being reduested 5 ~ Parameters used to generate the report ldenti~er of the
entity requesting the report E. Reporting of ReBuIts Reports are generated
by the Clearinghouse{s) I05 using the information that the Clearinghouses)
lU5 10 lagged during End-USGr(S) purchase aansaetions. Content Pravider(s)
i01 and Electronic Digital Cantcnt Stores) 103 Can request transaction
reports franz the Ciearin~ause(s) lU5 via a Payment Veriftcatic~a,
intcxface 183 so they can reconcile their own transaction databases with
the information lag,,a~ by the Clearingl~ouSe(s) t05. The Cleariag~ause(s)
105 can also provide periodic reports to the Content providers) 10t and
Electronic Digital Content Stores) 103. 15 The Ctearinghouse(s) 105 define
a secure electronic inter~ce which allows Content Providers) 10l and
Electronic l7igital Content 5tore(s) 103 to request and receive reports.
The Aeport Request SC(s) includes a certificate that was assigdad by the
Clearinghouses) l05 to the entity initiating the request. The
Clearingbouse(s) 1 Q5 uses the certificate and the SC's dia~ital signature
to verify that the request originatad from an authorised entity. The
request also includes parameters, such as time duration, that define the
scope of the report. The 



20 Clearinghouae(s) l05 validates the request parameters to insure that
requesters Can only roceive,information fbr whieb they are permitted to
have. If the Cleariaghouse(s) 105 detertnine$ that the Report Request SC(s)
is authentic and valid, the~t the Clearin~house(s) 105 gtuerates a report
and pack it into a Report SC(s) to be seat to tt~e entity that initiated
the request. Some reports may be automatically genaated at definod time
intervals sad stared at t4e Clearinghouses) 25 105 so they can be
immediately sent when a request is received. The format of the data
included in the report is defined 1n a later version of this document. F.
Billing and fPaytnent Verification   vN~-~V-VVl ss '13 MAY 2003 Billing of
Content l 13 can be hattdied either by the Clearinghouses) 105 or by the
EteCtrortiC Digital Content Stores) 103. 1n the case where the
Clearinghcuse(s) 10S haadl~ the billing of the electronic Content 113, the
Eitxtronic pigitat Content Stares) 103 separates the End.User(s)' order
into electronic goods atzd, if applicable, physical goods. The )rltctronic
pi$ital Content Stores) 103 then) notifies the Clearinghouses) 1U5 of 5 the
transaction, including the .End-User(s)' billing information, and the total
amount that needs tp be euthorixed. 'fhe Ciearinghduse(s) 1t)5 authorizes
the >rad-Ustr(s)' credit card and returns a notiftcatioa back to the
Electronic Digital Content Stares) 103. At the same ttme the
Cleariaghouse(s) 105 is authorizing tlae End-User(s)' credit card, the
Electronic Digital Content Stores) 103 can charge the End-User(s)' crcdil
card for any physical goody that are being purchased. After each electronic
item is downloaded by the End~User Devices) 109, the )O Cleai'in~ouSe(S)
105 i9 C~Otifled 50 the End-User{S)' Credit Card Can be Charged. This
Occurs as the last Step by the End- User Devices) i09 before the Content
113 is enabled for use at the End-User DGVice(S) 109. In the case where the
Electronic Digital Caateut Stores) 1 Q3 handles the billing of the
eltctronie Content 1 i3, the Clearinghouses) a05 is not notified about the
transaction until the End-User Uevice(s) 109 sends the Order SC(S) 65U to
the Clearingbouse(s) l OS. The Clearinghouses) 105 is still aotificd by the
End-t.lser Device{s) 15 1p9 ai~er each electronic item is downloaded. When
the Clearingl~ouse(s) 105 is notified it sends a notification to the
Electronic pigital Contest Stores) l03 Sc~ that the Electrartic l7igital
Cnntet~t Stores) 103 Can charge the >rnd-User(s)' credit Card. G.
RetranSmisslans 'fhe Secure Di~nlal Content Elecarcn~ic bistribution System
lt)0 provides the ability to handle retraasrnissiorts of Content I 13. This
is typically performed by a Customer Service In~er;Face l84. );tectronie
Digital Cnntent Stares) 103 provides a user interface that the End- Users)
can step throup~ in order to initiate a retransmission. The End-Users) goes
to the l~lectronic Digital Content Stores) 143 site where the Content I 13
item was purchased in order to request a retransmission of the C~onlenl !
13. 25 Retransmissians of Content 113 arc done whets an find~User(s)
requests a new copy of a previously purchased t;,oateot 113 item because
the Content 113 could not be downloaded or the Coatetyt l l3 that waq
downloaded is not usable. 'Ihe )Electronic Digital Content Slore(s) 103
determines whether Ehe End-Uspx(s) is entitled to do a retranattussioa of
the Content i 13. If the Ead-Users) is entitled to a retrahtsmission, they
the Electronic Digital Cvntdxt Stores) 103 builds a Tranttaction SC(s) 640
that includes the Qtfer SG(s) 64 i of the 34 Co~nteut 113 itt~n(s) being
retransmitted The Ttansactlan'SC(s) 640 is serer to the Eud-User L~vice(s)
l09 edd the identical steps as for a purchase transactiati are performed by
the End-Ui~er(s). If the End-User Deviae(s) 109 has a scrambled lcey(s) i~
the key library fnr the Content 113 items) undergoing retransmissioe, then
the Transaction SC(s) 640 includes infarmaaon that instru~.s the End-User
Devices) 109 to delete the scrambled ltey(s). ;, In Use case where the
(:lCatlllgllpu9e(8) I05 handles the financial settle>ztent of Gantent 113
ptitchasea, the '` 3~ Electronic Digftat Content Stores) 103 includes a
flag iiz the Ztansaction SC:(a) 640 that is carried forward to the
`u~y-'~tS-tit)y ~ 3 MAY 2003 Clearinghouses) 105 io the Order $C(s) 650.
'fhe Gearing~ouse(e) 105 interprets the flag is the Order SC(s) 650 and
proceed with the transaction without charging the End,(,Jsa(s) for the
purchase of the Content 113. VIIL CC)NTENT p~4VE)Er 5 A,. Overview The
Content Providers) 141 in the Secure pigital Content Electronic
Distribution System l00 is the digital contem label or the entity w)a,o
owns the rights to the Content 113. T'hc role of the Content Providers) ltI
t is to prepare the Content 113 for distribution and make information about
the Content l 13 available to Electronic 



10 l5igital Content Store{s) 103 or retailers of the downloadable
electronic versions of the Content 113. To provide the utmost security and
rights ctmtrol to the Content Providers) 10l, a series pf tools are
provided to enable the Content Pruvider(s) 101 to prepare atad securely
package their Goatent 1 ! 3 intta SG(s) at their premises so that the
Content l13 is secure when it leaves the Content Provider(s)' 101 domain
and never exposed or accessible by unauthorised parties. This allows t;
ontent 113 to be freely distributed throughout a non-secure network, such
as 1 S the Internet, without fear of exposure to hackers or unauthori2cd
parties. The end goal of the tools for the Cottteait Provider{s) l01 is to
prepare and package a Content I 13 such as a song or sc~rits of songs into
Content SC(s) 630 and to package information describing the song, approved
use of the sang (contest Usage Conditions 5 I7)) and promotional
information for the song into a IVletadeta SC(s) 620. To accomplish this,
the foliowuug set oftools are provided: 20 ~ Work Flow Manager 154 -
Schedules processing activities and manages the required syuchrottitatian
of processes. Content Processing Toots 155 - A collection of tools to
cotxtrol Content 113 ale preparation including Watermarking, Preprocessing
(for art audio example any required equalization) dynamics adjustment, or
re-sampling) encoding and compression. 25 - Metgdata Assimilation and Entry
Tao1 161 - A cohection of tools used to g8thei Contest 113 description
inforrnation from the batabagc 160 of the Content Prcyvider(s) andlor third
party database or data import files andlor via operator interaction and
provides means for specifying content Usage Conditions 5l7. Also provided
is an interface fps capturing or extracting eoutenl such as digital audio
content for CDS or DDP files- A Vitality Control Tool enables to preview of
prepared content and metadata. Any corr~tions 3d needed to the metadata or
resubmission of the content for further processing can be c:ondueted. SC(s)
Packer Tool 152 - Encrypts and packages all Conttxit I 13 and information
and calls the SC(s) Packer to pack into SC(s). Content Dispasetnent Taoi
(not !shown) - Disperses SC{s) to designated distributions centers) such as
Content Hosting Sites) 11 l and Electronic l5igital Content Stores) 103. 35
~ Content Prdrnations Web Site 156 - stores Metadata SC(s) 620 and
optionally additional prarrtotional ttt2terial far dowtaload by authorized
>?lectronic Digital t^,onteut Stores) 103,   -~ ~ MAY ~0~3 b0 S. Work F'tow
Nlaaager 154 The purpose of this tool is to schedule, track, and manage
Content 113 processing activicies_ This application enables multi-user
aocees as well as allowing scheduling of Content 113 and status shocking
irorn $ remote locations within the Intrana or extraaet of the Camtent
Providers) t01 ) This design also allows for collaborative processing where
multiple individuals can be working on multiple pieces of Cpntent 113 is
parallel and different individuals can be assigrtted specific
responsibilities and these individuals can be spread throughout the world.
Turning now to F1G. B is a block diagram of the rnajar processes of the
Work Flow Manager 1S4 IO corresponding io FIG. 7, The major processes in
FIG= g summarizes the Content 113 processing functions prwidod by the tools
described in this section. The Work Flow Manager 154 is recpansibte for
feeding jobs to these processes and dirxting jobs to the ntxt required
process upon completion of its current prods. This is accomplished through
a Sexie.R of Application larograrruning Interfaces (APIs) which each
processing tool calls lo: retrieve the next job to process 1 S - indicate
successfu! completion of a prtxes~  indicate unsuccessful completion of a
prtxess and mason for the failure provide interim status of a process (to
allow initiation of proC~scs that require t~ely partial completion of a
dependent process) add commc~ts to a product which are made available to
the desibmatcxl prtx:esse, 20 The Work Flow Manager 154 also has a user
interface, an example Work Flow Manager user Interface 700 is illustrated
ip FI(i. 7 wb~ich provides the following functions: a configuration panel
to allow specifcation of default values and conditions to be assiga~ed and
performed during various stages ofi processing custortvzation of the work
flow rules and sutornated procesgirAg flows 25 ~ job scheduling 



status queries and reports  add comments or instructions for a job
associated to one or more prac:esses job management (i,c. suspend, release,
remove, change priority (order of processing)) Each process has a queue
associated with it maxtaged by the Work Flaw Manager 154. A11 processes 30
requesting jubs liom the Wark Flow Manager l54 results in the Work Flow
Manager 154 either suspending the process (tool) is a wait state if there
are no jobs curr~tly in its associated queue a returning to the process all
information about the job needed to perfotYtt its respective process. (f a
process is suspended ill a wait state, it resumes processing when a job is
placed an its queue by the Work Ftow Manager 154. Tl~e Work Flow Ma>aager
154 also ma~aages tlae flow or order of procrssiag based on a set of
defined rules. These rules can be customized by the Contest Providers) 101
if it has special processing requirements or configures speei~c de#hults
rules. Whey a process reports completion of its a9sigQed task) it noti$es
the Work   .~ 3 MAY 2Q03 s1 Flew Manager 154 of this status and the Wark
Flow Manager 1S4 decides what queuo the job gets pieced on next based on
the definod rules. Com>tneats indicating special handling instructions yr
notices may also be attached to the product at any of the processing steps
via either the programming API or manually tb,rouglt the Work Ialaw Manager
User S Interface 700 or processor interfaces. The proceasec in the Work
flow Manager 154 are implemented in Java in the preferred embodiment bw
other programtrting ianguage,~ such as CIC++) Assembler and equivalent can
be used. It cltould be uttdCrstaod that the processes described below for
the Work Flow Maoagcr 154 van run an a variety of hardware and software
platforms Thd Watk )=taw Manager 154 as a camplue system ur as any of it's
cttnstitutc prcx:~sec may be 10 distributed as an application program in a
cou~puter readable medium including but oat limited to electronic
distribution such as the web ar on floppy diskettes, CD ROMS and remtwable
hard disk drives. Turning now la FIG. 8 is a black diagram of the major
processes Of the wtuk Flow Manager 154 corresponding to FIG. 7. The
following sections summarize each prods and d~celb~.a the information or
action required by each process. 15 1. Products Awaiting Actioalinformation
Process 801 Jabs are placed on specific proCessCS queues once a11
information required by that process is available and the job has already
successfully completed alt depcndeat processing. A special queue exists la
the work a=taw Manager 154 which is used to hold jobs that era not
currently available for processing due to missing information or a 20
failure that prevent further processing. These jobs are placed in the
Products Awaiting Action/lnfarmation Process 80L queue. Each job in this
ctueue hes associated status to indicate the action or information it is
waiting on, the last process that worked on this job, and the next
processes) this job is queued to once the missing ar additional information
is provided or the required action is successfully completed. Completion of
any process causes tb~e Work Flow Manager 1 S4 to check this queue and
determine if any 25 job is this queue was awaiting the camp(etiott of this
process (action) or information provided by this process. Tf sa, that jab
is queued to the appropriate process queue. 2, New Content Request Process
6U2   .7 3 MAY 2003 62 The C,outent Providers) 1O1 determines those
products (for example, a product may be a song or a collection of song) it
wishes to sell and deliver electronically. The initial function of the Work
Flow Manager 1S4 is to enable an operator to identify these products and to
place them on the queue of the New Content Request Process 802. The Content
Providers) 101 may specify through configuration options, what infarmatioa
is 



5 prompted for on the product selection interface. lsnough information is
entered to uniquely identify the product_ Qptioaally, additional fields may
be irtCluded to request manual entry of the lnformaticxx required to
initiate the audio processing phase in parallel with the mecadata
acquisition. If not provided manually, this information can optionally be
retrieved from dethult configuration ratings or from the Database 160 of
the Content ltrovider(s), obtained in the first stage of Metadata
PrpCessiog as in Automatic Metadata Acquisition process 803. The makeup 10
attd capabilities of the Content 113 in the Database 1b0 of the tWontenl
rirovider(s) determines the Content SeleCtipo pracC.cS. If the required
information xyeeded to perform a query to the Database i 60 of the Content
t'"rovider(s) 1 U l is specifred, the job is processed by the Automatic
Metadata Acquisition Process 803. In a music embodiment, to properly
schedule the product for audio prct'cessing) the product's genre and the
desired compression levels are 15 specif ed as well as the audio PCM or WAV
filename(s). This mformatian may be entered ac pare of the product
selection process or seloc;led via a customized query interface ar Web
browser fimctiun. Specification of this info~rnation enables the praduet to
be scheduled for content processing. The product seleCliV~'~ user inturfaoe
prcwides an optiu4 enabling the operator to Specify whether the produce can
be rtlea9ed fur processing or whether it are held pending further
inft~rmalion entry. If held, the jab ~s 20 added to the queue of the New
Content R~uest Process 8U2 awaiting further action to complete data entry
andlor release the prcxiuct fur processing. On4e lkte product is released,
the Work )~low Manage 154 evaluates the information specified and
detetmiaes wltieh processes the job is ready to be passed lo. If adequate
information is provided to enable an automated query to the bacabase 160 of
the Content Provider(s)' 101 ) the job is queued for Automatic Metadata
Acquisition Process 803. If the database mapping table 25 bas not beep
configured far the A,uttxmatie Metadata Acquisition Process 803, the job is
queued far Manual Metadata Entry process 804 (see Automatic Metadata
Acquisition Process 803 seetian for details on the Database Mapping Table).
, If the requited general information for audio processing and the specific
infart7talion required far watermarking is specified) the j:ob is queued
for Watermarking Process 8D8 (the first phase of catenl processing). 30 If
any of the required infottrtatioa is missing when the jab is released, the
job is queued to the queue of the Products Awaiting Actiottllltformation
Process 80i along with status indicating the information that is missing.
if the status indicates that the filename of the Content t 13) for example
where the Content 113 is audio and the PCM or WAV file is missing, this may
indicate that a rapttue (or digital extraction from digital media) is
required. The audio processing functions require that the snug files be
accessible via a siendard file system 3 S interface. If the songs are
located on external media or a file system that is riot directly accessible
to the audio processing tools) the files are first be copied to atx
aceessiblt $le system. If the rouge are in digital format but on   ~13 MAY
Zao~ CD or Digital Tape) tJacy are exsracted to a 5le system accessible to
the audio processing tools. Once the files are accessible, the Work 1~7ow
Manager User Interface 700 is used to specify or select the path and
filename for the job so that it can be released to the watermarking
process, assuming all other information required for watezmarktag has also
been specified. 5 3. Automatic Metadata Acquisition Process 803 rhc
Automatic Metadata Acquisition Prneecfi 8p3 performs a series of queries to
the Database I b0 of the - Content Providers) 101 or a staging database
where data has barn impurtCd, in as atternpl to obtain as much of the
product lnfortnation as possible in tug automated fashian_ The Automatic
Matadors Acquisition Process B13 i 0 requires the following information
prior to allowing items to be placed on its queue:  database mapping table
with adequate istformatiatt to generate querie.~ w the Databast 161) pf the
Content Providers) l01  product information required to perfat~~~ queriew
adequate product information to uniquely define product 



l5 An automated query is performed to thv Database 160 of the Content
Provider{s) 101 to obtain the informatiort necessary to process this
Content 113. l;or example) if the Conte>at l13 is music, the informatipn
needed td perform t4is query could be the album name or may be a tIPC or a
spcxific album or selection ID as defined by the Content larovider(s) 10l .
Of the information to be obtained) same is designated ac required (see the
section on Automatic Mctadata Acquisition Process 803 for details). If all
required information is obtained, the job 20 is next queued for Usage
Conditions Process 8Q5. If any required information is missing, the sung is
queued for Manual Matadors Entry Process 804, if any jobs in the Products
Awaiting Action/Iaformation Prcrccss 80i queue are waiting for any of the
information obtained In this step) tine jobs status is updated to indicate
that it is no lo~ager waiting for this information. IF that job no longer
has any outstanding requirements) it is queutd to the next defined queue.
25 Manual Metadata Entty prtx:cis R()4 'Il~e Manual Metadata Entry Process
804 provides 8 means for an operator to enter missing Informaliun. It has
no dependencies. Once alt required itlfartnatiat~ is specified, the jab is
queuod far Usage Coaditiaas Praee,~s 805. 30 5. Usage Conditions Process
BUS   f~ 3 MAY ZuD3 64 mlne Usage Conditions Process 805 eltows
specification of product uses and restrictio~as. The Usage CUndIt1011S
Prtxe.~.5 845 tray require sonic metadata. Upon completion of Usage
Ctmditiarts spcciiicaticms, the job is eligible to be queued for Metadata
SC(s) Greatiora Proccsa 8U7 un~iess the Supervised Release Process 806
optibn has been requested or is configured as the default in the Work Flow
Manager l54 rules. in that ca,Re, the job is 5 queued for Supervised
Release process 80ti. Before queuing to Metadata SC(s) Cxeatioa Process
807, the Work Flow Maoaget 154 Will first assure that al! dependencies far
that process have been met (see below), If not, the job is queued to the
Products Awaiting Actionllnfotmatian Process 8U1. 5. Supervised Itetease
Process 8U6 Ld The Supervised Release Process 806 allows a quality check
and validation of information specified far the digital content product. It
does not have any dependencies. Comments previously attaeltad to the jab at
any stage of the prtxeesing for this product can be reviewed by the
5upervitor and appropriate action talcext. After reviewing a11 ittormation
and comments, the Supervisor has the following options: approve release and
queue the product far Metadata SC(s) Creation Process 8l)7 15 ~ modify
andlor add information and queue the product for Metadata SG(s) Creation
Process 807 ,  add comments to the job and re~udue far Manual Metadata
Entry Process 804 add cottvnents and queue cbe job to the ctueue for
Products Awaiting Aetionhnfannation Process 8U1 7. Metadata SC(s) Creation
Process 8U7 20 The Metadata 5C(s) Creation Prc~ea.ss l307 gathers togcth~:r
alt the infarrnali<xt colleclod above as welt ac nthcx infi7rmation
required for the Metadata SC(s) 62U and calls the SC(s) Packer Process to
create the Metadata 5C(s) 620. This tool requires the following as input:
the required metadata  the usage conditions z5 - the encryption keys used
in the eoeryptipn stage of all quality levels for this product Thin la.~t
dcp~tdency requires that the associated audio nbjects ecx~nplettd the audio
prtxe,SFing phase before the Metadata SC{s) 620 can be created. Upon
compleliota of the Metadata SC(s) Creation Proec~ 807, the jab is queued to
either the queue for Final Quality Assurance Proc~rs 813 a Content
Dispersernent Process 81a based on defined work Row rules. 30 8.
Watermarking Process B08 The Watermarking Process 808 adds copyright and
other information to the C,~te~tt 113, For any embodiment when; the Content
1 l3 is a song, this toot requires the following as input:  song
fil~atne(s) (multiple filettatttes if album) 35  watermarking it~tructious
watermarking parameters (infatmation to be Included in tine watermark)   13
MAY zaa3 



d5 Upod completion of the ~Uatermarking Process 808, the job is quEUed for
Preprocessing and Compression Process 809 if its required input is
available or otherwise queued to the Products Awaiting ActioaJlnfortnation
Process 80l. 5 9. Preprocessing attd Compressia>' Process $09 The
PreproaG,slng and Comprewvsion Process 609 encodeta the Content 113 to the
specified compression fuel performing any requirad hreprtxe.cing Brci,
Queuins a jab to this queue actually create multiple queue softies. A job
is created for each compression level of the product desired. 7"he encoding
pracessac can be performed in parallel an multiple Systems. This too!
requires the following lapel: ) 0 ~ watermarked content fiiename(s)
(multiple filenames if Content 1 l3 is an album) quality levels for product
(ctyuld bC preconfgured) compression algorittun (could be preconfigttrod)
product genre (if required by preprocessor) Upon ct5mpletion of the
encoding process, the lobs are queued to the Content Quality Control
Process 81 U L 5 if configured by the work flow rules. if not, the jobs are
queued for Encryption process 81 i . If third party providers of encoding
tools do not provide a method to display the percentage of the Content 113,
such as audio, that has b~ processed or a method to indicate the amount of
Content 113 that has been encoded a.s a percentage of the entire selection
of Content 113 selected, in FIG. 11 (here is shaven a flow diagram 1100 of
a method to duermine the encoding rate of Digital Content for the Content
Preprocessing and 20 Compression tool of FIG. 8. The method begins with the
selection of the desired ent:odiag algorithm and a bit rate, step 1101.
Next) a query is made to determine if this algorithm and encoding rate has
a previously calculated rate factor, step 1102. The rate factor is the
factor used to detet'mine the rats of eampressian for a speei;hc encoding
at$orithm and a specific bit rate. If no previously calculated rate factor
is stored, a sample of the t,^,onteat 1I3 is encoded for a predetermined
amount of time. The predetermined petiod of lions in the preferred 25
embodiment is g few seoonds_ This rate oaf eacodiug for a predetermined
period of time is used to calculate a sew rate factor Rr~Fw. Calculating; a
new rate factor i~"Ew knowing the amount of time and the amount of Content
113 encoded is R~rew = (length of Digital t"cmtent encoded)l(amount of
lime), step 110$. The Content I 13 is encoded and the encoding status is
displayed using the previously calculate rate factor Rt~ew, step I 109.
This encoding rate factor Rr,ew is then stored, step llU7, far future use
for this cncodittb algorithm and encoding bit rate. If the 30 setated
alborithm has a previously calculated rate foetus RemnEO, step l 1 U3. The
Cont~i 113 is encoded and the pro~e~sgic~n displayed using the previously
cahulated rate factor Ra"~,u:", step 1104. In the meantime, a current rate
factor, Rte, is calcuialed for this selected algorithm and bit rate, step 1
l05, This cutretti r$le factor Rtes is used to update the stored rate
factcu lttrew ~ AVERAGE OF (Rsmnro + Rcuaaerrr), step 1 i 06. The iterative
update of the rate factor enables the detesmiuatton of the encoding rate to
became more and more accurate with each 35 subsequent use for a particular
encoding algorithm and bit rate. The never rate Ru~w is then atoxed for
future use,   v13 MAY 2"~3 66 step l 107. The updating of Rs~,~oxko may not
be made if the current rate factor R~",.n" is out range for the previously
stored rate fhctor RsFa,~o by a given range or thrrshald. The display of
the encoding status can then be presented. The encoding status includes
along with the current encoding rate) the display of the percentage of the
total Content 113 displayed as a progessioA bar based 5 on the encoding
rate and the total length of the file for the Content 113. The encoding
status can also include the time remaining for the encoding) The time
remaining far the encoding can be calculated by dividing the encoding rate
calculated licunaerrr by the total length df the file for Content 113. The
encoding status can be transferred to another program that may invoke the
calling process. This can help supervisory programs to encoding or
co-depdrdeat programs on enc~ading be operated and be hatched for
processing more e~cieatly. It should be 10 under8tood, in an alternative
embodiment, that encodinig can include the step of watermarking. '10.
Cobtent Quality Control process 81Q The Content Quality Control Process 810
is similar in function to the Supervised Release Process 806. it is an
optio>aal step allowing someone to validate the quality of the contest
processing performed thus far. This has 15 no dependencies other than
completion of the Watermarking Process 808 and the encoding pcution of the
Preprocessing and Carnpression Process 809. Upon completion of the Consent
Quslity Control Process 8 t 0 the following options are available: the jobs
can be released and queued for Encryption Process 811. comments can be
attached and one car mare of the; jobs rc:-queued fc>r frc,~ttx:Cssing and
Compru.SSion 



20 Process 809. The last optida requires that the uneocoded wa~ermarkecl
version of the song file remain avaitable until afl.er Content Quality
Control Process 810. 11. Encryption Process $11 25 The Encryption Process
811 calls the appropriate Sxurc Digital Content Electronic l~isuibution
Rights Management function to encrypt each of the walermarkedleocoded sang
files. This process has no dependencies other than completion of all other
audio processing. Upon completion of the Encryption Prcces5 811 process,
the job is queued for Content SC(s) Creation Process 812. 30 12. Content
SC(s) Creation Process $12 The Content SC(s) Creation Process 812 Process
rnay require some metadata files to be included in the Content SC(s) 630.
If flea other rhea the Corttaot l13 are required, the files are gathered
and the SC(s) Packer Process is called to create a Content SC(s) 630 for
each compression level of the Gonteat 113 (e.g. a song) created. Upon
completion of the Content 5C(s) Creation Prtxess $12) the song is queued to
either the Pinal Quality 35 Asstuance Process 813 or Content Dispereement
Process 814 queue based on defined work flaw rules.   5 10 15 20 z~ 30 35
b7 b.3 MAY 24a3 13. Final Quality Assurance I'roeess 813 Final Quality
Assurance Process 813 is an optional step that allows a cross refixence
check between the associated Metadata and Content SC(s) 630 to verify that
they match up correctly aztd that a11 informalic>la arid Content 113
contained therein are correct. U'pou eorrtplttian oFlFittal Quality
Assurance Process $13, the jobs are queued far Codteat Dispelsement Process
8l4. If a problem is found, tt,e job in most cases has to be re-queued to
the failing stage. Rework at this stagt is much more costly since the
product has to go through re-encryption and repacking in addition to the
reprocessing required to wrrtxt the problem. h is highly rr~ommWded that
the prior assurance stages be used to assure the quality of the Content 113
and accuracy and Completeness of the information. 14. Content I7ispersem~t
Process 814 the Content Dispersemenl Process 814 Prcx:~ss is responsible
for transferring the SC(s) to thr: appropriate hosting sites. After the
successful transfer of the SC(s), the job cortipletiao status is lagged and
the job is deleted from the queue. If a problem occurs in tra~asferrin~ the
SC(s), afl.er a defined number of retries, the jvb is flagged inn the
Workflow Manager Tool 154 as having failed along with the error
encountered. 15. Work Flow Rules The Work Flow Rules for FIG, 8 optrate in
three tnajc~r syste~.g as follows: A: Work Flaw Manager Tool i 54 1. blew
Content Request Process 802 2. Products Awaiting A,ctionllnfotmation
Process 801 3. Final Quality Assurance Process 813 4. Content Dispersement
(and Notification) Process 8I4 B: Metadata Asslrnilation and Entry Tool 16I
1. Automatic Metodata Acquisition Process tit?3 



2. Manual Metadala Entry Process 804 . 3. Supervised Release Process 806 4,
Metadata SC(s) Creation Proc;ec; 81)7 C: Content Processing Tools 155 1.
Watermarking Process 80$ {requires copyright date) 2. frepracessing and
Compression Process 809 3. Content Quality Control Process $10 4.
Encryption Process 811 5. Content SC(s) C~reatiou Process 812   13 M AY
2oa~ Work Flow The Content 113 selection optrator inputs a new product and
it starts out queued onto A1 (New Content l~eque9t Process B02), 5 Al: When
the Caa~tent 113 selection operator releases it to the Work Flow Manager
Tool 154, thCxt it gels queued onto B>t (the Automatic Metadata Acquisition
Process 803). A2: coming from step B 1 (the Automatic Metedata Aequisitioo
Process 803 )) or step $1 (Manual Metadata Entry Process 8t?4), or step B3
(Supervised Release Process 80d) l i) an tls way to step before (the
Metadata $tr(s) Creation Pracesc 807) [ needs the encryption keys ].
carving from step Betore (the Metadata SC(c) Creation Prcx;ess f3()7) on
its way to either .^,tep A3 (the Final Quality Assurance Pr(7CCr,.C 813) or
seen A4 (the Content Oispersement Process 8i4) I 5 [ needs the Cornent
SC(s) 63U]. coming from step C1 (the Watermarking Process 8tlR) nn its way
~o step C2 (the Preprocessing and Ccympre5sictn Process 8(19) ( ncods the
metadata for Frepn~c~sing and Compression Proccas tiU9]. coming from step
C4 (tl~e Encryption Prtxess $11 ) 20 on its way to step CS (the Content
SC(s) Creation Prtycess $ l?) ( needs the metadata for Cpntent SC(s) 63t)
Packing ). coming from step CS (the t"antent SC(s) Creation Procesc $12) on
its way to either step A3 (the Final Quality Assurance Procesa 6l3) or step
A4 (the Content Dispersemertt process 8 t 4) 25 ( needs the Metadata SC(s)
6x0 ]. A3. After stc~ A3 (the Final Quality Assurance Process 813), place
onto queue B2 (Manual Metadata Entry Process 804), or place onto queue B3
(Supervised Release Process B06), or place info queue ac required by the
quality assurance operator. 30 Ad: After step A4 (Content bispersement
Process 814), 



the Work Flow Manager Tool 154 is done for this product. B1: Afttr step bl
(the Automatic Metadaca Acquisition Process B03), if the metadata needed
for step C1 (the Waterttaarking Process $08) is presctal, then place an try
35 represedting this product onto queue Ci. (do the following lode also)
~1 ~ MA~r 2aa3 if either 1- ~triy required metadata is missing, or 2..
there are comments directed to the manual me~adata providers) rhea also
place the product onto queue B2 {Manual Metadata Fxztry Process 80a), else
tf supervised release was requested for this product, lhctt place the
product onto queue B3 (Supervised Release Process $06). 5 else if the
prcxluct has all the information froth the Content Prcxersing Tools 155 for
all of the requested qualify levels, then place the product onto queue
Before fine Metadata SC(c) Creation Process 807), elfie flag the product as
needs the encryption keya and place the product onto queue A2 (Products
Awaiting Aetiot~ltnformation Process 8U1). 10 B2: Dwing step BZ (Manual
Metadata Entry Process 8t?4). if step C1 (the Watermarking Procaac 80B) has
not been done and the metadata needed for step Cl is present) rhea place an
entry representing thin produce onto queue Ca. (do the following logic
also) if metadaka neetlad for step C2 (the Preprocessing and Compression
Process 8t)9) just bec~ provided) 15 then (do the following logic also) if
all the meiadata that cart be gathered by the Metadala Assimilation and
Eatxy Tool 161 is present, then . if supervised release was requested for
this product, then place rite; product oaln queue B3 20 (Supervised Release
1?rocece 806) else if all the information from step C4 (the Encryption
Proct;,s 811) of the Cotatent Processing Tools 155 is presextt. thm place
this product onto queue >C;efore {the Mecadata SC(s) Cr'eailon Process 807)
2S else flag the produel as needs the encryption keys and place this
product onto queue A2 (Products Awaiting ActioNlnfarmation Process 801 ),
else if the metadata provider requested a forced suriervised release, then
place the prcxluct onto queue g3 (Supervised Release Prtycess 8t16) 3a else
do nothing (keep the product on queue 81 (Manual Metadata Ettlry ('tocecs
H04)). B~: During step B3 (Supervised Release Process 806)) if this
operator is sending the product back to stag 13x (Manual Metadata Entry
Process 804), then place the ptoduet on queue $Z. else if this operator
released the product, then  



.~ 3 MAY 20a if ah the infortttation iiam step Cd (the Encryption Pracecs
811) of the Content Processing Tools 1S5 is present, then place this
product onto queue 1st~fat'e (the Metadata SC(s) G~eatiou Process) else
flag the prpduct as needs the encryptiaat keys and place this product onto
queue AZ (Products 5 Awaiting Actionllnfotmatioa 1'racess 801 ). else the
product remains on queue >33 (Supervised Rt;lease Prot:ess 806). Reform:
After step BeFore (the Metadata SC(s) Creation Process 8tf~, flag the
product Metadat$ has bean lsscked . if all the (produCtJquality level)
tuples have been packed, then 10 if the Content Provider(s)' 101
conftgttr$tiott specifies Quality Assure the SC(s), then place this product
onto queue A3 (tbe Final Quality Assurance process 813) else place this
product onto queue A4 (the Content Diapersemertt Process 8l4). else flag
the product as necda the Content 113 SC(a) and place this Product onto
queue A2 (Products Awaiting A.ctionllnfa~rmation Process 8t) 1 ). i5 CI:
After step C1 (the Waterrnarkiag Prods 80R), if the rnetadata zteeded for
Step CZ (the PreproGe.~yittg and Compr~sioa Process 8U9) is present. then
create an entry far each (rroductlquality level) tupte and place them onto
queue C2, else flag the product as needs the metadata far
Pre.proeessinglCampr~sitm and place this product antU Z<) queue A2
(Products Awaiting Actiorr/Informatiort Process 8(l1 ). CZ: After step C2
{the FreprpCessing and Compression Proce;,s 809), if the Content
Provider(s)' 101 configuration specifies Content Quality Control PrOCC,SS
810 , then place this (productlquality level) tuple onto queue C3 (the
Content Quality Control Process 810), else place this (ptoductlquafity
level) tuple onto queue C4 (the Encryption Process 811 ). 25 C3: ~ After
step C3 (the Content t~uality Control Prods 8I0), then place thiF
(productlquality level) tuple auto queue C4 (the hacryptioa process 811).
C4: Ai,3er step C4 (the Encryption Process 811)) provide the needed
information (i.e., the Syrrunetric Koy 623 generated by the ProCegs atad
tired to encipher the Content 113) to the Metadata Assimilation and >~ntry
Too! 161. 30 if al! the metadata that's required for the Contertl SC(s) 630
is present, them place this (productlquality level) tuple onto queue CS
(the Content SC(s) Creation Pra:ess 812), else flag tht product es needs
the meiadata for Content SC(s) 630 1'acklng and place this (productlqu8lity
level) tuple onto A2 (Products Awaiting Actionllnformatiaa Process 801).
CS. After step CS {the Content SC(s) Creation Fracess 812)) 



35 flag t>7~e quality level the Cantttit 113 at this quality level has been
packed . if all tht (praduCtlqualtty level) tuples have 6eea p8cked) then
~ ~ MAY 2ao~ 71 if the product is flagged Metadata hag beea~ packed , rhea
if the Content Provtder(s)' 101 configuration specifics Quality Assure the
SC(s), then place this product onto queue A3 (the Final Quality Assurance
Process 813) else place this product onto queue A4 (the Content
Di9persemeat Process 814) 5 else flag the product as needs the Metadata
SC(s) 620 attd place this product ontp queue Az (products Awaiting
Action/lnfotmation process 80 i ). else (a11 the (productlquality level)
tuples have not been necked) do nothing (another (productlquality level)
tuple triggers an action). i 0 C. h~etadats Assimilation atnd Entry Tool
Metadata consists of the data describing the Conteot 113 for example in
music, title of the recording, artist. author/composer, producer and length
of recording. The following description is based uixxa Content 113 being
music but it should be understood by those skillod in the an that other
contt=nt types e.g., video, programs, multimedia, movies, and equivalent,
are within the true scope attd meaning of the presets invention. 15 This
Subsystem brings together the data the Content Providers) 1hI provides to
the Electronic Digital Content Stores) 103 to help promote the sale of the
product {e.g., for music, sample clips by this artist, history of this
artist, list pf albums an which this recording appears) genres associated
with this artist aadlor product), the date the Content Providers) 10l
provides to the End-Users) with the puret~asad product (e,g., artist,
producer, album cover) track length), and the different purchase options
{the CJsage Cpceditions S 17) the Contcat Providers) 20 l01 wants to over
the End-User(s). T6e data is packaged iu~to a Metadata SC(s) 620 and made
available to the Electronic Digital Contest Stores) l03. To aCCOmpli9h
this, the following tools are provided: Autotntitic Metadata Acquisition
Toa1 Manual Metadata Entry Tool Usage Conditions Tool 2S - Supervised
Release Tool These tads enable Content frtwider(s) ! Ol to implement the
prc>ca9eas d~cribc~ abase for Wark Flow Manager l54. Tools described here
are a toplkit based on Java in the preferred embt~dtment but other
pro$rammirig languages such as CIC++, Assembler and equivalent tan be used.
30 1, Automatic Metadata Acquisition Tool   .1 ~ MAY 2oaa The Automatic
Metadata Acquisition Tool provides a user the ability to implement the
Automatic Me~adata Acquisition ProeCS3 803 de8oribed above. The Autaanatic
Metadata Acquisition Teal is used to access the Database 160 of the Content
Providers) i01 and to retrieve as much data as possible without operator
assistance. ConCguratiob methods are available to automate this process.
The Contort 1'rovider(s) 101 can tailor tile default $ metadata template to
identify the types of data this Cotlteat Pravider(s) 101 wants to provide
to End- Users) (e.g , composer, producer, sidemen, track length) and the
types of pt~notional data the Content Providers) I01 provides to the
Electronic Digital trQntellt Stores) 103 (e.g., fur a music example, sample
Clips by this artist, a history of this artist, the list of albums on which
this recording appears, genres associated with this artist). The default
metadata template includes data fields which are required by the End-User
Devices) 109, data fields whieil can be 10 optionally provided to the
End-User Devices) 109 and a sample set ofdata fieldq, targeted to the
Electronic bigital Cozxteat Stares) t43) that promote the artist, album,
and/or single. To extract the template data ;Gelds from the Database 160 of
the Content Providers) l01 the Automatic Metadata Aequisitioa Tool uses a
fable that maps the type of data (e.g., composer, producer, a biography of
the artist) to the location within the database where the data can be
found. Each of the Content 1'rovider(s) 101 help l5 specify that mapping
table for their etyvironrttent. The Automatic Metadata Acquisition Tool
uses a metadata template of tlye Content frovider(s) 10l and mappia$ table
to acquire whatever data is available from the Databases l60 of the Contcot
Providers) 101. 'rhe status of C2ch product is updated with the result of
the Automatic Metadata Acquisition Process 803. A product which is missing
any required data is queued for Manual Metadata Entry Process 804,
otherwise ii is available for 20 packing into a Metadata SC(s) 620. z.
Manual Metadata Entry Toot 



The Manual Metadata Entry Tool provides a user the ability to implement the
Manual Mexadata Evtry Process 804 described above. The Manual Metadata
Entry Tool allows any property authorized operator to provide 2~ the
missing data. If the operator determines that the tnis,Qiug data is
unavailable, the operator can attach a comment to the product and request
supervised release. The Content Provlder(s) 101 may require, far quality
assurance reasons, that the product undergo supervised release. Once all
the required data is present) and if supervised release has not been
requested, then the product is available for packing into a Metadata SC(s)
620. 30 3 Usage Conditions reel Tlae Usage Coixditioas Tool provides a uset
the ability to implement the Usage Conditions Proce,9s $0~ desctibed above.
Trtte process of o~'eriug Content 113 for sale or rent (limited use)) using
electronic d~ivery, involves a serle5 of business decisions. The Content
Providers) l01 decides at which compression tevel(s) the Cdateot t t3 is
trade available, Then for each compressed encoded version of the Contertt 1
i3, otte or more usage 35 conditions are specified. Each usage condition
defines the rights of the Ead-User(s), and any restrictions on the Bad.
User(s), with regard to the use of the Coiatent 113.   ~ ~ t~~~r Zao~ 73 As
part of Content Processittg Tools 155) a set of usage conditions
(End-Users) rights and reetrictions) is attached t4 the product. A usage
condition defines: 1, the compression encoded version of the Content 113 to
which this usage condition applies. 2. the type of user covered by this
usage Condition {e.g., business, private consumer) 3_ whether this ucage
eondilion allowc for the purchase or the rental of the Content I 13. For a
rental transaclioo:  the measurement unit which is used to limit the term
of the rental {e.g., days, plays).  the number of the above ututs after
which the Gontent 113 will no longer play. for a purchase transaction: the
nurttber of playable copies the End-Users) is allowed to make. onto what
kinds of media can helshe make those copies (c.g., Cb-Recordable (GD-R))
Minitaisc) Personal Computer). 4. the period of Lime during which the
purchaselreatal transaction is allowed to occur (i.e., en End-Users) can
purchaselreat under the terms of this us8ge condition only aRec tht
beginning availability date a,~,d before the last date of availability). S.
the countries from which sn End-Users) can transact this purchase (oc
rental). . 6. the price of the purchaselrental transaction under this usage
eoddition 7. the watermarking parameters. 8. the types of events which
reqttlre noiifiCatipu of tBe Clearingtxouse(s) 1 d5. An Example of a Set of
Usage Conditions The Content Providers) l01 may decide to test the North
American market's acceptance w the re-release of the children's song by a
populac children's vocalist daring the fourth quarter L997. The test well
make the song available in two different compression eat:oding vcrs~ons:
394Kbps and 56Kb~rs. The 384Kbrs version can be bought (and one Copy made
onto MiniDisG) or rented (for two weeks), while the 561Cbps version can
only be bougrtt (and no copies made). The watermarking instructions is the
same far any purchaselrental, and the Gantent Providet(s) 101 wenls the
Clearinghowse(s) t05 to rpunt every copy made. Tbis would create Usage
Conditions as fellows: sa a Condition 1 



UU9a a Condition 2Usa a Condition 3compressed encoded version_ 384Ktips
-384Kbs56Kbpsa of user'vale cansurner'vote consumerrivate consumert of
transactionchasecentalavailability dates_ t Oct 1997 - 3 II Dec 1997_ 1
Clct 1997 - 31 Dac 1997Z Oet ! 997 - 31 sec 1997   '~ ~ MAY ~~0~ 74 5 10 15
zo Usa a Condition 1Usa a Condition 2Usa a Condition 3compressed encoded
version3841Cbps384Kbs56Kbpsa of userrivate consumerrivate consumerrivate
consumeroftrat~sactionurcbaserentalurchaseavailability date$ ~1 Oct 1997 -
31 Dec 199'7I Oct 1997 - 31 Dec 199'71 Oct 1997 - 31 Dec 1997countriesUSA
and CanadaUSA anal Canadat,ISA and Canadawatermarlunstd,std,std.not ' g
eventsco actionnonenonenumber of co ies100onto what mediaMiniDiscnot a
licablenot a iicableterm of rentalnot a licablcI4 da snot a livable'eePrice
1price 2Price 3countriesUSA and CanadaUSA and CanadaUSA and
Canadawatermarkinstd.std.std.notl 'u eventsco actionnonenonenumber of co
ies1UUonto what mediaMiniDiscnot a tic;ablenot a lieableterm of rentalnut a
livable14 da snot a livablericePrice 1Price 2Price 3 4. Parts o:F the
Metadata SC(s) 62U Below are some of the kinds of data that the Metadata
Assimilation and Entry Too! 161 gathers for intausicxt into the Meladata
SC(s) 624. A,ti attempt has heart made to soup the data into SC(s) parts
iry function and destination. product ID(src:content provider;](dent:
tverybddy;]lieCasor label company[dent: EMS; end-user;]licensee label
Company[dent; EMS; ~d-user;]source (publisher) of this object (subiicensee
labci company)[deqt: everybody;]type of object (i.e., a single object or an
foray of objects)object TD[dear: everybody;)lntert~,ational Standard
Recording Code (1SRG)Lntemational Standard Music Number (1SMN) usage
conditions (arc: content provider; lest; EMS) eod-user, Clearinghouses)
1U5) purchased usage conditions (8rc: EMS; dent: end~ttser,
Clearinglzouse(s) 105) the set of usage conditions (consumer restrieliona
rind rights) for the use of the abject (sound recording) an individual
entry in the array of usage conditions the compression encoded version of
the Content 113 to which this usage condition applies   



,13 MAY Zoo3 ~s whether this usage colndttion allows for the purchase or
the rental of the Content 113 for a renal txansactian: the measurement unit
which is used to limit the term of the rental (e.g.) days, plays). the
number of the above units afar which the t.".arttent l 13 will no longer
play. $ far a purehase transaction: the number of playable copies the
End-Ucer(s) is allowed to make. onto what kinds of media can (s)he make
those eopie_s (e.g.. CD.Recordable (C.R), Miaidisc, personal computer). the
period of lime during which the purchaseJrental transaction is allowed to
occur (i.e., an 10 ~od.User(s) can purchaseJrent under the terms of this
usage condition o~ after the beginning availability date and before the
last date of avai lability) a pointer to the countries from which an
Ead-User(5) can tran~s2~ct this purchase (or rental) the price of the
purettaseJrental transaction under this usage condition a pointer to the
encrypted watermarking instructions and parameters 15 a pointer to the
typea of events which require notification of tile Clearinghouses) Id5
purchase data (encrypted; optional ua~Fa; src: EMS; dent: end-user,
Clearingltause(s) 105) purchase date purchase price 20 bill to name attd
addresfi caasumer tiarrte and address country of the consumer (best guess)
metadata 1 (src: content provider; dent: EMS, cad-user) 25 an array of t
ctrpyright information for the composition for the sound recording title of
snag 3p principal artists) f a painter to 1 the artwork (e.g.) album
cover); the format of tha artwork (e.g., CIF, JPEG);   17 r.T-5r o-V V l
.13 MAY 243 optional info: an array of additional informatiau ( 



composer 5 publisher producer sideme8 date of recording date of release i 0
lyrics track name (descriptic>n) I tr2ck length list of albums on which
thts ru:arding appears genres) l 15 metadata 2(src: content provider; dent:
EMS) an array of structures, each repreceatlng different quality levels of
the same Sound recording { the sound recording; the quality level ofthc
sound recording; zo the size (in bytes) of the (probably Compressed) soupd
reCdrding; 1 metadata 3 (sre: content provider; dest: EMS, end-user)
aptiotaal iao: 2S promotional material: a painter to artist promotion
material ~ a LlltL to the artist's web site; background descriptions) of
the artist(s); 30 artist-related itttcrviews (slang with format of the
interview (e.g., text, audio, video)); reviews (along with farmer of the
reviews (e.g., lext, audio, videcy)); sample clips (and its format and
compression level); recent and upcoming concertslappearanceslevents - their
dates and locations; 35 ? a painter to albttm promotion material   13 MAY
2oa~ sample clip (and its format and compression level); background
descriptions) of the producer, andlor the composer) and/or the
movielpley/cast, aadlor the snaking of the album, etC.; non-artist-related
intervieuvs (alodg with format of the interview (e.g.) text, audio,
video)); reviews (along with format of the reviews (e.g., text, audio,
video)); genre(s); qi~agie promotions: 10 sample clip (and its format and
camprc,~siar~ level) 



background descriptioa,(s) of the producer, andlor the composer) and/or the
movielplaylcsst, andlor the malcin~ of the single, etc. reviews (along with
format of the reviews (e.g., text, audio) video)) ~ 5 5. Supervised Release
Toal Supervised Release Tool provides a user the ability to implement the
Supervised Release Process 806 described above. An individual dceignated by
the Content Providers) 101 as having supervised release atttlaoCity, may
call up a product awaiting supervised release (i.e.) a product on the queue
of the Supervised Release Process 806), Gxamine its tronterns 113 and ita
accompanying comments) and either 2~ approve its Contents 113 and release
the product for packing into a Metadata SC(s) 620, or make any necessary
correction. and release the product for packing iota a Metadara SC(s) 620
or add a eornrrtest specifying the carreetive action to take and resubmit
sloe product to the M8nus1 Metadata Entry Process 704 In another
embodiment, after the creatio~a of the SC(s), there i5 another optional
quality assurarxce sttp 25 where the Content L 13 of the SC(s) can be
opened and examined for campletentss and accuracy, and, at that time) final
approval can be given or denied for the product's release to the retail
channel. b, Caatent Proceesittg 'l;'oole   'I 3 MAY Q003 The t".~ateut
Processing Tools 155 is actually a collection of software tools which are
used to process the digital eon~tent file to create watermarked, encoded,
and encrypted copies of the content. "ihe tools makes use of industry
standard digital content processing tools to allow pluggable replat.ctttent
of waterrnarkittg, encoding and encryption technologies as they evolve. If
the selected industry tool can be laadad via a carrttnand line system call
S interface and passed parameters or provides a toolkit wherein
fitttCtiotls can be called via a DGL inttxface, the ccmtent processing can
be autamatCd to same degree. A front end application to each tool queries
the appropriate queue in the Content Processing Tools 15S far the next
available job, retrieves the required files and parameters and then loads
the industry standard content processing tool to perform lhc required
function. Upon completion of the task, manual update to the queue may be
required if the tool dace net report terrntnating s~tua. 10 A generic
version of the Content Processing Tools l55 Is described, but customizarion
is possible. The Content Processing Tools 155 can be wrUten in Java) CIC*+
or any equivalent software. T'he Content Procecaing Tools l55 can be
delivered by any computer readable rneanc metudiog diskettes, CI~S or via a
Web site. WatErmsrking Ta01 l~ Tb,e Walermarkiag Tool provides a user the
ability uy implement the Watermarking Proc~"~ $()$ as deccrlbed above.
Tlals tool applies copyright information of the Conten~ 113 owntr to the
sang file using audio Watermarking technology. The actual irtformalioa to
be written oul is determined by the Coateut Providers) 101 and the specific
watermarking technology selected. This information is available to the
fra~at errd Watermarking Tool so that it can properly pass this information
to the watermarking function. This imposes a synchronization 20 requirement
on the Metadata A.ssimilatiou and l~atry Tool 16t to assure that it has
acquired this iafortxaation prior to, for example, allowing the song's
audio file to be processed. This snag will not be available for audio
processing until the watermarking inforn~atian has been obtainrd. The
watermark is applied as the first step in audio processing since it
is-camrrtan to ail ea~codings of the sang created. As long as the
walertrtark can survive the encoding technology) the watermarking process
used aaly 2$ occur once per sang. Varlouc watermarking technologies are
known and commercially available The $oat cod Watermarking Tool though is
capable of supporting a variety of industry Watermarking Tools. 2.
(reprocessing and Compression Tool 30 The Preprocessing and tvampressipn
Toot prpvides a user the ability to implement the Preprocessing and
Cornpr~.wsion Process 809 as described above. Audio encoding involves two
processes >racading is basically the application of a lossy compresgioa
algtuirhm against, for a music content example, a PCM audio stream. The
encoder can usually be tuned to gerterale various playback bit stream tales
based on the level of audio quality required. Higher quality results in
larger file sizes and since the file sizes can become quite large fur high
quality 35 Cadteot 113) download times for hid quality Content i 13 can
became lengthy and sometimes prohibitive on gr8naara zs,soo b~ tnoden~.  



13 MAY Z03 79 The Content Providers) 101 tray, therefore, choose to offer a
variety of digital co~atent qualities for download to appease both the
impatient and law bandwidth Customers who don t weal to wait hours for a
download and the audiophile or high bandwidth customers who either only
buys high quality t_",antextt 113 or has a higher speed Connection. 5
Compression algorithms vary itt their techniques to generate kower bit rare
reproductions of Content L 13. The tecbtxiques vary bath by algorithm (i e,
MPEG, AC3, ATRAC) and by levels of compression. To achieve higher levels of
compression, typically the data is re-sampled at lower sampling rates prior
to being delivered to the compression algorithm. To allow for more
efficient compression witEx less loss of fidelity ar to prevent drastic
dropout of same frequency ranges, tl~e digital content may sometimes
require adjustments to equalization levels of 10 certain froqueuCies or
adjustments to the dynamics of the recocdi>ug. The content preprocessing
requirements ace directly related to the Compression algorithm and the
levtl of compression required.' In some cases, the style of Content 113
(e.g. musical genre) call be successfully used as a base for determining
preprocessing requirements since songs from the same genre typieahy have
similar dynamics. With some compression toots, these preproCessittg
functions are part of the encoding process. With others) the desired
prepr4Cessing is performed prior 15 to the compression. Besides the
downlaadable audio $le for sale, eaClt song also has a Low Iiit Rate (LB>Z)
encoded clip to allow the soCtg to be sampled via a LRR streaming protocol.
This L.SR encoding is also the responsibility of the Content Processing
Tools 155. This clip is eittxer provided by the Content Pravider(s) 101 as
a separate fGM file or as parameters ofoffset and Length. As with
watermarlting, it is hoped that the encoding tools can be loaded via a DLL
or command tint system call interface and passed a11 the required
parameters for preprocessing arid compression. The front end Encoding Tool
may have a synchronization requiretrtm,t with the Metadata Assimilation and
Entry Tool 161, for example if the content is music, and if it is
determined that the saog's genre is acquired from the Database 16U of the
Gvatent Providers) prior to performing any audio prc~cocessittg. This
depends an the encoding toots selected and haw 25 indeterminate the genre
for the song ie. If the Caattnt Providers) 101 varies the choice of
c>acoded quality levels per song) this infbrmation is also be providod
prior to the encoding Step and agree wish the meladata being generated by
the Metadata Assimilation and >~n~tt'y Tool l61. A variety of high quality
encoding algorithms at~d tools are known today. The front end Encoding
'fool though is capable of supporting a variety of industry encoding tools.
30 Turning now to FIG. 12 is shown a flow diagram of one embodimeac for the
Automatic Metadata A.Cquisitian Tool of FIG. $ according to the present
invention. The process starts with reading an identifier from the media the
Content Providers) 101 is examining, Ooe example of Conleclt i11 an audio
C~ t~t'tbodiment, Ln an audio CD embodiment, t4o following codes may bC
available Universal Price Code ('LffG), Internaliootil Standard Recording
Code (ISRC), Iaternatioatal Standard Music Number (ISMN). This identifier
is read in the appropriate ~ S player for the content) for example an audio
CD Player for audio CD, DVD player for DVD movie, DAT recordex for DAT
recording and equivalent) step I201. Next this Identifier is used to index
a Database 16Q for the t,".oateut   13 MAY z~~3 so providers) 101, step
I202, Some or all of the iafarmation required by the Work Flow Manager
Frace'.cs as descrlhed is F'IG. B is retrieved in batabase 160 and any
other related sources, step 1203. This information can include the Codte:lt
113 atxd the metadata related to it. In step 1204, the additional
iufatnaGam retrieved is used to start the Work Flow Manager 1S4 for
creating electraatie Content 1I3. It shcruld be understood, that several 5
selections of media, such as several audio CDS, ca~a be queued up so as to
enable the Automatic Mecadaca Acquisition Tool to create a series of
Content 113 for electronic distributiaa. For example) all the Content 113
could be created 8~om a series of CDS ar even selected tracks from one or
more CDS axarnined by the C.aatent hrovider(s) 101. In an alternate
embodiment, the preprocessing parameters can be retrieve from the Database
l60 of the ] 0 Content Pravider(s) automatically. Referring now to FIG. 13
is a flow diagram of a method to automatically set the Preprocessing and
Gompre<caion parameters of the T'reproce.~.cing and Campr~sian Tool of F1G.
8 according tc~ the pre~aent i,nveation. In this embodiment, the Content
l13 is music. In step 1301, music (Conteflt 113) ~s selected to be encoded
in Content Prac~sing Tools 155. The genre of the music selected is
determined, step l302. This can be cxytered manually ar by using other mesa
data available, such as the additional data retrieved from the 15 proetaa
described in FIG_ lz. The audio ctxnpression levtl and audicy Gc~mpression
B.Igorithms selected are than examined, step t303. Next, a lopkup is made
by genre) compression seuings and compression aigoritlrms of what
eompressioa parameters should be used in the Preprocessing and CompresRion
Process 809, l 304. 3. Contest Quality t;ontral Tool 20 The Cduteut Quality
Control 'foot provides a user the ability to implement the Content Quality
Gontrot Process 8 i 0 as described above. This is an optional Content
ProCtssing Tooi axed provides alt opportutaity for a quality eoattol
technician to review the encoded and watermarked content files and gpprove
or reject the contest files based an quality judgmexlts. He can rr~ncode
the cd~teat making manual preprocessing adjustments until the quality is
adequate or cats flag the song for reprocessing and attach a note
describing the problCtit. 23 This process step can. be configured by tire
Content Prpvlda(s) 101 as an optional ar required step of the content
processing work flow. An additiortel optional Final Quality A,~urance
t'roeess 813 step is provided after packaging of ail the $C(s) for this
content (e.g. each SC(s) for songs on a CD) at which time the quality of
the cantettt enCOding can be tested but catching a ptoblem early prior to
encryption and packaging allows for mare efFCClent content processing. It
is, therefore, highly desirable that the content quality be assured at this
step as 34 opposed to waiting until ~taal completion of a11 processing. 4.
Encryption Tooi   13 MAY i.003 81 



The Encryption Tool provides a user the ability to implement the Encryption
Process 811 a9 described above. Content encryption is the final &tep of the
Content Processing Tpols 1 S5. Each of the versions of the Cotatent that
were created by the Encoding Tool is now encrypted. The encryption tool is
a fitnctio~o of the $C(s) Packer. The SC(s) Packer is called to eccrypt the
song cad returns the generated encryption key used- This kty is $ Inter
passed into the SC(s) Packer for use in creation of the Metadata SC(s) 620.
E. Content SC(s) Cregtion Tool Once all ttaetadata has been gathered the
Content SC(s) Creation Tool groups the metadata into categories based on
their intended use. These groups of metadata are written into files to be
passed in to the SC(s) Packer I 0 Tool as Metadata parts for the Iuletadata
SC(s) b20. Each part (file) has unique processing requircrrtesats. Once the
associated songs have been processed and encrypted and the target
destination (LJRC. of Content Hosting Sites) 111) has been determined, the
Content SC(s) 630 for the Content 113 are re2~dy to be created. The Content
113 whicb~ havo completed processing and have met a11 the requirements
described above, are queued for packing in the packet queue of the Wortc
k'low Manager 154. 15 The Content SC(s) Creation Tool now retrieves all the
required files creatod by the previous steps of the l~etadata Assimilation
and Eptry Tool 16l and calis the SC(s) Packer functions to create the
lvletadata SC(s) 620 and Content SC(s) 630. This prcxes.~ creates a siaglt
Metadata SC(s) 620 and multiple Content SC(s) 630 for each song. For
example, if tine Content is music) each of the audio files Created during
audio praeeseiag For the various (duality levels of the full song is packed
iota separate Content SC(s) 63t). The audio file created for the sample
clip 20 is pas<ced as a metadata file to be included in the Metadata SC(s)
62U. !F. Final Qusllty Assurance Tool The Final Quality Assurance Taol
pravidc5 a user the ability to implement the Final Quality Assurance
ftacess 813 as described above. Once all the SC(s) have bean built for a
content tile) the content is available for a 25 final quality assurance
chock. Qualify assurance can be performed at various stages of the Content
113 preparation ~troc~s. The Content Provider(g) l01 can choose ~a perform
quality afisurance as each major stay is Completed to prevent excessive
rework later or may Choose to wait until a11 audio preparation processes
are complete and perform quality assurance on everything at once. if the
latter is chosen, quality assurance is performed at this point upon
completion of the creation of the SC(s)_ This tool allows each SC(s) for
the song to be opened, 30 examined, and the audio played. Any problem
discovered, even minor text Chatages requires that the SC(s) be rebuilt due
to internal security features of SC(s). To avoid u~ecessary rerproCesciag
time, it is highly recatnrrteaded that the interim quality assurance steps
be utilized to assure accuracy of the metadata and that this specific
quality assurance step be reserved fa validating appropriate moss
references between the SC(s) associated with this song. If problems are 35
found, the assure can enter a ptobldn description to be attached to the
sang and have it re-queued to the appropriate processing queue for
reprocessing. State s is updated appropriately inn the 'Work Flow Manager
154 to   1 ~ MAY 2003 gz indicate the statue pf all related compoo~ettts of
tJ~e song. If no problems are discovered) the Content 113 ie marked or
flagged as ready for release. C. Content Iblspersemeat Too>I 5 The Content
Diapersement Tool provides x user the ability to implement the Content
Dispersemerlt Process 814 as described above, aacc the Content 113 has been
approved for release, the SC(s) for the Gon~te~t l t3 are placed is the
queue of the Cotttetat x7ispersement Process. The Content Dispersement
'fool mcnaitors the queue and performs immodiate traasfer of the SC(s)
files pr batch transfer of a group of SC(s) files based on the
configuration seuings provided by the Content Provide{v) 141. The Content
Providers) 1 ()1 can also optionally configure the Content DiSpersement
Toll to automatically hold all SC(s) in this queue until they are manually
flagged for release. Th(s allows the Content Providers) t 0! to prepare
content in advance of their scheduled release date and hold them until they
wish to release them e.g., a ne.N song) movie or game. The SC(s) can also
control access to C~ontertt 113 based on a defined release date so there is
no requirement for the trrnxtent Prpvider(s) 10t to actually hold up
delivery of the SC(s) but this manual release pistin can still be egad for
this purpose tie used to manage 15 network bandwidth required to tran.afer
these large files. When flagged far release, the Canteal SC(s) 630 for the
Content 113 arc transferred via FTP to the des(gnated Content Hosting
Sitc(s) 1 I 1. The Metadate SC.(s) 62l) is transferred via FTP to the
Content Promotions Web Site 156. Here the SC(s) are staged to a new
Corxtent 113 directory until they can be proc~setl and integrated into the
Content Promotions Web Sitc 156. ' 20 FIG. 17 is a flow diagram of an
alternate embodiment to automatically retrieve additional information for
the Automatic Metad,ata Acquisition Tool of k''IG. 8 according to the
present invention. The process is sinular for that desctibed iwa )FIG. 8
above. However, the quality checks of Supervised Release 8p6 and Content
Quality Control 809 are combined into one quality Ct~eclc called Quality
Control L 704. Perforntiag quality checks prior to Metadata SC Creation 807
and Caatent SG Creation $12, 1'erfurming quality check prior to SG
creation, 2.5 eliminates the steps of unpacking the Cc~ataat 113 atld the
associated Metadata SC(s) b20, Tt~ addition, in this ~nbodiment) the queue
of Products Awaiting ActiooJlaformatian $Ol have been elimitlated. The jobs
are placed do the specific process queues depending on what action is being
requested. For example, if the job requires Ma>zuat Metadata) i.e.
additional Metadata to be entered) the job is place on the Manual Mexadata
entry queue. Also the Autath2ttic Metadata Acquisition B03 has boon merged
with New Cootertl Request to occur up liont prior 30 to the Metadata
Assimilation and lrntry Taol t61 and the Content Processing Too! l55.
Finally, it is important to poitxt out that the Usage Conditions 8l?4 are
entered both at the Automatic Metadata Acquisition 803 and during the
Manual Metadate Entry 803. Since, many of the usage conditions ran be
sutomatirally filled-is during the Automatic Metadata Acquisition 803
stele. )EI. Costeut )promotions Web Site    L1L7~71J~V V j 13 MAY 203 



s~ To mast effectively disperse infortttation on what the Content
Providers) 101 is tttaking available far sale via digital download) and to
got the necessary files to the Electronic Digital tent Stores) 103 to
enable it to make this Content i 13 available far dowpload to its
ettstomers, each Contcz~t Providers) 141 should have a secure web rile
housing this information. This is similar to the method used today by some
Contest Providers) t01 to 5 make promationtal coolant available to their
retailers and others with a need for this iofionmatian. In the case whore
this type of service already exists, an additional section eazt be added to
the web site whtre Eloctronie Digital trpntent Stares) 103 can go to see a
list of the content available far sale via download. Thc: Content
Providers) 1 U1 haR complete control over the devign and layout of this
site tyr can choose to use a turnkey web server sotatiora provided as pan
of the toolkit far Secure Digital Content Electronic Distribution 14 System
104. Ta ltttplement their own design far this service, the Content
Pravider(s) 101 need only provide links to the Metadata SC{s) 620 for
Electroaie Digital Content Stores) 103 who access their qite. This is
accomplished using the toolkit for the Secure >7igital Content Electronic
Distribution System 1U0. The selection prpGess and what infomtation is
shown is cht discretion ofthe Content Providers) 101. Metadata SC(s) 620
received into a new content directory via 1"I'P from the Contest
Disperserrtertt Tool is 15 processed by t>xe Content Promotions Web Site
156. These catataizters can be opened with tl~e SC(s) Previtw Toe! to
display or extract information from the container. This i~uformation can
then be used to update I~fML Web pages and/or add i~aformation to a
searchable database maintained by this service. The SC(s) Preview Tool is
actually a subset of the Cortlest Acquisition, Tool used by the Electronic
Digital Content Stores) 103 to opera and process l~etadata SC(s) 620. See
the Content Acquisition Tool section for rrtore details. The Ivietadata
SC(s) 620 20 fit a should then be moved to a permanent directory maintained
by the Coolant Promotions Web Site 156. Once the Metadata SC(s) 620 has
been integrated into the Content Promotions Web Site 156, its availability
is publicized. The Castest Providers) 101 can send a notification to all
subscribing Lleetranie Digital Contest Stores) 103 as each nc~ur Meladata
SC(s) 620 is added to the site or cal: perform a single notification daily
(or any defined periodicity) of a11 Metadata SC(s) 620 added that day (or
period). This notification is performed via a 25 staodgrd I-fT'fp exchange
with the Elcctrotlic Qigital Content Stores) 103 Web Server by sending a
defined CGI string containing parameters referencing the Metadata SC(s) 62U
added. This message is handled by the Notification Interface Module of tht
Electronic Digital Content Stores) 103 which is described later. I. COntCnt
Hosting 30 'r'he Entertainment Industry produces thousezads of etattest
tiller, such as CDS) movies and games every year, adding to the tens of
thousands of contest titles that are currently available. The Secure
Digital Content t;lxlronic Distribution System 100 is designed to suppan
all of the content titles available in stores today. The ntunbers of
content titles that the Secure Digital Content Electronic Distribution
System 100 racy eveuluahy download to cuetarners m a daily basis is irx the
thousands ar tens of thousands. Far a large number of 3 $ titles, this
requirGS a large amount of bandwidth. ' The computer disk space and
bandwidth needs call fac a   V Ir7~7V~VV7 .13 MAY 2003 distributed,
scalable implemebtatioa with multiple Content Hosting Sites) 111. The
system also supports customers a11 o~e~ the world, Thls requires overseas
sites to speed delivery to the global customers. Content hosUnS on the
Secure Digital Content Electronic Distribution System 100 is designed to
allow the Content providers) 101. to either host tbtir own Content I 13 or
share a common facility or a sec of facilities. 5 Coatenl boating oa the
Secure T3igital Content El4etroniC Distribution System 100 consists of
mutUlple Content Hosting Sites) I 11 that collectively contain all of the
Cantdat 1 l3 offered by the Secure lbigital Ca~dtent Eloceronic
Distribution Systetrt 100 and several Secondary Content Sites (not shown)
that contain the current hot hits offerod by the Content Providers) 10L.
The numbs of Content Hosting Sites) I 1 I changes depeadiag on the ztumber
of lJnd-Users) using the system. 'Y'ht Secondary Content sites host a
limated number of songs, but they 1 d will represent a large percentage of
the bandwidth used on the system. The secondary sites are brought on line
as the volume on the primary sins increases to the point of maximum
capacity. The secondary sites can be located close to Network Access faints
(NAPS) which helps speed up download limes. Thty may also be placed in
different geogaphic areas around We world to spied up download times.
Should the Gonteat Providers) 141 choose to host a11 of their Content 113
in their own system, they can act 15 as a single Content Hosting Site I1 t
with or without additional Senondary Content Sites. This allows them to
build their own scalable distributed system, In another embodiment,
Llectronic Digital Content Stores) 103 Can also act as Coriteat Hosting
Sites) l I 1 for certain Content 113. This embodiment requires a spaniel
financial agreement between the Electronic Digital Contest Scores) 103 and
the Content Prdvider(s) 101. z0 I . Content Hosting Sites Content 113 is
added to the Content Hosting Sites) 1 I t via FTP or HTTP by tht Content
Disburseante~nt Toot described in the Contest Providers) Section of this
specification or via offline rrteans such as content dtlivay on tape, CD
1>`,otn, fiaRh, or other compute rtadable media. Th>< Metadata SC(s) 620
created by tht Content Providers) 101 ccxtcain a field that indicates the
f.JItL locating the Contta.t SC(s) 630 far this Contort 11.3. This 25
lJltI, corrtspouds to a Catent ~Iostiug Sites) I 11. Electronic Digital
Contort Stores) 103 can override this URL if allowed by the Content
Pravider(s) I01 in the Offer SC{s) 641. The End-User Devices) 1A9
communicates to this Content Hosting Sites) 111 when it wants to download
the Content 5C(s) 630. The End-User Devices) 109 initiates the roquest for
a Content SC(s) 630 by sending tlae License SC(s) 660 to the Content
Hosting Sites) 1 L 1, This is the game License SG(s) 6d0 returned by the
Clearittghouse(s) 105. The Digital Signature of the License SC(s) 660 can
be verified to determittt if it is a valid License SC(s) 660. If it is a
valid Liecstse SC{s) 660 either the download is initiated) or the download
request may be redirected to another 



Content Hosting Sites) 111. 2, Content Hosting Sike(s) 111 provided by the
Stcure Digital C,onteut Electronic rlistributiont System 100   ~ 3 M AY
Q003 For the Secure T.ligital Contdat Electronic Distribution System 100
the deciaiora of which site should be used to dowaload the Content 113 is
made by t>te prirtsary content site that received the initial request for a
Content $C(s) 630. This site uses the following it><formation to make tlus
decision:  Are there secondary contest sites that host the Cantesat 113
requested? (1'be majority of Coottnt 113 o~'ered 5 by the Secure Digital
Content Electronic Distribution System i QU is only located at primary
sites);  Where is the End-User Devices) 109 gepgaphicelly located? (This
information cen be obtained from the End-User Devices) 1 U9 when the
rtquest is initiated at the End-User beviCe(s) l09) tktis is pa~esed up to
the Clearinghouses) l05 in the Qrder SC(s) 650, is the appropriate
s~x:ondary sire ur and operational? (Sometimes the secondary riles rr,ay be
off-line); 10 ' What is the load of the secotldary sites? {In same cases
where a secondary cite is swamped with activity an~lhcr site that is Ices
busy may be :,clu;tcd. Bcfare transmiuing the Content SC(s) 63U to LhC
End-User Devices) 1U9, analysis and verifications arc perfornted on the
l:nd-User'c request. A database is kept of al! of the License SC IDs that
have beets used to download Content l 13. This database can be checked to
ensure Ihat the End-User Devipe(s) 109 only makes one 15 request far each
piece of C4ntent 1 l3 purchased. This prevents matiCious users from
repeatedly aces&sing the Content Hosting Sites) l I I in hopes of slowing
down the Content Hosting Sittxs) l I 1 and prevents unauthorized download
of the Content SC{5) 63U. The promotion and demotion of Content 113 to the
Secondary Content sites is done periodically based on customer demand for
the individual picees of Content 11:1. 20 Content H05Lin$ Router The
Content Haatiag Router (not sbowrt) resides in the Content Hosting Sites)
111 and receIvcs a11 requests from End-Users) wanting to download Content
113, it performs validati4n Checks on the End-tlser(s) request tc~ ensure
they indeed bought the Cantebt L 13. A database is tnaintainod ol~ the
status of the Secondary Consent Sites 25 that includes what Caateat 113 is
an them and their curreat status. This currtnt status includes the amount
of activity on the sites and whether a sire is down for maintenance. The
onty interface to the Content Hosting Routs is the License SC(s) 66t7 that
is seat by rtes End-User Devices) (p9 when Content 113 is required to be
downloaded. The License SC(s) 66U includes information t$at indicates the
user is allowed to download the Content 113. 30 Se~ondery Caotent Sites The
Secondary Content Sites (not shown) host the popular Content 113 of the
Secure Digital Cotlteat Distributiptt System lUU. Thtse sites are
geographically disposed across the world and are located hear Network
Access Points (NAPS) to improve download times. These saes are added to the
system as demand on the primary Content Hosting Sites) 111 nears maximum
capacity   ...,....r ~v ..vr as IX. ELECTROTrTIC D><GITA,~ CONTENT STQRE(S)



~ ~ ~~Y Zaa~ A" Overview - Support !pr Multiple Elettronlc Digital Coeteot
Stote(s) 103 Electronic Digital Content Stares) 1Q3 are essentially the
retailers- They are tl~e entities who market the S Contest 113 td be
distributed to the customer. For distribution of Content 1 l3) this would
include Digital Cpntent retailing Web Sites) bigital Content Retail Stores,
or any business who wishes to gel involved in marketing electronic Content
1 l3 to consumers. These businesses can market the sale of electronic
Content I l3 only or can choose to just add the sale of electronic goods to
whatever other m~xchandise they currently offer fcx calc. Introduction of
downlaadable electronic goods into the service offering of the Electronic
Digital Cantcnt Stores) t 0 103 is accomplished via a set of tools
developed for the Electronic Digital Contest Stores) 103 as pare of the
secure Digital (;ontent Electronic Distribution Sybtem 100. These tools are
used by the Electronic Digital Content Stores) L03 to; acquire the Matadors
SC(s) 620 packaged by the Coolant hrovfdcr(s) 1 p1 extract Content 113 from
these SC(s) to be used as input to building their service of~'ering 15
create Offer SC(s) 641 describing the doweloadable Content 113 they are
offering for sate  Dandle the acknowledgment of the sale and lttitiation of
the download by creating and seitditag Tratlsaction SC(s) 640 to the
End-User Devices) 109  manage a transactida log of sales of downloadabte
Cornent 113 and the status of each download handle status notifications and
transaction authentication requests 20  perform account reconciliation The
tools are designed to allow flexibility in how the Electronic Digital
Content Stores) 103 wishes to integrate sale of downloadable electronic
Content 113 into its service. The tools cart be used in such a way as to
request that all $nancial settltxttents for downloadable Content 113
purchasdd be handled by the Clearinghouses) 105 although this is not
required. These tools also enable Elactrattic Digital Cpntent Stores) 103
to completely 2$ servipe their customers and handle the ftpancial
transactions themselves, ineludiag prvvidiag promotions and special offers.
The tools enable the Electrc,nic bigital Content Stores) 103 to quickly
integrate the sale of d4waloadable Content l 13 into its existing services.
In addition, the Electronic Digital Content Stores) 103 is trot required to
host the dowaloadable Content 113 and does nol have to manage its
dispersement. Ttus function is performed by the Content Hosting Sites) 111
selected by the Content Providers) 10t. 30 The cools far the Electronic
l~i~tal Colorant Stofes(s) l03 are imiplemented in 3ava in the preferred
embodiment but other programming languages such as CIC++, Assembler and
equivalent cats be used. It should be understood that the tools described
below for the Etaetranic Digital Content Stores(s) i03 can fun ell 8
variety of bardware and aoflware platforms. 'fbe Electronic Digital
Contettt Stvres(s) 103 as a camplece system or as any of it's constitute
cornppneats rnay be distributed as an application program in a cotttputer
readable mediwtt 35 including but not limited to electronic distribution
such as the vveb ar oat floppy diskettes, CD ROM$ and rennovable hard disk
drives.   ~ 3 MAY 2Q03 87 1n another etnbodimeat, the corttpone>xts of the
Electronic bigital Co>atent Sto~ces(s) l03 ie part of a programmer's
software taaikit. This toolkit enables pradeEned interfaces to the
components of the generic Lleetronic Digital Coolant Sta~res(s) l03
components and tools discussed below. These predefined interlaces are in
thtr form of APls or Application Programming Intexfaces. A developer using
these APIs can implement any of the 5 functionality of the components from
a high level application pra~ram, By provtding AFIs to these cotrtpoaeats,
s programmer can quickly develop a custa~mized Electronic Digits! Content
Stores(s) 103 without the need to re-created these functions end resources
of any of these campoiaeuts. Electronic bigital Content Stores) 1U3 axe not
limited tv Web based service offerings. The tools provided are used by all
Electronic Digital Ctxatent Stores) 103 wishing to sell downloadable
eleetroaic Content l l3 10 regatdless of the tranatxtission infrastructure
ar delivery mode used to deliver thifi Content 113 to End-User(s).
Broadcast services offered over satellite and cable infrastructures also
use these same tools to 8cquirc, package) and track electronic Content l 13
gales. The presCntation of tler,,trot~ic merchandise for sale and the
method in which these offers are delivered to the End-Users) is the main
variant between the broadcast based service offering and the point-to-point
interactive web service type offering. 15 $, 1'otnt-to-Point )ufectroniC
Digital Gpntent aaistrlbution Service Point-to-Point primarily means a
one-to-0ne interactive service between the Electronic Digital Content
5tore(s) 103 and the End-User Devices) lU~. ThiS typically represents an
internal web based service prnvided via telephone or cable modem
coooectlan. Networks other than the Internet are supported in this model as
well, as 20 long as they conform to the Web ServerlGlient Browser model.
x'IG, 9 is a block diagram illustrating the major tools, Components and
processes of an Electronic Digital Content Stores) 103. lotegration
Requirements The Sexure Digital Content Electronic Distribution System 100
sot only creates new online businesses but 



z5  provides a xttcthod for exacting busincssts to integrate the sale of
dowalaadable electronic Content 113 tv their current inventory. The suite
of tonic provided to the Electronic Digital Content Stdre(s) 103 simplify
this integation effort. The Content Acquisition Tool 171 and SC(s) Packer
'fool i53 provides a method far the Electronic Digital Content Stores) 103
to acquire irafottnativn from the participating Coixlent Providers) 141 an
what they have available for sale and to create the files rewired to
referextee these dowriloadable objects as items in 30 their pum inventory.
'fills process is batch driven and can be Largely automated and is executed
only to integrate new Content 113 iota the site. The tools far the Secure
Digital Content 8fectronic Distribution have been designed to allow
intcgxatttxi of sale of electronic dowolaadable Contt 113 into typical
implementatiats of web based Electronic Digital Content Storo(s) 143 (i.e.
Cplurttbia House online) Music Houlevard) ~Tav~t) and tquivafent with
minima) change to their ~5 Gurreat Content 113 resgiliag paradigm. Several
methods of integration era possible and in the preferred embodiment) the
8lectranlc bigitel Content Staro(s) 103 provides suppoa'i for till produce
searches) previews)   .~ 3 MAY zoos g8 selections (shopplug cart), and
purchases. Each Electronic Digits! Content Slore(s) 103 establishes
customer loyalty with its customers and continues to offer its own
incentives and market its products as it does today. Lu the Secure Digital
Contest !~lectronic Distribution System 100, it would simply need to
indicate wlxieh products in its inventory are also available for electrvaic
download and allow its customers to select the electronic download 5 option
when making a purchase selection. Ln aaotber embodiment, the customer's
shopping cart could contain a mixture of ela;tronic (Content 1 ! 3) and
physical media selections. After the customer Checks out, arid the
El~troriic Digital Contest Stores) t 03 has completed the financial
seulement and lagged Or notified its Shipping and he~ndling funCtiot7S to
process the phyxical merchandise purchased, the commerce handlit'g
fulaciion of the Electronic Digital Content Stores) !03 then calls the
Transaction Processor Module l75 to haztdle all electronic 10 downloads, It
simply passes the required information and all processing from that paint
on is handled by the toolset far the Secure Digital Gonient LIeCtronic
Distribution System 1 t)(l. In another embodiment, other methad~ of
transavtion handling are also possible using tools far the Secure Digital
Content Electronic Distribution System l00 to handle the $nancia!
settletneat Should the Electronic Digital Contcxtt Stores) 103 wish to sell
dawnlaadable merchandise only or to Segregate the ftnanciel settlement of
physical and downloadable merehatxdise. 15 To handle the dovvaloading of
merchandise) the EleCtrox~ic Digital Content Stores) 103 is gives a PraduCt
ID (sat shown) for each downloadable product that it acquires from the
Content 1?romotions Weeb Site 156 for the t;ontealt Providers) 101. TJ~is
Product 1D is associated to a customer's purchase Selection to the
downloadabie product. The Product 1D is what the Eldctronic Digits! Content
Stores) 103 passes to the'Crsnsattion Processor Module 175 to identify the
product that the user has purcttased. The SC(s) (Offer SG(s) 641) that were
created to 20 describe the products, are rsolated from the Electronic
Digital Content Stores) 103 and kept in as Offer Database 181 in an effort
to simplify management o these objects and make their existence transparent
to the EloctroniC Digital Content Stores) 103. 'the Transaction Processor
Module ! 75 and other additional functions are provided as web server side
executables (i.e. CG1 azad NSAP1, ISAPt catlabte functions) or simply APIs
into a DLL or C ohject library. Th&se 25 functions handle run time ~
processing for End-Uset'(s) interactions and optional interactions with the
Ciearinghouse(s) 105. 'these functions interact with the web server's
canurterGe services to erdate and download to the End-User Devices) 109 the
files necessary to initiate the Content t l.3 dov~rtload process. They also
handle optional interactiou~s to provide authorizations end accept
notifications of completion of activities. An Accounting Recotaciliation
Tool Z 79 is also provided to assist the Electronic Digital t~nttttt
StOre(s) l 03 30 in Contacting the Clearirigbause(s) l05 to reconcile
accounts based as its own and the transaction logs of the Cleatinghouse(s)
l05. 2, Contetlt Acquisition Toa1 17I   .~ ~ ~aY zoos 89 The Content
Acquisition Too) 17l is responsible for iatetfactng with the Content
Pramotious Web Site 156 to preview and download Metadata 5C(s) 624. Since
the Cortlent Promotions site is a standard web site, a wcb browser is used
by the filectranic 1?igital Conteatt Stores) 1 U3 to navigate this site.
The navigation features varies based on the site design of the Conlerat
Providers) l01. Some sites may provide extensive search capabilities with 5
many screens of promotional iraformatloia. Cthers may have a simple browser
interface with lists of titles) petfarn;lers or neW releases to select $om.
A11 sites include the selection of Metadata SC(s) 620 containing alt the
pramotional and descriptive information of a sang or album. AlterAatively,
the Efecuanic Stores) 1I13 may subscribe to cotnent updates and receive
updates autatnatically via h"TP, 10 Viewing Mctadata The Content
Acquisition Too! 171 is a web browser helper application which launches
whenever a Metadata $C(s) 620 litxk is selected at the Content promotions
Web Site 156. SeloCtion of the SC(s) causes it to be downloaded to the
1~lecttonic Digits! Content Stores) t03, and Paunch the helper application.
The Content 15 Acquisition Toot 171 opens the ivtetadata SC(s) 62U and
displ$y the non~ertcrypted information contained therein. Displayed
iaforrttation includes Extracted Metadata l73) for a music ettptmple) iho
graphic images) associated with the song and the information describing the
song, a preview clip of the song Can also be listened to if itacluded in
the Metadata SC(s) 62p, In ate example where the Ccmtent 113 is musk,
promotional information about the song or album, the album title, and the
strict is also shown if provided by the Content I'rovider(s) 141. This
information 20 is displayed as a series of linked EiTML pages in the
browser window. Purc6asabie Content 113 such as the sang and the lyrics and
whatever other meiadata the Content Providers) 101 wishes to protect, is
not accessible to the 



Retail Content Web Site 180. In another embodiments, the Gontettt
Providers) 10l provides optional pram~ional content for a fee. In this
embodiment such promotional cotxteot is encrypted in the Metadata SC(s)
620. Financial settlement to open this 25 data aetx be hatadled via the
Cteariaghouse(s) 105 with the account far the electronic laigital Cortteat
Stores) 103 being charged the designated fee. ~xtractiug Metadata Besides
the preview capabilities) this tool provides two additional features:
metadata extraction and 3Q preparation of an Offer SC(s) 641. Selection of
the meiadata extraction aptia prompts tlse Electronic Digital C~tent
Stores) 103 to enter the path cad filenames to vvhtre the metadala is to be
stored. l3tnary tnetadata such as ~aphicE: and the audio preview clip is
stored as separate files. 'Cext metadata is stared in an ASCII delimited
text file which the Retail Content Web Site 18U can then import into its
database. A table describing the layout of the ASCII delimited 81e is also
be created In a separate TOC file, Addittcxial options is available to
allow cacaaction ~5 into other Hatianal language Support (NLS) supported
fot~rnats.   1 ~ MA~r zoa3 ~0 One important pioce of infattttatioa provided
in the extracted data is the Product 1~D. Thin Product I;D is what the
coxturtace handling function for the Eloctronic Digital Content Storc(s)
103 needs to identify to the Transaction Processor Module 175 (far more
infomtation refer to Traasaotian Processing section), the Content 113 that
tlae user has purchased. The Traasaotiott Processor Module I75 uses this
Product ID to properly retrieve the 5 appropriate Offer SC(s) 641 from the
Offer Database t $1 for subsequent download to the End-User Devices) 1 Q9.
The Electronic Digital Coateni Slore(s) 103 bas full Control over haw it
presetlts the offer of dowrnloadable rroateot l 13 on its site. It only
needs to retain a crass reference of the Content I 13 being v0'ered io this
Product 1'D to properly interface with the tools for the Securt Digital
Content Electre~nie DiStributicm System 10d. Providing this infarmatian
here, allows the Electronic digital Content Stores) l03 to integrate this
product or Cobtent 113 into 10 iGS inventory and sales pages (database) in
parallel with the Offer SC(~) 641 creation process since both processes
uses the name Product ID to refcrenco the product. 'this is described
further below. offer SC(s) Creation Packer 153 'the 1r1 ectranic Digital
Content Stares) l U3 is required to create an OfFrr SC{s) 641 describing
the 1 S dowctloadable Content 113 that is for sale. Most of the information
that goes iota the Offer SC(s) 641 is derived from the Metadata SC(s) 620.
The Content AcqulBition Tool 171 creates the offer SC(c) 541 by: removing
parts from the Metadata SC{s) 620 t>aat are not required to be included in
the Offer SC(s) 641 as defined by the offer SC(s) Template in the Muadata
SG(s) bx0 adding additional required pans as defined by defaults speei~ted
by the configuration options in this coot for 20 the Electronic Digital
Content Stores) 103 prompting for additiaaal required inputs or selections
as dewed by the Offer SC(s) Template in the Metadaca SC(s) b20 - Calling
the SC(s) Packer l53 to pack this information into the SC(s) format
Meladata to be displayed by the Player Application l95 (further described
later) an the $nd-User Dcvice(s) 25 I09 is kept in the Metadata SC(s) 620.
Other prtxrtotidnaf metadata that was only usod by the Electronic T?i$ital
Cantt~at Store(a) 103 aR input to his web service databast is removed from
the Metadata SC(s) 620. Rights management information provided by the
Content Providers) 1 t) l) such as watermarkibg itlSlruCtiatts, encrypted
Symmetric Keys b23, and Usage Conditions 517 defining the permitted uses of
the object, are also retained. This stripped dawn Metadata SC(s) 620 is
than included in the QfFer SC(s) 641. 'the $leatranic Digital 30 Contetat
Stores) 103 also attaches its own Usage Ctmditions called Store Usage
Conditions 519 or purchase options to lho Offer SC(s) 641. This can be
accomplished interactively or automatically through a set of defaults. if
configured to be processed interactively, the ,Electronic Digital Ccmtcat
Stores) l03 is prompted with the set of permitted object Usage Conditions
51 ~ as defined by the Content Prowider(s) 101. He then selects the
optioa(s) 4e wishes to otter to his customers. These now become the new
Usage C~ditions or Store Usage Conditions 519, To 3 5 process
automatically, the Electronic Digital Content Stares) 103 configures a stx
of default purchase options to be offered for all Content 113. These
default options era automatically checked against the permitted Uaagee   ~
3 MAY Z03 Conditions 517 defined try the Content Providers) l01 and is sot
in the OFFd' SC(s) 641 if there are no discrepancies. Once the Uffet SC(s)
641 is created) it is stored in an Offer Database 181 atad is indexed with
the Product 1D pre~assigned in the Metadata SC(s) 620. This Product ID is
used later by the Electronic Digit.~tl Content Stores) 



S 105 to identify the downloadable Content l l3 being purchased by a
Customer when interfacing with the Offer >~atabase 181 to retrieve the her
SC(s) b41 far packaging and transnnittal to the End-User(s). See the
Transaction Processor Module I75 section for more details. In another
embodiment, the trlectronic Digital Content Stares) t03 hosts the Content
SC(s) 641 at his site. This embodiment xequii'es Changes to the Offer
SC.(s) 641 such as the replacement of the Ultl. of the Content 10 Hosting
Si.te(s) I 11 with ilxe URT, of tht Eltcuonic igital Content Stores) 103.
3. Traasaetion Processityg Module 175 Electraric Digital Content Stae;(s)
103 directs billing to Cleatinglaouse(s) t05. Alternatively. the Electronic
Digital Content Storc(s) 103 may request ftuancial clearance direct from
the Clearinghouses) 1U5. 15 There are two basic modes for processing
End-Users) purchase requests for downloadable Caryteut 113. If the
Electrotzic Digital Content Stores) 103 does not wish to handle the
financial settlement of the purchase arid has no special promotions or
incentives governing the sale of the merchandise atxd does not use a
shopping cart metaphor far batchio,g the purchase requests, it may api to
provide links on its Cnntent 1 l3 download pages directly to the offer
SC(s) G41 files, These Offer SC(s) 641 would have to have been built with
retail pricing information ZO included in the metadata. Also included in
the Offer SC(s) G41 is a special f-1TML offer page presenting the purchase
options with terms and conditions of the sale. This page is built from a
template created when the Offer SC(s) 641 was built. then the End- Users)
clic>~s on the direct fink to the lOffes SC(s) 641, the Offer SC(s) 64i is
downloaded to the browser End-iJSer l~evice(s) 109 launching a helper
applicaticxt which opens the containez at~d present the offer page included
in the Offer SC(s) 641. 'this page contains a form to collect Customer
information 25 i~acluding credit card information and purchase option
selection. The form they gets subttdtted directly to the Ciearinghouse(s)
105 for financial settlement pnd processing. t'3ptionally, this form may
captain the fields needed to use the End-Usex(s)' credit information or
industry standard local transaction handler. An embodiment where the
Elactrouic >aigital Content Stores) 103 haudle3' billing is now described.
The more typical mode of handling purchase requests is to allow the
Electronic Digital Gontetit 5toce(s) 103 to process 30 the financial
settlement and thtn submit the download authorization to the End-User(s).
This m~hod allows the Electronic bigital Content Stae(s) l03 to integate
sale of dowaloadable Caattent 113 with other merchandise oiTered far sale
at his site, allows batch processing of purchase roguests with only one
consolidated charge to the customea (via a shopping cart metaphor) instead
of individual chargts for each download request) and allows the Electronic
I7igittil Content Siore(s) 1o3 to directly track his customers bltytng
patterns and over fipecial prodttotions 35 and club options. ~t1 this
eawiratuttent, the offer of dowtaloadable Content 113 is included itt his
shoppitxg pages which get added to a shopping cart when selectod by the
lead-Users) and get processed atxd financially settlai as is   ~ 3 MAY zoa3
done in the Electronic 1)ip~tal Content St~e(s)' 103 current shopping
model. Once the financial settlement is ecnxtplcted, the eatrtrtierce
handling process of tho Electronic Digital Content S~tore(s) 100 then calls
the Traitsaetion 1'roeessar Module 175 to complete the transaction, 5
Transaction Processor Module 175 The role of the Tra~tsaction Processor
Module 17S is to put together the information needed by the lend-User
Devices) I09 to initiate and process the danvnload of the Content 113
purchased. This ittform2tlon is packaged into a Transaction SC(s) 640 which
is sent back to tine End-User Deviee(sl l U9 by the Web Server as the
reqponse to the purchase submission. The Transaction Processor Module 175
requires three pieces of infprmetian from the I O ec~m~mcxee handling
process of the Electronic digital Content Sture(s) 1U3. the'fyraduel IDs
for the Contectt 113 purchased, Transaction Data fi42, and an HTMI. page or
CG1 UItL acknowledging the purcktase settlement The Product Ip is the value
provided to the Electronic Digital Content Stores) 1 U3 in the Metadata
SC(s) b20 associated to the Caa~tent 113 just sold This Product 1D is used
to retrieve the associated Offer SC(s) 641 front the Offer Database 181. l5
The Transaction Data 642 is a structute of information provided by the
transacticxt proce:~sing function of the Electronic Digital Content Stores)
103 which is later used to correlate tht Clearinghause(s) IOS processing
with the financial settlement transaction performed by the Electrnoic
Digital t~oettent Stores) 1U3 and to provide user identity information to
be included in the watermark of the Contectt l13 downloaded to the End-User
Dcvice(s) I09. When the Clearinghouses) 105 receives a valid Order SC(s)
fi50) il lng~ x transaction indicating 20 the; Cotutxu i 13 that was sold)
which Etartmic Digilttl Ctmitsu Stttt~s) t (?1 wtld it and lhc arstx.iatod
Transactiu~, X78ta 642 iltCluding the Ertd~USer's Name and a Trattsaetion
ID 535. The Transaction Ila 535 provides a reference to the financial
settlement t~ansaetion. This information is later returned by the
Clearingh,ouse(s) 105 to the Electronic bigital Content Stores) 103 for use
in rerottciling its accounts with the billing statements received frtxn tht
Content Providers) 101 (or his agent). The Clearinghouse Trae,saction Gag
17$ Can be used by the Content 25 lfrovideT(s) 101 to determine what
Conttat 113 of his has been sold and enables him to txeate a bill to tech
Electraztic Digital Cattlent Stares) 103 for royalties awed him. Other
electronic means besides billing can alierttatively be used to settle
accounts between the Content frovider(s) iUl and Electronic Digital Content
Stores) 1 U3 . The information provided in the Transaction SC(s) 64U and
the security and integity of the Transaction 30 SC(s) 64U provide sut~cient
autbentictty to the Clearingt~oust(s) 1 US that the purchase transaction is
valid and thus tto further validation is required prior to the logging of
this safe by the Clearinghouses) 105. Tile Electronic Digital Content
Stores) l03, however) bas the option tc request authentication before its
accounts are ehatged (transaction logged at the Clearinghouses) 105
indicating to the Content Frovider(s) 101 that this l;lectrdnic Digital
Cattteat Stores) 103 has collected money for the sale of this Content 1
l3), This ~ request for ~5 authe~tticatioo/notifiCStion is indiratod by a
flag in the Transaction Data b42. xn this sCes~ario, the Clearinghouses)
105 ootatacts the Electrot>ic Digital Content Stores) 103 and receive
authorixstiati from the 



~ ~ MaY zoa~ 93 Eltxtranic Digital Content Stdre(s) 103 before the charge
to his account and the release of the encryption Key 6~3. T'he Transaction
ID 535 is passed to the Eleetronte Digital Contec,t Stores) 1 U3 fratn the
Clearinghouses) 105 as part of this authentication request to enable the
Electronic Digital Content Stores) 1U3 to associate this request to a prior
transaction performed with the End-User(s), Tbis Transaction ID 535 can be
any unique value the 5 Electronic Digital Content Stores) 1 U3 wishes to
use and is solely for its benefit. The Transaction Data 642 also contains a
customer name. 'Ifiis name can be from the user name field of the purchase
form filled nut by the user when making his purchase, ar from information
logged previously duritag sortie user registration process with the
Electronic Digital Content Stores) 1U3, or the official name obtained from
credit card information asscxialrd wit4 the Card used in this; iransac~ion.
This name is later included in the 10 Irieense Watermark 527. 'tb~c
Transaction Data 642 also contains the Store Usage Conditions 519 purchased
by the 8nd-User(s). This information is included in the License Watermark
527 and used by the End- User Devices) 109 in Copy and Play Control. The
final parameter required by the Transaction PrpCessor Module 175 is tt~e
HTML page or CGt t,JRL 1 ~ acknowlddging the purchase setdcment. The
purpose of this is to allow the Electronic Drgital Content Stores) i 03 to
respond to the lend-Users) with an acknawledgrnent of the financial
settlement arid whatever other information he wishes to include in the
respoo5e. "l his I~I'ML page or CGI URL. is included in the 'fransactiou
SC(s) 64Q and is displayed is the btawser window of the End-User l7eviee(s)
I09 when the Transaction SC(s) 64f) is received and processed. 20 The
Transaction SC(s) 640 is the F~iTT)a response to the Eud-Users) from the
Electronic bigital Content Stares) 103 after processing the purchase
submission. Sending a SC(s) as the direct la7 IT resporyso forces the
automatic loading ar the 1?od-User Devices) 109 of a SC(s) Processor Helper
Appliealion thus allowing automatic completion of the transaction without
depending do Earths End-Users) initiated actions. This process is described
irs more detail iu the 1~nd-User Devices) 109 and Player Application 195
section later. 25 When the'Iraasaetion Processor Module 175 is called with
the required parameters, it builds a Transaction SC(s) 64t1 containing the
Transaction Data 642) the transactiotr acknowledganent HTML page or
reference URJ:.. other requiraci security feature.R of the SC(s), and
retrieves and imbeds I,hc Offer SC(s) 64I associated with the purchase. It
also logs information about this transaction for later use by the
Notification Interface Module 176 and the Account Reconciliation Tool I79.
30 4, Notification Interface Module 176 The Notifteatian Interface Module
l76 is a Web Serve side executable rbuti4e (~CGI or function callable by
NSAPI, ISAPI; ar equive~lent). It beadles optional requests and
natlfications tom the Cleariaghpttse(s) 105) the Faad-Use Devices) 109, the
Content Hosting Sito(s) 111, sad the Ca~nteai Provide~(s) 10). The events
that the 35 Electronic pigital Content Stores) 103 can optionally request
notification for are:   ~ 3 MAY 2003 94 Notification from the
Clearinghouses) 105 that the >rad-User Devices) 109 requested an encryption
Iiey 623 and the Cleariagbouse(s) 1051s releasing the encryption Key 623
for the specified Content 113. 'Ibis noti$catian can optionally be
cwfigttred to requixe authentication from the Electrpttic Digital Content
Stores) 103 prior iv the encryption Key 623 being sent to the End-User
pevice(s) 109. 5 - Noti$catiori $om the Canlent kIostiag Sites) 11 i that
the Contectt SC(s) 630 has been sent to the End-User Devices) 109.
Notification from the End-User Devices) 109 that the Content 5G(s) 63U and
the License 5C(s) 660 have been received and successfully used to process
the Content 113 or wac found to be corrupt Ntxificatian from the Contextt
Provida(s) 101 that new Content 1l3 has been placed in the Content 10
Promotions Web Site I56. None of these notitCatiotls are a roguirod step in
the Secure Digital Cuntestt Electronic Distribution System flows 100 but
are provided as options to allow the Electronic: Digital Content Stores)
103 the opportunity to close its records on the satisfaction of completion
of the sale, k also provides information that may be needed to handle
customer service requests by letting the Electronic Digital Content Stores)
1 U3 know what functions have 



] 5 transpired since $naneial settlement of the transaction or what Errors
occurred during an attempt to complete the sale. Aitematively) much of this
status can be obtained from the Clearinghouses) 105 through the Customer
Seance Interface l$4 as needed. F'raluear:y of notification of new Content
t l3 avaiiabte at the Contt:at Promotions Web Site l56 is determined by the
Content Pravider(s) 1U1. Notification may be provided as each new Metadata
SC(s) 620 is 20 added or just daily with all new Metadaut SC(t;) 62U added
that day. All of these natiftcatidns result in entries hang made co the
TranssctioQ Log 178. if the >Electrouaic Digital Conttut Stote(s) I03
wishes to pCt'fotm his own processing an thtse notifications, he can
itttesctpt the CGI call. perform ltis unique function and then optionally
pass the request tin to the Nalification Interface Module l76. 25 5.
At:count Recanciliatiot~ Tool 1?9 This Account Reconciliation Tool l79
cozttacts the Clearinghouce(s) 1OS to compare the Transaction Lag l7B with
the log of the Clearita$house(s) 105. This is an optional process whic>a is
available to help the Electronic Digital Co~pteat Stores) 103 feel
cotrtfartable vrtth tb~e accounting far the Secure Digital Content
Electra>Sic Distribution System l00. 30 In atiothes' embodiment, this toot
can be updated to provide electronic funds tratasfers for automated
periodic paymentts to the Content Providers) 101 and the Clearittgktouse(s)
1U5. It eau also be designed to automatically process payments upon
reception of an electronic bill from the Cles~ringhouse(s) 105 after
reconciling the bill against the Transaction Lag 17$. 35 C. Sxoade$st
Electronic Digital Cottteat >aistribudan Service   13 MAY 20D3 ~s Broadcast
primarily refers to a anE to many transmission method where there is no
personal iAteraction betweal the End-User tievice(s) 109 and the Electronic
Digital Content Stares) 103 to custorruze on-demand viewing and listcnittg.
'This is typically provided aver a digital satellite ar cable
infrastructure where the Contr~tt 113 is preprogra.t><uned so that a!1
End-User Ueviee(s) 1Q9 receive the same stream. 5 A hybrid model can also
he defined such that an Electronic laigital Content 5tore(s) t03 provides a
digital content service orga~aized in such a way that it calf offer both a
web distribution interface via an lnteraet t:onneetion as well as a higher
bandwidth satellite or cable distribution interface via a broadcast
service, with a great deal of commonality tc~ the site dcsi~n, if the IRD
backchannel secial interface wexe connected to the web. and the 1RG
supported web navigation, the End-Users) eduld navigate the d~gitat content
service io the usual way 10 via the backchannel Internet interface,
prcwiewing and selecting Content 113 tct purchare. The user can select high
quality downlc~adable Cor<tent l 13, purchase these selections, and receive
the required License SC(s) 660 all via an Internet conn4ction and then
request delivery of the Content I 13 (Content SC(s) b30) over the highher
bandwidth broadcast interface. 'fb,e Web service can irtdicale which
Content 113 would be available for download in this mannex bastd on the
broadcast schedule ar could build thG broadcast streams based totally oo~
purchased Contort 15 I ! 3_ This method would allow a Web based digital
cant~nt service to ec~ntract with a broadcast facility to deliver high
quality Control 113 to users equipped with the proper equipment malting a
Limited number of specific Content 113 (c.g. songs or CDS) available daily
in th~,r manner and the entire catalog available for download in lower
quality via the web interface. Other broadcast models can be d~ip~ed where
there is na web interface to the End-User Deviee(s) 109_ In 20 this mpdel,
pramatia~aal content is packaged in specially fartttatted digital streams
for Ixaadcast delivery to the End-User Deviee(s) 109 (i,e. IItD) where
special processing is performed to decade the streams and present the
E~xd-Users) with the promotional content from which purchase selections can
be made. The actual purchase selections would still be initiated via
baekchannel ec~rnmunications from the End-User evice(s) 109 to the
Clearinghouses) 105 and would utilize SC(s) to perform alt data exchange.
'Ibe toolset 25 provided to the 8lectronic Digital Content Stares) 1t)3 has
been architected and developed in such a way that mast of the tools apply
to bcxh a nrtint-to-poictt Internet service offering as well eQ a broadcast
satellite or cable offering. The tools used by a Digital Caat~.t Web Site
Electronic Digital Content Stae{s) l03 to acquire and manage Content l 13
as well as prepare SC(s) ~s also used by a satellite based Electronic
pigital CoOteat Stores) 103 to manage and prepare Content l l3 For
distributiotl on a broadcast infrastructure. The SC(s) di5lributed over a
Web 0 service are the same as those dictribuled over a broadeasl service.
X. ENb-USSR DEV1CB(S) 1,U9   ~ ~ MAY 2aa~ 96 The applications in the
End-User Devicc(s) 1b9 for the Secure Digital Content lviectranic
Distribution 5ystean 100 perform two main ft>actions: first the SC(s)
processing and copy control; and second playback of encrypted Content 113.
Whether the End-Ucer Devices) 109 is a Persona) Computer or a specialized
electrotaic consumer device, it hoc to be Capable of performing these base
functions. The End-User Devices) i09 also 



5 provides a variety of additional features and functions like crCating
play lists) rttanaging the digital content library, displaying information
and images during content playback) and recording to external rrtedia
deviers. These functions vary based an the services these applications are
supporting and the type of devices the applications are designed far. ' i 0
A. Overview Referring now to 1=1G. 10, shown is the major components end
processes and Ertd-User Devices) 109 Functional Fiow. Tlte applieatioas
designed to support a PC based web interface Cotltent I 13 service consists
of two executable software applications: the SC(s) lsractssor 192 and the
Player Applicatiaa 195. The SC(s) 1'rocesgor 192 is an executable
application which is costfigwed a5 a hlelper Application into the
End-Uset(s) Web I 5 Browser 191 to handle SC(s) FiteIlvlTME Types. 'this
application is launched by the BCowSer whenever SC(s) are received ffom the
$lesCVpI~IC Digital Content Stores) 103) the Cleariaghouse(s) 105, and the
Content Hosting Sites) 111. It is responsible for performing all required
proctssing of the SC(s) and eventually adding Content t 13 to the Digital
Conte~at Library 19b df the End-User(s). The (layer Application 195 is a
stand alone executable application which the End-Users) loads to perform 20
C:ottlent 1 i 3 in his Digital Content Library l96, manage his Digital
Content Library 196 and create copies pf the Content 113 if permitted. Both
the Player Application 195 and SC(s) l5rocessor l92 applications can be
written in lava, C1C*+ or any equivalent software. In the preferred
embodiment) the applications can be downloaded from computer r~dable means
such as wcbsite. However) other delivery mechanisms are also possible such
as bei>xg delivered on computer readable media such as diskettes or CDS. 25
The searching and browsing of Content 113 information) previewing of, for
example, song clips, and seferting songs far purchase i9 all handlod ma the
End-USer(s) Web >3rawser 191. Electronic bvgital Content Stores) 1U3
provides the shopping experience in the same way that !s offered today by
many Content 113 retailing web sites. The difference to the Snd-User(S)
over today's web based Content 113 shopping is that they may tacnv select
dovmloadable Coolant I 13 objects to be added to their s>aopping cart. If
the Elxtronic Digital Content 30 Stores) 103 b,8s other merchandise
available for sale in addition to the dawttloadable objects, the End-Users)
may have a combination of physiea! and electronic downlpadable merehan,dise
in his shopping cart. T6e Secure l7igital Content Electronic Distribution
Ettd-User Devices) 109 axe not involved until after the Ettd,User(s)
checlca out atzd submits his final purchase authorization to the Electronic
Digital Content Stores) 1p3. Friar to this point, all iateractioa is
between the Web Server fbr the Electronic Digi4al Content Stares) 103 and
the &owset 191 oa the 35 End-User Device(g) 109, This includes preview of
satnplc Digits! Content clips. Digital Cctuteut clips are not packaged into
SC(s) but instead are integrated into the web service of the Electronic
Digital Ca~ntent Stores) 103   ~ 3 MAY 2003 as dowaloadable files or fed
tram a streatrti>zg server. The format of the Content 113 clip is not
dictated by the system architecture. Iri another embodiment, tbie Player
Application 195 could interact directly with the Electronic Digital Content
Store(sj 103 or Clearinghouses) 105 or offline using a promotional C17. 5
~. Applit:at#on )tnstallalion The Player Application 195 and the Helper
Application 19$I are packaged into a self installing executable program
which is available or download Pram many web sites. The Ciearinghouse(s)
l05 gets as a central location wbiCh hosts the master download page at a
public web site. It contains link9 to the locations frOrrt uillich the
installation package can be downloaded. ~'he itastallatian package is
available at a11 Contart l~ostiil~ Sites) 10 111 to provide geographic
dispersal of the download requests. Each participating Electronic Digital
ConteQt Stores) l03 can also make the package available far dowrxload from
their sire or may just provide a link to the master download page at the
public web site of the Gledringttause(s) 105. Any end-User(s) wishing to
purchase downlvadable Content 113, downloads and install this package. The
installatiat is self contained in this dc~wntaadable package. h unpacks and
installs both the Helper Application I S 19$ arid the 1?layer Application
195 and also configure the Helper Application l 98 to the installed l7,leb
Browser(s). AS hart o the installation, a PubliclPrivate Key 661 pair i5
created for the End-User Devices) 109 for use In processing Order and
license SC(s) 66p. A random Symmetric Key (Secret User lCey) is also
ge~uerated for use in protecting song encryption keys is the Liec~se
L7atabase 197. Ttte Secrei User Key (not shown) is protected by breaking
the key into multiple parts and stcxing pieces ofthe key in multiple
locations throughout the End-User(s)' 4 computer. This area of the code i5
protected with Tamper l:csistaat Software technology sa as not to divulge
haw the key is segmeatad and where it is stored. Preventing access to this
key by even the >;nd-User(s) helps to prevent piracy or sharing of the
Content 113 with other computers. See the SC(s) 'Processor 192 section for
mare details on how these keys are used_ rampcx-resistant software
technology is a method to deter unautlaoriztd entry into a computer
software 25 application by a hacker. Typically a hacker wants to understand
and/or modify the software to remove the revtrictions on the usage. 1n
practicality, no eorrtputer program exists t)Jat cannot be hacked; that is
why tatrtperaresistaut software is trot called "tamper-proof'. But tkte
amoutxt of effort reQuired to hack a tamps'-resistance protect applicetio~a
usually deters most hackers because the tffort is not worth the possible
gain. Here the effort would be to gain access to a key to one piece of
Content 113, perhaps a single song on a GD. 30 One type of tamper-resistant
software ttxhnoiogy is tram LJ3M. t5ne product ibis code was iatradueod is
in the IBM ThinkPad 770 iaptap computer. Here, the tamper-resistant
software was used to protect the DVD movie player in the computer. Digital
t~ntent Qrovtder(s) such as Hollywood studios, toncetnod about the advent
of digits! movies and tht: ease at which perfect copies can be tttade) have
insisted that movies on DYD dise(s) cantaia copy protection mxhanisms,
1131vfa tamper-resistant software made it difficult to circumvent these
copy protection ~5 mecb~anisms. This is a very typical application for
tamper-resistant software; the software is used to esafocee rules an the
usage of some protected type of Content 113.   ~ 3 MAC zaa3 IBM's
lampet-resist~0,t software puts several types of obstaCies In the path oi'
the attacker, k'irst) it contains techniques to defeat, or at least reduce
the eifectlveness of) Ckte standard software tools that the hacker uses:
debuggers and disassemblers. Second it contains self integrity checking, so
that single modificetipns, or even small hatadfuls of mtxlifications, will
be detected and cause incorrect operation. Finally, it contains
olsfuseatians to 5 mislead hackers regarding ils true operation, The latter
technique is largely ad hoc) but the first two build upon well-kilowa cools
is cryptography; ent;ryptiatl and dipital signatures. C. Secure Container
Processor I92 When the End-Users) submits the final purchase authorization
to the Ef~aronic Digital Ccm~ent Stares) l0 103 for the merchandise he has
caliected is his shopping cart, his Web Browser remains active waiting for
a 



respon8t from the Web Server. The Web Server at the Elactranic Digital
Contecet Stares) lU3 pracecses the purchase and performs the financial
settlerneat and then returns a Transaction SC(s) 64U to the End-User
Devices) 109. The SC(s) Processor 192 (i-Ielper Application I98) is
lauxtched by the Web Browser to process the SC(s) mince type associated
with the Transaction SC(s) 640. FIG. 14 is an example of user interface
screens of Z 5 the Player Application 195 dowttioading Content to a local
library as described in F1G, l0 according to the present invention. The
SC(s) Processor 192 opens t)te Transaction 5C(s) 640 and extract the
Response HTtVff, page arid OfFer SC(s) fi41 Contained within. The
1'~esponse IfTMI, page is displayed in the Browser window acfmowledging the
Bnd-USer(s)' purchase. 'Chc OfFer SC(s) b41 are then opened and the Content
113 (e.g. song or album) names 20 along with the projected download times
ere extracted frarn them, step 1401. A new window is then displayed with
this tnfortrtatioa and the End-Users) is presented with options to schedule
the downloads) of the Content 113 (e.g. for music, songs or entire albums),
step 1402. The End-Users) ran select immediate download or can schedule the
download to occur at a later time. if a later time is selected) the
download schedule information is saved in a lag and the download is
io,itiated at the seheduled time if ttte End-User Devices) 1 U9 is powered
on at 25 that time. If the computer is not active at the, scheduled
download time or the communication link is not active, the >rnd-Usec(s) is
prompted to reschedule the dawntoad whee the computer is next powered up.
When the scheduled download lime occurs ar if immtxliate download was
requested) the SC(s) Processor 192 creates order SC(s) 650 tirom
infprmation In ttie Transaction SC(s) 640) Offer SC(s) 641, and the Public
Key 661 of the $nd-User(s) generated al install circle. 'Ibis Order SC(s)
65U is Sent via 1-fITP request to tlxe 34 Clearinghpuse(s) 105. When the
Clearinghouses) 105 returns the License SC(s) bbU, the Helper Application
198 is re-invoked to process the License SC(s} 660. The License SC(s) 660
is then opened and the URL of the Content Hosting Sites) 111 is extracted
from the referenced Order SC(s) 65U. The Lirease SC(s) 660 is then seat to
tb,e specified Content Hosting Sitc 1 L t) via >~ttp request through the
BrowSer, requt~ting download of the Content SC(s) 630. When the Contest
SC(s) 630 comes back to the Browser, the ~lelper Application l98 is
ro-invoked again. The SC(s) Processor 192 displays the name of the Content
113 being downloaded along with a download progress indicator and an
estimated time to eotnpletian,   ~ 3 MAY 200 99 AS the Cc)hte~t 11d is
being received by the SC(s) Processor 192, it loads the Content 113 data
loin me,~ttory buffer9 for deCryptipty. The size of the buffers depends au
the requirements of the encryption algorithm and watcrtxtarking technology
193 and is the minimum sine possible to reduce the amount of unencrypted
Content 113 exposed to hacks code. As a bu~`er is fillod, it is decrypted
using the Key 623 (earresponding to tile Public Key 5 661) of tl~e
find-Users) extracted from the License St.`,(s) 660) which itself is fast
decrypted usiiag the private Key. The deptypted buffer is then passed to
the watermarking function. The waterniarking 19~ extracts the watermarking
instructions from the License SC(s) 660 and decrypt the instructions using
the Private Key of the Etad-User(s). The watamarkittg data is then
extracted frarn the License SC(s) 660 which includes transaction
information such as the purchaser's name as registered with the Bitctranie
10 Digital Contest Stores) l03 frown which this Content l15 was purchased
or derived from the credit card registration information if the Electronic:
Digital Content Storo(a) i t)3 does not provide a registration function.
Also iacludod in the watermark is the purchase date and the Tran;;action 1D
535 asslgnc~d by the Electronic bigital Content 8tare(s) l03 to reference
the specific records logged for this transaction. The Store Usage
Con~ditioas 519 are also included to be used by the Copy Control of the
Player Applie~tion 195. 1 S The Watermarking 193 is protected with Tamper
Resistant Code ta:hnology so as not to diwlge the watermarking tastructions
thug preventing a hacker from discovering the location and technique of the
watermark. 'this prevents removal or modifcatian of the watermark by a
hacker. After inscribing any required watermark to this content buffer, the
buffer is passed to the scrambling function far Re-Encryption 194. A
processor efficient secure encryption algorithm such as IBM's SEAL 2~
encryption technology is used to re-encrypt the Contest 113 using a random
Symmetric Key. t7n~ce the download and Det;ryption and Re-Encryption 194
process is complete, the encryption Key 623 used by the Contest Provi;
der(s) l01 to originally eacrypi the Content 113 is now destroyed and the
new S1~AL key is itself encrypted using the Secret User Key created and
hidden at instahation time. This new encrypted Seal Key is sow stored ire
the License Database 107. 25 Unlilte source performed at the Content
Providers) 101 sued user v~raternnarking performed at the End Usrr Devices)
109 may nrod to become an industry standard to be effective. These
standards arc still evolving. The technology is available to allow control
information to be embedded in the music and updated a number of times.
Until such time as the copy control standards ace more stable, altttnative
methods of copy cotatrol have b~ provided in the Secure Digital Contetit
Elcxtronic Distributioe Systexrt 100 so that ii dog not rely on the copy 30
canlrol watermark in order to provide rights management in else consume
device. StaTage and p laylracord usage conditions security is implemented
utiliZitlg encrypted DC Library Cotleclions 196 shat are lied to the End
User Devices) 109 and protected via the Tamper Resistant 8nvirotuxtent.
Software hooks are in place to support copy t:ontrol watermarking whey
standards have been adoptod, Support exists today for watermarking AAC and
other encoded audio streams at a vari~.y of compressiptt levels but this
ttxhnology is still somewhat immature at this 35 time to be put to use as a
sole method of copy control.   9 3 MAY 2Qa3 loo '1"he Decryptiprt and
Re-Encryption 194 process is another area of the code that is protected
wil.h Tamper Resistant Code technology so as not to divulge the original
Content 1 l3 encryption key, the new SEAL key) t)ae Secret User lCey, and
where the Secret U5er I~ey segrrteats are stored and l~pw the key is
segmented. The process of Decryption and Ke-Encryption 194 serves two
purposes. Storing the Content 113 eaerypted 5 with an algorithm likC SEAL
Cnables Easier than real-time decryption and requires mueb less prtxessoc
utilization to pei'farm, the decryption than does a more industry standard
type algorithm like DES. 'this enables the Player Application 19S to
perform a real-time concurrent decryption-deccxle-playback of the Content
113 without the need to first decrypt the entice file for the Content l13
prior to decode and playback. The efficiency of the SEAL algcuithm and a
highly efficient decode algorithm, allows not only concurrent operation
(streaming playback from 1, 0 the eo,trypted file) but also allows this
process to occur on a much lower pauvered system processor. Thus this
application can be supported on a End-User DcviCe(s) 1a9 as low end ag a
bOlVI1-lz Pentitun system and perhaps tower. Separati~xg the encryption
format in which the Contest 113 is finally stored from the original
ertcryptian format, allows for heater flexibility in the selection of the
original ccmtent encryption algorithm. Thus use of widely accepted and
proven industry sta>:tdard algorithms can be used thus further enhancing
Digital Cooteut 



15 industry acceptance of the Secure bigital Content El~tron.ic
Distribution System 100. 'fhe second purpose of this Derryptitm and
Re-Encryption 194 process is to remove the requirement that the original
master' encryption K,ey 623, used by the Content Providers) l01 to e>'crypt
this Content 1 I3, be stored on every End-User Dcvice(s) 109 which has
lieeosed this Content 1 i 3. The encrypted master Key 623, as part of the
License SC(s) 660, is only cached on the hard disk of kbe Cnd-Uacr Devices)
109 for a very short time and is in 20 the clear only in memory and for a
very shoe time. During this execution phase, the Key 623 is protected via
Tamper Resistant Code technology. Nat having to retain this Key 623 in any
form on the End- User Devit:e(s) 109 once this L7ecryptipn and
rte-Encryption i94 phase Gas completed, gently lessens the possibility of
piracy rom hackers. Once the song has bean ro-enc:rypted, it is stored in
the Digital Ccmtent Library 196- All metadata required 25 for use by the
player Application 19S) i$ extracted from the -associated Gffer SC(s) 641
end also stared in the >aigital Conlenl Library 196, step 1403. Any parts
of the metadata which arc encrypted, such as the sang Ivricc, are decrypted
and re-caotypted in the same manner as described above fcx ltae ether
cattle~nt. Trtte same SEAL key ~ixtxl la ciu'ryltt 111c C'uiilonl I l i i~c
tit4d felt airy tis~t<iitl4tt IItI:IiSIIIIIf) IiCCIIIIIE; Iii h4
cltcryptcxl. 30 b. '~Itt Player,Application X95 1. Overview   13 MAY 200
1p1 'I~e Secure bl$ital Contest Electronic Distribution player Application
195 (referred to here as the Player Application 195) is analogous to both a
CD, DVb or other Digital Content player and to a C)a) DV17, ~ other digital
content storage tnanaganeat system. At its simplest, it performs Content
113, such as playing songs or videos. At anotb,cr level) it provides tho
End- Users) a tool for managing hislher Digital Content Library I96. 5 And
just as irnpottantly, it provides for editing and playing Of Collections of
Contextt, such 2s songs, (referred to here as Play lists). ~'he Player
Application l95 is assembled tiom a collection of compon~tc that may be
individually selected and customized to the requirements of the Content
Providers) 1Ql and Electronic Digital Content Store(S) l03. A generic
version of the player i9 described, Eli CuCto1771Z8t1U11 Is possible. 10
Referring now to FIG. 15 there is shown a block diagram of the major
eompoeenls and prpcessev of the Player Arplicalioe 195 running on End-User
aeviee(t;) l09 of F1G. 1t1. There are several component-sctS shat make up
lhC subsystems of the Player ObjGCt Manager 15U1: L. End-User Interface
Components ! 509 2. CopyIPlay Management Components 1504 l 5 3. Decryption
1505, Decompression 1506, Playback Compoatnts I507 and may include
recording. 4, pats Management 1502 and Library Access Components 15t)3 5.
Inter-application Comntuxticetion Components 1508 6. Other miscellaneous
(Installation, etc) Components 20 Compotaents nom within each of these sets
may be selected) based on the requirements of: the platform (Windows, Unix,
or equivalent) conomunications protocols (network, cable, etc) Content
Ptovider(s) 101 err Electronic laigital Content Siore(s) 103 - Hardware
(CD, DV D, etc) 25 - Clcatinghouse(s) 1Q5 technology and more. T'he
sections below detail the various cornpoaent sets. 'ftte final sectiart
details how tb~e components are put togetlxer in the generic player) and
discusses how tkte compartents can be customized. ' lu another embodimcitt,
the compontnts of the Player Application 195 and the SC(s) Processor 192
are 30 available as part of a programmers software toolkit. This toollcit
enables predefined interfaces to the ro~tponents of the generic player
application listed above. Theac predefined interfaces are in the farm of
APIs or Application Programming lnterface<v. A developer using these APIs
cect implement any of the funetioaaltty of the components from a high level
application program. 8y providing APIs to these componenl$, a progranuxter
cart quickly develop a customized Player Application I95 without the Geed
to re-created these functions and resources of any 35 of these components. 



Vul /V^VVJ ~ ~ MAY 2003 2. End-User Interfaec Compaatnts 1509 C.omponenis
from this sec pombine to provide the on-screen manifestation of the Player
Application i95. Note that the design establishes no definitive layout of
these eomponc5nts. One such layout is provided in the genexie player- Based
ott tequiremeats from Content Providers) 10I and/or Electronic Digital
Content Stores) 5 and other requirements, alternate layouts are possible.
'ittis set is grouped Iota subgroups) starting with the components used tn
prescpt End-User bisplay 151Q and handle controls called End-User Controls
1511 usod for such low-level functions as audio playback , and
presentatiatt of metadaia. Next, the find-User isplay Camponen! 1510 is
further divided by special function goupings (flay-list, ~7igital Content
Library)) and then abject-container componznts used for grouping and 10
placing of those lower-level eompanents. Within the component listings
below, any reference to creating CD5 tx copying of Contept 113 to a CD or
other reeprdable medium only applies to the case where the Player
Apptiration 195 has such functionality enabledAlso note that the term CD in
that context is a getaeric one, that can also represent various other
external recording devices, such as MiniDise or DV1~, [ $ pIG. 16 is an
example user interface screea~s of the Player Application 195 of FTG. 15
according to the present invention. Fl,tttetion for the End-~lser Controls
1511 lnelude (uyrresponding screens of an End-User lnter~ace are Shows
160l-1605): Cc~ntrolc for performing the Content ! 13; 20  PIayIStap button
Play button Stop button  Pause button  Skip forward button 25 - Skip
backward button  Volume contras  Track position controlldisplay  Audso
channel volume level display and more. 30 Controls for the disptayin~
metadata associated with the Content 113 C.aver Picture button Cover
1?iettue object Artist ~iCture button  - Artist lxieture object 35  Track
List button Track List t~fotmation object   ~ ~ MAY 203 143 Track ,List
Selectpr object (click to play) Track Name objeel ' TraCk Lnfarmation
object ' Track LyriCS button - Track LyriCS object Track Artist Narrte
object TrBCk Credits buttOtt 



' Track Credits object - CD Name object ( a - CD Credits button Cb Cxeditc
abject ' GcraeriC (Configurable) Metadata button Generic Metadata object
alxd more. Function far the End-User Display 1S10 incl>lde (corresponding
screens of an Egd-User Interface are shown i601 - I60Sy: Play-list of
display container Play-list Management button Play-hst Management wmdt~w '
Digttal Content SearCr<~ button ' Digital Coateut search Definition object
>aigital Content search Submit buuon Digital Content search Results abjoet
Capy Selocted Search Result item To, Play-list buttart  Play-list object
(editable) ' Play-list Save button  Play-list Play button ' Play-list Pause
buttau - Flay-list Restart button 30 ' Create CD froth Play-list button and
more. Display of Digital Content Library 19b ' Digital content library
button  Digital content librarian window ' Digital content Categories
button  Distal content categories obJect   ~ 3 MAY 2003 104 Hy~artist
button  By-gezue button  Hy-label button 8y~ategory button 5  Delete button
Add-to-play-list button - Copy to CD button  Song ~.ist object Song List
display container and more 10 Cpntairaers and Misc. Player window cuntainer
Audio controls container  Metadata controls container 1 S  Metadata display
container Toolbar Container object  Sample button l~owniaad button
Purchase buaon 20 - Record button Player blame object  LabeI/ProviderlStore
Advertisement object  L,abeVPraviderlStore IJ1ZG button 



Artist IJRL Button cad more 25 3. CopylPlay Management Components 15U4
These eortyponents handle set up of encryption keys) Watermark processing,
Copy managemexat, and mare. Interfaces also exist for canmunication with
tl~e Clearinghouses) 1U5, treastnissian of purchase requests) and more, for
special services such as pay per listen or cases where each access to the
Content 113 is accounted for. 30 Currtatty, the eatrimunications to the
Cleaunghoust(8) 1U5 functions are handled by the SC(s) Processor 192. The
use of the Content 1 l3 by the Player Applications 195 on irnd Usec
Deviee(s) 109 is logged iota a database such as the Licepse Database 197.
The tracking of each use of Content 113 by the playa Application 19~ can be
transmiued tv one or more Logging sites such as the Clearing Houses) 1a5 or
Content Providers) 101 or Electronic Digital Cotlteat Stores) 103 or any
site designated and coupled to Transmission lnfrastruetures 107. 3~ This
transttlis&ian can be scheduldd at predettrmiaed times to upload the usage
inforttnatioa to a log~ag site. One pretietettriinod titre ca~ntemplated is
early in the morning when Transmissloa Ia$astructutes 1Q7 tttay not lx as
~ ~ SAY ~aa~ congested with network trafFtc. The Player Application 195
using known techniques, wakes-up at a scheduled time, and transmit the
ir~fo~rmation from floe locai logging database to the lagging sits. 13y
reviewing flee logging site information, the Content Providers) t01 ca~o
measure the popularity of their Conteac 113. Iu another embodiment, the
instead of logging the usage df Content 113 for later uploading to a
logging sits, S the use aFthe Content 113 is uploaded to the logging site
during every use of the Content 113. For example, when duplicating or
copying the Cotltent 113 stored at the land Uses pevice(s) 109, on to an
external device such as DVI7 Dlsc, digital tape, fiasiz memory, mini Disc
or equivaleet readlwriteable removable media, the use is update, to the
lagging site, This may be a precondition to copying the Content 113 tn the
usage conditions 2()fi that is transtrutted when the Content 113 is
purchased. 'This ensures the Content Providers) l01 can accurately track
the 10 usage of their Content 113 during their playing, duplicating or
other actions upon the Content 113. In addition, other iuformatiort about
the Content 113 eau be uploaded to the logging site. F'or example the last
time (e.g., trout and day) the Content 113 was performed; how many times
the Content 113 was performed; if the Gortteot 113 has been duplicated or
copied to a authorized external device such as DVD Disc, digital tape or
tluni-Disc. 1n roses where there are multiple distinct users of a single
Player Applicaticm 195 on the End User 15 Devices) 109, such as different
merrtbers of a famiiy, tl~e idenii~cations of the user of the Content 113
is transmitted along with the usage iaformaticrn to the logging site. By
revieuving the usage informatipn uploaded to the logging site, tb,e Content
frovider(s) 101 can measure the popularity of the Context 113 base on the
actual usage, the ideatificatian of the user and the number of times the
Conlertt 1 l3 has beat performed. The actual usage mc~surement makes this
:system more factual driven pvcr systems using sampling methods, such ac a
20 Nielsen Rating scheme far televisions, or telephone surveys, where only
a limited cumber of users are sampled at any one time sud the results
extrap4lated. In this present embodiment, the actual usage Can be measures
for the users logging back onto a designated web site such a.4 the
Electronic l7igital Content Stares) 103 or Content Pravider(s) l01. 25 4.
Decryption 1505, DecOtttpressiozt 1506 and playback Components 1506 ThGac
cdmponentc use the keys acquired by the CopyIPlay Management components to
unlock the audio data acquired from the Data Ivlanagemettt sad Library
Access components, apply the appropriate decarnpression to prepare it for
playback, and use system audio servicxs to play it. In as alternate
embodiment) the audio data acquired fxom the Data Management and Library
Access components may be copied to removable media stteb~ as 30 CDs,
diskettes, tapc5 or Mini)~isks. 5. Data Maaagemertt 150Z and Library Access
Components 1503 These cotnpanettts are used to store and retrieve sang data
on various storage devices on the >rnd-Usec(s)' system, as well as handle
rodtteats for informative shout tht stored songs. 3S 6. lacer-application
Communication Compoueuts 1508   ~ 3 MAY ~oo~ ] a~ 



These eompoaents ere used for Coordiqation betweea the Secure Digital
Content lrlectranic bittribution Player and otlta spplleations (e.g"
Browses, helperapp sndlor plug-in, etc) that may invoke the >aiayex
Application 195, or that the Player Application 195 needs to use when
carrying out its functions. for example, when a LIItL control is activated,
it invokes the appropriate browses and instruct it to load the appropriate
page. 5 7. atkter Miscellaneous Components Individual comporJeats that dvn
t tall into the categories above (e.g., Installation) are grouped here. $.
The Generic Player ] p In this section the combining of the compone~~ts
above into a ver:,ion of the Player Application 195 is discussed. This is
just one of many different example possible. since the Player Application
195 is designed for cuRtomizatioa by being based un software objects. The
Player Abject Mana~r 1 SO l is d soflurare framework holding all the ether
Campant`1'Its together. As dis4ussed in the c~;tions abtyve. the blocks
below the Player bbject Manager 1501 in this diagram are required for any
player, but may be replaced by specialised versions depending 15 on such
things as form of encryption or scrambling being used, types ctf audio
cenipressioo) access methods for the Coarent 113 library, and more. Above
the Player Object Manager 150I are Variable Objects l512, which are mostly
derived from rhc meiadata associated with the Content 113 being played or
searched. These Variable Objects are made available to the End-User
Deviee(s) 109 by way of the End-User Display 1 S 1 fl and received input
from the End-User Controls 20 15Z 1. A11 obje~cls are eonfrgttrable, atzd
the layouts of a11 canlainers are cuctcrmizable, The.QG objects may be
implemented in C!C++, Java or any equivalent pro~amming language. Using the
Player Application 195 The following embodiment is for an example where the
Player Application 195 running on >~nd-User 25 Devices) 109 is an audio
player where Content 113 is music. It should he understood to those skilled
in the art that other types of Content 113 can be supported by the Player
Application 195. A typical audio enthusiast has a library of C1~S hoidittg
Songs. All of these are available within the Secure Digital Content
Electronic Distribution System L00. The set of songs that have been
purchased from Electronic Digital Content Stores) 103 are stored within a
Digital Content Library I96 on his or her system. The groupings of songs
that are analogous to physical 30 CDS are stored as Play-lists. in some
cases a Play-list exactly emulates a CD (e.g.) all tracks of a commerclahy
available CD has been purchased from an Electronic Digital Content 5tore(s)
1l)3 as alt on-line version of the Cb and is defined by a Play-list
etluivalent to that of the CD). But mast Play-lists is put together by
End-Users) to soup songs they have stored in the DigEtal Content Libraries
on their systems. However far tht purports of the ensuing discussions, an
example of a custom made musk CD is used when the term a Play- list is
mentioned. 35 Whey the 1?nd-Users) starts the Player Application 195
explicitly, ratter than having it start up via invocation from the SC(s)
Processor 19Z Application, h pre-loads to the Last Play list that was
accessed. If no   VIVf-J V-V V ~ 3 MAY 203 Play-lists exist in the Digital
Content Library l96, the play-list editor is started automatically (unlcas
the user has turned off this feature via 2 preference setting). Seethe
Play-Itst) below for further details. 'f'be Player Application 195 may also
be invoked with a specif c Song as an argument, in which case it
immediately enters Song-play made. Optiodally, the song triay be prepared
for play but await aClioa by tkxe 5 End-USer(s) before proceeding. See Song
Plxy, below for mare oa this situation. 'The )Play-list (corresponding
screen of art End-User lnterface l603): When the End-Users) has invoked the
Play-list function, these are the available functions; * Open Play-list 10
* Digital Content >C.ibrarian is invoked to display a list of stored
flay-lisr,9 for selection. Also see Digital trontent Librarian below for
mare info. * Edit Play-list * Invokes the Play-list Editor (see below))
prtmad with the current Play-list if one leas bees loaded already.
Otherwise the editor creates an empty Play-list to start with. 15 * Run
Play-list * Songs axe played otte at a time starting with the selected song
(or the beginniag of the play-list, if no song is selected), Options set in
the Play-list Editor affect the sequeneitag of the playback However thtre
is controit available here to override those options for this play of the
Play-list. play song 20 " Orily the seleCled song from the Play-list is
played, See Sons Play below for more info. Play-list Info * Display
information about the Play-list. * Song Info 



* Display information about the sela;trd song withie the Play-hst. ZS *
Visit web site Load web site associated with this Play-list irno brtnvser.
* Librarian Opett the X7igital Content Librarian window. Also see Digital
Content Librarian below for mare iafa. Tlte Play-list fiditor
(corre8poading screen of an End-User Interfat=c 1603): Whey invoking the
Play-list editor, these are the End-User(s)' options: '" VitwlLoadJhelete
Play-lists * Digital Caatent Librarian is invoked to display a last of
stared play Iisls for selection of ono to load or delete. Also see bigital.
Content I,ibrsrian below fa more info.  $ave Play-list 35 * Current version
of Plsy-list is saved in the Digital Content Library 196. Delete Song   13
MAY ~~03 zas  Gttrretxtly selected song is deleted from Play-fist. " Add
Song Digital Coatent Yribrariaa is inrroked in songrsearch mode) for
selactioa of song to add to the Play-list. Also see bigital Coutcnt
~ibrariaa below for more info. 5 * Set Song ~ufarmation * Display and allow
changes to information about the selected sang within the play-list. This
infarmatio~a is stared within the Play-list, and does ao~ alter information
about the song stored within the Digital Content Library 196. These things
c;an be changed: '" Displayed Sony Title 2 0 "' End-tJser(s) notes about
the song " I,cttd-in delay on playing the fiong "' Fnllow-an delay after
playing the vans " Start-point within song when playing * End-point within
song When playing 15 * Weighting far random mode * Volume adjustment far
this song and snore. Set Play-list attributes: Disptay and allow changes to
the attributes of this Play-list. These attributes may be set: * Play-list
title 2a * play-list mode (random, sequential, etc) * epeat mode (play
once, restart when done, etc) * Btad-Uset(s) uotrs about this Play-list
Librarian (corresponding screen of an End-User Xrtterface 1601 ): * Qpen
the Digital Coatent Librarian tvindow. Also see iaigital Coateat Librarian
btlow for snare info, 25 Sang Piay When a song has been prepared far play)
either by invoking the Player Application 195 with the song as an argumtat
or by selecting a song far play from a Play-list or within the l7igital
Content Librarian, these are the End-User(s)' options: (corresponding
screen of ate End-User lrnerface l601 ); 3 a ` Play 



* Pause * Stap ' Skip Backward Skip Forward 35 * Adjust Vpltutte * Adjust
TtBCk Position   w~.r-rv-vvr 1 ~ MAY Z003 ~ o~ VteW LyrlG9'View
Credits"`View CD Cover*View Artist Picture5 '"View Track L~'armatio~a*View
other metadata*Visit web site*Play-list*Librarian and nnore. 10 )digital
Canteat Librarian The Digital Content l.~brar~an can be invoked implicitly
whey selecting songs or Play-lists (set above) or may be apenrd in its own
Window for management of the Song Library an the End-User(s)' system. In
that case, these are the nd-User(s)' options: 1$ Working wlth songs: Sort
All by Artist, Category. Label. other Select Songs by Artist, Category,
Label, other Add Felectod sags tc~ Current Play-list Copy Song to CD (if
cnablcd) 20 Dclcte Song Add Song to Category and more. Work with
Play-IIStS: Son by Nerne Sort by Category 25 Search by Keyword Search by
Included Song Title Load Selected Play-list Rename flay-list Delete
Play-list 34 Create CD from Selected play-list (if enabled) and more.
Although a specil~tc embodiment of the invention has been diselasod) it
will be understood by those having skill in the art that changes can be
made to this speei~c embodiment without departing from the spirit end scope
of the invention. The scope of the invention is not to be restricted,
therefoa'e, to the specific embodiment, at~d it is intendod that the
appended claims cover any and all such applications) madifieatiaas, and
embodiments within the ' ~5 scope of the present invention.   l0 1 ~ MAY
~oa~ C~,ArMS 1. A method for secure provision of data, said method
comprising the steps of (a) encrypting, using a first encryption key, said
data to thereby generate encrypted data; (b) encrypting, using a second
encryption key, said first encryption key to thereby generate an encrypted
first encryption key; (c) comu~7,unicating the encrypted first encryption
key to an end user system; (d) communicating, by the end user systeztn, the
encrypted $rst encryption key to a clearinghouse; 



(e) decrypting, by the clearinghouse, the encrypted first encryption key to
thereby recover a first decryption key; (f) communicating, by the
cyearinghause) the first deeryptiar~ key to said end user system, (g)
commuruicating the encrypted data to the end user system; and (h)
decrypting, by the end user system, the encrypted data using the first
decryptiaz~ key. z. A method according to claim 1, wherein after step (e)
and prior to step (f) the method comprises the further step of (i)
encrypting by the clearinghouse, using a third encryption key, the first
decryption key to thereby farnx an encrypted first decryption key; and
wherein step (f) comprises: (j) communicating, by the clearinghouse, the
encrypted first decryption l~ey to said ez~d user system; wherein after
step (f) and prior to step (h) tI~e method comprises the further step of-.
(k) decrypting, by the end user system using a second decryption l~ey, said
encrypted first decryption key to thereby recover the first decryption key.
3. A method according to claim 2, wherein after step (a) and prior to step
(g) the method comprises the additional step of: (1) trarxsfezr-ing the
encrypted data to a k~ast site; 4. A method according to claim 3, wherein
the first encryption key and the first decryption key are implemented using
the same symmetric key. 5. A method according to claim 4, wherein: the
second encryption key is a public key of the clearinghouse; and the
decrypting in step (e) by the clearinghouse is performed using the
correspaz~ding private key of the clearinghouse. b. A method according to
claim 5, wherein the third encryption. key is a public key of the end user
system, and the second decryptidz~ key is a corresponding private key of
the end user systerxr.   ~ ~ MAY ~aa~ 111 7. A system for secure provision
of data, said system comprising: (a) means for encrypting, using a first
encryption key, said data to thereby generate encrypted data; (b) means for
encrypting, Busing a second encryption key, said first encryption key to
thereby generate an encrypted first encryption key; (c) means for
communicating the encrypted first encryption key to an eo,d user system;
(d) means for commuzticating, by the ez~d user system, the encrypted first
encryption key to a cleaanghouse; (e) means for decrypting, by the
clearinghouse) the encrypted first eneryptiax~ key to thereby recover a
first decryption key; (t} means for comurnunicating, by the clearinghouse,
the first decryption key to said end user system; (g) means for
communicating the encrypted data to the end user system; and (h) means for
decrypting, by the end user system, the encrypted data using the first
decryption key. 8. A system according to claim 7 further comprising; (i)
means fox encrypting by the clearinghouse, using a third encryption key,
the first decryption key to thereby form an encrypted first decryption key;



(j) means for communicating, by the clearinghouse, the encrypted first
decryption key to said end user system; and (k) means fax decrypting, by
the end user system using a second decryption l~ey, said encrypted first
decryption key to thereby recover the ~rst decryption key, 9. A system
according to claim $, further comprising: (1) means far transferring the
encrypted data to a host site; 1.0. A system for secure provision of data,
the system camprising: (a) content provider means having. means for
encrypting the data into a content secure container using a symmetric key;
means for sending the content secure container to a host site; means for
encrypting the symmetric key into a metadata secure container using a f rst
clearinghouse key; and mews far sending the raetadata secure container to a
content store: (b) said content store, having; means for receiving the
metadata secure container from the content provider means; means for
forming an offer secure container based upots the metadata secure
container; means for receiving, from an ez~d-user means, apt order relating
to said offer secure container; means for farming a transaction secure
container based upon the order and the offer secure container; and   1 ~
MAY 2U3 112 means far sending the transaction secure container td the end
user: (c) said end-user means having: means for receiving the transaction
secure container from the content stare; means for fo~x:n,ing an order
secure container based upon the transac~ian secure container; means far
sending the order secure container to the clearinghouse; (d) said
clearinghouse having: means for receiving the order secure container from
the end-user means; means for decrypting, after consideration of the order
secure container, using a related clearinghouse key, the order secure
container to thereby recover the sy~n~metric key; means far encrypting the
recovered symmetric key into a license secure cantair~er using an end-user
en~cxypting key; and means for sending the license secure container to the
end-user means; wherein: (e) said end-user means furkher has: means for
receiving the license secure container from the clearinghouse means;
rnearas far decrypting, using a related end-user decryption key, the
license secure container to thereby recover the symmetric key; ~aloans for
sending the license secure container to the host site; and wherein said
system for secure provision of data further comprises: (f) said host site
having: means for receiving the content secure container from said Content
provider means; 



mearxs for receiving said license secure container from the end-user means;
and means fox sending, after consideration of the license secure container,
the content secure container to the end-user means; wherein the end-user
means is then able to decrypt the content secure container using the
symmetric key to thereby enable access of the data. 11. A computer program
for directing at least one processor to execute a procedure for secure
provision of data, said program comprising: (a) code for encrypting, using
a first encryption key, said data to thereby generate encrypted data; (b)
code for encrypting, using a second encryption key, said first encryption
key to thereby generate an encrypted first encryption key; (c) code for
eomrnur~iCadng the encrypted first encryption key to an end user system;
(d) code for communicating, by the end user system, floe encrypted first
encryption key to a clearinghouse; (e) code for decrypting, by the
Clearinghouse, the encrypted first encryption key to thereby recover a
first decryption key;   1 ~~ 13 MAY Q003 (f) Bade far communicating, by the
clearinghouse, the first decryption key to said end user systenc~; (g) code
for canumunicating the encrypted data to the end user system; and {h) cede
far decrypting, by the end user system, the encrypted data using the first
decryption key, 12. A computer program product including a computer
readable medium having recorded thereon a computer program for directing a
processor to execute a method far secure provision of data, said pragxanr~
eoz~nprising: (a) code for encrypting, using a ~xrst encryption key, said
data to thereby generate encrypted data; (b) code for encrypting, usnng a
second encryption lCey, said first encryption key to thereby generate an
ertc~'ypted ~r$t encryption key; (c) code for communicating the encrypted
first encryption key to an end user system; (d) code for communicating, by
the end user system, the encrypted first encryption key to a clearinghouse;
(e) code fox decr~rpting, by the clearinghouse, the encrypted first
encryption key to thereby recover a first decryption key; (f) code for
communicating, by the clearinghouse, the first decryption key to said end
user system; (g) code for communicating the encrypted data to tlxe ez~d
user system; and (h) code far decrypting, by the eed user systetxx, the
encrypted data using xhe ~.rst decryption key. 13. An electronic content
management system comprising a clearinghouse that enables securely
providing data, the clearinghouse being capable of communicating with a
data system for securely providing data, the data system being capable of
receiving bath data encrypted with a first encryption l~ey and an encrypted
said first encryption key, the first encryption key being p~'avided by the
data system, the encrypted first encryption key being the first eztcxyption
key encrypted by a second encryption key, the clearinghouse comprising;
means far decryption of the first decryption key from the encrypted first
decrypting key; and xri.ean.s far transfer of the decrypted first
decrypting key to a data system. 1 a. The management system of claim 13
wherein the data system comprises; means for encrypting data by a first
encrypting key to generate encrypted data; means for encrypting the first
decrypting key by a second encrypting key to generate an encrypted first
decrypting key; means for transferring the encrypted data to a sECOnd
system; weans for transferring the encrypted first decrypting key to a
second system; and means for transferring the encrypted first decrypting
key to the clearinghouse that possesses a second decrypting key.  



114 ~ 3 MAY 203 15. The management system of claim 14 further comprising,
moans for re-encrypting the first decrypting key by a third encrypting key
prior to the transfer o f the first decrypting l~ey and wherein the means
for transferring the first decrypting key to a second system is the means
for transferring the decrypted and re-encrypted first decrypting l~ey to a
second system. 16. 'l~e management system of claim 15, wherein the thud
encrypting key is a. public key of a second system. 17. The management
system o claim 14, wherein the second encrypting key is a public key of the
clearinglxouse and the second decrypting key is a corresponding private key
of th,e clearinghouse. 18. The tx~,anagement system of ciairn 14, further
comprising means for confirming that the data was paid for. 19. The
rtxanagement system of claim 14, further comprising means for authorising
transfer of the data prior to transferring the encrypted data decxyptiu~g
key to a secaz~d system. 20. A system for managing content data, associated
metadata, and associated usage condition data comprising: metadata and
usage condition data far associated content data; means for altering,
having regard to at least one of a purchase price of the content data and
another Commercial paraurxeter of said content data, at least one of a
portion of the metadata and tlxe usage condition data to create promotional
data; and rz~eans far transferring the promotional data. 21. The system of
claim 20 wherein the content data iurchtdes :music data, and the usage
condition data includes at least one of a time restriction on the playing
of the music data, a maximum nunn~ber of copies of the music data that can
be made and a maximum number of times the music data can bE played. 22. The
system of claim 20, wherein the content data includes music data, and the
metadata includes at least one of a link to a content data host, a
description of the content a floe music data, artwork associated witty the
music data, and a selected portion of the music data. 23. The system of
claim 20, feather comprising: a content provider capable of traz~snaitting
the associated metadata of content data, and associated usage coz~ditiau
data a;f ca~ntent data; and an electronic store capable of receiving the
metadata and the usage condition data from the content provider and
creating the promotional data.   115 1 ~ MAY 200 24. Tlte system of claim
23, wherein the content provider is further capable of encrypting the
content data with a first encrypting key, encrypti~xg the first encrypting
key with a second encrypting key; and transmitting the encrypted first
encrypting key. 25. The system of claim 23, wherein the content data
includes music data, and the usage condition data includes at least one of
time restrictions an the playing of the music data a maximum number of
copies of the music data that can be made and a maximum number of times the
music data can be played. 2G. ~'he system of claim 23, wherein the content
data includes music data, and the metadata transmitted includes at least
one of the information identifying t'~e content provider, a link to the
content halt; and at least one al' a description of the content of the
music data, artwork associated with the music data, arrd a selected portion
of the music data, Z7. Th,e system of claim 23) whereitx the content
provider is capable of transmitting content data, the system further
comprising a content host Capable of receiving the content data tram the
content provider. .A(Fe.Asu.Asay.A.A lE.A&.AY.Ay.AFuy.A@hl
.Ahl.AU3e.A{E.A{F .A3F2.A .AF.A .A ,.A.A;.Ah3.AA.A{.A@..A
.AU.AUE.A{l.AAl.AU E.AUL.A3.AUY.Al.A3.AN.Af2.A2 .AY.A?.AF,.A$ .A;l#.A.AY
.A9.AUl.Al.Aly.A.AU@Y.AUl2.AA
.AAl.A2.A{.AU.A32.Ah.A{.AF.AY{.A{.Aly.Ah9.A.A.A2 



.AY.AlY.A.A.A.AY .A3l.A@.AS,.AS.AU.A..Af .AF.A{Y2 .A%.Al.AhS.A
%.A.A3.A.AY.A L.A .A; .A3,.A,.A.A ,.A.A _.AE.AA.A.A..AYE.AY.Ah.AhF.AF,E
.AA.AFh%.AY.2 .Ale.A%Db|YruH @
pzzuoje`[V]ca]ca]ca]c"a]c(aU]c(a]c(aU]c(a]cRa]ca]ca]ca]ca]caU]ca]ca]ca]ca]c
a]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c*a]c<a!zY#+fz14=?q&&'':(-../r0|34`=
===TB3D~ytojd_ZU]ca]ca]c8aU]c
a]ca]ca]ca]ca]ca]c.a]caU]ca]ca]ca]ca]ca]ca]ca]ca]c(aU]c(a]ca]ca]caU]ca]ca]c
a]caV]ca]ca]ca]ca]ca!3DMDFYGaIIJJJJJWKKKLNMMO0OOwPPQXRRSLSS,TTTTTU{vqlgb\W]
]caV]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]
ca]c(aU]c(a]ca]ca]ca]ca]ca]ca!U9U<UyU|U~UUUUUUUVW,WeWwWW8XXXYYVYzY}YYYYYYY|
vqlgb\W{vqlgb\W]]caU]ca]c(a]c(a]ca]caU]ca]ca]caU]ca]ca]caU]caU]ca]caU]ca]ca
U]caU]caU]ca]caU]caU]ca]ca]c,aU]c,a]c,a]caU]ca]ca]caYYYYYZZZZZ*[6[o[~[[[G\^
^^#aPasaaabbbbbccc|wqle`[Vlgb\W]]ca]c"a]c(a UV]c
a]caU]ca]ca]ca]caU]ca]ca]ca]ca]ca]c8a]ca]ca]ca]ca]ca]ca]caU]caU]ca]caU]ca]c
a]ca]caU]ca]caU]ca
cecccddchhhhjmkkkk+n.n_nstzzz_{{|X}~b|wrmhc^Ylgb\W]]c]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]c:a]ca]ca]ca]ca]caV]ca]ca]c*a
UV]ca]ca]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]ca X5@LOnVE1_G_(0;
>Kzupkfa\W]]]c(a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c*a]ca]ca]caU]ca]ca
]ca]ca]caU]ca]ca]caU]ca]ca]c(a]ca]ca]ca]ca!K8
\={47Taor+h>pt{vqlfa\W]]]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c(aU]ca
]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca!t|=Vd_$5EK{upje_ZTlfa\
U]ca]caU]ca]caU]ca]caU]ca]c&a]c&a
UV]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]ca]c(aU]c(a]ca]ca
]ca
K_t>U^dWegs[wA24OGQ|vqkf`[Vlfa\U]]ca]caU]ca]caU]ca]caU]ca]caU]ca]c(a]caU]ca
]ca]ca]ca]ca]caU]ca]caU]ca]ca]caV]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca
QXdIY$Vp0r{vqlgb]Xlfa\U]]]ca]ca]ca]ca]ca]ca]ca]ca]caV]ca]ca]c"a]c"a]c"a]caU
]ca]ca]c^a]ca]ca]caU]ca]caU]ca]ca]caU]ca]ca]c&a]c a]caU]ca
r<BIXs}+'47!,E6KW|wrlga\Wlfa\U]]]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]c(a]ca]ca]
c^a]ca]ca]ca]c a]ca]ca]ca]ca]ca]caU]ca]ca]c&aU]ca UV]ca]caV]ca]ca WYcfmGL+
jAfYa3-?vZ}xsnhb]Xlfa\U]]]]ca]caU]caU]ca]ca]ca]ca]ca]ca]c:a]ca]ca]caV]ca]ca
]ca]ca]ca]ca]ca]caV]ca]ca]caV]ca]caV]ca]ca]ca]ca]c&aU]c&a Zdot|T
^##$$%"'(')6)B)O)R)-45
66$6'66}xsnid_ZUU]ca]ca]c&a]ca]ca]ca]ca]ca]ca]c8a]ca]ca]caV]ca]ca]ca]ca]caU
]ca]ca]caV]ca]ca]caV]ca]ca]ca]ca]c$a]c$aU]c$a]c$a]ca!66l77Q89999;
;;|<<?@ABB!C9C<CgCjCuCCCCG2HIRRRR~ytoje`[VU]]ca]c&a]ca]ca]ca]ca]ca]ca]c$a]c
8a]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]caV]ca]ca]ca]ca]caV]ca]caU]ca]ca]ca]ca
!R\G]C`N`\`_`ab8deeeeDgg_h!i,i:ijj9kGkIkRkTkkkklll-lztoje`[UUU]ca]ca]ca]c&a
]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]c
a]c(a]ca]ca]ca]ca!-l/lElGlllmnpq@qBqbqdqqq2rrr`sbssttt.u1u<uJuMuuy|wqlgb]XS
ztoje]ca]ca]ca]c(a]ca]caU]ca]caU]caU]caU]ca]caU]caU]caU]caU]ca]caU]ca]caU]c
a]caU]caU]caU]caU]caU]ca]caU]ca]caU]ca]cayy{w{~{{{{{{{~&jZetwN
{vqlfa\Wje]ca]ca]ca]caU]ca]ca]ca]ca]c,a]ca]caV]ca]caV]ca]caU]caU]ca]ca]c(aU
]ca]ca]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca
'-PiJuw}wrlga\Vlfa\Wje]cU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]caU]ca]ca
U]ca]caV]ca]caV]ca UV]caU]ca]caU]ca]caV]ca]ca]c&a]ca]ca]caSd{72I]x<bDEJ
{ztoid^Yje]cU]]caU]ca]caU]ca]caV]ca]ca]ca]ca]ca]ca]c(a]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]c,aU]c,a]caU]ca]caU]ca]ca {
,3{~ytnid_YTje]]caV]ca]ca]ca]c*aU]c*a]ca]ca]ca]caV]ca]ca]ca]caU]ca]caU]ca]c
aU]ca]ca]ca]c*aU]c*a]c aU]c a]ca]c^a]ca]c a]c ^a]caU]ca &Ye+<E;
-09<JZ~8CERUXmzuoje`ZUje]]]caV]ca]ca]ca]c(aU]c(a]ca]caU]ca]caU]caU]ca]ca]ca
]ca]ca]c(aU]c(a]ca]ca]ca]ca]ca]c^a]ca]ca]caU]ca]caV]ca]caV]ca "6IWfk
03Idps}xsnic^YTje]]ca]ca]c(aU]c(a]ca]ca]ca
U]c^a]c^a]ca]c^a]ca]ca]ca]caU]ca]ca]ca]ca]caU]ca]caU]ca]ca]ca]ca]caV]ca]caV
]ca]caV]ca 58gkp-Bn7ytnic^YTje]]ca]c:a]caU]ca]caU]ca]caU]ca]c^a]ca]ca 



U]c^aU]ca]ca]ca]c^a]ca]ca]ca]ca]ca]ca]ca]ca]c^a]ca]caU]ca]ca]ca]caU]ca
7iM*8P%(|vqlga\Vic^YTje]]U]c*a]caU]ca]ca]ca]caU]ca]ca]caU]ca]caU]ca]caU]ca]
ca UV]caV]ca]caU]ca]ca
UV]ca]ca]ca]c*aU]c*a]ca]caV]ca]ca]ca]ca(256<MShp|wip"F{vqlgb]Wje]]UU]ca]ca]
ca]ca]ca]ca]ca]ca]ca]c(aU]c(a]caU]ca]caU]ca]ca]ca]ca]ca]ca]ca]caU]ca]caU]ca
]caV]ca]caV]ca]ca]ca]c*a
,"?Aq8JNV.4}wrmhc^Yje]]UU]]ca]ca]ca]c(a]ca]caU]ca]ca]caU]ca]ca]ca]caU]ca]ca
]caU]ca]ca]caU]ca]ca]ca]ca]ca]ca]c(aU]c(a]ca]ca]ca]ca]ca 4?Jg
VX^UXZj@B{~|wrmgb]Xje]]UU]ca]ca]caU]ca]ca]ca]c
a]c&aU]c&a]caU]ca]caU]ca]ca]ca]caU]ca]ca]ca]ca]ca]caU]ca]ca]ca]caU]ca]ca]ca
]ca]ca]ca
!lor'*hvxTS}xrmhc^XSje]caU]ca]ca]ca]ca]caU]ca]ca]c^a]caU]ca]ca]c*aU]c*a]ca]
caU]ca]caU]ca]ca]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca]caU]ca SUZ/2NQT_k@  Y]z
|upkfa[Vhc^XSje]c]caU]ca]ca]ca]c8a]ca UV]caU]caV]ca
UV]ca]ca]ca]caV]ca]ca]caU]ca]ca]caU]ca]caU]ca]c8aU]c8a]caU]ca]ca]ca]ca]caU]
ca !##(((()+,,T-//24m45555N6h7788Z;];`;|;
;>?|wrmgb]Wc]U]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]c,a]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]c(aU]c(a]ca]ca]ca]ca!?l@t@@@aAlAAAC]CaCiClCyCGGGG7HH
H.K1K<KqKsKKKKKK~xsmhb]W|wrmgb]Wc]U]ca]caU]ca]caU]ca]caU]ca]c.aU]c.a]ca]ca]
ca]ca]ca]caV]ca]ca]c*a]caU]c a UV]c
a]ca]caU]ca]caU]ca]caU]ca]caU]ca]caKKKKLLdLLsOSLSrSuSSSSzWWWWZZg^N_4```aaaa
ab|vqkfa\V|wrmgb]WcU]ca]c,a]ca]caU]ca]caU]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca
]ca]c(a]c"a UV]c
a]caU]ca]ca]caU]ca]caU]caU]ca]caU]ca]cabbbbbfgvhhuixiziiijkkkellmm:m<m~mmmm
mmbn$pytnid^YT|wrmgb]]ca]caU]ca]ca]c*aU]c*a]caU]ca]caU]ca]caU]ca]caU]ca]caU
]caU]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]caU]ca$p/pptat8uwxaydyoy
ryyyezzY{k}}O~R~~yf&vzupkfa\W]c]ca]ca]ca]ca]ca]ca]ca]ca]c(aU]c(a]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]caU]ca]c&a]c&aU]c&a]ca]ca]ca]ca]ca]ca]ca]ca!vE"5}]d{vpk
e`ZUkfa\W]]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]c
a]ca]ca]ca]ca]c(aU]c(a]ca]ca]ca]ca]ca]ca]ca %(1GOjv
#6zuoje`[Ukfa\W]U]ca]ca]ca]ca]caU]ca]caU]ca]ca]c,aU]c,a]ca]ca]caU]ca]ca]ca]
c(aU]c(a]ca]ca]ca]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca
9eCEHKNQTWZg|~xsmhc^Ykfa\W]U]c]ca]ca]ca]caU]ca]caU]ca]c,a]ca]ca]ca]c"a]caU]
caU]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c(aU]c(a]ca]ca -nqt~q 8;
t{ouxJMztojd_YTkfa\]caU]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]caU]ca]caU]ca]caU]c
a]caU]ca]ca]caU]ca]caU]ca]ca]ca]c.aU]c.a]caU]ca]ca]ca `dorSVboux~
NQ?V{vpkf`[Ujd_YTkfa\]U]ca]caU]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU
]ca]caU]ca]caU]ca]caU]ca]c,aU]c,a]ca]caU]ca]caU]ca]caU]caVkr<==~ysnhc^Ykfa\
]U]c]ca]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]c
*aU]c*a]ca]ca]caU]ca]ca]caU]ca]ca
=n-\^il'*-ztnhc]Xnhc^Ykfa\]U]]caU]ca]caU]caU]caU]ca]caU]ca]caU]caU]ca]caU]c
a]caU]ca]caU]ca]caU]ca]ca]c.aU]c.a]ca]ca]ca]ca]ca]ca]ca]ca]ca!KNQ\
GmpXZa5P_y$@}xsmgb]XSnhc^Ykf]ca]ca]ca]caU]caU]ca]ca]ca]c:aU]c:a]ca]caU]ca]c
aU]caU]caU]caU]caU]ca]caU]caU]caU]caU]ca]caU]ca]c(aU]c(a]caU]caU]ca@,
Mg*8Cyr'zuoje`[Vkf]c]ca]ca]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]
caU]ca]ca]c"a]ca]ca]ca]ca]c(aU]c(a]ca]ca]ca]caU]ca]ca ,E ]  Nt
<>SvQT~ytoje`[Vc]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]ca]c(aU]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c*a]c*aU]c*a!8?D[{RvK]
!o!q!!|vqkf`[Uje`[VU]ca]caU]ca]caU]ca]caU]caU]ca]caU]ca]caU]ca]ca]c(aU]c(a]
caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c*aU]c*a]ca !!"###M$s$L%%'&&
')','4'7',,,-!1%15558<<AHA^AaA|wrmhc^YSjeU]c*a]ca]ca]ca]ca]ca]ca]c(a]c(a]ca
V]ca]caU]ca]caU]ca]ca]ca]c(aU]c(a]ca]caU]caU]ca]caU]ca]ca]caU]caU]caU]caU]c
a]ca
aAkAnA&CzCCHHILL&MNsNNNNNOOOOOQQQQBRJRTTU[ztoid^YTjeU]ca]caU]ca]caU]ca]caU]
ca]caU]ca]caU]ca]caU]ca]ca]ca]c"a]c(aU]c(a]caU]ca]ca]caU]ca]caU]ca]ca]caU]c
a]ca]ca]ca]c*a
[[[[[[[B`#acc~ggggfihi+j8jEjjk|kkVlngopqrsvv{vqlgb]XSje]ca]ca]ca]ca]ca]ca]c
a]caU]ca]caU]ca]caU]ca]c(a UV]ca]caU]ca]caU]caU]c
aU]ca]caV]ca]ca]ca]ca]c(a]c(aU]c a]c a]caU]ca
v*w8wgxixx>y@yz@zzz{I{}}3~6~M~_b0=IKjH~xsmhb]XSgb]XSje]ca]ca]caU]ca]caU]ca]
c8aU]ca]c"aU]c
a]ca]ca]caU]caU]caU]caU]caU]caU]caU]ca]caU]caU]caU]ca]caU]caU]ca]caU]ca]c&a
]ca%>r")17}xsmhb]Wgb]XSje]caU]ca]caU]ca]caU]ca]ca]c.a]c.aU]c.a]ca]ca]caU]ca
]caU]caU]caU]caU]ca]caU]caU]ca]caU]ca]ca]c*a]caU]ca]ca]ca]ca]ca7_fk0$')58'*
ytojd_ZU]ca]ca]caU]ca]ca]c*a]caU]ca]ca]ca]ca]c"a]c,aU]c,a]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]c<aU]c<a]ca]ca]caU]ca]ca]ca!M_vz_Ti+
K"ztoje`[V]]ca]ca]ca]ca]c(a]caU]ca]ca]ca]ca]caV]ca]ca]ca]ca]ca]ca]ca]c:a]ca
]ca]ca]ca]ca]caU]ca]c*aU]c*a]ca]ca]ca]ca]ca!`
SV_bQ4*.y}\`mo}xrmgb\Wje`[V]]]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU
]ca]ca]ca]ca]c$a]c*aU]c*a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca 4 D
x8EchBM##~ysnhc^YTje`[]c.a]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]
caU]ca]caU]ca]caU]ca]ca]ca]c*a]caU]ca]ca]ca]ca]ca]c.aU]c.a #t$$%&;
&&'((:)E)))l+r+--1111o33399H;
H?J???|vqke`ZUhc^YTje`[]]caU]ca]caU]caU]ca]caU]caV]ca]caU]ca]ca]c(aU]c(a]ca
]ca]caU]ca]caV]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca???Z@@A 



B4B6BC@G!HqIIKKKKKKKKLL6LBLrLwLLLLLhMytnic^XSje]caU]ca]caU]ca]caU]ca]caU]ca
]caU]ca]ca]ca]c.a]caU]caU]ca]caU]ca]ca]ca]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca
]c"a]c*a hMqMMM>NCNDO\OfOOPuPPQRSSVVVVVXSX(Yu[\\F]]] ^
^{vqlgb]Xje]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c(aU]ca
UV]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca
^$^>^@^R^s^^^^^1_9__)bPbqbbbbcccccdeeggii[r9s}wrlgb]Xje]ca]ca]ca]c8a]caU]ca
]caU]caU]ca]ca]ca]ca]caU]ca]ca]ca]c(a]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]c(a]ca
U]ca]caU]ca]ca
9sJss@uhuuuuuuuuuuv\v_vvvvvvwvwwYx[xxxxy}}}xsnic^YTje]]ca]ca]caU]ca]ca]ca]c
a]caU]ca]caU]ca]c>a]c,aU]c,a]caU]ca]caU]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]
ca]ca]ca]ca]ca
`TWfFO|vqkf`[Uic^YTje]]U]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]ca]caU]ca]caU]ca
]caU]ca]caU]ca]caU]ca]ca]ca]c&a]caU]ca
UV]ca]caU]ca]caU]cat#(*nq{%*+68\a~ytnid^YSjeU]ca]caU]ca]ca]caU]ca]ca]caU]ca
]ca]c(a]c(a
UV]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca]ca]caU]ca]ca]ca]c"a]c*a]caU]ca]ca
},/{vpke`[Vid^YSjeU]]ca]ca]c.aU]c.a]c.aU]c.a]c.a]caU]ca]caU]ca]caU]ca]caU]c
a]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]caU]ca]can6
A}6kP\4rl=H|wrmhc^X]]U]c*a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]c.aU]c.a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!)v>o[;
:Q!-v||wrmhc^X]]V]ca]ca]c*a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c(
aU]c(a]c(a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c*a!|@Dikmy[;
:Q!-v||wrmhc^X]]V]ca]ca]c*a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c(
a]ca]c(a]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caDb|YiK-&$10%@&'()-`!10%@&'()-`
10%@&'()-  s10%@&'()-@10%@&'()-y
F10%@&'()-10%@&'()-Y(_Ha?-&$10%!`'10%11&'()-3 !9`'10%##&'()-3 !'10%##&'()-3
Fs10%@&'()-10%@&'()- 10%@&'()-H @
aB-&$10%!510%@&'()-1$10%@&'()-`0'10%@&'()-,,$10%@&'()-!f)'10%((&'()-SF%$10%
@&'()-bC&$10%!s10%&'()-10%&'()-Z 10@ 10@ 10@L<10%@&'()-8$10%@&'()-
7'10%@&'()-pzY#}[<bC&$10`Ls'10%&'()-!Ls'10%ff&'()-!+s`'10%ff&'()-@9,!10%&'(
)-!ty&'10%&'()--L$10%&'()-#+f^?bC&$10L/!10%&'()-!`s('10%&'()-M!s('10%&'()-M
`$$10%&'()-s@#s'10%&'()-L$10%&'()-H./01?!oMC&$10L/!!`'10%EE&'()-!N`y&10%&'(
)- 10 10 10!0s'10%&'()-:!
0s'10%&'()-:!%q&&'':(}^?MC&$1099$!10%&'()-s#Y10%&'()-`,
$10%&'()-@9!10%&'()-!C`'10%SS&'()-!`'10%EE&'()-:()+.....wi[MC&$1099$! 10 10
10!`%'10%&'()-S!
%'10%&'()-S!`%'10%&'()-S!%'10%yy&'()-S./r02|346z[9MC&!,Y'10%uu&'()-L$10%-u&
'()-!0'10%uu&'()-`!'10%uu&'()-`s$10%-u&'()-!Y@10%uu&'()-68!;
`======zodY:&!l10%(&'()-` 10-u 10-u 10-u
7F10%-u&'()-4!`Y'10%IuIu&'()-!`Y'10%#u#u&'()-!`Y'10%uu&'()-==?6ATBC3DwU3dY:
!&`3s'10%((&'()-s!3s'10%((&'()-s!` Ls'10%((&'()-!` Ls'10%((&'()-!
Ls'10%((&'()-! Ls'10%&'()-3DMD,EFYGaII}[<dY:!&`F410%(&'()-!`3"'10%((&'()-
`3"'10%X&'()- !`3"'10%((&'()- !3"'10%((&'()-
y10%(&'()-IJJJJJJWKoM:!&`F410!$10%OO&'()-@!@3&10%GOGO&'()- 10(( 10((
10((!`YS5`'10%((&'()--!YS5`'10%((&'()--WKKKLNMMO}[9M:!!$10%OO&'()-!3,&10%OO
&'()-@!f$10%OO&'()-@!fy'10%mOmO&'()-3 10%O&'()-!10%O&'()- 



O0OOwPP/QQ}^<M:!!!,#`'10%OO&'()-,#`'10%
&'()-!!10%O&'()-!3$10%OO&'()-@!,3Fs'10%OO&'()-f10%O&'()-QXRRSLSS,TaBM:!!!/!
10%O&'()-!,s$10%OO&'()-+z10%O&'()-*`'10%O&'()-
(10%O&'()-L'!10%O&'()-,TTTU9U<UyUzU{UdE:/ 10O
10OL910%O&'()-710%O&'()-610%O&'()-,5!10%O&'()- 3-10%O&'()-0M10%O&'()-
{U|UUUUVXVVoM+/!k`F10%&'()-!t`F10%&'()-!`F10%KK&'()-!yF10%
&'()-!F10%G/G/&'()-,10%&'()-
10OVVW-W.W/W2WGWmN//!Y'10%&'()-:Y'10%&'()-:'Y'10%&'()-:Y'10%&'()-:^}$10%&'(
)-!`F10%GG&'()-GWHWKWaWbWeWxWyW}^F/!Y'10%&'Y'10%&'()-:Y'10%&'()-:'Y'10%&'()
-:0Y'10%&'()-:'yW|WWWWWWWu]C/!Y'10%Y'10%&'()-:'&Y'10%&'()-:)Y'10%&'()-:'&Y'
10%&'()-:)Y'10%&'()-:WWWW8XXXXnM,/!  `l)z10%T#&'()-   l)z10%"&'()-
Yl)z10%?'&'()- ( YY'g10%?'&'()-Y'10%&'()-:'Y'10%&'()-:X(YVYYYYYYY|obU4  Y
y10%'&'()-G10?'10?'10?'  l96Z10%?'&'()- Yl96Z10% &'()-  l)z10%&&'()-
Yl)z10%\$&'()- YYYYZZ6[|[:bU4  Y Y10%'&'()- Y4l = 10%'&'()- Yd10%'&'()-  l
10%'&'()-  l 10%'&'()- Y`10%'&'()-6[o[~[[[[\|[:bU4  Y B`Y W10%'&'()-F  YY
W10%!"&'()-F   ?`10%n'n&'()-F   `10%n'n&'()-F  Y10%'&'()-F 



10%V!V&'()-\G\^\_\`\l\m\n\kO74   L'10%'&'()-0L'10%'&'()-
L'10%'&'()-L'10%'&'()- Q`Y W10%'&'()-F n\y\\\\\\\kS74  L'10%'&'()-
0L'10%'&'()-L'10%'&'()- L'10%'&'()-L'10%'&'()-\\\\]]]']sW74
L'10%'&'()-L'10%'&'()- L'10%'&'()-L'10%'&'()-
L'10%'&'()-'](]+]D]E]H]c]d]xX@4   L'10%'&'()-L'10%'&'()-
L'10%'&'()-L'10%'&'()- d]g]]]]]]]pX<4  L'10%'&'()- L'10%'&'()-L'10%'&'()-
L'10%'&'()-L'10%'&'()-]]]]]]]^sW74  L'10%'&'()-L'10%'&'()-
L'10%'&'()-L'10%'&'()- L'10%'&'()-^ ^^^^^^^^dH  L'10%YA 10%f#f&'()- .
10%f#f&'()- 9!y10%f#f&'()-m10'10'10'L'10%'&'()- ^^^^^^^^sW7H  YA
10%f#f&'()-YA 



10%f#f&'()-YA 10%f#f&'()-YA 10%f#f&'()-YA 10%f#f&'()-^^^___,_-_xX@H  YA
10%f#f&'()-YA 10%f#f&'()-YA 10%f#f&'()-YA 10%f#f&'()--_._M_N_R_m_n_q_pX<H
YA 10%f#f&'()-YA 10%f#f&'()-YA 10%f#f&'()-YA 10%f#f&'()-YA
10%f#f&'()-q________sW7H  YA 10%f#f&'()-YA 10%f#f&'()-YA 10%f#f&'()-YA
10%f#f&'()-YA 10%f#f&'()-______``xX@H  YA 10%f#f&'()-YA 10%f#f&'()-YA
10%f#f&'()-YA 10%f#f&'()-``#`$`%`B`C`F`pX<H  YA 10%f#f&'()-YA 10%f#f&'()-YA
10%f#f&'()-YA 



10%f#f&'()-YA 10%f#f&'()-F```a`d`````sW7H  YA 10%f#f&'()-YA 10%f#f&'()-YA
10%f#f&'()-YA 10%f#f&'()-YA 10%f#f&'()-````````xX@H  YA 10%f#f&'()-YA
10%f#f&'()-YA 10%f#f&'()-YA 10%f#f&'()-``!a"a#aPaabpO.H `F*10%&'()- $
F*10%~#&'()- FF*10%&'()-YA 10%f#f&'()-YA 10%f#f&'()-YA
10%f#f&'()-b{bbbbbbbcvU4  F~`10%%&'()-$ F10%%&'()-`F10~#10~#10~#  HF7
10%~#&'()-@  F*10%; &'()- n`F*10%&'()-ccXceccc"d|[:vU4  F f, 10% % &'()-`F
f, 10% Y &'()-` f, 10%  &'()-` @l 10%F "F &'()- @l 10%l 



%l &'()- F Z 10%%&'()-"duddddfg|[:vU4  F <`Fs'10%%&'()-F FFs'10%%&'()-
FFs'10%&'()- Fm10%%&'()- `f, 10%  &'()-` F~`f, 10%K&'()-`ghijmkkkkk|[NA4
10%10%10%F Fs6&10%%&'()- FS2$10%%&'()-@ FFs'10%%&'()- .`Fs'10%%&'()-
FFs'10%%&'()-kkk\m_n+o^q|[:NA4 10 ?`9*10%1&1&'()- F 9*10%@&@&'()-
`'10%&&'()-9 '10%&&'()-9 FF" 10%&&'()-m F10%&&'()-^qErst2uwx|[:NA4 10
"`n'`*10%I&I&'()-F $n'`*10%k&k&'()-  n'`*10%XX&'()- .@#Q'10%u&u&'()-
`9*10%-&-&'()-  :`9*10%1&1&'()- xFzzzzzzz_{vU4  F$10%#&'()-, Fl`g10%#&'()-
F310%#&'()-10@&@10@&@10@&@ `n'`*10%@&@&'()- Fn'`*10%&&'()-_{{||X}~{Z9vU4
F10%#&'()- 0M'10%a#a&'()- $`ls$10%k#k&'()--!Fls$10%__&'()-- F~ '10%#&'()-
Fl s!10%#&'()-bX|[:vU4    FL-`$10%#&'()-T 7*M'10%~#~&'()-S F&`$10%#&'()- F
3%!10%#&'()- F`L`'10%&'()-` 2L`'10%y#y&'()-`X2345@LOvU4  FYY10%f%f&'()- F
10%f%f&'()-Y Fl10%f%f&'()-10#10#10# F1M'10%#&'()- F &0!10%#&'()-On|[:vU4  F
F@M$10%ff&'()-@F F10%f%f&'()-F }`9&10%%&'()-' 9&10%%&'()-' $s`$10%D%D&'()-@
Fs`$10%f f&'()-@V8E}\;vU4  F  7S&:'10%W%W&'()- $
&*10%D%D&'()-)`&*10%I%I&'()-  +&*10%1%1&'()-  &*10%'%'&'()-
`@M$10%?%?&'()-@1|obU4  FlF10%1#&'()-10f%f$10f%f10f%f F9M$10%f%f&'()-
F`6*10%f%f&'()-@ $ 6*10%DD&'()-@ A`S&:'10%a%a&'()-_|[:bU4  F
)lt$10%1#&'()-f Flt$10% &'()-f F`'10%8&'()-s '10%,1#,&'()-s FY10%1#&'()-
F!10%1#&'()-Y_9G_|[:bU4  F FY F%!10%1#&'()- F`M'10%&'()-: 2M'10%1#&'()-:
F`s'10%1#&'()- )`s'10%1#&'()- Fs'10%1#&'()-(-.|[:-4101#F F3 10%1#&'()-
F110%1#&'()- F.`$10%1#&'()-@ FY -!10%1#&'()- <`&M'10%1#&'()-L
7&M'10%1#&'()-L./0;>KbA4101#F F  '10%~#~&'()- F!10%#&'()- Ff 10%#&'()-Z
FY10%#&'()- FF10%#&'()-101#101#!G8{Z9A4101# F3Y"S10%#&'()-& F$10%#&'()-&
F`3s'10%#&'()-'& .&`3s'10%#&'()-'&!$3s'10%&'()-' ` '10%#&'()-8\={|[:A4101#
Fl/`'10%#&'()-g F3 .!10%#&'()- FF9-310%#&'()- FY`*s'10%#&'()-f
F3$$10%#&'()- FF#`'10%#&'()- 47QRSTa|obU410 FFm10%&#&&'()-`10#10#10# F9
10%#&'()- Ff810%#&'()- Fl610%#&'()- FY2s$10%#&'()-aor)O|[:bU410 F
FFls10%&#&&'()- '`Ys'10%#&'()-F `Ys'10%#&'()-F $Ys'10%#&'()-F F310%&#&&'()-
F 10%&#&&'()-G+h>|[:bU410 F F `$$10%&#&&'()- F3"'10%&#&&'()- F
!!10%&#&&'()- F3s$10%&#&&'()-@ F !10%&#&&'()- FY 310%&#&&'()-pt|[:bU410 F F
,2`$10%&#&&'()- F30`'10%&#&&'()-  F -s$10%&#&&'()-@ F,!10%&#&&'()-  F
3+10%&#&&'()- F3)10%&#&&'()-|vU410 20F3$10%~ &'()- FY`$10%~ &'()- F! 10%~
&'()-m Fl10%~ &'()-10&#&10&#&10&#& F L6`'10%&#&&'()-=Vd|[:vU410 2
FF3"`$10%~ &'()-F F  



!10%~ &'()- F FFLs$10%~ &'()-F F3 !10%~ &'()-  FF 10%~ &'()- FF3$10%~
&'()-_|\<vU410 2 \5#10%~ &'()-\5#10%~ &'()- FF31M$10%~ &'()-SF F  /s!10%~
&'()- FFl.10%~ &'()- FFs*s$10%~ &'()-_?vU410 2 \5#10%~ &'()-\5#10%~
&'()-\5#10%~ &'()--#3\#\5#10%~ &'()-\5#10%~ &'()-_?vU410 2 \5#10%~
&'()-\5#10%~ &'()-\5#10%~ &'()-\5#10%~ &'()-#3\#\5#10%~ &'()-yX710
F10%&'&&'()- Ff  10%&'&&'()-Z' F10%&'&&'()-`10~ 10~ 10~ \5#10%~
&'()-#3\#$67;[?yX710
FY#10%&'&&'()-#3\#FY#10%&'&&'()-Y#10%&'&&'()-Y#10%&'&&'()-Y#10%&'&&'()-;
>CLMQT{_?yX710
FY#10%&'&&'()-Y#10%&'&&'()-#3\#Y#10%&'&&'()-Y#10%&'&&'()-Y#10%&'&&'()-TW^_d
gk_?yX710
FY#10%&'&&'()-Y#10%&'&&'()-Y#10%&'&&'()-#3\#Y#10%&'&&'()-Y#10%&'&&'()-kstx{
_?yX710
FY#10%&'&&'()-Y#10%&'&&'()-Y#10%&'&&'()-Y#10%&'&&'()-#3\#Y#10%&'&&'()->^=yX
710  F  !10%'&'()- &10%f'f&'()- `$10%'&'()-f  `$10%
&'()-fY#10%&'&&'()-#3\#U_>yX710  F    *10%'&'()-  $`$10%'&'()-
3&'10%'&'()-&`3&'10%&'()-&`3&'10%&'()-&  3&'10%'&'()-&^?d|[:yX710
`,5M$10%'&'()-T  ,5M$10%X &'()-T & F.&'10%'&'()-  F.&'10%'&'()-
+M$10%'&'()-S  +M$10%a&'()-SdTUVWgswvU410  `l9M'10%gk)g&'()-Z
l9M'10%k)&'()-Z   `!10%gk)g&'()-Y   10%gk)g&'()-s10'10'10'
,37'10%'&'()-f4LGA|[:vU410   0 '*10%k)&'()-3   '*10%#k)#&'()-3
`l`'10%@k)@&'()-   `l`'10%gk)g&'()- l`'10%@#@&'()-  `l9M'10%gk)g&'()-Z
QXvU410 9`'10%X&X&'()-  F&10%&&'()-  l10%&&'()-10gk)g10gk)g10gk)g
l/10%gk)g&'()- ` '*10%#k)#&'()-3 Xd}]E)10%&&'()- 10%&&'()- 10%&&'()-
10%&&'()- 4`9`'10%]&]&'()- `9`'10%X&X&'()--sW710%10%&&'()- 10%&&'()-
110%&&'()- 10%&&'()- `10%&&'()- -.1JKNdexX@10%10%&&'()- 10%&&'()- 10%&&'()-
10%&&'()- ehpO-!`*M'10%&'()- v*M'10%'&'()- {*M'10%&'()-10%&&'()- 10%&&'()-
10%&&'()- *vU4  S10%'&'()-Yv `10%'&'()-{10'10'10' `l4G10%'&'()-
`l4G10%"&'()- l4G10%r&'()-$C{Z9vU4  K !` `'10%'&'()-< 7 ,` 



`'10%w'w&'()-< . &` `'10%n'n&'()-<!)  `'10%ii&'()-< |L$10%'&'()-
L310%'&'()-3mV|[:vU4   ``'10%'&'()-` {``'10%{&'()-` {`'10%&'()-` 10%'&'()-
O ,` `'10%'&'()-< ` `'10%'&'()-<Vp0r|[:vU4   `,`$10%'&'()- Y,`$10%'&'()-
`(`'10%'&'()- (`'10%'&'()- q+,&$10%'&'()-T $10%'&'()-r9:;<IXvU4 9!
10%*&'()- F310%*&'()-M10'10'10' `31M'10%'&'()- T '`31M'10%'&'()- F
31M'10%O&'()-X-|[:vU4  F 3!10%#&'()-- `'10%*&'()-  l`'10%$&'()-  <
`&:*10%%&'()- a`&:*10%0*0&'()-  +&:*10%k*k&'()-s}q|[:vU4  O9*10%*&'()-
(F10%*&'()- `@#M'10%&'()- Y C@#M'10%*&'()- F ":10%*&'()- `F
3!10%*&'()--+|[NA410*10*10* `3M'10%*&'()- {3M'10% &'()- 1 10%*&'()-
Y.M10%*&'()- l+s$10%*&'()-@'470!|[:NA410 7 `'10%1y1&'()- >`s'10%)&'()-s
:s'10%)&'()-s Fl10%)&'()- L!f10%(&'()-Z Y10%)&'()-!|Z,|[:NA410 `:*10% )
&'()-Z `:*10% ) &'()-Z g:*10%a]#a&'()-Z . ``'10%()(&'()- O ?``'10%I)I&'()-
``'10%)&'()-,Gv6HI|[:-410% :*10%%&'()-Z O ?`:*10%I)I&'()-Z F
C`:*10%@)@&'()-Z A 



:`:*10%;);&'()-Z A >`:*10%;);&'()-Z g:*10%aM'a&'()-ZIJKWcfbA410%
*10%m&'()-\ [$10%)&'()- F10%)&'()-  S10%)&'()-Y 10%)&'()-10%10%my |[:A410%
5`y*10%)&'()-  :y*10%)&'()- T`y*10%N)N&'()- y*10%  &'()-  *10% ) &'()-\ 9`
*10% ) &'()-\}+  je|[:A410% c 4*M'10%])]&'()-H  (V!10%)&'()- l &!10%)&'()-
$M$10%)&'()- F`y*10%@)@&'()- `y*10%)&'()-eAf7|[:-410)  L910%)&'()-
,5''10%)&'()- Y >,5''10%S)S&'()-  310%)&'()- g :*M'10%a)a&'()-H
*M'10%&'()-H3[bA410)  ''10%SS&'()- TC``M$10%k)&'()- `M$10%SS&'()-
L!10%Sk)S&'()-m 10%Sk)S&'()-10)10)[-?v|[:A410) L''10%Sk)S&'()-@
^>:$10%k)&'()-@  ,10%Sk)S&'()- `''10%Sk)S&'()- `''10%?%?&'()- <
C`''10%k)&'()-v]|[:A410) O `,-'10%%&'()-s F &,-'10%&'()-s `#M'10%Sk)S&'()-
#M'10%Nk)N&'()- T @F"10%k)&'()- l10%Sk)S&'()-Zabcdo|obU410
F10%'&'()-10??10??10?? `@3*10%??&'()- A @3*10%k)&'()- < 



@3*10%  &'()- Y :`,-'10%k)&'()-so|T  |[:bU410  Ys10%'&'()- YF$10%'&'()-
'10%X'X&'()- Y`$10%'&'()- 3310%'&'()-  ,10%'&'()-m "^##$$$|[:bU410
$M$10%5&'()-@ #10%'&'()- `s$10%'&'()- s$10%P&'()- `M'10%&'()-
^5M'10%'&'()-$%%()3)4)5)6)|[NA41010'10'10' 6 10%'&'()- `'M'10%'&'()-G
`'M'10%'&'()-G  {'M'10%'&'()-G  O`$M$10%'&'()-@6)B)R)+4--.|[:NA41010
s*10%)&'()- `9`'10%u)u&'()- g`9`'10%N)N&'()- T9`'10%;);&'()- F10%z)z&'()-
Y10%z)z&'()-.1Y234M55|[:NA41010 `,`'10%)&'()-s ,`'10%p)p&'()-s <
`s*10%#)#&'()- A`s*10%()(&'()- $ `s*10%)&'()-  '`s*10%)&'()-5 666
66$6'66vU410 Y !10%)&'()- YY10%)&'()-  f10%)&'()-Z 10%)&'()-10z)z10z)z10z)z
@54 10%z)z&'()-66l77Q899|[:vU410  10%)&'()- l$10%)&'()- 0 M*10%")"&'()-@
M*10%)&'()-@ 9$10%)&'()-  $10%)&'()-990;;|<<y=|[:vU410  3"L*10%)&'()-&
S10%)&'()- &$10%)&'()-@ `S9'10%)&'()-` Y`S9'10%)&'()-`
KS9'10%&'()-`y=D??@eAABB|[:vU410   2s!10%)&'()- `&-9'10%&&'()-
v&-9'10%)&'()-  +s!10%)&'()- `3"L*10%'&'()-& l
`3"L*10%)&'()-&BB!C9CgChCiCjCuCCvU410 L! 10%'&'()-m Y10%'&'()-10)10)10)
9g10%)&'()- 610%)&'()- 4M$10%)&'()-@CCCBEsGG2H~]<vU410  F !10%'&'()- `
s'10%&'()- g` s'10%'&'()-c s'10%&'()- 3 `!10%'&'()- F
10%'&'()-2HIKMOQTR|[:vU410  s'10%'&'()-- `s'10%'&'()-- `s'10%'&'()--
{`s'10%'&'()- {0s'10%'&'()- l`$10%'&'()-TRRRRRRRRTvU410 . s9*10%N)N&'()-!
FY10%)&'()- !10%)&'()-m l10%)&'()-10'10'10' `s'10%'&'()-TVXY*[s\\|[:vU410 .
`s9*10%)&'()-! q `s9*10%)&'()-! `s9*10%)&'()-! ^ +`s9*10%~)~&'()-! K 



0`s9*10%k)k&'()-! 7 j`s9*10%W)W&'()-!\G]].^^h_@`A`|[:-410). `l.M'10%)&'()-
g `l.M'10%)&'()- O ,`l.M'10%o)o&'()- l.M'10%*"&'()- ql.M'10%3%&'()-
-0$10%)&'()-A`B`C`N`\`_`abbA410).  y '10%)&'()-S Ys$10%)&'()-  Y10%)&'()-
G10%(&'()-m F 10%)&'()-10)10)b8ddeeee|[:A410). !10%)&'()- 910%)&'()-
10%)&'()- v`M'10%p)p&'()-s l'M'10%f)f&'()-s
Y3$10%)&'()-@efDgg_h:ij|[:A410). -s$10%)&'()- {`*L'10%u)u&'()-@
(!10%)&'()-  @&$10%)&'()-f A `3"&*10%;);&'()-
Y3"&*10%S)S&'()-jj9kGkRkkkk|[:-410uu. {`5z#10%uu&'()- `5z#10%)&'()-
l5z#10%ff&'()- lF4 10%f)f&'()- 210%)&'()-  19'10%)&'()- kkkkllEllbA410uu. {
0`,'10%&'()- ,'10%JJ&'()- Y10%&&'()- 10%&&'()-Y
10%&&'()-10uu10uulUmmnpq@q|[:A410uu. 10%&&'()- g`$10%&&'()- l0`'10%&&'()-
$10%&&'()- `,'10%&&'()- `,'10%!&'()-@qbqq2rrr`s|[:A410uu.  S&!10%&&'()-
g$$10%&&'()- #g 10%&&'()- < `L'10%&&'()- g`L'10%&'()-
gL'10%j&'()-`sstt.u/u0u1u<u|obU410 310%z)z&'()-10&10&10& .10%&&'()-
+10%&&'()- )`'10%&&'()-@ '$10%&&'()-<uJuMuuvyy|[:bU410  ` `'10%z'z&'()- Y`
`'10%@)@&'()- T `'10%;);&'()- l !10%z)z&'()- l10%z)z&'()- ,
10%z)z&'()-myy{w{~{{{|[:bU410  ` `10%z)z&'()--  `10%z7#z&'()-- 910%z)z&'()-
M'10%z)z&'()- $10%z)z&'()-  f!10%z)z&'()-{{}~&]|[:bU410  { /M*10%b)b&'()-
/M*10%~)~&'()-   .!10%z)z&'()- `#`'10%p)p&'()-m  {`#`'10%b)b&'()-m
#`'10%zz&'()-m ]vU410 lF10%)&'()-  10%)&'()-Z 10%)&'()-10k)k10k)k10k)k
`/M*10%k)k&'()-  `/M*10%z)z&'()- jC|\;vU410  T
`9*10%a)a&'()-+v`9*10%)&'()-+ q`9*10%~)~&'()-+ . 



9*10%;);&'()-+ l  !10%)&'()- Ls$10%)&'()-CWXYZewvU410  10%'?''&'()-
10%'?''&'()-10)10)10) `9*10%)&'()-+ g  `9*10%t)t&'()-+
l`9*10%y)y&'()-+wN`|[9vU410 !O 0l,`'10%&'()-Z  v&`lM'10% ?' &'()-
clM'10%?'&'()-  Y!10%'?''&'()- 10%'?''&'()-  s$10%'?''&'()-` |obU410
310%+*&'()-'10'?''10'?''10'?'' s*`10%'?''&'()- Y$s$10%'?''&'()-
`l,`'10%'?''&'()-Z  0`l,`'10%?'&'()-Z
gG+4e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+
*&'()-H
10%+*&'()-l'PdjklmcG+4e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He
$10%+*&'()-He$10%+*&'()-He$10%+*&'()-Hmno~lP0+4e$10%+*&'()-He$10%+*&'()-H$e
$10%+*&'()-He$10%+*&'()-H;c%<03DB
d$e$10%+*&'()-H_?+4e$1e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He
$10%+*&'()-He$10%+*&'()-HgK/+4e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-H;
c%<03DB
d$e$10%+*&'()-He$10%+*&'()-H_?+4e$10%e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-
He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-HgG++4e$10%+*&'()-He$10%+*&'()-He$10
%+*&'()-H;c%<03DB d$e$10%+*&'()-He$10%+*&'()-Ht8+4e$10%;c%<03DB
d$e$10%+*&'()-H0e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-HpT84e$1
0%e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&
'()-He$10%+*&'()-H
!lP484e$e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-H;c%<03DB
d$e$10%+*&'()-H!"#$%&'T884e$e$10%+*&'()-H;c%<03DB
d$e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-H'456789:oS74e$e$10%+*
&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-H(e$10%+*&'()-H(e$10%+*&'()-H(e
$10%+*&'()-H:;
<ABCDlP474e$e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()
-H;c%<03DB d$DEFGHIYpT474e$e$10%+*&'()-He$10%+*&'()-H;c%<03DB
d$e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-HYZ[\]^_tX74e$e$10%+*&'()-He$10%+*&
'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-H_`arv
wxhL074e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-H;
c%<03DB d$xyz{|}~T874e$10%+*&'()-H;c%<03DB
d$e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-H~oS74e$10%+*&'()-He$1
0%+*&'()-He$10%+*&'()-He$10%+*&'()-H(e$10%+*&'()-H(e$10%+*&'()-H(e$10%+*&'(
)-HhL074e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-H;
c%<03DB d$T474e$10%+*&'()-H;c%<03DB
d$e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-HkO34e$10%+*&'()-He$10
%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-Hd
H,34e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-H;
c%<03DB d$pP034e$10%+*&'()-He$10%+*&'()-H;c%<03DB
d$e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-HoS34e$10%+*&'()-He$10%+*&'()-HHe$1
0%+*&'()-He$10%+*&'()-He$10%+*&'()-H(e$10%+*&'()-H(e$10%+*&'()-H
dH,34e$10%+*&'()-He$10%+*&'()-H*e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-H;
c%<03DB d$ !"#$4ApP034e$10%+*&'()-He$10%+*&'()-H;c%<03DB
d$e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-HAEIPUYb_?34e$1e$10%+*&'()-He$10%+*
&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-HbfjquvC'3e$10%+*&
'()-H;c%<03DB
d$e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-HkO3e$10e$10%+*&'()-H<
e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'(
)-HdD(3e$10%+*&'()-H*e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-H;
c%<03DB d$T43e$10e$10%+*&'()-H;c%<03DB
d$e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-HkO3e$10e$10%+*&'()-He
$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()
-HhL03e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-He$10%+*&'()-H;
c%<03DB d$JpU43 @)10%)&'()-$e$10%+*&'()-H;c%<03DB
d$e$10%+*&'()-He$10%+*&'()-He$10%+*&'()-HJcsxyz{|obU4
10%x'&'()-m$10f)f10f)f10f)f< e,)10%f)f&'()-8  `,)10%f)f&'()-8
,)10%f)f&'()-8 ( *!10%)&'()-.;|[:bU4  T`'10%x'&'()- `'10%x'&'()-<
TR'10%x'&'()- K'10%x'&'()- T'10%x'&'()-( P'10%x'&'()- 7|[:bU4  ,10%x'&'()-
T0)F10%x'&'()--< l(10%x'&'()- c''10%x'&'()- ^`'10%x'&'()-(
'10%x'&'()-2I|[:bU4  4'10%x'&'()- ls3t$10%x'&'()-< F`0#10%x'&'()-,
0#10%#&'()-, YS/L$10%x'&'()-( -10%x'&'()-]xvU4 Y10%+$&'()-
f10%+$&'()-m10x'10x'10x' Y910%x'&'()- 710%x'&'()-(
Y96`$10%x'&'()-<bDEK|`@vU4 Y#n$10%+$&'()-F#n$10%+$&'()-F F$10%+$&'()-
10%+$&'()- T0 ss$10%[+$[&'()-( Y ss$10%`+$`&'()-KLPcdyhHvU4
Y#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$1
0%+$&'()-Fo3vU4;crn
n$#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-FF#n$10%+$&'()-F#n$10%+$&'()-F&'
()kO34#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-
FF#n$10%+$&'()-F#n$10%+$&'()-F)*+9:;
BlP034#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F;crn
n$#n$10%+$&'()-FBGKTX]f_?34#n$1#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n
$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-Ffkl{|}kO/34#n$10%+$&'()-F#n$10%+$&'
()-F#n$10%+$&'()-F#n$10%+$&'()-F;crn
n$#n$10%+$&'()-F_?34#n$10#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$
&'()-F#n$10%+$&'()-F#n$10%+$&'()-FgK/34#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$
&'()-F#n$10%+$&'()-F;crn n$#n$10%+$&'()-FT834#n$#n$10%+$&'()-F$;crn
n$$#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-FoS74##n$10%+$&'(
)-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F(#n$10%+$&'()-F(#n$10%+$&'()-F
(#n$10%+$&'()-FlP474#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-
F#n$10%+$&'()-F;crn n$pT474#n$10%+$&'()-F#n$10%+$&'()-F;crn
n$#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-FtX74#n$10%+$&'()-F#n$10%+$&'()-
F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-FlP47
4#n$10%+$&'()-F#n$10%+$&'()-F&#n$10%+$&'()-F&#n$10%+$&'()-F#n$10%+$&'()-F;
crn n$pT474#n$10%+$&'()-F#n$10%+$&'()-F;crn
n$#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-FtX74#n$10%+$&'()-F#n$10%+$&'()-
F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F)-./
hL074#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F
;crn n$/012345T874##n$10%+$&'()-F;crn
n$#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F5IJKLMNOoS74##n$1
0%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F(#n$10%+$&'()-F(#n$10%+
$&'()-F(#n$10%+$&'()-FOPQhklmhL074#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-
F#n$10%+$&'()-F#n$10%+$&'()-F;crn n$mnopqr~T474#n$10%+$&'()-F;crn
n$#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F~kO34#n$10%+$&'()
-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$
10%+$&'()-FdH,34#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$
10%+$&'()-F;crn n$lP034#n$10%+$&'()-F#n$10%+$&'()-F;crn
n$#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-FoS34#n$10%+$&'()-F#n$10%+$&'()-
F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F(#n$10%+$&'()-FdH,
34#n$10%+$&'()-F#n$10%+$&'()-F$#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F;
crn n$pP034#n$10%+$&'()-F#n$10%+$&'()-F;crn
n$#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F_?34#n$1#n$10%+$&'()-F#n$10%+$&
'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F
'+,AC'3#n$10%+$&'()-F;crn
n$#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-FAEIJKLMNkO3#n$10#
n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%
+$&'()-F#n$10%+$&'()-FNO`nruvdD(3#n$10%+$&'()-F$#n$10%+$&'()-F#n$10%+$&'()-
F#n$10%+$&'()-F#n$10%+$&'()-F;crn n$vwxyz{T43#n$10#n$10%+$&'()-F;crn
n$#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-FkO3#n$10#n$10%+$&
'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F
#n$10%+$&'()-FhH(3#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-F#
n$10%+$&'()-F;crn
n$kO3#n$10%+$&'()-F#n$10%+$&'()-F#n$10%+$&'()-FF#n$10%+$&'()-F#n$10%+$&'()-
F#n$10%+$&'()-F#n$10%+$&'()-Fa@#n$10% Y10%?'&'()-
10%?'&'()-m(10+$10+$10+$#n$10%+$&'()-F;crn
n$pT8i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'(
)-i$10%?'&'()-lP48i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-;c
$i$10%?'&'()-T88i$10%?'&'()-;c
$i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-oS7i$10%?'&'()-i$10%?'&'()
-i$10%?'&'()-i$10%?'&'()-(i$10%?'&'()-(i$10%?'&'()-(i$10%?'&'()-
lP47i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-;c
$pT47i$10%?'&'()-i$10%?'&'()-;c
$i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-tX7i$10%?'&'()-i$10%?'&'()-i$10%?'&'()
-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-
-./0lP47i$10%?'&'()-i$10%?'&'()-&i$10%?'&'()-&i$10%?'&'()-i$10%?'&'()-;c
$012345IpT47i$10%?'&'()-i$10%?'&'()-;c
$i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-IJKLMNOtX7i$10%?'&'()-i$10%?'&'()-i$10
%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-OPQgjklhL07i$10%?'&
'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-;c
$lmnopqT47i$10%?'&'()-;c
$i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-kO3i$10%?'&'()-i$10%?'&'()
-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-dD(3i$10%?'&'(
)-'i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-;c $T43i$10i$10%?'&'()-;
c
$i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-cG+i$10%?'&'()-i$10%?'&'()
-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-lL,+i$10%?'&'(
)-i$10%?'&'()-i$10%?'&'()-;c $i$10%?'&'()-i$10%?'&'()-t8+i;c
$i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-i$10%?'&'()-#,-./0lP4i$10%
?'&'()-i$10%?'&'()-i$10%?'&'()-&i$10%?'&'()-&i$10%?'&'()-i$10%?'&'()-i$10%?
'&'()-0123WlK*4 ` 9'10%D'&'()-(  9'10%&'()- !10%D'&'()-i$10%?'&'()-;c
$i$10%?'&'()-Wp{|[:- 10D'0 610%D'&'()-0 S5s!10%D'&'()-0 310%D'&'()-' [`
9'10%D'&'()-  9'10%D'&'()- ` 9'10%D'&'()-hL 10D'0
610%\$10%&&'()-\$10%&&'()-\$10%&&'()- 10%&&'()-  10%&&'()-10D'10D' 'cCL
10D'0
\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-'()*+,-T8
L 10D'\$10%&&'()-%;c|gM
Z$\\$10%&&'()-$\$10%&&'()-\$10%&&'()-\$10%&&'()--89:;<=>oS7
10D'\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-(\$10%&&'()-(\$10%&&'()-(\$
10%&&'()->?@FGHIlP47
10\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-;c|gM
Z$IJKLMNQpT47 10\$10%&&'()-\$10%&&'()-;c|gM
Z$\$10%&&'()-\$10%&&'()-\$10%&&'()-QRSTUVWtX7
10\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&
'()-WXYfghilP47
10\$10%&&'()-\$10%&&'()-&\$10%&&'()-&\$10%&&'()-\$10%&&'()-;c|gM
Z$ijklmntpT47 10\$10%&&'()-\$10%&&'()-;c|gM
Z$\$10%&&'()-\$10%&&'()-\$10%&&'()-tuvwxyztX7
10\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&
'()-z{|lP47 10\$10%&&'()-\$10%&&'()-&\$10%&&'()-&\$10%&&'()-\$10%&&'()-;
c|gM Z$pT47 10\$10%&&'()-\$10%&&'()-;c|gM
Z$\$10%&&'()-\$10%&&'()-\$10%&&'()-tX7
10\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&
'()-hL07 1\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-;c|gM
Z$T47 1\$10%&&'()-;c|gM Z$\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-_?7
1\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()- kK+7
\$10%&&'()-\$10%&&'()-;c|gM Z$\$10%&&'()-\$10%&&'()-\$10%&&'()-").29>_?7
\$10%\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()->?@A
VZ^lL,7 \$10%&&'()-\$10%&&'()-\$10%&&'()-;c|gM
Z$\$10%&&'()-\$10%&&'()-^bcdefgoS7
\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-(\$10%&&'
()-ghtx|}~dH,7 \$10%&&'()-\$10%&&'()-&\$10%&&'()-\$10%&&'()-\$10%&&'()-;
c|gM Z$~pP07 \$10%&&'()-\$10%&&'()-;c|gM
Z$\$10%&&'()-\$10%&&'()-\$10%&&'()-kO3
\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'(
)-dH,3 \$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-;c|gM Z$pP03
\$10%&&'()-\$10%&&'()-;c|gM Z$\$10%&&'()-\$10%&&'()-\$10%&&'()-oS3
\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-(\$10%&&'()-(\$10%&&
'()-"dD$\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-;c|gM
Z$"#$%&')tT\$10%&&'()-\$10\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%&&'()-\$10%
&&'()-\$10%&&'()-)*+=>?@lP4\$10\$10%&&'()-\$10%&&'()-\$10%&&'()-&\$10%&&'()
-\$10%&&'()-;c|gM Z$@ABCDEpU4\$10 Y&!10%&&'()-\$10%&&'()-;c|gM
Z$\$10%&&'()-\$10%&&'()-\$10%&&'()-;L(y{Z9\$10  2`Y+''10%l&'()-
``Y+''10%&&'()-  `Y+''10%&&'()- !Y+''10%+ + &'()-  Y)&10%&&'()-(
YF(t10%&&'()-y"*+,-9<vU4\$10 Ys$10%)&'()-S( YF10%)&'()-( Y
10%)&'()-l(10&10&10&  jY+''10%&&'()- ( 5Y+''10%&&'()- J<Z~|[:vU4\$10 Y
Y3&10%)&'()-Y  `9*10%t'&'()-Y 2`9*10%_&'()- &`9*10%W)W&'()- 9*10%M)M&'()-(
Y. $10%)&'()-~V8@ABCRUvU4\$10 Y10%>$>&'()- Y, F 10%>$>&'()-m10)10)10) Y
9*10%)&'()- )`lsM'10%)&'()-( YlsM'10%)&'()-UVWXnopqpT84\$10
9s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-9s$10
%>$>&'()-9s$10%>$>&'()-qrsxnN284\$19s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'(
)-9s$10%>$>&'()-9s$10%>$>&'()-5W5
q$mM-849s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-5W5
q$$9s$10%>$>&'()-9s$10%>$>&'()-M1849s$10%>$>&'()-5W5
q$9s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-
45?KhH849s$10%>$>&'(9s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()
-9s$10%>$>&'()-9s$10%>$>&'()-KL[\cgorR2849s$10%>$>&'()-9s$10%>$>&'()-9s$10%
>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-5W5
q$ot{|}~mQ1849s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-5W5
q$$9s$10%>$>&'()-9s$10%>$>&'()-R6849s$10%>$>&'()-5W5
q$9s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-_?849s$9s$10%>$>&
'()-9s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-q
Q5849s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-19s$10%>$>&'()-5W5
q$9s$10%>$>&'()-v[:84 ,10%V$&'()-9s$10%>$>&'()-5W5
q$9s$10%>$>&'()-9s$10%>$>&'()-9s$10%>$>&'()-"IWfk|[:84 10%V$&'()-
M10%"&'()- 99!10%#&'()- 099!10%V$&'()- 99!10%E#&'()-( Y
G10%E#&'()-kkK+410%V$&'()-= 10%V$&'()-= 



10%V$&'()-= 10%V$&'()-= [10%V$&'()-= (10%V$&'()-= xX@410%V[10%V$&'()-=
10%V$&'()-= [10%V$&'()-= 10%V$&'()-= [pX<410%10%V$&'()-= [10%V$&'()-=
10%V$&'()-= [10%V$&'()-= 10%V$&'()-= sW7410%V$&'()-= 10%V$&'()-=
[10%V$&'()-= 10%V$&'()-= [10%V$&'()-= yX74 ^F(9$10% ! &'()-
>l!10%#V$#&'()-10%V$&'()-= [10%V$&'()-= 10%V$&'()-= [I}\;74  0@,10%V$&'()-
@,10%E#&'()-   310%V$&'()-[310%#&'()- 310%V$&'()- F(9$10%V$&'()-Idmnop}vU4
$l R$10% = &'()- 10%M$&'()- S  10%#&'()-F10V$10V$10V$ 810%V$&'()-
1@,10%f#&'()-  



5gzZ9vU4  010%O#&'()- 010%M$&'()-  10%O#&'()-  09`10%#&'()-
9`10%M$&'()--!0$l R$10%ll&'()-|[:vU4   S@10%M$&'()- 0S`10%M$&'()-
S`10%M$&'()- 03`-10%M$&'()- 3`-10%M$&'()- 10%T#&'()- 8g-{Z9vU4  g010%#&'()-
010%M$&'()-!0<,&:$10%&'()- <,&:$10% u# &'()- 0S@10%M$&'()-
0S@10%M$&'()--Br}pcV5   l10%"x'"&'()-m10M$10M$$10M$ F&310%M$&'()-
0+10%b#&'()-@0+10%M$&'()-@ +10%Y#&'()-@X7iM|[:cV5   ,s$10%"x'"&'()-
`10%"x'"&'()- s10%"x'"&'()- n`FL&10%ux'u&'()-' s`FL&10%zx'z&'()-'
FL&10%x'&'()-'MvZ:  Vx$10%)&'()--Vx$10%)&'()-- F10%)&'()- S
10%)&'()-m10x'10x'10x' +M'10%x'&'()-8hHvZ:
Vx$1Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%
)&'()--8QRSTUVo3vZ:;cEQ
w$Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()---Vx$10%)&'()--Vx$10%)&'()--Vdefmrv
gGvZ:;cEQ
w$Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()---Vx$10%)&'()--Vx$10%)
&'()--v_#;cEQ
w$Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--lL,cVx$1
0%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--V
x$10%)&'()--C',Vx$10%)&'()--;cEQ
w$Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--oS7Vx$10%Vx$10%)&'()-
-QVx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&
'()--lP47Vx$10%Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&
'()--;cEQ w$pT47Vx$10%Vx$10%)&'()--Vx$10%)&'()--;cEQ
w$Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--
tX7Vx$10%Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--V
x$10%)&'()--Vx$10%)&'()--
!lP47Vx$10%Vx$10%)&'()--Vx$10%)&'()--&Vx$10%)&'()--&Vx$10%)&'()--Vx$10%)&'(
)--;cEQ w$!"#$%&+pT47Vx$10%Vx$10%)&'()--Vx$10%)&'()--;cEQ
w$Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--+,-./01tX7Vx$10%Vx$10%)&'()--Vx$10
%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--12
3CDEFlP47Vx$10%Vx$10%)&'()--Vx$10%)&'()--&Vx$10%)&'()--&Vx$10%)&'()--Vx$10%
)&'()--;cEQ w$FGHIJK`pT47Vx$10%Vx$10%)&'()--Vx$10%)&'()--;cEQ
w$Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--`abcdeftX7Vx$10%Vx$10%)&'()--Vx$10
%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--fg
h~hL07Vx$Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--;
cEQ w$T47Vx$Vx$10%)&'()--;cEQ
w$Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--kO3Vx$Vx$10%)&'()--Vx
$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()-
-dH,3Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--;cEQ
w$pP03Vx$10%)&'()--Vx$10%)&'()--;cEQ
w$Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--oS3Vx$10%)&'()--Vx$10%)&'()---Vx$1
0%)&'()--Vx$10%)&'()--Vx$10%)&'()--(Vx$10%)&'()--(Vx$10%)&'()--dD$Vx$10%)&'
()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--;cEQ w$
$(/_?Vx$10%)&'Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'
()--Vx$10%)&'()--/34DIMQgG'Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'
()--;cEQ w$Vx$10%)&'()--QRSTUVWt8Vx$10%;cEQ
w$xVx$10%)&'()--$Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Weilmn
opgK/Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10
%)&'()--Vx$10%)&'()--pqrs}lL0/Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%
)&'()--;cEQ w$Vx$10%)&'()--T9/Vx$Vx$10%)&'()--;cEQ
w$Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--Vx$10%)&'()--{Z9/Vx$ 510%)&'()- 3
/s!10%)&'()-S `,)*10%)&'()-'!,)*10%&'()-' `$&10%)&'()-(
$&10%a)a&'()-"#$%256vU9Vx$<10%:':&'()-'( 3 10%:':&'()-(
10%:':&'()-(10)10)10) v`l6 "10%)&'()--( l6
"10%&'()--6=ATUVWeeI)<10%:':&'()-'<10%:':&'()-'0'<10%:':&'()-'<10%:':&'()-'
<10%:':&'()-'<10%:':&'()-'efghqrstnP4<<10%:':&'()-''<10%:':&'()-'<10%:':&'(
)-'<10%:':&'()-''<10%:':&'()-'tiM/'<10%:':&'()-'<10%:':&'()-'<10%:':&'()-''
<10%:':&'()-'<10%:':&'()-'nN2<10%:':&'()-'<10%:':&'()-'<10%:':&'()-''<10%:'
:&'()-'<10%:':&'()-'<10%:':&'()-'jL0<10%:':&'()-'-'<10%:':&'()-'<10%:':&'()
-'<10%:':&'()-'<10%:':&'()-''iI-<10%:':&'()-'<10%:':&'()-'<10%:':&'()-'<10%
:':&'()-''')<10%:':&'()-'<10%:':&'()-'+dH-<10%:':&'()-'<10%:':&'()-''<10%:'
:&'()-'<10%:':&'()-'<10%:':&'()-''+/34>GKeE-<10%:':&'(<10%:':&'()-'<10%:':&
'()-'<10%:':&'()-''')<10%:':&'()-'<10%:':&'()-'KOPY]abreG+<10%:':&'()-''<10
%:':&'()-'<10%:':&'()-'<10%:':&'()-''<10%:':&'()-'rvyz{eI+'<10%:':&'()-'<10
%:':&'()-'<10%:':&'()-''-<10%:':&'()-'<10%:':&'()-'|cB+'  Y%''10%&&'()-- Y
,#!10%&&'()-' Y!@10%&&'()- Y y !10%&&'()- <10%:':&'()-'<10%:':&'()-'w
|obU4' Y310%)&'()-Y10&10&,10&& YYf/10%&&'()-& Y3,10%&&'()-& Y3*10%&&'()-'
YY%''10%&&'()-ip|[:bU4' Y Y&9'10%)&'()-M YY10%)&'()-& YL9'10%)&'()- &  `F
&*10%)&'()- &  F &*10%)&'()- ' Y3 !10%)&'()- "F,|[:bU4' Y -3 s$s!10%)&'()-
E!&*10%)&'()-,& Y!&*10% &'()-,& Y3 f s!10%)&'()-& Y3 10%)&'()-'
&9'10%&&'()-M"if|[:bU4' Y  +l,M'10%)&'()- Yl,M'10%"&'()-& $ 



l,M'10%)&'()-& YYF+ 10%)&'()-& Yl):'10%)&'()-' -03 s$s!10%)&'()-f?AvU4'
YS`10%yk)y&'()- C&`$10%?k)?&'()- Y 10%yk)y&'()- Yf 310%yk)y&'()-100100100'
Y`l,M'10%0&'()-Aq|[:vU4' Y J"10%j$j&'()- )49'10%Ik)I&'()-sY  9'10%,,&'()-sY
70SL'10%Wk)W&'()- 7SL'10%W W&'()-' Ys$10%yk)y&'()-8JNV|[:vU4' Y
610%??&'()- Yl y2!10%yk)y&'()-SY  010%:k):&'()-Y  &*:'10%1k)1&'()-
&*:'10%5 5&'()-' $5&M$10%Dk)D&'()--VvU4' Y Y 10%@N$@&'()-s Yl10%@2&@&'()-
Y410%@2&@&'()-m Yl10%@2&@&'()-10k)10k)10k)' i`610%k)&'()-.Jgo{Z9vU4'
Y10%@2&@&'()- Y` !10%@2&@&'()-!Y !10%@B@B&'()- Yf@10%@2&@&'()- Y
10%@2&@&'()-' Y` Y 10%@2&@&'()-s V^yX7vU4'  Y &!10%@@&'()-`-
Y`:'10%@2&@&'()--! :'10%VV&'()- Y`,y''10%@@&'()-:-
`,y''10%2&&'()-:-!,y''10%ZZ&'()-:Uj{Z9vU4'   YSf810%@i"@&'()-S
H@Y19'10%2&&'()- Y` ,s!10%@2&@&'()-!Y ,s!10%@|@|&'()- Y,*10%@2&@&'()- Y`
&!10%@2&@&'()-`jvU4' Y S10%)&'()-f( Y S10%"&'()-f( Y 10%)&'()-( Y&y
10%)&'()-m'102&102&102&  `Sf810%2&&'()-S@U{~|[:vU4' Y Y@Z10%#!&'()-@Y
YF10%)&'()-Y Y` 10%)&'()-@Y Y 10%n%&'()-@ `F10%;);&'()-@
YF10%&'()-@4l|[:vU4' Y YY# 10%_&'()-SY Y` 10%)&'()-@Y Y 



10% &'()-@Y Y`l` 10%)&'()-S l` 10%1!&'()-S Y`@Z10%)&'()-@'*A|[:vU4' Y Y`3
+10%)&'()-fY Y3 +10%&'()-fY Yl*10%)&'()-Y Y`3 '10%)&'()-S Y3 '10%!&'()-S )
`Y# 10%)&'()-S/hstuv|[NA4'10)10)10)Y Yl 9`10%)&'()-Y  `34:'10%)&'()-Y
34:'10%&'()- Y00%10%)&'()-S  0%10%&'()-SvT|[:NA4'10 lM'10% 8 &'()-Y
&10%X)&'()-yY Y` 10%fX)f&'()-@Y Y 10%fh%f&'()-@ Y 10%fX)f&'()- YY
10%fX)f&'()-mSZ|[:NA4'10 YY (j!10%fX)f&'()-Y $ 509'10%1'1&'()-3 Y
Y`9'10%f#f&'()-3 Y Y`9'10%fX)f&'()-3  -9'10%::&'()-3
Y`lM'10%fX)f&'()-Z1/NOPQ_kvU4' Ys&10%yk)y&'()- Y@
10%yk)y&'()-l10fX)f10fX)f10fX)fY Y,810%fX)f&'()- H**10% X) &'()- :**10% X)
&'()-k |[:vU4' Y Y `10%yk)y&'()-Y $5`L'10%Dk)D&'()- >L'10%?k)?&'()-Y
Y$10%yk)y&'()- `, '10%k)&'()- , '10%k)&'()-p|[NA4'10Rk)R10Rk)R10Rk)RY 2 



3"&*10%Rk)R&'()-9 ) `3"&*10%Ik)I&'()-9Y $ 3"&*10%Dk)D&'()-9
`3"&*10%?k)?&'()-9 A3"&*10%ak)a&'()-9|z  |[:NA4'10 <&410%&&'()-SY
$`sL'10%~&~&'()- -sL'10%&&'()-Y Y!f 10%&&'()- Y10%&&'()- Yl10%&&'()-`
!!##'(({Z9,410& J`*M'10%&&'()-3 O`*M'10%&&'()-3!J` :'10%&'()- E`
:'10%&&'()- J :'10%&&'()- Y s!10%&&'()-((((()*+bA410& J  `f:*10%E)&'()-s
f:*10%E)&'()-s Y$10%SE)S&'()-S Y10%SE)S&'()- Y
10%SE)S&'()-Z10&10&+,,,T-8./|[:A410&  -5`39'10%'E)'&'()- 239'10%,E),&'()- Y
!10%SE)S&'()- -`&'10%''&'()- Y&'10%SE)S&'()- Y
`!10%SE)S&'()-//224m455|[:-410SE)S Y1M$10%SE)S&'()- Ys0:'10%SE)S&'()-
YS,s$10%SE)S&'()- T`"`'10%NE)N&'()- O"`'10%IE)I&'()- Y
`!s!10%SE)S&'()-555555N6h7bA410SE)S Y Y$10%&&'()- Yl !10%&&'()- Y y
10%&&'()-m Yl10%&&'()- Yl10%&&'()-10SE)S10SE)Sh77889Z;];|[:A410SE)S
Y10%&&'()- <`M'10%p&p&'()- YM'10%&&'()- Y F!10%&&'()- Y$10%&&'()-@
Y,&10%&&'()-];|;;<>?t@|[:A410SE)S Y`!t'10%&&'()-L Y!t'10%L &'()-L
J`!t'10%~&~&'()-L E!t'10%y&y&'()-L A`L`$10%u&u&'()-@
YL`$10%&'()-@t@BCZC[C\C]CiClCvU410 Y10%@2)@&'()- Y10%@2)@&'()-`10&10&10& Y
9z10%&&'()- Y!t'10%!&'()-L g`!t'10%&&'()-LlCyCCED`DDTE|[:vU410 Y
S*10%&&'()-MY 0S*10% 2) &'()-M Y`S*10%@ @&'()-M S*10%Z"&'()-M S*10%&'()-M Y
10%@2)@&'()-mTEEE#FFFQG|[:vU410 Y `S*10%O#&'()-MY `S*10%"&'()-M
S*10%6!&'()-M `S*10%2&'()-M `S*10%t&'()-M `S*10%&'()-MQGGGH7HHH|[:vU410 Y
2`Y"*10%&'()-:Y  `Y"*10%W!&'()-:  `Y"*10%$&'()-: C0Y"*10%  &'()-:
YY"*10%@A@&'()-: `S*10% 2) &'()-MHI[IIJoJK|[:vU410 Y $Y"*10%?!&'()-:Y
`Y"*10%Y&'()-: -Y"*10%&'()-:  Y"*10%2)&'()-:  Y"*10%>&'()-:
`Y"*10%&'()-:K+K,K-K.K<KKKKvU410 `P 10%6<6&'()-V P 10%?l?&'()-V YY 



M10%&&'()- Y  10%&&'()-101010  `Y"*10%&'()-:KLLdL;MNP^Q|[:vU410
J`s'10%&&'()- J0s'10%&&'()-Y E`s'10%&&'()-Y Ys'10%&&'()- Y10%&&'()- `P 10%
&'()-V^QRSLSrSsStSuSS|obU410 Y10%@2)@&'()-`10&10&10&Y Y. 10%&&'()-Y YF+
10%&&'()- Y`s'10%&&'()- As'10%&&'()-SSSGUwWPXY|[:bU410 Y -``'10%2)&'()-
)4``'10%2)&'()-Y ``'10%2)&'()-Y `'10%2)&'()- Y10%@2)@&'()-m
YlY10%@2)@&'()-YZZ\^4``|[:bU410 Y y5)10%%&'()- T#M'10%;2);&'()-gY
A!`#M'10%(2)(&'()-gY J#M'10%12)1&'()-g YF"S10%@2)@&'()-
20``'10%2)&'()-`aaaaaabbvU410 Y`s$10%y"y&'()-y Ys$10%yk&y&'()-y
Ys!10%yk&y&'()-Z Y310%yk&y&'()-10@2)@10@2)@10@2)@
Yy5)10%@2)@&'()-bbbc2ffh{Z9vU410  O '10%ok&o&'()-z  Y` '10%yy&'()-z  YC`
'10%yk&y&'()-z  T '10%tk&t&'()-z !b '10%&'()-z  a '10%! !&'()-z
hhuijkkel|[:vU410    `<1&'10%:k&:&'()-W Y<1&'10%y"y&'()-W Y
.n!10%yk&y&'()-] ) > '10%Ik&I&'()-z  $  '10%Dk&D&'()-z  - D '10%Mk&M&'()-z
elmmmmmmmbnvU410 2`Ys$10%&&'()-@ YYs$10%r &'()-@ YH Y
10%&&'()-10"k&"10"k&"10"k&"  [<1&'10%"k&"&'()-W
<1&'10%1k&1&'()-Wbn>o$p/ppfrr|[:vU410 2 Y``'10%W&'()-Y 2'`'10%&&'()-Y YF
!10%&&'()- YlL:10%&&'()- `&10%,&,&'()- Yp&10%&&'()-rresstatt|[:vU410 2 Yl
3%!10%&&'()-Y Y$10%&&'()-Y Y``'10%&&'()-  ``'10%oIo&'()-  



``'10%o&o&'()- A``'10%?&'()-t8uLuguuvw{Z9vU410  Y`)M'10%&&'()-
`)M'10%kk&'()-  T`)M'10%_&'()- ! `)M'10%t t &'()-  Y)M'10%&'()-  Y`l
3%!10%&'()-wxx^y_y`yayoyryvU410 Y 10%&&'()-( Y@ 10%&&'()-F(10&10&10&
A37&'10%&&'()-y )`4M$10%&&'()-S Y4M$10%<&'()-SryyezzY{|k}|[:vU410 Y
-::'10%&&'()-Y :'10%y&y&'()- Y3 !10%&&'()- Yk&10%&&'()-S Y3 !10%&&'()-
YYs$10%&&'()--k}}O~R~~|[:vU410 Y A`M'10%&&'()-m Y 2M'10%&&'()-m
Yf10%&&'()- Y 10%&&'()- YlF`$10%&&'()-f YF !10%&&'()-yvU410 Ys$10%'&'()-
Y10%'&'()- Y, 10%'&'()-Y10&10&10& Y- 10%&&'()- Y`M'10%&&'()-m y7f|[:vU410 Y
$`3 `$10%'&'()-,Y Y3 `$10%&'()-,Y <5`F:'10%'&'()- 7`F:'10%'&'()-
-0`F:'10%'&'()- F:'10%'&'()-&v|[:vU410 Y YY,'$10%t!&'()--Y O`Y(:'10%'&'()-Y
YY(:'10%'&'()- A`3s$`$10%'&'()- Y3s$`$10%'&'()- YF!M'10%'&'()-SE"|[:vU410 Y
Y96&'10%'&'()-zY YY4M$10%'&'()-Y Y3 3`!10%'&'()- A`S/'10%%&'()-
YS/'10%'&'()- -`Y,'$10%'&'()--vU410 Ys10%&&'()- Yl3 10%&&'()- Yl$10%&&'()-
Y  10%&&'()-m10'10'10' YY9M$10%'&'()- 5S|[:vU410 Y +`Yf'10%&&&&'()-Y ]
,`Yf'10%^&'()-Y b '`Yf'10%&&'()-Y YYf'10%&&'()- YYf'10%&&'()-
Yl10%&&'()-|[:-410&Y Y@2M10%&&'()-Y Y010%&&'()-Y Y,`$10%&&'()-Y
TY+f10%&&'()- Y)10%&&'()- `Yf'10%+&+&'()-bA410&Y Y $'10%kk&'()-
`,&10%&&'()- ,&10%&&'()- YY10%&&'()- Y!10%&&'()-Z10&10& 1I|[:A410&Y
Y`!:'10%&&'()-: Y!:'10%&'()-:  `'10%I$I&'()- 2'`'10%y $y&'()-  `'10%II&'()-
$5'10%k&k&'()-Ix;ZdyX7A410& Y!:'10%&'()-: l!:'10%&&'()-:!g!:'10%ff&'()-:
J`!:'10%&&'()-:- Y`!:'10%V&'()-:-!b!:'10%&'()-:dvU410 Yy&10%G&'()-@
YY`$10%&&'()-s Y 10%&&'()- Ys!y10%&&'()-m10`1010 E `!:'10%&'()-:aI|[:vU410
Y YlF''10%&'()-MY Y  !10%&&'()-Y Y  



!10%&'()-Y Y 10%&&'()-g 2 10%;$&'()-g y&10%k&k&'()-@9v|[:-410&Y
Yl)''10%&&'()-Y <&`l)''10%&&'()-Y <l)''10%&&'()-Y YF%M$10%&&'()-
AlF''10%&&'()-M J`lF''10%&&'()-MbA410&Y Y Y:'10%&&'()-: YY !10%&&'()-
Ys$10%&&'()-- YY10%&&'()- Y&! 10%&&'()-10&10&C|[:A410&Y 7`''10%~&~&'()-
Y''10%&&'()- <`&M$10%&&'()-@ Y&M$10%&'()-@ Y`:'10% &'()-:
-:'10%t&t&'()-:X9e|[:A410&Y Y(  10%&&'()- Y% 10%&&'()- ) `#''10%p&p&'()--
Y#''10%'&'()-- Y` S `!10%&&'()-- Y S `!10%*&'()--%@ABCE|obU410
Ys10%&&'()-10!"10!"10!" Y0M'10%!"&'()- Y`0M'10%&&'()- Y0M'10%d&'()-
E"):'10%&&'()-EHKNQTW|[:bU410 Y Y710%&&'()- Y010%&&'()- Y*10%&&'()-
Y,#10%&&'()- Yl10%&&'()- Y10%&&'()-WZg||[:bU410 Y Y`s$10%&&'()-s
Ys$10%&'()-s Y`l&t$10%&&'()- Yl&t$10%&'()- Y  10%&&'()-
Y310%&&'()-|!}|[:bU410 Y Y`@#10%&&'()-   Y`@#10%%&'()-   Y@#10% &'()-
Y@#10%|&'()-   `3S10%t&t&'()- Y3S10%&'()-ZG|[:bU410 Y Y`S2310%!&'()-
Y`S2310%&&'()- YS2310%&'()- Y`@#10%!&'()-   Y`@#10%&&'()-   Y`@#10%#&'()-
Gnopq~quT310 Y &10%&&'()-  &10%O&O&'()-! &10%''&'()- $
F10%~&~&'()-10!10!10! YS2310%!&'()-q0\o|[:uT310 Y Y 10%&&'()- U`
10%9%&'()-L  `  10%&&&&'()-L$    10%&'()-L  g  10%&&'()-L G
10%$&'()-Loo|[:uT310 Y  `:'10%//&'()- d:'10%l&'()-  :'10%+Z+&'()-$ B`
10%&&'()-S Y 



10% &'()-S Ysz10%&&'()-[9'|[:uT310 Y Y|`,)10%&&'()-   `,)10%/$/&'()-
<`,)10%"&'()- $ Y,)10%!&'()-   `:'10%+&+&'()- _:'10%M&'()-'`PQRSb|obU410
Y! 10%)&'()-m10&&&10&&&10&&&  810%&&&&'()-T$ `5`$10%Q&Q&'()-@ Y5`$10%&'()-@
,)10%4$4&'()- b(~F|[:bU410  Y Y`Y `'10%&'()- =Y `'10% ) &'()- =Y `'10% )
&'()-$ B`Y `'10% ) &'()- GY `'10% 5' &'()- Z"10%A)A&'()- F z|[:bU410  Y
)4!*10%)&'()-s %Y `'10% ) &'()-  `Y `'10%//&'()-$ YnY 



`'10%)&'()-  `Y `'10%//&'()- 4Y `'10% ) &'()-?VtzY8bU410   Yl(M'10%&&'()-C-
`l(M'10%)&'()-C-  l(M'10%)&'()-C- l(M'10%  &'()-C-  &10%2)2&'()-]-! `!*10%z
z &'()-sk|obU410  310%Y&&'()-10)`10))10)  @510%)&'()-S @510% $ &'()-S
Y2C$10%G)G&'()-p YY2C$10%T&'()-p|[:bU410   Y&'10%&&'()- F S10%#&'()- F
S10%&'()- YF S10%&&'()- YvF &10%&&'()-S L10%q&q&'()-r<|[:bU410   Y l
10%&&'()- YF10%&&'()- Y10%&&'()- YL9 10%&&'()- Y  10%&&'()- *`&'10%O
&'()-<=G|[:bU410   Y @& 10%!&'()- Y @& 10%&&'()- YY$m10%&&'()-
YYy#10%&&'()- Y  " 10%&&'()- Y9 S10%&&'()-=n|[:bU410   YlY1''10%&&'()-
YL010%&&'()- Y . 10%&&'()- YY9-10%&&'()- Y +10%&&'()-
YY`*:'10%&&'()--YZ[\|[NA410 10n&n10n&n10n&n  lS810%n&n&'()-f YF610%&&'()-
Y95m10%&&'()- Y 34 10%&&'()- Y9210%&&'()-\ilI*|[:NA410 10 A !&10%&&'()- 



A &10%\!&'()-  `&10%A &A &'()-  &10%mQm&'()-  Y 10%&&'()-
Y9!10%&&'()-m*~]<NA410 10  Y%-10%&&'()- J`lM'10%&&'()-
A4`lM'10%&&'()-<-lM'10%&'()- Y&10%&&'()- `&10%q&q&'()- !KLMN\|obU410  *310%
) &'()-&10&10&10&- Yl010%&&'()-- E(`l):'10%&&'()- Yl):'10%o&'()-
`Y%-10%"&'()-\Q G|[:bU410  * Y3 M$10%)&'()- Bl``'10%)&'()-s-
Yl``'10%)&'()-s-  9`9*10%y)y&'()-  9*10%t)t&'()-  ,9*10%~)~&'()-Gm|[:bU410
* Y .`$10%'&'()-  J`3(M'10%)&'()-- Y3(M'10%)&'()--  %`$10%)&'()-y Y
%`$10%&'()-y YF#-10%)&'()-3a|obU410  Yf 10%)&'()-m10)10)10)- Y &910%)&'()--
Y`30&'10%)&'()- E$30&'10%)&'()- Y30&'10%&'()-5P_|[:bU410  Y Y  10%(&'()- Y`
10%)&'()-- Y  10%d&'()-- Y 10%)&'()- Y9Z"10%)&'()- YY10%)&'()-_y$@|[:bU410
Y Y `10%)&'()- Y`  10%)&'()--- Y  10%&'()--- YLS10%)&'()- YLy 10%)&'()-@
YL310%)&'()-,|[:bU410  Y Y`F's$10%)&'()-m  YF's$10%}&'()-m -  `*10%&'()--
`*10%yy&'()- Y`*10%@ &'()- %*10% ) &'()-d@bU410  Y
Y#3>"{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-%,3dDbU410
Y
Y#{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-3
4>N]mn`<bU410  Y
#3>"{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-#3>"ndDbU410  Y
#3{3"10%)&'()-#3>"{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-_?bU410
Y
#{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-{3"10%)&'()-sf
Y810    10%&&'()-Z'10)10)10){3"10%)&'()-#3>"{3"10%)&'()-{3"10%)&'()-
|[?fY810   K0#10%&&'()- 610%&&'()- /10%&&'()- (10%&&'()- 3"s10%&&'()-
10%&&'()-(:LM`h{_?fY810
K0#10%&&'()-K0#10%&&'()-#3Q#K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-hqx{_?fY810
K0#10%&&'()-K0#10%&&'()-#3Q#K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-_?fY810
K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-#3Q#K0#10%&&'()-K0#10%&&'()-%_?fY810
K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-#3Q#K0#10%&&'()-%+?DEO^{_?f
Y810
K0#10%&&'()-K0#10%&&'()-#3Q#K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-^n_?fY810
K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-#3Q#K0#10%&&'()-K0#10%&&'()-_?fY810
K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-#3Q#K0#10%&&'()-`<fY810
#3Q#K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-#3Q# 



`DfY810
#3K0#10%&&'()-#3Q#K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-+3ABFN{_?
fY810
#K0#10%&&'()-K0#10%&&'()-#3Q#K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-NV^_ix_?fY
810
#K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-#3Q#K0#10%&&'()-K0#10%&&'()-_?fY810
#K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-#3Q#K0#10%&&'()-`<fY810
#3Q#K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-#3Q#`DfY810
#3K0#10%&&'()-#3Q#K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-%&5C{_?fY
810
#K0#10%&&'()-K0#10%&&'()-#3Q#K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-CKYZ_go_?f
Y810
#K0#10%&&'()-K0#10%&&'()-K0#10%&&'()-#3Q#K0#10%&&'()-K0#10%&&'()-owxyr^=fY8
10   # l#-10%&&'()- I`YYs$10%&&'()-
YYs$10%&'()-K0#10%&&'()-#3Q#K0#10%&&'()-kS7810
%10%&&'()-&%10%&&'()-%10%&&'()-%10%&&'()-%10%&&'()-WjsW7810
%10%&&'()-%10%&&'()-%10%&&'()-%10%&&'()-%10%&&'()-jkxX@810
%10%&&'()-%10%&&'()-%10%&&'()-%10%&&'()-$%&'t\A810
%10%&&'()-%10%&&'()-%10%&&'()-%10%&&'()-%10%&&'()-'ivU410  10%M+'M&'()-
10%M+'M&'()-l10%10%10% `3"10%%&'()-` ?`3"10%&&'()-`( 3"10%&'()-`,E P
|[:vU410   `Y@`'10%s+'s&'()- Z`Y@`'10%U&'()- Y@`'10%MXM&'()- y10%M+'M&'()-@
Y10%M+'M&'()-( &10%M+'M&'()- c ] |[:vU410   F10%M+'M&'()- 9$10%M%M&'()-
`910%MX M&'()- `910%M+'M&'()- 910%k&'()-( `Y@`'10%M+'M&'()-] z  #Nt|[:vU410
?_`)`10%+'&'()-  `)`10%E8%E&'()-  )`10%M M&'()-  l3(g10%M+'M&'()- `l,
10%a$a&'()-:( l, 10%ff&'()-:t|obU410  Y310%&&'()-10M+'M10M+'M10M+'M `4
10%M+'M&'()-- 4 10%M@#M&'()-- 0)`10%y!y&'()- ( `)`10%#&'()-  >S|[:bU410
10%&'()-p  ` 10%ww&'()-p ` 10%H&'()-p g10%&&'()- LZ10%&&'()-(
F-10%7&7&'()-#|[:bU410   ,`"10%&&'()- "10%&'()- 10%&&'()-  10%;-;&'()-p `
10%&&'()-p( ` 10%x$&'()-pQTj|[:bU410   `+"10%&'()-  +"10%8&'()-
9*10%&&'()- 'f10%6&6&'()-@ `"10%;.;&'()-( ,`"10%a&'()-5678|[NA410
10X&10X&10X& '`8 10%X&&'()-S 8 10%&'()-S `+"10%Q$&'()- 



`+"10%{&'()- ( `+"10%&&'()- 8Dx|[:NA410 10 `y3 #10%&'()- y3 #10%D)&'()-
Ss10%fD)f&'()- `&10%fD)f&'()-- &10%ff&'()--( !10%fD)f&'()-Y[{|[:NA410 10
Y10%fD)f&'()- 10%fD)f&'()- S9910%fD)f&'()- `M'10%J D)J &'()-S
`M'10%ff&'()-S( y10%fD)f&'()-r0|[:NA410 10 (M'10%fD)f&'()-   L'10%fD)f&'()-
`  $F"10%fD)f&'()-   $F"10%f%f&'()- z@*10%:#:&'()-`( ^ #@*10%D)&'()-`vU410
^S'10%1)&'()-  g#S'10%1)&'()-  "10%S1)S&'()-10fD)f10fD)f10fD)f  .
10%fD)f&'()-( `(M'10%aa&'()-K]!"##|[:vU410  ^ S)s10%I1)I&'()-g
,&t$10%S1)S&'()-- v !SM*10%#1)#&'()-m  q >SM*10%1)&'()-m  F M10%S1)S&'()-(
q9`S'10%1)&'()- ##M$s$'& '&'''|[:-410S1)S^ ,810%S1)S&'()-g q6*10%1)&'()-@
'S0M'10%,1),&'()- ,/ 10%S1)S&'()- ,@, 10%S1)S&'()-( F
*Z"10%S1)S&'()-''(')'4'7'(*-bA410S1)S^  `'10%&&'()- z'10%&&'()- 1'10%&&'()-
10%&&'()- !S10%&&'()-m10S1)S10S1)S-}.01x24~55|[:-410&^ &`'10%&&'()-Y
+'10%&&'()-Y 2'10%&&'()-Y !`'10%&&'()-Y ,'10%&&'()-Y
7'10%&&'()-Y55555N788bA410&^  v M'10%c &'()-3  b `L:*10%)&'()-' O
L:*10%)&'()-' 3 10%)&'()- !10%)&'()-Z10&10&8K;<<>AHA|[:A410&^  1s10%)&'()-
`S#`'10%)&'()-m  S#`'10%)&'()-m   "z10%)&'()- 0` M'10%)&'()-3  `
M'10%)&'()-3 HA[A\A]A^AkAnA&CzCvU410 @@10%&&'()-l ;$10%&&'()- 10%&&'()-
10%&&'()-m10)10)10) 3Y10%)&'()-zCCtDjFHHI|[:vU410  %M'10%&'()- 9'10%&'()-S
z?`9'10%&&'()-S q5`9'10%~&~&'()-S g-9'10%t&t&'()-S
10%&&'()-IhJIL&MNNNNN}\OB510 10&10&10& 7:'10%&&'()-f 4s$10%&&'()-g
`%M'10%&&'()-`%M'10%&&'()- `%M'10%&&'()-NNNOOT[T|[:OB510 10 `fY
*10%#h#&'()-s < 



fY *10%)&'()-s A fY *10%&'()-s 9$10%@)@&'()--  10%@)@&'()-
10%@)@&'()-[TUW&Z[[[[[|[NA410106610661066 ,@#M'10%66&'()- ",@#M'10%,),&'()-
&`,@#M'10%)&'()- !,@#M'10%#)#&'()- F (`fY *10%)&'()-s[[[[]^B`|[:NA41010
```'10%&&'()-l  q```'10%~&~&'()-l  l-``'10%y&y&'()-l  Y10%&&'()-
3"10%&&'()-l FF-10%&&'()-`B`#amadd@f~g|[:NA41010 `'10%&&'()- #`'10%&&'()-
`'10%"&'()- `'10%&&'()- '10%&'()- ,$10%&&'()-g~ggh(j)j*j+j8jEjvU410
10%&&'()- YY10%&&'()-`10&10&10& ` 1M'10%&&'()- " 1M'10%&&'()-
/10%&&'()-Ejkknngoo~]<vU410  q:'10%&'()- Y$10%&&'()-@ LM'10%&&'()-Z
q`LM'10%&&'()-Z v`LM'10%&'()-Z  gLM'10%&&'()-Z opqqrst|[:vU410
&*M'10%&&'()-&- `'s$10%&&'()-f- `y#`'10%&&'()-s- y#`'10%f&'()-s-
YF$10%&&'()-f `:'10%&&'()-tvv'w(w)w*w8wgxvU410 ,Y`$10%&&'()-
10%&&'()-10&10&10&- 6"10%&&'()- - 310%&&'()-
`&*M'10%&&'()-&gxx>yz@zz{|[:vU410  `,9'10%&&'()-- ,9'10%$&'()-- @10%&&'()--
l`$10%6&6&'()-S- f#10%&&'()- `Y`$10%&&'()-{I{|}}3~6~|[:vU410  #10%&&'()-
!s10%&&'()- lf `$10%N&N&'()-- +&&'10%&&'()-- z(&&'10%&&'()-
10%&&'()-6~M~P_bzzY7vU410 !@2''10%c c &'()-` 010%&&'()-- `$:'10%&&'()--
`$:'10%&&'()-- `$:'10%&&'()--!$:'10%% % &'()-z0=vU410  y10%&&'()-Z
ls10%&&'()- 3Y10%&&'()- l10%&&'()-L10&`10&&10& `@2''10%&&'()-`=jH'e|[:vU410
310% &'()- '` :'10%&&'()- z :'10%&&'()- lYt$10%&&'()-S  &10%&&'()-S
lL-10%&&'()-e![|[:vU410  ` `'10%@&'()-m  `'10%'"'&'()-m 10%&&'()-
&'10%&&'()-S &'10%!&'()-S `310%&&'()-<Qy|obU410 S10%)&'()-10&10&10& `
`'10%&&'()-m ` `'10%&&'()-m ` `'10%&&'()-m ` `'10%&&'()-m@|[9bU410 !g
+'*10%VV&'()- z `&M*10%)&'()- `&M*10%)&'()- l &M*10%)&'()- g (&M*10%)&'()-
310%)&'()-e%>r|[:bU410 ! 9*`'10%)&'()- 9*`'10%)&'()- (s$10%#)#&'()-
'-10%)&'()- q `'*10%)&'()- b (`'*10%)&'()-ruvU410 l'10%'&'()- s10%'&'()-
10%'&'()-l10)10)10) 8`'10%)&'()-@ #3s$10%)&'()-uk|[:vU410 l $0%$10%Q'Q&'()-
%$10%i&'()- `'10%'&'()- `'10%'&'()- 5`'10%'&'()- q`'10%'&'()-kG|obU410 CF
10%'&'()-10'10'10'  410%'&'()- 1`('10%'&'()-  `('10%'&'()-  ('10%'&'()- 



0m|Z9bU410  `'10%'&'()- !&'10%&'()-  ,Z10%'&'()- $10%'&'()-
$`3'10%>'>&'()-9 (3'10%9'9&'()-9m$|[:bU410   + 10%'&'()- (`'10%'&'()-y
`&$10%'&'()- &$10%e&'()- `'10%'&'()-  +`'10%'&'()- $8$%&'5|obU410
F10%sQ*s&'()-m10b10b10b  0`'10%b&'()-  0`'10%'&'()- `Y.t$10%'&'()--
Y.t$10%&'()--58;'|[:bU410  b39*10%/Q*/&'()-  YY 10%sQ*s&'()-
+`M'10%LQ*L&'()- lM'10%9Q*9&'()- l-M'10%9Q*9&'()- 10%sQ*s&'()-b k|[:bU410
q`39*10%>Q*>&'()-  ^ `39*10%++&'()-  `39*10%NQ*N&'()-  b`39*10%/Q*/&'()-
i`39*10%6Q*6&'()-  < `39*10%5$&'()- 8*wV510  2&10%s's&'()-L( `$10% '
&'()--( 10% ' &'()-(10QQ*Q10QQ*Q10QQ*Q  `39*10%QQ*Q&'()- `39*10%QQ*Q&'()-
lM)|[:wV510   M'10% ' &'()-& lF"10% ' &'()- s 10% ' &'()- `:'10%  &'()-
z-:'10%'&'()- `&10%x'x&'()-L)_m|[:wV510   `Y(M'10% ' &'()-G `Y(M'10%'&'()-G
Y(M'10% ' &'()-G s`$$10% ' &'()- `M'10% 



' &'()-& v`M'10%'&'()-&stuv_vU410 $10%M+*M&'()-f 10%M+*M&'()-l10 ' 10 ' 10
'  s9$10% ' &'()- `Y(M'10% ' &'()-G Y(M'10%'&'()-G_\T|[:vU410  ^
4Y3:*10%+*&'()-@ #`3M'10%++*+&'()- `3M'10%M+*M&'()- v(3M'10%+*&'()- S
10%M+*M&'()- 10%M+*M&'()-{ZM@31010C+*C^10C+*C10C+*C 3.9'10%C+*C&'()-
`3.9'10%M+*M&'()-!3.9'10%Q8Q8&'()- g `Y3:*10%+*&'()-@ b `Y3:*10%+*&'()-@i+
|[:M@31010 ,$10%d'&'()-@ 9@'10%d'&'()-y @'10%<&'()-y $10%d'&'()--
10%d'&'()- 10%d'&'()-Y x|[:M@31010 3010%d'&'()- `3s'10%nd'n&'()-Z
"3s'10%dd'd&'()-Z 3s'10%d'&'()-Z (3s'10%nd'n&'()-Z Fs'10%d'&'()-*vU410
F10%d'&'()- 10%d'&'()-m101010 ` s3`'10%&'()- # s3`'10%d'&'()-
210%d'&'()-"`|[:vU410  Y10%d'&'()- $10%d'&'()- l10%d'&'()- l&10%d'&'()-
t10%d'&'()- `$10%d'&'()-`|[:vU410  `F@M'10%id'i&'()-y `F@M'10%d'&'()-y
l:`F@M'10%Ld'L&'()-y ^F@M'10%>d'>&'()-y  F 10%d'&'()- f$10%d'&'()-3
{Z9vU410  32$10%d'&'()- `l0M'10%d'&'()--!l0M'10%n n &'()-- 3-$10%d'&'()-
`Ys*`'10%d'&'()-- Ys*`'10%s&'()--PQRS_bvU410 3'10%4'4&'()-M( s`10%'&'()-(
&10%'&'()-m'10d'10d'10d' @8L10%d'&'()- Yy5m 10%d'&'()-Q4q|[:vU410
``'10%'&'()-- `'10%'&'()-- ``'10%'&'()- +`'10%'&'()- L$10%'&'()-@
3'10%9'9&'()-M }pcV510  ,f10%sQ's&'()-g(10'10'10' L310%'&'()-
\`'10%vv&'()-- ``'10%'&'()--``'10%'&'()--4 D  |[:cV510   `39'10%sQ's&'()-S#
5`39'10%VQ'V&'()-S# (39'10%QQ'Q&'()-S# FL-10%sQ's&'()- &10%Q'&'()-
&10%Q'&'()- P5678EvU410 s$10%&*&&'()- @ ,10%&*&&'()-10iQ'i10iQ'i10iQ'i
"39'10%iQ'i&'()-S# 39'10%sQ's&'()-S# `39'10%iQ'i&'()-S#a|[:vU410
`F&'10%***&'()-9 #`F&'10%*&'()-9 `F&'10%&*&&'()-9 z,`F&'10%*&'()-9
g`F&'10%*&'()-9 F&'10%&&&'()-9 "####|[NA41010Q*Q10Q*Q10Q*Q Y(:'10%Q*Q&'()-
`Y(:'10%/*/&'()- `Y(:'10%&*&&'()- Y(:'10%&*&&'()- F`'10%&*&&'()-##\%&;
&'(|[:NA41010 `S`'10%&&'()-& S`'10%&&'()-& Y10%&&'()- $`L'10%&&'()-
2L'10%&&'()- , 10%&&'()-G(:))*,--{Z9NA41010 ,`$10%\&\&'()- `M'10%!&!&'()-f
`M'10%&&'()-f `M'10%&&'()-f!M'10%''&'()-f `S`'10%&&'()-&-.111111o3vU410 -
9`'10%_d'_&'()-S (  10%d'&'()-( F,10%&&'()-(10&10&10& `F.:'10%&&'()-
F.:'10%&&'()-o3,4v5789H;|[:vU410   9`'10%d'&'()-S  ` 9`'10%d'&'()-S  5`
9`'10%rd'r&'()-S  &` 9`'10%nd'n&'()-S  - 9`'10%dd'd&'()-S  `
9`'10%_d'_&'()-S H;q=???????vU410 G10%&&'()- &!10%&&'()-m101010
3&*M'10%&'()- 3&*M'10%|d'|&'()- 3&*M'10%wd'w&'()-?0ACF`F@G!H|[:vU410  Yy
$10%&&'()-S #`&`'10%&&'()- &`'10%&'()- !&`'10%&&'()- `&`'10%&&'()-
v&`'10%&&'()-!HqIIKKKKKK{ZM@31010&10&10& f210%&&'()- 0S10%&&'()-
s'`'10%&&'()-!s'`'10%66&'()- @#`'10%&&'()-KKKM>NfOO|[:M@31010
3M'10%d'&'()-G 



b$3M'10%Bd'B&'()-G  g`3M'10%Gd'G&'()-G  b-3M'10%Bd'B&'()-G  410%d'&'()-
10%&&'()-mOPuPPP`QQ|[:M@31010 l`3q$10%LL&'()- ^Q`3q$10%>t&>&'()-
l`3q$10%LL&'()- 3q$10%i1i&'()- !10%d'&'()- 10%d'&'()-QSRRRRSS|[:M@31010
y,`$10%d'&'()- ` (10%d'&'()-,  (10%n!n&'()-, ` "F10%"&'()-  "F10%&'()-
"F10%d'&'()-SSVVVVVVVvU410 3@10%)&'()- ~L 10%)&'()- 310%)&'()-`10d'10d'10d'
` -9'10%d'&'()-   -9'10%i i&'()- VXSX(Y/Zu[[|[:vU410  vsM'10%&'()-~ -`
L'10%)&'()-  L'10%)&'()- #FY$10%)&'()-@ 10%)&'()- 13
$10%)&'()-[\\\\]F]|[:vU410  (`# 10%)&'()-~ `# 10%&&'()- 6`# 10%VI&V&'()- #
10%'&'()- ZY"10%z )z &'()-  v>`sM'10%)&'()-F]g]]] ^ ^R^|[:vU410
vQ610%)&'()--~ 510%)&'()- , 4`10%)&'()- ,F110%L)L&'()-- `9- 10%)&'()-- 9-
10%i$&'()--R^p^q^r^s^^^^9_vU410 '`10%"&'()- 10%"&'()- \10%Px'P&'()- |G
10%x'&'()-10.).10.).10.). 910%.).&'()-9_a___P```|Z9vU410   `F '10%&'()-!F
'10%{{&'()- (`F '10% x' &'()- 10%x'&'()-  `10%7 &'()- `10%
&'()-`>aaaaa)bzX7vU410  F '10%h&'()--!F '10%G G &'()-!`F '10%&'()-!`F
'10%&'()- F '10%&'()- jF '10%^^&'()-)bPbqbbbbbbbvU410 F10%)&'()- f
10%)&'()-m10&`10&10& 510%&&'()-- 510%%&'()-- H3V10%x'&'()-
b$cHcvcccc|[:vU410  410%)&'()- ``3M10%)&'()-3  `3M10%#&'()-3
`3M10%^%&'()-3  V3M10%$&'()-3  ^3M10%##&'()-3 ccVdddde|[:vU410
`+10%/%/&'()- _`+10% ) 



&'()-  `+10%+ +&'()- V`+10% ! &'()- Y`+10%=%&'()- Lm+10% C$
&'()-eeFeffhii|[:-410) `F3+`'10%)&'()- F3+`'10%)&'()- `F3+`'10%(&'()-
`F3+`'10%)&'()- F3+`'10%!&'()- 3)10%)&'()-iiiijmmobA410)  `9'10%&&'()-
9'10%M!&'()- `9'10%&&'()- b9'10%&&'()- Y10%&&'()-l10)10)oq[r9sJss@u|[:A410)
#+t$10%&&'()- *10%&&'()- s'10%&&'()- $$10%&&'()-@ `9'10%&&'()-
5`9'10%&&'()-@uhuuv\v_vvv|[:-410& `910%&&'()- 810%&&'()- 610%&&'()-
`3`$10%&&'()-S 3`$10%&'()-S 1-10%&&'()-vvvvvYx[x~xbA410&  3Y!10%MsM&'()-@
s10%M+'M&'()- 1 `$10%M+'M&'()- FG10%M+'M&'()-
10%M+'M&'()-10&10&~xxx*{{}y}|[:A410& `Y'10%M+'M&'()- #`Y'10%>+'>&'()-
>`Y'10%5+'5&'()- 9Y'10%0+'0&'()- Fy@10%M+'M&'()-
`3Y!10%y+'y&'()-@y}}}z|[NA41010V+'V10V+'V10V+'V l't'10%V+'V&'()-
`l't'10%H+'H&'()- `l't'10%M+'M&'()- l't'10%93 9&'()-
Y$10%M+'M&'()-yT|[:NA41010 ``'10%#&'()-$ `'10%&'()-$ s'10%)&'()-`
s'10%?)?&'()-` @10%)&'()-l F10%)&'()-`T|[9NA41010!`'10%^ ^ &'()-$ b
5``'10%)&'()-$ `'10%f&'()-$ b 5``'10%)&'()-$ ``'10%a&'()-$ b
M``'10%)&'()-$f<V|[:NA41010! ``'10%&'()-$ ``'10%V'&'()-$ ``'10%.&'()-$
``'10%&'()-$ ``'10%&'()-$ ``'10%"&'()-$VqrstvU410 3F10%&&'()-  10%&&'()-10
) 10 ) 10 )  |`6`10% ) &'()- b 6`10%a&'()-  :``'10%)&'()-$i|Z9vU410
+`s'10%&'()-!`s'10%&'()- O 's'10%&&'()- s'10%(&'()- J J`s'10%&&'()-
zs'10%&'()-f#:h|Z9vU410  ` $10%&'()-! $10%&'()- `s'10%&&'()- `s'10%+&'()-
s'10%r &'()- `s'10%&'()-hnq{|Z9vU410  (`+M'10%&&'()-!+M'10%&'()- *10%&&'()-
` $10%&&'()- ` $10%j&'()- ` $10%.&'()- xj\N410  (`+M'10% 10 10
10!`+M'10%&'()-
`+M'10%n&'()-!`+M'10%xx&'()-!+M'10%&'()-%*+78:aI-4L`10%k)&'()-0_L`10%k)&'()
-L`10%k)&'()- F3F10%k)&'()- f10%k)&'()-m
F10%k)&'()-`:GHKYZ\psW74L`1L`10%k)&'()-L`10%k)&'()-_L`10%k)&'()-L`10%k)&'()
-_L`10%k)&'()-pqvxX@4L`1_L`10%k)&'()-L`10%k)&'()-_L`10%k)&'()-L`10%k)&'()-_
pX<4L`1L`10%k)&'()-_L`10%k)&'()-L`10%k)&'()-_L`10%k)&'()-L`10%k)&'()-jI<4L`
1L`10% -,*10%t)t&'()-! ,*10%~ ~&'()-!
10%)&'()-L`10%k)&'()-_L`10%k)&'()-%l|[:<4L`1 :`,*10%!e!&'()-! `,*10%&'()-!
q`,*10%/&'()-! `,*10%'&'()-! ,`,*10%(&'()-! `,*10% 



&'()-!l}vU4L 10%$&'()- ,:10%$&'()-10)10)10) `,*10%)&'()-! `,*10%&'()-!
:`,*10%! !&'()-!n=|[:vU4L  l !10%$&'()- l !10%$&'()- l !10% "&'()- l
!10%$&'()- l !10%$&'()- l !10%"&'()-p6|[:vU4L  Y!10%$&'()-  Y!10%$&'()-
Y!10%$&'()-  l !10%$&'()- l !10%+&'()- l !10%$&'()- A>|[:vU4L  F/!10%&'()-3
F/!10%&'()-3 F+!10%$&'()- Y'!10%@&'()- Y'!10%$&'()- Y!10%$&'()- >z{|}vU4L
F!10% J &'()- &310% $ &'()-  10% $ &'()-Y10$10$10$ Fl4!10%$&'()-
F/!10%$&'()-36k|[:vU4L  F!10% $ &'()- F!10% $ &'()- F!10% $ &'()- F!10% $ 



&'()- F!10% $ &'()- F!10% $ &'()-kP\|[:vU4L  3!10% $ &'()- 3!10% $ &'()-
3!10% $ &'()- 3!10%  &'()- F!10% $ &'()- F!10%="&'()-4r-l|[:vU4L  '!10% $
&'()- '!10%&'()- '!10% " &'()- L'!10%O&'()- 3y#s10%$&'()- 3y#s10% d"
&'()-=H|[NA4L10 $ 10 $ 10 $  '!10% $ &'()- '!10% $# 



&'()- '!10% " &'()- '!10% " &'()- '!10%!&'()-)v4|[:NA4L10 Fs!10%!&'()-!
Fs!10%#&'()-! Fs!10%"&'()-! "Fs!10%!&'()-! Z10%$&'()-
910%$&'()-Y4+g|[:NA4L10 Fs!10%$&'()-! Fs!10%#&'()-! Fs!10%c&'()-!
Fs!10%"&'()-! Fs!10%#&'()-! Fs!10%$&'()-!v4>|[:NA4L10 F+!10%$&'()-
Fs!10%$&'()-! Fs!10%"&'()-! Fs!10%!&'()-! Fs!10%&'()-!
Fs!10%!&'()-!-x|[NA4L10$10$10$ F+!10%$&'()- F+!10%J &'()- F+!10%P"&'()-
F+!10%#&'()- F+!10%$&'()-o[|[:NA4L10 Y&!10%x$&'()-  Y&!10%x$&'()-
Ys!10%x$&'()-@ Ys!10%"&'()-@ Ys!10%x$&'()-@  10%x$&'()-Z[;$|[:NA4L10
Y&!10%j!&'()-  Y&!10%#&'()-  Y&!10%x$&'()-  Y&!10%< &'()-  Y&!10%="&'()-
Y&!10%u#&'()- :TQ|[:NA4L10 Y/!10%m&'()-z Y/!10%x$&'()-z YS#!10% &'()-
YS#!10%x$&'()-  YS#!10%x$&'()-  Y&!10%#&'()- Q-vU4L !10%e$&'()--
!10%e$&'()-- !10%e$&'()--  10%e$&'()-Y10x$10x$10x$ Y/!10%x$&'()-z@b|[:vU4L
l&!10%&'()-Z l&!10%e$&'()-Z l&!10%&'()-Z l&!10%e$&'()-Z !10%e$&'()--
!10%e$&'()--Dfghi|[NA4L10e$10e$10e$ 31!10%e$&'()-- 31!10%e$&'()--
31!10%&'()-- l+!10%e$&'()- l&!10%e$&'()-4iyz|[[NA4L10e$10e$10e$ !10% $
&'()-4 !10% $ &'()-4  !10% $ &'()-4 !10% $ &'()-4 @10% 0$ &'()-Y Normal"
"Heading 13]c" "Heading 23]c" "Heading 33]c" "Heading 43]c" "Heading 53]c"
"Heading 63]c" "Heading 73]c" "Heading 83]c" "Heading 93]c"A "Default
Paragraph Font0+:G{RV[_hw4/SV;
Jc5&3i@OB]h0rYz,Bo$uP%2\@-HtP^j`vBpR[M7($2]>KX*g)t&uR 7 .<HSr[_fss|h
"$&(*,.02468:<>@BDFHJLNPRTVXZ\^`bdfhjlnprtvxz|~z3DUYcKtKQrWZ6R-ly {7(4S
?Kb$pvV=@!aA[v7#?hM ^9s|
YH#!:(.6=3DIWKOQ,T{UVGWyWWXY6[\n\\']d]]^^^-_q__`F```bc"dgk^qx_{XO_.8a;
TkdX-eVrX!,Ie[vo $6).569y=BBC2HTRT\A`bejkl@q`s<uy{]Cw`m!':DY_x~
AbJK)Bf/5Om~ANv0IOl0W'->IQWitz>^g~")@y~UqKokI-M8Vv!+1F`f/QWp6et+KrfAVjvZk
(+/5h7];t@lCTEQGHKK^QSY`bhelbnrtwryk}yIdEW|Gqo'bF<\*\G_3nh%^NCoj' ]
t8#''-58HAzCIN[T[B`~gEjotgx{6~z=erukm$5)_ `#(-o3H;
?!HKOQSV[F]R^9_`)bbceio@uv~xy}TVh:pl>k4[Qi !"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~  



!"#$%&'()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_6Times New
RomanArialCourier New"h Root EntryWordDocument
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijkl 




