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S eCtﬁ) ns Jrarr}o&shtra%eo%ggx?ad EMges §s§ocnated with their compression techniques. These tradeoffs include: the
amaunt of time and computational resources needed to compress the content: the amount of compression achieved
from the original content; the desired bit rate for playback; the performance quality of the compressed content; and
other factors. Using an eacoding program which take s input 2 multimedia file and generate an encoded output
file with no interim indication of progress or sialus is a problem. Moreover, in many circumstances, other
30 programs are used to call o to manage an encoding program with no interim indication of progress. This leaves
the calling application with na way to gauge the amount of content that has been encoded as a percentage of the
entire selection of designated 1o be encoded. In circumstances where the calling program is irying to schedule
several different programs to run at otice Lhis can be a problem. Furthermore, this can be especially burdensome in
cases where batches of content have been selected for encoding and the coatent provider wants to determine the
35 progress of the encoding process. Accordingly, & need exists Lo overcome these problems.
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SUMMARY OF THE INVENTION
I is an object of the present invention to remove the above-mentioned drawbacks and (o provide a system
20 for wracking usage of content data. One embodiment of the present invention provides a system for racking usage
of digital conlent on user devices. Elecironic stores coupled 10 a network sell licenses 1o play digital content data
(0 users. Content players, which receive from the network the licensed content data, are used to play the liceased
content data. Additionally, a logging site that is coupled to the network tracks the playing of the content data. In
patticular, the logging site receives play information from the network, and the play information iacludes the
25 number of times that the content data has been played by the associated content player.

A further embodiment of the present invention provides a method for tracking usage of digital conlent ot
user devices. According to the method, a license to play digital content data is sold to a user, and the licensed
content data is ransmitied 10 & content player for the user, Further, information is transmilted to 8 logging site
whenever the conitent data is played by the content player or copied from the content player (o an external mediym

30 so that ysage of the Jicensed content data can be tracked.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. | is a block diagram illustrating an over view of a Secure Digital Countent Electronic Distributich
System according to the present invention.
35 FIG. 2 is a block diagram illustrating an example Secure Container (SC) and the associated graphical
representations according to the present invetition.
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and"Compression lool of FIG. § according to the present invention.

FIG, 12 is a flow diagram of a method to automatically refrieve additional information for the Aulematic
20 Metadata Acquisition Tool of FIG. 8 according to the present invention.
FIG. 13 is a flow diagram of a method to automatically set the Preprocessing and Compression parameters
of the Preprocessing and Compression Tool of FIG. 8 according to the present invention,
FIG. 14 is an example of user interface screens of (he Player Application downloading content to a local
library as described ia FIG. 15 according (o the present invention.
25 FIG. 15 is a block diagram illustrating the major components and processes of a Player Application
rutihing on End-User Device of FIG. ¢ according to the present invention.
FIG. 16 is an example user interface screens of the Player Application of FIG. 15 according to the present
invention.
FIG. 17 is a flow diagram of an alternate embodiment to automatically reirieve additional information for
30 the Automatic Metadata Acquisition Tool of FIG. 8 according to the present invention.

DETAILED DESCRIPTION OF AN EMBODIMENT
A Table of Contents is provided for this present invention 10 assist the reader in quickly locating different
seclions in this embodiment.
35
L. SECURE DIGITAL CONTENT ELECTRONIC DISTRIBUTION SYSTEM



|, SECU Itr Di ~i TAL CONTENT ELEGTRGNI C DLSTRI BUTI pN SYSTEM 15 A. System
Overview The Sacure Digital Convent Electronic Distribution Systertt is a
technical platfaormthat enconpasses the | eCtnal pgy, sp~il icaticns, tools,
and software needed for the secure delivery and ri~tts nanagenent of
Digital Content and digital content-related untent to a ;ﬂ client
devi ce. The End-Usc, -r Devi ee(sl include P?S, act tap Iaﬁ W%bﬂ& and

I nternu appliances. These devices may copy’‘the cntent to external nedia pr
portable, 24 consunmer devices as pernmitted by the conte~ot proprietors. The
termDigital Coﬁtentsiﬁﬁe‘“g"ﬁtﬁ‘w Cotttcnt) refers to informati on and data
stored in a digital fornmekightoMask@bdngi Pi ctures, novies, videtxs, nusic,
prograns) rmulti medi azand pales, The technical platformspecifies how
Digital Content is prepared, ecur el y distributed tttraugh point-to--point
and broadcast infrastructQpeadrghiesoie as Cabl e, Internet, satellite, and
wirel g, 5s) |icegsed &g =l vi ex(s), and protected agai nst

unaut %ori zed Copyi nggyglrgﬁmb?%@@léeﬁgzddi tion, the architecture of the
tcxhni cal pl atform al-l ows©3%st Bropidei(t egration artd migrati on of various

t echnol ogi es such asz.wat eElBmoli: Digdal CoRERB&isPN/ encodi ng, encryption, and

ot her Recurity al gor%tfur{‘s as, t@&){ e¥ol ve aver tinme. The base corrtponrnts
of the Secure Digital ContMiieddehfalPes b stribulicxt Syst<rmare: (1 ~
ri ghts managenent fof theCloariogwhseisbn of ownership rigktts of the cantata!
proprigetor; (2) transactigpietihilg for 30 imediate and accurate
conpensation; and (3% an gpes and wel | -docunented architecture that enables
Content provider(a) to prEpEPSSebBieiPcsHd pernit its secure delivery over
mul tiple netwtx& i nfseehiugat ures far playback on arty standard conpliant

pl ayer. 1. Ri ghts Managenent ~~~-~O"W y .~ 3 MAY Zt ?~3 Ri ghts nmanagenent
in the Secure Digital Content Eleclrorric Distribution Sy9temis

i mpl er neatidd t FEBRTOCRAPHYE CONCEP T AND FHEIRIARFLIGATIRN TO SHE 5§ CURE DUHEAR CONGENT
cot nl{3onenl s of gt RONEE BIFTRIBUTION §¥&¥E) f unctions include: |icensing

aut hori sation apd COB| rot, sA? that content is unlocked only by authorized

i nt er nedi ate or"™End- gf '™ have secured a license; and control and

a, forcenme~nt ofB.cont Bublic Kiyadgorichesor di ng to the conditidns of purchase or 5
| i cense, such per ﬁﬂy er of copiev) nunber of plays, arid the tine
interval or te??hthemlglfl%g se £rIm?y be valid. A scx:oadary function of rights
managerment iv t® enaPigisl §erificates to id~tify the origin of unauthorized

copi e) of contemt toGEMTAMe BCERGHphickiFefBRIA@naut hori zation and control are
i npl ement ed t hr pugh IIg’he @S é)f a_ d ear% houses) entity and Secut'e

Cont ai ner (SC) t'e~:h ’1&5‘?85& SR CE et 'g'l“l"Buse(s) provi dr~ |icensing

aul hori xalion by enabling i O internediate or End-Users) to unlock content
after verigy catg f %nggﬁf i ' ' transacti on.
Secur e ConlE]éi nesrésamﬁcmgg?% to di stdrll'lbgut e gﬁ’i‘d}%ﬁ‘g@mgémﬁﬁﬁ%% i nformation
anong the system conponents, A SCis a eryntugraphie carrier of information
or ca@st estivt hat RIGEHTS MANAGEMENT ARCHIEGTRIREMOREL ure. 5, and digital

certificates toAprovxgﬁleaﬁrgwr#;}u%.oggai nst unaut horized interception or
modi ft eati an of ‘el ectronic information and content. It also allows for the

verit~cauon of Bhe aluneiisnPartiianingamdfiawst egrity of the Digital Contest. The i
S advantage of thesejri ghtgudBnagmRMiyef unctions is that the el ectronic
Digital C-ate~nt di Siri bution infrastructure does not have to be secure or
trusted. Therefore all ow TYPyHRRHURE B Yaver netwotk infrastructures such
ss tH® Weh attd I nte¥net.Coblehadéngfidu@ Lhprt he fact that the Content is
encrypted within Secure i and its storage and distribution are
separate fromthe oogtrofag%'?ﬁ@g&&rlﬁ@rcki ng and use. baly users who have
decryption keysC.Can easteaidiisitudiondnd LiggnsioglCa@wmk ent, and | hc C eari nghause{s)
rel eases decryption keys only for authorised and 20 appropri ate usage
requests. TJhe q 28 'rkg)rlllous s). . will not clear bogus requests from unknown or
unaut hori zed patti Tf‘@%@]i:ww&? do not conply with the eaettent's
usagescondi ti ons. as GekralSiruétire cot ><cent proprietors. In addition) if the

SCis tanpered pmth | its transm.ssion,.the.software in the

Ci eari nghouse(s) dae@%%@%‘*%“ﬁ?‘%%&%@ﬁ?swtﬁs 5Cis corrupted or
falsified and repudiate the traagaction. 1" he control of Ccxttent usttgo is
enabl ed through the End-User Playa Application 195 running oA an 25

End- User | acvice(s). 'Che application enbeds a digital node in every copy
of the Content that defines the allrnvable nunber Uf ca:ondary copies and
pl ay backs. Digital watermarking technology is used Wgenerate the digital
ccxle, to keep it hidden fromother JJnd- User Player Applicaticm 195, and
to make it resistant to alteration attenpts. In an alternate enbodi nent,
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Si aee wat ernnarks becane ast integral part of the t'.:ontent, they are
carried in the copies iadepeodent of whether the copies were authorized or
not, Thus the Digital Gonteut always contains informatiati rep~rding its S
source gtz~i its permtted use regardl ess of where the contact residevs or
where it cones fxom This information may be used to coﬁ%h& 2@3} use of
the Content. 2_ Metering As part of its rights nanagenemt te t he

C eari ngbause(s) kelps a record of all transaetlons where 10 a key exchange
is cleared through the O earinghuuse(s). This record allows for the

met eri ng of | iGeensiQvevigwofiecire Gontainer Elowland Brbcasingyi nal conditir~ns of use:.
The transacti @) reqpuddats 8QulSohtfhef ¥383miap r esponsi bl e parties, Quch as,
content proprietors Cey~nent Prctvider(v), rctailerx, and others, on an

i rnmedi atc or Eperi M%S%ﬁég@‘wu’“f‘é‘@?ﬂai tate el ectronic rcconciiiation of

t ~ansacti aa p&ynentTeansadtbnSedived Codtmer 640 Bondat Open Architecture The S~x:ure
Digital Conte Bl gzarani C.Distri ion System (System is as open

ard ?i tcct urerg\ivi t h%ﬁﬁ%%&'ﬁ m&‘ﬁ%é%"ﬂ%i ons and interfaces to facilitate
broad i npl emert at i duareass SecacCoptiat66) kofmat he System in the market place while
mai nt ai ni ng riyght s dfetaeltnhRt: hida€ COntexts proprietcxs. The
flexibility and opeonc~s of tﬂe System architecture al so enable the System
to evol ve over tine ac various technol ogi es, transm ssion 20

i nfrastr it ur SERURE GONTXINBRPATKINGIANDWNPAGKING t he mar ket pl ace. ' fhe
arcl?btecture 1,S opgﬂuj;l{g‘gardi ng the nature of the Content and its format.

bi stribution Of audli 0, progxans, mnultinmedia) video, or other types of
Cenent is sup@ort edilbgf Matasialy (BOMXRatt ure. The Content could be in a native
format , sucheas |igedksclifdvhbor digital nusic, ar a format achieved by
addi ti onal preprocessing or eacodng, such as filtering, conpression, or

prel de- enphasis, and nore. The archittx;ture is open to various encrypticm
and 25 water maLEARINGHEUSE(jues. rt allows for the selection of specific
tec@si gues toAacCa ate di~'ereat Content types and formata end to allow
the Fntrcxiuction or adoption c~f new teehnol agi es as they evnlve. This
flexibility al8 ows RipititNassgemeniogesyind to pick ai xd evol ve the technol ogi es
they use for data cRuRfEs&iRPara@Agsyption, and formatting within the Secure
Digital Conte;bt El eACtrgnl c sgri buti on System The architecture is also
open to dil af f&r endt 5P PHLTPBIRE net wor ks al to distribution nodels. The
architecture 30 suppprtmgofBevtlent distrtbution aver taw speed | nternet
eanagctions cx hig . IWVoik&iand Cabl e netw uks and can be used with
poi %tg-to- poi n?' or Bar_llgg&g%gg%c}}érg&@n addition, the architecture is

desi gned so tttht 1FFESFWIFons in the End- User Devices) can be | npl enent ed
an a wide variety of devices) including tow coat consuner devices. ''this
flexibili al roviders) and retailerv to offer Content to

i nter rredi‘}a{ e S%%Qggﬁﬁpm ough a val'icaty of service offerings and
enabl es the uders tQvepigwchase or |icense Cettl~tt, play it back, and record
il @g 35 venouys conprk fidly r devices. S~9-98-0U9 13 MAY 2d03 |3 B,
System ) Fvnctionsl Ele t rning now to Fl 1 there is shown a bl ock
di agram il lustratirg agEPg ?‘%#‘é%‘%%cﬁo“&%'ﬂ?‘%""gm@f"% al Content 1~lectrouie

Di stribution Systerh| 00 NesclanenRgquesoPiodess preset at i nventi on. The Secure
Digital Content Electronj A L AUt on . | 00 enconpasses sever al

busi ness el enents ?‘ﬁat éﬁqn%?yé[gﬁg&%(q-ﬁ%{g@d Sol ution, 5 including:

Cont ent Pravi der (s)* LO MeauglMeradpipbniy Brogiss of the Digital Content,

El eggroni c | 7i gi t als. Contigggs cohdticashrock@3, | nternedi ate Market Partnexs (not
shown), deari nghouﬁses) 05.,{9&%"% Hosting Site 1 L 1) Transm ssion

I nfrastrucl ur~ 107,% and ERAFYSE EF NP E8s) 109. Each of these bufiiness

el enents use vari ous eanyiasnenSE(spreditePré@esur e Di gital Content El ectrpnic

pi stribution Systeg 10t )WN@ h'lc Ep‘log%‘el dcscriptiaa of these business

el ements and system conmonenta) - as shey pertain specifteally to electronic
Content | 13 distri%uti dsgpdcespipgand Commession Rigngsst nt Pr ovi ders) 101 Cont ent
Prowsders) 10! or Gont endonRhQRbinGERMirS)Prik® OWners f original Content 113
andl or distributors authorized_ to package i ndepende~at Cantextt ! 13 far
further distributidd: Co'%ﬁ'é’gltmlg%v?ders) | 01 may exploit their rights
directly err lictnse Content 113 to the Electronic Digital Content Stores)
103, or Internedi ate Market 15 Partners (not show-o), usually in return for
Cont ent usage paynents related td electronit< carnrnerce revesueq. Exanples
of Content Proyider(s) 101 i nofude Sany, Tinme-Warner, MV, IBM Mcrosafl.
Turner, Fox and ot hersContent Providers) 101 use tools provided as part of
the Secure Digital Content Electronic Distribution Syste~rrt 1t)0 rn order
to prepare their Content 113 and related data for distributit~n. A Wrk
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itself, As an exanple) netadata for a song may be a song title or sang
credits but not the sound recording of the sang. The Caaent 113 would
contain the sound recording. A Metadata Assimlation and EntryTnol 1bl is
used to extract neladata fromthe Cantenl Provider(s)' Database 160 or data
provi ded by the Content Provida(s) in a 25 pre.cribed fo,Ir@NAgp musi c
exanpl e the Content 113 information such as G titre, arti ong
title, Cl) artwork, and nore) and to packafe it far electronic distribution
The Metadata Assimlation and >;nry Tcx~l 161 is also used to enter the
Usage Conditions farldhe CondneSiE(s)iaiionPeesdal e i n Usage Conditions car

i ncl ude copy restrieg4 pn . e price, and any busiu~s rules
deened necessary. A %ter%’@ﬂ%”%ﬁ%??ﬁe@ed to hide data in the Content
113 that identifies lhe cEerehPisesweraemt Prodses processi ng date, and ot her

rel evant data. l1l=ex g emyvadisgwuigdhere the Content 113 is audio, an audio
prepracessor togl is,uUs a _adjust. t he_dynam cs andl or equal ize the

Cont eg’f 113 or g‘t herMﬁ'ﬁ%ﬁo’{sflg‘ﬁélkﬂf"?drﬁ[ﬂmzﬁrtprecsi on quality, curnpr~ss the
Contestl 1 |3 to thel.desi AdomaioMeradssAanisilieviebls, and encrypt the Content
113. These can be edgptthg(Qmp‘mddgM/EhgpﬂP@ cal advances in digital cdlteat
conpressi an/ eacoditig, enCyptiari, and formatting nmethods, ailow sg the
Cont ent Provi ders) 181 t oUt#Bs Fqnddonsdaal t ool s as they evolve aver tine is
the mar ket pl ace. 3S 4 he cpgkynhedefdanieens 113, dig;tal content-related data
err rgaetadata, and gtxcrypced keys are packed in SCs (described bel ow] by
t he 51(t9aPacker Taol afgid st%‘{%@ﬁ'sfdﬁieéasﬁg?ffent hosting site andl or pronoti onal
web site for DEQ- 9Goni®OProcessing MY 203 14 el extrtmc distribution. The
tarttent hosting sitg canwggsi jthe Content Pravidex(s) 1t71 or in
multiple Itxationa, jncluding Electronic Digital Contest Stores) LO3 and

i nt er medi ate Mar ket #artn%'ﬁg 198 and L OmAEssoR dPali ti es. Since both the Content
| 13 and the Keys (descri Oatnb@latg)ComtoeTeencr ypt ed and packed in SCs,

Ei actysotti c bigitat nt L ores) 03 or any ot her hosting agent can not
di recltsl y access decr@gt egﬂ%ﬁ@gﬁ? 113 without clearance fromthe 5

d eari nghouses)E-and et-JEA Creation| Taolt he Cont ent Frovi der (s) 101 . 2,

El ectrotuc Digigal Gomd @iy Hsairdsd TohP3 El ectronic laigital Content Stores)
103 are tk~e enfities who market the Ccuttent | 13 through a wide variety
of services or “&ppl i@“ﬂ?’b‘?\‘%sg’ﬁﬁ?ﬁmﬁ‘s Content t |3 thene programm ng or

el ectroni ¢ mer chandi Gonregt Fedmolions@vavaitent |1 13. El ectronic Digital Content
Storeg) 1U3 manage the . d6gsiy. devel optktest, business operations.
settlenments, nerchandi sin % rketing) and t;alerr of their service.a.
Exanpl e online El ectloni cCneniasipg Sitgint ent Store{s) | 03 are Wb sites that
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a valid strg#étug,r d that it was provided by an authorized El ectronic
Digital Co nt es) 1t)3. 35 If the verifieatia>as are successful, the
C eari st gh#Use( Syndar@Bnerates o tapdom symmetssy keprandnises ilCRgryB 18 coptedt. t he Tr ansact i on
Data 642 anpg bukldds raidthe e @dpadi Souent (RGughia Gash BlpSHdl® b pRULE wWe@odiddEgigend- User
Devi ces) 109 (step 606). ~9-98-009 ~.9 3 ﬁ/AY 200 3) The Licetl SC SC(s)
660 carries the Symmtrie Key 6Z3 and the Transaction rioter 642, both
encrypted using the public Key 661 of the 1~nd-User DCvice(s) L09. If any
verification is not successful, the C earinghouse(s) 105 denies the |icense
to the End-User Devices) 109 and inforns the Ead-User pevice(s) i09. The

Ct eari nghouse(s) 10S also inmediately infornms the Electronic Digital

Conceal Stores) 103 of tExis veritcatioa failure. In an 5 alternate

enbodi ment) the C earinghouses) 105 signs the License SC(s) 660 urith its

o ~ N AL 12 o ~~7 ~ N




~'inaliy, the C earinghouses) 105 on a periodic basis transmts sunmmary
transaction reports to the Couteat Providers) i0l1 and the Electronic
Digital Content Stores) 103 for auditing and tracking purpost,.~s (step
610) . | SSE9-98-0081RE CDNTAI NER STR |j CT>URE A. Genera! Structure A Secure
Container (SC) is a strucwe that consists c~f ~evcral t i

tt~gether define a unit of 20 Content 113 or a portion Qﬁsﬁﬁ\ﬁ@ml on,
and which also define related infcyrrnat2bn such as Usage Conditi ons,

net adat a, and encryption nel hcxis. SC(s) are desi~.ned in such a way that
the integgy t Y EefRHRGhARTRmAR deyaﬁamm&i?mx p®iic ke PR RECPIR o &R PeclpRat's
verified. Some of the information in SC(s) may be encrypted sa thal it can
only be acces 8erle kvt er proper authorization has beers obtai ned. SC(s)

i ncl ude ats | eaafdeans (b dabry@éd symmerié dyshrougoMe spoe ashitgodihrhaed in gem? thepratfice the

i nformation a?ogt i s) Z5 end about each of the parts iaeluded in the
SC(s). A nes geeubﬁmgég%'fs cal cul ated, using a hashing algartthm such as

MD5) 3 f or 38ach Sgaden runhie concatenaign i qopient [ligesBERd HITSYig kpadisdhbropaly ihe samgehash
di geSl's of t hgigRdhhSsed s QNERbRBELEsEE aged.her and another digrct is

conputed frarrt than and t encr ed using. th [y ey il d

ot Ly ot By by SOV el P LG AT e prble® S RSl e
the SC(sj can S RWWSENDER refads oshgresde s pivatokeyeri fy all of the digests and

t bus val i e ' | . , t / o fdigeltS
parts, 307 Hhe S it £ 80l Mo B EAREELRARAS oo, Hopl e o buel iy
al e wit h t heymmendy key digesh seades)s cqsdiicpre, sph3CREERYIE.y e det er ni nes whi ch
records nged tsendef miuRClavel QBtainCHS )ceiftate Biin « Shlfisdiod RuthdiP ri@f 10SElisng (souge

O-"er, Qder, Transactio Cant.eat t.adat.a or pronpiional apd Ligcense.

35 “Plbl sher camaaasy ape FEt iRl ff SRR IR sAREs BB TEE e _
3 MAY Z03 32 sBuptymamicaad slafstit. ofV IOAMITEBR(refirs to (@ etificriiphiandeofity)s meivate key. Seader
Descri ption ofyLhe.He488] oMIQipidLm used far the included parts (default is
MD-5) Descriptian of the algoritlurt used for the digital signature
encr‘yﬁpti on (default is RSA) 5 Digital signature (encrypted digest of all
of the caopadenatiadetmiosPhceafof FIGe4i ncl uded parts) SC(s) may include nore

t han one rFor exanple) as Ofer SC(s) 641 consists of the original

M. ~t adat C(-§3-°£€20 parts, including its 1OM as well as additional

i nf or mat 498 adRkeigiclyectilng tEISE() andiWperals iineay. Content Stores) LO3 and a new

J3OM A r@gOr thd 8 Atk (bR S a Bt Bl Witk 108 pBfié 9 of e
SO('s 641@%owdkérﬁ{°[é‘t@gi§%\)%aﬁ%§§( h 108 o BEREARalt Bdebille it ik NG lRlié B ottt
| it

nls , ! Ji.gest ftuy t Met adata S Z0 .

TS0MOuhi ohcarFe-TeRER Yy M e B v E TR B AR PR e bl
integrity of tieefrpaKtsediekuded fromthe Metadata SC(s) b20 can al so be

val i dat ed, ysi ' i ; | s

45! kbl Barhs b 881 g@élﬁg%(zgf Bifiod BnddL AL Ry SCR) roltls i3 QM)

None of tﬂe cart ] have records mthe new

chat was creat®gps 8P SENBERyefegsto bepeager'smuplic k8 y parts added by the

EI ectroniq é Di gk&@imztrﬁnsmtc&ﬁﬁwxﬁtsiﬁf&&)erdc@%d@ﬂﬁbﬂl _tdighfﬂvgd(&d@ﬁl “glje l&ﬁ?ﬂsges\ thidaghihd s2ad/
ave, S ecords ige the new s) include a senption

par ezg Key Des ci#f @8‘%@%%%"?%&%“}“@%&%g&f)ﬁgﬁeﬂ-cOnt ain t%e 15 fgl | owi ng

i nfot mat i 6@ abRuwipieartompanisde coamuted SE(F) digrat vat(i)one rEpuererfias e sendeds digital Sifpears

part. If they are the same, recipient confirms (hat (he received digests have nol been altered and continues with

the decryption process. [f they are not the same, recipient discards the SC(s) and votifies the sender.
413 Recipient runs the encrypted symmetric key through the same hash algorithm used in step 411 (o compute
30 the symmetric key digest.

414 Recipient compares the computed symmetric key digest with the one received in the SC(s). If it is the
same, recipient knows that the encrypted symmetric key has nol been allered. Recipient continues with
the decryption process. If not valid, recipient discards the SC(s) and nolifies the sender.

415 Recipient runs the encrypted content through the same hash algorithm used in step 411 to compute the

35 content digest.



- The nane to use for the part when it is decrypted. The enctypt~ian
algorithmused to encrypt the pan. Either a Key ldentiFes to indicate the
public etacryption key that was used to encrypt the part or an 20 encrypted
symmetric ‘Key“tnat, where decrypted, is used to decrypt the encrypted part.
The encryption al gorithmused to encrypt the symmetric k@3 MKE 2009 d is
only present when the record in the Key Description part ineiudes an
erterypted synmetric key that was used toZ@ncrypt the encrypted part. A
Key I deutifia of the public encryption key that was used to encrypt the
syrrtnetridékeyRecipientoinpdre thescompltyd oies elipest with ehe dhé eceived by dhe SE(s). t @ iKeny same,
Deseri pti Pn_PardeyBf e Sufibe ERGHAPEEHOHS nbTebl NrdiCHReABh: G Bicues with the
eucryptaou algorirthmidentifrer Of the symretric key that was used to
encrypt the encdepmtion roesss. .‘fqWVﬂlﬁé“w%#sﬁﬁéﬁema@éﬁ%f&F fhe ggderencr ypt ed
-parts, then7t hemipielt dberytt@ihe Recrfmui sprluh@iic kdyalsing thel recipidnllk ghtete deh.~aBRG&0RAhe
:Langugge Synt ax and ,Sennpé'#@é S~9-%S- 009 " 3. MAY 2~~3 33 The Ri gksts
Managenment  LangWR{eTit kR AT S5t 0008 R e R RPVAEERY - be assi gned val uev to
define resAlBi ctRoipaamestieaymisericify toliecrypatit entyptédSatey. This Ervdertibedop®dt. af t er
the Content 113 purchase. The restrictions on the use of the Canteat 113 is
the Usage Conditions 517. Each Caatenl providers) t0l species the Usage
Condi ti onslib17 SEQURRBIGITALGONTENT ELBCTRONIC ABHTEQN YYSHTEY BRQWt al

2 o use t huTeound MISABEE bighil Lohlbf) sl 05 opiedof BchPloafiaiodts Bl
u i I Vi [ j .
o BIYE o e singgat parotpanss of eoapiam, ThRE paREENE R BT Seae e Dot Bt
t 13. Aft eDighd Chritértl Stokey BB, BralsUsal(s) de EstiUzr Bohe(@r DY dnti3he Garimghouse(pu T hakiel level
t he End- User i ! r'. . ni rl 5 , b
et o o UBReR T R8s o AR RT3 Bl Rl Bk Alebini B D Ster bl 1R R
Li cense SCruginedlstow tepcksi{ntpy @s iUBeystypughqup e &s@ﬁr‘p‘?\d&?ﬂ’é’@é‘y i pebiney e sens gted pryitie

the Store ﬁ?ﬁgﬁm@m&&@ﬂsumlimiﬁﬁ}gﬁ’ fhea! @thcan addrnusagneeosingl Wit Sobb ef he
a Cs:on itions 517 that were specified by the Content

allo |l e ng)e .
provi ter s) aspunpyons mada jn ihgsysignr How IRGWER ) 550 When an End- User Devi ces) 109
receive the C antea~t 113 that was purchased) the Store Usage Conditions

519 are .encodedr&imQSJSQé\tﬂoG@J}m@mﬂ&&eﬁ%xa&_aam.‘mmm{m&iumgpa’)aal or
encoded in the se~urt~y scored a

/ . ge, Condi tii ons, SJC%}] The E,neﬂ- User Pl ayer d&
Appl i Cat i oh 19SCHRPRUIEED 1) Auomue Pasabipiab Gy iscf MR RIS Ay e gucio
Usage Condi ti ongxami®).t hat were encoded into the Content 113 are enforced.
15 Thgy fol | owing ar e ex elaleT N < g -
enbod nt wher g"'{?ﬁ’g Pr@éﬁ%&tﬁﬁ J‘.‘Q{ ?%&s;{a?r'ﬁgf ggﬁgang ?’g d%\%gf‘%%ﬁ {%_ﬁ P%olgg_(s)cgorll "Blé
pl ayed n number easé the dataglirectip int the Sonteat informasipn Begeesng Sy oms P wifl haye prafjded dgta in

Processi ng Mt agdataved@seh ifdGmags. bul b by Content |-~ovider(s) 101 and are
used to define nt e i.tens h ntent 113 itself is

| t 13 S as SO :
not included in WH?S?E“‘.%‘@(‘%“}'sﬂgﬁgﬁg‘égtﬁ‘é’“‘gpﬁ%ﬁgﬁmfgg% itent 113 is
typically too | &ogent {Bris HoRleda & singlé Contept HpstingISitdari{ent St ore(R) 103 and End-
L_Jsers% to efficiently downl oad the containers just far the purpose of
acces.?ﬁ ng the descriptive netadata. |nstead, the SC(SP%_ i ncl udes an
external UltL (Uriheustbeundestnes Buthoss drilied iy the &y thaighsse asgimpfions cancbe afigpddp pecqrmodate
The SC(S) @eS@ad Rehedeshereighaiatansbnap. misky ividas arglegogranp id/ dedrafia dismisittion rsysiems
abaul the gon%fgant 113 and any c7ther asac-~ei ated data, ouch as for nusic,
the CD cov@®*PY AndJor di gital audio clips in the case of song Conttxtt
113 . Electronic Digital Canteat Stores) 103 downl oad the Metadata SC(s)
620) r i j d build OFa SC(s) b4l. In short,
al t OE?erm@g@l&ﬂ%m%%ﬁg?ﬁ@myf&?g%@% the parts and the BOM fromthe 30
Met adata SC(s) 620 along urith additiaaal informatiat included by the

>rl eclrcm gyel) giptqadss Cc~ot ent Stores) 103. A new 130M for the Oger SC(s) 641
is created ~ea the Ofer 64 1 is buylt. roni Ol

Stores) 103 E‘E | s& {REEmR ‘ﬁ?ﬁ ﬁ/&ﬁ%@{% file ﬁ%}f%fgi%\%" éEt @gé:et(i%ﬁfﬁﬁ ﬁ@vgggs? 23.0] :C?[g‘h@m
i nformation fttrdibpw tfeethe WorktFlw Manageyv/i 34 Toakpbong with this SontenjBrigvidsr()e $01uaigue identifier

presenk descri pte oS Qlea¢pit €st 113 to End-User(s), usually so they can
purchase the Content 113.




The infaamatioa in tlae Ofer SC(s) 641 that is added by the Electronic
Digital Content Stores) 103 is ( - 35 typicglly to narrow the sel ection of
Usage Caadititnms 517 that are spxi8ed ua the Metadata SC(s) 620 and
protrtoti oBEXP8dMPa such as s graphic itrage file of the stare's |ogo and a
URL to the stare's web site. An Ofer SC(s) SE9- 9~-UUy1 wzaﬁ

641 tenplate in the Metadata SC(s) 620 indicates which i 1:3) n be
overridden by the Electronic Digits! Cotatgnt Stdrt(s) 103 in the Ofer
SC(s) 641 and what, if any, additional informalio~n is required by the

El ect roni ¢,;4,7i g&a@&%%@%ﬁ%@ % ﬁ%l%gﬁd@dﬁﬁn[ﬁﬂMQMﬂo&@ﬁg

enbedded I\/*at ada are inclu Transacti on

SC(s) 640 when Sihsysiga- wértse)cqaea}r 'aevsdet(ﬁ HUriris denienfos st Copteal HP gre dfprmation
El ectronic | ai gl;gahed%mé@%ba&m@m'rme The El ectronic Digital Content

cach Oxt 1 G000 052 ) GRD PR R L0 n UbfugP oo’ 25

| 7evi Ge(s) 109. prépeeatibnprotdssen hDEw@e Pojider @01 Of etteﬂn\ﬁé@ bwﬁedmrt@ﬁ@lhm‘ﬁ“@wf |Cpisye of
640 and val i dat %&xehhﬁ k%@g ,,qg the Transaetiata SC( s) 640 end the

i ncl uded O fer ?) Cogl b5t) is huil ég}/tb? ﬁ
Dev~c: e(s) '¥09 by @&EI@OﬁB‘H’f‘&nf‘"I‘hﬁ?’q bt h & Fg o5 iuf d GO ‘i‘f’ff“&'r“t?a PesTfing
i's included fromashmghtsean 6089 eithd mankeilaon uwenallrabiynn STHOY daoauaes dopHrrictiam chles

fromthe confrgur t|on es o er,

are 5Setsl tct tﬁ arrbH“?%suréle sﬁT%ﬁﬁeAgﬁécﬁt%}aﬁﬁy gogcghn g(ﬁg%sc?g}
i 05 URL Wnere thsdl@@eﬁs51f$@rs§e®%0 is includexi as one of tktc records in
the 130M f & @3% iSik w82 R u@daqath rtntyd&adenag@mt 2 ct,hau ﬁotrarr(qﬁ@r(r %):am
64 t. The earr nghouse 5). 1115 val i dat $rocesses ef " M g A
provi d4 the EadheBsay oidetificths WW‘iO@'WT‘h "@W@ VAR BRS AR SRR i PR Fop §hi
Li cense Wt er marckaibd Fromﬁd(SﬁHRE sanpather nfumediiofmeeifiadiby the CantenDProvidd (st 19&
funclione of the O ~rryBHENSELMsink 180115 feftodlf CiukiPharidal B Bfubub d ) 5o ing

t hat arc needed tc~ ecrz t er mar nstructi'ons fromt
SC(s) 1841 and the Com®s onteme“r povesepsRy e dibfsrentcemugssigmlgvelssppraiifdy y pt ed
Symmetric Key 623 requydoaehuall i démn’eawnmrgome ¢db@n ProRssant Dol 1es~ucm;epaeaebd

Symmetric Key 623. 8efare ex ti nte vi d

101 mmy optional |y affyBRereft @"érjfarﬁ’%‘% ‘t‘tﬁiﬁgﬁ&t’%@ﬁ#@f‘?t@ v lhﬁlotg%?gl e
E-l avi ng the Content pRidaes demrégiréd lh@!lofs@nmreharqymsedlftmg@arbrehe mlhamheiynamm
Synmetric |Cey 623 pr ! Buiityl WA oPBY GprrbRl QY il (19
201 that has built |a§¥%@v§’%|\/§%&" g@, a'{r?d Cont ent g%r 630 f [.}}l?(rarqtzt's
| egal 28C(s). The d ed¢simghause(s) 1OS veri f| es that the trams of t he

Coat ent Pravider(s) h@d oamearr Vs 8d 4 Qpetdies maladdn s Recripyd vmitar Syauriéey Kep BBthe SC

mat ches t he nane of tih&e Q{ﬂ lg%o%%&%r‘ﬁ% ke}Q%mé ﬁwtpt}@w%g&%} thg%{é"lujg{,&,gg(g Tod fo

there are any changes rTew re d termr i nstructions
by the O eari nghause(pstdugsanm Bayypted eSymmaeic dfexat THY ke SEY &9 ‘fi'ﬁ@“%cﬁ“y‘ﬂ‘f‘@ Yitgut
Symmetric Key b23 andghfisihgBlichir@s oft (he Coidne N (RkikdeNEe bk bluhC O daiighl it is the
encrypts them again usin e ynmmetric Key 623. The Symmetric Key b23 is
t'hen -encrypt ed usrqﬁ‘ 'g‘rhﬁ (ﬁﬂﬂ ic Key 661 of the End-User Devices) 109.
The d eari nghousaﬁ)anctﬁﬁedahsmtﬁkemyy:ptwmhm(titcheﬁvrr@ymwéttm ihe Ormigng | GShenmackodinto

$C(s) acrd encry. Public Key 661 of the End-User
Devi ces) |09, Th&%%ggﬁﬁg&ggse ﬁbur | ds a License %e’é 660 t hat )
i ncl ude t hel2hew Theawomies Cemtens mppdatg gre sy gackei3nio m ok i pait g PrOFESTpS

i nsuucti nns and &QhSonieht mpmtmﬁm&mswqﬁrerwevr cc(s) 109 itt respoase to the

Od | f t '

SucoesB ut 1% ¢ s Nt PRl gt 15 s oy B i 38 i} Qb TR Bl
t09 an Kkl TIVL pag'emb(m"‘@bmﬂnt/al eat reporting the failure of the authorization
process. gl eeﬂ&%ﬁgﬁ ?sb@@ﬂeﬂw S8 nEn RSk Rlthd MMl Q-ﬁﬁtm& §&(§M ﬁ h The Content

evayt bi ng t IS nea to access 35 Canteat 113 item

Devi ce(s) 109 re’cﬁb@&%‘e@mﬂa@ﬂ?ﬁ&q(a’ﬁ@“‘m @dhéfl%'g@h?“ﬁ%ﬁ)nl&%‘e “@6‘ﬁ’€’e‘ﬂ‘t"‘"°“
Hosting Sites) tdelicsted for@bdiidl HRMHE) TIEIORIAfOE tHidkite s Byl (Eald iadtfata Fliva s dliaédstp the
1t)1 and include eqﬁé%gad Content 113 SE9-98-009 .i 3 MA~r ~aa~ 35 and
rrtetatfat a parts d- User Pl ayer Application 195 uses the Syrrrretrrc
Keys 623 fromthe Licestse SC(s) b60 to decrypt the Conl~t 113, netadata,
and watermarking instructions. The watermarki ng instructions are tbrat
affixed itxto the Content ! 13 and the Content | 13 is scranbled and stared
ao the 8nd-User Devices) 149. 5 D. Met~data Secure Contal oer 6~0 Format The
follow ng table shows the parts tbat are included in s Metadata SC(s} &20.
8ach box in the farts colum is a ryeparate object included in the SC(s)
along with the HOM (w th the exception of part nanes that are surrounded by
(] charact ers) The BOVI cont ar ns a record for each part |ncI uded tn t he

~ o~ o, -, " T T T T N T T



S~9-9a-a09 .13 MAY 2003 Parts BaM part Fxls~s D esrKey; Descrip~i on Pa~i

Resuh Ertcrypr Key Idl SymICey 5 ymKey ~Yarrte Alg Enc Key Al | D(Content
U tlL]faut put Part RCAEric Sym | Gey_ 1~SACH Pub Key[ Metadata Ul il ~] Qut put

Par t RCALne®SY°REY t SACSI pub KeySC Ver si onSG | DSC TypeSC

Publ i sher Dat eExpi rati on pat eC eari nbhouse(s) URLD gest gital
Si ~ature Aig I DCpntent |DYesYrshMtadata' YesYesUsage Conglac'@MWS

Tenpl atesYesYesVil atermarl cing Instructi on&YesYesCQut put Part RC4Ene Syrn
KeyRSACH pub KeyKey Description PanYesYesC eari nghouses)
Certificat é¥) YeShoCamani Hentte(sVateSINODE attdiks Bectroaic BigitalHepnfeat| Stae(i)ri) direerlobien

the ternms that jf,H5804d fblﬂé@stﬁ‘p?%e Mel adata SC(s) table: [Contest |JR.]

- A paraneter in a recor 1Tl ébescrlptlon part. This is a [ JRL

tktat poi nddl t o Usineths Contar pauisitionChist: Sleeiropic Digdtal GrmieptcStarelnil 8hheasiopgipadgagMetarate
i s associ at ed Wstiuhit bérfespbd ReRicRn@] D)ty kb oldge. Met adat a SC(s) 620 itsel f

T s rBcor B4 n e sy AU Er Qhpa b wiiod e Lot e nopoF AUCA ot one

encrypted net ad&va mmama SO(a) thatithep@ars Yo B3 D prduste thesCasOB ab edir Web [Sitd. hAcBess to
Mei adat a SC(s) | es not contain the
ons o 1@@ my%é)a q:@lﬁﬂa s%g(cﬁ ;nﬂ@,gag%eh tfo'f‘ ﬁ'd@snrgd:

encrypted rneta nt ent efines a unique ID
assi gned t &% CGH‘E Hﬁ‘ﬁ" {oogitiogst ferfhe Cqntepinld 3 %""fﬂﬁf“i’ this Blggionde Bigity) (loptmtt Stors(s) 103, are

lcgcl udedll1 g t hi spupred 'hsuigf thé [DRmdh adadidmicdosl) Prkck Uﬁ&@t&mﬁm mg& lhﬂ@éihtloﬁﬁes and
nte item t conta r rdated to a

Cont egé 113 it effR ngé'a'[oﬁ 'jgra“ée[ds@efenﬂa?%mﬁﬁﬁlefﬂg 5‘?”3 fr‘l’rn the case of 8
Song. Ther él4ray TheElidatii Pigdalrizatian s oee( dbsspecdaribam fConditionh ahd diy otigical Maadata SC(s)
encrypted. 'lhe,gj rﬁmm%ﬁbfwggtﬂ%&g{- rdcRE ThRt adata parts is dependent an

the type of nmet adat a Cont al ne
35 Afler the Electranic Digital Contem Smrc(s) 103 Web Sue is updated, the Content 113 is available to

End-Uscr(s) surfing the Web,
15 136 When an End-User(s) finds Content 113 that they want Lo buy, they click on a content icon, such as a
music icon, and the item is added Lo hivher shopping cart which is maintained by the Electroni¢ Digital
Content Store(s) 103. When (he End-User(s) completes shopping they submit the purchase request 1o the
Electronic Digilal Content Store(s) 103 for processing,
3 137 The Electromic Digiial Content Store(s) 103 (hen interacts with credit card clearing organizations to place
‘ 20 a hold on the funds in the same way they do business loday.
138 Once the Blectronic Digilal Content Stare(s) 103 receives the credit card authorization number back from
the credit card clearing organization, it stores this into a database and invokes the SC Packer Tool to build
a Transaction SC. This Transaction SC includes all of the Offer SCs for the Content 113 that tbe
End-User(s) has purchased, a Transaction ID that can be racked back Lo the Elecironic Digital Contem
25 Store(s) 103, information that jdentifies the End-User(s), compression levels, Usage Conditions and the
price list for the songs purchased.
139 This Transaction SC is then ransmitied (o the End-User Device(s) 109,
140  When the Trausaction SC arrives on the End-User Device(s) 109, it kicks off the End- User Player
Application 195 which opcas the Transaction SC and acknowledges the End- User's purchase. .The
30 End-User Player Application 193 then opens the individual Offer SCs and in an alternate embodiment,
may inform the user with an estimate of the download time, It then asks (he user 10 specify when they
want to download the Content 113,
141 Based on (be lime the End-User(s) requested the download. the End-User Player Application 195 will
wake up and initiale the siart of the download process by building a Order SC that contains among other
35 things (he Encrypted Symmeiric Key for the Content 113, the Transaction 1D, and End-User(s)
formation,



~ 3 MAY zoos Usage Conditions - A part that contains information that
descri bes usage options, rules) and restrictions to he inpo3ed on an
End- Users) for use of the Contet~l 113. SC(s) Tenplates - Parts that define
tenpl ates t3BX-988828ri be the required and optional information for building

ttte Ofer, Order) and License SEs) 660. 5 ~ V\aterrrarkliéﬂzy?ﬁbaons - A
r

part that cont ains the encrypted instructions and parane
i npl enenting watermarking is the Content 13%8. ' Che watermarking
instructions may be nodified by tine O earinghouses) 1U5 arid returned back

to thg Endtxﬁvsern@ﬁyég&%e@t?&qau wtﬁetfmanagns‘usé@qeme%r&%h @Y. 660 There Is a
record in scr|p|o ar i nes e, encryption or|
t hat was us'ég t%@rﬁ?ﬂ)‘bﬁh"‘tsﬁ@ %?‘Y%%‘%#’%%an%ﬂdo%?“t‘%é il gd’g fs been
name to use whenampeeedwhthe ThaClkringhousa@) 106 edlidarsahe Usagy Gondidas prtiaskd hathbamsaébr(s).

encoding of the SRS YRKE B CclBl BR3ubl! pirh B9 i BhdiS B i, i

encrypt the wat er Ivar I 0a e encr ypti al gori
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I DD gital §hghatdlife D8k Store Usage Conditions 519, Tbe Store Usage Conditions 519 may specify the number of
plays and local coples allowed for the Content 113, and whether or not the Content 113 may be recotded to an
external portable device. The functions in the Content Usage Control Layer 505 keep track of the content's
copy/play usage and update the copy/play status.

10 The Content Formatting Layer 507 allows for the format conversion of the Content 113 from its native
representation in the content owner’s facilities into a farm that is consistent with the service features and
distribution means of the Secure Digital Content Elcctronic Distribution System 100. The conversian processing
may include compression encoding and its assaciated preprocessing, such as frequency equalization and amplitude
dynarnic adjustment. For Content 113 which is audio, at the purchaser's side, the received Content 113 also needs

15 10 be processed (o achieve a format appropriate for playback or transfer (o a portable device.

B. Function Partitioning and Flows

The Rights Management Architectural Mode! is showu in FIG. S and this illustrates the mapping of the
architectural layers to the operating components making up the Secure Digital Content Electronic Distribution
System 100 and the key functions in each layer.

20

i, Content Formatting Layer 507

The general functions associated with the Content Farmatting Layer 507 are Content Preprocessing 502
and Compregsion 511 at the Content Provider(s) 101, and Content De- scrambling 513 and Decompression 515 al
the End-User Device(s) 109. The need for preprocessing and (he examples of specific functions were mentioned

25 above. Content Compression 511 is used 10 reduce the file size of the Conteat 113 and its transmission time. Any
compression algorithm apprapriate for the type of Content 113 and transmission medium can be used in the Secure
Digital Content Electronic Disiribution System (00. For music, MPEG %/4, Dolby AC-2 and AC-3, Sony
Adaptive Transform Codivg (ATRAC), and low-bit rate algorithms are some of the typically used compression
algorithms, The Content 113 is siored in the End-User Device(s) 109 in compressed form to reduce the siorage

30 size requirement. It is decompressed during active playback. De-scrambling is also performed during active
playback. The purpose and type of scrambling will be described later during the discussion of the Content Usage
Control Layer 505.

2. Contem Usage Conirol Layer 505
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befare allowing the de-scrambliog of the Contear 113 and the execution of the play or copy. The Eud-User
20 Device(s) 109 also appropriately updates the copy/play code in the original copy of the Content 113 and on any
new secondary copy. The copy/play coding is performed on Coutent 113 that has been compressed. That is, there
is no veed to decompress the Content 113 before the embedding of the copy/play code.
The End-User Device(s) 109 uses a License Watermark 527 to embed the copy/play code within the
Content 113. Only the End-Uses Player Application 195 that is knowledgeable of the embedding algorithm and
25 the associated scrambling key is able (0 read or modify the embedded data. The data is invisible or inaudible 1o a
hurman cbserver; that is, the data iniroduces no perceivable degradation o the Contenn 113, Since the watermark
survives several steps of conlent processing, dala compression, D-10-A aud A-lo-D conversion, and signal
degradation introduced by normal content handling, the watermark siays with the Content L13 in any
representation form, including analog representalion. In an allernate embodiment, instead of using a License
30 Watermark 527 to embed the copy/play code within the Contenmt 113, the End- User Player Application 195 uses
securely stored Usage Conditions 519,

3. Content Identification Layer 503
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620 and i t Flegwenic Distribution Systega Y 0FfoChe gpfz of electronic Content 113, and that the End-User(s) has a properly
licensed epplication. Audit/Reporting 545 allows the generation of reports aod the sharing of licensiug transaction

25 information with other authorized parties in the Secure Electronic Digital Content Distribution System 100
License control is implemented through SC Processing 533, SC(s) are used to distribute encrypted
Content 113 and information among the system operation components (more about the SC(s) detailed structure
sections below). A SC is cryptographic carrier of information thal uses cryptographic encryption, digital
signalures and digital certificates to provide protection against unauthorized interception and modification of the
30 electronic information or Content (13. It also allows for the authenticity verification of (he electronic dala
License conirol requires that the Comtent Provider(s) 101, the Electronic Digital Content Store(s) 103, and
the Clearinghouse(s) 105 have bona-fide cryptographic digital certificates ftom reputable Certificate Autharities
that are used (o authenticate those components. The End-User Device(s) 109 are nol required to have digital
cerntificates.
35
C. Conteue Distribution and Licensing Control
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PUbl e O fglectmmc q'.)s&tal Content Store(s) 103 is based on standard Initernet Web protocols. As parl of the Web-based
interaction, the End-User(s) makes the selection of the Content 113 to purchase, provides personal and financial

information, and agrees to the conditions of purchase. The Elecwronic Digital Content Siore(s) 103 could oblain

10 payment authorization from an acquirer institution using a protocot such as SET.

It is also agsumed in FIG, 6 that the Electronic Digital Content Store(s) 103 hias downloaded the End-User
Player Application 195 to an End-User Device(s) 109 based on standard Web protocals. The architecture requires
that the Electromic Digital Content Store(s) 103 assigns a unique application ID to the downloaded Player
Application 195 and that the End- User Device(s) 109 stores it for later application license verification (see below).

15 The overall licensing flow starts at the Content Provider(s) 101. The Coritent Provider(s) 101 encrypts the
Content 113 using an encryption symmetric key locally generated. and encrypts the Symmetric Key 623 using the
Clearinghouse's 105 public key 621. Io an aliernate embodiment, the symmetric key instead of being locally
generated my be sent (o the Content Provider(s) 101 from the Clearinghouse(s) 105. The Content Provider(s) 101
creates a Content SC(s) 630 around the encrypied Coatent 113, and a Meladata SC(s) 620 around the encrypled

20 Symmetric Key 623, Store Usage Conditions 519, and other Content 113 associated information. There is one
Mctadata SC(s) 620 and one Content SC(s) 630 for every Cantent 113 object. The Content 113 object may be a
compression level one same song or the Coatent 113 object may be esch song on the album or the Coatent 113
object may be the entire album. For cach Content 113 object, the Metadata SC(8) 620 also carries the Store Usage
Couditions 519 associated with the Content Usage Control Layer 505.

25 The Content Pravider(s) 101 distributes the Metadata SC(s) 620 1o one or more Electronic Digital Content
Store(s) 103 (step 601) and the Conmient SC(s) 630 to one or h%re Content Hosting Sites (step 602). Each
Electromic Digital Content Store(s) 103, in turn creates an Offer SC(s) 641, The Offer SC(s) 641 typically carries
much of the same information as the Metadata SC(s) 620, including the Digital Signature 624 of the Content
Provider(s) 10! and the Certificate (not shown of the Content Provider(s) 101. As mentioned above, the Electronic

30 Digital Content Store(s) 103 can add to or narrow the Store Usage Conditions 519 (handled by the Control Usage
Conurol Layer) initially defined by the Content Provider(s) 101. Optionally, the Content SC(s) 630 and/or the
Metadata SC(s) 620 is signed with a Digital Signature 624 of the Cdntent Provider(s) L01.

After the completion of the Conlent-purchase transaction between the End-User Device(s) 109 and the
Electronic Digital Content Stare(s) 101 (step 603), the Electronic Digital Coatent Store(s) 103 creates and

35 trapgfers (o the End-User Device(s) 109 a Transaction SC(8) 640 (step 604). The Transaction SC(8) 640 includes a

unique Transaction TD 535, the purchager's name (i.e. End-User(s)’) (not shown), the Public Key 661 of the
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15 642 in FIG. 6 represents both the Transaction [D 535 and the End-User(s) name (not shown). The Transaction
Data 642 is evcrypted with the Public Key 621 of the Clearinghouse(s) 105. Optionally, the Transaction SC(g) 640
is signed with a Digital Signature 643 of the Electronic Digital Content Store(s) 101.
Upon reception of the Transaction SC(8) 640 (and the Offer 8C(s) 641 wncluded in iv), the End-User
Player Application 195 running on End-User Device(s) 109 salicits license authorization from the
20 Clearinghouse(s) 105 by means of an Order SC(s) 650 (step 605). The Order SC(s) 650 includes the encrypted
Symmetric Key 623 and Store Usage Conditions 519 from the Offer SC(s) 641, the encrypted Transaction Data
642 from the Transaction SC(s) 640, and the encrypted Application ID 551 from the End-User Device(s) 109. Iu
another embadimemt, the Order SC(s) 650 is signed with a Digital Signature 652 of the End-User Device(s) 109.
Upon reception of tbe Order SC(s) 650 from the End-User Device(s) 109, the Clearinghouse(s) 105
25 verifies:

1. that the Electronic Digital Cottent Store(s) 103 has authorization from the Secure Digital Content
Electronic Distributiot System 100 (exists in the Databage 160 of the Clearinghouse(s) 105);
2, that the Ocder SC(s) 650 has not been aliered;

30 3 that the Transaction Data 642 and Symmetric Key 623 are complete and authentic;
4, that the elecironic Store Usage Conditions $19 purchased by the End-User Device(s) 109 are consistent
with those Usage Conditions 517 set by the Content Provider(s) 101; and
5. that the Application ID 551 has a valid structure and that it was provided by an authorized Electronic
Digital Content Store(s) 103.
35 If the verifications are successful, the Clearinghouse(s) 105 decrypls the Symmetric Key 623 and the

Transaction Data 642 and builds and transfers (he License SC(s) 660 to the End-User Device(s) 109 (step 606).
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Finally, the Clearmghouqe(s) 105 on a periodic transmits summary wansaclion reports (0 the

Coutent Provider(s) 101 and the Electronic Digital Content Store(s) 103 for auditing and tracking purposes

(step 610).
15
V. SECURE CONTAINER STRUCTURE
A. General Structure
A Secure Container (SC) is a structure that consists of several parts which together define 4 unit of
20 Content 113 or a portion of a transaction, and which also define related information such as Usage Conditions,

metadate, and eacryplion methods, SC(s) are designed in such a way that the integrity, completeness, and
authenticity of the information can be verified. Some of the information in SC(s) may be encrypled so thal it can
only be accessed afier proper authorization has been obtained.
5C(s) include at least one bill of materials (BOM) part which has records of information about the SC(s)
25 and sbout each of the parts included in (he SC(s). A message digest is calculated, using a hashing algorithm such
ax MD.S, for each part and then included in the BOM rcecord for the part. The digests of the parts are
concatenated together and another digest is computed from them and then encrypted using the private key of the
cality creating the SC(s) to create a digital signature. Parties receiving the SC(s) can use the digital signature t0
verify all of the digests and thus validate Lhe integrity and completeness of the SC(s) and all of its parts.
30 The following information may be included as records in the BOM along with the records for each part.
The SC(s) type determines which records need to be included:
SC(s) version
5C(e) ID
Type of SC(s) (¢.g. Offer, Order, Transaction, Content, Metadata or promotional and License.)
35 . Publisher of the SC(s)
Date that the SC(s) was created
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use. Tha f ol | owiThgedklyRX{t afkb@thm used to encrypt the symmetric key. This field is only present when the record in
the Key Description part includes an encrypted symmetric key that wag used to encrypt the encrypted part.
A Key ldentifies of the public encryption key that was used 10 encrypt the symmetric key. This field is
only present when the record in the Key Description part includes an encrypted symmetric key and the
25 encryption algorithm identifier of the symmetric key that was used to encrypt the encrypted part.
If the SC(s) does not contain any encrypled parts, then there is no Key Description part.

B. Rights Management Language Syntax and Semantics
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promotional data such as & graphic image file of the store’s logo and 2 URL to the store's web site. An Offer SC(s)



~a c~-~0-~~y ~13 NAY Z003 49 OFF - An Ofer SC(s) 64l . LIC - A License
SC(s). TRA - A Transaction SC(s) 64(l. Mer - A Metadala sc(S) szo, 5 CON ~
A Cont ent S%s 63Q A value The A property identifies the author or
publ i sher SEMROVUWC(5)- Aut hor | publisher identities should be unanbi guous
attdlur registered wish the d earingktduse(s) 1 U5s. 10 al ue The D
property identifies the date, and optionally, the tine arétM%Eaﬁes) was
t;re~ted. The value Should he of the form34

yyyyl mm dd[ ~hh: nmm{ as[.feo0)]~(TZ))] representing yearl nont hl day(~a
hour : m nut gRaarmsle @A8: MaBdata’ SC74 6200RdiOkes SBRE BfbrARioh bdn" R odikRke by@hd EiR@hic BRI

Cdent' 11 o5 Couie" SaRhS 10T teg ofescud o ind bt i oo Ui el e g
val ue shouDigitheCobles Stoents) 103candwhebEulls are rdtdied intha dnbolded Mutadata SC(sW62S. pr evi ousl y
W th the datc:| PG b AERbA 3 sl b GIFRARSH el RATY Fridip R bl
properly i Gomtent {13rom anFlectramic Digital Contentc§tasels)il By e Blegtonic Digital Coplent Pigre(d 1@3Huids ¢
be of the frapah se(sy@olast Bides Ofd sbls) a1 for @ckicwdnbIn itdh Seidg fRICRRET daY transmits it to
et o5 e Eha A AL RS B L) 68 Sl e S R0 GRRlg L
D rteord i suarijat @e tnspaiot SEE)6Y andeeducthdedaiter 8Q(E681.Ns i nf or mati on t hat
Lt o L MRS SR WP b R o 45, LORL| AT s
the S¥s) - InformaticgjippcipderiigingbePier SOtk F41y fiem thyFaansagdae: §G9) &40, jpad fiare thecepfiguration
i ndi cat e t gk of (h€ ERAUSer DEvicB@) 100.N Okdeel 8C(sY 30 hitQenDla( 164 Cleaklh@hdulsh QVY G atPd Eine. The
Koy Doscri SrRgmaty 105 R SR ASbRE Soio op 5 P 15D B o Ble B b
wat ext nar kiMegpdatn8E(s) 620 aud irslugalragain in the Offer SC(s) 641.
The Clearinghouse(s) 105 validates and processes Order SC(s) 650 o provide the End- User Device(s)
15 109 with everything thal is required 10 a License Watermark 527 and access purchased Content 113. One of the
functions of the Clearinghouse(s) 105 is 10 decrypt the Symmetric Keys 623 that are needed to decrypt the
watermarking instructions from the Offer SC(s) 641 and the Content 113 from the Conteni SC(s) 630. An
encrypted Symmetric Key 623 record actually contains more thap the actual encrypied Symmetric Key 623, Before
executing the cacryption, the Content Provider(s) 10! may opticnally append its name to the actual Symmetric Key
20 623, Having the Content Provider(s)' 101 name encrypted together with the Symmelric Key 623 provides security
against a pirate Content Provider(s) 101 that has built its own Metadata SC(5) 620 and Countent SC(s) 630 from
legal SC(s). The Clearinghouse(s) 105 verifies that the name of the Content Provider(s) 101 encrypted together
with the Symmetric Keys 623 matches the name of the Content Provider(s) 10! in the SC(s) certificate,
If there are any changes required to be made to the watermarking instructions by the Clearinghouse(s)
25 105, then the Clearinghouse(s) 105 decrypts the Symmetric Key 623 and then modifies the watermarking
ibstructions and encrypts them again using a new Symmetric Key 623. The Symmelric Key 623 is then
re-encrypled using the Public Key 661 of the End-User Device(s) {09. The Clearinghouse(s) 105 also decrypts the
other Symmetric Keys 623 in the SC(s) and encrypts them again with the Public Key 661 of the End-User
Device(s) 109. The Clearipghouse(s) 105 builds a License SC(s) 660 thal includes the newly encrypted Symmetric
30 Keys 623 and updated watermarking instructions and sends it 10 the End-User Device(s) 109 in respouse to the
Order SC(8) 650, If the processing of (he Order SC(s) 650 does nol complele successfully, then the
Clearinghouse(s) 105 returns to the End-User Device(s) 109 an HTML page or equivalent ceporting the failure of
the authorizalion process.
A License SC(s) 660 pravides an End-User Device(s) 109 wilh everytbing thal is needed to access a
35 Content 113 item. The End-User Device(s) 109 requests the appropriate Content SC(s) 630 from the Content
Hosting Site(s) 111. Content SC(s) 630 are built by Content Provider(s) 101 and include encrypted Content 113
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column indicates whether the part itself is actually included in the SC(5) and the Digest column indicates whether
10 a message digest is computed for the part. Some parts may not be propagated when a SC(s) is included in other
SC(s) (as determined by the associated template), althaugh the entire original BOM Is propagated. This is dane
because the entire BOM is required by the Clearinghouse(s) 105 to verify the digital signature in the original
SC(s).
The Key Description Part columns of the following table define the records that are included in the Key
15 Description part of the SC(s). Records in the Key Description part define information about the encryption keys
and algorithms that were used to encrypt parts within the SC(s) or parts within ancother SC(s). Each record
includes the encrypted part name and, if necessary, a URL that points to another SC(s) that includes the encrypted
part. The Result Name column defines (the name that is assigned (o the part afier it is decrypted. The Encrypr Alg
colunn defines the encryplion algorithm that was used to encrypt the par(. The Key {d/Enc Key columin defines
20 either an identification of the encrypiion key that was used to encrypt the part or a base64 encoding of the
encrypted Symmeiric Key 621 bil string that was used to encrypt (he part, The Sym Key Alg column is an optianal
parameter that defines the encryplion algorithm that was used (o encrypt the Symmetric Key 623 whea the
previous column is an encrypted Symmetric Key 623. The Sym Key ID column is an identification of the
encryption key that was used 10 cncrymt the Symmetric Key 623 when the Key [d/Enc Key column is an encrypted
25 Symumetric Key 623.
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End-User Player Application 195 keeps a local copy of the Clearinghouge’s 105 Public Key 621 that it
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20 F. Transaction Secure Container 640 Format

The following table shows the parts that are included in the Transaction SC(s) 640 as well as its BOM
and Key Description parts.
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El ect r oni 9 L —Caniefit—Stor i hrevet-gs—ttre—t e of —te
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purchase of the Content 113. VIIL CC) NTENT p~4VE)Er 5 A . Overview The
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10 I 5igital Content Store{s) 103 or retailers of the downl oadabl e

el ectronic versions of the Content 113. To provide the utnost security and
rights ctntrol to the Content Providers) 10l, a series pf tools are

provi ded to enabl-e the Content Pruvider(s) 101 to prepare at ad securel
package their Goatent 1 ! 3 intta SEs) at their pren1 )ﬁfﬁﬁ the
Content |13 is secure when it |eaves the Content Provider " 101 domain
and never exposed or accessible by unauthgrised parties. This allows t;
ontent 113 to be freely distributed throughout a non-secure network, such

as 1 S the Int thel ﬂ,‘#bﬁﬁb&&& 164 rééf&?%“fr‘im&éﬂo&‘%é{&g@o Q%eeﬁx?g‘glﬁé‘gxl bs 208 be

parties. The end goa e too the Cottteait Provi isto
prepare aRgTsaeds Wﬁ&hﬁéﬁﬁm“df‘“‘&%“%(?ﬁ 0@ song or sc~rits of songs into
Content SC(s) 630 and to package information describing the song, approved

{of ormat§ 3h oV SRARSRE s BrOr Ut HAL Poptar o BBE RUBAR LA e kgt o
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~(for art audi o veKGTR 1igREl Bighfert 64166 (RBGR) wERE he polielyeg BvinaRe BIdjuait Mek], Cdatent

re- sanpllng) enco onpression. 25 - Metgdata Assimlation and Entry
Taol 161 - g%e%?qgﬂm%$i¥00ls used to g8thei Contest 113 description

i nf od@nat i30n f \erifytthechathes be §E(SIBOs. of t he Content Prcyvider(s) andlor third
party dat gbase \afindidifed PRl Euctfehdcﬁ?of%ﬁlﬂ'd?fer ggmns‘mﬁ.«% mema%ga@ﬁtnls@&)md
provides neans for specifying content Usage ndi tions . Al'so provided
is an interface fps capturing or extracting eoutenl such as digital audio
content fqt, CDS)@sr@a?eth;ltmermMrhad ity Control Tool enables to preview of
prepared conte ta . An orr~ti,o h ta
resubni ssi on oPlthf ﬁ@"‘&%i“@ﬁ?"’?’%ﬁh" a¥'i’ i m?"(’)dg‘ig’:s%éjn&gggﬁebésg ok e(‘:’\lof’r;n%g Qgﬁ %}
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{>?l ectroniC ores
N aadfer 1564s) typ8se of this tool is to schedule, track, and nanage
Content 113 processing activicies_ This application enables nulti-user
aocees as well as allow ng scheduling of Content 113 and status shocking
irorn $ renote locations within the Intrana or extraaet of the Cantent
Providers) t01 ) This design also allows for collaborative processing where
mul tiple individuals can be working on nmultiple pieces of Cpntent 113 is
parallel and different individuals can be assigrtted specific
responsibilities and these individuals can be spread throughout the world.
Turning nowto F1G B is a block diagram of the rnajar processes of the
Work Fl ow Manager 1S4 10 corresponding io FIG 7, The nmajor processes in

FI G g sunmari zes the Content 113 processing functions prw dod by the tools
described in this section. The Wrk Flow Manager 154 is recpansibte for
feeding jobs to these processes and dirxting jobs to the ntxt required
process upon conpletion of its current prods. This is acconplished through
a Sexie.R of Application larograrruning Interfaces (APIs) which each
processing tool calls lo: retrieve the next job to process 1 S - indicate
successfu! conpletion of a prtxes~ indicate unsuccessful conpletion of a
prtxess and mason for the failure provide interimstatus of a process (to
allowinitiation of proC~scs that require t~ely partial conpletion of a
dependent process) add conmt~ts to a product which are nmade available to

t he desi bmatcxl prtx:esse, 20 The Wrk Fl ow Manager 154 al so has a user
interface, an exanple Wrk Fl ow Manager user Interface 700 is illustrated
ip FI(i. 7 wb~ich provides the follow ng functions: a configuration panel
to all ow specifcation of default values and conditions to be assi ga~ed and
performed during various stages ofi processing custortvzation of the work
flow rules and sutornated procesgirAg flows 25 ~ job scheduling
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| 5 An automated query is perforned to thv Database 160 of the Content
Provider{s) 101 to obtain the informatiort necessary to process this
Content 113. |;or exanple) if the Conte>at 113 is nusic, the informatipn
needed td performt4| s query coul d be the al bum nane ori ?MB? 2@@ PC or a
spcxific al bumor selection ID as defined by the Conte i s) 10l
O the information to be obtained) sane is designated ac required (see the
section on Automatic Mtadata Acquisitiod4Process 803 for details). If all
required information is obtained, the job 20 is next queued for Usage

Condi tions Pr Onﬁsaxo&@é deskiibeR Y & BOMb A usbd Vb O BBbve @idek SCE) 6591 1) wede Bt HaHREslY S
queued fo(gﬁ I\/F%# I\/%‘ﬁgors Entry Process 804, if any jobs in the Products
Awai t i ng EECPENARAT ¥ on Prcrccss 80i queue are waiting for any of the
i nformati-on oblraisasich S¢(s)t BOM -Sihe BOM inriiee griginsl Thstaisn BE(su@datTedremd imndle Oalee
that it is noaéncgl %Q@éoM"'iHcfuh&%e gg)rmbnhérran@ice&rggm%%dﬁ that job no |onger

has any out st e next defined queue.
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BUS f~ 3 I\/A\AbiﬂmmﬁhﬂwmmB)Sldaagmd(]@m@l“tmons Process 805 el t ows

speci fication of product uses and restrictio~as. The Usage Cundlt1011S

Prtxe.~ 5 845 tray require sonic netadata. Upon conpletion of Usage
O noiilk | arlls s phigtuse Seaure Samtatnen 60 Fmai s el igible to be queued for Metadata

SC(s) Geati Or'ﬁ:el?ﬁlmaab&WoMnrd rﬁﬁ&thﬁrhﬁa .ﬁmed Museadcemlmea(ﬂxs Qﬁﬂfsﬁtsﬂﬂﬁr{ Aq
opti bn ha been rE&Uﬁste or |§ onf L gt % és t he dengf,J d|n hq k

Manager |%8%% {8 ESETIpHER ReR: RE YRR thal ey CApsE e wa(ﬁ" mirkiig
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that process en’” met ot J Vg eue

Prodlict s %metr;cri@wm% prSvF ‘h%wﬁﬁﬁ%em@%g%‘sgmm%' ensp S gé‘tﬂ“‘r&%‘t"&%@&“’
Process 8444. Ld The Supervi sed Rel ease Process 806 allows a quality check
and validation of information specified far the digital content product. It
does not have any dependencies. Conments previously attaeltad to the jab at
any stage of the prtxeesing for this product can be reviewed by the
Supervitor and appropriate action talcext. After reviewng all ittornmation
and comrents, the Supervisor has the follow ng options: approve rel ease and
gueue the product far Metadata SC(s) Creation Process 81)7 15 ~ nodify
andl or add i nformation and queue the product for Metadata SE's) Creation
Process 807 , add comments to the job and re~udue far Manual Metadata
Entry Process 804 add cottvnents and queue cbe job to the ctueue for
Products Awaiting Aetionhnfannation Process 8Ul 7. Metadata SC(s) Creation
Process 8U7 20 The Metadata 5C(s) Creation Prc~ea.ss | 307 gathers togcth~:r
alt the infarrnali<xt colleclod above as welt ac nthcx infi7rmation
required for the Metadata SC(s) 62U and calls the SC(s) Packer Process to
create the Metadata 5C(s) 620. This tool requires the follow ng as input:
the required netadata the usage conditions z5 - the encryption keys used
in the eoeryptipn stage of all quality levels for this product Thin |a.~t
dcp~tdency requires that the associ ated audi o nbjects ecx~nplettd the audio
prt xe, SFing phase before the Metadata SC{s) 620 can be created. Upon
conpleliota of the Metadata SC(s) Creation Proec~ 807, the jab is queued to
either the queue for Final Quality Assurance Proc~rs 813 a Content

Di spersernent Process 8la based on defined work Row rules. 30 8.

Wat er mar ki ng Process B08 The Wt ermar ki ng Process 808 adds copyright and
other information to the C ~te~tt 113, For any enbodi nent when; the Content
113is asong, this toot requires the followi ng as input: song
fil~atne(s) (multiple filettatttes if album 35 waternmarking it~tructious
wat er mar ki ng paraneters (infatmation to be Included in tine watermark) 13
MAY zaa3



d5 Upod conpl etion of the ~Uatermarking Process 808,
Preprocessi ng and Conpression Process 809 if
avai l abl e or otherw se queued to the Products Awaiting Actioadl nfortnation

Process 80l .
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20 Process 809. The last optida requires that the uneocoded wa~er markecl

version of the song file remain avaitable until

Cont r ol

files.

Thi s process has no dependenci es other than conpletion of all

afl .er Content Quality

Process 810. 11. Encryption Process $11 25 The Encryption Process
811 calls the appropriate Sxurc Digital 1
Ri ghts Managenent function to encrypt each of the wal

ution
ded sang
ot her

Content El ect

TRPAY,

audi o processing. Upon conpletion of the Hécryption Prcces5 811 process,
the job is queued for Content SC(s) Creation Process 812. 30 12. Content
SC(s) Creation Process $12 The Content SC(s) Creation Process 812 Process

rnay requifre some nmetadhta fikgg to bk included in the Content SC(s) 630.
If flea otlher rfea the {CBik Exagist |ﬂl@esﬁLe required, the files are gathered
and the SQ(s) Packer Prlpcesg)versigdi | €l to create a Content SC(s) 630 for
each conprlession l'evel |pf Thecdyphit eat| 113 (e.g. a song) created. Upon

conpl eti orf of the Contgpt S&EF)Tyhd €at| on Prtxess $12) the song is queued to
ei ther thg Pronar Quari S rmigance| Process 813 or Content Di spereenent
Process 8l #—guenease OTTue .1 rec—wot k fl aw rul es. 5 10 15 20 z~ 30 35
b7 b.3 NA\-Qﬂa-s—ﬁ—H-qﬁ* Eﬁ @é‘" rance |'roeess 813 Final Quality
Assur ance HPrecess—843-HE—a p;mxpn L—step that allows a cross refixence
check betveen the assoq gm "éféié&sa and Content SC(s) 630 to verify that
t hey mat chf—up—eoi+eetit- ! informalic>la arid Content 113

cont ai ned | h Jgorith corrtplttian oFl Fittal Quality

Assur ance Pr ocess $13, tP@‘P'@W‘QFé@queued far Codteat D spel sement Process
8l4. If alp ' ~1tPe ioh | n nost cases has to be re-queued to
the failin ni_sYey t is much nore costly since the
product hg hcr¥eti bn and repacking in addition to the
reprocessi tYee pfoblem h is highly rr~ommAed t hat
the prior | sed tolassure the quality of the Content 113
and accurc : pf Yése Jnformation. 14. Content |7i spersem-t
Process 814 tChaifi@midentl] Divper feneml Process 814 Prcx: ~ss is responsible
for transflerring the SY( s Didim Sighhaureapr opri ate hosting sites. After the
successful transter € S job cortipletiao status is |agged and
the job is deI gqlfromth ueue a problemoccurs in tra~asferrin~ the
SC(s), afl.er a® Pﬁ‘&adﬁﬁ e tegms PS@? ’r“l"é"s‘b‘“ﬁ frentgay, B3I thaigrseechol areviquiedescribed

Wor kf Sow Nermageaer STGDI
encount ered. 15, \MiEKcdataw

fe~.g as fo

three tnaj

Cont ent Request

cC~r

62

154 as having failed along with the error

G Gl A B el

rocess 802 2. Products Awaiting A ctionll nf ot mati on

rate

8 0
g ShRfe k)

(Pr ogess 8]91 3. Hocmyptbd Rlsaddd y Mk&ﬂm aneauePrAGasEs lc&ihéilt 413 @ﬂﬂ%ﬂ&m&n@@%ﬁﬁ%x@&
and Notificati ? ata Asslrnilation and Entry 16I
1. Atitoorratl C I\/b#t?&(}} aﬂ)qﬁ\ﬁg%ﬁ I odrlc{l@%cess tit?3

VI.

15

A,

There is no Key Descnpuon part included in the Coniem $C(s) 630 since the keys required o decrypt the
encrypted parts are in the License SC(s) 660 that is built at the Clearinghouse(s) 105.

Qverview

SECURE CONTAINER PACKING AND UNPACKING



2. Manual Metadala Entry Process 804 . 3. Supervised Rel ease Process 806 4,
Met adata SC(s) Creation Proc;ec; 81)7 C Content Processing Tools 155 1.
Wat er mar ki ng Process 80% {requires copyright date) 2. frepracessing and
Conpressi on Process 809 3. Content Quality Control Process $10 4.
Encryption Process 811 5. Content SC(s) C-reatiou Prdc %@4200313 M AY
20a~ Wrk Flow The Content 113 selection optrator inputs a new product and
it starts out queued onto Al (New Cont ent 4I7~eque9t Process B02), 5 Al: Wen
the Caa~tent 113 selection operator releases it to the Wrk Fl ow Manager
Tool 154, tho<tThets%ﬁéPsckquémgzﬂblbmndmmpromrhemhm SRiEAppliciisn Rebgtramigdotericd)itan

Process 80 be dMled i6 @mawgmﬁmﬂ%r%t sta prodelshSerAit (IR Wiin Mebeglah ﬁé?&HL Stﬁe'sgg)
Process 80% % é g%t gg V@w I}/Et adat a Entry Process 8t?4

(Super vi se ¥ 8?:’&@'5" %}“‘Ip Q‘Wﬁ“ﬁp%"&/\)ﬂ&?d?"ﬁ RPEH Yo ‘ﬂ(‘t!’mldﬁ(“-) 101,
-Met adat a %lﬁ(rh}hoﬁaeshl(ﬁoﬂledﬂromcB@al&ﬂﬁt)mt[&itm(im iuh@th&ma&syraiuirg@ SCRY Backing. A BOM
R0 | D BRI ofld B Al AT b BB T bl
seen A4 (tqqger@bme@fx'[th(p igtereayied Wrm%sthereq!)rdﬂ in ﬂw[BQtéeldlsKttymcﬁmmmm: and to
SC(s) 63U inclede Fhrdn (e @SR t Eiryfeion 6? ;kaas WRlSHABEKk P 6FT0GRP R %%uﬁ%g tggg.gés«? F%@M‘:

~0 step r epr ocessi nmpr e5si ctn Process
ot adat a1 PGS 85y PR FRPPOISE 48 QTR Lers Rupirsd ihe
4 (tl~e Enckeym1ndndﬂﬂﬁmhmslce$&»ﬂie¢rtlﬁ9ammllbdmrowmanbﬂerﬁdl fperfie. (t he Oontent

packi g ) con 1 FRna e etk by BARHAE S8 RN EATAR Bl o0 BB R il o,

its way toB@ither step A3 (the Final Qjallty Assur ance Procesa 6I 3) or step
A4 (the Cont entA Bhisiah § BEmRF 6ftcorremaﬁ@asm§m¢cs Aelact Rrubrud GLESvIABEs M a&a;@%&)ﬂ
6x0 ]. A3. After Bc~fA3 &h(ge Fi nal = Qual |tg Assur ance Process 813

onto queue B2 (WHHOPORMAay s rEiﬂ’W°W°é Geompayd. PS‘?""’F?P'&E@"%HHB““&%W g
(Supervi sed Rel base(sPridcasswBOE) BOM reciril adding fecord) LabeBOX, dnaQudingeacokty 1d 1€ Key
qual ijtsy assurang or. 30 Ad: After step A4 (Content bispersenent

Pr ocesss 814) &r%%&h

A value indicating the number of concatenated structures contained in the above described buffer,

Name and location of the BOM part,

A value with each bit being a defined flag or a reserved flag for future use. The following flags arc
currently defined:

20 - Indication as to whether all of the parts of the SC(s) should be bundled togeher into a single file
after all of (he structures in the buffer have been processed. Bundling the parts into a single
object is the last step thal is performed when building a SC(s).

- Indication as to whether the digital signature is omitted from the BOM part. If this flag is not
set, then the digital signature is computed right before the SC(s) is bundled into a single object.

25 In an alternate embodiment, the interface to the packer for building a SC(s) is done by APIs that accept

the following paramelers as input.
First, an API is called 1o create a Bill of Materials (BOM) part by passing in pointer to a structure that
cousists of information that is used to initialize SC(s) settings that are denated as IP records in the SC(s)
BOM part, the name to use for the BOM part, 2 default location to look for parts that will be added, and a

30 flags value. This API returns a SC(s) handie that is used in subsequent Packer APIs.

The Packer has an API that is used whenever a part is added to a SC(s). This API accepts a SC(s) handie,
which was previously returned by a previous Packer API, a pointer to a structure that consists of
information about the part that is being added, and a flags value. Information aboul the part being added
includes the name and location of the part, the name 1o use in the BOM for the part, the type of part that
35 is being added, a hash value for the part, flags, etc.



the Work Fl ow Manager Tool 154 is done for this product. Bl: Afttr step bl
(the Automatic Metadaca Acquisition Process B03), if the netadata needed
for step Cl1 (the Waterttaarking Process $08) is presctal, then place an try
35 represedting this product onto queue G . (do the follown Iode aI S0)

~1 ~ MA~r 2aa3 if either 1- ~triy required netadata ism X %

there are conments directed to the manual ne~adata provi ders) ea aI so

pl ace the product onto queue B2 {Manual Me#&data Fxztry Process 80a), else
tf supervised rel ease was requested for this product, | hctt place the

pr Od:JCt t oRt o) qre&fm—l mofﬁuwwhasest}eﬁedde@t x &ﬂthg@)t%?%cﬁg@m iD e Tﬂaf:k Lrh?r: e parts
prcxl uct has a ro e, Content. Prcxersjn

all of the reques{lﬁ@gdﬂ &%ar} dYR 7 Sinelg ﬁé-(lr’} Bicck Wighy s vy (,’Jtl"' gﬂ’t‘so“'d&%cﬁés a SC(S)
Before fine Met ddudia wSich uis rGvivedy remrmitf byaaswsio@Fagker Mtf ﬂtena‘rﬂeagus‘elﬁﬁ the padetC3C(H.Sa
needs the encr Y%luﬁﬂrolﬁ%m:t@é\ﬂmﬁﬁf@rﬁﬁu&nh& s@BnR@ME&C{B”&nﬁﬂﬁHﬁUﬁuﬁz (Products

Awai ting Aetiot~ltnformation Process step BZ (Manual
Met adata Entry Process 8t?4). if step Cl (the V\atermarkr ng Procaac 80B) has
not been done arHlihérhbe prkadatha exae deithgf By padkes panGlse ia SO LGRS 10 MIEL @b@?es@(ﬁb

5] 11 map e e Bl AP BB ity UAF Bl 2 Sl R Y e, b
Process 8t )Towiptastan plse dﬂﬁp‘r @Wllymw )ncmamramtm ¢afimentds eo tso fdr @Wrypgng SyginetrialKeg)s2) find

all the neig @phfiat cart be gathered by the Metadala Assinmilation and

Eat xy Eool 16 Iﬁ‘i‘ resent then . if supervised rel ease was requested for
this gPoduct, f P3gkes s ﬂf‘Nbﬂ‘“;&t%ﬂd‘bt"n%rﬂﬁctihé@aﬂbsss » §CESH he prosesed] iekieg 5&®
1?r ocece 8(1&) seﬂdraeg iitfintalté indilieval puk1ar TR phcRE chn 106N b6 LARd GAedr¥phenyDIGE Mddybt&parts that
Proct;,s 8L1L) éac‘téa@mg% at Pr ocessing Tools 155 is presextt. thm place
this product ‘ont o queue >Cefore {the Mecadata SC(s) Cr'eailon Process 807)
2S el se flag the produel as needs the encryption keys and place this

product oNtgY quEREoMateiNO@AM)PaAVal ti Nng Acti oN nfarmation Process 801 ),
t hen

el se i,f the netada rovi der uest ed a rced .suriervised rel ease
pl ace Ehe prcxl 3%[‘ EQH{) L4 e b&‘ﬂ? %Y’Wéég(shégﬂ% il Ths BOMds giexidie b cantains
do not hi ng r&kedegf itfivenatimablasc the SC(s)qpudabeout 8k pirivhiusrk inleded dlathaSEE) Bigh récord GLIBEBOM

oot bt or | 41083 heThE R Ehd O BINASEH, UL GT36, FERE AR sERPltlyInchl gy o cach

Process 804¥1 3&“Hél€“ﬂls§ﬁaé“f? thet cpn by @erd o WHGME“@WW@F@G‘G@TW efithesSCéper at or
[el eased the product, then

20 The record types within a BOM are as follows:

e An [P record contains & st of Name=Value pairs pertaining to the SC(s). The following Names are
reserved for specific properties of SC(s):

25 V major.minor.fix
The V property specifies the vergion of the SC(3). This is the version number of the SC(s) specification
that the SC(s) was created under. The string that follows should be of the form major.minor.fix, where
major, minor, and fix are the major release number, minor release number, and fix level, respectively.

30 ID value
The ID property is 8 unique value that i3 assigned 1o this specific SC(g) by the entity that is creating this
SC(s). The format of the value is defined in a later version of this dacument.

T value
35 The T property specifies the type of the SC(s), which should be one of;
ORD - A Order SC(s) 650.



.~ 3 MAY 20a if ah the infortttation iiamstep Cd (the Encryption Pracecs
811) of the Content Processing Tools 1S5 is present, then place this
product onto queue 1st~fat'e (the Metadata SC(s) G-eatiou Process) el se
flag the prjghigé-vag needs the encryptiaat keys and place this product onto
gqueue AZ (Products 5 Awaiting Actionllnfotmatioa 1' riﬁ%@ﬂ el se the
product remains on queue >33 (Supervised Rt;|ease Pr 3Reform
After step BeFore (the Metadata SC(s) Creayhon Process 8tf~, flag the
product Metadat$ has bean I sscked . if all the (produCtJquality |evel)
tupl es have been packtglqn_& é‘%)i jthe Content Provider(s)' 101
conftgttr$tiott specifie ari ssure the SC(s), then place this product
onto queue A3 (tbe Fild& AdisnseSyEhssur ance process 813) el se place this
product onto queue Adrid heTlhhatRAECH @per senertt Process 814). else flag

t he product as necda t t ent C(a) and place this Product onto
queue A2 (Products AMP?lW%gﬁF%éI%F fa~rmation Process 8t) 1 ). i5 C:

After Step Cl1 (the WAC@NrAZbuem§CErE38s 80R), if the rnetadata zteeded for
Step CZ (the PreproCe.~yittg and Conpr~sioa Process 8U9) is present. then
create an entry far each (rroductlquality level) tupte and place themonto
queue C2, else f4d&8vthe product as needs the netadata far

Pre. proeessi ngl CaEK plopériidinked kiRCRbHdr Huiliteee dCine 830(sl) Zsihorguitiaer Alniities should be
(Products Awaitin ctiorr Inf.orgdnat,i ort Pr.rgg%esg %% 1). CZ After step C2
{the Frepr pOessi‘H‘gm ﬁ‘ﬁ’“ﬁ?‘%?'@%ﬁr Wiy Qleariaghehsdd) 193¢ § he cont ent

Provi didr (s)' 101 configuration specifies Content Quality Control PrQOCC, SS
810 , then place t_']%é (productlquality level) tuple onto queue C3 (the
Content Quality ntrol Process 810), else place this (ptoductlquafity

| evel ) tupl e ont BhedRiererettTitlepiipetheipee: 4pg OPoRLD iRty the S((s) 95 cregied. Thepvplpg should
?tepdCS I(theI Congefant ]t(ﬂual [ ]uye Cont foeth Pr od@y&n@adh (@hthan(:Hl.SeB(THiIF repre)saming
productl quality ve t e aut o ue ©4 (the hacryptioa process 811).
C4: A, 3er step ’(ﬁ’T?W%“E@%“&ﬁ"?“(ﬁﬁ“&db%é"%ag %‘3‘3’)39“%%‘6% de the needed

i nfornklion (i.e(imetzbme). SYptioushesrts pidheplpe Boclgwah vyl bterdcitiy t he ProCegs at ad
tired to encipher the Content 113) to the Metadata Assim lation and >~ntry
Too! 161. 30 if al! the netadata that's required for the Contertl SC(s) 630
is present, thenEptlee this (productlquality level) tuple onto queue CS

(L he Cong ent fSC( Blle g@ﬁ&lymmm;emea@e‘&%k;iouethﬁaeiih?g]at it SQEoslpiek. T vamesiuld be
the nmeiadata for Content SC(s) 630 1'a ng an t hi . '

|l evel ) tuple ont 8‘3A?“"(‘%Fb'éf%i“slh%é\i/zgfof"fnﬁghaké% pé‘ﬁ'ﬁ’fml?ﬁ %ﬁﬁ%’t %gcwtg)@g;&g&ggg)ﬁ{om&
CS. Afller step C3n{phied wBente nssiBEMd) thedatirhaomn hFElerighougsp)

CCURL value
The CCURL property identifies the URL of (he Clearinghouse(s) 105. The value should be of the form of

a valid external URL.,

25
H value
The H property identifies the algorithm that was used (o calculate the message digests for the parts
included in the SC(s). An example digest algorithm is MDS.

30 D A D record is a data or parl entry record that contains information that identifies the type of part, the
name of the part, the (optional) digest of the part, and an (optional) indication that the part is uot included
in the SC(s). A - sign immediately after the type identifier is used L0 indicate that the part is nol
included in the SC(s). The following are regerved types of data or part records:

33 K part_name [digest]

Specifies the Key Description part,



35 flag t>7~e quality level the Cantttit 113 at this quality |level has been
packed . if all tht (praduClqualtty |evel) tuples have 6eea p8cked) then
~ ~ MAY 2ao~ 71 if the product is flagged Metadata hag beea~ packed , rhea
if the Content Provtder(s)' 101 configuration specifics Quality Assure the
SC(s), then place this product onto queue A3 (the H } Assur ance
Process 813) el se place this product onto queue A41$“&§égﬁé

Di 9per senmeat Process 814) 5 else flag theS{product as needs the Mt adata
SC(s) 620 attd place this product ontp queue Az (products Awaiting
Action/Infotmation process 80 i ). else (all the (productlquality |evel)
tupl es have not  been ne kedf do not hing (another (productlquality |evel)
tuple triggers aR¥hBPTOHIESY 0 C. h~etadats Assinilation atnd Entry Tool
Met adat a consi Speified thé Weeroharking dbetscuanbpang t he Conteot 113 for exanple in
music, title of the recording, artist. author/conposer, producer and |ength
“of recording. The follow ng description is based uixxa Content 113 being
musi cSbut it sliopdridnape [digehdr st ood by those skillod in the an that other
contt=nt types gt s h¥deAfiRateBRAkAIRdateib digicRGheture, MOV €S, and equi val ent,
are within the true scope attd nmeaning of the presets invention. 15 This
Subsystem brings together the data the Content Providers) 1hl provides to
t he El ectroni c Dp@i hatle (Gigest}ent Stores) 103 to help pronote the sale of the
product {e.g., Jfor Si.C ] ips by this artist, history of this
artist, list p#p’ﬁlfﬁ%%b%ﬁe(\?ﬁl%h%tp%!'s recordi ng appears) genres associ ated
withlfhis artist aadlor product), the date the Content Providers) 10l
provides to th - l&dgesyy th the puret~asad product (e, g., artist,
producer, al bum cover) _track | engt @(Sf’ S?n‘gﬁéhe di fferent purchase options
{the Clsage Cpdaefifies bpLemplajeman farlhe SFRSEAY “Pr ovi ders) 20 101 wants to over
the End-User(s). T6e data is packaged iu~to a Metadata SC(s) 620 and made
avai lable to t El ect r opi. i gital Contest Stores) 103. To aCCOmli 9h
this, the follo 8&"%"6? Qd‘gg?‘g provi ded: Autotntitic Metadata Acquisition
Toal IFanual MetSpeificathERemyaemgforGedéer 8gREY i ons Tool 2S - Supervi sed

Rel ease Tool These tads enable Content frtwider(s) ! A to inplenent the
prc>ca9eas d~cri bc~ abase for Wark Fl ow Manager |54. Tools described here
are a topl kit bds8Y-BH KN s‘fn the preferred enbt~dtnent but ot her
pro$ranmri g | apepitiegen Teumhe ;e FENGLicensABE@M0.er and equi val ent tan be used.
30 1, Autonmatic Metadata Acquisition Tool .1 ~ MAY 20aa The Automatic
*Met adat a Acqui sition Tool provides a user the ability to inplenment the

Aut orP8t i ¢ Me~ad®t eeraesngi [digtstlon ProeCS3 803 de8ori bed above. The Autaanatic
Met adat & AcqUi Sidedifdd mEGBLs) df the €S R6h: | 13 oPGERSIs) biniat abieie (f6Gcatt t he Cont ent
Providers) 101 and to retrieve as nmuch data as possi ble w thout operator
assi stance. ConCguratiob nethods are avail able to autonate this process.
The Contort 1' rORimdermess [dpdtlcan tailor tile default $ netadata tenplate to
identify the ty, GdaRnohbls s igeke dmravi der (s) 101 wants to provide
to End- Users) %gaggﬁhcconpoés@]rsgq)g?%%tcer ,iﬁsi denen, track length) and the

t ypes2sof pt~notional data the Content Providers) 101 provides to the

El ectroni ¢ Di gi §@part h4t Riged] Stores) 103 (e.g., fur a nusic exanple, sanple

Clips by this artist, hi st qL.y. hi [\t RSt ... i st of albunms on which
this recording %ﬁﬁﬁéﬁﬁ@%‘ﬁ%‘?ﬁ"&é‘g‘&&%‘ figo %‘gs)\t}\P 3t's""ﬁﬂ"tﬁ ﬁ?e?’ag‘rti st). The default
net adata tenplate includes data fields which are required by the End-User

Devi ces) 109, d@ta figkﬁ‘gg&(@i eil can be 10 optionally provided to the
End- User Devi ces)p% and“a sanpl e set ofdata fi elrfﬁjg %arget‘eg t tu‘h%

El ect3®ni ¢ bi gi SrerifiGaBAN: part feiransthes SCENAY bas (5 partsord sel of ey iy "%‘?F‘ﬁ"a'gblfr(ﬁ"
and/or single. To extract the tenplate data ; Gelds fromthe Database 160 of
the Content Providers) |01 the Automati c Metadata Aequisitioa Tool uses a
fabl e that mapsBF " 9HE SR gs@ conposer, producer, a hiography of
the artist) to SfeeifiblsocBON part foi dokther SCrsbthatds indedsdasgrioels perhio thsls)c ZRe gsepartname
found. Each of LRGCON Elark of BY SR harOhelieh By hfs sepssi it s BOMMAREMES. A

e ritent e

table for their yviron nt . Aut omati c Met a_Acqui.si,t.ion Tool
uses 35 net adat a BOMh{aktals ddegtical; toythis ORmis @149 ‘W“Wi‘ﬂél?e(ag?ssiw 'sa‘[lfb“ﬂabﬁ SE-ROEEC
to acquire what gygragata is available fromthe Databases |60 of the Contcot
Providers) 101. 'rhe status of C2ch product is updated with the result of
the Automatic Metadata Acquisition Process 803. A product which is m ssing
any required data is queued for Manual Metadata Entry Process 804,
otherwise ii is available for 20 packing into a Metadata SC(s) 620. z.
Manual Metadata Entry Toot




The Manual Metadata Entry Tool provides a user the ability to inplenent the
Manual Mexadata Evtry Process 804 descri bed above. The Manual Metadata
Entry Tool allows any property authorized operator to provi de 2~ the

m ssing data. |If the operator determ nes that the tni é

unavai l abl e, the operator can attach a coment to thi wzﬂt? ﬁa request
supervi sed rel ease. The Content Provlder(s) 101 may require, far quality
assurance reasons, that the product underf§b supervi sed rel ease. Once all
the required data is present) and if supervised rel ease has not been
requested, then the product is available for packing into a Metadata SC(s)
620. 30 3 Usag Condltlﬁlns reel Tlae Usage Coi xditioas Tool provides a uset
the ability to Tllle Usage Conditions Proce, 9s $0~ descti bed above.
Trtte process dbwtﬁebedmj.grr&bmte)maﬂ-113 for sale or rent (limted use)) using
el ectronic d~ivery, involves a serle5 of business decisions. The Content
Provi ders) | 01 decides _at which co ssi.on tev s) ,the Cdafeo t3d. 1S,
tradedavaid abl ed THENR St sL@ERFF 'WF%@%E?@% ‘%Hiﬁaag’agtﬁé?'s‘l%ﬂ“%f"t @ﬁgc@nﬁgr gtaly
i3, otte or norpmiFaepedifiedfdliowd:ons are specified. Each usage condition
defines the rights of the Ead-User(s), and any restrictions on the Bad.
User(s), with regard to the use of the Coiatent 113. ~ ~ t~~~r Zao~ 73 As
part of Content$ Rydidesfitsmatiociring sg8jure algenthmyf ysage conditions
(End-Users) righfsq q-&:@rdhgﬁttmdsc&bqﬂ?)deﬁtﬁiaaw afdhad b eﬁdﬂ@tl&f Q@U& meﬂsnyﬁﬁ&e lhe
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eondilion allow for the purchase or the rental of the Content |I 13. For a
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reqttlre nmiifi Gatybipdlpet sénBere@itepsrimae el sest)onisl geibmpideqifermiblc by identiar of
Usage Conditi on‘§g QW{&%MQ%@%}%@M&%M decide to test the North

Aneri can market acceptance wthe re-release of the children's song by a
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C earinghowse(s

Condi ti ons as fé'!“})ga%’ta?%’ﬁ g‘n‘gﬁg’”\a{ﬁ%ﬁ%ﬁ%mﬁe part. TR“’ pubw‘% ey_‘d&ﬂ,ﬁétl&n%égﬁq of the

key that was used to encrypt the Symmetric Key 623,

30
The key_encryption_slgorithm_identifier indicates the encryption algorithm that was used 10 encrypt the

Symmetric Key 623. The encrypted symmetric key is a basas4 encoding of the encrypted Symmetric Key
623 bit string that was used to encrypt the part,

35 VIL CLEARINGHOQUSE(S) 105
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Electronic Digital Content Store(s) Embodiment
An Electronic Digital Content Store(s) 103 that wants to participate as a seller of Content 113 in the
20 Secure Digital Content Electronic Distribution Systern 100 makes a request to one ar more of the Digital Coatent
Provider(s) 101 that provide Content 113 to the Secure Digital Content Electronic Distribution System 100. There
is no definitive process for making the request so loug as the two parties come to an agreement. After the digital
content label such as a Music Label ¢.g. Sony, Time-Warner, etc. decides (o allow the Electronic Digital Content
Stare(s) 103 10 sell ita Content 113, the Clearinghouse(s) 105 is contacted, usually via E-mail, with a request that
¥ 25 the Electronic Digital Content Store(s) 103 be added to the Secure Digital Content Electronic Distribution System
100. The digital content label provides (he name of the Electronic Digital Conlent $tore(s) 103 and any other
information that may be required for the Clearinghouse(s) 105 to create a digital certificate for the Electronic
Digital Content Store(s) 103. The digital certificate is sent to the digital content label in a secure fashion, and then
forwarded by the digital content label 10 the Elecironic Digital Content Store(s) 103, The Clearinghouse(s) 105
30 maintaios a database of digilal certificales that it hag assigned. Each certificale includes a version number, a
unique serial number, the signing algorithm, the name of the issuer (¢.g., the name of Clearinghouse(s) 105), a
rang¢ of dales for which the certificate is considered 10 be valid, the name Electronic Digital Content Store(s) 103,
the public key of the Electronic Digital Content Store(s) 103, and a hash code of all of the other information signed
using the private key of the Clearinghouse(s) 105. Entities that have the Public Key 621 of the Clearinghouse(s)
35 105 can validate the certificate and then be assured that a SC(s) with a signature that can be validated using the
public key from the certificate is a valid SC(s).
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Whenever the End-User Device(s) 109 receives a License SC(s) 660 it determines whether & new revocation list is
included and if so, the local revocation list on the End-User Device(s) 109 is updated.

15 B. Rights Management Processing

Order SC(s) Analysis
The Clearinghouse(s) 105 receives an Qrder SC(s) 650 from an End-User(s) afier (he End-User(s) has

received the Transaction SC(s) 640, which include the Offer SC(s) 641, from the Electronic Digital Content
Store(s) 103. The Order $C(s) 650 consisis of parts that contain information relative to the Content 113 and its

20 use, information about 1he Eleciconic Digital Content Store(s) 103 that is sefling the Contemt 113, and information
about the End-User(s) that is purchasing the Content [13. Before the Clearinghouse(s) 105 begins processing the
information in the Order SC(s) 650, it first performs some processing (o insure that the SC(s) is In fact valid and
the data it containg bas not been cortupted in any way.
Validation

25 The Clearinghouse(s) 105 begins the validation of Order SC(s) 650 by verifying the digital signatures,
then the Clearinghouse(s) 105 verifies the integrity of the Order SC(s) 650 paris. To validate the digital
signatures, first the Clearinghouse(s) 105 decrypts the Contents 631 of the signature iself using the Public Key
661 of the siguing entily included if signed. (The signing entity could be the Content Provider(s) 101, the
Electronic Digital Content Store(s) 103, the End User Device(s) 109 or any combination of them.) Then, the

30 Clearinghouse(s) 105 calculates the digest of the concatenated part digests of the SC(s) aad compares it with the
digital signature's decrypted Content 113. If the two values match, the digital signature is valid. To verify the
integrity of each part, the Clearinghouse(s) 105 computes the digest of the part and compares it to the digest value
in the BOM. The Clearinghouse(s) 105 follows the same process t0 verify the digital signatures and part integrity
for the Metadata and Offer SC(s) 641 parts included within the Order SC(s) 650.

35 The process of verification of the Transaction and Offer SC(s) 641 digital signatures also indirectly
verifies that the Electronic Digital Content Store(s) 103 is authorized by the Secure Digital Content Electronic
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canpr ¢0~si &C(s) 620V ®bdall that the Metadata SC(s) 620 is included within the Order SC(s) 650.

Key Processing

Processing of the encrypled Symmetric Keys 623 and of (he walermarking instructions are done by the
Clearinghouse(s) 105 after authenticity and the integrity check of the Order SC(s) 650), the validation of the
Electronic Digital Content Store(s) 103, and the validation of the Store Usage Conditions 519 have been completed

15 successfully. The Metadata SC(s) 620 portion of the Order SC(s) 650 wypically has several Symmetric Keys 623
located in the Key Description part (har were encrypled using the Public Key 62! of the Clearinghouse(s) 105,
Encryption of the Symmetric Keys 623 are done by the Content Provider(s) 10 when the Metadata SC(s) 620 was
created.

One Symmelric Key 623 are used for_ decrypting the watermarking instructions and the others for

20 decrypling the Content 113 and any encrypted metadata. Since Content [13 can represenl a single song or an
entire collect of songs on a CD, a different Symmerric Key 623 may be used for each song. The watermarking
instructions are included within the Metadaita SC(s) 620 portion in the Order $C(s) 650. The Content 113 and
encrypted metadata are in the Content SC(g) 630 at a Content Hosting Site(s) 111. The URL and part names of the
encrypted Content 113 and metadata party, within the Content SC(s) 630, are included in the Key Description part

25 of the Metadata SC(s) 620 portion of the Order $C(s) 650. The Clearinghouse(s) 105 uses its private key (0
decrypt the Symmetric Keys 623 and then encrypts cach of them using the Public Key 661 of the End-User
Device(s) 109. The Public Key 661 of the End-User Device(s) 109 is retrieved from (he Order SC(s) 650. The
new encrypted Symmetric Keys 623 are included in the Key Description part of the License SC(s) 660 that the
Cleariaghouse(s) 103 returns to the End-User Device(s) 109.

30 During the time of processing the Symmetric Keys 623, the Clearingbouse(s) 105 may want {0 make
modifications o the watermarking instructions. If ibis is the case, then after the Clearinghouse(s) 105 decrypts the
Symmelric Keys 623, the watermarking instructions are tnodified and re-encrypted. The new walermarking
instructions are included as one of the parie within the License SC(s) 660 that gets returned to the End-User
Device(s) 109,
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novi el pl ayl csst, andlor the malcin~ of the single, etc. reviews (along with
format of the reviews (e.g., text, audio) video)) ~ 5 5. Supervised Rel ease
Toal Superuwsewd-iel ease Tool provides a user the ability to inplenent the
Supervi sed Rel ease Process 806 descri bed above. An indi ated by
the Content Providers) 101 as having supervised rel ease\‘tagt ﬂAggﬁbw

call up a product awaiting supervised release (i.e.) a product on the queue
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be witten I ) the specific
wat er mar Ki ncg) aetcsﬁoncgﬁ%& 'mﬁﬁqﬁ{wﬁfh@h% ﬁ?%rs% ?‘%g&ﬁs !gég(?ef(gq le to the
f'ra~atder r @-Wat e’rmrlmsﬂgd‘rﬁtﬂdn&o that it can properly pass this information
to the watermar knhe@wﬁrmsduhmJosﬂmxrsamsmmmesogaxmmnmmrmmm EatHlopR@ridnalptis e et
o e ot T\ S b 38 ot P8l P S o b o o B84 o
audi o fil e veretbef Pmpmstﬂd audﬂh p"@hesfﬁage Rigitdl Congent Blecteagip Distiiphtion fSpitenni P8 generation of
processi ng UJBHE' m rmar ki ng i nforn~atian has been obtainrd. The
watermark i's pﬁ?l as the first step in audi o processing since it
is-cadlrtan to afbe Cé@%@]ﬁs‘?{ﬁs‘%i““t HintainyRecquptPalppngs in lling, Yé‘ﬁ‘“t‘ﬁ’efm the Electromie

wal ertrt ar kpigieh caiddny Siv@(sy 108. mer&e&hﬂW1mwc AR o smda 109 i QWSS the
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nown and copmeRErssf 15 K dfs GaREeonieR alty 5 56l A7 eRAC Ber B Sl Spegios.
capabl e of wlppdistdumg and sapunedeficiofimitsrtbal acadyo mmwmﬂglwg)lg!@ Content Store(s)
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Toot pr pvi des user | enent, the Preprocessin

Cor npr3%. wsi W@%@WE@@”&B@M@% F’F“'B@d‘eﬁﬂﬁﬁ‘ié limikg sgt By the Copfent H@V‘F%@Ho\lles t wo
processes >r acadind@liowingaetatdts by typiolyddppédibg @k CRErnghouge(s) €05y conpresgi oa

al gtui rhm agai nst, for a nusic content exanple, a PCM audio stream The
encoder can usually be tuned to gerteral e various playback bit streamtales
based on the level of audio quality required. H gher quality results in

| arger file sizes and since the file sizes can becone quite |arge fur high
quality 35 Cadteot 113) download tinmes for hid quality Content i 13 can
becane | engthy and sonetines prohibitive on gr8naara zs,soo b~ tnoden-.




13 MAY Z03 79 The Content Providers) 101 tray, therefore, choose to offer a
variety of digital co~atent qualities for downl oad to appease both the

i npatient and | aw bandw dth Custonmers who don t weal to wait hours for a
downl oad and-t fae-waudi ophil e or hi gh bandw dth customers who either only
buys high quality t_",antextt 113 or has a higher speedjca i20@ 5
Conpression algorithnms vary itt their techniques to generate kower bit rare
reproductions of Content L 13. The tecbtxi gges vary bath by algorithm (i e,
MPEG AC3, ATRAC) and by | evel s of corrpreSS| on. To achi eve higher |evels of

conpression, ty a is t lower sanpling rates prior
to being deli Vefﬁn?({&?’l?@h@&c)qﬂ%&%§%h "%Fﬁﬂiﬁ] To all ow for nore

ef ficient conpr e@fﬁlmfd/ﬁ“\hmllwbm%en@ﬁe eachaghirise(s)dNS handips teateliihg dr asti ¢
dropout of same f,,gma@yﬂu,@ﬁgggéwgﬁb 0%,,&1@%;) ,ceﬁpﬂbent may soneti nmes

requi re adj ustrrelﬂts t?‘ equal i zati on eve S0 certain froqueuCi es or
adjustnents to t A of the recocdi >ug. The content preprocessing
requi r énent's ac eNmiiﬁmm Erym ithe Ext @er(sothdt e (ORISR 630 and lLG@sE BOE) 650 dve:feh&ewed and
levt] of conpr es‘sai Meg’ €QUi red.’ In sone cases, the style of Content 113
(e.g. nusical genre) call be successfully used as a base for determ ning
preprocessing r etheifellowing inforwition & nealydogzedimitielReasaphmisg e 102foi 3/HccatIST (hesoe
simlar dynam csDatwnghmggﬂgﬂg&ggpresm on toots, these preproCessittg
functions are part of encodi ng process. Wth others) the desired
prepr4Cessing i SD%%?“F’GP’HQH"WF“BW%’“Q%% he conpression. Besides the

downl a@dabl-e audCwmmehi 1® of de itanbang peraiiskdd song al so has a Low liit Rate (LB>2)
encoded clip to led via a LRR streami ng protocol.
This L. SR encod|lﬁgrlu?xgu&f]&l&(z%lg“@’Vlgcﬁ(sf@ﬂ)l ty of the Content Processing
Tool s 155. 'Thi s ¥ p'saes Cenditiprséty pr ovi ded by the Content Pravider(s) 101 as
a separate fGM fwh\em@fk.@mp@(,a.{msmcamg; of fset and Length. As with

wat ermarl ting, i t hat e,.encading.tools_can be |oaded via a DLL
or command ti nt '“‘?"é‘ﬂ‘% @aﬁqf “’ia‘rﬁ"éf"gé%%’ “?f(r)Fg"“ @%ﬂé@&‘%ﬁ%l*&%ﬁ?@dm red
par anmdtder s ‘f or dldepﬁwgets‘lth@g‘.leatmnm Digwptoeesison() Tdle front end Encodi ng Tool

may have a .synchyQib&abd @the eeflule Blvidkd oo th the Metadata Assimlation and
Entry Tool 161, Por exanp P’e |€ eLe CCt(e)drg?e?lt is music, and if it 'is

det er ni ned 't hat "quéJ%'&%@'%“@@Mf@"‘P‘é’“é!E@?&FWH‘WW Hi5ds mpdiinpte billngly of t he
Gvat ent Provi dertie floiving idf@mpe isQypioalkgogzay byabdlCituripsifocR@LC BS $r ab 8nd- U S credil card
depends an Japgmgdjcodl ng toots selected and haw 25 i ndeterm nate the genre
for the song 1e. If the Caattnt Provi ders) 101 varies the choice of
c>acod®dd qual it yPateapdlime pishereqyesy) this infbrmation is al so be providod
prior to the encmbuagchﬁgmo@@gkeag@@e wi sh the nel adata bei ng generated by
the Metadata Assj I@b glrtll an TooI | 61. A variety of high quality
encodl ng al'gorit 9thf Bt '°§P‘é"° wn today. The front end Encodi ng
'fool though is DapebibelDS5 theywaosddedy ta EleatrdoiDigial Cinealissdeéy) 16ncodi ng tool s.
30 Turni ng .now t A I of one enbodi neac for the
Aut omatl c Metad l(amFlp&("':qu]u?ftﬂeﬁ?&t}ﬂ?rb %Qm (#OR‘I\% g ?e%s g.d?COI’dI ng to the present

i nventdSon. "The pRedEYGonefheEad-Wier® reading an identifier fromthe media the
Cont ent Provi dergny-Us{s) éredir¥ddisimi@n OCoe exanpl e of Conleclt i11 an audio

C~ t~t'tbodi ment . ment ...t 40 fol] ow ng codes may bC
avail abl e Uni ver®¥ mﬁiﬁlm(’:‘g"’%gdgﬂ('eﬁ%e°lﬁarﬁi‘gr‘}1‘?z§ﬁ°f"b‘i§fdi | Standard Recording
Code (1 SRQ), | atBergloivinafrddrmBion mokamiciliMogsed bNberGRaringhaBbAd) 105Thes ailibenst BE(E)IE60 is
is read 'nsﬁﬂ%ﬁm&@%b@hﬁglo‘@ player for the content) for exanple an audio
CD Pl gyer for audio | ayer for DVD novie, DAT recordex for DAT
recor di'ng and ed?ﬁ‘wpéﬁfﬁf‘%et‘%eﬂ 201. Next this ldentifier is used to index
a Dat abase -16Q fmlemhaofuaemeﬁcegburchaﬂca MAY z~~3 so providers) 101, step

| 202, Sone or allhenﬁ{ilca ouof é)@ peqw red by the Wrk Fl ow Manager
Frace'.cs as descr etrieved in batabase 160 and any

ot her reI ated sddm&ﬂe@pdlmneﬁ)ﬁlzw This information can include the Codte: |t

113 atxd the net | . |
uf a?g%Gam retr .g@*‘?&a‘.’i‘@&é‘%ﬁﬂ#’s@%‘m oy B e e o SRR " oy
|

creatifdg el'ectrd ‘E”f‘@““ﬁ'ﬁﬁﬂ@ﬁ?’"&"f“&‘“DIQ‘”QQE‘P%Hﬁ'@'“ﬁeménderstood t hat several 5
sel ections -of neEdéntficadondfithaEndsiBaefd)al audi o CDS, ca~a be queued up so as to
enabl e the Automati c Mecadaca Acquisition Tool to create a series of
Content 113 for electronic distributiaa. For exanple) all the Content 113
could be created 8~om a series of CDS ar even selected tracks from one or
nore CDS axarnined by the C aatent hrovider(s) 101. In an alternate

enbodi ment, the preprocessing paraneters can be retrieve fromthe Database
| 60 of the ] O Content Pravider(s) automatically. Referring nowto FIG 13
is a flow d| ‘agram of a met hod to automatl cal I y set the Preproce55| ng and
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The Encryption Tool provides a user the ability to inplenment the Encryption
Process 811 a9 descri bed above. Content encryption is the final &ep of the
Content Processing Tpols 1 S5. Each of the versions of the Cotatent that
were created by the Encoding Tool is now encrypted. The encryption tool is
a fitnctio~o of the $C(s) Packer. The SC(s) Packer is céeBeMA‘ff ypt the
song cad returns the generated encryption gey used- This kty is ter
passed into the SC(s) Packer for use in cr Ation of the Metadata SC(s) 620.
E. Content SC(s) Cregtion Tool Once all ttaetadata has been gathered the
Cont ent  SC(s) O)Iwﬁlwmmméﬁﬂdﬂwwlh@mwmrwmmq@mdam@;ori es based on
their intended o&emd‘mﬁ%e[hgfeqﬁbgs of netadata are witten into files to be
passed in to thB S%ds Packer | O Tool as Metadata parts for the lul etadata
SC(s) b20. Each B&F HaeithedsPor 428 §i%ue processing requircrrtesats. Once the
associ at ed* song¥ypeafepdndeing paesessed and encrypted and the target
destination (LJ i Sites) 111) has been determ ned, the
Conteﬁ SC(s) G:Ega?%%s'{gﬁgbg%hﬁagﬁﬁéf% are re2~dy to be created. The Content
113 whi cb~" havoldesiig Etheguidy Grussiog hgreadl have net all the requirenents
descri bed above, are queued for packing in the packet queue of the Wrtc

k' | ow Manager 1@4. 5‘%5 ‘ll'Be ?ontent SC(s) Creation Tool now retrieves all the
required ff1es CFERIWS BYF"he previous steps of the | ~etadata Assimilation
and Eptry Tool Réorisard gamadaies by e Clibi iughoulRey) ke usfoy itetihfmusrona igedigirBiduse(s) 105

| vl et pagat a . : . JThi rexes.~ creates siagglt
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exanpl e, i #03PmEacs reesaqion o &oe pheiteringhsuse(h d0%ter Reyhént ¥erificativa freatfackug) sughey
audi 0 pr aeemere@gilE Meirl W idkak (Rt Sdalabhivd | viidh hd RIBhaSiod foghedd By fitd EletRRRudeE) PRCKEY

i ota separ . s) 63t The. audio file create r.th anpl.e_, .
clip 20pi se%g"s“ cé'%?sgts“)i%%e Sé’d’g ‘%"“f"f’ﬁ‘@‘“t’&”ﬁ%“ﬁ %‘éﬁ%’%‘ﬁ"ﬁ‘gﬁ'ﬁg‘%f"ﬁﬁ?ﬁg’g&%a’
62U. | F. FComgnt orets) k0. Assurance Tool The Final Quality Assurance Taol

pravi g5 a user Bl i SR il | J r

ftacegss: 813 as gﬁgs}gﬁgkeﬂgh %@o&g .dbﬂ&ﬂ;cag al Iel%ﬁ%lcé%(%e %@edu%‘)ésaéﬁ% W‘?’é‘? l%tl and
content ti F\Sﬁ‘f%“ﬁi"%h'?%?m Plorels) 403 wiypquest apd teceivs repprtsy| The Reppr Request §Eighigeludes 2

Cthk' Quatbdriifiaia hsiived BEiRasdN tHa€ldatishakd® dosab :waﬁ:h)f)iuﬁatﬁﬁgaﬁ&ﬁ;u&f. 'thfa@le@mhf &H8(s)
113 preparation ~troc~s. T tent, Provider(. 1 can chao ~a perform
qual ity af ?rgjuur%gnﬂé‘;eceg@céac J‘tﬁa%g dlsggéys1 §W qorri')%'g%‘«g?ﬁlf"o' %’Fsé\?gﬁf’a%%f{:"g‘s& fphorized
rewor k | at etitor Therjaueh 8les cludes merametgh tich aa time dureico. rteqstreatté snpqnf dwosmes The
are cppl etRarmpsbuft@) i@ vRiGHS kel riqued® BlsrbeEo Adure VAT MiREAE cat onRTeive InforchdliSn for
latter is CEI?ES@n eEhuﬁal.{tty gssurance is perfornmed at this point upon
conpl et i on*BFY PHCREIIINE  he SC(s). This tool allows each SO(s) for
the song to be YpknGldrinB@usishbisndeurmivasdhat he Repocti RequebtaSCexl is Awhentiorant lvalid) then the
di scovered ' a1 . j ).
CleSMBRuiH S M5 debebdiesS @oﬂ%%(?g °‘?ﬁ%’-‘l55 g\f}zgﬁgﬁé(sf lh%e%{r%)meb&u;g%g@g}ngé;&@

to internal seCurity features of | u~ecessary rerp .

tinme, it iSa¥lgReTe FRES MY bradmatisaliviesderaiod @t defined timaintprvalsisnd staredat the frtseringhauprés)
be iJ_t %5 | Zeqostso thiep sau{te iAGeRbeRCYn Oberd ?mm};gﬁ@%@. are fdriid ot a:la'tu:&a DBede {d e report is
qual ity asgurance, step be eryved fa validating appropriate noss
referencesﬁqg m%%ﬁafﬁgmgéf@§%3?§®g1ated with this song. If problens are 35
found, the assure can enter a ptobldn description to be attached to the
sang and hpve ihilﬁﬁ-agypmugﬂmﬁ.ogppropri ate processi ng queue for
reprocessing. State s is updated appropriately inn the 'Wrk Fl ow Manager
154 to 1 ~ MAY 2003 gz indicate the statue pf all related conpoo~ettts of
tJ~e song. If no problens are discovered) the Content 113 ie marked or
flagged as ready for release. C. Content |blsperseneat Too>l 5 The Content
Di apersenent Tool provides x user the ability to inplenent the Content

Di spersenerlt Process 814 as descri bed above, aacc the Content 113 has been
approved for release, the SC(s) for the Gon~te~t | t3 are placed is the
queue of the Cotttetat x7ispersenent Process. The Content D spersenent

"fool ntnaitors the queue and perforns i nmodi ate traasfer of the. SC(s)
files pr batch transfer of a group of SC(s) files based on the
configuration seuings provided by the Content Provide{v) 141. The Content
Providers) 1 ()1 can also optionally configure the Content D Spersenent

Toll to automatically hold all SC(s) in this queue until they are manually
flagged for release. Th(s allows the Content Providers) t 0! to prepare
content in advance of their schedul ed rel ease date and hold themuntil they
wsh to release theme.g., a ne.N song) novie or gane. The SC(s) can al so
control access to C-ontertt 113 based on a defined release date so there is
no requirenment for the trrnxtent Prpvider(s) 10t to actually hold up
delivery of the SC(s) but this manual release pistin can still be egad for
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s~ To mast effectively disperse infortttati on on what the Content
Providers) 101 is tttaking available far sale via digital downl oad) and to
got the necessary files to the Electronic Digital tent Stores) 103 to
enable it te-nmekesthis Content i 13 available far dowﬂ zﬁA '

ettstoners, each Contcz~t Providers) 141 shoul d have 5 QZ@rile
housing this information. This is simlar to the nethod used today by sone

Contest Providers) t0l to 5 nake promationgg@l cool ant available to their
retailers and others with a need for this iofionmatian. In the case whore

this type of se ; t dded. t o
Hhe web i o whblirSoheR 1y Gl i big bl by b ClBlacidd 0 §% weed0fE Higyd
list of thERSHEEES) 4% lp A Césef‘ﬂtmé%ﬂ @eaginghopseiain! 06 Aepdley He - bﬂkmsz ehttelwtromc Content
Pr ;)vr fler s) 11, we m@&mmghﬂt@nemrmcrrah myediaarttbsemdeyd gdart(gﬂstdérameur&éﬁgm toba$ and if
site r can e ur n S | Or r.O\ e as
ot The § oo RS lerd 1he BB E it ot Kiteed R Bep, s B R i giren i e
104. Ta Ittttepriaeen@m‘ inchwing tltwﬁnddes(sljrbxlﬁnannfbrhtamnsa:ri\rdwcei@l atnhent Garreadstto be authorized.
Pravi der (Smd @ilargfteRillof JRAGYEAR l.liddrm§\(,\s}1 Qe Eurd Bl AR, ok Bon B 6 B Elestronic
elr [ e IS IS

El ectroai e %Ita ores 0 access 2.
acconpl i sh&EHTRE FEAEII- kr“’t the ghmer s tagaCleariaahouse@) 103 is aomatiant heRadcWsega| asedit
Di stributi edd, %El&:ﬁbﬂl&ﬁxgttﬂ_ rmnmls&et(s)qm 6 R Sheid-UMRAS' cteail erd Ak b r}ahysfcar
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di splay or extract ormation fromth e container. This |~uformtion can
then be used t o RBaeEse heciy ElepricDigial Capley dpretel 3 pandictibebilling,of thesiegronic Content
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Also provided is an interface for capturing or extracting contenl such as digital audio content for CDS or
DDP files. A Quatity Coatrol Tool enables to preview of prepared conlent and metadata. Any corrections
30 needed to (he metadata or resubmission of the content for further processing can be conducied.
8C(s) Packer Tool 152 - Encrypts and packages all Content 113 and information and calls the SC(s)
Packer lo pack into SC(s).
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Content Hosling Sile(s) 111 and Electronic Digital Content Store(s) 103.
35 . Content Promotions Web Site 156 - stores Metadata SC(s) 620 and optionally additional promational
tnaterial for download by authorized Electronic Digital Content Store(s) 103,
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processing for End-Uset'(s) interactions and optional interactions with the
Ci eari nghouse(s) 105. "these functions interact with the web server's
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been architected and devel oped in such a way that mast of the tools apply
to bcxh a nrtint-to-poictt Internet service offering as well eQ a broadcast
satellite or cable offering. The tools used by a Digital Caat~.t Wb Site
Electronic Digital Content Stae{s) |03 to acquire and nmanage Content | 13
as weII as prepare SC(s) ~s al so used by a satel lite based EI ectronic

1 o, ~ o A NS 2 o o o o o ~ 1 a ~ -




5 provides a variety of additional features and functions |ike crCating
play lists) rttanaging the digital content |ibrary, displaying informtion
and i mages during content playback) and recording to external rrtedia
deviers. These functions vary based an the services these applicati ons are
supporting and the type of devices the applications ar ec},ﬁﬂ 2@@6 i 0
A. Overview Referring nowto 1=1G 10, sho is the ngj nponents end
processes and Ertd-User Devices) 109 FunctY%onal Fiow TIte applieatioas
designed to support a PC based web interface Cotltent | 13 service consists
of two exe#f HB -eThg ypdatipg of Rapre| May 26t teide if hecugent sate haer Rotcis ot tapgofonthelpreviusly

Pl ayer Applglbﬁ@fatea&mlﬁ,‘ime@Qﬁ&)lgejorm&gor 192 is an executabl e

licati whi hl. el I t
Ehe Uset () e e &5isF 3Rl =41t fisiat it RS @58 S foe bl sl lopp s e
glopl iCS/aI i lomriest dnending natel theydisplaeo BEpaSeragebfdieaotairCoS@(id) 3 dispayedos @ iprogatssioh b tades
es ~ AHIURE
Cont ent Host %g‘l‘: %@Qﬁfﬁﬂét l&{ggﬁafg% g?ﬁ"&ﬁ% gEIF‘(ﬁ;?”pe'rﬂ{‘lor m n Q%th%%x}ael&%ﬁ% }utdgﬁe
proct ssi ngti®e repﬁ@ms@rél)e eawemév@wwarwmm Hhg encodingae by calfgatectﬁy@w@nqm@ epepding

Cont e~at L 2o feifiatdd Reipt ByaneEiaet Relspdl df e ﬁle-m‘i':oﬁthﬂyﬂ 'Pﬁ@ﬂicb&:?gtslaﬁx@cala%trhrﬁfeﬁed to
st and al one xecut abltgat[ﬁg)%l e t| on ich the _End- l.oads to perform

C ottlent 1“ &3 PIOgraRy, © {5 fRIUPR PIOFER oF° F49 epnﬂ%ﬁﬁ@”h?’ﬁ” for ‘§F°dmg o
Cont ent Li bo-dapgudér® prograchs on egodingClepesedpnd fecbaCieed tfe procdsdi®y inforqoafiiciendy. eltl sholdd tbia
the Pigyer "?Aaqg i InQllerdsd . S can be

Wi tt(ha('ril in avg’?&%tld&% + or 5%?1@%’?%’3% ég%dﬂ;%%%ﬁ%xﬂ %ggftﬂ{m%&%&g@ rred

enbodi ment) the applications can be downl oaded from conputer r~dabl e neans

such as wchgi te@ﬁmlgmwcdamwocaeamvery nmechani sns are al so pOSSI bl e such

bei >xg del di h k. t
The sear ohi ng ailie GRS PRI Sz FRERUI) £ 57T RS FREPT ST HPRYRIRRRGS Bpsarins. T
ex arrpl e, Sdiag oplangdsiep dtod'medmma torgptidabensquility ofpiercolent Brmﬁmlpbrfmmddlhua €ar.nEhis hee
End- Uper ( S%% %%‘I&;?&é% tHa JeoraftkeRf Lot QMY WarbMiking! Pr&&'@tsﬁ@tanﬁxhgreﬁ&)hn% Wrtion of‘ the

provi des t oppl n perience I n the sane ere
many Cont eﬁtepmaﬂrrze»&gﬂom PressinR Broegsg §03. U??Fe“’H‘PIF‘I‘Er"éH’E °?‘8“ﬂﬂ@“%ﬁ?f"ﬂspé?°%)gl%h°
over todayfﬁlomboﬁlaﬁﬁd:eﬁﬂnbte:nt 113 shopping is that they may tacnv sel ect

dovri oadabl e Coql a eir s>aopping cart. |If
t he El xtronic D%er"?)tsfineé?e gngé&é%cpﬂ)% &qgggmécgcs&gt her ner chandi se

avai | abl e for sanEm?ﬂIf a0 &f ?llaé“r?dta@ﬁ Gty d‘élvot‘ﬂ*ﬁa‘d’abq"é‘e%jﬁéd’f@“’“ib% 1o fomETEsiy
may hage a COﬂprﬂﬁ&,bm of physiea! and el ectroni c dovvnl padabl e nerehan, di se
in his shopping 6e ecuel7| oniL c i.on .
0 D SO0 L oG RRT o elEPE eFFRR Bl b0
checl ca outafiertCouters Qpstity SonhplPracésmdll. pur chase aut hori zation to the Electronic
Digital Content Stores) 1p3. Friar to this point, all iateractioa is

bet ween the Web Server fbr the Electronic D gi 4al Content St ares) 103 and
the &owset 91 dFacymtien Bieetsfl User Device(g) 109, This includes preview of

satnpks Digits! TheEhafitios Piogass 81Dilis tilappropiae su:tnrcmlgupBCmteet BlatrophkaDiswsiteidn Righo

SC(s) but i RS ead are. e t f t i ‘
g tal Ca b efudl SPAR! At & HohofdfytBdeaRl Mt Meh < JFelp B R IRt
tram a st r ether Ghogomplsiqoedall mmeudwmnnafummweﬁﬂbeﬁpmm Brogess &g process, the
di ct at ed b¥qt};9§ne§éﬁ§r%@ﬁQbﬁ)t(ﬁ&ileﬁoceés%n anot her enbodi ment, tbhie Player

Application 195 could interact directly with the Electronic Digital Content
Store(sj 103 or C earinghouses) 105 or offline using a pronotional Cl7. 5

~. Appbi t : ag#on QduRMSE(S eIe&IIbﬂPr'Bbuss IFPIZayer Application 195 and the Hel per
Application 19%l d I n

whi ch is avail ab (&t&i§§ﬁ?&rﬁ %T%lgftmm%f)ﬂﬂ aiduegupﬁe)iﬁe %@ﬂ“ﬁ‘é’%us é:lhc
| 05 gets asCoatentei®i(s) 430. | 166k otmmm:t@mmw ardeequived; therfiley aroreptbeel 498 ghe S4is) Backer
public web gik&is chlied?@d?&fb'a%mldt@b@) 63@ fdr Iaﬁh %?&ﬁtﬁ”&dfof & Cémddi hb (&gha b created.

installation e can ed. | ati an

avai | abl e d’l%ﬂ“‘ﬂg‘m &t {.he|C05t§qt SQ(SJ. CS?I“ES‘Y% aﬂiﬁm[ I?%I%‘II‘F% 39}8} ‘gf)hin@ Quality
di spersgal Qfssirknee Pioowss S0 A6k Coftg Bisp@sembn Placepeild queigtaded awdeffhed sinkdlow auldsi gi t al
ConteQ Stores) 103 can al so nake the package avail able far dow x|l oad from
their sire or may just provide a link to the master downl oad page at the
public web site of the dedringttause(s) 105. Any end-User(s) wishing to
pur chase downl vadabl e Content 113, downl oads and install this package. The
installatiat is self contained in this dc~wntaadabl e package. h unpacks and
installs both the Hel per Application | S 19% arid the 1?layer Application
195 and al so configure the Hel per Application | 98 to the installed | 7,1eb
Browser(s). AS hart o the installation, a PubliclPrivate Key 661 pair i5
creat ed for the End User DeVI ces) 109 for use In proceSSI ng Order and

o ~r~7 _ \ ~ o~ e o -




respon8t fromthe Web Server. The Wb Server at the Elactranic D gital
Contecet Stares) | U3 pracecses the purchase and perforns the financial
settlerneat and then returns a Transaction SC(s) 64U to the End- User
Devi ces) 109. -The-SC(s) Processor 192 (i-lelper Application 198) is

| auxt ched by the Web Browser to process the SC(s) m nce_t pe as at ed
with the Transaction SC(s) 640. FIG 14 is an exanple (!O ace
screens of Z 5 the Player Application 195 6&owtti oadi ng ntent to a | ocal

library as described in F1G |10 according to the present invention. The
SC(s) Processor Fihfl QuaeAsurinet Brokesss@dsact i on 5C(s) 640 and extract the

Response HTt Vfrl‘vf_- qg,g QAM&Q 'f:f‘oges g(ﬁgan %&Jﬁél%tt&'t Afetls mtuE!:' thamm%themém fhe

1' ~esponse IfT e’ls int rowser wn owac
Bnd- USer ( sassocpwemdea andcﬁérewer 63Cp yifp pt heyematchaip copesty gndahy ol he‘orwswmean@
113 (e. 9. GaiG: P13 cadmmhm&oa&: aly$vA Gorii dtibn rmam@r.@ms@mmmm tﬂemm

ere extracted f em ste

PR S MG WIS SR R ST (T T
t he downl od Sailingfstaid Re@ark bt stdgh 3 fueh grorefeaxly sinrsitte, pralan & (6 po @ivugh re-esck dptidiEhd
step 1402 r e !HUFQI I

downl oad t{)eﬂ(}gxggmdadéijﬁgn l? hte n&ﬂn&ﬂ Q{u e&tll% ﬁﬁeml ?rarghr Wﬂ*ﬁ%ﬂ e 6&)?
downl oad SEswsehsE etapesfasrusest IOOAISUFesbe AWy b qf’&@” and at"‘l‘ré“‘t‘i@%h?‘@a@mi’@‘m&“ of the
i0,itiatedingmhlts. seheduled tine if ttte End-User Devices) 1 W9 is powered
on at §5 that tinme. If the conputer is not active at the, schedul ed

downl!) d time or the communication link is not active, the >rnd-Usec(s) is
pronpt ed t d4.r esEhehyDispardament Bywessdddl whee t he conputer is next powered up.

Wien the schedukfde-AuhigRMenehBocts § MRt is rtf.fipdnm f&lr lrﬁﬁﬁnﬁtg\m |S@éfilo YR Appropriate
requested) the SC(s) Processor 192 creates order

S)
i nf prmat i oRosipg fites: After the ucpesstulFpnsien o he §G@) ¢ @qbépmpg{lx)g f““Bﬂ‘i '°8é‘?4dn‘i Yhe jobigselered
Key 661 of fibhehebshe.UFaipioblm @08 itiksterihg dmsa(é)l dfeCd defihdd.numbdd bsreEks@E joBf(fRageed

65U| Sent | TP re rrn hpu s), 105. When the
d ear ghod‘s’g‘é@ %Wﬁﬁrﬂmﬁiff%"%m Frﬁ &e per Application
198 is re-invoked to process the License SC(s} 660 The License SC(s) 660
is then opened sng hiherlBL of the Content Hosting Sites) 111 is extracted

fromthe refere Or rease S 660 is then seat to
tb, e specified gﬁ‘?@hfg%?f%ﬁglgl%‘E’“ielf'?’ie'W‘ﬁsgwf’f Sf%'{é’?ffuest t hr ough t he
BrowSer, requt~ting download of the Content SC(s) 630. When the Contest
S S) 7630 gones‘,;%ﬁ% g‘;ﬁ eyser, the ~lelper Application 198 is

ro- |nv(gked again %@%‘ g{locessor 192 displays the nane of the Content
113 bei ng downl &Y Eentenk Beawestiireckss 82downl oad progress indicator and an

estimated pine tp@dmtm{@ghammomtﬁnm&mp 99 AS the Cc)hte~t 11d is

bei ng rece ved g%‘f"fd S?(ru) 0cess 192, it |l oads the Content 113 data

| oi n ne, ~t ory R P m&&&”ﬁfﬁtq gty The size of the buffers depends au
the requirénment Comént Dispersemen {and Nasificaibg droedsyifivand wat crt xt ar ki ng t echnol ogy

193 apel ispthe R Rstiby Qﬁbe%r I ,;@ reduce the amunt of unencrypted
Conte%i(%j 113 expose(!%ﬁ%]oS acks '9&’ bu~"er is fillod, it is decrypted

[ofo)
usi ng the key 62‘3‘°("é‘é?r"f’%’§ﬂ6ﬁtﬂ"ﬁ'¢i°‘l'3°‘ﬁ“l"‘e’ Public Key 5 661) of tl~e
find-User s} ext iMasiseMehda@rBnirhProdessganse St. *, (s) 660) which itself is fast
decrypted ysiia e The deptypt ed buffer is then passed to

t he vvaterrrgrkr ngu&eunf?féééexﬁ&$ﬁ°ﬁ§§%ternr arking 19~ extracts the watermarking
i nstructi ofs erﬁﬂtiﬂrFeS%)(%B@PS@(“s?WGGO and decrypt the instructions using
the Pgpvate Key of the Etad-User(s). The watamarkittg data is then
extracted frarn the License ﬁcgg) 660 whi ch includes transaction

i nf or mat i ofr sucFOHE! PRESHTONSPAr ' s name as registered with the Bitctranie
10 Digital 1Cont Men&rbumbcds@@l(quﬂmwphigmrdamhi s Content |15 was purchased
or derrvedfrom i tion information if the El ectronic:
Digital Con’t ent d oro%@)qh&c‘{%?b%gs 32’%‘:& O@provr de a registration function.

Al so iacl udod i fontprt QuidityGonten! Riofess 81fle pur chase date and the Tran;;action 1D
535 agsl gng~d bgnidificEhekisseni ¢ bigital Content 8tare(s) 103 to ref erence

t he specific recor ed for this transaction. The Store Usage

Con~di ti oas' 51903?‘8“39@%8%@}%3{70 be used by the Copy Control of the

Pl ayer Applie~tion 195. 1 S The Watermarking 193 is protected wi th Tanper
Resi stant Code ta: hnology so as not to diw ge the waternmarking tastructions
t hug preventing a hacker from di scovering the |ocation and techni que of the
wat ermark. 'this prevents renoval or nodifcatian of the watermark by a
hacker. After inscribing any required watermark to this content buffer, the
buffer is passed to the scranbling function far Re-Encryption 194. A
processor. effr cr ent secure encryptr on aI gorrthm such as IBM s SEAL 2~

. - ~ 1 a A A~ T




15 industry acceptance of the Secure bigital Content El~tron.ic
Distribution System 100. 'fhe second purpose of this Derryptitm and

Re- Encryption 194 process is to renove the requirenment that the original
master' encryption K,ey 623, used by the Content Providers) 101 to e> crypt
this Content 1 13, be stored on every End-User Dcvice(s) 109 which has

| i eeosed this Content 1 i 3. The encrypted master Key 6231&%{ the
Li cense SC(s) 660, is only cached on the h&td di sk of kbe cr Devices)
109 for a very short tinme and is in 20 the clear only in nmenory and for a
very shoe time. During this execution phase, the Key 623 is protected via
Tanper Res{g Code technology. Nat having to retain this Key 623 in any
formon th User Devit:e(s) 109 once this L7ecryptipn and

rte-Encrypti onmeﬂﬂ‘ﬁndéb S@@W%P'@Fw 8 grerirodycl jaed § @ads o quepasisenioodl (Ney Cofitent
pi racy rom hackgi&: priédes@odhe song has bean ro-enc:rypted, it is stored in
the D|Sg|tal Ccntenh Li brar}/ 196- All netadata required 25 for use by the

pl ayer? Apphlical’PEntha Getent $1%seteption opgpeier Tgigasesbw- ‘5% ¥tk Epw Mapgaee Foobds thew if gets
end al so star aﬂxeueﬂoﬁthnl ftied Qidneatic Metada@oqlididun Rfoyesd 808), st ep 1403. Any parts

of the met lat a whi C t san vricc, are decrypted
and re-cao cé’ﬁ‘mgrﬁr%t“hgep gaﬁg “{'X'%W °M5%&52§“ t“b"é?“&%‘%@’é{\f cx |tae ether
cattle~nt. Trtteosaepﬂ!zsmw_uamgtadalaﬁhwprtcasqtsm ryltt 111c Cuiilonl I | 1 i~c
titdd felt airy I J IIf)IiCCIIIIIE lii h4

cl tcri/&t cxl. 30 tlg}&pﬁi kaﬁ}&éddel%p oi;ega I‘'on X95 1. Overview 13 MAY 200
1pl e Secure mﬁw&xltﬂw&ﬂ@ﬁ“EIW@%‘Q)W@%BQWW‘EWﬁWﬁ pl ayer Application

195 (referred tog h@aﬁb@@cﬁgnﬂﬁyer Application 195) is anal ogous to both a
CD, DVb or other ital

Dv17, ~ other digital
content stor ag®"H ﬁ'détﬁééft’”é@%t’éﬁ‘ba‘“&%ﬁ’??ﬁ"é’f'ﬁ‘o %‘9 it performs Content
113, such as pl ayphng vagngsither sy d2dthe Fik! QuuiitybAssurarkeviekcss B13) pr et de tht [Tontent
End- Users) a tool hi,sl her Digital Content Library 196. 5 And
just as irnpottantl BQﬁuq%&?ﬂb&%slhf or editing and playing O Collections of
Contekit, such 2§n@éwgescwme?r¢éww to here as Play lists). ~' he Player

Appl i cation |gém‘hﬁﬁ%ﬁﬁﬁ'ﬂbllﬁ%Whl%x@m@@JoL&@&RPn of compon~tc that may be
i ndi vidually selected and c renenéq%bof t he Content

0
Provi ders) 1Q aﬂﬂ"ﬁ"@d??‘%’r#c(th r@?"t’“ﬁfs“’éﬁ?ﬁr}g’ %t"&" BFE *1'b3. A generic
versi on of the pl{aydsihe SegiowdoriPirpazesslgiandCUBpodsin FABesi WW]. | s possi ble. 10

Referring now uﬂ-ml:'ﬁ%m gcgheg% tyérogtggmqﬂ, | ock di agram of the major
e

eonpoeenl s and pr cesse ayer Arplicalioe 195 running on End-User
aevieddt:;) 109 of°“FT@Y‘q_t‘TCS'KWéF@"‘ﬁ‘F%C@&%H%IPTQSM%ent sctS shat nake up

| hC subsyst ens of[n&daeg,ﬂnay@{afmgﬁ[smgem,;t@pl L. End-User Interface

Conponents ! 509, I ts 1504 | 5 3. Decryption
1505, Deconpr eXLLiRgft T@g’\écp %Eﬁﬁ%%gﬁﬁb‘b?ﬁ{rgwi ¥ and may incl ude
recordi ng. 4, pates :Mamgemmt stans@z (e dinkli QuatityyAshcanes SroGisspBnentisy ABi(Hha Cootent

I nter-appli cation Cg@g 4Corrponent s 1508 6. Ot her m scell aneous
(I'nstallation, etc nents 2 Corrpot aents nomw thin each of these sets
my béS sel ect ed) [Berl%'ée aap SR R%ilr enent s of : the platform (Wndows, Unix,
or equival ﬂ@l)Aﬂ@@t@ﬁmn(zwdap@ﬁh@m%ﬁﬁalpﬁm&mmmrk cabl e, etc) Content

Pt ovi der(s) 101 %‘: El ectr 2 Eﬂﬂ‘g I t.a tent q§Lore(s) 103 - Hardware
(CD, DV D, etc) 0l FRE | éﬁ é?“é‘;" ?ﬁﬁﬁ% gy and nore. T he
sections bel ow dek plade obth QueueB3 (Su&rvtmmqlmemmsms "ftte final sectiart
details how tb~e generic player) and

di scusses how t kt" gﬂg%?r{?ﬂ]{e&a@kﬁm%‘&gﬁaé’%@ﬁt{' &?Jranh.{jbp%% 'u anot her enbodi nti tt,
t he ca)Qrpoth SAMNFMMMOatyféPlSAﬁmét%#‘i)% and the SC(s) Processor 192

are 30 avail abl e gsyaREfowManfhePFB0s R FE For 304 friag e toolkit. This toollcit
enabl es predefined interfaces to the ro~tponents of the generic player

application |isted above. Theac predefined interfaces are in the farm of
APl's or Applli CAkéQidp BT Qg AkeialiOMbuitfa@ ALRR:RION ProdesgBBY)e| oper usi ng these APl s

cect inplenment any of the f tloaal f t he co one, h | evel
application pr ogrét‘he "Wd%“r ﬁﬁg“eﬁléls(}gf ’twﬁ'@%rg“% @ﬁfﬁ p"ﬂ% g il ??'y
cart G ckly devel oppasecotingilosyiraiscl ofth guees CAppl i cat i on 195 wi t hout the Geed
to re-created th%ﬁ&héﬂ@&&&ﬁ&ﬁcaﬁ’s@}j resources of any 35 of these conponents.



Vul /VAWJ ~ ~ MAY 2003 2. End-User Interfaec Conpaatnts 1509 C. onponenis
fromthis sec ponbine to provide the on-screen manifestation of the Player
Application i95. Note that the design establishes no definitive |ayout of

t hese eonponcbnts. One such layout is provided in the gengxi I -~ Based
ott tequireneats from Content Providers) 10l and/or El ectﬁﬁmwé

Content Stores) 5 and other requirenents, alternate |ayouts are possible.
"ittis set is grouped |ota subgroups) st ar 9 ng with the conponents used tn
prescpt End-User bisplay 151Q and handl e controls called End-User Controls
1511 usod for sudifith@ e foxyeanirad metsditois sussing, v itlorepreoploments direatettto the manual metadata

presentatiatt of nefrad@ksihedNesstplacd Sdufl @z ; ﬁggag ! i.S
further divided bﬁ“é eci funiptafotﬁé?éoagi ﬁlgjaﬁ?c]‘?zz(&alﬂ%lst, = {%P’{g%é%%ﬁé)ént
b

I S
Library)) and thé& T“B?Sﬁ?%o'ﬁ‘ﬁa‘r‘ 1B$ FRPHD FFE RS Prgdistl Uheprplage dheppradyctaentd 4@ue B3
pl aci ng of those | offeperdised Béleasommanéte).s. Wthin the conmponent |istings
bel ow,5 any refer I (@RS opyi of ,Cont ept 1 to a CD or
ot her 5reeprdab| e%ﬁggfhﬁﬁﬁ"gﬁri“ggggﬂ €S %ﬁ)én %‘F,"géﬁggg’é“\r,\ﬂgﬁﬁgmgﬁ@lﬂ%g%p“ of the requested
Apptiration 195 hasdualifyfevels ibani tbage thictpgodesh atub quint Seforeoltte Mdvaibia tSH6) Coifon Ghbckss
that context is a gewperic one, that can also represent various other
external recordi n@ gev'hces, suchﬁs MniDise or DVl~, [ $ plG 16 is an
exanpl e user int &P SIS PO ass neprls the sncpplignekers Apgd) iacs the prpducy Hntg fumr @2 (Arsducts
according to the pr&ssdg Activeinfoin@nion Frdeeds80gt i on for the End-~lser Controls

1511 el ugp (py | n d- User | nter~ace are Shows
160I-11605): '0c~n{“pg‘|§ﬂc6¥gﬁaq%érﬁﬁ{éﬁaﬁ‘%r%b&[”ﬁ%“ Htent | 13: 20 Playl Stap button

Pl ay button St op ififte C3r{the Piateomarking Progess 88K)ibps fobbepmdaie ad thomeiftfbtanedid for step C1 is

backward button  VolekiaR, (6Qpatsh endy Afbsedi@S il bR PR Julleci spPl ay  Audso

channel vol une | Eéel ouo?ﬁ)l %@ and ml?[g. e30§Cor£:t rérs%%r etcﬁé di sptayi n~

met adat a associ al®@dbafPlowinelieicditk ent 113 C aver Picture button Cover

1?i ettue object HMrhduita nee@idfoestdpUl (b2 PreproddigSind CohRbsilbre Prokiiscnb) ;3% beal preied,

Li st tton Track Ld:ei{( t ~f ot mati on obj ect ~ ~ MAY 203 143 Track , List
clic

Sel ect'pr obj ect to pl a;ﬁ Track Nane objeel ' TraCk Lnfarmation
obj ect ' Track L{deitiedoliowingdngicalsdy ack Lyri CS object Track Artist Narrte

obj ect TrBCk Cr egiialiShetduddit that can be gathered by the Meladata Assimilation and Entry Tool 161 is present,
then
if supervised release was requested for thiy product, then place the product onto quene B3
20 {Supervised Release Process 806)
else
if all the information from step C4 (the Encryplion Process 811) of the Content Processing
Tools 155 is present. then place this product onto queue Before (the Metadata SC(s)
Creation Process 807)
23 else flag the product as needs the encryption keys and place this product onto queue A2
(Products Awaiting Action/Information Process 801).
else
if the metadata provider requested a forced supervised release, then place the product onto
queuc B3 (Supervised Releass Pracess 806)
30 else do nothinig (keep the product on queue B2 (Manual Metadata Entry Process 804)).
B3: During step B3 (Supervised Release Process 806),
if this operator is gending the product back to step B2 (Manual Metadata Entry Process 804), then place
the product on queve B2.
else if this operator released the product, then



" Track Credits object - CD Nane object ( a - CD Credits button Cb Cxeditc
abject ' CGeraeri C (Configurable) Metadata button Generic Metadata object

al xd nore. Function far the End-User Display 1S10 incl >l de (correspondi ng
screens of an Egd-User Interface are shown i601 - 160Sy: Play-list of

di splay contai ner Play-list Managenent button Pl ay-hst Mapa errent

Digttal Content SearCr<~ button ' Digital Coateut search aamébj ect
>ai gital Content search Subnmit buuon Digit7l Content sear ch Results abj oet
Capy Sel octed Search Result item To, Play-list buttart Play-list object
(editable) ' Pl ay- |if gt th&iiemition fiom stePCaythé EitypiRh@yoclw 81196 the Sttt Proceisingadsie

Tor . D spl ay of D of 1o Coarbeeh et it bRP oo et e ey Yrelon

button Digital conteRtc8brarian window ' Digi taI content Categories

‘button Distal contgehagds edawaesnaabéee&ayg it keys MAY 12l s af%gwgg.pamwfm

-buttog By- gezue buttg | abel button 8y~ at egory button ete
Add-t d- pl ay- | i st but t SiHitingAgonnforpasonRmeess80song = i st obj ect Song Li st
di spl ay cont ai neelseamatbrmaeeniaihs@mieﬁme(mrpsﬂwdteMsspmceEﬁa@m.er wi ndow cunt ai ner

cont ai ner AT oar et artpe e iraled CRIHSRoT BRI “ouni aad button
Pur chase buaon Zm&thﬂeuhmd&mmhmb@hmm bl ane obj ect Label/Providerl Store
Advertisement objsgg e (groddUaMdnly et ks ta Y teen pdokédomy! t ON
10 if the Content Provider(s)' 101 configuration specifies Quality Assure the SC(s), then place this
product onto queue A3 (the Final Quality Assurance Process 813)
else place this product onto queue A4 (the Content Dispersement Process 814),
else flag the product as needs the Content 113 SC(s) and place this product onto queue A2 (Products
Awaiting Actior/information Process 801),

i5
Cl:  Afler siep C1 (the Watermarking Process 808),
if the metadata needed for step C2 (the Preprocessing and Cormpression Process 809) is present, then
creare an entry for each (product/quality level) lupte and place them onto queue C2,
else flag the product as needs the metadata for Preprocessing/Compression and place this produet onto
20 queue A2 (Products Awaiting Action/Information Process 801),

C2:  Afier step C2 (the Preprocessing and Compression Process 809),
if the Content Provider(s)' 10! configuration specifies Cootent Quality Contral Process 810 , then
place this (product/quality level) tuple onto queue C3 (the Content Quality Control Process §10),
else place this (product/quality level) tuple onto queue C4 (the Encryption Process 811).
25 C3: - After step C3 (the Content Quality Control Process 8§10), then place this (product/quality level) tuple onto
queue C4 (the Eacryption Process 811).
C4:  After step C4 (the Encryption Process 811),
provide the needed information (i.e., the Symmetric Koy 623 generated by the Process and uged to
encipher the Coment 113) to the Metadata Assimilation and Eatry Tool 161.
30 if all the metadata that's required for the Content SC(s) 630 is present, then place this (product/quality
level) tuple onlo quene C5 (the Content SC(s) Creation Process 812),
else flag the product as needs the metadata for Content SC(s) 630 Packing and place (his
(product/quality level) tuple onto A2 (Products Awaiting Action/Information Process 801).
CS5:  After step CS (the Content SC(s) Creation Process 812),
35 flag the quality level the Content 113 at this quality level has been packed .
if all the (product/quality level) tuples have been packed, then



Artist 1JRL Button cad nore 25 3. Copyl Pl ay Managenent Conponents 15WU4
These eortyponents handl e set up of encryption keys) Watermark processing,
Copy nmanagenexat, and mare. Interfaces al so exist for canmunication with
tl ~e O earinghouses) 1U5, treastnissian of purchase requ st ﬁﬁﬁ for
speci al services such as pay per listen or cases where e ? Q o] the
Content 113 is accounted for. 30 Currtatty7, t he eatri nmuni catlons to the

Cl eaunghoust (8) 1U5 functions are handl ed By the SC(s) Processor 192. The
use of the Content | 3 N P |'i cati,ons 195 on irnd Usec

Devi ee(s) 109 is Idéﬂ%ﬂ"‘%&‘%}? ﬂﬁ%ﬁﬂ%@ggﬁﬁl’ﬁ% B Li cepse Dat abase 197.
The tracking of each sk Ginte@ofrowedet(s)118 doyfighiaonshaifias Qfityl Amire t@ STR); ted Plabe
transm ued tv one or nor uses) .lab or
Content Providers) 101 ottﬁsé ectdr;‘l%r‘lqlﬁééIE |ettkg : '}t ea ?E)drc%g 03 or any
site designated and c@i&ﬁﬂ'ﬂéﬂthﬁmmﬁhwug@MtﬁM ﬁnnteatsltlamm@toctassl4)3~ Thi s
transttlis& an can epg ﬂsg:ms%had o lnedd et 366 §20TBR fifke N ﬁ@ﬂcttJﬁﬁs  JiBR%R

inforttnatioa to a | og~ ng retietettriinod titre ca~ntenpla

early in the norning ‘@H"tsl’?‘éﬂ%@gq aformadoadrocereflltes 1Q7 tttay not |x as
~ ~ SAY ~aa~ congestlethe rbduciyedlinoiede!) tiupbek Five noTa@ peikadjelb ndpipk (ﬁﬁﬁ&'@ﬂodlx%uamy
usi ng known techni a scheduled tine, and transmt the
ir~fo~rmation fromq I%@lélpm@gasfmﬁ‘gfn?tg dat abase to the lagging sits. 13y
reviewing flee logging site information, the Content Providers) t0l ca~o

neas ume th@ p%&hﬁiﬂ&dinﬂiﬂ&haukn@ﬁsoeac 113. lu anot her enbodi nent, the

i nst ead of t he. _usage, df tent . 113 f | ater uploading to a, )
| oggi ng si ts q%"t%glér’?ﬁéls ﬁ%laéﬁsﬁtﬂg‘?ﬁ el(i"\?'ep‘s“tﬂfﬂ 8‘&'8@8' “SFHQ"’I"g‘@bWP@d'%‘ grast.
during eveauynowmp@sér, prioduc€and Ength oflr8cordingr Thx fotipiing desvhipuon dupbdd madoi Cogtemr! 13 being
copyi ng 1t NgfcOdul h%ﬂﬁmﬂé@h%ﬁ%ﬂho& @ﬁllédal”ﬁ%el'ﬁ?&atp ek G + r%tggeg Qﬂie&

ext ernal device, suc , flasiz nmenory, mni c
or equi valBeimydeampyiss; ang SV valeR i WisthH the te deope ﬂ"f‘ ﬁ@“u@@“ﬁ@%ﬁpﬂ&t”@“c’ft o the

| aggiisg site, Thixi SibdRsnm laﬁnga tdReRE Qi ddd @e Cbtﬁcn@ PRYIIAE) 1N Qrévaidf ANthe BidotrohiP Dighe!
usage Condém is tra

t
pur chased. “éﬁ)lﬁ 5’3" émﬂfr’i'f"é’ﬁ'? ébj ?@3?% r}Fdi“SEa’ﬁ'“%tﬁr&]t?Féttgtyﬂt'r‘a%?{y of
the 10 usabie aoxﬁt tish of elbuBorob enhich 1 Srechedingappeatscgenrepdssopinted) witldbsl anisbavidtgproduct), the
ot her act i Snd'BMent v: ﬁ)”tprﬂzﬂ:lé t0 'tH% ﬁn@%&ds)osﬂth tQH]EJhaéeden‘Bﬁdif?& Ofulu a&?&ﬁ

t he Content 113 eau pl oaded ([:1 g or exanp
‘time (e.q.obupraYss ta%l%ﬁ))anﬂms °@6‘i‘t‘t‘é’ﬁ'€"ai°1‘3’ hfp‘é%ecﬁoﬁwns F.Hwhﬁr&m)eﬂf P‘ﬁ“é%“(s)
t he Q@ont entol adks wasHephs Bad-URes). iThe ddueis ikdgedinto AN @adia SCLREEX0 atdiRbde @ddiletle @the
copied to h d al tape or

1 oni - ached e Bend A HET oo B LS ol B8 gl o e oty ' SP7 P
Pl ayer Appl i caf\tamsioMeadsis Acpdsifoadodiser 15 DeV| ces) 109, such as different
merrtbers of avfoasliMaadad Bae® Togleni i ~cati ons of the user of the Content 113
is transmtted al o tjg he usage iaformaticrn to the | ogging site. By
revi euvi ng t he’® a‘{égd‘ﬁ“t‘ff et i pn upl oaded to the logging site, tb,e Content
frovider (s) 1GLpedsed ReeesuTw®l t he popul arity of the Context 113 base on the

actual usage, g twtea.ts.t bSrﬁ(t,n'( mv.etr i tuwten@mdht n%cétutme&,bafabtdcrt&mrb%xow
Conlertt 1 |13 has beat p or nme ct ual e nt~sur enment hi s

- syst em no¥#nage cbifa) Tl &Hbﬂvﬁe %’t‘?sﬁ lé’aﬁ“ d’%‘l"‘h@“ s'gﬁ'p'f’l‘hbp'ﬁté't’??oﬁg ‘Mh"“h@”’&’
20 Ni el S enpréipdnuiigy Reduegeesubings (Vete¥isarmtoe and equivalead cepbeais@. sur veys, where only
a limted cunber of users are sanpled at any one tine sud the results
extrap4lated. In this present enbodi nent, the actual usage Can be neasures
for t¥%e users ArggiinYeipdelacarigiénd odesi gnat ed web site such a.4 the
Electronic I 7igital Content Stares) 103 or Content Pravider(s) |01. 25 4.
Decryption 1505, DecOQittpressiozt 1506 and pl ayback Conmponents 1506 ThGac
cdnponentc use the keys acquired by the Copyl Pl ay Managenent conponents to
unl ock the audio data acquired fromthe Data |Ivl anagenettt sad Library
Access conponents, apply the appropriate decarnpression to prepare it for
pl ayback, and use system audi o servicxs to play it. In as alternate

enbodi ment) the audio data acquired fxomthe Data Managenent and Library
Access conponents nmay be copied to renovable nedia stteb~ as 30 CDs,

di skettes, tapc5 or Mni)~isks. 5. Data Maaagenertt 150Z and Library Access
Conmponents 1503 These cotnpanettts are used to store and retrieve sang data
on various storage devices on the >rnd-Usec(s)' system as well as handle
rodtteats for informative shout tht stored songs. 3S 6. |acer-application
Commruni cati on Conpoueuts 1508 ~ 3 MAY ~o00~ ] a~




These eonpoaents ere used for Coordigation betweea the Secure Digital
Content Irlectranic bittribution Player and otlta spplleations (e.g"
Browses, hel perapp sndlor plug-in, etc) that may i nvoke the >ai ayex
Application 195, or that the Player Application 195 needs to use when
carrying out its functions. for exanple, when a LIItL coptrol is_activated,

it invokes the appropriate browses and instruct it to IQ aMAY priate
page. 5 7. atkter M scell aneous Conponent g/2l ndi vi dual conporJeats that dvn
t tall into the categories above (e.g., Installation) are grouped here. $.

The Generic PlThydntofatie Nietadhth iAsqussitioh TeuD prbhﬂa & QDI huNgy @fxmﬁl bﬁmm@m&ﬁmk&mm

b t P
Fuot Cone. CRuikR prbdad 0] celcdab Y i ARty Aol Fro0§ el wises s s
195 i s desié @rfédgler GPﬂt@urQrWEatlpbandogp ts@uewgasbmgobouaumssmstbmmw:bpmtos assTElee,
:PI ayer Abj @hﬁg&ﬁiﬂ@-nﬂh&ds&@ﬁalhﬁc @ a8Rhhtk bR Fockst, aﬁ%ﬁt&nt ?@wﬂ&@?l(ﬁ'&u %IFO? t%tdhefgult

' apt " 1'lts ssed in the c~;tions a
be Fgw%t he ’W"a?@‘é r%ﬁereéa t“ﬂf‘@dg@‘&“ 9islatp “r'hc‘{nFFP*sP"ardaféﬁ? Ah wenis tmewlerteandf Hrer(arise .
pl ayer, bumpes. peluwepidvnadirity lageabaiht 86 ofifinkoionBdbaRaHicRProvRed) 161 Yrdides

t hi b d tf aud

cont r easi ol EXhon SR Cuflh Sl |@'Try, B0h Pt sl Ry i, et
the Pl ayertbleﬂjt'éteiheﬂﬁhq‘gévmwowmeh this\reqoidinig| appedls) suwressasioBided with idshards)e The dkthalr
derived f rrﬁlﬁﬂdﬁth ferrifRicSbRIdS: dal3 B018d ﬁ&%%h&@%@ﬁ%ﬁ‘é‘bﬁ&ﬁ) RE' dg& Bgrhwh‘?c% cB be

sear Var S are m aval | abI e

Devi g‘@( s) °f€ ‘{7381““‘&0?3 "Eﬁ&r"’ 1%"%‘% sagyplq setof daty fieldir eptedtte (o Blgctionio Digital
fromthe HEebisSere(gdng, el mone tidatisy, albii, andiajsigiel S are eonfrgttrable, atzd
the | ayouts of r r I

| 1pl ermont ed | 10 ar oG B8 IRpAR dha Hafl BUE WETAAR 160 of Ao PRI o 67 Agonie
Pl ayer AppYi§tadai Asiisitpg Topaise @) t«rw@r@m@)mm (esg..feomposen. reodacrn | achioghaplryeof titiee
Pl ayer Appzh(sqad memcal;%wﬂhmmcﬂﬂat@fé whiza thre\d@ Candie 1R | 1ROSAF WeQDadedt dakks*;.( ¢l
pl ayelr5 refﬁ?’g\te foSpuSL . It should he understood to those's IH &d
in thé art th nfaﬁ%?g%@%grsl B‘fe"&%f"g?’lt 113 can be supported by the Pl ayer
Application 195e Apomgiisi Merddata dinasiten tToel Sis@ st mdr@sa &rplaterafing hreCPrdidag) doft 49
Songs. Al | 13315?6 ﬁﬁt@re%ﬂk»laa&taq&r Waﬁﬂlerﬁo&hﬁe Esel65)'oﬁh(% é‘t}?tcgpﬂ%\ﬁwr{s) 101. The

El ectronic s rib stem L he set of songs

pur chased 51““?“8 EFbe'Z,’f"i“B‘rff %W'hrhe &‘H‘t‘ﬁm" A$f°6‘r“é7§‘j‘°‘¥6}8 Agquisition Brogegs §(0+ 1A podyct
Di gital Covvichnig miksidgraay sequir@ddatanis ueseddsr My@tal Sigada@rBriry Prcegh804) PihBafe 0f is HIMNGR for
that »gre | 30 CDS are stored as Play-lists. in sone
casesga Pﬁ’g?/&&gﬁﬁg&tg%aﬂgﬁ%%’f ates a CD (e.g.) all tracks of a comrercl ahy
avai |l abl e CD has been purchased froman Electronic Digital Content 5tore(s)
11)3 as alz om,fahﬁammeumasﬂn@mm the Cb and is defined by a Play-1Iist

etluivalent taq.t sts.i s put together
End- User s) toqls‘ou S &15%&?%%')" t ep'%"?%? Yo} ﬂ’ytahh‘y[ﬁ? MEEF&‘CB?IP’%W Wb‘faér"?"é‘é’
on their d$ycesehls. quowdmvafwwmm Metadew Entsy Tl afines wmwmmgamoﬂmsmm&prme

‘exanpke of, woddi S leal
rren{rlputb)ned lhw GBéﬁ{ﬁr g?%ﬁag&tjggﬁgé"’ﬁﬁﬁn Ph?n p b!g,cl%l( o%é'ah%é;gﬂ Zitach a
explicitl y™pPat 1‘%% Ly riEieasp ?;‘?eaCCI“WoPé‘a’f P 1PY R repnire gy quplity
Pr ocessor aﬂsﬁﬁno&pﬁm.athatohn prbduptnmdérglﬁdﬁu-“md trid@sel aGdce Bl @ rbquiéd dalAak pM@EL, and if

Contont - Li' P g Mopd ol il pie £l i kit Sl o

t he user has turned off th| s feature VI a 2 preference setting). Seethe

Pl ay3pt st )3 be[mgebg{d,t,t,bgrﬁoaer details. 'f'be Player Application 195 may al so
be i nvoked vmta_p ﬁ gm c So as an argunent, in which case it
o Dol

i medi ately e ‘"B'FsaV” gides @y &faﬂb!“ﬁ? to irppleracaiie Upsge Foasisiops Reprass RS
for play Hetritriabdve.aChd groceds\of bkanﬁg Gaduindl 11350 fafe)or bl Qinited lise); @@kl AironRERlivap))d

o ven of hotvdis Gt Bite ok, Pl o ety (e 0 M SRRRDURED e
Pl ay- i st qvﬂﬁmtlmﬁmarme'e%r@ae fe eagly eppipeeisecbentad picvedsiom of twmrﬂplom Irioetnsag®

* Di g5t al c@ﬂﬂfoﬁﬁre @G‘mﬁebr Eﬁdh&lﬂagb SonkivDEeRBks (R righi® BY (BY/RA-UskBY, afM and tr&rR6hns on the
flay-1lisr tal trontent Librarian beIow?

: r, sel ctl
mar e mfoEnq (? 8%§°“e?wg§5‘§“‘? e Play-1ist Editor (see bel ow))
prtmad with the current Play-list if one | eas bees | oaded al ready.
O herwi se the editor creates an enpty Play-list to start with. 15 * Run
Play-list * Songs axe played otte at a tinme starting with the sel ected song
(or the beginniag of the play-list, if no song is selected), Options set in
the Play-list Editor affect the sequeneitag of the playback However thtre
is controit avail able here to override those options for this play of the
Play-list. play song 20 ' Orlly the seIeCIed song fromthe Pl ay- Ilst i's

- ~




* Display informati on about the sela;trd song withie the Play-hst.
Visit web site Load web site associated with this Play-list irno brtnvser.
* Librarian Qpett the X7igital Content Librarian wi ndow. Al so see Digital
Content Librarian below for mare iafa. Tlte Play-list fiditor

(corre8poadi ng screen of an End-User Interfat=c 1603): MWey invoking the
Play-list editor, these are the End-User(s)' options: 1 hel et e
Play-lists * Digital Caatent Librarian isyynvoked to display a |ast of
stared play lisls for selection of ono to |load or delete. Al so see bigital.

Content |,ibrggi &egh k9. 1l BRerr. r A 0N
of Plsy-list ?éb%g(\’/e %\yéﬁg&g gﬁsaﬁgégﬁﬁggﬁg{@tgrng?éflgggﬁﬁerﬁ%'gseag@gﬁéa{o%?
MAY ~~03 pHasbeddythepreduet |y sel ected song is deleted fromPlay-fist. " Add
Song Digital Coatent Yribrariaa is inrroked in songrsearch node) for

sel actioa ,of ., sqong.to add to the Play-list. Al so see bigital Coutcnt

~i brari aa"b“éf%&?%%‘?“‘r‘r%? “info. 5 * Set Song ~ufarmation * Display and all ow
changes td. i nthorerenréssion cakugen vetsive ofibt Canteeld | Sandichihishisage ednditipr applick.i st . Thi s

| nfarmali 9-a i 5k aud elehibyinl Digdduitioh (¢, v, fiORScARmAA| ter [ nformat i on

g

about the song stored wthin the | tal ntent Library 196, These things
c:an be cRang@fether thispsage condien alfgys fofitpg ugehsse gy the regtsl gl neeantanshil.n ot o5 about
the song " |, Gértadedtdd raifbc@iyo:on pl aying the fiong "' Fnllow an delay after
playing the vans " Start-point.wthin song whe | ayi * Engd-point within
song Wen playi ng° TWWF"@Hﬁ ﬁl\é;\qs Sacfj%rlbrﬂl oM Mo (l':\hg;“néloqg%h%aygaﬁﬁsgt nent far
thi s song and- snbe mmb8af thpptmye ynjtsefenwhihithn ffopwnl 1 wilmalpngerplsal | ow changes to
the attribut egeOfpufchissrfdkaNont i St. These attributes may be set: * Play-list
title 2a * play-list node (r.ando equentia tc) . * epeat node (play
once, restart ‘wh ﬁ“"&@ﬂé’?m @ycque%}hgégd&sg?ség)ah@&?p Bout this Play-1ist
Li brari an (corr esyowiht rkipds of media cin teishdEmakeUbme cogics t(eg.f GBRecb6dle YCD-R), QfieiPisc,
the Digital Coat?é%%mirhgré&g)an tvindow. Also see iaigital Coateat Librarian
btl ow for snare into, ang Piay Wien a song has been prepared far play)
ei t her by 4 nvékiperipdiofémedusigewhidhshe puscheselmtal wpgsaghion|is allpweddepreur dise- 4 End-Wgieg) 440
or by sel ecti RgrchsHheft Gnded the RerAY of 16i9 Giage dohditn | ohi§ taf@ theWekifdiny dvhiRbilitdidate b before
Content Librarjian, these are the End-User(s)' options: (corresponding
screen of at e et daies “"I“f‘ﬁ@‘f”?‘ace 1601 ); 3 a Play

. the countries from which an End-User(s) ¢an transact this purchase (or rental).

ZS *

5

6 the price of the purchase/rental transaction under this usage condition

7.  the watermarking parameters.

8 the types of events which require notification of the Clearinghouse(s) 105.

An Example of a Set of Usage Counditions

The Content Provider(s) 101 may decide 10 test the North American market's acceptance to the re-release of the
children's song by a popular children’s vocalist during the fourth quarter 1997. The test will make the soag
available in 1wo different compression encoding versions: 384Kbps and 56Kbps, The 384Kbps version can be
bought (and one copy made outo MiniDise) or reated (for two weeks), while the 56Kbps version can ouly be
bought (and no copies made). The watermarking instructions is the same for any purchase/reatal, sod the Content
Provider(s) 10! waals the Clearinghouse(s) 105 10 count every copy made. This would create Usage Conditions as

follows:

ljggg(‘mdiﬁou 1 Usage Condition 2 Usage Condition 3

compressed encoded 384Kbps 384Kbs S6Kbps

vergion

@ of user private consumer privats consuer ptivate congumer

type of transaction chase rental

availability dates 1 Oct 1997 - 31 Dec 1 Oct 1997 - 31 Dec 1 0ct 1997 -3) Dec
1997 1997 1997




* Pause * Stap ' Skip Backward Skip Forward 35 * Adjust Vpltutte * Adjust
Tt BCk Position W~.r-rv-vvr 1 ~ MAY Z003 ~ o~ VteWLyrl (@' View
Credits" View CD Cover*View Artist Picture5 '"View Track L~ arrratlo ~a*Vi ew
ot her netadata*Visit web site*Play-1ist*Librarian and ore. b gital
Canteat Librarian The Digital Content |.~brar~an can be'F licitly

whey sel ecting songs or

t hat case,

these are the n

Play-lists (set above) or
W ndow for managenent of the Song Library74n the End-User(s)'
opti ons:

d- User(s)'

system

1$ Working with songs:
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Giotdyiap evedthE SCOP
 nubier OFGapie €C1 1 |

t her ef oa' 4 F1enbodl nent, aff4d It 1's I ntend that the
appended qlaaldWhaCRedR! any pNghiBkd such apldeCapplicants) nadi | n@agplicsdk, and
enbodi Ment{S P Jralal LNE  ~bnéiagphésbel [ NE [r@gsygt | Nvent i Ofnorapplicabe ~ MAY
~o0a~ C~, ArfNERcd- Prie@CUr € provi Jiee P dat'a, sal drdgeat hod
conpri si nd" LEAaT €PS 0f (4] UsAGhdGanaday, U URA mdChiadd__eNCl VOA aBI Caeel, Saj d
data to t NeLRb¥=uRper ate eehypt ed dat a, d.encrypting, ¢skng a second
encryptionw—ﬁrsr Bdps boiBa | ON_KEY |idaud Ner eby_genel asme_an_encr ypt ed
first encr pféds (C) tomu~/, unicatindg ®he encrypted {Orst encryption
key to an (Egbwiabhedsy St em | MiDsoOMuNi cat i jnet appicattie end Userpmivabteezt n, t he
encrypt ed [Resd ofedacd YPT | ON Key appicadieC| ear | nghdage; not applicable
rice Price | | Price2 Price 3
4, Parts of the Metadata SC(s) 620
Below are some of the kinds of data that the Metadata Assimilation and Entry Too! 161 gathers for
5 inclusion {nto the Metadata SC(s) 620. An anempt has been made to group the data into SC(s) parls by function

and destinaion,

(src:content provider;]
(dest: everybody;)

product [D

10 licensor label company {dest: EMS; end-user;]
licensee label company [dest: EMS; end-user;)
source (publisher) of this object (sublicensee label company)  [dest: everybody:]
type of object (i.e., & single object or an array of objects)
abject ID [dest: everybody;}
15 Internationa! Standard Recording Code (ISRC)
International Standard Music Number (ISMN)
usage conditions  (stc: content provider; dest: EMS, end-user, Clearinghouse(s) 105)
purchased usage conditions (src. EMS; dest: end-user, Clearinghouse(s) 105)
20 the set of usage conditions (consumer restriclions and rights) for the use of the object (sound recording)

an individual entry in the array of usage conditions
the comptesaion encoded version of the Content 113 1o which this usage condition applies



(e) decrypting, by the clearinghouse, the encrypted first encryption key to
t hereby recover a first decryption key; (f) communicating, by the
cyearinghause) the first deeryptiar~ key to said end user system (Q)
comur ui cating the encrypted data to the end user system$w#ﬁ?up3r
decrypting, by the end user system the encrypted data Us I'T st
decryptiaz~ key. z. A nethod according to4glaim1, wherein after step (e)
and prior to step (f) the nmethod conprises™the further step of (i)
encrypting by the clearinghouse, usi.n hird enc ti.on, k U first
decryption key to t"’h%‘ﬁ"éﬁ&’/’qﬁ“&?ﬁ%u’ﬁﬂ’ “é’ﬂg?@b‘ﬁ’wngFgft‘[’%@%‘P‘ygihfgﬁ"‘%fa ? and
wherein step (f) conpfor srestal uégspctiomnmuni cating, by the clearinghouse, the
tep (1) and prior o stapRibeh il Sauo aRne YA LARL lORE g bRl
(k) decrypting, by the d@umbseefibapsovennilisfieghigh heboment HBerilm pagernlavey, said
encrygted first decrygfiQichk@¥adsRiibdier eby recover the first decryption key.

3. A nethod according to claim er ei r st.e a) and prior to step
(g) the method conpri seéhetnh'gteéﬁéﬁiq%@’@%g‘f'esrs&?czgﬂg'@f%’é)('iﬁ'“%" F%P)'('?\‘eézr-i ng the
encrypted data to a k~asttosybriekindg of Medietchio)hacwée thiofigeopies (eheai GR-Recordbler (6DrR),

the first encryption key apghibike eigoﬁégon{ag%_ypti on key are inplenented using
the sane symetric key. 5. A mat%od accordi ngA | ai m 4, vvhergé?c’;1 t he

. to
second encryption Keypgied gf fmpdiringidicbghe pyrghagefrenial; tiantaciipn ds allpygd {o,eecur (e an
decr ypt | ngd! n step (eﬁnd}?ysﬂd)eauqtueﬁdsfm@hﬁwmeieﬁnﬂﬁ'[tﬂm':imdodgﬂigmmdn& O:pe beginning
correspaz~ding private key of t C ri ouse. met hod according to
claimb5, wherein the ?Wlasﬁ'tye‘{%%a%eﬁ%li‘fg‘%pﬁc’g“aﬂaﬁﬁiﬁ)i c key of the end user
system and the seapnidtedeodregpiniridy fronkelich ay End-Uesr@)esapioamsiiciilys pyrbhaset(er réngn)) of
the end user Syst eldirice ofthe puiiYerail Tadbdohiod unddh t¥/8h@WbrddRfon SECUT € DI OVi Si 0N
of data, said systemconprlsing: é\g{? ans for enc ti rég using a first
encryption key, saiaPoliet Q thegnqrypisd AP AP BB S Rat a; (b) means for
encrylst i ng, Busi ng apofarcwiid et yyebts ehictkreguire saifichtibn efstie Gaonghpise®ilkey to
t hereby generate an encrypted first encryption key; (c) means for
comuni cating the encrypted first encryption key to an eo,d user system
(d) neans tumhase daamfencivpad; ioptignal WO;Ffﬁeﬁlégﬂ‘és‘?lfsﬁsefs9@5‘9}0"‘5"@1%?10rypt ed first
encryption ke)ﬁukﬁas@da@é eaanghouse; (e) neans for decrypting, by the
cl eari nghouse) the encrypted first eneryptiax~ key to thereby recover a
first decrypt iK1t neans for conurnunicating, by the clearinghouse,
t he fi(r st decrpphoinatic dagyddtess sai d end user system (g) neans for
comuni cati ng ta to the end user system and (h) neans for
decrypti ng, byctoggﬁgg‘gg@yﬁ‘gg‘?&%?stem the encrypted data using the first
decryption keycoumry ofthesoasupes (B8 ng to claim 7 further conprising; (i)
means fox encrypting by the clearinghouse, using a third encryption key,

the first dect¥Rtd@DeliSmd et BS) BRK &lihan encrypted first decryption key;

25 an array of {
copyright information

for the composition
for the sound recording
title of song
30 privcipal artist(s)
}
a pointer to {
the artwork (e.g., album cover);
the format of the artwork (¢.g., GIF, JPEG),
35 )



(j) means for conmunicating, by the clearinghouse, the encrypted first
decryption key to said end user system and (k) neans fax decrypting, by
the end user systemusing a second decryption | ~ey, said encrypted first
decrypti omkEyotw?t her eby recover the ~rst decryption key, 9. A system
according to claim$, further conmprising: (1) means far transferring the
encrypted data to a host site; 1.0. A systemfor securq @MAYl@@@f dat a,
t he system canprising: (a) content providerg neans havi ng. ans tor
encrypting the data into a content secure container using a symetric key;
means for sendiphhaiif®: content secure container to a host site; neans for
encrypting the symmetric key into a netadata secure container using a f rst
cl eari nghouse key; and news far sending the raetadata secure container to a
cont ent st or e:anf@bldy of additiond iif@mbticat{or e, havi ng; neans for receiving the

nmet adat a secure (ner fromthe content provider neans; neans for
formng an of fer "sécure contai ner based upots the netadata secure

cont aidner; meanspdbdigher ecei vi ng, from an ez~d-user means, apt order relating
to said offer segifgecontainer; neans for farnmng a transaction secure
cont ai ner based upon the order and the offer secure container; and 1~
MAY 2U3 112 mean&d$MfP sending the transaction secure container td the end
user: (c) said eddeofsebrdiigans havi ng: nmeans for receiving the transaction
secure contai ner d%.é ) gabg content stare; nmeans for fo~x:n,ing an order
secure contai ner "based upon the transac~i an secure container; neans far
sendi Hy the ordebyrisecure container to the clearinghouse; (d) said

cl eari nghouse havyhdGamiRaRantfoRy/ h&a&gwi Ng the order secure container from
t he end-user neans; neans fg,rt%?‘ecr@,ti n%, after consideration of the order
K

secure cont ai ner JS@E3pps o ¥ B« ea P house key, the order secure
cont ai ner to thepeiss)recover the sy~n~netric key; nmeans far encrypting the
recovered synnptric key into a |icense secure cantair~er using an end-user
en~cx§£ti ng key; and neans for sending the |license secure container to the
end- uker nmeans; wherein: (e) said end-user neans furkher has: means for
recei vi ng mBedala @£ sehhemovin@anEaMsner from the cl eari nghouse neans;
rnearas far degluRl it A Hhed iRl £ SIall? Rloih8 6 Yable! B3 KBohaind [
li cense secure"comt & ner to hé’re%y Fecove € symmetric key, ~ ans for
sendi ng the |icemsesowdergerdingont ai ner to the host site; and wherein said
system for secur gueRuaNy 18vePét uRfsold@teBordibg: t her conprises: (f) said host site
havi ng: means for r,ecgi Vi ng th%p cbor]tent s%ured conJ.ai_ ner from sai d Content
pr ovi r means: the size (in bytes) of the (probably ¢campressed) sound recording;

)

metadata 3 (src: content provider; dest: EMS, end-user)
optional info;

25
promotional material:
a pointer to artist promotion material {
a URL to the artist's web site;
background description(s) of the artist(s);
30 artist-related interviews (along with formal of the interview (e.g., text, audio, video));
reviews (along with format of the reviews (e.g., (ext, audio, video));
sample clips (and its format and compression level);
recent and upcoming conceris/appearances/events - their dates and locations;
35 }

a pointer 10 album promotion material (



mearxs for receiving said |icense secure container fromthe end-user neans;
and neans fox sending, after consideration of the |icense secure container,
t he content secure container to the end-user neans; wherein the end-user
nmeans i s them ablé“to decrypt the content secure container using the
symmetric key to thereby enable access of the data. 11. A,cC [ ogr am
for directing at | east one processor to execute a proceduﬁéfﬁaz&gaeﬂbe
provi sion of data, said program conprising:77(a) code for encrypting, using
a first encryption key, said data to thereby generate encrypted data; (b)
code for encrypti ng,sanplk ¢lip (enddie oo ardrromprggtibraiaveley, said first encryption
key to thereby gener i L : r
eonr nur ~i Cadng t he éﬁ%@?ﬁ?ﬁ gﬁ%@%ﬁgg%y5%%Fg§ﬁ@g§E#gﬂgﬁégﬁy 3%£§9§§?¥eﬁ?mmmr
(d) code for comuni cathemgkinggf eglbumifie-user system floe encrypted first

(éncr ypt i gn key Eﬁ a xibh-@ﬂi&ttrélgbc?!dt%ﬁ}'[ew( @Don@ﬁ%lﬁoﬁxﬁiof&@?[eﬁféﬁj (@QE 1eRLY autlid Svideo));
eari nghouse, the encrypted first encryption key to thereby recover a
first %gcrypti on kef?v'“ys%@ﬁﬂ%fmﬁ?o%ﬁﬁsg&%éﬁga‘fd&r V'ﬂ%’hﬁuni cating, by the

cl eari nghouse, the fgemwss)idecryption key to said end user systenc~; (g) code
for canununicating the encrypted data to the end user system and {h) cede
far decrypting, b¥ the end user system the encrypted data using the first
decryption key, 12. A conputer program product including a conputer

readabl e nedi um hauglegronenas: ded t hereon a conputer programfor directing a
processpr to execute Jar Qvi si.on of data, said pragxanr~
eoz~np$fsing: (a) c&%@mgg%qéﬁg?ggwﬁﬁéﬁ&ﬁggﬁgug%bxrst encryption key, said
data to thereby genchackeroueddesopipiostd) of sheprodydy) andiorithe fapnosen etrdiqp ticrmpviebyleag. snd/or
second encryption |CEyﬂw§@kﬂi$ﬁ&§$m@nﬁ{yptiOn key to thereby generate an

ertc~'ypted ~r$t encryption key: (c).code for conmuni catjng the encrypted
first encryption kef”% séﬂ“@ﬁﬂ¥ﬂ§%?°9§§Fﬂﬁf?fﬁﬁm%6ﬁ%”W@?nconnunicating, by
the end user system the encrypted first encryption key to a clearinghouse;

(e) c fox d ~r.nL t he cl eari nghouse, the encrypted first
encrygefon 'eyq%ém%%%FE fe?%%over a first decryption key; (f) code for

communi cat i ng, Swpervited RefeasgrToplgbravidse a uses dher ablisy logdmplement jthenSupgyised Release Prasesy 806
user syst enesdriBad dbORE AhOKdiviRRTdMInER by 1B EARRNIRGIdKID 00l 28 BdviglsthelvisidreRase Suthority,

user systeny an h) code far decrypting, by the eed user t et xx,. t he
encrypt ed d‘a’fya"aﬁ é‘é ﬁ@mﬁ%a‘!ﬁf%ﬁ“%@@&f}ﬁ‘ﬁsgﬂ#‘"k@?‘g‘fﬁ@%}&ﬁ“%‘r’ 8&@%/8 | Sm%ﬁ%é‘ TOCess
nanagenent 8% emicoimignsigl sndék earhmoi@esemensadnd eitebl es securel y

provi digg_dat a, ., aG. 6! SRk 00 S ARE Mok B8 Bhcking i AR SEL) 639, oM L 2

data system for "Securely providing data, t system bei hg capabl e of
recei vi ng bat h Tke anvaressspyceectans padelqapelaaprodirs fop packiginip 2 MetedgstiSCR 620 y pt ed
sai d first encrajptaicommbe ypecifitg (id dogéctiemeionnd iakbdank @ssubatt (Bgprpduciay tidedanbal Metadata
data system tqﬁle$§£é99 d first encryption key being the first eztcxyption
key encrypted by“g second encryption key, the clearinghouse conprising;
means far decr ylptanether gnbodirent.j aftert heiereatignefi b SRy bere ihanotier aprienal, quality agsiirpage step
decrypgd ng ke th@tghiehl 1 13@AMRe 8CE PN bd dpehed A einideld for EtRPlelRdsOfhd bichSdy, and, at that time,

decrypting key to data, system .1 a. The nmnage t. system of claim13
wher ei n theh‘ai’ifpgmga&"eq?ﬁgb" APURJOr EDLgucTs E)eméﬂ’clg‘ib}%f“f ca">g{r"1('ﬁl<*;1ta by a first
encrypting key to generate encrypted data; neans for encrypting the first
decrypting key @yntg“ppoggm%mﬁrypti ng key to generate an encrypted first
decrypting key; neans for transferring the encrypted data to a seECOnd
system weans for transferring the encrypted first decrypting key to a
second system and neans for transferring the encrypted first decrypting
key to the cl earinghouse that possesses a second decrypting key.




114 ~ 3 MAY 203 15. The nmanagenent system of claim 14 further conprising,
noans for re-encrypting the first decrypting key by a third encrypting key
prior to the transfer o f the first decrypting | ~ey and wherein the neans
for transferring the first decrypting key to a second systemis the neans
for transferring the decrypted and re-encrypted first decﬂy t I to a
second system 16. '|~e nmanagenent systen1o§ claim15, wherein the thud
encrypting key is a. public key of a second systen1 17. The managemnent

ol sar ngl xouse. TR Bhe TolE R A Gheloh ot Sinia Sl e i ooes e
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system of claim 20, wherein the content data includes nusic data, and the
net adat a |ncI udes at least one of a link to a content data host, a
descriptionlof VAE™WEEFREISP a f1oe nusic data, artwork associated witty the
nmusi ¢ &kt a, andTis wedmﬂmg Pt (prodidesof udeh ehe nabilyClodaplamen? 3he Waem&mﬂgem@as 808 as
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key with a &eﬁypmma@qwmg :ﬂgsokgyaudf&rﬁit t be g,rb%gseatm&oﬁ{hu%&%mm Jf" abd processing

encrypting key. he system of claim wherei n the content
i ncl udes nug?‘ﬁu’déiaﬁ“‘aéﬁ%‘?ﬂ@“ﬂ%%beﬁ‘lﬂ’?&f“ﬁ on data includes at |east one of
time restricti omse wterinkrie igdpplyedag the fiirst Bey ifnisdic prok@ising AinEeEiK isTEokRadi MO 1AR fendddings of the

copies of th Hﬁﬂ s
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dat a i el udesurAneI RETWAR-a, and the netadata transmitted includes at |east
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i o dat a, T PpRe: R apRg e cn Rl RAeT b B oe I8y 2 <cl ected porti on

of the nusic data, Z7. Th e systemof claim23) whereitx the content

provider is,cap ccontent data, the system further
conprising a cogllt:%e‘cn? ng ae%%d p‘g? receiving the content data tramthe
cont endOprovi defhe mefwessms ression Topt payidegya yer tha-ebilityigpimplement the Preprocessing and
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CAAL L A2, A{ . AkdodeB 2anAlsuaily bARundd (o, gtferald varidds Dlaghagk Wstream rates based on the level of audio quality

. required. Higher quality results {n larger file sizes and since the file sizes can become quite large for high quality

35 Content 113, download times for high quality Content 113 can become lengthy and sometimes prohibitive on
standard 28,800 bps modems.
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30 examined, and the pudio played.

Any problem discovered, even minot text changes requires that the SC(s) be rebuilt due to internal security
features of SC(s). To avoid unnecessary re-processing time, it is highly recommended that the interim quality
agsurance steps be utilized to essure accuracy of the meladata and that this specific quality assurance step be
reserved for validating appropriate cross references between the SC(s) associated with this song. If problems are

35 found, the assurer can enter a problem description 0 be attached to the song and have it re-quened to the
appropriate processing queue for reprocessing. Status is updated appropriately in the Wotk Flow Manager 154 to
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placed in the queue of the Content Dispersement Process. The Content Dispersement Tool monitars the queue and
performs immediate transfer of the SC(s) files or balch transfer of a group of SC(s) files based on the configuration
seltings provided by the Content Provider(s) 101. The Content Provider(s) 101 can also optionally confipure the

10 Conlent Dispersement Tool to automalically hold all SC(s) in this queue until they are manually flagged for
release. Thig allows the Content Provider(s) 10! to prepare content in advance of their scheduled release date and
hold them until they wish (o release them e.g.. 8 new song, movie or game. The SC(s) can also control access o
Content 113 based on a defined release date so there is no requirement for the Content Provider(s) 101 10 actually
told up delivery of the SC(s) bul this manual release option can stil) be used for this purpose or used 10 manage

15 network bandwidih required 1o transfer these large files.

When flagged for release, the Content SC(s) 630 for the Content 113 are transferred via FTP to the
designated Content Hosling Site(s) 111. The Metadawa SC(s) 620 is transferred via FTP (o the Content Promotions
Web Site 156. Here the SC(s) are staged to a new Countent 113 directory untii they can be processed and inteprated
into the Content Promotions Web Site [56. ‘

20 FIG. 17 is a flow diagram of an alternate embodiment to automatically retrieve additional information for
the Automatic Metadata Acquisition Tool of FIG. 8 according (o the present invention, The process is similar for
that described in FIG. 8 above. However, the quality checks of Supervised Release 806 and Content Quality
Control 809 are combined into one quality check called Quality Control 1704, Performing quality checks prior to
Metadata SC Creation 807 and Content SC Creation 812, Perforting quality check priar to SC creation,

25 eliminates the steps of unpacking the Content 113 and the agsociated Metadata SC(8) 620. Tn addition, in this
embaodiment, the queue of Products Awaiting Action/luformation 801 have been eliminated. The jobs are placed
on the specific process queues depending on what action is being requested. For example, if the job requires
Manual Metadata, i.e. additional Metadata Lo be entered, the job is place on the Manual Metadata entry queue.
Also the Automalic Metadata Acquisition 803 has been merged with New Content Request (o occur up front prior

30 to the Metadata Assimilation and Entry Tool 161 and the Conteat Processing Toot 155. Finally, it is important (o
poitit owt that the Usape Conditions 804 are entered both at the Automatic Metadata Acquisition 803 and during
the Minual Metadala Entry 803, Since, many of the usage condilions can be automatically filled-in during the
Automatic Meiadala Acquisition 803 step.

H. Content Promotions Web Site
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via digital download, and 10 get the necessary files to the Electronic Digital Content Store(s) 103 to enable it to
make this Conlent 113 available for download lo its customers, each Content Provider(s) 101 should bave a secure
web sile housing thig information. This is similar to the method used today by some Content Provider(s) 101 10
make promotional content available (o their retailers and others with a need for thig information. In [he case
where this type of service already exists, an additional section can be added 10 the web site where Electronic
Digital Content Store(s) 103 can go 10 see a list of the conten( available for sale via download.

The Content Provider(s) 101 has complete control over the design and layout of this site or can choose to use
a turnkey web server solution provided as part of the toolkit for Secure Dipital Content Electronic Distribution
System 100. To implement their own design for thig service, the Content Provider(s) 101 need only provide links
to the Metadata SC(s) 620 for Electronic Digital Content Store(s) 103 who access their site. This is accomplished
using the toolkit for the Secure Digital Content Electronic Distribution System 100. The selection process and
what information is shown i the discretion of the Content Provider(s) 101,

Metadata SC(s) 620 received into a new content directory via FTP from the Content Dispersement Toal is
processed by the Content Promotions Web Site 156, These containers can be opened with the $C(s) Preview Tool
to display or extract information from the container. This information can then be used to update HTML Web
pages and/or add information lo a searchable database maintained by this service. The SC(s) Preview Tool is
actually a subset of the Content Acquisition Tool used by the Electronic Digital Content Store(s) 103 to open and
process Metadata SC(s) 620. See the Content Acquisition Tool section for more details. The Metadata SC(s) 620
file should then be moved to a permanent directory maintained by the Content Promotions Web Site 156.

Once the Metadata SC(s) 620 has been integrated into the Content Promolions Web Site 156, its availability
is publicized. The Content Provider(s) 101 can send a notification to all subscribing Electronic Digital Content
Store(s) 103 as each new Metadata SC(s) 620 is added to the site or can perform a single notification daily (or any
defined periodicily) of all Meladaia SC(s) 620 added that day (or period). This notification is performed via a
standard HTTP exchange with the Electronic Digital Content Store(s) 103 Web Server by sending a defined CGI
string containing parameters referencing the Metadata SC(s) 620 added. This message is handled by the
Notification Interface Module of the Electronic Digilal Content Store(s) 103 which is described later.

L Content Hosting

The Entertainment Industry produces thousands of coutent titles, such as CDS, movies and games every
year, adding to the tens of thousands of content titles that are eurcently available. The Secure Digital Content
Electronic Distribution System 100 is designed 1o suppart all of the content titles available in stores today.

The numbers of coutent titles that the Secure Digital Content Electronic Distribution System 100 may
eventually download to custamers on a daily basis is in the thousands or tens of thousands, For 8 large number of
titles, this requires a large amount of bandwidth. 'The computer disk space and bandwidith needs call for a
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distributed, scalable implementation with multiple Content Hosting Site(s) 111. The system also supports
customers all over the world, This requires overseas sites (0 speed delivery ta the global customers.

Content hosting on the Secure Digilal Content Electronic Distribulion Systern 100 is designed to aliow the
Content Provider(s) 101 to either host their own Contem 113 or share a common facility or a set of facilities.

Coatent hosting on the Secure Digital Conteat Electronic Distribution System 100 consists of multiple
Content Hosting Site(s) 111 that collectively contain all of the Content 113 offered by the Secure Digital Cootent
Electronic Distribution System 100 and several Secondary Content Sites (not shown) that contain the current hot
hits offered by the Content Provider(s) 101. The number of Content Hosting Site(s) 111 changes depending oa the
number of End-User(s) using the system. The Secondary Content sites bost a limited number of songs, but they
will represent a large percentage of the bandwidth used on the system, The secondary sites are brought on line as
the volume on the primary sites increases 10 the point of maximum capacity. The secondary sites can be located
close to Network Access Points (NAPs) which helps speed up download times. They may also be placed in
different geographbic areas around the world to speed up download times.

Should the Content Provider(s) 101 choose to host all of their Content 113 in (heir own system, they can act
as a single Coutent Hosting Site 111 with or without additional Secondary Content Sites. This allows them to
build their own scalable distributed system, In another embodiment, Electronic Digital Content Store(s) 103 can
also act as Content Hosting Site(s) 111 for certain Content 113. This embodiment requires a special financial
agreement between the Electronic Digital Content Store(s) 103 and the Content Provider(s) 101.

l. Content Hosting Sites

Coatent 113 is added to the Content Hosting Site(s) 111 via FTP or HTTP by the Contenl Disbursement
Tool described in the Content Provider(s) Section of this specification or via offline means such as content delivery
on tape, CD Rom, flash, or other computer readable media. The Metadata SC(s) 620 created by the Content
Provider(s) 101 contain & field that indicates the URL locating the Content §C(s) 630 for this Conteat 113. This
URL corresponds to a Content Hosting Site(s) 111. Electronic Digital Content Store(s) 103 can override this URL
if allowed by the Content Provider(s) 101 in the Offer SC(s) 641. The End-User Device(s) 109 communicates to
this Contenl Hosting Site(s) 111 when it wants to download the Content SC(s) 630.

The End-User Device(s) 109 initiates the request for a Content SC(g) 630 by sending the License SC(s) 660
{o the Content Hosting Site(s) 111, This is the sare License SC(s) 660 returned by the Clearinghouse(s) 105. The
Digital Signature of the License SC(s) 660 can be verified to determine if it is a valid License SC(s) 660. Ifitisa
valid License SC(s) 660 either the download is initiated, or the download request may be redirected to another
Content Hosting Site(s) 111.

2. Content Hosting Site(g) 111 provided by the Secure Digital Content Electronic Distribution System 100
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For the Secure Digital Countent Electronic Distribution System 100 the decigion of which site should be used
to download the Content 113 is made by the primary content site that received the initial request for 3 Content
SC(s) 630. This site uses the following informatiot: to make this decision:

Are there secandary content sites that host the Content 113 requested? (The majority of Content 113 offered

by the Secure Digital Content Electronic Distribution System 100 is only located at primary sites),;

Where is the End-User Device(s) 109 geographically located? (This informatiot can be obtained from the

End-User Device(s) 109 when the request is initiated at the End-User Device(s) 109, this is passed up to the

Clearinghouse(s) 105 in the Order SC(s) 650,

Is the appropriale secondary site up and operational? (Sometimes the secondary sites may be off-line):

What is the load of the secondary sites? (In some cases where a secondary site is swamped with activity

anather sile that is Icss busy may be sclected.

Before transmitting the Content SC($) 630 o the End-User Device(s) 10Y, analysis and verifications are
performed on the End-User’s request. A database is kept of all of the License SC IDs that have been used 10
download Content 13, This database can be checked to ensure that the End-User Device(s) 109 only makes one
request for cach piece of Content 113 purchased. This prevenls malicious users from repeatedly accessing the
Content Hosting Site(s) L11 in hopes of slowing down the Content Hosting Site(s) 111 and preven(s unauthorized
download of the Contetit SC(s) 630.

The promotion and demotion of Content 113 to the Secondary Content sites is done periodically based on
customer demand for the individual pieces of Content 113.

Content Hosting Router

The Content Hosting Router (not shown) resides in the Content Hosting Site(s) 111 and receives all requests
from End-User(s) wanting to download Content 113, 1t performs validation ¢hecks an the End-User(s) request to
ensure they indeed bought the Conteat 113. A database is maintained o the siatus of the Secondary Content Sites
that includes what Content 113 is on them and their current siatus. This current status includes the amount of
activity on the sites and whether a sile is down for maintenance.

The only interface to the Cantent Hosting Router is the License SC(s) 660 that is sent by 1he End-User
Device(s) 109 when Content 113 is required 1o be downloaded. The License SC(s) 660 includes information that
indicates the user is allowed to download the Content 113.

Secondary Coutent Sites

The Secondary Content Sites {(nol shown) host the popular Content 113 of ihe Secure Digital Content
Distribution System 100. These sites are geographically dispersed across the world and ate located near Nework
Access Points (NAPs) Lo improve download times. These sites are added to the system as demand on the primary
Content Hosting Site(s) 111 nears maximum capacity
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.Eatus notifications and transaction authentication requests
20 ‘ perfotm account reconciliation
The tools are designed to allow flexibility in how the Electronic Digital Conlent Store(s) 103 wishes w0
integrate sale of downloadable electronic Content 113 into its service. The tools can be used in such a way as to
request that all financial settiements for downloadable Content 113 purchased be handied by the Clearinghouse(s)
105 although this is not required. These Lools also enable Electronic Digital Content Store(s) 103 to completely

25 service theit customers and handle the financial transactions themselves, including providing promotions and
special offers. The tools enable the Electranic Digital Content Store(s) 103 to quickly integrate the sale of
downloadable Content 113 into its existing services. In addition, the Electronic Digital Content Store(s) 103 is not
required to host the downloadable Content 113 and does not have to manage its dispersement, This function is
performed by the Content Hosting Site(s) 111 selecied by the Content Provider(s) 101.

30 The tools for the Electronic Digital Coment Stores(s) 103 are implemented in Java in the preferred
embodirnent but other programming languages such as C/C++, Assembler and equivalent can be used. It should
be understood that the tools described below for the Electronic Digital Content Stores(s) 103 can run on a variety
of hardware and sofiware platforms. The Electronic Digital Content Stores(s) 103 as a complete system or as any
of it's constitute componets may be distributed as an application program in a computer readable medivm

35 including but uot limited 10 electronic distribution such as the web or on floppy diskettes, CD ROMS and
removable hard disk drives.



110%- & ()- F FFLs$10% & ()-F F3 110% & ()- FF 10% & ()- FF3$10%

& ()-_|\<vU410 2 \5#10% & ()-\5#10% & ()- FF31M310% & ()-SF F /s!10%-
& ()- FFl.10% & ()- FFs*s$10% & ()-_?vU410 2 \5#10% & ()-\5#10%-

& ()-\5#10% & ()--#3\#\ 5#10% & ()-\5#10% & ()-_?2vU410 2 \5#10%-

& ()-\5#10% & ()-\5#10% & ()-\5#10% & ()-#3\#\ 5#10  d A
F10%&' &&' ()- Ff 109%&' && ()-Z' F10%& && ()- 10~ 10~ 1&3%%%65)
& ()-#3\#3$67; [ ?yX710 87

FY#109&' &&' () - #3\ #FY#10%& &&' () - YAL09& &&' () - YAL0& &&' () - YAL09& &&' () -
>CLI\/QT{I ?yX71(n ancther embodiment, the components of the Electronic Digital Contem Stores(s) 103 is part of a
gg#gogﬁtlg%rsgmm#&@‘ygﬁn& fobiic > i bl Eerifes proalhided (HectiBes( b e’ denihel of Arie Tiherid
FY#109& &&Elggronie: Dzl Qostent Stoses(§)00K comorents asi\toolsdisousgd btow. ) Thse posighingkiniedfecksarodf

_PYX710 (he g fAPlsorA lication Pro ammm Interfacw Adevel us these APIs cen implement
FY#1008 &' () Y100 &&¢ () Y#100&: % NORNEA B T O BT ) A e the
710 . 1@wl&mael5yof@mq%pochgs(ryn drvsl ap yanfm prog%(, providmg APIs to these compovents, a

& () - T Y#LOp@grdmimde) carf Juithtly davd{dpl ® cudtomized "E1éd@6n®' Difita)! CHodt (Soré(sf 103 without the need to

3&' 10% & ( (Y % & & ?d X710
 5MB10% & ‘)ffé“%h&‘gé@iwg %@%‘9%%@@ Y lon g -
+M510% & ()- S ElavproDiskel (OpntsuMéWmmhmweﬁWW)sg&c( gffepings. The tools provided
| OM 109%) &6 kel bé&lllélgm Sithl) Covrent i@!@)km&n%)ngﬁégelll@ouﬂaﬂmdable electronic Content 113
37 108 5 f4L ALl 0K £ ()3 kL
~ 16};/@) G i ’ss of (he mnw)@-k)ugylrequrc pr deﬁ_ X@}@u@e}i lO del1 hﬁ'ﬁ&ﬁ@td &‘i to)Enz-Uscr(s)
QXVU410 9" RéboBAeRIE&idey offerel QD P4Rlie(ahd cable Ifidiirirys dl0abe)iciOgloy ¢dls glarqpire, packagc and

s o 0 ol R b A o

1109&& () - hepPEiRs qry deliver /Mle(l‘aud User(sUiK e aVin @iy browgen thy bma@am@sri)wwmo}?&W(and
109&& () - @B PSR to-pdvh Hdkiikeweb Yeie Lofieriog.- {*M 109& () - 109&& ()- 10%&& () -
109R&: () - *V S10% & ()-Yv "10% & ()-{10' 10 10' "1 4GLO% & () -
1 4G & ()- 14GL0% & ()-$C{Z9vWA K !T T'10% & ()-< 7 ,°

B.  Point-to-Poiut Electronic Digital Content Distribution Service

Point-to-Point primarily means a one-lo-one inleraclive service belween the Elecironic Digital Content

Store(s) 103 and the End-User Device(s) 109. This typically represents an Internet web based service provided via

telephone or cable modem connection. Netwarks other thao the Internet are supported in this model as well, as

20 long as they conform Lo the Web Server/Client Browser model. FIG. 9 is a block diagram iljustraling the major
tools, components and processes of an Electronic Digital Content Store(s) 103,

1. lntegration Requirements
The Secure Digital Content Electronic Distribution System 100 not only creates new online businesses but
25 . provides a method for existing businesses to integrate the sale of downloadable electronic Content 113 to their
current inventory. The suite of (ools provided to the Electronic Digital Content Store(s) 103 simplify this
integration effort. The Conlent Acquisition Tool 171 and SC(s) Packer Tool 153 provides & method for the
Electronic Digital Content Store(s) 103 to acquire information from the participating Content Provider(s) 101 on
what they have available for sale and to create the files required to reference these downloadable objects ag itemns in
30 their own inventory. This process is batch driven and can be largely automated and is executed only Lo integrate

new Content 113 into the site.

The tools for the Secure Digital Content Electronic Distribution have been designed to allow integration of
sale of electronic downloadable Content 113 into typical implementations of web based Electronic Digital Content
Store(s) 103 (i.e. Columbia House caline, Music Boulevard, @Tower) and equivalent with minimal change to their
35 current Content 113 retailing paradigm, Several methods of integration are possible and in the preferred
" embodiment, the Electronic Digital Content Store(s) 103 provid;s support for all product gearches, previews,
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¥ SO‘VL@O@’on(\Qheirrﬁkmg a purchase selection. In another embodiment, the customer’s shopping cart could contain a
mixture of electronic (Content 113) and physical media selections, Afier the customer checks out, and the
Electronic Digital Content Store(s) 103 has completed the financial seitletment and logged or notified its shipping
and haundling functions to process the physical merchandise purchased, the coromerce handling function of the
Electronic Digital Content Store(s) 103 then calls the Transaction Processor Module 175 (0 handle all electronic
10 downloads. It siraply passes the required information and all processing from that point on is handled by the
wolset for the Secure Digital Content Electronic Distribution System 100. [n another embodiment, other methods
of wansaction handling are also possible using tools for the Secure Digital Content Electronic Distribution System
100 to handie the financial settlement should the Electronic Digital Content Store(s) 103 wish to sell downloadable
merchandise only or to segregate the financial settlement of physical and downloadable merchandise.
15 To handle the downloading of merchandise, the Electronic Digital Content Store(s) 103 is given a Product
ID (not shown) for each downloadable product that it acquires from the Content Promotions Web Site 156 for the
Content Provider(s) 101. This Product ID is associated to a customer’s purchase selection to the downloadable
product. The Product ID is whal the Electronic Digital Content Store(s) 103 passes to the Transaction Processor
Maodule 175 to identify the product that the user has purchiased, The SC(s) (Offer SC(s) 641) that were created 0
20 describe the products, are 1solaied from the Electronic Digital Content Store(s) 103 and kept in an Offer Database
181 in an effort wo simplify management of these objects and make their existence transparent (o the Electronic
Digital Conten Store(s) 103.
The Transaction Processor Module 175 and other additional functions are provided as web server side
executables (i.e. CGI and NSAPI, ISAP! callable functions) or simply APIs into a DLL or C object library. These
25 functions handle run time- processing for End-User(s) interactions and optional interactions with the
Clearinghouse(s) 105, These functions intesact with the web server’s commerce services (o create and download to
the End-User Device(s) 109 the files necessary Lo initiate the Content 113 download process. They also handie
optional interactions to provide authorizations and accept notifications of completion of activities.
An Accounting Reconciliation Tool 179 1s also provided to assist the Electronic Digital Content Store(s) 103
30 in contachng the Clearinghouse(s) 105 to recancile accounts based on its own and the wansaction logs of the
Clearinghouse(s) 105.

2, Content Acquisition Tool 171
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F10% &' () r%e;ﬁ@wdwlw@yq igged Goment Stp(e@; ga%gyu@te(t {s site. The navigation features varies
based on the site design of the Conlent Provider(s) 101, Some siles may provide extensive search capabilities with
5 many screens of promotional information. Others may have a simple browser interface with lists of titles,
performers or new releases to select from. All sites include the selection of Metadata SC(s) 620 containing all the
promotional and descriptive information of a song or album.
Alternatively, the Electronic Store(s) 103 mey subscribe to content updates and receive updates
aulomatically via FTP.
10
Viewing Metadata
The Content Acquisition Tool 171 is a web browser helper application which launches whenever & Metadata
SC(s) 620 link Is selected at the Content Promations Web Site 156. Selection of the SC(s) causes il to be
downloaded 10 the Electronic Digitat Content Store(s) 103, and launch the helper application. The Content
15 Acquisition Tool 171 opens the Metadata SC(s) 620 and display the non-encrypted information contained therein.
Displayed information includes Extracted Metadata 173, for 2 music example, the graphic image(s) associated with
the song and the juformation describing the song, a preview clip of the song ¢an also be listened 10 if included in
the Metadata SC(s) 620. In an example where tbe Content 113 is music, promotional information about the song,
or album, the album title, and the artist 1§ also shown f provided by the Content Provider(s) 101. This information
20 is displayed as a series of linked HTML pages in the browser window. Purchasable Content 113 such a5 the song
and the lyrics and whatever other metadata the Content Provider(s) 101 wishes to protect, is not accessible Lo the
Retail Content Web Site 180.
In another embodiment, the Conteat Provider(s) 101 provides optional promational content for a fee. In this
embodiment such promotional content is encrypted in the Metadata SC(s) 620. Financial settlement to open this
25 data can be haadled via the Clearinghouse(s) 105 with the account for the Electronic Digital Coutent Store(s) 103
being charged the designated fee.

Extracting Metadata
Besides the preview capabilities, this 100l provides two addilional features: metadata extraction and
30 preparation of an Offer $C(s) 641. Selection of the meladata extraction option prompts the Electronic Digital
Coutent Store(s) 103 10 entex the path and filenames to where the metadata is (0 be siored. Binary metadata such as
graphics and the audio preview clip is stored a3 separate files. Text metadata is stored in an ASCII delimited text
file which the Retail Content Web Site 180 can then import into its database. A table describing the layout of the
ASCII delirnited file is also be created in & separate TOC file. Additional options is available to allow exwaction
35 into other National Language Support (NLS) supported formats.
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uses the same Product ID (o reference \he product. This is described further below,

Offer SC(5) Creation Packer 153
The Elecironic Digital Content Store(s) 103 is required 1o create an Offer SC(s) 641 describing the
15 dowmloadable Content 113 that is for sale. Most of the information that goes into the Offer SC(s) 64! is derived
from the Metadata SC(s) 620. The Content Acquisition Toot 171 creates the Offer SC(s) 641 by:
removing parts from the Metadata SC(s) 620 thal are not required to be included in the Offer SC(s) 641 as
defined by the Offer SC(s) Template in the Metadata SC(s) 620
adding additional required parts as defined by defaults specified by the configuration options in this tool for
20 the Electronic Digital Content Stote(s) 103
prompting for edditional required inputs or selections as defined by the Offer SC(s) Template in the
Metadata SC(s) 620 :
calling the SC(s) Packer 153 to pack this information into the SC(s) format
Meladata to be displayed by the Player Application 195 (further described later) on the End-User Device(s)
25 109 is kept in the Metadata SC(s) 620. Other promotional metadata that was only used by the Electronic Digital
Content Store(s) 103 as input 10 his web service database is removed from the Metadata SC(s) 620. Rights
raanagement information provided by the Coutent Provider(s) 101, such as watermarking instructions, encrypted
Symmetric Keys 623. and Usage Conditions 517 defining the permitied uses of the object, are also retained.
This stripped down Metadaws SC(s) 620 is then included in the Offer SC(s) 641. The Electronic Digital
30 Content Store(s) 103 also altaches ils own Usage Conditions called Store Usage Conditions S19 or purchase
options to tho Offer SC(s) 641, This can be accomplished interactively or automatically through a set of defaults.
If configured to be processed interactively, the Electronic Digital Content Store(s) 103 is prompted with the set of
permitted object Usage Conditions 517 as defined by the Content Provider(s) 101. He then selects the optioa(s) he
wishies to offer to his customers. These now become the new Usage Conditions or Store Usage Conditions 519, To
35 process automatically, the Electronic Digital Content Store(s) 103 configures a sat of default purchase options to be
offered for all Content 113. These default options are automatically checked against the permitted Usage
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3. Transaction Processing Module 175
Electronic Digital Content Store(s) 103 directs billimg to Clearinghouse(s) 105. Alternatively. the
Electronic Digital Cantent Store(s) 103 may request financial clearance direct from the Clearinghouse(s) 105.
15 There are two basic modes for processing End-User(s) purchase requests for downloadable Content 113, If the
Electronic Digital Content Store(s) 103 does not wish to handie the financial settlement of the purchase and has no
speciel promnotions ot incentives goveroing (he sale of the merchandise and does not use a shopping cart metaphor
for batching the purchase requests, it may om 10 provide links on iis Content 113 download pages directly to the
Offer SC(s) 641 files, These Offer SC(s) 641 would have 10 have been built with retail pricing information
20 included io (he metadata. Also included in the Offer SC(s) 641 is a specia) HTML offer page presenting the
purchase options with terms and couditions of the sale. This page is built from a template created when the Offer
SC(s) 641 was built. When the End- User(s) clicks on the direct link 1o the Offer SC(s) 641, the Offer 8C(s) 641 is
downloaded to the browser End-User Device(s) 109 launching a helper application which opens the container and
present the offer page included in the Offer SC(s) 641. This page contains a form 10 collect cusiomer information
25 including credit card information and purchase optiob selection. The form then gets submitted directly to the
Clearinghouse(s) 105 for financial seitlement and processing. Oplionally, this form may contain the fields needed
1o use the End-User(s)' credil information or industry standard jocal wansaction handler.
An embodiment where the Electronic Digital Content Store(s) 103 handles billing is now described. The
more typical mode of handling purchase requests is to allow the Electromc Digital Content Store(s) 103 to process
30 the financial settlement and then submit the download authorization to the End-User(s). This method allows the
Electronic Digital Content Store(s) 103 lo integrale sale of downloadable Content 113 with other merchandise
offered for sale at his site, allows batch processing of purchase requests with only oae consolidated charge to the
customer (via a shopping cart metaphor) instead of individual charges for each download request, and ellows the
Electronic Digital Content Store(s) 103 to directly track his cuslomers buying patterns and offer special promotions
35 and club options. In this environment, the offer of downloadable Content 113 is included in his shopping pages
which get added to & shopping cart wheu selected by the End-User(s) and get processed and finanoially seitled as is
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@ E(&tromc Digital Content Store(s) 103 before the charge to his account and the release of the encryption Key 623.

The Transaction ID 535 is passed to the Electronlc Digital Content Store(s) 103 from the Clearinghouse(s) 105 as

part of this authentication request to enable the Electronic Digital Content Store(s) 103 10 associate this request 1o

a prior transaction performed with the End-User(s). This Transaction ID 535 can be any unique value the
5 Electronic Digitat Content Store(s) 103 wishes to use and is solely for its benefit.

The Transaction Data 642 also contains a customer name. This name ¢an be from the user pame field of the
purchase form filled out by the user when making his purchase, or from information logged previously during
some user regisiralion process with the Electronic Digital Content Store(s) 103, or the official name obtaned from
credit card information associaled with the card used in this wransaction. This name is later included in the

10 License Watermark 527.

The Transaction Dats 642 also contains the Store Usage Conditions 519 purchased by the End-User(s).
This information is iocluded in the License Watetmark 527 and used by the End- User Device(s) 109 in Copy and
Play Control.

The final parameter required by the Transaction Processor Module 175 is the HTML page or CGI URL

15 acknowledging the purchase settlement. The purpose of this is 10 allow the Elecironic Digital Conlent Stare(s) 103
to respond to the End-User(s) with an acknowledgment of the financial settlement and whatever other information
he wishes to include in the response. This HTML page or CGI URL s included in the Transaction SC(s) 640 and
is displayed in the browser window of the End-User Device(s) 149 when the Transaction SC(s) 640 is received and
processed.

20 The Transaction SC(s) 640 is the HTTP response to (he Eud-User(s) from the Electronic Digital Content
Store(s) 103 after processing the purchase submission. Sending a SC(s) as the direct HTTP response farces the
automatic loading ot the Ead-User Device(s) 109 of 8 SC(s) Processor Helper Applicalion thus allowing automatic
completion of the transaction without depending on further End-User(s) initiated actions. This process is
described in more detail in the End-User Device(s) 109 and Player Application 195 section later.

25 When the Transaction Processor Module 175 is called with the required parameters, it builds a Transaction
SC(s) 640 containing the Transaction Data 642, the transaction acknowledgment HTML page or reference URL
ather required security features of the SC(s), and retrieves and imbeds the Offer SC(8) 641 associated with the
purchase. It also logs information about this transaction for later us¢ by the Notification Interface Module 176 and
the Account Recanciliation Tool 179,

30
4,  Notification Interface Module 176

The Notification Interface Module 176 is a Web Server side executable routine (CGI or function callable by
NSAPL, ISAPT or equivalent). It handles optional requests and notifications from the Clearinghouse(s) 105, the
End-User Device(s) 109, the Content Hosting Site(s) 111, and the Content Provider(s) 101. The events that the

35 Electronic Digital Content Store(s) 103 can optionally request notification for ate:
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connection as well as 2 higher bandwidth satellite or cable distribution interface via a broadcest service, with a
great dea) of commonality 10 the site design. If the [RD backchannel serial interface were connected (0 the web.
and the IRD supported web navigation, the End-User(s) could navigate the digital content service io the usual way
10 via (he backchannel Internet inierface, previewing and selecting Content 113 to purchase. The user ¢an gelect high
quality downloadabte Content |13, purchase thicse selections, and receive the required License SC(s) 660 all via an
Internet connection and then request delivery of the Coateat [13 (Content SC(s) 630) over the higher bandwidth
broadcast interface. The Web service can indicate which Content 113 would be available for download in this
manner based on the broadeast schedule or ¢could build the broadcast streams based (otally on purchased Content
15 {13. This method would allow a Web based digital content service to contract with a broadeast facility (o deliver
high quality Content 113 1o users equipped with the proper equipment making a limited number of specific
Content 113 (c.g. songs or CDS) available daily in this manner and the entire catalog available for download in
lower quality via the web interface.
Other broadcast models can be designed where there is no web interface to the End-User Device(s) 109. In
20 this model, promotional content is packaged in specially fortuatted digital streams for broadcast delivery 10 the
End-User Device(s) 109 (i.e. IRD) where special processing is performed lo decode the streams and presetit the
End-User(s) with the promotional content from which purchase selections can be made.
The actual purchase selections would still be initiated via backchannel communications from the End-User
Device(s) 109 to the Clearinghouse(s) 105 and would wtilize 5C(s) 1o perform all data exchange. The toolset
25 provided to the Electronic Digital Content Store(s) 103 has been architected and developed in such a way that most
of the toals apply to both a paint-to-paint Internet service offering as well as a broadcast satellite or cable offering.
The tacls used by a Digital Content Web Site Electronic Digital Content Store(s) 103 to acquire and manage
Content 113 as well as prepare SC(s) 1s also used by a satellite based Electronic Digital Content Store(s) 103 to
manage and prepare Content 113 for distribution on a broadcast infrastructure, The SC(s) distributed over a Web

30 service are the same as those distributed over a broadcast service,

X. END-USER DEVICE(S) 109
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consumer device, it has 10 be capable of performiing these base funciions. The End-User Device(s) 109 also

5 provides a variety of additional features and functions like creating play lists, managing the digital content library,

displaying information and images during content playback, and recording to external media devices. These
functions vary based on the services these applications are supporting and the type of devices the applications are

designed for.

10 A.  Overview
Referring now 10 F1G. 10, shown is the major componeuts and processes and End-User Device(s) 109

Functional Flow. The applications designed to support a PC based web interface Content 113 service consisis of
two executable software applications; the SC(s) Processor 192 and the Player Application 195. The SC(s)
Processor 192 is an executable application which is configured as a Helper Application into the End-User(s) Web

{5 Browser 191 1o handle SC(s) FileMIME Types. This application i3 launched by the Browser whenever SC(s) ate
received from the Electronic Digital Content Store(s) 103, the Clearinghouse(s) 105, and the Content Hosting
Site(s) 111. 1t is responsible for performing all required processing of the SC(s) and eventually adding Content
113 (o the Digital Content Library 196 of the End-User(s).

The Player Application 195 is a stand alone executable application which the End-User(s) loads to perform

20 Caonleat 113 in his Digital Content Library 196, manage his Digital Content Library 196 and create copies of the
Content 113 if permitted. Both the Player Application 195 and SC(s) Processar 192 applications can be written in
Java, C/C++ or any equivalent software. In the preferred embodiment, the applications can be dowaloaded from
computer readable means such as websile. However, other delivery mechanisms are also possible such as being
delivered on computer readable media such as disketes or CDS.

25 Tbe searching and browsing of Coutent 113 information, previewing of, for example, smg clips, and
selecting songs for purchase is all handied via the End-User(s) Web Browser 191. Electronic Drgital Content
Stare(s) 103 provides the shopping experience in the same way that is offered today by many Content 113 retailing
web sites. The difference 1o the End-User(s) over today's web based Content 113 shopping is that they may now
select downloadable Content 113 objects ta be added (o their shopping cart. If the Electronic Digital Content

30 Store(s) 103 has other merchandise available for sale in addition to the downloadable objects, the End-User(s) may
have a combination of physical and electronic downloadable merchandise in his shopping cart. The Secure Digital
Content Electronic Distribution End-User Device(s) 109 are not involved until after the End-User(s) checks out
and submits his final purchase authc;rization to the Electronic Digital Content Store(s) 103, Prior 10 this poin, all
interaction is between the Web Server for the Electronic Digital Coutent Stare(s) 103 and the Browset 191 on the

35 End-User Device(s) 109, This includes preview of sample Digital Conlent clips. Digitsl Coatent clips are not
packaged into SC(s) but instead are integrated into the web setvice of the Electronic Digital Content Store(s) 103
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Any End-User(s) wishing (o purchase downloadable Content 113, downloads and install this package. The

installation is self coatained in this downloadable package. It unpacks and installs both the Helper Application

15 198 and the Player Application 195 and also configure the Helper Application 198 (o ihe instalied Web Browser(s).

As part of the installation, a Public/Private Key 661 pair is created for the End-User Device(s) 109 for use in
processing Order and License SC(5) 660. A random Symmetric Key (Secret User Key) is also generated for use in
protecting song encryption keys in the License Database 197. The Secret User Key (not shown) is protected by
breaking the key into multiple parts and storing pleces of the key in multiple locations throughout ihe Ead-User(s)’

20 computer. This area of the code is proiecied with Tamper Resistant Software technology so as not 1o diviige how
the key is segmented and where it is stored. Preventing access to this key by even the End-User(s) helps to preveat
piracy or sharing of the Content 113 with other computers. See the SC(s) Processor 192 section for more details
on how these keys are used.

Tamper-resistant software technology is a method to deter unauthorized entry into a computer software

25 application by a hacker. Typically a hacker wants to undersiand and/or modify the softwate 10 remove the
restrictions on the usage. In practicality, o computer program exists that cannot be hacked; that is why
tatnper-resistant software is mot called “tamper-proof”. But the atnount of effort required to hack 2
tamper-resistance protect application usually deters most hackers because the effort is nat worth the possible gain,
Here the sffort would be 10 gain sccess to a key to one piece of Content 113, perhaps a single song ona CD.

30 One type of tamperresisiant sofiware technology is from IBM. One product this code was {ntroduced {sin
the {BM ThinkPad 770 laptop computer. Here, the tamper-resistant soflware was used (o protect the DVD movie
player in the computer. Digital Content Provider(s) such as Hollywood studios, concerned about the advent of
digital movies and the ease at which perfect copies can be made, have iusisted that movies on DVD disc(s) contain
copy protection mechanisms, 1BM's lamper-resistant software made it difficult to circumvent these copy protection

35 mechanisms. This is a very typical application for tarmper-resistant software; the software is used to enforce rules
on the usage of some protected type of Content 113,
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C.  Secure Container Processor 192

L)

When the End-User(s) submits the final purchase authorization 10 the Elecironic Digital Conlent Store(s)
10 103 for the merchandise he has collected in his shopping cart, his Web Browser remains active waiting for a
responge from the Web Server. The Web Server at the Electronic Digital Content Store(s) 103 processes the
purchase and performs the financial settlement and then returns a Transaction SC(s) 640 to the End-User
Device(s) 109. The SC(s) Processor 192 (Helper Application 198) is launched by the Web Browser to process the
SC(s) mime type associated with the Transaction SC(s) 640. FIG. 14 is an example of user interface screens of
15 the Player Application 195 dowuloading content o a local library as described in FIG. 10 according to the present
invention.
The SC(s) Processor 192 opens the Transaction SC(5) 640 and extract the Response HTML page and Offer
SC(s) 641 contained within. The Response HTML page is displayed in the Browser window acknowledging the
End-User(s)’ purchase, The Offer SC(s) 641 are then opened and the Content 113 (e.g. song or album) names
20 along with the projected download limes are extracted from them, siep 1401. A new window is then displayed
with this information and the End-User(s) is presented with options Lo schedule the download(s) of the Content
113 (e.g. for music, songs or entire albums), step 1402. The End-User(s) can select immediate download or can
schedule the download (0 occur at a later time. If a later time is selected, the download schedule information is
saved in a log and the download i3 initiated at the scheduled time if the End-User Device(s) 109 is powered on at
25 that time, Uf the computer is not active at the scheduled download time or the communication link is not active,
(be End-User(s) is prompted (o reschedule (he download when the computer is next powered up.
When the scheduled download time occurs or if immediate download was requested, the SC(s) Processor
192 creates Order SC(s) 650 from information in the Transaction SC(s) 640, Offer SC(s) 641, and the Public Key
661 of the End-User(s) generated at install time. This Order SC(s) 650 is sent via HITP request to the
30 Clearinghouse(s) 105. When the Clearinghouse(s) 105 returas the License SC(s) 660, the Helper Application 198
is re-invoked to process the License SC(s) 660. The License SC(s) 660 is theo opened aund the URL of the Content
Hosting Site(s) 111 is extracted from the referenced Order SC(s) 650. The License SC(s) 660 is then sent t0 the
specified Content Hosting Site 111, via itp request through the Browser, requesting download of the Content
SC(s) 630. When the Content SC(g) 630 comes back to the Browser, the Helper Application 198 is re-invoked
35 again. The SC(s) Processor 192 displays the name of the Content 113 being downloaded slong with a download
progress indicator and an estimated time to completion,
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Y YI F 10%&1‘:(r:)uowliﬁf6fmaliu1:GP/&&&E(e)lm{u.Y)ngual Content Store(s) 103 does not provide a registration function.
Also included in the watermark is the purchase daie and the Trangaction 1D 535 assigned by the Elecironic Digital
Content Store(s) 103 10 reference the specific records logged for this transaction. The Store Usage Conditions 519
are also included to be used by the Copy Conirol of the Player Application 193,

15 The Watermarking 193 is protecled with Tamper Registant Code technology 50 as not o divulge the
watermarking astructions thus preventing a hacker from discovering the location and technique of the watermark.
This prevents removal or modification of the waiermark by a hacker.

Afler inscribing any required watermark to this content buffer, the buffer is passed to the scrambling
function for Re-Bncryption 194, A processor efficient secure encryption algorithm such as [BM's SEAL

20 encryplion technology is used (o re-encrypt the Content 113 using a randomn Symmetric Key. Once the download
and Decryption and Re-Eocryption 194 process is complete, the encryption Key 623 used by the Content
Provider(s) 101 to ariginally encrypt the Content 113 is now destroyed and the new SEAL key is itself encrypted
using the Secret User Key created and hidden at installation time. This new encrypted Seal Key is now stored in
the License Database 107.

25 Unlike source performed at the Content Provider(s) 101 and user watermarking performed at the End User
Device(s) 109 may need to become an judustry standard to be effective. These standards are still evolving, The
technology is available to allow coutrol information to be embedded in the music and updated a number of times.
Until such time as the copy control standards are more stable, alternative methods of copy control have beeo
provided in the Secure Digital Conteat Electronic Distribution Systera 100 so that it does not rely on the copy

30 coulrol watermark in order o provide rights management in the consumer device. Storage and p lay/record usage
conditions security is implemented utilizing enctypted DC Library Collections 196 that are tied (o the End User
Device(s) 109 and protected via the Tamper Resistant Eavironment. Software hooks are in place L0 support copy
control watermarking when standards have been adopted. Support exists loday for watermarking AAC and other
encoded audio stréams at a variety of compression levels but this technology is still somewhal immature at this

35 iime 10 be put 1o use a3 a sole method of copy control.
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algorithm and a highly efficient decode algorithm, allows not only concurrent operation (strearning playback from
10 the encrypted file) but also allows this process to occur on a much lower powered system processor. Thus this

application can be suppoﬂ;ad on a Bnd-User Device(s) 109 as low end as a 60MHz Pentium system and perhaps

lower. Separating the encryption format in which the Content 113 is finally stored from the original encryption

format, allows for greater flexibility in the selection of the original content encryption algorithm, Thus use of

widely accepted and proven indusiry stendard algorithms can be used thus further enhancing Digital Content
15 Industry acceptance of the Secure Digital Content Electronic Distribution System 100,

The second purpose of this Decryption and Re-Encryption 194 process is to remove the requirement that the
original master encryption Key 623, used by the Content Provider(s) 101 to encrypt this Content 113, be stored on
every Ead-User Device(s) 109 which has licepsed this Content 113, The encrypied master Key 623, as part of the
License SC(s) 660, is only cached on the hard disk of the End-User Deviee(s) 109 for a very short time and 15 in

20 the clear only in memory and for a very short tim¢.  During this execution phase, the Key 623 is protected via
Tamper Resistant Code technology. Not having 10 retain this Key 623 in any form on the End- User Device(s) 109
once this Decryption and Re-Encryption 194 phase has completed, greatly lessens the possibility of piracy from
hackers.

Once the song has been re-encrypled. it is stored in the Digital Content Library 196. All metadata required

25 for use by the Player Application 195, is extracted from the -associated Qffer SC(s) 64! and also gtored in the
Digital Contenl Library 196, stcp 1403. Any parls of the metadaia which are encrypted, such as the song lyrics,
are decrypled and re-eucrypted in the same manner as described above for the other conlent. The same SEAL key

wsed 1o cnerypl the Content 113 ix used for nny associaled metidnta needing (o be encrypted.

30 D.  The Player Application 195
1. Qverview
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The Secure Digital Coatent Electronic Distribution Player Application 195 (referred to here ag the Player
Application 195) is analogous to both a CD, DVD or other Digital Content player and to 2 CD, DVD, or other
digital content storage management System. At its simnplest, it performg Content 113, such ag playing songs or
videos. At another level, {t provides the End- User(s) a tool for managing his/her Digital Content Library 196.
5 And just as importantly, it provides for editing and playing of collections of content, such as songs, (referred to
here ag Play-lists).
The Player Application 195 is assembled from a collection of components that may be individually selected
and customized to the requirements of the Content Pravider(s) 101 and Electronic Digital Content Store(s) 103. A
generic version of the player is described, but customization is possible.
10 Referring now 10 FIG. 15 there is shown a block diagram of the major components and processes of the
Player Application 195 running on End-User Device(s) {09 of FIG. 10
There are several component-sets that make up the subsystems of the Player Object Manager 1501
End-User Interface Components 1509
Copy/Play Management Components 1504
15 Decryption 1505, Decompression 1506, Playback Components 507 and may include recording.
Data Management 1502 and Library Access Components 1503
[mter-application Communication Components 1508

e R

Other miscellaneous (Installstion, etc) Componenis

20 Components from within each of these sets may be selected, based on the requirements of;
the platform (Windows, Unix, or equivalent)
communications protocols (network, cable, etc)
Content Provider(s) 101 or Electronic Digital Content Store(s) 103
Hardware (CD, DVD, etc)
25 - Clearinghouse(s) 105 technology and more.

The sections below detail the various componeat sets. The final section details how these components are
put together in the generic player, and discusses how the companents can be customized.
In another émbodiment, the components of the Player Application 195 and the SC(s) Processor 192 are
30 available as part of a programmer's software toolkit. This oolkil enables predefined interfaces to the components
of the generic player application listed above, These predefined inerfaces are in the form of APlIs or Application
Programming Inlerfaces. A developer using these APIs can implement any of the functionality of the components
from a high level application program. By providing APIs (o these components, a programmer can quickly
develop a custornized Player Application 195 without the need 10 re-created these funclions and resources of any
35 of these companents,
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Note that the design establishes no definitive layout of these components. One such layout is provided in the
generic player. Based on tequirements fromm Content Provider(s) 101 and/or Electronic Digital Content Store(s)
and other requirements, alternate layouts are possible.

This set is grouped Into subgroups, starting with the components used (o preseat End-User Display 1510 and
handle controls called Eod-User Controls 1511 used for such low-level functions ag audio playback , and
presentation of metadata. Next, the End-User Digplay Component 1510 is further divided by special function
groupings (Play-list, Digital Content Library), and then objeci-container components used for grouping and
placing of those lower-ievel components.

Within the component listings below, any reference to creating CDS or copying of Content 113 to a CD or
other recordable medium only applies 10 the case where the Player Application 195 has such functionality enabled.
Also note that the term CD  in that context is a generic one, that can also represent various other external
recording devices, such as MiniDisc or DVD.

FIG. 16 is an example user interface screens of the Player Application 195 of FIG. 15 according to the
present invention. Function for the End-User Controls 1511 include (corresponding screens of an End-User

‘[nterface are shown 1601-1605):

Conirols for performing the Content 113
Play/Siap button
Play buton
Stop bution
Pause buuon
Skip forward button
Skip backward bution
Volume control
Track position control/display
Audio channel valume level display and more.

Controls for the displaying metadata associated with the Content 113
Cover Picture button
Cover Picture object
Artist Picture button
Artist Picture object
Track List button
Track List Information object
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Play-hst Management window
20 * Digital Content search button
Digital Content search Definition object
Digital Content search Submi( buuton
Digital Content search Results objeet
Copy Selected Search Result {tem To, Play-list button
25 * Play-list object (editable)
Play-list Save bution
Play-list Play button
Play-list Pause button
Play-list Restart buiton

30 * Create CD from Play-list button and more.

Display of Digital Content Library 196
* Digital content library button
Digital content librarian window
35 * Digital content categories button
Digital content categories object
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Download button
Purchase button
20 - Record button
Player Name object
Label/Provider/Store Advertisernent object
Label/Pravider/Store URL button
Artigt URL Button and more

25
3. Copy/Play Management Componenis 1504
These components handle set up of encryption keys, Watermark processing, Copy mapagement, and more,
Interfaces also exist for communication with the Clearinghouse(s) 103, transmission of purchase requests, and
more, for special services such as pay per listen or cases where each access Lo the Content 113 is accounted for.
30 Currently, the communications (o the Clearnghouse(s) 105 functions are handled by the SC(s) Processor 192.

The use of the Content 113 by the Player Applications (95 on End Uger Device(s) 109 is logged into a

database such as the License Database 197. The uwacking of each use of Content 113 by the Player Application 195

can be transmilted (o one or more logging sites such as the Clearing House(s) 105 or Content Provider(s) 101 or
Electrotiic Digital Conlent Store(s) 103 or any siie designated and coupled to Transmission Infrastructures 107,

35 This trangmission can be scheduled at predetermined times to upload the usage information to a logging site. One

predetertnined titne contemplated is early in the morning when Transmission Inflastructures 107 may not be as
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In addition, other information about the Content 113 can be uploaded (o the logging site. For example the

3 during their playmg. icating o dther Bctions upon the Comcm 113,
last ime (e.g., hour and day) the Content 113 was performed; how many times the Content 113 was performed; if
the Content 113 has been duplicated or copied to an authorized external device such as DVD Dise, digital tape or
nuni-Disc. In cases where there are multiple distingt users of a single Player Application 195 on the End User

15 Device(s) 109, such as different members of & family, the identifications of the user of the Content 113 is
transmitted along with the usage information to the logging site. By reviewing the usage information uploaded to
the logging site, the Content Provider(s) 10! can measure the popularity of the Content 113 base on the actual
ugage, the identification of the user and the number of times the Content 113 has been performed. The actual
usage measurement makes (his system more factual driven over systems using sampling methods, such as a

20 Niclsen Rating scheme for televisions, or (elephone surveys, where only a limited oumber of users are sampled at
sny one time and the results extrapolated. In this present embodiment, the actual usage can be measures for the
users logging back onto a designated web site such as the Electronic Digital Content Store(s) 103 or Contenl
Provider(s) 101.

25 4. Decryption 1505, Decompression 1506 and Playback Components 1506
These components use (he keys acquired by the Copy/Play Management components (0 unlock the avdio
data acquired from the Data Management and Library Access components, apply the appropriate decompression to
prepare it for playback, and use system audio services to play it. In ag alternate embodiment, the audio data
acquired from the Data Management and Library Access components may be copied Lo resnovable media such as
30 CDS, diskettes, tapes or MiniDisks.

5. Data Management 1502 and Library Access Componeats 1503
These components are used to store and retricve song data on various storage devices on the End-User(s)’
system, as well as handle requests for information about the stored songs.
35
6. Inter-application Communication Comnponents 1508
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the Content 3 library, and more,

Above the Player Object Manager 1501 are Variable Objects 1512, which are mostly derived from the
meladala associated with the Content 113 being played or searched. These Variable Objects are made available to
the End-User Device(s) 109 by way of the End-User Display 151¢) and rcceived input from the End-User Controls

20 1511. All objects are configurable, and the layouts of all conlainers are customizable, These objects may be
implemeoted in C/C++, Java or any equivalent programming language.

Using the Player Application 195
The following embodiment is for an example where the Player Application 195 running on End-User
25 Device(s) 109 is an audio player where Content 113 is music. It should be understood to those skilled in the art
that other types of Content 113 can be supported by the Player Application 195. A typical audio enthusiast has a
library of CDS holding songs. All of these are available within the Secure Digital Content Electronic Distribution
System 100. The set of songs that bave been purchased from Electronic Digital Content Store(s) 103 are stored
within a Digital Conlent Library 196 on his or her sysiem. The groupings of songs that are analogous to physical
30 CDS are stored as Play-lists. In some cases a Play-list exactly emulgtes a CD (e.g., all tracks of a commercially
available CD has been purchased from an Electronic Digital Content Store(s) 103 as an on-line version of the CD
and is defined by a Play-ligt equivalent 1o that of the CD). But most Play-lists is pul together by End-User(s) to
group songs they have siored in the Dighal Content Libraries on their systems. However for the purposes of the
ensuing discussions, an example of & custom made music CD is used when the term a Play- list is mentioned.
35 When the End-User(s) starts the Player Application 195 explicitly, rather than having it start up via
invocation from the SC(s) Processor 192 Application, it pre-loads to the last Play-list that was accessed. If no
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immediately enters Song-play mode. Optionally, the song may be prepared for play but await aclion by the
5 End-User(s) before proceeding. See Song Play, below for more on this situation,
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The Play-list (corresponding screen of an End-User Interface 1603):

When (he End-User(s) has invoked the Play-ligt function, these are the available funclions;

Open Play-list

Digital Content Librarian is invoked to display a list of stored Play-lists for selection. Also see Digital
Content Librarian below for more info.

Edit Play-list

Invokes the Play-list Editor (see below), primed with the curreut Play-list if one has been loaded already.
Otherwise the editor creates an empty Play-list to gtart with.

Run Play-list

Songs are played one at a time starting with the selected song (or the beginning of the play-list, if no song is
selected), Options set in the Play-list Editor affect the sequencing of the playback However there is
controls available here (0 override those options for this play of the Play-list.

Play song

Only the selected song from the Play-list is played. See Song Play below for more info.

Play-list Info

Display information aboul the Ptay-list.

Song Info

Display information about the selected song within the Play-lisi,

Visit web site

Load web site associated with this Play-list inio browser,

Librarian

Open the Digital Content Librarian window. Algo see Digital Content Librarian below for more info.

The Play-list Editor (corresponding screen of an End-User Interface 1603):

When invoking the Play-list editor, these are the End-User(s)' options:

View/Load/Delete Play-ists

Digita! Content Librarian is invoked to display a list of stored Play-lists for selection of one to load or
delete. Alsosee Digital Content Librarian below for more info.

Save Play-ligt

Current version of Play-list is saved in the Digital Conteat Library 196.

Delete Song
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* End-User(s) notes about this Play-list
Librarian (corresponding screen of an Eud-User Interface 1601):
* Open the Digital Content Librarian window. Also see Digital Content Librarian below for more info.
25
Song Play
When a song has been prepared for play, either by invoking the Player Application 195 with the song as an
argument or by selecting a song for play from a Play-list or within the Digital Content Librarian, these are the
End-User(s)' options: (corresponding screen of an End-User Interface 1601 ):
30 - Play
* Pause
* Stop
* Skip Backward
. Skip Forward
35 *  Adjust Volume
* Adjust Track Positon
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* Librarian and more.

10
Digital Content Librarian
The Digital Content Labranan c¢an be invoked implicilly when selecting songs or Play-lisis (see above) or
may be opened in its own window for management of the Song Library on the End-User(s)’ system. In that case,
these are the End-User(s)' options:
15 Working with sangs:

Sort All by Arlist, Category, Label, other
Select Songs by Artist, Category, Label, other
Add selected songs (o Current Play-list
Copy Song ta CD (if enabled)
20 Delete Song
Add Song to Category and more.
Waork with Play-lists:
Sort by Name
Sort by Category
25 Search by Keyword
Search by Included Song Titlle
Load Selected Play-list
Rename Play-list
Delete Play-list
30 Create CD from Selected Play-list (if enabled) and more.

Although a specific embodiment of the invention has been disclosed, it will be understood by those having
skill in the art that changes can be made 0 this specific embodiment without departing from the spiril end scope of
the inveation. The scope of the invention is not (o be restricted, therefare, to the specific embodiment, and it is
intended that the appended claims cover any and all such applications, modifications, apd embodiments within the

35 scope of the present invention.
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(j) communicating, by the clearinghouse, the encrypted first decryption key to
said end user system; wherein after step (f) and prior to step (h) the method comprises the
further step of:
(k) decrypting, by the end user system using a second decryption key, said
encrypted first decryption key to thereby recover the first decryption key.

3. A method according to claim 2, wherein after step (a) and prior to step (g) the
method comprises the additional step of:
(1) transferring the encrypted data to a host site;

4. A method according to claim 3, wherein the first encryption key and the first
decryption key are implemented using the same symmetric key.

5. A method according to claim 4, wherein:

the second encryption key is a public key of the clearinghouse; and

the decrypting in step (e) by the clearinghouse is performed using the
corresponding private key of the clearinghouse.

6. A. method according to claim 5, wherein the third encryption key is a public key
of the end user system, and the second decryption key is a corresponding private key of
the end user system.
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7. A system for secure provision of data, said system comprising:

(a) means for encrypting, using a first encryption key, said data to thereby
generate encrypted data;

(b) means for encrypting, using a second encryption key, said first encryption key
to thereby generate an encrypted first encryption key;

(¢) means for communicating the encrypted first encryption key to an end user
system;

(d) means for communicating, by the end user system, the encrypted first
encryption key to a clearinghouse;

(e) means for decrypting, by the clearinghouse, the encrypted first encryption key
to thereby recover a first decryption key;

(f) means for communicating, by the clearinghouse, the first decryption key to
said end user system;

(g) means for communicating the encrypted data to the end user system; and

(h) means for decrypting, by the end user system, the encrypted data using the
first decryption key.

8. A system according to claim 7 further comprising;

(i) means for encrypting by the clearinghouse, using a third encryption key, the
first decryption key to thereby form an encrypted first decryption key;

() means for communicating, by the clearinghouse, the encrypted first decryption
key to said end user system; and

(k) means for decrypting, by the end user system using a second decryption key,
said encrypted first decryption key to thexeby recover the first decryption key.

9. A system according to claim 8, further comprising:
(1) means for transferring the encrypted data to a host site;

10. A system for secure provision of data, the system comprising:
(a) content provider means having:
means for encrypting the data into a content secure container using a
symmetric key;
means for sending the content secure container to a host site;
means for encrypting the symmetric key into a metadata secure container
using a first clearinghouse key; and
means for sending the metadata secure container to a content store:
(b) said content store, having;
means for receiving the metadata secure container from the content
provider means;
means for forming an offer secure container based upon the metadata
secure container;
means for receiving, from an end-user means, an order relating to said
offer secure container;
means for forming a transaction secure container based upon the order and
the offer secure container; and
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means for sending the transaction secure container to the end user:
(¢) said end-user means having:
means for receiving the transaction secure container from the content
store;
means for forming an order secure container based upon the transaction
secure container,
means for sending the order secure container to the clearinghouse;
(d) said clearinghouse having:
means for receiving the order secure container from the end-user means:
means for decrypting, after consideration of the order secure container,
using a related clearinghouse key, the order secure container to thereby recover the
symmetric key;
means for encrypting the recovered symmetric key into a license secure
contajner using an end-user encrypting key; and
means for sending the license secure container to the end-user means;
wherein:
(e) said end-user means further has:
means for receiving the license secure container from the clearinghouse
means;
means for decrypting, using a related end-user decryption key, the license
secure container to thereby recover the symmetric key;
means for sending the license secure container to the host site; and
wherein said system for secure provision of data further comprises:
(f) said host site having:
means for receiving the content secure container from said content
provider means;
means for receiving said license secure container from the end-user
means; and
means for sending, after consideration of the license secure container, the
content secure container to the end-user means; wherein the end-user means is then able
to decrypt the content secure container using the symmetric key to thereby enable access
of the data.

11. A computer program for directing at least one processor to execute a procedure
for secure provision of data, said program comprising:

(a) code for encrypting, using a first encryption key, said data to thereby generate
encrypted data;

(b) code for encrypting, using a second encryption key, said first encryption key
to thereby generate an encrypted first encryption key;

(¢) code for communicating the encrypted fixst encryption key to an end user
system,;

(d) code for communicating, by the end user system, the encrypted first
encryption key to a clearinghouse;

(e) code for decrypting, by the clearinghouse, the encrypted first encryption key to
thereby recover a first decryption key;,
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(h) code for decrypting, by the end user system, the encrypted data using the first

decryption key.

13.  An electronic content management system comprising a clearinghouse that
enables securely providing data, the clearinghouse being capable of communicating with
a data system for securely providing data, the data system being capable of receiving both
data encrypted with a first encryption key and an encrypted said first encryption key, the
first encryption key being provided by the data system, the encrypted first encryption key
being the first encryption key encrypted by a second encryption key, the clearinghouse
comprising:

means for decryption of the first decryption key from the encrypted first
decrypting key; and

means for transfer of the decrypted first decrypting key to a data system.

14.  The management system of claim 13 wherein the data system comprises:
means for encrypting data by a first encrypting key to generate encrypted data;
means for encrypting the first decrypting key by a second encrypting key to
generate an encrypted first decrypting key;
means for transferring the encrypted data to a second system;
means for transferring the encrypted first decrypting key to a second system; and
means for transferring the encrypted first decrypting key to the clearinghouse that
possesses a second decrypting key.
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16.  The management system of claim 15, wherein the third encrypting key is a public
key of a second system.

17.  The management system of claim 14, wherein the second encrypting key is a
public key of the clearinghouse and the second decrypting key is a corresponding private
key of the clearinghouse.

18,  The management system of claim 14, further comprising means for confirming
that the data was paid for.

19.  The management system of claim 14, further comprising means for authorising
transfer of the data prior to transferring the encrypted data decrypting key to a second
system.

20. A system for managing content data, associated metadata, and associated usage
condition data comprising:

metadata and usage condition data for associated content data;

means for altering, having regard to at least one of a purchase price of the content
data and another commercial parameter of said content data, at least one of a portion of
the metadata and the usage condition data to create promotional data; and

means for transferring the promotional data.

21. The system of claim 20 wherein the content data includes music data, and the
usage condition data includes at least one of a time restriction on the playing of the music
data, 2 maximum number of copies of the music data that can be made and a maximum
number of times the music data can be played.

22, The system of claim 20, wherein the content data includes music data, and the
metadata includes at least one of a link to a content data host, a description of the content
of the music data, artwork associated with the music data, and a selected portion of the
music data.

23.  The system of claim 20, further comprising:

a content provider capable of transmitting the associated metadata of content data,
and associated usage condition data of content data, and

an electronic store capable of receiving the metadata and the usage condition data
from the content provider and creating the promotional data.
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24,  The system of claim 23, wherein the content provider is further capable of
encrypting the content data with a first encrypting key, encrypting the firs encrypting key
with a second encrypting key; and transmitting the encrypted first encrypting key.

25.  The system of claim 23, wherein the content data includes music data, and the
usage condition data includes at least one of time restrictions on the playing of the music
data a maximum number of copies of the music data that can be made and a maximum
number of times the music data can be played.

26.  The system of claim 23, wherein the content data includes music data, and the
metadata transmitted includes at least one of the mformation identifying the content
provider, a link to the content host; and at least one of a description of the content of the
music data, artwork associated with the music data, and a selected portion of the music
data,

27.  The system of claim 23, wherein the content provider is capable of transmitting
content data, the system further comprising a content host capable of receiving the
content data from the content provider.



