; ¥+, - e3eRIJKTNt OR66RTRI 17 ~, 4R ~oa3 SPECIFICATION 1. Title of the
I nvent a, on: METHOD AND SYSTEM FOR EMBEDDI N G | NFORVATI ON | N DOCUMENT

Det ai | ed Description of the Invention: (000l] [Field of thﬂ'ZWM?ﬂ?i The
—present invention relates to a nmethod for enbeddi ng additi dn&l i on,
including text data, i.e,, so-palled electronic watermark information, in

an el ectronic docunent, a nethod for preventing the destruction of such
enbedded i nformation, a nmethod for preventing the re-use of such. enbedded
infarmation, and a systemtherefox. n~~~~~~~ | W~~~lw~ . ~ ~ 7 May ~00~
[ coca] [Background Art] As a large amdunt of information can be distributed
across t ~0r by using CD ROMs, businesses that provide services
for the ggﬂéﬁ%ﬁE§&&@Wectronic searches and for the distribution of
docunents containing digital data have becane iznpartant. To ensure the
safe devkl ofibhe of Shch Inwsimseses, techni ques that can provide for the
managenent of copyrighted material contained in digital docunents that are

di st ri butktHandANDaE YGNEMD rRgre @MBEED XN @I SFORMATMIENS I ©douiEpensabl e.
Such techniques are also required by conpanies that wish to protect secret
material contained in digital docunents, and to find and trace r

Detailed Description of the Invention:

[0001)

[Field of the Invention]

The present invention relates to a method for embedding
additional information, including text data, L.e.,
go=-called electronic watermark information, in an
electronic document, a method for preventing the
destruction of such embedded information, a method for

preventing the re-use of such enbedded information, and a

system therefor.
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routes al ong which secrets may have been | eaked. (0003) The techni ques
appl i ed fax managi ng copyri ghted el eotrani c data can be raughly broken down
into the two of access control, for which encryption and authentication are
_enpl oyed, and el ectronic watermarki ng. The aimof the first technique is to
ensure that access to the contents of selected.digital materi dl<ig A ™

3.7 AR 20

to those users who ~ ~ MAC Q03 ~;r pay far the privilege,
whose enpl oynent of the material is controlled by a nmanager. The latter
t echni que provides a function by which the secOndaryr outfl ow of decoded
‘data contained in digital docunents c#n be prevented, or can be traced.
These t %@;ﬂniques nmust be conbined in order to provide fox the rigorous
managene p copyrighted material. QO004) Anong the various types of
nmed~.a, there is a very large demand far the use of the electronic
wat er mar kBagdwgnicyned fArtt eat data that are distributed in volume. Howevez,
since in pure text data there is little redundancy in the
As a large amount of information can be distributed across
the Internet, or by using CD-ROMs, businesses that provide
services for the conduct of electronic searches and for
the distribution of documents containing digital data have
become important. To ensure the safe development of such
businesses, techniques that can provide for the management
of copyrighted material contained in digital documents
that are distributed and that can protect the rights of
owners are indispensable. Such technigques are also
required by companies that wish to protect secret material

contained in digital documents, and to find and trace

routes along which secrets may have been leaked.

[0003]

The techniques applied for managing copyrighted electronic
data can be roughly broken down intoc the two of access
control, for which encryption and authentication are
employed, and electronic watermarking, The aim of the
first technique is to ensure that access to the contents

of selected digital material is limited to those users who



exprr~s,siQn of information, it is very difficult to enbed _ information
that st~pp~.enents the original contents, i.e., elect~anic watermark
information. In "Proposal for the digital watermarking of PostScript and
PDF docunents," ~yujiro Sh~buya, Yuichi Ifa'i and Tadaa Kasa, SClIS9B-9.2.E

(prior art 1), Japanese Unexam ned Patent Pu~al a.catian Na. ]
(prior art 2) and Japanese Unexam ned Patent Publication NofrﬁL$mé§§ggg§

(pxxox ax~t 3), a technique is proposed whereby watermark i nformation is
enbedded i ~x the .~ ? MAR 200 docunerg descr~.ption) to .include
app~~r~,nce and ~.a~out, while the focys is on the fact that a page

d i pti f RS (~" Scri =DF (P bl
Form- 1) oy EAE' R b TRAS, P3} FR. Ukl T ae Hin EoveRtort: ke data.
In the abav ior art, slight changes iz~ | ~, n~ spacing and word spaci ng

and in fdﬁ%‘gegilé el SpEFRClledipedai BapRAET-on The dbrtkeFrt sechnique

provides a function by which the secondary outflow of
decoded data contained in digital documents can be
prevented, or can be traced. These two techniques must be
combined in order to provide for the rigorous management

of copyrighted material,

[0004])

Among the various types of media, there is a very large
demand for the use of the electronic watermark technique
for text data that are distributed in volume. However,
since in pure text data there is little redundancy in the
expression of information, it is wvery difficult to embed
information that supplements the original contents, i.e.,
electronic watermark information. In "Proposal for the
digital watermarking of PostScript and PDF documents,"”
Ryujiro Shibuya, Yuichi Kaji and Tadao Kasa, SCIS98-9.2.E
(prioxr art 1), Japanese Unexamined Patent Publication No.
Hei 7-222000 (prior art 2) and Japanese Unexamined Patent
Fublication No. Hel 6-~324625 (prior art 3), a technique is

proposed whereby watermark information is embedded in the



[ 000] However, it is difficult to use the above descri bed conventi onal
techni que to manage copyrights, ox to specify a route al ong which secrets
may have been | eaked, when the following two conditions are nc~t satisfied.
Z.. Detection of a watermar)E in data contained in nultiple docUunents can
be perforned only by a user who possesses a common, detecti ( RZﬂ{Ba
technique is sufficiently robust that during ordinaxy distribution
processing it can pxevent format conv~erszons and the destruction of
material |lay an unauthorized user. Howgvex, prior art Z dogs not teach a
specific detection .. I~ n~r~~ 2~0"~ s method that can satisfy condition
arts, 2 and ~ rec~u~.re$ a conparison

.. And d describ rier
W~ th thg%%rl‘i“b#rpg CP f’&iat O odBGHIGE, r ARPRBTABFS oRNARzLAYBUEAL i ng
t he base | ine of character lines , Si.nce information far watermark

det ecti oWl Bler eEorusd %doﬁarﬁ‘g%dffa@rt ebloat decupege |de st thtdon
wat er mar k has been enbedded, in a large systemthis net.had is d~.fficult
to form, such as P$S (PostScript) or PDF (Portable Document

Format), tends to be employed for the actual distribution
of text data. In the above prior art, slight cﬁanges in
line spacing and word spacing and in fonts are employed to

embed information in documents.

[0003)

However, it 1is difficult to wuse the above described
conventional technique to manage copyrights, or to specify
a route along which secrets may have been leaked, when the
Iollowing two conditions are not satisfied.

1. Detection of a watermark in data contained in multiple
documents can be performed only by a user who possesses a
commeon detection key.

2. fThe technique is sufficiently robust that during
ordinary distribution processing it can prevent format
conversions and the destruction of material by an

unauthorized user.

However, prior art 1 does not teach a specific detection



use. LTone of the above nmethods supports the protection systemfor which a
key is used (a system according to which only a key ower is permtted t4

detect a watermark) . A~ for condit~.on ~, only a study of the _re-scanning
of printed data has been w~.tten in p.rlor art 2, arid no consideration

“has been given to rerxdering page description data -sufficiently rgbust t
prevent its own destruction. Actually, many page descriptidﬁ*fb%ﬁﬁgs ZRED%D

open to the public, and may be destroyed. for exanple, a waternark enmbedded
in a line space by manipul ating the bage |ine can be easily destroyed by
slight~.y adjusting the positioning of the individual. |ines and by

mai nt ai n~. Xx~g .a constant width, xn addition, only purge text data,s. zz whioh
no 17 %@Fﬁad~~thaﬁatﬁﬁﬁarﬁaFﬁﬁgynaFPBﬂ1£§anb ddedzﬂﬁi ﬁ%“%xPFaév%é from
page description data and enpl oyed. | 6] Tn Japanese Unexam ned Pat ent
Publ i cat deacKbobeBeiiG-13989P5arps~208ndard LRJUEr @t AoHOTRAFAGSEs dU- Ghor
enbeddi ng a watermark using the statistic property of two sequences

| ocat i ongpeAl Hbheugh dihe deohndmte debs) i bedeapt pfher art m@thodotfan

i nvention relateggto the el ectronic watermarking of text, this technique
sat~. stigs e0NditiiQly 1rrAndipase 28 CORdidiLPaés crngesned, dincenabl es
information for watermark detection must be recorded and
managed for each document in which a watermark has been
embedded, in a large system this method is dafficult to
use. None of the above methods supports the protection
system for which a key is used (a2 system acecording to

which only a key owner is permitted to detect a

watermark) .

As for condition 2, only ‘a study of the re-scanning of
printed data has been written in prior art 2, and no
consideration has been given to rendering page description
data sufficiently robust to prevent its own destruction.
Actually, many page description formats are open to the
public, and may be destroyed. For exanple, a watermark
embedded in a line space by manipulating the base line can
be easily destroyed by slightly adjusting the positioning
of the individual lines and by maintaining a constant

width, In addition, only pure text data in whiech no



suffici
~owevex

ent | yr obust enbeddi ngwhen t hel ocati ons arechanged at random
, I~tis difficultto adapt thistechnique topage description,If

t hi stechni que zsenpl oyed forpage description,a nmethod for designatingthe
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wat er na
be uniq
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speci fi
whal e |

eof locations ~.s not obvious,which differs fromthe enbeddi ng

of

a

rk in an image . .~~.n abj ect whose |location is to be adjusted nust
uely identified when enbeddi ng a watermark. The page =\
utes a set of page descr~.ption objects (characters inﬁﬁ&AQhQQ@H

), including posit~.onal infornmation, and does nit incl.ude
tion ft~r 1" 1 ~-M AR ~00~ 7 identifying and ordering the

S b5 REFRy s ERimSrash: P Racabe e SalB i RE ST bre bR At

ocation can be adjusted in a specific domain designated by the

an be
t

coor di naP@de| desggirhivay dafre il R ko¥edocument and a page are changed.
Since in page description the order ~.n which objects are positioned on a
page i mage does not affect the appearance of the image, the order in which

t he obj
speci fi

party t
prior a
pure te
speci fi
the Int
formed,
di spl ay

ects appear izx a file format is na help when an abject is bei

ng

epfpodsiual ly, fihe order in which obj ects appear in a file may be
changed as the result of format conversion or of an attenpt by a third
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dat ted f d i pti ta. Si th
cRESHE ChBfoydd'rad pRGCRHBcRrpt POREPREE ardnd STHTULEE act
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this ca

se, a
4 is not an invention related ¢to the electronic

watermarking of text, thisltechnique satisfies condition
1, and as far as condition 2 1is concerned, it enables
sufficiently robust embedding when the locations are
changed at random. Howeveyr, it 1s difficult‘to adopt this
technigque to page descraption, If this technigque 1is
employed for page description, a method £for designating
the sequence of locations is not obvious, which differs
from the embedding of a watermark in an imade. An object
whose location is to be adjusted mnmust be wuniquely
identified when embedding a watermark. The page
description constitutes a set of page description objects
(characters or character strings), including positiénal

information, and does not include information for



gammon user can extract text. The PDF di splay software enploys a password
to control access perm ssion and to prohibit the use of Cut&Paste. In tk~e
current system however, if printing is permtted, only a Pb~'-BPS-~PD~
.conversion (information for managing a password is omtted through the
can~rersion into PS) need be performed to renove protection. fﬁr?sMﬁ%ZDﬂg

appli Gatl ans, therefore, ‘teat may be extracted from page desori pt~on data
and il ~ egally traded. ~aao8] [Problens to be Salved by the Invention] ~t
is, therefore, one object of the present i.~xvention to provide a nethod

and a system For enbeddi ng informati o in docunent data that include text
witten in a page description |anguage. It is one nore abject. of the

present 1#%RhifBango Prdbverdesingt o amditviysabmeflemaidi®ct i Whidehedded
infaxmatir~n in docunent data that. include text witten in a page ~ 7

MAR ZOQBf@lesanxphiage,| aixplgeandt shasladeiBehsokjsertbé ~Epbhe fAEAS &Y
invention to provide a nethod, fo~c enbedding an electronic watermark in

documeriadate Whananel s eideted; (100 g BSpEISRILIP AN AbIneE,

wher eby a common detection key is enplo el'ectroniC
I'n mﬂt'Jﬂ&%QOCHSEQEEOH a%%na be adjusted in a specific domain

designated by the coordinates is not always present once a
document and a page are changed. Since in page
description the order in which objects are positioned on a
page image does not affect the appearance of the image,
the order in which the objects appear in a file format is
no help when an object is being specified. Actually, the
order in which objects appear in a file may be changed as
the result of format conversion or of an attempt by a

third party to destroy them (an attack).

(0007]

Furthermore, none of the above prior art examples provides
for the resolution of a problem whereof only pure text
data are extractea from page description data. Since the
specifications employed for page description that are
distributed across the Internet are open to the public, an
adequate program need only be formed that can extract only

text data mechanically. In addition, the display software



systemtherefor. It is an additional object of the present invention to
provide a nethod for enbedding information in docunent data that is
sufficiently robust to prevent a fornmat conversion during common data

distx~i.butiori processing and dur~.ng an attack nounted by nzumtzm'azed
user, and a systemtk~erefor. It is a further object of the prés

I nvention to provide a nethod far enbedd~.ng information in docunent data
wher eby azx obj ect for which the feature is to be operated can be
un~.c~uely identified, and a systemtherefor. zt is one further object of
the present inventidr~to w ~ ~ M-a® zaa~ ~a ~arovide a nethod and a
system far preventing the extraction of text from page description data. It
i s yet od@InuPegsbjdaacrpiien pfreaumenitdyensuppords the delivery of

data to another program using Cut&Paste. In this case, a
common wser can axtract text. The PDF display software
employs a password to control access permission and to
prohibit the use of Cuts&Paste. In the current system,
however, 1if printing is permitted, only a PDF->PS=->PDF
conversion (information for managing a password is omitted
through the conversion into PS) need be performed to
remove protection. For some applications, therefore, text
may be extracted from page description data and illegally

traded,

[0008]

[Problems to be Solved by the Invention]

It is, therefore, one object of the present invention to
provide a method and a sygtem for embedding information in
document data that include text writtem in a page

description language.

It is one more object of the present invention to provide
a method and a system for detecting embedded information

in document data that include text written in a page



provi de a nethod and a system for enbedding ~.n, dacuraent data, as a
wat ermark, ~.nformatic~n that represents a copyright. xt is yet another
object of the present invention to provide a nethod and a system fox’
enbeddi ng i nformation in document data, and far preventing, through
mechani cal processing, the renoval froma docunent of an electronic
watermark. [ 0009 ] * [Summary bf the Invention) Ta achieve the above

objects, first, an analysis is made of the | ayout of the docu équfaQD§~
which information is to be enbedded. Then, based on the anaIyS|s
| ayout, a sequence c~f l|locations is g@nerated whereat the information is to

be enbedd desgra t|on of the text at a designated |ocation is
changed |§gag@1 gg%%%%'gl ;g% MAR Z03 ,~ ,, with the enbedded information

As a resutt, the information is enbedded in docunent data that zn,clude
t ext wwitten in a page description | anguage. The sequerr~e of |ocations is
generated by producing a string of sequential pseudo--random nunbers. [010]
Wl xen, tadt dsammbthern cbhpecst vf whehedegent dmenit 4)n z8o eppboyae (=0
enbed el ectronic watermark information inn a page description | anguage,

such as PREthbwo skObeseBedahnbocal i @D6ctFsn desuarate@nased QBcAment
description oaf the |ayout structure of a docuz~ez~t . description,

descri pti Mgrgdat angan QEFEQH% OEEQQSIQQQ%%g logati azggﬁgandggcggkgtlon wzt h

mul ti pl e docunents, diffE~ent layouts %tha're process

i ncreased
language, whereby a common detection key is emploved to

detect electronic watermarks in multiple documents,. and a

system therefor.

It is an additional object of the present invention to
provide a method for embedding information in document
data that is sufficiently robust to prevent a format
conversion during common data distribution processing and
during an attack mounted by an unauthorized usex, and a

system therefor.

It is a further object of the present invention to provide
a method for embedding information in document data
whereby an object for which the feature is to be operated

can be uniquely identified, and a system therefor.

It is one further object of the present invention to



( 001:1. ] Using the layout provided by wh~.eh a evidence a strong each of
whi ch have ity of the enbedd~.ng Tcs detect infQ matlon enbedded in
docunent data, first the |ayout of the docunent data in wiichyqinfagn j
~.s enbedded is analyzed. 'then, a sequence of |ocations 72 12%@2683
whereat the irifaxmation is enbedded is generated based ari the anal yzed

| ayout, The enbedded information is ~rk~t.ained froma page dosox~. ption
entered for text at a determ ned |location. The sec~uenco of locations is
generated by enple~ying a string of sequential pseudo-random nunbers used
for embedding infa,rmation. [0012] To 'enbed non-alterable zx~formation in

doounent data, first a stxz, ng af ar gL ecs | Eoshi chreméntimyi orkh& to be
em aedd@trQ‘él%@(t r &ct e‘EIEthrF%% t%relat e%]. en, the extracted string of

charaG@ exs is broken dawn ~.nto snaller 11154 ReE& description that

r epr esengst eachbenaofetgkiy EXaPsFRHC eF;&%rlgl%lﬁrom a reference point of
the string of charaatexs, ar a relative distance traveled froma referEnee
pai nt of the prev~.ous character is changed in accordance with the

i nfarmat zon to be enbedded. Here, when the ori gi nax stri,ggeof .Characters is

br oken dﬁ{vn id Iry%q:nsoﬁgt hesré haib jiendi vbfudiheh@radedys aPZeBHPEct &d or
that smarrer ings are formed. [0013J ~ ~ MaR ~ao~ 73 AcéBOrdi ngEto

anot hez~ as t of th eddi ng ofy sosm alfoer eembedd hgr it | BACHRSRGcument
dat a, fiP’éP,eigel a"ﬂ‘/oﬂ‘t&gﬁq)h%q%ata i¥1 a do~unmer~t in which information is to

be enbedded is anal yzed. Then ne &rqar aciielts arepsekested Aromthe
anal yzeddb&peut 25A f%nt‘”?Ef)F’Qé‘éEf ~. %éftgggl sel ected character is Gxeated,

and the page description ~s changed so that tha fart can be used to repl ace

the sel eebeyrdigrtaC ex.

Tt iz yet another object of the present invention to

provide a method and a system for embedding information in

document data, and for preventing, through mechanical

onic
processing, the removal from a document of an electr

warermark.

[0009]

[Summary of the Invention])

] ' i j de
To achieve the above objectg, first, an analysis 13 ma

of the layout of the document data in which information 18

to be embedded. Then, based on the analysis of the

i i h
layout, a seguence of locations 15 generated whereat the

information is to be embedded. A page description of the

text at a designated location is changed in accordance



[ 0014] These net hods axe thane whereby, when arx object in a page

descxi ptian | anguage is nechanically rel ocated, page description data are
so_constructed that an u.nnatura.i change in t he appear ance of the obj ect
occurs. Wth these nethads, an unauthori2ed user is prevented ”gAuzng
mani pul ati ng an object in page descr~, ption data by paxform-. ng 0 3
follow ng praCGesses: the divisian of a character object set that
constitutes one line, and storage of the divided object segnents at
separate locations in a PDF format; the enbeddi ng oWdunmy i nformation by
using a method whereby the appearance of az~ object xs changed if the
enbedded i |on i ~. eted ~ 7 MAR Z03 =~r_the use of .~ si

font to exgégss cﬁ%?agﬁsﬁ Hq;oﬁﬁaQ%PQﬂdex B8 pravedt St rext %t~ on
of enbedded_ i nfarrnati an frontdocunent data that include text witten in a
page desckipperoatiangddgembrqddad bnchacarest fatgeltdbated Hebide heexbxt
Then, a graphic prmt~.ve is created that represents the se~. ected

char act eryrabtlepage despeget dzscrigptaiors thaggedeso thhé skeumgraghicf
primtive can be used to replace the selected character. [0016] One part,

ar all, ofotdeiended st Pendratidie WRUSrdeseinft HoBLEALY Iv¥ Chanaad: a1 t hat
~t can be witten using a special character cade, system and is replaced by

using a g&agﬂag,pgh ﬁlxﬁm ak.c di splay and printing. So |ax~g as a

ded~. cat rowser Uhdetr §tands a pace description |anguage is

enpl oyed, in addltlon to ot her characters, a character replaced using the
graph~.c primtive can be displayed ox pr~.nted. However, since that
character is riot coded as text, another application can not extract it
fx~ozn thePPe@k description data. '~ 7 MA R ~~~3 ,~ [oos~] [Preferred
Enbc~di . ment] (1) Da~ignat~.on of a sequence of |ocations based on |.ayaut
.Sstructur&hen, for example, a statistic method (prior art 4) is

employed to embed electronic watermark information in a
page description language, such as PDF, two seguences of
locations are designated based on a description of the
layout structure of a document. Using the layout
description, descriptive data can be provided by which a
pair of designated locations can evidence a strong
correlation with multiple documents, each of which have
diffetrent layouts, and the re;iability of the embedding

process can he increased.

[0011]
To detect information embedded in document data, first the
layout of the document data in which information is

embedded is analyzed. Then, a sequence of locations



Th,e legibility of a docunment is maintained even when the position and the
shape of an Abject in page description data are changed slightly. ~s .is
described in the prior art. watermark information can be enbedded in the
page description data by changing the position and the form of the object.
In this enbodi nent, basically, the description & the |la~rout structure of
a doCUnment is enployed td designate a sequence of |ocations using a
statistic enbedding nethod. In the foll owi ng exp~, anati on, eano?e s the
enbeddi ng feature is information for aachange in pitch (charactle ﬂbﬁ@Zﬂﬂa
di stance) between two designated characters and their succeedi ng

character 8 peci fical the featu | s, describe s,having the
form"a m%%%%cghgoﬁ'gﬁqr&w%% tRaff ch%ii ch%r%%’tiﬁrag?acllﬂasﬁé{]v%%n t he
c~.-th character_and the c2-th character ire the 1-th line on page p."
Here, p, Ghe catahyzed dayomte2) e embeddggrinfopnat@opatigr fhtained
pseudo-random det ermi ned nunbers. To desigr~ata line ~., the docunent i mge
| ayout arnEtorsi 8 rpetgde ~dessrépplionecerttemy. Eert tefdr ®ach HAetewmmaireddr act er
(string) objects an a page arid to sort themin aooordance with adequate

ru7.es. Sigwstidie. nunbrie of seplarms angl tlm@@ﬁwmwi?éﬂfﬂédarb al
witing status dififer, depending on the daCunent, an adequate rule Tox the

cider | n Miixdyiddnes A GUNGED I JREALE N Db AR Pt 5 T ul ©

may not al ways provide t ar data to be read by a user. It

is inmportant, for tk=e e result to.be provided for an arb~.trary daounent
before a&ﬁ%ﬂté@rt?mp%iangt?BﬁOBWagﬁgnenbedding and the detection
processes.

[0012]

To embed non-alterable information in document data, first
a string of characters in which information is to be
embedded is extracted from the text. Then, the extracted
string of characters is broken down into smaller units. A
prage description that represents eéither a relative
distance traveled from a reference point of the string of
characters, or a vrelative distance traveled from a
referénce point of the previous character is changed in
accordance with the information to be embedded. Here,
when the original string of characters is broken down it
meang either that individual characters are extracted or

that smaller strings are formed.

[0013)



rule such as "t~nl.y a dull-size font of 9.5 td 1A S paints is a target for
the courit~ing of lines or characters,” or "the netrics of a character font
that appears fromd to c2 is ez~pZoyed to norrnal zze a di stance" my be
enpl oyed so long as a third party understands that the ru~.e i% not
Self-indulgent. This rule inproves the corre~.ation bEtween two feature
sequences and increases the ability to wthstand a random att

17 In Fig. ~., t~xe processing according to the present inve~ tﬁkgAAFEEBQB
enbeddi ng and detecting a watermark i sgshown using pseudo-code. Before the
enbeddi ng process, a sequence of |ocatirons to be used tt~r enbeddi ng and
detection is determned. N ~rairs of a sequence of |ocations axe prepared
for enbeddicogdiry t itef or abthexr andsphet Sequiencechsf . lembeiddinsy t hatf
represents the j-th bit ( j ~ 7., N) is def fined as aj i, bj ~. (

i - 1, non-altdBablhe 1eRetHabich the SesueReatol doeali opsres,seh .
accordance with the strength of a required watermark, and the val ues of the

| ndi vi du?'a%o %Caé EHE %faq:adefltlggatcﬁ:%ﬂr?e%ecd M{i 'hayﬁ&‘é ARSEL of PGIcaN.

Four rra ers represen c arac &rs*81 and
c2 are enpl ed to g§S|gnate aj.i and V%en an act ual hne overfl ows
the cl~th AE B Mlﬂqn; ?%%nSUBEEe&WEF?¥%e graggfédtially
count ed. v%en a Gharactex to be processed has al ready been defined as one
that i s Boebe sabedted, pfogramidre-nt pablykeps tbavautiirst Jubsdgosént
character that has not yet been enbedded. The entries ajs a.nd bji

r epr esentephe semangrs zhet hee Phdtdds cbfaraarbeasphadi e sted acteards, tard t heir
| ocations are acquired as follows. The font includes informtion caX~.ed

font  ~paghlA des@@fpdBoBNel wgadsgdnehudedid) rohe fcad W@t bked ~ s
i nformation concerning character wdth, which. represents the di stance

bet ween EBergﬁﬂﬁ )Eﬂaﬂﬁﬁ cﬁgﬁerenc§a¥§%mand the point of origin of a

succeedi ng ch=. fact er en the actual width of a
character and the width gi~ren for the character in the information
contained in the font nmetrics is defined as a feature. Specifically, a
~ra,iu~: obtained by normad.izing the actual wdth of a character using the
width gi V8RLi4d the font metrics for that character is enployed as a feature
value. And the differences between feature va7.ues ~.s used for the

enbeddi nghase tmm%cﬂrantpDSienﬁﬁlﬁmhbbn,WY[@@)Z@nAO@HMtié‘r 8t PREG obj ect
i n page.descr~,ption data, in which ~infoxmation is to be enbedded, is

di vzded desthdpttie: | otahgoageof igharmetkasicdlbhywd oeles:atdie opprgeed for
all aji and bji. A portion not used for enbedding is also divided at random
so that aesufdpithen zehtiSerreansaot ceastkycaequi thaxnf annmabnnanueancer ni ng
an enbeddi ng | ocation, A, |ayout analysis (that uses ~.nfarnmation

concer n~cRgnighe iff rledaghaspghee Sk ithR8 oBHReLS ddiheAd Oflith these
methods, an unauthorized  user is prevented from
manipulating an object in page description data by
performing one of the following processes: the division
of a character object set that constitutes one line, and
storage of the divided object segments at separate
locations in a PDF format; the embedding of dummy
information by using a method whereby the appearance of an

object is changed if the embedded information is deleted;



~ ? MAR ~Op~ 19 the character string rectangles detected froman inmaged is
performed fc~r a set of divided character string objects sa that it can be
xe-constructed as a Zinc of data. Based on the obtained |line of data,
characters corresponding to aji and bji are selected a locatiofs in the
document whereat infprmatian is to be enbedded. [0021) Fax the enbeddi ng of
i nfaxznation, as. is described in prior art 4, a sequence of 3.ocatians

corresponding to j ~.s selected, az~d when the j-th bit is " TMABQPOS
increment aji-bji the character positiqn is shifted fromthe pa-
which i =1 to the point at ~ rhich i ~ n. SpeC|f|caIIy, fax aj~, a

character rgﬁ{esented q% nmpved to the r|% f ax caJ um
writ~. ngf: et rs+% sefRbdtBy e¥PLES WEV@U qﬁﬁ?ﬁ%ﬁt (up far a
colum witing) . '~o0 reduce the value at a location, all that is required
is for an inverted operation to be perforned.

(0015]

In order to prevent the extraction of embedded information

from document data that include text written in a page

description language, first, a character is selected from

the text, Then, a graphic praimitaive 1is created that

represents the selected character, and page description

data is changed so that the graphic primitive can be used

to replace the selected character.

[o0l6]

One part, or all, of the c¢oded text in the page
description data is changed so that 1t can be written
using a special character code system, and is replaced by
using’ a graphic primitive for display and printing. S0
long as a dedicated browser that understands a page
description language 1is employed, in addition to other
characters, a character replaced using the graphic
primitive can be displayed or printed. However, saince
that character is not coded as text, another application

can not extract it Erom the page description data.



When the j-th bit is "0," the character position is shifted so as to reduce
aji-bpi. f0022] ~| MAR ~~~~ Fig. 7 is a flowhart show ng the abav-~e
~.nformati on enbeddi ng pracess~.ng. At step 110 the | ayout analysis is
-perforned. The 7.ayout analysi$ carresparrds to the . oxderi,r~g of

charaot ex~s for which physical pasitional information is basedli?nMA~e

| ayout structure, At step 12Q a sequence of | QCations is genertafe Rrgﬂﬂﬁ
step 1~0 a character olaject is divided. The sequence of 7.ocations is used
to generate a string of pseudo-randomgunbers based an a specifmkey and to

determ ne an enbedding | ocation. At step 190 j is ~.nitiali~ed as ''1," and
at step }pQ@ityjis ixritialized as "1." At step 160, aji is increnmented and
bji is decrenented to enbed "~., " while aji is decrenented and bji zs

inorernemb§g€€£ﬁ$@?%@§béwéﬁﬁftep 170 a check is perforned tv determ ne

whet her i""i'S équa er than an enbedding taunt for one, bit, It

t Y~e decision is ~'es, programcontrol returns to step 16Q. |If the decision
is No, atlldt&psishatiiecklis BerHENREd Ofo IeQadifTHe hpdeReP Jiay®Btual to
or smaller than the ~a~.t count, Wen the decision is Yes, program control
ret uxz~sstdueteyel50. When the decision is Na, at step 190 page

descra, ption data are generat ed. ~ ~ ~A ~ zoos E~023~ In the above
process~The, ldyEei MetPods axedvsemeho drangeimtained kiven awhehhathe

according to wh~.ch only aji is changed, a nethod according to which only

bji ~. s ghziR4e% and the shape of an object in page description
data are changed slightly, As is described in the prior
art, watermark information can bhe embedded in the page
description data by changing the position and the form of
the object. In this embodiment, basically, the
description of the layout structure of a document is
employed to designate a sequence of locations using a
statistic embedding method. In the following explanation,
employed as the embedding feature is information for a

change in pitech (character feeding distance) between two

desighated characters and their succeeding characters.

(0018)

Specifically, the feature is described as having the form
"a difference constituting a change in a character pitch
between the cl-th character and the c2~-th character in the

l-th line on page p." Here, p, 1, cl and ¢2 (cl < ¢2) are



and a nethod according to which bath aji and bji are changed. Zn addition,
for aj i az~d bj i, three nethods each are used to change the pasition5 of
cl and c2 ; a nethod according to which only the position of cl is changed,
a.nmethod ~. acording to which' only the position of c2 is changed, and a
—met hod acct~rding to which t)ne positions of |oath are changgd, A

comY~i nation of these nmethods is selected a.t random for aj fc}aMAR 2003
As a result, th~.s cQr ~ination nethod better reszsts an attack by an

unaut haxi zed user who seeks to extracts ox to delete a waternark, ar to

anal yze an algorithm than does a nethod that i.s not selected at random [
0024] The location of a character abject in wh~.ch a watermark ~.s

et ~eddEgaitsirgsl © ubateadio-arehdrageddéscmipedonnaibarsar e pXoepdgednatag new
coordinate information. In a page descript~.on | anguage, an object such as
a charachgmnd s 1, ~ thdPQdasmer dassdéd betk pyuaddimgl gobs dimatkod is
information. For exanple, a description such as the following is conmonly
used. coard-. s .- (bR, ), ar r i chXPd SEhe A ) This
deti,r~e%H&Hé 6§r f%af%@JféggppfggboééEgt gﬁ#gﬂ t?%#@%ﬁ%%ﬁce(ﬁgﬂiég)is a
pen." is to be witten using the current_ Pant, and.siz Ly, ile the
dr awi ng &fbjter%t%hé’tnacf‘erpaqg iaé‘cbegﬁn el ] ,E%ﬁoéfl, %ﬁ%égég\%cﬁg ¥ ajrlt
points for the individual characters in "his is a_pen.." are deterpmned in
acaar dancslediidte hewhag h. ( F&0€an 188 bPURRert oRf a2Y™PRE cABFactBf sire)
of their preceding characters, so that the drawing of these characters is
begun at ddiainn dwantthgggharti zpoitatls weiiob$s stahesi AUAfew ngdependbngods
may be enpl oyed tc~ nove the charaatexs in the sentence "'this is a pen.”
and to ehedthe document, an adequate rule for the order in which

lines are counted is determined in advance; but this rule
may not always provide the correct order for data to be
read by a user. It is important for the same result to bhe
provided for an arbitrary document before and after the
completion of the embedding and the detection processes.
A rule such as "only a full-size font of 9.5 to 10.3
points 1s a target for the counting of lines or
characters," or "the metrics of a character font that
appeats from cl to c2 is employed to normalize a distance"
may be employed so long as a third party understands that
the rule is not self-indulgent. This rule improves the
correlation between two feature sequences and increases

the ability to withstand a random attack,

[0019]



informat~.on therein. (a) A nethod according to which an absol ute position
I s designated for each character and fc~r the draw, ~ng c~f the sentence.

(b) 1~ nethod according to wh~.ck~ an abso~.ute position is 4 ~arov~zded
fQ the head of a sentence and ft~x enbedding a relative travet distance
-between the characters. According to nethod (a), the foll ow ng expressions

a.re ol ~taiz~, ed: coordinates ~(100,100), character string ~"9'3c i es
=(110, 100) , character str~.ng ="h", coordi nates :(118,100),ch1rgdﬁ®“?é£ﬁtbg

="i",coordi nates ~(123, 100y, character ,string ="s", , . .According tonethod
(b), the foll ow ngexpression ~.s obtaihed: caord~.nates ~ (100, 1a0),
character string ~. "((This i)-2(s a p)2(en.)]" The character string

encl osed [y (diqs CPIPORAL O RLAUMINA! | HcOFLRAT AELEr 11N Bt dbht e |

travel di'stance ._And inthe“character” string encJ.osed by (], the travel

encl osed BPERYIEn FAr: RBDABOLAS BRESI ST HEGrAr HELERTELN g PRANE i

drawn beg~. nning at
using pseudo-code. Before +the embedding process, a
sequence of locations to be used for embedding and
detection is determined. N pairs of a sequence of
locations are prepared for embedding N-bit information,
and the sequence of locations that represents the j-th bit
( =1, . . ., N) is defined as aji, bji (1 =1, . . .,
n). The length n of the sequence of locations is set in
accordance with the strength of a required watermark, and
the values of the individual locations are designated
based on the layout description. Four natural numbers
represented by page p, line 1 and characters ¢l and c2 are
employed to designate aji and bji. When an actual line
overflows the c¢l-th character of the l-th 1line, the
succeeding line is sequentially counted. When a character
to be processed has already been defined as one that is to
be embedded, program control skips to the first subseguent
character that has not yet been embedded. The entries aj1
and bji represent the changes in the pitches of
corresponding characters, and their locations are acquired

as follows. The font includes information called font



pc~si ti

display units at the point the | ast
n S a pll
_coordi hat es

oz~ (10D, 100), and the coordinates axe shifted to the left two

i is drawn, The next character

string

is their drawn beginning at the new coardi z~ate | ocation. 'fhe

~ 7 MAC zao~ ~4 are then shifted to the right t wo di spl a~r

unrts at the point the "p" is drawn and the string (en) is
"displa.y un.~t" represents a distance equal to one coordi ng[ ?MMAQGZUUS

di stance unit.

[002] Method (b) provides a nore conpact express~.an than

does nethod (a). However, a watermarkgcan be easily deleted s~. nply by

de~. eti
dascx~i :

[ 0027]

on the

ng the relative travel distance that appears ire the page

ption data. Zf method (b) were able to resist ari attack by an
unaut homekdiaser aral nenhbudedulia beher dengediatizi chad shatmfeemphiéenand
capabl e of resisting an attack. Such a nmethod wiJ.|l be described J.ater in
subdi vi steicé2hing Ohiax sydedi wkdthf owhiah- atdierabéet padhededtstphan dat a.
Ta detect a watermark, through a layout analysis line data froma

charact %eﬁééggtﬁe 854 iR¥ ok dﬁ%ﬂd’c&f}da' RHRAGR18s ChhBt it9fk dgbantBased

or der reconstructe

e S BTG ok eB B L B G0, TR, T P gegsL™

When the result is equal to or greater than_a specific p05|hlve tgreshold

val ue,

PefEraeyalthe ofaCJansl oW &ithedo T Wien ChREALQT t a8 ofhig

sma~.ler than a

given for the character in the information contained in
the font metrics is defined as a feature. Specifically, a
value obtained by normalizing the actual width of a
character using the width given in the font metrics for
that character is employed as a feature value. And the
differences between feature wvalues 1s used for the

embedding and the detection of information.

[0020]

A character string object in page. description data, in
which "information is to be embedded, is divaided so that
the locations of characters cl and c¢2 can be operated for
all aji and bji. A portion not used for embedding is also
divided at random so that an unauthorized user can not
easily acquire information concerning an embedding
location, A  layout analysis (that wuses information

concerning the divided character string objects instead of

Ine data, a value is exam ned by usrng

N.



specific negative threshold value, a data value of 0 is obtained. xn other
cases, it is ascertained ~. h,at no effective data ex~.sts. 100~8~ E'ig. 8
is a flowhart showi ng the watermark detection processing. At step 210 the
| ayout -analysis is perfornmed. The | ayout analysis corresponds to the
-ordering, based on the |ayout structure, of characters fof which on~.y
physi cal ) pasitional information is provided. At step 22 j7 M.tARnZ@ﬁ}&I ~zed
as ~., and at step 230 ~(aji~-bj~.y is Calculated. This calculation
corresponds to the processing far ge~xerating the sane string of random
nunbers as is used during enbeddi ng, 1®nd based an the result of the | ayQut
anal ysis, determning the character fromwhich the featuxe value (aji, bji)
Xs extrathedchakdctetr ealrdulcatiaqr el espdesectadudirny tare frexgal elgal ue.
At step 240 a check i.s pexforned to determ ne whether the (., 26 value
obt ai ”Ed%Qi‘ffJPﬁeSaflf%'f' al Zan i §f eqpat b8 eRBrAceakelstiiay ppstts ~5e

val ue.

t hr eshol It the decision is Yes, "1" is output and program cont xo

advances_t o, _step 290, xf the decis] [ , gr.am trol n,.}0 step
250, whejFéﬁF é%oﬁé‘@kbles ﬁoeerqool}sﬁé’aléf‘gg%eiserl\?ﬁ %gﬁ\%hé’t%hgfat e v ue&o %‘ai ned
by the oal cul atxon is equal to or sma,L7.er than a negatiyve threshold

val ue. Ithﬁhébﬁéép§ﬁoﬂ¥Q$‘R%,dat?'iQhBE?BEFrﬁnﬁoﬁﬁﬁféQHQﬁﬂﬂrE@ 4dvances

to step 290) xf the decision is No, program oantrol maven to step 2-0,
wher eat andi didscare asrdectiest a hépeations difbetieddosidendt i Bheragtst ep
290 a checl~ is perfornmed to determ ne whether ~ is equal. to or smaller
than a bintoemdRtonl isheod®ee smieddedies, program control returns to step
230, If the decision zs No, the ~arocessing i.s term nated. [0029] Tn Fig,
3 is shown an exanple wherein are overprinted a PDF file before a stx~.ng
of text ryas enbedded, and a PDF

[0021)

For the embedding of information, as is described in prior
art 4, a sequence of locations corresponding to 3J is
selected, and when the j-th bit is "1," to increment
aji-bji the character position is shifted from the point
at which i = 1 to the point at which i = n. Specifically,
for aji, a character represented by ¢l is moved to the
right (down for a column writing), or a character
repgeéented by c2 is moved to the left (up for a column
writing) . To reduce the value at a location, all that is
required is for an inverted operation to be performed.

When the Jj-th bit is "0, the character position 1is

shifted so as to reduce aji-bji.

(0022}



file aftex text was enbedded ~, n page descxiption d~.ta by enploying the
nmet hod of the present invention. xt is evident that the poaxtions of
certain characters differ ~ 7 MAR ~a~~ slightly, but for narm-.~. use,
th~.s difference is riot sufficient to cause reader disconfort. [0OD30] Ire
this invention, through the | ayout analysis process indi~ri, dual character
obj ects are mapped ,in the [ayout structure tc i.nplenent t e*hﬁ éﬁnﬁp and
t he designation of character objects_fhat caz~ be used far mul tiple
dacumer~ts. Since the featuxes era d& i gnat ed based on 'the | ayout
structure, a series of characters can be obtained that c~.n be used in
comon far multiple dacunent$, while at the sanme time ensuring that

p$eudo- Fagdonﬁes&ﬂssannﬂlgunhafﬁmaqhunkngraﬁm©zna@@ﬁ@ra%ﬂéﬁr@ﬁtﬁﬁﬁe P

|l ane 1 arid characters cl and c2 can be based on the enploynent of are

adequatSmﬁéaﬁlhbﬁﬁﬁnééss§n§Xpemke¢ﬁdﬁu11@ethbu§a¥ﬁuﬂrmﬂalyatlre$ ai and
bi . s~.rar~gly caxrel ate mnth each other when used for nultip~.e

docum%firﬂ%%d s becayse g,diRal uig Lgfzsﬁs(:h%b%@e%’poﬁdd ngehn aHeont that

has si ar ‘nmetrics can ate conbi ning a description of the

7.ayout structure apnd the rule appz.ied ta acq fe , h as,
"only afFHRE1®Gze 4 ntcB?r96L8r§o frs &bﬁﬁﬁ;lﬂﬁi%iggi m%é%ﬁgﬁé |z g
| i nes ox ~ 7 MAC 2003 characters . ~~ [0037.] Since the posi tiqQni

i nf oxnai hipxhet i Hey deasedsehi kieobpyolli $ RN TRen IF ?% 3% %hg is
converted into a d~.fferent page description | anguage form (e. g

past Scr i, pfedudigcé s ofenboas biiohs orhsa FDFevatieds @ineh %bn\'ﬁéﬁr%d i3ﬁt@ a
rit~F), an enbedded watermark is not affected by this type of conversion.

Si nce ach@WERE 45 b Dot dipgakar m gheoparaieron ¢f hdooetiogsoris he
editing of an object) to change the appearance of a page description

'ng[‘gggggg% i3 8%?50%%5&% PDF < Y88 UpONp§eaabgrhhtckommhbe nat efaswds will.
g as oomon user's perforn1nornal oper ati ons.
on a specific key and to determine an embedding location.
At step 140 j is initialized as "1," and at step 150 i is
initialized as "1." At step 160, aji is incremented and
bji is decremented to embed "1," while aji is decremented
and bji is incremented to embed "0." At step 170 a check
is performed to détermine whether i is equal to or smaller
than an embedding count for one, bit. If the decislon is
Yes, program control returns to step 160, If the decision
is No; at step 180 a check is performed to determine
whether 3§ is equal to or smaller than the bit count. When
the decision is Yes, program control returns to step 150.

When the decision is No, at step 190 page description data

are generated.



[0032] (2) Non-alterable page description 1~ nethod for reconstructing
| ayouts of various objects nay be enployed to attack a watermark that is
enbedded in the positional feataxe of a character string object. Such an
attack is called an equal ~. zation attach based on the idea that slight

differences in the eoordznates representing a 29 wat er mar k a7§u3@? i~zed.
~~ ::'":An attack, in this Gale, is a process for altering paae | n

data, in which a watermark i s enbedded to obtain another type of page
description, and is a very effective ggans by which to attack and destroy a
watermark. Tn this subwdi vl sion, an explanation will be given for the

foll ow ngf@p28|fic nethods that are sufficiently robust to cope with such
equal ~. zation attacks Means or so constructing a page description | anguage

that the appeaeaRER W SrdQSYEERY, | $rYLRA L9898 5ed o change

aji and bji: a method according to which only aji is
changed, a method according to which only bji is changed,
and a method according to which both aji and bji are
changed. 1In addition, for aji and bji, three methods each
are used to change the positions of ¢l and c2: a method
according to which only the position of ¢l is changed, a
method according to which only the position of ¢2 is
changed, and a method according to which the positions of
both are changed. A combination of these methods 1is
selected at random for aji and bji. As a result, this
combination method better resists an attack by an
unauthorized user who seeks to extract or to delete a
watermark, or to analyze an algorithm, than does a method

that i1s not selected at random.

[0024)

The location of a character object in which a watermark is
embedded is calculated, and page description data are
prepared using new coordinate information. In a page

description language, an object such as a character is



the result of a superficial equalization process perforned only ire
accordance with the page description appearance. * Means for naeking it
difficult tc~ performan ec~ualizati process (substantial alteration of
page description data), ~.ncludinc~ the interpretation of, a |ayout

100331 Ct ~unternmeasure for superficial equalization In the followi ng page
description, a$sunme that, anong the relative travel distances42 . d
-2, the second and the third di stances are changes added to erZ(MéR%U?th

wat er mar k, az~d the remai ning distanceggare those added as ~ 7 M4 ~ ~CD~
s dumm es (a.s a counterneasure far a canspirataxial a.ttack). : .
cC~ardi,nates - (10D) 10D) , character string - " L~"h) 2 (is i)-2(s a

p)2(e)-2(cesdtibed Ayt haddimancabirddkerteCaim foimatichi NgUsh axaR@liengf ul

change froma dummy, he or she can nmechanically delete all the descriptions

for rel atj vgad&aYBEi8hSLARECSs 3ME N lowing is commonly used.
coordinates = (100, 100), character string = "This is a
pen." |
This defines the c¢oordinates (100, 100) at which the
sentence "This is a pen." 1is to be written using the
current font and size, Actually, while the drawing of the
character "T" is begun at (100, 100), the drawing start
points for the individual characters in "his is a pen."
are determined in accordance with the width (determined by
the font and the character size) of their preceding

¢characters, so that the drawing of these characters is

begun at their drawing start points.

[0025]

The following two methods may be employed to move the
charécters in the sentence "This is a pen." and to embed
information therein.

(a) A method according to which an absolute position is
designated for each character and for the drawing of the
sentence.

(b) A method according to which an absolute position is



produce a page descri.pticrn of coordinates - (100, 100), character string
-- "'"[(This ~.s a pen. ) ] [Q391 ,A s ane of the nethods that is
sufficiently robust to cope with such an attaok, a description using the
relative travel -distances in a eharaGer string is not enployed, but a
Tocation is described for each character object as follaws: gogQrdinates = (
100, 100l , character string = "T" coordinates = (110, 1D0),%dﬁdM¢ﬁ?§m03

string = "h". , . . [0035] ~owe~rer, witYr this nmethod the size of the page
description data is larger than it is28hen the relatitre travel ~ 7 M~
~~0~ ~, distance xs enployed fox a desonptic~n. [0036) xn this irwention,

the following sufficiently robust nmethod is enp~,oyed to cope with an
equal i zapirewviatddckofoxte chepdctoipage stedmriaet | andusfoy ehbeddliag ae
travel distances. (i) Method for $h~.fting a ref~:rence pt~int

relative travel distance between the characters.

According to method (a), the following expressions are

obtained:

coordinates = (100, 100), character string = "T",
coordinates = (110, 100), character string = "h",
coordinates = (118, 100), character string = "i",
coordinates = (123, 100), character string = "s", . . .

According to method (b), the following expression is
obtained:

coordinates = (100, 100), character string = "[(This
i)-2(s a p)2(en.)]"

The character string enclosed by [] 18 composed of a
combination of characters and relative travel distances.
And in the character string enclosed by [), the travel
distances are positioned between the character string
portions that are eﬂclosed by ()s. In the above example,
the character string "This i" 1is drawn beginning at
position (100, 100), and the coordinates are shifted to
the left two display units at the point the last "i" 1is
drawn, The next character string "s a p" 1is then drawn

beginning at the new coordinate location. The coordinates



R reference point for displaying a character str~.nc~ is shifted as
follows: coordinates - (90, 7.00) , character string - "[10 (Th~.s i)-2(~ a
p)2(en.)~" Irr this exanple, the reference point is not (100, 7,00) but (
90, -100) , and the display position is shifted fromthat referénce point
to the left 10 displax units. 'then, before a ckraraGer string is actually
witten, the display position ~.s shifted to the right 10. If

equal .izatian attack is made on this expression, the' result |18;2(M‘rqg gggas
- (90, 100), charaGex~ string - "[(Th#% is a pen. ) ] " and tk~e start
position is shifted to the left 10. (ii) Method for separating a character
string into ~ ~ MA R Q003 32 individual characters and faor conbining them
to form . a¥s tthen- sihbferd etost ¥hpgE iahdr dinat ekt sPayounitd)  eEndiiet er
string " [ (T) 19 (i) 10 (a) 5 (p) ] " coordinates - (7.00, 100), character
string ™" peilfit) th¢i $p"17i4 sjraen( @nd- the strinhgin(em] siexaipiwn.a A

eharaGer string, "This is a pen." is broken down into the first character
of each wopd spnGyt heuhgRi Ndedpradehide andiyigiahcsey ar godi griayed
i ndependently, In its appearance, this string does nat d~.ffex fromthat

representggO@ﬁﬂHg%éﬁﬁﬁgb@ft#ngégée Yep the equalization attack is given

to this expression, results are a coordinates = (100, 100), character
string = "[Tiap)]'"' coordinates -- (x00, 100),, character string " f
(hi'ssen. ) ] ".

[0026]

Method (b) provides a more compact expression than does
method (a). However, a watermark can be easily deleted
simply by deleting the relative travel distance that
appears in the page description data. If method (b) were
able to resist an attack by an unauthorized user, a method
could be provided that was both compact and capable of
resisting an attack. Such a method will be described
later in subdivision (2) of this embodiment for

non-alterable page description data.

[(0027]

To detect a watermark, through a layout analysis line data
from a character string object are reconstructed in page
description data. Based on the order of the reconstructed
line data, a value is examined by using the same sequence

of locations as is used for the embedding processing.



xhus, character strings "Tiap" and "hi ssen" axe d.zspl a, yed over~. apper ~
begi nning at (7.00, 100) . [0037] ~~.nce the individual character string
obj ects axe described using page positions, their appearance on the .
~ 'MA R ~D~~ display is not affeoted~ even; when their position3 and order
irethe f i le, are changed . So |lar~g as the des~x~iptions. rnin
multiple objects that formone line are |located at raz~dam i ff?ﬁARZﬁO
is inmpossible to detect the above separation through the nechanica.7. and
| ocal anal ysts of the appearance. (00281 A conbinatiozx of the nethods (i)
and (ii) is nore resistant to an equalization attack. rn Fic~, 4 is shown
the result obtained after an equal z2ation attack an a tile is expressed
usi ng t h& (agtiduisi (i }s ardlemilptedhifar whlher dathk ibiftor fmt Forl 4 s. dest.,oyed by
the equalization, the appearance of a docunent is also too seriously
damaged N0 .be ~WhepG-thd. (O8G8DtFiHs 9=dquakh ftowshar tgrfesrtawn-tdlarer abl e
page description (di~r~,sion of a character string and a chance in a

ref er encgpReiittie -gEbﬁﬁiveattrsﬁ@ﬂm?ﬂd Ovalehe, SPA aviakRarogi e f i ng iish which

a watermark is to be enbedded is extracted, anrl at step 320 the character

string i g dididQf  Rflen the result is equal to or smaller than a
specific negative threshold value, a data value of 0 is

obtained. In other cases, 1t is ascertained that no

effective data exists.

[0028]

Fig. 8 is a flowchart showing the watermark detection
processing. At step 210 the layout analysis is performed.
The layout analysis corresponds to the ordering, based on
the layout structure, of <c¢haracters for which only
physical positional information is provided. At step 220
3 is initialized as 1, and at step 230 Z(aji-bji) 1is
calculated. This calculation corresponds to  the
processing for generating the same string of random
numbers as is used during embedding, and based on the
result of the layout analysis, determining the character
from which the feature value (aji, bji) is extracted, and
for calculating the expression using the feature value.

At step 240 a2 check is performed to determine whether the



i nto individual Characters. Yn this process, a Character string is divided
~.ntc~ indi~ridual characters, ar ~ into shorter charactax strings, and
position information is added thereto. At step 330, re~.ative tra-~rel
_distances fromthe reference point of the character string az~d fromthe
“reference points of the indi.vic3ual characters are changed, T Iocate
characters belang~.ng to the string, the actual position of 15@ %? @
is determined u$~.ng its relative tftavel distance fromthe coordinates That
con~sti,tute a specific x~efex~ence. RR this case, the reference

coordi nates are shifted. zt s~hot~~.d be noted, however, that since the

rel ative travel, distances fromthe reference coordlnates of the

~. ndi vi d¥R&LUEhaPhbpENgdaRY athe o cahsNdadionhel§ oBTRRSNSL AL CRNiIGHRATRF

characters are actually to be w~.tten are .unchanged. ~Lt step 34~

infornathhaﬂsaepbeddédeinhndahuﬂ&uvmiwm-stﬁﬁn@bajmﬁm}stnnnﬂérﬁ%ﬁbuxe for

equal i zation, inc~. uding interpretation of a |ayout
"1" is output and program contreol advances to step 290.
If the decision is No, program control moves to step 250,
whereat a check is performed to determine whether the
value obtained by the calculation is equal to or smaller
than a negative threshold value. If the decision is Yes,
"Q" i output and program control advances to step 290,
If the decision is No, program control moves to step 280, -
whereat it 1is ascertained that there 15 no embedded
information. At step 290 a check 1is performed to
determine whether 3§ is equal to or smaller than a bit
count. If the decision is Yes, program control returns to

step 230, If the decision is No, the processing 1is

terminated.

[0029]

In Fig. 3 is shown an example wherein are overprinted a
PDF file before a string of text was embedded, and a PDF
file after text was embedded in page description data by
employing the method of the present invention. It is

evident that the positions of certain characters differ



As an extrene attack for equalization, a |ayout analysis used fax the input
of a docunent image is perforned, and ~ 7 ~~a~ ~00~ 35 the obtained
result and the text code ~.n page description data are enpl oyed to prepare
fiew gage description data, 1"he results ~ of the |ayout analysis and

character code axe enployed to generate source cads with at
Latex (actually this is studied for the input at a docunent 1%%%@3 he

data is reformatted, so that a page description having a d~. ffex ent zayaut
fromthe origiwal is °~ produced by amunaut horized user, an attacker. In
th~. s case, watermark information enbedded in the original |ayout is |ost.

[009.] Toswirgveny, susht anfatt acdemPpRoensescripis oridpfaraiee processsd so
that the Iayout anaIyS|s that serves as the premise i.s not, easily

per fax' med, [ frt2, Characters ~n two |ines
t hat ax’ s a |gne ver |ca?§y gggﬂgefllsgogg §‘S|ngle fort (enbedded as a

dedi cated font ~. n page description data), and are sa |ocated that they
carp not be i dentified Pram their appear ance. Since the nmeaning of the
shape represented by that toz~t can not he understood through the ~.ayout
ar~al ~rsiPpibkess, the coxxeet logical. descript~.an for a .1 ? MAC

, ~DO~ docunent earn not be output. If such a canpaund font character and an
or di nary mharagiser isventigner ¢huowtgrd dbe~. hgyeoetoramalysys towoocedd a of
the length to the width of a character would be greatly changed and the

readi ng ofnd Hei Ghat actaryepks bebeikts. cake. Meppedesiht thd ilawbuticult

to performa data distribution wherebx an attacker can appear to be the

owner OféifﬁEWEthEo inplement the ordering and the designation of
character objects that ¢an be used for multiple documents.
Since the features are designated based on the layout
structure, a serles of characters can be cbtained that can
pe used in common for multiple documents, while at the
same time ensuring that pseudo-randomness is employed.
The pseudo-random ¢eneration of page p, line 1 and
characters ¢l and ¢2?2 can be based on the employment of an
adequate seed (key). It is expected that the thus
obtaihed features ai and bi will'strongly correlate with
each other when used for multiple documents. This 1is
because Tthe feature of a character string in a font that
has similar metrics can be calculated by combining a
description of the layout structure and the rule applied
to acquire the feature, such as, "only a full-size font of

9.5 to 10.5 points 1is a target when counting lines or



[0042] Fig. 10 is a flnwhaxt fcar a non-alterable page description
(compound font). At step 410 the layout anald.ys~.s is perfioxned. At step
420 two vertically arranged lines are selected, and at step 430 two
che.racters positioned substantially horizontally are selected fromthe two
selected lines. At step 440 ont information concerning these two characters

is obtained fromthe system At step 450 a font including th
characters zs prepared and character code is assigned to thi!zmAR 2003t ep

4~0 the font ~,nEormation ~,s enbeddegBin a file, and at step 470 new
character code is enbedded in the original character string. ~'inall.y, at
step 980,the parti~xent characters are deleted from anot her ~ ~ ~~~ ~o0a-
charactépaﬂﬁqQEFSSteps 460 to 980 correspond to the pracessxng for

enpl c~y~ng the prepared font to replace pertinent aharc~cters~in the text.

[ 0043] Tt is satisfactory to determ ne the |ocation using a pseudo-xandazn
nunber based Qn an adequate seed, arid the aaxnpaunding of fonts to be

per f or mng@ oty jone to several. |ocations on a page. If the position of a
chaxaCter object is manually adjusted and a ~ratsrmark is deleted, sa |ong

as_a aa@&?}%d £RB! S fSn1hl SR3ERRAER NERRd 4 hahasavalker N Kiligs been

i17. egally deleted froma document, [0044] A conpound Pant can bg )

o epar cdrgecd 185" 90 VT fort e sERET. £ o oA Sheom o™ P
different ©page descriptien language form (e.g., a
PostScript file is generated from a PDF and is then
cénverted inte a PDF), an embedded watermark is not
affected by this type of conversion. Since a common user
does not perform an operation (the moving or the editing
of an object) to change the appearance of a page
description language format, such as PDF, even upon seeing
the format, watermarks will not be deleted so long as

common users perform normal ¢perations.

(0032]°

(2) Non-alterable page description

A method for reconstructing layouts of various objects may
be emploved to attack a watermark that is embedded in the
positional feature of a character string object. Such an
attack is called an equalization attack based on the idea

that slight differences in the coordinates representing a



Further, characters extenci~.ng across three lines my be Constituted as a
single Pant. Zn addition, characters that constitute a conpound font may
not al ways be adjacen~r to eaal ~ other, i.e., may be | ocated apart from
_eaoh ot her. ~ 7 MAR ~~a3 .. ~ oa~s~ The layout analysis pfocess is
enpZayed not only by an unauthorized user, but for the enbedding and the
detection of-a watermark: fio provide the required accuracy1dﬂqw4ﬂnZgﬂgty
of the. processing, one of the follaw nc~ physical diffexence$ is

Fromthe viewpoint of a reference for28 user, a correct interpretation is
required far a layt~ut analysis for reformat tine. Howetrer, such

correctness is not required for the wate N9 analysiss, Ld the sane
resul t né”e%%“%’f) alaﬁgd ?%?%i%/z?%r" el edé?ﬁé’@ghd ﬁgrlt}@'tszc%%%'. b'gThaZ

| ayout interpretat.~.on_nust be uniquely determned, for refornattjng.
Howe~r er PYXRFE§Y £t r aLREANIIPBEEI FH AT D W% rﬁje?rq?'car’rnbeasﬁf‘bn‘g&f ed for
mul tipze avail able | ayout results, Therefore, the | ayout analysis used for
t he enmbecht ey nietleation @nbeddad ngtGarriein naneer edtYRe e @BsiR38¢% han
can the analysis for reformatting. (ao4s~ In the present invention, the
processi b ddrpt O¥n shidid ngsa 4 efengncer pecniyveantkdhe fmocebiehnged i.i y
for d.ivid.ing a ~ ~ ~a ~ ~oa~ character string into individuai

ehax-act /s A0 dahfll LURNJY N9 hEEELhArRD! aith Mhi b PbepcE Via@ear, Sii | Ngs
Xs perforne 0 cope wzth an attack nounted to interpret page description

data and to delete ir~f tion for Vi a.bacatd_gn... Lkhet ef i e
descri pt iOP HARE" R b@gigaf% neggyﬁg? ?ﬁg ingegafﬁ%%ﬂﬁzaicﬁ?%ﬁlgggyaut
informat~. on a.ffeots the appearance ad nt_ . S-.nce~.the
dest ruct ivpthpds Vdad nare cauggécas é;@ t’f)‘%a:‘yggydiﬁ GRS tgl‘égpe%‘%%lﬁce), a
damaged docunent can not be re--distributed.

ecualization attacks:

*

* Means for so constructing a page description language
that the appearance of a document is greatly changed as
the result of a superficial equalization process performed
only in accordance with the page description appearance.

* Means for making it difficult to perform an equalization
process (substantial alteration of page description data),

including the interpretation of a layout.

(0033)

Countermeasure for superficial equalization

In the following page description, assume that, among the
relative travel distances 2, -2, 2 and -2, the second and
the third distances are changes added to embed &

watermark, and the remaining distances are those added as



L0097] 1~ countermeasure for reducing the accuracy of a |layout ana7.ysis
using a conpound font can be taken to cope with an attack during which page
description xetc~xmatting zs perfornmed after the | ayout anal ysis has been
<onpl eted. The presence c~f a conpound font caz~ be detected from page
description data only~if an attacker prepares a program however, a user
must visually identity wards that axe coup7,ed together, ot h (TNNéR2603
conpound font can not be separated i mto i ndependent fonts,

reformatt~.ng results are adverse~.y abfected. Therefore, the processi ng

4a 1 | ~l A~ p03 required to nechanically del ete watermarks fran1nany

docunment sy, dégfgggzg JoQ8r g(ee?stﬁ?%evf@f aoe?gifsp@%ﬁ%&i é‘g‘nand I S repl aced

i nformation Text e in page descr~.pt~.on da

by a set of c_primtives draw_t he same_character., acter
may be eﬂ?roerg%’éga W ng cd&eoot'haw@sf'fthF‘FaﬁFFﬁat Flﬁﬁ' t=rdi ﬁr@h@ TYst em
and font information fAr displaying it may be assenbled ins the page
descrlptﬂd?@(ﬁuﬁiPH%L%)T%bnaééé *¢haracter" is then processed as a |ine

i mge. |~lthough the shape of the displayed imge is a character, the inmage
can not A thdengh f ~ared ststaclodar acdrer st nglitstEirsduisly o geesphiregful
pri.mti~res. Thorefare, as is shown in rwy. ~, wnen only text data are

di spl <':1_ye<é:rllt@bh%1 £6bHh0oR  BYinkg, NGO SRASE ecag~heRhwheRalilgWided el £11nting
i s avail abl e by enpl oying PDF m splay software, either characters are not

di spl ayeq.or e%%%’lg’%g..'o‘i‘-&s ¢hgr algz-’ffétf%' dve 101 3Rl %ﬁx ed,( e~ Jhe
abo~re alteration’is not reversi ~e origina .~ ~ ~~~ ~0a~ N
can not be cover ed sing.a,codi ng program Exam nations acrd data
entries 6@?¥§¥ﬁ%dﬁH@a%%naﬁsﬁg~Ph&Q§ Qge i nd~. spenaab7.e in order to obtain
the sane text information as it actually appears. Even when the above

.~ar ocessidorFdifiaees orndd Mor v oﬁbaﬁapgeéfﬂﬂﬁ§QQnd dad3h l§udﬁ5a% t he
characters that appear frequently in a docunent or the articles "ha, ga and
no, " a @gesungr'tt that is extracted is difficult to read. As a result, the
nane effects obtained by processing the text inits entirety can be
acquired by performng the activity xnpl.ied by the neaning of the

"requi renment fax manual checking."

[0034]
As one of the methods that is sufficiently robust to cope
with suech an attack, a descripticon using the relative

travel distances in a character string is not employed,

but a location is described for each character object as

follows:

coardinates = (100, 100), character string = "T"
cooxrdinates = (110, 100), character string = "h".
(0035]

However, with this method the size of the page description

data is larger than it is when the relative travel



LO050) Fig. 11 is a flowhart showi ng the processing far preventing the

extraction of text information. At step 510 a character to be replaced by
graphic primtives is selected. The select.ian of a character to be
JTeplaced by graphic primtives corresponds to the selection of character

data to be pxeventr~d from being extracted f.ram page descr~

%im1dma,
a ., ~.t corresponds to the selection of a set of Iocation! d“Aé%QﬂOBng

a character, a lire and a page. At step 520 the selected character is ey
MAR ~~~3 del eted Examthe text data. Bere, the deletion of the selected
character fromthe text data corresponds to the deletion c~f a target

ek~ar act eg. he _t i .a Jption | anguage. |If necessary,
page descch% ?%Qr:lédgfsagglbégg%gngf@& agg%estﬂ:gﬁglsog}'ay | ocation of a succeedi ng
character is clearly described. Th~.s is done zn order to prevent the

succeedi ng character Exam being displayed at the | ocation occupied by the
del eted character. At step 530 the graphic primtive representing the

de7.eted th@3@rter is added. ~"he additzan of the graphic pri

mtive

representing the deleted character corresponds to the addition, to
descriptinp dehds QinGleadpkivrt, Primati ¢eslvhengby serfegildicem tiayr ~xofust
s~, m | ar appearance can be displayed at a | ocation occupied by the del eted

char act erm?ﬂ@ail hé]ggbl% R ﬁ,;kge@%ﬁ@eﬁtthsaﬁeteg%mqattqodﬁt&ﬁﬂ@ﬁ_ pBgt her

t he page

all the selected act een processe Zf the deC sxan is Yea,
the processing is terninate Lf .the deci si, i $.No, .pr copLrol
returns to st %‘E%. Pﬁ@?l) ggfﬁ%épé:lg%ar élcstlglg’ i zChheot xg%}ga(r:]%ss d g%/a‘ggllng t he
cads but ~ ~ Ma R Zoa~ 43 instead is expressed by using a gx-~aphie

primtivell$e3RERREf oxmation can be grever~ted from being stol en by using

Cut & ?aste, or by enploying an automatic character
(1) Method for shifting a reference point

A reference point for displaying a character string is
shifted as follows:
coordinates = (90, 100), character string = "[l0(This
i)-2(s a p)2(en.}]"
In this example, the reference point is not (100, 100) but

(90, 100), and the display position is shifted from that

reference point to the Jleft 10 display units.

The

n,

before a character string is actually written, the display

position is shifted to the right 10. If an equalization

attack is made on this expression, the result is

coordinates = (90, 100), character string = "[(This is a

pen.)]",

and the start position is shifted to the left 10.

(ii) Method for separating a character string

into



in:~ormation extraction program All the characters in a doCUrer~t can be
i ndependent |y defzned. ~lawever, even if only a character that frequently
appears is x~epl.aced, ~r~.sual. checking is required after text has been
extracted, and the anmount of manual |abor involved i,s increased, so that
the theft of text ix~forznation can be ~arevented. Also mhether t ext has
been illegally extracted can be detexm rred because a specifi ka®6§ﬁ2an
m ssing. So 7.ong as a snall nunber of characters are processe 3
character font information is enbedde®2as a graphic primitive i x~ a page
description fiJd.e, the size of the file wll be increased only slightly,
and the practical usabjlity of the file as dlstrlbutlon data will _riot be
| ost . 05@§1Wﬁ@u¢%F gragpayedss t g odt iEMPIRARG al tREBUNERL £BXRR, t
~.n a page description | anguage has a function whereby a password, is used
to inhi binuluigPRascbarbeteevetrinije .,. 44 control for "~ermtting
d~.splay and ink~ibiting Cut&Pa~te" is sinply inplenmented by~ referring to
the flag debrd@ifibeki | €.= Acoqipdi,ng tpobdhe presefadtwenti grriey.y &=f code
information (or on,e part of it) ~s renoved from page description data, can

t he steald { sentially be prevented, w thout dependi ng on
t he |nplengg¥gt?oﬁ¥%?(g?gqggﬁay program [0053) In addition, s~ nce one

part of the n text_ is ved, manual equ~ d fQx _
confi r matd2X Jr’%a{:ﬁﬁr eased a é restj??) of ar” %1?% o fé\; r)tgne

refornattlgg of page descrlptlon data, which was explained in the (~)

non-al t er'abf EhhagbS iddd ey BPil6A - 24Rd ) e neal~anxca| destructi . on/ capyi ng,

of a watermark is difficult. (0054J xn Fig, i's spawn an exanpl e hardware
arrsngenekn , ta¢emﬂxampl&»|ah@h@ﬂ§nﬁﬂrl$t3wagt|6ﬁhﬁ&H15 asyreny f b8
enbeddir~g/d, etecting a watermark. A sy$tem 100 conprises a centra

prooeasi ngrep@ar dbwh (1Gftd ther fdratmemamacterThef each wlk?Qhd5Sthe' U 7,
and the nenory 4 arewonnect~d by a bus 2 arid an IDS controlJ.er 25 to a

hard di Skréiﬁayﬁdéié (0%nlo &1 Or el vEGh A dibYfentUCh A% andNeH) ageGD- ROM
2 6 or aJ~VD 3 , Which is an auxiliary storage device. It is preferable

that 'nfo{ﬁ@éﬁgﬂdéﬂt9§.em?ﬂdeﬂs abpRadQGWBNt thi ke {Pring does not
differ from that represented by the above method (¥).
When the equalization attack is given to this expression,
the results are

i

coordinates = (100, 100), character string = "[Tiap)]"

coordinates = (100, 100),, character string
"[(hissen.)]"
Thus, character strings "Tiap" and "hissen" arxe dasplayed

overlapped beginning at (100, 100}.

[0037]
Since the individual character string objects are

deseribed using pade positions, their appearance on the



which infarmaticrn is tc~ be enbedded, be stared in the auxi7.iary storage
device. Simlarly, the CfU 1 arid the nenory 4 axe connected by the bus ~
and a SCSI Controller .27 is connected to a hard disk drive ~0 (ox to a
storadge nediumdrive, such as an M 28, a CI~-RCM 29 or a DVD 31 ) , which
is an auxiliary storage de~r.zce. A flop~ay disk drive ~0 is tep ed to
the bus 2 via a floppy disk controller ~aa~~) A floppy disk i iﬂzakﬁzﬂns
into the fiappy disk dri~re 20, and code or data or a conputer program
which interacts with an operating systa3gm and i ssues instructions to the GPU
1 for inplenenting the present inventipn, can be stored an the floppy di sk,
or G~ fihe hard disk drive 1~ ar on the M), the CD~ROM 2 6 or the DVD 32 )
, and i.n R0 isThietcabiretedr ogvan i wheRecthebr by ohEiemsi tandt o

~ ~ ~A~zaa~ 46 the nenory 9 . This c~de,~---and ~ it associ ated dat a,

i ncl udes ardiy, axe endheddi figlelet agei omwharigegr.am afd f dminglat as Ththeode
fax the conputer program caz~ be conpressed, or can be divided into

mul tiple Wtﬁt St A5 i 18 St dredings. fO4p6]onkhe
system 100 furt ericgtgsrrprch;}%s usie)r?J mdelr%q‘é)cge har dware Conmponents, such as a
poi nti ng vice (a r j,ayst =, c ad .a l.yeybaa f nt.eri ng
dat a, andq%ncﬁ s?)lr(%yggg\%?gg f%' flga)rﬁ%:’rr%v%i %g%\g:iselﬁalltgajtp% ?nggsg'slbé% e
Furthernore, a printer can be connected tq the system 100 via, a paral|el
part 16, é"e%%dé'-rhecaﬁbﬁgeco‘ﬁﬁBEF%Hl?P~.%‘%O‘é@i aqh$oﬂecf§n¥%?f dhd
comuni cata. ng wi th ar~ot hex~ conputer, the system 100 can be connected to
a network licat renaskyshs  opokhe 1Spp@aran@®dem car via a communi cation
adaptor 18 fan ethernet or a token ring card), A remat~ transceiver is
connected to the ser~.al part 15, or to the parallel port 16, for
exchanging data with the systam 100 using ~ntrared rays or w res. Through
th,e comymgendj on funCtiaris, information to be ambedded, or a docunent
file in which informati on xs to be enbedded nmay be obt ai ned

A combination of the methods (i) and (ii) dis more
resistant to an equalization attack. In Fig. 4 is shown_
the result obtained after an equalization attack on a file
is expressed using the methods (i) and (ii). While
watermark information 1s destroyed by the equalization,
the appearance of a document is also too seriously damaged

to be racycled.

[0039)

Fig. 9 is a flowchart for non-alterable page description
(division of & character string and a change in a
raeference point). First, at step 310 a display character
string in which a watermark is to be embedded is

extracted, and at step 320 the character string is divided



~ 7 ~tA ~ zaa~ 47 externally. ~aos~~ A |oudspeaker 23 ~.s used to receive,
~r~.a an anplifier 22, an audio signal, produced by a D/ A conversion
(dxgi tal /ane. 7. og canvex~si on) performed by an aud~.o cantx~ol J.er 21, and
to output the signal as sound. The ( audio controller 21 pexforns the A/D
(analog/digital.) corr~rersion of audio information xeceived via a

m cx~aphone 24 in order to introduce external audio data |nto the systen1
100. (0058) As is described above, it would be easily underst zp 9
system of the present invention can begprovided by an ordl naxy persona
computer (PC); a workstation, a notebook PC, a .palntop PC, a network
conputer, a television set or anothsx eJ.ectric hanms appliance that
|ncorporaté§t§<ﬁﬂﬁ&ﬁ%¢uah ghawagkerisne htvi hhls @mﬂﬂﬁﬂ&xuaoﬂhﬁmactﬁan a

conmmruni cation term-. nal haring a comunication fun,eti. such as a
telephone,sarﬁagsidbledﬁ&dﬂbme,iﬂtporﬁﬁﬂﬁeiﬂ&b&phahara@tBH@,Oro&-PDﬁtOOV a
conbi nation of the . . , W 48 canpt~nents desex~i.bed above.. It should be
not ed, NOVEKBehNaknEIERR GOMRRERIS ar %n@erﬁbéal%&%ﬁpl Q%Qt&% axt of of
them are required for the present i Avéntion vantages o]

| nventi on] rdj t he res nt~ t he el ectr,

wat er nar ki ﬁé\&%g EP%B&E% le | SSBe er it ao'iﬁean&&&d 1] 99Ftaﬁ‘8§§| bl e
to prevent .the cqpyi ng_of many EF files, the ~. 1l egal constructlon of a
document dSFQBa§@ee§lf%ﬁePF? EQ&PPNQﬁr?@%tFBﬁrﬁéF@Fc@ﬁﬂ%ﬁgeﬁﬁmo§§°ﬂata
in accordance with the database. In order to preclude illegal. business

transact i ohbe ~referesmceonpréptsesenti ngha copsgiiivynadtancherenbetdedaas a
wat ex~maxk irt a text file. zf an unauthorized user renoves the watermark
and reconsthentgda filTe tbouseefl chardittsanesbelbagihgsheo cahenostring,
nmechani cally delete a watermark froma |arge number of dt~curnent pages

9. 'Hr:ief PRECHJMIAN BbsifeohY 8 Nwh Fellardctes a sdi GO AR S A91ng

pseudo--code far the enbeddi ng and the detection of a watermark a. ccoxdlng

to the presegt rolative travel distance from the coordinates that
constitute a specific reference. In this case, the
reference coordinates are shifted. It should be noted,
however, that since the relative travel distances from the
reference coordinates of the individual characters are
also changed, the locations at whiech the characters are

actually to be written are unchanged. At step 340

information is embedded in the character string.

[0040)

Countermeasure for equalization, including interpretation
of a layout

As an extreme attack for equalization, a layout analysis

used for the input of a document image is performed, and



1 ? MAR ~~D~ 4~ invention . , , Fig. 2 is a d~.agxamillustrating an
exanpl e hardware arrangement fbr a s~rstemaCCOrdi,ng to the present
invention. E ~.g. ~is a d~. agram show ng an exanple wherein files before
and after a watermark is enbedded are overprinted. ~'ig. 4 .is-a d~.agram
showi ng the results obtained 'by an equalization attack on the met hod of
the present ~. nventiar~. Fig, 5 is a diagram show ng characters |n t wo

lines that are defined as a single conpound farm. Fig. 6 is a ﬁp?ooa
showi ng the edit~.ng xesuJ.ts obtainedagy the replacenent of a graph
primtive. Fig. '7 is a flowhart show ng the maternark enbeddi ng
processi ng according to the presepnt invention. ~Bis a flowhart

Showi ng t ré*Gw?RFadlipd Fesadits g blesspny md}%gpﬁﬁet e g5t on

invention. Fig, g is a flowhart showi ng the non-alterabl e page

descri pti clatzpretessémpl¢yded lboeakiagadawment pagbarMerlptwnngialml t he

changi ng of a reference point).
The results of the layout analysis and character code are
employed to geherate source code with a tag, such as Latex
(actually this is studied for the input of a document
image), and the data is reformatted, so that a page
description having a different layout from the original is
produced by an unauthorized user, an attacker. In this

case, watermark information embedded in the original

layout is lost.

[0041]

To prevent such an attack, page description data are
processed so that the layout analysis that serves as the
premise is not easily performed. For example, as is shown
in Fig. &, characters in two lines that are aligned
vertically are defined as a single font (embedded as a
dedicated font in page description data), and are so
located that they can not be identified from their
appearance. Since the meaning of the shape represzented by
that font can not be understood through the layout

analysis process, the correct logical descraiption for a



Fig. 10 is a flowhart show ng the non-alterable page descriptiax~

(compound fonts processing. ~ ~ ~~~ ~aa~ Fig. 17. is a flowhart show ng
the text infarmatian. extraction prevention. proeess~.n~,g acec~rding to
the present invention. ~ 7 MMR ~~0~ -si Cainms: Caiml Are information

enbeddi ng system for enbeddi ng i nfor~xration in docunent data, including
text witten in a page description | anguage, corx~prising: (1) neans for

anal yzing a | ayout of said docunment data in which informati O!la? Mé&?aoa
enbedded; (2) neans far, based on sai dganal yzed | ayout, generati

sequence of |ocations 'whereat said information is to be enbedded, wherein
sai d sequgpe | o I O | Sy Qe by produycing a strin q% S enti al
pseudo-rangoﬁp%&§be%§% aﬁét(3?gng§ﬁ%hﬁgT ch ggi%écﬁ ﬁ%géﬂﬂﬁéﬁq tiﬁﬁkﬁor
said text _at a %esignated | ocation i;c accorda~xce with said er~abedded
infornatiﬁﬁérac er “and an ordinary character string were united

during reformatting, the ratio of the length to the width

of a character would be greatly changed and the reading of

the character would be difficult. As a result, it is

difficult to perform a data distribution whereby an

attacker can appear to be the owner of a copyright.

[0042)

Fig, 10 is a flowchart for a non-alterable page
description (compound font). At step 410 the layout
analysis 1s performed. At step 420 two vertically

arranged lines are selected, and at step 430 two
characters positioned substantially horizontally are
selected from the two selected lines. At step 440 font
information concerning these two characters is obtained
from the system. At step 450 a font including the two
characters is prepared and character code is assigned to
this font. AL step 460 the font information is embedded
in a file, and at step 470 new character code is embedded
in the original character string, Finally, at step 480

the pertinent characters are deleted from another



Claim~ A~ enbedded information detection systemfor detecting infozxnation
ennbedded i n docunent data, including text witten in a page description

| anguage, conprising; (1) nmeans for analyzing a |ayout of said docunent
data in which information is enbedded; (2) neans fox, based on said

anal yzed | ayout, generating a sequence of |ocations whereat said

i x~farmation i s enbedded, wherein said sequence of |ocations Lﬁa% er at ed
by enpl oying a string of sequential pseudo-random ntunbers to Eﬁﬂﬁﬁgﬂﬂ3
information; and (3) means for obtainigyg said enbedded information, froma
page description entered for text at a designated |ocation. Claim3 The
system according to claim1l or 2) wherein said ge description of said
text is a°]a%§EFgﬁFi oRCFiRFesentItRPS nd o oof'ai n%é)(gs L F det™ . tBPai m 4
An information enbeddi ng nmet hod for envbedding information in docunent
data) i ndpretegsiegt €ttt emplayangagéh8esprepared | AAgtag&L cBRPLRSENg t he
steps of (1) analyzing a | ayout of said docunent data irr which information
is to be pabetdeflt charachdl= 29D tife- {e¥t based on said anal yzed | ayout,
gezrerating a sequence of |acatian,s whereat said inforrrxatian is to be
enbedded, wherein said sequez~oe of |ocations is generated by producing a
string of sequential pseudo-randarn nunbers; arad (3) changing a page
descriptiﬂ@ %giasaid text at a designated |location ire accordance with said
enbedded hY tion. Maim5 An enbedded information detection nethod for

detecting_information enbedded in docunent data iniludin text witten ira
a page debbrib®i ortamEaaherYcohpri Sphgrnfeest Epg Location using a

pseudo-random number based on an adequate seed, and the
compounding of fonts to be performed at one to sevearal
locations on a page. If the position of a character
object is manually adjusted and a watermark is deleted, so
long as a compound font remains, it can be determined that

a watermark has been illegally deleted from a document,

[0044]
A compound font can he constituted by a single character.
For ekample, the character "A" may be prepared as a 1/4

size outline font and displayed as a 2 X 2 block,

Further, characters extending across three lines may be
constituted as a single font. In addition, characters
that constitute a compound font may not always be adjacent

to each other, i.e., may be located apart from each other.



o~ (1) analyzing a | ayout of said docunent data i~t which information is
enbedded; (2) generating a sequence of |ocations, based on said analyzed

| ayout, whereat said information is enbedded, wherein said sequence of
locatians is generated by etnplaying a string of sequential pseudo-randorn
nunbexs to enbedding i nformation; and (3) obtaining said eggedded
information froma page description entexed for text at a Qibmeggq

| ocation. CXaim6 A stor2~ge nediumfor staring a programfor enbe Q%
infonnatian in docurnet~t data, includgng text witten in a page
description | anguage, said pragratxi conprising: (1) a function far
analyzing[0 Ié?unn of said docunent data in which information is to be
enbedded; %f) a fiuxction for, based nn, said anal yzed ~xyout, generating a
sequence of locations whereat said information_ is to be enbedded, wherein
sai d seqiércelavonscaenahysis gerreesad ify PRBAOYRAY ROt AThYY oPYse®lient i a
pseudo-rar~darn nunbers; and (3) a function for ch2nging a page description
of said tewutiiown fedi gperedbutc#arwrtlien amceddange anid Hisai de tedetoed
information. Claim7 A storage nediumfor storing a programfor detecting

i r~formatjeor, egheddadrikn doopreRtrAaide ithel ugdeagiteat aektkedyl nawdpage
description language, said programconprising: ( 1) a function for

arxal yzin | ayo of. csai 0oCf ..~ .data i whi i i i
enxbeddeé’?m%’lﬁa}{ltlﬁ}% @503 t%'z%j aﬁ¥%§§${5%ﬁaf or ,O%gaseggoz'@%%;?gf%g%‘?%%d

| ayout, generating_ a sequence of | ocati ons whereat said information is
enbedded,hMﬁ%Qﬁ#\%%ﬁﬁeg%ﬂﬁﬁﬁcésoprpﬁgﬁgrons is generated by ezxrployir~g a
string of sequential pseudo-r~a~~dom nu:rnbers to enbeddi ng i nformation;
and (3) & fEumeni bhef oriasnadint nef sai deéRBeIEEd 5% of nMEEFon & rot B2phge
description etxtered far text at the deterrnxned | ocation.

AL AU A A R e AL HR. AYsAOYeAQRrAA% AbrA’ 8. AJRyRUAONyEn Al Y bs ASFPAO. A
LAsH, . AT.A LA A3 A Ay. A& Al L. ASR A9. A A AL. A&(. A% AN, . A. A" . A

L. A" . A3. Al fchrmd™: g A 9. hbweddt, AGLAN EofyechhBss is not required
for the watermarking analysis, and the same result need be
obtained merely for embedding and for detection.

# The layout interpretation must be uniquely determined
for reformatting. However, during extraction, detection
of a watermark can be attempted for multiple available
layout results. ‘

Therefore, the layout analysis used for the

embedding/detection processing can be implemented more

@asily than can the analysis for reformatting.

[0046]
In the present invention, the processing (i) for shifting

a reference point, and the processing (i1i) for dividing a
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combining them to obtain multiple character strings is
performed to cope with an attack mounted to interpret page
description data and to delete information for moving a
location. Therefore, page description data can be so
formed that the illegal alteration of layout information
affects the appearance of a document. S5ince the
destruction of a watermark causes damage to a layout (in

its appearance), a damaged document can not be

re~distributed.

[0047]

A countermeasure for reducing the accuracy of a layout
analysis using a compound font can bhe taken to cope with
an attack during which page description reformatting is
perforined after the ‘'layout analysis has been completed.
The presence of a compound font can be detected from page
description data only:-if an attacker prepares a program,
However, a user must visually identify words that are
coupled together, otherwise the compound font can hot be
separated into independent fonts, and the reformatting

results are adversely affected. Therefore, the processing
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regquired to mechanically delete watermarks from many

documents is difficult,

[0048])

(3) Prevention of extraction of text information

Taxt code in page description data 1is deleted and is
replaced by a set of graphic primitives that draw the same
character. A character may be expressed using code that
differ from that of an ordinary system, and font
information for displaying it may be assembled in the page
description data. The replaced "character" is then
processed as a line image. Although the shape of the
displayed image is a character, the image can not bhe
identified as a character using the string of graphic
primitives, Therefore, as is shown in Fig. 6, when only
text data are displayed by an editor by using Cuté&Paste,
even when viewing and pranting is available by employing
PDF display software, either characters are not displayed

or a meaningless charactsr string is displayed.

(0049}

The above alteration is not reversible, and the original
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@ 10% preventing the extraction of text information. At step
510 & character to be replaced by ¢raphic primitives is
selected. The selection of a character to be replaced by
graphic primitives corresponds to the selection of
character data to be prevented from being extracted from
page description data, i.e., it corresponds to the

selection of a set of locations representing a character,

a line and a page. At step 520 the selected character is
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deleted from the text data. ‘Here, the deletion of the
selected character from the text data corresponds to the
deletion of a target character from the text data in a
page description language. If necessary, page description
data are changed, and the display locaticn of a succgeding
character is clearly described. This is done in ordex to
prevent the succeeding character from being displayed at
the location occupied by the deleted character. At step
530 the graphic primitive representing the deleted
character is added. 7The addition of the graphic primitive
representing the deleted character corresponds to the
addition, to the page description data, of graphic
primitives whereby graphics having a similar appearance
can be displayed at a location oeccupied by the deleted
character, Finally, at step 540 a check is performed to
determine whether all the selected c¢haracters have been
Processed. If the decision is Yes, the processing is
terminated. If the decision is No, program control

returns to step 520.

[0051]

Since a character is not expressed by using the code but
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instead is expressed by using a graphic primitive, text
information can be prevented from being stolen by using
Cuté&Paste, or by employing an , automatic character
information extraction program. All the characters in a
document can be independently defined. However, even if
only a character that frequently appears is replaced,
visual checking is required after text has been extracted,
and the amount of manuwal labor involved is increased, so
that the theft of text information can be prevented.
Also, whether text has been illegally extracted can be
determined because a specific character is missing. So
long as a small number of cﬁaracters are processed, even
when character font information is embedded as a graphic
primitive in a page description file, the size of the file
will be increased only slightly, and the practical
usability of the file as distribution data will not be

lost.

[0052]
The PDF display software that is a typical documsnt format
in a page description language has a function whereby a

password 1= used to 1inhibit Cut&Paste. Howevexr, the
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removed, the manual labor required for confirmation is
increased as the result of an attack to force the
reformatting of page description data, which was explained
in the (2) non-alterable page description, and the
mechanical destruction/copying  of a watermark is

difficult.

[0054]

In Fig. 2 is shown an example hardware arrangement,
according to the present invention, for a system for
embedding/detecting a watermark. A system 100 comprises a

central processing apparatus (CPU) 1 and a memory 4. The
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memory 4 are connected by the bus 2 and a SCSI controller
27 18 connected to a hard disk drive 30 (or to a storage
medium drive, such as an MO 28, a CD-ROM 29 oxr a DVD 31),
which is an auxiliary storage device. A floppy disk drive

20 is connected to the bus 2 via a floppy disk controller

19.

[0055])

A floppy disk is inserted into the floppy disk drive 20,
and code or data for a computer program, which interacts
with an operating system and issues instructions to the
CPU 1 for implementing the present invention, can be
stored on the floppy disk, or on the hard disk drive 13
(or on the MO, the CD-ROM 26 or the DVD 32), and in a ROM

14. This computer program 1% exacuted hy leoading it into
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divided intoc multiple segments for storage on multiple

storage mediunms.

[0056]

The system 100 further comprises user interface hardware
components, sSuch as a pointing device (a mouse or a
joystick) 7 and a keyboard 6 for entering data, and a
display device 12 for providing visual data for a user.
Furthermore, a printer can be connected to the system 100
via a parallel port 16, or a modem can be connected via a
serial port 15, For communicating with another computer,
the system 100 c¢an be conhected to a network via the
serial port 15 and a modem, or via a communication adaptor
18 (an ethernet or a token ring card). A remote
transceiver 18 connected to the serial port 15, or to the
parallel port 16, for exchanging data with the system 100
using infrared rays or wires. Through the communication
functions, information to be embedded, or a document file

in which information is to he embedded may be obtained
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conversion of audio information received via a microphone
24 in order to introduce external audio data into the

system 100,

[0058]

As is described above, it would be easily understood that
the system of the present invention can be provided by an
ordinary personal computer (PC); a workstation, a notebook
PC, a'palmtop PC, a network computer, a televisiqn set or
another electric home appliance that incorporates a
computer; a game machine having a communication function;
a communication terminal having a communication function,
such as a telephone, a facsimile machine, a portable

telephone, a PHS or a PDA; or a combination of the
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[Advantages of the Invention]

According . to the present invention for the electronic
watermarking of a PDF file in a page description language,
it -is possible to prevent the copying of many PDF files,
the illegal construction of a document database, and an
illegal distribution service that employs data in
accordance with the database. In order to preclude
illegal business transactions, information representing a
copyright can bhe embedded as a watermark in a text file,
If an unauthorized user removes the watermark and
reconstructs a file to use for busines;, he or she can not
mechaﬁically delete a watermark £from a large number of

document pages.

4. Brief Description of the Drawings:
Fig. 1 is a diagram showing pseudo-code for the embedding

and the detection of a watermark according to the present
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invention.

Fig., 2 is a diagram illustrating an example hardware

arrangement for a system according to the present

invention.

Fig. 3 is a diagram showing an example wherein files

before and after a watermark is embedded are overprinted.

Fig. 4 1is a diagram showing the results obtained "by an

equalization attack on the method of the present

invention.

Fig. 5 is a diagram showing characters in two lines that

are defined as a single conmpound font.

Fig., 6 1s a diagram showing the editing results obtained

by the replacement of a graphic primitive.

Fig. 7 is a flowchart showing the watermark embedding

processing according to the present invention.

Fig. B8 is a flowchart showing the watermark detection

processing according to the present invention.

Fig, 9 1is a flowchart showing the non-alterable page

description processing (the breaking down of a character

string and the changing of a reference point).

Fig. 10 is a flowchart showing the non-alterable page

description (compound font) processing.
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Claims:

Claim 1
An information embedding system for embedding information in document data, including

text written in a page description language, comprising:

(1) means for analyzing a layout of said document data in which information is to be
embedded;
@) means for, based on said analyzed layout, generating a sequence of locations

whereat said information is to be embedded, wherein said sequence of locations is
generated by producing a string of sequential pseudo-random numbers; and
3) means for changing a page description for said text at a designated location in

accordance with said etnbedded information.

Claim 2
An embedded information detection systern for detecting information embedded in

document data, including text written in a page description language, comprising;

M means for analyzing a layout of said document data in which information is
embedded;
(2) means for, based on said analyzed layout, generating a sequence of locations

whereat said information is embedded, wherein said sequence of locations is generated by
employing a string of sequential pseudo-random numbers to embedding information; and
(3) means for obtaining said embedded information from a page description entered

for text at a designated location.

Claim 3
The system according to claim 1 or 2, wherein said page description of said text is a
description representing the coordinates of a character.

Claim 4

An information embedding method for embedding information in document data, including
text written in a page description language, comprising the steps of:

(1) analyzing a layout of said document data in which information is to be embedded;
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information is to be embedded, wherein said sequence of locations is generated by

producing a string of sequential pseudo-random numbers; and
3 changing a page description for said text at a designated location in accordance

with said embedded information.

Claim 5
An embedded information detection method for detecting information embedded in
document data, including text written in a page description language, comprising the steps

of:
(1) analyzing a layout of said document data in which information is etmbedded;
(2) generating a sequence of locations, based on said analyzed layout, whereat said

information is embedded, wherein sad sequence of locations is generated by emnploying a
string of sequential pseudo-random numbers to embedding information; and
3) obtaining said embedded information from a page description entered for text at a

designated location.

Claim 6
A storage medium for storing a program for embedding information in document data,
including text written in a page description language, said program comprising:

(1) a function for analyzing a layout of said document data in which information is to
be embedded;
(2) a function for, based on said analyzed layout, generating a sequence of locations

whereat sald information is to be embedded, wherein said sequence of locations is
generated by producing a string of sequential psendo-random numbers; and

(3) a function for changing a page description of said text at a designated location in
accordance with said embedded information.

Claim 7

A storage medium for storing a program for detecting information embedded in document
data, including text written in a page description language, said program comprising:

(1) a function for analyzing a layout of said document data in which information is
embedded,
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) a funetion for, based on said analyzed layout, generating a sequence of locations
whereat said information is embedded, wherein said sequence of locations is generated by
employing a string of sequential pseudo-random numbers to embedding information; and

3 a function for obtaining said embedded information from a page description

entered for text at the determined location.



