
;*+,-e3eRJJKTNtOR66RTRl17 ~,4R ~oa3  SPECIFICATION 1. Title of the
Inventa,on: METHOD AND SYSTEM FOR EMBEDDIN'G INFORMATION IN DOCUMENT
Detailed Description of the Invention: (000l] [Field of the Invention] The
present invention relates to a method for embedding additional information,
including text data, i.e,, so-palled electronic watermark information, in
an electronic document, a method for preventing the destruction of such
embedded information, a method for preventing the re-use of such. embedded
infarmation, and a system therefox. n~~~~~~~ IW~~~~Iw~   _. ~ ~ 7 May ~oo~
[coca] [Background Art] As a large amount of information can be distributed
across the Internet, or by using CD-ROMs, businesses that provide services
for the conduct of electronic searches and for the distribution of
documents containing digital data have became izmpartant. To ensure the
safe development of such businesses, techniques that can provide for the
management of copyrighted material contained in digital documents that are
distributed and that can protect the rights of owners are indispensable.
Such techniques are also required by companies that wish to protect secret
material contained in digital documents, and to find and trace r 



routes along which secrets may have been leaked. (0003) The techniques
applied fax managing copyrighted eleotranic data can be raughly broken down
into the two of access control, for which encryption and authentication are
employed, and electronic watermarking. The aim of the first technique is to
ensure that access to the contents of selected digital material is limited
to those users who   ~ ~ MAC Q003 ~;r pay far the privilege, or to users
whose employment of the material is controlled by a manager. The latter
technique provides a function by which the secOndaryr outflow of decoded
data contained in digital documents can be prevented, or can be traced.
These two techniques must be combined in order to provide fox the rigorous
management of copyrighted material. Q0004) Among the various types of
med~.a, there is a very large demand far the use of the electronic
watermark technique for teat data that are distributed in volume. Howevez,
since in pure text data there is little redundancy in the 



exprr~s,siQn of information, it is very difficult to embed _ information
that st~pp~.ements the original contents, i.e., elect~anic watermark
information. In "Proposal for the digital watermarking of PostScript and
PDF documents," ~yujiro Sh~buya, Yuichi Ifa'i and Tadaa Kasa, SCIS9B-9.2.E
(prior art 1), Japanese Unexamined Patent Pu~ala.catian Na. Hei 7-22200
(prior art 2) and Japanese Unexamined Patent Publication No. Hei 6324625
(pxxox ax~t 3), a technique is proposed whereby watermark information is
embedded i~x the   .~ ? MAR 200 document descr~.ption) to .include
app~~r~,nce and ~.a~out, while the focus is on the fact that a page
description farm, such as PS (~"ostScript) yr ~DF (Portable Document
Form~.t) , tends to be employed for the s.GtuaJ. distributian of text data.
In the abave prior art, slight changes iz~ l~,n~ spacing and word spacing
and in fonts are employed t.c~ embed information in documents. 



[000] However, it is difficult to use the above described conventional
technique to manage copyrights, ox to specify a route along which secrets
may have been leaked, when the following two conditions are nc~t satisfied.
7.. Detection of a watermar)E in data contained in multiple documents can
be performed only by a user who possesses a common, detection, key. The
technique is sufficiently robust that during ordinaxy distribution
processing it can pxevent format conv~erszons and the destruction of
material lay an unauthorized user. Howevex, prior art Z dogs not teach a
specific detection ..   I~ n~r~~ 2~0`~ s method that can satisfy condition
7.. And the method described in prier arts 2 and ~ rec~u~.re$ a comparison
w~,th the arigi~~.l document data, except far ~ method for maz~i.pulating
the base line of character lines , Si.nce information far watermark
detection must be recorded and managed for each document in which a
watermark has been embedded, in a large system this met.had is d~.fficult
to 



use. LTone of the above methods supports the protection system for which a
key is used (a system according to which only a key owner is permitted t4
detect a watermark) . A~ for condit~.on ~, only a study of the re-scanning
of printed data has been wr~.tten in p.rlor art 2, arid no consideration
has been given to rerxdering page description data -sufficiently robust to
prevent its own destruction. Actually, many page description formats are
open to the public, and may be destroyed. for example, a watermark embedded
in a line space by manipulating the base line can be easily destroyed by
slight~.y adjusting the positioning of the individual. lines and by
maintain~.x~g a constant width, xn addition, only pure text data ~.zz whioh
no   17 MAR ~~~~ 6 watermark information is embedded may be extracted from
page description data and employed. [ OQ06] Tn Japanese Unexamined Patent
Publication No. Hei 6-398925 (pr~.ox~ art 4), a method is proposed for
embedding a watermark using the statistic property of two sequences Qf
locations. Although the technique described ~.n prior art 9 is not an
invention related to the electronic watermarking of text, this technique
sat~.sfies condition 1, and as far as condition 2 is concerned, it .enables



sufficientlyrobust embeddingwhen thelocations arechanged at random.
~owevex, i~tis difficultto adapt thistechnique topage description,If
thistechnique zsemployed forpage description,a method for designatingthe
sequenceof locations ~.s not obvious,which differs from the embedding o f a
watermark in an image . .~~.n abj ect whose location is to be adjusted must
be uniquely identified when embedding a watermark. The page description
constitutes a set of page descr~.ption objects (characters or character
strings), including posit~.onal information, and does nit include
information ft~r   1` 1 ~M,AR ~00~ 7 identifying and ordering the
individual elements. While, far an ~.mage, pixels and small domains can be
specified by using X and Y coordinates, in page description an c~bjeet
whale location can be adjusted in a specific domain designated by the
coordinates is ~xot always present ante a document and a page are changed.
Since in page description the order ~.n which objects are positioned on a
page image does not affect the appearance of the image, the order in which
the objects appear izx a file format is na help when an abject is being
specified. Actually, fihe order in which obj ects appear in a file may be
changed as the result of format conversion or of an attempt by a third
party to destroy them (an attack). (0007] . Furthermore, none of the above
prior art examples provides for the resolution of a prpbJ.em whereof only
pure text data are extracted from page description data. Since the
specificat~ans employed fax page description that are distributed across
the Internet are open to the public, an adequate program need only be
formed that can extract only text data mechanically. In addition, the
display software   ~ '~ MAR ~~~3 s for page d~scriptian fx~equei~tly
supports the deli.~rery of data to another program using Cut&L~aste. rn
this case, a 



gammon user can extract text. The PDF display software employs a password
to control access permission and to prohibit the use of Cut&Paste. In tk~e
current system, however, if printing is permitted, only a Pb~'-BPS-~PD~
conversion (information for managing a password is omitted through the
can~rersion into PS) need be performed to remove protection. far some
appliGatlans, therefore, teat may be extracted from page desoript~on data
and il~,egally traded. ~aao8] [Problems to be Salved by the Invention] ~t
is, therefore, one object of the present i.~xvention to provide a method
and a system For embedding information in document data that include text
written in a page description language. It is one more abject. of the
present invention to provide a method and a system for detecting embedded
infaxmatir~n in document data that. include text written in a page   ~ 7
MAR ZOQ3 des~~xption la~.guage. Tt ins another object c~f the present
invention to provide a method, fo~c embedding an electronic watermark in
document data that include text wxi.tten in a page description language,
whereby a common detection key is employed to detect electronic watermarks
in multiple documents,. and a 



system therefor. It is an additional object of the present invention to
provide a method for embedding information in document data that is
sufficiently robust to prevent a format conversion during common data
distx~i.butiori processing and dur~.ng an attack mounted by an unauthorized
user, and a system tk~erefor. It is a further object of the present
invention to provide a method far embedd~.ng information in document data
whereby azx obj ect for which the feature is to be operated can be
un~.c~uely identified, and a system therefor. zt is one further object of
the present inventidr~ to   w.~ ~ M~a~ zaa~ ~a ~arovide a method and a
system far preventing the extraction of text from page description data. It
is yet one more object Qf the present invention to 



provide a method and a system for embedding ~.n, dacuraent data, as a
watermark, ~.nformatic~n that represents a copyright. xt is yet another
object of the present invention to provide a method and a system fox'
embedding information in document data, and far preventing, through
mechanical processing, the removal from a document of an electronic
watermark. [ 0009 ] ' [Summary bf the Invention) Ta achieve the above
objects, first, an analysis is made of the layout of the document data ~.z~
which information is to be embedded. Then, based on the analysis o.f the
layout, a sequence c~f locations is generated whereat the information is to
be embedded. A page descra.ption of the text at a designated location is
changed in accordance   ' ~~ 7 MAR Z03 ,~ ,, with the embedded information.
As a resutt, the information is embedded in document data that zn,clude
text written in a page description language. The sequerr~e of locations is
generated by producing a string of sequential pseudo--random numbers. [010]
W'lxen, tar exampJ.e, a statistic method (pr~.or art 4) zs employed to
embed electronic watermark information inn a page description language,
such as PDF, two sequences of locations ~r~ designated ba$ed on a
description oaf the layout structure of a docuz~ez~t . description,
descriptive data can be pair of designated locati.az~s can correlation wzth
multiple documents, diffE~ent layouts, and the reliabil: process can be
increased. 



( 0 01:I. ] Using the layout provided by wh~.eh a evidence a strong each of
which have ity of the embedd~.ng Tcs detect infQrmatlon embedded in
document data, first the layout of the document data in wriich information
~.s embedded is analyzed. 'then, a sequence of locations   72 ~ 7 MAR a03
whereat the irifaxmation is embedded is generated based ari the analyzed
layout, The embedded information is ~rk~t.ained from a page dosox~.ption
entered for text at a determined location. The sec~uenco of locations is
generated by emple~ying a string of sequential pseudo-random numbers used
for embedding infa,rmation. [0012] To embed non-alterable zx~formation in
dooument data, first a stx~,ng of characters in which information is to be
emlaedded is extracted from the text. Then, the extracted string of
charaGtexs is broken dawn ~.nto smaller units, A page description that
represents either a relative distance tra~reled from a reference point of
the string of charaatexs, ar a relative distance traveled from a referEnee
paint of the prev~.ous character is changed in accordance with the
infarmatzon to be embedded. Here, when the originax string of Characters is
broken down it means either that individual characters are extracted or
that smaller strings are formed. [0013J   ~ ~ MaR ~ao~ 73 AcGOrding to
anothez~ aspect of the embedding of non-altera~~.e information in document
data, first, a layout o~ the data in a do~umer~t in which information is to
be embedded is analyzed. Then, one or more characters are selected from the
analyzed layout. A font represent~.ng the selected character is Gxeated,
and the page description ~s changed so that tha fart can be used to replace
the seleoted charaGtex. 



[0014] These methods axe thane whereby, when arx object in a page
descxiptian language is mechanically relocated, page description data are
so constructed that an u.nnatura.i change in the appearance of the object
occurs. With these methads, an unauthori2ed user is prevented from
manipulating an object in page descr~,ption data by paxform~.ng one of the
following praGesses: the divisian of a character object set that
constitutes one line, and storage of the divided object segments at
separate locations in a PDF format; the embedding oW dummy information by
using a method whereby the appearance of az~ object xs changed if the
embedded information is de~.etedt   ~ 7 MAR Z03 ~r the use of ~ sing3,e
font to express two chara~texs. fo~~5) In ordex to prevent the extxact~.on
of embedded infarrnatian from document data that include text written in a
page description language, first, a character is selected from the text,
Then, a graphic prmit~.ve is created that represents the se~.ected
character, and page desoript~oz~ data is changed so that the graphic
primitive can be used to replace the selected character. [0016] One part,
ar a11, of the coded text in the gage description data is changed sa that
~t can be written using a special character cade,system, and is replaced by
using a graphic primitive far display and printing. So lax~g as a
ded~.cated browser that understands a pace description language is
employed, in addition to other characters, a character replaced using the
graph~.c primitive can be displayed ox pr~.nted. However, since that
character is riot coded as text, another application can not extract it
fx~ozn the page description data.   '~ 7 MA R ~~~3 ,~ [oos~] [Preferred
Embc~di.ment] (1) Da~ignat~.on of a sequence of locations based on l.ayaut
structure 



Th,e legibility of a document is maintained even when the position and the
shape of an Abject in page description data are changed slightly. ~s .is
described in the prior art. watermark information can be embedded in the
page description data by changing the position and the form of the object.
In this embodiment, basically, the description Qf the la~rout structure of
a doCUment is employed td designate a sequence of locations using a
statistic embedding method. In the following exp~,anation, employed as the
embedding feature is information for a change in pitch (character feeding
distance) between two designated characters and their succeeding
characters. [0D18] Specifically, the feature is described as having the
form "a difference constituting a change in a character pitch. between the
c~.-th character and the c2-th character ire the 1-th line on page p."
Here, p, l, c1 and c2 (c1 E c2) axe   ~ ~ MAR ~"~03 7B natural,
pseudo-random determined numbers. To desigr~ata line ~., the document image
layout analysis metht~d is employed to co7.lect, far each 7.~.ne, character
(string) objects an a page arid to sort them in aooordance with adequate
ru7.es. Since the number of columns and th,e column writing/horizar~tal
writing status dififer, depending on the daCUment, an adequate rule fox the
cider in whick~ lines are counted is determined in advancer but this rule
may not always provide the correot order far data to be read by a user. It
is important for tk~e same result to be provided for an arb~.trary daoument
before and after the completion of the embedding and the detection
processes. 



rule such as "t~nl.y a dull-size font of 9.5 td 1A.S paints is a target for
the courit~ing of limes or characters," or "the metrics of a character font
that appears from Cl to c2 is ez~pZoyed to norrnalzze a distance" may be
employed so long as a third party understands that the ru~.e is not
self-indulgent. This rule improves the corre~.ation bEtween two feature
sequences and increases the ability to withstand a random attack, fool9)
17 In Fig. ~., t~xe processing according to the present inve~rtion for
embedding and detecting a watermark is shown using pseudo-code. Before the
embedding process, a sequence of locations to be used tt~r embedding and
detection is determined. N ~rairs of a sequence of locations axe prepared
for embedding N-bit information, and the Sequence of. locations that
represents the j-th bit ( j ` 7., . . , , N) is def fined as aj i, bj ~. (
i -- 1, . . . , n). xhe length n of the sequence of locations is set .in
accordance with the strength of a required watermark, and the values of the
individual, locat~.ons are designated based on the layout descr,lptian.
Four rratuxal numbers represented by page p, line 1 and characters o1 and
c2 are emplaxed to designate aji and bji. 'When an actual line overflows
the cl~th character of the 1-th l~.ne, the succeeding line is sequentially
counted. When a Gharactex to be processed has already been defined as one
that is to be embedded, program cr~ntral skips to the first subsequent
character that has not yet been embedded. The entries ajs a.nd bji
represent the changes zn the pitches of corxesponding characters, and their
locations are acquired as follows. The font includes information caX~.ed
font   ~ ~ MA ~ ~aaa 18 znetr~.es, and zncluded in ~.he font metrics ~,s
information concerning character width, which. represents the distance
between the paint ox origin of a character and the point of origin of a
succeeding ch~.racter, The difference between the actual width of a
character and the width gi~ren for the character in the information
contained in the font metrics is defined as a feature. Specifically, a
~ra,iu~: obtained by normaJ.izing the actual width of a character using the
width given in the font metrics for that character is employed as a feature
value. And the differences between feature va7.ues ~.s used for the
embedding and the detection pf information, [0020 A character string object
in page.descr~,ption data, in which ~infoxmation is to be embedded, is
divzded so that the locations of characters c1 and c~ ca.n be operated for
a11 aji and bji. A portion not used for embedding is also divided at random
so that an unauthorized user can not easily acquire xnfarmat~.on concerning
an embedding location, A, layout analysis (that uses ~.nfarmation
concern~.ng the divided character string objects instead of   



~ ? MAR ~Op~ 19 the character string rectangles detected from an imaged is
performed fc~r a set of divided character string objects sa that it can be
xe-constructed as a Zinc of data. Based on the obtained line of data,
characters corresponding to aji and bji are selected a locations in the
document whereat infprmatian is to be embedded. [0021) Fax the embedding of
infaxznation, as. is described in prior art 4, a sequence of 3.ocatians
corresponding to j ~.s selected, az~d when the j-th bit is "1," to
increment aji-bji the character position is shifted from the pa~.nt at
which i = 1 to the point at ~,rhich i ~ n. Specifically, fax aj~, a
character represented by c1 is moved to the right (dawn fax a caJ.umn
writ~.ng), ax a character represented by c2 is moved to the left (up far a
column writing) . '~o reduce the value at a location, a11 that is required
is for an inverted operation to be performed. 



When the j-th bit is "0," the character position is shifted so as to reduce
aji-bpi. f0022]   ~ l MAR ~~~~ Fig. 7 is a flowchart showing the abav~e
~.nformation embedding pracess~.ng. At step 110 the layout analysis is
performed. The 7.ayout analysi$ carresparrds to the . oxderi,r~g of
charaotex~s for which physical pasitional information is based on tl~e
layout structure, At step 12Q a sequence of lQCations is generated, and at
step 1~0 a character olaject is divided. The sequence of 7.ocations is used
to generate a string of pseudo-random numbers based an a specifm key and to
determine an embedding location. At step 190 j is ~.nitiali~ed as ''1," and
at step 150 i is ixritialized as "1." At step 160, aji is incremented and
bji is decremented to embed "~., " while aji is decremented and bji zs
inorernented to embed "0," At step 170 a check is performed tv determine
whether i is equal to or smaller than an embedding taunt for one, bit, It
tY~e decision is ~'es, program control returns to step 160. If the decision
is No, at step 190 a check is performed to determine whether j is equal to
or smaller than the ~a~.t count, When the decision is Yes, program control
retuxz~s td step 150. When the decision is Na, at step 190 page
descra,ption data are generated.   ~ ~ ~A ~ zoos E~o23~ In the above
process~.ng, thxee methods axe used to change aji and bji: a method
according to wh~.ch only aji is changed, a method according to which only
bji ~.s eh~.nged, 



and a method according to which bath aji and bji are changed. Zn addition,
for a j i az~d bj i, three methods each are used to change the pasition5 of
cl and c2 ; a method according to which only the position of c1 is changed,
a method ~.acording to which' only the position of c2 is changed, and a
method acct~rding to which t)ne positions of loath are changed. A
comY~ination of these methods is selected a.t random for aj i and b j i .
As a result, th~.s cQml~ination method better reszsts an attack by an
unauthaxized user who seeks to extract ox to delete a watermark, ar to
analyze an algorithm, than does a method that i.s not selected at random. [
0024] The location of a character abject in wh~.ch a watermark ~.s
emt~eddEd is calculated, and page description data are px-epared using new
coordinate information. In a page descript~.on language, an object such as
a character is   ~ 7 MAC zaa~ 2~ described by adding coordinate
information. For example, a description such as the following is commonly
used. coard~.nates - (lpp, 100), character suing - "xhis is a pcn . " This
deti,r~es the coordinates ( ~lpp, 100 ) at which the sentence "Th~.s is a
pen." is to be written using the current Pant and size, Actually, while the
drawing of the Character "T" is begun at (100, 100), the drawing start
points for the individual characters in "his is a pen.'" are determined in
acaardance with the width. (determined by the font az~d the character sire)
of their preceding characters, so that the drawing of these characters is
begun at their drawing start points. ~ao~$~ . The i~vllowing two methods
may be employed tc~ move the charaatexs in the sentence "'this is a pen."
and to embed 



informat~.on therein. (a) A. method according to which an absolute position
is designated for each character and fc~r the draw,~ng c~f the sentence.
(b) 1~ method according to wh~.ck~ an abso~.ute position is   4 ~arov~zded
fQr the head of a sentence and ft~x embedding a relative travel distance
between the characters. According to method (a), the following expressions
a.re ol~taiz~,ed: coordinates ~(100,100),character string ~"T",coordinates
=(110,100) ,character str~.ng ="h",coordinates =(118,100),character string
="i",coordinates ~(123,100y,character string ="s", , . .According tomethod
(b), the followingexpression ~.s obtained: caord~.nates ~ (100, 1a0),
character string ~. "((This i)-2(s a p)2(en.)]" The character string
enclosed by (] ~s composed of a combination of characters and relative
travel distances. And in the character string encJ.osed by (], the travel
distances are positioned between the character string pc~rt~.ons that are
enclosed by ( ) s. Tn the abo~re example, the character string "'this i" is
drawn beg~.nning at 



pc~sitioz~ (10D, 100), and the coordinates axe shifted to the left two
display units at the point the last "i" is drawn, The next character string
"s a p" is their drawn beginning at the new coardiz~ate location. 'fhe
coordinates   ~ 7 MAC zao~ ~4 are then shifted to the right two displa~r
units at the point the "p" is drawn and the string (en) is drawn. A
"displa.y un.~t" represents a distance equal to one coordinate travel.
distance unit. [002] Method (b) provides a more compact express~.an than
does method (a). However, a watermark can be easily deleted s~.mply by
de~.eting the relative travel distance that appears ire the page
dascx~i:ption data. Zf method (b) were able to resist ari attack by an
unauthorized user, a method could be provided that was bath compact and
capable of resisting an attack. Such a method wiJ.l be described J.ater in
subdivision (2) of this embodiment for non-alterable page description data.
[0027] Ta detect a watermark, through a layout analysis line data from a
character string object are reconstructed in page description data. Based
on the order of the reconstructed line data, a value is examined by using
the same sequence of locations as is used for the embedding processing.
:~ ~ May zoos ~(ajx,bji) is calculated far the j-th bit (a - 1, . . ., N).
When the result is equal to or greater than a specific positive threshold
value, a data value of 1 is obtained. When the result is equal to ar
sma~.ler than a 



specific negative threshold value, a data value of 0 is obtained. xn other
cases, it is ascertained ~.h,at no effective data ex~.sts. 100~8~ E'ig. 8
is a flowchart showing the watermark detection processing. At step 210 the
layout analysis is performed. The layout analysis corresponds to the
ordering, based on the layout structure, of characters for which on~.y
physical) pasitional information is provided. At step 220 j is inztial~zed
as ~., and at step 230 ~(aji~-bj~.y is Calculated. This calculation
corresponds to the processing far ge~xerating the same string of random
numbers as is used during embedding, and based an the result of the layQUt
analysis, determining the character from which the featuxe value (aji, bji)
xs extracted, and for calculating the e~pressian using the feature value.
At step 24o a check i.s pexformed to determine whether the   (., 26 value
obtained by the caleulatzan is equal to car greater than a pasiti~re
threshold value. If the decision is Yes, "1" is output and program contxol
advances to step 290. xf the decision is Na, program control maven to step
250, whereat a oheck is performed to determine whether the value obtained
by the oalculatxon is equal to or sma.L7.er than a negative threshold
value. If the decision is Yes, "Q" is output and progxam control advances
to step 290) xf the decision is No, program oantrol maven to step 2~0,
whereat it is ascertained that there is no embedded information. At step
290 a checl~ is performed to determine whether ~ is equal. to or smaller
than a b~.t count. I the decision is Yes, program control returns to step
230, If the decision zs No, the ~arocessing i.s terminated. [0029] Tn Fig,
3 is shown an example wherein are overprinted a PDF file before a stx~.ng
of text ryas embedded, and a PDF 



file aftex text was embedded ~,n page descxiption d~.ta by employing the
method of the present invention. xt is evident that the poaxtions of
certain characters differ   ~ 7 MAR ~a~~ slightly, but for narm~.~. use,
th~.s difference is riot sufficient to cause reader discomfort. [0D30] Ire
this invention, through the layout analysis process indi~ri,dual character
obj ects are mapped ,in the layout structure tc i.mplement the ordering and
the designation of character objects that caz~ be used far multiple
dacumer~ts. Since the featuxes era designated based on 'the layout
structure, a series of characters can be obtained that c~.n be used in
common far multiple dacument$, while at the same time ensuring that
p$eudo-randomness is employed. The pseuda,randozn generation of page p,
lane 1 arid characters cl and c2 can be based on the employment of are
adequate seed (key?- It is expected that the thus obtained features ai and
bi w~.ll s~.rar~gly caxrelate with each other when used for multip~.e
documents. This is because the feature of a character string in a font that
has similar metrics can be calculated by combining a description of the
7.ayout structure and the rule app~.ied to acquire the feature, such as,
"only a full-size font of 9..5 to 10.5 paints i~ a target when cauntiz~g
lines ox   ~ 7 MAC 2003 characters . ~~ [0037.] Since the positioning
infoxmatian for a character string object is saved even if the string is
converted into a d~.fferent page description language form (e.g., a
pastScri,pt file is generated from a PDF and is then converted into a
rit~F), an embedded watermark is not affected by this type of conversion.
Since a common user daes not. perform an opera'~ion (the moving or the
editing of an object) to change the appearance of a page description
language format, $uch as PDF, even upon seem,g the format, watermarks will.
not be deleted so long as oommon user's perform normal operations. 



[0032] (2) Non-alterable page description 1~ method for reconstructing
layouts of various objects may be employed to attack a watermark that is
embedded in the positional feataxe of a character string object. Such an
attack is called an equal~.zation attach based on the idea that slight
differences in the eoordznates representing a   29 watermark are equalized.
~~ ::':An attack, in this Gale, is a process for altering page description
data, in which a watermark is embedded to obtain another type of page
description, and is a very effective means by which to attack and destroy a
watermark. Tn this subwdivlsion, an explanation w111 be given for the
following specific methods that are sufficiently robust to cope with such
equal~.zation attacks Means or so constructing a page description language
that the appearance of a document is greatly changed as 



the result of a superficial equalization process performed only ire
accordance with the page description appearance. * Means for making it
difficult tc~ perform an ec~ualizatiQn process (substantial alteration of
page description data), ~.ncludinc~ the interpretation of, a layout .
[00331 Ct~untermeasure for superficial equalization In the following page
description, a$sume that, among the relative travel distances 2, -2, 2 and
-2, the second and the third distances are changes added to embed a
watermark, az~d the remaining distances are those added as   ~ 7 M~4 ~ ~OD~
s dummies (a.s a countermeasure far a canspirataxial a.ttack).
cC~ardi,nates - (10D) 10D) , character string - " L~'h) 2 (is i)-2(s a
p)2(e)-2(n.)]''(*) Although an attacker can not d~.stinguish a meaningful
change from a dummy, he or she can mechanically delete all the descriptions
for relative travel distances, and can 



produce a page descri.pticrn of coordinates - (100, 100), character string
-- ''[(This ~.s a pen. ) ] [Q0391 ,A.s ane of the methods that is
sufficiently robust to cope with such an attaok, a description using the
relative travel distances in a eharaGter string is not employed, but a
location is described for each character object as follaws: coordinates = (
100, 100l , character string = "T" coordinates = (110, 1D0), character
string = "h". , . . [0035] ~owe~rer, witYr this method the size of the page
description data is larger than it is when the relatitre travel   ~ 7 Md~
~~o~ ~, distance xs employed fox a desomptic~n. [0036) xn this irwention,
the following sufficiently robust method is emp~,oyed to cope with an
equalization attack fox a compact page description using the relati~re
travel distances. (i) Method for $h~.fting a ref~:rence pt~int 



R reference point for displaying a character str~.nc~ is shifted as
follows: coordinates - (90, 7.00) , character string - "[10 (Th~.s i)-2(~ a
p)2(en.)~" Irr this example, the reference point is not (100, 7,00) but (
90, -100) , and the display position is shifted from that reference point
to the left 10 displax units. 'then, before a ckraraGter string is actually
written, the display position ~.s shifted to the right 10. If an
equal.izatian attack is made on this expression, the'result is coordinates
- (90, 100), charaGtex~ string - "[(This is a pen. ) ] " and tk~e start
position is shifted to the left 10. (ii) Method for separating a character
string into   ~ ~ MA R Q003 32 individual characters and for combining them
to form . mult~.pl~ character strings coordinates - (100, 14d), character
string " [ (T) 19 (i) 10 (a) 5 (p) ] " coordinates - (7.00, 100), character
string " [~ (h) 2 (is) 17 (s) 20 (e)-~ (n. ) ] " Tn this example, a
eharaGter string, "This is a pen." is broken down into the first character
of each word and the remainder, and the individual segments are displayed
independently, In its appearance, this string does nat d~.ffex from that
represented by the above method (*). When the equalization attack is given
to this expression, the results are a coordinates = (100, 100), character
string = "[Tiap)]'' coordinates -- (x00, 100),, character string " f
(hi'ssen. ) ] ". 



xhus, character strings "Tiap" and "hissen" axe d.zspla,yed over~.apper~
beginning at (7.00, 100) . [0037] ~~.nce the individual character string
objects axe described using page positions, their appearance on the   ., ~
~ MA R ~D~~ display is not affeoted~ even; when their positions and order
ire the f i le , are changed . So lar~g as the des~x~iptions concerning
multiple objects that form one line are located at raz~dam in a file, i.t
is impossible to detect the above separation through the mechanica.7. and
local analysts of the appearance. (00381 A combinatiozx of the methods (i)
and (ii) is more resistant to an equalization attack. rn Fic~, 4 is shown
the result obtained after an equalz2ation attack an a tile is expressed
using the methods (i) and (ii). While watermark information is destroyed by
the equalization, the appearance of a document is also too seriously
damaged t0 be ~'~GyG~.~d. (0030 Fig. 9 is a flowchart for non-alterable
page description (di~r~,sion of a character string and a chance in a
reference point) . First, at step 37.0 a d~,splay character string in which
a watermark is to be embedded is extracted, anrl at step 320 the character
string is divided   34 



into individual Characters. Yn this process, a Character string is divided
~.ntc~ indi~ridual characters, ar ~ into shorter charactax strings, and
position information is added thereto. At step 330, re~.ative tra~rel
distances from the reference point of the character string az~d from the
reference points of the indi.vic3ual characters are changed, To locate
characters belang~.ng to the string, the actual position of each character'
is determined u$~.ng its relative travel distance from the coordinates that
con~sti,tute a specific x~efex~ence. In this case, the reference
coordinates are shifted. zt s~hot~~.d be noted, however, that since the
relative travel, distances from the reference coordinates of the
~.ndividual characters axe a7,so changed, the locations at which the
characters are actually to be wr~.tten are .unchanged. ~Lt step 34~
information is embedded i.n the character string, Q0090] Cvuntermeasuxe for
equalization, inc~.uding interpretation of a layout 



As an extreme attack for equalization, a layout analysis used fax the input
of a document image is performed, and   ~ 7 ~~a~ ~oo~ 35 the obtained
result and the text code ~.n page description data are employed to prepare
new gage description data, 1"he results ~ of the layout analysis and
character code axe employed to generate source cads with a tag, such as
Latex (actually this is studied for the input at a document image), and the
data is reformatted, so that a page description having a d~.ffex`ent zayaut
from the origiwal is ` produced by an unauthorized user, an attacker. In
th~.s case, watermark information embedded in the original layout is lost.
[009.] To prevent such an attack, page description data are processed so
that the layout analysis that serves as the premise i.s not, easily
perfax`med, Far example, as is shown ~.n Fig, 5, characters ~n two lines
that ax's aligned vertically axe defined as a single fort (embedded as a
dedicated font ~.n page description data), and are sa located that they
carp not be identified Pram their appearance. Since the meaning of the
shape represented by that toz~t can not he understood through the ~.ayout
ar~al~rsis process, the coxxeet logical. descript~.an for a   .1 ? MAC
,~DO~ document earn not be output. If such a campaund font character and an
ordinary character str~.ng were united dur~.ng reformatting, the xatia of
the length to the width of a character would be greatly changed and the
reading of the character would be diff~.cult. As a result, it is difficult
to perform a data distribution wherebx an attacker can appear to be the
owner of a copyright.  



[0042] Fig. 10 is a flnwchaxt fcar a non-alterable page description
(compound font). At step 410 the layout anaJ.ys~.s is perfioxmed. At step
420 two vertically arranged lines are selected, and at step 430 two
che.racters positioned substantially horizontally are selected from the two
selected lines. At step 440 ont information concerning these two characters
is obtained from the system. At step 450 a font including the two
characters zs prepared and character code is assigned to this font. At step
4~0 the font ~,nEormation ~,s embedded in a file, and at step 470 new
character code is embedded in the original character string. ~'inall.y, at
step 980 the parti~xent characters are deleted from another   ~ ~ ~~~ ~oa~
character string. Steps 460 to 980 correspond to the pracessxng for
emplc~y~ng the prepared font to replace pertinent aharc~cters~in the text.
[ 0043] Tt is satisfactory to determine the location using a pseudo-xandazn
number based Qn an adequate seed, arid the aaxnpaunding of fonts to be
performed at one to several. locations on a page. If the position of a
chaxaCter object is manually adjusted and a ~ratsrmark is deleted, sa long
as a aampound font remains, it can be determined that a watermark has been
il7.egally deleted from a document, [0044] A compound Pant can be
constituted by a singJ,e character. For e~sample, the Character "~" may be
prepared as a 1/4 size out~.ine font and disp7.ayed as a 2 x ~ b~,ock, 



Further, characters extenci~.ng across three lines may be Constituted as a
single Pant. Zn addition, characters that constitute a compound font may
not always be adjacen~r to eaal~ other, i.e., may be located apart from
eaoh other.   ~ 7 MAR ~~a3 .. ~ oa~s~ The layout analysis pfocess is
empZayed not only by an unauthorized user, but for the embedding and the
detection of a watermark: fio provide the required accuracy and complexity
of the processing, one of the follawinc~ physical diffexence$ is present. *
From the viewpoint of a reference for a user, a correct interpretation is
required far a layt~ut analysis for reformat tine. Howetrer, such
correctness is not required for the watermarking analysis, arid the same
result need be obtained merely for embedding and for detection. * The
layout interpretat.~.on must be uniquely determined for reformatting.
Howe~rer, during e~ctraation, detection of a watermark can be attempted for
multipze available layout results, Therefore, the layout analysis used for
the embedding/deteation processing Gan be i.mp,lemented more easily than
can the analysis for reformatting. (ao4s~ In the present invention, the
processing (i,) fox shifting a reference point, and the process~.ng ( i.i y
for d.ivid.ing a   ~ ~ ~a ~ ~oa~ character string into individuai
ehax~acters arid for combining them to obtain multiple cha.xaGter strings
xs performed to cope wzth an attack mounted to interpret page description
data and to delete ir~foxmation for moving a location. Therefore, page
description data can be so formed that the il~.ega1 alteration of ~.ayaut
informat~.on a.ffeots the appearance of a dQCUment . S~.nce~ the
destruction pf a watermark causes damage to a layout (in its appearance), a
damaged document can not be re--distributed. 



L0097] 1~ countermeasure for reducing the accuracy of a layout ana7.ysis
using a compound font can be taken to cope with an attack during which page
description xetc~xmatting zs performed after the layout analysis has been
completed. The presence c~f a compound font caz~ be detected from page
description data only~if an attacker prepares a program. however, a user
must visually identity wards that axe coup7,ed together, otherwise the
compound font can not be separated into independent fonts, and the
reformatt~.ng results are adverse~.y affected. Therefore, the processing
4a 1 l ~lA~ p03 required to mechanically delete watermarks fram many
documents is difficuzt. [0098] (~) Pxevent~.on of extraction Qf text
information Text code in page descr~.pt~.on data is deleted and is replaced
by a set of graphic primitives that draw the same character. A character
may be expressed using code that differ from that of an t~rdin.ary system,
and font information fAr displaying it may be assembled ins the page
descriptio~x data. Tk~e replaced "character" is then processed as a line
image. l~lthough the shape of the displayed image is a character, the image
can not be identif~.ed as a character using the string of graphic
pri.miti~res. Thorefare, as is shown in rwg. ~, wnen only text data are
displayed by an editor by using Cut&Paste, e~ren when viewing and printing
is available by employing PDF misplay software, either characters are not
displayed or a meaningless character string is displayed. [(~U4g~ The
abo~re alteration is not reversible, arid tk~e original   .~ ~ ~~~ ~oa~ N
can not be recovered by using a coding program. Examinations acrd data
entries performed by human be~.nc~s are ,ind~.spenaab7.e in order to obtain
the same text information as it actually appears. Even when the above
~arocessir~g is performed for only one part of the text data, such as the
characters that appear frequently in a document or the articles "ha, ga and
no, " a dacumerrt that is extracted is difficult to read. As a result, the
name effects obtained by processing the text in its entirety can be
acquired by performing the activity xmpl.ied by the meaning of the
"requirement fax manual checking." 



L0050) Fig. 11 is a flowchart showing the processing far preventing the
extraction of text information. At step 510 a character to be replaced by
graphic primitives is selected. The select.ian of a character to be
replaced by graphic primitives corresponds to the selection of character
data to be pxeventr~d from being extracted f.ram page descr~.ption data, i
, a ., ~.t corresponds to the selection of a set of locations representing
a character, a lire and a page. At step 520 the selected character is   ~ ~
MAR ~~~3 deleted Exam the text data. Here, the deletion of the selected
character from the text data corresponds to the deletion c~f a target
ek~aracter from the text data in a page description language. If necessary,
page description data are changed, and the display location of a succeeding
character is clearly described. Th~.s is done zn order to prevent the
succeeding character Exam being displayed at the location occupied by the
deleted character. At step 530 the graphic primitive representing the
de7.eted character is added. ~"he additzan of the graphic primitive
representing the deleted character corresponds to the addition, to the page
description data, Qf grapk~ic primitives whereby graphics ha~r~.ng a
s~,milar appearance can be displayed at a location occupied by the deleted
character, Finally, at step 540 a check is performed to determine whether
a11 the selected Characters have been processed. Zf the deCisxan is Yea,
the processing is terminated, If the decision is No, program control
returns to step 520. f0051) 5xnce a character is not expressed by using the
cads but   ~ ~ Ma R Zoa~ 43 instead is expressed by using a gx~aphie
primitive, text ixtfoxmation can be grever~ted from being stolen by using
Cut&I?aste, or by employing an automatic character 



. in:~ormation extraction program. All the characters in a doCUmer~t can be
independently defzned. ~Iawever, even if only a character that frequently
appears is x~epl.aced, ~r~.sual. checking is required after text has been
extracted, and the amount of manual labor involved i,s increased, so that
the theft of text ix~forznation can be ~arevented. Also, whether text has
been illegally extracted can be detexmirred because a specific character is
missing. So 7.ong as a small number of characters are processed, even when
character font information is embedded as a graphic primitive ix~ a page
description fiJ.e, the size of the file will be increased only slightly,
and the practical usability of the file as distribution data will riot be
lost. [005?J The PDF display software that is a typical document foxma,t
~.n a page description language has a function whereby a password, is used
to inhibit Cut&Paste. H~rwevex, the   .,. 44 control for "~ermittinq
d~.splay and ink~ibiting Cut&Pa~te" is simply implemented by~ referring to
the flag far a PDF file. Acoc~xding to the present invention, on7.y if code
information (or on,e part of it) ~s removed from page description data, can
the stealing of text- code essentially be prevented, without depending on
the implementation of a display program. [0053) In addition, s~.nce one
part of the wade in text is removed, the manual labor requ~.red fQx
confirmatiozx is increased as the result of an attack to farce the
reformatting of page description data, which was explained in the (~)
non-alterable page description, and the meal~anxcal destructi.on/capying,
of a watermark is difficult. (0054J xn Fig, 2 ,is spawn an example hardware
arrsngement, according to i:he present ir,~vantion, for ~. system for
embeddir~g/d,etecting a watermark. A sy$tem 100 comprises a central
prooeasing apparatus (CfU) 1 arid a memory 4. The   ~ l ~Ak 203 45 ~P'U 7,
and the memory 4 arewonnect~d by a bus 2 arid an IDS controlJ.er 25 to a
hard disk drive 13 (ox to a storage medium drive, such as an NCO, a CD-ROM
2 6 or a J~VD 32 ) , which is an auxiliary storage device. It is preferable
that information to be embedded, o,r a document file in 



which infarmaticrn is tc~ be embedded, be stared in the auxi7.iary storage
device. Similarly, the CfU 1 arid the memory 4 axe connected by the bus ~
and a SCSI Controller .27 is connected to a hard disk drive ~0 (ox to a
storage medium drive, such as an M0 28, a CI~-RCM 29 or a DVD 31 ) , which
is an auxiliary storage de~r.zce. A flop~ay disk drive ~0 is connected to
the bus 2 via a floppy disk controller ~aa~~) A floppy disk is inserted
into the fiappy disk dri~re 20, and code or data or a computer program,
which interacts with an operating system and issues instructions to the GPU
1 for implementing the present invention, can be stored an the floppy disk,
or Gz~ fihe hard disk drive 1~ ar on the M0, the CD~ROM 2 6 or the DVD 32 )
, and i.n a ROM 19. This computer program is executed by loading it into
~ ~ ~A~zaa~ 46 the memory 9 . This c~de,~---and ~ it associated data,
includes an 05, axe embedding/detection prt~gram, and font data. The code
fax the computer program caz~ be compressed, or can be divided into
multiple segments for st.arage on multipJ.e storaga mediums. [0U56] The
system 100 further comprises user interface hardware Components, such as a
pointing device (a mouse ar a jayst~.ck) 7 and a l~eybaaxd 6 for entering
data, and a display device 12 for providing visual data for a user.
Furthermore, a printer can be connected to the system 100 via a parallel
part 16, or a modem can be connected tr~.a a serial port 15. For
communicata.ng with ar~othex~ computer, the system 100 can be connected to
a network via the serial, port 15 and a modem, car via a communication
adaptor 18 fan ethernet or a token ring card), A remat~ transceiver is
connected to the ser~.al part 15, or to the parallel port 16, for
exchanging data with the systam 100 using ~ntrared rays or wires. Through
th,e communication funCtiaris, information to be ambedded, or a document
file in which information xs to be embedded may be obtained   



~ 7 ~tA ~ zaa~ 47 externally. ~aos~~ A loudspeaker 23 ~.s used to receive,
~r~.a an amplifier 22, an audio signal, produced by a D/A conversion
(dxgital/ane.7.og canvex~sion) performed by an aud~.o cantx~olJ.er 21, and
to output the signal as sound. The ( audio controller 21 pexforms the A/D
(analog/digital.) corr~rersion of audio information xeceived via a
micx~aphone 24 in order to introduce external audio data into the system
100. (0058) As is described above, it would be easily understood that the
system of the present invention can be provided by an ordlnaxy personal
computer (PC); a workstation, a notebook PC, a .palmtop PC, a network
computer, a television set or anothsx eJ.ectric hams appliance that
incorporates a computer; a game machine having a communication function; a
communication term~.nal haring a communication fun,eti.on, such as a
telephone, a facsimile machine, a portable telephone, a PHS or a PDA; or a
combination of the   . . , w 48 campt~nents desex~i.bed above. It should be
noted, however, that these components are merely examples, and not a11 of
them are required for the present invention. [ Oa~9] ' ~~dvantages of the
Invention] According, to the present invent~.on fQr the electronic
watermarking of a I?DF file in a page description language, it~is possible
to prevent the copying of many pDF files, the ~.llegal construction of a
document database, and an il7.egal distribution service that employs data
in accordance with the database. In order to preclude illegal. business
transactions, ~.nformation representing a copyright can be embedded as a
watex~maxk irt a text file. zf an unauthorized user removes the watermark
and reconstructs a file to use fc~x~ business, he or she can not
mechanically delete a watermark from a large number of dt~curnent pages .
9. Hr:ief Description of the Drawings: Fig. 1 ~.s a diagram showing
pseudo--code far the embedding and the detection of a watermark a.ccoxding
to the present  



1 ? MAR ~~D~ 4~ invention . , _ , Fig. 2 is a d~.agxam illustrating an
example hardware arrangement fbr a s~rstem aCCOrdi,ng to the present
invention. E'~.g. ~ is a d~.agram showing an example wherein files before
and after a watermark is embedded are overprinted. ~'ig. 4 .is a d~.agram
showing the results obtained 'by an equalization attack on the method of
the present ~.nventiar~. Fig, 5 is a diagram showing characters in two
lines that are defined as a single compound farm . Fig. 6 is a diagram
showing the edit~.ng xesuJ.ts obtained by the replacement of a graphic
primitive. Fig. '7 is a flowchart showing the watermark embedding
processing according to the present invention. Fig. ~B is a flowchart
Showing the watermarl~ detection processing according to the present
invention. Fig, g is a flowchart showing the non-alterable page
description, processing (the breaking dawn of a character str~.ng and the
changing of a reference point). 



Fig. 10 is a flowchart showing the non-alterable page descriptiax~
(compound fonts processing.   ~ ~ ~~~ ~aa~ Fig. 17. is a flowchart showing
the text infarmatian. extraction prevention. proeess~.n~,g acec~rding to
the present invention.   ~ 7 M~4R ~~0~ -si Claims: Claim 1 Are information
embedding system for embedding infor~xration in document data, including
text written in a page description language, corx~prising: (1) means for
analyzing a layout of said document data in which information is to be
embedded; (2) means far, based on said analyzed layout, generating a
sequence of locations 'whereat said information is to be embedded, wherein
said sequence of locations is generated by producing a string of sequential
pseudo-random numbers; and (3) means for changing a page description for
said text at a designated location i;c accorda~xce with said er~abedded
information. 



Claim ~ A~ embedded information detection system for detecting infozxnation
ennbedded in document data, including text written in a page description
language, comprising; (1) means for analyzing a layout of said document
data in which information is embedded; (2) means fox, based on said
analyzed layout, generating a sequence of locations whereat said
ix~farmation is embedded, wherein said sequence of locations is generated
by employing a string of sequential pseudo-random ntunbers to embedding
information; and (3) means for obtaining said embedded information, from a
page description entered for text at a designated location. Claim 3 The
system according to claim 1 or 2) wherein said page description of said
text is a description representing the coordinates of a character. Claim 4
An information embedding method for emvbedding information in document
data) including text written in a page description language, comprising the
steps of (1) analyzing a layout of said document data irr which information
is to be embedded;   ~ ~ MAJ~ 200 -s~ (2) based on said analyzed layout,
gezrerating a sequence of lacatian,s whereat said inforrrxatian is to be
embedded, wherein said sequez~oe of locations is generated by producing a
string of sequential pseudo-randarn numbers; arad (3) changing a page
description far said text at a designated location ire accordance with said
embedded information. Maim 5 An embedded information detection method for
detecting information embedded in document data, including text written ira
a page description language, comprising the steps 



o~ (1) analyzing a layout of said document data i~t which information is
embedded; (2) generating a sequence of locations, based on said analyzed
layout, whereat said information is embedded, wherein said sequence of
iocatians is generated by etnplaying a string of sequential pseudo-randorn
numbexs to embedding information; and (3) obtaining said embedded
information from a page description entexed for text at a designated
location. CXaim 6 A stor2~ge medium for staring a program for embedding
infonnatian in docurnet~t data, including text written in a page
description language, said pragratxi comprising: (1) a function far
analyzing a layout of said document data in which information is to be
embedded; (2) a fiuxction for, based nn, said analyzed ~xyout, generating a
sequence of locations whereat said information is to be embedded, wherein
said sequence of locations is generated by producing a string of sequential
pseudo-rar~darn numbers; and (3) a function for ch2mging a page description
of said text at a designated location in accordance with said embedded
information. Claim 7 A storage medium for storing a program for detecting
ir~formatiorr embedded in document data, including tent written in a page
description language, said program comprising: ( 1 ) a function for
arxalyzing a layout of said docr,~ment data in which information is
enxbedded;   ~ ~ ~A~ Q003 (z) a function for, based oz~ said azralyzed
layout, generating a sequence of locations whereat said information is
embedded, wherein said sequence of locations is generated by ezxrployir~g a
string of sequential pseudo-r~a~~dom nu:rnbers to embedding information;
and (3) a function for obtaining said embedded xnforniation from a page
description etxtered far text at the deterrnxned location.
.Al.Alu.A`9.A&.ALh.AfH9.AY.A9Y.A9N.AA%.Al.A`9.A9F.A.A9Nyr.A.ALe.A3H.A9.A
.AsH,.A`.A` .A.A`3.A.Ay.A&.A[L.A5R.A9.A.A.AL.A&(.A%.AN,.A.A`.A;
L.A`.A3.AF`.A .AV.A(.A`9.Al3.AYL.A&1.A(`R.Ay,.AL0 
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