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designed to reduce fraud and counterfeiting such as holograms, special over-layers, and
watermarks. Nonetheless, many of these features are proving to be less effective as financial
transactions are increasingly being conducted in a wireless environment. Similarly, as financial
instruments are increasingly being employed on electronic devices, rather than physical plastic
cards, the ability to use techniques such as a customer signature or holograms to verify a party to
a transaction is becoming less available.

- [0003] One of the primary sources of fraud which is prevalent in the credit card industry
is skimming, which refers to the electronic copying of the card’s magnetic stripe data to create |
counterfeit cards. Early skimming was difficult to hide and required cumbersome equipment. As
credit card technology has become more sophisticated, so has the technology used by skimmers.

[0004] In addition, new forms of skimming have appeared. For example, in one instance
a small bug was implanted in a terminal, and left in place for weeks to collect hundreds of card

numbers before being removed to harvest the collective card data. Also, one of the more

insidious forms of skimming involved line tapping wherein the communication lines between the
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PCT/ US2004/ 92684ins. This is because the magnetic stripe, which is placed on the back of a transaction
card and stores a varicty of data on threc separate tracks, is a passive media. In other words, the
digital content of the magnetic stripe can be perfectly copied, without any difference between the
copy and the original. Largely, this feature is relied upon in legitimate magnetic stripe
transactions as a point of sale terminal is simply required to read the data present on the magnetic
stripe.

[0006] One of the primary means by which skimming can be prevented is for the
consumer to closely monitor the whereabouts of their transaction card. This will allow the
consumer to prevent the card from being swiped through inappropriate devices. However, as
magnetic stripe contactless cards evolve and bring the promise of quick transactions to current
payment environments, the classic skimming problem comes along with it. In fact, in a wirgless

environment the opportunity to skim magnetic stripe data is more prevalent. In a wireless

environment, a potential skimmer need not physically possess the card to be skimmed nor have
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verification value does not match the paynent

skimmed verification value is not valid for subsequent transactions.

SUMMARY OF THE INVENTION

[0008] The present invention describes a system and method for dynamically generating a

verification value for verifying the authenticity of a payment service depioyed on a payment

("

device, such as an integrated circuit credit card, each time the payment service is utilizcd-in a
transaction. With each transaction, a verification value is dynamically generated on the payment
device from data specific to the payment service. The verification value is embedded into the
payment data which is transmitted from the payment device to a point of sale terminal such as a
credit card terminal. The point of sale terminal transmits the payment data, with the embedded
verification data, which may be in the form of magnetic stripe credit card Track 1 and/or Track 2
data, to a payment network which transmits the payment data to a service provider computer.

The service provider computer independently generates a verification value. The transaction is



devi ce generated verification value, [0009] In an alternate enbodi nent,
paynment data generated with each transaction on the paynent device is

transmtted 0 paynent devi ce on which the paynent erat ed
to a point OW%QP%%%‘M nal such as a credit card term nafj@{/ﬁxsz’\\ﬁgéqz%ﬁgati on
val ue may be generated by the point of sale term nal using the paynent data
and information contained within the point of sale device. The point of
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dat a, to a ment r k. whi h transmts the paynent data to a service
provi der co?\‘%l%é?“er% e\éﬂﬁc%‘%’e 35t ovi der conputer independently generates a
verification value. The transaction is di saP proved if the service provider
gener at ed veri f {039 dmanaieqatesgiodiment. paxreant daieeansratediviBraagintrapsactien sier at ed
on the point of sale termnal. [0010] The present invention may be used in
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features, benefits and advantages of the enbodi nents of the present

i nvention h
appended cmth%pg%%qgggm\gn%% tﬁgﬁﬂehghs&amhﬁgﬁrg%ﬂggﬁgorqgﬁgé{\;Vil%dggl (?!tné t he

venti on. Céf%ibd?%%f?ffa%Bé'fﬁ&‘ﬁ‘é%fﬁ%%%bQ?%%E‘él*%rpa{%%&'é’%‘a [ BV eg.a% ndp
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encrypted data block for creating a dynam c card verification val ue
accor di ng tRrytmhet noivaskewhich fraesmitsahe payment data to a service provider computer. The service

provider computer independently generates a verification value. The transaction is disapproved if
the service provider generated verification value does not match the verification value generated
on the point of sale terminal.

[0010] The present invention may be used in any transaction in which magnetic stripe
Track | and/or Track 2 data will be exchanged over any type of interface including contact-based

interfaces and wireless interfaces.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] Aspects, features, benefits and advantages of the embodiments of the present
invention will be apparent with regard to the following description, appended claims and
accompanying drawings where:
[0012] FIG. 1 depicts the method of creating an encrypted data block for use in the

present invention.



[0015] FIG 4 depicts an exenplary record format for use in an enbodi nent of
the present invention. [0016] FIG 5 depicts an alternative exenplary
format for u nbodi ment of the present invention 6 is
a flowchart gﬁ)%{) p@g?%rred met hod of utilizing a dynam car?@g%r])quz%(}
verification value to authenticate a transaction. [0018] FIG 7 is a
flowhart of an alternate nethod of utilizing a dynam cally created
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[0018] FIG. 7 is a flowchart of an alternate method of utilizing a dynamically created

verification value to authenticate a transaction.

DETAILED DESCRIPTION OF THE INVENTION
[0019] Before the present methods are described, it is to be understood that this invention
is not limited to the particular methodologies, devices or protocols described, as these may vary.
It is also to be understood that the terminology used in the description is for the purpose of
describing the particular versions or embodiments only, and is not intended to limit the scope of
the present invention which will be limited only by the appended claims. In particular, although
the present invention is described in conjunction with financial transactions, it will be appreciated
that the present invention may find use in any electronic exchange of data.
[0020] It must also be noted that as used herein and in the appended claims, the singular
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forms “a”, “an”, and *“the” include plural reference unless the context clearly dictates otherwise,



be construed as an admi ssion that the invention is not entitled to antedate
such disclosure by virtue of prior invention. [0021] Cenerally, the present

i nvention pr thods and systens for dynamically g card
verificati on%ﬁ’ﬁ% zﬁ@ ¥ each transaction and for utilizi nggg'ﬁ@g%b@(ﬁ 5?13
verify that the paynent service is authentic and has not been ski rmed. The
dynam cal ly generated Card Verification Value (referred to herein as the
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enbedded into the paynent data. [0022] In an enbodi nent, data recel ved by
the point ofscigalific mashsedhereis havettlessamemeanings as spmmOYly yadarseqd hygpeolcedipary
standard magnetic stripe Track 1 and/or Track 2 data w thout an enbedded
dCW) by t hekjldntite aof Adtabughtaey methatlls siliha opequintalant toghdse deseribddrhateinras basedn
the received data to a paynment network which, in turn, passes the data on

to the serviigeprR¥tddQestihg oﬂdﬂﬂ)odﬁﬁhwo@ﬁac@fd@éﬁtdﬁ@ntﬁﬁﬂ; @k pief@fedhfttholly @nsaet i on
is one for which a dCW is required, the service provider independently
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service provider does’ not mat om t he payneht devi ce,

t he transactjon n otentiall r Ient
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recei ved by the p0| nt of sale termnal and is used by the poi nt of sale
tegmnal to g‘é‘f?é?&’?@”é‘"%‘rof’fl cation value. The point of sale terminal

pasSes on the received data to a paynent network which, in turn, passes the
data on to the séﬂﬂﬁll:é‘xeanalbvI!aepreseﬂthvesmwmrwdgﬁrmth@tbrand ﬁﬁ@p@fdecmmyucaﬂy
generates a verification value. If the verification value generated by the
service prowefiettingeeardetifi@mion Ralib for 8 an@cwonand fdrudizihpeuch 0alnd toatrifyeae
termnal, the transaction is identified as potentially fraudul ent and
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devi ce" shall nméan any device
Verification Value (referred to herein as the “dCVV™} is generated on the payment device,
embedded into the payment data, and transmitted to 2 point of sale terminal. In an alternate
embodiment, payment data is received from a payment device, a verification value is generated
by a point of sale terminal, and the verification value is embedded into the payment data.
[0022] In an embodiment, data received by the point of sale terminal is interpreted as
simply payment data (e.g. standard magnetic stripe Track 1 and/or Track 2 data without an
embedded dCVV) by the point of sale terminal. The point of sale terminal passes on the received
data to a payment network which, in turn, passes the data on to the service provider. If the
service provider determines the transaction is one for which a dCVV is required, the service
provider independently generates a verification value, If the verification value generated by the

service provider does not match the dCVV received from the payment device, the transaction is

identified as potentially fraudulent and disapproved.



conprising a mcroprocessor which may be used in a transaction or data
exchange as described herein. Wthout limting the generality of the

foregoi ng, " wgﬁ\%m&lﬁvi ce" shall include an integrated p&.{/gggsﬂﬁggﬂ ((aal SO

commonly known as a smartcard), a nenory card, a cellular phone,
personal digital assistant, a nobile electronic device, or a conputer.
[ 0025] For purposes of this application, "contactless" or "wrel ess" shall
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protocols, in which data s exchanged between two ‘devices wthout the need
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application, the term"paynent service" shall nean any application_ deployed
on a paynentPreiderc Ehevsrdee pravidersndapendepndheagates f veraficatipe veloe f theeerifisalinpnt
devi ce and any other device or location. It should be appreciated that
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pur poses of this application, "paynent data" shall nean, with respect to

financial apghiigalthORenshdiRaes [sihdicdlas prBitflly saddIht ke diRapreeld. service to
execute a transaction, and with respect to non-financial transactions any

necessary data el Gl Us] . ‘ g@(h@- 6813
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stripe credit card transaction, ."'pa nt data" would c rise Track .
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credit card industry, such as the primary account nunmber, expiration date,
service codé@{e"hnwlép%]i“@{“iné ARG gengetity. °f"‘¥fa§ﬂwﬂgd abaymeppdevifes shalbippufs an 5
unique card identification nunber or a unique identification nunber for a
servi ce provndgnated [(@0@8ardn(akn compuuiynkrwn gshe spagtered), admemonyi dard, aegsildier on
menory | ocated on the paynent device. The paynent device will also nmaintain
an appl i cat itglepHon@rg@asbha i glalimketant, & Ab6)le eldhnildevisk| dr aicomput.| y be set by

the service provider to a predeterm ned val ue.

[0025] For purposes of this application, “contactless” or “wireless” shall mean any
communications method or protocol, including proprietary protocols, in which data is exchanged
between two devices without the need for the devices to be physically coupled. Without limiting
the generality of the foregoing, “contactless” or “wireless” shall include data transmissions by
laser, radio frequency, infrared communications, Bluetooth, or wireless local area network.

[0026] For purposes of this application, the term “payment service” shall mean any
application deployed on a payment device which causes the exchange of data between the
payment device and any other device or location. It should be appreciated that “payment service”
is not limited to financial applications.

[0027] For purposes of this application, “payment data” shall mean, with respect to

financial applications those data elements used by the payment service to execute a transaction,

and with respect to non-financial transactions any necessary data elements exclusive of the



Thereafter, the ATC will be increnented with each transaction. A ternately,
the ATC nmay be decrenented fromits initial predeterm ned value with each
transaction. _The ATC may be a value of any length. In addition, the_ service
provi der whi ¢YP HEHEPBYEA t he paynent service will maintai nPCE(Ug%?P%zéﬁ}andi ng
ATC accessable to the service provider's conputer. As discussed in nore
detail below, this corresponding ATCis used to identify paynent services
whi ch may h n_ _.ski | L. er i . CLV .
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string of predetermned length is created. This numeric string is created
by overl ayi ndpté Gdrvich eodes CintiGRscoatienary ldetac GPayaspodaa’ hgay dled commise adingjue sardf

t he account nunber for the paynent service or PAN 104. This numeric string

i s concat enajdestifRBtddRimiHed Bt a Wiigde iBEHRIfEXInmAbe foll@kRvit®prol fder. pay ment
service and the service code to produce a concatenated value 106. If
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concat enat ed val orma rume tring a predeterm ne

WO 2005/ 020012 PCT/ US2004/ 026813  fixed length. In a preferred enbodi nent,
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any | ength maybe used. The paddi hg characters 108 may consist of a stream of
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dece and the service provider. The nuneric string 112 is bisected into
two bl ocks oFheegpiiat, theehDE Will BE ockeminkd6vidrmch BinsekioB. Al@maBlypthe AT 1éyibs
then encrypted 121 with a first encryption key 120. The result of the
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122 is then exclusively OR ed (XOR) 123 with Block B 118 resulting in Bl ock
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below, this corresponding ATC is used to identify payment services which may have been
skimmed. In an alternate embodiment, a cryptogram, digital signature, or hash value based on
transaction data may be used in place of or in conjunction with the ATC.

[0029] Each time the payment service is initiated, a dCVV is generated on the payment
device for authentication purposes. FIG. 1 depicts the method of generating a dCVV for each
transaction according to the present invention. Initially, a numeric string of predetermined length
is created. This numeric string is created by overlaying 101 the ATC 102 over the corresponding
left-most digits of the account number for the payment service or PAN 104. This numeric string
is concatenated on the right with the expiration date for the payment service and the service code

to produce a concatenated value 106. If necessary, padding characters 108 are concatenated 110

on the right of the concatenated value 106 to form a numeric string 112 with a predetermined



133 using a fourth encryption key 134 to produce Block G 136. [0030] It w Il
be apparent to one of ordinary still in the art that the first encryption

key 120, the{v&?&?fﬂﬂm ncryption key 126, the third encryp&,kgﬁjsﬁﬁﬁoésﬁg and

the fourth encryption key 134 may take any presel ected val'ue
enbodi nent of the present invention, the first encryption key 120, the
second encryption key 126, and the fourth encryption key 134 are equival ent

and of a difger Y L hird i -
per it at i one 5P s Mol sREhBR bl s RORENPLLATLISN 1 o bhs i REH shonsh s,
FIG 1 are within the scope qf the pr nt .invention. L0031] In_a preferred
enbodi mont ,  MRETESGE oE TS w Yeafed IBE bedrsBROHEP AR MR fnsif S By R sE
the third engryption key 130, and the fourth encryption key 134 take the

val ue of uniYbe’s REPRY ofber npawerie value Hit it karyva PPdo HiF RapmeAlpisn anddg sEICe Upon
depl oynent, each paynent service is personalized by the service provider
with a mast grodder Tat namerkesyringlhid istbis¢ossd ooty bbckeyf equal lenigth, Bipk dyHé and t h
paynent services in batches (i.e. multiple paynment services receive the sane

nmast er deri VBIdcIKBY18.0BlocRAl M6GGEA %cg?&@hwa?]tﬁﬁﬁirst@ﬁ&&ﬁﬁ)nme? h2®€The result of
personalized with the 9 WD 2005/020012 PCT/ US2004/ 026813 unctionality to

derive keys tH@ie&H’ﬁ)titoﬁ esglegﬁl\%ﬁi;?%ﬁl%l?& csl%}éif‘fe?lgtg@q@al tﬁ B?&QV)? 116191316%%@8%?'@9%1‘ or

deriving two uni que are utiliz I'n the preferred e ment. The
account nunber, 201, {h t . u unmber .2 I nyer f. the

account nunbcéflu%%?’ 05\{18‘??@&0#\3#@?18%%?@‘3%'@[6%}1%%5%@%@\f?ﬁ]fﬁfﬁ!e% 15@‘ Nare
concatenated together to create a concatenated valye 210.. |f necessary, the

concat enat ecEGRPE 12 itraperrnd saauseney hiGiemsetice Block Snl28o Bk K HBethen 1

to create a string of a predetermined fixed length. In a preferred
enbodi nent , debeypredA2estmpgt dedryptiad key 120 @ predncdBlotR B 182.tBlogkT 132ngghén enafyptadugh
the concatenated value is not limted to being this |ength. The

concat enat edlmajsmgaz&ﬁmﬁcg?aﬁh RV 8 pddecéBloskd Gg36.he master derivation key
221 as the encryption key tTor each encryption stage. The encryption

e o, S R L AP0 AL IR 06 Ao
120, the second encryption key 126, the third encryption key 130 and the fourth encryption key
134 may take any preselected value. In an embodiment of the present invention, the first
encryption key 120, the second encryption key 126, and the fourth encryption key 134 are
equivalent and of a different value from the third encryption key 130. Other permutations of the
encryption key values utilized in the methodology of FIG. 1 are within the scope of the present
invention.

[0031] In a preferred embodiment, the first encryption key 120, the second encryption key
126, the third encryption key 130, and the fourth encryption key 134 take the value of unique
keys derived from data existing on the payment device. Upon deployment, each payment service
is personalized by the service provider with a master derivation key. The master derived key may

be deployed with payment services in batches (3.e. multiple payment services receive the same

master derived key) or individually. Each payment device will be personalized with the



The value resulting fromthe encryption step 220 is a unique derived key or
UDK 230 for the application identified by the account nunber. Two

addi ti onal 40 and UDKB 241, are derived fro %n e
derivation of ?JE)%X 2 and UDKB 241 fromthe UDK 230 naglptklg@g any a_lgrm

i ncluding assigning the value of the leftnost half of the UDK 230 to UDKA
240, and assigning the value of the rightnost half of the UDK 230 to UDKB

241 A ter nabdoghifiny 1ol DR R e Tike BEIRT LVBE BIGSELRRL HOBlhbEIBRI Y. OF

ot her predeterm ne |t segquences from'the UDK 230 e remaining bits
are assigned, t.o B 241. Fur [ h

240 and UD(éICEYng are"o§Hee k&MSYV @%‘Sﬁ ?{F“‘*{dd‘t&;%ﬁ?“@'[e@%mbﬁg%n%‘w %oé %]Sllﬁe{ of
t he net hodol gy set forth in FIG FIG 3 escri bes the_ furt

processi ng rﬁgdhq@aoq%segéﬁ@ﬁay@bqrﬁéz dwefﬁé’éﬂ‘eﬂF%Wé‘wcb?W‘ ﬁﬁ%ﬁl%&f obf
the value stored in Block G 136 is subjected to two separate iterative
processes t ¢heazadunasegquerive numbén2éd ofe cermienaicdiogetherdg crohtowagonqateRtal vaue 210.

beginning with the nost significant (i.e left nost) digit of Block G 136

and exam ni npneegeity IBSBRBAERkedVialud 280 muuf bepatiiidalith 2e0tk @ BEn@otérlvidRe 2B @& Ng
from 10 WO 2005/020012 PCT/ US2004/ 026813 zero to nine, inclusive, that

val ue is eXthe% ArimDdf ARLIRLAGRSY AilkdBeddBWV UHRéfefedimbdmdf Dthe cérﬁ:fa@ﬁ;ité‘dj to

herein as a ho Ing stri by concatenating the extracted val ue to

right of t h%a Q&F(Ymg)gﬁet f@SeoXlts maI%Itééﬁj aYtﬁJ)L*éﬁ ’thcI c{on@anéﬁate-cll_mg Tk Fssn%l ItmeI%cl to b l%g lE]l'Fsﬁ;

t he hol di ng s ai ns angr ng

|ncIu5|ve whi ch _appear fromleft to rig in e. holdin strl he

sequend‘@‘gﬂh ThAFTaERRSH ‘éf‘b‘t‘r’e?ép 5 thﬁfmner@fwe@;ﬁ@ ‘“g[tb‘%)'é‘éﬂ erﬂegy@gﬂ lﬁey%tl as
eva uation is then perforned again beginning with the nost significant
digit of Bl dekengypdon kaydoeseahiemirypios atige. sErpamntypadn willzed smay fincludeanphype of
contai ns a hexadecimal value ranging fromten (A to fifteen (F),

i ncl usi ve, tehayptioalmeehidslogyt Farekadpld this eddngtien kepaiag diiliacalmipte-DES ehaiption.
deci mal i zed by subtracting the hexadeci mal value A fromthe extracted val ue

oci mal | 2o e e B R B e MR o oA e
of the hol dlaBﬂlCﬁ(tl(H iéhated by the account number. Two additional keys, UDKA 240 and UDKB 241,
are derived from the UDK. The derivation of UDKA 240 and UDKB 241 from the UDK 230
may take any form, including assigning the value of the leftmost half of the UDK 230 to UDKA
240, and assigning the value of the rightmost half of the UDK 230 to UDKB 241. Alternatively,
the UDKA 240 may be derived by selecting alternating or other predetermined bit sequences
from the UDK 230 while the remaining bits are assigned to UDKB 241. Furthermore, there is no
requirement that UDKA 240 and UDKB 241 are of equal length.
[0032] Returning now to the result of the methodology set forth in FIG. 1. FIG. 3
describes the further processing required to generate the dCVV. Each nibble (4-bit grouping) of
the value stored in Block G 136 is subjected to two separate iterative processes to evaluate the

value of each nibble. As shown in FIG. 3, beginning with the most significant (i.e left most) digit

of Block G 136 and examining each sequential nibble, if a nibble contains a value ranging from

10



[0034] Once all nibbles in Block G have been tw ce exam ned as descri bed,
the three nost-significant (i.e. leftnost) nibbles of the holding string

are extracted 325. This 3-digit value is the dCw for the transaction
a her nunber V3P0 my he extracted fromthe twice- exARTHSHHIKEPe

string to generate the dCvw for a transaction. Furthernore, different

ni bbl es, such as the right nost ni bbl es, may be used as the dCW for a
transaction. The three |le aw n i bbl ho er, represent a pre red
enbodi nent . f%@é%rmme&lugjé%"?%wélrc % Petaiedno S5 RbEthines ey auprec i rféﬁ{
data transmtted from the paynent device to the point of sale term nal . The
dat a recei vetfasmediip Bergini asta hﬂ‘l iBg plEng.diyropeatenatipg the gpisecid taé}lqtﬁéhep%ghﬁpfﬁiﬁ
sale term nal as standard paynent data. In other words, the point of sale

t ermi nal wi | preniotslpextabled valoe,dbtngr Thaeesilf wil @@Wth@oedibgddegicmtﬂjlnmﬁ@ aduch
dCW nmay be |ocated. There is no indication to the point of sale term nal

that a dCwW mu@rm% ebrh #r6 td dife, imdRistre] G EH appariffopmetiiern prymmeholdmgiseidg 11
WO 2005/ 020012 PCT/US2004/ 026813 [0036] FIG 4 depicts an exenplary record

format for trqﬂgmntetsk P@%r@ﬂéh m%‘%’gf’wlﬁ Blotcl?% VW enbedded therein, from

t he paynent devr ceto e point o e termnal. The record format of FIG

ervi g, wi th an BREIA et‘%%tatf*“%afé%%r e rhﬂilgﬁﬁtétﬁir red

enbodi nent, the account. nunmber 401 is 16 digits |ong

expiration déigi 0&8@ct g ﬁéé@rd BT ANIRIZE PR GequaRiin] Rible. éfewblé'ecerﬁdés mta%tatl%"tl%r ee
digits I ong. However, the primary account nunmber 401, the expiration date
402, and t hevaermngieg frontaem (9 tafifeerofF) | inctid ed thaovaded irsgxtrtmieﬂlleﬂ‘ge btracteidxt ,
inafield Ctypically reserved for other uses, a value is placed as an

i ndi cator 40%léddtthéh eMyalhas b?@@trtracerrg)medeﬂbdemtah v&lu¢ ACRbE- thd BRravet ualvef
this indicator is known by the service provider which deployed t he

appl i cat i on %E\flglglbellnyac%mtm&e\)’dl% %%}l‘?‘%ﬁ%m%ge}rﬁlt?“ﬁ%ﬂso T Jed ﬁl&eﬂ?tr{?he' d

which my t e reserve cation ata I na

dCVWV 415 i's go?lrc]z(l:tg&a tge né‘tt to the right most value of the holding string 320.

[0034] Once all nibbles in Block G have been twice examined as described, the three
most-significant (i.e. leftmost) nibbles of the holding string are extracted 325. This 3-digit value
is the dCVV for the transaction. Other numbers of bits may be extracted from the twice-
examined nibble string to generate the dCVV for a transaction. Furthermore, different nibbles,
such as the rightmost nibbles, may be used as the dCVV for a transaction. The three leftmost
nibbles, however, represent a preferred embodiment.

[0035] Once generated, the dCVV is embedded into the payment data transmitted from
the payment device to the point of sale terminal. The data received by the point of sale terminal
will appear to the point of sale terminal as standard payment data. In other words, the point of
sale terminal will not be able to determine if a dCVV is embedded and where such dCVV may be
located. There is no indication to the point of sale terminal that a dCVV is embedded into the

data received from the payment device,

11



the right of the record. The remainder of the record may conprise additional
discretionary data. [0037] Alternately, FIG 5 depicts a second exenplary

format for tr\%’?{fﬁéﬁﬂbﬁg paynent information with the dQ/}fg‘F@%?ﬂ‘Jﬂ&z%sthereon
€ T rma

fromthe paynen Vice to the point of sale termnal. I'm FIG 5
is created by concatenating a primary account nunber501 for the paynent
service, with an expiration date 502, a service code 503, a PVKI 504, and a

field for PIN vgpa{d i t i he. mary
account nunber 5 Qbid;%ﬁ'x@eégﬁ?sagieg%?%ﬁgﬁgf&? ea?éd;grgl}sg??ggbﬁ%tq\f 2@=tig{h¥' our
digits | ong, seryjge, cade, 503 is three digits |on t he PVKI 504 is one
i ot 1 ong SNV eRBede osdrine om dheoppy et % R st O suf FEmingh TSR or
the primary account_ nunber 501, the expiration date 502, the service code
503, the PVKioBEAf FIGrHistdiratad by soaeqtenasing p GAMIRL acgon ngmeertitl fof fiepaymend
being these lengths. Next, in a single data field 510 each of the

dynam cal | y read edth@Gw\éxpitduen ATE 490 pantreeseiviveti codt 403.1 ln dypefaged etpodiient, b2 WO
2005/ 020012 PCT/ US2004/ 026813 service provider to identify that a dynam c

CW has beenpranfigsldatntatMbertsd &d 6 i 6HECME Expirkhien d4te402 OFHRE digits bhE aneder d
may conprise additional discretionary data. [0038] An inportant aspect of

the present {, %VQ\:/ISOH‘??PE? i§thtr&?cﬁ%i{sg(?n(%?/?@R&%%r?ghﬁgﬁ}gklg%g%nf rtlﬁnbegg((fﬁme%?]%ihaéion

created CVwV all servic er to eterm nati on of

authenticity, of the paynent servjice bei utilized. . This authenticatjqn
step i s not §4% ?MIE8“‘?75!505‘?5‘%‘35?0‘1?rﬁ'lgﬁ\?fcdﬁ%ﬂqgmgegitﬂtbeﬂ‘lg these denelysn Ngitsin ao#’qut her
third parties or devices. FIG 6 shows how the dCW is used in a

coQ%act | ess Wpigillyorseeyed fonotperruses atvabiesephavedens gp dndienser 408 thaj 4| d¢a e hasmkeen
authenticity of the paynent application deployed on the paynent device to
make a det erembrdtiddan thut ravhet HEre vahe g ayisrewicatoa ppliioeattyahe feasicd ponidsk whicked.

Al t hough shown in the enbodi nent of a contactless environment in FIG 6,

the present depue8d theBpplisatittonlthd Pab@enddevise) Mex@ theEAVC YO0 IBceBindhd Fd WRickS ed
for any transaction where magnetic stripe Track 1 and/or Track 2 data is

erchanoed SN SO o RS0 Lifr MR Y SPs AbdS
met hodol ogy tﬂee gg}{t iopt%g re%gr(%l\./ e['he Hr]r?airgd@‘/é/f tiles re?o@?%%? g(()jm;i)#ste%déiacemal discretionary data.
[0037] Alternately, FIG, § depicts a second exemplary format for transmitting payment
information with the dCVV embedded thereon from the payment device to the point of sale
terminal. The formatin FIG. 5 is created by concatenating a primary account number 501 for the
payment service, with an expiration date 502, a service code 503, a PVKI 504, and a field for PIN
verification data 505. In a preferred embodiment, the primary account number 501 1s sixteen
digits long, the expiration date 502 is four digits long, the service code 503 is three digits long,
the PVKI 504 is one digit long, and the PIN verification data 505 is four digits long. However,
the primary account number 501, the expiration date 502, the service code 503, the PVKI 504,

and the PIN verification data 505 are not limited to being these lengths. Next, in a single data

field 510 each of the dynamically created CVV, the ATC and the indicator to be used by the
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paynent data 605. In this respect, the exenplary record formats shown in
FIG 4 or FIG 5 may be utilized. The paynent data with the enbedded dCwW
is transmtted by data comrunication to the point of sale termi nal 610. The
poi nt of sal é”?é[%ﬁfp’r?gﬂz recogni zes the recei ved data as i nPtHESHEN28$13nqar d
format of paynent data and passes the data streamon to the service provider
conputer 615, likely via a paynent network (not shown). The service

provi der conputer receives 6820 th a n ata with the enhedded d and
e r ogat oSetiie PiyiE i Ben e et Bae BT hstBriietied S nER FatGitort g vas
a contactless transaction or not 625. |f the service, provider conputer
det er mi nes t'RBeINgeof thedpeosd May pomprise ddditignat disralianapedtd-r ansacti on, the
transaction is processed in its normal manner 630. If the service provider
conput er det er m 1188387 Aaitimphgartt mspestbaftthopreseasinvedivnas thaekhs systéne of atilizingethe
provi der conputer conpares the ATC received fromthe paynent device 13 WO
2005/ 020012 dyedrhidf200dh&ROBY 3116Ws th sereiod prosifand inake Alkterainati@cofeie suthentRay vi ce
provi der conputer to determne if the received ATC is the expected next ATC

635. If the Ml Jabfibili¥&dict bAM Ethﬁze@.%ﬁ?ﬂﬁheﬂﬁé@ti%ﬁst%ﬁisH&tleﬁ B8ner@MRSGHBHINEX T
ATC, the paynent Service deployed on the paynent device has potentially been

Ki d 640. |f - ATC. | cel , ' '
computer wi 110 oA EARRRT BoMEN s e IRERY A0 ISRV P REGR,

645 utilizing the sane process as ., descri bed, above. |If the service provider
e oer at b (OUU RS Ao P RO ORI heSr 6 PR Bl DAL iaitib iRt ot B aBUmen

service provider deens the paynent application to be authentic 655. The
sefvi ce prowvipgigatien Apriexed onlenpayashbdayice o makeredething patigaf prhethicbilis Pyymendr ed
on The service provider conputer with the ATC received fromthe paynent
devi ce 660 fapplictibskgbeat skimmtd exitiongh shons in the ertitrelimen of encdoss deironment
generated dCVWV does not match the dCW received from the paynent device,

the transactih ®1Gies trﬁgir@eﬁtiiawnﬁoﬁ [sdelithR& tod0éh dnSenVREnThébRImBPBe ukf833hy The
met hodol ogy of FIG di scussed in conjunction with contactl ess

Lr ansact i Oy foRRhert hARE B TELR1 ofefbr TAAWYafiis LRdPEH DIALLAREuRYP

utilized with respec ransa

means for communicating such data. As shown in FIG. 6, the payment device generates the
dCVV 601, preferably using the methodology described above. The dCVV is embedded into the
payment data 605. In this respect, the exemplary record formats shown in FIG. 4 or FIG. 5 may
be utilized. The payment data with the embedded dCV'V is transmitted by data communication to
the point of sale terminal 610. The point of sale terminal recognizes the received data as in the
standard format of payment data and passes the data stream on to the service provider computer
615, likely via a payment network (not shown). The service provider computer receives 620 the
payment data with the embedded dCVV and interrogates the appropriate indicator to determine if
the transaction was a contactless transaction or not 625. If the service provider computer
determines that the transaction was not a contactless transaction, the transaction is processed in
its normal manner 630. If the service provider computer determines that the transaction was

contactless, the service provider computer compares the ATC received from the payment device
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above a certain threshold value. In such an instance, the service provider,
upon depl oying the application, would configure the application to generate

a dCw for tﬁﬁp?ﬂ%bgﬂs above the threshold. The indicat %T/HQ%O@LJZ?@@t ed in

Step 625 wou e set for transactions above the threés
Simlarly, the methodol ogy naybe utilized with respect to any ot her
transaction criteria including, but not limted to, geographic |ocation,

use patter NSy (WcoBiboRbBEATRAIES bine LOTObic oAb 0B SRR B the

paynent device tran ata to a' polnt rmna suc as a
credit card 701. The recei ves .the d and
comput oo o VATE 1 BRereg arten O 55 R e ARE BB ?“PB%”“"?HH“% Ap¥TEanpE

val ue may be conputed in a nunber of different ways including, wthout
limtation, SFBFGHRS EXUATGubC PRUAMS&TYISHeRiRNsH e thshaymertdlepie hw%ﬂﬁiy Rensal e
termnal, a timestanp, or a transaction anount added to a 14 WO 2005/020012
PCT/ US2004/ ORG68m& 640. mds thengxpecTérk ngoi AKC of reseilved, tthe nérmab prewder lrempete el
and/ or append the verification value and additional data to the paynent

data 710. Thﬁd@e@hehuﬁﬂagen@kate&hmvb@orrtmgwdnaﬁhnmnoﬁ 645 R MIgGRE safle PrceRfas
conputer to verify the transaction. The point of sale termnal then passes

the data Stc{egrﬁﬂi%&)ﬁbotv@ irage s%ﬁﬁ(ﬁ:' Sviddr Qeitéd &@@Vkvﬂa&fhegtﬁédc‘v'vkr@ée)/vcﬁ'fﬁnﬂhe

paynent. net wo not shovvn Service provi der corrputer receives the

oy opt | ona Ty el dsipe 65 e SRH o BinBarnE he s Ra BPY<Efien R IEMEER G or

appended by the point of sal e termnal to correspondi ng data stored on the
setvi ce provT*Hé?rv'Ceaf%tﬂeéwwtfdéhcmﬂl%es the Al e ﬁ?@b‘@s@é"dl%é'ﬁ’éto{egobe}m%@?“c925
If the received data fromthe point of sale terminal is inproper, the

transact i on metiderneomputer evithi el HTRareeci el fromkiharpagme@odevide ?ﬁﬂofsmsub@au@ti S
recei ved, the service provider conputer will independently re-generate the

verifi cati orwtheéatiaagoisolf thdr@rdiaieovitidrgasaddd dUVWldes hatinmgchithadGavircgivaifess as
used by the point of sale termnal 735 1f the service provider generated

verificati Orlhé’&iy%mr@ctvf%@ecﬁc triRadtRmiid peididafP @l hRCS terthacdiiess) t he poi nt
of sale term nal" 740, the service provider deens the paynent application to

be aut hent i ¢ 74503 SEEXLESo)PHICT8sARIRYH inj Fo¥or I oRBEAQIIseuRIat ©

t he addi ti onal

is not limited thereto. For example, the methodology may be utilized with respect to transactions
above a certain threshold value. In such an instance, the service provider, upon deploying the
application, would configure the application to generate a dCVV for transactions above the
threshold. The indicator interrogated in Step 625 would then be set for transactions above the
threshold value. Similarly, the methodology may be utilized with respect to any other transaction
criteria including, but not limited to, geographic location, use patterns, or any other criteria.
[0040] In an alternate embodiment, the payment device transmits payment data to a point
of sale terminal such as a credit card terminal 701. The point of sale terminal receives the data
and computes a verification value for the transaction 705. The verification value may be
computed in a number of different ways including, without limitation, using a unique transaction

number provided by the point of sale terminal, a timestamp, or a transaction amount added to a
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whi ch was previously stored on the service provider conputer with the
additional data received fromthe paynent device for subsequent

aut henti cati WS 705%.O |f the service provider generated verification value
does not mat chOEHE 8 fication val ue received fromthe pdiHtUSE+A4PL

termnal, the transaction is potentially fraudulent and is term nated 755.
[ 0041] The foregoing is considered as illustrative only of the principles of

the invention. Further, sipce numerous nodifications and chapges wl |
readily occur“mFga‘PPro'EE F‘?MIPF@% fernipg] dnay fhen ef”i’eg‘?'%d/%(??peﬁggfer"éﬁﬂg%'op VAP 2dhe
invention to the exact construction _and operation shown and descri bed, and
accor di ngl y, additions|,data s e payanent data7dhs Tah eddipnnl datemey beesauised fos disrsepidret o,
falling within the scope of the invention, 15 What is clained is: 1. A

met hod for aptovilet caeputergo avepfytive transetioni Ckhelpoinm @f gale derinnad then rpasssatheidam
conprising: generating on a paynent device a first verification value unique

to the trans@ghi @noWRRERIR psddiidbr bohisilteras,1ikeIgatd DphyMahiR v ik ARX shoed).fTHem
data conprising a first data value and an application transaction counter;

commun oat | e DAUIRBcohBAAE el AT ASmBAMIRN ARNefRck in JuBOYA TR seRRle®

termnal, wherernt recor nprising t Irst verification val ue

and paynment _data; conmunicating,the pa nt record.from.the point of sale
o ol to BOUIGRAED e Ry PG R & A Bpan a6 s AU BT o tesd fon
val ue on the service provider conputer, wherein the second verification
val ue i s gendppsidsd ydhepging pbpale ErRInab &Y egsPopAing alaskgred e thepeprigedripvider

conput er; and di sapproving the transaction when the first verification val ue
does not equedmpittéreo s@ermmak ¥ dei re¢ectlideta isverbpee 725. If the received data from the point of

sale terminal is improper, the transaction data may potentially have been skimmed 730. If proper
data is received, the service provider computer will independently re-generate the verification
value for the given transaction utilizing the same process as used by the point of sale terminal

» 735. If the service provider generated verification value matches the verification value received
from the point of sale terminal 740, the service provider deems the payment application to be
authentic 743. The service provider computer may then optionally update the additional data
which was previously stored on the service provider computer with the additional data received
from the payment device for subsequent authentications 750. If the service provider generated
verification value does not match the verification value received from the point of sale terminal,
the transaction is potentially fraudulent and is terminated 7585.

[0041] The foregoing is considered as itlustrative only of the principles of the invention.
Further, since numerous modifications and changes will readily occur to those skilled in the art, it
is not desired to limit the invention to the exact construction and operation shown and described,
and accordingly, all suitable modifications and equivalents may be resorted to, falling within the

scope of the invention.
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2. The nethod of claiml1l wherein said first data value conprises a primary
account nunber for the paynent service. 3. The nethod of claim1 wherein
said first data val ue conprises a unique identification nunber for the
paynent devWhat is4laiffied isret hod of claim 1 wherein said first data val ue
conprises a unique identification nunber for the service provider. 5. The
met hod of claim1l Wne{]ei nniai gwf itr st dat.a val ue is deri.vet%,fro at | east
one of a primry accolnt rufsEedifgraytheaticating.a payent service beingjsgdm a

i denti fi catirfRadtiefiRBMmprifiag: t he payment device; a unique identification
nunber for the service provider. 6. The nethod of any one of clains Ito 5
wherein said first verification value is derived fromdata further

conpri sing a crypt ogrgenerating gn a pagmenddavide afirs wgrilieation fvaluk anigue to the 6

wherein said first veri.ficatdion .value is derived.fromdata further
Conpr 1 oi ng. Senypeoh e s g VeatiSE vifi RieYES i e uforsts ma e 7
wher ei n sai ¢hiid aiitan'dpplitdtion tlafdhctivbdiftdrs derived fromdata further
conprising a value derived fromthe paynent data. 9. The nmethod of any one

of claims 1 to 8 wherein said first verification value is derived fromdata
further conprising: aosuRYigasingddaympRtgacard &t the paymens dpwiperios paintafisele; and

Clainb 1t ooaniill Pt e babHRRor oot et N Vot RGN e

W th any nogatgero value with each executed transaction. 11. The nethod of
any one of clainms 1 to 10 wherein the paynent record further conprises said
application transaction counter. 12. The nethod of claim 11 further i
conprising storing tHempHicatagithr-paymeahesgendifenm twpeind of sale reminel toseedss bl e

by the ser Vﬁr%?id@f@o‘fﬁﬁ%r; conput er.

generating a second verification value on the service provider computer,
wherein the second verification value is generated solely from data residing on the service

provider computer; and

disapproving the transaction when the first verification value does not equal

the second verification value.

2. The method of claim 1 wherein said first data value comprises a

primary account number for the payment service.

3. The method of claim 1 wherein said first data value comprises a unique

identification number for the payment device.

4, The method of claim 1 wherein said first data value comprises a unique

identification number for the service provider.

5. The method of claim 1 wherein said first data value is derived from at
least one of a primary account number for the payment service; a unique identification number

for the payment device; a unique identification number for the service provider.

6. The method of any one of claims | to 5 wherein said first verification

value is derived from data further comprising a cryptogram.

16



13. The method of any one of clains 1 to 12 wherein the paynent device
communi cates the paynent record to the point of sale termnal via wreless
communi cations. 14. A systemfor verifying a transaction conprising: a
first electronic devite w THe methadofmly one bf tlaiensdiegp! oykdtein Raidde; veafisfdand

el ectronic device i.n c nication with the first electronic device wherein
t he second ‘éq?\éec’tgﬁﬁlﬁ‘f@ ﬂgﬁ@é éF%En%nﬁo%l&gﬁﬂt“%%‘?-d fromthe first
el ectronic device, the paynent record conprising an account nunber for the

payment service and agfir Sthe {&hbd bCalyoRE oF @hinR %Wﬁéf&ﬂ s fgﬁeﬁeﬁﬁ%&%n
e 1s de rom

el ectronic device, wherein said first verification valu rive
dat a conpr i wlugyis deriegsfrane data durthier aorapritingmvaloeideramesd frmnotha pswgmeritdatapr ovi der
systemin conmunication with the second el ectronic device wherein the

service provider co ter J.ndependent |y geper.ates second verification

val ue and di sapproves the cfﬁ%ﬁ%‘ﬂ??@ﬁ %ﬁsf@alpﬁgl tP%r‘@P“?x‘@Pf“ﬂﬁ%%&‘@Bﬁ"Wf‘ue
and t he secmﬁbfgqeﬁédqﬁ;mqumq{epgoﬁﬁ&iﬁg?t equal . 17 15. The systemof claim
14 wherein the first electronic device is an integrated circuit card. 16.

The system of claim 14 wherein the first electronic device is a personal
digital assistant 17. The &Sesviensasie vandi idemifiegtherpaymentrervi¢e; ard el ect roni c
device is a cell phone. 18. The system of claim 14 wherein the first

electronic device is a dev&nc%pir?tgac?dragﬁogglgg\%?,@éﬁrsgﬁqc cessor; and nmeans for

comuni cating with the second™ e he system of any one
of clains 14 to 18 wherein the first electronic device comunicates with
the second el ectroni clideviTie méthod afthing ohe eficieintyl todvelserein the application

transaction counter is incremented with any non-zero value with each executed transaction.

11.  The method of any one of claims 1 to 10 wherein the payment record

further comprises said application transaction counter.

12.  The method of claim 11 further comprising storing the application

transaction counter in memory accessible by the service provider computer.

13.  The method of any one of claims 1 to 12 wherein the payment device

communicates the payment record to the point of sale terminal via wireless communications.
14. A system for verifying a transaction comprising:
a first electronic device with a payment service deployed thereon;

a second electronic device in communication with the first electronic device
wherein the second electronic device receives a payment record from the first electronic
device, the payment record comprising an account number for the payment service and a first
verification value generated on the first electronic device, wherein said first verification value

is derived from data comprising an application transaction counter; and

a service provider system in communication with the second electronic device
wherein the service provider computer independently generates a second verification value
and disapproves the transaction where the first verification value and the second verification

value are not equal.
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20. The system of any one of clainms 14 to 18 wherein the el ectronic device
comuni cates with the second el ectronic device via infrared frequency waves.
21. The system of any one of clains 14 to 18 wherein the el ectronic device

conmuni cates with thessecond spdted of eRirg 14 Qkefeth the &rdt 8RBlroiO ABMEE S @ki on.  22.
The system of any one of clains 14 to 21 wherein the second el ectronic

device is dBWB‘FﬂF%‘é‘de carfeans for conmuni cati ng wwth the first electronic
device; and a termnal. 23. The system of claim22 wherein the second

electronic device is jgurt Agf syﬁ&ﬁ%‘fbﬁﬁ'ﬁglﬁ’(vh@reﬂlaﬁlgm%le§§&ﬂ£ id@{cé(ﬁ%'petjsgnal

digital assistant

17.  The system of claim 14 wherein the first electronic device is a cell

phone.

18.  The system of claim 14 wherein the first electronic device is a device

comprising:
a microprocessor; and
means for communicating with the second electronic device.

19.  The system of any one of claims 14 to 18 wherein the first electronic

device communicates with the second electronic device via radio frequency waves.

20.  The system of any one of claims 14 to 18 wherein the electronic device

communicates with the second electronic device via infrared frequency waves.

21.  The system of any one of claims 14 to 18 wherein the electronic device

communicates with the second electronic device via laser communication,

22.  The system of any one of claims 14 to 21 wherein the second electronic

device is comprised of:
means for communicating with the first electronic device; and
a terminal.

23.  The system of claim 22 wherein the second electronic device is further

comprised of a hardware security key.
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