F0458/ 3131 0 3 JUN 2005 -1 DESCRI PTION Relay Apparatus 5 Technical Field
The present invention relates to a relay center in a data comunication

system i nqu%%%g term nal connected to a network is able to comm@i3cja1§je] 05
with a host on eirther a wide area network or a closed area network via t1qe
relay center and either one of the to;netwirks. Related Art Fig.1l shows the
configuration of a data network syste'mlf'or providing users with an | nternet
connecting service. In the system a 15 termnal 11 can establish a dial-up

connection with a gateway serverDtiﬁd' peyRl i c network 12, and al so
establish a Point to Point Protoco 5383} connection between the term nal

and gateway server 13. The termnal is then able to access the Internet 14
t hrough the communication link in accordance with Transm ssion Control 20
Protocol /I nternet Protocol (TCPReéay Apparabssi ng a host connected to the
Internet 14, termnal 11 is able to specify the destination host by
designating the Internet Protocol address which is a unique worl d-w de
(hereaft referred. to as wide area |IP address). In general way, however,
the ter metééqh%aép}g‘ﬁlf]y t he destination host by the host nane of it in a

predet er i ned Rl g 00R SYSLAMaAYRIALbe oS AREP. bntdle indeptynpti on 1

desi gnated by term . eway server S an inqulry regarding
an | P add@mn@hidifoROSistBATEnt WHibR a ltBERIIAG] ckhndlted i A nWtdeodiea | P
address corresponding to the host F0458/ 3131 03JUN2UGH

1s able to communicate with a host on either a wide area network or

a closed area network via the relay center and either one of the

10 networks.

Related Art
Fig.1 shows the configuration of a data network system for
providing users with an Internet connecting service. In the system, a
15 terminal 11 can establish a dial-up connection with a gateway server
13 via a public network 12, and also establish a Point to Point
Protocol (PPP) connection between the terminal and gateway server
13. The terminal is then able to access the Internet 14 through the
communication link in accordance with Transmission Control
20 Protocol/Internet Protocol (TCP/IP).
In accessing a host connected to the Internet 14, terminal 11
is able to specify the destination host by designating the Internet
Protocol address which i1s a unique world-wide (hereafter, referred

to as wide area IP address). In general way, however, the terminal

o
ot

specify the destination host by the host name of i1t in a
predetermined domain name system. When the host name of the
destination 1is designated by terminal 11, gateway server 13
transmits an inquiry regarding an IP address of the host name to the

Internet 14, obtains a wide area IP address corresponding to the host



-7 nanme, and notifies the address to termnal 11. In the case that the
corresponding wide area IP is not found, gateway server 13 notifies the
fact to t IL In the description, information specifying the host is
referred }ﬁ%@a@%host name", regardl ess of whether the 5 informatibhl/UN 2005

i ncl udes a domai n nane or not. \Wien gateway server 13 obtains a wide area |P
address in response to an inquiry incfuding a hostnane, it correl ates and
stores the host nane and the obtained wide area |IP address in a cache for a

predet er [ bsgfYBAt c4 f lo
whi ch th@%@%ﬁp‘ﬁ%dsgﬁﬁgﬁgglg% ggi:aéggtggg)r ?%I:)rgcﬁ:rll@ll §3| I?,w\/\he% ggéa]t?g\%yﬂﬂéser ver

13 recei vasrrabpbnding Wwide lagdh P & mestfoeme, ghtewggt sowser B@riverifiear ches
for a wi de area conversion table in which the host nanes of hosts on the

| nt er net thé, fatteto mrdunaﬂehll Bnathie edessriptioa, tHenmatipnr speonltinges are

correlated (Refer to In the case 15 that the hos me and.the w de
area | P dbgrbostos f fﬁ%@tto diSsi Grost eRABL t,h%e%ﬂfgleﬁan‘é% a‘f’segﬂ@ﬁ d#& n the

t abl e, the ate\{v‘ag?/ i r obtains the wide area |P address fromthe table;
wher eds ifif Tyl 5 P 4B NHRE A Been stored, the gateway server

makes an i nqui rWhte*ﬂrgg tragt Server 3 tcﬁ:t%‘?ﬁs""e[‘ M‘t?eaﬂ% 2P a385é§‘s tipe case

t hat gat eway server an 1 nqulry response obtalns a new

record, lﬁes@%%ettb)eaﬂQquﬁpﬁﬂcmdirrg avmdemmeaw@@mlalt@@ anabkeoredhen a
preset holding termfor a record o t he gat evvay server expires, the record

i s del et ethe Hostohaimegandnt i ebt&etechwlde aaremlﬁtactd@suspnb&tmm fohast nane
and an | P address ma 25 change intine. On the other hand, a comruni cati on
syst em aPERGRRIIENEY perigdiet Baner 5P IRFeRasa. f0|rna SHESEARRDIAIIBALIBY 18y st em

L TR oS LT P SR LS PSRRI MAG server
server 13 receives an inquiry including a host name, the gateway
server searches for a wide area conversion table in which the host
names of hosts on the Internet 14, their wide area IP addresses, and
their expiration times are correlated (Refer to Fig.2). In the case

15 that the host name and the wide area IP address of the host
designated by the host name are stored in the table, the gateway
server obtains the wide area IP address from the table; whereas if
the wide area IP address has not been stored, the gateway server
makes an inquiry through Internet 14 to obtain the address.

20 In the case that gateway server 13 transmits an inquiry and in
response obtains a new record, it adds the new record to the wide
area conversion table. When a preset holding term for a record on
the gateway server expires, the record is deleted. A holding time is
set since a relationship between a host name and an IP address may

change in time.

o
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On the other hand, a communication system as shown in Fig.
3 i1s generally used. In the communication system, terminal 21
establishes a dial up-connection to a remote connecting server 24

inside LAN 23 through public network 12, and terminal 21



F0458/ 3131 03 JUN 2005 -3 establishes a PPP connection between the term nal
and the renote connecting server. Termnal 21 can access each host on LAN
23 thro%-g/g?mconnecti on thus established. In LAN 23 utilizing TCP/IP as
communi cat i 6n protocol, an 5 IP address identified uniquely insideLAN 285
(hereafter, referred to as closed area IP address) is assigned to each of a
host on LAN 23, including term nal 21°Connected to the LAN. In a LAN which
is larger than a determ ned scale, a host nane is provided for each host

and a CO%Q%%SB%%% ﬂ?fg);@gﬁhggt[ibﬁ Aeth gl et}%rmﬁlag(r?r%%g’?l%ere Of)t}-:ge

requi r enent name 1S di eren r use

I nternet chnis erna@rAinA MOstcdm deMNs$3cheh BOYL 'l 1 1AGNDe 3uni que
only inside the LAN. In a comrunication systemin which a destination host

i s desi gnhredghythe boaheoaiom tluskessslslighed. conversion table correl ating
host names of hosts and closed area | P 15 addresses assigned to the hosts is
provided in redotkANnAdcutihizingedeP/I asoeosxanplieatiami preeocehpaa

connecting server processes an inhquiry, about cl osed area | P address by
desi ghat il ga@ﬂée%s@enﬂik%l unﬂqugﬂpéw iw arﬂ?’cbh%@raeft%‘ér,tlf?efef ttPon of

both termnal 11 20 d rmpal 21.nt sane termnal . e er
accesses & ¢ ?Re%g?’nﬁagwgalst %?Sff;gﬁ’aﬁdq?? ﬁ@ﬁ’sgﬁ %l’ioéét%nvi“QMi cation
desti nati; : i t , 1t f-o th
form nal ooy S {EFmibaL S Aol BOBE AT B AR, FRIC is et ent
for the yapser BPada QyRraviiRd §isledishdyanaage isiprovddedsfabégch haytovi de a

comuni cation systemas shown in Fig.5. In this communication system a
rout er 2%nthw ognamaimeatiogn deBtuatainessis slegsiguated by the host name.
10 The requirement for naming of a host name is different from that
used in Internet 14; and a host name of a host in LAN 23 is required
to be unique only inside the LAN. In a communication system in
which a destination host is designated by a host name, a closed area
conversion table correlating host names of hosts and closed area IP
15 addresses assigned to the hosts 1s provided in remote connecting
server 24 for example; and the remote connecting Server processes
an inquiry about a closed area IP address by designating the host
name. '
It is possible to incorporate the function of both terminal 11
20 and terminal 21 in the same terminal. When a user accesses a
network using such a terminal, the user selects a communication
destination. However, to access to the desired network, the user of
the terminal must select a destination telephone number, which is
inconvenient for the user.

To overcome this disadvantage, it 1s possible to provide a

]
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communication system as shown in Fig.5. In this communication
system, a router 25 having a wide area IP address is provided in
LAN 23, and the router 1s connected to gateway server 13 through a

dedicated line 26. A terminal 51 can access either LAN 23 or



LAN 23, and the router is connected to gateway server 13 through a
dedicated line 26. A termnal 51 can access either LAN 23 or F0458/3131 9 3
JUN 2005 .4 ernet 14 via gateway server 13. In this case, whenqgtenm

51 transrﬁoﬁgwgg&i nquiry designating a host nane of a host inside H&Nr“’ZNIB@ﬂé
gateway server 13 transmts the w de fi\rea | P address of router 25 in
response to the 5 inquiry. Furthernore; the packet transmtted fromterm nal
51 to gateway server 61 will be routed inside LAN 23 on the basis of the

desti nat ilﬂ?em&tllﬁ% éi@@it%?ﬁits%gvkgllfj@e packet. However, when LAN 23

provi des "servi ce onl nal router 25 nust be accessed by

termnal 51, anf agfgsscddedm Wihle®l Neérmifall4 SMustrAR mitec! sfedind dirys.
difficult for router 25 to determ ne whether an access-origin is termnal 51

or anot hefestignatim@ adrodtheamlend £rankdst Besialesk A Nh23 pgaket ayosit edef rigm
gateway server 13 to router 25 is a packet in accordance with TCP/IP, to be
able to trateinve &hcessds ramat P ndddrewl okhiowtepr 221 udiragpassesso fthem 15

I nternet 14, .router 25 is required to have highl nhanced functjon, and
the eRecuffyarbf Fagthermace; gﬁ§ PRS tatréﬂégﬂlgﬁﬁloéﬁ%ntedﬁm‘bﬂglmiﬁ s at or of

LAN 23. | dditi , _SI . K f I 14 AN 23

2 SRl BT BRSSP TR e o8 4 2

dedi cat eQie'sitﬂ?dlt otk ezéeé‘@ﬁ?a Egrin tt?lQe ?ag\{d'qu ng the service to term nal
: , 1t

t
51 increases us, as shown in“Fig f possible to connect LAN 23 and
gateway server Hdwkhalr, hated heANIAGt p oo fest fervHostonlistislee bAindd 3 1,
addition to the function of gateway server 13 through a dedicated Iine, and
to perforpusec@dsnfussrhe acoeastd Hly terminab3 lyiantd acaces fcomsédtarmet. When

termnal 51 inquires about. the_hast nane of a host inside LAN 23, gatewa
servép 614 rlaﬁgpﬂ'k@% preclo@sdai ble 18r gé%qgult for router 23 to determmge Y

whether an access-origin is terminal 51 or another terminal on the
Internet. Because, the packet routed from gateway server 13 to
router 25 is a packet in accordance with TCP/IP, to be able to
receive access from terminal 51 while precluding access from
15 Internet 14, router 25 is required to have highly enhanced function,
and the execution of such functions place a great burden on an
administrator of LAN 23. In addition, since a packet sent from the
Internet 14 to LAN 23 runs through dedicated line, there is also a
disadvantage that traffic of dedicated line 26 that LAN 23 uses for

20 providing the service to terminal 51 increases.
Thus, as shown in Fig 6, it 1s possible to connect LAN 23 and
gateway server 61 that has the function of the host inside LAN 23 in
addition to the function of gateway server 13 through a dedicated

line, and to perform access from terminal 51 to LAN 23 within a

o
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closed area. When terminal 51 inquires about the host name of a
host inside LAN 23, gateway server 61 transmits its own wide area
IP address in response to the inquiry. In a subsequent access, the
packets transmitted from terminal 51 to gateway server 61 will be

routed inside LAN 23, including the gateway server, on the basis of



| P address in response to the inquiry. In a subsequent access, the packets

transmtted fromtermnal 51 to gateway server 61 will be routed inside LAN
i ncl :ﬁq ng ?e gateway server, on the basis of F0458/3131 0 3 i W' 2005

-5 the deStPHAt?bn host name deS| gnated in the packets. In this sygtjemy 2005

since gateway server 61 rejects an accgss fromthe Internet 14 to LAN 2

the avail abl e band of dedicated line 26w ll not be narrowed as a result of

access fromlinternet 14. Further, since 5 gat eway server 61 can determ ne

whet her ch,acces fr t er m nal r t ernet 14,
there is tlrﬁlg ﬂ%%tdn?g F}Oéﬁﬂ?rgﬁ ?Fee&‘aiéé {Qgﬁar%&t& EERZRP@ sﬂg ’robl em
inthe c i g o] st

sol ve an%gl?gé‘g ﬁt a hos?qng%gcq§ofﬂ\}\%ecﬁc% erm na ﬂgﬁ lgictggrs]g’%esffA 23 or
the InterpaiN 143 'Vﬂi@ gpgihbleabhyid vherdé&rrandi Nind 026heavilNdrioty benot only
a search of a w de area conversion table, but also of a closed area

conver si qmrroadd dss a egsiul edof eamtdslsusfranprhnesnenglderﬁlmﬁh@m gsitnesay

server 61 increases. 15 Di scl osure of Invention An object of the present
i nvendi orgateway piwvicde 6 reamydetgrpaing uwhm@rpswhdé@%sm dh Guamity

f t to th d the i t
Servi co JROMIGAl O CRoiTArBsbdCEr AR AMIMeBYan] dndHeboUs BPcReRdarda
net wor k aranh Cg‘ar]hﬁ{ce@d nekwor Iéé)q{tieol_ncl uded. The relay apparatus of the

present invention conprises a comuni cation systemin which a term nal
connected to aHEGWeRf, thé prBbleiPik QHBLEY §3h&nY¢dthoa mf’téni’@h%'\%ﬁeih a w de

area network or 25 a ciose&ﬁarea network via the relay ‘center and either one
of the Fig.6 is that the time it takes to solve an inquiry about a host name
10  when terminal 51 accesses LAN 23 or the Internet 14. More
specifically, when responding to the inquiry, not only a search of a
wide area conversion table, but also of a closed area conversion
table is required, and thus a processing demand on gateway server
61 increases.
15
Disclosure of Invention

An object of the present invention is to provide a relay
apparatus that provides a high quality information service to a user
without imposing a burden on the information service provider of

20 closed area network even when both closed area network and wide
area network are included.

The relay apparatus of the present invention comprises a data
communication system in which a terminal connected to a network
is able to communicate with a host on either a wide area network or

25 a closed area network via the relay center and either one of the
networks.

The relay apparatus in the present invention provides (a) a
storage unit for storing a primary conversion table having a record

correlating a hostname of a host on the wide area network with a



networks. The relay apparatus in the present invention provides (a) a
storage unit for storing a primary conversion table having a record
correlathg%-%399%tnane of a host on the wide area network with a F0458/3131
0 3 JIiN2005°'26 wide area address and a record correl ating a host hdht 2% a
host on the closed area network with cl osed area network identification,
and a secondary conversion table havrﬁg'a record correlating a hostnane of
a host on the closed area network with a closed area 5 address of the host

[0 the ClORRA 42Ea% JHR! Snd (Pheof 8 gxleratfi%&fﬁcgsgi)rﬁa;ﬂgcﬁma%?@andemand

to a host e term na roug net irst acquiring unit

for acquithinglds¥donieh i detwEek Nesoade sk dd aze Rogé NRBEk | T rtdifie aitoh he
recei ved access demand fromthe primary conversion table, (d) a wi de area

relay to ami ta fsgcondwry icdvemtionn tashuih@adidy 4 heedondstcaaeglatinggaunit is
a wde area address, relaying the access demand to a_host specified by the
wi de ar edrasdonsss of( 8) haskedohliec ad@sied ageametwork whédna thdsgdmnesn

obt ai ned by, the fjrst acqui.ri unit is an cl osed ar net wor Kk

dent pf 1 GdTsRS aEqher ARGL dncfos dd osedaabtrrbedorky B if dS541 V8T s

net wor k, e a r i t i ngl.uded in
t he acce_srtg(h’gle\(;’n%l%g‘ﬂr%‘én%,’3 Seggég%?%ggyé?gdris\?gﬂ]g?lgr{h%aﬁé}g{lm%ch%sqgl ar ea
relay unidethdrk,el@yi g filgt agegasride ifit of diheac§astingPeiGifor ffatint he
identification dcquired by the first acquiring unit and the closed area
addr ess awguésponding heo sacdnos magner iinglu@®d unnt .th8. féoeevpdefaradslsy, the
storage device stores a record correlating the host nane of the host on the
cl osed ardeanasdwbiam Wie priRRA ey efsean nexbler K d)danwifliecat¢drrdlayan area

which is first subjected to retrieval, .and stores the record correlatin
the 10 —umt for, WhER information acqu1redaby the First acquiring unit 1s a g

wide area address, relaying the access demand to a host specified by
the wide area address, (e) a second acquiring unit for, when
information obtained by the first acquiring unit is an closed area
network identification, acquiring a closed area address in the closed
15 area network, the closed area address corresponding to the hostname
included in the access demand from the secondary conversion table,

(f) a closed area relay unit for relaying the access demand to the

host specified by the identification acquired by the first acquiring

unit and the closed area address acquired by the second acquiring
20 unit.

3. More preferably, the storage device stores a record
correlating the host name of the host on the closed area network
with the closed area network identification in an area which is
first subjected to retrieval, and stores the record corrélating the

hostname of the host on the wide area network with the wide area

[\
Ot

address in an area which 1s next subjected to retrieval. The

terminal 1s a cellular phone, for example.

Brief Description of the Drawings



25 hostnane of the host on the wide area network with the wide area address
in an area which is next subjected to retrieval. The termnal is a cellular
phone, fofﬁmgg/%ﬁ@ll e. Brief Description of the Drawi ngs F045813131 03 AiNOGS
2005 -7 Fig.1 1s a block diagram showi ng a configuration of an |Internet
connection system which has been propgs_ed inthe past. Fig.2 is a diagram
showi ng a data configuration of a wide area conversion table used in the

I nternet connection system 5 Fig.3 is a block diagram showi ng a

configuration qfioalfmebL@@Eea§agf/a%her§how1rp&1 Rag oherM Rt S%g igh the

past. Fig.4 is a®di agram showi ng a data confiduration of a close area

conver si dmtéadecogedciiont §igs teenDirchi2bceas beest propbked ani theapllseck di agram
showi ng a configuration of a system io obtained on the basis of another

system which Hag.basnapdopgsad showing padata RignBgusationl edk admagieam
L0t o apledesint ShEias SSRGS Crf o ogr s
according to af 18ehbod RENE ol Erath s B8aRe Aidin eI B HCy B R Gy am
communt caRces aysr el BhRHP PG e Rt LRI N 2 cont i gur ati on of
LANC 1 conpri §ijeg4 tifea dhara M watd andaystenfibugalion 9faa degleddi agram
showi ng a configuration of LANC 2 conprising the data comuni cati on system
Fig.ll isaraabdlockerdiagrtaiml e hmadon dhearfmgle atcess sfystem.
Fig.5 is a block diagram showing a configuration of a system
10 obtained on the basis of another system, which has been proposed in
the past.

Fig.6 is a block diagram showing a configuration of an
alternative system obtained on the basis of a system, which has been
proposed in the past.

15 Fig.7 1s a block diagram showing an overall configuration
using Gate Way Server (Relay Center) GWS according to an
embodiment of the present invention.

Fig.8 is a diagram showing one aspect of a protocol
configuration according to the data communication system.

20 Fig.9 is a block diagram showing a configuration of LANC 1
comprising the data communication system.

Fig.10 is a block diagram showing a configuration of LANC
2 comprising the data communication system.

Fig.11 is a block diagram showing a configuration of

gateway server GWS comprising the data communication system.

o
(9]

Fig.12 1s a flow chart showing an access control process
(control process of access from cellular phone MS) performed by
gateway server GWS.

Fig.13 1s a diagram showing an example of the data



25 gateway server GA5 conprising the data conmuni cation system Fig.12 is a
fl ow chart showi ng an access control process (control process of access from
cel lul ar mggé%%/ﬁs) performed by gateway server GA5. Fig.13 is a diagram
show ng an 'éx e of the data F0458/ 3131 03 JUN 2005 -8 configuration of
first conversion table Ti stored in gageway server GWS. Fig.14 isla dNdfiam
showi ng an exanple of the data configdrati on of second conversion table T21
stored in gateway 5 server GA5. Fig.15 is a diagram show ng an exanpl e of

Lhe ot S oSAELPREEH 88 (lossraROLrARRFIRIE T S TTR ghevidy fpsberey
phone M5 @ggggsses | P server VB in the data communication system Fig.17 is

a view of an address conversion when cellul ar phone M5 accesses |P server W
in the data comjuni4atson syfd@mam Kihwdngs an veswngbleano fddhessdatanver si on
when cel lul ar phone M5 accesses |IP server Wb in the data communi cation
system XoHigut®ios afvseoond thavaddrasstabdavdiXsli atowbdniteghtdway phone
M5 accesses | P server WL in the data communi cation system Fig.20 is an
exanpbe SErHEVi@Y Df the address conversion when cellular phone M5 accesses

Showi ng the coRigni aF A r QB ortiOTg ade arabiieect n st 89 Ser ver
OB Best, Migsut fiofR6TY 588 Rt cbiS il tda¥le T22 stored in gateway
server GWS.
Fig.16 1s a view of an address conversion when cellular
10 phone MS accesses IP server W3 in the data communication system.
Fig.17 i1s a view of an address conversion when cellular
phone MS accesses IP server W4 in the data communication system.
Fig.18 is a view of an address conversion when cellular
phone MS accesses IP server W5 1n the data communication system.
15 Fig.19 is a view of the address conversion when cellular
phone MS accesses IP server W1 in the data communication system.
Fig.20 is an example of a view of the address conversion
when cellular phone MS accesses IP server W2 in the data
communication system.
20 Fig.21 is a diagram showing the contents of first conversion

table T1 stored in gateway server GWS.

Best Mode for Carrying Out the Invention

Hereinbelow, description will be given with respéect to one

o
(&)

embodiment of the present invention with reference to the drawings.
(1) Overall Configuration
Fig.7 is a block diagram showing the overall configuration of
a data communication system using a gateway server GWS (Relay

Center) according to one embodiment of the present invention.



Her ei nbel ow, description will be given with respect to one 25 enbodi nent of
the present invention with reference to the drawings. (1) Overall

Conf i gur at, ig.7 is a block diagram showi ng the overall configufati.p f
a data cgérg%gﬁ/?g%?i on systemusing a gateway server GA5 (Rel ay Oen[!grj)("'*%ﬁ
according to one enbodi nent of the pregent invention. F045813131 9 3 UN 2005
-9 In the figure, a cellular phone M5 1s a nobile station which is entitled
to a packet communi cation service of a nobile packet conmunication network

VPN (connect | ngyefiike andeIthifNpRdRe VS FOANBRIATe [aflBH WhihCke!

conmmuni cati on net nobil e tel ephone netwo via a wrel ess

l'ink (noterigwa) to QePlaulkelt pban@uMichaivmi Jaiviteonft a aebsle Ppadbeserver
t hrough nobil e packet communi cation network MPN, so as to browse Wb

pages. Natceminanicathen metiverk MBphd@ne nnectork nies waonkgt waordk Whrch gaovi di ng a
general nobile phone conmunication service, .and to cellul ar,_phone M is
entitled heocannecied tRemMEdHhE Mackat or0 BenynEeat oppe § veopla W&t N camedni®i cat i on

k MPN i d | Db i BS, pl | K bscrib
o7 ocedsi i MEPikes HEPHTE ERGrEcruay AkitelRasc bt bal | SHOM Pl
ti g [ | t ] ] |
e To. 15 GPOLED prEFRCAISChRPaReRcon BFRERsT ) SRR ELPeRTArp bR " °°

radi us ofy, 39 Raekeewmh%nmi@ﬁ%mé& NFHNORO 852 BrbwseMwebess
comuni cate with cellular phone Ms which is inside a radio zone fornmed by

t he base patgadsi. onNdRackedt, sthizsenobde telepdeas netdewvikc es PS net veorlonfout er
system provided in a packet 20 subscri ber exchange serving nultiple base
st at i ons BSV1THeg pacig@nerglbsebyer pirueesep AYNYaFatlofecEiVd§CpadREt

tegc?aggi rEz%lfiu rgl?rb Sone]; MY 1Cse<|31|1 1|tIaerd RO 2 ¥ A0S B L Y EafiB% sreercve]ic\é.ed packet s

Mobile packet communication network MPN includes plural

base stations BS, plural packet subscriber processing devices PS, a
gateway server GWS, and communication lines connecting them.
Base stations BS are located at predetermined intervals so as to

15 divide a ground surface into a plurality of areas each having a
radius of 500m, for example; and each base station is able to
wireless communicate with cellular phone MS which is inside a
radio zone formed by the base station. Packet subscriber
processing device PS is a computer system provided in a packet

20  subscriber exchange serving multiple base stations BS. The packet
subscriber processing device receives packet exchanging demands
from cellular phones MS, and relays the received packets to the
destination cellular phone MS through at least one of another packet
subscriber processing unit and the base station served by the packet

subscriber processing device. Further, the packet subscriber

1o
[aB1]

processing unit PS relays the packet between cellular phones MS
and gateway server GWS.
Gateway server GWS 1s a computer system provided in a

mobile packet gateway relaving/switching exchange center for



destination cellular phone M5 through at | east one of another packet
subscri ber processing unit and the base station served by the packet 25

subscri be}g

R sing device. Further, the packet subscri ber
unit PS req4§§§€?f1

Pr oCe$S1inggs

e packet between cellul ar phones M5 and gateway server

GA5. Gateway server GA5 is a conput erelm/stem provided in a nobile packet

gateway rel ayi ng/ swi tching exchange ¢ er for F045813131 1]
i nt erconnecting nobil e packet comruni cati on network MPN, and

3 JUN 2065 -10
net wor ks such

20 e R 52088 1 L TN OB Mpiyage O

and perfo rgcessi ng r 0 suc

conver si ofler A0l Oz[k\’et('?%: qiterd &f E(lrﬁidé) 4 e TG AYADSIT

comuni cat1 on protocol use n a nobile packet network,” an

of AN

a’ conmuni cati on

protocol (¢desded natere nelttaakneC II,NEDR oandANetfofis ddla yc prodeissad ¢ ofor
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network and transport layers, and a communication protocol such as
a HTTP utilizing TCP/IP. The communication protocol, to which
mobile packet network MPN responds, includes communication
protocol TL, which is a simplification of TCP/IP, and
communication protocol AL, which 1s a subset of HTTP.
Hereinbelow, description will be given with respect to
communication protocols implemented in the important parts of the
data communication system.

Fig.8 1s a diagram showing the protocol configuration of a
part of the communication data system. In the following description,
if there 1s no need to distinguish IP server (host), the server is
referred to as IP server W as shown in the figure. IP server W
implements TCP/IP as a communication protocol for network and
transport layers and i1mplements HTTP as the upper layer
communication protocol. On the other hand, cellular phone MS
implements protocol TL as a communication protocol for network
and transport layers, and implements protocol AL as an upper
communication protocol. In addition, gateway server GWS
implements TCP/IP and protocol TL as communication protocol for

network and transport layers, and implements HTTP as the upper

S of the data comunication system Fig.8



i npl enents TCP/ 1P as a conmuni cation protocol for network and transport
| ayers and i npl enments HTTP as the upper |ayer comrunication protocol. On
cel lul ar phone M5 25 inplenents protocol TL as a

t he ot her_ha
comuni caﬂlé’gﬂﬁlot ocol for network and transport |ayers, and inpl gﬁreJH{\sm%

protocol AL as an upper conmuni cati ori protocol. In addition, gateway server
GA5 inplenents TCP/IP and protocol TLU a5 comuni cati on prot ocol for
network and transport |ayers, and inplements HTTP as the upper F0458/3131 U
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and AL because rotocols are d to a data processing

abi lity oiNETedt BlAN phoaadMS2angir papeyéeslt AIpr ovi ded by nobile packet
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conmmuni cati on network It is desirable to inplenent HTTP and TCP/IP in

a syst em wher e A cdiplarephwirich i mpleghe niest propoocks Jilnqambi Al pacypovi ded
as atermnal, and the termnal is to connected to gateway server GA5
t hrough dhieseapraianels esardenigacidolr netapirio alaigi preeRstdag abmifgioMr is a

Lo el Sl 2! LR e ey oes e OB comprced ol
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a second moressfignatidhlye 132proVk @G om tteentiaal s aofd tthe opemanadnisof the
adm ni strator as described |ater.
10 connected to gateway server GWS through a broad band
communication network.

A maintenance terminal MT 1s a terminal for
maintaining/controlling gateway server GWS, comprised of general
computer system. The maintenance terminal MT is operated by an

15 administrator of gateway server GWS, and according to this
operation, transmits instructions or data to gateway server GWS.
The function of maintenance terminal MT which directly relates to
the present invention is a function for updating a first conversion
table (conversion table) T1, or a second conversion table T21, T22

20 on the basis of the operation of the administrator as described later.

When IP server W receives a GET demand of HTTP, it sends
the contents specified by Uniform Resource Locator (URL)
included in the GET demand. IP servers W1 and W2 shown in
Fig.7 are servers connected to Internet INET, and provide the

contents to terminals using WWW. [P server W2 1s an ordinary

o
w

WWW server, and the contents provided by IP server W2 are
assumed to be used by PCs. On the other hand, the contents
provided by IP server W1 are assumed to be used by not only by

PCs but also by cellular phones MS. The hostname and IP address



When | P server Wreceives a CET demand of HTTP, it sends the contents
specified by Uniform Resource Locator (URL) included in the GET demand. IP
servers shown in Fig.7 are servers connected to Interngty |INE

and provi élg&gley]\gS contents to termnals using WMV | P server W i%sd 'a“‘r\ql Aty
ordinary WA\ server, and the content%provi ded by IP server W are assuned
to be used by PCs. On the other hand, ‘tthe contents provided by |IP server W
are assuned to be used by not only by PCs but also by cellular phones Ms.

adar 0sg) Graep Aspy P WHEESD FETIE Vorve el u o Rered o ST,

ored TH prinar conversron t of

gat enay SEJMRITsYPtaBlOT NBf e Bast 8afPer @W $ he 4R rafdrifesh b§teleor med

when the admi nistrator of gateway °‘server GAS operates The nai ntenance

ternmnal di ssgedPdaddecyd ih perboewrid adienate heémeestratoriofi gateayobil e
packet network MPN and an information provider having |P server WI.
O her wi sserseniGWS apmrabes due omatntealancepterfmimaldin aceocdadancwithh ah an

O o2 8 bt et Sariehnl Susb Sonoac CoL bbbt KL 13" 2
Phe. cont i B3R DR R ARGV i vide T Sl L 7 QDM B s B o Ve
Lanes "l 2l oot bhlialy A (BERRI Tl (e ROFIMLS Bith S wnlifies ™ <
t hrough rlitkectpacket comuni cation network MPN. I P servers WB to Wb
provide contents assuned to be used only for cellular phones Ms. In Figs.
9 and 10, rout é&s IRTdeamntsRW, tkspeareveby onlt dPpseketrs W dnandedV2at ed
. ne?oLl c%%%el_c%eglotod r?tteir?lgtt iI(I)\InEllloz'l‘ist Smé:rrlltilc_)éll\elsd g%o%relzc,i bcl:lzt’ also IP servers
provided in LANs C1 and C2. Figs. 9 and 10 are block diagrams
which show the configuration of LANs C1 and C2. As shown in
these figures, IP server W3 1s provided in LAN C1, and IP servers
W4 and W3 are provided in LAN C2. L ANs C1 and C2 are both
15 closed area networks, and only allow access through mobile packet
communication network MPN. IP servers W3 to W35 provide
contents assumed to be used only for cellular phones MS. In Figs.
9 and 10, routers RTland RT2 respectively route packets from
dedicated lines L1 and L2 to destination hosts in LANs C1 and C2,
20 and route packets from LANs Cland C2 to the dedicated lines.
(2) Configuration and Function of Gate Way Server
Fig. 11 1s a block diagram showing the configuration of
gateway server GWS constituting the data communication system.

As shown in the figure, gateway server GWS includes a radio

10
Ut

system communication device Gl for performing radio
communication with cellular phones MS through base station BS
and packet subscriber processing device PS, an Internet connecting
device G2 for connecting to Internet INET, a dedicated line

connecting interface G3 for connecting to dedicated lines L1 and L2,



20 and route packets fromLANs C1 and C2 to the dedicated |ines- (2)
Configuration and Function of Gate Way Server Fig. 11 is a block diagram

showi ng thgscopfjguration of gateway server GAB constituting the dat & 2005
comuni cation system As shown in the figure, gateway server GA5 includes a
radi o 25 system conmuni cati on device for performng radio conmmunication
with cellular phones Ms through base st’ati on BS and packet subscri ber

processi ng device PS, an Internet connecting device & for connecting to

ded cat ed Prags W Vit &3, sphlicascfaieheBRegeBr 365 MENARLIRRK & slen

as a sem t } : I I i C granms or
vari ous tagl g}ggsﬁﬁlﬂg\s{hgﬁ?@5?{%%2@535@?%?3% gﬁgbelr%gldd&gggg?’e%p’
rewitingr2hedstoribddddaeer andeddpatiened rewrinalg ahenscdidw dater faace G5
for connecting to 5 maintenance termnal MI, a controller G5 controlling
each of trheintemapecenesmonal heogneetiag Joiedaceridd of oy sc@mmeoimmgnitoat i on

device GL is provided as.a f jver, and storage device G4 is proyided as a
storage URAINLEBAMCELFFERI R E\ﬁﬁj,aa@ﬂmt@hlem@aﬁgmrﬁrﬁﬁaggv@a%ug% dhtrol - to

2 Ram Co3 QURBARSECe i the A ety BB ° RBARY SULETCek Pt isaiitine the
cont 1 ol Qf(f%&é”g?{)g{seg#g’hd@%set%htr%cgi)v“é{,OlanWtS’?g%?e M/ (B3 and units G

to G5, an rea execut e e basi c’program st i n storage device

A 15 t(pr@waégqast hetbphgowinig. function. Fig.12 is a flow chart show ng the
access controlling process perforned by gateway server GA5 nore

speci fically, (hentrobierrGi6l hag p(REseGlotonpesfsrimnm catibulsacoptarie M5, As
‘Show?o processes, a ROM G62 for storing a control program executed by
CPU G61, and a RAM G63 used as work area of CPU G61.
CPUG61 reads out and execute the control program stored in
ROMG 62 to control ROM G62, RAM G63 and units G1 to G5, and
read out and execute the basic program stored in storage device G4
15 to provide the following function.

Fig.12 is a flow chart showing the access controlling process
performed by gateway server GWS, more specifically, the
controlling process for access from cellular phone MS. As shown
in this figure, when gateway server GWS receives an access demand

20 (for example, a Get demand of HTTP) from a cellular phone MS, it
searches the host name of the access point included in the demand
from primary conversion table T1 (step S1: first acquiring unit).

Fig.13 is a diagram showing an example of data

configuration of primary conversion table T1. As shown in the

figure, first conversion table T1 stores records having "host name",

o
O

"address information”, and ‘“expiration time". Each record
corresponds to one host and the records in the first conversion table
T1 are only those corresponding to pre-contracted IP servers W, as

long as no record is added automatically by the later described cash



in this figure, when gateway server GA5 receives an access demand 20 (for
exanple, a Get demand of HTTP) froma cellular phone M5 it searches the
host na”EF(ﬂtS/tF"ﬁ access point included in the demand from primry

conver si on tapre Ti (step S 1: first acquiring unit). Fig.13 is a dijagtalgs
showi ng an exanple of data configurati,on of primary conversion table Ti. As
shown in the 25 figure, first conversiion table Tl stores records having
"host nane", "address information", and "expiration tine". Each record

corresponds. tq.one nd . g i:n t I kSt versiaon t TI
are onl erﬁ)(gggS'COI‘ rdg‘g@%er% néhfcgr%?gﬁ:rgnt rlgctle}ger“ﬁﬁss,t@rt\?fgﬁs@g aa[s] t?(géntg as no
record | s qiqgeno AdENHD GAl gxopa bPeideeficdeRsd | GEdheaghodl#oBteHl3h 0 3
JUNE 2005 -14 proce3s. "Address information” is identification of a host
corresponghith t thed hesorid anclddati fi c&xpiraofort hene¢'bsed arfeamatiowhi ch the
host is included. "Expiration tine" is information show ng an expiration
time at \hicohing aet expiraniaretnmicoat wielioheaorade8tiexpitesm. fanehe eesoad
relating to pre-contracted IP server Ware elim nqafLeﬂ)onl y at ti me when
the cdnt readireharddes rerwsdsr seRIBE tRxPre-aargaact S $fotVedetWf ATt hese

records, as _shown in.the Fig. 13.. In the ex |l.e shown in,Fig.13, a record
correspoﬁgf%n?@q @nlgea}tvgrt?w e d GPB%%&n‘fﬁ%’&%%: 331 5058 RBst nane,
cl osed area,; i j fd i i nf t 1.DL, i if yi y (or

Ged: cat o i iratphy R LS 81 S fop (HORR {Rbrils s ROl 1 e #9434 Ph
servers W and¥¥hal eamgdpetio wal bh Pigl18lea recprdl eodespoteliae. i@ Tpand

"I p2.1an2.ccccc.co.jp" as a host nane,  and the each record includes closed
ar ea i dersery ecd¥Bomalnflesnapilolarnib.cCelz .¢agpt idsyhogt InanER c{ 0s e diedicaat ed

line L2) .as address jinformation,_The record. coryesponding to |P server W
i ncl 4@es 1depgiticatianadd cEg13pon 1P lhdgﬁnhlafbfépgmkefépfa&ela(pp Cﬁ%‘é’ﬂeﬁ%d

line L1) as address information. Records corresponding to IP

Servers w4 and W5 also respectively include

"ipl.lan2.ccccc.co.jp” and "ip2.lan2.ccccc.co.jp” as a host name,

and the each record includes closed area identification information

15 CID2 identifying LAN C2 (or dedicated line L2) as address

information. The record corresponding to IP server W1 includes

"keital.aaaaa.co.jp” as a host name, wide area IP address

"xxX.XxXX.xxx.xxx" as address information. The data format of

CID can be in any format, but it is preferable for it to be in a

20 different data format from an IP address "XXX.XXX.XxXx.xxx".

Preferably, CID 1is for example, a 10digit numeral sequence
"XXXXXXXXXX".

When the record containing the host name of the target is

found in retrieval of primary conversion table T1 {(hereafter,

25 referred to as primary retrieval), and closed area network

identification 1s stored as address information in the record,

gateway server GWS retrieves the host name of the access point

from the secondary conversion table corresponding to the closed

area network identification (steps S2 to S4: second acquiring unit).



"XXX_XXX. XXX. XXX" as address information. The data format of CID can be in
any format, but it is preferable for it to be in a 20 different data format
froman | S "XXX.XXX.XXX.XxXx". Preferably, CIDis for exanp|e, a.
10di gi t #ﬁﬁgggﬁgiequence "XXXXXXXXXX". Wien the record contai ning bﬁéUth%
name of the target is found in retri %@I of primary conversion table T1
(hereafter, 25 referred to as prinaf3 retrieval), and cl osed area network
identification is stored as address information in the record, gateway

Server Gﬁ‘%c{gﬁr&%h?"&? Jvﬂ%tﬁgﬁtntg%arﬁ% ekt 24RE S RN £r8|f8d§eér’]tfi ICO”dary

conver si on e correspondi to the close area network ation

(steps Shdivork i88RGITcASAH! bt Y Whdé)arda P5803L8ds |18 BakedHon,-fdd

Judgnent of whether the address in the record is a closed area network
identifi catdrapleya alawh derarsta | Rleckdratseelys joasardeanmiprbe peafipimeda data
format. Alternatively, judgnent may be performed by pattern matching on
addr ess ilnf pattarinomatichirg on addrasscuri®ravagonhstorgn seldhesee ¢ord sspondi ng

to the previously (iéored pattern . is determ ned. as closed area network
i dent Bf i dBRf N | 4 Drakst CORTCRRNAGthdPs ths RIRMIHEY FROLEIHRALCIEONS t he

ke of I i i1l : . copd '
Cables artprauraga s 1o ktnale Gretoune ioEhe TGRS GRALGE) dofler s
and in tQ)qh@@%g%j@gg?ghqﬂhdggﬁondary conversion table T21 (shown in
ing to

Fig.14) correspond and secondary conversion table T22 (shown
in Fig.15) coR®speadidia tof tAPI4Radba, pweyidel suipcdtowhat md-iganyl4 and

15, each secondary conversion 5 table stores records including a "host
name" andetaadiaeys coinvessram i ables Aait gz Vidfesk reet isomumbeachfsbdodar y
COHV%SI %r(])nnected to gateway server GWS; and in the present embodiment,
secondary conversion table T21 (shown in Fig.14) corresponding to
LAN C1 and secondary conversion table T22 (shown in Fig.15)
corresponding to LAN C2 are provided.
As shown in Figs. 14 and 15, each secondary conversion
15 table stores records including a "host name" and "address
information". Address information in each secondary conversion
table is an IP address (closed area IP address) which is unique in the
LAN corresponding to the table. In the secondary conversion
table corresponding to LAN C1, the record corresponding to IP
20 server W3 (the first record in secondary conversion table T21)
includes closed area [P address "ppp.ppp.ppp-ppp" as address
information. In the secondary conversion table corresponding to
LAN C2, the records corresponding to IP servers W4 and W5 (the
first and second records 1n secondary conversion table T22)
25 respectively includes closed area IP addresses "ppp.ppp-ppp-PPP"
and "qqq.qqq.qqq.qqq" as address infermation. In the example
shown in the figure, closed area IP address of IP server W3 is the
same as closed area IP address of IP server W4. However, as

closed area IP address i1s an IP address valid only inside the LAN,



table is an I P address (closed area | P address) which is unique in the LAN

corresponding to the table. In the secondary conversion table corresponding
to LAN QF®4E 1:)rlecord corresponding to IP 20 server WB (the first record in

secondary conversion table T21) includes closed area | P address 03 UN 2005
"PPP- PPP- PPP. ppp" as address infornaﬁion. In the secondary conversion table
corresponding to LAN C2, the records 9dTresponding to | P servers W and W

(the first and second records in secondary conversion table T22) 25

respect | Vr%gxti'tnﬁs UGESd A3l LR AP AL 995 RIdrRAR- ARRSPRRPBRY 5620
0g9d. 99q9. 444. qqq° as address information. I'n e exanple shown 1 n the
figure, &j@pgenprea |P address of IP server WB is the sanme as closed area
| P address of I P server WA. However, as closed area |IP address is an IP
address valid d¥hgni asederd haviAN, tHOAOSt ke W 3tHdNeBli®ation Hogtepet i tion
of the sane closed area | P address does not cause a problem Wen a record
havi ng t Heulmdsin maresr ofvalhes s thascicomdaoyt cosvervondtatlea(renadféen) using

T e s P ot SeCPaId AN I B s e W AHRe Cu GBS SEaR By
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t hrough %s‘?%érﬁ?‘i}é?gm% i larrFﬁ fedisatadid Da@grﬁersgjb;r{?i:r%at% access

demand to recelve ular phone to the host thr

est abl i shRd heonmmanti and( sleyeSarea FPgadlizess!thsotgdr eatealay durivier On the
ot her hand, when a record having a hostnane of the destination host is

found at GWES pandarther atedieatdd hme,aanidddransmity amddcesssi desnandd in the

found record. as. address i nformation, 15 gatewa erve estahl j shes a TCP
conné®t i (5ﬁc§idmz§q)%the cellular phone to the Bost tlslroug tﬁgsestabﬂ?shed

connection (step S5 in Fig. 12, closed area relay unit).

On the other hand, when a record having a hostname of the
destination host is found at the primary retrieval, and a wide area IP
address 1s stored in the found record as address information,

15 gateway server GWS establishes a TCP connection connecting
cellular phone MS to the host identified by the wide area IP address
through gateway server GWS and the Internet INET. Gateway
server GWS then transmits the access demand received from the
cellular phone to the host, and completes the process (steps S2, S3,

20 and S6 in Fig. 12, wide area relay unit).

When a host name of destination IP server W is not found in
primary retrieval, gateway server GWS sends a request to the
Internet for a wide area IP address corresponding to the host name,

and receives the response (step S7). When a wide area IP address

Lo
(@]}

1s included 1n the response, gateway server GWS establishes a TCP
connection connecting cellular phone MS to the host identified by
the wide area IP address through gateway server GWS. The
Gateway server then transmits the access demand received from

cellular phone MS to the host. In addition, the gateway server



cellular phone M5 to the host identified by the wide area | P address

t hrough gateway server GA5 and the Internet INET. Gateway server GA5 then

transmts_th ess demand received fromthe cellular phone to the
dalsfiE

and conpl g

process (steps S2, S3, 20 and S6 in Fig. 12, w de

relay unit). \When a host nane of destination |IP server Wis not found
primary retrieval, gateway server o8 klends a request to the Interne
wi de area | P address corresponding to the host nanme, and receives th
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has expired.

On the contrary, when a wide area IP address is not included
in the response from the Internet INET, or when gateway server
GWS does not receive the response by a predetermined time limit,
the gateway server performs an access prohibiting process (step
S11). In the access prohibiting process, gateway server GWS
informs the cellular phone that the destination IP server was not
found, and discards the access demand.

(3) Operations

Next, operations relating to address conversion in a data
communication system having the configuration and function
described above will be explained.

(3-1) Upon accessing IP server W3

Fig.16 is a view showing an address conversion when a
cellular phone MS accesses IP server W3. In the example shown
in the figure, an access demand to IP server W3 sent from cellular
phone MS to gateway server GWS includes a host name "ipl. lanl.
cccec. co. jp" of IP server W3. In gateway server GWS which has
received the access demand, closed area network identification

CID1 corresponding to the host name 1s obtained by primary



15 SIl). In the access prohibiting process, gateway server GA5 inforns the
cel lul ar phone that the destination IP server was not found, and di scards

t he acceng ﬂﬁggﬁd. (3) Operations Next, operations relating to addre@ssii 2065
conversi or data 20 communi cation system having the configuration and

function described above will be expl %I ned. (3-1) Upon accessing |IP server
WB Fig.16 is a view show ng an addr esdSconversi on when a cel | ul ar phone MS
accesses | P server WB. In the exanple shown 25 in the figure, an access

[ mrudes TEteLE e pRithck] SOhEELDTaBIY IF 1 SRR LE)GUR G IR T gat cvey

aent 11 cadtan: i 2oFBRERRPng T ERRORIPE e PREG RFRRE I, ey

F0458/ 31%1btéu$e&l$5(2§3&5mdar 48 retAevagvalinsi e oid 4) X osaReishomtlebl e TI,
and a closed area 1P address "ppp. ppp. ppp- ppp" corresponding to the

host name T31 obtedspexhdin gs etwoncllarse dr edrdaevaet wei kg identdozatyonoVHDdi on
table T21 corresponding to closed area network identification CIDI 5
(steps S(staps 84 tnSH gl Flg) 12)n addition, TCP connection connecting

Genti 11 cati onl st Ebré?%@édq?ﬁtc;o&h?%q‘i%gﬁéeﬁiﬁ%féﬁﬁngwitﬁrough
gatevey e USle: Y kBB £IDARE b PR LIRS, L,
server, HRd B heacshabiess CoRICE B BTSN o)
WB. server GWS and dedicated line L1 is established. The access
10 demand from cellular phone MS is transmitted to IP server W3 from
gateway server GWS through the established connection.
Hereafter, communication according to HTTP (AL) is performed
between cellular phone MS and IP server W3.
(3-2) Upon accessing to IP server W4
15 Fig.17 1s a view showing an address conversion when cellular
phone MS accesses IP server W4. In the example shown in the
figure, the access demand to IP server W4 sent from cellular phone
MS to gateway server GWS includes host name "ipl. lan2. ccccc.
co. jp" of IP server W3. In gateway server GWS which has
20 received the access demand, primary retrieval and secondary
retrieval are performed to obtain closed area network identification
CID2 and closed area IP address "ppp.ppp-ppp-pPpp" corresponding
to the hostname (steps S1 to S4).
In addition, TCP connection connecting cellular phone MS to

IP server W4 identified by closed area network identification CID2

8]
(W1

and closed area IP address "ppp.ppp.-ppp-ppp" through gateway
server GWS and dedicated line L2 is established (step S5 in Fig. 12).
Since the process following the foregoing is the same as that in a

case of accessing to IP server W3, explanation of it will be omitted.



(3-2) Upon accessing to IP server Wi 15 Fig.17 is a view show ng an address
conversi on when cellular phone M5 accesses |IP server Wi, In the exa

le
shown in thec figure, the access demand to IP server W sent from cel i uli&ar2065
1Ss/3 '[3 .
phone 0 gateway server OAS5 includes host name "ipl. lang. ccccc. co.
jp" of IP server WB. |In gateway server whi ch has 20 received the access
demand, primary retrieval and secondary "retrieval are perforned to obtain
cl osed area network identification CID2 and closed area | P address

"PpPP. PPP- ) " LOrres i t S i 10 .

addi ti op,P%%gg}%%Ct ?gnpsggér#\{égwstngﬂégﬁ! E}%’;r p orrllc(g b‘@%?g?ioits Iagfasetrd/é;r Wi

I dentifi etwoﬁ'spf%@dﬁseaeégefhibﬂ@pte\ferqulﬁ@d&t D¢n @iffedpsedaniea 1P
address "ppp. ppp.-pPpp. ppp" through gateway server GA5 and dedicated line L2

i s establhshedhé staepe SdobedFrga [RaddrSsncaotptdeosasill faghdew ng t he
foregoing is the sane as that in a_ case of accessing to | P server W3,
expl anation of (Bt3nUpobeacudssteg. IHoaser3d¥31 J 3 Jii 2J&6 - 19

Furthernore, as.is_qQbvious fromthe present operations and the reviously
descr i®bed oper }tligohg,lse\?eﬁl‘?‘ﬁ’ SBQ&SINgh adh ?é$e@ﬁn[%0nhé(’aéerﬂ h%elggl-,@r cl osed

Fi o 18 1 DE00F VSSRGSl cx BindEosi b Whien RETT Bl "CHkB bt Vi accos e
e ver el oL EHEAS Pk (LT EonEEER LI S SF
W hE2e, BELEYOSER e G Bt poc ke b7 chiqe sy O
search arjp" perlfPosearder NG . cl bs eghtaveay restrwer kG Enw Hichahiasnré adioremat | on
P2 0" "he Gccess demand. 3 primary’ sl Snt'Secondary Search are
performed, and closed area network identification information CID2
and closed area IP address "qqq.qqq.qqq.qqq" corresponding to the
hostname are obtained by the retrievals (steps S1 to S4).
In addition, a TCP connection connecting cellular phone MS
15 to IP server W5 identified by closed area network identification
CID2 and closed area IP address "qqq.qqq.qqq.qqq" through
gateway server GWS and dedicated line L2 is established (step S5
in Fig. 12). As is obvious from the present operations and the
previously described operations, even if multiple IP servers are
20 included in the same LAN, no problem will arise.
(3-4) Upon accessing IP server W1
Fig.19 1s a view showing an address conversion when cellular
phone MS accesses IP server W1. In the example shown in the
figure, access demand to IP server W1 sent from cellular phone MS

to gateway server GWS includes a host name "keitai.aaaaa.co.jp” of

[R)
()]

IP server W1. In gateway server GWS which has received the access
demand, primary retrieval is performed, and a wide area IP address
"XXX.XXX.XXX.XxXx" corresponding to the hostname is obtained in the

retrieval (step S1 1n Fig.12).



host name are obtained by the retrievals (steps S1 to S4). In addition, a TCP
connection connecting cellular phone M5 15 to IP server Wb identified by

cI osed argea - Q)%tlg\i)rk identification CID2 and closed area | P address!j Juk 2005
"gg9. qqq. qqq dqq” through gateway server GA5 and dedicated line L2 is

established (step S5 in Fig. 12). gr@ obvi ous fromthe present operations
and the previously described operati even if nultiple I P servers are
20 included in the same LAN, no problemw || arise. (3-4) Upon accessing |IP

e . . e it
ohone 16 accesdd9 Ep0sh Sol Gl FRn BRu R S o a et o RO P, M s
demand tqg P gerves Wi segty friefargefikd! arb)PhOWEidMS ZirehO g eveydsesyer GBS

i ncl udes a host nane "keitai.aaaaa co.jp | P server WL. | n gat eway

server G whixadx.RAX. xgkei Madudie soesssy Stﬁ’fV&dirdGWS r@nd tted lineeshei s
performed, and a wide area |IP address XXX, XXX. XXX. XXX" corres;l)\&)ndl ng to
the host HAWETi & ebtah lighied nTiheeaceess idaman(sfrgmsielilnla ghome MS4Es/ 3 131

U3 Ju 7005 -20 Noreoqye connecti on connectin | [ul ar ne M5 to
| P sepvertr§psmatgd; ¢ %’ §9r‘(/ﬁrdgér§'é?mFg%%Y%)ésserVﬁ)Ex&}& {hsoygh- %tehrough
rom col fqeﬁtaﬁflaﬁ“ﬁ "Rl SR prcaSeo 15 se YA V0N orh GLTCUG): Sor ver
communi oAt BRSRiGH R E Sﬁﬂ%‘“ﬁ{tﬁfﬁ‘?giﬁ?@esﬁ? ﬁ%@?ﬁ%@?’rﬁﬁ ‘?ISLLﬁé Ve
and | P SQj’é,jﬁﬁ]aWIbhoﬁ§m Ypdnirgeesst WJ11L P server V2 10 Fig. 20 is a view
showi ng an exanpl e of address conversion when cellular phone M5 accesses IP
server W2. In t{BeSetéppheccessing IP server W2

10 Fig.20 is a view showing an example of address conversion
when cellular phone MS accesses IP server W2. In the example
shown in the figure, access demand to IP server W2 sent from
cellular phone MS to gateway server GWS includes a hostname
"www.bbbbb.com" of IP server W2.

15 In the case that a record having "www.bbbbb.com" as a
hostname 1is not stored in primary conversion table T1, an inquiry
requesting a wide area I[P address corresponding to the hostname is
send to Internet INET by gateway server GWS. As IP server W2 is
a real server connected to Internet INET, the inquiry is solved and

20 wide area IP address "yyy.yyy.yyy.yyy" of IP server W2 is
announced to gateway server GWS (steps S1, S2, and S7 in Fig. 12).

Then, TCP connection through gateway server GWS and
Internet INET 1s established between IP server W2, identified by

wide area IP address "yyy.yyy.yyy.yyy" described above, and

[Qe}

(W)

cellular phone MS. The access demand from cellular phone MS is
transmitted from gateway server GWS to IP server W2 through the
established connection (steps S8 and S9). Hereafter,
communication according to HTTP (AL) 1s performed between

cellular phone MS and IP server W2.



shown in the figure, access demand to |IP server W2 sent from cellular phone
M5 to gateway server GAS includes a hostnane "ww. bbbbb. cont of IP server
W2. 15 I npifae/sg6ese that a record having "ww. bbbbb. cont as a host haneh iZe5
not stored in primary conversion table TI, an inquiry requesting a w de
area | P address corresponding to the hpstnane is send to Internet |INET by
gateway server GA5. As | P server W2 is  a real server connected to Internet
I NET, the inquiry is solved and 20 wi de area | P address "yyy.yyy.yyy.yyy" of

| P server W2 ispt3RpouRged a0casheprycSE Yelat® (sUPPsSeSer $V2 aoekpS7 in
Fig. 12). Then, TCP connection through gateway server GA5 and Internet |NET

i s establ$$0pds ads ovperfoAneer wrd ANhew denbrdileavimg ewpdeataoraifrR §folr ess

"yyy.yyy.yyy.y¥y" descri bed above, and 25 ce|lular phone M. The access
denand f rovameile ulldr 1 phbre3N20Q0) daiermined based gar dheyholding temmto | P

cormn oG PERdsPd Agjs?%ravf’q'r% T PSP PRl BB R e M Dhone. M
rocess ruica g <o fan e veles b sfed iy BRI ORRELH e

record haypng Tv‘l‘@féﬁ:tri @Figm(for exanple, 13:15 Jul.30.2000) determ ned
based on the holding term~obtained fromIP server W2, hostnane

"www. bbbbb. comfOnahe wbderadryarneheh Piraddrcess demynngy inglod ingyhostsagieor ed in
primary conversion table Tl (refer to Fig. 21). On the contrary, when an
access demovibidbilicegn HostfnBieservam2bibisene oim 'gase Way server WS sent to

gat evay seruer, U Lo 2LEeL| 41 gRhore B et o cond b on L bl oh the
recond  conversion table is in the condition shown in Fig.21, since a record
having "www.bbbbb.com"” as a hostname exists in primary
conversion table T1, the same operation 1s carried out as when the
cellular phone MS accesses the IP server W1 (steps S1 to step3, and
S6 in Fig. 12).

15 In gateway server GWS, the record relating to IP server W2
would be eliminated from primary conversion table T1 on 13:15
Jul.30.2000.

(3-6) Upon accessing a non-existent IP server
Finally, description will be given with respect to an operation

20 performed when access demand to the IP server sent from cellular
phone MS to the gateway server GWS includes a host name of
non-existing IP server. In this case, even if the primary retrieval is
performed and inquiry is issued to the Internet INET, the wide area
[P server cannot be obtained (steps S1, S2, and S7). Therefore,

notification that the destination IP server is not found is announced

o
Ut

to cellular phone MS from the gateway server GWS (steps S8 and
S11).
As explained above, the relay apparatus of the present

invention judges whether the destination host in communication is



havi ng "www. bbbbb. cont’ as a hostnane exists in primary conversion table Ti,
the sanme operation is carried out as when the cellular phone M5 accesses

the | P segy| (steps SI to step3, and S6 in Fig. 12). 15 In gatewayy i
server G/\E?%%B\e%rlecord relating to IP server WV’2. woul d be elim nat edy\?r‘éir‘n‘ulJ5
primary conversion table T1 on 13:15 _ <l .302000. (3-6) Upon accessing a
non-exi stent | P server Finally, description will be given with respect to an
operation 20 performed when access denmand to the I P server sent from

cel lular ;pRonge Meeh hépoHAtAVRY IBKKEr afP rdiel ddeste eplechfi® e
non-existing 1P server- In this case, even if the primary retrieval is

per f or medheschdmeui of itstssued yt o ctomeddotirgnetwbNiERget heewieteahr ethe | P
server cannot be obtained (steps Si, S2, and S7). Therefore, 25 notification
that the bestiamei th dfficienvbr abfanpedf ouAdciosdangbyncegardlgssepfutlae phone

M5 fromthe gateway server steps S8 and 11). As expl ai neq above, the
rel ay appé?&ttgiﬂé‘tl@fnytl"rf@tppésgg ‘&’FaQEﬁWfbrP‘f%%éS %%&rhéﬁeltoﬁ Ogest A&t i on
host in comrunication is.F0458/ 0 LLI.N_2005, ,-77 | i.de area network
or 1 n 1 o8eRar b BlmmCatRE e ferpitsstinet AIRLMoSLe d BRaBIAVED.

conduct i ng, LARIRIGHE SiFLE! £VRlide! Bfea NS IARMR IS ST ROCIARI LY AP RRC
Accordi ngly, regardl ess of the destination host on the w de area network or

on the cl gkRedaaeea et ok Kinfkamariosati®m bet woede taed natwairdt hogt can be
relayed. In addition, since a wde area |P address is not assigned to the

cl osed areat patewthke closod macaoetiwork t haA atded mrdy, thermwik ng nheednist ent er

the cl osed area petwork. Accordingly, there is no need.to take high
security i e ERe ASGRER Yt GOBNEGHIRE AT 6§ rtOad8YENtaRAfalr access, and

10 joining an service provider 1s greatly facilitated. Further, since it
1s possible to provide a complete bandwidth of a communication
channel between the closed area network and the relay apparatus for
communication with a terminal, the host and a terminal user -on the
closed area network are able to receive a high quality service.

15 Preferably, the records relating to the closed area networks
are stored in areas of the conversion table from which records are
read out early 1n the retrieval process. In this embodiment,
retrieval of a hostname can be efficiently performed. This is
because, records relating hosts in closed area networks which are

20 fewer than those in wide area networks are first subject to retrieval.
If a negative determination i1s made, records relating to wide area
networks will then be subject to retrieval.

(4) Supplements
Cellular phones are information processing terminals which

25 are in more widespread use as compared to PCs, and 1t is expected
that a large number of users will receive data communication
services through a gateway server GWS. In general, cost
performance resulting from improvements in throughput of gateway

server GWS can progress only to a certain level, and when cost



io joining an service provider is greatly facilitated. Further, since it 1is
possible to provide a conpl ete bandwi dth of a communi cation channel pq;ﬁﬁ?n
t he closeg ﬂ%ﬁﬁsgetmork and the relay apparatus for communication i tH
term nal, 9 e host and a term nal user on the closed area network are able
to receive a high quality service. 15 Preferably, the records relating to
the closed area networks are stored iTr areas of the conversion table from
which records are read out early in the retrieval process. In this

enbodi ”e”PerfJ ﬁﬁéér’%'xc%fed§ PR IR R H?é‘ééiavf’cfefiscéﬁiﬁi'f}’c lgﬁié;g{ga%%ﬂi S 1s

because, fécords relating hosts in closed area netwrks i f ewner
than thospniwied def aftda, ndheer ke asgtdwhgt séptedn ther ebm@walicatiéna
negative determnation 1s nade, records relating to wide area networks wl|
then be ssipjtech aocomtinigeval the 4reSempl ermentsofiels Wtde pbopesfcame the
information processing termnals which 25 are in nore w despread use as
conpar ed IRGUPCENE apaofess sOkbxipest atamenhgificieatlye Asnsemparakete e

recei ve data communi.catjon services through.a gate seryver . oln
gener &1 , COBYERDOMALY R&lEe SESKAMI nf i oRCONER Gy derkach nthfir 694hpEeT of

gat eway I o r S y C i-n.l eve . cost 03
qu o REEs IR RGO Yobd 0SSR Sy ehorfUSRGES!
signifi Ca@&iﬂén‘i‘%ﬁiﬂ%@é-of 48 WMin@Wa Qhré AinimBEPGT G ersgat eway server in the
comuni cation syStem according to the present invention is able to perform
the inquiring Jpr addssoaf shnst thare akfa great Inumbseravimpatedtind uderss
conventional relay system it is possible to keep the cost for relaying

communi ca@néninfermsaidonoprrers dsgaabolifium fcat reHulayspleome alvbbl 6 6tilker vi ng

al e anOrthV)g; tﬁgnugegé; and also since mobile packet network MPN has a

narrow band and a high delay, it is expected that a large number of
carriers will emerge who provide a service dedicated to cellular
phones. In that case, improving relaying efficiency by means of the
data communication system described above would have an
15 exponential effect.

It is to be noted here that the present invention is in no way
limited to the concrete configuration described in the above
embodiment, and i1s susceptible to a variety of modifications within

the scope of the appended claims.



In addition, since there are a great nunber of potential users, and
informati on processing ability of a cellular phone M5 is still to |ower
than a PC};,O4§Q?1 | so since nobile packet network MPN has a narrow t?Ja.Pfddhaﬂfﬂ a
hi gh delay, it 1's expected that a | arge nunber of <carriers will energe who
provi de a service dedicated to cellul gr phones. In that case, inproving
rel ayi ng efficiency by neans of the ~ ét'a communi cati on system descri bed
above woul d have an 15 exponential effect. It is to be noted here that the
present invention is in no way Ii@ﬁggl\&g the concrete configuration
described in the above enbodinment, and is susceptible to a variety of

nodi fications wthin the scope of the appended clainms. 20 F0458/ 3131 2005
-24 CLAIMS. What is clainmed is: 1. Arelay apparatus to be connected to a
term nal Wonandstddimed Bs:a network, a host on a cl osed area network, and a
host on a wde area network, the relay apparatus conprising: a storage unit
for storilng a pyiratay apparetss dn bamannesiedgt@aa tesgeimilcopnaeat¢dgoa

host nane of a host on the w de areg network with a wi de area address and a

record cdr PEFWOT gaah%t‘ﬁ_ﬁnj% CdP_Sﬁ 13 G LYKy e R 03 P Hy 88 AetUiéfk with a
close SRR TRNRIN, T SR o T AR LY Son o fobl e v ng
c, 0350, 72, A GERas, 8 RSl L EpANRY B AR e 1o
net wor k; racbid stordetiningng hostndae af quiidsigonnfiey Meideoarear nesworidi ng
with a wide area address and a record correlating a hostname of a
10 host on the closed area network with a closed area network
identification, and a secondary conversion table having a record
correlating a hostname of a host on the closed area network with a
closed area address of the host in the closed area network;
a receiver for receiving an access demand to a host from the
15 terminal through the network;
a first acquiring unit for acquiring information corresponding
to a hostname included in the received access demand from the
primary conversion table;
a wide area relay unit for, when information acquired by the
20  first acquiring unit 1s a wide area address, relaying the access
demand to a host specified by the wide area address;
a second acquiring unit for, when information obtained by
the first acquiring unit 1s an closed area network identification,
acquiring a closed area address in the closed area network, the
25 closed area address corresponding to the hostname included in the
access demand from the secondary conversion table; and
a closed area relay unit for relaying the access demand to the
host specified by the 1dentification acquired by the first acquiring

unit and the closed area address acquired by the second acquiring



to a hostnane included in the received access demand fromthe primry
conversion table; a wide area relay unit for, when information acquired by
the 20 first acquiring unit is a wide area address, relaying the access
demand to a host specified by the wi de area address; a second acqul di-Hg 20 t
for, when information obtained by the first acquiring unit is an cl osed
area network identification, acquiridd-a closed area address in the cl osed
area network, the 25 closed area address corresponding to the hostnane

i ncl uded hﬂﬁthe access demand fromthe secondary conversion table; and a
closed area relay unit for relaying the access denmand to the host specified
by the identification acquired by the first acquiring wunit and the cl osed
area address acquired by the second acquiring J 3 N 2005 -25 unit. 2. A
relay apparatus aeeey dhpgakfus! abBbMdinthaceidlail 4. T iiiidreirpoqulr g, uni t, 0
said primary conversion table, acquires’information corresponding to a host

name of apc fERPS uﬁ’l@ﬂ, N %émp?ﬁnéf}e%d%ﬁfeﬁ'ﬁbﬁt itartge, ta'&%{uﬁ‘é%? irﬁ@&"ﬁla@ﬂcori he host
on the closed area network with tHe closed area network identification, and

in a casecyaspdidinicnfoos Maist @AM oNah A%@Ys HREnt fIREEUN £ al EV@E BN
correspondi ng to host nane of an access point from an area con-elating the

host nane dfe i dease cditheleowdetier e sedtares ketwotlo Witk the ddosg®arcaddr ess.
3. Arelay apparatus according to claiml or 2, wherein the termnal is a
cel lul ar pheverk 1dentification, and in a case that the information is not acquired,
acquires information corresponding to host name of an access point from
an area correlating the hostname of the host on the wide area network

with the wide area address.

3. A relay apparatus according to claim | or 2, wherein the terminal

1s a cellular phone.



