; e3er $/ 0&&' *H+R. 6. TS/ Cryptographic authentication with epheneral nodul es
The present intention relates to the technical field of neth ' ne
by which a first computer device, such asja personal conput eﬂ m’m Mﬂmmm
aut henticated by at | east one second conputer device such as a SGrVer.

Met hod The invention relates to a nethod by which a first conput ertfevi ce
such as a personal conputer, can be authenticated by at Ieasﬂlmmlummﬁmwmwm

)
conput er device such as a server. Said conputer devices are a
comuni cati ons network. The nmethod according to the invention cogpgi6es two

phases: a phase in whig i hie ser Logs.on tqg initiate a session
on said first ggmuter gye@?%%pglﬁgggtfhﬁqgg%'%Wtﬁg"l’thﬁ@eg Jupdess such. 1.
During the pha epﬂesmmwmgidlgemth@w&ﬁﬁ&lﬁélﬁ%;frﬁaﬁ@gt ' .
speci fied user ring the | og-on phase) the nethod o taﬁésﬁﬁgﬁgﬁy%&
conprises a' sPYF! CPBpUtEr dexicesweh ps epersenst compiterean dw siuthestidard by agildag on
for a session gfe debbiid I or exanple a few hours, on said first
conput er devi ce,eby&} a%%‘éﬁ#%gg{(lggsug&@ﬁﬁﬁ?%%of a | og-on software and by

i ntroddci ng personal identifiers, in PaMdthed ar @ password and/or a

fingerprint. Sgjd,personal identifiers make 1t possible to check the
identity of sai RGN kslptesster a qpetherd: by swhish pr fissatcompiign dtvicee skiey a9fa sai d

speci fied user ' : t war roduces session identifier data

|d, especiall yp?rg(g‘m 51?%# #gﬁﬁmﬁéﬁ@ﬁ%aﬁ'&%ﬁg@ﬁé’ﬁ fscand copaputeslevies susht a f or

i dentifying safth fervest Smowpmpeier diRices freRBiMRlad ks 9@6@%&?&0%15 AR . he time
SO pro

and/or said dukati og‘?ﬁf thg_ session. Said |og-on software a uces a
publ i ¢ ephener af® MEHF &ceprding te, fiei iaventipn semprises dwd phiasdse agthasenia Whick aof

h I | & . I ' 2 I
Gener i c equati e e v ToSondt iR R IE i JA S Compier Gvon gt fphisesal i
| 0g- on sof t war @urinigshe passidna@esuch. uni que epheneral certificate, in signing,
by neans of said privz} e. signature_key of the specified user) said session
identifier data 'y and“Cise ¢ ef ’é_ﬁ an tasdid\festcoapdteadevitechyanse nmay
be, said public exponent 2 v or sai %’e @Igtgg%rral public nunbers G II.
During the session After the | og-on phas t hroughout the duration of
the session) t Rurieg dhauldgeon q)hasbh_mel mgthod fotht Viventibs cgj.r%ﬁ;)éseg.s ,?d‘r i,ng the
sessi gg consi edﬁ%eﬁl egi%é dUI‘iI ng‘b]:?he, first connection of sai I'rst
conput er devi cg §o each SRR SPRPILS fhlogeing anfasra shssion e limited dreativadfaaf t he
i nvention conpexagple 4 e KouBDon §4d g i edy user . .of | aunchi ng_.the
execution of a proof software prograr% mggiéghép\}rl%b?yzaélp ‘IIIB*FQ‘C&I"B‘@II“QHI%“
di ;ssem'knaz est hﬁﬁﬂ’“eﬁ?ﬁm and b)énntgdduphgqyeisohgloid_ g.lftd ifiei’s?fi& @mﬁéﬁw at ﬂ)z@ﬂﬁord
network, to er device ai d proof software produces
proofs that pl aﬁ%@gf&ﬁﬁgﬁ?é& P?If)‘?"@fﬂéiﬁ?%&r% make 1t-possiblokn sheckdhe identity
aut hent i cat i orofrseidispedified usesRRCdcAéss ¥ peifvad:R ar o= knowl edge GQ
aut hegti catio rr; hani sns have been ggsgri@fg%eﬁ]ﬁ'e?ﬁogségtsgﬁ‘ﬁ ¢-311 470
B1, t PCT agiﬂl ?‘bfpﬂmf@@rosi@msq@sibniiédnﬁﬁemdat&@d,ksgec?eﬂgoﬁo&%wg

appl i-cati on V\nggffﬁﬁ | on, 3r.d August . 2000 and the PCT 15
appl i cati on WO 00/ 46%?%’ 8u§|‘?§ﬁ§°§ agﬁloi&atﬂﬁfj‘g ying|saidefingh sempitersdexice cit ed

by reference. and/orfromcthe datotind/bethp tiaRemt/or BME Blilaflbn of@k esliog0f SOf tware
acts as a Wi“ﬁaz(? as uPtderstood in the GQ authentication protocol. During
the session, tH& PBIMSQIHAEALY Rgduces # peblicrspbemerahmbdule me a pabléc exponértses
the 20 step, fywindaf NQ.; iwge) of. | aynching the execution of
a verjfication sof ?mggge%?og?g%%éﬁf‘%@e\é‘é% 'élﬂﬂléeﬁ%%gxl ando¢phemeph (REVelE t h a
publ i & key asswmbam@rahtembpagmeﬁcqun%rg@we key, and of extracting,
fromsaid epheneral certificate, the session identifier data Id and said
publ i c epheneral nodul es n':and GmEy’ (mgd mH G & mnlp§mdskn) sai d public

exponent v or Sa@i RSN &ITRY ' | ts G, 25 Said proof software acts
as a verifier, as Ender sto%%agﬁm{ﬁ@c%g}ﬁ%sﬁPP?&?@ﬁfp S dpsigningebir abl v,

in an al t er nateags efsaistprivate sigiatuee keyt dfakle Geeitied iuadr, bfid SESionUENHP R S SUCh
that said prl\f‘glggdssifgnlﬁ)trure key of said specified user 1Is Inoca.eg n a
crypt ogr am cont a1 hed PHPIS phemerplapoduls . andies tiecase maylbe, sdid pulaliveexpbndabi S
vari ant, the nethod




3 according to the invention furthernore conprises the step) for said

| og-on software, of deciphering said cryptogramin inplenenting said
personal identifiers of said specified user . Preferably, in the case of
anot her alternative enbodinent, said private signature key S of said
specified user is located in a cryptogramcontained in a nenory card held
by said specified user. In this case, the nmethod according to the invention
furthernore conprises the step, for said specified user, of inserting said
menory card in a menory card reader associated with said first conputer
devi ce. | n t hivorsagksphtierahpithiodumbesiGli ng to the invention furthernore
conprises a step, for said Ig?-on_lo sof tware, of deciphering said
cryptogram by i nplenenting s -@'ﬁ&gstéﬁaqssqoaenti fiers of said specified
user. Preferab | h@(ﬂ%ﬁ I nat | odinent ,  sai
private si gnatﬁjrﬁemlﬁlftgtgﬁ Igg?%mgcfem e‘g{ttt}ggpﬁlhgg%:’gn isggsgonw eheng‘ﬁ‘rﬁ’ﬁt re

al gorithms in the lagran sofivardlisidisablethy sai d specified user. In the case of

this a#ternati e .enhodi nent th&qrmat hod 15 according to the invention
furthePnore conpii&ly asdon capsidered, af Jeast dysing rthe dirsfseonnectipn j of ssaid ffinsy sai d

menory card i NeqingiRFOdeyi &l [PE! ith said first conputer
device. In the case of tcﬁﬁgs’deaa%l?é%?n%ffég&gﬁb%%ﬂ?}&ﬁ (?CVH?% WﬁtWB‘&'o‘icoggH‘ﬁi ng to
the invention invertios comprises trestdps g said @pevifistuskn bf Fhchih® e Mequ@bh WpRe, Of
produci ng said egp%er al certificate in executing said signature algorithns

i mpl enenti ng AP WG REQBTEML | Stk Propk sofyare proggam gdissesninates said epliemtratent :

o ernat vo enbenaeniioien 68 oA bolrbll T SooRRRAR k%8 (he

alternative enbodi nent of the inventio

casg 4 a GQfO $%i@er®ﬁgcrf_tamr¢ peatlices plpuodis gm?playhpart h‘;j‘ﬁe X emeitation dfe zéfo-
production o | ubl i c_ephermeral nodule n, sai ubl i ¢ exponent v as
well as at |ea ovg °3g§hFﬂtt§$&§bW P"fﬂi’ﬁ?li“‘@’?ﬁ}hﬁ) -and ephener al

private nunber&r&kub%léd@@l’iggutﬁéﬂﬁﬁﬂﬁfn ﬁ%fgﬁﬁ ?la\ycr1§eeil?de%<ﬁ'}§e§,[qré gﬁeeﬁiént_ the

step of setting the val ue sal d public exponent v, of randomy
choosi ng said %ﬂ@l 31d 4198 hehaPCogpliestion WO @0/46346epublistied@n 10hAag i2000,M

h | pri mhers.. O A f i id eph |
ohbi e nunber <IE st Anichion W@, 3RS pubfigheg e Sidc Angh 2DBRand fiecbCT
ephemifal cer tagplicaion Wel 60/86947hsubBstRd én FOPRG %0, t’fﬁgéélcf‘ocﬂmeﬁtggﬂag& 4l ¢

|

exponent 5 v and the epheneral public nunbers e session ntirfier
data 1d. Prefdﬂ@@ﬁ?ﬂﬁﬁain, in the case of this first alternative

enbodi nent, t t hentication pr.otoco onpri ses a pr.oof
nmechani sm i rrprglrre%a%%gatﬁ% PB%B{“% H‘V%'BWBTTE"P Iprﬂ‘?)gdﬁﬂcf@éa’% agls ASsd | NS Mener al
private nunberendgystdod ifdthe GQ Setemitatibl frofiRbl.ve enbodi ment: 10 case of a GQ

type aut henti Cﬁt i.on protocol Preferably, according to a second alternative
enbodi nent of PHENG th session.the methodmeens@ing o thejinvsntion fadthenmorhicornprises G a GQ

1 typeggaut hent Welo¥ i for. the pr.oduction of, said
publ i go ephener %fpéltrfr%ﬁ%fd; §ér21:5g(?1 g&tsl%‘ll% %t%’?’l @gﬁ%&%n?‘c \7"%“% (of ayyerification

one pair of ep$ofiwareprogtam io d epheradial GRIFRIAR! With RIpub rs Q
1o R Aot S0 By o g s 1
val ue of said ’ ¢ngmera| ce al
modul e n by mudekdion ieRricd dala8a Shd L4@ pERRS beaPhd factors such that v is
prime with each e hemerzlil Briarré ?a%?gr m%’éﬁ‘o‘ﬁgﬁ‘%eﬁ ntaﬂg agsf’ezbs case
produci ng the @phgwsaidlpubﬁméﬁponenmtmesaﬁda)lizjnetrail(puiilixp;hdrﬂﬁdgn, to a nessage

m) ohcan RSA gi.gnature standard formgl mechanism G= Red(m~ - the step of
det er rEnSni ng a %@?\P&?‘g &fé@ﬁ%ﬁf‘ssassﬁd’ﬁ Hafs dingerstoed iy the rﬁ(&Qt pghentigation
protocol.

Preferably, in an alternative embodiment, the method according to the invention is
such that said private signature key of said specified user is located in a cryptogram

contained in said first computer device. In the case of this variant, the method



each epheneral prime factor mnus one, - the step of producing the
epheneral private nunbers Q) especially by raising 25 the epheneral public
nunbers G to the power of the private exp8nent s nodul o n, and/or producing
nxf ephemeral private conponents Q ~ of the mepheneral private nunbers Q
The epheneral certificate relates the public ephenmeral nodule n and the
public exponent v, to the session identifier data Id. Indeed, in the case
of this alternative 5 enbodi nent, the nessages m do not need any speci al
protection. Preferably) in the case of this second enbodi ment, the GQ 1

t ype aut henti cgicbfdtheRb ; i ani sm.i.npl ement i ng:
either said publi c.gghg{ﬁﬂﬁgmﬁggﬁ?ﬂgﬂg‘&gﬁcﬁ?&?g& ﬁ?g Re F%}Fq%'f”@é%”ﬁgnbers
Qt to 5 or tofeddciphstingrsaidl crpptogramf mCingylémetiting Qaidf petdonhinRe REHRATBF Qhighodul e
n=1p; X . . , X Pz .the nxf epheneral private conponents Q,, to Q§~, and
the f 1 par arre?pgglgegf‘set’he epheneral Chinese remainders. Third alternative

enbodi ment: 10pg: fi X t@ggg j Lor protacol. Preferably,
according to a tﬁej%%ﬁélll?]gr nat%’%@ﬁ)g%go |n£edr‘{f§'%o;l¥“?lﬂgnf’ ﬁ?}gﬁf‘?’%?g{lﬁl&re hod is
i npl emBnt ed i noftsaidl specifiedbbsenisGRRAdding chytdiaihicoRthined iy ALAGR) card Rell %},_S

ic

case) for the %(?ducé_l n of sai.d public ephenmeral nodule n, "said pu
exponent v as tpegilieghuser; In this casyfbermethodaceerding ta thscinyenBon fatthephereer al

private nunberg&mndrises Bl ; : or cequal to.l, the nethod
further conpri sﬁqshe@owdﬁ%gglgfﬁé@w%?ﬁé °£t‘§s§%81ﬁ %%tm?\'@orﬁfér M de of a
par anet er k en@Bmbngcartgeadenpssbeitied widf s ififstiodputer GREBSET ths Qhsel g V=2'"

type - the ste f ,producin publ i c epheneral nodule n that Is a product
of f epheneral 8“8&'%“@5@‘95 rtg q?F nvgntiop fysthermore comprises a stép, o sgiddogaher

than a0 equal s¥fwafs, &f : f ' hener al. base nupgbers g;,
preferably small) equgﬁﬂ?ﬁlgﬁgﬂﬁlcﬁ?ﬁgﬁ}%@ﬁéﬂ%g ﬁﬂdtpﬁﬁsoﬁ"gf‘a%“ﬁf”én of
t he m ephener a9f sgidsipecifiedmser s G of the G = g; Z type, - the step of

produci ng the ral private nunpers Q, especially in 25 raising the
ephener al publilgij(‘:a'Ie‘::%it})(rigE @'e(ﬁg'feoottaﬂ’é’ﬂ}% € embodipenta said pripae signaturerkssiul o n,

and/ or pr oduci oRsatd spetified WS6FSH Ebnfiiel AP IS AT M Frofd 1n & o8
ephener al private_n?r%ers Q . T%e ephg{arrgr’amgg?l |"c%a{nealrn§11"8fye‘éar$h%ldpublic

ephereral modul¥s#dispecified usessi bnthedease idfi this aletrativel embbdiaest, tidgmeiogber k
and t m base . do .not. peed an .6 speci al protection.
Pr ef e? gbl y aga?éra\yﬁ?gt?ﬁ% %g%‘é‘%?“fﬂmmsﬁgmanaqsﬂ@rqm for saidrspecifierbuser, ofhe GQR
t ype aut henti cinsdrtimg pﬁdtm@:ﬁbrycmrihs@&cﬁww Q&fg f@&&a&kéﬁa{mﬁ”ﬁ?& iﬁg rrb

p vate ers

ei ther said public epheneral nodule n and 'said m epheneral pri

Q to 5 Qm  dnAwerdepm dithagaspef this altervativesmbodineenp thie méthodecomhpns’ al
nmodul e Nn= P, Xthe i : = f epheneral priyate conponents , ~toQ
f~ and the f 1mgzlﬁv§%%%ﬁe¢agh%%?%@%gsrﬁf ﬁtFp’éﬂF ??éi & il » Of pqq%icmg
i npl enent at i onsaid ephenletal sértifichte hexeBitag sﬁwbsli'g&u{}b'l’é%‘éﬁﬁlﬁ iﬁﬁ;‘i‘%.‘fu%“ﬁ&&' 10

, using-the

riva nunbers.in t ype aut hentication protoco ChT nese
rpe mai zger S private s%aufr’i? key. P

)=

First alternative embodiment:
case of a GQO type authentication protocol
Preferably, according to a first alternative embodiment of the invention, the method is
implemented in the case of a GQO type authentication protocol. In this case, for the
25 production of said public ephemeral module n, said public exponent v as well as at

least one pair of ephemeral public numbers G and ephemeral private numbers Q, the
method further comprises the following steps:

- the step of setting the value of said public exponent v,
- the step of randomly choosing said public ephemeral modules n,



met hod associated with RSA type | og-on protocols, nmekes it possible to:
reduce the workl oads and, correlatively, the waiting time of the users
duri ng each phase of authentication of théir personal conputer by the
servers that they wish to access, in a ratio of one to hundred as conpared
wi th what they would have been if 15 the nethod had inpl enented RSA type
protocols, achieve this result without the security of the authentication
nmet hod being | owered by the inplenentation of small-sized epheneral public
nunbers G and epheneral private nunbers during sessions of short duration.
I ndeed) 20 firstl ythestop of dmosingim epheapl paitate AubRaQ), td @S , of
circunvention, the t%{)ro ocol s, proyvj de security higher t han t'h.at of the
RSA protocols, Sectfidid of eerapybag saidgphemeral pehlicanumbers G dygebtaining ¢itheri vat e
si gnature key used @ﬂhgga,ﬂeﬁ?[,@uaﬁgg&epherrer al certificates is not accessible
during the sessions, finally, the epheneral character of the small-sized
publ i ¢ nunber sTk® ephemeral mﬁﬁcate&elatcsﬂmr;ﬁlbﬁﬁe[lmeﬂﬁial fiodle il M PUbROExPRRERONS
the ti needed t retriev§ tge confidential data fromthe GQ
aut henti cation’ %@885‘?@.‘“ pubheRpBRernEde the sessiandderifier dateft.i on can be used
to identify a i : bE rs0n C uter .durl ession and
aut henti cate t%{%gérr%tg?silgﬂlzla’l i@ﬁ%ﬁe‘egptﬁg %@e@gﬂﬁ%sﬁm.emr ?I%? g(i)oltype
necessary for auleentisationtmotweotDedmprises \eprof mechAfiSHAfridfemeNhg istid! public
necessary for %’g’g ugirs nd thde Tpnagers of servers to have%arge
conput ati on r eFEGREEL modulesp an ﬁgwmm%@mna@rwmersﬁrm@,@. Syst em The
invention also relates to a sys i fi,rst conputer device, such
SETRT M Bty

as a 5 personal conputer, can be aut | east one second

conputl®r device such as a sensesrfa B3I dypeaupfdatioRpiGicl ar e connected to a
comuni cat i onsplel rk. The system accoEdi ng to the invention conprises

elenents to carry o » {5 Bea o8 - second, anatye gapbodingens (nfcthei isventions theogs on
to said first metipdieimplédtd fQhe @asé%l?%'@ﬁl"w;% ﬂ%aga%gg##&rtg%l%gﬁp £ssion

as such. 10 L During the phase of the [ogging”on 10 sal er
device by a spease.fpetie pedncting of aaid publict ephemetabmodile phaad Said ablic Exgonént

conput er devic I S€S | og-on. software programinstall ed on said first

conmput er devi cgggﬁggeégﬁf?m&?ée%@gﬁ“@&%%és,‘Br"?ﬂérﬂ@hﬁ‘m@'ﬂl privaehed by

the spgcified magbers @&Brﬁdﬂﬂﬁiﬂ]ﬁh&l&o{nﬂmitﬂefohaé,;ngjsﬁcgg:orfput er device for a
a

session of limted duration, by the acCtivation o ontrol unit,
especi al |y a keyboathg sp ofsettingfthe valueofispidipbliciessionent vand by t he

i ntroduction, throu i trol _unit, of personal identifiers, in
particul ar a passvvo?lg Stzeﬂc?? 3?%4“%@6@%“‘?@ %Qpale ab%B"r‘l‘i-IPIY%ﬁE leastdve make

it possible to checépheineral ﬂﬁmbifhotoﬁfslﬁﬂitﬁatapﬁc'ﬂrh@%ﬂﬁ@éch%&ﬂeﬁx@ﬁf?zﬁn@
private signature key of said specified user. Said first 20 conputer device

furthernore conpris tofmuﬁlsoéfémput ation nmeans, controlled by said | og-on
sof twape) to produc ! pdentifi data. J.d_especially fromgdata for
i dentifying the spe@eﬁﬁggfﬁ{s&g{rl&%ﬁglfgbﬁ%%ﬁ@H"B"‘c Pﬂ@ﬁ%ﬁ%sﬁ SARPYC3topSo
conput er devi ce anddmcsshgmmq,bhmﬂﬂl\&ighﬁﬁ%@ﬁaﬂ&ﬁlfohﬁﬁrﬁ&ﬁél%m?@-‘iﬁeﬁ ption
of the session. The,first @onput,ati on neans, controlled by said oglﬁ’on

sof tware, further o sEPef nipg a prijate exponprtsenel thaosiu-d is,a multiplel afc
exponent v and at |%ﬁ%p&%r£ghﬁle?%ft§ﬂﬂﬁﬂ?&?el public numbers G and
Qrelate y

epheneral private nunbers a genéric equation of the type: GQ"
(nmod n) or GxQ - 1th¢step ofiprodiming the sphenterl\privhic ROmMBER T, esHIMIKy | adingy said
| 0g- opgsof t ware, fuﬁrht heflnrnr R)ﬁ‘? pr?rg’;ce a uni que epheneral cerfificate in
si gni ng, by neans of*<R ecne[ggli 1§ IumoRLs; Grte the power ohdhe peivite iexpgonentss) sai d
session identifier gad o e i dul e and .as the
case may be, said pubIliﬁ((’:h’expongﬁ‘?ugmgwggpﬁégﬁ%%lcgﬁlggﬁn&ngur?gél?csmG;
|1. During the sess¢tpbem@al privatemimtessQut er devi ce furthernore conprises

di sabl i ng rreanﬁheto di s{a??le t.he %lgcut'on of the log-on software, after the
| og- on phase, r%‘ﬂﬁ% CEECRR, refptes) the publice ephemerab rmodyde @ and the pebliout er
devi ce furtheraﬁgb@exﬁmrdlés‘e%si%nﬁﬁé?ﬁi‘ S r LSt gldis dyd 9,00 said
first conputer device. The executl onleo(?gdti e %P%%%ﬁ%?g?it Slagfmﬁthvgd by




said specified user, during said session considered, at |east during the
first connection of said first conputer device to each of said second
conmput er devices, by the activation of a sontrol unit, especially a
keyboard of said first conputer device. Said first conputer device
furthernore conprises first conputation nmeans, 15 controlled by said proof
software) for the dissem nation, through the communications network and to
t he second conputer device) of said epheneral certificate and for the
production of proofs that play a part in the inplenentation of a

zer o- know edgeesBddnasit] j I jahly . of. the G type. S aid
pr oof softwarS:progrgﬁfggﬁggggggﬁaﬁgk%g§§ﬁ%§%§%%gPé?%%ﬁain the &Q

aut hent i cat i onPpefendbi; Gh.theGasBadfcthisessenad eaibpdinRht, dRY IGTB1 fyie! ARRBERion
conprises a verification software programinstalled on said second conputer
device and | auwemcﬂ‘gc%%s 3 oplmerbanismampleseentingin of sai d verification

Computat i bn_ neaiher s pREE PSROMB e S Al bl N 6 APbeR T ST

openi n§ said eQpeneral certificate with a public key 25 associated with
said private signtﬁtyéggke and for the extraction, fromsaid epheneral
certificate, otOLifie et Prigae £actars By togu of theephemeralamadyle: bEipg xephsimr al

nodul e n and Sn hd pullic nt v or sajd
ephener al pub?ﬂihc n’ﬁ%g{.’@&&ﬂ éal d gp"r"%’??"é@b\/\g’r fm?’b‘ﬁﬁ@%ﬁ@?@mﬁ&%oehi fier
of the GQ pr ot epheimeraPChineseabingindes. an al t ernati ve enbodi nent) the system
according to the invention is 9 such that said private signature key of
sai d specified user is |ocated ilhird adtexnetiveerabadimentai ned in said first
conpuyigr device. In the case ; i Ve iment, said first
conput er devi cg@further nor e ggﬂ%‘raim;sg%%lf%?%p'%%%cﬁgﬁtﬁﬁoﬁ%ﬁveneans, controlled
by sai d | og- onPreferablaccqudiog taaarthitdoalbermti pdh emibsdiment O ythd gémidh, the ethod

i npl enenti ng s%i.d er sonal ident%}fi rs, of said specified user. Preferably,
in the case of “AMB °H‘8P“=§H the Faze @é@oﬁ?ﬁé\ﬁ‘k‘?ﬂt{cﬁ@%@fﬂ%% dadbissrsegfaro t he
invention is sgeprddiafionSetistidRubNEhemicti K | A ser is
| ocated in a cry%’g ogram cont %hned l?lrc] a rreﬂ{r(r)g?lgnégér{%%klél?:gé’%yﬁggﬁcfssvgegc#fi ed
user. In tge c@lsl;@lrépfcphcglcr&gil?ictml_nﬂﬁi’mmd]Eepmrﬂenﬂtﬂﬂ'ﬁatmmmgetsr&rf)h&ﬁﬁ\gah -
menor yscard reagder soci at wi t i i rst, comput er device) in ic
sai d )sigeci fi edgggtg'f%ﬁgreﬁugﬁgalr 8‘6 rgomprises thetollpyingateds: eader
conprises means f.or theReptdfaptigthd{aldibe 3 JaFNRES 18 Bl i sai d
first conputer device. Fn_-thi sgcase, safé first c%rgrﬁp%glg?rﬁ?e%@@bogt qferm)re
conprises first conjfid putilisexpangnty oftbeveitypd by sai d | og-on software

rogram to deciphe i .d.C oqramifn inplenenti saj d personal 15
ipdegt ifiers of sgi d&’gég"i’?‘fﬂ ‘gégﬁé‘%r? Pﬁl"g‘f 8?%% ‘1‘?#1“?%8 ‘tﬁs‘g agproducs oh
al ternative enbodi nephemeta prifiy Fictors AcqRndh 1.2 HNE bbA %Pé_aitéfglﬂnsolﬁéélﬁﬁ t hat
W t

sai d %l vate signature key of said specifi'ed user is confine
si gnattire al gorithrﬁ?%’n a nenory card held by said specified user. In the

case of this alterngki i t i tem furthernore, c ri ses a
nenory card 20 read@% % s?g?gﬂggﬁ%?hé@aegaafbraﬁ nugibsEt & Ri%@fagg)s whi ch
sai d specified userespeciallyt smalidrcthar 1100,yernblisy (1RAHEHHBSPbY it HBARGAI

conprises neans for ttf,e tr nsfq?r of data between said menory card and said
ublic qaumbers; G, of thefansgiét¥Pevi ce furthermore conpri ses

first conputer deviPB

first conputation : ' -.on_ sof twar e progr .to
produce said ephem@gﬁ&geﬁwg‘g{lgﬁfeﬁ%e egﬁﬁaﬁgmgé}?d&g}b&ﬁa ireép%éﬁ{pm

al gor 26hns i npl enentaising theephepreral publicnugtridiGeo §RYpowet 6Sthe ?ﬁbﬂé BRjIn¥R

enbodi nent: case of W téﬁ& aut henti cation protocol Preferably,
according to a first rThAPVOE PERBEiRE Mt ephemeral privatn componentseQsyeft em i s
i npl enented in the m@@, 1itRentication protocol. In this
case) for the to %??gﬁﬁgﬁl%n a{stéa/u %@ib epheneral nodule n) said

publ i ¢ exponenThe eplrethezal detificaterelntesathe poblie pPhofdrall mpAEL i i t6 W Eside and
ephener al privﬁtﬂ%gnugbe:g %Ff’ﬁa‘ild first conputation means controlled by
said | 0og-on so J& AP ‘3:‘5 ¢ PERbeTK and base nymbass g g0 ngt neesbanyt he
val ue of said public exponent v, - randomy choose said public epheneral
nmodul es n, - randonmly choose m epheneral private nunbers Q to Qm -
conput e sai d epheneral public nunbers G by obtaining either of the generic
equations. 10 The epheneral certificate relates the public epheneral nodul e
n, the public exponent v and the epheneral public nunbers G to the session
identifier data Id. Preferably again, in the case of this first alternative
enbodi nent, the GQO type authentication protocol conprises a proof

mechani sm i npl enenti ng said public ephenmeral nodules n and said m epheneral
private nunbers Q to Qm




15 Second alternative enbodi nent: case of a GQ type authentication
protocol Preferably, according to a second alternative enbodi nent of the
invention, the systemis inplenented in the case of a GQ 1 type _

aut hentication protocol. In this case, to produce a public epheneral nodule
n, said public exponent v and at | east 20 one pair of epheneral public
nunbers G and epheneral private nunbers Q said first conputation neans
controlled by said | og-on software program furthernore conprise neans to: -
set the value of said public exponent v, - produce said epheneral nodule n

by multiplyin s ol - two epheneral 25 prinme factors such that v is prine
w th each ephgsﬁlgjlﬁgt?%ur?é'factor m nus one, - produce the epheneral public

numbers G by tPrefeghly agdid, ilthe b MiSaia Menaife SRbERAAeR] BRAGMICREandar d
type of format mechanism G= Red(m ), - determne a private expone s such
that s.v - 1 i%ithenti¢ationprasocsl cemprises a ptoof pivehanisat ingplementihgct or ni nus one) -
produce the ep rk.yat.e nunber specially hy raising the

epherer al pubIJi.'eg{E?l{J d usblh‘éePll?"feﬁagb“b%%%ﬂdeslaﬁ’emﬁgl?e\?éfﬁpé&?}éﬁ% 18 Qrd@lul o n,
and/ or5SproduceQm x f epheneral private conponents Q ~ of the m5 ephemneral
private nunbers . The epheneral certificate relates the public epheneral
modul e n and tY¥& mhemesagnmmnfactqrs pototpaef the sphameraldroduld heip, sat ax Ipg.

| ndeed) the o~ Q. need an ecj protectjon. Preferably
again) in thge‘ggzlg&geiph? %gl Q%Véﬁn%?‘%ﬁ%sﬁl‘ﬂ iVl Qe ﬁ‘érfjtl Pammeters af thope 10
aut hent i cat i orephemeatChinéomhin@&sa pProof nechani sminpl enenting: either
sai d public epheneral nodule n and said mepheneral private nunbers Q~ to
Qn- or the f Einivalerentgiionnef small-sized pphemeralf public truenbephGnendileptiensbl e n=

P, X 10- - X P . ral .private co nents Q .. to X~ and the
f-1 pé(r)arret er gp%vf%ﬁk‘g%@ raUﬂ?ﬁ‘fhﬁ‘ggg W‘&%?%&ws.m%lﬁbmaswv@mﬁaﬁ ve
enbodi ment : camethod asoﬁ@adwmmmtypem(g-@aﬁﬂoaﬁolarﬁal&eﬁlpoﬁ’ﬁﬁé%‘J:ab' Y,
according to ar'{eHi rd alternative enbodi nent of the invention, the systemis

i mpl ement ed i n" EAWehE wogloads @ng, qopplativaly, e whiting fiom ofithe wseod during edsh s

east one. pay rPare o fuBbildon i AP plodi? Sonpul bE IR SRk ESRRORp B farber o
U e mor & Coppr a6 TBa0s Lor 2t b a0
t he cgirput atio Wﬁ%{ﬁggguﬂpm@%ﬁgéﬁtmpwol&f t he 5:2' * type - pr oducg a
e e L e

=p;, Xx p2x. . . xpf, bei ng grea han or m
ephener al basebythetimplemgntatiopofémalbhized ephiefrieral abIRC hithbéts BYahd @phdniead 100,

enabling the dﬁrﬁx"a?é xgdmob%rso Jiur}ngesesmmoedps) rc‘x?‘ gﬁorrtacllurgtlijoqll.l ¢ numbers G of 12
Indeed,
20 * firstly, for comparable computation capacities of circumvention, the GQ

protocols provide security higher than that of the RSA protocols,
* secondly, the RSA-type, long-duration, large-sized private signature key used
to generate the ephemeral certificates is not accessible during the sessions,
* finally, the ephemeral character of the small-sized public numbers G and
25 private numbers does not give fraudulent persons the time needed to retrieve
the confidential data from the GQ authentication protocols.
The method according to the invention can be used to identify a user using a
specified personal computer during a session and authenticate this personal

computer from several servers. It is not necessary for the user to memorize several



the G = gi 2 type, - produce the mepheneral private nunbers Q,
especially in raising the epheneral public nunbers Gto the power of the
private exponent s nmodulo n, and/or produge mx f ephemeral private
conponents @Q ~ of the mb5 epheneral private nunbers Q@ . The epheneral
certificate relates the public epheneral nodule n to the session identifier
data I d. Indeed, the nunber k and the m base nunbers g; do not need any
special protection. Preferably again, in the case of this third alternative
enbodi ment, the G type 10 authentication protocol conprises a proof
nmechani sm i npl p4¥BREIIRT: L L lj.c. e ral nodul e n and said m
epheneral private %ﬂgﬁbglrosrqgtm?geséﬁk%gﬁgtdﬁ’grsfﬁggﬂeg%?azﬂ’mpﬁ KLl e p: to
p f of the ephlergercampotaton esources, intheir person¥l ddmputdiforRfvegPhener al private
conponents Q,, to Qf~, and the f 1 paraneters of the 15 epheneral Chinese
remai nders. Description The invention cOYfémnents the existing services and
their various ralafac | twar ri t hat provi des a novel
solution to th'gﬁéggﬁg en%i%frelg%ééigggsg‘g%rbgl wﬁﬁg\?ifﬁ%&lﬁ.ﬂmpﬂﬁr\ﬂﬁ‘(‘@’ HEBY Rs. As
i s shofin by t hpersondidompared, candk yst@entichidg b fiéﬁé?@gése@&ﬁi&gwﬁfe %ﬁ&ﬁﬁ% t wo
magni tudes, by a ratio,Qf nore than 100 en conpared wth the resu Ps

obt ai ned by pr&&KIYEY Raid compiendsxicavare connerted tod cammunications kétoads Thal ance
out, nanely, t i . . f I.s close to the |load required for
verification, %}ﬁtg’gp gn%ﬁf(ﬁgﬂ({ ﬁ‘go'ég{“k}%gg‘&‘ﬁ?%%el%ﬁt%P A hSHt Ve RAEEE: Bet ween

users in a si nphase invadiich ASspecified tfee 165890n B ééi@m%é]ﬁputér%xio?‘f&rg kQfofan be

summari zed in t hases, (,1 ) at each |og-on, the personal conputer nust
(re)start the ?‘Wﬂ@%ﬁ%é‘.‘mﬁtﬁﬁféﬂ@ﬁ@s%- epheneral nodul e as well as nunbers
needed0f or the puBGHFUBHLAsH DR - er o- know.edge protocol, -
producing or effecting t esprf){#gg?#gnﬁa%ﬁgév%%ﬁéﬁ@%er%@’r"f‘ﬁ |‘E‘§’€6€ﬁ means
13 of the user's private key) especiallyusgd RSA private key to relate this

epheneral nod g session identification data. (2) during the session, at
each access t(L)Lh?ec r? Ziﬁe{ E?%%Whﬁqesﬂﬁi%i Eompytgp drvice comprisgsam lephrner al

tificat Nebftwaes'p i Fpﬁgép ' . 1 he, 5 h dul
?ﬁral Cbcﬁygeazero-kno?\ggglglgg%lgégoﬁ : |ér:dsn§ﬂug€1[‘} dé}'fnicé ?B ’%ggtgqn"g@?g‘?%uasz
needed on what o spftwareprogrgi is taunchedtvy the spetifies um,&eﬁbnbyggaﬁgcsﬁﬁo g}gd{lﬁ%glal infa
irt i vat k. = th '.s.pair of k d 10 - the problemo
The. {33 or1 »at S CoPu Seioe for iFisiR ot U dhrapr Sy b prieian o cancl it

I ted idl ' i C i t RSA
suppl ement ed baspecidlekeyB¥ar@ bf $atPfirdtdAittdr G8YibE And %p"zg?ﬁ}ugg&%{,)rtggggﬂe

and GQ zero-know edge techniques, wth an assessnen di ng
wor kl oads. The®id jcenireldysit,i of persakal identiffers,i il gaitioulahen pdesword bavdidiea

user Tor a 11 meidaipens; et e Benite B3R L Pers Tt il theck st sad

personal conpuspecifiedugeerand acdesOa PERE SignatireBy biesahd sHitACEE. ?aicf pgcr i ber
tel ev:z(zi on decoder. ﬁe‘ggeqs%i on is identified by vario pieces ot data: -

data for the iPoMufer Fhermoreeoraprisgs fiest campitetioramearDcontrolead by esat i fi er

data and - a lggx nso‘i'@?a?e i d -. Xi num_dur ati.o | anned for the

sessi on. There?glgsoq‘1 no reaégﬁq)vr\#g/dgg s%%ﬁ%‘ht‘%?“ﬁ?v%% I&hmalﬂogromwas@wm

users or even identifyiaplte specified abdr andloy dag f&aﬂkﬁifyiﬂ@"éﬁiﬂefﬁxh é’éné@u&lja’e%ﬁepm nt
e user:

intime, it is lé;\dﬁr@tgg 5 excl usive control of "a“sing S on each
conput er devi VYRR g the, time aad/ar, saith duratipn b the sessiorl. aPhe figst

computation means, controlled by said log-on software, furthermore produce a

25 public ephemeral module n, a public exponent v and at least one pair of ephemeral
public numbers G, and ephemeral private numbers Q related by a generic equation
of the type: _ .
G=Q " (mod n) or GxQ ' = 1 (mod n)

The first computation means, controlled by said log-on software, furthermore



The conputer device brings a session to a close for one of the follow ng
reasons: - An explicit action on the part of the user to close the session.
- A detection of the absence of activity &n the part of the user. 14 -
Exceedi ng of the maxi mum duration planned for the session. - Explicit
action by a user to open a session. - Problens due to access control in a
virtual private network - in conpany networks, there is a constantly

i ncreasi ng nunber of access controls, and this raises 5 a problem Here are
a few exanpl es: - Wien a specialized server receives requests from agents
for taking |eaxeduceh uliqut cpliftrdlcyriioal insihing Hdndahl 8t daft BEAR! Ghdatiugione by
a particular procedure with an individual password. Now sefvices of this
kind are greathey qfthe ingsifieg usgr: snip sersinnLidentifien dath dpentl said ubhcl eptemetsdsi s,

wi t hout any gr I o uniformzatiaon. The high rate of increase of
such services rfigﬁuéelggg agggechg%glay&, f%‘ipﬁ@gre_xmnq%gga Sﬂgé’i’ge"ﬁ“é'gdﬁ@ﬁﬁ
conpany networnuntberGRortal server which receives tel ephone calls; the

identiéi cation is done according to a particular procedure with an
i ndi vidual password and a hadbvuringdbe sessipnf or exanple a Securld T 15 card

gi ving a pseud@- Q iye.. Ihi,s is a card devel oped and commercially
di stri but ed bgﬁi‘%@?i rm%kggdg@%} Fm%r°°8mﬂs%§“§‘&'&gdﬂ%m§ft°§%%hki%, t he
use of such caexdeutionftic 18-0f RBfiREke DAt iabe, % of s
Furthernore, the use of th%se cards is fairly s rees’slﬁgyﬁogw{etgeu%@gr&at t he
time of the tdh@pwsiaB call. 20 - Finally, the conputer devices are

protected in v@yi es. by.initializati.on procedures which al so
i npl enent pas s%;\ﬁb%g%?c?qﬁ@t%ed@ 1c§1 TIREE COmPFises aRypQf sottware progsam dinstalled

devel dped by tdesaidifitst @6mpiter Sevidee B exB&utioh OF HRXFHEBE %ﬁv{}?e RIaGRHM Bﬁuisgd

to start up Toshjba personal conputers with a passwor a passwor
|l ost, a hard dia¥k Sprefiedcnses dyringisaidpaessioor donsilerd, rab cloast rdutingy thes Kirsng t hie

manuf acturer wign IR of acegcessin he infornmation
carried in the ha%%?giﬁatﬁpém%&aeg% é%eﬂcgé)ﬁ?ﬁ‘ ffé’gn‘%?%m%‘\%l ViTES g)‘ld
benefiting fr dhe ectivatian ¢fercontrolunit, éspedially 4 Kfybadt bEShdiREcaMRitdAetige, S UP
in which each %asuir of the private network is provided with the pair of

keys: a pri vat3¢ st pmpules,device, dyrthesmore; Somprisasn firsti compuationnaneanss t he
bl i gskeys, w tidd e t t togea r. .Snmartcards,ar
publ i gskeys, vidnloRddl ity SSED ?rcﬁ)tf %&ﬁ@gre f(fq'i ;lge 33%566‘”'5%{%& sﬁm?‘?@s egﬁar ds

appearing to provide for secufity en star

can carry dif fcomemunigationenetwerk amdl té hige Second rcomPARE idadcd) BTSRRI @ﬁhem hgse

cards are also _capable af confinipng the user' private key and the

al gorithns of ‘Efé‘z*ﬁ’ aPﬂ?%‘ 'é"rP%?%l%@ﬁprmfssha}rpéayrawméhmm@mﬁenoped to

identify user Sz j STRRLY, d-~fechni ques. A.series

of obs e%lvati ons nﬁic?ﬂgdége?igg%flﬁ&%h CEI%C Blﬂ? RS Gb ?ype s proof
software program acts as a witness, as understood in the GQ authentication protocol.

20 Said second computer device furthermore comprises a verification software program

installed on said second computer device and launching means to launch the
execution of said verification software program. Said second computer device
furthermore comprises second computation means, controlled by said verification
software program, for opening said ephemeral certificate with a public key

25 associated with said private signature key and for the extraction, from said ephemeral
certificate, of the session identifier data Id and said public ephemeral module n and
also, as the case may be, said public exponent v or said ephemeral public numbers
G. Said proof software program acts as a verifier of the GQ protocol.

Preferably, in an alternative embodiment, the system according to the invention is



10 - In a part of the services referred to here above, no distinction is
made between the following: The identification of a user, i.e. an
operation testing a password and/or chara®teristics of the bionetry of a
user, hence a non-cryptographic operation, and 15 The cryptographic

aut hentication of a conputer device, nanely an operation such that the
human brain cannot record the key or execute its algorithm - the services
referred to here above are special; it is not possible to pool the
passwords. They cannot be integrated into a public key infrastructure.
There is need suok that SANPRVMSEENMINGE k&Y oA SHeBiiRg usdttib fRbies &) | on
public keys. 20 - the services ref e?}te_d toﬂ{ﬁere gbovle are |?g§’1pg%§| n the
sense that theonined ipsaiddissteqomputen devibe brethe oasel of thispltéraative etrbodiment, 00f
whi ch the sery, verd fies. In,many.cases, it is gooqd that the, personal
conput er shoul%{dbefﬁéeaﬁgﬁgt%fdegﬁgufﬁﬁ"{’q’f@ SOMPRYE | g{%ycwp%@nsm or
resource. Thercontrelicd Bgeshid Wg-8n SREWake C h&Y Saili VASH? to
reci procal authenticat ?or] betgween persoﬁgﬁ%’m%utd}?@hgﬁ?%c%&é{?gﬁﬁ] ﬁ‘ﬁe
directdry or timplemgnting s2id persenal identifidrs ofsdidypecifiedggest i ng a bal ance of the
wor kl oads to en and verified. - any private key residing in the

per sonal corrpﬁgg g’!?’r’ iuhg'et%e gé@;‘%‘ﬁ?ﬁ ailtﬁmP%Veo%?Rj’QF“ » the, Systera Reeasding o
Troj an horse; th@mveRRHESINRARE soifl privete \GiQhRtd P lis RIhigt € key
are very |imted. 16 - finally, lJé‘i\?en |@ the {}'fser.sa_ aﬁgﬁgﬁ%&éar%&&_
confini ng t he PrRiY¥ReerrR@ronaimed tea megory candrbeldby sad spexifipdiuisérc Inale taei N an

i nfrastruct ur e gf: b Gos ig 4s not good that, for reasons of,

backgr ound aut%@&lts igc aL lll,§ﬁ§%¥ﬁgmﬁ@e@obq thg]grések & ey, cardyeadsr asseciatefie t o

sof twd@e progrwiissdieifiig doirpatey devwes; vh Shidhsdid) SpdfieAnat klﬁ@ﬁ@ 'grm%r\%&ﬁ user
ey. Even e

must have exclusive control of the use of this private
confined in tH&¢nhPaddngmory said ieadey sompiiess meansifyr the arhnkfyr bh datachesaen!

conput er duri ng; ' | S..) nger. of. hei jverted . fromits use
beyond ¢ he.usan: REmBRREEtd Sail Bed A0tk e I Bl g rshrpoumeviee: | ve
and sure publ idevicefusismmore ¢omprisek ififg . cohlpatatity idahd RoARARA B sd?&’%é%—ghe
precisely to av?t: d the multiplication of 10 passwords and procedures: a
uni que passworPrivare, programs qto; deqipher (said ciptogram cinuisiplerhenting csald pemonalhe

i nvenggon pr oggéﬂﬁie}&ﬁgméaﬂﬁégu e user's pair of keys, for exanple of
an ep

pair of RSA keys, wth eneral nodul e according to a zeroknow edge GQ

techni que, esperefesdbly in ke cake X enotles hltemutive chidinngthé Gfkt&ATREGERB!S t he
public key infyastructures d the .inplenentation of smartcards 15
confining pri vt SVRRNONS sck thal spid private sigaatpredey of paidspekified useriis confined
menory, each UgRHK sibRSuR ke s : { nd..a.private ke for
exanpl e of pair O?IB%%A l?gé??@n%ﬁglﬁ?s{%?wg C%ll(}b e}dgo)(ksgﬁ'yd ?pse:glﬁ-%d &rth tﬂ?@%ﬁ to
the resources ofriliissitemetive anttaxlindng sailesystensfurthemfRs compiites 20nRaGR 6fdt hese

conpubgr devic ssessi ng, an naging its own directory; or else managed
by a ggeci al i zrggdeglgsrsg%l?%?y, isﬂaﬁﬁf"g‘ﬂ“éﬁ‘?"dm&’ isoMnehesajdesperified yserrinsertsr e
avail abl e to tdail memOH €8, SHdnRAIWE tard! Bater BE:PH§e§rm §tfoﬁ§i&eéaﬁisgmu‘?
user's private key is used to conpute digital sfgnatures; 1t nay De
| ocated: - ei t%fé Datvicen seidyperaery sand: andtsaidsfirst esmmiteri devicéie Spidrfastempueput er
or elsein a - t smartcard which.conmunicates it to the personal
conmputer; t hez%(‘)’%gwléégﬁ BheRrses ﬁlésq PYREGYPE Mepys, centrlledrby; grid Jegpons
passwor d; havi softwatiprogiatrg kd'pddtdiesaith EghefeRR SENRERD in' a&?&ﬁqgssa{aaéiﬁ@emut er

s fromits nor

t hen 1%;ecut es the signature algorithm and then erase y the
privaf® key t Hgorithmsyaplementing said private gignaturederd, 17 - or else in an

up-mar ket smartcard, confined wigh a signature al gorithmwhose execution
depends on the presentation of tﬂﬁggtﬁlée é"eﬁgg’ew Y Probl em of the

factorization and size of tbgse#Fad G@FBtype ¥ihbmitaiobidaidhbl cation schenes use
t he probl em of f%%g{!i zation V\/n@fch rra?pbe st at eél té\us: " - apublic 5

nmodule n is the® a¢copingyo a firstaltemativel eabpdingant ofthe prvientiony thebsystem it hat
I's- p,. s . 'inﬂ)lefmented in the case of a GQO type authentication protocol. In this case, for the




with f > 1) at least two of which are distinct, giving : p< < pr hence: n =
p, X ... pj' . The user's pair of keys must |ast sone years; it is called a
| ong-termkey. If the user's pair of key§ is of the RSA type) then it =
conprises a public nodul e whose factorization nust remain secret for sone
years. For long-term nodul es) reference 10 nay be nmade to the foll ow ng
results. At present, the 512-bit nunbers can be factorized in | ess than one
year, but with substantial resources. Factorization nethods find factors of
up to 160 bits. The size of the nodul e nust be greater than 512 bits; for
exampl e 768 bits for four years and 1024 or 1536 bits for eight years.

Saf ety mar gi n@f%’r“&“?fbefg%aé%\éyﬁl sieral godule dv, gid PrbloREIRORENY 1 and; & leask

product of 15 JhuBaif 8ELHRES: lets R ree tors
or even nore, bu thtlss‘ﬂl seﬁgﬁmﬁﬁg{uﬁﬂgéﬂl ce &5’?@5@@%#@@@%& ﬁt‘%{q %ﬁg A
pai r of ephensomputatigrs maass domsbllabrby bsidr Rg-cil sofwire OpOgH®, KfuRBierdldys it s
called a short-termkey. The invention considers a pair of epheneral keys
based on a pulfPIPIHRR W¥hose factorization must remain secret for sone
hours.5 For the 20 v g}ac]}ﬁ -bit size and three 140-bit
prinme factors are 3’%‘3&%‘6@% es at Pﬁé”ﬂ’%&éﬁ% time; it is also possible to

envi sage a 640- bt t randoenlpokboié faid puiblicaphénéral hbdulékai el opnent of the size of
the short-termnodul es is a paraneter that nust be adjusted in taking
account of the dev hehepse mephemerabprivaterumbers Qetofj,zati on; this is a

25 into account whaoTRue e REUHRE Abeimbf I duuRite UKy ARG et * "

nodul e may be to twquations.our tinmes shorter than a | ong-termnodule. A

publ i ¢. nodul e 4,s wa us wi th a public exponent. The characteristics of
t he pﬁ%l ic ex p@ﬁ&aﬁ{mﬁ%%‘éﬁﬂﬁﬁﬁtefﬂ@%@ﬁﬂ@l%@ﬁ%@@“le n,jthe publiccexpapent chenes
use an odd nunpg tRSeghdhetat 2 ok pecially v = 3
and v = 2° 6+ 1. - thﬂewéZK Cﬁ schenes %?})@%#ggﬁnﬁe@{%@agﬁghature,

especi al |y wi tByefgrablypagafniiin thiheasehafsthio fipst alterativesemhbodimentethenG@beggpe of an
RSA signature % vvittih ut retveeltlin jt. - the Rabin signature uses the public
exponent two, Phgpriqagor, protgco -Cof'ﬂ@sﬁ(adiﬁo Bicehanisny, dmplementing, said j public
exponent, a pPQpREmEhl Bl Paid¥aid AaPhdnital ' T ith k > 1. Wat
has to_be don?p?s to prove know edgepr(l)f aad%%g&nggéb?ﬁs&%gmf he nodul e
withol? revealing it. 10 - taxoYecond @ferativaembodiateinon schemes and

eval uation of workloads Aut henzi @Lon scgemes .boring the two entities into
play. One entity produces a“p¥&bf BBF QEBERFEen RIRECPhE or mat i on.  Anot her
entity verifi ePrefel®lypraoedrdingScs ab&Mdallehalile ehibb@ii¥at I0? the | ilyddt¥P! fle t he
verifying entity verifies that the prover is really talking a‘f)out t he sane
i nformati on. THHEM; i§ implegiegted in thespse of a 6QY tyipe avthenticatiom pratocoliddn this

threatening i i i e t i.sti.nqui.sh between the ration
of the Iegrt i rerd b pbuce s pEbIRSERERAY mofu oS i BHbAC BB Y prchg BBT

f or ge2§. Thr ousyle pair ob peteateral public Aumitges @ and gﬂm&n@m pElQdte AORKEs (A iRy t he
verifier wthout having any a priori_know edge of all the secrets of the
prover. It is OMPHBUPRMmeqrsecotlled by, spidydog-em softwers: grograms fysthermaere key
and keep it 2Qoafrf€eanitgl | C authentication - in an authentication scheme
W thout interaction, the prover forwards identification data to the
verifier; the assocsetthedalpe ofsaid public éx@nestly, si gnature of these data. The

verifier applies ae&uglic grifica ion key to the digital signature. The

conmuni cati ons i ft eRhetneml mmpdule dbygmultiphying @h deasts twe gphesieghat ur e
passipg through at Gfrd RGOS d&RWY 8 Prinld wi € ' ;
authentication is static. Wile a stfg IC ealej'it %ér?pi%g%?%rgl P%%égé%rl Beal | y
to strengthen a vi sagl observation of the card, it is often of no utility
at a distance through,an netggr kmgu h, as the Internet, Indeed, the proof

can be replayed. - Predyeg g ap puntlic aumpens Krby the @pplicatipn, fio RERssage e

foll ow ng scheme hast ATHA § ' @LI(;}”& | 1 -\t is also
in the international speci f?ﬁg%ﬁegﬁgagggx%gﬁe I ﬁﬁ‘%@i%ﬁﬂg&‘g%ﬁi t card
operators: Eur opay,dekdmminer & prictatareckpdiient s(stich thads.cad l1eid £MMIGSS . of TeRh

| SO CEI 9796 and 14888 5 series of standards give exenplary digital
signature schenes, especially of the RSA type.




- The card-issuing entity has a pair of RSA keys. o The private signature
key is the secret of the card-issuing entity. It has a private signature
exponent s and a public nodule n. 10 o Eddh paynent term nal knows the
public verification key. It conprises a public verification exponent v and
a public nmodule n. During the custom zation (the termused then is that of
the issuing of cards)) each card receives identification data and an RSA
signature of this data. The RSA signature standard in use has a fornat
mechani sm Red() which converts 15 the identification data, nanmely a string
of bytes represent exphlayetabprimefaoton mimusione, of the ring of integers nodulo n
giving J = Red(1d). The Rgﬁ signature of this data is a nunber S of the
ring of integers midgf¥senthe; gphemeralyprivats inymbetsa Qaeespegiallip By raiging hige

private signature ALY LT e TV M o f. (mod n). - Ling

each paynent oper aﬁﬁ%‘gﬁﬂﬁﬂ{hg%m nal ob(?g%ﬁgg’ﬁﬁgfmflégﬂéé%?xwgmcsa‘?%l%

identif cation dat an,|ahdfmdproteier msixghaiphémeral \WVAE dompysntd i(%?S obYthé™gans of

t he pugl ic verifi caéPbon key. The authentication succeeds or T4hils depending
emﬂe)@r,xv

on whether or not t Qs identical to the number S " (nod

n). ~ The pro J 1 . ion, ,The verifier.
applies the pf.l)Elilél %’H\?{gﬁ%}l i%g%ftﬁlbéc}lr:] f etfg'?ge 5&(@1&;?@%6@&804@%9 ﬂdeﬁ’ﬁi %“ﬁ’iwt he 25
nunber S to thexppoentrv, to thedessionridenfifierddts ¥d.0ideéd) eheOmedsagdsan,. dd hotvfidelies t he

exponent v in binary node and exam nes the successive bits fromthe bit
that follows t#¥ BF#ORi cant bit up to the least significant bit. From

PE9
a variable eq : | j. L vanl t yare
nodul o n, theﬁ;pljeiféfréﬁlﬁgg ﬁ’tlﬁfﬂs&hceag%gf ﬂ-{lgo S%C?lﬁg %lﬁ?ﬁlgnhﬁf:ﬁ &olﬁgnkse(ﬁ{, ﬁ@e ?gf]l e by S
nmodul 40n. Whenawhdnticdtiontprdtecdh eorapiises a ptodlf eiechamism Bgslabditingt he value 20 of
the variable is.b]ge resylt so%?ht, namely: S (nod n). The verifier's
wor kl oad t heret® rf?é‘g%‘ﬂ’(]fge@i‘f’ %@ﬁiﬁ‘b%ﬂ*méﬁl@qmﬁﬁﬂ%@ﬁ%ﬂl@ Qittonust
be noted that @_square nodul o represent about 314 of a nultiplication

nodul o) that isi XM ~ 0.75 MM'. 5 - For v = 3, which is witten as 11 in
bi nary node) ther thef ¢ghemerat prime fartorspsourof thewghémeral thodulone g, by..ax p,

mul tiplication dulo.n. That |s: 1 XM= + 1 ~ 1. 75 ' - For v_= 2 b+l,
which is wi tt%’%’??“%ﬁ‘@ﬁ 30 %wne%ﬂﬁ.unt%mmﬁ Wﬁéﬁw pagmeteey pf ther
executl§s si xt egghefigtd Camesdmhdérsf ol | owed by a multiplication nmodulo 10 n.
- That is: 16 XM + 1 MM\ ~ 13 MM Dynam c authentication - in an

aut henti cation schene with int eddidiadeimativelerabalimers: set up bet ween t he

prover and the verifier; each g&li‘%é is alternately the sender and the
recei ver so as to obtain a SRSV %GR bRe auihguycatianBraiocel oy oof that cannot

be 15 repl ayedPrefefatlji@actsting\b AhkNRUGRIOS emwam\éﬁtlr bfthé Envhme&e%g&t&ﬁ' | enge

that taken at random and is therefore unpredictable; we shall se at the

properties of isHEplemented ipthegase ate §5Qh bipe swthquticationipiotasobnin thig vasentoa

pr op: of FHERT : S ation i c. doubl et .
o P, 2ut nenbiotidte PPy eohlh Bl AR bl bxBhsanly BT b 16 bRs Fairiof | enge

aut henti cation - ransm Ssi ons,,

produced at r aephemeral hmiblic t inmigroV@r ands Sphemeal’ PHEPAO SAIMbr§ aQ)] Ysaidt TRst
verifier ascertains fhat the response is truly appropriate to the

chal | enge. EactPTRpHY0R, Jeans, contpplled by waid teg-gn; spfiscaze iprogram fyrthenmateed | f
the possible chshhrRBIeonéoe fairly large in nunber. To ensure that the
nmessage i s known by the prover) the response nust depend both 25 in the

chal | enge and on -t heetrths valge df ca Iperameteh dnenablingdhe coOBputation’ b rsafduplblichen
ascerggi n that the response_is tryuly appropriate to tﬂe chal I enge and t he

nmessa An obser vaPtPOReH & &b thers2p B PRade.
- produce a public ephemeral module n that is a product of f ephemeral prime

factorsn=p, x p, x ...x p;, f being greater than or equal to 2,
- choose m ephemeral base numbers g; , preferably small, especially smaller
than 100, enabling the definition of the m ephemeral public numbers G, of



- The proof nmay be a digital signature. However, while the constraints
needed for the digital signatures are sufficient for such a protocol, the
reverse is not true. 21 Such a protocoll2is far less of a constraint than
the digital signature, as illustrated here below in a ZK doubl et

aut henti cati on. Exanple of dynam c authentication with RSA - each proof has
two nunbers form ng an RSA and doubl et: a nunber Red(chall enge, nessage)
and a nunber 5 transmitted in response. The set of proofs is then a subset
of the RSA pernutation. The prover conputes an RSA signature that the
verifier must veri fthe G;=\¢{1dgpyyt usi ng the deconposition of the nodule n)
and that is, without using the rlrre factors) the witness raises a nunber
to the power s nbdd™BYee NRJM sphempml Prixatetmimbery &, nespeciallyedn waisiog othe)

separated every ot L 1 | t.iplicatiqgn | o n.

That is: (loge n) X eﬁlb%F%‘m(?lc @m‘%’@i’f gfi%”@nxﬁwpo 'Pr?'ﬂ@‘?‘ﬂ% t he

pri rre factors and tmmnﬂmrr[&educeemaunﬂafpﬁeméﬂap ¥dtd) @Bfnp Sifé?@suq of Qhd Im St Of

al | econposition of a nupber, an el enent OP the ring of 't I ntegers

rmdulo n, into f cowhemenlBrivate iy Qj.n each Gal oi s fleld forming 15 the

ring. o then if.e I [ ent uar es nodul o
The gﬁ-ﬁ et ! BrtifRat| ARRLYRE glnpﬁ e eﬁeﬂltp ‘T’é‘a{c’iﬂ'ﬁ

p) separated ever er t1ne on an avera #5¥HA" o p)
That is: f (I dgentifier dddpId: liide2d, tho@mbey kMHE the h Re neSBerd gMIB nbske8Gny t he
factors have ﬁsp F(/(H rrately the same size. Hence, each p i $ about 20 ¥ tinmes
shorter than pgﬂ n, hence f loge p ~1og2 n. o and, finally, a

Chi nese remi nelgfesy b‘l’)pﬁgzﬁx&l'lﬂrlhégas%eéfﬂﬂ i}l SRR chBo e Ik ke

integers nodulo n fro onen one

Mul ti pPyi ng tmltheatlganbnpfotbdwcomphudwabmofnﬁﬁmnfshﬁuﬁplelﬁéﬂtﬁlgp' ying the |oad
of the multiplication ul o Z. This rul e enables
the load to be 9 @’a‘é&&g’gﬁ a‘%e"{fs?h%hmmltsa1dgnequﬁqlcp§mt¢onmbersq.ao4 | oge
n wh) / f Z +QCRTf Dynam c triplet authentication - with three

transmi ssions, a zero-know edge authentication is perforned, that is, an
aut henti cati or® thﬁefmhbmm prime fackarsip, tarpydfhihe @phsnheesl hbdile h:htp fxactxq;

knowi ng the se ret F % ver starts by establishing a 22"t andom val ue)
then it corrput FPie %aE?O‘FﬂWRq‘?E‘Hg) QitiHeRe-nand, Beifr} paramsterscaf the

chal | esige pr o&yheﬂe@lcﬁaeﬁqggnaﬁ,h&g the prover sends a response as a
function of the random val ue, the secret and a challenge; finally) the
verifier re-establishes a comnitnment Deseniptien r esponse and a chal | enge; the

aut henticatio | if the two commtnents are jdentical and not
zero. Since tﬂle‘l!l §n§e}ﬁ§é§§§%‘§l ﬁ?rﬁﬂ‘ésﬂpg 8?“@5%1‘?‘%&'%%’3“%&?" SPRMENihgk na
occur again; i asuftwarebeick bt proRidesth A& QuticrB ARPEMEMY of 5d3Ess VARG in Of

possi bl e challenges can be reduced to two
irtual private networks. As is shown by the models and analyses, the workloads are

20 reduced by two magnitudes, by a ratio of more than 100 when compared with the
results obtained by presently known approaches; furthermore, the workloads balance
out, namely, the load required for proof is close to the load required for verification,
thus making it possible achieve mutual authentication between users in a simple
away.

25 From the user’s viewpoint, the invention can be summarized in two phases.

(1) at each log-on, the personal computer must (re)start the following:
- producing an ephemeral module as well as numbers needed for the
subsequent running of a GQ type zero-knowledge protocol,

- producing or effecting the production of an ephemeral certificate by means



Two observations nust be made. 10 - Wth three zero-know edge

transm ssions, it can be ensured that the nessage is known by the prover;
instead of transnmitting the conmitnent, tjge prover conputes and transnits a
hash code of the comm tnent and of the nmessage to be authenticated; the
verifier the re-establishes a conmtnment fromthe response and the

chal | enge, and then a hash code 15 of the reconstructed conmtnent and the
nmessage; the authentication is successful if both hash codes are identical
for a non-zero reconstructed commtnent. However, the triplet is always at
the core of the pro ... The verifier tagkes initiative of |aunching
the checks) which i‘%fog’ge“s?“l% %‘?5‘8?‘?%‘5&9”@%&%3@; PRYAS ﬁ‘&)ﬁg@ Eeﬁ)aﬁ"’m%ﬂlﬁent ")
whi ch ensures that dpheme@l mvdulé BRedtideNEicatifipdat®f the wi tness which
proves and that of the verifier which verifies, are effectively

i ndependent . HehAWring the sessipn,iapeash acessstonagonrees thrbughdhe private ndtworis ot ocol .

Exampl e of dynam.c [pl.e t henti.cation, W th 7ZK -, to prove know edge
of an RSA signatur erEld Ar{lg‘g’p\;l;g’%e’ffce ¢ ,@%gnwlfi&%rpﬁﬁ?@gosé{l%@p 1 25
triples. - without epﬁbm&amedﬂ@mmei@e%r&h&mgdﬁ&b&#“) that is,

SO

W thout using the prime factors, the wtness conp irst of all a
conmi t nent r "Firsigtalh pome exmanations-ase neadedibn what isshen, a mul tiplication
nodul o n, 23_4)&5&9, a response r x @d (nmod n) in 15 squares nodul o n) on
an average 8 mu ¥ pri’cati ons nodul o n, then, a nultiplication nodulo n.

that is, in alltheprobMmspoddd UMccsds 3t iddWirtual piviig k! | e factors and

the Chinese renminders, the witness 5 conputes 0 one conmitnment conponent
ri x Q- a (nod Bepsesspairafkeysand, 16 squares nodul o p and one

nul tiggi cation upfblb%?p%fﬂlpﬁgtoﬁgaugﬂioggﬁe .Eerrgliﬁ?n%ﬁ‘rﬁxoper ation to establish

a commtnent no 0 one respons Q- (nod p~) per

factor, in 15 Fhpsererplaifiondtd mcn)supﬁleamn@uesyaaeta&nwiyt b tHeCAlthépfiatioRdul 0 p
and a multiplication nodulo p, and then a Chinese remai nders operation to

establ i sh a r e¥POHE: Ap@ames fhe HA and GQ gero-knogledges techniquenpMwith3an 25
M) [ f + 2 %Iéssmcﬂirbgd‘(eeéoiﬁ(fegﬁndfn GOSRIopHGt S @ commitment G d x Dy (mod

n) in 16 squares 15 nodul o on aIt averageé 8 multiplications nodul o n,
then a nul ti pl These introduaidns make it possiblé & théddeatribe HSin¥dtion iPdddd, ~ 21 MV

Each éoof conprises three nunbers: a commitnent, a challenge and a
respone. The Comirrolem? S&ifiPn 1 @ cprieel sxeredhya wsgp fosadimited periodbbiime Rnand D

smal [ er than 2§ I @é}aﬁ]P v-1. They .toget her
forma ZK GQL t?%qug?.ae‘fli'ﬁ% fJéet 0 l%%%f[‘r’? ?érﬁlﬂlet%ég%ggéﬁqtofﬁagge{’ ﬁéx?bél% ly of
v per nut at i onstelgpheriecor 2 mgbsofibérrtlevision depoter.0 A sestiva weidentirieal bye Wefous

corresponds to_the Fz%%a,per mut ati on. Exanpl e of dynamc triplet
aut hent i cati onP\Wrt R ‘GR - to prove know edge of the deconposition of the

modul e n, the Wi tnegda fopHRUaAHSifidatidh PR Bmpltel BAEE and
20 - user identifier data and

- alog-on date and time and

- amaximum duration planned for the session.
There is no reason why a computer device should not have several users or even
available on a self-service basis; however, at a given point in time, it is under the

25 exclusive control of a single user: on each computer device, the sessions follow one

another without overlapping,
The computer device brings a session to a close for one of the following reasons:

- Anexplicit action on the part of the user to close the session.

- Adetection of the absence of activity on the part of the user.



- Wthout using the deconposition of the nodule n, nanmely, w thout using
the prime factors, the witness conputes a commtnent in k squares nodul o n.
It conputes:a response in k-2 squares nodidl o n, on an average (mtinmes k-1
)/ 2 multiplications nodulo n, then a multiplication 24 nmodul o n That is:
KXWn + (k-2) XM~ + m(k-2)12 Mvh + MVh .. (m3)(k-1)12 Mvh - Using the prine
factors and the Chinese renai nders, the wtness conputes 0 one conm t nent
conponent per factor, in k squares nodulo p, then a Chinese renai nders
operation to set up a commtnment nodulo n, O one response conponent per
factor k-2 squares i | =1 )/ 2

mul tiplications m)(:ll:dgi:égwpl)l,sg ?h%ﬂ&ag%n‘ﬁ???éﬁ?@%ﬁmf%gﬁ%gggé then) a Chi nese
remai nders oper at i dixplicit a@icadtyaisessto open @sgssione nodul o n. That is, in all:
((mt3) (k-1)12 y f 2, CRT| The,vetrifier opens a certificate. Then it
reconstructs %mﬁ?" *%a‘lgh?q‘??éﬁ'é’g LN Eﬂtﬁﬁrp.“‘f%‘a aghyvorkyyz- in company

mul tiplicationg MVARSY ' ‘ as}ﬂ‘i’%ﬁl%@ﬁl{({t&r | L.of Rt e, . That
is: Certificat et@rlﬁg)%éﬁgcrbgflwtpc%?g + 0, Wcﬁég%d&%gb%@ Q](E)sn%}slgges

t hr ee hunber s:a problomniHeneare a fow ekahplesnge and a response. The conmit nent and
the response are t non-zer.Q. nunbers R and D smaller than n, The chall enge
d is a nunber consiStfh§ SB?C‘MF@'@IM‘%Ff%que#ﬁgyméﬁeﬁﬁséoﬂg@@ﬂeﬂﬁilbl et .
20 Conparison of It ' | t ' < L st anpl e
of a pair of RSA ke@tﬁ%aﬁglﬁ%’g@%ﬁf%%%@V?O\I}mé% aﬁ)wag{%?ga}c?{)dfgqlﬁ SA is
not used at presentwifli tah individuahpassiverd. f alNowr sereicésh@fighhist kinkde afes greatly eason

not to do so. The f.ol |l ow ng..are the r k] oads. - Produci ng_ an RSA signature
represents 25 0 12dBTRARAE it PrAge: esg)gy?oge o anRel §90 bagis, fvithpnt any gready

Verifyong an RSA si@RafolimfobRi2AEHE Mk Qger%?omc%ée ot M%k‘é@c@i i0a T MM 0z4

with v =2 6+ 1 25 A realistic exanp a pair of eys uses a
420-bit nodul e wit Hheadache far4lie user. f act ors with two base nunbers and k = 9.

- Produci tripl ts 0 11.25 MWzo with that i
159 WM od. 5 - VeSO N A ER BOnERy e ork ok BARAL SO WRERReS { hat

is 1.14 MM oza~ telephone calls; the identification is done according to a particular procedure

with an individual password and a hardware device, for example a Securld™

15 _ card giving a pseudo-random of time. This is a card developed and
commercially distributed by the firm RSA Security. For obvious reasons of
security, the use of such cards cannot be shared between several servers or
resources. Furthermore, the use of these cards is fairly stressful for the user
at the time of the telephone call.

20 - Finally, the computer devices are protected in varying degrees by
initialization procedures which also implement passwords; the best among
these procedures are often those developed by the manufacturers themselves,
for example the procedure used to start up Toshiba personal computers with
a password. If a password is lost, a hard disk protected by this password is

25 recovered by asking the manufacturer who has other possibilities of
accessing the information carried in the hard disk.

All these access techniques are evolving and benefiting from each other.
-  Public key infrastructures are being set up in which each user of the private
network is provided with the pair of keys: a private key and a public key. A



- The opening of a 1024-bit certificate represents 0 0.75 MM oz4 for a
square (Rabin signature), 0 1.75 MM oz4 for a cube (RSA signature). 10
These illustrations denonstrate the gainigf two nmagnitudes between the
wor kl oad due to the inplenentation of a user's RSA private key and the

wor kl oad due to the inplenentation of an epheneral nodule in the ZK G2
techni que. Such a difference in perfornmance represents a technol ogi cal
break. As conpared with existing systens) the consequences for the user are
satisfactory ergonony with 15 increased security. O her nethods of
zer 0- knowl edge aut | | - whq can.dq nore can.do | ess."

Zer o- know edge techmﬁﬁltqf’%hier%%%ﬁyemg%ﬁﬁf gqe H&%’ﬁﬁﬁexs’m lprogats 3%“3?’1‘& QRven
nmessage si gnat ures.eablxag®pl e of ZK GQ doubl et dynam c authentication - the
verifier issues a 20 challenge conprising sonme tens of bits) for exanple)
32 entropy bits. - Thumgsicatds, ateh @ppeasingute sprovide dior niscerity KwBen t starihgt 8p whose

ZK chal | enges cone e sh code or fromt comm tnents, the
verifier's chall eng‘%@rﬁl}&}{’]hehﬂgg aﬁfggi o“Ye WY hgﬁfeir%t BIPCERHES offid IS of
all thg ZK chal | eng®srespondin@apRswérdan ThHes€ dutal aPeOalW@aﬁBier&fpébn?%drn%g@e bits

verifier's challenge, for exanple) 48 bits of ZK chal ['enge 25
of verifier chall erliger puvae ey aid o algorithms af luee GfihiSPrivate kbt or triplets or

el se an appropri at e, et of these triplets, - . that is, the commtnents
and the responses ?lﬁglgﬁ}cﬁel%hh?‘flén ¥°1§9°§ égsit %P“?’écﬂ?f‘éirg’é’t e@cfﬂn"-‘q‘{??
better still, the cdoaiplengesy &phsthsrd' e€s since the commtnents are

26 easily reconstructed. A realistic exanple of ZK GQ 1 proof is three
triplets with A seriesof ghseqvagipngyapstde mades |, a single triplet with 24 e-65.

base Rombors: 1o IAHETMeoiced st HE B o4 BRI 508 bt one

for k = 25. Exdioflowingf ZK GQ signature - the prover then conputes one or
nore ZK GQ tri pl ets whose, ZK chal | enges cone fromthe hash code of the
commi t ment or cormi Difeldentification 9f absesabe an opesation; testing 8 spassordraadir ze of

t he ZK chal | enges r ol X I 4 bits or 80 hi.ts. The
proof i ncludes the%gﬁéﬁgt rp é;?o‘fcgrgetp{ i°|£| gtlgsggrﬁeé'? e? a'ﬁoné%PtSWBlléH;e

subset of these triqpestion, andt hat is, the commtnments and the responses
since,the chal | eng are easi constructed, - or better still, the

Ly r . : .
chal | #hges and tRe gggplg%/ﬁ eRticationyefng eoraputer dgviee, aaatelyyan operation
reconstructed. 15 A b G I.SLhRree Lriplets
with v = 2 6+1 or bgg:lt?g{ratgltk:hﬁ?@gmg} ng Icé“t%%{?rp etk@%g?%"é\?ﬁtgﬁ‘géfé’i‘%' Anot her
realistic exanpthe spivides Zefe®QP todes: abdverare-shentdlpit isouby | psiblehtot poolbms e

nunbers: the proof canprises three. triplets for k = 9 and only one for k =
25. W shal | nows%%‘(a?'h %F%“P@g%f‘m‘t&%&ﬂqe A PRl keypinfragirucug., Therg-isn

TN Lhe ol | ove g e el @i U RO fllenlicitid BhecBnplblTRLE 170" "
si gni Bcant). -thesenyices mfetretbtet hére @botanre dimctetlhia the sshsenthatitregroles adeat ed,
this data bei ngde?&ﬂl?&eﬁ:dm%ypelrghal computer sets up proof which the server verifies. In
many cases, it is good that the personal computer should be capable of ensuring
the authenticity of the server or resource. There is a need for a service that can
achieve functions up to reciprocal authentication between personal computers
25 located in the directory or the infrastructure of public keys, suggesting a balance of
the workloads to be proven and verified.
- any private key residing in the personal computer during the session is in danger
of interception by a Trojan horse; the consequences of the violation of an

ephemeral private key are very limited.



25 - Producing a public epheneral nodule n, a public exponent v greater
than two and at |east one pair of GQ nunbers, for instance mpairs wwth ma
1. Each pair conprises a public nunber GHnd a private nunber Q rel ated by
a generic equation GQ Either the direct equation: G Q" (nod n) 27 O
the inverse equation: Gx Q" 0 1 (mbd n) - ldentifying the user by using a
uni que | ocal procedure, for exanple the user's uni que password, possibly
conpl emented by bionetrics, for exanple a fingerprint or voice check, to
produce or cause the production 5 of the signature under the control of the
user's privat e-{eally, eveniittbe useo hawd citip cdrti eostigme pHvADRY Mda8albh@nggSSi ON
identification dﬁia.for t he duratip? of the session. Such a sighature is an

epheneral certi FIMAI%Public key 4 iyan infrastauctine 106 prblis keysdt isORD, good thatpfor G2,
particul ar consgehgingics - D (,.on..of . t epheneral nodul e, the
exponent and the ptjlbl ic 1 r%“u%é‘?%ﬁ“%é{;&e #hé;eg St%agﬁ?ﬁépgﬁbgpcqeﬁgﬁe
certificates. |t SftwaresprogramsdeingG@@ly execpedih cheepdredAD torpitsr, f THEHseand a
publ i cgmodul e n g%}g?m%' vat e n%)gb?rs Q@ are taken at random In this case,
the epheneral plVate !}"Sﬁ‘ﬁﬂ’“ Of theuse oh this prvate key. nlbn|véhen cenfinedrie m
privat e nunber sthe chid &ar t | jficate relates the, session
identifier data to tp}]e %ﬁlﬁgﬁlﬁﬁ p@@ u\g/eed’@ ﬂl,le ﬁltggonafgqm el dyImgaie econd

met hod (QQ 1), sem‘o:pisdnganguaefmmmnatmﬁecs&w&fyeﬂ@me%ﬁer%oﬂﬁfh signature
wi t hout reveal bﬁgo'bt and the verjfier has to verify an RSA signature

wi t hout obt ai ni PREVAUQR Jicedsy to; e made:; an effective aod surer publis keye schemBIa

si gnature standakifle WThE ifveénQbiRiak L rting.every pessage to be
signed_into a nungger; such 20 a nige%&;l%?%%@gégée]%/e h/aﬁ)é(gﬁ‘ca%ﬂg"éﬁcaflgﬁ@&i on.
Every IRSA ver i Passwends nande prageduresa e pmijueCpasworieid adachied @ BMebus& WRFul e n
which is the p wo large, distinct, secret prinme factors p, and pz
such that v isé’%ﬂ#ﬁrr;gly\c/imgfaﬁl ui)eé-@egﬁvcfnﬂ?‘ Rroposes fqgomplement theawser'snaisi af kepsumber
G results froforickample oF paidof RS AOkeyisN@ith 9h TBfleniea MR eS| gnature
standard to a rressia e; tEat is: G y"g .Rled?rre seaget mul’err?cg%‘&h@l t(‘)’n"' %Sr(’['he 25
repr esent at i on<Iy (6 teehniquan éspebiallyn the iZKt @QRURbIRtiGueR) The f@wdntbhe
ephener al priv&)tn?p L h _be represente dvant ageously by the f
prime factors p, tlégﬁp¥ n)(éfp% gﬁ{“ %gﬁ' ém{t'%i)ﬂ‘l?ﬂ’t@ﬁtaéﬁ he implemgentatiom ¢fsymartcards
paranmdbers of c¢dnéinigiprieae keparm dgieiem, t he ephemeral certificate relates the
session identi fiﬁ?t ion data to the two nunbers n and v ; indeed, nessage,
to messagem do nYFeLBYr Afykeysoriiathip memecy,icach user A8s & paia of keysd angibiied
(GR) the pro el k‘gg dge of conposition of the nodul e
wi t hout reveal i ng ?%ﬁ%&?ﬁg%erl%@r&\? Pfﬁégei‘ﬁyﬂecorrposi tion of the
modul e wi t hout Theatser'sppbliokey sdlge of it. The nodule n is a product of at

| east two | arge prirlrﬁgf ctors at least two of which are distinct, for

exanple f a 2, p, & own to;ths tgsqureas aad serverst thaf the user=muist acces?, with |

X
f the2public exponedkh ¥f ihe . ter. than two, for exanple v
2k with k a2 : themz 1 Speﬁcﬁpﬁ’%ﬂ%ceérs %S%S?‘%?ﬂdgmasmgefaawagﬁe@ryi g, 2.
The nunmbers g, to Qrelsr eanigedinse specibiized . difebtoty) ifteSa®a. intoNa 3R8Ii¢ QY t O
t he nodul e n and tr}e mgglr%e}%e. rrb&eés Q to Qmn the epheneral private key
may again be repr e JBffpsiRyC Vﬁﬂ@ﬂ% ¢ {eselreesiand seryers ghat theassensusp access. p~,

mf 10 private Cmﬁi&@bﬁv&ﬂeyishﬁbd%t:@nﬁg?gfg%]hsg&émt rs 3er t he Chinese

remai nders; the epheneral certificate re S8 B PPt PR inber n;
i ndeed the very snelitheminreryptograpmthatyis presentnindhe pﬁﬁoﬂ%ﬁ@&nﬁi\n& SPEISe &l a

protegt¢ion. - Duri h essi on taﬂgco uter device dialogs with devices
gi Vi ngs access to r e%é 8%5‘#@%‘3*"(5%@9 ?@%‘E‘é@a@dﬂ?éﬁl@ﬂ@mﬁmmmtes
constituting resourcdgfputer déciphers the cryptogram by means of the user's password; having

thus obtained the user's password, the personal computer then executes the

P

signature algorithm, and then erases from its memory the private key that it
has just deciphered and used,



15 exanple printers or archival servers). - The conputer device executes a
proof software program having the follow ng characteristics. o It does not
know t he user's private key. o It distri ytes t he epheneral certificate
that makes it possible to 20 establish Id"and n for whoever knows the
user's public key) said key being in the directory of public keys. o It
acts in the role of ZK GQ witness to establish ZK GQ triplets constituting
proofs. - Each resource executes a verification software program having the
25 follow ng characteristics. o It knows the user's public key or else it
can procure the key for itself in a sure way. It uses it to "open" the
certificate and th@selssingp|upsharketsmastsaidoconfidedwithi a signatarealgonithn aose

epheneral nodul e plus, .if .necessary, an exponent and public nunbers. 29 o

It acts in the rol 8"%@“%‘1%“&%?‘?/@%‘?%‘% tglq ‘Eseﬂ%g‘{gs‘ﬁ%fdobser ved that,

provi ded ther @roblef6reme thétoRzaliér G sizel &f RN EHGS Qe KeYS)
y

a conputer device with a verification software .program can absolute
aut henti cat e &chempsivse thequyglldmonf factobizatian whichemay be stited thuset t-or w publat ai | ed

descripti on G her . features,and vant ages of the invention shall appear
from t'ﬁe fol I SW dee 'H&i‘?rﬁrﬁqchﬂf %ﬁeaaﬁtw qf“@F AEALGt PEME PYBF THethat lﬁfplt#leP?’f

. tion gi _ at - L odi ; les. d f
invention, gi Vgth fwl,wwtw@omnéﬁ%msﬁhétvﬁwg #lg?ﬁémﬁc@%‘ﬁﬁfs and trom

- Figure 1 which’is a diagranmatic general e s af Pernati ve
10 enbodi ment T users pajrsofdreya caust tishspmoyeans if isvealied arlongFeemskey! elfnthe

according to J vent.i on.enahl ersonal conputer fo b
aut henti cat ed ﬂgfs qr;tlrke%wseogg}e\?gﬁg 'g?e’ltﬁena“ﬁﬁﬁ‘ﬁ $€51h B PS‘Q%)WI’PFFe user

5 connects hi Fa@iefiRAGRMUSIEREINYecrbt f? s yo&fsY o Idhglt
comuni cations network 3. 15 The | 0og-on phyzsg Aodesc,gr ?Igl?#gﬁu%ﬁarﬁemﬁ%%v be

gi venl®df the pryskte madeio die following Bswitevi A peeserito ez $12-bit maswbetsogm bn t 0

t he personal re The sessjon | L.ann for a limted dutation of
about one day&giﬁe pelfliigsnsaf]1 co%ul’eé')f’ ii&hg'gﬁasuggﬁ“-tﬁl] TEMISRET o PRTIIRLUOR 4.

Thi s |0g-on sqﬁemmeﬁmrf_@@mmfﬁgt@mgn Thasize of 8 il Rubeheaeabs haTPut er
1) 20 prior to the | ogging on by the user 5 or b% ané@.person entitled to do

so. The user 5 RbisdReexample H68&Rkitsforfousyearsand Hibitarfor gightgrears 4 by
tivati b i to.click i
o 1 eepondi ng Sheet? mateifs EUORREY, Or By el TR erth A Hodh oS e niafiie 8E ' "

per soh@l i denttwbifstars;hbwews ievoald be dasp&s ase0hibe fadiérd ok ReerPR6ROPR! thisqepUt er
1) by neans of the keﬁboard 6. The use of a 25 password nmay be conpl enent ed

by a fi nger pr ittt thepracticstodayfor RS4\#ppheatioss) the personal identifiers 21
enable the lo jf I ity. of.the
specified use?Ag&gﬁgéﬁgg@%%éQ%’ﬁgﬁ%ﬂagtastogm\éﬁ%a%tﬁ%?ﬂﬁee&s %ﬁgng}/day 't ‘Ss%?é“&‘f fied
user. In the cashortaterm fkeyal Therinwrition condidels mepuir cfeepheinbdl keydhbased daes not

vt ot o b0 I o foctSshton it ke decit for Somne hours. For e "
20 short-term modules, a 420-bit size and three 140-bit prime factors are appropriate at
the present time; it is also possible to envisage a 640-bit size and 160-bit factors.
The development of the size of the short-term modules is a parameter that must be

adjusted in taking account of the development of the performance in factorization;

this is a parameter that may change from one day to the next and that must be taken
25 into account when designing the system.

To summarize, an ephemeral module may be to two to four times shorter than a

long-term module.

A public module is always used with a public exponent. The characteristics of the

public exponent depend on the scheme considered.



30 a nmenory card 22 belonging to the specified user 5. A reader 23 of a
menory card 22 is connected to the personal conputer 1. At the beginning of
t he session;, the user 5 inserts his nenod§ card 22 into the reader 23. The
reader 23 has data transfer neans 24 for the transfer of data between said
menory card 22 and the first 5 conputation nmeans 7 of the personal conputer
1. Under the control of the |log-on software program4) the first

conput ati on neans 7 deci pher said cryptogram 20 by inplenenting the
personal identifiers 21 of the specified user 5 in a manner known per se.

I n anot her alterpaty j b'é/rcaﬁs T . the user
5is 10 | ocated intgélgrsgiﬁegégﬂrlégﬁ%gné%ﬁ{lg@ne ?pr@ggﬁ@r?gérg’ %@%@ﬁgﬁ%%’
personal conputer Zspdciallylve=3amby of2'%1.al ternative enbodi ment of this kind,

the first conputatigpn 7, . controlled by the |og-on software program 4,
deci pher said cr ypt‘ﬁ?g%a‘gélbvhmﬁé‘ﬁam A8 thecRPAr sSigatwre; gepeeially ewith 21 of
the user 5. In anotheptegit | ' LV ' key 14
of the user 5 is 15 conflhne gmﬁ‘%s\r?stbﬁgggéjiégptﬁvgt‘%%%%‘t ﬁ{n% ggﬂi"k?énéﬁf‘e

m crop¥ ocessor car dvilutuelehlingitt he specified user 5. In the case of an

alternative enbodineng of this kind, the user insert his m croprocessor
card 22 into a readBf Ratnsignature usesibe puldliceaponest Bva that isgrmdct ed to t he

personal conputeg r 4

transfer of data b]etﬁggacggg&%h&gggp%%@?e&%ﬁggpeg%?piggopégérn%ﬁ
conputer 20 1. The tiior that is o s wvdthikonl.nddaschas tobe idose Reogrov! knowiaddge of 1,
controlled by said I&g-on software g(i}ggram 4) produce the epheneral
certificate 13 whi ¢H ﬂ%PP?s‘tH?é‘?\gZ‘?c‘F‘ ¢IWHBOW Te¥eplg iby i npl ement i ng sai d
privag@ signat ur e~l§gy, i I t Of d ._The
description of the Iooqhg%ﬁgﬂg‘gegggﬂﬁtmn%é\}vﬁg?s %@ﬁt%ﬁéﬁi&lﬁfe&mg&
conput ati on 25 néathenticatibn s¢hemgee being die tvongtities info playpnOnelehtity prydives a

| og-on software neans. 4. .produce session jdentifier data 1d_8 fromthe user
identifier data B h%ss?fé&‘gﬁ‘ﬁ %nﬁ@?@aﬁp’&enﬁmmﬁ ALy, verytissy, theq Braof e

time and the dur aidogiatediwith e Hffsmhaeion. THa WSk Gy l /@l SO
produce a public ephereral nodule n 5 a publ ceexp ng?{lh@nvfgiﬁgﬂgmatth@l east
one pair of epheprver ispealy alkingrahous e saineaimformatian.e Ihésnisrial orper toadvert

RS, a7 oo T S e, Ay 53 S it o
conput ati on neangetivedn de Wéﬁ%fathengg&ﬁa@ghs&&rﬁh @ﬁ&édoﬁi i€ ihuder

signing the session identifier data Id 8 and said public epheneral nodule n
9 by means of sacomBltipgadowgerynalrpugikay operatidn o forgerpy ths .intrddenseaks gar y)

the certificate i I re of _sai lic ex ent v
10 or the signat E"?%oﬁ%f?cfgﬁ Eed@g}}énrr& %}ygppﬁ%% lgnom]ﬁg%grog agq%l?ec ﬁs ﬁﬁ@‘f’ be
nmade clear here tpraver.tInis dear that the prver mastidt dagaprotect 6 pivateliRytdng kegett t hat,
in prgﬁtice, the | og-on software program4 will produce no og'her
certiflcates durif#g™a session identified by: the identifier data of the
user 5, the idenftgsfd: he: . . .date. ang tinme
of | oggi ng on as gtvé‘?‘ﬁﬁggé éﬂ?r%'ii nﬁ%ﬁfgéﬁg@“&cﬁ%ﬁg&n@@(ﬁ 1\%’161‘;0'&? h récglé’& g‘ﬁ
However, it is ngrovebfarwhmdsidentifidation datalto the gerifiee; themsosifed proof isthdigieger may
use his private sj naturg kg:% to carry Qut signature operations. For the

purpose of preveStEnAYre kb thess datarc Ihsvesifier arplict @ pyblic cveriication key tonthe
sessi-on consi der ¢gh; SPRA onfriR : ' [

di sabl e the exec?gklltginag?datﬁ%e Iogo- on so ?&%@é%?%g‘%‘g%%,‘ﬂgfﬁf%ﬁ g’g-on
phase®5t hr oughoutsamg signatuesi passing ChrDugh atcpathh eutbasisation. At de tieni said tat teal |
now be given of th ut{]enli cation operations during a session. At |east
during the first aBﬁ’ﬁﬂé“@‘?‘bﬁS@gc't he personal conputer 1 to one of the
servers 2, the usghil ; ' f ram
16, inetailed in ypLssAUERRRaubaRNE B BRI 0BGl § SR Sbia 72

wi || have been i ofthe|dartlitisoftdncof2to wility ahadismacpihr@ighlan etwerk such héithe

| oggi ng- on oper ati on, rfaorpmed by the user 5 or by any person entitled to
do so. The user gn?ﬂﬁh@ﬁg?at'ﬁgp@féﬁi}ﬁ%dﬁp%ﬁdt he proof software program 16
by activating the key of the keyboard 6, or by clicking on the proof
software program 16 icon with the nouse of his personal conputer. The first
conput ati on neans 7, controlled by said proof software program 16, send

sai d 32 epheneral certificate 13 through the conmmunications network 3 to
the server 2. The first conputation neans 7, controlled by said proof
software program 16, produce proofs in a manner known per se according to
the GQ technol ogy. These proofs are intended for use in the inplenentation
of a zero-know edge GQ type aut hentication

C




5 nmechani sm The proof software program 16 acts as a witness according to
the GQ protocol. A verification software program 18 is installed on the
server 2. This server has | aunching meang that are activated, in a manner
known per se, during the setting up of a 8orrput er link with the personal
conputer. These | aunchi ng neans | aunch the 10 execution of said
verification software program 18. Under the control of the verification
sof tware program 18) the second conputation nmeans 17) open the epheneral
certificate 13, with a public key 19 associated with said private signature
key 14. Under the control of the verification software program 18, the
second conput at i EXample ef statieauthenticationrwith R$ARenFhafolbering fdheme dad3, t he
15 session identifier data.ld and saj d.eph ral ,module n 9 along wth,
as the case may b%e,n gsaﬁgdmpﬁlrﬁ“fﬂg b@ﬁgdﬁ@ﬁts €1 67%4ndt iaplgo dBnibaaingmations! i ¢
numbers G 11. ThepeRifRafiofsObliMehed 1if 3996 b}st}ﬁ \egddie§ o8 %g {ofl: nﬂurb?ayt he GQ
protocol. A description shall now be given nore particularly of a TIfst
al ternative enmboMasemardand Visa {19t and catied EMIe ‘%6t The ISOCGE] 9T960andt 14888 i s of
t he type. In_the case,of, 20 this alterpative enbadi ment, the fjrst
corrp?gt i on mean&F 03ﬁg’é‘?ar{iﬁ&VS&ﬁf‘F‘B\%ryo&‘gftﬂélg%gﬁﬁﬁCILCB}CFNﬁP%CI%dertB% 4,
produce a publicRrg ral nodule n 9, a public exponent v 10 and at | east
one pair of ephenera ublic nunbers G 11, and epheneral private nunbers Q
12 in the manner Hesard-issulng entisy bed apair JARSA kewt conput ati on neans 7
furthernore conpri 5ﬁ)§rrean t. et .the value of said public 25 exponent v

e

0
10, randonly choSse PS5 enaturs gk datha seord of dhe, casd-issyingoentity. dhBasa sai d
epheneral private W@rsﬁgngtﬂ@exp%ﬁéﬂwtaﬁd§§hﬂic§9&ﬁ%@3ﬁ.al public numbers G 11
by apEI ying either of the generic equations. In the case of this

al ter i@t i ve enbo@i rash )paymentetorminalr kriowsethe ipiiblia verificationekeyt et doneprisesohi ¢

epheneral nodule n . . | c expgnent v 10 ang .the epheneral public
nunmbers G 11 to t Se I I “™Mn the case of this
nbers hé’%}’l‘éggnﬁcgg{’%%mﬂg'ﬁtwf‘ﬁﬁ8P“‘§]‘Jé& moylen "t f thi
al ternative enbodDurtiy thetchstofiatiby R S#nRBA tHealis Wt RIF Ah §Rhing VIRAIRES 2
proof mechani smi npl enenting said _public epheneral nodule n 9 and sald m

epheneral pri vat 3 FYdrecetyes identification data aad @niRSA eignatheel of thisnddse Jheen
ticularl tl di t of 1he, t wh

The abthent | cat i koA SR Hindicd S A il AREEHAT, Jeiack whish cppieds """

al terdati ve enbodheiientifi¢aion BatasianelyDstiing bwytémep}gseﬁaedq,gqfi,r@{ol d;ﬁ’mﬁ%rsgi d

| og-on software prggram4_@roduce a public e%gemeral nodule n 9, a public
in

exponent v 10 ancPfdhe nrgefintsgers sadulags, sivingahe Retl(Id, Alhe RSA sigoatare®f this and

epheneral privat ey piiah i he escri bed here | oy, . The
first 10 conputation rreq%l?{lgg?&(%:)grr%l gorreg%sﬁfstrgoi@? g ﬁ’és Wﬁ?‘ﬁfél%glls og?i"ﬁgpubl ic
exponent v 10) prb)tnpcpb'iwﬂldpdmteﬂ'gn&thrermmdmenuﬁbéﬂ;E‘Mdg':ghyj‘r(ﬁ)odfn).' east
two epheneral prige.factors such that v is prinme with_ each epheneral prime
factor mnus one, PrYoEdd payEephapsrRion; the tsminal ohiziay knewledse of sbsrraming, to
a nmesgage m, an jRaffick i ﬂa?ﬁrg %@t- : i = (m-,
determ ne a private .expﬁeﬁwga%g&&ﬁap at s'sfv - lltgg[gﬁe?m )fﬁ%%%_%&gach
ephemeral prine fRubliorvenificationokey, Thoduthentidatiore pineseisadr Pailsvddpendingionr s Q

12, especially i i Sing fhe ephenger li.c nupbers G 11 to the power of
t he pr!ovate eipo%&%ﬁ °ﬁ88 B“ﬁgﬁ‘ﬁﬂﬁﬂ)gg‘%&%@twm“@ﬁﬁém%")pri \eate

conponents Q ~=0fThé PoofisahELABbiat ofthe RSAGeRHIRESS Q 12. It can therefore be
seen that this third alternative enbodi nent does not necessarily use the 20

epherer al pri v verifiep @pplies) the publicoverificatinnt keys & thehsigngpive)rie.ait rpisésv tise

conpopents Q ~ ral rtificate 13 rel ates, the blic
epgmgrgal m?d u?%ergq‘gwg%ﬁ’g‘; Kmﬁﬂcﬂs "e;‘BISﬂ@h?“t e eperaiionyit wgg%sp ‘bﬁ’l‘PO“em
i denti ficati onv fiviigary thodk aa@exhmihés thé'Suce@siVe Bits ﬁ&hsth%’ﬁf f‘folﬂo@v@%éﬁﬁ&ages

m do not need any special protection. In the case o Is alternative
enbodi nent, t h%zl@éy@t bij pp touthe trast signifidantbip riromaotariableeqaat 6 S zat pachdsit, #5
mechani sm i npl. i . 8] sai d public eph ral. nodyle n 9 and said m
ephereral priva emrlllh &gré‘rﬁ%é %ed:“f %quaeﬁﬁﬁ%pf, dﬁ%eﬁﬁ%elﬂﬁlé fayal to gpe, dtemylplies, 5
to p f 26 of tifhe vardbistby 8 moduIdu. WHeT all thobits havebei takleR SntBakcdRinh) HEEY
private conponents Q1,1 to F,~ 27 and the f 1 paraneters of the epheneral

Chi nese renmai nders 28. A description shall now be given nore particularly
of a third alternative enbodi nent




34 of the system when the authentication protocol is of the G2 type. In
the case of this alternative enbodinent, the first conputation neans 7,
controll ed by said | og-on software progr?614, produce a public epheneral
nodule n 9, a public exponent v 10 and at | east one pair of epheneral
public nunbers G 11, and epheneral private 5 nunbers Q 12 in the manner
that shall be described here below The first conputation nmeans 7 conprise
nmeans to set the value of a parameter k by which it is possible to conpute
said public exponent v 10 of the v=2k type, produce a public epheneral

nmodule n 9 that. s t, roduct of epheneral prinme factors n = p, x p2 x .
. .ox pf, f i%"ﬂ?@ﬁ?‘e&’Eeﬁ'é!ﬁs%g{‘b&g@?b"t%ﬁ@o‘jdﬁoosi ng m epheneral base
nunbers g; , t | 3 ad j I . . i ng
the defini t] on sV lgﬁmaggﬂ?ﬁe%‘%ﬂeﬁéﬁgﬁééﬁ% oty Q’Eﬂﬁ%ﬁ&% %g&)&eﬁgé E,ﬂ 2
type, produce rimstbematpdthata squaps modile repretent abdut 342%f £maRipliedtion mddulodi Si ng

the epheneral public nunhers G 11 to the power of the private exponent s
nmodul o n, and/® ‘i‘“i) w875 MM, epheneral private conmponents Q ~ 12 of the

ephenmes al privat 1 : 6 - . . . n th his third
alternative enbo i%%@@‘%&“%é@?@éﬂ%ﬁﬁ@ﬁ% Q%H%ﬁg’?e&}“e%ﬁ{l?“ée
nunbers G 11 di r endduo bfdllowsd by Aendipiarsmmolidle@. nunbers g;. Simlarly, it
does not necessgarily t he epheperal private nunbers Q 12 directly but
use the ephenesfwlsprlme'*&mrrb {SMM, 12 In the case of this

al ternative enbodiggent ztel he e rgfob {)i0§36 69603 | gt iC
epheneral nodule n 9 to tﬁgv sesgﬁ“(;{]t@éggl? entiftrca |0%6(§a@abqﬁg§qrﬁorﬁlg’gt§%) t he
nunber k and t he verifiesexecutedsixteerpsquakes moduloecidliowsd by e endiiplicatdnebdule. | n
the case of this alternative enbodi nent, the GX type authentication

prot ool conprisds a proof mechani sminplenenting either said public
epheneral nodul e ThaPisanfk B8 G MVEDNS private nunbers Q1 to Qm 12 or
the f epheneral priang factor's p, tob pn?rlgﬂy’bf t he epheneral nodule n= p, X
... X p;, 25 tPpnamic aythentinagionpr— incncautienfication schefe, with imteRction, a2dialegd t he
f-1 paraneters. of the epheneral Chjnese.renainders, 28 The inplenentation
of small-si zed‘sgﬁﬁg#ﬁﬁ"vf_?n BT &V rfth ﬁﬂayébﬁ@%‘g}' &Erﬁep‘%ﬁ‘émﬁunbers
Q 12 in GQ typhe detelvents Gaith OBl RpRSST i MAILDEL, ey h 1FSEF IHRMRAMIEHS

met hod_associated with RSA type | og-on protocol's nmakKes ‘it possible to
resol ¥& the prigplaged. plasthel follawing itwe rases hibe getifier issueead chialléngetthat tpkensant

invention. In t copbinati on of e technj cal ,characteristics
descri bed her gsggd&e&§n§bﬁ§§?%r E%ﬁ%ﬂe;o‘ye MF@aﬁ'@t gﬁd?’%ﬁ’f"ﬁ%l(ﬁp%el Y,
of the waiti ngcHallem® afd nevBithelsss gsitectiifferest HRAGRN RlIBIRetfutRAliEBh af@ g of

their personal conputers by the servers that they 5 wsh to access.” It can
be seen that t¥¥henEEAOR on of the workload is in a ratio of one to hundred

as conpared w i i.f the method were.to nplepent known
protocol s, es pfe)gllla| | yd%n*bl%%ﬂtﬁg&‘fgd&%g T ilsg‘?'%g'ﬁ%s[“i“%%orgf h?hvgnﬁgfrlﬁﬁu(?ﬁas
obt ai @d by t hehallengequaiuced ataandoin; stien| the prAetlisaieh 8 FRpatse PfIlyCtheweRters G 11
and epheneral private nupbers durjng short sessions does not reduce the

1 ng 3
security of t hBSCeRAIng thatthe iresponsenisptauly @peopriate to the ehallenge. ¢ Rachathallengeocol s
provi de great epustetididoe. t : : r | .
ci rcunventing cgpaci t;/(idé sﬁgﬁ%Féuﬁ%y@gﬁg}% g?%sgbﬁggggel%?lg%o?fﬁ-fﬁlﬁlyati on
private signatlargeikeymbered to generate the epheneral certificates are not
accessi bl e durjg$? t he sessions, 1 fi alt:l%’ t he epheneral character of the
t

smal | - si zed pubP PRSUFRIMBRE messagiis knoyn RIYELs thegesponss must dapend hothul ent
i ndi vipglual s th [ thé opd 1 i d ]
aut-henti cati on&p?g%gﬁgéﬁﬁgﬂn%?hﬁﬁgﬁc%rg% r?gﬁg%dc?dﬁ%’ @%\%ﬁ?%émégﬁlege used

to identify thescertain thatthegespomse pstnay appropriatpte the cleallonger anddheimessage. 2 sessi on

and aut henticate this persopnal, 20 conputer from several servers,
: }\n oE)servath)n neéeds to be made. P . .

35

- The proof may be a digital signature. However, while the constraints needed for

the digital signatures are sufficient for such a protocol, the reverse is not true.



W thout its being necessary for the user to nenorize several passwords, and
w thout its being necessary for the users and for the nanagers of servers
to have substantial conputation resourcegjavailable on their personal
conputers or their servers. 25 The nmethod of the invention is therefore
open to a | arge nunber of applications. 36 Clainms Method 1. Method
enabling a first conputer device, especially a personal conputer) to be

aut henticated by at | east one second conputer device, especially a server,
said 5 computer devices being connected to a conmunications network; said

met hod conpri si the followng steps: |..During the phase of the | ogging
on to said fi rs%&%ﬁ'g{ﬂt@db‘s\g{ﬂ gés E’ﬁgfml?;‘v"a‘é‘%l}j"@éﬁ? é%ﬂ&%?m(es?s 11{3‘?%“& ep,
for a specified hefteldwin a PRidelbIGQRRIeAlGbA | 099 ng on for a session of 10
limted duration, for exanple a few hours, on said first conputer device

(1), by | auncHixanpleef dysami¢ authehticatiomgwith RSA wegach proo§ hasmwanslnihers

I ntroduci ng persanal i tifiers in ticul ar a password and/or a
fingerprint; ggwngé‘rns}gﬁgla“l‘jo%‘ff"ef'i%P@“%lﬁﬁd(‘gﬁﬁﬁ}@n@efﬁée)cﬁ@cki"h‘@‘be t he
identigy of sajfsmrRaiif i e | |

si gnat ure key S14) oflﬁgeg?%dégpg%ﬁg%ggﬁ%gfgpg?%i?%ﬁ%leg%tgé%rgég’%ﬁ@é%lhature
key ( 14) havikhg proner computes ar RSA signatrehiedt tlge verifieymost verifyg- t er m use as

conpared with th rati.on of the sessiqn; said software program produci ng:
sessi on identifi Z‘Vﬂﬁ%{{%&s‘f‘& the degompositjon q? ﬂ?frﬁ*&éﬁ%"’faafl\ﬁ%aéﬁqﬁ‘ﬁ@wtﬁ'@lnsﬁbe

speci fied user (3¥inffa {4 i tnbOH [ ' r.. devi ce
(1) and/or 20 fromt heétgiz;sf gﬁa\ﬁigﬁcgi r%l“ﬁgatdll&n?egg)d?lglpg g’glt %%ﬁ?@%%&#ﬁf he
session) a publ iexeasdogyrresquanssioioduln n( @paratedeuéryiothee ime oaiah averagechbyad | east

one paihr of ephenenal,.public . nunbers G and epheneral private nunbers Q
rel atg(?j by a gengﬁ‘fl@plé‘%ﬁg?f“(?ﬂ&&'"the type: GQ" (mpd n) or &XQ" . 1 (nod

n) That is: (log, #) XM, + 0.5 (log, n) MM, ~ 5/4 log, n MM,
- In using the prime factors and the Chinese remainders, the witness executes:
o first of all a decomposition of a number, an element of the ring of the
integers modulo 7, into f components, a number in each Galois field forming
15 the ring.
o then in each field, a signature component in log, p squares modulo p,
separated every other time on an average by a multiplication modulo p,
That is: f (log, p) XM, + f/2 (log, p) MM, ~ 1.25 log, n MM,
Indeed, the factors have approximately the same size. Hence, each p is about
20 Jftimes shorter than n, giving: p’ ~ n, hence flog, p ~ log, n.
o and, finally, a Chinese remainders operation to set up a signature in the ring
| of the integers modulo » from the f components, one in each Galois field.
Multiplying the length of the module by f amounts to multiplying the load of the
multiplication modulo by £, i.e. MM, ~ MM, / f*. This rule enables the load to be
25 assessed as follows.
That is: decomposition, + (5/4 log, n MM,) /£ + CRT;
Dynamic triplet authentication — with three transmissions, a zero-knowledge
authentication is performed, that is, an authentication made without revealing

anything other than the fact of knowing the secret; the prover starts by establishing a



25 a unique epheneral certificate (13), in signing, by neans of said
private signature key ( 14) of the specified user (5), said session
identifier data Id (8) and said public ephemeral nodule n (9) and as the
case may be, said public exponent v ( 10) or said epheneral public nunbers
G( 11 ) ; said public epheneral nodule n (9) having the characteristic of
being small sized 37 relative to the private signature key (14) and of
having a duration of use conparable to the duration of the session; Il
during the session the execution of the |og-on software program (4) being

di sabl ed after ﬁ'tﬁe laﬁg n 5 gﬂhase and t hroughout the duration, of the
session; sai d A qugleér’rb Mpies; 3¢ isges @gomenitneats thea the werifienisguesex si on
consi dered, at laﬁéh? i i i i.d . fi . CO er
device ( 1) tc(l)1 ea Epgifdﬁ#ség%}%@é%{hgé éé%pger%ts% iac(f’esg:8 ﬁ{ed%shaefug%téo& (;Hig% sai d
speci fi ed userraidom walue) thensdetetcanidhe challengej Ginalf, the veffidr fodstabdisies 19

program the dissenm nati n& of said epheneral certificate ( 13) through the
communi cat i on<COFERuiRAnk Iropythe wesperteod & ehallonss; thecautheatiqaipn is swesessfddfict i on
of progfs thaty, Fnrithintd e §dGisd tion of a zeroknow edge

aut henti cati on ér)r{ec canl sménéés%)}gcg:&lég‘fl{:%(ﬁr&%é%m type, 15 said proof software

( 16) acting oSinee the diatogslareninteyRadent of teich SthéPeach @halkageimag oons agaipt er
device (2), of Iauncg%ier&ggéeg,e execution of a verification software program
openi ng sai d SPHLRRY ictable; censequenily. the mumbep of ppssitie ghallengesican bel wi t h
sai d private s,gRalw&dey ( 14), and of extracting, fromthis ephemeral
certificate, the session identifier data Id (8) and said public epheneral
20 nodul e n ( 9Fwanbkenlations rasst bmadase may be, said public exponent v ( 10)
or sai]i@ epheneral publ.i. unbers G (.11 ), sajd proof software (16) acting
as a verifier of the gefo-knowledge dranspissienso it Famy be snsyred (that | the 5 d
private signature key ; i L - hej ated in a
crypt ogram cont ai ned F{ﬁsség% lgq%lio?gt@coﬁgu%éerfﬁ gﬁ%&#ﬁﬁ@t&%ﬁ%&; nmet hod
furthernore conpri si nte proveheomspwes andaransmitsia hash code of dlid cuniritmentgnd of (4)

of deci phering said cpyptogram (2 in inplemrenting, said personal

identifiers (21 ) of &éi B‘°gsaé%i4’ig%1 ‘E}@&"g?%‘)p e Yeriher n'ge Hcestablisheg fo

claiml, said privatecghmanmkat fork the fes%éﬁsc%d R éﬁaﬁ’éﬁﬁ%‘&ﬂqgm aﬁgsllﬁ&%E (5)
e y

being lLocated in a cryPtogram(ZO) contained in a nenory card sai d
speci ifed user (5)) saf therecanstoudted cimmitment apd ther message; the authersication i or

sai d specified user (5 of ql.pserti sai d nor ard (22) in a nmemry
card (22) reader asso&%‘jg?ség’l\ﬂf %ﬁtﬁé@ﬁgc °P§f°n§8‘?{’ﬁ%|t F adionrzeg (“9“5'{“0{‘1'8
commitment. However, the triplet is always at the core of the protocol.

- The verifier takes the initiative of launching the checks, which it does in

practice by issuing a “challenge commitment”, which ensures that the
20 two random draws, that of the witness which proves and that of the
verifier which verifies, are effectively independent. However, the triplet is
always at the core of the protocol.
Example of dynamic triplet authentication with ZK GQ1 — to prove
knowledge of an RSA signature using v = 2'%+1, the witness computes a ZK GQl
25 triplet.
- without using the decomposition of the module 7, that is, without using
the prime factors, the witness computes
o first of all a commitment r* (mod n) in 16 squares modulo n, then, a

multiplication modulo »,



5 - the step) for said | og-on software program (4), of deciphering said
cryptogram (20) by inplenenting said personal identifiers (21 ) of said
specified user (5). 4. A nethod according3to claiml, said private
signature key ( 14) of said specified user (5) being confined with
signature algorithnms in a nmenory card (22) held by 10 said specified user

(5), the method furthernore conprising: - the step, for said specified user
(5)) of inserting said nmenory card (22) in a nmenory card (22) reader (23)
associated with said first conputer device ( 1), - the step, for said

| og-on software progrgm [ g)p ral cectificate ( 13)
in executing said si g%at%ﬁka@%gggfgxq)g@ﬂ ﬁgﬁﬁqaﬁa 'gg‘lilgopﬁ'i({?a%é 15
signature key ( 14). Fi raveragé 8 atultiplications fodaion thien, 2asiBplRtatich fHedA1b ype

aut henti cation protocol 5. A nmethod according to any of the clains 1 to 4,

sai d nethod being i npl erfeisein a3 XM, O MM, 2 3385 MYhe aut henti cation
protocol, said nethod, further e onpyi si .the follaw ng, steps, for
t he production of sai g;ds%btpigcﬁ%fb%e%%?él gﬁq)&ﬁ?e mzsg) femay a‘spﬂmi%&%ﬁ%onent
v ( 103 as well as atcémpgés one pair of ephemeral public nunbers G ( 11 )

and epheneral private nunbers Q ( 12): - the step of setting the val ue of
sai d public exponent ¢ (oneoyommitment comppnest ry 2n@pfr(modhmbeembactoni o péibl i c

epheneral nodule n (9), - t f randoml y. choosi ng /mn e ner al
private nunbers Q ( 12),%ﬁﬁeﬁé‘t@g’f&&%mﬁpﬁ%&?ﬁiﬁhér’r?ﬁ“alf? tg’d‘bq ¢ c
nunbers G (11 ) by obt ademiaiigersiopéretiontb ebtablishartRhintitdist floli@e s, sai d
epheneral certificate (13) relating the public epheneral nodule n (9), the

public exponent v ( 10 ¥UKdesnoaseermpanen r; x| i(mod upmer factorin1lf squawsst he

sessi identifier 39 ld. 6. 0 i t | ai m5) ,said GO
type ggt henti cati on pr otlglggcl)tﬁoc%rrggi ﬁﬁ%&pgogﬁlﬁﬁ@%ﬁgﬁ}ss%qﬁﬁﬁl é’rré‘hfli ?g sai d
publ i c ephereral nodul e mukiplication n®duld p; andepbe aRTHihesd rérvAAdRrsopER10n 6 O

Qn (12). 5 Second al ternatQ{#e enbodi ment: case of a GQJ type authentication
protocol 7. A method accefamisiharespamsgmedulore clains 1 to 4, said method

being i mpl ement ed i hak ReinGRSE 1982+ 40 MM Y933 38 WY /52 R, Pr ot ocol) sai d
- The verifier reconstructs a commitment G¢ x D ¥ (mod n) in 16 squares
15 modulo n, on an average 8 multiplications modulo n, then a multiplication
modulo 7.
That is, in all: 16 XM, + 9 MM, ~ 21 MM,
Each proof comprises three numbers: a commitment, a challenge and a response.
The commitment and the response are two non-zero numbers R and D smaller than
20 n. The challenge is a number d from 0 to v—1. They together form a ZK GQ1
triplet. The set of ZK GQI triplets constitutes the family of v permutations of the
ring of integers modulo n. The zero challenge corresponds to the RSA permutation.
Example of dynamic triplet authentication with ZK GQ2 — to prove
knowledge of the decomposition of the module n, the witness computes a ZK GQ2
25 triplet.
- Without using the decomposition of the module n, namely, without using
the prime factors, the witness computes a commitment in k squares
modulo n. It computes a response in k-2 squares modulo n, on an

average (m times k—1)/2 multiplications modulo », then a multiplication



conprising the follow ng steps for the production of said public epheneral
nodule 10 n (9), said public exponent v ( 10) as well as at |east one pair
of ephemeral: public nunbers G ( 11 ) and pgpheneral private nunmbers Q ( 12):
- the step of setting the value of said public exponent v ( 10), - the step
of producing said epheneral nmodule n (9) by nmultiplying at |east two
epheneral prine factors such that v is prinme wth each epheneral prine
factor 15 m nus one) - the step of producing the epheneral public nunbers G
( 11 ) by the application, to a nmessage m, of an RSA signature standard
format mechanism G= { , - the step of determ ning a private exponent
s such that s.v - 1 is a nmultiple of each epheneral prinme factor m nus one,
20 - the step Dhatjs KXM i+@-2EME PO ' ny Q )
especially by raising t_ﬁggepﬂerré'r al (%3 I i}ng'i\tjlan%@g% gﬂ?gj}ﬁ%)/zg%%ﬁhe power of
the private exponert YsHgdtlieo primeafatiass andothec Chipesa frempinderer the ithesat e
components Q ~ (27) of, ﬁ\ﬁ%@ epheneral private nunbers Q ( 12), said
epheneral certificate ? relating the public epheneral nodule n (9) and
the 255public exponenio Vot(d&himitrﬁedt'&@mﬁ&i“eit&?f&&&ﬁh'kféqgéregﬁbﬁ’ul{)]g’ thb'§
messages m having no need of any speclal protection. 8. A nmethod according
to claim7, said GQ 1 ty\ghinesgirpmainilers operatiqnrto setmpla conmmitrhetit agdalopy; 0of

mechani sm i nplenenting; _either said public_eph ral nodule n (9) and said
m epheneral private ng’nb%r}esmpp%ﬂ: ‘Qmﬁd(%e’éﬂc( faf%f?gfﬁﬂ“af%én‘?d“%ﬂéﬂ%%lan prime

factors p, to pf of the spehgse(nl uRIUKEIWE Rultiblicati inlo etﬂéé
epheneral private corrponen?g_q ,; to Q f~) (273l gncc?l?%se)‘?%m%ap’anet rg of

the epheneral Chinese r efltiglication (medulo %, Theny d Ghinesenmiaindesndyeitionrtd: case
of a @2 type authenticatd SQE%S%S:& 9. ﬁ)rret hod according to any of the
MH €

claims 1 to 4, said metho el ng 4 in the case of a G type
aut hent i cat i onThwat ds, orcall: (k82D MM ULheCRY € conprising the foll ow ng
steps for the productipon of_said pubfi.c ephenéral nodule 10 n (9), said
publ i ¢ exponent v (- 1dhe ysrifigriopensa perfificates Bhendp resomstmicts putsinimitmentieks G (

11 ) and epheneral priyat& r 1 bei.n reat er than, or equal
to 1: - the step of seq%ngﬁ?ﬁgg\gi ueié:dfjtg%mﬂgl]lpg??élpgsrgﬁ(&gﬁ%ﬁ“ﬂ the, pase
comput ati on of said puobinbersarepeghgibley ( 10) of the v=2'" type - the step of
produgikng a p i,C. ral ule n (9) that is a product of f 15
ephen'g?al pri ﬁ%fcggaﬁﬁwi"’b%'bgewf{ca. +0,%35 MM, f being greater than or
equal to 2, - E&f prbéicond a5 &Rhe 15nLA ? S ers g; enabling the
definition of the Iﬁm e'pher%ra p{:fgﬁlllc n%gﬁers & li‘lsfia;crﬁ CIER QNG ESRPNSS 'y pe)

The commitment and the response are two non-zero numbers R and D smaller than

n. The challenge d is a number consisting of m times k-1 bits. They form a ZK

GQ2 triplet.

20 Comparison of RSA 1024 bits with ZK GQ2 420 bits — a realistic example of
a pair of RSA keys uses a 1024-bit bits module with two factors. RSA is not used at
present with more than two factors although there is no reason not to do so. The

following are the workloads.

- Producing an RSA signature represents
25 o 1280 MM,,,, without CRT,
o 324 MM,,,, with CRT (f=2)
- Verifying an RSA signature represents
o L75MM,,,, withv=3,
o 13 MM,,,, withv=2'%+1



- the step of producing the mepheneral private nunbers Q ( 12) especially
in raising the ephenmeral public nunbers G( 11 ) to the power of the
private exponent s 20 nodul o n) and/or p2dducing mx f epheneral private
conponents Q. ~ ( 12) of the mepheneral private nunbers Q (12); said
epheneral certificate ( 13) relating the public epheneral nodul-e n (9) to
the session identifier data Id (8), the nunber k and the m base nunbers g;
havi ng no need of any special protection. 25 10. Method according to claim
9, said G type authentication protocol conprising a proof nechanism

i npl enenting: A RhfifiRlexampl bl ?hn!r of znfmgz k&ys uRCHU - Bt inddul@ WithShree! 180- :
epheneral private nunbers Q to Qn( 12), " or the f epheneral prinme factors
p, to p f (26)pitdactedsavidygiwerbeseaiunhedidnd k=9p, x . . . 41 x p,, the nxf

epheneral private c onent to ~ (27) and the f 1 paraneters of

t he ephener al 'Ch?ﬁ%‘g‘gprﬂgmpﬁﬁlagsm?%ﬁp,rggﬁtst hat the inpl enentation of

smal | -si zed ephemeral public2NMME! it AR, thak isNgh PRRENEral private nunbers
in GQ type authentication protocof’$, using the ¢hines&*s remainders method
associfated wi th ABsifyinge tiiplet-Z G 20epresdngés rmakes it possible to: reduce

t he wor kl oads and, correl ajj , the .waiti time of the users during each
phase of authentication °ofé'lt7¥§)iﬂ¥i4499’£§td§§'lla ter by the servers that they

w sh to access, ime@gélﬁhégfé)foﬂ[]ﬁtée&immeﬁéséﬁ& conpared with what they
woul d have been if the nethod had i1 npl enented RSA type protocols, 10
wi thout the security of a h@73MMegyn; for asquane (Rabinsigriabire)y r educed by t he

i npl enentation of small-si engral pupljc .nunbers G ( 11 ) and
ephereral private nunmber% E“zgibﬁ@%g@&a(ﬁﬂ @g‘%ﬂg’?aﬁr{"t‘)‘ﬂflrapi on since:
firstiy, for crissailRbirfions dembMeaic the gaNGIUiwd MmAkhikdBPBdtivb@Sthe WistkIshd

protocols provide security higher than that of the RSA protocols, 15
secondl y, the dueto thegmplementgtionofia ussr's RSA grivate kesdanst the avaskloadydug torthe key (

14) used to ge N pheneral certificates 4 ceessi bl uring

t he sessi ons, lnl%ie%eglﬁhm? Qt‘%h%l 8”%‘??&%?5‘1361 ﬂ%r'&c‘?‘ ri%fa&%eggﬁﬂﬂ?@sg%g ﬁubl ic
numbers G and differéAdes in) peffsthanéto fspréerits i teehﬁdl@%zaﬂllb%m(. P Qs Sévnspabddewith e
needed to retrieve the confidential data fromthe GQ authentication,
protocol s, 20 ¥éstnEsystems thetcepsequencendor thedusep arel safisfaciory enganomyswily a
speci jsed per %ﬂ@é&eﬁ@éﬁ&ﬁbﬁr during a session and authenticate this personal
conputer from'several servers, wthout its being necessary for the user to
menori ze sever@theranethodsief zeraiknowdédgetauthaitivgtion sesHerwhd can dohfloresans and
the managers of seryers to have 25 | arge conputation resources on their

per sonal conp u‘?‘bf“és-o r Zexyknondedge,techujgues enghle; Jayblat, dynamici awtheati¢ation tand

conput er devi C& e ness e@%ﬂﬁﬁf‘e@.l |y a personal conputer, to be authenticated
by at | east one seconag conputer device (2) such as a server, said conputer
devi ces bei ng Exsmplet ¢fdlZKoGQ doublet dgnamicn authehtication 3)-;the véidfiet .issbeis ang t he

h f the | i idfi /i 1 ifi
P aseeg) the 8%%&% c%rqlpg'iging g(‘)nqc telng g} bitcs%gr) giaen'rlplg,%\éleggoéy bizs. by a specified

user

The prover then computes one or more ZK GQ triplets whose ZK challenges come
‘from the hash code or from the commitments, the verifier’s challenge and the
message to be authenticated. The entropy of all the ZK challenges is greater than or
equal to the entropy of the verifier's challenge, for example, 48 bits of ZK challenge
25 for 32 bits of verifier challenge. The proof comprises the ZK GQ triplet or triplets

or else an appropriate subset of these triplets,
- that is, the commitments and the responses since the challenges are easily

reconstructed,

- or better still, the challenges and the responses since the commitments are



said first conputer device ( 1) conprising: - a |log-on software program
(4) installed on said first conputer device ( 1), the 5 execution of the
program bei-ng | aunched by a specified usgg (5), when |ogging on to said
first conputer device ( 1) for a limted-duration session, by the
activation of a control unit (6)) especially a keyboard of said first
conputer device ( 1), and by the introduction, through said control unit
(6), of the personal identifiers (21 ), in particular a password and/or a
fingerprint, 10 said personal identifiers (21 ) enabling the checking of
the identity of said sagﬁxcifi ed us&r (5) and the accessing of a private
signature key (14) of© EFCQTEEEFtF ed user (5); said private signature key (
14) having thes gda bitd ' -@@){ﬁ I -1 glem, US S ared
with the dur ationﬁ%fﬁ(\c{xﬁ@b%edggilgﬁgq?éﬁl I'rst @%tfe'rp“a{h%r" evi Cog%(e%r Sﬁﬁ’rg)
furthernore coingle tiplet with®2*:-65i r Anothernmesitstit iemimpte avith LK) GQRouves @l thed- by
said | og-on sg,f tt\/vareq(;lﬂvi to %;loduce: session Identifier data Id (8))
especially fr adifle, With fwp §&/nypbart; dhe; proef Femprises dhreg Bipletafat/kor Hat a

for identifyingdealybnkifbst =egmputer device (1 ) and/or fromthe date
and/or the tine and/or said duration of the session; a public epheneral

modul e n (9), Exapple of ZKxGQsighaturé —@®e proverahen @affutdithe 242 rﬂﬁé'ZI@GQZ
epheneral publi, nunﬁerﬁ%]?éﬁﬁ%ﬁ and epheneral private nunbers Q ( 12)
related by a g}%ﬁ‘@ﬁi% Buati ges [cemeylsem the dash caded oft they corauibment, o™ ( nod
n) a uni que eRd tsCRId the | ' j 0k N ns-f .said private
si gnature key (ﬁﬁt)iﬂgf thedlésgggslta Fé%g%g%@e%%g&sg?‘%g‘é%gg%nzﬁa@ﬁﬁ?"lgf r data
Id (8) and saimuspbplarge a®ughfomexamplensd bite on 80 Bjits.aMlke dBodfHaclGesaneEK be,

sai d blic e v (.10 r sai d epheneyal blic nunbers G (11) ; said
publ i@iephem;@ﬁgpg%ttﬂrééme éﬁ glﬁea%‘} ?P@’r‘?lﬁ’@ted"?éﬁeét%{%%ﬁcéﬂplétsof having a snal |
size relative to the thatiyahE€conhBitMbats Snd ana | Fation
of use conparable to the dur%ti on of the@l)s!ggsg(}%n? ﬁéflfﬁgﬁ}rglaﬁegﬁg e
session said first coepenstuctetbvi ce (1) furthermore conprising - disabling
means ( 15) to disable t ecut J of t | og-on software (4), after the
| 0og- on phase, through%theﬂgrﬁgﬁd Fﬁbﬁ@ﬁg%fangﬁgrﬁsg%‘ieéﬁ‘,nc%the CQMBUESNS AT t war e
program ( 16) instal | eglilpfecemitleddi St conputer device (1 ), the execution

of whjch is launched by said specified user (5), during said session
consi Hered, atA realistic eaampk@ftzﬂngQI rpseof dothreedtiplets with wsaltf+1 i ordetterasiflyg er
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( 1). 10 sai dhke-factor naipletveith ShoVbaze nidhberb ihé %%mb&pﬁeﬁw&i@ém Tor £ T St
conput ati on ngagg@%é controlled by said proof software ( 16), to
di ssemi nate sai ¥erefor&s23-fi cate (13) through the communications

network (3) FWEMl%WQt&WE%fmg?%}ﬁg@?é 2), produce proofs that play a

part in the inplenentation of a zero- édge 15 authentication nechani sm

espec?thl | y of =that @qch Jipg-ons aperapionpfhes 0bmp@EE dévi®) eREREBHAM ApkiaRALGS 2
W t ness) as undﬁrstood in the G(?ﬁlut.henti cation protocol,
software program with the following characteristics 8he order of the operations is

not significant).

- Producing identifier data for the session being initiated, this data being
denoted by Id.
25 - Producing a public ephemeral module n, a public exponent v greater than
two and at least one pair of GQ numbers, for instance m pairs with m =
1. Each pair comprises a public number G and a private number 0
related by a generic equation GQ.
Either the direct equation: G = Q¥ (mod r)



said second conputer device (2) furthernore conprising - a verification
software program (18) installed on said second conputer device (2), 20 -

I aunching means to | aunch the execution & said verification software
program (18), - second conputation nmeans ( 17)) controlled by said '
ver~cation software program ( 18), to: open said epheneral certificate (
13) with a public key ( 19) associated with 25 said private signhature key (
14) and extract, the session identifier data Id (8) and said public
epheneral nodule n (9) and also, as the case nmay be, said public exponent v
( 10) or said epheneral publbp nunbers G (11) from said ephenera
certificate (13), said proof OfHicigree qqpations Gyr@nrddmoAd) as a verifier of

the GQ protocol. _4 T i i ai Il yat e
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signature key (14) ofrehti tie ephemdralemiodideand She hebiog identifitRidni datadfod thedt 0gr am
(20) contained in a n&m)r %d 22) held by 10 said specified user (5);
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user (5) I nsertsp%g(gﬁ%l Ohne%g@(ﬁ%&{ Eg@’ Gs‘g?’ é%%??@amgg Cﬁgsi‘a&‘s (23)
conpri si ng meapply( R4thef produdtion tofathe fephemérall atodulbe theespondit chnd thegubky car d
(22) d said first co t devi ce ; said first conputer device (1)
furt hgd:rmre c&%@?rwwmﬁ?wcm{@%ﬁ%%%ans (7)) controlled by said
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conputer device 25 (1)) in which said specified user (5) Inserts sal
rrermrilsecard (22-),Gm-sai d nenory card (22) reader (23) conprising nmeans (24)

ot oo 5 ool i (G0 5 B i i
conprising: - signaate withquoreveling irandnbe ¢chifier RRM Vetfy 3H RBA SRhstulOORIt

sof tware progr

o%rtrz?ﬁniné1 ?cnowledge of it. It is then necessary to use an RSA signature standard
with a format mechanism converting every message to be signed into a number; such
20 a mechanism generally uses a hash function. Every RSA verification key has the
public exponent v and a public module n which is the product of two large, distinct,
secret prime factors p, and p, such that v is prime with p—1 and p,—1. In this case,
each public number G; results from the application of the format mechanism of the
signature standard to a message; that is: G; = Red(message;) ; in addition to the
25 representation by the module » and the m private numbers Q, to Q.. the ephemeral
private key may again be represented advantageously by the S prime factors p, to Py
mxf private components Q,, to Q,, and f~1 parameters of the Chinese remainders;
the ephemeral certificate relates the session identification data to the two numbers n

and v ; indeed, message, to message,, do not need any special protection.



(4), to produce said epheneral certificate ( 13) in executing said
signature algorithnms (25) inplenenting said private signature key (14).
First alternative enmbodinent: case of a 4% type authentication protocol 5
15. A systemaccording to any of the clains 11 to 14, said system being

I mpl enented in the case of a GQO type authentication protocol, said first
conputation neans (7) controlled by said | og-on software program (4)
furthernore conprising, for the production of said public epheneral nodul e
n (9), a public exponent v ( 10) as well as at |east one pair of epheneral

Cet the' val uo 18 Qircmptna¥ e GRBRGrer Brmosicd Kiphotee ek (s0BPSSRER pubi | ¢

epheneral nod : ; | 2 Rk i Q (
D ot o cumodlly winba et f1A%R WAREGRRNA  PElNFGANBIS, D

of bIt he 15hgenencrchlleeg1ﬂmut' I t gettin g)km:vﬁe@ehglrigr'ﬂle mdml'einiisatmidtgw))f gtelfﬁttvvrg t he
publ i c epheneral nmodul.e n : e i c exponent v an e
g;)htemaral pug!l?rgeﬂﬂ'ﬁ‘ﬁé qr?gt?l::g&t\?o?tgv igh.arg Bp%r£¥_ﬁ"§‘?’tﬂl‘?-?ér2’gafd’zl'd.‘ 16.

st emg accor di = cl a i s
i mpl e?ént ed th}?tr{;'ig%%tgse é‘f g;éengiég{wﬁé"“gg?% notniél?:tatllsgdynf protoo%?]grcegtrcﬁ)ri si ng
a proof necharthantworfdrexempleng= 2amith gub 2i; che phent ipabliomwiubers rare( 4) small sai d
m epheneral private unbgrsg_g, utgﬁ)e% 5&12) Secqnd al tg?rnatli ve, enbodi nent :
case of a GQ WPESLtTrént i Tat? 8t Bt 81 AF5e PASANUPYTEM BB GNP t o any
of the clai ns ahditfoR td the mctiufk » e REOGIVAR ﬂd?iiﬂef-‘s';?”k?@ ,'tﬁereﬂ&(ae?%?%?ﬁ%tca GQL

type authentication protocol; said first conputation ffeans ntroll ed

by sai d | og- orkeyohaynegain b tepresent¢diddvanagenuskyihyethe fipriniei factephpter p mpgidul e n
(9, id public exponent v _( 10), and | east on I,l. of ephener public
nurr‘oei@1 G ( 11pr5vatgr{,§mé)aﬂmgm &bbﬁwﬁqdeﬂhlﬂ?f?é’?%erb&ﬁgghtmfﬁ)r?‘%&‘ﬁ&g?’%% means
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ephermeral nodule n (9) by multiplying at |east two
numbers k and g, to g do not need any special protection,

— During the session, the computer device dialogs with devices giving access to
resources (for example access portals) or with devices constituting resources (for
15 example printers or archival servers).
- The computer device executes a proof software program having the
following characteristics.
o Itdoes not know the user's private key.
o It distributes the ephemeral certificate that makes it possible to
20 establish Id and n for whoever knows the user's public key, said key
being in the directory of public keys.
o It acts in the role of ZK GQ witness to establish ZK GQ triplets
constituting proofs.
- Each resource executes a verification software program having the
25 following characteristics.
o Itknows the user's public key or else it can procure the key for itself
in a sure way. It uses it to "open" the certificate and thus establish
the session identifier data and the ephemeral module plus, if

necessary, an exponent and public numbers.



epheneral prinme factors such that v is prime with each epheneral prine 5
factor m nus one, - produce the epheneral public nunbers G ( 11 ) by the
application) to a nmessage m) of an RSA siggnature standard type of format
mechanism G= Red(m)) - determne a private exponent s such that s.v - 1
is a multiple of each 10 epheneral prinme factor mnus one) - produce the
epheneral private nunbers Q ( 12)) especially by raising the epheneral
public nunbers G ( 11 ) to the power of the private exponent s nodul o n)
and/ or produce mx f epheneral private corrponents Q~ of the m epheneral

private nunbers Q (12140 hidd (SRAPTK Blo By heake, ( 13) relating the

public epheneral nodul e n the pu ‘v ( 10)) to the

session identi kmtbﬁa!baeﬂvcd thahprdmaagﬁélsrﬁbcéggw na ci al
protection. 18, A em according to claim17, Sag@&(%%?%bfgh KHbwicEE

aut henti cati on pPBl? c FYSe GnfPMBYtEG davier Jwith e yérifivation |soﬁWaweptdgm R

ei ther said pugtsbla Qﬁﬁ@, nd said mepheneral private
nunbers Q to QS~ te%p , Elgétetgﬁggom%gng@?g%ﬂyﬁeﬂ& ofiEECHIYL 0 p | (26)

of the5epherreral rmdule (9) n= p, Detanled&]d@c:)l tibg nxf epheneral private

conponents Q, the gﬂ{ % nd the f-1 ararreters of the epheneral Chinese
remai nders (2 ’zge S thcapdvantages ok U@rmtyéiltlmmhallcam@arofrom Geollowinig

ai d syst em 82‘.’6‘25“3“. OB a8 M SUBAERET ofthl v menctt Hanf o
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sof twar e progr_a@éj‘ﬁ% Iv@u 47 order to produce a public epheneral nodule n
(9), a public e it ¢ i’b)a é‘W‘é‘aﬂ@n%ﬁleme of dhe eseb@mnde aldmative! i C

nunbei® G ( ldm%dmtgpme diﬁ‘%@tﬂémbers Q( 12), furthernore
conprising means to: - set 5’5? ter k enabling the

conput ati on of“&’aﬁ)tftmtﬂcmrdﬁlgetopdteememcm dihblesf a t go“azco ,3{ 1-toPpoduce a
public ephenera% H@&%deb ](Ing that is a product of f ephene prinme
factors n = p; y one Qr pqre servers . ndn @ raenney ktlmpelrseeqhmlusdros 2, -
choose m ephembn&ctsbhﬁepdiwm]a | hiag |t|on of the m
epheneral public nunbers G ( l’c§m mﬂetl‘ia"ltahhkl'cas,etl%?s %eghr ?)‘F%’(?G&e t he
m ephener al pr‘}cwéﬁ E3nunbers Q especially i.n raising the epherreral public
nunbeys G ( 11 ) to the power of t he_ private exponent s nodulo n, and/or

produce mx f epheneral private co éqg—gn@ase( 12) of the mepherreral
private nunberﬁsdé@cn@hciﬂéhall%k&db@ N&BF f e tel atin
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duration of about one day. The personal computer 1 has a log-on software program

4. This log-on software program 4 has been installed in the personal computer 1,

20 prior to the logging on by the user 5 or by any person entitled to do so. The user 5
launches the execution of the log-on software program 4 by activating a key of the
keyboard 6 or by using a mouse to click on an icon corresponding to the log-on
software program 4. The user 5 introduces personal identifiers 21, especially a
password, into the personal computer 1, by means of the keyboard 6. The use of a

25

password may be complemented by a fingerprint. In a manner known per se, the
personal identifiers 21 enable the log-on software program 4 to verify the identity of
the specified user 5 and access the private signature key 14 of the specified user. In
the case of the alternative embodiment described, which does not refer to figure 1,
the private signature key 14 of the user 5 is located in a cryptogram 20 containing in



20. A system according to claim19, said GX type authentication protocol
conprising a proof nechanisminplenenting: either said public epheneral
modul e n (9) and said mepheneral private&Onunbers 20 Q to Qn( 12), or
the f epheneral prine factors p; to pf (26) of the epheneral nodule (9) n=
p; X ... x p~, the nxf epheneral private conmponents Q,; to f~, (27) and
the f 1 paraneters of the epheneral Chinese renainders (28) so that the

i npl enentation of small-sized epheneral public nunbers G ( 11 ) and 25
epheneral private nunbers in GQ type authentication protocols, using the
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another certificate during the session considered, the personal computer 1 has

disabling means 15 to disable the execution of the log-on software program 4, after
the log-on phase, throughout the session.
20 During the session
A description shall now be given of the authentication operations during a session.
At least during the first connection of the personal computer 1 to one of the servers
2, the user 5 launches the execution of a proof software program 16, installed in the
personal computer 1. This proof software program 16 will have been installed in the
25 personal computer 1, prior to the logging-on operation, performed by the user 5 or
by any person entitled to do so. The user 5 launches the execution of the proof
software program 16 by activating the key of the keyboard 6, or by clicking on the
proof software program 16 icon with the mouse of his personal computer. The first

computation means 7, controlled by said proof software program 16, send said
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5 mechanism. The proof software program 16 acts as a witness according to the GQ
protocol.
A verification software program 18 is installed on the server 2. This server has
launching means that are activated, in a manner known per se, during the setting up
of a computer link with the personal computer. These launching means launch the
10 execution of said verification software program 18.
Under the control of the verification software program 18, the second computation
means 17, open the ephemeral certificate 13, with a public key 19 associated with
said private signature key 14. Under the control of the verification software program
18, the second computation means 17 extract, from the ephemeral certificate 13, the
15 session identifier data Id 8 and said ephemeral module n 9 along with, as the case
may be, said public exponent v 10 and said ephemeral public numbers G 11. The
proof software 16 acts as a verifier according to the GQ protocol.
A description shall now be given more particularly of a first alternative embodiment
of the system when the authentication protocol is of the GQO type. In the case of
20 this alternative embodiment, the first computation means 7, under the control of the
log-on software program 4, produce a public ephemeral module n 9, a public
exponent v 10 and at least one pair of ephemeral public numbers G 11, and
ephemeral private numbers Q 12 in the manner described here below. The first
computation means 7 furthermore comprise means to set the value of said public
25 exponent v 10, randomly choose said public ephemeral module n 9, randomly
choose said ephemeral private numbers Q 12, compute said ephemeral public
numbers G 11 by applying either of the generic equations. In the case of this
alternative embodiment, the ephemeral certificate 13 relates the public ephemeral
module n 9, the public exponent v 10 and the ephemeral public numbers G 11 to the
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5 embodiment of the system when the authentication protocol is of the GQI type. In
the case of this alternative embodiment, the first computation means 7, controlled by
said log-on software program 4, produce a public ephemeral module n 9, a public
exponent v 10 and at least one pair of ephemeral public numbers G 11, and
ephemeral private numbers Q 12 in the manner described here below. The first
10 computation means 7 comprise means to set the value of said public exponent v 10,
produce said ephemeral module n 9 in multiplying at least two ephemeral prime
factors such that v is prime with each ephemeral prime factor minus one, produce the
ephemeral public numbers G 11 in applying, to a message mj, an RSA type
signature standard format mechanism, G= Red(mj), determine a private exponent s
15 such that s.v — 1 is a multiple of each ephemeral prime factor minus one, produce the
ephemeral private numbers Q; 12, especially in raising the ephemeral public numbers
G 11 to the power of the private exponent s modulo n, and/or produce m x f
ephemeral private components Q, ; of the m ephemeral private numbers Q,12. It can
therefore be seen that this third alternative embodiment does not necessarily use the
20 ephemeral private numbers Q,12 directly but uses the ephemeral private components
Q;;12. The ephemeral certificate 13 relates the public ephemeral module n 9 and the -
public exponent v 10 to the session identification data Id. Indeed, in the case of this
variant, the messages m; do not need any special protection. In the case of this
alternative embodiment, the GQI1 type authentication protocol comprises a proof
25 mechanism implementing either said public ephemeral module n 9 and said m
ephemeral private numbers Q, to Q,, 12 or the f ephemeral prime factors p, to p, 26
of the ephemeral module n= p, x ... x p, the mxf ephemeral private components
Q,,; to Q;,, 27 and the f-1 parameters of the ephemeral Chinese remainders 28.
A description shall now be given more particularly of a third alternative embodiment
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109 () - 100p0351{)?e to compute said public exponent v 10 of the v—2 type, produce a public
ephemeral module n 9 that is the product of f ephemeral prime factors n = p, x p, x
... Py, f being greater than or equal to 2, choosing m ephemeral base numbers g, ,
10 that are small, in particular smaller than 100, enabling the definition of the m
ephemeral public numbers G, 11 of the G; = g; ? type, produce the m ephemeral
private numbers Q; 12, especially in raising the ephemeral public numbers G 11 to
the power of the private exponent s modulo n, and/or produce m x f ephemeral
private components Q,; 12 of the ephemeral private numbers Q,12. It can therefore
15 be seen that this third alternative embodiment does not necessarily use the ephemeral
public numbers G;11 directly but use the ephemeral base numbers g, Similarly, it
does not necessarily use the ephemeral private numbers Q,12 directly but use the
ephemeral private components Q, j12. Inthe case of this alternative embodiment, the
ephemeral certificate 13 relates the public ephemeral module n 9 to the session
20 identification data Id. Indeed, the number k and the m base numbers g, do not need
any special protection. In the case of this alternative embodiment, the GQ2 type
authentication protocol comprises a proof mechanisrh implementing either said
public ephemeral module n 9 and said m ephemeral private numbers Q, to Q_ 12 or
the f ephemeral prime factors p, to p, 26 of the ephemeral module n= Py X ... X Dp
25 the mxf ephemeral private components Q, , to Q,,, 27 and the f-1 parameters of the
ephemeral Chinese remainders 28.
The implementation of small-sized ephemeral public numbers G 11 and ephemeral
private numbers Q 12 in GQ type authentication protocols using the Chinese
remainders method associated with RSA type log-on protocols makes it possible to
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wish to access. It can be seen that the reduction of the workload is in a ratio of one
to hundred as compared with what it would be if the method were to implement
known protocols, especially of the RSA type. This reduction of the workloads
obtained by the implementation of small-sized ephemeral public numbers G 11 and
ephemeral private numbers during short sessions does not reduce the security of the
10 authentication method since:
e firstly, the GQ protocols provide greater security than the RSA protocols for
comparable circumventing capacity,
* secondly, the RSA-type large-sized, long-duration private signature key used
to generate the ephemeral certificates are not accessible during the sessions,
15 * finally, the ephemeral character of the small-sized public numbers G and
private numbers does not allow fraudulent individuals the time needed to
retrieve confidential data of the GQ authentication protocols.
The method according to the invention can be used to identify the user using the
personal computer concerned during a session and authenticate this personal
20 computer from several servers,
* without its being necessary for the user to memorize several passwords, and
* without its being necessary for the users and for the managers of servers to
have substantial computation resources available on their personal computers

or their servers.

25 The method of the invention is therefore open to a large number of applications.
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authenticated by at least one second computer device, especially a server, said
5 computer devices being connected to a communications network;
said method comprising the following steps:
L. During the phase of the logging on to said first computer device (1) by a
specified user (5)
- the step, for a specified user (5), which consists in logging on for a session of
10 limited duration, for example a few hours, on said first computer device (1), by
launching the execution of a log-on software program and by introducing personal
identifiers, in particular a password and/or a fingerprint;
said personal identifiers (21) enabling the checking of the identity of said specified
user (5) and the accessing of a private signature key (14) of said specified user (5);
15 said private signature key (14) having the characteristic of being a key of long-term
use as compared with the duration of the session; |
said software program producing:
* session identifier data Id, especially from data for identifying the specified
user (5) and/or data for identifying said first computer device (1) and/or

20 from the date and/or the time and/or said duration of the session,

* apublic ephemeral module n (9), a public exponent v and at least one pair of |
ephemeral public numbers G, and ephemeral private numbers Q related by a
generic equation of the type:

G=Q ¥ (mod n) or GxQ ' w 1 (mod n)

25 * a unique ephemeral certificate (13), in signing, by means of said private
signature key (14) of the specified user (5), said session identifier data Id (8)
and said public ephemeral module n (9) and as the case may be, said public
exponent v (10) or said ephemeral public numbers G (11) ;

said public ephemeral module n (9) having the characteristic of being small sized
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the execution of the log-on software program (4) being disabled after the log-on
phase and throughout the duration of the session;
said method implementing the following steps during said session considered, at
least during the first connection of said first computer device (1) to each of said
second computer devices:
- the step, for said specified user (5), of launching the execution of a proof software
program,

¢ the disseminating of said ephemeral -certificate (13) through the

communications network, to the second computer device (2),

* the production of proofs that play a part in the implementation of a zero-

knowledge authentication mechanism, especially of the GQ type,

said proof software (16) acting as a protocol witness.
- the step, for said second computer device (2), of launching the execution of a
verification software program opening said ephemeral certificate (13) with a public
key associated with said private signature key (14), and of extracting, from this
ephemeral certificate, the session identifier data Id (8) and said public ephemeral
module n (9) and also, as the case may be, said public exponent v (10) or said
ephemeral public numbers G (11),
said proof software (16) acting as a verifier of the GQ protocol.
2. A method according to claim 1, said private signature key (14) of said specified
user (5) being located in a cryptogram contained in said first computer device (1),
said method furthermore comprising:

- the step, for said log-on software program (4), of deciphering said
cryptogram (20) in implementing said personal identifiers (21) of said specified user
(5).

3. A method according to claim 1, said private signature key (14) of said specified
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5 - the step, for said log-on software program (4), of deciphering said
cryptogram (20) by implementing said personal identifiers (21) of said specified
user (5).
4. A method according to claim 1, said private signature key (14) of said specified
user (5) being confined with signature algorithms in a memory card (22) held by
10 said specified user (5), the method furthermore comprising:
- the step, for said specified user (5), of inserting said memory card (22) in a
memory card (22) reader (23) associated with said first computer device (1),
- the step, for said log-on software program (4), of producing said ephemeral
certificate (13) in executing said signature algorithms (25) implementing said private
15 signature key (14).
First alternative embodiment:
case of a GQO type authentication protocol
S. A method according to any of the claims 1 to 4, said method being implemented
in the case of a GQO type authentication protocol, said method furthermore
20 comprising the following steps, for the production of said public ephemeral module
n (9), said public exponent v (10) as well as at least one pair of ephemeral public
numbers G (11) and ephemeral private numbers Q (12):
- the step of setting the value of said public exponent v (10),
- the step of randomly choosing said pubiic ephemeral module n (9),
25 - the step of randomly choosing m ephemeral private numbers Q (12),
- the step of computing said ephemeral public numbers G (11) by obtaining
either of the generic equations;
said ephemeral certificate (13) relating the public ephemeral module n (9), the public
exponent v (10) and the ephemeral public numbers G (11) to the session identifier
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and said m ephemeral private numbers Q, to Q, (12).
5 Second alternative embodiment:
case of a GQI type authentication protocol
7. A method according to any of the claims 1 to 4, said method being implemented
in the case of a GQI type authentication protocol, said method furthermore
comprising the following steps for the production of said public ephemeral module
10 n (9), said public exponent v (10) as well as at least one pair of ephemeral public
numbers G (11) and ephemeral private numbers Q (12):
- the step of setting the value of said public exponent v (10),
- the step of producing said ephemeral module n (9) by multiplying at least two
ephemeral prime factors such that v is prime with each ephemeral prime factor
15 minus one,
- the step of producing the ephemeral public numbers G (11) by the application,
to a message m,, of an RSA signature standard format mechanism, G= Red(m,),
- the step of determining a private exponent s such that s.v — 1 is a multiple of
each ephemeral prime factor minus one,
20 - the step of producing the ephemeral private numbers Q, (12) especially by
raising the ephemeral public numbers G (11) to the power of the private
exponent s modulo n, and/or producing mxf ephemeral private components Q, i
(27) of the m ephemeral private numbers Q, (12),
said ephemeral certificate (13) relating the public ephemeral module n (9) and the
25 public exponent v (10), to the session identifier data Id,
the messages m; having no need of any special protection.
8. - A method according to claim 7, said GQI type authentication protocol
comprising a proof mechanism implementing:

* either said public ephemeral module n (9) and said m ephemeral private numbers
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* or the f ephemeral pnme factors p, to p; of the ephemeral module n= p, x ... x p,

the mxf ephemeral private components Q, , to Q;,, (27) and the f-1 parameters of
the ephemeral Chinese remainders (28).
5 Third alternative embodiment:
case of a GQ2 type authentication protocol
9. A method according to any of the claims 1 to 4, said method being implemented
in the case of a GQ2 type authentication protocol, the method furthermore
comprising the following steps for the production of said public ephemeral module
10 n (9), said public exponent v (10) as well as m pairs of ephemeral public numbers G
(11) and ephemeral private numbers Q (12), m being greater than or equal to 1:
- the step of setting the value of a parameter k enabling the computation of said
public exponent v (10) of the v=2* type
- the step of producing a public ephemeral module n (9) that is a product of f
15 ephemeral prime factorsn =p, x p, X ...x p;, f being greater than or equal to 2,
- the step of choosing m ephemeral base numbers g, enabling the definition of
the m ephemeral public numbers G (11), of the G, = g, * type,
- the step of producing the m ephemeral private numbers Q, (12) especially in
raising the ephemeral public numbers G (11) to the power of the private exponent s
20 modulo n, and/or producing m x f ephemeral private components Q; ; (12) of the m
ephemeral private numbers Q, (12);
said ephemeral certificate (13) relating the public ephemeral module n (9) to the
session identifier data Id (8),
the number k and the m base numbers g, having no need of any special protection.
25 10. Method according to claim 9, said GQ2 type authentication protocol comprising
a proof mechanism implementing:
- either said public ephemeral module n (9) and said m ephemeral private numbers
Q, t0Q, (12),
* or the f ephemeral prime factors p, to p, (26) of the ephemeral module n= p, x
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x P, the mxf ephemeral private components Q,, to Qq, (27) and the f-1 parameters

of the ephemeral Chinese remainders (28),

so that the implementation of small-sized ephemeral public numbers G (11) and
ephemeral private numbers in GQ type authentication protocols, using the Chinese
5 remainders method associated with RSA type log-on protocols, makes it possible to:

* reduce the workloads and, correlatively, the waiting time of the users during each

phase of authentication of their personal computer by the servers that they wish to

access, in a ratio of one to hundred as compared with what they would have been if

the method had implemented RSA type protocols,

10 * without the security of the authentication method being reduced by the
implementation of small-sized ephemeral public numbers G (11) and ephemeral

private numbers during sessions of short duration since:

* ¢ firstly, for comparable circumvention computation capacities, the GQ
protocols provide security higher than that of the RSA protocols,

15 * * secondly, the RSA-type, long-duration, large-sized private signature key (14)
used to generate the ephemeral certificates is not accessible during the sessions,
* ¢ finally, the ephemeral character of the small-sized public numbers G and

private numbers does not give fraudulent persons the time needed to retrieve the

confidential data from the GQ authentication protocols,

20 so that the method can be used to identify a user using a specified personal

computer during a session and authenticate this personal computer from several

servers,

* without its being necessary for the user to memorize several passwords,

* without its being necessary for the users and the managers of servers to have

25 large computation resources on their personal computers or servers.

System

11. A system enabling a first computer device (1), especially a personal computer, to

be authenticated by at least one second computer device (2) such as a server, said

computer devices being connected to a communications network (3);

1
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L. During the phase of the logging on to said first computer device (1) by a
specified user (5)
said first computer device (1) comprising:
- a log-on software program (4) installed on said first computer device (1), the
5 execution of the program being launched by a specified user (5), when logging on to
said first computer device (1) for a limited-duration session, by the activation of a
control unit (6), especially a keyboard of said first computer device (1), and by the
introduction, through said control unit (6), of the personal identifiers (21), in
particular a password and/or a fingerprint,
10 said personal identifiers (21) enabling the checking of the identity of said specified
user (5) and the accessing of a private signature key (14) of said specified user (5);
said private signature key (14) having the characteristic of being a key of long-term
use as compared with the duration of the session;
said first computer device (1) furthermore comprising:
15 - first computation means (7), controlled by said log-on software (4), to produce:
* session identifier data Id (8), especially from data for identifying the
specified user (5) and/or data for identifying said first computer device (1)
and/or from the date and/or the time and/or said duration of the session;
* a publi:: ephemeral module n (9), a public exponent v (10) and at least one
20 pair of ephemeral public numbers G (11), and ephemeral private numbers Q
(12) related by a generic equation of the type:
G=Q ' (mod n) or GxQ " = 1 (mod n)
a unique ephemeral certificate (13) in signing, by means of said private signature key
(14) of the specified user (5), said session identifier data Id (8) and said public
25 ephemeral module n (9) and as the case may be, said public exponent v (10) or said
ephemeral public numbers G (11) ;
said public ephemeral module n (9) having the characteristic of having a small size

relative to the private signature key (14) and of having a duration of use comparable
to the duration of the session;
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II. During the session

said first computer device (1) furthermore comprising

- disabling means (15) to disable the execution of the log-on software (4), after the

log-on phase, throughout the duration of the session,

5 - a proof software program (16) installed on said first computer device (1), the
execution of which is launched by said specified user (5), during said session
considered, at least during the first connection of said first computer device (1) to
each of said second computer devices (2), by the activation of a control unit (6),
especially a keyboard of said first computer device (1).

10 said first computer device (1) furthermore comprising:
- first computation means (7), controlled by said proof software (16), to
* disseminate said ephemeral certificate (13) through the communications
" network (3) to the second computer device (2),
* produce proofs that play a part in the implementation of a zero-knowledge
15 authentication mechanism, especially of the GQ type,
said proof software (16) program acting as a witness, as understood in the GQ
authentication protocol,
said second computer device (2) furthermore comprising

- a verification software program (18) installed on said second computer device (2),

20 - launching means to launch the execution of said verification software program
(18),
- second computation means (17), controlled by said verification software program
(18), to:
* open said ephemeral certificate (13) with a public key (19) associated with
25 said private signature key (14) and

* extract, the session identifier data Id (8) and said public ephemeral module n
(9) and also, as the case may be, said public exponent v (10) or said
ephemeral public numbers G (11) from said ephemeral certificate (13),

said proof software (16) program acting as a verifier of the GQ protocol.
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12. A system according to claim 11, said private signature key (14) of said specified

user (5) being located in a cryptogram (20) contained in said first computer device

(1)

said first computer device (1) furthermore comprising:

5 - first computation means (7), controlled by said log-on software program (4), to

decipher said cryptogram (20) in implementing said personal identifiers (21) of said

specified user (5).

13. A system according to claim 11, said private signature key (14) of said specified

user (5) being located in a cryptogram (20) contained in a memory card (22) held by
10 said specified user (5);

said system furthermore comprising:
- a memory card (22) reader (23) associated with éaid first computer device (1), in
which said specified user (5) inserts said memory card (22); said memory card
(22) reader (23) comprising means (24) for the transfer of data between said
15 memory card (22) and said first computer device (1);
said first computer device (1) furthermore comprising:
- first computation means (7), controlled by said log-on software program (4), to
decipher said cryptogram (20) in implementing said personal identifiers (21) of said
specified user (5).
20 14. A system according to claim 11, said private signature key (14) of said specified
user (5) being confined with signature algorithms (25) in a memory card (22) held
by said specified user (5);
said system furthermore comprising;
- a memory card (22) reader (23) associated with said first computer device
25 (1), in which said specified user (5) inserts said memory card (22), said memory
card (22) reader (23) comprising means (24) for the transfer of data between said
memory card (22) and said first computer device (1),

said first computer device (1) furthermore comprising:

- first computation means (7), controlled by said log-on software program
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(25) implementing said private signature key (14).
First alternative embodiment:
case of a GQO type authentication protocol
5 15. A system according to any of the claims 11 to 14, said system being
implemented in the case of a GQO type authentication protocol,
said first computation means (7) controlled by said log-on software program (4)
furthermore comprising, for the production of said public ephemeral module n (9), a
public exponent v (10) as well as at least one pair of ephemeral public numbers G
10 (11) and ephemeral private numbers Q (12), means to:
- set the value of said public exponent v (10),
- randomly choose said public ephemeral module n (9),
- randomly choose m ephemeral private numbers Q (12),
- compute said ephemeral public numbers G (11) by obtaining either of the
15 generic equations; |
said ephemeral certificate (13) relating the public ephemeral module n (9), the public
exponent v (10) and the ephemeral public numbers G (11) to the session identifier
data Id. _ _
16. System according to any of the claims 11 to 14, said system being implemented
20 in the case of a GQO type authentication protocol comprising a proof mechanism
implementing said public ephemeral module n (9) and said m ephemeral private
numbers Q, to Q. (12)
Second alternative embodiment:
case of a GQI type authentication protocol
25 17. A system according to any of the claims 11 to 14, said system being
implemented in the case of a GQ1 type authentication protocol;
said first computation means (7) controlled by said log-on software program (4), to
produce a public ephemeral module n (9), said public exponent v (10) and at least
one pair of ephemeral public numbers G (11) and ephemeral private numbers Q
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- produce said public ephemeral module n (9) by multiplying at least two
ephemeral prime factors such that v is prime with each ephemeral prime
5 factor minus one,
- produce the ephemeral public numbers G (11) by the application, to a
message m;, of an RSA signature standard type of format mechanism,
G=Red(m,),
- determine a private exponent s such that s.v — 1 is a multiple of each

10 ephemeral prime factor minus one,

- produce the ephemeral private numbers Q, (12), especially by raising the
ephemeral public numbers G (11) to the power of the private exponent s
modulo n, and/or produce m x f ephemeral private components Q;; of the m
ephemeral private numbers Q, (12);

15 said ephemeral certificate (13) relating the public ephemeral module n (9) and the
public exponent v (10), to the session identifier data Id, the messages m, having no
need of any special protection.

18. A system according to claim 17, said GQ1 type authentication protocol
comprising a proof mechanism implementing:

20 * either said public ephemeral module n (9) and said m ephemeral private numbers
Q, to Q, (12),

* or the f ephemeral prime factors p, to p, (26) of the ephemeral module (9) n= p, x
. X pp the mxf ephemeral private components Q, , to Q,, (27) and the f-1
parameters of the ephemeral Chinese remainders (28).
25 Third alternative embodiment:
case of a GQ2 type authentication protocol
19. System according to any of the claims 11 to 14, said system being implemented
in the case of a GQ2 type authentication protocol

said first computation means (7) controlled by said log-on software program (4), in



| (#109WME () - 3#109%Z& ()- 3" 10()/%&'1(())21I %3%8%% 8 109@& () - SbVWIVIAKX

rg\= 10! 99109G& ()- 10Z 10 - \ |
m@?&- ()-“!-@#10%»5&') ()-F! @#10%ZZ& () - A%i XXXX/ YnYdEg\ = 10! ~ 109%C& () - |
f#109G8 ()-y10%68: () - FLO%ES ()-L 1098 ()- L10%G& ()-nYezzz[:[[dEg\= 10!
1098 () - 109%G&' ()- 10%G & ()- 1093 ()-L10%E& ()- 10%& ()-[[[Q\\B] dEg\ =
10! &* 10%G8! () - (#10%G8! () - &10%E8! () - #10%E&! () - S' 10%E&! () - f .
-10%& ()-B]Z]y]]]."#_$_ % dE:/ 10G 10GS210%G& () - S210%6& () - 0#10%E& () -

1 _ 1 1 T A0/ 0 O 1 _ N AN N NN : /
igéﬂf@%% g fdl?lafgl&o%r/mcy@ %&“ﬁﬂ O{ﬁe??df(()%/n ! ({%%%%’%% -@(IOJ?O@E%P 0-
' l)east one pair of ephemeral public numbers G (11) and ephemeral private numbers

Q (12), furthermore comprising means to:
- set the value of a parameter k enabling the computation of said public
5 exponent v (10) of the v=2 type
- produce a public ephemeral module n (9) that is a product of f ephemeral
prime factorsn=p, xp, x ...x p;, f being greater than or equal to 2,
- choose m ephemeral base numbers g, enabling the definition of the m
ephemeral public numbers G (11); of the G, = g, type,
10 - produce the m ephemeral private numbers Q,, especially in raising the
ephemeral public numbers G (11) to the power of the private exponent s
modulo n, and/or produce m x f ephemeral private components Q;; (12) of
the m ephemeral private numbers Q, (12);
said ephemeral certificate (13) relating the public ephemeral module n (9) to the
15 session identifier data Id (8),
the number k and the m base numbers g; not needing any special protection.
20. A system according to claim 19, said GQ2 type authentication protocol
comprising a proof mechanism implementing:
* either said public ephemeral module n (9) and said m ephemeral private numbers
20 Q, 0 Q, (12),
* or the f ephemeral prime factors p, to p, (26) of the ephemeral module (9) n= p, x
. X pp the mxf ephemeral private components Q,, to Q, (27) and the f-1
parameters of the ephemeral Chinese remainders (28).
so that the implementation of small-sized ephemeral public numbers G (11) and
25 ephemeral private numbers in GQ type authentication protocols, using the Chinese
remainders method associated with RSA type log-on protocols, makes it possible to:
* reduce the workloads and, correlatively, the waiting time of the users during each
phase of authentication of their personal computer by the servers that they wish to

access, in a ratio of one to hundred as compared with what they would have been if
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10 * ¢ furthermore, the RSA-type, long-duration, large-smed keys used to generate
the small-sized public numbers G (11) and private numbers are not accessible
during the sessions,

* * finally, the ephemeral character of the small-sized public numbers G and
private numbers does not give fraudulent persons the time needed to retrieve the

15 _ confidential data from the GQ authentication protocols,

so that the method can be used to identify a user using a specified personal
computer during a session and authenticate this personal computer from several

servers,

* without its being necessary for the user to memorize several passwords,

20 * without its being necessary for the users and the managers of servers to have large

computation resources on their personal computers or servers.



