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— 300a

Canary Transaction Alert — 302

Hello Cash. We detecled a transaction on one of Cash Starlup Ind’s canary cards.
All available transaction information is provided below. If your canary card was
stored with other cards, we recommend you review your fransactions on the
dashboard immediately, — 304

Transaction Time: — 306 Last Four Card Digits: ~ 316
2021/5/24 8:25PM UTC 1234

Merchant Name: —— 308 Merchant Category: —— 318
Taxi COther business expenses

Transaction Amount:~— 310 Merchant Location: — 320
$42.42 San Francisco, CA

Transaction Type: ——312 Merchant Website: —322
In Person, Card Used - Chip Nong

Receipt information: —314 Cther Information: — 324
Nona Additional Caplured Dala

The above information is all information available on the transaction. We recommend
yvou follow up in your logs or with the vendor this card was stored with. For concerns,
please contact the Support Team. — 326

FIG. 3A
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Canary Transaction Alert — 328

Hello Cash. We detecled a transaction on one of Cash Starlup Ind’s canary cards.
All available transaction information is provided below. If your canary card was
stored with other cards, we recommend you review your fransactions on the
dashboard immediately. —— 330

Transaction Time: — 306 Last Four Card Digits: ~ 316
2021/5/21 5:02PM UTC 234

Merchant Name: 308 Merchant Category: —— 318
Taxi COther business expenses

Transaction Amount: —— 310 Merchant Location: — 320
$18.28 San Francisco, CA

Transaction Type: ——312 Merchant Website: —322
In Person, Card Used - Chip Nong

Receipt information: —314 Cther Information: — 324
None Additional Captured Data

The above information is all information available on the transaction. We recommend
yvou follow up in your logs or with the vendor this card was stored with. For concerns,
please contact the Support Team. — 326

FIG. 3B
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Receive a request for a set of card identifiers for payment cards

402

3

¥

Generate the set of card identiflers having valid identifiers and
canary card identifiers

~404
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Provide the set to a customer for use in transaction processing

406

X

¥

Receive a canary card identifier in a {ransaction processing
request

408

3

4

Determine the canary card ide

niifier is marked for generation

of an alert when used

—~410

X

'

Decline processing of the fransaction processing reguest
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¥

Generate, in real-time during the transaction processing request,

an alert of the use of the canary card identifier
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Qutput the alert

{0 the customer
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