1 DESCRI PTI ON *@00002* | NFORMATI ON PROCESSI NG SYSTEM AND METHOD 5 Techni cal
Field The present invention relates to an information processi system
an information processing nethod, an information storagéemgdi i &0
program storage nedium- and particularly to a data distribution system and

met hod 10 for providing various kinds of data such as content data to an
aut hori zed user by nmeans of a process including a cryptogr ' S.
Mre particularly, the present invention relates to an infmmmummﬂwmmmm
processing system an information processing method, an inforng%kgn
storage nedium 15 and a program storage nedium in which a key ock is
produced using a hierarchical-tree key distribution technique dependi ng on
a device to which a content is tDESERIPTIVNIed, and the keyMWMﬁwmummmmmed
in encryption of the content and also in transm ssion of a :

t hereby 20 ensuring that the content, the content key, and othegugata are
secur el | i e popul ar to distribute
vari ous QW??@W ?ﬁs;%&ﬁ\ld;w}sd program audi o data, and

image 2 data (hereinafter, such data will be referred to as a

5 Technical Field
The present invention relates to an information
processing system, an information processing method, an
information storage medium, and a program storage medium, -
and particularly to a data distribution system and method
10 for pro#iding various kinds of data such as content data to
an authorized user by means of a process including a
cryptographic process. More particularly, the present
invention relates to an information processing system, an
information processing method, an information storage medium,
15 and a program storage medium, in which a key block is
produéed using a hierarchical-tree key distribution
technique depending on a device to which a content is to be
provided, and the key block is used in encryption of the
content and also in transmission of a content key, thereby
20 ensuring that the content, the content key, and other data

are securely provided.

Background Art
It is now very popular to distribute various kinds of

25 software data such as a game program, audio data, and image



content) via a network such as the Internet or via a distributable storage
medi um such as a DVD or a CD. After |oading such content data onto a PC
(Personal Conputer) or a 5 ganme nmachine of a user via data transm ssion

or after |oading a storage nmedi um on which content data is stored onto
the PC or the game machine, the user can enjoy a played-back content. A
content stored on a storage nedium may be stored into a storage device
such as a menory card or 10 a hard disk disposed in a PCor a
recordi ng/ pl ayi ng- back apparatus so that the content can be reproduced
fromthe storage device. An information apparatus such as a video gane
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loading a storage medium on which content data is stored
onto the PC or the game machine, the user can enjoy a
played-back content. A content stored on a storage medium
may be stored into a storage device such as a memory card or

10 a hard disk disposed in a PC or a recording/playing-back
apparatus so that the content can be reproduced from the
storage device.

An information apparatus such as a video game machine
or a PC may include an interface for receiving a content via

15 a network or accessing a DVD or a CD, and further include a
RAM, a ROM, or the like, used as a memory area for storing
control means, a program, and data needed to reproduce a
content.

Various kinds of contents such as music data, video

20 data, or a program may be read from a storage medium and
played back on an information apparatus itself such as a
game machine or a PC used as a playback device or played
back on a display or by a speaker connected to the
information apparatus, in response to a command input by a

25 user directly to the information apparatus or indirectly via



In general, the right of distribution of software contents such as a gane
program mnusic data, or video data is held by producers or sellers of the
software contents. 5 Software contents are generally distributed under '
specific usage limtation to secure that only authorized users can use
software contents and that unauthorized copies thereof cannot be nmade. One
technique of limting usage to specific users is to 10 encrypt a content.
More specifically, a content such aq_‘fqgio data, video data, or a gane
programis distributed via the Interriet or the |like after encrypting the
content, and a decryption key, which is neans for decrypting the encrypted

content,,is given only to authorized users. 15 The encrypted data can be
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wel | known jin .t 20_ Various_techni ques. of cry ting and,decrypting
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cannot be made.

One technique of limiting usage to specific.users is to

10 encrypt a content. More specifically, a content such as
audio data, video data, or a game program is distributed via
the Internet or the like after encrypting thé content, and a
decryption key, which is means for decrypting the encrypted
content, is given only to authorized users.

15 The encrypted data can be converted into its original
form (plaintext) by performing a predetermined decryption
process upon the encrypted data. The technique of
encrypting and decrypting information using an encryption
key and a decryption key is well known in the art.

20 Various techniques of encrypting and decrypting data
using an encryption key and a decryption key are known. One
of them is a technique known as common key cryptography. 1In
the common key cryptography, thelsame key called a common
key is used as both an encryption key for encrypting data

25 and a decryption key for decrypting the encrypted data, and



unaut hori zed users who do not have the common key cannot access the data.
A specific exanple of the common key cryptography is that based on the DES
(Data Encryption 5 Standard). An encryption key for encrypting data and a
decryption Kkey for decrypting the encrypted data can be obtained froma
password or the |like using a unidirectional function such as a hash
function. Herein, the unidirectional function refers 10 to a function whose
input is very difficult to guess froman_ output thereof. Al though an
encryption/decryption key can be generated using an output obtai ned by
applying a wunidirectional function to, for exanple, a password determ ned
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An encryption key for encrypting data and a decryption
key for decrypting the encrypted data can be obtained from a
password or the like using a unidirectional function such as
a hash function. Herein, the unidirectional function refers
10 to a function whose input is very difficult to guess from an
- output thereof. Although an encryption/decryption key can
be generated using an output obtained by applying a
unidirectional function to, for example, a password
determined by a user, it is substantially impossible to
15 determine, from the obtained encryption/decryption key, the
password that is original data from which the
encryption/decryption key is generated.
Another known technique is public key cryptography in
which an encryption key used for encryption and a decryption
20 key used for decryption are generated in accordance with
different algorithms. In the public key cryptography, a
public key, which is allowed to be used by any unspecified
user, 1is issued by a particular user, and a document to be
provided to that particular user is encrypted using the

25 public key issued by the particular user. The document



secret key corresponding to the encryption key used to encrypt that
docunent. The secret key is held only by the user who issued the public
key, and thus the docunent 5 encrypted using the public key can be
decrypted only by the wuser having the secret key. A representative exanple
of the public key cryptography is that based on the RSA (Rivest-
Sham r - Adel man) al gorithm Using one of above-described cryptography
techniques, it is possible to realizeca_system 10 in which encrypted
contents can be decrypted only by au?horized users. In such a content

di stribution system encrypted contents are provided to users via a
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is detepgbPeflal®ng the secret key. A representative example of the
public key cryptography is that based on the RSA (Rivest-
Shamir-Adelman) algorithm. Using one of above-described
cryptography techniques, it is possible to realize a system
10 in which encrypted contents can be decrypted only by
authorized users.
In such a content distribution system, encrypted
contents are provided to users via a network or via a
storage such as a DVD or a CD, and content keys used to
15 decrypt the encrypted contents are provided only to
authorized users. To prevent a content key from being
copied in an unauthorized manner, it has been proposed to
encrypt a content key and provide the encrypted content key
to an authorized user so that only the authorized user can
20 decrypt the encrypted content key using a decryption key
held only by the authorized user.
A judgment of whether one is an authorized user or not
is generally made by performing authentication between a

user device and a content provider who is a sender of a

25 content, before transmitting a content or a content key. 1In



be an authorized one, a session key is produced which can be used only
during the present comunication, and data such as a content or a content
key is transmitted after encrypting 5 it using the session key.

Aut hentication may be perforned using the conmon key cryptography or the
public key cryptography. In the case where authentication is perfornmed
usi ng the common key encryptography, a comon key for systemw de use is
needed. This results in inconveniencegin 10 renewal. On the other hand, in
the case where the public key encryptography is enployed, undesirably
conpl ex calculations using a nenory with an undesirably high capacity are
required. 15 [ nvention n b ect, of rese
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using the common key cryptography or the public key
cryptography. In the case where authentication is performed
using the common key encryptography, a common key for
system-wide use is needed. This results in inconvenience in
10 renewal. On the other hand, in the case where the public
key encryptography is employed, undesirably complex
calculations using a memory with an undesirably high

capacity are required.

15 Disclosure of Invention
It is an object of the present invention to provide a
technique of securely transmitting data only to authorized
users without having to perform mutual authentication
between a sender and a receiver, by using an encrypted key
20 block which can be used (decrypted) in a plurality of
category trees defined as subtrees in a hierarchical key
distribution tree.
More specifically, it is an object of the present
invention to provide an information processing system, an

25 information processing method, an information storage medium,



one or nore selected category trees is produced thereby nmaking it possible
for devices belonging to any one of the 5 selected category trees to use
the enabling key block (EKB), and an EKB type definition list, indicating
whi ch EKB type can be processed or decrypted by which category tree, is
used thereby making it possible to perform production and nmanagenent of
enabling key blocks (EKB's) in a highly 10 efficient manner. According to a
first aspect of the present invention there is provided an infornmation
processing systemin which a key tFel Ts formed so as to include | eaves, a
r oot , and nodes existing in paths fromthe respective | eaves to the 15

r oot ; Rlurallt of devices are aSS|gned to respective |eaves; keys are
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EKB'S, QHHPHhSEkBStyPE &&Binition list, 1nd1cat1ng which EKB type
can be processed or decrypted by which category tree, is
used thereby making it possible to perform production and
management of enabling key blocks (EKB's) in a highly
10 efficient manner.
According to a first aspect of the present invention,
there is provided an information processing system in which
a key tree is formed so as to include leaves, a root, and
nodes existing in paths from the respective leaves to the
15 root; a plurality of devices are assigned to respective
leaves; keys are assigned to the root, the leaves, and the
nodes, located in paths from the root to leaves; an enabling
key block (EKB) is produced so as to include data produced
by selecting a path in the key tree and encrypting a higher-
20 level key in the selected path using a lower-level key in
the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant

enabling key block (EKB) is provided to the device, wherein

25 an EKB requester, when issuing a request for production



production request to the key distribution center (KDC), one of the
followng: 5 a first EKB production request for production of an EKB

i ncl udi ng an al ready- produced root key, or a second EKB production request,
requesting the key distribution center (KDC) to produce a root key and
then produce an EKB including the resultant root key; and 10 the key
distribution center (KDC) produces, in response to the first or second EKB
production request, an EKB includingga_received root key or a produced
root key. In an enbodi nent of the information processing system according
to the present invention the key tree includes a 15 plurality of
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and the KB J eQHahAmgaut puts, as the first or second EKB production
request to the key distribution center (KDC), an EKB 25 production request
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EKB including an already-produced root key, or
a second EKB production request, requesting the key

distribution center (KDC) to produce a root key and then
produce an EKB including the resultant root key; and

10 the key distribution center (KDC) produces, in response
to the first or second EKB production request, an EKB
including a received root key or a produced root key.

In an embodiment of the information processing system

according to the present invention, the key tree includes a

15 plurality of sub-trees serving as category trees that are
grouped in accordance with categories and managed by
category entities; and the EKB requester selects an EKB type
identifier on the basis of an EKB type definition list
representing the correspondence between the EKB type

20 identifier and one or more identification data identifying
one or more category trees that can process an EKB of an EKB
type identified by the EKB type identifier, and the EKB
requester outputs, as the first or second EKB production

request to the key distribution center (KDC), an EKB

25 production request including the selected EKB type



according to the present invention, the EKB requester selects an EKB type
identifier on the basis of an EKB type 5 definition list acquired from
storage neans or an accessible site on a network. In an enbodi nent of the
i nformati on processing system according to the present invention, the
identification data of a category tree that can process an EKB, descri bed
in the 10 EKB type definition list, is a node |ID serving as a node
identifier of a node in the category free. In an enbodinent of the

i nformati on processing system according to the present invention, the EKB
type definition |list includes a description of a device belonging to a 15
categoridtrge..According to a second aspect of the present invention,
there i 5P SE&88 an i nformati on processing systemin which a key tree is

d-an i n _ vhich a key tr
the respect 1 MRATRSTMERL S o ?5503?\8%53??%8%'5%@hﬁ?éﬁ::éﬁés2idgﬁg?
nodes. " Regatdinan EXBhe' BYERBER . IAREAYIE) o £l SR beditB ol Sy Block

(EKB) i35opbafHCEd #RB28ybE 1AEhYq% i3 BnPiadueed ; PV S aeEkENEy@Pat h in
g ? ng |g%er 2% ec?@gp

the key tree and encryptl a | evel key 1 n'the se pat h
usi g agb@yRitieHChikeYabHuired frbf 8ebaledmedind S4Chnt Rk dsR8 Lakcr ypt ed

data can be decrypted onl'y by the device which can use a nOS% key set
site on a network.

In an embodiment of the information processing system
according to the present invention, the identification data
of a category tree that can process an EKB, described in the

10 EKB type definition list, is a node ID serving as a node
identifier of a node in the category tree.

In an embodiment of the information processing system
according to the present invention, the EKB type definition
list includes a description of a device belonging to a

15 category tree.

According to a second aspect of the present invention,
there is provided an information processing system in which
a key tree is formed so as to include leaves, a root, and
nodes existing in paths from the respective leaves to the

20 root; a plurality of devices are assigned to respective
leaves; keys are assigned to the root, the leaves, and the
nodes, located in paths from the root to leaves; an enabling
key block (EKB) is produced so as to include data produced
by selecting a path in the key tree and encrypting a higher-

25 level key in the selected path using a lower-level key in



corresponding to the selected path; and the resultant enabling key bl ock
(EKB) is provided to the device, wherein 5 the key tree includes a
plurality of sub-trees serving as category trees that are grouped in
accordance wth categories and nanaged by category entities; and a key
di stribution center (KDC), which serves to produce an enabling key bl ock
(EKB), produces an enabling 10 key block (EKB) in response to a request

i ssued by an EKB requester that is angntity requesting production of an
EKB, such that the key distribution center (KDC) outputs a request, to
one or nore category entities managing a category tree capable of
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trees that can process an EKB of B type identified by the EKB type
i dent i f h8r catBgokpyrdeskr thHti areCabapedKPr) accordance with
categories and managed by category entities; and

a key distribution center (KDC), which serves to
produce an enabling key block (EKB), produces an enabling

10 key block (EKB) in response to a request issued by an EKB
requester that is an entity requesting production of an EKB,
such that the key distribution center (KDC) outputs a
request, to one or more category entities managing a
category tree capable of encrypting the enabling key block

15 (EKB) to be produced, to produce a sub-EKB that can be
processed in each category entity, and the key distribution
center (KDC) produces the EKB, which can be processed in one
or more category trees, on the basis of the sub enabling key
block (sub-EKB) received from each of the one or more

20 category entities.

In an embodiment of the information processing system
according to the present invention, the key distribution
center (KDC) has an EKB type definition list representing
the correspondence between an EKB type identifier and one or

25 more identification data identifying one or more category



extracts identification data of a category tree by searching the EKB type
definition list on the basis of an EKB type 5 identifier included in an EKB
production request received froman EKB requester that is an entity '
requesting production of an EKB; and, on the basis of one or nore sub-
EKB' s produced by one or nore category entities corresponding to the
extracted identification data of the 10 category tree, the key distribution
center (KDC) produces an EKB that ¢ be processed in conmon by category
trees defined in the EKB type defin??%on list, and the key distribution
center (KDC) provides the resultant EKB. In an enbodi nent of the
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production of an EKB; and, on the basis of one or more sub-
EKB's produced by one or more category entities
corresponding to the extracted identification data of the

10 category tree, the key distribution center (KDC) produces an
EKB that can be processed in common by category trees
defined in the EKB type definition list, and the key
distribution center (KDC) provides the resultant EKB.

In an embodiment of the information processing system

15 according to the present invention, if a category entity
receives a sub-EKB production request from the key
distribution center (KDC), the category entity produces a
sub enabling key block (sub-EKB) which is an EKB capable of
being processed in accordance with a key related to a leaf

20 or a node belonging to a category tree managed by the
category tree entity.

In an embodiment of the information processing system

according to the present invention, the key tree includes a

root tree having a multilevel tree structure at the top, a

25 top-level category tree directly connected to the root tree,



tree; the category entity serves as a manager entity of the top-Ievel
category tree and nmanages the top-level category 5 tree and the
sub-category tree |located below the top |l evel category tree and connected
to the top level category tree; and the category entity produces a sub
enabl i ng key bl ock (sub-EKB) serving as an EKB that can be processed on
the basis of one or nore keys assigned to nodes or |leaves in the 10
top-level category tree and sub-categpyy_tree, located below the top-Ievel
category tree and connected to the top-level category tree, which are
managed by the category entity. According to a third aspect of the present
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and the category entity produces a sub enabling key block
(sub-EKB) serving as an EKB that can be processed on the
basis of one or more keys assigned to nodes or leaves in the
10 top-level category tree and sub-category tree, located below
the top-level category tree and connected to the top-level
category tree, which are managed by the category entity.
According to a third aspect of the present invention,
there is provided an information processing method for use
15 in a system in which a key tree is formed so as to include
leaves, a root, and nodes existing in paths from the
respective leaves to the root; a plurality of devices are
assigned to respective leaves; keys are assigned to the root,
the leaves, and the nodes, located in paths from the root to
20 leaves; an enabling key block (EKB) is produced so as to
include data produced by selecting a path in the key tree
and encrypting a higher-level key in the selected path using
a lower-level key in the selected path such that the

encrypted data can be decrypted only by the device which can

25 use a node key set corresponding to the selected path; and



an EKB requester, when issuing a request for production of an enabling key
bl ock (EKB) to a key distribution center 5 (KDC) serving to produce EKB' s,
outputs, as the EKB production request to the key distribution center ‘
(KDC), one of the followng: a first EKB production request for production
of an EKB including an al ready-produced root key, or 10 a second EKB
production request, requesting the key distribution center (KDC) to
produce a root key and then produce iﬁEKB i ncludi ng the resultant root
key; and the key distribution center ?'EXD produces, in response to the
first or second EKB production request, an EKB 15 including a received root

key or pr oduc root key., I n_an odi ne of, the information processing
ot hod CHBCSRaISARG ERaT s iy I QEkE hd kB rsted kg dehe' o
pluralit f, sub-strees serving as category trees that are grouped in
accordaﬁ%@gﬁf?h“%§¥ﬁﬁﬁ%ies and managed by 20 category entities; and the EKB

managed y ent .
et inition | o EXPohellERbERZ wh%ﬁrc‘é%%é?égﬁé*e%%?u%%?@g% ARdaEREipthe

def i nit . g MRS TooPP ShEtuee:

cat ogor 1 PLoS o9, Foy SICER (e L X, FBn nile¥on MR "0 e

EKB ¢ Yy p@ khe NigichA d 1 ald t as the first or
Secoén ) &B@&%Efgé’fﬁ&‘ n% prafuFEB EXB sL4 odt§AMES! &ls A Hids

production request to the key distribution center (KDC), one
of the following:
a first EKB production request for production of an
EKB including an already-produced root key, or
10 a second EKB production request, requesting the key
distribution center (KDC) to produce a root key and then
produce an EKB including the resultant root key; and

the key distribution center (KDC) produces, in response

to the first or second EKB production request, an EKB
15 including a received root key or a produced root key.

In an embodiment of the information processing method
according to the present invention, the key tree includes a
plurality of sub-trees serving as category trees that are
grouped in accordance with categories and managed by

20 category entities; and the EKB requester selects an EKB type
identifier on the basis of an EKB type definition list
representing the correspondence between the EKB type
identifier and one or more identification data identifying
one or more category trees that can process an EKB of an EKB

25 type identified by the EKB type identifier, and the EKB



request to the key distribution center (KDC), an EKB production request

I ncl uding the selected EKB type identifier. 5 In an enbodi nent of the

i nformati on processing nmethod according to the present invention, the EKB
requester selects an EKB type identifier on the basis of an EKB type
definition list acquired from storage neans or an accessible site on a
network. 10 In an enbodi nent of the information processing nethod
according to the present invention,_tpg identification data of a category
tree that can process an EKB, described in the EKB type definition |ist,
Is a node ID serving as a node identifier of a node in the category tree.

15 In an enbodi nent ,of .the infqr jon processing nmethod _according to the
presentqqﬂﬂﬁﬁ'QHnoqﬁﬁ¥q§GBQ%qﬁbéﬁ§% r%iQﬁ1s?qgﬂ iR RIRAUCTHRR i pti on of

a devi ce_bel ongin 0 caj.eqgory tree. Accordi o a f h aspect of the
present fi qag&?g tthfo%%%?t‘%%?‘bﬂﬁ%f%@%%éﬂ d essi ng met hod
for use__in systemin i.ch.a key tree | r as to include

| eaves, pgordélo t,loa{h(fer%utf \sq{ne]ﬂcs]tq 9 ntlbeat%%%%%?q@rte‘@p%ct ive | eaves to

t he roo&ﬁéﬁﬁﬁfféﬂﬂty of devices are assigned to respective |eaves; keys
are assighed to tHe root, 25 the |eaves, and the nodes, located in paths

fromthe rootnt 3p- ehBodif@heS oA heN AR Fothat bt sE iRy metioeduced so

as to
according to the present invention, the EKB requester

selects an EKB type identifier on the basis of an EKB type
definition list acquired from storage means or an accessible
site on a network.

10 In an embodiment of the information processing method
according to the present invention, the identification data
of a category tree that can process an EKB, described in the
EKB type definition list, is a node ID serving as a node
identifier of a node in the category tree.

15 In an embodiment of the information processing method
according to the present invention, the EKB type definition
list includes a description of a device belonging to a
category tree.

According to a fourth aspect of the present invention,

20 there is provided an information processing method for use
in a system in which a key tree is formed so as to include
leaves, a root, and nodes existing in paths from the
respective leaves to the root; a plurality of devices are
assigned to respective leaves; keys are assigned to the root,

25 the leaves, and the nodes, located in paths from the root to:



I ncl ude data produced by selecting a path in the key tree and encrypting a
hi gher-1evel key in the selected path using a |ower-|level key in the

sel ected path such that the 5 encrypted data can be decrypted only by the
devi ce which can use a node key set corresponding to the sel ected path;
and the resultant enabling key block (EKB) is provided to the device,
wherein the key tree includes a plurality of sub-trees serving 10 as
category trees that are grouped in acggrdance with categories and nanaged
by category entities; and a key distribution center (KDC), which serves to
produce an enabling key bl ock (EKB), produces an enabling key bl ock (EKB)
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- 16 according to the present iInvéntion, the key distribution
use a node key set corresponding to the selected path; and
the resultant enabling key block (EKB) is provided to the
device, wherein
the key tree includes a plurality of sub-trees serving
10 as category trees that are grouped in accordance with
categories and managed by category entities; and
a key distribution center (KDC), which serves to
produce an enabling key block (EKB), produces an enabling
key block (EKB) in response to a request issued by an EKB
15 requester that is an entity requesting production of an EKB,
such that the key distribution center (KDC) outputs a
request, to one or more category entities managing a
category tree capable of encrypting the enabling key block
(EKB) to be produced, to produce a sub-EKB that can be
20 processed in each category entity, and the key distribution
center (KDC) produces the EKB, which can be processed in one
or more category trees, on the basis of the sub enabling key
block (sub-EKB) received from each of the one or more
category entities.

25 In an embodiment of the information processing method



center (KDC) has an EKB type definition list representing the
correspondence between an EKB type identifier and one or nore
identification data identifying one or nore category 5 trees that can
process an EKB of an EKB type identified by the EKB type identifier; the
key distribution center (KDC) extracts identification data of a category
tree by searching the EKB type definition list on the basis of an EKB type
identifier included in an EKB produgtign_request received 10 froman EKB
requester that is an entity requesting production of an EKB; and, on the
basis of one or nore sub- EKB s produced by one or nore category entities
acted identifigcati the,, category tree,

correspondi ng, to the extr on data of,
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i nf or matdhn Y G§HE NUdMINAEr; the key distribution center (KDC)
extracts identification data of a category tree by searching
the EKB type definition list on the basis of an EKB type
identifier included in an EKB production request received
10 from an EKB requester that is an entity requesting
production of an EKB; and, on the basis of one or more sub-
EKB's produced by one or more category entities
corresponding to the extracted identification data of the
category tree, the key distribution center (KDC) produces an
15 EKB that can be processed in common by category trees
defined in the EKB type definition list, and the key
distribution center (KDC) provides the resultant EKB.
In an embodiment of the information processing method
according to the present invention, if a category entity
20 receives a sub-EKB production request from the key
distribution center (KDC), the category entity produces a
sub enabling key block (sub-EKB) which is an EKB capable of
being processed in accordance with a key related to a leaf

or a node belonging to a category tree managed by the

25 category tree entity.



according to the present invention, the key tree includes a root tree
having a nmultilevel tree structure at the top, a top-level category tree
directly connected to the root tree, 5 and a sub-category tree located at a
| evel below the top- |evel category tree and connected to the top-I|evel
category tree; the category entity serves as a nmanager entity of the

top-1 evel category tree and nmanages the top-level category tree and the
sub-category tree |ocated below the_tpp level 10 category tree and
connected to the top | evel category tree; and the category entity produces
a sub enabling key block (sub-EKB) serving as an EKB that can be processed
on the basig_of _one,or..nore keys.assigned ta nodes or l.eaves.n }he
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18 key block (EKB) i's produced so as to include data produced

tree; the category entity serves as a manager entity of the -

top-level category tree and manages the top-level category
tree and the sub-category tree located below the top level

10 category tree and connected to the top level category tree;
and the category entity produces a sub enabling key block
(sub-EKB) serving as an EKB that can be processed on the
basis of one or more keys assigned to nodes or leaves in the
top-level category tree and sub-category tree, located below

15 the top-level category tree and connected to the top-level
category tree, which are managed by the category entity.

According to a fifth aspect of the present invention,

there is provided a program storage medium including a
computer program stored therein for causing a computer

20 system to perform information processing in a system in
which a key tree is formed so as to include leaves, a root,
and nodes existing in paths from the respective leaves to
the root; a plurality of devices are assigned to respective
leaves; keys are assigned to the root, the leaves, and the

25 nodes, located in paths from the root to leaves; an enabling



by selecting a path in the key tree and encrypting a higher- level key in
the selected path using a | ower-level key in the selected path such that
the encrypted data can be 5 decrypted only by the device which can use a
node key set corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device, the conputer program
conprising the steps of: receiving, as an EKB production request, either a
first 10 EKB production request for ﬁéoguction of an EKB i ncl udi ng an

al ready- produced root key, or a second EKB production request, requesting
the key distribution center (KDC) to produce a root key and then produce
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corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device, the
computer program comprising the steps of:
receiving, as an EKB production request, either a first
10 EKB production request for production of an EKB including an
already-produced root key, or a second EKB production
request, requesting the key distribution center (KDC) to
produce a root key and then produce an EKB including the
resultant root key; and
15 in accordance with the type of the received EKB
production request, selectively performing either a process
of producing an EKB including a received root key or a
process of producing a root key and an EKB including the
produced root key.
20 According to a sixth aspect of the present invention,
there is provided a program storage medium including a
computer program stored therein for causing a computer
system to perform information processing in a system in
which a key tree is formed so as to include leaves, a root,

25 and nodes existing in paths from the respective leaves to



| eaves; keys are assigned to the root, the | eaves, and the nodes, |ocated
in paths fromthe root to | eaves; an enabling key block (EKB) is produced
so as to include data produced 5 by selecting a path in the key tree and
encrypting a higher- |level key in the selected path using a | ower-I|evel key
in the selected path such that the encrypted data can be decrypted only
by the device which can use a node key set corresponding to the sel ected
path; and the resultant 10 enabling k?é bl ock (EKB) is provided to the
device, the conputer programconprising the steps of: on the basis of an
EKB type identifier included in an EKB production request, extracting

identification data ent] ate tree, froman EKB type
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the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant
10 enabling key block (EKB) is provided to the device, the
computer program comprising the steps of:
on the basis of an EKB type identifier included in an
EKB production request, extracting identification data
identifying a category tree from an EKB type definition list
15 representing the correspondence between an EKB type
identifier and one or more identification data identifying
one or more category trees that can process an EKB of an EKB
type identified by the EKB type identifier;
outputting a request, to one or more category entities
20 managing a category tree corresponding to each of the one or
more extracted category tree identification data, to produce
a sub enabling key block (sub-EKB) that can be processed in
each said category tree; and
in accordance with the sub enabling key block (sub-EKB)

25 received from each of the one or more category entities,



category trees. According to a seventh aspect of the present invention,
there is provided an infornmation processing systemin which 5 a key tree
is formed so as to include | eaves, a root, and nodes existing in paths from
the respective leaves to the root; a plurality of devices are assigned to
respective |eaves; keys are assigned to the root, the | eaves, and the
nodes, located in paths fromthe root to | eaves ; an enabling 10 key bl ock
(EKB) is produced so as to include _dazt(? produced by selecting a path in
the key tree and encrypting a higher-“Tevel key in the selected path using
a lower-level key in the selected path such that the encrypted data can be

decrypted aqnly by the _device which can use a node key set 15 correspondi ng
to the EéPéBFé&gpéPh,EKgthlaﬁeCP@S&’Iet BICCEEFEN ity %@z B FOULEEKB) is

provi ded &o t he device, wherein the enabling key block (EKB) has the form
of a coffB*RIG*EKBTFFBduced by conbining sub enabling key bl ocks

b- EKB' h be d ' ' b . Of he k
L ce, and cbTOREY b EC | RoPHRERCPnoPRESEofbi KO8 ERBPCRE dfgPabiphra

fi xed- | epath 48t bichly LR 30 BIRALIEN Lo o oyuTald 9 RAQEFES! N9

system € present inventi e’s bf_rees are " cdategory
oo Bkl ErBlotgedobichl 065 Widlih aulgal) 8 B 0SS 1Y
EKB prodyged 82i8%ihg B8 paths from the respective leaves to the
root; a plurality of devices are assigned to respective
leaves; keys are assigned to the root, the leaves, and the
nodes, located in paths from the root to leaves; an enabling
10 key block (EKB) is produced so as to include data produced
by selecting a path in the key tree and encrypting a higher-
level key in the selected path using a lower-level key in
the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
15 corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device,
wherein the enabling key block (EKB) has the form of a
combined EKB produced by combining sub enabling key blocks
(sub-EKB's) that can be decrypted in respective sub trees of
20 the key tree, and each key data included in the combined EKB
is stored in a fixed-length data field.
In an embodiment of the information processing system
according to the present invention, the sub trees are

category trees that are grouped in accordance with

25 categories and managed by category entities; each said sub



capabl e of being processed in accordance with a key related to a leaf or a
node belonging to a category tree managed by the correspondi ng category
tree entity; and on the basis of 5 the sub-EKB s produced by the category
entities, the key distribution center (KDC) produces an EKB that can be
processed in common by the category trees. In an enbodi nent of the

I nformati on processing system according to the present invention, each sub
enabling key 10 bl ock (sub-EKB) has jts own algorithmand key data | ength;
and, in production of the conbined EKB on the basis of the sub-EKB's, the
key distribution center (KDC) stores, in a fixed-length data field, each
key data included in the sub- EKB' s in the conbined EKB. 15 In an
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to distribution center (KDC) produces an EKB that can be
processed in common by the category trees.

In an embodiment of the information processing system
according to the present invention, each sub enabling key

10 block (sub-EKB) has its own algorithm and key data length;
and, in production of the combined EKB on the basis of the
sub-EKB's, the key distribution center (KDC) stores, in a
fixed-length data field, each key data included in the sub-
EKB's in the combined EKB.

15 In an embodiment of the information processing system
according to the present invention, the combined EKB
includes encrypted key data produced by encrypting each of
node keys assigned to respective nodes of the key tree,
using a lower-level node key or a lower-level leaf key; and

20 a tag indicating presence/absence of encrypted key data at a
node or a leaf to the left or right of and below a node
location of each of the one or more encrypted key data
stored in the combined EKB.

In an embodiment of the information processing system

25 according to the present invention, the combined EKB



a node or a leaf of a hierarchical tree reconstructed by selecting a path
formng a sinplified tree including, at its |owest |evel, an endpoint node
or a |leaf capable of 5 decrypting the conbined EKB and then renoving an
unnecessary node fromthe sinplified tree. In an enbodi nent of the

I nformati on processing system according to the present invention, the
conmbi ned EKB has a key tree structure produced by rearranging a plurality
of 10 encrypted key data included in %%plurality of sub-EKB's, in
accordance with the | ocations of the fitdes or the leaves in the original
key tree. According to an eighth aspect of the present invention, there is
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In an embodiment of the information processing system
according to the present invention, the combined EKB has a
key tree structure produced by rearranging a plurality of
10 encrypted key data included in a plurality of sub-EKB's, in
accordance with the locations of the nodes or the leaves in
the original key tree.
According to an eighth aspect of the present invention,
there is provided an information storage medium including an
15 enabling key block (EKB) stored therein, the enabling key
block (EKB) being produced such that a key tree is formed so
as to include a subtree serving as a category tree
categorized in accordance with a category, the category tree
including leaves, a root, and nodes existing in paths from
20 the respective leaves to the root, wherein a plurality of
devices are assigned to respective leaves and keys are
assigned to the root, the leaves, and the nodes,
respectively; a path in the key tree is selected; encrypted
data is produced by encrypting a higher-level key using a

25 lower-level key in the path; and the enabling key block



t hereby enabling only a device capable of using a node key set
corresponding to the selected path to decrypt the enabling key bl ock
(EKB), 5 wherein the enabling key block (EKB) stored in the information
storage nedium has the formof a conbined EKB produced by conbining sub
enabl i ng key bl ocks (sub-EKB' s) that can be decrypted in respective sub
trees of the key tree, and each key data included in the conbined EKB is
10 stored in a fixed-length data fielg I n an enbodi ment of the infornation
storage nmedium according to the pres at i nvention, each sub enabling key
bl ock (sub-EKB) has its own algorithmand key data |ength, and a key data
storage area has a fixed length. 15 According to a ninth asgect of the

present (ERRENtIDPTOIRED §2 37 R RS nFlo? n2RFBP 1?3 @8R ng et hod for
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the devigfrodiidiflstorage medium has the form of a combined EKB

produced by combining sub enabling key blocks (sub-EKB's)

that can be decrypted in respective sub trees of the key

tree, and each key data included in the combined EKB is

10 stored in a fixed-length data field.

In an embodiment of the information storage medium
according to the present invention, each sub enabling key
block (sub-EKB) has ité own algorithm and key data length,
and a key data storage area has a fixed length.

15 According to a ninth aspect of the present invention,
there is provided an information processing method for use
in a system in which a key tree is formed so as to include
leaves, a root, and nodes existing in paths from the
respective leaves to the root; a plurality of devices are

20 assigned to respective leaves; keys are assigned to the root,
the leaves, and the nodes, located in paths from the root to
leaves; an enabling key block (EKB) is produced so as to
include data produced by selecting a path in the key tree
and encrypting a higher-level key in the selected path using

25 a lower-level key in the selected path such that the



use a node key set corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device, 5 wherein the enabling
key bl ock (EKB), provided to the device, has the formof a conbined EKB
produced by conbi ning sub enabling key bl ocks (sub-EKB s) that can be
decrypted in respective sub trees of the key tree, and each key data

I ncluded in the conbined EKB is stored in a fixed-length 10 data field. In
an enbodi ment of the information p[pgﬁgqing nmet hod according to the
present invention, the sub trees are ategory trees that are grouped in
accordance wth categories and nmanaged by category entities; each said sub
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inforna&hggcgrocessing met hod according to the present invention, each sub
enabl i ng keéy "bl ock (sub-EKB) has its own algorithmand key data | ength, 25

I L R
device, has the form of a combined EKB produced by combining
sub enabling key blocks (sub-EKB's) that can be decrypted in
respective sub trees of the key tree, and each key data
included in the combined EKB is stored in a fixed-length

10 data field.

In an embodiment of the information processing method
according to the present invention, the sub trees are
category trees that are grouped in accordance with
categories and managed by category entities; each said sub

15 enabling key block (sub-EKB) is an EKB produced so as to be

capable of being processed in accordance with a key related
to a leaf or a node belonging to a category tree managed by
the corresponding category tree entity; and on the basis of
the sub-EKB's produced by the category entities, the key

20 distribution center (KDC) produces an EKB that can be

processed in common by the category trees.

In an embodiment of the information processing method
according to the present invention, each sub enabling key

block (sub-EKB) has its own algorithm and key data length,

25 and, in production of the combined EKB on the basis of the



fixed-length data field, each key data included in the sub- EKB's in the
conbi ned EKB. In an enbodi nent of the information processing nethod 5
according to the present invention, the enabling key block (EKB) includes:
encrypted key data produced by encrypting each of node keys assigned to
respecti ve nodes of the key tree, using a |lower-|evel node key or a
| oner -1l evel |eaf key; and a tag indicating presence/ absence of encrypted
key 10 data at a node or a leaf to th left or right of and below a node
| ocation of each of the one or nore e grypted key data stored in the
enabling key block (EKB). In an enbodi nent of the information processing

t he enabling key block 15
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(WE}<B§ ir%‘fct%g@gé ?ké@,‘e ggefr S%QH%%@%“ Ikﬁ?gnﬁﬁf a{KRG) r BEPHR% ndRtd a node or
| eaf . [ hi cal t ted by, ti th formng a
S ot 1 e ey (R g SR EATR ST Febe) LAEHSdoth oD & |eat
capabl eﬂBdsec%i%d%%qtrﬂgiriﬁncﬁ%%é]g key bl ock (EKB) and then 20 renoving an

unnecessary no _ led tree. I'n an enbodi nent of the
o o oSS RN o2 S5 ARG Sl e e
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ori gi nal (@) t{i€ludes: encrypted key data produced by encrypting
each of node keys assigned to respective nodes of the key
tree, using a lower-level node key or a lower-level leaf
key; and a tag indicating presence/absence of encrypted key
10 data at a node or a leaf to the left or right of and below a
node location of each of the one or more encrypted key data
stored in the enabling key block (EKB).
In an embodiment of the information processing method
according to the present invention, the enabling key block
15 (EKB) includes a key, as the encrypted key data,
corresponding to a node or a leaf of a hierarchical tree
reconstructed by selecting a path forming a simplified tree
including, at its lowest level, an endpoint node or a leaf
capable of decrypting the enabling key block (EKB) and then
20 removing an unnecessary node from the simplified tree.
In an embodiment of the information processing method
according to the present invention, the combined EKB has a
key tree structure produced by rearranging a plurality of
encrypted key data included in a plurality of sub-EKB's, in

25 accordance with the locations of the nodes or the leaves in



According to a tenth aspect of the present invention, there is provided a
program storage nediumincluding a conputer programstored therein for
causing a conputer 5 systemto produce an enabling key block (EKB) in a
systemin which a key tree is forned so as to include | eaves, a root, and
nodes existing in paths fromthe respective |leaves to the root; a
plurality of devices are assigned to respective |eaves; keys are assigned
to the root, the | eaves, and the 10 n% es, located in paths fromthe root
to |l eaves; an enabling key block (EKB) Ts produced so as to include data
produced by selecting a path in the key tree and encrypting a higher-

| evel key in the selected path using a |ower-level key in the selected
pat h suctlts IR ﬁﬁﬁyﬁﬂéﬁ“data can be 15 decrypted only by the device

[ Kk di th | ect ed th; and the
Fesul tant  oASPRAd Aoy obPoLRTERKER BRS o o (1B REGSHRE dOViest 1ofne .
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nodes exjsidG iKeywalles HIOPIed $3P8H 't include leaves, a root,
and nodes existing in paths from the respective leaves to
the root; a plurality of devices are assigned to respective
leaves; keys are assigned to the root, the leaves, and the
10 nodes, located in paths from the root to leaves; an enabling
key block (EKB) is produced so as to include data produced
by selecting a path in the key tree and encrypting a higher-
level key in the selected path using a lower-level key in
the selected path such that the encrypted data can be
15 decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device, the
computer program comprising the steps of:
combining sub enabling key blocks (sub-~EKB's) that can
20 be decrypted in respective sub trees of the key tree;
and storing a plurality of key data included in the
combined EKB into a fixed-length data field.
According to an eleventh aspect of the present
invention, there is provided an information processing

25 system in which a key tree is formed so as to include leaves,



| eaves to the root; a plurality of devices are assigned to respective

keys are assigned to the root, the | eaves, and the nodes, |ocated
s fromthe root to | eaves; an 5 enabling key block (EKB) is produced
so as to include data produced by selecting a path in the key tree and
ing a higher-level key in the selected path using a | ower-I|evel key
sel ected path such that the encrypted data can be decrypted only by
i ce which can use a node key 10 corresponding to the sel ected
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a higher-level key in the selected path using a lower-level

key in the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device,

wherein the enabling key block (EKB) has the form of a
combined EKB produced by combining sub enabling key blocks
(sub-EKB's) that can be decrypted in respective sub trees of
the key tree such that the sub enabling key blocks (sub-
EKB's) are stored in the combined EKB while maintaining
original key arrangements in the respective sub enabling key
blocks (sub-EKB's), and data indicating the data length of a
sub EKB storage area corresponding to each sub-EKB and sub-
EKB identification data are added to the combined EKB.

In an embodiment of the information processing system
according to the present invention, the sub trees are
category trees that are grouped in accordance with
categories and managed by category entities; each said sub

enabling key block (sub-EKB) is an EKB produced so as to be



to a leaf or a node belonging to a category tree nmanaged by the
correspondi ng category tree entity; and on the basis of the sub-EKB s
produced by the category entities, the key 5 distribution center (KDC
produces an EKB that can be processed in common by the category trees. In
an enbodi ment of the information processing system according to the
present invention, each sub enabling key block (sub-EKB) has its own

al gorithm and key data length. 10 In enbodi ment of the information
processi ng system according to the pfésent invention, the sub trees are
category trees that are grouped in accordance with categories and nanaged

oY oducod HLIE (1F BB GRRRIBE! bl PRI 6tk i1h DRI th a key
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25 assigned to respective n using a lower - 29 |evel

node key, Qo s Iddtfilod $7f tHY cdt¥ldty &ees.

In an embodiment of the information processing system
according to the present invention, each sub enabling key
block (sub-EKB) has its own algorithm and key data length.

10 In an embodiment of the information processing system
according to the present invention, the sub trees are
category trees that are grouped in accordance with
categories and managed by category entities; each said sub
enabling key block (sub-EKB) is an EKB produced so as to be

15 capable of being processed in accordance with a key related
to a leaf or a node belonging to a category tree managed by
the corresponding category tree entity; and the sub-EKB
identification data corresponding to each sub-EKB, stored in
the combined EKB, is a node ID serving as a node identifier

20 of a node in the category tree.

In an embodiment of the information processing system
according to the present invention, each sub enabling key
block (sub-EKB) stored in the combined EKB includes:
encrypted key data produced by encrypting each of node keys

25 assigned to respective nodes of the key tree, using a lower-



I ndi cati ng presence/ absence of encrypted key data at a node or a leaf to

the left or right of and bel ow a node | ocation of each of the one or nore

encrypted key data. 5 In an enbodi nent of the information processing system

according to the present invention, each sub enabling key block (sub-EKB)

stored in the conbined EKB includes a key, as the encrypted key data,

corresponding to a node or a leaf of a hierarchical tree reconstructed by

selecting a path 10 formng a sinplifiged tree including, at its | owest

| evel, an endpoint node or a |eaf Eangre of decrypting the sub-EKB and

t hen renovi ng an unnecessary node fromthe sinplified tree. According to a

twel fth aspect of the present invention, ere i s provided An

i nfornat]r%‘ﬁejstllﬂ dg K REind | HevewT hgveh l%"h%b*?)‘lg RBY B BR% (EKB) stored

t herein, e enabling ke | ock (EKB) bein duced such that a_key tree
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the palrhcéﬁ%hfﬂﬁafﬁ”%ﬂérﬁké@@h@'fﬁ*éntlon, each sub enabling key
block (sub-EKB) stored in the combined EKB includes a key,
as the encrypted key data, corresponding to a node or a leaf
of a hierarchical tree reconstructed by selecting a path
10 forming a simplified tree including, at its lowest level, an
endpoint node or a leaf capable of decrypting the sub-EKB
and then removing an unnecessary node from the simplified
tree.
According to a twelfth aspect of the present invention,
15 there is provided An information storage medium including an
enabling key block (EKB) stored therein, the enabling key
block (EKB) being produced such that a key tree is formed so
as to include a subtree serving as a category tree
categorized in accordance with a category, the category tree
20 including leaves, a root, and nodes existing in paths from
the respective leaves to the root, wherein a plurality of
devices are assigned to respective leaves and keys are
assigned to the root, the leaves, and the nodes,
respectively; a path in the key tree is selected; encrypted

25 data is produced by encrypting a higher-level key using a



(EKB) is produced so as to include the encrypted data thereby enabling
only a device capable of using a node key set corresponding to the
sel ected path to decrypt the 5 enabling key block (EKB), wherein the
enabling key block (EKB) stored in the information storage nedi um has the
formof a conmbi ned EKB produced by conbi ning sub enabling key bl ocks
(sub-EKB' s) that can be decrypted in respective sub trees of the key 10
tree, and the information storage n§d§¢n1further i ncludes, stored therein
sub-EKB identification data and data “Tndicating the data I ength of a
sub- EKB storage area corresponding to each sub-EKB. In an enbodi nent of
the infqQrmatiqn storage .nmedium 15 according to the present. invention, each
-ﬁ@ye b|k83'

sub enabif¥Td K k_l(nsm}l?-eEIQB)thdasaqq $hEuenakidng H‘_rﬁYarH-‘}@S/ dat a _
or ovi ded BKE, HeoBRER e AB0 a5 g MEHEIE 1dhe (REETYRLED Gt e i whi ch a
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and {noSesase HREEEbRMEnel B Hhe B Rk B Ho 'Rl U enavl i ng Koy
pat e i n oD i Y B8R MG O ot ng @ hi gher -1 evel key in the
sel ected pat ynd2EPd the enabling key block (EKB) stored in the
information storage medium has the form of a combined EKB
produced by combining sub enabling key blocks (sub-EKB's)
that can be decrypted in respective sub trees of the key
10 tree, and the information storage medium further includes,
stored therein, sub-EKB identification data and data
indicating the data length of a sub-EKB storage area
corresponding to each sub-EKB.
In an embodiment of the information storage medium
15 according to the present invention, each sub enabling key
block (sub-EKB) has its own algorithm and key data length.
According to thirteenth aspect of the present invention,
there is provided an information processing method for use
in a system in which a key tree is formed so as to include
20 leaves, a root, and nodes existing in paths from the
respective leaves to the root; a plurality of devices are
assigned to respective leaves; keys are assigned to the root,
the leaves, and the nodes, located in paths from the root to

leaves; an enabling key block (EKB) is produced so as to

25 1include data produced by selecting a path in the key tree



a lower-level key in the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set corresponding to
the selected path; and 5 the resultant enabling key bl ock (EKB) is provided
to the device, wherein the enabling key block (EKB), provided to the
device, has the formof a conbi ned EKB produced by conbining sub enabling
key bl ocks (sub-EKB s) that can be decrypted in 10 respective sub trees of
the key tree such that the sub enabI'Tg key bl ocks (sub-EKB' s) are stored
in the conbined EKB while naintainTng ori ginal key arrangenents in the
respective sub enabling key bl ocks (sub-EKB' s), and data indicating the
data length of a sub EKB storage area 15 corresponding to each subp- EKB and

sub- EKB dtferfRR45 3R 1h 3 direher el Altfle kb thetRembphretekmpath uming
nvent | ch L4MRF S Y e IR GtorP i T baia tharuch iR bUdeR i n 20
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device,
wherein the enabling key-block (EKB), provided to the
device, has the form of a combined EKB produced by combining
sub enabling key blocks (sub-EKB's) that can be decrypted in
10 respective sub trees of the key tree such that the sub
enabling key blocks (sub-EKB's) are stored in the combined
EKB while maintaining original key arrangements in the
respective sub enabling key blocks (sub-EKB's), and data
indicating the data length of a sub EKB storage area
15 corresponding to each sub-EKB and sub-EKB identification
data are added to the combined EKB.
In an embodiment of the information processing method
according to the present invention,
the sub trees are category trees that are grouped in
20 accordance with categories and managed by category entities;
each said sub enabling key block (sub-EKB) is an EKB
produced so as to be capable of being processed in
accordance with a key related to a leaf or a node belonging
to a category tree managed by the corresponding category

25 tree entity; and



entities, the key distribution center (KDC) produces an EKB that can be
processed in common by the category trees. In an enbodi nent of the

i nformati on processing nmethod 5 according to the present invention, each’
sub enabling key block (sub-EKB) has its own al gorithm and key data

| ength. I n an enbodi nent of the information processing nethod according to
the present invention, the sub trees are category trees that are grouped

i n accordance with 10 categories and naged by category entities; each
said sub enabling key block (sub-ERBj“iS an EKB produced so as to be
capabl e of being processed in accordance with a key related to a leaf or a
node bel onging to a categor tree managed by the correspondi ng category
tree entity; ®Andhenbasdis- s the |5(!’é>r1‘tfi]ﬁ% 'SaBrOfuFad RYo thes @I Yt o each
sub- EKB, stored in.  the conbined EKB, is a node |ID serving as a node

i dent i fiNtitohesy AdiR KoY (e taaioidn (Gentey n(XRC L rarAvRSs a7 BER
|nfornat|on prOC%H$3§%>nEthcg accordln to the present invention, each sub
enabl i nd QS RRERH) ?ﬂWﬂQﬂi X]qnﬁa hRINY BIELF ncl udes:
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In an embodiment of the information processing method
according to the present invention, the sub trees are
category trees that are grouped in accordance with
10 categories and managed by category entities; each said sub
enabling key block (sub-EKB) is an EKB produced so as to be
capable of being processed in accordance with a key related
to a leaf or a node belonging to a category tree managed by
the corresponding category tree entity; and the sub-EKB
15 identification data corresponding to each sub-EKB, stored in
the combined EKB, is a node ID serving as a node identifier
of a node in the category tree.
In an embodiment of the information processing method
according to the present invention, each sub enabling key
20 block (sub-EKB) stored in the combined EKB includes:
encrypted key data produced by encrypting each of node keys
assigned to respective nodes of the key tree, using a lower-
level node key or a lower-level leaf key; and a tag
indicating presence/absence of encrypted key data at a node

25 or a leaf to the left or right of and below a node location



In an enbodi ment of the information processing nethod according to the
present invention, each sub enabling key block (sub-EKB) stored in the
conbi ned EKB includes a key, 5 as the encrypted key data, corresponding to
a node or a leaf of a hierarchical tree reconstructed by selecting a path
formng a sinplified tree including, at its | owest |evel, an endpoint node
or a | eaf capable of decrypting the sub-EKB and then renoving an
unnecessary node fromthe sinplified % tree. According to a fourteenth
aspect of the present invention, thefe Ts provided a program storage

medi um including a conputer program stored therein for causing a conputer
systemto produce an enabling key block (EKB) in a 15 systemin which a key
tree i s foedd &F e ene@uAPNLR/RELYPEEd dRY datfd-nodes existing in
paths fromthe respective |eaves to the root; a plurality of devices are
assi gned to IPe@BeEMPPEimeRlcof kBgs IRLOTRELIOR-BIPGeFRdNFoBELhOHe | caves,

and the nodes,, located in paths fromthe root to | eaves; an 20 enabling key
bl ock (EI@I?)Oridénﬁr&?uctg’(? %peé‘se"tto Inyantde tate2<h it &R "k %3t i ng a path

usi ng. a B TRaPERHlc Pt anC shel iR S oo D1 0a dat a
can 42 iR AR Kl B o AR, B IR L e o,
bl ock (%ﬁBéiﬁié@&?@ﬂ¥é§f‘%ﬁé&afgééds%r&é¥%d by selecting a path
forming a simplified tree including, at its lowest level, an
endpoint node or a leaf capable of decrypting the sub-EKB
and then removing an unnecessary node from the simplified
10 tree.

According to a fourteenth aspect of the present
invention, there is provided a program storage medium
including a computer program stored therein for causing a
computer system to produce an enabling key block (EKB) in a

15 system in which a key tree is formed so as to include leaves,
a root, and nodes existing in paths from the respective
leaves to the root; a plurality of devices are assigned to
respective leaves; keys are assigned to the root, the leaves,
and the nodes, located in paths from the root to leaves; an

20 enabling key block (EKB) is produced so as to include data
produced by selecting a path in the key tree and encrypting
a higher-level key in the selected path using a lower-level
key in the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set

25 corresponding to the selected path; and the resultant



conput er program conprising the steps of: selecting a sub enabling key

bl ock (sub-EKB) that can be decrypted in each sub tree of the key tree;
and 5 addi ng sub-EKB identification data and data indicating the data

| engt h of a sub-EKB storage area corresponding to each selected sub-EKB.
In the present invention, by using the encrypted key tree distribution
techni que based on the hierarchical tree 10 structure in which devices are
assigned to | eaves of an n- ary tree, content key used as an encryption
key of a content, an authentication’k%? Used in authentication, or a
programcode is transmtted together with an enabling key block. 15
Furthernore, the data size of the enabling key block is, reduced by

enpl oyi FEP RN kedr oGk IEKR Ing-sarP dep ths dgicpartheand a tag
part indicating the |ocations of, encrypted kﬁ%i’ t hereby making it
possi bl EP REAITAT SARALSS 1k YRE PRI y. That is, data is
produced in 20 antencrépteg forghthat can ae ecrypted onl¥ by an
aut hori zed dE8SHEETHAG: 8b§UPHENGRLANTs k¥ Hlock (SHP-&5B )t EhathgaBut hori zed
devi ce. Fur r .an _enabl | key bl qﬁ}( I%? i s produced so as to
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the data length of a sub-EKB storage area corresponding to
each selected sub-EKB.
In the present invention, by using the encrypted key
tree distribution technique based on the hierarchical tree
10 structure in which devices are assigned to leaves of an n-
ary tree, a content key used as an encryption key of a
content, an authentication key used in authentication, or a
program code is transmitted together with an enabling key
block.
15 Furthermore, the data size of the enabling key block is
reduced by employing a data format including an encrypted
key data part and a tag part indicating the locations of
encrypted keys, thereby making it possible to perform
decryption easily and quickly. That is, data is produced in
20 an encrypted form that can be decrypted only by an
authorized device whereby the data is securely provided to
the authorized device.
Furthermore, an enabling key block (EKB) is produced so

as to include encrypted key data that can be decrypted in

25 selected one or more category trees thereby making it



sel ected category trees to use the enabling key block (EKB). The EKB is
produced and nmanaged in a highly efficient manner by using the EKB type
definition |ist representing which EKB 5 can be processed or decrypted in’
whi ch category tree. A program storage nmedi um according to the present

i nvention is a nmedi um which provides a conputer programin a
conputer-readable formto a general - purpose conputer system executable of
vari ous program codes. The mediumis gt 10 limted to a particular type,
but various types of nedia, for exéng e, a storage nedium such as a CD,
FD, or MD or a transm ssion nediumsuch as a network may be enpl oyed. The
program st orage nedi um defines a cooperative relationship in structure or
functi oSO AL ialy deviss hekashing &0 A% g R WiRAR er program on
a conputer, sysiem. between the conputer program and the staqrage nedi um
That is,sq;fq")r/?sc{ AAGeP Jhaecharish AN ankhtRlork er

SYSLem Wit Bl O AMSARSPS TP T PEOEs RO Al E AR S e B
oML 2 AR AU RS RSl 6 PSS ML,
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These and ot Ret, ol St 3+80dgLeRkYith QbcblBiR®¥8 the present |
invention is a medium which provides a computer program in a
computer-readable form to a general-purpose computer system
executable of various program codes. The medium is not
10 limited to a particular type, but various types of media,
for example, a storage medium such as a CD, FD, or MD or a
transmission medium such as a network may be employed.
The program storage medium defines a cooperative
relationship in structure or function, for realizing a
15 function of a particular computer program on a computer
system, between the computer program and the storage medium.
That is, by installing a particular computer program onto a
computer system via a program storage medium, it becomes
possible to achieve a cooperative operation on the computer
20 system thereby achieving functions similar to those achieved
by the other aspects of the present invention.
In the present invention, the term "system" is used to
describe a logical collection of a plurality of devices, and
it is not necessarily required that the plurality of devices

25 are disposed in a single case.



I nvention wll become nore apparent fromthe followng detailed
description of enbodinents with reference to the acconpanying draw ngs. 5
Brief Description of the Drawings Fig. 1 is a diagramshow ng an exanpl e of
an information processing systemaccording to the present invention. 10
Fig. 2 is a block diagram show ng an exanple of a recording/reproducing
apparatus used in the informati on processing systemaccording to the
present invention. Fig. 3 is atree s %ucture di agram show ng various keys
and a process of encrypting data use r-performed in the 15 information
processi ng system according to the present invention. Fig. 4 is a diagram
showi ng an exanpl e of an enabling key block (EKB) used to distribute
various keysTBR§edand PﬁhthébDﬁP&PnﬂPﬂoﬁeﬁﬁ9€@§sPﬁgt@#s?@ﬁﬁ&@@ord|ng to
the present 20 invention 5is a dlagran1shomn an exanple of a
manner JAVeRHLION %quﬁh%@ﬁ € REPAFSNg TPt tdin lesing ock (EKB)
and an of a dec ption p ess, in the |nfornat|on pr ocessi ng
et CLTEE

system eﬁ’gdte(?ctrﬁé’ é’sé’ egts bl Feferance dﬁoaé‘-rhfm ShO\r/1VI ng
- I Kk bl ock ( EKB t
?ng?ﬁgglgﬁ%Pa%Ylndﬂ%ra%lnqsq7 an enab i ng key ock ( ) used in e
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Brief Description of the Drawings

Fig. 1 is a diagram showing an example of an
information processing system according to the present
invention.

10 Fig. 2 is a block diagram showing an example of a
recording/reproducing apparatus used in the information
processing system according to the present invention.

Fig. 3 is a tree structure diagram showing various keys
and a process of encrypting data used or performed in the

15 information processing system according to the present
invention.

Fig. 4 is a diagram showing an example of an enabling
key block (EKB) used to distribute various keys and data in
the information processing system according to the present

20 invention.

Fig. 5 is a diagram showing an example of a manner of
distributing a content key using an enabling key block (EKB)
and an example of a decryption process, in the information
processing system according to the present invention.

25 Fig. 6 is a diagram showing an example of a format of



processing system according to the present invention. Fig. 7 is a diagram
illustrating tags in an enabling key block (EKB) used in the information
processi ng system 5 according to the present invention. Fig. 8 is a '
di agram show ng an exanple of a data format used to distribute an enabling
key bl ock (EKB) together with a content key and a content, in the
processi ng system according to the present invention. 10 Fig. 9 is a

di agram showi ng an exanpl e of a process performed by a device in a case
where an enabling key block (EKB) Ts distributed together with a content
key and a content, in the processing systemaccording to the present

I nvention. 15 Fi,g. 10 is_a diagram show ng correspondence between an

enabl i ng:mk@)?‘aﬂldg‘lg %@(Bi‘l&ﬁdf 4 t &Fed &r% é:rteas‘é‘%l%“\ﬁm-‘&? an enabling key
bl ock (EKB) and contents are stqred, on stora medi um, in the

nf or PG S5 d0gs SYRG By SCERT G0 e FHEE N AR iRRent i on. 20 Fi g.
11 is diagragmshogﬁn a Rrocess oi di tr%buti a .content L.ng an
enabl i ng key" BPock %%Kﬁ) FAIEAR ¢ }8Fﬁﬁ?|6ﬁg g%géeégiﬁﬁ QQQBiﬁpaccording to
the pre i tign, rein,. for r.nose _of conpari son, a process
of 8is?%&£&%?§%nébggﬁtgg?%a goFan&nFQEEE#BEWEEHQﬁ%EFqEQbﬁXP&&@ 25 S
alSQSShQW%orHi%% t%iQhe1%r5§eitdﬁig%i@&%%9“‘ng an aut hentication sequence

Fig. 8 is a diagram showing an example of a data format
used to distribute an enabling key block (EKB) together with
a content key and a content, in the processing system
according to the present invention.

10 Fig. 9 is a diagram showing an example of a process
performed by a device in a case where an enabling key block
(EKB) is distributed together with a content key and a
content, in the processing system according to the present
invention.

15 Fig. 10 is a diagram showing correspondence between an
enabling key block (EKB) and a content for a case in which
an enabling key block (EKB) and contents are stored on a
storage medium, in the information processing system
according to the present invention.

20 Fig. 11 is diagram showing a process of distributing a
content using an enabling key block (EKB) in the information
processing system according to the present invention,
wherein, for the purpose of comparison, a process of
distribution a content according to a conventional technique

25 is also shown.



usi ng a comon key cryptographic technique, performed in the information
processi ng system according to the present invention. 5 Fig. 13 is a

di agram showi ng (a first exanple of) a data format used to distribute an
enabl ing key block (EKB) together with an authentication key and an
exanple of a process perfornmed by a device, in the information processing
system according to the present invention. 10 Fig. 14 is a di agram show ng
(a second exanple of) a data fornat:#ied to distribute an enabling key

bl ock (EKB) together with an authentitalion key and an exanple of a
process perfornmed by a device, in the information processing system
according to_the present invention, 15 Fig. 15 is a_di agram show ng an

aut henti cat i Bh9sebdehte? BiR9ER PhBVLBIKE} erypeBfidphient seanenoe,
perfornmed.in the information processi,ng system according to the present

i nvent i 8R11E; §. CPBMPR key; SgVQEPSHéﬁhﬁg teghgdaye operfanted: dnnghero an
enabling Ee¥Pbkock gEKB% together with a cantent ke% usi ng aut henti cation
usi ng atPABIMETREY BFOFeE5MEAnF¥SLERARFQEE NG ton LG BEESERRy system
aCCOfdiEﬂv%ﬁtEBﬁ present invention. Fig. 17 is a diagram showi ng a process
of tranSmtting "25 an enabling key block (EKB) together with an encrypted

- 3% programgatpy 10 Lhg; REPSRSSALTiRYSEMERES" S 18 LB a
data format used to distribute an enabling key block (EKB)
together with an authentication key and an example of a
process performed by a device, in the information processing
system according to the present invention.

10 Fig. 14 is a diagram showing (a second example of) a
data format used to distribute an enabling key block (EKB)
together with an authentication key and an example of a
process performed by a device, in the information processing
system according to the present invention.

15 Fig. 15 is a diagram showing an authentication sequence
using a public key cryptographic technique, performed in the
information processing system according to the present
invention.

Fig. 16 is a diagram showing a process of transmitting

20 an enabling key block (EKB) together with a content key
using authentication using a public key cryptographic
technique, in the processing system according to the present
invention.

Fig. 17 is a diagram showing a process of transmitting

25 an enabling key block (EKB) together with an encrypted



present invention. Fig. 18 is a diagram show ng an exanple of a process of
produci ng an MAC val ue used to produce an content integrity 5 check val ue
(ICV), in the information processing system according to the present
invention. Fig. 19 is a diagramshowing (a first exanple of) a data
format. used to transmt an enabling key block (EKB) together with an I CV
generation key, in the information 10 processing system according to the
present invention. Fig. 20 is a diag&gnlshomﬁng (a second exanple of) a
data format used to transnit an enabl fAg key bl ock (EKB) together with an
| CV generation key, in the information processing system according to the
present inventiop. 15 Fig.. 21 is a djiagram show ng a_pethod of preventing
data fr dMrBETHY ‘E‘%‘iﬁed’; by tRF TS SHY nE B R yACTREAIRAI R theécy) in a
medium in the information processing system according to the present

i nventi FECFTYE YVERLION a9r am showi ng a nethod of managing a 20 content

the. Inf of mat O prids s it S RRtigidii ATy HE Bt cob SRR on. F .
2 o RS R PSR L, SRR 411G RS ERE
processife W ShfMe (v ACCH AW 1R AR PLET Plol LYEMS Wysten

according to the present invention.

Fig. 19 is a diagram showing (a first example of) a
data format used to transmit an enabling key block (EKB)
together with an ICV generation key, in the information

10 processing system according to the present invention.

Fig. 20 is a diagram showing (a second example of) a
data format used to transmit an enabling key block (EKB)
together with an ICV generation key, in the information
processing system according to the present invention.

15 Fig. 21 is a diagram showing a method of preventing
data from being copied, by storing an integrity check value
(ICV) in a medium, in the information processing system
according to the present invention.

Fig. 22 is a diagram showing a method of managing a

20 content integrity check value (ICV) separately from a
content storage medium, in the information processing system
according to the present invention.

Fig. 23 is a diagram showing an example of
categorization using category subtrees in a hierarchical

25 tree structure, in the information processing system



Fig. 24 is a diagramshowi ng a process of producing a sinplified enabling
key block (EKB), in the information processing systemaccording to the
present invention. 5 Fig. 25 is a diagram showi ng a process of produci ng an
enabl ing key bl ock (EKB), in the information processing system according
to the present invention. Fig. 26 is a diagramshowing a (first exanple of)
sinplified enabling key block (EKB), used in the information 10 processing
system according to the present invenahon. Fig. 27 is a diagram show ng a
(second exanple of) sinplified enabl Fhig key bl ock (EKB), used in the

i nformati on processing systemaccording to the present invention. Fig. 28
I s a diagram showi ng a manner of panaging 15 category trees in a

hi er ar cHISAT4IE 19 (the BeeseH (HVeRwER mat i on processi ng syst em
according to_the present invention. Fig. 29 is a diagram show ng the
detai | ed manféed '054 H&n &g g I AT R iM% & REPCLSH Qlardadusiing: de
oL S S T PP GRS B ot B ot o
Ca 2900 ld 5 4 TN ALY 5% Y Tt SN SIS O o
a di ggram shewing 3 1§Ser §394R30e shfng a process of producing an
enabling key block (EKB), in the information processing
system according to the present invention.

Fig. 26 is a diagram showing a (first example of)

simplified enabling key block (EKB), used in the information
10 processing system according to the present invention.

Fig. 27 is a diagram showing a (second example of)
simplified enabling key block (EKB), used in the information
processing system according to the present invention.

Fig. 28 is a diagram showing a manner of managing

15 category trees in a hierarchical tree structure, in the
information processing system according to the present
invention.

Fig. 29 is a diagram showing the detailed manner of
managing category trees in a hierarchical tree structure, in

20 the information processing system according to the present
invention.

Fig. 30 is a diagram showing a manner of managing
category trees in a hierarchical tree structure, in the

information processing system according to the present

25 invention.



managenent category trees in a hierarchical tree structure, in the

I nformati on processing systemaccording to the present invention. 5 Fig.
32 is a diagram showi nhg a new category tree registration sequence in '
managenent of category trees in a hierarchical tree structure, in the

I nformati on processing systemaccording to the present invention. Fig. 33
Is a diagram showi ng the relationship between a 10 new category tree and a
hi gher-1 evel category tree in nanagenent of category trees in a

hi erarchical tree structure, in thé i"nfdrmati on processing system
according to the present invention. Fig. 34 is a diagramshow ng a sub- EKB
used in 15 managenent, of category trees having a hierarchical tree
structure, i k9re Infd FatdiAInb SN INY A HeFRERDMAGR) used tife present

i nventi on. Fi%%-BS is a diagran1shpmﬁng%§ devi ce revocation process

per f or eI FRRY TRIRIVFY ceERPrin 13 RieRALTRECal breq; SEERCHIER tree

structurg, jn the_inforpation processing systemaccording to the present
i nvent i ol ?ﬂ%.lﬁﬁPFgﬁEﬁQﬁeRﬁ%%%%ﬁ&ﬂﬁrﬁﬁ%F VRACEOF YR at? ke sequence

per f or ned én managenent of category trees having a hierarchical tree
struct url ??PYrﬁﬁﬁ?ﬁ?ﬁ?ﬂnion processing 25 system according to the

presgnt ! nver}tiigo.ngz- i%z a 'gi%gr?ézn is%o%riqligage{ Haw hcoa%eng%r%( %:urbéeEKB renewed in
registration sequence in management of category trees in a
hierarchical tree structure, in the information processing
system according to the present invention. |
Fig. 33 is a diagram showing the relationship between a
10 new category tree and a higher-level category tree in
management of category trees in a hierarchical tree
structure, in the information processing system according to
the present invention.
Fig. 34 is a diagram showing a sub-EKB used in
15 management of category trees having a hierarchical tree
structure, in the information processing system according to
the present invention.
Fig. 35 is a diagram showing a device revocation
process performed in management of category trees having a
20 hierarchical tree structure, in the information processing
system according to the present invention.
Fig. 36 is a diagram showing a device revocation
sequence performed in management of category trees having a
hierarchical tree structure, in the information processing

25 system according to the present invention.



response to device revocation in nanagenent of category trees having a

hi erarchical tree structure, in the information processing system
according to the present 5 invention. Fig. 38 is a diagram show ng a
category tree revocation process performed in nmanagenent of category trees
in the formof a hierarchical tree structure, in the information
processi ng system according to the present invention. 10 Fig. 39 is a

di agram showi ng a category tree revoc§8L sequence performed in
managenent of category trees in the m of a hierarchical tree structure,
in the informati on processing systemaccording to the present invention.
Fig. 40 is a dlagran1shomﬁng the rel ationship between a 15 revoked

cat egory treef ¥hd 3 nigrerdiadeam ceheWbRy 2 reebrRKB nEPRgepdninof category
trees in_the formof a hierarchical tree structure, in the information
processi h§5BY8EE °a€€8?9?n§eY8°?ﬁé°BrégeﬁFnPﬁ9@ﬁPFoﬁf FA§EIQLYis a diagram
showi ng settin ca ag ities.in managenent of category trees in the
f or m of g?ﬁ?%rg?XhP8a$ f?E@rggFEE%uFEeelﬁt HEtPHForhﬁtFBS processhng
system o,_1 [ esent vention i agram showi ng
sgtting gﬁfgéﬁégg?ltPE CF Slﬂﬁn§§§ Hta8?°EQ%B§oF9 Fh@eErFﬁegFe formof a
hi er gr chi ﬁ?é ﬁé tree structure, in the information processing system- 43
accordlng % € present invention.

Fig. 38 is a diagram showing a category tree revocation
process performed in management of category trees in the
form of a hierarchical tree structure, in the information
processing system according to the present invention.

10 Fig. 39 is a diagram showing a category tree revocation
sequence performed in management of category trees in the
form of a hierarchical tree structure, in the information
processing system according to the present invention.

Fig. 40 is a diagram showing the relationship between a

15 revoked category tree and a higher-level category tree in
management of category trees in the form of a hierarchical
tree structure, in the information processing system
according to the present invention.

Fig. 41 is a diagram showing setting of capabilities in

20 management of category trees in the form of a hierarchical
tree structure, in the information processing system
according to the present invention.

Fig. 42 is a diagram showing setting of capabilities in
management of category trees in the form of a hierarchical

25 tree structure, in the information processing system



Fig. 43 is a diagram showi ng a capability managenent table managed by a
key distribution center (KDC) in the information processing system
according to the present 5 invention. Fig. 44 is a flow chart of a process
of producing an EKB on the basis of a capability managenent tabl e nanaged
by a key distribution center (KDC) in the information processing system
according to the present invention. 10 Fig. 45 is a diagram show ng a
capability notification process perfgéned when a new category tree is
registered, in the information processing systemaccording to the present
i nvention. Fig. 46 is a diagramshow ng a category trees used in 15 the

I nformati on ocessing system according, to the present invention. Fig. 47
is a di a@‘?ca‘?ﬁp‘ijrﬂﬁ\n% tgi%rﬁ?*’e%e%? FrYveR@R: performed anong an EKB

requester, a_ke i.st.ributj.on center, ., and a top-level category entity
(TLCE), in tﬁ}é“#ng&ﬁﬁ i% i AIEHD Y & GaRARIY AP AR present

cont1 qur AT UhIRIeR BB ¢ et L LoREYS R SERTBEL (KRC) chrere and a
Lo oS SIS et 5o 1 VB 8 OSSN VST
devi ge ngffkedod DNK) set

Fig. 44 is a flow chart of a process of producing an
EKB on the basis of a capability management table managed by
a key distribution center (KDC) in the information
processing system according to the present invention.

10 Fig. 45 is a diagram showing a capability notification
process performed when a new category tree is registered, in
the information processing system according to the present
invention.

Fig. 46 is a diagram showing a category trees used in

15 the information processing system according to the present
invention.

Fig. 47 is a diagram showing examples of processes
performed among an EKB requester, a key distribution center,
and a top-level category entity (TLCE), in the information

20 processing system according to the present invention.

Fig. 48 is a diagram showing an example of hardware
configurations of an EKB requester, a key distribution
center, and a top-level category entity (TLCE), in the
information processing system according to the present

25 invention.



hel d by a device in the information processing system according to the
present invention. Fig. 50 is a diagramshowing a data fornat of an EKB 5
type definition list used in the informati on processing system according
to the present invention. Fig. 51 is a flow chart of an EKB type
registration process perforned in the information processing system
according to the present invention. 10 Fig. 52 is a flow chart of an EKB
type revocation process performed in,the information processing system
according to the present i nvention. “Fi*§. 753 is a flow chart of a tree
change notification process, perforned in the information processing
system 15 according to the present invention, Fig. 54 is a flow chart of
an EKB type IHig%- dduésta hiagiam oty cieekre madr ke ot M) oiet
processin ystem _according to the present inventigon. Fig. 55 is a diagram
showi ng ‘é%liu‘w EKEIQY HefRictR ope ZBHE?E‘E%Eéo’bePFBFﬁ%ElPﬂ ?th?‘ﬁf ormati on
processi ng system according to the present invention. Fig. 56 is a diagram
showi ng %ék?%ﬁﬁ%ﬁ&$%r%%%c?¥ enBrbEgggtb%?forned in the information

B ocese! 19 SYAEMe P SG Jd Rl AT SRR B0 Bee
In t@e i{gﬁgrﬁ%ffﬂ&&&&ﬁeffé@gused in the information processing
system according to the present invention.

Fig. 51 is a flow chart of an EKB type registration
process performed in the information processing system
according to the present invention.

10 Fig. 52 is a flow chart of an EKB type revocation
process performed in the information processing system
according to the present invention.

Fig. 53 is a flow chart of a tree change notification
process, performed in the information processing system

15 according to the present invention.

Fig. 54 is a flow chart of an EKB type list requesting
process performed in the information processing system
according to the present invention.

Fig. 55 is a diagram showing an sub-EKB production

20 process performed in the information processing system
according to the present invention.

Fig. 56 is a diagram showing an sub-EKB production
process performed in the information processing system
according to the present invention.

25 Fig. 57 is a diagram showing a process of producing an



system according to the present invention. Fig. 58 is a diagram show ng a
process of producing a sub-EKB in a situation in which there is a device
to be 5 revoked, in the information processing systemaccording to the
present invention. Fig. 59 is a diagram show ng a process of producing an
EKB by conbining sub-EKB's in a situation in which there is a device to be
revoked, in the information processing system 10 according to the present
invention. Fig. 60 is a diagran1shomﬁﬂg a data format of a conbi ned EKB
produced from sub-EKB's used in the i Aformati on processing system
according to the present invention. Fig. 61 is a diagram show ng a data
format of a 15 conbi ned EKB produced from sub-EKG s used in the information
processifiP K¥s CORRIENY i SHPEKR e i ddshiintREmatinn mreees3ing a di agram
showi ng a data for . of .a .conmbined EKB which is produced from sub-EKB' s
in a sit0aiSh 29GPNHIh Tt iRFes ey i Ve N y evoked, in the

I nformation _20 pgrgcessing.system accarding to the present. invention. Fig.
63 is a di agFé%‘sﬁgmﬂﬁgaagF@é&@t PORWANG A Procesgart Broducdidi 6n system

0" PSR 0 OSSN, SRR S BT e en
: the%?i ggv%rﬂé%f,i U A5 F i Brodts s A% Yyl dlh L ddiG e
the present invention.

Fig. 59 is a diagram showing a process of producing an
EKB by combining sub-EKB's in a situation in which there is
a device to be revoked, in the information processing system

10 according to the present invention.

Fig. 60 is a diagram showing a data format of a
combined EKB produced from sub-EKB's used in the information
processing system according to the present invention.

Fig. 61 is a diagram showing a data format of a

15 combined EKB produced from sub-EKB's used in the information
processing system according to the present invention.

Fig. 62 is a diagram showing a data format of a
combined EKB which is produced from sub-EKB's in a situation
in which there is a device to be revoked, in the information

20 processing system according to the present invention.

Fig. 63 is a diagram showing a revocation process in
data distribution system in the information processing
system according to the present invention.

Fig. 64 is a diagram showing a revocation process in a

25 recording system in the information processing system



Best Mode for Carrying Qut the Invention [Qutline of systen] 5 Fig. 1
Illustrates an exanple of a content distribution system based on an

i nformati on processing systemaccording to the present invention. A device
on a content transm ssion side 10 transmts a content or a content key in
an encrypted formto various devices on a content reception 10 side 20. A
device on the reception side 20 plays back video data or audio data or
executes a program using the content r the content key acquired by
decrypting the received encrypted Eoﬁ?eﬁt or encrypted content key.

Transm ssion of data between the content transm ssion side 10 and the 15
cont ent rece(#ﬂon side 20 is perfornmed via a network such as the |nternet
or via &% R estﬂﬁefé"trre‘d}‘{ﬁﬁts‘tﬂfh as a DVDor a CD. Specific
exanpl es of transm ssion neans used on the content transm ssion side 10
include the Internet 11, 20 satellite broadcasting 12, a tel ephone line 13,

and a iym. 1 ch as a .DVD or , eci fic exanples of devices on the
contenp%%est:{e&q%n SLEVFNRG SR %’Eerslgrbvrﬂ}t%}muter (PC) 21, a portable
conputer (PD 1 ia.pakt abl vice 23 such as a portable tel ephone or PDA
(Per sonal Eiépﬁgﬁlggsggtgﬁfng?ZS a recordi ng/ pl ayi ng- back apparatus 24

el s 8 DA 1Sl a Dol o8, BHBIRTGEINR 3R o =
system based on an information processing system according
to the present invention. A device on a content
transmission side 10 transmits a content or a content key in
an encrypted form to various devices on a content reception

10 side 20. A device on the reception side 20 plays back video
data or audio data or executes a program using the content
or the content key acquired by decrypting the received
encrypted content or encrypted content key. Transmission of
data between the content transmission side 10 and the

15 content reception side 20 is performed via a network such as
the Internet or via a distributable storage medium such as a
DVD or a CD.

Specific examples of transmission means used on the
content transmission side 10 include the Internet 11,

20 satellite broadcasting 12, a telephone line 13, and a medium
14 such as a DVD or CD. Specific examples of devices on the
content reception side 20 include a personal computer (PC)
21, a portable computer (PD) 22, a portable device 23 such
as a portable telephone or PDA (Personal Digital Assistants),

25 a recording/playing-back apparatus 24 such as a DVD player



acquire a content transntted fromthe content transm ssion side 10 via
communi cati on neans such as a network or via a 5 nedium 30. [Device
Configuration] Fig. 2 is a block diagramillustrating a configuration of a
recordi ng/ reproduci ng apparatus 100 that is an exanple of devices on the
content reception side 20 shown in Fig. 1. 10 The recording/reproducing
apparatus 100 includes an input/output interface 120, an MPEG (Mving
Picture Experts G oup) codec 130, an %ngut/output interface 140 incl uding
an A/D and D/ A converter 141, crypfoé aphy neans 150, a ROM (Read Only
Menory) 160, a CPU (Central Processing Unit) &;0, 15 ﬁ menory 180, and a
drive 190 for_driving a storage nedium 195, erein these parts are
connect € td TRV Fer %?% %QP%Rﬁbﬂﬂb.dQﬂéc?nﬁétFBGFpﬁ? ﬁn?%@?age 120 |
receives_a digifal _signal.representing a content such as, video data, audio
dat a, 2BEEW1§§%TOQ¥%$? ?Y&?%gdpﬁr tFRALERE HECSRbL1o0: PLe LheCrRcei ved

i gi ' he bus_110.. The.input/ t _interface 120 al
ecei vestadree ok ety rdtTne i S She Soenert tReTRierken di i ta

signal to; ' ; ecodes EG cpoded dat a
suppl i edé)]\'/tli%eltﬂg; fézg('e%“gg&}%l%é\gﬁogi gﬁ%ﬁ% ? ‘?%tgpggsgl ?ﬁﬂ oﬁgg%ﬁe‘ﬂl%la?a to the
- 485 i npud{gwtyyt interface 140. The MPEG coded 130 al so MPEG encodes a
di gi tal S|gH§F supplied fromthe input/output

[Device Configuration]
Fig. 2 is a block diagram illustrating a configuration
of a recording/reproducing apparatus 100 that is an example
of devices on the content reception side 20 shown in Fig. 1.
10 The recording/reproducing apparatus 100 includes an
input/output interface 120, an MPEG (Moving Picture Experts
Group) codec 130, an input/output interface 140 including an
A/D and D/A converter 141, cryptography means 150, a ROM
(Read Only Memory) 160, a CPU (Central Processing Unit) 170,
15 a memory 180, and a drive 190 for driving a storage medium
195, wherein these parts are connected to each other via a
bus 110.
The input/output interface 120 receives a digital
signal representing a content such as video data, audio data,
20 or a program provided from the outside and outputs the
received digital signal over the bus 110. The input/output
interface 120 also receives a digital signal via the bus 110
and outputs the received digital signal to the outside. The
MPEG codec 130 MPEG-decodes MPEG-coded data supplied via the

25 bus 110 and outputs the resultant decoded data to the



I nterface 140 and outputs the resultant encoded signal over the bus 110.
The input/output interface 140 includes the 5 AAD and D/ A converter 141.
The input/output interface 140 receives a content in the formof an anal og
signal fromthe outside and converts it into digital formusing the A/D
and D/ A converter 141. The resultant digital signal is output to the MPEG
codec 130. Conversely, if the input/output 10 interface 140 receives a
digital signal fromthe MPEG codec 128, the input/output interface 140
converts it into analog formusingt A/D and DY A converter 141 and
outputs the resultant analog signal to the outside. The cryptography neans
150 is fornmed, of, for, exanple, a 15 one-chip LSI éLarge Scal e Integrated
G r cui t )1RRP BV PWerintertaes ckyd / JBre \MPEG n@ode ib3@a¢1%@nME@$—S|gEa
supplied via, the bus, 110 and al so serve to perform authentication. The
resul t arfPORTS R R Y kanah 3UPRL 1ed phomyBhe t hepwtboutmat The ]
crypt ograph ans 0 y_be realized not only 20 using a one-chip LSl but
may al so”gteé%ﬁq? z]eéostﬂprgcﬂ‘lwtés orhe Feghbtant i epceded ot igrat aver
har dwar €., A.speciflc nner _of ,form ng. the cryptography neans 150 using
sof t war gtlﬁll?lpsogﬂdd'es%%e’cpﬁ%ﬁ/e‘?gtﬁ‘h‘é Wﬁ%@ggt]o‘?%s{)’bg%‘b‘il%ﬁnﬁﬁa used by
the 25 r rf éﬁgﬁgbg% rat, s, Ihe.éfu 170 cpontrols - 4 vari ous
parté _Slfgﬁhj)a%{(fﬁ:‘ef cooge]e% i}gﬁfi'an et IRy p?lb‘b?‘é‘bh&nlf’%ﬁ#%cﬁﬁﬂg%y
executi Ngddit,&¥ WA & 'the form of an analog signal from the
outside and converts it into digital form using the A/D and
D/A converter 141. The resultant digital signal is output
to the MPEG codec 130. Conversely, if the input/output
10 interface 140 receives a digital signal from the MPEG codec
130, the input/output interface 140 converts it into analog
form using the A/D and D/A converter 141 and outputs the
resultant analog signal to the outside.
The cryptography means 150 is formed of, for example, a
15 one-chip LSI (Large Scale Integrated Circuit) so as to serve
to encrypt/decrypt and a digital content signal supplied via
the bus 110 and also serve to perform authentication. The
resultant encrypted/decrypted data is output over the bus
110. The cryptography means 150 may be realized not only
20 using a one-chip LSI but may also be realized by software or
a combination of software and hardware. A specific manner
of forming the cryptography means 150 using software will be
described later.

The ROM 160 stores program data used by the

25 recording/reproducing apparatus. The CPU 170 controls



the ROM 160 or the nenory 180. The nenory 180 may be realized using, for
exanpl e, a nonvolatile nenory so as to 5 serve to store the program _
executed by the CPU 170 or data used by the CPU 170. Key sets used in the
encryption/decryption process performed by the device are also stored in
the menory 180. The key sets will be described [ater. The drive 190 reads,
(reproduces) digital 10 data fromthe storage nedium 195 by driving the
storage nmedium 195 capabl e of storln% and reproducing digital data, and
the drive 190 outputs the read digital %data over the 110. Conversely, if
digital data is received via the bus 110, the drive 190 supplies the
received data to the storage medium 15 195 so that the digital data is

stored olRbrPHR E?BF%g%ucheﬂﬁuﬁ??QgPEﬁhEOQ?Sréé@ Aedi the195 is a nedi um
opt | cal SFERCSHERFE BEMD b0 BecERachBanS: bhpt FEABraRsRTORSB0LRmgnet ¢
or esent. ERBodPieht6e gw%rﬁ@“rx‘r’ﬁ@&#"“’ T8 Fenbrx B0 P3 oS erovabl y
<5 g0 et Frg - L P e e e
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used by the CPU 170. Key sets used in the
encryption/decryption process performed by the device are
also stored in the memory 180. The key sets will be
described later. The drive 190 reads (reproduces) digital
10 data from the storage medium 195 by driving the storage
medium 195 capable of storing and reproducing digital data,
and the drive 190 outputs the read digital déta over the 110.
Conversely, if digital data is received via the bus 110, the
drive 190 supplies the received data to the storage medium
15 195 so that the digital data is stored onto the storage
medium 195.
The storage medium 195 is a medium capable of storing
digital data, and specific examples thereof include an
optical disk such as a DVD or a CD, a magnetooptical disk, a
20 magnetic disk, a magnetic tape, or a semiconductor memory
such as a RAM. 1In the present embodiment, the storage
medium 195 is assumed to be removably mounted on the drive
190, although the storage medium 195 may be disposed in a

fixed fashion in the recording/reproducing apparatus 100.

25 The cryptography means 150 shown in Fig. 2 may be



[Distribution keys on the basis of a tree structure] A manner of assigning
an encryption key to each device 5 and a manner of distribution data are
descri bed below for a case in which encrypted data is transmtted froma
device on the transm ssion side 10 to a device on the reception side 20
shown in Fig. 1. In Fig. 3, nunbers fromO to 15 at the bottom denote 10
respective devices on the content reception side 20. That 1is, |leaves in
the hierarchical tree structure shown_iin Fig. 3 denote respective devices.
When devices 0 to 15 are produced of éﬁiﬁped, or at a proper tinme
thereafter, a key set including a | eaf key 15 assigned to a | eaf
correspondi to a device and al so _including node keys assigned to
respecti%%aﬁgﬁ%g PFEREM oRe-GhpRthSE o WhARY| 8aftV¥arenarrdot in the
hierarchical .tree structure shown.in Fig. 3 is stored in each devi ce.
KO000 t%Pﬁhﬁﬁit%%% at° ﬂ%aﬁﬁt?eﬁhQﬁrgﬁﬁFeS denote | eaf keys 20 assigned

to the respectj.ve devices to 15, and KRto K111 at levels fromthe top
to the secondd’é"&eql Tt F f%rﬁ%ef RAHHR 1Hm RS HIRERBRL In the
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case in which encrypted data is transmitted from a device on
the transmission side 10 to a device on the reception side
20 shown in Fig. 1.
In Fig. 3, numbers from 0 to 15 at the bottom denote
10 respective devices on the content reception side 20. That
is, leaves in the hierarchical tree structure shown in Fig.
3 denote respective devices.
When devices 0 to 15 are produced or shipped, or at a
proper time thereafter, a key set including a leaf key
15 assigned to a leaf corresponding to a device and also
including node keys assigned to respective nodes present in
a path from that leaf to the root in the hierarchical tree
structure shown in Fig. 3 is stored in each device. K0000
to K1111 shown at the bottom of Fig. 3 denote leaf keys
20 assigned to the respective devices 0 to 15, and KR to K111
at levels from the top to the second level as counted from
the bottom denote node keys.
In the tree structure shown in Fig. 3, for example, a
device 0 has a leaf key K0000 and node keys K000, K00, KO,

25 and KR. Similarly, a device 5 has K0101, K010, K01, KO, and



in the specific exanple showmn in Fig. 3, the tree includes only sixteen
devices 0 to 15 and the tree has a symmetric 5 four-|level structure, the
tree may include a greater nunber of devices and nay have a different
nunber of | evels other than 4. Each device in the tree structure shown in
Fig. 3 my be of various types which may use various types of storage 10
medi a such as a storage device fixedly disposed in a device or a renovabl e
storage nedi umsuch as a DVD, a CD, an MD, or a flash nenory. Furthernore,
various types of application serV|Ge§1nﬁy be provided via this tree
structure. That is, the hierarchal tree structure for use in distribution
of 15 contents or content keys, such as that shown in Fig. 3, is forned so
as to addpt $ynilapl War@d@%v%Qﬁeé 5| K810hndKOVAy i K01, t ¥PesandpKReat i ons.
In a sys$§£1|n | udi ng. such vari ous tﬁfes of devices and various types of
s

appl i cat eyicetherkas Biblhrobbily Kb Klouprd. KReor BAkbhprah in Fig.
0, "%k eﬁaeégﬁéﬁfﬁﬁaué’%% e SRR bR B3t o1 abBeERPRMRFbRAERE
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payment 5%“&b6fbé§'and may have a different number of levels other
than 4.
Each device in the tree structure shown in Fig. 3 may
be of various types which may use various types of storage
10 media such as a storage device fixedly disposed in a device
or a removable storage medium such as a DVD, a CD, an MD, or
a flash memory. Furthermore, various types 6f application
services may be provided via this tree structure. That is,
the hierarchal tree structure for use in distribution of
15 contents or content keys, such as that shown in Fig. 3, is
formed so as to adapt to such various types devices and
various types applications.
In a system including such various types of devices and
various types of applications, parts thereof are properly
20 grouped. For example, in Fig. 3, a part enclosed by a
dotted line is set as one group including devices 0, 1, 2,
and 3, which use the same type of storage medium. For the
devices included in this group enclosed by the dotted line,

a common content in an encrypted form may be transmitted at

25 the same time from a provider, or a content key that can be



encrypted formto a provider or a clearance institution. Wen content
providers or institutions such as a clearance 5 institution transmt data
to devices, they may transmt data at the sanme tine to all devices 0, 1,

2, and 3 in the group enclosed by the dotted Iine in Fig. 3. The tree
shown in Fig. 3 may include a plurality of such groups. Content providers
or institutions such as a clearance institution, 10 which transmt and
receive data to and from devices, fu gtion as nessage data distribution
means. All node keys and | eaf keys may “bé nanaged in a unified fashion by
one key managenent center, or node keys and |eaf keys nmay be managed on a

basi s by nessage 15 data distribution neans such as
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it is poggipPhé LOme time to all devices 0, 1, 2, and 3 in the group
enclosed by the dotted line in Fig. 3. The tree shown in
Fig. 3 may include a plurality of such groups. Content
providers or institutions such as a clearance institution,
10 which transmit and receive data to and from devices,
function as message data distribution means.
All node keys and leaf keys may be managed in a unified
fashion by one key management center, or node keys and leaf
keys may be managed on a group-by-group basis by message
15 data distribution means such as providers or clearance
institutions that transmit and receive data to and from the
respective groups. In a case where secrecy of a key is
broken, node keys and leaf keys are renewed by the key
management center, the providers, or the clearance
20 institutions.
In the present tree structure, as can be seen from Fig.
3, all three devices 0, 1, 2, and 3 included in one group
have common node keys K00, KO, and KR. Use of such common

node keys makes it possible to provide, for example, a

25 common content key only to the devices 0, 1, 2, and 3. For



provide the content key that can be used in comon only by the devices 0,
1, 2, and 3, without necessitating an 5 additional key transm ssion \
process. If a content key Kcon 1is encrypted using the node key KOO and a
val ue Enc(KO0O, Kcon) obtained as a result of encryption is distributed to
the devices 0, 1, 2, and 3 via a network or a storage nedium then only
the devices 0, 1, 2, and 3 can acquire the content 10 key Kcon by
decrypting the encryption value Enc(KQQ, Kcon) wusing the node key KOO t hat
are held in conmon by these devi ces. 2ferlein, Enc(Ka, Kb) denotes data that
I's obtained by encrypting Kb using Ka. At a sonme point of time t, if it
turns out that keys 15 KO0011l, KO0Ol, KOO, KO, and KR held by the device 3
have bed¥amNeg nAdd e nade ey FRP sdrrtecdrofheld keyahbhdélereshrbken, it
IS needed to isolate the device 3 fromthe systemto  protect data
transni thred orrtkcilfe EHRLANRA A5t AIYrRD Kehcl il kg rors el & 0, 1,
2, and %2. E%%thgf urpose, it 20 is needed to_change the node keys KOOl
K00, KOPEWH-9&R % ‘ﬁ’éb’é%é‘%’( YR, cad thodrsed 13, CORMIIR AR th¥nsmit t he
new keys to,the devjces q% 1, d 2., Herein, K(t)aaa denotes a renewed
key of rda‘:t'vlutf:r?sofd't P]urbt i r'?éHFE%ﬂ MR fée%%rgl%%la{‘g AN D stribution of
reneped keys . é¥acri ed bel.ow.. - 54 Renewal_pf_ keys is gchi eved by
supptyi r?éﬁé‘s(tla%‘ eé’p&ersaé}ﬁ"fﬁ]bqrb(ﬁf%?%ﬁ 'calqu'“ é“rfy'bi?‘f%qu i Thi ock
( EKB) is encrypted using the node key K00 and a value Enc(KO00,
Kcon) obtained as a result of encryption is distributed to
the devices 0, 1, 2, and 3 via a network or a storage medium,
then only the devices 0, 1, 2, and 3 can acquire the content
10 key Kcon by decrypting the encryption value Enc (K00, Kcon)
using the node key K00 that are held in common by these
devices. Herein, Enc(Ka, Kb) denotes data that is obtained
by encrypting Kb using Ka.
At a some point of time t, if it turns out that keys
15 KO001l1, K001, KOO, KO, and KR held by the device 3 have been
analyzed by a hacker and secrecy of the key has been broken,
it is needed to isolate the device 3 from the system to
protect data transmitted or received in the system (group
including the devices 0, 1, 2, and 3). For this purpose, it
20 is needed to change the node keys K001, K00, KO, and KR to
new keys K(t)001, K(t)00, K(t)0, K(t)R and transmit the new
keys to the devices 0, 1, and 2. Herein, K(t)aaa denotes a
renewed key of generation of t obtained by renewing a key
Kaaa.

25 Distribution of renewed keys is described below.



such as that shown in Fig. 4(A) to the devices 0, 1, and 2 via a network
or a storage nedium The enabling key block 5 (EKB) includes encrypted new
keys to be distributed to devices corresponding to |leaves in the tree '
structure showmn in Fig. 3. The enabling key block (EKB) is also called a
key renewal block (KRB). The enabling key block (EKB) shown in Fig. 4(A) 10
i ncl udes bl ock data that can be used for renewal of keys only by devices
that need renewal of node keys. In thg specific exanple shown in Fig. 4,
the block data is produced for the™p Ppase of distributing renewed node
keys of generation of t to the devices 0, 1, and 2 in the tree 15
structure shown in Fig. 3. As can be seen fromFig. 3, the devices 0 and 1
need K(tBerewad 199 ket 1§ 13Fhirved leveupPRbiing ey stakk®l t he devi ce 2 needs
K(t)001, K(t)O00, K(t)0, .and K(;%R as_renewed node keys. As can be seen
from Fi FERRESENLINE MePGhdatCalbed Arrepahling kel hlrel (BXB) An

encr ypt (AHET 1A GHAE TRk o3P 119 DOACRY, TR eI RODIOL net i byt he
by decr Jptd h SRRRID R ASUAIE REFH e TS Ee el il e 2.
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bot tom i ki s corresponding to leaves in the tree structure shown
in Fig. 3. The enabling key block (EKB) is also called a
key renewal block (KRB).
The enabling key block (EKB) shown in Fig. 4(A)
10 includes block data that can be used for renewal of keys
only by devices that need renewal of node keys. 1In the
specific example shown in Fig. 4, the block data is produced
for the purpose of distributing renewed node keys of
generation of t to the devices 0, 1, and 2 in the tree
15 structure shown in Fig. 3. As can be seen from Fig. 3, the
devices 0 and 1 need K(t)00, K(t)0, and K(t)R as renewed
node keys, and the device 2 needs K(t)001l, K(t)00, K(t)oO,
and K(t)R as renewed node keys.
As can be seen from Fig. 4(A), the EKB includes a
20 plurality of encrypted keys. An encrypted key Enc(K0010,
K(t)001) described at the bottom is produced by encrypting
renewed node key K(t)001 by the leaf key K0010 held by the
device 2, and thus the device 2 can acquire the renewed node
key K(t)001 by decrypting Enc(K0010, K(t)001) using the leaf

25 key of the device 2. Using this renewed node key K(t)001



4(A) can be decrypted into the renewed node key K(t)00. Simlarly, an
encrypted key Enc(K((t)00, K(t)0) in the 5 second row as counted fromthe
top in Fig. 4(A) can be decrypted into the renewed node key K(t)0, and an
encrypted key Enc(K(t)0, K(t)R) at the top in Fig. 4(A) can be decrypted
into K(t)R On the other hand, for the devices KO000 and KO0OO1, the node
key KOOO is not needed to renew, 1.0 and thus only renewed keys K(t) 00,
K(t)0, and K(t)R are needed for the ggvices KOOOO and KO001. The devices
KOOOO and KOO0l acquire K(t)00 by dectrypting an encrypted key Enc(K000,
K(t)00) at the third row as counted fromthe top in Fig. 4(A), and acquire
the reneywed node key K(t)O by 15 decrypting the encrypted key Enc(K(t) 00,
K(t)o) & tﬂﬁ‘é‘ec%é’d@ndiwpésl%rﬂfe(ﬁﬁqw‘%% kesp Enf & ]%(

Furt hernore, K(t)R. s acquired decr ing the encrypted key Enc(K(t)O
K(t)R &(HRO) i ithe-isg % )r° RS i %‘%fgflf% hottqm i B 2 can
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distri b"&e%‘i‘yptt%dt r3.‘?’1tqoe\f:ihcieesreqxe\w'led q{bchez ‘key K(t)0, and an encrypted
key Enc(K(t)0, K(t)R) at the top in Fig. 4(A) can be
decrypted into K(t)R. On the other hand, for the devices
K0000 and K0001, the node key K000 is not needed to renew,
10 and thus only renewed keys K(t)00, K(t)0, and K(t)R are
needed for the devices K0000 and K0001. The devices K0000
and K0001 acquire K(t)00 by decrypting an encrypted key
Enc (K000, K(t)00) at the third row as counted from the top
in Fig. 4(A), and acquire the renewed node key K(t)0 by
15 decrypting the encrypted key Enc(K(t)00, K(t)0) at the
second row as counted from the top in Fig. 4(Ad).
Furthermore, K(t)R is acquired by decrypting the encrypted
key Enc(K(t)0, K(t)R) at the top in Fig. 4(A). In this way,
the devices 0, 1, and 2 can acquire the renewed key K(t)R.
20 In Fig. 4(A), indexes indicate the absolute addresses of the
node keys and leaf keys used as decryption keys.
In a case where the node keys K(t)0 and K(t)R in high
levels of the tree structure shown in Fig. 3 are not needed
to renew, but only the node key K00 is needed to renew, the

25 enabling key block (EKB) may be formed such as shown in Fig.



The EKB shown in Fig. 4(B) may be used to distribute a new content key to
be used in common by a particular group. 5 For exanple, let us assune that
the devices 0, 1, 2, and 3 in the group enclosed by the dotted line in Fig.
3 use a particular type of storage nedia and that a new commbn content
key K(t)con is needed. In this case, the renewed content key K(t)con for
use in common is encrypted using 10 K(t)O00 obtained by renewi ng the node
key KOO used in common by the devices 0, 1, 2, and 3, and resultant
encrypted data Enc(K(t), K(t)con) rs28istribut ed together with the EKB
shown in Fig. 4(B). This nethod of distribution allows data to be

di stributed such that the distributed data cannot be 15 decrypted by the

ot her déviRkesvheigbinsthe deanewed, nodgdtey K (1t he0 dean cee distixikamted® can
acquire the content key K(t)con that is valid at the point of time t by
decrypt i%Q & d9ickgRR é%; dat Anfbstr i bed above using K(t)00 that can be
obt ai ned by processing the EKB. 20 [Distribution of Content Key using EKB]
Fig. 5 illustiig KBy sdeus fine Fdgandi(Bomay hoodsad toedigtrddube @he devi ce
0 to obtain the content key Kt%éﬁrL which is valid at, the point of tinme t
from t h"FarSPIEERY K8y e k?{*‘(t(% 1N FARIPT RY 1 PR HRNMER F5PWher ypt i ng

Cogether 0 (THUHEL S Shath 9 %, TR LS AHELERR | be b via S8 & of age
medi um j!nn élpé Sgrcoahspe’er}c bsed’ tbeyntthkeeydo@égcf Ofiriles in Fig. 3 use a
particular type of storage media and that a new common
content key K(t)con is needed. 1In this case, the renewed
content key K(t)con for use in common is encrypted using
10 X(t)00 obtained by renewing the node key K00 used in common
by the devices 0, 1, 2, and 3, and resultant encrypted data
Enc(K(t), K(t)con) is distributed together with the EKB
shown in Fig. 4(B). This method of distribution allows data
to be distributed such that the distributed data cannot be
15 decrypted by the other devices such as a device 4.

That is, the devices 0, 1, and 2 can acquire the
content key K(t)con that is valid at the point of time t by
decrypting the encrypted data described above using K(t)O00
that can be obtained by processing the EKB.

20 [Distribution of Content Key using EKB]

Fig. 5 illustrates a specific example of a process
performed by the device 0 to obtain the content key K(t)con
which is valid at the point of time t from the data
Enc(K(t)00, K(t)con), which has been produced by encrypting

25 the new common content key K(t)con using K(t)00 and supplied



nmessage data encrypted by the EKB. As shown in Fig. 5, the device O
produces the node key 5 K(t)O0O0 by processing the EKB of the generation of
t stored on the storage nedi umusing the node key K000, which is already
held by the device 0, in a simlar manner as described above. Thereafter,
the renewed content key K(t)con is acquired by neans of decryption using
the renewed 10 node key K(t)00. Furthernore, the renewed content key
K(t)con is encrypted using the | eaf key KOOOO held only by the device 0 so
that the content key K(t)con can be~ugéd~at any tinme thereafter. [Fornmat
of EKB] 15 Fig. 6 shows an exanple of a format of an enabling key bl ock
(EKB). A version 601 is an identifier indicating the version of the

enabl i nd-aESEIRBHHKLYIERB)Ee BiR SRoWh oin sBigest (Bbttonthetdevieatd fyia he
newest EKB but also to indicate the correspondence with contents, The
dept h i i TeRERIT MREDIRunbER This £r352r okhe FeRE@RENKeR| Kk HeoBfiglevi ces
to which the enabling key block (EKB) is distributed. A data pointer 603
poi nts tRFSFAFR Aath Grcmted kY the BFR- enabl i ng key bl ock (EKB). A tag

poi nter 604 points to.a |l ocation of tag field, and a _signafure pointer
605 points t &t QR iigh Fiss or é"?‘:ﬂ ér%Yt 0 prgducef Fd& 1kPY606 i s

usedat 0 SLO[f L BREL IS S bR EDYERePL0k e £ohesiEgP! & data
on the storage medium using the nbde key K000, which is
already held by the device 0, in a similar manner as
described above. Thereafter, the renewed content key
K(t)con is acquired by means of decryption using the renewed

10 node key K(t)00. Furthermore, the renewed content key
K(t)con is encrypted using the leaf key K0000 held only by
the device 0 so that the content key K(t)con can be used at
any time thereafter.

[Format of EKB]

15 Fig. 6 shows an'example of a format of an enabling key
block (EKB). A version 601 is an identifier indicating the
version of the enabling key block (EKB). The version serves
not only to identify the newest EKB but also to indicate the
correspondence with contents. The depth indicates the

20 number of layers of a hierarchical tree of devices to which
the enabling key block (EKB) is distributed. A data pointer
603 points to a location of data field in the enabling key
block (EKB). A tag pointer 604 points to a location of a
tag field, and a signature pointer 605 points to a location

25 of a signature.



associated with a renewed node key, such as that shown in Fig. 5, 1is
stored in the data field. 5 The tag field 607 is used to store tags \
indicating the |locations of the encrypted node keys and | eaf key stored in
the data field. The rule of determining the tags is described below wth
reference to Fig. 7. In a specific exanple shown in Fig. 7, the enabling
key bl ock (EKB) 10 descri bed above with reference to Fig. 4(A) is
transmtted as the data. A table (b)_in Fig. 7 shows the data that is
transmtted in this specific exanpl €. rein, the address of a top node in
the encrypted keys is referred to as a top node address. In this case,
because a renewed root key 15 K(t)R is included in the encrypted keys, the

top node addiEsdafdc FedkRO6THS dfied e @YD engrypdeddata sush

dt I ti f the hi hi cal ' f Fig. 7.
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is |ower_ |eft. toc}he.éocation 20, of qﬁhe'g revi OUﬁ data? Wien there is data,
the tag IPLEALE Bt 12E091Ed APds r I AR R e R i data. The

t ag isErjgc‘ﬁ_ae%eqsedsdgonr%cggirgq:rqr%ﬁiaéééf dR—tag}, wherein L-tag denotes a
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the data field. The rule of determining the tags is

described below with reference to Fig. 7. 1In a specific

example shown in Fig. 7, the enabling key block (EKB)

10 described above with reference to Fig. 4(A) is transmitted
as the data. A table (b) in Fig. 7 shows the data that is
transmitted in this specific example. Herein, the address
of a top node in the encrypted keys is referred to as a top
node address. In this case, because a renewed root key

15 K(t)R is included in the encrypted keys, the top node
address becomes KR. The data Enc(K(t)0, K(t)R) at the top
correspond to a location of the hierarchical tree shown in
(a) of Fig. 7. The location in the hieratical tree for the
next data Enc(K(t)00, K(t)0) is lower left to the location

20 of the previous data. When there is data, the tag is set to
0, while the tag is set to 1 when there is no data. The tag
is represented in the form of {L-tag, R-tag}, wherein L-tag
denotes a left tag and R-tag denotes a right tag. 1In the
case of the data Enc(K(t)0, K(t)R) in the top row, there is

25 data to the left thereof, and thus the L-tag is set to 0,



manner. As a result, a sequence of data and a sequence of tags are
produced as shown in Fig. 7(c). 5 The tags indicate the |ocations of data
Enc(Kxxx, Kyyy) in the tree structure. Key data Enc(Kxxx, Kyyy) stored in
the data field is a sinple sequence of encrypted keys, and thus the tags
are used to indicate the locations, in the tree, of encrypted keys stored
in the data field. Instead 10 of using the tags, the locations in the tree
may be represented by addi ng node ingsxes to the corresponding encrypted
data, as described earlier with reférerncé to Fig. 4. Mre specifically,
t he node i ndexes may be added as follows. 15 0: Enc (K(t)O, K(t)root) 00:
Enc (K(t)00 K(t)g& 000 ; Enc (K (ﬁté 000, K (T) 00) and so on. However,
use of t¥RilfdEResRTRa%Ii8 FRt FediinberRysSenthREedikanoadatante thereat er
data size,is Zg needed to describe the data, which is undesirable in
transm sSTORt VFBEEERE woF RIS | ArRoFEF aLPT 2ilifatRadR areimilan as i ndex
data indicating the Iocatiﬁgs of keés, the_ |l ocations of keys can _be
i ndi cat SPBYCHat S5 iFeSLhhr | 2r5egaeacs; 98 d95aand, 2 $ga8eRRet8fFrig. o,
the formpt of EKB is.- 60 _described fyrther, signature is a digital
signatur%§g€G?f?e%F%§p%P€e?sn%ﬂ%ﬁ%nbﬂtyﬁgntzf?fﬁ content provider, or a
5 The tags indicate the locations of data Enc(Kxxx, Kyyy)
in the tree structure. Key data Enc(Kxxx, Kyyy) stored in
the data field is a simple sequence of encrypted keys, and
thus the tags are used to indicate the locations, in the
tree, of encrypted keys stored in the data field. 1Instead
10 of using the tags, the locations in the tree may be
represented by adding node indexes to the corresponding
encrypted data, as described earlier with reference to Fig.
4. More specifically, the node indexes may be added as
follows.
15 0: Enc (K(t)0, K(t)root)
00: Enc (K(t)00, K(t)0)
000 : Enc (K ((t) 000, K (T) 00)
and so on. However, use of the indexes results in
redundancy in the data, and thus a greater data size is
20 needed to describe the data, which is undesirable in
transmission via a network. 1In contrast, if the tags are
used as index data indicating the locations of keys, the
locations of keys can be indicated by data with a smaller

data size.

25 Referring back to Fig. 6, the format of EKB is



cl earance institution, which has issued the enabling key block (EKB). Wen
a device receives the EKB, the device 5 verifies the signature to determ ne
whet her the received enabling key block (EKB) is a correct one issued by
an authorized enabling key block (EKB) issuer. [Di stribution of a content
key and a content using an EKB] 10 In the exanple descri bed above, only
the content key is transmtted together with the EKB. A content encrypted
using a content key nay al so be transmtted together with a content key
encrypted using a content key encryptﬁ%n'key and the content key
encryption key encrypted using an EKB, as 15 descri bed below. Fig. 8 shows
a data format used for the present purpose. |In the data format shown in
Fig. 8(sesqideddurdnnenty signptiamtiss aladbgdradutignaturacrypting the
content usjing the content key (kcon). Enc(KEK Kcon) 802 is data produced
20 by efENFEMEPHR e keshmanademer Gantesi iy JaREehiREAVIASE, @crd/ption

key (KEK Enc(EKB KEK) ,803 denotes data produced by encrypting the
cont ent JJ@;P t{%‘é:yl K Whighd ac%e‘-%”'t‘rh?ﬂ itThe KA A keKB) . Herei n,

t he node ke (K 0 KO hown in Fi 25 the root key (KR) may
be enpl q\ﬁﬂ % ViGe reqeiy ‘%}F stevlq&y encrypt ed

usi ng ”\]reerniot%.eesk%e |g.og%g‘:lture to aetoérlﬁlhneer etthkeel.y éhKe )ren(':a J.vbe% enpl oyed.
enabling key block (EKB) is a correct one issued by an
authorized enabling key block (EKB) issuer.
[Distribution of a content key and a content using an
EKB]

10 In the example described above, only the content key is
transmitted together with the EKB. A content encrypted
using a content key may also be transmitted together with a
content key encrypted using a content key encryption key and
the content key encryption key encrypted using an EKB, as

15 described below.

Fig. 8 shows a data format used for the present purpose.
In the data format shown in Fig. 8(a), Enc(Kcon, content)
801 denotes data produced by encrypting the content using
the content key (kcon). Enc(KEK, Kcon) 802 is data produced

20 by encrypting the content key (Kcon) using the content key
encryption key (KEK). Enc(EKB, KEK) 803 denotes data
produced by encrypting the content key encryption key KEK
using the enabling key block (EKB).

Herein, the node key (K000, K00,...) shown in Fig. 3 or

25 the root key (KR) may be employed as the content key



Fig. 8(b) shows a data format that may be used when a plurality of
contents are stored on a nedium and all 5 contents use the sane encrypted
data Enc(EKB, KEK) 805. In this case, data pointing to Enc(EKB, KEK) is
added to the respective content data, instead of adding the same Enc(EKB,
KEK) to the respective content data. Fig. 9 shows an exanple in which the
content key 10 encryption key KEK is enpl oyed as a renewed node key K(t)O0O
to be used instead of the node key KCE)shomm in Fig. 3. In the case where
the device 3 in the group encl osed Dy the dotted Tine in Fig. 3 has been
revoked because of exposure of secrecy of a key, if the enabling key bl ock
(EKB) shown 15 in Fig. 9(a), data produced by encrypting the content key

( Kcon) lPsT}Qfg}’qu\’é“bd?ﬁ)éﬁi Pl ket iane 1t ke K (Ehdmodesih in Fig.
9(b), and data produced by encrypting the content usi P the content key
(Kcon) kP d{)oe'd"t'dt% tha HQothdiftter KT h Be kp splaved- is, to the

devices 0, 1, .20 the devices 0, 1, and 2 can_acquire the content. A
decryption pFB@éd%Kg)pépP&FnéddB§atﬁ@ &@ﬁ - MY SfoWFesh e & ght - hand

ey (KER LRI ig0)0 tdaﬁt“?m%?a‘gﬁei.#&re&ﬂﬁo&? B PR GO 15 Der for Mg a
SE 40t RS 1 e W e g %&@%gﬁ@fwﬁdza e
using K(tthQSO caJ)scL,f 'JE%A %@frpﬂr{fﬁ:c} %cﬂcﬁﬁﬁntKﬁ% is added to the
respective content data, instead of adding the same Enc(EKB,
KEK) to the respective content data.
Fig. 9 shows an example in which the content key
10 encryption key KEK is employed as a renewed node key K(t)00
to be used instead of the node key K00 shown in Fig. 3. 1In
the case where the device 3 in the group enclosed by the
dotted line in Fig. 3 has been revoked because of exposure
of secrecy of a key, if the enabling key block (EKB) shown
15 in Fig. 9(a), data produced by encrypting the content key
(Kcon) using the content key encryption key (KEK = K(t)00)
shown in Fig. 9(b), and data produced by encrypting the
content using the content key (Kcon) are supplied to the
other members in the group, that is, to the devices 0, 1,
20 and 2, the devices 0, 1, and 2 can acquire the content.
A decryption procedure performed by the device 0 is
shown on the right-hand side of Fig. 9. First, the device 0
acquires the content key decryption key (KEK = K(t)00) from
the received enabling key block by performing a decryption

25 process using the leaf key K000 held by the device 0. The



means of decryption using the content key Kcon. Thus, the device 0 can
obtain the content. Simlarly, the devices 1 5 and 2 can acquire the
content key encryption key (KEK = K(t)00) by processing the EKB accordi ng
to their own procedures and can further acquire the content. Even if the
devices 4, 5, 6, and so on of the other groups shown in Fig. 3 received
simlar data (EKB), they 10 cannot acquire the content key encryption key
(KEK = K(t)00) wusing the |eaf keys or _node keys held by them The revoked
device 3 can also not acquire the conént key encryption key (KEK =
K(t)00) using the | eaf key or node keys held by the device 3. Thus, only
the authorized devices can decrypt the 15 content and can use the decrypted
cont ent . dg%ice ¢ hkhenodequbres| bbe aephendtokeyrKaeni byi mgans ebntent key
using an_EKB nmakes it possible to securely distribute an encrypted content
using a @ﬁﬁFYPEHBﬁn?Sb$9dEfE)OguéﬁdtﬁhﬁabXYyaﬁﬂﬂhéﬁﬁZ§Heu§@B§e@§nbﬂecrypt
t he encr teg %g 8ontent, In the exanpl e descrjbed above, the enabling key
; e

bl ock ( CORYRHIOR NS 1AG (L hRcCRRERY bt KBY cKAPBAt , Thue, BReurely

di stributed,via.the network. ternatively, . th nabl j ng _key bl ock (EKB),
the cont3RY1REy? GAW $ﬂ%a%%cY€%t%ﬂnE%“Eont%ﬁ?}fﬂﬁiybetEFo?%Hl%ﬁsalstorage

el U, 25 BBl e S B eSS SRRl BB 22 e €
K(t)00) by processing the EKB according to their own
procedures and can further acquire the content.

Even if the devices 4, 5, 6, and so on of the other
groups shown in Fig. 3 received similar data (EKB), they

10 cannot acquire the content key encryption key (KEK = K(t)00)
using the leaf keys or node keys held by them. The revoked
device 3 can also not acquire the content key encryption key
(KEK = K(t)00) using the leaf key or node keys held by the
device 3. Thus, only the authorized devices can decrypt the

15 content and can use the decrypted content.

Thus, the above-described method of transmitting a
content key using an EKB makes it possible to securely
distribute an encrypted content using a small amount of data
such that only authorized users can decrypt the encrypted

20 content.

In the example described above, the enabling key block
(EKB), the content key, and the encrypted content, are
securely distributed via the network. Alternatively, the
enabling key block (EKB), the content key, and the encrypted

25 content, may be stored on a storage medium such as a DVD or



key, and the encrypted content to the user. In this case, if the encrypted
content and the enabling key block (EKB) 5 are stored on the sane storage
medi um so that the encrypted content can be decrypted using the content
key that can be obtained by decrypting the enabling key block (EKB), it is
possible to realize a sinple content distribution system that allows only
limted authorized user devices to use a 10 distributed encrypted content
by decrypting it using a | eaf key or _node keys held by the user devices.
Fig. 10 shows an exanple in which eﬁcﬁgpfed contents and enabling key

bl ocks (EKB) are stored together on a storage nedium In this specific
exampl e shown in Fig. 10, 15 contents Cl to C4 are stored on a storage

nedi um &neP diaR% theFeeX¥ase nediwm Ray pbedekerl bed weena t Bee¥ espect i ve
contents and enabling key blocks (EKB) is stored on the sane storage

medi um SREFFRY (PP R EN Gt R BRI RS VK BY Jekosk (BEBY; obh®1 ¢EEEM) i s al so
stored. For exapple, EKB 1 is_20 used to produce a content,K key Kconl used

to encryﬁﬁzth%p (ﬁﬁﬁeﬁﬁcf?ﬁt%ﬁmF??@fEFiEouE%% Y%eﬁroﬁﬁ%éigi%d%@%ﬂthkey

Ki 2 | i S,
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obtained by decrypting the enabling key block (EKB), it is
possible to realize a simple content distribution system
that allows only limited authorized user devices to use a

10 distributed encrypted content by decrypting it using a leaf
key or node keys held by the user devices.

Fig. 10 shows an example in which encrypted contents

and enabling key blocks (EKB) are stored together on a
storage medium. In this specific example shown in Fig. 10,

15 contents Cl to C4 are stored on a storage medium, and data
indicating the correspondence between the respective
contents and enabling key blocks (EKB) is stored on the same
storage medium, and furthermore an enabling key block of
version M (EKB_M) is also stored. For example, EKB 1 is

20 used to produce a content key Kconl used to encrypt the
content Cl, and EKB_2 is used to produce a content key Kcon2
used to encrypt the content C2. 1In this example, because
the enabling key block (EKB_M) of version M is stored on the
storage medium, and because the contents C3 and C4 are

25 related to the enabling key block (EKB_M), it is possible to



hand, because EKB 1 and EKB 2 are not stored on the disk, it is needed to
acquire themvia another neans such as a 5 network conmuni cati on or anot her
storage nediumto decrypt the content keys ClL and C2. Fig. 11 shows a '
conpari son between a process of distributing a content key using an EKB
and a process of distributing a content key according to the conventi onal
10 technique, for a case in which the content keys are distributed anong a
plurality of devices. The conventional technique is shown in the upper
half area (a) of Fig. 11, and the reéﬁnrque usi ng the enabling key bl ock
(EKB) according to the present invention is shown in the |ower 15 half
area (b) of Fig. 11. In Fig. 11, Ka(Kb) denotes data produced by
encrypt | 3@AKbrskhg) sentent tkey chow chlte opantertfinCuand a4 shpwn in (a),
aut henticati on and key exchange (AKE) are perfornmed between devices to
verify t¢@ﬁrY9%&Eﬂﬁ§H¢rﬁP%ﬁkﬂﬁ%c%@Wi%boﬁbvﬁ%%ﬁ;ﬂb-ar@nahhﬁowth%ﬂ devi ces
and to produce a session key Kses to be used in common by both devices. I|f
and onl y3Rd¢ (RECaNRS B chtaRM FEB 2 REQSROY | Storedeen Bhehtwhe key Kcon
S enc;¥$ted §£§9 t he session key, Kses and the resultant encrypted data
tReRFED5F

is tran ACHLES | hem SHRRRER MPRNS 18YSH %R acquire Kcon -
LIS s UHER E E e T RTINS
the content keys Cl and C2.

Fig. 11 shows a compafison between a process of
distributing a content key using an EKB and a process of
distributing a content key according to the conventional

10 technique, for a case in which the content keys are
distributed among a plurality of devices. The conventional
technique is shown in the upper half area (a) of Fig. 11,
and the technique using the enabling key block (EKB)
according to the present invention is shown in the lower

15 half area (b) of Fig. 11. 1In Fig. 11, Ka(Kb) denotes data
produced by encrypting Kb using Ka.

In the conventional technique, as shown in (a),
authentication and key exchange (AKE) are performed between
devices to verify that transmitting and receiving devices

20 are authorized devices and to produce a session key Kses to
be used in common by both devices. If and only if the
authentication is successfully passed, a content key Kcon is
encrypted using the session key Kses and the resultant
encrypted data is transmitted.

25 For example, a PC shown in Fig. ll(a) can acquire Kcon



acquired content key Kcon using a storage key Kstr held by the PC and
store resultant encrypted data into a nenory of 5 the PC. In Fig. 11(a),
even in a case where a content provider wants to transmt data such that °
only a storage device 1101 shown in Fig. 11(a) can use the data, if there
are a PC and a playback apparatus between the content provider and the 10
storage device 1101, it is needed to perform authentication as shown in
Fig. 11(a) and then transmt a content _key encrypted using a session key.
In this case, the PC and the playbacR®apparatus existing between them can
acquire the content key by decrypting the encrypted content key using 15
t he session key produced via the authentication process and acquired by
the PC W deyREiish@haninted 2ent@nt Heeytkres Eeen) ivs ing axanpl e shown
in the lower, half area (b) of Fig. 11 in which a content provider

transm tReEH-athif 85l ke oc FPERISIREKE dakhe (B¢ otan lenanypo the t he
specific exanple shown in Fig. 11(b)) produced by encrypting a content key
Kcon usidfAuLfshERey ke g%ﬁorkéiﬁ”i‘:haﬂ oA ke Bt hrivvld ithg t he

enabl i ng ke | oc EKB), only a devi ce, h can process the received
EKB, caﬁ:hp?ery% rarﬁcgesétﬂﬁfg irtﬁ?"(ngla&b‘hﬁ’?"erﬂ#eev@ il KAWIMOLY; Ofher ef or e,

[
| f ap quﬁii key block (EKB) is produced - 66 such that it can be used
onl y~ by devi‘ce | ocated on the right end in Fig. 11(b), and if the

enabl i ng keyx%‘%&%.(§§?£), even in a case where a content provider

wants to transmit data such that only a storage device 1101
shown in Fig. 11(a) can use the data, if there are a PC and
a playback apparatus between the content provider and the

10 storage device 1101, it is needed to perform authentication
as shown in Fig. 11(a) and then transmit a content key
encrypted using a session key. In this case, the PC and the
playback apparatus existing between them can acquire the
content key by decrypting the encrypted content key using

15 the session key produced via the authentication process and
acquired by the PC and the playback apparatus.

On the other hand, in the example shown in the lower
half area (b) of Fig. 11 in which a content provider
transmits an enabling key block (EKB) and data (Kroot(Kcon)

20 in the specific example shown in Fig. 11(b)) produced by
encrypting a content key Kcon using a node key or a root key
that is obtained by processing the enabling key block (EKB),
only a device, which can process the received EKB, can
perform decryption to acquire the content key Kcon.

25 - Therefore, if an enabling key block (EKB) is produced



Is transmtted together with data produced by encrypting a content key
Kcon using a node key or a root key that can be 5 obtai ned by processing
the EKB, a device such as a PC or a playback apparatus existing between
the content provider and the device on the right end cannot process the
EKB using the |eaf key or node key held in the PC or the playback
apparatus. Therefore, it is possible to securely transmt a 10 content key
that can be used only an authorized device w thout necessitating a process
between transmtting and receiving-d&% ces, such as authentication,
production of a session key, and encryption of the content key Kcon using
the session key. 15 Wien it is desired to transmt a content key such that
it can a$@ehpthakeilt byan hee PGseddonkhye by agbderkiappieaated of the enabling
key bl ock (EKB) is produced such that it can be processed by any of these-
devi ces Ghglkh erduin BEJal1blleh, tandute the ebabiangkkey bhockf (ERR)
resultant EKB is transmtted, 20 then these device can acquire the content
key. [DFStEransmbited tegethernvithtdakakpyodurad by epervbtieg kay bl ock
(EKB) (by neans of common ke cryptography)] In the distribution of data
or a keyCORTARL FEXEEPR 3S18G & HORe okRY (BKB} Eeebrkeyigthat ian be
above-descri bed,.techni que, : 67 . the enabling, key bl ock (EKB) and the
contgnt ptatued hy ko ?%@l?%aﬁh%r%K@raﬁsﬂ?gf%ﬁ BUthed® kT R are

encrypteglé§%gbk apparatus existing between the content provider and

the device on the right end cannot process the EKB using the
leaf key or node key held in the PC or the playback
apparatus. Therefore, it is possible to securely transmit a

10 content key that can be used only an authorized device
without necessitating a process between transmitting and
receiving devices, such as authentication, pfoduction of a
session key, and encryption of the content key Kcon using
the session key.

15 When it is desired to transmit a content key such that
it can also be used by the PC and the playback apparatus, if
an enabling key block (EKB) is produced such that it can be
processed by any of these devices which should be allowed to
use the content key, and if the resultant EKB is transmitted,

20 then these device can acquire the content key.

[Distribution of an authentication key using an
enabling key block (EKB) (by means of common key
cryptography) ]

In the distribution of data or a key using an enabling

25 key block (EKB) according to the above-described technique,



the sane form Therefore, there is a possibility that an wunauthorized copy
I's made by a so-called replay attack 5 technique in which data is stol en
and recorded by tapping a data transmission |ine and the recorded data is
transferred later. To prevent data from being copied in an unauthorized
manner, it is effective to performauthentication and key exchange as in
the conventional technique. Thus, herein, a 10 technique is disclosed in
whi ch an authentication key Kake wused in authentication and key exchange
is transmitted to a device, using an®nabling key bl ock (EKB) according to
the above-described techni que thereby allow ng the common aut hentication
key to be used as a secure secret key and 15 thus allow ng authentication
to be petheranabliner Beyigblockt kBKBomand kbe coppeoyr aphyheechntgoe. That
is, inthis technique, the authentication key is transmtted as nessage
dat a enck§pt ERabyarn ER@nsmigtedobehyesnadeuiags awehencryptednintohod
using 20 common key crygtography (according to | SO | ECO798-2). In the
exanpl e SR8wRaN® FPEm. 1oThgrefandn kbgrer it agpaprybidihyi §hatbased on the
DES is enpl oyed, ,anQther simlar comon key_cryptography techni que may

al so be U ﬁB¥B9EH?e nCePY. 1§ omadeqhy aes@-FRrliedgERBLAY e3thaGk4- hit 25
randam nunber . Rb and transm.ts Rb, together with an - 68 identifier |1D(b)
of the dﬁ??gglﬁﬁetbnaWééQ cdaka {4 SngﬁBngﬁdtBeFQEQFQiﬁﬁ FBPBABY| & b), the
devi ce Aaggge£9£§§mfssion line and the recorded data is transferred

later. To prevent data from being copied in an unauthorized
manner, it is effective to perform authentication and key
exchange as in the conventional technique. Thus, herein, a

10 technique is disclosed in which an authentication key Kake
used in authentication and key exchange is transmitted to a
device, using an enabling key block (EKB) acéording to the
above-described technique thereby allowing the common
authentication key to be used as a secure secret key and

15 thus allowing authentication to be performed according to
the common key cryptography technique. That is, in this
technique, the authentication key is transmitted as message
data encrypted by an EKB.

Fig. 12 shows a mutual authentication method using

20 common key cryptography (according to ISO/IEC9798-2).

In the example shown in Fig. 12, a common key
cryptography technique based on the DES is employed, another
similar common key cryptography technique may also be
employed. 1In Fig. 12, a device B first generates a 6.4-bit

25 random number Rb and transmits Rb, together with an



64-bit random nunber Ra and encrypts Ra, Rb, and ID(b) using a key Kab in
the CBC node of the DES, in the order of Ra, Rb, 5 and ID(b). The resultant
encrypted data is returned to the device B. Herein, the key Kab is a key
that is used as a secret key in common by the devices A and B and that is
stored in a storage device of each of the devices A and B. The encryption
using the key Kab in the CBC node of the DES 10 may be perforned as
follows. In the process using the DES, the exclusive OR between the
initial value and Ra is calcul ated~aR8 The result is encrypted by the DES
encryption unit using a key Kab thereby obtaining encrypted data El. The
exclusive OR between El and Rb is calculated and the 15 result is encrypted
by the DriemypkkigriHh(hief Bhedenicady, Waba t¢eyi®s dbt alhi ng encrypt ed
data E2. Furthernore, the  exclusive OR between the encrypted data E3 and

| D(b) i SFeIRARIR HRxEeeP M Resand TR(Rhcrihe ebice i TERratrs vdt i on
unit using the k%Y Kab t hereby obtaining 20 encrypted data E3. The obtai ned
encrypt Rf it Fnden E?mﬁ%l%%m %L‘F%IY?%SI?\?H&H'. and t e (Rewgng

20l Yoo Sy SO YER oo Al 95" S SRCI PR SaEeoeh i 2 vT 0g
FPECh ! 4 an 0, U Pl TR0 b e oL Y
aut henti&ea‘}iéw é<.ey l*%be:ni.r?, qpﬁ@il?q; hi?ab is a key that is used as a
secret key in common by the devices A and B and that is
stored in a storage device of each of the devices A and B.
The encryption using the key Kab in the CBC mode of the DES
10 may be performed as follows. In the process using the DES,
the exclusive OR between the initial value and Ra is
calculated and the result is encrypted by the DES encryption
unit using a key Kab thereby obtaining encrypted data El.
The exclusive OR between E1 and Rb is calculated and the
15 result is encrypted by the DES encryption unit using the key
Kab thereby obtaining encrypted data E2. Furthermore, the
exclusive OR between the encrypted data E3 and ID(b) is
calculated, and the result is encrypted by the DES
encryption unit using the key Kab thereby obtaining
20 encrypted data E3. The obtained encrypted data El to E3
(Token-AB) are transmitted.
If the device B receives the encrypted data, the device
B decrypts the received data using the key Kab

(authentication key) as the secret key used in common. More

25 specifically, the decryption of the received data is



random val ue Ra. Thereafter, the encrypted data E2 is decrypted using the
aut hentication key Kab. Rb is obtained 5 by cal cul ati ng excl usive OR

bet ween the resultant decrypted data and El. Finally, the encrypted data
E3 is decrypted using the authentication key Kab, and exclusive OR between
the resultant decrypted data and E2 is calculated to obtain ID(b). O Ra,

Rb, and I D(b) obtained via the above process, 10 Rb and I D(b) are conpared
with those transmitted fromthe device Bto verify whether they are

identical. If the wverification is 5u§3e§sfully passed, the device B
determnes that the device Ais an authorized device. Thereafter, the
devi ce B generates a session key (Kses) 15 which will be used after the

aut hent iRGEEUMEG R STl Qfe ke Lngles the rurFypter WAty Bl rihdom nunber).
Rb, Ra, and Kses are encrypted, in this order, using the authentication

key Kasl§Grintedms et aHd e cadion kenikaktq chtaindhiee A 20
Upon receivjng the data, the device A decrypts the received data using the
aut hent |’%3aﬁc1qyﬂ ‘1@39’%&15“.' THEeLealdsid the aglrE%WEere‘Hé%ﬁ%tFé?d 1% a sinilar
manner t decryption rformed by the device B, and thus it is, not

descri b«%qqg‘;‘tﬁé{oﬂ’&l e e icrkion fEeY Eabing B &8 Abtainesht aj ned,

o0 B0 MP A S D B L P SR e o R R T  o
determ'&%&é*&ﬂdtéfi(kﬁﬁﬁgily, the encrypted data E3 is decrypted
using the authentication key Kab, and exclusive OR between
the resultant decrypted data and E2 is calculated to obtain
ID(b). Of Ra, Rb, and ID(b) obtained via the above process,

10 Rb and ID(b) are compared with those transmitted from the
device B to verify whether they are identical. 1If the
verification is successfully passed, the device B determines
that the device A is an authorized device.

Thereafter, the device B generates a session key (Kses)

15 which will be used after the authentication (the session key
Kses is generated using a random number). Rb, Ra, and Kses
are encrypted, in this order, using the authentication key
Kab in the CBC mode of the DES and transmitted to the device
A.

20 Upon receiving the data, the device A decrypts the
received data using the authentication key Kab. The
received data can be decrypted in a similar manner to
decryption performed by the device B, and thus it is not
described in further detail herein. Thus, Rb, Ra and Kses

25 are obtained, and Rb and Ra are compared with the original



B is an authorized device. In communication perfornmed after the mnutual

aut henti cati on has been successfully passed, the 5 session key Kses is
used to secure the secrecy. In the case where the received data is
determned as being invalid in the above-described verification, the

mut ual authentication fails and the process is termnated. In the

aut henti cation process descri bed above, the 10 authentication key Kab is
used in common by both devices A and_B. This common key Kab is transmtted
to the devices by neans of the abovelBezcri bed t echni que using an enabling
key block (EKB). Mre specifically, in the exanple shown in Fig. 12, one
15 of devices A and B produces an enabling key block (EKB) such that it
can be &%y prrENIRitiRd diret e ideviesmd saikf die Brigbidatelorf g her
encrypts the authentication key Kab using _the produced enabling key bl ock
(KEB) arfraqestinkly passedsiiandewing vprdaternines that ditrdekigee.
Alternatively, 20 a third party may produce an enabling key bl ock (EKB)
that cdh e aAAPRPHRE ASHIGS: A ﬁh&%ﬁanﬁpn REEFRLMet after

aut hentication k Kah encrypt.ed ysing the produced enablin key bl ock
(Bt oty Ath e gt i, dias ety dipcsrarullinpassba. Fhscesses of
25 tgansm ft. a cqmopn authentication key Kake to a plurality - 71 of
deviées %?sr%é)ra}ﬁgce(% (}{[I P iR et%ﬁwrﬁly%bq?qﬁe%%y bl ock (EKB). In

the exanple %“OWﬂe'QaEEQWh%%E We received data is determined as

being invalid in the above-described verification, the
mutual authentication fails and the process is terminated.
In the authentication process described above, the
10 authentication key Kab is used in common by both devices A
and B. This common key Kab is transmitted to the devices by
means of the above-described technique using an enabling key
block (EKB).
More specifically, in the example shown in Fig. 12, one
15 of devices A and B produces an enabling key block (EKB) such
that it can be decrypted by the other device, and said one
of devices further encrypts the authentication key Kab using
the produced enabling key block (KEB) and transmits the
resultant encrypted data to the other device. Alternatively,
20 a third party may produce an enabling key block (EKB) that
can be used by both devices A and B, and may transmit an
authentication key Kab encrypted using the produced enabling
key block (EKB) to the devices A and B.
Figs. 13 and 14 show examples of processes of

25 transmitting a common authentication key Kake to a plurality



aut henti cati on key Kake that can be decrypted by devices O, 1, 2,.and 3 is
transmtted to these devices. In the exanple 5 shown in Fig. 14, of devices
0, 1, 2, 3, the device 3 is revoked, and an authentication key that can be
decrypted only by devices 0, 1, 2 is transmtted. In the exanple shown in
Fig. 13, data (b) produced by encrypting an authentication key Kake using
a renewed node 10 key K(t)00 is transmtted together with an enabling key
bl ock (EKB) produced such that the renewed node key K(t)00 can be obtained
by decrypting the EKB using node keys7&nd | eaf keys held by the respective
devices 0, 1, 2, and 3. As shown on the right-hand side of Fig. 13, each
device first 15 acquires the renewed node key K(t)00 by processing

(decr ypt Phgievheeskby snganfenf abhai EeghnhauguilRéngi aat Poablikayg keke by
decrypting the encrypted aut hentication key, Eng(K(téOO, Kake) using the
acqui redPhBaE KEGBKEt) BB, tEGefXpmPLReSBPWRhANOFREr ddvidBs 4, 5, 6, 7, and
so on 20 recejiyes the sane_enabljing key bl ock .(EKB), the device cannot

process RRENERBLEAFAGRaFABaRAKEYTRA ac?BaPeké9°E¥PHeébyytﬂEVHEQFCQIto
a1 e 115! SHeNed, BRUEkRillgOo Bse, hoyiaeBOSStE BubCatshilelY
oL e ook A B P E AR 0T, 11 ) e @By BB AT, L0 L
revoked PSG@H&&,Oénd an authentication key that can be decrypted
only by devices 0, 1, 2 is transmitted.
In the example shown in Fig. 13, data (b) produced by
encrypting an authentication key Kake using a renewed node
10 key K(t)00 is transmitted together with an enabling key
block (EKB) produced such that the renewed node key K(t)00
can be obtained by decrypting the EKB using node keys and
leaf keys held by the respective devices 0, 1, 2, and 3. As
shown on the right-hand side of Fig. 13, each device first
15 acquires the renewed node key K(t)00 by processing
(decrypting) the EKB and then acquires the authentication
key Kake by decrypting the encrypted authentication key
Enc(K(t)00, Kake) using the acquired node key K(t)O00.
Even if one of the other devices 4, 5, 6, 7, and so on
20 receives the same enabling key block (EKB), the device
cannot process the EKB using a node key or a leaf key held
by the device to acquire the renewed node key K(t)00. Thus,
it is possible to securely transmit the authentication key

only to authorized devices.

25 On the other hand, in the example shown in Fig. 14, in



exposure of secrecy of a key, an enabling key block (EKB) is -produced
such that it can be decrypted only by the other 5 nenbers of the group,

that is, the devices 0, 1, and 2, and the produced enabling key bl ock
(EKB) is transmtted. More specifically, the enabling key bl ock (EKB)
shown in Fig. 14(a) and the data, shown in Fig. 14(b), produced by
encrypting the authentication key (Kake) using the node key 10 (K(t)00) are
transmtted together. The decryption procedure is shown on the right-hand
side of Fig. 14. Each device 0, 1, and 2 Tirst acquires the renewed node
key (K(t)00) fromthe received enabling key block by perform ng decryption
using a | eaf key or a node 15 key held by the device. Thereafter, each

devi ce adqfitus lPﬁelauWhéﬁhlﬁhﬁldﬁVRG? Rala @%epemp@pnemgl@eedypyuon usi ng
K(t)00. Even if one_of the devices 4, 5, 6, and so on of the other groups
shown i nthPgdostedcdinedisi Fibar 3dhas PERB) revekedobeganse QéqU|re t he
renewed node key gK (t)00) using a leaf key or _a node ke hel d bé The
revoked 8§PPEHr§ §ns§F§8°Yn8F éc&&yreaphénﬁéﬁéﬂédkﬁUd QE% (RK ?0@? usi ng
a |l eaf ke he_ aut hori zed devi ces

can decf?%PdPﬁg aggﬁg Fﬁ%ﬁ?g%gcg Snﬂggg§PG§B|PP&Y2§YTﬁH§ other _
shove, ey, U8L DB, BLREABILCTLIe Byt forilogiucy Keyest o, o
using a the produced enabling key block (EKB) is transmitted. More
specifically, the enabling key block (EKB) shown in Fig.
l4(a) and the data, shown in Fig. 14(b), produced by
encrypting the authentication key (Kake) using the node key
10 (K(t)00) are transmitted together.

The decryption procedure is shown on the right-hand
side of Fig. 14. Each device 0, 1, and 2 first acquires the
renewed node key (K(t)00) from the received enabling key
block by performing decryption using a leaf key or a node

15 key held by the device. Thereafter, each device acquires
the authentication key Kake by performing decryption using
K(t)00.

Even if one of the devices 4, 5, 6, and so on of the

other groups shown in Fig. 3 received similar data (EKB), it

20 cannot acquire the renewed node key (K(t)00) using a leaf
key or a node key held by it. The revoked device 3 can also
not acquire the renewed node key (K(t)00) using a leaf key
or a node key held by it. Thus, only the authorized devices
can decrypt the authentication key and can use it.

25 Thus, the above-described method of transmitting an



smal | amount of data such that only authorized users can
encrypted authentication key. 5 [Distribution of a content key using a ‘
certificate and an enabling key bl ock (EKB)] Now, a nethod of

distributing a content key using a public key certificate and an enabling

public key

key block (EKB) is described below. First, a nethod of nutual
aut hentication 10 using 160-bit elliptic-curve cryptography which is one of

public key cryptography schenmes is de
15. Although ECC is enployed as the~™

process
may 15

decrypt the

§ribed below with reference to Fig.
% bl"i ¢ key cryptography schene in the

shown in Fig. 15, another simlar symretric key cryptography scheme

al so be enployed. Furthernore, the key size is not l[imted

to 160
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certificate and an enabling key block (EKB)]

Now, a method of distributing a content key using a
public key certificate and an enabling key block (EKB) is
described below. First, a method of mutual authentication
using 160-bit elliptic-curve cryptography which is one of
public key cryptography schemes is described below with
reference to Fig..15. Although ECC is employed as the
public key cryptography scheme in the process shown in Fig.
15, another similar symmetric key cryptography scheme may
also be employed. Furthermore, the key size is not limited
to 160 bits. In Fig. 15, first, a device B generates a 64-
bit random number Rb and transmits it to a device A. Upon
receiving Rb, the device A generates a 64-bit random number
Ra and a ransom number Ak smaller than a prime number p.
Point Av = Ak X G is calculated by multiplying a base point
G by Ak. A digital signature A.Sig for Ra, Rb, and Av (X
and Y coordinates) is then generated and transmitted
together with a public key certificate of the device A to
the device B. Herein, Ra and Rb have a length of 64 bits

and the X and Y coordinates of Av have a length of 160 bits,

ORyZeX USRHSYCRBor di nat es)
th a public key certificate
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Upon receiving the public key certificate of the device A Ra, Rb, Av, and
the digital signature A Sig, the digital 5 device B verifies whether Rb
received fromthe device Ais equal to the original value generated by the
device B. If the verification indicates that Rb is equal to the original
value, the digital signature witten in the public key certificate of the
device Ais then verified using the 10 public key of the certificate
authority, and the public key of the_device Ais extracted. Thereafter,
the digital signature A.Sigis ver i d7using the extracted public key of
the device A Thereafter, the device B generates a randon1nunber Bk 15
smal l er than the pring, nunber p. Thereafter, point By = Bk x Gis

cal cul at¥RA W%IF”%I%WQ%@M@ZW nks cgmemted\ @F t‘éﬂ‘;%l ggat ure

B.Sig fo X .,and Y coordinates) is then generated an

trangm ti%‘bgttlbg%ﬁ h‘g@r/8 \(ﬁ?lttrﬁa public key certificate of the device B to the

Rb. R AAV?OQE%%?%%W% wﬁ%ﬁ%ﬁs@g%?{thgl&‘%qeﬁ té%vd%mev it es
gener at gﬁabﬂy G B "fn YA} SR Gre i 19 S ol o equal
{0, 18e AR, A iBP 0 S Lol BB UL LAS S t%“?'c'
the Certé&dacftﬁ) %Hé]chl Q’lnﬁn%éﬂ?e pcj’&léxcaé( & by the device B.
the verification indicates that Rb is equal to the original
value, the digital signature written in the public key
certificate of the device A is then verified using the
10 public key of the certificate authority, and the public key
of the device A is extracted. Thereafter, the digital
signature A.Sig is verified using the extracted public key
of the device A.
Thereafter, the device B generates a random number Bk
15 smaller than the prime number p. Thereafter, point Bv = Bk
X G is calculated by multiplying the base point G by Bk. A
digital signature B.Sig for Rb, Ra, Bv (X and Y coordinates)
is then generated and transmitted together with a public key
certificate of the device B to the device A.
20 Upon receiving the public key certificate of the device
B, Rb, Ra, Av, and the digital signature B.Sig, the digital
device A verifies whether Ra received from the device B is
equal to the original value generated by the device A. If
the verification indicates that Ra is equal to the original

25 value, the digital signature written in the public key



of the device B is extracted. Thereafter, the digital signature B.Sig is
verified using the extracted public key 5 of the device B. If the
verification of the digital signature is successfully passed, the device A
regards the device B as being an authorized device. If the nutual

aut hentication is successfully passed, the device B calculates Bk x Av (by
multiplying the point Av 10 on the elliptic curve by Bk which is a random
nunber), and the device A cal cul ates ?% X By. Lower-order 64 bits of the X
coordi nates of the resultant points afe Used as a session key during
comuni cation performed thereafter (in the case where 64-bit keys are used
as symmetric, keys according to 15 the symmetric, key. cryptography). The
sessi on JTFBB"yaJee Heddta ey ¥R Yt ddien it 19d diskng g?h%npl oyi ng

| ower- order, 64 bit not her set of bits may al so be enplqQyed. In secret
communi & % e ot LTAE TR A EPTA Hon 3R S PUb Lich ke

oLanat e T Do {6 S SRS MHES MR RSy, 0 (e
ber 19| BB WS AP IS G 1 AR E L o o
cuemhl e o O o, O NG A TSP R 2 B0 T ke
performgigﬁge%¥g1is successfully passed, the device A regards the

device B as being an authorized device.

If the mutual authentication is successfully passed,
the device B calculates Bk x Av (by multiplying the point Av

10 on the elliptic curve by Bk which is a random number), and
the device A calculates Ak x Bv. Lower-order 64 bits of the
X coordinates of the resultant points are used as a session
key during communication performed thereafter (in the case
where 64-bit keys are used as symmetric keys according to

15 the symmetric key cryptography). The session key may be
generated from Y coordinates. Instead of employing lower-
order 64 bits, another set of bits may also be employed. 1In
secret communication performed after the mutual
authentication, a digital signature may be added to data

20 encrypted using a session key.

In the case where the digital signature or the received
data is determined as being invalid in the above-described
verification, the mutual authentication fails and the
process is terminated.

25 Fig. 16 shows an example of a process of distributing a



a content provider and a PC by nmeans of the public key cryptography
techni que described above with reference to Fig. 5 15. The content provider
produces an EKB that can be decrypted using a node key or a |leaf key held
by a playback apparatus or a storage nediumto which a content key is to
be transmtted. Thereafter, the encrypted content key E(Kcon) produced by
encrypting the content key using a 10 renewed node key and the enabling
key bl ock (EKB) are encrypted using 2 session key Kses produced via the
aut henti cati on between the content pr i der and the PC, and the resultant
data is transmtted to the PC. The PC decrypts, using the session key, the
content key 15 E(Kcon) encrypted using the renewed node key and the
enabl i nFREVERE JERY (EKE)9 arperliRkehrerehEigptedandi ay eraklirgsi on key,
and transmts the resultant.decrxgted data to the Ia¥back appar atus and
the stor5oe REFKMERRL: pI BbrSh« ApheRtIcatHon ke BEE e teeR quire
20 the content key Kcon. by decr ' usi ng a_node key or a |eaf key held
by them? tFE Lt &Eo%%é(%cgn%/p%é%dy%ﬂn u%f'nbh?h%ug]eh%v\ﬁ%iy node key and
t he enab] i lock (,EKB). 1n thi thod, if.and oply if authentication
bet ween é:{fétéé%ﬁ’n?@“ %‘T’%Wh%‘?e a%%S%’?%E? Ogﬁc‘ﬁ%@fﬁ?f ?)‘é%%:‘b‘? h‘f’rﬁs 25
cont gnt y o) Y, . US| n M@E% o] e d- 77 the
enabli ng éy%ﬁc@?ﬁ%&; %@%ﬁ%&%éﬁ%‘%gt%ere @ gli#é(u%{?lﬁgb? hat data can
be securglyrFA0sMd ks £MIad k& or a leaf key held by a playback
.apparatus or a storage medium to which a content key is to
be transmitted. Thereafter, the encrypted content key
E(Kcon) produced by encrypting the content key using a
10 renewed node key and the enabling key block (EKB) are
encrypted using a session key Kses produced via the
authentication between the content provider and the PC, and
the resultant data is transmitted to the PC.
The PC decrypts, using the session key, the content key
15 E(Kcon) encrypted using the renewed node key and the
enabling key block (EKB), which were both encrypted using
the session key, and transmits the resultant decrypted data
to the playback apparatus and the storage medium.
The playback apparatus and the storage medium acquire
20 the content key Kcon by decrypting, using a node key or a
leaf key held by them, the content key E(Kcon) encrypted
using the renewed node key and the enabling key block (EKB).
In this method, if and only if authentication between

the content provider and the PC is successfully passed, the

25 content key E(Kcon) encrypted using the renewed node key and



aut hori zed device even in a situation in which secrecy of a node key has
been exposed. 5 [Distribution of a program code using an enabling key

bl ock (EKB)] In the exanpl es descri bed above, data such as a content key,
an authentication key, or the like is encrypted using an enabling key

bl ock (EKB) and resultant encrypted data is 10 transmtted. Various kinds
of program codes may also be transmtted in a simlar manner using an
enabling key block (EKB). In this caiﬁ, a programcode is transnitted as
nmessage data encrypted using an EKB~ e process is described in further
detail below 15 Fig. 17 shows an exanple of a process of transmtting a
program code between devices after encrypting it using, for exanple, a
renewed HRReCRRL +%%Ibﬂ%dblﬂcﬁn(%%%blﬁﬁ% RE?“SBLBEﬂd(EREErGHVdeV|ce 1701
produces an enpablin bl ock laéEKB t can be decrypted using a node
key or 2SPRYFLRGL @% H@%ﬁah?a% Ve “ﬁ? Eﬁﬂn%PéBt%¢o%%€%st@a§% by
encrypti ro m code using a repewed, node I hcluded in the
enabllnga§%§°¥¢%ﬁ EXEFS aYeR r R A 13ty B%%P|h@ wﬁ§c%|%%%re?¥}@§ and the
encr ypt t ransmtted t the device 1702. The device 1702
ach|resg?%g géﬁ % ?ﬁﬁﬁa?ﬁ@ %S'ZS processing the received EKB, and then

acqw res the Wl%q{’f}rﬂutlo% éﬂie@%ﬁ yc%d&%gﬂx 1y ré’rpatbe.l.dirpg Cfc%r am code

using the qU|re reneved
block (EKB)]

In the examples described above, data such as a content
key, an authentication key, or the like is encrypted using
an enabling key block (EKB) and resultant encrypted data is

10 transmitted. Various kinds of program codes may also be
transmitted in a similar manner using an enabling key block
(EKB). In this case, a program code is transmitted as
message data encrypted using an EKB. The process is
described in further detail below.

15 Fig. 17 shows ah example of a process of transmitting a
program code between devices after encrypting it using, for
example, a renewed node key included in an enabling key
block (EKB). A device 1701 produces an enabling key block
(EKB) that can be decrypted using a node key or a leaf key

20 held by a device 1702 and also produces data by encrypting a
program code using a renewed node key included in the
enabling key block (EKB). The resultant enabling key block
(EKB) and the encrypted data are transmitted to the device
1702. The device 1702 acquires the renewed node key by

25 processing the received EKB, and then acquires the program



In the exanple shown in Fig. 17, the device 1702 further executes the
acquired programcode and returns the 5 result to the device 1701.
Dependi ng on the result, the device 1701 perfornms a further process. As
descri bed above, by transmitting an enabling key block (EKB) and a program
code encrypted using a renewed node key included in the enabling key bl ock
(EKB), it 10 becones possible to transmt the program code, which can be
decrypted only by a specific device, tqo that specific device or a specific
group shown.in Fig. 3. [Addition of —ad i itegrity check value (ICV) to a
content to be transmtted] 15 A nethod is now described for preventing a
content from being tanpered with, by determ ning whether the content has
been t angrdedyideckyptRg beke eReryptedt PLRYIIN cheds waing the CV)

cal culated for the content. The integrity check value (ICV) of a content

i s 20 caAREHLred renpwed sede key. applylng a hash function to the content
such that I1CV = hash(Kicy, Cl, C21 wherein Kicv, is an |ICV generation
key, and d df t&® S*AMBd SR AN e?'s‘&rcﬂa%e&% tdffe“fll’f'éa dott%ent represent ed

i n messa authentlcatlo codes [ MA 25 Fi 8 ustrates exanpl e
of B pr JRDcUier SRaeites CThA R AR TAT TR HoodR Y OBk RS ot fon.  AS

showg 105k €8 tfe BSFRIE 1P0P° 'BEDSHALAG Soh Se Rl VLSS L Mhe
device 1701 performs a further process.

As described above, by transmitting an enabling key
block (EKB) and a program code encrypted using a renewed
node key included in the enabling key block (EKB), it

10 becomes possible to transmit the program code, which can be
decrypted only by a specific device, to that specific device
or a specific group shown in Fig. 3.

[Addition of an integrity check value (ICV) to a
content to be transmitted]

15 A method is now described for preventing a content from
being tampered with, by determining whether the content has
been tampered with on the basis of an integrity check value
(ICV) calculated for the content.

‘The iﬁtegrity check value (ICV) of a content is

20 calculated, for example, by applying a hash function to the

content such that ICV = hash(Kicv, Cl, C2,...) wherein Kicv
is an ICV generation key, and Cl and C2 are information
associated with the content represented in message
authentication codes (MAC).

25 Fig. 18 illustrates an example of a process of



parts each consisting of 8 bytes (hereinafter, divided parts of the

nmessage are denoted by ML, M2,..., MN). First, the 5 exclusive OR between
an initial value (1V) and ML is calculated (wherein the result is '
represented by 11). Thereafter, Ii is applied to a DES encryption unit to

encrypt 11 using a key (K1) (wherein the encrypted output is denoted by
El). The exclusive OR between El and M2 is then 10 cal cul ated, and the
result 12 is applied to the DES encrégtion unit to encrypt it using a key
K1 (wherein the resultant output i§ noted by E2). Thereafter, the above
process is repeated until the all parts of the nessage are encrypted. The
final output EN is enployed as a nessage 15 authentication code (MAC). An
i ntegri tB/rQFHHE:Jf@‘!/aﬁ‘hg‘B(q ¥Alug hnhaneans f PES eneuyReiPhy AHISHWN a hash
function, to the MAC value of the content and the | CV generation key. The
| OV genettEd onl 8¢ He MRRIAISILQ HRe orARFRLtked ohHA EHLIRE B | CV that has
20 been produced,, for exa Ieva¥he the contenf is generated _and that is
quar ant SRF R SRR FONTITIoANg \of LLLBHES ( BRFEIRATLET ol EHAYh (PR LEs
determned to be valid without  bein ed mﬁtkw If they are different,
the. contThttha MeRRagtidhe GRRALTD e t dber ool Wi ): | A5 atibuti on of
a geperaty %& ' intearity. + h wﬂk I CV) using an EKB]
2 OrBer AL S ol AT B0 ERY) gl ' 2
calculated (wherein the result is represented by Il).
Thereafter, Il is applied to a DES encryption unit to
encrypt Il using a key (K1) (wherein the encrypted output is
denoted by El1). The exclusive OR between E1 and M2 is then
10 calculated, and the result I2 is applied to the DES
encryption unit to encrypt it using a key K1 (wherein the
resultant output is denoted by E2). Thereafter, the above
process is repeated until the all parts of the message are
encrypted. The final output EN is employed as a message
15 authentication code (MAC).
An integrity check value (ICV) of the content is
produced by applying a hash function to the MAC value of the
content and the ICV generation key. The ICV generated on
the basis of the content is compared with an ICV that has
20 been produced, for example, when the content is generated
and that is guaranteed as valid. If both values are
identical, the content is determined to be valid without
being tampered with. If they are different, the content is

determined to have been tampered with.

25 [Distribution of a generation key Kicv of an integrity



integrity check value (ICV) using an enabling key block (EKB) is described
below. That is, in this case, the 5 generation key Kicv of the integrity
check value (ICV)authentication key is transmtted as nmessage data
encrypted using the EKB. Figs. 19 and 20 show specific exanples of manners
of transmtting, using an enabling key block (EKB), an 10 integrity check
val ue generation key Kicv used to verify that the content has not been
tanpered with, in a situation in which the same content is transmtted to
a plurality of device. In the exanﬁl%osﬁomn in Fig. 19, an I CV generation
key Kicv that can be decrypted by devices 0, 1, 2, and 3 is 15 transmtted
to these devices. In the exanple shown in Fig. 20, of devices 0, 1, 2, 3,
t he devicdeck jvalus Jid&y) arfdngh an &KBkner ati on key Kicv that can be
decrypted only by devices O, 1, 2.is transmtted. In the exanple shown in
Fig. 19, dat#& PEPcﬁﬁédGéeGrﬂystGtéﬁGr@p@@ﬁ@ﬁ%?qqgvk§@h§ﬂ§Wi@Ep@@y Kei v
using a  renewed node key K(t)00 is transmtted together with an enabling

key bl JAEERDYY m RLUFH ]iqy_a)t Y He @RS 8y 1IRX9BD  can be
e L
Fig. .19, each .devige fir.st - acqui res. the renewed node key K(t)00 by
proc ssi%d‘erﬁ;‘elcoﬂ/ qynd§lqvhé’é@ea Lﬁ%%cﬁn? ‘f‘%@"efc,\/ generati on
(ICV)authentication key is transmitted as message data
encrypted using the EKB.
Figs. 19 and 20 show specific examples of manners of
transmitting, using an enabling key block (EKB), an
10 integrity check value generation key Kicv used to verify
that the content has not been tampered with, in a situation
in which the same content is transmitted to a plurality of
device. In the example shown in Fig. 19, an ICV generation
key Kicv that can be decrypted by devices 0, 1, 2, and 3 is
15 transmitted to these devices. In the example shown in Fig.
20, of devices 0, 1, 2, 3, the device 3 is revoked, and an
ICV generation key Kicv that can be decrypted only by
devices 0, 1, 2 is transmitted.
In the example shown in Fig. 19, data (b) produced by
20 encrypting an ICV generation key Kciv using a renewed node
key K(t)00 is transmitted together with an enabling key
block (EKB) produced such that the renewed node key K(t)00
can be obtained by decrypting the EKB using node keys and

leaf keys held by the respective devices 0, 1, 2, and 3. As

25 shown on the right-hand side of Fig. 19, each device first



key Kicv by decrypting the encrypted I CV generation key Enc(K(t)O00, Kicv)
using the acquired node key K(t)00. 5 Even if one of the other devices 4,

5, 6, 7, and so on receives the same enabling key block (EKB), the device
cannot process the EKB using a node key or a | eaf key held by the device

to acquire the renewed node key K(t)00. Thus, it is possible to securely
transmt the I1CV generation key 10 only to authorized devices. On the
ot her hand, in the exanple shown in Fig. 20, in a situation in which the

device 3 in the group encl osed by Thefdotted line in Fig. 3 has been
revoked because of exposure of secrecy of a key, an enabling key bl ock
(EKB) is 15 produced such that it can be decrypted only by the other
menber s aFARHE st ranawed flodeh&ale K (L O byl praressinhd the produced
enabling key block (EKB) is transmitted. More specifically, the enabling
key bl odidqmMBt diowthen BKRy andgihign acguiresidite Xhbweneratipn 20(b),
(K1) 00y EOERERimAReH Bdget e SRR AR K&Y shown on ¢ he
*enoved ISR O EFD0) i he ARt died 16y 184S bl ock by
fovi Be. Ther BSPROLE BRENCRCSREe SRbgH PE¥icRRo drcy ‘glnerat PBA By SR cu' by
perfor mrr?e%eq.%rsymhieoga“\%i %abling key block (EKB), the device
cannot prdcess the EKB using a node key or a leaf key held
by the device to acquire the renewed node key K(t)00. Thus,
it is possible to securely transmit the ICV generation key
10 only to authorized devices.
On the other hand, in the example shown in Fig. 20, in
a situation in which the device 3 in the group enclosed by
the dotted line in Fig. 3 has been revoked because of
exposure of secrecy of a key, an enabling key block (EKB) is
15 produced such that it can be decrypted only by the other
members of the group, that is, the devices 0, 1, and 2, and
the produced enabling key block (EKB) is transmitted. More
specifically, the enabling key block (EKB) shown in Fig.
20(a) and the data, shown in Fig. 20(b), produced by
20 encrypting the ICV generation key (Kicv) using the node key
(K(t)00) are transmitted together.
The decryption procedure is shown on the right-hand
side of Fig. 20. Each device 0, 1, and 2 first acquires the

renewed node key (K(t)00) from the received enabling key

25 block by performing decryption using a leaf key or a node



K(t)00. Even if one of the devices 4, 5, 6, and so on of the 5 other groups
shown in Fig. 3 received simlar data (EKB), it cannot acquire the renewed
node key (K(t)00) using a leaf key or a node key held by it. The revoked
device 3 can also not acquire the renewed node key (K(t)00) using a | eaf
key or a node key held by it. Thus, only the authorized devices 10 can
decrypt the I CV generation key and can use it. Thus, the above-descri bed
met hod of transmtting an ICV generajjon key using an EKB nmaekes it
possible to securely transmt the T géneration key using a small anount
of data such that only authorized users can decrypt the encrypted 15 I CV
generatlon key. As described above, by using the integrity check val ue
(1CV) of %é‘%t@’ntthq tqusl%ss@}Q,rqa(ﬁtrﬂre'veQﬁch eHae ARAuines encrypt ed
cont ent fron1be| pi.ed in an unaythorized manner. For, exanple, as shown
in Fig. eg’fsr@tvbl?é‘r &ey X Vo hle RETEOTINNS IAHERRI Uit ored on
a madluméi ogether with an enabling key block (EKB) from which content
keys asdddi'#A%d with the contents d and C2 can be acquired, if the data

is directly | ed onto n%g t he 4C0 e and contenhs can be
used by any gggpcéftﬁﬁf ef gcgkﬂﬂce§5 the 'ERB. an £0 PR Onfh&st, in the
exa o%gh\g]r#%d&#fh%%b )1n %%.CJ] f%e@oélvzeeqd g%lua{? 'cpactaUd(%ﬁ(B )St e ed

t her
cannot acquire the renewed node key (K(t)00) using a leaf

key or a node key held by it. The revoked device 3 can also

not acquire the renewed node key (K(t)00) using a leaf key

or a node key held by it. Thus, only the authorized devices
10 can decrypt the ICV generation key and can use it.

Thus, the above-described method of transmitting an ICV
generation key using an EKB makes it possible to securely
transmit the ICV generation key using a small amount of data
such that only authorized users can decrypt the encrypted

15 ICV generation key.

As described above, by using the integrity check value
(ICV) of the content, it is possible to prevent the EKB and
the encrypted content from being copied in an unauthorized
manner. For example, as shown in Fig. 21, in a case where a

20 content C1 and a content C2 are stored on a medium 1
together with an enabling key block (EKB) from which content
keys associated with the contents Cl and C2 can be acquired,
if the data is directly copied onto a medium 2, the copied
EKB and contents can be used by any device that can decrypt

25 the EKB.



check value (ICV(Cl, C2)) associated with contents in addition to the
contents. Herein, ICV(Cl, C2) denotes an 5 integrity check val ue obtai ned
by applying a hash function to the content Cl and the content C2 such that
ICvV = hash(Kicv, Cl, C2). In the exanple shown in Fig. 21(b), the content
1 and the content 2 are stored on a nedium1l in an authorized manner, and
the integrity check value (I1CV(Cl, 10 C2)) produced on the basis of the
content Cl and the content C2 is alsg stored thereon. On the other hand,
the content 1 is stored on a nedium 93i A an aut hori zed manner, and the
integrity check value (1CV(Cl)) produced on the basis of the <content C is
also stored thereon. In this situation, if 15 data {EKB, content 2} is

copi ed from tHe GARLEAHTY tid tthe exampif Bhoymed iFig=grd k(P lohadach al ue
ICV(C1l, C2). is, produced by the nmedium?2, and it turns out that the new

i ntegri t%P%‘H?e‘”ckz%al%dw“ e et s 15errethet o @R 130 cHRERITHEY ue Ki cv(Cl)

oLored Thade FEFE A U o o a5 o el AR i 12 Deen
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hash(Kicv, C1, C2). In the example shown in Fig. 21(b), the
content 1 and the content 2 are stored on a medium 1 in an
authorized manner, and the integrity check wvalue (ICV(Cl,
10 C2)) produced on the basis of the content Cl1 and the content
C2 is also stored thereon. On the other hand, the content 1
is stored on a medium 2 in an authorized manner, and the
integrity check value (ICV(Cl)) produced on the basis of the
content Cl is also stored thereon. 1In this situation, if
15 data {EKB, content 2} is copied from the medium 1 to the
medium 2, a new integrity check value ICV(Cl, C2) is
produced by the medium 2, and it turns out that the new
integrity check value is different from the integrity check
value Kicv(Cl) stored on the medium 2. Thus, it turns out
20 that the content has been tampered with or a new content has
been copied in an unauthorized manner. When a device plays
back a medium, if, before starting playback, the device
checks the ICV to determine whether the generated ICV and

the original ICV stored on the medium are identical to each

25 other, and if playback is not performed when two values are



To further enhance the security, the integrity check value (ICV) of a
content may be rewitten into a value 5 produced on the basis of data

i ncluding a counter value such that |ICV = hash(Kicv, counter + 1, CI,
C2,...), where the counter value (counter + 1) is increnented by 1 each
time the ICVis rewitten. It is required that the counter value be
stored in a secure nenory. 10 In a case where an integrity check val ue
(ICV) of a content cannot be stored gﬂ t he sane medi um as that on which
the content is stored, the integrity eck value (1CV) of the content may
be stored on a nediumdifferently fromthe content. 15 For exanple, when a
content is stored on read-only nmediumor a usual MO that does not have a

copy prd’c‘gctiimtj%;agﬁq i9ach iqthat i niteghs tBPShidRke Vi rrqyenh ams st ored on
the sane nedium, the ICV can be rewitten by an unauthorized user, the
securi t PIEHHRF126H S0 KHRA T19P hrina Rleveddadhe 10V is
sLored on 2 BeculsclEd dhanc Moet MBS nd content copy gont ol
ChSun L R (i) B2 ogBRH R S AR, i O (0 ehec
el o CHR S B, i, TR ol AL YR
”Ediu”‘@%d% ICV = hash(Kicv, counter + 1, Cl, C2,...), where the
counter value (counter + 1) is incremented by 1 each time
the ICV is rewritten. It is required that the counter value
be stored in a secure memory.
10 In a case where an integrity check value (ICV) of a
content cannot be stored on the same medium as that on which
the content is stored, the integrity check value (ICV) of
the content may be stored on a medium differently from the
content.
15 For example, when a content is stored on a read-only
medium or a usual MO that does not have a copy protection
capability, if an integrity check value (ICV) is stored on
the same medium, the ICV can be rewritten by an unauthorized
user, the security of the ICV cannot be achieved. 1In such a
20 case, the ICV is stored on a secure medium on a host machine,
and content copy control (such as check-in/check-out, move)
is performed using the ICV, thereby ensuring that the ICV is
securely managed and making it possible to check whether the

content has been tampered with.

25 Fig. 22 shows a specific example of the process for the



usual MO, which does not have a copy protection capability, and an
integrity check value (1 CV) associated with these 5 contents is stored on a
secure medi um 2202 on a host machine which is not allowed to be accessed
by a user, thereby preventing the integrity check value (ICV) from being
rewitten in an unauthorized manner. If, before a device starts playback of
the medi um 2201 nounted thereon, a PC or 10 a server serving as the host
machi ne checks the I1CV to determ ne ggether pl ayback should be allowed, it
Is possible to prevent an unauthoriz Copy of a content or a tanpered
content from being played back. [Categorization of a hierarchical tree
structure 15 In the above exanpl es, encryption keys are produced into
the forn*BPve PREPRFRhi cB thie examelarshoynchnaEighat2, saenpkenbsFig. 3,
including a root key, node_keys, and |leaf keys, and data such as a content
key, an %ﬁ?h%ﬁ??%%lgﬁnaH%?@lu%ni?Qihg%H%Pa?Foﬂ keyd-orly Bed4HBnPEORe s
encrypted an trapsmtted together with an enabling key bl ock (EKB). The
hierarch?%%?ftﬁge whichidees (Fat RRY?nRsCPRE HBﬁEeRE§8no Xp?hélFFXe may be

cat e00r | 268 FRCRLEANLED ISk YRERE! RN 558er AP HEHE' BESES Shr o e
TS SoEeftd! B ORI, A% S5TED. ERLBE) 2ihacol’ Fos ARARTRET, ™
exanpl e ﬁﬁf@ﬁ iQ Sgg'allowed to be accessed by a user, thereby

preventing the integrity check value (ICV) from being

rewritten in an unauthorized manner. 1If, before a device

starts playback of the medium 2201 mounted thereon, a PC or

10 a server serving as the host machine checks the ICV to
determine whether playback should be allowed, it is possible
to prevent an unauthorized copy of a content.or a tampered
content from being played back.

[Categorization of a hierarchical tree structure]

15 In the above examples, encryption keys are produced
into the form of a hierarchical tree structure, such as that
shown in Fig. 3, including a root key, node keys, and leaf
keys, and data such as a content key, an authentication key,
an ICV generation key, or a program code is encrypted and

20 transmitted together with an enabling key block (EKB). The
hierarchical tree structure that defines the node keys or
the like may be categorized according to the types of
devices, and renewal of keys, transmission of encryption
keys, and transmission of data may be performed in a more

25 efficient manner as described below.



23, a root key Kroot 2301 is disposed at the top of the hierarchical tree
structure, node keys 2302 are disposed in 5 mddle |levels, and | eaf keys
2303 are disposed at the bottom Each device has a set of keys including a
| eaf key of the device itself, the root key, and node keys existing in the
path fromthe | eaf key to the root key. By way of exanple, it is assuned
herein that nodes in 10 an Mh level as counted fromthe top are defined
as category nodes 2304. That is, the_nodes in the Mh level are enployed
to define specific categories of devi88s™ One node at the Mh level is
enpl oyed as a top node, and nodes and |eaves that exist at the (Mrl)th
| evel and |ower levels in 15 paths originating fromthat top node are
defined to b&igi-n@Bufb@visn aphexai@Pdgoy gadiegivad aad e afoFheode. For
exanpl e, one naode 2305 in the Mh level in Fig. 23 _is enployed to define a
cat egor PIRTALRHGAL fiek S YRUGHdE e marld "thih PXIMRLe FhPYR b F ¥4 sting in
paths originating 20 fromthis node are defined to correspond to various
devi ces 2rsihd P FEQA 12 I oy i HFRIP ehA e iR b P AL "theory
sticks". .That is, set of nodes includjng the 2305.. and associ at ed
over - | SUEE ARSI G e I AT KR D S G ETRORSH oor v of
MenoLy St . 25 Furtherpore Ievq%; at_is,lower than the Mh |evel -
57 By B T B IR DL A < R R S oM es
2306. F%{acﬁf(%i%e q%ssfhovg'leﬂ Qn‘!:'lgé szgﬁ.nc?llpé)ﬂ?g ti]afeaf key of the
4 Yy
device itself, the root key, and node keys existing in the
path from the leaf key to the root key.
By way of example, it is assumed herein that nodes in
10 an Mth level as counted from the top are defined as category
nodes 2304. That is, the nodes in the Mth level are
employed to define specific categories of devices. One node
at the Mth level is employed as a top node, and nodes and
leaves that exist at the (M+l)th level and lower levels in
15 paths originating from that top node are defined to be
included in the category assigned to the top node.
| For example, one node 2305 in the Mth level in Fig. 23
is employed to define a category of "memory sticks (trade
mark)", and nodes and leaves existing in paths originating
20 from this node are defined to correspond to various devices
using a memory stick belonging to the category of "memory
sticks". That is, a set of nodes including the node 2305
and associated lower-level nodes and leaves is defined to

belonging to the category of memory sticks.

25 Furthermore, a level that is lower than the Mth level



exists in a path originating fromthe category node 2305 of "nmenory
sticks" and that is located two |levels lower than 5 the category node 2305
is enpl oyed as a sub-category node of "playback devices"” included in the
category of devices using nenory sticks. Simlarly, a node 2307 bel ow t he
sub- category node 2306 of playback devices is enployed as a sub- category
node of "tel ephones having a nusic playback 10 capability" included in the
category of playback devices. At a f gther | ower | evel, a sub-category
node 2308 of "PHS' and a sub-categﬁrg node 2309 of "portable tel ephone”
are defined such that both sub-categories belong to the category of
t el ephone havi ng nusi c pl ayback ca abilit%é 15 The categories and

n
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memory sticks. Similarly, a node 2307 below the sub-
category node 2306 of playback devices is employed as a sub-
category node of "telephones having a music playback
10 capability" included in the category of playback devices.
At a further lower level, a sub-category node 2308 of "PHS"
and a sub-category node 2309 of "portable telephone" are
defined such that both sub-categories belong to the category
of telephone having music playback capability.
15 The categories and subcategories can be defined
according to not only the types of devices but also
manufactures, content providers, or clearance institutions,
and those node may be respectively managed by them. That is,
the categories and subcategories may be defined so as to
20 have arbitrary scopes in accordance with, for example,
processing, management organizations, or services provided
(hereinafter, units in the categories or sub-categories are
generically referred to as entities). For example, if one

category node is set as a top node for dedicated use of a

25 game machine XYZ provided by a game machine manufacturer, it



selling the gane machi nes XYZ, encrypted contents or keys may be supplied
or keys may be renewed by supplying an 5 enabling key bl ock (EKB) including
the top node key and node keys and | eaf keys below the top node so that
only devices below the top node can use the supplied data. As descri bed
above, when one node is given as a top node, |ower-|evel nodes arising
fromthe top node are 10 defined as belonging to a category or a
sub-category assigned to that top node, thereby naking it possible for a
manuf acturer or a content provider T 88 Tranages one top node of one
category or sub-category to produce an enabling key block (EKB) including
that top node without having to taking 15 into account the other categories
or sub- GRCOFES PoOsFidlediter sieddt @ame maghinesn X ¥dhal iwigladeynasieock (EKB) to
devi ces corresponding@:o the top node or the |lower-|evel nodes arising

from t h&ey§p ancddeafakeyshbelionkithe itopawsielare starasew AH@r wi t hout

exerting any influence on devices 20 belonging to the other categories that
do not K&1dAR% Shenhgame sachdaes XYt MOsEdRTebcontents Sm&eySsi npl i fi ed
EKB (1)] In_the tree structure described earljer with reference to Fig. 3,

when a R chﬁugflai%mre#e%emys he rengyed by %ﬁ%"& @Vice (leaf),
by o5 1 oAbl T ReY hIAE kPl d BBt aRe: 4R N e Entepads o b
sent, keys and leaf keys below the top node so that only devices
below the top node can use the supplied data.
As described above, when one node is given as a top
node, lower-level nodes arising from the top node are
10 defined as belonging to a category or a sub-category
assigned to that top node, thereby making it possible for a
manufacturer or a content provider that manages one top node
of one category or sub-category to produce an enabling key
block (EKB) including that top node without having to taking
15 into account the other categories or sub-categories and
distribute the resultant enabling key block (EKB) to devices
corresponding to the top node or the lower-level nodes
arising from the top nodes, and thus making it possible to
renew a key without exerting any influence on devices
20 Dbelonging to the other categories that do not belong to that
top node.
[Distribution of a key using a simplified EKB (1)]
In the tree structure described earlier with reference

to Fig. 3, when a key such as a content key is sent to a

25 specific device (leaf), an enabling key block (EKB) is



and the resultant enabling key block (EKB) is provided to the device. For
exanple, in the tree structure shown in Fig. 5 24(a), when a key such as a
content key is transmtted to devices a, g, and j at correspondi ng | eaves,
an enabling key block (EKB) that can be decrypted by those nodes a, g, and
] are produced and transmtted thereto. Mire specifically, when a content
key K(t)con is 10 encrypted using a renewed root key K(t)root and
transmtted together with an EKB, thg devices a, g, and j can acquire
K(t)root by processing the EKB using Re™l eaf key and the node keys shown
in Fig. 24(b), and further can acquire the content key K(t)con by
perform ng decryption using the 15 acquired renewed root key K(t)root. Fig.

25 showsPE¥PRUGRRALIYGY Hhdt plotan grB)deerypPied kY adshedf deeY P s specific

y
case. The enabling key block (EKB) shown, in Fig. 25 |s produced in
accor darfRA% &Y t}gﬁeld BB ¥R% RV e b‘é‘&ll%%r‘l'-]?‘grk?ﬁ o et h Fig.
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dependi MO S or IR ERIRTS (10 5o W o Aot ahire 2hdm e
decr 9ot 2410 enigh RS R Rt bt SFn kot R B S e on
the baSi&é6§cé§m%} ? and j at corresponding leaves, an enabling key
block (EKB) that can be decrypted by those nodes a, g, and j
are produced and transmitted thereto.
More specifically, when a content key K(t)con is
10 encrypted using a renewed root key K(t)root and transmitted
together with an EKB, the devices a, g, and j can acquire
K(t)root by processing the EKB using the leaf key and the
node keys shown in Fig. 24(b), and further can acquire the
content key K(t)con by performing decryption using the
15 acquired renewed root key K(t)root.
Fig. 25 shows the enabling key block (EKB) that is
transmitted in this specific case. The enabling key block
(EKB) shown in Fig. 25 is produced in accordance with thel
EKB format described earlier in accordance with Fig. 6, and
20 thus the EKB includes data (encrypted keys) and tags
corresponding to the data. As described earlier with
reference to Fig. 7, left (L) and right (R) component of
each tag has a value of 0 or 1 depending on whether data
exits in L or R directions.

25 If a device receives the enabling key block (EKB), the



t hereby sequentially acquiring renewed keys froma level to a higher
| evel . As shown in Fig. 25, the data size of the 5 enabling key bl ock (EKB)
i ncreases with the nunber of |levels between the root and the | eaves (the
nunber of levels is referred to as the depth). The depth (nunber of
| evel s) increases with the nunber of devices (leaves), and thus the data
size of the EKB becones great when keys are transmtted 10 to a great
nunber of devices. A technique of redy ing the data size of the enabling
key bl ock (EKB) is described beIOML'F'é.'ZG shows an exanple of an
enabl i ng key bl ock (EKB) sinplified depending on the devices to which keys
are transmtted. 15 As, in the exanple shown in Fig. 25, it is_also assuned
that a KSVIGR Feduentthht BhtdReypts tthespnervpted kevs circluded impngd | at
correspondi ng | eaves.. As shown in Fig. 2€éa), a, tree structure i s produced
such t haihe (EhakT iR &R BLTDSERRL AR SNE Bai ¢ OF HERReYA9S 1o be
transmtted. In this g?s .. 20 the tree structire sho i n_ Fj .%faéb) S
or oducedHF e SHRSE AT Ih ATEF 49 LRresd HEYE | EOT R B8(%).n a path
fromKraoot, tag K ,.there is n at h, branchi fromthe path from Kroot to
Kj, and % Hh]s(ﬁﬁﬁl S ca% b%“g'gbr]e% EXe g@’ %lﬁ?yé%m% %’r%ﬁc#: ©the ot her
hand: to :QHE o L L. 1.Ss eeﬁ n % to Ka
or 3. P et o i) fiRteants (31 EREEE AOWHECSE TR o
Shown"%eﬁ@ébn:¥%énroot and the leaves (the number of levels is
referred to as the depth). The depth (number of levels)
increases with the number of devices (leaves), and thus the
data size of the EKB becomes great when keys are transmitted
10 to a great number of devices.
A technique of reducing the data size of the enabling
key block (EKB) is described below. Fig. 26 shows an
example of an enabling key block (EKB) simplified depending
on the devices to which keys are transmitted.
15 As in the example shown in Fig. 25, it is also assumed
that a key such as a content key is transmitted to devices a,
g, and j at corresponding leaves. As shown in Fig. 26(a), a
tree structure is produced such that it includes only those
devices to which the key is to be transmitted. In this case,
20 the tree structure shown in Fig. 26(b) is produced on the
basis of the tree structure shown in Fig. 24(b). In a path
from Kroot to Kj, there is no path branching from the path
from Kroot to Kj, and thus this path can be represented by

only one branch. On the other hand, to reach Ka or Kg from

25 Kroot, it is needed to branch at KO to Ka or Kg. Thus, the



As shown in Fig. 26(a), the resultant tree has a sinplified formincluding
only one node KO. The enabling 5 key bl ock (EKB) used to distribute renewed
keys is produced on the basis of this sinplified tree. The tree shown in
Fig. 26(a) can be produced by reconstructing the original tree such that
a binary tree is first produced such that it includes only paths to
endpoi nt nodes or |leaves that are 10 allowed to decrypt the enabling key

bl ock (EKB) and then unnecessary nodgi are renmoved fromthe tree. The
enabling key block (EKB) used to distriBbute renewed keys is produced on
the basis of only keys corresponding to the nodes or |eaves included in
this reconstructed hierarchical tree. 15 The enabling key bl ock (EKB)
descri befdre®RaN e hforrgd e cas tler Frave Jewe neranekesa | s edkoynt Bl keys
existing jn aths fromrespective leaves a, g, and j to Kroot. In
contrastfX9nef&§3i i fi ed EKB includes only encrypted keys at nodes
included in the sinplified tree. As qumn in Fig. 20 26(b), each tag is
represented B # Anpid Ise i@ Jand e He hant &keqid@f i the sane
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26(a) can be produced by reconstructing the original tree

such that a binary tree is first produced such that it

includes only paths to endpoint nodes or leaves that are

10 allowed to decrypt the enabling key block (EKB) and then
unnecessary nodes are removed from the tree. The enabling
key block (EKB) used to distribute renewed keys is produced
on the basis of only keys corresponding to the nodes or
leaves included in this reconstructed hierarchical tree.

15 The enabling key block (EKB) described above with
reference to Fig. 25 includes all encrypted keys existing in
paths from respective leaves a, g, and j to Kroot. 1In
contrast, the simplified EKB includes only encrypted keys at
nodes included in the simplified tree. As shown in Fig.

20 26(b), each tag is represented by 3 bits. The second and
third bits are used in the same manner as in the example
shown in Fig. 25. That is, the second bit has a value of 0
or 1 depending on whether there is data in the L (left)
direction, and the third bit has a value of 0 or 1 depending

25 on whether there is data in the R (right) direction. The



is included, the first bit is set to 1, while it is set to O
?pcagpgﬁgrtgged key is included. 5 The data size of the enabling key block
(EKB), which is provided to devices (leaves) via a data conmunication
network or provided by supplying a storage nedi umon which the EKB ks
stored, can be greatly reduced by enploying the structure shown hn Fig.
26(b) conpared with the structure 10 shown in Fig. 25. Wien each device
receives the enabling key block (EKB), shown in Fig. 26, the device f
sequentially decrypts only the data a2 I"'ocations where the first bit 8
the corresponding tags is 1, thereby obtaining all necessary decrypte

Lficall I, a decrypts 15 encrypted data Enc(Ka,
K0 0) ECREEaBibafE adeqatt hdigat AcuirFhRg hAodBBkencKatpS, annd
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network or provided by supplying a storage medium on which
the EKB is stored, can be greatly reduced by employing the
structure shown in Fig. 26(b) compared with the structure
10 shown in Fig. 25. When each device receives the enabling
key block (EKB) shown in Fig. 26, the device sequentially
decrypts only the data at locations where thé first bit of
the corresponding tags is 1, thereby obtaining all necessary
decrypted keys. More specifically, the device a decrypts
15 encrypted data Enc(Ka, K(t)0) using a leaf key Ka thereby
acquiring a node key K(t)0, and decrypts encrypted data
Enc(K(t)0, K(t)root) using the node key K(t)0 thereby
acquiring K(t)root. On the other hand, the device j
decrypts encrypted data Enc(Kj, K(t)root) using a leaf key
20 Kj thereby acquiring K(t)root.

As descried above, if a new simplified tree structure
including only devices to which data is to be transmitted is
produced, and if an enabling key block (EKB) is produced
using only leaf keys and node keys included in the

25 simplified tree, the resultant enabling key block (EKB)



i stribution of a key using a sinplified EKB (2)] A technique of further
gPh;}ifying t he enabl?ng keg 5 block (EKB) produced on the basis of the
sinplified tree shown in Fig. 26, thereby further reducing the data size
and thus making it possible to perform processing inan efficient manner.
In the exanple described above with reference to Fig. 10 26, the tree is
produced by reconstructing the original tree such that a binary tree is
first produced such that it includes gnly paths to endpoint nodes or
| eaves that are allowed to decrypt the enabling key block (EKB) and then
unnecessary nodes are renoved fromthe tree. dThe enabI{Eg égsrgyo?lgﬁry

i u e roduce on >
ﬁggs)cgfﬁggﬁgﬁgiﬁgégg %ﬁeasegggﬁgg yﬁggvtgufn&% FHZWﬁStEZ§:ﬁF%§P§S:ugted
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the processi g tedhrditfaeenab! e kY Jb fﬂgg 6( ) e
| eaf j can acquire the root key K(t)root pe forn1ng on Fb
decr $pt i mhoqk OCEXB) | prodicsd 56 (Khe Kis1s00F) the Sﬁﬁﬁﬁgf Vet g wever
the | eaves a and g have to first decrypt Enc(Ka, Nnc(Kg, K(t)O0)
to acquishow{ti® Fig. 26, thereby further reducing the data size and

thus making it possible to perform processing in an
efficient manner.
In the example described above with reference to Fig.
10 26, the tree is produced by reconstructing the original tree
such that a binary tree is first produced such that it
includes only paths to endpoint nodes or leaVes that are
allowed to decrypt the enabling key block (EKB) and then
unnecessary nodes are removed from the tree. The enabling
15 key block (EKB) used to distribute renewed keys is produced
on the basis of only keys corresponding to the nodes or
leaves included in this reconstructed hierarchical tree.
On the basis of the reconstructed hierarchical tree
shown in Fig. 26(a), an enabling key block (EKB) is produced
20 as shown in Fig. 26(b) so that leaves a, g, and j can
acquire renewed root key K(t)root, and the resultant
enabling key block (EKB) is transmitted. Via the processing
of the enabling key block (EKB) shown in Fig. 26(b), the
leaf j can acquire the root key K(t)root by performing only

25 one decryption process in which Enc(Kj, K(t)root) is



nd then decrypt Enc(K(t)O0, K(t)root) to the root key K(t)root. That is,
?egves a and éphave go(pérforn1a two- 5 step process for decryption. In a
case where the node KO functions as a subroot node that manages

| ower -l evel leaves a and g, the hierarchical tree reconstructed into the
simplified formas shown in Fig. 26 may be useful to confirmthat |eaves a
and b have 10 acquired renewed keys. However, if the node KO does not

mange the |ower-level leaves, or if,_a}jhough the node KO manages the

| ower -1 evel |eaves, providing of a renewed key froma higher-level node is
al l oned, then the reconstructed hierarchlcal tree shown in Fig. (2) may be

k
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Fig. 27(a), the resultant tree ructure

hown
renp\d ngsth 0deek® fopnyec? t&Bﬁ reconstructed hierarchical tree s
in Fig.926(g)? The enabl i ng gey bl ock (EKB) used to distribute renewed

keys In a case where the node KO functions as a subroot node
that manages lower-level leaves a and g, the hierarchical
tree reconstructed into the simplified form as shown in Fig.
26 may be useful to confirm that leaves a and b have
10 acquired renewed keys. However, if the node K0 does not
mange the lower-level leaves, or if, although the node KO0
manages the lower-level leaves, providing of a renewed key
from a higher-level node is allowed, then the reconstructed
hierarchical tree shown in Fig. (2) may be further
15 simplified by removing the node K0, and an enabling key
block (EKB) may be produced on the basis of this further
simplified tree.
An example of such an enabling key block (EKB) is shqwn
in Fig. 27. As in the example shown in Fig. 26, it is also
20 assumed that a key such as a content key is transmitted to
devices a, g, and j at corresponding leaves. As shown in
Fig. 27(a), a tree is produced such that the root Kroot is
directly connected to the respective leaves a, g, and j.
Thus, as shown in Fig. 27(a), the resultant tree has a

25 structure that can be obtained by removing the node KO from



i s produced on the basis of this sinplified tree. The tree shown in Fig.
27(a) is a hierarchical tree reconstructed so 5 as to include only paths
that directly connect the root and |eaves that are allowed to decrypt the
enabling key block (EKB). The enabling key block (EKB) used to distribute
renewed keys is produced on the basis of only keys corresponding to the

| eaves included in this reconstructed 10 hierarchical tree. In the

speci fic exanple shown in Fig. 27(a), jhe endpoint nodes are used as

| eaves. Also in a case where the hrgﬁ st-1evel node distribute keys to

m ddl e-1 evel and |ower-|evel nodes, the tree may be sinplified by directly
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leaves that are allowed to decrypt the enabling key block
(EKB). The enabling key block (EKB) used to distribute
renewed keys is produced on the basis of only keys
corresponding to the leaves included in this reconstructed
10 hierarchical tree.
In the specific example shown in Fig. 27(a), the
endpoint nodes are used as leaves. Also in a case where the
highest-level node distribute keys to middle-level and
lower-level nodes, the tree may be simplified by directly
15 connecting the highest-node to a middle-level or lower-level
node, an enabling key block (EKB) may be produced on the
basis of the simplified tree, and keys may be transmitted
using the resultant enabling key block (EKB). As described
above, the reconstructed hierarchical tree has a tree
20 structure in which the top node thereof is directly
connected to endpoint nodes or leaves. In this simplified
tree, the number of paths branching from the top node is not
limited two, but the top node may have three or more

branching paths depending on the number of distribution

25 nodes or leaves.



to all keys in paths fromthe respective |leaves a, g, and j to Kroot. In
the exanple shown in Fig. 26, the enabling key 5 bl ock (EKB) i ncludes the

| eaf keys assigned to the leaves a, ¢, and j, the node KO shared by a and
g, and the root key. In contrast, in the enabling key bl ock (EKB) on the
basis of the sinplified hierarchical tree showm in Fig. 27(a), the key at
the node KO is renoved, and thus, as shown in Fig. 10 27(b), it has a
further reduced data size. The enabli key bl ock (EKB) shown in Fig.
27(b), as in the enabling key bl ock ?gKB) shown in Fig. 26(b), includes
3-bit tags. The second and third bits are used in the sane nmanner as in

the exanple shown in _Fig. 26. That is, the 15 second bit has a value of 0
or 1 dependi ﬁ@%rﬁe%lﬁ& ket ogks (EKB) idesqielheq |allave giitdetion, and the
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(EKB) ongfhendap) st ribdd %0 shared by a and g, and the root key.
In contrast, in the enabling key block (EKB) on the basis of
the simplified hierarchical tree shown in Fig. 27(a), the
key at the node KO is removed, and thus, as shown in Fig.
10 27(b), it has a further reduced data size.
The enabling key block (EKB) shown in Fig. 27(b), as in
the enabling key block (EKB) shown in Fig. 26(b), includes
3-bit tags. The second and third bits are used in the same
manner as in the example shown in Fig. 26. That is, the
15 second bit has a value of 0 or 1 depending on whether there
is data in the L (left) direction, and the third bit has a
value of 0 or 1 depending on whether there is data in the R
(right) direction. The first bit is used to indicate
whether the EKB includes an encrypted key at the node
20 corresponding to the tag. When an encrypted key is included,
the first bit is set to 1, while it is set to 0 if no
encrypted key is included.
Using the enabling key block (EKB) shown in Fig. 27(b),

the respective leaves a, g, and j can acquire the root key

25 K(t)root by performing only one process of decrypting Enc(Ka,



reconstructed into a sinplified formincluding a top node and endpoint
nodes or | eaves directly connected to the top 5 node is produced on the
basis of only those keys corresponding to the top node and the endpoi nt
nodes or |eaves of the reconstructed tree, as shown in Fig. 27(b). By
building a new sinplified tree structure including only devices to which an
enabling key block (EKB) is to be 10 supplied and by producing the
enabl i ng key bl ock (EKB) using only 5 ys included in the resul tant _
sinplified tree or keys shared by ledveS, as is the case with the enabling
key bl ocks (EKB) described above wth referencFltp Fgg. 261gr 27, thg .
resulta epabl | ey Dbl ock (EKB) becones sma I n data size, an us
it becogégtBH@%#g?eﬁ?%(KQaﬂgﬁéir? e) ePRDFRAGKkeyKbF EROTEKB) in an .
efficient manner. e sinplified hierarchical tree structure is useful in
particul ar eg%hslr}% «?%r?alé’é’d‘ diEHe Ahdie fagis Qfordy theess, wherein
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leaves of the reconstructed tree, as shown in Fig. 27(b).

By building a new simplified tree structure including

only devices to which an enabling key block (EKB) is to be

10 supplied and by producing the enabling key block (EKB) using
only keys included in the resultant simplified tree or keys
shared by leaves, as is the case with the enabling key
blocks (EKB) described above with reference to Fig. 26 or 27,
the resultant enabling key block (EKB) becomes small in data

15 size, and thus it becomes possible to transmit the enabling
key block (EKB) in an efficient manner.

The simplified hierarchical tree structure is useful in
particular when EKB's are managed on the basis of category
tress, wherein the category tree is one type of subtree as

20 will be descried below. The category tree is a set of nodes
or leaves selected from nodes or leaves of an original key
distribution tree. A category tree may be formed in various
aspects. For example, a category tree may be a set of nodes

or leaves that are combined together in accordance with the

25 device type, the device supplier, the content provider, or



provided. Devices classified into one category are assigned to one
category tree. For exanple, if constructing a 5 sinplified tree including
top nodes (subroots) of a plurality of category trees in a simlar manner
as described above, and if an EKB is produced on the basis of the
constructed tree, then the resultant sinplified enabling key block (EKB)
can be decrypted only by devices belonging to 10 any one of the sel ected
category trees. The managenent on thgﬁpasis of the category trees will be
described in detail later. The enabling key bl ock (EKB) may be stored on
an information storage nedi um such as an optical disk or a_DVP.d_15 For
exanpl e, ., an enabling ke lLock . (EKB) including a data part including
encrgpteaﬂﬁeﬁ aafangﬁdl S?&guﬁégp'iﬂEl&BiﬁSCOFgééFPoW}FBeﬁtFPW@QﬂlQn Fata
i denti fyi .ocations aof _the encrypted key data in a hierarchical tree
structurgggﬁyggbggs?%Fgﬁ P gBFﬂngﬁktﬂXﬁ§§§Q§B¥daP£ §65H18§Scont§nt datad20
encrypte I ar ngde key.on an |nfornatbon storage medium an
t he resugggﬁPagﬁforﬁ%??ggssgg?3§é¥ﬁgalﬁHFﬂa?nSeca FS?FHeBg gaﬁéﬁgﬁﬁg. Each
device c u ' act ngr key data included in the
enablingeéegﬁglgg&é?ékg)gféﬁ'acgg?déﬁéﬁb;gfhl¥h8°PﬁEﬁPF B4t Ron ﬂatabln tgg
tag fg el d; ; C e r key data thereby -
acunLinglgggégﬂﬁgeggﬁgtgﬁ%gég%gg gééoﬁ§§§9 §%§B¥§é§g&sPﬁga the content. O
course, bigrgndbyi 68 K&YefbPketEKD) ifl®Y B¥milar manner as described
above, and if an EKB is produced on the basis of the
constructed tree, then the resultant simplified enabling key
block (EKB) can be decrypted only by devices belonging to
10 any one of the selected category trees. The management on
the basis of the category trees will be described in detail
later.
The enabling key block (EKB) may be stored on an
information storage medium such as an optical disk or a DVD.
15 For example, an enabling key block (EKB) including a data
part including encrypted key data and a tag part including
location identification data identifying the locations of
the encrypted key data in a hierarchical tree structure may
be stored together with message data such as content data
20 encrypted using a renewed node key on an information storage
medium, and the resultant information storage medium may be
provided to devices. Each device can sequentially extract
encrypted key data included in the enabling key block (EKB)

in accordance with the identification data in the tag field,

25 and can decrypt the extracted encrypted key data thereby



transmtted via a network such as the Internet. [Minagenent of EKB on a
category tree basis] 5 A nmanner of managi ng nodes or leaves in a tree _
structure for use in key distribution in accordance with a block or a set
of nodes or |eaves is described below Herein, a block, which is a set of
nodes or |eaves, refers to as a category tree. A category tree may be
formed in 10 various aspects. For exanple, a category tree may be a set of
nodes or | eaves that are conbined together in accordance wth the device
type, the device supplier, the contén 9 provider, or the clearance
institution, or in accordance w th a common feature in terns of process,
managenent, or, 15 services _provided. The category tree may be Qescrlbed I n
further YEEYFLnG;nkerspeeded to ¢eg.ryrz8.achntQatayn?hbh%sauagg?e; of i
managi n tree structure in units of category trees. In i g. a), eac
categorgtﬁ?e%P?Ee?Epré%En?%ﬂrﬁﬁ'oﬁ%ezen?PihﬂglE?YEEb%Cbafﬁﬁbbym@Yebe f or

| e, denot ed. b reference nuneral 2701, includes a plurality of
ﬁéggg.eFﬁééﬁgE%ﬁ%s éﬁﬁﬁgaanﬁgﬂ%r PR 38 FReohBterRebory tree. Each
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structure for use in key distribution in accordance with a
block or a set of nodes or leaves is described below.
Herein, a block, which is a set of nodes or leaves, refers
to as a category tree. A category tree may be formed in
10 various aspects. For example, a category tree may be a set
of nodes or leaves that are combined together in accordance
with the device type, the device supplier, the content
provider, or the clearance institution, or in accordance
with a common feature in terms of process, management, or
15 services provided.

The category tree may be described in further detail
with reference to Fig. 28. Fig. 28(a) shows a manner of
managing a tree structure in units of category trees. 1In
Fig. 28(a), each category tree is represented by one

20 triangle. Each category tree, for example, that denoted by
reference numeral 2701, includes a plurality of nodes. Fig.
28(b) shows a node structure in one category tree. Each
category tree is constructed in the form of a binary tree

including one top node and a plurality of nodes at lower

25 levels. Herein, a top node, such as that denoted by



As shown in Fig. 28(c), there are leaves, that is, devices, at |ower ends
of the tree. Any device belongs to 5 one of category trees each including
one top node 2702 serving as a sub-root and a plurality of |eaves '
corresponding to devices. As can be seen fromFig. 28(a), category trees
have a hierarchical structure, as described below wth reference to 10
Fig. 29. Fig. 29(a) illustrates an exanple of the hieratical structure in
a sinplified fashion. In this SpeCIflé gxanple, t he hi erarchical category
tree structure includes category tT Q'AD1 to Ann at a certain |evel bel ow
Kroot. At a level 15 just below the category trees Al to An, category trees
BOL to Bnk are dispos e At a next |ower |evel, category trees a to Cng

are di spoSETEEHEE SN #£92, 95(e3chn@ategory chree chs eyefsrredetdas a

tree str%% ¥Ie i n mhlch nodes and | eaves are disposed at a plurality of
| evel s ot % ?e the category tree Bnk has a tree structure

I ncl udi ng, a S I n Fi .2 ), a top node 2811 serving as a sub-root,
endpoi nt nod2§ % K ﬁ&ﬁﬁaesq éfe piawssy tHat dFmode 2811 and
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serving as a sub—root and a plurality of leaves
corresponding to devices.

As can be seen from Fig. 28(a), category trees have a

hierarchical structure, as described below with reference to
10 Fig. 29.

Fig. 29(a) illustrates an example of the hieratical
structure in a simplified fashion. 1In this specific example,
the hierarchical category tree structure includes category
trees A0l to Ann at a certain level below Kroot. At a level

15 Jjust below the category trees Al to An, category trees BO1
to Bnk are disposed. At a next lower level, category trees
Cl to Cng are disposed. As shown in Figs. 29(b) and (c),
each category tree has a tree structure in which nodes and
leaves are disposed at a plurality of levels.

20 For example, the category tree Bnk has a tree structure
including, as shown in Fig. 28(b), a top node 2811 serving
as a sub-root, endpoint nodes 2812, and other nodes located
between the top node 2811 and the endpoint nodes 2812. The
category tree is assigned an identifier Bnk and manages the

25 nodes within the category tree Bnk independently for the



[ nodes 2812. On the other hand, the category tree Bnk is nanaged
S;ngLP;her-level (parent) category tree Ann 5 one of endpoint nodes 2811.
of which is included, as the sub- root 2811, in the category tree Bnk. As
shown in Fig. 28(c), a category tree Cn3 has a tree structure including a
top node 2851 serving as a sub-root, endpoint nodes 2852 corresponding to
respective devices that 10 are leaves in this case, and other nodes between
the top node 2851 and the endpoint_nggfs_2852. This category tree Iﬁ
assigned an identifier Cn3 and manage he nodes and I|eaves within the
category tree Cn3 independently for the category tree Cn3 thereby managi ng
| eaves (devices%hat the 15 endpoi nt nodes 2852. On the other hand, the ,
categoryc?F%%or 3CeQ %%hab%%r%QYamﬁﬂgﬁéBGIéQEBrfbaveht¢atagegyry tree Bn
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node 285%otK&#11, in the category tree Bnk.

As shown in Fig. 28(c), a category tree Cn3 has a tree
structure including a top node 2851 serving as a sub-root,
endpoint nodes 2852 corresponding to respective devices that

10 are leaves in this case, and other nodes between the top
node 2851 and the endpoint nodes 2852. This category tree
is assigned an identifier Cn3 and manages thé nodes and
leaves within the category tree cn3 independently for the
category tree Cn3 thereby managing leaves (devices) at the

15 endpoint nodes 2852. On the other hand, the category tree
Cn3 is managed by a higher-level (parent) category tree Bn2,
one of endpoint nodes of which is included, as the sub-root
2851, in the category tree Cn3. Herein, the key management
of each category tree refers to, for example, renewal of a

20 key, revoking, or the like, as will be described in detail
later.

In each device corresponding to a leaf in a category
tree at the bottom, a leaf key of the category tree, to

which that device belongs, and node keys at respective nodes

25 existing in a path from the leaf to the top node serving as



corresponding to nodes in a path fromthe endpoint node (leaf) 2852 to the
sub-root node 2851 are stored. 5 The structure of the category tree is
further described wth reference to Fig. 30. Each category tree can have a
tree structure including a various levels. The depth (nunber of I|evels)
may be set depending on the nunmber of lower-level (child) category trees
each corresponding to 10 endpoint nodes of that category tree or dependi ng
on the nunber of devices to |eaves. ategory tree structure shown in
Fig. 30(a) may be enbodied as shown i1 Fig. 30(b). Herein, a root tree is
a tree located at the top and the root tree has a root key. A 15 plurality
of lower-level category trees A B, and C are disposed at respective
endpoi nttHR AL HOIRNG4R10F rdat categorErtTeReare evedredi egdy tree D is

di sposed bel aw th category tree C. In the category C (2901), one or nore
endgoi nte’ﬁ%@se’ar Tt st @ér%?ﬁa‘ésn%oz%%zt his@Y®0 anot her

| ower -l evel category tree can be added in the future by using the reserved
node 2950°F ‘Hﬂﬁﬂg‘-’r 9 oty 2 (RN PRIl eh® e ndRo Eo § tree C
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LroesC, (Z20%he Brpatisetedd LM el Aflade et ieh Lo
the cat gAY AdfGéndelt S Fig. 30. Each category tree can have a
tree structure including a various levels. The depth
(number of levels) may be set depending on the number of
lower-level (child) category trees each corresponding to
10 endpoint nodes of that category tree or depending on the
number of devices to leaves.
A category tree structure shown in Fig. 30(a) may be
embodied as shown in Fig. 30(b). Herein, a root tree is a
tree located at the top and the root tree has a root key. A
15 plurality of lower-level category trees A, B, and C are
disposed at respective endpoint nodes of the root tree. A
further-lower level category tree D is disposed below the
category tree C. 1In the category C (2901), one or more
endpoint nodes are reserved as reserved nodes 2950 so that
20 another lower-level category tree can be added in the future
by using the reserved node 2950. The number of category
tree managed by the category tree C (2901) can be increased
by adding thereto a category tree C' (2902) having a
multilevel tree structure such that the top node of the new

25 category tree C' (2902) is connected to the reserved node



The reserved nodes are described in further detail belowwth reference to
Fig. 31. A category tree A (3011) 5 has |lower-level category trees B, C, D,
and so on nanaged by the category tree A (3011), and al so has one reserved
node 3021. For exanple, the nunber of |ower-level category trees may be

I ncreased in such a manner that the reserved node 3021 is assigned to a

| oner -1 evel category A (3012), and 10 further |lower-level category trees F
and G may be connected to endpoint nides of the | ower-level category tree
A (3012). The lower-level category Pe-a (3012) may reserve at | east
one endpoi nt node 3022 so that another |ower-|evel category tree A" (3013)

may be aggg . _The | ower -1 evel capegory tree 15 All (3013) may reserve one
or nore ofAf FBABsthal epdpeipfngodeepaPil setwe as aHdikhoualdescri bed

manner, it . becones gossible to i ncrease the nunber of |ower-Ievel
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nunber of resgrved catﬁgfr rees is . not 20 |imted to one, but a plurality

of endpoi nts My BE Tes les mre, desehed tircfyther odeosilan enabl i ng
Ceneval BT b PERERETER LR ity nab- | hcRRROREY yBPet Aol BORE)  cat egory
[Loos  ud IS0, o SORYLSaL K, £ ) OS] AT Ghdnreged ooy T onis”
(EKB' S) ¥Ry OftedEARIEFeOYA {fﬁlff?”9ﬁ81afsgeﬂégeoﬂgnyéggfgégrnéggt ranages
3021. For example, the number of lower-level category trees
may be increased in such a manner that the reserved node
3021 is assigned to a lower-level category A' (3012), and
10 further lower-level category trees F and G may be connected
to endpoint nodes of the lower-level category tree A' (3012).
The lower-level category tree A' (3012) may reserve at least
one endpoint node 3022 so that another lower-level category
tree A" (3013) may be added. The lower-level category tree
15 A" (3013) may reserve one or more endpoint nodes. By
reserving endpoint nodes in the above-described manner, it
becomes possible to increase the number of lower-level
category trees managed by a certain category tree without
limitation. The number of reserved category trees is not
20 limited to one, but a plurality of endpoints may be reserved.
Each category tree may produce an enabling key block
(EKB) independently of the other category trees, and key
renewal and revocation may be performed independently of the

other category trees. As shown in Fig. 31, enabling key

25 Dblocks (EKB's) are assigned to respective category trees A,



the category trees AL A", and All. [Registration of a new category tree] 5
Regi stration of a new category tree is described below. Fig. 32 shows a .
regi stration processing sequence. In the sequence shown in Fig. 32, A new
(child) category tree (N En) to be added to the tree structure issues a
new registration request to an upper-level (parent) category 10 tree
(P-En). Each category tree has its own public key according to the public
key cryptography schenme. Wen the _pﬁt category tree issues t he

regi stration request, it transn1ts_|_§ public key to the upper-Ievel
category tree (P-En). 15 Upon receiving the registration request, the

er- level_ category tree (P-En) transfers the recpived public key of the
ﬁg\?v (chi‘t d) @gg‘r y% (ﬁ%@a@bmﬁ% ke drk a9k o BKB 'k Ay the (CA) to

[ |4 ¢ key. of the new (chjld) category tree having a signature
gsctelrl\ée&"%'uﬁ%éi }tydvgf% eﬁ@é’ﬁﬂtﬁjr%" |d§‘ﬁ)é"r‘? SR AGE IR A h adumiadesat | on
bet ween .t he qgg r-I%yeI category tree (P-En) and the new (child) category
tree (NEn ° %ﬁ alftel?é:'n?sl’c i'oR Rt A'tre cat egory tree requesting for new

category trokReRIBERaELEH Eoa AEyEREREBEYC ?:Se’fgéher eé?s?if’ﬁt:? d'tfl the new
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Fig. 32 shows a registration processing sequence. In the

sequence shown in Fig. 32, A new (child) category tree (N-

En) to be added to the tree structure issues a new

registration request to an upper-level (parent) category

10 tree (P-En). Each category tree has its own public key
according to the public key cryptography scheme. When the
new category tree issues the registration request, it
transmits its public key to the upper-level category tree
(P-En).

15 Upon receiving the registration request, the upper-
level category tree (P-En) transfers the received public key
of the new (child) category tree (N-En) to a certificate
authority (CA) to receive a public key of the new (child)
category tree having a signature of the CA. The above

20 procedure is performed in mutual authentication between the
upper-level category tree (P-En) and the new (child)
category tree (N-En).

If the authentication of the category tree requesting

for new registration is completed via the above process, the

25 upper-level category tree (P-En) gives permission of the



tree to the new (child) category tree (N-En). This node key corresponds to
one of endpoint nodes of the upper-level 5 category tree (P-En), and also
corresponds to the top node or a sub-root key of the new (child) category
tree (NNEn). After the conpletion of the transm ssion of the node key, the
new (child) category tree (N-En) builds a tree structure of the new
(child) category tree (N-En) and sets 10 the received sub-root key at the
top node of the tree structure. Furthfégn keys are set at the respective
nodes and | eaves, and an enabling key otk (EKB) associated wth the
category tree is produced. An enabling key block (EKB) associated with a
category_tree is, refer f dhto as ub- EgB On the other hand, the
upper-leﬁ%?lﬁgfﬁbb?§ ?F el ?Pnﬁﬁ)(cb%ﬁﬁbcﬁé 89QKK- EREeaéNoER At @B Wi t h t he

made  actronSfhEd " imodt Fekra7E  oR4Tchdr Ehe  BevkehLLRhoeRERI2DY t her ot o
or oduced 176 44 %ﬁ‘%@p E AL FHeCHtEe Ress Miotnar RRIS 1048 Y he new
552:,'5‘;2@%%%&% GO AR i RSBl ()
iN-En) S @Lglg'ﬁ’ ée%e 1993 ggoﬁtégﬁgzﬁﬁ§§poxﬁ@é@the 0190158/ e’ ©°
or a sub-root key of the new (child) category tree (N-En).
After the completion of the transmission of the node
key, the new (child) category tree (N-En) builds a tree
structure of the new (child) category tree (N-En) and sets
10 the received sub-root key at the top node of the tree
structure. Furthermore, keys are set at the respective
nodes and leaves, and an enabling key block (EKB) associated
with the category tree is produced. An enabling key block
(EKB) associated with a category tree is referred to as a
15 sub-EKB.
On the other hand, the upper-level category tree (P-En)
produces a sub-EKB associated with the upper-level category
tree (P-En) such that an endpoint node, which was made
active when the new (child) category tree was connected
20 thereto, is reflected in the sub-EKB.
After the new (child) category tree (N-En) produced the
sub-EKB including the node keys and leaf keys within the new
(child) category tree (N-En), the new (child) category tree
(N-En) transmits the resultant sub-EKB to the upper-level

25 category tree (P-En).



transmts the received sub-EKB together with the renewed sub-EKB of the
upper -l evel category tree (P-En) to a key 5 distribution center (KDC). on
the basis of sub-EKB' s of all category trees, the key distribution center
(KDC) can produce an EKB in various nmanners. For exanple, the EKB can be
produced such that only a specified category tree or a specified device
can 10 decrypt the EKB. If the EKB produced so as to be allowed to be
decrypted by a specified category_tleﬁ gr_deV|ce is provided to, for
exanple, a content provider, and if t 8 content provider encrypts a
content key on the basis of the received EKB and supplies the encrypted
content key via a 15 network or supplies a storage nmedi umon which the

encrypted keYPT% RUTEGNG the $irboikR EE@@i%?% Eﬁwgf@wih@)$hcontent s?ch
h i fi e. e nmanner o
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ffgggogﬁ%igff%3g$%?%V%fﬁﬁgfe %??Pfree that is newy added to the

On the basis of sub-EKB's of all category trees, the
key distribution center (KDC) can produce an EKB in various
manners. For example, the EKB can be produced such that
only a specified category tree or a specified device can

10 decrypt the EKB. If the EKB produced so as to be allowed to
be decrypted by a specified category tree or device is
provided to, for example, a content provider, and if the
content provider encrypts a content key on the basis of the
received EKB and supplies the encrypted content key via a

15 network or supplies a storage medium on which the encrypted
key is stored, it is becomes possible to provide a content
such that the content can be used only by the specified
device.

The manner of registration of a sub-EKB of a new

20 category tree at a key distribution center (KDC) is not
limited to sequentially transferring the sub-EKB via an
upper-level category tree, but registration may also be
possible by directly transmitting the sub-EKB from the new
category tree to the key distribution center (KDC) without

25 passing it via the upper-level category tree.



upper-1level category tree is described belowwth reference to Fig. 33. By
providing, as a top node of the new category 5 tree to be added, ore I
endpoi nt node 3201 of the upper-level category tree to the |ower- fve
category tree, the lower- |level category tree can be added as one oAs .
category trees that are managed by the upper-level category tree. lmn |
be described in detail later, category trees managed by the 10 upper-heve
category tree refer to those category 6£¢§s that can be revoked by the
upper -1 evel category tree. As shown i h 1g. 33, if a new category tree is
added to an upper-level category tree, the sanme one node acaz asdogfso s
endpoi nt nodg r%gﬁﬁ%@)l Of‘ilé he upp&;%@ﬁ&gﬁiﬁ%&é%éggmrpﬁ&mdpoi o
;ggetgng?ﬁg as_one %eaf of th upper -1 evel node is set to be the sub-root
it T T ey T bt ndrssearea
above-d be ner,. the ne a .
active g%ﬁégorge?gge%aE%%E£?EE¥?%?l?hpfzgﬁizd g%ﬁi@hWﬁE?ufii:f¢%:f2gofgows
an exa a ne $ -
tree V\/nngélgaﬂﬁ w%gt evfo’?ypr?\l TARe, aﬁ?ﬁﬁ teR o é °1E|Eafgae§h%?§22%rmﬁ>éﬁrrpl e
of assu pré, ﬁ C g % e, sppe é % )
108 nb%% ﬁjﬂ?ﬁ%ﬂéd%&%l c ¢ % IREHY - ?%@glﬁ% f o Qh?r‘ggp%rds legvelree
Struct ur@t &d i Pee a5 Smg‘“lév?ef-ﬂevgf(@gteggrﬁctrgee, the lower-
level category tree can be added as one of category trees
that are managed by the upper-level category tree. As will
be described in detail later, category trees managed by the
10 upper-level category tree refer to those category trees that
can be revoked by the upper-level category tree.
As shown in Fig. 33, if a new category tree is added to
an upper-level cateqory tree, the same one node acts as one
endpoint node or leaf 3201 of the upper-level category tree
15 and also as the top node 3202 of the newly added category
tree. That is, one endpoint node serving as one leaf of the
upper-level node is set to be the sub-root of the newly
added category tree. By performing the setting in the
above-described manner, the newly added category tree
20 becomes one of active category trees constituting the total
tree structure.
Fig. 34 shows an example of a renewed EKB that is
produced by an upper-level category tree when a new category

tree is added. That is, Fig. 34 shows an example of a sub-

25 EKB that is produced by the upper-level category tree when,



endpoi nt node (node 000) 3301 and an active endpoint node (node 001) 3302,
an endpoi nt node (node 100) 3303 thereof is 5 provided to the new category
tree. The sub-EKB has a format shown in Fig. 34(b). That is, the sub-EKB
is alist of a high-level node key encrypted using an active endpoint node
key, a higher-level node key encrypted using the upper-|evel node key,...,
and finally a 10 sub-root key. The sub-EKB is produced according to this
format. Each category tree has its me EKB in the formof encrypted data

i ncluding, as with the sub-EKB shown % Firg. 34(b), a high-level node key

encrypted using an active endpoi nt node key or |eaf key, a higher-Ievel
., and finally a

.15 d I n he hi gh-1evel _node key, .
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(EKB). I'n the exanples shown 1| and 4, revocation is perforned for
a device The sub-EKB has a format shown in Fig. 34(b). That is,

the sub~EKB is a list of a high-level node key encrypted
using an active endpoint node key, a higher-level node key
encrypted using the upper-level node key,..., and finally a
10 sub-root key. The sub-EKB is produced according to this
format. Each category tree has its own EKB in the form of
encrypted data including, as with the sub-EKB shown in Fig.
34(b), a high-level node key encrypted using an active
endpoint node key or leaf key, a higher-level node key
15 encrypted using the high-level node key,..., and finally a
sub-root. The EKB of each category tree is managed by that
category tree itself.
[Revocation under the management of a category tree]
Revocation of a device or a category tree performed in
20 a situation in which the key distribution tree is managed on
a category tree by category tree basis is described below.
In the examples shown in Figs. 3 and 4, an enabling key
block (EKB) is produced such that the resultant enabling key
block (EKB) can be decrypted only specified devices in the

25 tree structure but a revoked device cannot decrypt the



assigned to a specific leaf in the tree structure. in a case where
managenent is perfornmed on a category tree basis, 5 revocation can be
performed on a specific category tree. Referring Fig. 35 and foll ow ng
figures, a revocation process perforned in a situation in which nmanagenent
Is performed on a category tree basis is described below Fig. 35 shows a
process of revoking a category tree at the |lowest 10 level in the tree
structure including a plurality of category trees. In this case, devices
bel onging to the revoked category rré8%re all revoked. Fig. 35(a) shows a
key distribution tree structure nmanaged on the basis of category trees. In
this specific¢ 15 exanple, a root node is disposed at the top of the tree,
and catE§§P§tPP§e§nﬂ 1ing key Blecki {FEBJd atlna tder exiamplleselshowal ow t he
root node, gategory treﬁs BOL to Bnk are'di sposed at a |ower |evel, and
cat egor y *Pr £&§5c13 8nBndar EeYPSpbden 1is: perigrmed: foswer demick. Cat egory

trees at _the |lo t 20 | evel ,haye endpoint nodes (| eaves) assigned to
respectiQSSlggsﬁggg auBRegitic, destyiRgPrayres- BAERCABEErat 48 and a

pl ayback a . Revocation.is performed individually by the respective
categorycgggegagggrmgﬂaﬁﬁwgpgtﬁ@ B§F§86wggtP8e§ eategocy hreeobaghs,| onest

struck ur sospeateafeal, BF, BhrBakilyz0p fhaperetisngaspatavensey-trces at
the lovest |exgfer ity PEINY and following figures, a revocation
process performed in a situation in which management is
performed on a category tree basis is described below. Fig.
35 shows a process of revoking a category tree at the lowest
10 level in the tree structure including a plurality of
category trees. 1In this case, devices belonging to the
revoked category tree are all revoked.
Fig. 35(a) shows a key distribution tree structure
managed on the basis of category trees. 1In this specific
15 example, a root node is disposed at the top of the tree, and
category trees A0l to Ann are disposed at a certain level
below the root node. Category trees B0l to Bnk are disposed
at a lower level, and category trees Cl to Cn are disposed
at a further lower level. Category trees at the lowest
20 level have endpoint nodes (leaves) assigned to respective
devices such as a recording/playing-back apparatus and a
playback apparatus.
Revocation is performed individually by the respective
category trees. For example, the category trees Cl to Cn at

25 the lowest level can revoke a device at a leaf. Fig. 35(b)



tree Cn (3430) has a top node 3431, and a plurality of devices are
assigned to respective | eaves ‘at the endpoint 5 nodes. Wen, for exanple, a
devi ce 3432 assigned to a leaf at a certain endpoint node shoul d be ‘
revoked, the category tree OCn (3430) renews the category tree Cn itself
and produces an enabling key bl ock (sub-EKB) consisting of node keys and
10 | eaf keys included in the renewed category tree Cn. This enabling key
bl ock cannot be encrypted by the rev device 3432 but can be encrypted
only by devices assigned to the oth eaves. A nanager of the category
tree Cn produces such an enabling key bl ock as a renewed sub-EKB. Mre 15
specific II% node keys at nodes_ 3431, 3434, and 3435 in a path fromthe
sub-r oot Y3 R WSA c%trélﬁ:’:?’f% e 3 KAKRICEY ctreenenet3 430y thatenised

sub- EKB i s.produced intq the formof _encrypted key data such that the

r enewed dnrg%leéﬁeﬁ%t%groerx g:fliee?ﬁ &F i 1h¢ nkPvesewkevelin- B 1 FRERIBE®ensUr i ng
that th nﬁﬂﬁﬂ)s - EKB .can be, de ted only by | eaf devices other

t han thgtrrgeé\ao rgd deV|)cLeiP%$4?2.t°ﬁ1ir§°qeev%‘L%f1 APPrdRMraLiteRf valent to the
revocat i, ¥ e55 %%r' e, W t.h r;ef{erence to Figs. 3 and 4, if the
root key 16 replaced w %r%%fﬂ"gp%ebs-preo%?”ﬁee THEEE &t MR ey of the
cat egor yhdd&e. 25 The enabling key bl ock (sub-EKB) renewed via the - 111
revocati on process performed by the category tree Cn (3430) is transmitted

to a higher-kpeal, ¢a8regbmpiecea HRvilieS 3432 assigned to a leaf at

a certain endpoint node should be revoked, the category tree
Cn (3430) renews the category tree Cn itself and produces an
enabling key block (sub-EKB) consisting of node keys and

10 leaf keys included in the renewed category tree Cn. This
enabling key block cannot be encrypted by the revoked device
3432 but can be encrypted only by devices assigned to the
other leaves. A manager of the category tree Cn produces
such an enabling key block as a renewed sub-EKB. More

15 specifically, node keys at nodes 3431, 3434, and 3435 in a
path from the sub-root to the device 3432 to be revoked are
renewed, and a renewed sub-EKB is produced into the form of
encrypted key data such that the renewed node keys are
reflected in the renewed sub-EKB thereby ensuring that the

20 renewed sub-EKB can be decrypted only by leaf devices other
than the revoked device 3432. This revocation process is
equivalent to the revocation process described above with
reference to Figs. 3 and 4, if the root key is replaced with
the sub-root key that is a top node key of the category tree.

25 The enabling key block (sub-EKB) renewed via the



specific exanple, the high-level category tree is a category tree Bnk
(3420), which includes, as one of endpoint nodes, 5 the top node 3431 of
the category tree Cn (3430). If the category tree Bnk (3420) receives the
enabling key block (sub-EKB) fromthe |ower-|level category tree Cn
(3430), the category tree Bnk (3420) replaces the key assigned to the
endpoi nt node 3431 of the category tree Bnk 10 (3420) corresponding to the
top node 3431 of the category tree Cnk_ (3430) with the renewed key
included in the enabling key bl ock~r édé&i ved from the | ower-1I evel cat egory
tree Cn (3430), and the category tree Bnk (3420) renews its own sub- EKB.
Fig. 35(c) shows the tree structure of the 15 category tree Bnk (3420). In
the cat egGVQCRLLONBRECLSESOPErERSMRd BYFitie SBtegoryt tireenC€adgd4B0)r enew
node keys in_a ga%h fromthe sub-root 3421 to the endpoint node 3431
connect edSt STRREMILEEJoL) Ar BAIhgE-dEVRE cRSegerycEree be Inr éhdked. More
specificgllé. Lt s _needed Eo [ enew_node keés 20 assigned to nodes 3421,
2424, angPs iganeFﬁ@PEﬁtht Enhéghadeved cREeqeay %ase 45 mheategegpry tree

corr espoticagohs {1430) noshER! Raeidkgor yot Pae eicepdusant peddaces 1is
Fenoved nanroRg Ra8°2h 8L BF Bt chafepPBR E R LgR ( A4SBh eqory tree Bk
(3420) is trapsmfd ehidydry WEE Bk (3420) receives the enabling
key block (sub-EKB) from the lower-level category tree Cn
(3430), the category tree Bnk (3420) replaces the key
assigned to the endpoint node 3431 of the category tree Bnk
10 (3420) corresponding to the top node 3431 of the category
tree Cnk (3430) with the renewed key included in the
enabling key block received from the lower-level category
tree Cn (3430), and the category tree Bnk (3420) renews its
own sub-EKB. Fig. 35(c) shows the tree structure of the
15 category tree Bnk (3420). 1In the category tree Bnk (3420)
shown in Fig. 35(c), it is needed to renew node keys in a
path from the sub-root 3421 to the endpoint node 3431
connected to the category tree including the device to be
revoked. More specifically, it is needed to renew node keys
20 assigned to nodes 3421, 2424, and 3425 in the path connected
to the node 3431 of the category tree that has transmitted
the renewed sub-EKB. After renewing the node keys
corresponding to these nodes, the category tfee Bnk (3420)
produces its renewed sub-EKB so as to reflect the renewed

25 node keys.



hi gher-1 evel category tree. In this specific exanple, the further

hi gher-1evel category tree is a category tree Ann 5 (3410), which incl udes,
as one of endpoint nodes, the top node 3421 of the category tree Bnk ‘
(3420). If the category tree Ann (3410) receives the enabling key block
(sub-EKB) fromthe |lower-|level category tree Bnk (3420), the category tree
Ann (3410) replaces the key 10 assigned to the endpoi nt node 3421 of the
category tree Ann (3410) corresponding to the top node 3421 of the
category tree Bnk (3420) with the Tehg%ed key included in the enabling
key bl ock received fromthe | ower-level category tree Bnk (3420), and the
category tree Ann (3410) renews its 15 own sub-EKB. Fig. 35(d) shows the
tree structurt®frenpwed grapking rkey Ankeqle4(1®yb~-EXB | herodueedrlyy t ree Ann

(3410) ﬁgomn I n Fiﬁ' BSéd%, it_is needed to renew node keys assigned to
nodes 34%11¢ 334%99°LhqtBaesBnk 63$40h iFokranemitbedr bot a3fiutthert he

endpoi nt ngge 3f21 onnected to the 20 category tree that has transmtted
the reneld %ﬁb-%ﬁ@i CakedPrY k9P ng IncthbsesRegifior examphei ngheo t hese

ot oot TRETEN e et tEevel oAt haohn RS 7 bRat pOEBSEEPS Bon  or med f or
shoun 1 n( EH0) S0b R e BT dnctie b ehipQiitchedon ChF temscs
descri begh fO¥L21 "6 AR | Ak ol P H&Y S8 ' P3420).
If the category tree Ann (3410) receives the enabling
key block (sub-EKB) from the lower-level category tree Bnk
(3420), the category tree Ann (3410) replaces the key
10 assigned to the endpoint node 3421 of the category tree Ann
(3410) corresponding to the top node 3421 of the category
tree Bnk (3420) with the renewed key included in the
enabling key blqck received from the lower-level category
tree Bnk (3420), and the category tree Ann (3410) renews its
15 own sub-EKB. Fig. 35(d) shows the tree structure of the
category tree Ann (3410). 1In the category tree Ann (3410)
shown in Fig. 35(d), it is needed to renew node keys
assigned to nodes 3411, 3414, and 3415 in a path from the
sub-root 3411 to the endpoint node 3421 connected to the
20 category tree that has transmitted the renewed Sub-EKB.
After renewing the node keys corresponding to these nodes,
the category tree Ann (3410) produces its renewed sub-EKB so
as to reflect the renewed node keys.
The above-described process is performed for further

25 higher-level category trees until the root category tree



conpl eted. The renewed sub-EKB's produced by the respective category trees
are finally transmtted to the key 5 distribution center (KDQ) apd stored_
therein. The key distribution center (KDC) produces various EKB's on the
basis of all renewed sub-EKB's. Each renewed EKB has a form of an
encrypted key bl ock that cannot be decrypted by the revoked device. 10 The
sequence of device revocation processes is shown in Fig. 36. In the
sequence shown in Fig. 36, a device ngqgagenent category tree (D-En) at the
bottomof the tree structure perfor ey renewal needed to revoke a | eaf
from the device nmanagenent category tree (D En) and produces a 15 renewed

sub- EKB( D). of t.he_devi nagenment category tree (D-En). The renewed
sub-EKBEB owa HPaﬁéﬁrtgﬁdgso ShibGedy rengyesd -.c aVdgotiper seguengen ofecei vi ng

roncve t HECCRBRES 7 SRELPEAcABPISy nSUREASIAR AddEhEoHead@onding (o the. 20
the pat nePPBLEERS: chBSoEREeHbde SHE PR S B5oRUGES. Rid PR oRpaaEsys a
oreued SARSGERL UL e Ryghl g bR LRSS TS " oy
14 P Re RS R PRR el KBy  AnbBo el thiRiha ChBechsy Fig. a7
shows anqe¥espbat2bnaceREEYCIkBEFOLEBAuKEY various EKB's on the
basis of all renewed sub-EKB's. FEach renewed EKB has a form
of an encrypted key block that cannot be decrypted by the
revoked device.
10 The sequence of device revocation processes is.shown in
Fig. 36. In the sequence shown in Fig. 36, a device
management category tree (D-En) at the bottom of the tree
structure performs key renewal needed to revoke a leaf from
the device management category tree (D-En) and produces a
15 renewed sub-EKB(D) of the device management category tree
(D-En). The renewed sub-EKB(D) is transmitted to a higher-
level category tree. Upon receiving the renewed sub~EKB(D),
the higher-level (parent) category tree (Pl-En) renews the
node key assigned to the endpoint node cofresponding to the
20 top node of the renewed sub-EKB(D) and also node keys
assigned to nodes in the path from that endpoint node to the
sub~-root, and then produces a renewed sub-EKB(Pl) so as to
reflect the renewed node keys. The above-described process

is performed for further higher-level category trees, and

25 all renewed sub-EKB's that are finally obtained are stored



bl ock (EKB) produced by a higher-level category tree in a device
revocation process. 5 In the specific exanple shown in Fig. 37, in response
to receiving a renewed sub-EKB froma | ower-level category tree shown in’
Fig. 37(a) including a device to be revoked, a higher-level category tree
produces a renewed EKB. The top node of the |lower-|evel category tree

i ncl udi ng the device 10 to be revoked corresponds to an endpoi nt node (node
100) 3601 of the higher-level category tree. The higher-I|evel category
tree renews node keys at nodes in rhé ﬂarh fromthe sub-root of the

hi gher-1evel category tree to the endpoint node (node 100) 3601 and 15
produces ,a renewed sub-EKB so as to reflect the renewed node keys. The
resultanﬁnr§ﬁ§w§&ysGBSEKBbP§l§ﬁoﬁﬁn¢ﬁrFK§DC37@mﬁ.maMRgEHgthaféby, t he
renewed keys ﬁre uggerlined and primed. As described above, the node keys
in the path ffo%tthée ShRWBWRE BXaMBLAtCfodereBevhd enabbibngakeyrenewed, and

the 20 r d -EKB qf the category tree is produced so as to reflect
t he rene&gﬁggf(ﬁHB)nBﬁggﬂﬁﬁg.bynat ¢9B8Tc 1fNelde categoryetreedinoaper f or m

revocati .far th ole of a category tree, the revocation of the
category8E¥éé805%V§8ggé?PoPﬁ8835§'described bel ow. 25 Fig. 38(a) shows an

ini 18 of “cat oo 5t et LS ern "R Rig e 3 B T CRireRBRASS. d Sposed
at the @R receiving a renewed sub-EKB from a lower-level category
tree shown in Fig. 37(a) including a device to be revoked, a
higher-level category tree produces a renewed EKE. The top
node of the lower-level category tree including the device
10 to be revoked corresponds to an endpoint node (node 100)
3601 of the higher-level category tree.

The higher-level category tree renews node keys at
nodes in the path from the sub-root of the higher-level
category tree to the endpoint node (node 100) 3601 and

15 produces a renewed sub-EKB so as to reflect the renewed node
keys. The resultant renewed sub-EKB is shown in Fig. 37(b).
In Fig. 37(b), the reneﬁed keys are underlined and primed.
As described above, the node keys in the path from the
renewed endpoint node to the subroot are renewed, and the

20 renewed sub-EKB of the category tree is produced so as to
reflect the renewal of the node keys.

In the case where it is desired to perform revocation
for the whole of a category tree, the revocation of the
category tree can be performed as described below.

25 Fig. 38(a) shows an example of a key distribution tree



of the tree, and category trees A0l to Ann are disposed at a certain |evel
bel ow the root node. Category trees BOl1l to 5 Bnk are disposed at a | ower

| evel, and category trees C to Cn are disposed at a further |ower |evel.
Category trees at the |owest |evel have endpoint nodes (| eaves) assigned
to respective devices such as a recording/ pl ayi ng-back apparatus and a

pl ayback apparatus. 10 Herein, it is assuned that a category tree Cn (3730)
shoul d be revoked. The category tree Cn (3730) at the bottomincludes a
top node 3431 as shown in Fig. 38(b7,1%%d' a plurality of devices are
assigned to respective | eaves at the endpoint nodes. 15 By revoking the
category tree Cn (3730), it is possible to renove all devices belonging to
the cat eYbFyctree managedson thenbapdstefeunitacofireabegohy tpeesti ne.
Revocatipon  of the catfegory tree Cn (3730) is performed by a category tree
Bnk (372%‘} T8 BRPGERIC gXample, M gFePt | Bode, 18 héisposed eabrihe resp Cn
(3730). Jpetﬁale ory tree Bnk é%;zq% i ncl udes, as one of endpoint nodes,
the top Tode'3731°%f e CRLTIYY yEteed &0l (By3dnn are jdirposed ratvoke t he

| over | ekegh o8N WstCpd S0 bl calaoly {ree Bk (3720) reneue
'; gﬁea/slﬁ et%%ﬁ%’lpﬁ hé¥ gfoo"gﬁa{t ﬁgé)‘g%][ tégj%%/%n‘%( 3%&‘?‘5]#5 fculr tthoer
Cn are disposed at a further lower level. Category trees at
the lowest level have endpoint nodes (leaves) assigned to
respective devices such as a recording/playing-back
apparatus and a playback apparatus.

10 Herein, it is assumed that a category ﬁree Cn (3730)
should be revoked. The category tree Cn (3730) at the
bottom includes a top node 3431 as shown in Fig. 38(b), and
a plurality of devices are assigned to respective leaves at
the endpoint nodes.

15 By revoking the category tree Cn (3730), it is possible
to remove all devices belonging to the category tree Cn
(3730) from the tree structure at the same time. Revocation
of the category tree Cn (3730) is performed by a category
tree Bnk (3720) located next to, at a higher level, the

20 category tree Cn (3730). The category tree Bnk (3720)
includes, as one of endpoint nodes, the top node 3731 of the
category tree Cn (3730).

In order to revoke the lower-level category tree Cn
(3730), the category tree Bnk (3720) renews an endpoint node

25 3731 of the category tree Bnk (3720) corresponding to the



be revoked to the subroot of the category tree Bnk (3720). The category
tree Bnk (3020) then produces an enabling key 5 block serving as a renewed
sub- EKB. Herein, the node keys to be renewed are node keys in the path
fromthe subroot 3721 shown in Fig. 38(c) to an endpoint node 3731 that is
al so the top node of the category tree to be revoked. Mdre specifically,
node keys assigned to nodes 3721, 3724, 3725, 10 and 3731 are renewed.
After renewi ng the node keys corresponding to these nodes, the category
tree Bnk (3720) produces its renewsd148b=EKB so as to reflect the renewed
node keys. Alternatively, when the category tree Bnk (3720) 15 revokes the
| oner -1 eyel categqry tree Cn (3730), the <category tree Bnk (3720) may not
renew i t $°BndR9EN 7ﬁ8d8f3F§f Eateaopyndires Cok H8736p nade fA73heaf t he

category _tree Cng 3%30, hut the category tree Bnk (3720) may renew only
the ot heFSH6YE RBYE FRYBhdMpAPR PRSM EKeMcihegcafegosy 8T8€ 2030otbe

cnabl i ngPReyBPBEn £8r bhRgHBraotenanbhe SabeEREY Fhee, Bbwéd78AAbl | ng. Key
o ek oMY B0 e b LS05 ) AR, B sRuabebaraotbiing Foprios -
el dealTagkHERVERLRET FeRBued SuRZERED Y paEeTnpitnt nodk keys |
to be renewed are node keys in the path from the subroot
3721 shown in Fig. 38(c) to an endpoint node 3731 that is
also the top node of the category tree to be revoked. More
specifically, node keys assigned to nodes 3721, 3724, 3725,
10 and 3731 are renewed. After renewing the node keys
corresponding to these nodes, the category tree Bnk (3720)
produces its renewed sub-EKB so as to reflect the renewed
node keys.
Alternatively, when the category tree Bnk (3720)
15 revokes the lower-level category tree Cn (3730), the
category tree Bnk (3720) may not renew its endpoint node
3731 corresponding to the top node 3731 of the category tree
Cnk 3730, but the category tree Bnk (3720) may renew only
the other node keys in the path from the category tree 3730
20 to be revoked to the subroot of the category tree Bnk 3720
and may produce an enabling key block serving as a renewed
sub-EKB.
The renewed enabling key block (sub-EKB) produced by
the category tree Bnk (3720) is transmitted to a higher-

25 level category tree. In this specific example, the further



of the category tree Bnk (3720). If the category tree Ann (3710) receives
the enabling 5 key block (sub-EKB) fromthe |ower-level category tree Bnk
the category tree Ann (3710) replaces the key assigned to the

(3720),
endpoi nt

node 3721 of the category tree Ann (3710) corresponding to the

top node 3721 of the category tree Bnk (3720) with the renewed key
i ncluded in the 10 enabling key bl ock received fromthe | ower-|evel
category tree Bnk (3720), and the caiggory tree Ann (3710) renews its

sub- EKB. Fig. 38(d) shows the tree st

ture of the category tree Ann

own

(3710). In the category' -"t"ree Ann (3'710)6 shg$qlin3shg. 388dé§lgt_is .
needed tQ.renew, node keys 15 assigned to nodes , , an in a
pat h froﬁ%gﬁgr'éﬁggioﬁ?¥§9ﬁfytBngelEnGpSPﬁ?GHSMet3¢ElABBnﬁélﬂ@drto t he

' d : b- EKB. After renew ng the
node keydhEh, 188LARR, #8 SRecenndEotRF BoHs eghhy FrRonaRR §2710)
producesoktégéegggggo§gbﬁgg§ éﬁﬁfﬂ%zi?io refl ect the renewed node keys.

above-descri

ed process s pe

P further higher-Ilevel category

The

[ h |n Fig..30(b), ha en renewed.
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assigned to the endpoint node 3721 of the category tree Ann
(3710) corresponding to the top node 3721 of the category
tree Bnk (3720) with the renewed key included in the
enabling key block received from the lower-level category
tree Bnk (3720), and the category tree Ann (3710) renews its

own sub-EKB. Fig. 38(d) shows the tree structure of the

category tree Ann (3710). 1In the category“tree Ann (3710) °~

shown in Fig. 38(d), it is needed to renew node keys
assigned to nodes 3711, 3714, and 3715 in a path from the
sub-root 3711 to the endpoint node 3721 connected to the
category tree that has transmitted the renewed sub-EKB.
After renewing the node keys corresponding to these nodes,
the category tree Ann (3710) produces its renewed sub-EKB so
as to reflect the renewed node keys.

The above-described process is performed for further
higher-level category trees until the root category tree
shown in Fig. 30(b) has been renewed. Via the sequence of
processes described above, revocation of the category tree

is completed. The renewed sub-EKB's produced by the



basis of all renewed sub-EKB' s. Each renewed EKB has a form5 of an
encrypted key bl ock that cannot be decrypted by any device belonging to
the revoked category tree. The sequence of category tree revocation
processes is shown in Fig. 39. In the sequence shown in Fig. 39, a
category tree nanagenment category tree (E-En), which wants 10 to revoke
sone category tree, perforns key renewal needed to isolate an endpoint
node to be revoked fromthe category _tree managenent category tree (E-En)
and produces a renewed sub-EKB(E) Oof 1dfe- category tree nmanagenent category
tree (E- En). The renewed sub-EKB(E) is transmtted to a higher 15 | evel
category tree. Upon rece|V|n% the renewed sub-EKB(E), the higher-1|evel
(parent)reﬁPESGFVetFééeGPZYE ¥eesnawne ﬁh@alﬁwd@rheyma$$egn¢d thet key
endpoi nt g gorres ponding to the renewed tog node of the renewed
sub- EKB(%}S hd HF%B“nSS@teFe&§D§és?Qﬁe&tpﬁedo& ereint heTpet kefyr om t hat
endp0|nt e sub-root, and then produces a renewed sub-EKB(P1)
as t@t FgFFEEFlPHecFBH@%E&KHSQePE€9309$h§a§b©Vé BBB¢Si badthprocess i s

f r her-level category trees, and all renewed
gﬁL Engga%%ét Ei'ﬁﬁPgVeGbFBPnEHBaFe Eaghegenaved eEKBy hapsar £pumi on

d b t KDC)
br oducess vaaT 3%@0?%?88"&%% b1k Fhabarenr he| dPERURBRISER. 8RE 5. Lach
renewed qEKB.hag foﬁg o{o hgngvﬁgéggcg? gﬁggktthat cannot be decrypted

by any deV|ce be ong
The sequence of category tree revocation processes is

shown in Fig. 39. In the sequence shown in Fig. 39, a
category tree management category tree (E-En), which wants

10 to revoke some category tree, performs key renewal needed to
isolate an endpoint node to be revoked from the category
tree ménagement category tree (E-En) and produces a renewed
sub-EKB(E) of the category tree management category tree (E-
En). The renewed sub-EKB(E) is transmitted to a higher-

15 1level category tree. Upon receiving the renewed sub-EKB(E),
the higher-level (parent) category tree (Pl-En) renews the
node key assigned to the endpoint node corresponding to the
renewed top node of the renewed sub-EKB(E) and also node .
keys assigned to nodes in the path from that endpoint node

20 to the sub-root, and then produces a renewed sub-EKB(P1l) so
as to reflect the renewed node keys. The above-described
process is performed for further higher-level category trees,
and all renewed sub-EKB's that are finally obtained are
stored in the key distribution center (KDC) and managed

25 thereby. The key distribution center (KDC) produces various



tree. 5 Fig. 40 illustrates the correspondence between a revoked

| oner -1 evel category tree and a higher-level category tree that revoked
the |l ower-|evel category tree. An endpoint node 3901 of the higher-Ievel
category tree is renewed in response to revoking the category tree, and
then 10 the node keys in the path fromthe endpoint node 3901 to the
subroot of the higher-level category tree are renewed. Furthernore, a new
sub-EKB i s produced such that the ren?mgl of the node keys is reflected.
As a result, the node key of the top dé 3902 of the revoked | ower-| evel
category tree 15 and the node key of the endpoint node 3901 of the higher-

| evel ca Qry tr becoe different fromeach other. Because any EKB
produced%§§ Fh@nk$§edgéﬁﬂﬁb8€iéﬂlc6ﬁP@Wed(ﬁBQrE§BF§h t Bachevenawedn of the

cat egor ee i s_based on _the key of the endpoint node 3901 renewed by the
highgr ¥5%Pe§8F 8a?8§8r9gtﬁge9nﬁﬁ§P&§9i5€Y094P€§p6ﬁé¢n63960§ beaf of the

| ower - | eyel o] tree .cannot have the renewed key and thus cannot
decrypt ?%Srﬁﬁﬁggréﬁuéaa BSViRE E§3°n§F§9rFﬁquﬁnr@¥ﬁ$§ﬂ ERBEYOrAl t hough in
the exampl.godescri bed above, a category 25 tree at the bottomlevel that
nanagesngeV|ées Is revoked, a - 120 category tree that is |located at a

evolcad by a "okt copr v TREERREed, Lot RYGoffbioR atvétn ) “ihe
revoked lower-level category tree and a higher-level
category tree that revoked the lower-level category tree.
An endpoint node 3901 of the higher-level category tree is
renewed in response to revoking the category tree, and then

10 the node keys in the path from the endpoint node 3901 to the
subroot of the higher-level category tree are renewed.
Furthermore, a new sub-EKB is produced such that the renewal
of the node keys is reflected. As a result, the node key of
the top node 3902 of the revoked lower-level category tree

15 and the node key of the endpoint node 3901 of the higher-
level category tree become different from each other.
Because any EKB produced by the key distribution center
(KDC) after the revocation of the category tree is based on
the key of the endpoint node 3901 renewed by the higher-

20 level category tree, any device corresponding to a leaf of
the lower-level category tree cannot have the renewed key
and thus cannot decrypt the EKB produced by the key
distribution center (KDC).

Although in the example described above, a category

25 tree at the bottom level that manages devices is revoked, a



category tree to be revoked in a simlar manner as described 5 above. By
revoki ng an entity managenent category tree at a mddle level, it is

possi ble to sinultaneously revoke all |ower-level category trees and

devi ces belonging directly or indirectly to the revoked category tree. As
descri bed above, revocation of a category tree nakes 10 it possible to
performrevocation nore easily than in the case where revocation is
performed in units of devices. [Nhnaginent of capability of category tree]
When keys are distributed on the baSi 28¢ category trees, the capability
of each entity may be managed and a 15 content may be distributed

depending in the capability as_descri bed below. Herein, the termcapability
i s used 88t8985Ye§EﬁF BFaHe#Fnéoﬁﬁﬁﬁdkﬁﬁdé @ﬂddéﬁtéﬁwsloanﬂrbgaan1a devi ce

can deal _wth. gg f capabilities are a gablllty of deconpressing
audi o da?ﬁnegﬁﬁrﬁs Weke 6Y84n§a§9996Yat§S§cmﬁyca sApbestevnkedhbyea a

capabilit tof aud# iﬁrodu t|on according to a specific schene, and a
capablll?é §PCHEAFTRG WEALEd pRPXEcEPar aFnBgBipheEedsvay, bhegram Fig. 41

ot mi 1 SRCPUPET Bt e ES BT oEtvkaY 72 2 23ni1a7 cpagearars Hesenibed | he
Formor SPB/Raryed  FELSkIHS. 2p%%%‘@»étm?ﬁaﬁéﬁﬁééévé%eéé%ﬁgé%ﬁ;ééeia' " e
categorymiddle level, it is possible to simultaneously revoke all
lower-level category trees and devices belonging directly or
indirectly to the revoked category tree.
As described above, revocation of a category tree makes
10 it possible to perform revocation more easily than in the
case where revocation is performed in units of devices.
[Management of capability of category tree)
When keys are distributed on the basis of category
trees, the capability of each entity may be managed and a
15 content may be distributed depending in the capability as
described below. Herein, the term capability is used to
represent or define what kinds of contents or program a
device can deal with. Examples of capabilities are a
capability of decompressing audio data compressed according
20 to a specific compression scheme, a capability of audio
reproduction according to a specific scheme, and a
capability of dealing with a particular image processing
program.
Fig. 41 shows an example df a category tree structure

25 including capability definition information. A root node is



tree 4001 is defined as having an audi o playback capability 5 according to
any one of audi o playback schenes A, B, and C. Mirre specifically, for
exanpl e, when nusic data conpressed by an audi o conpression programA, B,
or Cis distributed, any device belonging to category trees bel ongi ng as

| ower- | evel category trees to the category tree 4001 can 10 deconpress the
conpressed data. simlarly, a category tree 4002 is defined as having

audi o pl ayback capability according to one of audio playback schenmes B and
C, a category tree 4003 is defined aslBdving audi o playback capability
according to one of audio playback 15 schenmes A and B, a category tree 4004
IS defin%d as having _audi o pl ayback capability according to the audio

pl ayback “1SPREFE BL 2RE Xopatdgdhy tkeye isds ibutden nadeasthavitoge,audi o

pl ayback c%pabilit according to the audi o playback schene C. 20 On the

ot her hafi# & E&Péé&9§yt9§e°3G29°F¥ 4&eefed nadhenfoirmg of wai Beaapyayback

4022 15 GEPEn8Roa819RaPAgEL JPHES BRAFBAck FABABNAMDY exceordtagory any one
Vi deo pl rBscf00d,28i APEsReflorannling aheasdnenelaybackogapahelebpabi | ity
i st but L hBCPE Ry o8P BaNp! BlanhankascheRartAcoRt oAbdpFovi der
want s toMQEétﬁbQHEfically, for example, when music data compressed

by an audio compression program A, B, or C is distributed,

any device belonging to category trees belonging as lower-

level category trees to the category tree 4001 can

10 decompress the compressed data.
Similarly, a category tree 4002 is defined as having

audio playback capability according to one of audio playback

schemes B and C, a category tree 4003 is defined as having

audio playback capability according to one of audio playback

15 schemes A and B, a category tree 4004 is defined as having
audio playback capability according to the audio playback
scheme B, and a category tree 4005 is defined as having
audio playback capability according to the audio playback
scheme C.

20 On the other hand, a category tree 4021 is defined as
having a video playback capability according to any one of
schemes p, q, and r, a category tree 4022 is defined as
having a video playback capability according to any one of

schemes p and ¢, and a category tree 4023 is defined as

25 having a video playback capability according to the scheme p.



nmusi ¢ data conpressed by a specific conpression programto 5 various

devi ces, the key distribution center (KDC) produces an enabling key bl ock
(EKB) that can be decrypted only by devices capabl e of playing back nusic
data conpressed by that specific conpression program on the basis of the
capability information of the respective category trees. 10 The content
provi der encrypts a content key using the enabling key bl ock (EKB)
produced in accordance with the capaP%gity i nformati on and distributes the
resultant encrypted content key. The nfent provider also provides
conpressed nusic data encrypted using the content key to 15 devices. This
makes it possible to SBCUFGL§%EFOVide a specific processing programonly

to devices capa®l FPRAPLILIE PERREORY PR, FEFPERELER @pteIeHhVRrees Fi g.
41, capability_informafjon is . defined for all category trees. However, it
'S ot 20°neBagd Py Hb8akaY 8L IREtaBaBEREEY (RPGImat FOR for all
S ot neheBRTe . r8peRcRcertralt SO8tPakopyoridet uRRERI by ibhrebute
o DR e M R R L
or ovider T The ey o 0 1 behE RERCATRF- 1 Refi o Heiket" PRHELEEP MG Ry bl ock
(EKB) thgh &RALPEngCREYPLEI-RNI¥KBY that can be decrypted only by '
devices capable of playing back music data compressed by
that specific compression program, on the basis of the
capability information of the respective category trees.
10 The content provider encrypts a content key using the
enabling key block (EKB) produced in accordance with the
capability information and distributes the résultant
encrypted content key. The content provider also provides
compressed music data encrypted using the content key to
15 devices. This makes it possible to securely provide a
specific processing program only to devices capable of
processing the data.
In the example shown in Fig. 41, capability information
is defined for all category trees. However, it is not
20 necessarily needed to define capability information for all
category trees. For example, as shown in Fig. 42,
capability information is defined only for lowest-level
category trees directly related to devices, and capability

information of devices belonging to the lowest-level

25 category trees is managed by the key distribution center



devices having a capability specified by the content 5 provider, on the
basis of the capability information defined for the lowest-Ievel category
trees. In the exanple shown in Fig. 42, capabilities are defined for ‘
category trees 4101 to 4105 whose endpoint nodes are related to devi ces,
and the capabilities of respective category trees are nanaged by the 10
key distribution center (KDC). For exanple, devices having an audio

pl ayback capability according to the fg$ege B and having a video playback
capability according to the schene r erelated to the category tree
4101, devices having an audio playback capability according to the schene

el ated (K0t h  cBrekBis €red. 25 teRpgnsastanayEoanoskakprB of o capabi |ty
e TS I R A A AN TN A IR
{10 10 A SRR 00k BRRL ST oo B BRIOES, RS 1
catcoervabtsed oy s AMRARTL, ARLEL Lo oBRE Lalts!, eomet e o
oS Eeiast, SR SRS o LHE ol Y. R LAY ReRRED L
but the fhf thé F&hed@ 1K el fcdtEgSAPANLLLY | £n Ple aé’ﬂrﬁﬁf)é Csnown larly,
in Fig. 42, capabilities are defined for category trees 4101
to 4105 whose endpoint nodes are related to devices, and the
capabilities of respective category trees are managed by the
10 key distribution center (KDC). For example, devices having
an audio playback capability according to the scheme B and
having a video playback capability according.to the scheme r
are related to the category tree 4101, devices having an
audio playback capability according to the scheme A and
15 having a video playback capability according to the scheme q
are related to the category tree 4102.
Fig. 43 shows an example of a capability management
table managed by the key distribution center (KDC). Fig.
43(a) shows the data format of the capability management
20 table. A category tree ID is an identifier that identifies
a category tree. A capability list indicates capabilities
defined for a category tree indicated by a category tree ID.
As shown in Fig. 43(b), the capability list consists of a
plurality of bits each indicating whether various

25 capabilities are available or not. For example, if the



for the audio data playback capability according to scheme 5 (B), the
corresponding bit is set to "1" if the capability 1is available, but the ‘
bit is set to "0" if the capability is not available. Note that the method
of setting the capability information is not Iimted to that described
above, but another nethod may al so be enployed as long as 10 the nethod can
i ndicate the capabilities of the devices managed by the category trees.
The capability managenent table furth gé i ncludes data representing the
sub- EKB of each category tree. In a c & ~where sub- EKB' s are stored _
separately I n another dat abase, 15 identification information of sub-EKB is
descri bed i nst of the sub-EKB, itself. Furthernore, the capability
nanageneﬂ?d%%b %t%l%%ﬁY?ﬁ?hd%%P@%}blFﬁdﬁ%%@F@gnghbosagheme g?bdesﬁf SSCE
category_tre basis of the capability nmanag ement table, the ey
dlstrlbu?Y%hf%%%?err%?&iﬁrfﬁ§ﬁﬁﬁﬁ%n%nbbﬁabﬁ|ﬁ@tkE9 bl be kb“EEkf? bhat c?n be
decrypted onl feyi ces haV|n capapility of playing back a specific
cont ent . "Re¥® glg%g f 3& é%?%;tﬁ ct¥s9 %Y%Hﬁ%gkﬁ tr%???%?ﬁf%g ;gy
bl ock o f lJt tion is descr| e el ow
Firet, Tk P BB W @‘?ﬂ”@w SRl B acoRatys abzelsc W ect s
cat egory e b from.the capabiljty managenent
blg éffe g%lg%ef’dllg% é&ﬁ é%(%ﬁp? éé %/?I aPcoﬁ% ﬁ? J}/t%émts to
d'Str'bui§ &4 fable, but the bit is set to "0" if the capability is
not available. Note that the method of setting the
capability information is not limited to that described
above, but another method may also be employed as long as
10 the method can indicate the capabilities of the devices
‘managed by the category trees.
The capability management table further includes data
representing the sub-EKB of each category tree. 1In a case
where sub-EKB's are stored separately in another database,
15 identification information of sub-EKB is described instead
of the sub-EKB itself. Furthermore, the capability
management table also includes data indicating the subroot
node of each category tree.
On the basis of the capability management table, the
20 key distribution center (KDC) produces an enabling key block
(EKB) that can be decrypted only by devices having a
capability of playing back a specific content. Referring to
Fig. 44, the process of producing the enabling key block on

the basis of the capability information is described below.

25 First, in step S4301, the key distribution center (KDC)



data according to the audi o data playback schene A, the key 5 distribution
center (KDC) searches the capability list showmmn in Fig. 43(a) and selects
category trees having a value of "1" in the bit indicating the audio data
pl ayback capability according to the schene A. Then in step S4302, the key
distribution center (KDC) 10 produces a list of ID s of selected category
trees. Thereafter, in step $S4303, the key distribution center (KDC)
sel ects a path that should be included in a tree formed by selected
category trees indicated by the 1D %%af is, a path to be included in a
key distribution tree). In step 15 S4304, it is determ ned whet her al
paths included in the selection category tree |ID s have been selected. If
al | pat%%f‘ﬁ%% PoTAHRIPr B et e'%l?"%’ége%t$Bﬁcbfiﬁdtﬁépah_ihibjﬁ £1303 \.A;]
erformed until all.paths have been selected. That is, in the case where a
BI ural it %fc%%?lébicﬂ"gy tfeRagepenbotaklect eﬁ?rﬁﬁﬁhécﬁ&T?‘sbylb?df@ht ot hF o
' lally sel ected. a aths inclu
0 he SPTUIFLE’ dufen gt (FOERRE [EFOVIACE BHRHS SoP Ol BHE Lhee phisbias
roceeds S 4N step,S4305, a te distribution tree structure
Pncl udi n%ég% atio‘% %/ls(?%gqsstecf e@?%aa‘g%%% FL2 P %gb?%k pTORRRR P -t%?_(#eyl'{\en in
st epsS4396s £ POGG: | d ' e tree structwro ced in step
$4302 are rteflnewe ) flceér‘{e)‘g‘%/]!J gﬂ%)%ﬂcélgn%réré%v@lbe notRA LY 8 thhRw:,
sub-EKB'#n & id %3 (a) and selects category trees having a value of
"1" in the bit indicating the audio data playback capability
according to the scheme A.
Then in step S4302, the key distribution center (KDC)
10 produces a list of ID's of selected category trees.
Thereafter, in step S4303, the key distribution center (KDC)
selects a path that should be included in a tree formed by
selected category trees indicated by the ID's (that is, a
path to be included in a key distribution tree). 1In step
15 54304, it is determined whether all paths included in the
selection category tree ID's have been selected. If all
paths have not been selected, selection of paths in step
4303 is performed until all paths have been selected. That
is, in the case where a plurality of category trees are
20 selected, paths corresponding to the respective category
trees are sequentially selected.
If all paths included in the selected category tree
ID's have been selected, the process proceeds to step S4305.

In step S4305, a key distribution tree structure including

25 only the selected category trees is produced.



sel ected category trees included in the key distribute tree 5 structure are
extracted fromthe capability managenent table. On the basis of the
extracted sub-EKB s and the renewed node keys produced in step S4306, an -
enabling key block (EKB) is produced such that it can be decrypted only by
the devices included in the selected category trees. The enabling key 10
bl ock (EKB) produced in the above-descri bed manner can be wused only by the
devi ces having the specified capabili%% that is, the enabling key bl ock
(EKB) can be decrypted only by such §ites. If, for exanple, a content
key is encrypted using this enabling key bl ock (EKB) and a content 15
conpressed by a specific progran1is encrypted using that content key, and

if the resul RN et YRR P efOd@\kerR inoHided i &he duierd to
the Koy SHFECFRER PERTUST ofs (REES ShR0H<87¢ HESDEERn CRobehE doscr | bod
above, the key.distribution center (KDC roduces an enabl i ng_key bl ock
( EKB) tH%foég_l%% ﬂ%%?%?éeﬁpg%2¥?y%y_d%%FEEErﬂ3§an§E%p%5$l?t?fOFX%Iaying
back @ SBErbiiss SEOMGLY ORelloulEnaed’ shen g RED bV BREIORL (eble
At ptSEerdred i B0 b Sl et OB L
regi StT abh OPhOTOLEES I F i SGH Ltk OF! QYp VERE: £ el 56 00EE JonEid ABue
keys produced in step S4306, an enabling key block (EKB) is
produced such that it can be decrypted only by the devices
included in the selected category trees. The enabling key
10 block (EKB) produced in the above-described manner can be
used only by the devices having the specified capability,
that is, the enabling key block (EKB) can be decrypted only
by such devices. If, for example, a content key is
encrypted using this enabling key block (EKB) and a content
15 compressed by a specific program is encrypted using that
content key, and if the resultant encrypted content key and
content are provided to devices, then only the devices
having the specific capability selected by the key
distribution center (KDC) can use the content.
20 As described above, the key distribution center (KDC)
produces an enabling key block (EKB) that can be decrypted
only by devices having capability of playing back a specific
content, on the basis of the capability management table.

Thus, when a new category tree is registered, it is needed

25 to acquire capability information of the new category tree



Fig. 45 shows a capability notification sequence 5 perforned when a new
category tree is added to the key distribution tree structure. A new
(child) category tree (NNEn) to be added to the tree structure issues a
new regi stration request to an upper-|level (parent) category tree (P-En).
Each category 10 tree has its own public key according to the public key
crypt ography schene. When the new category tree issues the registration
request, it transmts its public key %z7the upper -1 evel category tree
(P-En). Upon receiving the registrafi request, the upper 15 |evel
category tree (P-En) transfers the received public key of the new (child)
cat egory trﬁewﬁN-En% to.a certificate authority (CA) to receive a public
key of th8 REwLEERP GfedcatEBSrWereé ﬁ§vPﬁ§l§l§P AgpuPE shethe CA. The

i n, mut ual _aut henti cati on between the 20

b
ppor -| CGBPALLLELs: IR FbE BF {‘ﬁwEﬁ?tﬁﬂarYhErﬁg\AFFHFrPFH?tlEBt BEBFOSE 86 (N En).
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i s conpl ?Earﬁbg hg 330Vé rBE § ¥ﬁe ouBper - §§Vel category tree (P-En)
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{ree § 0 bl el chhLA) o© %&geaxe{;s?g {PeEN)s 2Ri8anederkEyyegor r esponds to

one of ehdpol nt nodes o e uppe
distribution tree structure.

A new (child) category tree (N—ﬁn) to be added to the
tree structure issues a new registration request to an
upper-level (parent) category tree (P-En). Each category

10 tree has its own public key according to the public key
cryptography scheme. When the new category tree issues the
registration request, it transmits its publié key to the
upper-level category tree (P-En).

Upon receiving the registration request, the upper-

15 level category tree (P-En) transfers the received public key
of the new (child) category tree (N-En) to a certificate
authority (CA) to receive a public key of the new (child)
category tree having a signature of the CA. The above
procedure is performed in mutual authentication between the

20 upper-level category tree (P-En) and the new (child)
category tree (N-En).

If the authentication of the category tree requesting
for new registration is completed via the above process, the
upper-level category tree (P-En) gives permission of the

25 registration of the new (child) category tree (N-En) and



category tree (P-En), and also corresponds to the top node 5 or a sub-root
key of the new (child) category tree (N-En). After the conpletion of the
transm ssion of the node Kkey, the new (child) category tree (N-En) builds
atree structure of the new (child) category tree (N-En) and sets the
recei ved sub-root key at the top node of the tree 10 structure.
Furthernore, keys are set at the respective nodes and |eaves, and an
enabl i ng key bl ock (sub-EKB) associaiﬁg with the category tree is
produced. on the other hand, the uppef-lé&vel category tree (P-En) produces
a sub- EKB associated with the upper-level category tree (P-En) 15 such
t hat an %ndﬁoin% node, which was nmade active when the_  new (child) category
tree was "CBRABEEI3 RAE: KeY; assigped teqthe ngy Ghidds. crtegR&Ypr oducti on
of the sub-EKB in¢luding, the.node ._keys and | eaf keys of new (child)
category%?FSeQ?N£Eﬁ)nF¥ (EglégﬁpF8F§8¥ryh§rﬁ§w(FCFPId) Thi&gPfet ke¥ (N En)
transmt uced sub-EKB t.o the upper-I|ev category tree (P-En).
Furthern%?g?ggﬁghﬁgmﬁgcﬁﬁFdfgc5?888?9%tngeprgnﬁkFrHRQ%FFieVFHe capability
i nf or mat | eyi.ges  gapaged tegory tree to. the upper-|eve
categoryb??885r35¥tﬁgn(?§§§?viﬁ§&t§228u§$ER S ﬁﬁdfhgocgﬂﬁbﬁPPtgogelzg
i nf orgmat henaf EQBLEEL N ( SR e heg (N , +Lhe upper-1|eve
category tree P—En) trggsﬁgrgﬂ%hgg%eggpéég)sgggegggyaﬁgegaﬁgﬁgp?fy
information tRgedheEnaM tdnB1 EE16NES e Stie transmission of the node
key, the new (child) category tree (N-En) builds a tree
structure of the new (child) category tree (N-En) and sets
the received sub-root key at the top node of the tree
10 structure. Furthermore, keys are set at the respective
nodes and leaves, and an enabling key block (sub-EKB)
associated with the category tree is produced. On the other
hand, the upper-level category tree (P-En) produces a sub-
EKB associated with the upper-level category tree (P-En)
15 such that an endpoint node, which was made active when the
new (child) category tree was connected thereto, is
reflected in the sub-EKB.
If the production of the sub-EKB including the node
keys and leaf keys of new (child) category tree (N-En) is
20 completed, the new (child) category tree (N-En) transmits
the produced sub-EKB to the upper-level category tree (P-En).
Furthermore, the new (child) category tree (N-En) transmits
the capability information of devices managed by the
category tree to the upper-level category tree.

25 Upon receiving the sub-EKB and the capability



EKB of the upper-level category tree (P-En) to the key 5 distribution

center (KDC). The key distribution center (KDC) registers the received

sub- EKB and capability informati on of the category tree into the

capabi lity managenent table described above wth reference to Fig. 43,

t her eby obtaining an updated 10 capability nmanagenment table. On the basis

of the renewed capability managenent table, the key distribution center

(KDC) can produce an EKB in various ggpners. For exanple, the EKB can be

produced such that only a specified egory tree or a specified device

can decrypt the EKB. 15 [ Managenent of EKB using EKB type definition |ist]
I.t,_can be decrypted by one or nore

When an E i s produced such that

sel ect ed-"gt‘:@@&ef“t &R Lthe mew (Shiildancatayonys tdasyi( ns)ucﬂ'-ﬂegat it can
be used in co n.b evi ces. belonging to the respective sel ected category
Creos.  ABRSTERIEHRT HAEIORY A oRkH FARR dOrATRS s AN (aGRIVER: BiGwhi cF

t use.qr decrypt the EKB is described below _ In_ the
o eoont EXTh SR CABAE A Seio LA TAEAT, OGS N MY RDEFTEES: #06-an EKB
i ssue r e f,rom an EKB _requester, suych as_a_cqntent provider, who wants
t he keyﬁgé %&%FP%b&PP&E'??XFErc@%ﬁ@fr?b%§§ﬁu4%i$ K§qQ e “§¥ed by the -
130 5 EKB ;6894938 on 2 ﬁ L %R I dentification nunber indicating the EKB
R yée 3

type described in an finition list included in the received EKB
I ssue requesiheSKey §8triBftion center (KDC) registers the

received sub-EKB and capability information of the category
tree into the capability management table described above
with reference to Fig. 43, thereby obtaining an updated

10 capability management table. On the basis of the renewed
capability management table, the key distribution center
(KDC) can produce an EKB in various manners. For example,
the EKB can be produced such that only a specified category
tree or a specified device can decrypt the EKB.

15 [Management of EKB using EKB type definition list])

When an EKB is produced such that it can be decrypted
by one or more selected category trees and the resultant EKB
is provided such that it can be used in common by devices
belonging to the respective selected category trees, a

20 method of using an EKB type definition list indicating which
category tree can use or decrypt the EKB is describéd below.

In the present embodiment, if the key distribution
center (KDC) receives an EKB issue request from an EKB
requester, such as a content provider, who wants the key

25 distribution center (KDC) to issue an EKB to be used by the



resul tant EKB can be processed (decrypted) by one or nore 5 category trees.
In the process of producing the EKB, in accordance with top node .
identifiers of the respective category trees set in correspondence with
the EKB type identification nunber described in the EKB type definition
list, the key 10 distribution center (KDC) requests the top-level category
entities (TLCE), which are category tree mangers, to produce their
sub-EKB. If the sub-EKB s produced by %He respective TLCE s are received,
the key distribution center (KDC) conb?les the received sub-EKB' s into an
EKB that can be 15 processed by the category trees. In the present

enbodi ment . the EKB requester such as the content provider (CP) can sel ect
speci f i cEKBt E§BRESEREesan oRKB hEYBSEF-QeBFltf-HGaEKBn_t gp@b(eg; F—ﬁﬂﬂ-réﬁ:ngstz A
After the E requester such.as the content provider . .selecte
specificEBSFgﬁgr§gP?e §SShibRE HASRE BXD: h¥pekAefjpatings Lafti on 'iSt’Ekge
EKB reque rreques t he ke distribution center éKDC) to Issue an

t hat cgnlﬁéfuﬁ?gcégségeb§e?ﬁé¥§gl RBcdSEPECFPANCELy c8BFY EhRE. the Lesponse
to the t he_k distribution.cente é KDC) requests the
nanagensggségﬁgﬁg %?ﬁtﬁﬁngé?e%{%ﬁfgsﬁéé(dSSFEBg? ?t&XeO%Gd? sterg E&B-Fﬁgi
The n ng of each selected category tree produces an

can Eg a%§g§€é£§d£%% @'by devi ces of that nmanagenent entity other

In the process of producing the EKB, in accordance with
top node identifiers of the respective category trees set in
correspondence with the EKB type identification number
described in the EKB type definition list, the key

10 distribution center (KDC) requests the top-level category
entities (TLCE), which are category tree mangers, to produce
their sub-EKB. If the sub-EKB's produced by the respective
TLCE's are received, the key distribution center (KDC)
combines the received sub-EKB's into an EKB that can be

15 processed by the category trees.

In the present embodiment, the EKB requester such as
the content provider (CP) can select specific category trees
on the basis of the EKB type definition list. After the EKB
requester such as the content provider (CP) selected

20 specific category trees on the basis of the EKB type
definition 1list, the EKB requester requests the key
distribution center (KDC) to issue an EKB that can be
processed by the selected specific category tree. 1In
response to the EKB request, the key distribution center

25 (KDC) requests the management entity of the selected



t han revoked devices and transmits the resultant EKB to the 5 key
distribution center (KDC). The key distribution center (KDC) conbines the
one or nore sub-EKB s thereby producing an EKB that can be processed only
by the category trees selected by the EKB requester and provides the
resultant EKB to the EKB requester. Upon receiving the EKB fromthe key 10
distribution center (KDC), the EKB requester produces an encrypted key or
encrypted content that can be decryptﬁgl only by using a key acquired by
processing the EKB and distributes t resul tant encrypted key or content.
First, various entities in the systemare described 15 briefly. Key
distribution center (KDC),A key distribution center (KDC) issues enabling
key bl oeéea%ké)taﬁ hanhgtucad £WR-EXBe Jéhenmanagemest eptibyiafed with

cat ego entit A top | evel category
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EKB sequgel€fistribution center (KDC). The key distribution center

(KDC) combines the one or more sub-EKB's thereby producing
an EKB that can be processed only by the category trees
selected by the EKB requester and provides the resultant EKB
to the EKB requester. Upon receiving the EKB from the key
10 distribution center (KDC), the EKB requester produces an
encrypted key or encrypted content that can be decrypted
only by using a key acquired by processing the EKB and
distributes the resultant encrypted key or content.
First, various entities in the system are described
15  briefly.

Key distribution center (KDC)

A key distribution center (KDC) issues enabling key
blocks (EKB) and manages éh EKB type definition list
associated with the issued EKB's.

20 Top level category entity (TLCE).

A top level category entity (TLCE) is an entity which
manages a category tree, such as a format holder of a
recording device, which manages a category tree. The TLCE
manages the category tree, produces a sub-EKB that can be

25 processed (decrypted) by devices within the category tree



An EKB requester is, for exanple, an entity such as a 5 content provider
that provides, as electronic content distribution (ECD) service, various
contents such as video data, audio data, or prograns. Another exanple of °
an EKB requester is a format hol der of a storage nedium The content
provi der provides an encrypted content, key, or 10 nediumthat can be
decrypted using a key which can be acquired by processing an EKB which is
i ssued by the key distribution centeL éKEKD in response to a request

i ssued by the content provider. For ¥ npl e, the content provider (CP)
encrypts a 15 content using a root key described in the EKB produced by

t he key dlstrlgutlon center (KDC) and, distrjbutes the resultant encrypted
cont ent . MFRRIEA Rt the) BhFEo fa%@oPE@%ldﬁﬁdFﬁedF§§F15ﬁPEsSH€dE§BaFQer
witin nto the rage nedia during the production thereof so

t hat agzﬁh%o ?%n 1 EE+9$F%ﬁ“u§? HeLn F%B?)key of the EKB can be stored

t her eon. (Tngqgnd catq%aay based tree managenent) The category-based tree
managenent h y described above. Fbreln t he relatlonshlp

bet ween t he £ el_.c Ye &t TLCE i he cate y tree is -
133 descri bét Wlﬁ Lleec-}r/eérsetne 1?5 %f%y{gs r?'b KR cat egory

s agseloghedy gf&l&éf'maé'g}mdés?tyg A T

distribution (ECD) service, various contents such as video
data, audio data, or programs. Another example of an EKB
requester is a format holder of a storage medium. The
content provider provides an encrypted content, key, or
10 medium that can be decrypted using a key which can be
acquired by processing an EKB which is issued by the key
distribution center (KDC) in response to a request issued by
the content provider.
For example, the content provider (CP) encrypts a
15 content using a root key described in the EKB produced by
the key distribution center (KDC) and distributes the
resultant encrypted content. The format holder of storage
- media distributes media after writing the EKB onto the
storage media during the productioﬁ thereof so that a
20 content encrypted using a root key of the EKB can be stored
thereon.
(TLCE and category-based tree management)
The category-based tree management has been already
described above. Herein, the relationship between the top-

25 level category entity (TLCE) and the category tree is



category is a set of devices produced by the sane 5 manufacturer. Another
exanple is a set of devices that can deal with a specific encoding fornmat.
In Fig. 46, AL B, C, and D denote category trees. In Fig. 46, a root tree
at the top has a tree structure having, for exanple, eight |evels (eight
node |l evel s). Top 10 nodes of respective category trees are di sposed at
the bottomof the root tree. The category trees may be related to each

ot her such that a certain category Erg§3is hi gher in |evel than another
category tree. In the specific exanpl shown in Fig. 46, category trees C
and D are related to each 15 other wherein the category tree Cis a

hi gher -1 evel c¢ateg or¥ tree related to the category tree D at the | ower

| evel . ESERACEIPEFoWY Pré@fﬂFPEEFI§°CSﬁHeCﬁéd to the root tree at the top
is referred t evel category tree, angd an entity_ that manages a
t op- | evel cat 3@59;@@ # BPRYRr r8ACBCREEIRTYR 193 | 8kl OEadeyiFeSentity
(TLCE). |n the P cat ego ees A, B, and
Care tgﬁvﬁggef gﬁoFFgguggﬁd eHPFFl geFﬁ§&°ﬁgﬁ§e ?He§§gp83e PEv8|

e BT e BRI Al b 17
cal e VRANGEICLUEbLY! MinblRer SipolPabeheh b IR LR AR
speci fi Cqg¥ @Rl enSAOUBelPriE9endBaihgerdbihet N2t RRG9826L ], B, c,
ahd D denote category trees.
In Fig. 46, a root tree at the top has a tree structure
having, for example, eight levels (eight node levels). Top
10 nodes of respective category trees are disposed at the
bottom of the root tree. The category trees may be related
to each other such that a certain category tree is higher in
level than another category tree. 1In the specific example
shown in Fig. 46, category trees C and D are related to each
15 other wherein the category tree C is a higher-level category
tree related to the category tree D at the lower level.
Each category tree directly connected to the root tree
at the top is referred to as a top-level category tree, and
an entity that manages a top-level category tree is referfed
20 to as a top-level category entity (TLCE). 1In the specific
example shown in Fig. 46, category trees A, B, and C are
top-level categories, and entities that mange these top-
level categories are top-level category entities (TLCE's).

Each top-level category entity (TLCE) is basically

25 responsible for managing all category trees including the



category tree C al so nanages the category tree D. If there 5 is another
category tree at a further lower level related to the category tree D, the
TLCE that nmanages the category tree C also manages the further |ower-|eve
category tree. However, another category entity (sub category entity) may
be established, and the responsibility and the right of 10 nmanagenent of
the lower-level category tree D nay be delegated to that sub category
entity. Each device which uses a cont 4, such as a recording/reproducing
apparatus, is assigned by the top- Te Category entity (TLCE) to a | eaf
of a certain tree, 15 and the device holds sone of keys assigned to nodes
ina path fromthat leaf to the root. A set of node keys held by one

devi ce iEoPEi%Y? d°Rbegery HEGPcitaB4E RBY loMRy-devel ¢ﬁ§eggn¥er of keys
held b ach device (the nunber of keys included in a DNK set) is
detern?n e85 ¥ﬂ£aF% -F%the25023%%§6¥yc§FF99§Y(?EQE). ?ﬂg?hﬂz shomskthe
outline of prpcesses rformed anon respective entities such as a key
distribu??%ﬁlg%%t%¥aT§§k3?ﬁoﬁntbB-FgQEI2€atEBGr?LgﬁtFF?t(Wiﬁiy?sahhean EKB
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the category tree D, the TLCE that manages the category tree
C also manages the further lower-level category tree.
However, another category entity (sub category entity) may
be established, and the responsibility and the right of

10 management of the lower-level category tree D may be
delegated to that sub category entity.

Each device which uses a content, such as a
recording/reproducing apparatus, is assigned by the top-
level category entity (TLCE) to a leaf of a certain tree,

15 and the device holds some of keys assigned to nodes in a
path from that leaf to the root. A set of node keys held by
one device is referred to as a device node key (DNK) set.
The number of keys held by each device (the number of keys
included in a DNK set) is determined by the top-level

20 category entity (TLCE).

Fig. 47 shows the outline of processes performed among
respective entities such as a key distribution center (KDC),
a top-level category entity (TLCE), and an EKB requester.

A key distribution center (KDC) 4511 is included in a

25 management entity 4510 of a tree-based EKB distribution



The key distribution center (KDC) 4511 nanages keys of 5 subtrees such as
top-level category trees. The key distribution center (KDC) 4511 al so
manages an EKB type definition list that will be described |ater and
produces EKB's. The certificate authority (CA) 4512 wites a signature on
each EKB produced by the key distribution 10 center (KDC) and issues a
public key corresponding to a secret key on which a signature is witten,
for use in wverification of the signature. An EKB requester 4520 requests
the key distribution center (KDC) 25 5t5 issue an EKB. The EKB requester
may be 15 a content provider (CP) who provides a content-stored nmedi um
such as a_CD or DVD on which a content is stored, a content provider (CP)
who di st PYBGEBs aTHRgMaRRIEMANENENtALYa 45400 agsheysiomlndeensor who
provides a license of a format of a_storage systemsuch as a flash nenory.
20 Each ERB FgéﬁagFe?uﬁgﬁﬁlEYo&Fﬁés4352ERBa§oWFé§G§néiﬁggnﬁﬁuaecontent, a
medi um QL R bkﬁense format such that a key needed in use of the content,
the medi G o he license fornmat provided by EKB requester can be

G st i but | on BEhCE At ISTIeh FEtters ki) HhS Ekarnates (keya RE sent to
Lhe ey, SuBkEbdutha O5F £hol (B0 L LheY 1DELF'® afglligyter 4520, 11 the

distribution center (KDC) 4511 also manages an EKB type
definition list that will be described later and produces
EKB's. The certificate authority (CA) 4512 writes a
signature'on each EKB produced by the key distribution

10 center (KDC) and issues a public key corresponding to a
secret key on which a signature is written, for use in
verification of the signature.

An EKB requester 4520 requests the key distribution

center (KDC) 4511 to issue an EKB. The EKB requester may be

15 a content provider (CP) who provides a content-stored medium
such as a CD or DVD on which a content is stored, a confent
provider (CP) who distributes a digital content, or a
storage system licensor who provides a license of a format
of a storage system such as a flash memory.

20 Each EKB requester 4520 provides an EKB corresponding
to a content, a medium, or a license format such that a key
needed in use of the content, the medium, or the license
format provided by EKB requester can be extracted by

processing the EKB. Each EKB is produced by the key

25 distribution center (KDC) 4511 in response to an EKB request



response to the EKB request sent to the key distribution 5 center (KDC)
4511, the EKB requester 4520 nay provide the EKB to a nedi a manufacturer
4540 and/ or a devi ce nmanufacturer 4550 and nmay provide a nediumor a ‘
device, in which the EKB is stored, to a user. Each EKB is produced such
that it can be processed by one or nore category trees. 10 In the present
system the EKB's may be produced in various fashions and nmay be used in
vari ous manners. For exanple, an EKBL%Ey be produced such that it can be
processed in common by a plurality of tegory trees (two or three
category trees or a greater nunber of category trees), 15 or may be .
produced such that it can,be processed only by one category tree. An EKB
type def BRREi bR Fheikey ﬁé%ﬁr%BUtH%Qc?FBEe§u&%Dgérﬁé&% fypBsthe BXB s in
the formof a |ist &he EKB type definition list is managed by the key

di stri buFPARSEERF e#5¢KDC) . The EKB type definition list 20 will be

descri bed in rt.her_detail later., The EKB ., requester 4520 can, acquire the
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manufacturer 4550 and may provide a medium or a device, in
which the EKB is stored, to a user. Each EKB is produced
such that it can be processed by one or more category trees.
10 In the present system, the EKB's may be produced in
various fashions and may be used in various manners. For
example, an EKB may be produced such that it can be
processed in common by a plurality of category trees (two or
three category trees or a greater number of category trees),
15 or may be produced such that it can be processed only by one
category tree. An EKB type definition list is used to
describe such various types of EKB's in the form of a list.
The EKB type definition list is managed by the key
distribution center (KDC). The EKB type definition list
20 will be described in further detail later. The EKB
requester 4520 can acquire the EKB type definition list by
issuing a request for the EKB type definition list to the
key distribution center (KDC) 4511. When data in the list
is renewed, updated data is transmitted to the EKB

25 requesters 4520 from the key distribution center (KDC) 4511.



category entity (TLCE) 4530 manages keys of a subtree and a 5
correspondence list representing the correspondence between the device ID
and the device node key (DNK) set, which is a set of node keys stored in "
each device for use in processing the EKB. The top-level category entity
(TLCE) 4530 al so produces a device node key (DNK) set to be stored in a 10
device of a type managed by the top-level category entity (TLCE) 4530 and

provides it to a manufacturer 4550 t e§7 produces the device. If the key
di stribution center (KDC) 4511 receives an EKB request fromthe EKB

requester 4520, the key 15 distribution center (KDC) 4511 produces an EKB

i n accordanc th t.he EKB requ t For exa in a case where the EKB
request spec%lsi &W&Peldh@ §c fggﬁwqw &S5 t op- | evel
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Of the Siifs B iVl £t the device node key (DNK) set, which is a
set of node keys stored in each device for use in processing
the EKB. The top-level category entity (TLCE) 4530 also
produces a device node key (DNK) set to be stored in a
10 device of a type managed by the top-level category entity
(TLCE) 4530 and provides it to a manufacturer 4550 that
produces the device.
If the key distribution center (KDC) 4511 receives an
EKB request from the EKB requester 4520, the key
15 distribution center (KDC) 4511 produces an EKB in accordance
with the EKB request. For example, in a case where the EKB
request specifies that the EKB can be processed by two
specific top-level category trees, the key distribution
center (KDC) 4511 requests those two top-level category
20 entities (TLCE's) 4530 to issue their sub-EKB's. Upon
receiving the sub-EKB request, each top-level category
entity (TLCE) 4530 produces a sub-EKB that can be used by an
authorized device within the category tree to acquire the
root key and transmits the resultant sub-EKB to the key

25 distribution center (KDC) 4511. On the basis of the one or



described in detail later. 5 The top-level category entities (TLCE s) 4530,
as with the EKB requesters 4520, can acquire the EKB type definition |ist
by sending a request for it to the key distribution center (KDC) 4511.
Each top-level category entity (TLCE) 4530 can also 10 request the key

di stribution center (KDC) 4511 'to delete EKB type definition data
associated with the top-level category entity (TLCE) 4530 fromthe EKB
type definition list. For exanple, t del ete request may specify that an
EKB type defined as can be shared bypiﬂofher category tree should be 15
deleted fromthe list. In a case where a tree managed by the a top-I|eve

category entity (TLCE) 4530.is renewed, the top-|evel category entity
( TLCE) &@%ﬁes%%BEE%Br nESReivadt FromaEhenTEGE! e kBS BE¥tribution center
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the EKB requesters 4520, can acquire the EKB type definition
list by sending a request for it to the key distribution
center (KDC) 4511.
Each top-level cateqgory entity (TLCE) 4530 can also

10 request the key distribution center (KDC) 4511 to delete EKB
type definition data associated with the top-level category
entity (TLCE) 4530 from the EKB type definition list. For
example, the delete request may specify that an EKB type
defined as can be shared by another category tree should be

15 deleted from the list. 1In a case where a tree managed by
the a top-level category entity (TLCE) 4530 is renewed, the
top-level category entity (TLCE) 4530 sends a renewal
notification to the key distribution center (KDC) 4511. The
detailed process thereof will be described later with

20 reference to a flow chart.

The device manufactures 4550 can be classified into two

types. Device manufactures of one type are DNKE device
manufactures 4551 which produce devices in which both a

device node key (DNK) set and an EKB are stored. Device

25 manufactures of the other type are DNK device manufactures



exanpl es of configurations of the key distribution center 5 (KDC), the EKB
request, and the top-level category entity (TLCE) shown in Fig. 47. The key
distribution center (KDC), the EKB requester, and the top-level category
entity (TLCE) are information processing apparatuses having an encrypted-
data communi cation capability, which are constructed so as 10 to serve as
an EKB distribute apparatus, an EKB requesting apparatus, and a category
tree managenent apparatus. The infomyﬁé;wlprocessing apparatus of each
entity includes a cryptographic unit sponsi bl e for general
cryptographi c process in nutual authentication with another 15 entity and
The cryptographic unit includes a control unit for
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the EKB requester, and the top-level category entity (TLCE)
are information processing apparatuses having an encrypted-
data communication capability, which are constructed so as
10 to serve as an EKB distribute apparatus, an EKB requesting
apparatus, and a category tree management apparatus.

The information processing apparatus of.each entity
includes a cryptographic unit responsible for general
cryptographic process in mutual authentication with another

15 entity and in data communication. The cryptographic unit
includes a control unit for generally controlling the
cryptographic process associated with authentication,
encryption, and decryption. An internal memory of the
cryptographic unit serves to store data such as key data and

20 identification data needed in various.processed such as
mutual authentication, encryption, and decryption. The
identification data is used, for example, in mutual
authentication with another entity.

An encryption/decryption unit performs, in data

25 transmission using key data stored in the internal memory,



the EKB requester, it may al so be configured such that a key 5 is not
generated by the EKB requester. In this case, conponents used to generate

t he key, such as a random nunber generator, are not necessary. Mre '
specifically, in a case where the infornmation processing apparatus serving
as the EKB requester generates a root key to be included in an EKB 10 and
requests the key distribution center to generate the EKB so as to include
the root key, the information proces%? apparatus has to include neans

for generating the root key. However, 1n a case where the information
processing apparatus serving as the EKB does not produce the root key 15
to be included jn the EKB, but requests the, key distribution center (KDC)
to prod HEREREIGRE 1Ay ERRFYRE IRy FRENRELORe dEk® YoRItAFHGIAUMe root key
produced by the key distribution ,h center (KDC), the information processing
appar at FRYFAAIYE YRS (IENHATHR  vonponent s such as the random nunber 20

generator used %prp% ducefth%Fﬁg%: Because J nformatiqQn such as an
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generator, are not necessary. More specifically, in a case
where the information processing apparatus serving as the
EKB requester generates a root key to be included in an EKB
10 and requests the key distribution center to generate the EKB
so as to include the root key, the information processing
apparatus has to include means for generating the root key.
However, in a case where the information processing
apparatus serving as the EKB does not produce the root key
15 to be included in the EKB, but requests the key distribution
center (KDC) to produce the root key and further produce the
-EKB including the root key produced by the key distribution
center (KDC), the information processing apparatus does not
need to include components such as the random number
20 generator used to produce the key.

Because information such as an encryption key is stored
in the internal memory of the cryptographic unit, the
internal memory should be constructed such that an
unauthorized access to the memory is prevented. More

25 specifically, the cryptographic unit is configured using an



unit described above,-a CPU (Central Processing Unit), a RAM 5 (Random
Access Menory), a ROM (Read Only nenory), an input unit, a display unit, a
dat abase interface, and a database. The CPU (Central Processing Unit), the
RAM (Random Access Menory), and the ROM (Read Only Menory) forma control
systemof the entity. The RAMis used a main nenory 10 used by the CPU as a
work area in various processes. The ROMis used to store a starting
program executed by the CPU.  The datgg se or storage neans of each
i nformati on processi ng apparatus stor data managed by the entity. For
exanple, in the key distribution center (KDC), nmanagenent 15 data
associated with issued EKB's and the EKB type . definition list are stored
in its dalhhzaERMPER RRBOERsECHRed: AE fopemaGepdusteyorPiBneFt heTLCE)
managene data _assocjated with gegices belonging to the category tree,
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The CPU (Central Processing Unit), the RAM (Random
Access Memory), and the ROM (Read Only Memory) form a
control system of the entity. The RAM is used a main memory
10 used by the CPU as a work area in various processes. The
ROM is used to store a starting program executed by the CPU.
The database or storage means of each information
processing apparatus stores data managed by the entity. For
example, in the key distribution center (KDC), management
15 data associated with issued EKB's and the EKB type
definition list are stored in its database. 1In the case of
the top-level category entity (TLCE), management data
associated with devices belonging to the category tree, such
as data indicating correspondence between the devices |
20 managed by the TLCE and the device node key (DNK) sets, is
stored in the database. 1In the EKB requester, the database
stores management data indicating the correspondence between
contents provided by the EKB requester and the EKB's used

for the contents and management data indicating the devices

25 to which the contents are provided. It is desirable that



entity (TLCE). Alternatively, the EKB type definition list 5 may be stored
at a Wb site that is managed by the key distribution center (KDC) and
that can be accessed by the EKB requester and the top-level category
entity (TLCE). As described earlier, devices use a device node key (DNK)
set when processing (decrypting) an EKB. An exanple 10 of a device node
key (DNK) set stored in a device is described belowwith reference to Fig.
49. In Fig. 49, a tree nodes a categgr tree, in which | eaves related to
devi ces are disposed at the bottom™ exanple, the tree nmay be a tree
managed by a top-level category entity (TLCE). 15 The category tree is
connected to a root tree (having an eight-level structure, for exanple)

| ocat ed e £KR divRe defiigiitiop iRl ike AR ndtdakaecessilfived t o nodes
in a path fromthe device to a higher level, as shown in Fig. 49. These
keys ar PAHGF &89 ddyithe dgHonmarianpresassing Apparatdse® so that an
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node keﬁié%fiﬁﬁ%féﬂ“géﬂf%vaﬁﬂﬁ) and that can be accessed by the
EKB requester and the top-level category entity (TLCE).
As described earlier, devices use a device node key
(DNK) set when processing (decrypting) an EKB. An example
10 of a device node key (DNK) set stored in a device is
described below with reference to Fig. 49. 1In Fig. 49, a
tree nodes a category tree, in which leaves related to
devices are disposed at the bottom. For example, the tree
may be a tree managed by a top-level category entity (TLCE).
15 The category tree is connected to a root tree (having an
eight-~level structure, for example) located at a higher
level. Each device holds node keys assigned to nodes in a
path from the device to a higher level, as shown in Fig. 49.
These keys are held as a device node key (DNK) set in thel
20 device so that an EKB can be decrypted using the device node
key (DNK) set.
Basically, each device is assigned to one leaf such
that there is no overlap. However, in an exceptional case
in which software programs such as PC programs are related

25 to leaves, a version of software package may be assigned to



device. 5 The top-level category entity (TLCE) may be a device supplier
(manufacturer). In this case, the top-level <category entity (TCLE) may
supply (sell) a device after storing a device node key (DNK) set therein.
That is, it is possible to supply (sell) a device such as a 10
recordi ng/ reproduci ng apparatus including a nenory in which node keys of a
specific category tree have been stored as a device node key (DNK) set.
(EKB type definition list) Distributi ﬂ%Of an EKB on a category basis has
already 15 been described. In a cas ere an EKB for common use by a
plurality of categories is issued, that is, in a case where the issued EKB
can be processed by devices belongin to different category trees, there is
a possitﬁ**tikﬁﬁ%ﬁ'sdEQP 3F SHIVAR Bc%ﬁr@eﬁbcﬁ%r1%x§ﬁ%?€@lﬁ%@ ¥ BReunme
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supplier (manufacturer). In this case, the top-level
category entity (TCLE) may supply (sell) a device after
storing a device node key (DNK) set therein. That is, it is
possible to supply (sell) a device such as a
10 recording/reproducing apparatus including a memory in which
node keys of a specific category tree have been stored as a
device node key (DNK) set.
(EKB type definition list)
Distribution of an EKB on a category basis has already
15 been described. 1In a case where an EKB for common use by a
plurality of categories is issued, that is, in a case where
the issued EKB can be processed by devices belonging to
different category trees, there is a possibility that some
problems occur. |
20 For example, let us assume herein that two different
companies A and B have a license of a format of a rewritable
medium (storage medium) such as a portable flash memory; a
manufacturer having a license of a medium (portable flash
memory) is an entity of a top level category; and category

25 trees managed by companies A and B, respectively, exist at a



common, an EKB that can be processed (decrypted) by devices 5 belonging to
any one of the category trees of conpanies A and B is produced and
~distributed by the key distribution center (KDC). In such a situation, if
secrecy of a device node key (DNK) set of one device belonging to a
category tree managed 10 by the conpany A is broken, there is a
possibility that all already-distributed contents, which can be used by
devices of both conpanies A and B by i ng that device node key (DNK)
set, may be used in an unauthorized‘ﬁﬁﬁié?. To prevent such unauthorized
use, it is needed to renew the EKB 15 for evocation. However, in this case,
because the EKB has been produced such that it can be used in common by
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proce;s.and B is produced and distributed by the key distribution
center (KDC).
In such a situation, if secrecy of a device node key
(DNK) set of one device belonging to a category tree managed
10 by the company A is broken, there is a possibility that all
already-distributed contents, which can be used by devices
of both companies A and B by using that device node key
(DNK) set, may be used in an unauthorized manner. To
prevent such unauthorized use, it is needed to renew the EKB
15 for evocation. However, in this case, because the EKB has
been produced such that it can be used in common by the two
category trees associated with companies A and B, revocation
should be performed not only for thelcategory tree
associated with company A but for both categories associafed
20 with companies A and B.
As described above, in the case where an EKB is
distributed such that it can be used in common by a
plurality of category trees, renewal of the EKB and

revocation should be performed not only for one category

25 tree but for all category trees that use in common the EKB.



Herein, a technique of solving the above problemis 5 disclosed bel ow. That
I's, the right of giving perm ssion of issuing an EKB usable in conmmon by a
plurality of categories is granted to the respective category entities
t hat manage the categories. Issuing of an EKB for common use is permtted
by an entity only when the entity can accept a 10 risk of a probl em which
may occur in devices of a category of an entity as a result of occurrence
of a problemin a device beIonging_tP% not her category. However, in a case

where the entity cannot accept the risk] The entity does not pernmit issue

or use of a common EKB. 15 In this nmethod, various kinds of EKB' s are
produced_and _use such an EKB that can be
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issuing an EKB usable in common by a plurality of categories
is granted to the respective category entities that manage
the categories. Issuing of an EKB for common use is
permitted by an entity only when the entity can accept a
10 risk of a problem which may occur in devices of a category
of an entity as a result of occurrence of a problem in a
device belonging to another category. However, in a case
where the entity cannot accept the risk, the entity does not
permit issue or use of a common EKB.
15 In this method, various kinds of EKB's are produced and
used. For example, an EKB may be such an EKB that can be
processed by two or three category trees, or a greater
number of category trees, but another EKB may be such an EKB
that can be processed only by a single category tree. An
20 EKB type definition list is used to describe such various
types of EKB's in the form of a list. Fig. 50 shows an
example of an EKB type definition list. The EKB type
definition list is stored and managed by the key
distribution center (KDC). The EKB type definition list is

25 provided to, or can be accessed by, EKB requesters or TLCE's,



and "description". The "EKB type identification nunber” is 5 a nunber

I dentifying a specific one of various EKB's listed in the EKB type
definition list. If the identification nunber is different, then the
category tree or the conbination of category trees that allowed to process
the EKB becone different. 10 The "node" field is used to describe the
top-node I D of category trees to which a specific EKB can be applied. For
exanple, for an EKB of an EKB type iqgﬂ%ification nunber of 1, the
top-node I D of a category tree associ dwth an M5 (Menory Stick) is
assigned. On the other hand, for an EKB 15 of a row of an EKB type

I dentification nunber of 3, the top- node ID of the category tree

associ at¥¥ TEIHESE VS (Menory Stick) and the top-node I'D of a category
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in the EKB type definition list. If the identification

number is different, then the category tree or the

combination of category trees that allowed to process the

EKB become different.

10 The "node" field is used to describe the top-node ID of
category trees to which a specific EKB can be applied. For
example, for an EKB of an EKB type identificétion number of
1, the top-node ID of a category tree associated with an MS
(Memory Stick) is assigned. On the other hand, for an EKB

15 of a row of an EKB type identification number of 3, the top-
node ID of the category tree associated with the MS (Memory
Stick) and the top-node ID of a category associated with a
PHS are assigned.

The field of "description" is used to store

20 descriptions of various types EKB's listed in the EKB type
definition list. For example, the data in the "description"
field for the EKB of the EKB type identification number of 1
indicates that this EKB is for the MS (Memory Stick), and
the data in the "description" field for the EKB of the EKB

25 type identification number of 3 indicates that this EKB can



managed by the key distribution center (KDC)
which is going to distribute encrypted data such as an
content encrypted using a key that can be

content provider,
encrypted key or an encrypted

An entity 5 such as a

extracted by processing the EKB, selects, fromthe EKB type definition
list showmn in Fig. 50, an EKB type that can be processed by 10 a category

I ncl udi ng devices to which the content is going to be supplied. The
content provider then requests the ke

distribution center (KDC) to

produce an EKB specified by the cd?r%gbdhding EKB type identification
When various types of EKB's are registered in the EKB 15 type

nunber .
definition list, registration should be perforned with the approval
t op- | evel® BRRYokY EPMMID Y (FAEEIQYY ckreefhLEtRgMy (Memery oShick)
regi stered, Wien, for exanple, TLCE-A of the category tree refused issue
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content encrypted using a key that can be extracted by
processing the EKB, selects, from the EKB type definition’
list shown in Fig. 50, an EKB type that can be processed by
a category including devices to which the content is going
to be supplied. The content provider then requests the key
distribution center (KDC) to produce an EKB specified by the
corresponding EKB type identification number.

When various types of EKB's are registered in the EKB
type definition list, registration should be performed with
the approval of the top-level category entities (TLCE's) of
the category trees to be registered. When, for example,
TLCE-A of the category tree refused issue of an EKB shared
by another category, an EKB type that is shared by the
category tree A and said another category is not registered
in the EKB type definition list.

In a case where all TLCE-A of the category tree A,
TLCE-B of the category tree B, and TLCE-C of the category
tree C, have approved issue of an EKB for common use, an EKB

type that can be processed in common by those three category



request the key distribution center (KDC) to issue a 5 correspondi ng EKB.
That is, in order to register a new EKB type and a correspondi ng EKB type
identification nunber in the EKB type definition list, the foll ow ng '
process is required. (1) Al TLCE s, which manage categories relating to an
10 EKB type having an EKB type identification nunber to be registered,
send an EKB type registration request to the key distribution center
(KDC). (2) The key distribution centeL %KEKD confirms that the EKB type
regi stration requests have been recei B Tromall 15 top-1 evel category
entities (TLCE s) of category trees which will be capable of processing an
EKB of the EKB,type ,requested to be registered, After the confirmation,
the key tEPeE riHutPoLSERRedr 1pKERs BEPi RERCadRERNEKEORYHESE} dentifi cati on
nunber for the_EKB tgpe and adds i{ .to the 20 EKB tgﬁe definition list. (3)
The key HREIFRBEET on? cEBAREPNE KPEFVILRESCAR BRECLTBeth@AEKR| EYBR | st
‘renewal notification to all TLCE s an KB, . requesters to notify that the
EKB typet ?Thf{?%ﬁl?Ps?u%BEr %%%hg?%&egéthQE KRB BXRe13pe G®Rinition Iist
S opeggg for usg by, all .- 149 TLCE s and E guesters by sending it to
a1 Tocr eadt “Bie by Ao Tr Iour Ta) Seftrhg RRCRIES 1etieiTe. Thus. TLOE s
and §H865§&@§555§188nEﬁ§gU|re EKB type information
That is, in order to register a new EKB type and a
corresponding EKB type identification number in the EKB type
definition list, the following process is required.
(1) All TLCE's, which manage categories relating to an
10 EKB type having an EKB type identification number to be
registered, send an EKB type registration request to the key
distribution center (KDC).
(2) The key distribution center (KDC) confirms that the
EKB type registration requests have been received from all
15 top-level category entities (TLCE's) of category trees which
will be capable of processing an EKB of the EKB type
requested to be registered.. After the confirmation, the key
distribution center (KDC) defines a new EKB type
identification number for the EKB type and adds it to the
20 EKB type definition list.
(3) The key distribution center (KDC) sends an EKB type
definition list renewal notification to all TLCE's and EKB
requesters to notify that the EKB type definition list has

been renewed.

25 The EKB type definition list is opened for use by all



described in the newest EKB type definition list. 5 (EKB type registration)
A process performed by the key distribution center (KDC) before .

regi stering a new EKB type in the EKB type definition |list is described
below with reference to Fig. 51. First, the key distribution center (KDC)
receives an EKB 10 type registration request froman TLCE that wants to
regi ster a new EKB type (S101). The EKB type registration request fromthe
TLCE i ncludes a description of the nur% r_ of categories that should be
able to use in common the EKB to be giétered. The key distribution
center (KDC) 15 determ nes whether as many simlar EKB type registration
requests the nynber of categories described in the request have been
receivedT$$5n?Ti ' BKB giegyesters iy ofepding it kanplEKBLEGpe ardistration
requestzEgﬁ t he nupber of . categories,described in,the request have been

recei ved® 7 ohT 2B HEEES OF e REGT4RE( +Fbati BnWeBnB ke ( KDEYUS egTLERIS t he
e P LSRG YO LA OB B DARBSERSEISE it ™ ocess
e T eeinl (EENELAORAL 0L P (PR IOR SEpENE oty fcat o U
e 1 O SR Rl POLE A nch Somrevir ot P
A process performed by the key distribution center
(KDC) before registering a new EKB type in the EKB type
definition list is described below with reference to Fig. 51.
First, the key distribution center (KDC) receives an EKB
10 type registration request from an TLCE that wants to
register a new EKB type (S101). The EKB type registration
request from the TLCE includes a description.of the number
of categories that should be able to use in common the EKB
to be registered. The key distribution center (KDC)
15 determines whether as many similar EKB type registration
requests as the number of categories described in the
request have been received from TLCE's (S102). If and only
if as many EKB type registration requests as the number of
categories described in the request have been received from
20 TLCE's, the key distribution center (KDC) registers the new
EKB type in the EKB type definition list in accordance with
the request. The key distribution center (KDC) performs a
list renewal process and issues a list renewal notification
(S103). The renewal notification is sent to all TLCE's and

25 EKB requesters.



regi stration has been obtained fromall category entities 5 which nanage
the category trees specified as category trees which should be able to
process the EKB type to be registered. In the above process, nutual

aut hentication and encryption of transm ssion data are perforned, as
required, 10 in conmunication between the key distribution center (KDC)
and TLCE s or EKB requesters. Furthernore, encryption of other nessages,
writing of signature, and data verification may also be perfornmed. In a
case where authentication or cryptogrbhic comunication is perforned
using the public 15 key cryptographic technology, it is required that
entities already have their public keys. (Revocation of an EKB type) Wen
it is needed &% dalaboyeyi dde tkeyordistyr itmta o ererdier q&DEgory, the
top-level category entity (TLCE) 20 issues a request for revocation of EKB
types aRYFURY LpIistrdaiamt 0¥ ynew EFR Weye dident bitenninentidre (KDC) .
Furthernore, when_a certain service is going to be termnated or when
there | SkBYReASHINIHOR drigtevanly Akeprappreval ¢IIM® nay i ssue a
request for, revocatiqn of 25 an EKB type fromthe present registration to
t he KDCTEILMEHTatARn diask hgemohtained | gﬁ’%fa%ﬂn %qq/rpe ent el i bed

be|O$/MAth r.ef erence to a flow chart shown in First, the key
[

di st blﬂl} cipdléamaeqe (t,&i:c t&gaz;yestréﬁpaE@eCLfledq as category ‘trees

which should be able to process the EKB type to be
registered.

In the above process, mutual authentication and
encryption of transmission data are performed, as required,

10 in communication between the key distribution center (KDC)
and TLCE's or EKB requesters. Furthermore, encryption of
other messages, writing of signature, and dafa verification
may also be performed. In a case where authentication or
cryptographic communication is performed using the public

15 key cryptographic technology, it is required that entities
already have their public keys.

(Revocation of an EKB type)
When it is needed to revoke all devices belonging to a
certain category, the top-level category entity (TLCE)

20 issues a request for revocation of EKB types associated with
the category to the key distribution center (KDC).
Furthermore, when a certain service is going to be
terminated or when there is some reason, the top-level
category entity (TLCE) may issue a request for revocation of

25 an EKB type from the present registration to the KDC.



type revocation request froman TLCE that wants to revoke an 5 EKB type
(S201). If the key distribution center (KDC) receives the EKB type
revocation request fromthe TLCE, the key distribution center (KDC)
confirms that the issuer of the request is the TLCE that nanages the
category associated wth the EKB type requested to be revoked. After 10
confirmation, the key distribution center (KDC) revokes, fromthe EKB type
definition list, the EKB type identi%%gation nunber corresponding to the
EKB type specified by the EKB type r cation request, and perforns
renewal of the EKB type definition |ist. Thereafter, the 15 key
distribution center (KDC) issues a J]ist renewal notifjcation SEZOZ). The
renewal noti fER&RIRFesS Shirawpcafiion | an FKP BRPe ckfu cdgsqribess
described earlier, the key distribution center (KDC) erforns revocation
of an El@ef?/ eW+H]én¥?$?’é?’¥?%gF%t%r%%P‘f’ nCh?Ettﬁ'éé‘ERBlft‘ygbgdeﬂni tion list,

If and oply jf revocatjon request is received fromat |east_one of
categorypéﬁ§#ti€§e ke %@rb%@tbﬁnrﬁﬁ%F%ﬁtéﬁB?i FreesveR @R tEfP as category
trees that can be processed on the basis a B type requested to be
revoked.€¥%gtFﬁ%°%§E¥9naﬁﬁﬂ%ﬁ%ﬁ FOR %ﬁé%tﬂ%$¥zg?%§%r§°eﬂ?Y?K%Sa?s not
needed. spdb. n bov. n{, i O encryption
of t?ans%§%s€%%édg%g&%fé p€$P%$%e ,YéQP%§§%?€§%$§ %%ﬁg%ﬁnﬁW@ggtion bet ween

the key distidOUtipl 88 Efpd "Fdocation request from the TLCE, the

key distribution center (KDC) confirms that the issuer of
the request is the TLCE that manages the category associated
with the EKB type requested to be revoked. After

10 confirmation, the key distribution center (XKDC) revokes,
from the EKB type definition list, the EKB type
identification number corresponding to the EKB type
specified by the EKB type revocation request, and performs
renewal of the EKB type definition list. Thereafter, the

15 key distribution center (KDC) issues a list renewal
notification (S202). The renewal notification is sent to
all TLCE's and EKB requesters.

As described earlier, the key distribution center (KDC)

performs revocation of an EKB type identifier registered in

20 the EKB type definition list, if and only if a revocation
request is received from at least one of category entities
managing one or more category trees selected as category
trees that can be processed on the basis of an EKB type
requested to be revoked. 1In this case, approval or the

25 other category entities is not needed.



and TLCE s or EKB requesters. Furthernore, encryption of 5 other nessages,
writing of signature, and data verification nay also be perforned. In a
case where authentication or cryptographic comunication is perforned
using the public key cryptographic technology, it is required that
entities already have their public keys. 10 (EKB type definition |ist
renewal notification) For exanple, in a case where, in a certain category
tree, the TLCE nanagi ng t hat categoryl%%ee has performed sone process
resulting in a change in the state of e"tree, such as revocation of a
device or a change in a device node 15 key (DNK) set stored in a certain
device into another device node key (DNK) set, the TLCE has to notify the
EKB request et® the 1akeve R@WRB&“E‘%@%C@H@%@“W@W%%ta’é@w ce of the
fact that _the groces has been Eerfarned When revocation of a_ device has
been per FBFREELPR 8 SEangNLFFLan; dAter At RePREVBEREHONAFsTRGNIGANt | a
cont ent i rovi der d EKB.iin transm ssion of an_ _encrypted
content . h%oﬂﬁﬂnﬁégfiﬁaaﬁﬁtﬁ?ﬁeeggﬁdkFHeEFﬁﬁFég?té9BnCBQt?ﬁe(Fﬁgbked
devi ce, Sng %ﬂ#ﬁ the;e gosstblllty Qgt unauthorlzed use of t he
content f8% ntied? F 8queaER finer BV $€w8€enoﬁgcﬁ¥9 teRgt set has
been o en e e one
dISCé}de§¥§%H %anagé %a%g%ﬁgm%éwﬁiﬁﬁsgﬂﬁg %&a XSﬁfgﬁ?a f%Qlder
does nopaysg188 %Bpéffmg&.thfnns%% k& Lﬁﬁﬁsﬂtiéagfxmr
cryptographic communication is performed using the public
key cryptographic technology, it is required that entities
already have their public keys.
10 (EKB type definition list renewal notification)
For example, in a case where, in a certain category
tree, the TLCE managing that category tree hés performed
some process resulting in a change in the state of the tree,
such as revocation of a device or a change in a device node
15 key (DNK) set stored in a certain device into another device
node key (DNK) set, the TLCE has to notify the EKB
requesters or TLCE's using EKBs associated with that device
of the fact that the process has been performed.
When revocation of a device has been performed, if a
20 notification of the revocation is not sent, a content
provider (CP) may use an old EKB in transmission of an
encrypted content. The old EKB can be processed (decrypted)
even by the revoked device, and thus there is a possibility

that unauthorized use of the content is continued. 1In a

25 case where a device node key (DNK) set has been renewed, the



havi ng the new DNK cannot process (decrypt) the EKB and thus 5 cannot
access the content. To avoid such a problem a TLCE has to send a tree
change notification to the key distribution center (KDC) when one of
changes descri bed bel ow occurs. * A change in a tag part of a EKB perforned
in response 10 to revocation of a device * A change in a value of a DNK
set stored in at |east one device, perfornmed in response to renewal of a
device node key (DNK) set The tree change notification includes

i nformati on 15 indicating an EKB théq entification nunber to be changed
in the EKB type definition list, information indicating a category
associated with that EKB type identification nunber, _and information

i ndi cat i VI TRRlaged i) the nswRne, isiwenahbty rdisgrrded\anita on or
DNK ren%¥al.ha been performed. 20 The process of EKB type definition |ist
renewal 9HHt9% f’@rﬁ iglgi“ﬁ"ﬂé%mfi btP YAy wHE IR reantenie PEQV ke dlpethar t
shown in Fiq? 53. Fi.rst, tqgkégy distribution center (KDC) receives a tree
change it} (1323 bEER R & thesngw DNKGLF (eeEleetRA« e d98€ehange
notification frqmthe , .25 the key distribution center (KDC) extracts
o Ekp. A hg TR e RV o BRARRA® ACARIYREY ThE XA y 11 om

e AT S ety Sonts, 2, EK8 e et on Tt
To avoid such a problem, a TLCE has to send a tree
change notification to the key distribution center (KDC)
when one of changes described below occurs.
* A change in a tag part of a EKB performed in response
10 to revocation of a device
* A change in a value of a DNK set stored in at least
one device, performed in response to renewal of a device
node key (DNK) set
The tree change notification includes information
15 indicating an EKB type identification number to be changed
in the EKB type definition list, information indicating a
category associated with that EKB type identification number,
and information indicating what has occurred, for example,
indicating that revocation or DNK renewal has been performed.
20 The process of EKB type definition list renewal
notification is described below with reference to a flow
chart shown in Fig. 53. First, the key distribution center
(KDC) receives a tree change notification from a TLCE (S301).

Upon receiving the tree change notification from the TLCE,

25 the key distribution center (KDC) extracts an EKB type



to notify what kind of change (revocation or DNK 5 repl acenent) has
occurred and which EKB type identification nunber is influenced by the
change. In the above process, nmutual authentication and encryption of
transm ssion data are perfornmed, as required, in conmunication between the
key distribution center (KDC) and TLCE' s or EKB requesters. 10

Furt hernore, encryption of other nessages, witing of signature, and data

verification may al so be perforned. I a case where authentication or
cryptographi ¢ conmuni cation is perf&rne& usi ng the public key
cryptographic technology, it is required that entities already have their

evest VARt ISRt {PPbeTuaRmAthaRed th e A tRE Yo delbipeont | { y
Fequest @%Bst#gwea? 398%13“ 13ksu; GOE RS A PR e C%eoﬁ lefe Exe 1 ype
e ot 13 R L %@m D% BN o' by
EKB typg, ql%fl rf'yt tndt %bft %%D q%%ue(\sﬁtetq;oc Ei%rﬁlgl} iR defl nition |ist

request Pprocess |s scrl erence to a flow chart shown

:EQBF 3pe (F]]% m“% Fihla;%: ofcrg(?)l @S@lsu - cat ctg{jbtee;/ ec‘r‘la'ltﬁ:%tq)f rcg%?'l éﬁsEﬁg
request g0 s iRAU SRR ‘Hyngzﬂehpchgﬁ%et.yp%n the above process,
mutual authentication and encryption of transmission data
are performed, as required, in communication between the key
distribution center (KDC) and TLCE's or EKB requesters.
10 Furthermore, encryption of other messages, writing of
signature, and data verification may also be performed. 1In
a case where authentication or cryptographic communication
is performed using the public key cryptographic technology,
it is required that entities already have their public keys.
15 (EKB type definition list request)

In order to obtain a newest version of EKB type
definition list, a top-level category entity (TLCE), a sub-
category entity (SCE) other than the TLCE, or an EKB
requester such as a content provider may send a request fér

20 the EKB type definition list to the key distribution center
(KDC). 1In response to the request, the key distribution
center (KDC) returns the newest version of EKB type
definition list to the requester.

The EKB type definition list request process is

25 described below with reference to a flow chart shown in Fig.



definition list, the key distribution center (KDC) extracts 5 the newest
version of EKB type definition list and transmts it to the entity which
has issued the request (S402). In the above process, mutual authentication
and encryption of transm ssion data are perforned, as required, in
communi cati on between the key distribution center (KDC) and 10 TLCE' s,
sub-category entities, or EKB requesters. Furthernore, encryption of other
nmessages, witing of signature, and data verification nay al so be
performed. In a case where authentich®Pon or cryptographic conmunication
I's performed using the public key cryptographic technology, 15 it is
required that entities already have their public keys. (lssue of an EKB)
An EKB i b4issHatdstn thepkayedistanbiEkKBonegeaserr ¢ KdCYedectivasaanEKB
requester. Specific exanples of EKB requesters are listed below. 20 [a]
Cont ent BKBvtyee debPjnikienplastdésom aoBLERy- assuvbedakedpu enthtus a CD
or DVD, [b] Content provider that provides electronic content distribution
(ECD) seP¥i 8B, EKB] reghagkest (8481 or agdpropsrenrivingt the EKB EXBer equest er
s an entitx that provides a service, - 156 a nmedium or a device in which
a cont enHeEiNALiBRmhiStanthe ke¥cdishribytirnngentrey (K)CyeerypoFrEg an EKB.
The %}orgﬂe system format hol ders descri bed Ln_gc] ¢an .
e newest version of EKB type definition list and transmits
it to the entity which has issued the request (S402). 1In
the above process, mutual authentication and encryption of
transmission data are performed, as required, in
communication between the key distribution center (KDC) and
100 TLCE's, sub-category entities, or EKB requesters.
Furthermore, encryption of other messages, writing of
signature, and data verification may also be performed. In
a case where authentication or cryptographic communication
is performed using the public key cryptographic technology,
15 it is required that entities already have their public keys.
(Issue of an EKB)
An EKB is issued in response to an EKB request received
from an EKB requester. Specific examples of EKB requesters
are listed below.
20 [a] Content provider (CP) that provides a content-
stored medium such as a CD or DVD,
[b] Content provider that provides electronic content
distribution (ECD) service,
[c] Holder of a storage system format

25 the EKB requester is an entity that provides a service,



be classified into two types as described below. 5 [cl] Format hol der that
provi des an acquired EKB to a manufacturer of a storage nmedi um accordi ng
to a format in which the EKB is stored into the storage nmediumwhen it is
produced. [c2] Format hol der that provides an acquired EKB to a 10
manuf acturer of a recording device according to a format in which the EKB
Is stored into the recording device when it is produced. The EKB i ssue
process is described below. (1) Production of a content key 15 First, an
EKB requester such as a content prdVi%Eﬁ “produces a content key to be used
in conjunction with a content, a device, or a nediumthe EKB requester
provides. For exanple, in the case where the EKB requester is [a] a
content ProedbER, (OP)atdeVipe oif débich cancententoost ar formeti cansheh as a
CD or DVD, or [b] a content provider that provides electronic content
di stri buéfed PY@YIREFingea kew by odecrirtbngeal KEBB.is used to protect the
content 25 stored on the nediumor protect the content during the - 157
el ectroni c cotSertarads syatemh (gt ldes degrgikedtiferl Hlafdn when t he
EKB r i s, el format hol der that provides an acquired EKB to a
equggtg asgl fe& fhtg two types as gésgrgbeg befbw. d
5 [cl] Format holder that provides an acquired EKB to a
manufacturer of a storage medium according to a format in
which the EKB is stored into the storage medium when it is
produced.
[c2] Format holder that provides an acquired EKB to a
10 manufacturer of a recording device according to a format in
which the EKB is stored into the recording device when it is
produced.
The EKB issue process is described below.
(1) Production of a content key
15 First, an EKB requester such as a content provider
produces a content key to be used in conjunction with a
content, a device, or a medium the EKB requester provides.
For example, in the case where the EKB requester is
[a] a content provider (CP) that provides a content-
20 stored medium such as a CD or DVD,
or
[b] a content provider that provides electronic content
distribution (ECD) service,
the produced content key is used to protect the content

25 stored on the medium or protect the content during the



manuf acturer of a storage nedium according to a format in 5 which the EKB
Is stored into the storage nediumwhen it is produced, the content key is
used to protect the content stored on the nmedium In the case where the
EKB requester is 10 [c2] a format hol der that provides an acquired EKB to a
manuf acturer of a recording device according to a format in which the EKB
Is stored into the recording device when it is produced, the content key
is used to protect the content stored using 15 the recording device. The
mechani sm such as an cryptographiC‘&ﬁﬁnTthn] of protecting the content
using the content key may be determned arbitrarily for each format. (2)
Production of a root key 20 The EKB requester produces a root key that can
be ext rekeTHrPAid Rt s BKB: 199 t BGR) ise¥Yicehe root  key nmay be
acquired fromthe key distribution center (KDC) instead of producing it.
The root key s thee@therphemsbt whash dhgHBKE reav@ft@nr igey. The mechani sm
such as an 25 crypt%Qraphic algorithm of protecting the content key using
- 158 the rd&t k& Hoapade f@éﬁ%rrm% FGHAes 1ap BAeauddEd F&Brdo, a (3)
Request for }ssue of %? EKB The EKB(&equster ends an EKB i ssue request to
t he key,manu acturer of a storage medium according to a format in
5 which the EKB is stored into the storage medium when it is
produced,
the content key is used to protect the content stored on the
medium.
In the case where the EKB requester is
10 [c2] a format holder that provides an acquired EKB to a
manufacturer of a recording device according to a format in
which the EKB is stored into the recording device when it is
produced,
the content key is used to protect the content stored using
15 the recording device.
The mechanism, such as an cryptographic algorithm, of
protecting the content using the content key may be
determined arbitrarily for each format.
(2) Production of a root key
20 The EKB requester produces a root key that can be
extracted by decrypting the EKB. Alternatively, the root
key may be acquired from the key distribution center (KDC)
instead of producing it. The root key is used to protect
(encrypt) the content key. The mechanism, such as an

25 cryptographic algorithm, of protecting the content key using



distribution center (KDC). 5 The EKB issue request includes information

i ndicating the root key and information specifying one of EKB type

i dentification nunbers registered in the EKB type definition list, to

indi cate a category including the device to which the root key is to be
transmtted using the EKB. On the 10 basis of the EKB type definition |ist
stored in the storage nediumof the EKB requester, or on the basis of the
EKB type definition list acquired froma site on a network, the EKB
requester selects an EKB type assoct at¥®¥ with a' category including the
device to which service such as providing of a 15 content is to be

provi ded. The EKB requester then sends to the key distribution center
(KDCO) antxBroaisueey deaieshe detexmined i arbibuarbhy speri ¢gthgformatEkB type
identification nunber indicating the selected EKB type. (4) Issue of EKB
20 I n accor ddride RAquesthd ke 581810 F AJudKB recei ved from the EKB
requester, the key distribution center (KDC), produces an EKB such that the
EKB i ncl udes Thge Eﬁ%trq@pqqer tgRndsH AN &'éﬂﬁ iSsHR nequasfedd Fthen&kekB i ssue

request. . However, if the EKB issue request does not include the root 25
key and F¥STRHEPERECR LEREGEqIEAE) i ncl udes a request for - 159 production
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EKB 15 the root key and information specifying one of EKB type

identification numbers registered in the EKB type definition

list, to indicate a category including the device to which

the root key is to be transmitted using the EKB. On the

10 basis of the EKB type definition list stored in the storage
medium of the EKB requester, or on the basis of the EKB type
definition list acquired from a site on a network, the EKB
requester selects an EKB type associated with a category
including the device to which service such as providing of.a

15 content is to be provided. The EKB requester then sends to
the key distribution center (KDC) an EKB issue request
including information specifying the EKB type identification
number indicating the selected EKB type.

(4) Issue of EKB

20 In accordance with the EKB issue request received from
the EKB requester, the key distribution center (KDC)
produces an EKB such that the EKB includes the root key if
the root key is not included in the EKB issue request.

However, if the EKB issue request does not include the root

25 key and if the EKB issue request includes a request for



transmtted to the EKB requester. 5 The EKB produced by the key
distribution center (KDC) can be of a type that can be processed only by a
single category tree or of a type that can be processed by a plurality of
category trees. On the basis of the EKB type identification nunber
specified in the EKB i ssue request, 10 the key distribute center (KDC)
extracts a category associated with the EKB type identification nunber,
that is, extracts the node descritgxigéljhe node field, corresponding to
the EKB type identification nunber, o© he EKB type definition list. In the
node field, the top node ID of the 15 category is described. The entity

managi ng t hat cat ego can be known fromthis node ID. On the basis of the
nodegIEEpr?ﬁgp?%Qng? ¥??%u¥?%ﬂ %%%te?hfkgéy disEEIBULLPR EReNt%ue  request

h - I ' CE) th h . Th
sub- Exe [ERGE PeefEte Fie CHoat 26ty od heFERST nar SdeesE et iBot key and
i nf i i ndi ' | f TLCE ives_ th b- EKB
o A 1 P Ao EREIO ek, e TFRREESRL Ve U e
sub- EKB t§élr§gn£@@éd dﬁylna éyélggﬁ%@{gﬁgrgew ces) within specified one 25 or

nore cat €gori es can € foot key fromthe - 160 sub-EKB
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center (KDC). e su category enti‘ty
can be of a type that can be processed only by a single

category tree or of a type that can be processed by a
plurality of category trees. On the basis of the EKB type
identification number specified in the EKB issue request,

10 the key distribute center (KDC) extracts a category
associated with the EKB type identification number, that is,
extracts the node described in the node field, corresponding
to the EKB type identification number, of the EKB type
definition list. In the node field, the top node ID of the

15 category is described. The entity managing that category
can be known from this node ID. On the basis of the node ID,
the key distribution center (KDC) sends a sub-EKB issue
request to the top-level category entity (TLCE) that manages
the category. The sub-EKB issue request includes

20 information indicating the root key and information
indicating the category.

If the TLCE receives the sub-EKB issue request from the
key distribution center (KDC), the TLCE produces a sub-EKB
such that devices (non-revoked devices) within specified one

25 or more categories can finally extract the root key from the



(TLCE) has a data structure simlar to that of a usual EKB 5 (Fig. 6)
except that the version nunber and other information for verification
(version check value) are not included. The algorithmof encrypting a

hi gher-1evel node key or a root key using a |leaf key or a | ower-1level node
key described in the sub-EKB, the key length, and the node may 10 be
arbitrarily determ ned for each TLCE (format hol der) that produces the
sub-EKB. This nakes it possible to enploy a particular security schene
differently fromthe other formats. 1l&Mefault encryption algorithmmy be
determ ned. For exanple, the triple-DES according to FIPS46-2 may be 15
enpl oyed as the default encryption algorithmsuch that the triple-DES

al gori t nb-EKAwlandedhied THEE tratemidis diljeateswltant dub+4BKB dasdheher e
each TLCE arbitrarily determ nes the encryption algorithmor the key

| engt h, Keesliaiibat iomaanied (KRPQi+f ferent TLCE's are combi ned t oget her
into a 20 sin%le EKB, each (encry ted% key is rewitten into data with a
pr edet er ni ne@PPe AYPHELB: Rraducedppie$heo topatlevied cpéegoranentdili ned EKB

can be used by any device nmanaged by , any TLCE. By properly determ ning the
data f or{feHCEOf l’tar% a Gahs ngs & an ffEhat ehlafualy BB cat egory

trees, 25 )t becones possible for any device in any category tree to - 161
cor rgct | It éiSm%%‘é:e: Y {Ghsh version KBVSQ%E a’"’(% Pd&Fsed. For exanpl e,
I f each k data in.the EKBJ.s represented in .16 bytes, the device can
sequent ilé}eqy%}‘wlro&tft%é’e&‘dqﬁ']@&tl%n (version check Xra ue) are not

included. The algorithm of encrypting a higher-level node
key or a root key using a leaf key or a lower-level node key
described in the sub-EKB, the key length, and the mode may

10 be arbitrarily determined for each TLCE (format holder) that
produces the sub-EKB. This makes it possible to employ a
particular security scheme differently from the other
formats. A default encryption algorithm may be determined.
For example, the triple-DES according to FIPS46-2 may be

15 employed as the default encryption algorithm such that the
triple-DES algorithm is employed if TLCE's do not object to
it. 1In the case where each TLCE arbitrarily determines the
encryption algorithm or the key length, when sub-EKB's
produced by different TLCE's are combined together into a

20 single EKB, each (encrypted) key is rewritten into data with
a predetermined length such as 16 bytes so that the
resultant combined EKB can be used by any device managed by
any TLCE. By properly determining the data format of the
combined EKB used in common in a plurality of category trees,

25 it becomes possible for any device in any category tree to



key data that can be processed by the device, and can 5 finally acquire the
root key. That is, in accordance with the data format of the conbi ned EKB
produced froma plurality of sub-EKGs, a plurality of key data are stored
in fixed-length data fields. Therefore, when sub enabling key bl ocks
(sub-EKB' s) having 10 different key data | engths according to different
algorithns are conbined into a single EKB, even if a plurality of
encrypted key data of sub-EKG s are rearranged in accordance wth the

| ocations of the nodes or |eaves i tifd Key tree, it is possible to
correctly extract necessary key data in 15 accordance with the tags
described in the EKB. Such a conbined EKB nay be distributed to users
(devi cexjonmectignsletgrninmshesiagntian 2hdiwrkeyrdafa groRalideied: st or age
medi um on which the EKB is stored., The key distribution center (KDC)

assenbl ewrexanmigesif Frah&keyiHate in (e BER s repmesented bquired,
and adds a version nunber and verificatjon information. The resultant

conpl et kb R8s thha dAYiQR) qan (FRAUSHE ke Efract dihF (ST EYnat ur e

using the public key cryptography may he it{en by a certificate

aut hor i tkeY 9ttt ¢ Q%é’ﬁé%jessz%igtﬂét%%té‘?w 'erﬂ'b‘f @bc). - 162 The
process of oduci ng, sub-EKB's and conbining them into a single EKB is
descpibé%lQ§i#VrQﬁ ¥§ﬁx§Q?)¢9?frkﬁ¥' Fig. 55 shows a sub-EKB-(A), which is

produced by %ﬁg{jiéf in accordance with the data format of the

combined EKB produced from a plurality of sub-EKB's, a
plurality of key data are stored in fixed-length data fields.
Therefore, when sub enabling key blocks (sub-EKB's) having

10 different key data lengths according to different algorithms
are combined into a single EKB, even if a plurality of
encrypted key data of sub-EKB's are rearranged in accordance
with the locations of the nodes or leaves in the key tree,
it is possible to correctly extract necessary key data in

15 accordance with the tags described in the EKB. Such a
combined EKB may be distributed to users (devices) by means
of transmission via a network or by providing a storage
medium on which the EKB is stored.

The key distribution center (KDC) assembles or combines

20 the sub-EKB's received from TLCE's as required, and adds a
version number and verification information. The resultant
completed EKB is transmitted to the EKB requester. A
digital signature using the public key cryptography may be
written by a certificate authority (CA) other than the key

25 distribution center (KDC).



a category tree A (5100) in the process of producing a 5 conbi ned EKB t hat
can be used in common by both category trees A (5100) and B (5200). The
sub-EKB- (A) is produced such that each device in the category tree A
(5100) can extract the root key. Although in the previous exanples, the
root tree 5300 has an 8-level tree structure, a 2-level 10 tree structure
I's assuned in the present exanple for the purpose of sinplicity. In Fig.
55, each underlined 3-digit nunber [XXX] in the tree structure denotes a
tag (e, 1, r) in the EKB. As descr+bk@2earlier (Figs. 26 and 27), e = 1
denotes that 15 there is data, and e = 0 denotes that there is no data. 1 =
1 denotes that there is no branch extending to left, and 1 = 0O denotes
that there i <rhe lprowdsexd £rpirodud indg edub-EKE' 4 antenedmtsinieg thatie is no

branch extending to right, and r = 0 denotes that there is a branch
ext endi ninto aigingl@OEKR bsddescpibeddwitht hefenen&&BtOAFiguchst hat al
devices (leaves) in the category tree A (5100) shown in Fig. 55 can
extract The-rodtsheys ahsubuBKEKPBAJ A) whhohl ilsi produeed day aapThdEcefl by
encrypting the root key usin? a node key held in common by all |eaves.
Each dev@ceakggoryndergeyd [(nl106)iin phehpreocese dévpredwoilrgkay (DNK)
region 5120 of the - 163 category tree A (5100) shown in Fig. 55.
Ther &f or@ompined cEKB gbhak egan sbenesodt b ¢aRpen sbyobetkegatiegere top in the
DNK region 5120, then the resultant EKB satjsfies the above
trees A (5100) and B (5200). The sub-EKB-(A) is produced
such that each device in the category tree A (5100) can
extract the root key. Although in the previous examples,
the root tree 5300 has an 8-level tree structure, a 2-level
10 tree structure is assumed in the present example for the
purpose of simplicity.

In Fig. 55, each underlined 3-digit number [XXX] in the
tree structure denotes a tag (e, 1, r) in the EKB. As
described earlier (Figs. 26 and 27), e = 1 denotes that

15 there is data, and e = 0 denotes that there is no data. 1 =
1 denotes that there is no branch extending to left, and 1 =
0 denotes that there is a branch extending to left. r =1
denotes that there is no branch extending to right, and r =
0 denotes that there is a branch extending to right.

20 In order to produce the sub-EKB-{(A) such that all
devices (leaves) in the category tree A (5100) shown in Fig.
55 can extract the root key, the sub-EKB-(A) should include
data produced by encrypting the root key using a node key

held in common by all leaves. Each device has node keys in

25 its path in the device node key (DNK) region 5120 of the



requirenent. 5 Thus, the TLCE of the category tree A (5100) produce
sub- EKB- (A) such that its tag part consists of 101, 010, 000, 111,
111, and its key part consists of Enc(K010, Kroot) and Enc(KO011l, Kr
The TLCE of the category tree A (5100) transmts the resultant sub-
to the key 10 distribution center (KDC). A sub-EKB-(B) produced by t
category tree B (5200) is described belowwth reference to Fig. 56
order to produce the sub-EKB-(B) such that all devices (leaves) in
category tree B (5200) can extract -t é3reot key, the 15 sub- EKB-(B)

I ncl ude data produced by encrypting the root key using a node key h
common by all | eaves. Each device has node keys in its path in the d
node keyatddufy rnagieom J33000f sHuvrcatreguig. t9%e BHeaFYreshdvih the Fi g.
56, Therefore, if the root key is encrypted using a node key 20 at
I n the ROt depyonsSZENEryvipeal tusd ngesulricate KegB agattilesd itep time tdleoDNK
requi rement. Thus, the TLCE of the category tree B (5200) produces
sub- EKBreg)iou @i 20hatt hiens tiheg nesaltagdn FIKR sadfisifligs dh® ab@®® 111, and
111, and its key part consists of Enc(K110, 25 Kroot) and Enc(K1l1ll, Kroot).
The TLCEegfultnemesdt.egory tree - 164 B (5200) transmts the resultant
sub-EKB-(B) to the key distribution center (KDC). The key distri but
cent®r (KDC) Tpusdutbs TLEBnBifnthe category tree A (5100) produces

10

15

20

25

the sub-EKB-(A) such that its tag part consists of 101, 010,
000, 111, and 111, and its key part consists of Enc(K01l0,
Kroot) and Enc(K011, Kroot). The TLCE of the category tree
A (5100) transmits the resultant sub-EKB-(A) to the key
distribution center (KDC).

A sub-EKB-(B) produced by the category tree B (5200) is
described below with reference to Fig. 56. 1In order to
produce the sub-EKB-(B) such that all devices (leaves) in
the category tree B (5200) can extract the root key, the
sub-EKB-(B) should include data produced by encrypting the
root key using a node key held in common by all leaves.

Each device has node keys in its path in the device node key
(DNK) region 5220 of the category tree B (5200) shown in Fig.
56, Therefore, if the root key is encrypted using a node key
at the top in the DNK region 5220, then the resultant EKB
satisfies the above requirement.

Thus, the TLCE of the category tree B (5200) produces
the sub-EKB-(B) such that its tag part consists of 110, 010,
000, 111, and 111, and its key part consists of Enc(Kl1l10,

Kroot) and Enc(K11l1l, Kroot). The TLCE of the category tree

s the
and
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EKB from the sub-EKB-(A) and the sub-EKB-(B) produced by the 5 respective
TLCE's. The process of producing the conbined EKB is described bel ow with
reference to Fig. 57. The conbined EKB is produced such that all devices"
bel onging to the category tree A (5100) and all devices belonging to the
category tree B (5200) can extract the root key fromthe EKB. 10 Basically,
t he conbi ned EKB can be produced by conbining the sequences of key data of
the received sub-EKB's into a single sequence of key data such that the
| ocations of key data in the sequend®4cesrrespond to the locations in the
tree fromtop to bottomand fromleft to right. 15 Thus, the tag part of
t he conbi ned EKB becones 100, 010, 010, 000, 00O, 111, 111, 111, 111, and

the key parg2drec aisnsnEinta Khd résndiant EdEKH- &Bﬁr Qg )thdNEdyK110, Kroot),
Enc(K111, Kroot) | f each key data in the key par represented by, for

exanpl e, dik hihasiomceatfssy | ()t )above, 20 then each device in the category
trees can detect the |locations of the key data that can be processed by

t he device, Thed kepudisaribxtiaat ceheeroqKDkgy prioduciese ac eombieed EKB. | n
t he above exanpl e of the process of producing the 25 sub-EKB s and the
conbi neEKEKEran tle anth#BKB- (At aanly thel Glab-«EBKB¢@ )y preaduakk dynathde ncl ude
a revoked device. The process of producing sub-EKB's and a conbined EKB is
deschi beredpeaivi ¥e I THAR scas &hsh@roadss @f produsdgiedhte\dawkined
EKB is described below with reference to Fig. 57. The
combined EKB is produced such that all devices belonging to
the category tree A (5100) and all devices belonging to the
category tree B (5200) can extract the root key from the EKB.
10 Basically, the combined EKB can be produced by combining the
sequences of key data of the received sub-EKB's into a
single sequence of key data such that the locations of key
data in the sequence correspond to the locations in the tree
from top to bottom and from left to right.
15 Thus, the tag part of the combined EKB becomes 100, 010,
0io, o000, 00O, 111, 111, 111, 111, and the key part becomes
Enc (K010, Kroot), Enc(K0l1l, Kroot), Enc(K110, Kroot),
Enc (K111, Kroot). If each key data in the key part ié
represented by, for example, 16 bytes, as described above,
20 then each device in the category trees can detect the
locations of the key data that can be processed by the
device, and thus can extract the root key from the combined
EKB.

In the above example of the process of producing the

25 sub-EKB's and the combined EKB, it is assumed that any



Fig. 58 shows the process of producing a sub-EKB when 5 the category tree A
(5100) includes a revoked device (01101) 5150. In this case, the sub-EKB
is produced as a sub-EKB- (A') that cannot be processed by the revoked '
device (01101) 5150 but can be processed by the other devices in the
category tree A (5100). 10 In this specific exanple, the sub-EKB is
produced by selecting key data al ong the paths denoted by bold lines in
Fig. 58. Thus, the sub-EKB-(A ) produced by the TLCE of the category tree
A (5100) includes a tag part consistil®® of 101, 010, 000, 111, 000, 001,
111, and 111, and a key part 15 consisting of Enc(KO10, Kroot), Enc(KO0111,
Kroot), and Enc(K01100, Kroot). The TLCE of the category tree A (5100)
transm tcatdypresitderdoessndiKBrciydd @ tievdleyd dieticdut iThe center (KDC).
The key distribution center (KDC) produces a conmbined 20 EKB fromthe

sub- EKB-fr®desn fa prdaiuddiBid Buly-RKE \sechrfd am canilei nedCHEKE ishe category tree
B (5200) (Fig. 56). The process of producing the conbined EKB is descri bed
bel ow wedcridiet delow Edt hesTasthevhyrsi ther €k ia mrukesk dewiash. t hat
al | devices bQIon%ing to the category tree A 25 (5100) except for the
revoked devi #d9(-0bBoshowssthgn@reciess od6 Presiucddyy IgelSobgiEXy whenhe
category tree B (5200) w thout exception can extract the root key fromthe

EKB. >Basih@uldateganie taamihdP D daelprdes cuerksd dawmias nd ke )

sequences ) )
5150. In this case, the sub-EKB is produced as a sub-EKB-

(A') that cannot be processed by the revoked device (01101)
5150 but can be processed by the other devices in the
category tree A (5100).

10 In this specific example, the sub-EKB is produced by
selecting key data along the paths denoted by bold lines in
Fig. 58. Thus, the sub-EKB-(A') produced by the TLCE of the
category tree A (5100) includes a tag part consisting of 101,
010, 000, 111, 000, 001, 111, and 111, and a key part

15 consisting of Enc(K010, Kroot), Enc(K011ll, Kroot), and
Enc(K01100, Kroot). The TLCE of the category tree A (5100)
transmits the resultant sub-EKB-(A') to the key distribution
center (KDC).

The key distribution center (KDC) produces a combined

20 EKB from the sub-EKB-(A') and a sub-EKB-(B) received from
the TLCE of the category tree B (5200) (Fig. 56). The
process of producing the combined EKB is described below
with reference to Fig. 59. The combined EKB is produced
such that all devices belonging to the category tree A

25 (5100) except for the revoked device (01101) 5150 and all



of key data of the received sub-EKB's into a single sequence 5 of key data
such that the locations of key data in the sequence correspond to the
| ocations in the tree fromtop to bottomand fromleft to right. Thus, the
tag part of the conbined EKB consist of 100, 010, 010, 000, 000, 111, 000,
111, 111, 001, 111, and 111, 10 and the key part consists of Enc(KO10,
Kroot), Enc(K110, Kroot), Enc(Kll1ll, Kroot), Enc(KO01ll1l, Kroot), and
Enc(K01100, Kroot). This conbi ned EKB al |l ows extraction of the root key,
for all devices belonging to the cateb@y-tree A (5100) except for the
revoked device (01101) 5150 and for all 15 devices belong to the category
tree B (5200) without exception. (5) Use of EKB The EKB produced by the
key di stdéebitésnbetohging KEX)thei eatbgopyoteee Hegbp0bpdwabhueati S
transmtted to the EKB 20 requester. For exanple, in the case where the
EKB requesteptisn ¢tan extpacentherpvotiekey CPromhthepEKBL deBasaicablept -
stored nmedi um such as a CD or DVD, or 25 [b] a content key is encrypted
usi ng t heheocomkiyed hBKB -cdif 7be cpnodecedt buctembinbdnyt hbe EX8gquandes cont ent
is encrypted using the content key and distributed. The resultant content
can be usédkeyl gaby afit bhe i redeiiced cesbwBKBhsbéhbnga single sequence
5 of key data such that the locations of key data in the
sequence correspond to the locations in the tree from top to
bottom and from left to right.
Thus, the tag part of the combined EKB consist of 100,
ol0, 010, 00O, 00O, 111, 00O, 111, 111, 001, 111, and 111,
10 and the key part consists of Enc(K010, Kroot), Enc(K1l10,
Kroot), Enc(K1lll, Kroot), Enc(K01l1ll, Kroot), and Enc(K01100,
Kroot). This combined EKB allows extraction of the root key,
for all devices belonging to the category tree A (5100)
except for the revoked device (01101) 5150 and for all
15 devices belong to the category tree B (5200) without
exception.
(5) Use of EKB
The EKB produced by the key distribution center (KDC)
via the process described above is transmitted to the EKB
20 requester.
For example, in the case where the EKB requester is
[a] a content provider (CP) that provides a content-
stored medium such as a CD or DVD,

or

25 [b] a content key is encrypted using the root key that



to the specific category and thus can process the EKB. 5 On the other hand,
when the EKB requester is [cl] a format hol der that provides an acquired
EKB to a manufacturer of a storage medium according to a format in which
the EKB is stored into the storage nediumwhen it is produced, 10 the
produced EKB and the content key encrypted using the root key are provided
to the storage nmedi um manufacturer, and storage nedia on which the EKB and
the content key encrypted using the root key are stored are produced by
the storage nmedi um manufacturer or-tlfe/ EKB requester itself, and 15 the
produced storage nedia are distributed. In this case, only the devices

whi ch belong to the specific category tree and thus can process the EKB
can per feam s oxwtptdacredinfirontletdiey/ (REBN arsd ng ¢dmet &8 B¢ osweirypptédie st or age
mediumin the operation recording/reproducing the content. 20 In the case
wher e t hes KB tlezjussiteent k¢ 2ind distmibwoédler Theatreswltamts an acquired
EKB to a manufacturer of a recording device according to a format in

whi ch t ot scan dredised onlie becthogized i devidves whicls bekaniced, 25
the produced EKB and the content key encrypted using the - 168 root key
are proviqeihe sremifi cratiegprie\ant thisfeaRn ipeecesinthe &¥R di ng devi ces

in which the EKB and the content key encrypted using the root key are
storéd are plddided ophermdand, when the EKB requester is

[cl] a format holder that provides an acquired EKB to a
manufacturer of a storage medium according to a format in
which the EKB is stored into the storage medium when it is
produced,

10 the produced EKB and the content key encrypted using the
root key are provided to the storage medium(manufacturer,
and storage media on which the EKB and the content key
encrypted using the root key are stored are produced by the
storage medium manufacturer or the EKB requester itself, and

15 the produced storage media are distributed. In this case,
only the devices which belong to the specific category tree
and thus can process the EKB can perform encryption and
decryption using the EKB stored on the storage medium in the
operation recording/reproducing the content.

20 In the case where the EKB requester is

[c2] a format holder that provides an acquired EKB to a
manufacturer of a recording device according to a format in
which the EKB is stored into the recording device when it is
produced,

25 the produced EKB and the content key encrypted using the



recordi ng device manufacturer or the EKB requester itself, 5 and the
produced recordi ng devices are distributed. In this case, only the devices
whi ch belong to the specific category tree and thus can process the EKB
can performencryption and decryption using the EKB in the operation of
recordi ng/ reproducing the content. 10 In the above process, nutual

aut hentication and encryption of transm ssion data are perforned, as
required, in comrunication between entities, EKB requesters, the key
distribution center (KDC), and TLCE sl6&urt hernore, encryption of other
nmessages, witing of signature, and data 15 verification may al so be
performed. In a case where authentication or cryptographic comrunication

i's perfordel kessidie tgyowiddd Cekeyhe rygd oed tpdi de¥ bednmdwgFactiress,
required that entities already have their public keys. (Producing an EKB by

si nply condi redrdiny ke iges20in nwliheh atioy eEXER sand bette prowesist déeyr oduci ng
a conmbined EKB from sub-EKB's, a sequence of encrypted key data included
in the respepited wind-Kile roet rieey rangestored atdaproduceddsy itdns of key
data in the sequence correspond to the locations in the whole tree from
top to hotcardinyg 2feviandh mayuef adtyredust nghea EXBrbreques@& bitselipl vy
combining - 169 sub-EKB' s produced by TLCE's of category trees into a
si ngbe 4B the rpradysed oredord ingrdenieesre sdbsbeibwerd bel Bw.tiHg. 60
shows an exanple of a conbi ned EKB 6000
case, only the devices which belong to the specific category
tree and thus can process the EKB can perform encryption and
decryption using the EKB in the operation of
recording/reproducing the content.
10 In the above process, mutual authentication and
encryption of transmission data are performed, as required,
in communication between entities, EKB requesters, the key
distribution center (KDC), and TLCE's. Furthermore,
encryption of other messages, writing of signature, and data
15 verification may also be performed. 1In a case where
authentication or cryptographic communication is performed
using the public key cryptographic technology, it is
required that entities already have their public keys.
(Producing an EKB by simply combining sub-EKB's)
20 In the above-~described process of producing a combined
EKB from sub-EKB's, a sequence of encrypted key data
included in the respective sub-EKB's are rearranged such
that the locations of key data in the sequence correspond to

the locations in the whole tree from top to bottom. A

25 technique of producing a combined EKB by simply combining



produced by sinply conbining sub-EKB s produced by TLCE's of 5 category
trees into a single EKB without perform ng rearrangenent. In the process
of issuing an EKB, the key distribution center (KDC) sends a sub- EKB
production request to TLCE's which are entities nmanagi ng category trees
corresponding to 10 an EKB type identification nunber, in the EKB type
definition list, specified by an EKB requester. Sub-EKGs 6110, 6120 and
so on received from T TLCE s are sinply conbined together into a single EKB
t hereby producing a conbined EKB. -l 468r ¢er t hat each device belonging to a
15 specific category can select, fromthe conbi ned EKB, a sub- EKB which
corresponds to the specific category the device belongs to and thus which
can be pubcEXBEd produeedebyc OLCEl& @ f( detteedoangttneds] ihtondi Gdingle t he
data size of each sub-EKB and data (node ID) 6112 indicating the category
20 cor r &Bondithgutto peadio raviingERaara ngetdent Tilmatddsssr itdesdl dmtlowned EKB

I ncludes, in addition to the selected sub-EKB' s, the data indicating the
data | ength Bfig.re8pebowsecanupxEnplet ofagecambinednB8KBhé0AO6de | D's, serving
as sub-EKB identification data, of the respective category 25 trees

cor r es p®F@ANG edo byh & 1B YERRBMD infmat IsavbrdikB ' s progludest diyn@iLiCH si odi cat i ng
t he nunber of sub-EKB's included in the conbined EKB is described in the
header G2F®IOTY; LreesyAnfker RpBdngd es By fithogdoparfogmingced (by a

certificate
rearrangement.

In the process of issuing an EKB, the key distribution
center (KDC) sends a sub-EKB production request to TLCE's
which are entities managing category trees corresponding to

10 an EKB type identification number, in the EKB type
definition list, specified by an EKB requester. Sub-EKB's
6110, 6120 and so on received from TLCE's are simply
combined together into a single EKB thereby producing a
combined EKB. In order that each device belonging to a

15 specific category can select, from the combined EKB, a sub-
EKB which corresponds to the specific category the device
belongs to and thus which can be processed by the device,
data (data length) 6111 indicating the data size of each
sub-EKB and data (node ID) 6112 indicating the category

20 corresponding to each sub-EKB are added.

That is, the combined EKB includes, in addition to the
selected sub-EKB's, the data indicating the data length of
respective sub-EKB storage afeas and the node ID's, serving
as sub-EKB identification data, of the respective category

25 trees corresponding to the sub-EKB's. Furthermore,



authority or the like) in accordance with the whole data of 5 the conbined
EKB and added thereto. Fig. 61 shows a conbi ned EKB produced in the manner
descri bed above with reference to Fig. 57. A sub-EKB described in a
sub-EKB field 6110 is exactly the same as the sub-EKB-(A) produced by the
TLCE of the category tree A 10 described above with reference to Fig. 55,
wherein the tag part thereof consists of 101, 010, 000, 111, and 111, and
the key part consists of Enc(K010, Kroot) and Enc(KO11l, Kroot). A sub-EKB
described in a sub-EKB field 6120 rs178xactly the sane as the sub- EKB-(B)
produced by the TLCE of 15 the category tree B described above with
reference to Fig. 56, wherein the tag part thereof consists of 110, 010,
000, 1l1lhfoamatlibh imddciltd nigetheamumbenrsicsht ssudf-FRR (K1 ludedbtin and
Enc(K111, Kroot). Fig. 62 shows the data structure of a conbined EKB 20

pr oduced her comblineBKBKS, ishdesdnibeidysin Sheadea®er H2dducedtiild a situation
in which there is a revoked device. A sub- EKB described in a sub-EKB field
6110 i s farddenmorise sasd gasatugieh6BRR (18 pradynased iy & inertiddcete he
category tree A described above with reference to Fig. 58, wherein the tag
25 part awrdosdftyc @Fsitdies lgke)oin @egorgamce) withpdde mlelfi:@ta of71 and
111, and the key part consists of Enc(K010, Kroot), Enc(KO1ll, Kroot), and
Enc(k011td¢ crmbdmed EXBRndkaddsss &heye¥an a sub-EKB field 6120 is exact!ly

the sane as .
Fig. 61 shows a combined EKB produced in the manner

described above with reference to Fig. 57. A sub-EKB
described in a sub-EKB field 6110 is exactly the same as the
sub-EKB-(A) produced by the TLCE of the category tree A

10 described above with reference to Fig. 55, wherein the tag
part thereof consists of 101, 010, 000, 111, and 111, and
the key part consists of Enc(K010, Kroot) and Enc (K011,
Kroot). A sub-EKB described in a sub-EKB field 6120 is
exactly the same as the sub-EKB-(B) produced by the TLCE of

15 the category tree B described above with reference to Fig.
56, wherein the tag part thereof consists of 110, 010, 000,
111, and 111, and the key part consists of Enc(K110, Kroot)
and Enc(K111l, Kroot).

Fig. 62 shows the data structure of a combined EKB

20 produced from sub-EKB's, shown in Figs. 58 and 59, produced
in a situation in which there is a revoked device. A sub-
EKB described in a sub-EKB field 6110 is exactly the same as
sub-EKB-(A') produced by the TLCE of the category tree A
described above with reference to Fig. 58, wherein the tag

25 part thereof consists of 101, 010, 000, 111, 000, O0O1, 111,



sub- EKB- (B) produced by the TLCE of the category tree B, 5 including no
revoked devi ce, described above with reference to Fig. 56, wherein the tag
part thereof consists of 110, 010, 000, 111, and 111, and the key part
consists of Enc(K110, Kroot) and Enc(K11l, Kroot). The conbi ned EKB

descri bed above nakes it possible for 10 each device belonging to a
specific category to select a sub-EKB corresponding to that specific
category and process (decrypt) the selected sub-EKB. This allows a sub-EKB
to be produced for each category (TUG@R) -using an absolutely arbitrary
cryptographic algorithmor key length. In other 15 words, each TLCE can
determ ne the cryptographic algorithm and the key |length w thout being

i nfl uencatt byl ¥ hearnt here koat qgart eonshitet keyf dirst (KGO | Hraenier (KDC) does
not need to disassenble and reassenble the tag parts and the key data 20
parts ofErsu(kEKH s Kmpdi Vvedrd @ng @pedd( v KRaE s, Aarslib+BKEB t he conpl exity
of the process is eased. Wien a device acquires an EKB produced accordi ng
to the dessmihed cinerre suthEkiv sl d ol Hbtiet texacth-HKB samg rassponding to
a category to which the device belongs, and 25 can extract a root key by

pr ocessignp+BiB-s(f)- FRPdured by the SRk the rategay fixegribcedur e
determ ned by a TLCE managing the device. It is not needed to know the

pr ocdduricliididihrine reRp ket davde e, desdicikpd aboug ayih seference

to Fig. 56, wherein the tag part thereof consists of 110,
010, 000, 111, and 111, and the key part consists of
Enc(K110, Kroot) and Enc(K1l1l1l, Kroot).
The combined EKB described above makes it possible for
10 each device belonging to a specific category to select a
sub-EKB corresponding to that specific category and process
(decrypt) the selected sub-EKB. This allows a sub-EKB to be
produced for each category (TLCE) using an absolutely
arbitrary cryptographic algorithm or key length. 1In other
15 words, each TLCE can determine the cryptographic algorithm
and the key length without being influenced by the other
categories.
The key distribution center (KDC) does not need to
disassemble and reassemble the tag parts and the key data
20 parts of sub-EKB's received from respective TLCE's, and thus
the complexity of the process is eased.
When a device acquires an EKB produced according to the
present scheme, the device can detect an sub-EKB
corresponding to a category to which the device belongs, and

25 can extract a root key by processing the sub-EKB in



It is also not needed to describe keys in a sub-EKB such 5 that the keys
have a fixed length, and, theoretically, the key length nmay be set to any
arbitrary value. (Revocation (1)) A revocation process performed in a case
where an EKB wusable in conmon by a plurality of categories is described
10 below. First, a revocation process is described which may occur in a
situation in which an encrypted content is acquired fromthe outside via a
network or a nedium a content key is decrypted using a key extracted from
an EKB, and finally the content is dd@rypted. 15 Referring to Fig. 63, an
EKB 7000 is assuned to be used in common by a category tree A (7100) and a
category tree B (7200). The EKB 7000 used in common by the category tree A
(7100) aedordanca egahy a rsepech fi2 @Rodesivass idptedmameekKBy tay (TLCE
identification nunber #1 in the EKB type definition 20 list. In such a
si tuat i anagiognttdvet devdweder Itr e et deeasiad dot kavow yylreed usi ng a cont ent
key via a network or a nmedium and devices belong to a category tree A
(7100) @rocedariese siepsravigiady byo thee oSy afy ddhep otheaD cafggari@sas
content by extracting a root key fromthe EKB 7000, - 173 acquiring the
cont ent Ikeyishyplser ﬂ‘@%m’ﬂ?gfd?@crtyﬁptqelﬁ?ﬁ}@%d(qyﬁe i GotSUYREKB FRAN nal [y
decrgpting the encrypted content using. .the content k%¥'
that the keys have a fixed length, and, theoretically, the
key length may be set to any arbitrary value.
(Revocation (1))
A revocation process performed in a case where an EKB
usable in common by a plurality of categories is described
10 below. First, a revocation process is described which may
occur in a situation in which an encrypted content is
acquired from the outside via a network or a medium, a
content key is decrypted using a key extracted from an EKB,
and finally the content is decrypted.
15 Referring to Fig. 63, an EKB 7000 is assumed to be used
in common by a category tree A (7100) and a category tree B
(7200). The EKB 7000 used in common by the category tree A
(7100) and the category tree B (7200) is assigned an EKB
type identification number #1 in the EKB type definition
20 list.
In such a situation, a content provider provides a
content encrypted using a content key via a network or a
medium, and devices belong to a category tree A (7100) and

devices belonging to a category tree B (7200) use the

25 content by extracting a root key from the EKB 7000,



In this situation, if breakage of secrecy of key data 5 or another
unaut hori zed state of a device Al (7120) belonging to the category tree A
(7100) is detected, the device Al (7120) is revoked. To perform ‘
revocation, the TLCE of the category tree A (7100) first issues a tree
change notification (Fig. 53) to 10 the key distribution center (KDC). In
accordance with the received tree change notification, the key
distribution center (KDC) sends a notification to TLCE s and EKB
requesters managed by the key distri BdBi on center (KDC). The notification
I ncludes only information indicating that 15 the tree change notification
has been received, and renewal of the EKB type definition list is not
per f or madqatirtihigs theoicontehtt key. biheenfeendman georypitfiionatisimgi $heed i n
response to revocation may be sent only to entities of EKB requesters 20
usi ng t meoEKReyhaandarf ibhaljyodessypting hhec @negyptedr eontenthiusting
revocation occurs, or further to category entities that nanage ot her
cat egor ther ceateaitngeyhe sane EKB as that used by the category tree in
whi ch revocation occurs. In order to make it possible to performthe above
process, theInsthag gituatbaniohfcbreakagrDef EeryecH pfskepfdatars of -
174 already-issued EKB' s, in which EKB requesters usin% specific EKB
types af¥ edotbesoNdrugherszed,stiadenoitf iac gavdSenddbdr’d 203re | st ed.
belonging to the category tree A (7100) is detected, the
device Al (7120) is revoked.
To perform revocation, the TLCE of the category tree A
(7100) first issues a tree change notification (Fig. 53) to
10 the key distribution center (KDC). In accordance with the
received tree change notification, the key distribution
center (KDC) sends a notification to TLCE's and EKB
requesters managed by the key distribution center (KDC).
The notification includes only information indicating that
15 the tree change notification has been received, and renewal
of the EKB type definition list is not performed at this
point of time.
The tree change notification issued in response to
revocation may be sent only to entities of EKB requesters
20 using the EKB that can be processed by the category tree in
which revocation occurs, or further to category entities
that manage other category trees using the same EKB as that
used by the category tree in which revocation occurs. 1In

order to make it possible to perform the above process, the

25 key distribution center (KDC) holds a list of users of



A content provider, which provides a content to devices 5 in the category
tree in which revocation has been performed and which is also an EKB
requester in this situation, requests the key distribution center (KDC) to
produce an EKB renewed such that only devices other than the revoked
device can process the EKB. In this specific case, the content 10 provider
behaving as the EKB requester in such a situation specifies the EKB type
identification nunber #1 indicating the EKB type that is used in conmon by
the category tree A (7100) and the datdegory tree B (7200). Thereafter, the
EKB requester produces a new root key and sends it to the KDC, 15 or
alternatively, the EKB requester requests the KDC to produce a new root
key. | n almeadisnisswed TEXEss s paciwhisch BEB t yegues terd i s Dag | sppecitfer  #1,
the key distribution center (KDC) searches the EKB type definition list to
det ect rRXRstypde(and|eirres maidigoy \EKB eggpanidergibist st IbhCHwdreat egory
trees A (7100) and B (7200) corresponding to the detected nodes to produce
a sub- Ek3d roiated ch aut hori zed devices can extract a new root key. In
response to the request, each of TLCE s of the 25 category trees A (7100)
and B (7200) Apcoaiess: providexs. which providess agantent dasaleviigeashe
category tree A (7100), a sub- EKB-(A) is produced such that only devices
ot heg t Heh &M CatRandal s d Ahich agveeation has keerwerkrned, from

the and which is also an EKB requester in this situation,

requests the key distribution center (KDC) to produce an EKB
renewed such that only devices other than the revoked device
can process the EKB. In this specific case, the content

10 provider behaving as the EKB requester in such a situation
specifies the EKB type identification number #1 indicating
the EKB type that is used in common by the category tree A
(7100) and the category tree B (7200). Thereafter, the EKB
requester produces a new root key and sends it to the KDC,

15 or alternatively, the EKB requester requests the KDC to
produce a new root key.

In accordance with the specified EKB type
identification number #1, the key distribution center (KDC)
searches the EKB type definition list to detect nodes of

20 relating category trees and requests TLCE's of category
trees A (7100) and B (7200) corresponding to the detected
nodes to produce a sub-EKB from which authorized devices can
extract a new root key.

In response to the request, each of TLCE's of the

25 category trees A (7100) and B (7200) produces a sub-EKB. 1In



sub-EKB-(A). In the category tree B (7200), if there is no 5 revoked
device, a sub-EKB-(B) is produced such that all devices belonging to the
category B (7200) can extract a new root key fromthe sub-EKB-(B) and the
resultant sub-EKB-(B) is transmtted to the key distribution center (KDC).
The key distribution center (KDC) produces a conmbined 10 EKB fromthe
sub-EKB' s received fromthe respective TLCE's in the above-descri bed
manner, and transmits the resultant EKB to the EKB requester (content
provider). The EKB requester (contentl7?x ovider) distributes a content
using the new EKB received fromthe key distribution 15 center (KDC). Mdre
specifically, the EKB requester (content provider) encrypts the content

usi ng a thid espedkifianthsenciypilse tdet egotentréeyA usT hdo § hea radd- key
extracted by decrypting the EKB, and distributes the encrypted content

and contRXB- ey .id prabwied sz dipthenly tdevices gotlyex rigearthie (7100) and
the devices belonging to the category tree B (7200) can use the content by
extract irgyvaked rdexnide\A¥ r 0hl 2@ hecaBKEXoxactca i BeW tFeot oreenfrieytivsy
perform ng decryption wusing the root key, and finally decrypting the
encrypt etrbdifBel®) usiHy the GRITRY Kesee HBwel20) ¢ hef rehekedi8idi? ce 25 Al
(7120) in the category tree A (7100) cannot process the - 176 _renewed EKB
and PhusreuniRl 4RELGHhe & OoHIRTREB(B) heS & 3R PRl E, the key

distribution center (KDC). does not renew t he EKB H;Ee definition |ist at
devices belonging 'to the category B (7200) n extract a new

root key from the sub-EKB-(B) and the resultant sub-EKB-(B)
is transmitted to the key distribution center (KDC).
The key distribution center (KDC) produces a combined
10 EKB from the sub-EKB's received from the respective TLCE's
in the above-described manner, and transmits the resultant
EKB to the EKB requester (content provider).
The EKB requester (content provider) distributes a
content using the new EKB received from the key distribution
15 center (KDC). More specifically, the EKB requester (content
provider) encrypts the content using a content key and
encrypts the content key using the root key extracted by
decrypting the EKB, and distributes the encrypted content
and content key. The devices belonging to the category tree
20 A (7100) and the devices belonging to the category tree B
(7200) can use the content by extracting the root key from
the EKB, extracting the content key by performing decryption
using the root key, and finally decrypting the encrypted
content using the content key. However, the revoked device

25 Al (7120) in the category tree A (7100) cannot process the



the point of tine at which the tree change notification is 5 received from
the TLCE. Alternatively, at the point of tinme at which the tree change
notification is received, the key distribution center (KDC) may renew t he
EKB and the EKB type definition list in accordance with the tree change
notification, and may transmt the renewed EKB type 10 definition list to
the EKB requesters and TLCE' s. (Revocation (2)) A revocation process is
now descri bed which nmay occur in a situation in which various contents are
encrypted and stored by a user intold&ecording device or a storage medi um
15 in which an EKB is stored, wherein a root key extracted from the EKB
stored in the recording device or the storage nedium is used as a key
needed irenewed EKBrarahd et rgquinan. uséishe togueterit r ecor di ng devi ce or
storage nediumis said to be of a self-recording type. 20 Referring to
Fig. 64, an HxBt3E0Eexiampdssgesd tibeage above, ithes deynlistmilodtiogory tree A
(8100) and a category tree B (8200). That is, the EKB for conmobn use is
stored igentnrdiy) dogcaworrenew sthe REB ntxpe debihibiewniisat iat t he
category tree A (8100) and the category tree B (8200), and 25 users record
and pl aytld@C e drtmey\atrsdhchithe ckx/e | hange ot Bhicafek?l pis on usi ng
the EKB. The, EKB 8000 used in commpn by the category tree A (8100) and the
cat eor YRGS (o) the JILEES gibkterndkiyelihe 3% e rPeint R iddRr #1 in

t he EKB
at which the tree change notification is received, the key

distribution center (KDC) may renew the EKB and the EKB type
definition list in accordance with the tree change
notification, and may transmit the renewed EKB type

10 definition list to the EKB requesters and TLCE's.

(Revocation (2))

A revocation process is now described which may occur
in a situation in which various contents are encrypted and
stored by a user into a recording device or a storage medium

15 in which an EKB is stored, wherein a root key extracted from
the EKB stored in the recording device or the storage medium
is used as a key needed in encryption and decryption. This
type of recording device or storage medium is said to be of
a self-recording type.

20 Referring to Fig. 64, an EKB 8000 is assumed to be used
in common by a category tree A (8100) and a category tree B
(8200). That is, the EKB for common use is stored in
recording devices or the storage media used in common in the
category tree A (8100) and the category tree B (8200), and

25 users record and play back a content by means of encryption



type definition list. 5 1In this situation, if breakage of secrecy of key
data or another unauthorized state of a device Al (8120) belonging to the
category tree A (8100) is detected, the device Al (8120) is revoked. To
performrevocation, the TLCE of the category tree A 10 (8100) first issues
a tree change notification (Fig. 53) to the key distribution center (KDC)
In accordance with the received tree change notification, the key
distribution center (KDC) sends a notification to TLCE s managed by the

key distribution center (KDC) and t-o ld9seci ated EKB 15 requesters. The
notification includes only information indicating that the tree change
notification has been received, and renewal of the EKB type definition
list isamt dguarypirired windithep@KB. ofTHe rBXB 18000 deded oLipredmgidn cont ent s
frombeing further used by 20 the revoked device Al (8120), the TLCE of

t he cat dgorthe redegarywtingde V@il orarthstloe aatregbirye duesd B t (82 dey
distribution center (KDC) to produce an EKB renewed such that only devices
ot her t Han asseignegbleed KB/ itgmp e dd gnrtuicissa t itdre riEigibert k1 hirs tdid KB on, this
TLCE behaves as an EKB 25 requester. In this specific case, the TLCE

behavi ngype tdefinitA®n BdBtr.equester in such a situation specifies the EKB
type_ identification nunber #1 indicating the EKB type that is wused in
comm®n by t hdnchkbdgopytupsdon, sfobyeakagenef secrecy of key data

or another unauthorized state of a device Al (8120)
belonging to the category tree A (8100) is detected, the
device Al (8120) is revoked.
To perform revocation, the TLCE of the category tree A
10 (8100) first issues a tree change notification (Fig. 53) to
the key distribution center (KDC). In accordance with the
received tree change notification, the key distribution
center (KDC) sends a notification to TLCE's managed by the
key distribution center (KDC) and to associated EKB
15 requesters. The notification includes only information
indicating that the tree change notification has been
received, and renewal of the EKB type definition list is not
performed at this point of time.
In order to prevent contents from being further used by
20 the revoked device Al (8120), the TLCE of the category tree
in which revocation has occurred requests the key
distribution center (KDC) to produce an EKB renewed such
that only devices other than the revoked device can process
the EKB. 1In this situation, this TLCE behaves as an EKB

25 requester. 1In this specific case, the TLCE behaving as the



category tree B (8200). Thereafter, the EKB requester 5 produces a new
root key and sends it to the KDC, or alternatively, the EKB requester
requests the KDC to produce a new root key. In accordance with the
specified EKB type identification nunber #1, the key distribution center
(KDC) 10 searches the EKB type definition list to detect nodes of relating
category trees and requests TLCE s of category trees A (8100) and B (8200)
corresponding to the detected nodes to produce a sub-EKB from which

aut hori zed devices can extract a mew#*%ot key. 15 In response to the
request, each of TLCE's of the category trees A (8100) and B (8200)
produces a sub-EKB. In this specific case, in the category tree A (8100),
a sub- BB (WqisstEnduteichuch sitaabivy skeditttenttike ERBNtype revoked
device Al (8120) can extract a new root key fromthe 20 sub-EKB-(A). In the
cat egor yideni B q38200) nunbemndtle indigatingokkel BEE|type athab-EKB- (B) is
produced such that all devices belonging to the category B (8200) can
extract usewd reme\bY e (tateddrFKEre®)A 0@ heandstlte ant sub- EKB- ( B)
is transmtted to the key distribution center (KDC). 25 The key

di st ri biatrpTehtiereq 8}buceBheredtitphedche KB re@Ies%RY t he sub- EKB' s
received fromthe respective TLCE's in_the above-descri bed nmanner, and

trandmi tREQHCSS A ReMITOPKEKYYD and s VP THitE BD¢ ¢ ?%mt hol ders) .

alternatively, the EKB requester requests the KDC to produce
a new root key.

In accordance with the specified EKB type
identification number #1, the key distribution center (KDC)

10 searches the EKB type definition list to detect nodes of
relating category trees and requests TLCE's of category
trees A (8100) and B (8200) corresponding to the detected
nodes to produce a sub-EKB from which authorized devices can
extract a new root key.

15 In response to the request, each of TLCE's of the
category trees A (8100) and B (8200) produces a sub-EKB. In
this specific case, in the category tree A (8100), a sub-
EKB-(A) is produced such that only devices other than the
revoked device Al (8120) can extract a new root key from the

20 sub-EKB-(A). 1In the category tree B (8200), if there is no
revoked device, a sub-EKB-(B) is produced such that all
devices belonging to the category B (8200) can extract a new
root key from the sub-EKB-(B), and the resultant sub-EKB-(B)
is transmitted to the key distribution center (KDC).

25 The key distribution center (KDC) produces a combined




Each TLCE (format hol der) sends the new EKB received 5 fromthe key
distribution center (KDC) to devices to update the EKB stored in the

devi ces. The devices belonging to the category tree A (8100) and the

devi ces belonging to the category tree B (8200) can record a new content
into the devices using, in the encryption/decryption process, the 10 root
key extracted fromthe updated EKB. The recorded content encrypted using
the new EKB can be decrypted only when the corresponding EKB is applied,
and thus the revoked device cannot-uk®the content. The present invention
has been described in detail 15 above with reference to particul ar

enbodi nents. It will be apparent to those skilled in the art that various
nodi f i caEKBnfremdtise bsab+EKB b1 tecébved E£rbmdthentespeythee TBOE'$Nn t he
enbodi nent chosen for illustration without departing fromthe spirit and

scope ofinhehé naleone-edesdhbbe@Omasnert heapdbbdanemitshthe besultastri bed
above by way of exanple and not limtation. The scope of the invention is
to be deEEBnt@ctheotespyedyivecIbphbsndefiovnatnBoldadastrial Applicability 25
In the informati on processing systemand nmethod - 180 according to the
present inverddn TIEE ddsamatedclisiae), send@ythe crew EXB otkeivesb as to
include a plurality of sub- trees serving as category trees that are

gr ouped F¥OBCERS dsit A iF b RiRYE QR rFeRtaRd(RBRAgEE B9Vigesgbe yupdate| es,

the EKB stored in the devices. The devices belonging to the
category tree A (8100) and the devices belonging to the
category tree B (8200) can record a new content into the
devices using, in the encryption/decryption process, the

10 root key extracted from the updated EKB. The recorded
content encrypted using the new EKB can be decrypted only
when the corresponding EKB is applied, and thus the revoked
device cannot use the content.

The present invention has been described in detail

15 above with reference to particular embodiments. It will be
apparent to those skilled in the art that various
modifications and substitution to those embodiments may be
made in the embodiment chosen for illustration without
departing from the spirit and scope of the invention. That

20 1is, the embodiments have been described above by way of
example and not limitation. The scope of the invention is

to be determined solely by the appended claims.

Industrial Applicability

25 In the information processing system and method



5 and an enabling key block (EKB) is produced so as to include data
produced by selecting a path in the key tree and encrypting a higher-Ievel
key in the selected path using a |ower-level key in the selected path and
the resultant enabling key block (EKB) is provided to a device, wherein 10
I ssuing of EKB's is nmanaged on the basis of the an EKB type definition
list representing the correspondence between an EKB type identifier and
one or nore identification data identifying one or nore category trees
that can process an EKB of an EKB- 8 i-dentified by the EKB type
identifier, 15 thereby nmaking it possible for an EKB requester, when

I ssuing an EKB production request, to easily select an category to which
the EKB dccdrdirgg appltlesl. phesdriterimvention | hes i déscnibednalps@eessi ng system
and nethod according to the present invention, when a requester 20 issues
a requeskey crrge akigirainadd aso eambto nondlydd| ackl (EB Lty tdf sw@guest er may
produce a root key or may request the key distribution center to produce a
root keytrdés sserwing tas igategagudtiess i that | abe pgrdéupeddiby t he requester.
When the key distribution center produces an EKB, the key 25 distribution
cent er raggesiance osttdycrategnrigs sand imapaged by 1sdtegeryegentyitiemger to
produce a sub-EKB. Thus, the EKB can be produced and managed in a_ highly
ef fi Bi erAndre@hegnalndhdieibrivlogkh (BHB) nimrprederedrecasity tyetude and

met hod according to the present invention, in which a key
data produced by selecting a path in the key treé and

encrypting a higher-level key in the selected path using a
lower-level key in the selected path and the resultant
enabling key block (EKB) is provided to a device, wherein
10 issuing of EKB's is managed on the basis of the an EKB type
definition list representing the correspondence between an
EKB type identifier and one or more identification data
identifying one or more category trees that can process an
EKB of an EKB type identified by the EKB type identifier,
15 thereby making it possible for an EKB requester, when
issuing an EKB production request, to easily select an
category to which the EKB is to be applied.
Furthermore, in the information processing system and
method according to the present invention, when a requester
20 issues a request for production of an enabling key block
(EKB), the requester may produce a root key or may request
the key distribution center to produce a root key. This
results in a reduction in a job performed by the requester.
When the key distribution center produces an EKB, the key

25 distribution center requests a category entity serving as a



5 tree is produced so as to include a plurality of sub-trees serving as
category trees that are grouped in accordance wth categories and nanaged
by category entities, an enabling key block (EKB) is produced so as

i nclude data produced by selecting a path in the key tree and encrypting
10 a higher-level key in the selected path using a |ower-level Kkey in the
sel ected path, and the resultant enabling key block (EKB) is provided to a
device, the enabling key block (EKB) stored in the information storage
medi um may have the formof a conbi n8d EKB produced by conbi ning sub
enabling 15 key bl ocks (sub-EKB' s) that can be decrypted in respective sub
trees of the key tree, and each key data included in the conbined EKB nmay

be stor e tddycry imethdedNH ddudd &l Gub-EKE. MK | ttIROEKP @il Pe €ach

device to decrypt the EKB, "even in a case where sub- EKB based on vari ous
di ff er erofhcdloemd R oRjerl GaNhl NECHIY @ ffie EiR i nore, in the

I nformati on processing systemand nethod according to the present

i nvention, iFuplthefmarkeyint the iinfprediden prozesisdngnelysdemaapdural ity of
sub-trees serving as category trees that are grouped in accordance 25 with

cat egor imexhamtl avenvagkichgoytoc atheg nesentt timsentaion, 18P wheidbld rkeykey bl ock
(EKB) is produced so as include data produced by selecting a path in the
key $redrmed isn@nosticegl s» kisgher -inmleidek ey pluntdie tyeleft tsatbiatdesusi ng a
| ower-1level key in the selected path, and the resultant enabling key
serving as category trees that are grouped in accordance
with categories and managed by category entities, an
enabling key block (EKB) is produced so as include data
produced by selecting a path in the key tree and encrypting
10 a higher-level key in the selected path using a lower-level
key in the selected path, and the resultant enabling key
block (EKB) is provided to a device, the enabling key block
(EKB) stored in the information storage medium may have the
form of a combined EKB produced by combining sub enabling
15 key blocks (sub-EKB's) that can be decrypted in respective
sub trees of the key tree, and each key data included in the
combined EKB may be stored in a fixed-length data field.
This makes it possible for each device to decrypt the EKB,
even in a case where sub-EKB based on various different
20 algorithms are combined into the EKB.
Furthermore, in the information processing system and
method according to the present invention, in which a key
tree is produced so as to include a plurality of sub-trees

serving as category trees that are grouped in accordance

25 with categories and managed by category entities, an



5 block (EKB) is provided to a device, the EKB nay have the formof a
conbi ned EKB produced by conbi ni ng sub enabling key bl ocks (sub-EKB' s)
that can be decrypted in respective sub trees of the key tree such that
the sub enabling key blocks (sub-EKB s) are stored in the conbi ned EKB
while 10 rmai ntaining original key arrangenents in the respective sub
enabl i ng key bl ocks (sub-EKB' s), and sub-EKB identification data and data
indicating the data length of a sub EKB storage area corresponding to each
sub-EKB are added to the conbi ned-EKB2 Fhis nakes it possible for each
device to 15 decrypt the EKB, even in a case where sub- EKB based on

various different algorithns are conbined into the EKB. - 183 CLAIMS 1. An
i nf or matnablpngckegi bosks i EKBi)n ishipriodacledy sot mse inelderddtao as to

i nclude | eaves, a root, and nodes 5 existing in paths fromthe respective

| eaves pamotineedoby; selepkingl at path davithes keye taesi gndd engrypspagti ve

| eaves; keys are assigned to the root, the | eaves, and the nodes, |ocated
i n pat ha higherkievedt key lLoatbe; sedectaid ipaghk &g ipidoek LomeEB)-leyedr oduced
so as to include data produced by 10 selecting a path in the key tree and
encrypt kry anhtheeselpeterd peyhi nande the essd taath enabddng ke¥er - | evel key
in the selected path such that the encrypted data can be decrypted only
by the bderke (BKBihisaproyddgdngge akdpvise, ther EXFoma@ynyavs ©he sel ected

pat h; and the resultant .. .
form of a combined EKB produced by combining sub enabling

key blocks (sub-EKB's) that can be decrypted in respective
sub trees of the key tree such that the sub enabling key
blocks (sub~EKB's) are stored in the combined EKB while

10 maintaining original key arrangements in the respective sub
enabling key blocks (sub-EKB's), and sub-EKB identification
data and data indicating the data length of a sub EKB
storage area corresponding to each sub-EKB are added to the
combined EKB. This makes it possible for each device to

15 decrypt the EKB, even in a case where sub-EKB based on

various different algorithms are combined into the EKB.



15 enab
request
(EKB) t
out put s
(KDO),

pr oduct
EKB pro

ling key block (EKB) is provided to the device, wherein an EKB

er, when issuing a request for production of an enabling key bl ock

0 a key distribution center (KDC) serving to produce EKB's,
, as the EKB production request to the key distribution center
one 20 of the followng: a first EKB production request for

ion of an EKB including an already-produced root key, or a second
duction request, requesting the key distribution center (KDC) to

produce a root key and then 25 produdd3amr EKB i ncluding the resul tant root

key; an
the fir

accordi

sub-trees serving as category trees that are grouped in accordance with

cat egor

d - 184 the key distribution center (KDC) produces, in response
st or second EKB production request, an EKB including a received
root key or a produced root key. 5 QLAMMS|I nformati on processing system

ng to Aaim 1, wherein the key tree includes a plurality of

i es and managed by category entities; and 10 the EKB requester

to

sel ects an EHB t Woe linfonmatiion ®rogess igusisysfiemnierihiGped d&Y nition |i st
nting the correspondence between the EKB type identifier and one or

represe

nore i d&ie9 | atfarmerhtsO jaferke fiRGHIdmel @RAVEDr 2 cEPRYor§ndtPRReS t hat can

Pprocess

an, EKB of , an EKB Rgpe iq$ntified b{ 15 t he EK@ tgge idegtifier, and
t he EKqu*ﬁR*ﬁqnlan%ﬁh% rQm the respective leaves to e root; a

10

15

20

25

plurality of devices are assigned to respective leaves; keys
are assigned to the root, the leaves, and the nodes, located
in paths from the root to leaves; an enabling key block
(EKB) is produced so as to include data produced by
selecting a path in the key tree and encrypting a higher-
level key in the selected path using a lower-level key in
the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device, wherein
an EKB requester, when issuing a request for production

of an enabling key block (EKB) to a key distribution center
(KDC) serving to produce EKB's, outputs, as the EKB
production request to the key distribution center (KDC), one
of the following:

a first EKB production request for production of an
EKB including an already-produced root key, or

a second EKB production request, requesting the key
distribution center (KDC) to produce a root key and then

produce an EKB including the resultant root key; and



the first or second EKB production request to the key distribution center
(KDC), an EKB production request including the selected EKB type
identifier. 20 3. An information processing systemaccording to Claim 2,
wherein the EKB requester selects an EKB type identifier on the basis of
an EKB type definition |ist acquired from storage neans or an accessible
site on a network. 25 4. An information processing systemaccording to
Claim- 185 2, wherein the identification data of a category tree that

can process an EKB, described in tielBéB-type definition list, is a node

| D serving as a node identifier of a node in the category tree. 5 5. An

i nformati on processing systemaccording to Claim 2, wherein the EKB type
definition | tbe key ddstribugdonr cenitexr JdKDE )derasmdss origi mespensecat egory
tree. 10 6. An information processing systemin which a key tree is forned
so as t&a fdieuddysdands secanshtEKR mratbisionxyequerit i mpEFE from t he
respective |leaves to the root; a plurality of devices are assigned to

r espect iWAEluskinsk :a KBpeivac Kead R QD & Rrodied t¥rot &k&les, and t he
nodes, |located 15 in paths fromthe root to | eaves; an enabling key bl ock
(EKB) is produced so as to include data produced by selecting a path in

the key tree_and_engrypting.a higher- l.evel key in the sel ected th usin
a Ioﬁe?-leve?'ke?niﬁn¥%rma ion p%ocessing system according to Cfgim g

1, wherein
the key tree includes a plurality of sub-trees serving
as category trees that are grouped in accordance with
categories and managed by category entities; and
10 the EKB requester selects an EKB type identifier on the
basis of an EKB type definition list representing the
correspondence between the EKB type identifier and one or
more identification data identifying one or more category
trees that can process an EKB of an EKB type identified by
15 the EKB type identifier, and the EKB requester outputs, as
the first or second EKB production request to the key
distribution center (KDC), an EKB production request

including the selected EKB type identifier.

20 3. An information processing system according to Claim
2, wherein the EKB requester selects an EKB type identifier
on the basis of an EKB type definition list acquired from

storage means or an accessible site on a network.

25 4. An information processing system according to Claim



the sel ected path such that the encrypted data can be 20 decrypted only by
the device which can use a node key set corresponding to the sel ected
path; and the resultant enabling key block (EKB) is provided to the
device, wherein: the key tree includes a plurality of sub-trees serving as
category trees that are grouped in accordance with 25 categories and
managed by category entities; and - 186 a key distribution center (KDC)

whi ch serves to produce an enabling_key block (EKB), produces an enabling
key block (EKB) in response to a réq&@?t'issued by an EKB requester that
is an entity requesting production of an EKB, 5 such that the key
distribution center (KDC) outputs a request, to one or nore category
entiti e , muhayieiq 4hecddepdriyf icaddamptina of 2At/Any tIRe &hdlt i ng key

bl ock (EKB) to be produced, to produce a sub-EKB that_ can be processed in
each catCa@goProsesist an Fi® .t Keseayikadtin tihe ﬁ%ﬁ%t%f¥mo'gr oduces the
EKB, which can be processed in one or nore category. trees, on fhe basis of
the sub ldfdbl ify & OPAe | I8 EFIHRERD & SIS etfe Jé%fcrpf)fa MRS or nore
category entities. 15 7. An information processing systemaccording to
Caim GheuTAtEIPEhEU&S, distribution center (KDC) has an EKB type
definition list representing the correspondence between an EKB type

i denfifier and one or nore identification data i dentifying one or nore

category treg§ tR%ti% Oria g%%sp%gcessing system according to Claim

2, wherein the EKB type definition list includes a

description of a device belonging to a category tree.

10 6. An information processing system in which a key
tree is formed so as to include leaves, a root, and nodes
existing in paths from the respective leaves to the root; a
plurality of devices are assigned to respective leaves; keys
are assigned to the root, the leaves, and the nodes, located

15 in paths from the root to leaves; an enabling key block
(EKB) is produced so as to include data produced by
selecting a path in the key tree and encrypting a higher-
level key in the selected path using a lower-level key in
the selected path such that the encrypted data can be

20 decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device, wherein:

the key tree includes a plurality of sub-trees serving
as category trees that are grouped in accordance with

25 categories and managed by category entities; and



20 EKB of an EKB type identified by the EKB type identifier; the key
distribution center (KDC) extracts identification data of a category tree
by searching the EKB type definition |list on the basis of an EKB type
identifier included in an EKB production request received froman EKB
requester that 25 is an entity requesting production of an EKB; and, on the
- 187 basis of one or nore sub-EKB s produced by one or nore category
entities corresponding to the extracted identification data of the
category tree, the key distribution&hter (KDC) produces an EKB that can
be 5 processed in conmon by category trees defined in the EKB type
definition list, and the key distribution center (KDC) provides the
resul tant EKB. k®y Adsitafidnrietono e gnteiesHY) sydhiah ssyorel mpto Caim 10
6, wherein if a category entity receives a sub-EKB production request from
t he key REQIYGH AN BN g kespdylock heEEB) egp¥9deses t §n peealbiRda sub
enabl i ng key bl ock (sub- EKB) which is an EKB capabl e of being processed in
accor daﬁ&%’ wiark Y It ERERQNSE | Af A oFequUADHelpERh PR 5EKR 3
category tree nanaged by the category tree entity. 9. An information
pr ocessiFRASALYRIm ref AP tPE Y nfegueshindi PLedRCkign 19EeaR nEXBdes a
root tree havi.ng a multil eyel O tree structure at the top, a top-leve
cat edor ysucqr}beth%? g I%ﬁ%cﬁlﬁrﬁé‘b‘f’éﬂwwq HeSR b W%‘g? %‘hﬁp‘étglﬁ- category tree

request, to one or more category entities managing a

category tree capable of encrypting the enabling key block

(EKB) to be produced, to produce a sub-EKB that can be

processed in each category entity, and the key distribution

10 center (KDC) produces the EKB, which can be processed in one
or more category trees, on the basis of the sub enabling key
block (sub-EKB) received from each of the one or more

category entities.

15 7. An information processing system according to Claim
6, wherein the key distribution center (KDC) has an EKB type
definition list representing the correspondence between an
EKB type identifier and one or more identification data
identifying one or more category trees that can process an

20 EKB of an EKB type identified by the EKB type identifier;
the key distribution center (KDC) extracts identification
data of a category tree by searching the EKB type definition
list on the basis of an EKB type identifier included in an
EKB production request received from an EKB requester that

25 is an entity requesting production of an EKB; and, on the



| ocated at a | evel below the top-level category tree and connected to the
top-level category tree; the category entity serves as a manager entity of
the 25 top-level category tree and manages the top-|level category - 188
tree and the sub-category tree |ocated below the top |level category tree
and connected to the top level category tree; and the category entity
produces a sub enabling key block 5 (sub-EKB) serving as an EKB that can
be processed on the basis of one or nore keys assigned to nodes or |eaves
in the top-level category tree and 483-category tree, |ocated below the
top-1evel category tree and connected to the top-level category tree,

whi ch are managed by the category entity. 10 10. An information processing
nmet hod fhasissef Pne oxystoara isubMEKEY sa peendugest by dre red mreas t o i ncl ude

| eaves, a root, and nodes existing in paths fromthe respective |eaves to
t he rootcategonyr a&nittit icfs dorimespaydbin iqride textimategpecti ve | eaves; keys
are assigned to the root, the |eaves, and the nodes, located in paths from
t he rootidemtiddwad;ican dagrgalsfl M cptsauy (B, itherkRiiced so as to

i nclude data produced by selecting a path in the key tree and encrypting

a hi ghedilsdrdibuteypn gamens kG e PERAUFeRK Y BKB dtdt 123%1P20 key in the
sel ected path such that the encrypted data can_be decrypted only by the
devi Be WMQQ?ﬁﬁﬁﬁlkﬁEQQmﬂﬁﬂah&nF%ﬁﬁgory trees defined in the EKB

type definition list, and the key distribution center (KDC)

provides the resultant EKB.

8. An information processing system according to Claim
10 6, wherein if a category entity receives a sub-EKB
production request from the key distribution center (KDC),
the category entity produces a sub enabling key block (sub-
EKB) which is an EKB capable of being processed in
accordance with a key related to a leaf or a node belonging

15 to a category tree managed by the category tree entity.

9. An information processing system according to Claim
6, wherein

the key tree includes a root tree having a multilevel

20 tree structure at the top, a top-level category tree

directly connected to the root tree, and a sub-category tree
located at a level below the top-level category tree and
connected to the top-level category tree;

the category entity serves as a manager entity of the

25 top-level category tree and manages the top-level category



corresponding to the selected path; and the resultant enabling key bl ock
(EKB) is provided to the device, wherein an EKB requester, when issuing a
request for production 25 of an enabling key block (EKB) to a key '
distribution center - 189 (KDC) serving to produce EKB's, outputs, as the
EKB production request to the key distribution center (KDC), one of the
followng: a first EKB production request for production of an 5 EKB

i ncl udi ng an al ready- produced root ke or a second EKB production request,
requesting the key distribution cent 8(TQX) to produce a root key and
then produce an EKB including the resultant root key; and the key
distribution center (KDC) produces, in response 10 to the first or second
EKB pr oduceé cand ethessub-srate@ry nereei hocatedceeled thettRryleved produced
root key. 11. An information processing nethod according to Caiml10,

wher ei n astegrrkeciree cand reonpested ptarbhet yopr 1eviglt ?ég§9%§YvFﬁ§e; as
category trees that are grouped in accordance with categories and nmanaged
by cateq®®d entities; and the EKB requester selects an EKB type identifier

O e o et M 5, St 1§ S PR A 5 B
oL ERL Aol ek SR L4100 B8, Bhalloh B oPEeab 8080 DG 021
basis of one or more keys assigned to nodes or leaves in the
top-level category tree and sub-category tree, located below
the top-level category tree and connected to the top-level
category tree, which are managed by the category entity.
10
10. An information processing method for use in a
system in which a key tree is formed so as to include leaves,
a root, and nodes existing in paths from the respective
leaves to the root; a plurality of devices are assigned to
15 respective leaves; keys are assigned to the root, the leaves,
and the nodes, located in paths from the root to leaves; an
enabling key block (EKB) is produced so as to include data
produced by selecting a path in the key tree and encrypting
a higher-level key in the selected path using a lower-level
20 key in the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device, wherein
an EKB requester, when issuing a request for production

25 of an enabling key block (EKB) to a key distribution center



the EKB type identifier, and the EKB requester outputs, as the first or
second EKB production request to the key 25 distribution center (KDC), an
EKB production request - 190 including the selected EKB type identifier. "
12. An information processing nethod according to Caim1l, wherein the
EKB requester selects an EKB type 5 identifier on the basis of an EKB type
definition list acquired fromstorage neans or an accessible site on a
network. 13. An information processing nmethod according to 10 Caim 11,
wherein the identification data of-algategory tree that can process an
EKB, described in the EKB type definition list, is a node ID serving as a
node identifier of a node in the category tree. 15 14. An information

pr ocessi(RpChetkad iagctpdprgduce EKSi'm,1outpldisei @st MecEBEBR ype definition
list includes a description of a device belonging to a category tree. 15.
An i nf opratiuctipnocegsesy tot tbe key ddetinibationseand@r f Kisilah O2%ey tree
Is fornmed so as to include | eaves, a root, and nodes existing in paths
from t hefr sbpedpillowingaves to the root; a plurality of devices are

assigned to respective |eaves; keys are assigneg to thg r oot tEe | eaves,
and the nodes, | ctafdeFt EERIPEOIYGHIMIFBIRSt oL PERERIUGHION QR 3R ng key

bl ock (EKB) .is_produced sQ as to include data - 191
5 EKB including an already-produced root key, or

a second EKB production request, requesting the key
distribution center (KDC) to produce a root key and then
produce an EKB including the resultant root key; and

the key distribution center (KDC) produces, in response
10 to the first or second EKB production request, an EKB

including a received root key or a produced root key.

11. An information processing method according to
Claim 10, wherein
15 the key tree includes a plurality of sub-trees serving
as category trees that are grouped in accordance with
categories and managed by category entities; and
the EKB requester selects an EKB type identifier on the
basis of an EKB type definition list representing the
20 correspondence between the EKB type identifier and one or
more identification data identifying one or more category
trees that can process an EKB of an EKB type identified by
the EKB type identifier, and the EKB requester outputs, as
the first or second EKB production request to the key

25 distribution center (KDC), an EKB production request



produced by selecting a path in the key tree and encrypting a higher-1|evel
key in the selected path using a |ower-level key in the selected path such
that the encrypted data can be decrypted only by the device which can use
a node key set 5 corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device, wherein the key tree
includes a plurality of sub-trees serving as category trees that are
grouped in accordance with categories and managed by category entities; and
10 a key distribution center (KDC)T\M%QﬁTserves to produce an enabling
key bl ock (EKB), produces an enabling key block (EKB) in response to a
request issued by an EKB requester that is an entity requesting production
of an EKBclusligty tthe seledted @KA riype i blentekfier ( KDC) outputs a 15
request, to one or nore category entities nanaging a category tree capable
of encrypting the enabling key block (EKB) to be produced, to produce a
sub- EKB that can be processed in each category entity, and the key
distribution12eenﬁ@rl@ﬁBGWaﬁﬂ@@u@§QQﬁ%§HEQBP@&%Qﬂwqg%?rﬁﬁlﬁkdﬁbssed in one
20 or nore category trees, on the basis of the sub enablinqﬁ?e bl ock

e

( sub- EKBYL &gt di hre e TSR 4 FHKE HP PR TT Pttt Y 5P efhS i es. 16. An
i nformation processi nqg .net.hod, accor di o0 25 iml5 in the k

't P1 DU oo RS AR Ak ey A Rro CEIF e KoY
represeguéﬁﬁéggaé¥gﬂe§%§¥g§guﬁéans or an accessible site on a

network.

13. An information processing method according to
10 Claim 11, wherein the identification data of a category tree
that can process an EKB, described in the EKB type
definition list, is a node ID serving as a node identifier

of a node in the category tree.

15 14. An information processing method according to
Claim 11, wherein the EKB type definition list includes a

description of a device belonging to a category tree.

15. An information processing method for use in a
20 system in which a key tree is formed so as to include leaves,
a root, and nodes existing in paths from the respective
leaves to the root; a plurality of devices are assigned to
respective leaves; keys are assigned to the root, the leaves,
and the nodes, located in paths from the root to leaves; an

25 enabling key block (EKB) is produced so as to include data



bet ween an EKB type identifier and one or nore identification data

I dentifying one or nore category trees that can process an EKB of an EKB
type identified by the EKB 5 type identifier; the key distribution center -
(KDC) extracts identification data of a category tree by searching the EKB
type definition list on the basis of an EKB type identifier included in an
EKB production request received froman EKB requester that is an entity
requesting production of an EKB; 10 and, on the basis of one or nore

sub- EKB's produced by one or nore—cdt¥dgory entities corresponding to the
extracted identification data of the category tree, the key distribution
center (KDC) produces an EKB that can be processed in common by category
trees defpotrntéd Byhes kiR tling ypepatdi i in tthe képttremdandeereyypt E0gi bution
center (KDC) provides the resultant EKB. 17. An information processing

met hod ac duigtieny-tevelC keyn b, tivhes el ectéd spath cg®ingg et lowerekeveks a

sub- EKB 20 production request fromthe key distribution center (KDC), the
cat egor ykesntin ythe cRicsted patlersibth nghadetie crRcy¥pbed Mia@a PRRENPE s an
EKB capabl e of being processed in accordance with a key related to a | eaf
or a nodtedrywirgd mply dw e dpirice réiehRRRMSS 2 heodat kgbvr§etree

entity. 25 - 193 18. An infornmtion processi ng nethod according to d ai
15, ﬁ%er@wesponding to the selected ppath; and the resultant d arm

enabling key block (EKB) is provided to the device, wherein
the key tree includes a plurality of sub-trees serving

as category trees that are grouped in accordance with
categories and managed by category entities; and

10 a key distribution center (KDC), which serves to
produce an enabling key block (EKB), produces an enabling
key block (EKB) in response to a request issued by an EKB
requester that is an entity requesting production of an EKB,
such that the key distribution center (KDC) outputs a

15 request, to one or more category entities managing a
category tree capable of encrypting the enabling key block
(EKB) to be produced, to produce a sub-EKB that can be
processed in each category entity, and the key distribution
center (KDC) produces the EKB, which can be processed in one

20 or more category trees, on the basis of the sub enabling key
block (sub-EKB) received from éach of the one or more

category entities.

16. An information processing method according to

25 Claim 15, wherein the key distribution center (KDC) has an



the key tree includes a root tree having a nultilevel tree structure at
the top, a top-level category tree 5 directly connected to the root tree,
and a sub-category tree located at a |level below the top-level category
tree and connected to the top-level category tree; the category entity
serves as a manager entity of the top-level category tree and manages the
top-level category 10 tree and the sub-category tree |ocated below the top
| evel category tree and connected to the top | evel category tree; and the
category entity produces a sub enabt il key bl ock (sub-EKB) serving as an
EKB t hat can be processed on the 15 basis of one or nore keys assigned to
nodes or leaves in the top-level category tree and sub-category tree,
| ocat ed EKB ovype hiefpittvm| 1 tst egepyesereingdtienperrespendeneet op- | evel
category tree, which are managed by the category entity. 20 19. A program
st or age betivesn i ar| EKB rigype chient bf iepragd aongt @F clO¥ferein for causing a
conputer systemto performinformation processing in a systemin which a
key trekdéntibieaticn data olidertifring9ee 0B FRBHE, CARBIABNSIER®Ri sting in
paths fromthe respective |l eaves to the root; a,25 Luralit¥ of devices are
assi gnedtRat reap REPSRS§ W BKB (@ san EKE type é@%‘ﬂgﬁgﬂe@ob hEREoBEB t he
| eaves, and the nodes, |ocated gg,gathﬁ fromthe roog hg | eaves; . an
enabPi ngt¥es HeRKIIIeKE) the kv Rishr LPULL0R CPREPTIERRGY aSPFHAGERT by
identification data of a category tree by searching the EKB
type definition list on the basis of an EKB type identifier
included in an EKB production request received from an EKB
requester that is an entity requesting production of an EKB;
10 and, on the basis of one or more sub-EKB's produced by one
or more category entities corresponding to the extracted
identification data of the category tree, the key
distribution center (KDC) produces an EKB that can be
processed in common by category trees defined in the EKB
15 type definition list, and the key distribution center (KDC)

provides the resultant EKB.

17. An information processing method according to
Claim 15, wherein if a category entity receives a sub-EKB
20 production request from the key distribution center (KDC),
the category entity produces a sub enabling key block (sub-
EKB) which is an EKB capable of being processed in
accordance with a key related to a leaf or a node belonging
to a category tree managed by the category tree entity.

25



selecting a path in the key tree and encrypting a higher 5 level key in the
selected path using a lower-level key in the selected path such that the
encrypted data can be decrypted only by the device which can use a node
key set corresponding to the selected path; and the resultant enabling
key block (EKB) is provided to the device, said 10 conputer program
conprising the steps of: receiving, as an EKB production request, one of
the following: a first EKB production request for production of an EKB

i ncl udi ng an al ready- produced root key?3 or 15 a second EKB production
request, requesting the key distribution center (KDC) to produce a root
key and then produce an EKB including the resultant root key; and in

accor dance wiltth t e tiyfomfattinn e essiEKRethedi RIGOFA kg et |
selectively performng either a process 20 of producing an EKB including a
recei vedckan key wherepRocess of producing a root key and an EKB i ncl udi ng
the produced root key. 20. A program storage nedi umincludi ng a conputer
25 program sttdredkehdingen nstludfisih Pt dHERR HFAGIRY enMoltikeisel perform
information processing in a systemin which a key tree is forned so as to
i ncl ude $ERE eStruckyeR atiheckeR, 2xtePTrhgVeh ﬁé?ﬁgoFYoFF?ﬁe respective

| eaves to the root; a lurality of devjces are, assi ged %o respgctive
| eav@s: qk5@ptly connected to the root tree, and a stb-category tree

located at a level below the top-level category tree and
connected to the top-level category tree;
the category entity serves as a manager entity of the
top-level category tree and manages the top-level category
10 tree and the sub-category tree located below the top level
category tree and connected to the top level category tree;
and
the category entity produces a sub enabling key block
(sub-EKB) serving as an EKB that can be processed on the
15 basis of one or more keys assigned to nodes or leaves in the
top-level category tree and sub-category tree, located below
the top-level category tree and connected to the top-level

category tree, which are managed by the category entity.

20 19. A program storage medium including a computer
program stored therein for causing a computer system to
perform information processing in a system in which a key
tree is formed so as to include leaves, a root, and nodes
existing in paths from the respective leaves to the root; a

25 plurality of devices are assigned to respective leaves; keys



5 are assigned to the root, the |eaves, and the nodes, |ocated in paths
fromthe root to | eaves; an enabling key block (EKB) is produced so as to
i ncl ude data produced by selecting a path in the key tree and encrypting ‘a
hi gher- level key in the selected path using a |ower-level key in 10 the
sel ected path such that the encrypted data can be decrypted only by the
devi ce which can use a node key set corresponding to the selected path;
and the resultant enabling key block (EKB) is provided to the device, said
comput er program conprising the stepd®¥ = 15 on the basis of an EKB type
identifier included in an EKB production request, extracting
identification data identifying a category tree froman EKB type

def i ni t iame ldsstignexhrizs artteé nopdthe W rlesgerle nard bchewcredes, B atgk
identifier and one or nore identification data identifying 20 one or nore
cat egor yin rpedshs Hatowk rthe rmas can BB sHf ah amablinggpekeydntedk ed by the
EK8 type identifier; outPutting a request, to one or nore category entities

nmanagi ng BEKEatieydmsed o rass gehdinplude crtr predecethd®r nore
extracted category tree identification data, to produce 25 a sub enabling
key bl oBeletibiExe Ratdh Warkhe kbdereaAnd, @n‘ig‘épt’e%%ha SBHINRET egor y
{1 onboadiP¥aL (R o e AFKECHRAINSh SLFRY . LOTETLRY ™ Y ERB 1 hat chn
be procetslfeedseilnecotngd O;Eatrg)rseuch that the encrypted data can be
decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device, said
10 computer program comprising the steps of:
receiving, as an EKB production request, one of the
following:
a first EKB production request for production of an
EKB including an already-produced root key, or
15 a second EKB production request, requesting the key
distribution center (KDC) to produce a root key and then
produce an EKB including the resultant root key; and
in accordance with the type of the received EKB
production request, selectively performing either a process
20 of producing an EKB including a received root key or a

process of producing a root key and an EKB including the

produced root key.

20. A program storage medium including a computer

25 program stored therein for causing a computer system to



5 category trees. 21. An information processing systemin which a key tree
Is fornmed so as to include | eaves, a root, and nodes existing in paths
fromthe respective leaves to the root; a 10 plurality of devices are
assigned to respective | eaves; keys are assigned to the root, the | eaves,
and the nodes, located in paths fromthe root to | eaves; an enabling key
bl ock (EKB) is produced so as to include data produced by selecting a
path in the key tree and encrypting a higher 15 | evel key in the selected
path using a | ower-level key in t ite 1981 ect ed path such that the encrypted
data can be decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant enabling key bl ock
(EKB) | pexrfoindeich farmadts afe\nmasesingeieid syRtemabt i wiiqleya ke k ( EKB)
has the formof a conbined EKB produced by combining sub enabling key

bl ocks Yrash-BEKEeymahf0 ctth e MTkidr ckPIVeF esHekPve ARMB ReIRY of the
key tree, and each key data included in the conbined EKB is stored in a

fi xeda! eeigxstug aln irdths Jiyam e pespegtive ol PRAYEINERr R SEPHy s st em
according to_Claim 21, wherein said, sub trees are category trees that are
gr ouped BIrakey dhEeWHaes caa‘f%g‘i‘ﬁsr’e%“%dt%%%%%c?yv%af%%‘bﬁﬁ HE¥¥ies; 5

each_said sub enabling k b - '
5 are ass{bned é% é%% éé§¥;(€ﬁg)f%g%eéf g%hE%ﬁ% nodes, located

in paths from the root to leaves; an enabling key block
(EKB) is produced so as to include data produced by
selecting a path in the key tree and encrypting a higher-
level key in the selected path using a lower-level key in

10 the selected path such that the encryptedldata can be
decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device, said
computer program comprising the steps of:

15 on the basis of an EKB type identifier included in an
EKB production request, extracting identification data
identifying a category tree from an EKB type definition list
representing the correspondence between an EKB type
identifier and one or more identification data identifying

20 one or more category trees that can process an EKB of an EKB
type identified by the EKB type identifier;

outputting a request, to one or more category entities
managing a category tree corresponding to each of the one or
more extracted category tree identification data, to produce

25 a sub enabling key block (sub-EKB) that can be processed in



produced so as to be capabl e of being processed in accordance with
related to a |l eaf or a node belonging to a category tree managed by
correspondi ng category tree entity; and 10 on the basis of the sub-
produced by the category entities, the key distribution center (KDC)
produces an EKB that can be processed in common by the category tre
An information processing systemaccording to 15 Caim21, wherein
sub enabl i ng key bl ock (sub-EKB) has its own algorithmand key data
|l ength; and in production of the conti%ed EKB on the basis of the
sub-EKB's, the key distribution center (KDC) stores, in a 20 fixed-
data field, each key data included in the sub- EKB' s in the conbined
24. An ieddy restiiccairagpaysitmeesy irgin according to Caim 21, wherein
conbi ned EKB includes: 25 encrypted key data produced by encr¥Ptin
node - 198 Hoyacgozdgnee wdthedbecsube engddsing kaye HdOFk r(&al '@ﬁﬁ%g
| ower -1 evel node key or a |lower-level |eaf key, and a tag jndicating
pr esenc gegssisiad Fommaghhiald 1hs Qig LT ROLE MAFEWTH FEFLIPS 1 he |
right of and below a node 5 |ocation of each of the one or nore enc
key dat Profdusidy iah (S Lk (faR BB PrRrLes§rd kb 9RE i Un Mt essi ng

according to

10

15

20

25

category trees.

21. An information processing system in which a key
tree is formed so as to include leaves, a root, and nodes
existing in paths from the respective leaves to the root; a
plurality of devices are assigned to respective leaves; keys
are assigned to the root, the leaves, and the nodes, located
in paths from the root to leaves; an enabling key block
(EKB) is produced so as to include data produced by
selecting a path in the key tree and encrypting a higher-
level key in the selected path using a lower-level key in
the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device,

wherein the enabling key block (EKB) has the form of a
combined EKB produced by combining sub enabling key blocks
(sub-EKB's) that can be decrypted in respective sub trees of
the key tree, and each key data included in the combined EKB

is stored in a fixed-length data field.
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Claim 21, wherein the conbi ned EKB i ncludes a key, as the 10 encrypted key
data, corresponding to a node or a leaf of a hierarchical tree
reconstructed by selecting a path forming a sinplified tree including, at
its lowest |level, an endpoint node or a | eaf capable of decrypting the
conbi ned EKB and then renoving an unnecessary node fromthe 15 sinplified
tree. 26. An information processing systemaccording to Caim21l, wherein
t he conbi ned EKB has a key tree structure produced by rearranging a
plurality of encrypted key data 20-+indd%ded in a plurality of sub-EKB's, in
accordance with the Ilocations of the nodes or the | eaves in the original
key tree. 27. An information storage nedi umincl udi ng an 25 enabling key
bl ock (EKB) <t2ar ednt Hevfeinma tsiaind porosigssiik 8y stemacanwsting fKB) bei ng
produced such that a key tree is forned so as to include a subtree serving
as a cat@goiny 2¥ eevheriyori zed i n accordance with a category, the category
tree including | eaves, a root, and nodes existing in paths from5 the
respective | sdlsk sup ttreeso@re Waedarya el that gire grauRrad sk assi gned
to respective | eaves and keys are assigned tg the root, the | eayes, and

t he nodexccoyxdanretVitdl \CateREies R NaRyIed RY | SateuREY et tht®S pt ed

data is produced by encrypting _ag higher-l|level key using a. 10 wer - | evel
key Pn the p&aeh fadd r?ézﬁm%ww hijaek (sub-EXEY ¥ an £l

produced so as to be capable of being processed in
accordance with a key related to a leaf or a node belonging
to a category tree managed by the corresponding category
trée entity; and

10 on the basis of the sub-EKB's produced by the category
entities, the key distribution center (KDC) produces an EKB

that can be processed in common by the category trees.

23. An information processing system according to
15 cClaim 21, wherein
each sub enabling key block (sub-EKB) has its own
algorithm and key data length; and
in production of the combined EKB on the basis of the
sub-EKB's, the key distribution center (KDC) stores, in a
20 fixed-length data field, each key data included in the sub-

EKB's in the combined EKB.

24. An information processing system according to
Claim 21, wherein the combined EKB includes:

25 encrypted key data produced by encrypting each of node



(EKB) is produced so as to include the encrypted data thereby enabling
only a device capable of using a node key set corresponding to the

sel ected path to decrypt the enabling key block (EKB), 15 wherein the
enabl i ng key bl ock (EKB) stored in said information storage nedi um has the
formof a conmbi ned EKB produced by conbi ning sub enabling key bl ocks
(sub-EKB' s) that can be decrypted in respective sub trees of the key

tree, and each key data included in the conbined EKB is 20 stored in a
fixed-length data field. 28. An infork®ion storage medi um according to
Claim 27, wherein each sub enabling key block (sub-EKB) has its own

al gorithm and key data | ength, and a key data storage 25 area has a fixed
| engt h. kedasLineth tnfmespadvivernedesiof biee hoely fore@scus ing asystemin
which a key tree is fornmed so as to include | eaves, a root, and nodes

exi sti nglawempsterel rmode Heey eshertlowes-lewgbsleaf theyrodmd a plurality of
devices are assigned to respective |eaves; keys are assigned to_ the root,
the | eaves, aat@a Hadicedsnd @rasandey Jhaers manErRidd tkey ddids; an
enabl i ng key bl ock (EKB) is produced so as to jinclude data  produced by

sel ect i RE & pAGe i9F theleadly &9 dehanteEhPy pf 1ot 10f 220 gReFOV e efO%By i n
the selected path using a | ower-level key in the selected, path such that
the @ncrigfafaiemtef C%Fqbepfo‘étb?ﬁ‘i%OOBHP?/g%yeW\’éyﬂB%lc]ée%ﬁlg @can use a
node keystsoeJ.JEed in the combined EKB.

25. An information processing system according to
Claim 21, wherein the combined EKB includes a key, as the
10 encrypted key data, corresponding to a node or a leaf of a
hierarchical tree reconstructed by selecting a path forming
a simplified tree including, at its lowest level, an
endpoint node or a leaf capable of decrypting the combined
EKB and then removing an unnecessary node from the

15 simplified tree.

26. An information processing system according to
Claim 21, wherein the combined EKB has a key tree structure
produced by rearranging a plurality of encrypted key data
20 included in a plurality of sub-EKB's, in accordance with the
locations of the nodes or the leaves in the original key

tree.

27. An information storage medium including an

25 enabling key block (EKB) stored therein, said enabling key



corresponding to the selected path; and the resultant enabling key bl ock
(EKB) is provided to the device, 15 wherein the enabling key bl ock (EKB),
provided to the device, has the formof a conbi ned EKB produced by
conbining sub enabling key bl ocks (sub-EKB s) that can be decrypted in
respective sub trees of the key tree, and each key data included in the
conbined EKB is stored in a fixed-length 20 data field. 30. An information
processi ng nethod according to Caim?29, wherein said sub trees are
category trees that are grouped i n- 2%%ccordance with categories and
managed by category entities; - 201 each said sub enabling key bl ock
(sub-EKB) is an EKB produced so as to be capable of being processed in
accor dange oM t(EKB kaeim} grstiiced dwedf that aiddey batesngisigformed sxat egory
tree managed by the corresponding category 5 tree entity; and on the basis
of the sh-tKBE s ludeluc ethdhrdehesenatiagpras etategsry ttweedkey distri bution
center (KDC) produces an EKB that can be processed in common by the

cat egor catespr izl 3 agvardanamtwidth @ czaegony nethe category fgre® C aim
29, wherein each sub enabling key bl ock (sub-EKB) has its own algorithm
and key idwmtladiggytleavesd s mmyduandmaesdes RXbshingetn mraEbh £ basi s of

t he
5 the respective leaves to the root, wherein a plurality of

devices are assigned to respective leaves and keys are
assigned to the root, the leaves, and the nodes,
respectively; a path in the key tree is selected; encrypted
data is produced by encrypting a highef—level key using a

10 lower-level key in the path; and the enabling key block
(EKB) is produced so as to include the encrypted data
thereby enabling only a device capable of using a node key
set corresponding to the selected path to decrypt the
enabling key block (EKB),

15 wherein the enabling key block (EKB) stored in said
information storage medium has the form of a combined EKB
produced by combining sub enabling key blocks (sub-EKB's)
that can be decrypted in respective sub trees of the key
tree, and each key data included in the combined EKB is

20 stored in a fixed-lehgth data field.

28. An information storage medium according to Claim
27, wherein each sub enabling key block (sub-EKB) has its
own algorithm and key data length, and a key data storage

25 area has a fixed length.



15 sub-EKB's, the key distribution center (KDC) stores, in a fixed-length
data field, each key data included in the sub- EKB' s in the conbi ned EKB.
32. An information processing nethod according to 20 Caim29, wherein the
enabl i ng key block (EKB) includes: encrypted key data produced by
encrypting each of node keys assigned to respective nodes of the key tree,
using a |lower-level node key or a |lower-level |eaf key; and a tag
i ndi cati ng presence/ absence of encrypted key data 25 at a node or a |eaf
to the left or right of and below a rdde -~ 202 |ocation of each of the one
or nore encrypted key data stored in the enabling key block (EKB). 33. An
i nformati on processi ng nethod according to 5 C aim29, wherein the enabling
key block (EKB) includes a key, as the encrypted key data, corresponding
to a node or a leaf of a hierarchical tree reconstructed by selecting a
path form ng2®.si ; iinifedratdeon pdacssgnqametitod divestusd ewela an endpoi nt
node or a |eaf capable of decrypting the 10 enabling key block (EKB) and
t hen r enowstem ain winetess dtgy tioeke is ofwimed ssopas f tedinebede 3lkeaves,
i nformation processing nethod according to Caim?29, wherein the conbined
EKB has a ket { raved snodes exigbingg obuceathy feomrthgi ngspeptivel ity of
encrypted key data included in a plurality of sub-EKB's, in accordance
wi t h5t heleawrattorithefradie; modekurlite oEdevicas t are odsgigaed K9
respective leaves; keys are assigned to the root, the leaves,
and the nodes, located in paths from the root to leaves; an
enabling key block (EKB) is produced so as to include data
produced by selecting a path in the key tree and encrypting
10 a higher-level key in the selected path using a lower-level
key in the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device,
15 wherein the enabling key block (EKB),. provided to the
device, has the form of a combined EKB produced by combining
sub enabling key blocks (sub-EKB's) that can be decrypted in
respective sub trees of the key tree, and each key data
included in the combined EKB is stored in a fixed-length

20 data field.

30. An information proéessing method according to
Claim 29, wherein
said sub trees are category trees that are grouped in

25 accordance with categories and managed by category entities;



tree. 20 35. A program storage nedi umincluding a conputer program stored
therein for causing a conputer systemto produce an enabling key bl ock
(EKB) in a systemin which a key tree is forned so as to include | eaves, a
root, and nodes existing in paths fromthe respective |eaves to the 25
root; a plurality of devices are assigned to respective - 203 |eaves; keys
are assigned to the root, the |eaves, and the nodes, located in paths from
the root to | eaves; an enabling key block (EKB) is produced so as to

i ncl ude data produced by selecting-&@ht+H in the key tree and encrypting a
hi gher 5 |l evel key in the selected path using a lower-level key in the

sel ected path such that the encrypted data can be decrypted only by the

devi ce whi ch th WAL s @eredl ISR kSOBRSPONEUI-RKB | hits sl esgeed path;
and the resultant enabling key block (EKB) is provided to the device, said

10 conmpubBsdwEedr $on £ NS i 15é Ngapdiel St epsbeing cprbeassgdsih enabl i ng key
bl ocks (sub-EKB's) that can be decrypted in respective sub trees of the
key treescesubdanst@rwiih aa pkey atelyted teyadhéafi orl adrddénbébenginyi ned EKB
into a fixed-length data field. 15 36. An information processing systemin
whi ch a t®ya ¢aeegosy fureednsmaged tiy | tite udertrespesdingroategany nodes
existing in paths fromthe respective |eaves to the root; a
5 tree entity; and
on the basis of the sub-EKB's produced by the category
entities, the key distribution center (KDC) produces an EKB

that can be processed in common by the category trees.

10 31. An information processing method according to
Claim 29, wherein
each sub enabling key block (sub-EKB) has its own
algorithm and key data length; and
in production of the combined EKB on the basis of the
15 sub-EKB's, the key distribution center (KDC) stores, in a
fixed-length data field, each key data included in the sub-

EKB's in the combined EKB.

32. An information processing method according to
20 Claim 29, wherein the enabling key block (EKB) includes:
encrypted key data produced by encrypting each of node
keys assigned to respective nodes of the key tree, using a
lower-level node key or a lower-level leaf key; and
a tag indicating presence/absence of encrypted key data

25 at a node or a leaf to the left or right of and below a node



plurality of devices are assigned to respective | eaves; keys 20 are
assigned to the root, the | eaves, and the nodes, |ocated in paths fromthe
root to | eaves; an enabling key block (EKB) is produced so as to include"
data produced by selecting a path in the key tree and encrypting a higher-
| evel key in the selected path using a |ower-level key in 25 the sel ected
path such that the encrypted data can be - 204 decrypted only by the
devi ce whi ch can use a node key set corresponding to the sel ected path;
and the resultant enabling key bl ockkQ%EKB) is provided to the device
wherein the enabling key block (EKB) has the formof a 5 conbined EKB
produced by conbi ni ng sub enabling key bl ocks (sub-EKB s) that can be
decr ypt etbdat f@s pefteach sab theesnefor ther&egncryptedckeyhdatahe sub
enabl i ng key bl ocks (sub- EKB s) are stored in said conbi ned EKB while
mai nt ai soredrinitiz d«mbhinankeyepieckn(EKRB) Fespective sub enabling key
10 bl ocks (sub-EKB s), and data indicating the data length of a sub EKB
storage area corresponding to each sub-EKB and sub- EKB identification data
are added to the conmbined EKB. 37. An information_ processjng system
accordi ng to 335 @miinfygmatHaneinrogess g nethed Aeced dbriP trees t hat
are ro;ged in accordance wth categorjies and managed bX ca%ggory .

; Ght Broduced so

enti Bi estlabBcdd s HREPERIN cHa® | eRP kdDa pkerkbiechk- E4dsh) i &

as to be capabl e of being rocessqg in .
key, as the encrypted key data, corresponding to a node or a

leaf of a hierarchical tree reconstructed by selecting a

path forming a simplified tree including, at its lowest

le#el, an endpoint node or a leaf capable of decrypting the
10 enabling key block (EKB) and then removing an unnecessary

node from the simplified tree.

34. An information processing method according to
Claim 29, wherein the combined EKB has a key tree structure
15 produced by rearranging a plurality of encrypted key data
included in a plurality of sub-EKB's, in accordance with the
locations of the nodes or the leaves in the original key

tree.

20 35. A program storage medium including a computer
program stored therein for causing a computer system to
produce an enabling key block (EKB) in a system in which a
key tree is formed so as to include leaves, a root, and
nodes existing in paths from the respective leaves to the

25 root; a plurality of devices are assigned to respective



20 accordance with a key related to a | eaf or a node belonging to a
category tree managed by the corresponding category tree entity; and on
the basis of the sub-EKB s produced by the category entities, the key

di stribution center (KDC) produces an EKB 25 that can be processed in
common by the category trees. - 205 38. An information processing system
according to Caim 36, wherein each sub enabling key bl ock (sub-EKB) has
its own algorithmand key data length. 5 39. An information processing
system according to O ai m 36, wherei2®3said sub trees are category trees
that are grouped in accordance with categories and nanaged by category
entities; 10 each said sub enabling key block (sub-EKB) is an EKB produced
so as tddawesgpdeys @rehaissgiqest dssdihe roctec dhginkeaves h ankehe el ated to
a leaf or a node belonging to a category tree managed by the correspondi ng
cat egor ynodesee lomated iandatha Hraud-irBE et f1a{ednh xR IS pondi ng
to each sub-EKB, stored in the conbined EKB, is a node ID serving as a
node i ddiey fileckf(EXBodé inradncehtsqdry 9 eknclgde A@ﬁ%fwmqﬁﬁ
processing system according to 20 C aim 36, wherein each sub enabling ke
bl ock (Wb-SRBCtifpre@ath tie s d 188 ML fRAYPL1Ng abhl&er- I

5 1level key in the selected path using a lower-level key in
the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device, said

10 computer program comprising the steps of:
combining sub enabling key blocks (sub-EKB's) that can
be decrypted in respective sub trees of the key tree; and
storing a plurality of key data included in the
combined EKB into a fixed-length data field.
15
36. An information processing system in which a key
tree is formed so as to include leaves, a root, and nodes
existing in paths from the respective leaves to the root; a
plurality of devices are assigned to respective leaves; keys
20 are assigned to the root, the leaves, and the nodes, located
in paths from the root to leaves; an enabling key block
(EKB) is produced so as to include data produced by
selecting a path in the key tree and encrypting a higher-
level key in the selected path using a lower-level key in

25 the selected path such that the encrypted data can be



encrypted key data produced by encrypting each of node keys assigned to
respective nodes of the key tree, using a |ower-|level node key or a

| ower -1 evel |eaf key; and 25 a tag indicating presence/ absence of encrypted
key data - 206 at a node or a leaf to the left or right of and bel ow a
node | ocation of each of the one or nore encrypted key data. 41. An

I nformati on processing systemaccording to 5 Caim 36, wherein each sub
enabl i ng key bl ock (sub-EKB) stored _in the conbined EKB i ncludes a key, as
the encrypted key dat a, correspondfn&oﬂo'a node or a |leaf of a

hi erarchical tree reconstructed by selecting a path forming a sinplified
tree including, at its |owest |level, an 10 endpoint node or a | eaf capable
of decr Wetdnyptede ogully- BB thendlavhiare rdvisth pmmasieedarkehd®E from t he
sinplified tree. 42. An information storage nediumincluding an 15

enabl i ngouresplonddingERB) theosaladt@dinathsaiandidt i FRFWSEAND| ock ( EKB)
bei ng produced such that a key tree is forned so_ as_to, include a subtree
servi ng exabd ina &gar yplacdke ( Jedidt ipRY kdeh & rthe W%y a category, the
category tree including | eaves, a root, and_nodes existi I n ths from

; I .St
20 the respeWheyeineibies engblidgr &Y biRSkei(FER)p| aF%Fy M &vikes are
assigned to respective | eaves .and keys are ss“%ﬂgp.to t he .r 1o Sthe
| eaves, COPIY ﬁé%aroq”&‘?ﬁim VEIRPITEEL R P 9 RFELIEKE ect ed;
encrypte(%ub-EKB's) that can be decrypted in respective sub trees of
the key tree such that the sub enabling key blocks (sub-
EKB's) are stored in said combined EKB while maintaining
original key arrangements in the respective sub enabling key
10 blocks (sub-EKB's), and data indicating the data length of a

sub EKB storage area corresponding to each sub-EKB and sub-

EKB identification data are added to the combined EKB.

37. An information processing system according to
15 Claim 36, wherein
said sub trees are category trees that are grouped in
accordance with categories and managed by category entities;
each said sub enabling key block (sub-EKB) is an EKB
produced so as to be capable of being processed in
20 accordance with a key related to a leaf or a node belonging
to a category tree managed by the corresponding category
tree entity; and
on the basis of the sub-EKB's produced by the category
entities, the key distribution center (KDC) produces an EKB

25 that can be processed in common by the category trees.



data is produced by encrypting a higher-level key using a 25 | ower-| evel
key in the path; and the enabling key block - 207 (EKB) is produced so as
to include the encrypted data thereby enabling only a device capabl e of
using a node key set corresponding to the selected path to decrypt the
enabling key bl ock (EKB), 5 wherein the enabling key block (EKB) stored in
said information storage nedium has the formof a conbined EKB produced
by conbi ni ng sub enabling key bl ocks (sub-EKB' s) that can be decrypted in
respective sub trees of the key tre@%%md said infornmation storage nedi um
further includes, 10 stored therein, sub-EKB identification data and data
indicating the data length of a sub-EKB storage area corresponding to each
sub- EKB. 43. An information storage nediumaccording to Claim 15 42,
wherei n each sub enabling key block (sub-EKB) has its own algorithm and
key data | endBh. aa informasient PFPCSSEASSs SV LR REFIENEEd n a system
in which a key tree is formed so as to include | eaves, 20 a root, and nodes
exi sti ngliaimpRhs wWhensimeaads guh ienabling ey 1ok r GHE-EKB) haf ity of
devices are assigned to respective |eaves; keys are assigned to the root,
the | eavids owhdhgariHdueand de¥ ptdh 1R fromthe root to | eaves; an
enabling key block (EKB) is produced so as to include data 25 produced by
sel eeting a path in the key tree and encrypting

39. An information processing system according to
Claim 36, wherein
said sub trees are category trees that are grouped in
accordance with categories and managed by category entities;
10 each said sub enabling key block (sub-EKB) is an EKB
produced so as to be capable of being processed in
accordance with a key related to a leaf or a node belonging
to a category tree managed by the corresponding category
tree entity; and
15 the sub-EKB identification data corresponding to each
sub-EKB, stored in the combined EKB, is a node ID serving as

a node identifier of a node in the category tree.

40. An information processing system according to
20 Claim 36, wherein each sub enabling key block (sub-EKB)
stored in the combined EKB includes:
encrypted key data produced by encrypting each of node
keys assigned to respective nodes of the key tree, using a
lower-level node key or a lower-level leaf key; and

25 a tag indicating presence/absence of encrypted key data



- 208 a higher-level key in the selected path using a |ower-level key in

the selected path such that the encrypted data can be
t he devi ce which can use a node key set

path; and the resultant 5 enabling key block (EKB) is provided to the

devi ce,

wherein the enabling key block (EKB), provided to the device,
the formof a conbi ned EKB produced by conbi ning
(sub-EKB' s) that can be decrypted in
such that the sub 10 enabling key b

conmbi ned EKB while maintaining original key arrangenents in the

respective sub enabling key blocks (sub-EKB' s), and data indicating the
dat a | eragt la afode sub £KBeaf drageherkeft cor respahddhigand kekew sybned® and

sub-EKB identification 15 data are added to the conbi ned EKB. 45. An

i nf or matlaratprac ashiearhmhdhecere Rngrere erarypied kpgréa®@sai d sub
trees are category trees that are grouped in

and managed by category entities; each said sub enabling key bl ock

(sub-EKB) is an EKB produced so as to be capabl e of being processed in
accor dance wi%lh aBAfednfOrfaddan, PXQSess K9 SYidR l?é?‘iﬂﬁf?
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stored in the combined EKB includes a key, as the encrypted
key data, corresponding to a node or a leaf of a
hierarchical tree reconstructed by selecting a path forming
a simplified tree including, at its lowest level, an
endpoint node or a leaf capable of decrypting the sub-EKB
and then removing an unnecessary node from the simplified

tree.

42. An information storage medium including an
enabling key block (EKB) stored therein, said enabling key
block (EKB) being produced such that a key tree is formed so
as to include a subtree serving as a category tree
categorized in accordance with a category, the category tree
including leaves, a root, and nodes existing in paths from
the respective leaves to the root, wherein a plurality of
devices are assigned to respective leaves and keys are
assigned to the root, the leaves, and the nodes,
respectively; a path in the key tree is selected; encrypted
data is produced by encrypting a higher-level key using a

lower-level key in the path; and the enabling key block

decrypted only by
corresponding to the sel ected

has

sub enabl i ng key bl ocks
respective sub trees of the key tree
Tsub-EKB s) are stored in said

20 accordance with categories

% a category



on the basis of the sub-EKB s produced by the category entities, the key
distribution center (KDC) produces an EKB that can be processed in common
by the category trees. 5 46. An information processing nmethod according to
Cl aim 44, wherein each sub enabling key bl ock (sub-EKB) has its own

al gorithm and key data length. 47. An information processing nethod
according to 10 Caim44, wherein said sub trees are category trees that
are grouped in accordance with categories and nanaged by category
entities; each said sub enabling ke Qﬂ(nﬂ<(sub-EKB) is an EKB produced so
as to be capable of being processed in 15 accordance with a key related to
a leaf or a node belonging to a category tree nmanaged by the correspondi ng
cat egor ( ERB)ed ssmriadyceshda as sub-BxEludRthe i ergryptedtdatdrr esponding to
each sub-EKB, stored in the conbined EKB, is a node ID serving as 20 a
node i denterndhy esfakl ineonly thadewieg ordpable 0fgus g | Hifrpd@t FON
processi ng nethod according to Cl aim44, wherein each sub enabling key

bl ock (<&t BEresnaddnd rtq He Rl SREREKPR F I cER RRSTYBE HRe ypt ed key dat a
produced by anryptin%_each of node - 210 keys assigned to respective
nodes ofendhling keedlagk nEXP) 4 ower-1 evel node key or a | ower-level |eaf

key; 5and a t% eirrgaciinc zti:thien n%rb(isl%%c /e%rb%el%% O(fE!@.SC rg/toétree% kie[}/ sdaajafd'i
information storage medium has the form of a combined EKB
produced by combining sub enabling key blocks (sub-EKB's)
that can be decrypted in respective sub trees of the key
tree, and said information storage medium further includes,
10 stored therein, sub-EKB identification data and data
indicating the data length of a sub-EKB storage area

corresponding to each sub-EKB.

43. An information storage medium according to Claim
15 42, wherein each sub enabling key block (sub-EKB) has its

own algorithm and key data length.

44. An information processing method for use in a
system in which a key tree is formed so as to include leaves,
20 a root, and nodes existing in paths from the respective
leaves to the root; a plurality of devices are assigned to
respective leaves; keys are assigned to the root, the leaves,
and the nodes, located in paths from the root to leaves; an
enabling key block (EKB) is produced so as to include data

25 produced by selecting a path in the key tree and encrypting



at a node or a leaf to the left or right of and below a node 5 |ocation of
each of the one or nore encrypted key data. 49. An information processing
nmet hod according to Caim44, wherein each sub enabling key bl ock '
(sub-EKB) stored in the conbined EKB includes a key, as the encrypted 10
key data, corresponding to a node or a leaf of a hierarchical tree
reconstructed by selecting a path formng a sinplified tree including, at
its |owest |evel, an endpoint node or a | eaf capable of decrypting the
sub- EKB and then renpving an unneced®® y node fromthe sinplified 15
tree. 50. A program storage nediumincluding a conputer program stored
therein for causing a conputer systemto produce an enabling key bl ock
(EKB) i ahisyimimrheveliiash in Ath&keselecked spdth mgling asleowernkeével | eaves,
a root, and nodes existing in paths fromthe respective |eaves to the
root; a kswrial ithe ofelratiekpatie siweh gikat the cepreYpied daktdcdanikess are
assigned to the root, the | eaves, and the nodes, located in paths fromthe
root to desryptedirorehiatly fhesiaeicy wrich ga) wse p ortedkey #8tto incl ude
data produced - 211 by selecting a path in the key tree and encrypting a
hi gher - GaxEgsRRAAINY thR @éﬁe‘i@@?"ﬂ%ﬁfﬁ’%@hg&‘%‘jl reegNEtaRkky in" the
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and the resuu %@%in the enabling key block (EKB), provided to the
device, has the form of a combined EKB produced by combining
sub enabling key blocks (sub-EKB's) that can be decrypted in
respective sub trees of the key tree such that the sub

10 enabling key blocks (sub-EKB's) are stored in said combined

EKB while maintaining original key arrangements in the
respective sub enabling key blocks (sub-EKB's), and data
indicating the data length of a sub EKB storage area

corresponding to each sub-EKB and sub-EKB identification

15 data are added to the combined EKB.

45. An information processing method according to
Claim 44, wherein

said sub trees are category trees that are grouped in

20 accordance with categories and managed by category entities;

each said sub enabling key block (sub-EKB) is an EKB
produced so as to be capable of being processed in
accordance with a key related to a leaf or a node belonging
to a category tree managed by the corresponding category

25 tree entity; and



enabl ing key block (EKB) is provided to the device, said conputer program
conprising the steps of: selecting a sub enabling key bl ock (sub-EKB) that
can be decrypted in each sub tree of the key tree; and 10 addi ng sub-EKB"
identification data and data indicating the data |l ength of a sub-EKB
storage area corresponding to each selected sub- EKB

- 209 -

on the basis of the sub-EKB's produced by the category
entities, the key distribution center (KDC) produces an EKB

that can be processed in common by the category trees.

5 46. An information processing method according to
Claim 44, wherein each sub enabling key block (sub-EKB) has

its own algorithm and key data length.

47. An information processing method according to
10 Claim 44, wherein
said sub trees are category trees that are grouped in
accordance with categories and managed by category entities;
each said sub enabling key block (sub-EKB) is an EKB
produced so as to be capable of being processed in
15 accordance with a key related to a leaf or a node belonging
to a category tree managed by the corresponding category
tree entity; and
the sub-EKB identification data corresponding to each
sub-EKB, stored in the combined EKB, is a node ID serving as

20 a node identifier of a node in the category tree.

48. An information processing method according to
Claim 44, wherein each sub enabling key block (sub-EKB)
stored in the combined EKB includes:

25 encrypted key data produced by encrypting each of node
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keys assigned to respective nodes of the key tree, using a
lower-level node key or a lower-level leaf key; and

a tag indicating presence/absence of encrypted key data
at a node or a leaf to the left or right of and below a node

location of each of the one or more encrypted key data.

49. An information processing method according to
Claim 44, wherein each sub enabling key block (sub-EKB)
stored in the combined EKB includes a key, as the encrypted
key data, corresponding to a node or a leaf of a
hierarchical tree reconstructed by selecting a path forming
a simplified tree including, at its lowest level, an
endpoint node or a leaf capable of decrypting the sub-EKB
and then removing an unnecessary node from the simplified

tree.

50. A program storage medium including a computer
program stored therein for causing a computer system to
produce an enabling key block (EKB) in a system in which a
key tree is formed so as to include leaves, a root, and
nodes existing in paths from the respective leaves to the
root; a plurality of devices are assigned to respective
leaves; keys are assigned to the root, the leaves, and the
nodes, located in paths from the root to leaves; an enabling

key block (EKB) is produced so as to include data produced



10

- 211 -

by selecting a path in the key tree and encrypting a higher-
level key in the selected path using a lower-level key in
the selected path such that the encrypted data can be
decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant
enabling key block (EKB) is provided to the device, said
computer program comprising the steps of:

selecting a sub enabling key block (sub-EKB) that can
be decrypted in each sub tree of the key tree; and

adding sub-EKB identification data and data indicating
the data length of a sub-EKB storage area corresponding to

each selected sub-EKB.



