e e e
F0491/3147F 40@%@@ FI CATI ON Met hod and Apparatus for Delivering Programto
St orage Modul’e’"of ° Mbobile Terminal 5 TECHNI CAL FI ELD The present invention
relates to a technique for distributingla program (application or applet)
to a storage nodule built or' nounted in a nobile termnal. 10 BACKGROUND
ART In recent years, a nobile term nal has been devel oped which has a
program executing environnent. An exanple of a nobile termnal of this
type is one which has a Java virtual machine. The user installs a program
15 in the nobile ternminal and t hPE@IFECATIONsi red function to the nobile
termnal. However, even if desirable functions are added to a nobile
termnal, a user is |iable to becone tired of using the sanme nobile
termnal after a protracted period. On the_other hand, th i.l e term nal
i ndust ry suf f Methofliamdcépparases fo1 mlwn&ﬁ@mm&gﬁwﬁﬁq ctive
to users, have been successivel yﬁl Eﬁ;%n .the market. A user may want to
change his mobile terminal with &4 PHHBt e product placed on the

market. Once the nobile termnal is replaced, however, the functions that
have hitherto been added to the old nobile terninal cannot be used any

| onger. If ingti ons are to be used even after the change of a
nobil e ter m{mﬁ%}ﬁgﬁanﬁ that have been installed in the old nobile
term nal have toThg 8‘{&%&1@' IReritior helaiew ok Itecheiquendbr disiributing a

troubl esone job. DI SCLOSURE OF THE | NVENTI ON F0491/3147_ 2 . .
program (application or applet) to a storage module built or mounted in a

mobile terminal.
10
BACKGROUND ART
In recent years, 2 mobile terminal has been developed which has a
program executing environment. An example of a mobile terminal of this
type is one which has a Java virtual machine. The user installs a program
15 in the mobile terminal and thus can add a desired function to the mobile
terminal.
However, even if desirable functions are added to a mobile termanal,
a user is liable to become tired of using the same mobile terminal after a
protracted period. On the other hand, the mobile terminal industry suffers
~0 fierce competition and various new products, attractive to users, have been
sucéessivc]y placed on the market. A user may want to change his mobile
termjﬁal with a new desirable product placed on the market. Once the
mobile terminal is replaced, however, the functions that have hitherto been
added to the old mobile terminal cannot be used any longer. If the same
25  functions are to be used even after the change of a mobile terminal, the
programs that have been installed in the old mobile terminal have to be

installed in the new mobile terminal. This is a troublesome job.

DISCLOSURE OF THE INVENTION




Thi s i nvenFoon /by been achieved in view of the situation described above,
and the object thereof is to provide a systemin which even after a nobile
terminal is changed, the prograns that cduld be used before the change of
the nobile termnal, can be continuously used after the change. 5 In order
to achieve this object, the present inventors have taken notice of a
certain type of a nobile termnal, that is to say, a nobile termna
capabl e of being nounted or having fitted therein a nodule for storing the
subscri ber i nf or ridtis anvémtcdmdias dpaemeachiesediiberienuabehne srdativa dessrdred di al
information_ (hereinafter referred to as the user ID npdule or 10 U M. The
user of thiadovgpangitherebiesbihereobinitaProvide acrsteder) Mushgtverc Baiggisg it
with a new nopi.le termnnal, can use the new nobile term nal i i mlar
manner o mahoblg T66RMAING Bhakhddiity FTAEEATRADAB ORI 16 Ded: ReFUE 1o Ul m
whi ch he mgy _have..ln R | ONn W hi 1 | tor ave
cone up mafﬁapﬁaOF&FFdﬁﬁ%ﬁgﬁﬁgﬁﬁéghgg?bFé%??V@E%ﬁtgﬁgaiéﬂﬁ?gﬁegﬁPﬁggstored
in thissUM therl]ﬂr&%?”i'o“% et {hiﬁhﬁbjféci‘, fﬂ%abbk@seﬁtefr{vé?ﬁbrscpf&vgetaf}?éd ly
transferred to thé new nobil'e termnal for’ an *I nproved operating

conveni enceoficet B AxertaiNaypet 8| £5hobileetarfiiRhEMIR: Reeoridy dagdbdRn an
obstacle to realizing such"a novel nobile termnal. 20 First, as |long as

no limt isermeinabrcapablepérizaingnmoiinted témbaeing figreanthénein e madylet fiar
i nherent functions of the nobile term nal npay be ndesi rabl y destroyed
i nt ent i onaPiGARE %gpbg@maryl.nfm@atmwmmg&r%sew SeFBIERAITBREE BFete n

the UMnpmay inclu th er-sonal i nformati.on er, _datga haylng~mne Y,
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programin the" UM 1In order to'solve this security problemand | nprove the
operating chengirg rneihfaomnewhaobierterminal; dangstaheevpraseile termantliion,
there is provided a programdijstribution systemconmprising a nobile

terninal FOUBIARIEANREY | AFMEaRY Mmeuntingses thuikding patsyrtht aewt mngbileon

r r i : . :
equest, atésrtn%n%?ﬁ]e UIM which he may have. In connection with this, the present

inventors have come up with the following idea. Specifically, once a

15 program is stored in this UIM, the program used with the old mobile
terminal can be easily transferred to the new mobile terminal for an
improved operating convenience of the user.

Nevertheless, the problem of security has been an obstacle to
realizing such a novel mobile terminal.

20 First, as long as no limit 1s set on the operation of writing a program
in the UIM, the inherent functions of the mobile terminal may be
undesirably destroyed intentionally or negligently.

Also, the subscriber information stored in the UIM may include the
personal information or data having monetary value. From the viewpoint

25 of security, therefore, careful consideration is necessary not to cause the
leakage of this information in writing a program in the UIM.

In order to solve this security problem and improve the operating
convenience for the user, according to the present invention, there is

provided a program distribution system comprising a mobile terminal



modul e bLled4t)1)3g4§)r connected to the nobile termnal, a contents server for

receiving the distribution request and transmtting a programto be

di stributed, and a distribution management server for receiving the program
5 fromthe contents server and, as long as the contents server is
authorized, transmtting the programreceived fromthe contents server to
the storage nodule built in or connected to the nobile term nal,
characterized in that the storage nodul e includes a storage unit, and a

cont r ol URirfo0 el K89 thahsrhfifing! 9T F@R AR UidthuRIRoTaguEaca edrigom t he
di stribution Managenent -10 serveP throdgh the nobile term nal and

execut i ngmiddmlertadltaim st eoadected te the tmokde tenmnindl ar esmenseséover feguest .

Al so, according to the present invention, there is provided a program

di stri but femeiwygt dhe c digtribsition arequigst eanddr transinitng ny peagrmf do be

transmtting a programdistribution request, a storage nmpdule built in or

15 connec@isdibutedandubdistribsionmpnagement aesteri DU reEes ving My PEAETSBY ver
he distribution re n {he case where, the program
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t he nobi termnal, storing the information in the storage unit only in

t he case thiesteragdhmodiflerimehides a stdrhge pnogrand 2 eoeitroddufit dor shering in
di stribution managenent server and executing the programstored in the
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Also, according to the present invention, there 1s provided a
program distribution system comprising a mobile terminal having means
for transmitting a program distribution request, a storage module built in or
15 connected to the mobile terminal, and a distribution management server for
receiving the distribution request; and in the case where the program to be
distributed is provided by the authorized contents server, acquiring and
transmitting the program to the storage module built in or connected to the
mobile terminal, characterized in that the storage module includes a storage
20  unit, and a control unit for recerving the information through the mobile
terminal, storing the information in the storage unit only in the case where
the information is the program received from the distribution management
server and executing the program stored in the storage unit in response to a
request.
25 With these systems, only a program supplied through the
distribution management server from an authorized contents server is

written in the storage module and therefore, the user can write a new

program in the storage module with guaranteed security.



Fig. 1 is podiieglkdi agram showi ng a configuration of a program

di stribution systemaccording to a first enbodi nent of the invention. Fig.
2 shows the external appearance of a nokjle terminal 5 according to the
sanme enbodinent. Fig. 3 is a block diagram showi ng a configuration of the
sanme nobile termnal. Fig. 4 is a diagramshowi ng a configuration of the
sane nobile termnal and the U Mbuilt in or connected to it. 10 Fig. 5 is
a sequence di agram showi ng the process fromprogram distribution to

activati on BRIEF HEQCRIPTION OE THEPRIEWMINGEY- 6 is a sequence diagram
showi ng, the programdistribution operation according to the sane

enbodi nent. Fig. Fig.i$ 18 aidockndistesimshewdngpd ayndieerionl of e pigbidm
termnal 15 at the tine of programdistribution. Fig. 8 is a sequéence

di agr am sh@uitributipe systegn accand ingdoi mﬁirsmubadimnnaogdmiimmmm.he sane
enbodi nent. Fig._9 is a sequence di agram show ng the_processes of the
program deacti vEi§ o ishawspthanestemalh appesgearer of oin mebiontermmaler ver
according to the enmbodi t.. 10 is a sequence di agram show ng t he

S Fi g.
process of 3¢4E WD HHREEEN B@r‘ﬁ?&on in conpliance with a request from

the contents ser (G COrCh 4 « dj | 1

sequence di agran%y 'o%mﬁgggt g%%r ggae%rgﬁ?ﬁ%[%ﬁgﬁgg#gﬁﬁéggt@cﬁ \t}ﬁes%me
oper ati on pothileherfieslr am del ete operation in conpliance with a request
fromthe distribution managenent server according to the sane enbodi nent.

Fig. 12 is a sedkignck isizagnagnaoti shoevidghvhesomfigaratipr lod ter siime mobile
I nformati on accardi to_the sane enbodi nent. F0491/3147 5 Fig. 13 is a
sequence JdFERHBH @&%%@IMB‘J&@%@§%§F@ thita
10 Fig. 5 is a sequence diagram showing the process from program
distribution to activation according to the same embodiment.

Fig. 6 is a sequence diagram showing the program distribution
operation according to the same embodiment. |

Fig. 7 is a diagram showing a display screen of the mobile terminal

15  at the time of program distribution.

Fig. 8 is a sequence diagram showing the program activation
operation according to the same embodiment.

Fig. 9 is a sequence diagram showing the processes of the program
deactivation m compliance with a request from the contents server

"0 according to the same embodiment.

Fig. 10 is a sequence diagram showing the process of the program
delete operation in compliance with a request from the contents server
according to the same embodiment.

Fig. 11 is a sequence diagram showing the process of the program

25 deactivate operation and the pfogram delete operation in compliance with a
request from the distribution management server according to the same
embodiment.

Fig. 12 1s a sequence diagram of the UIM exchanging the version

information according to the same embodiment.



program diBaointpsyon failure due to a nenory shortage. Fig. 14 is a
sequence di agram showi ng the process ending in a programdistribution
failure due to a nenory error. 5 Fig. 1% is a diagram showi ng a display
screen provided to the user at the time of programdeletion. Fig. 16 is a
di agram show ng a di splay screen provided to the user at the tinme of
account settlenent for an electronic comrercial transaction. Fig. 17 is a
di agram showi ng a di splay screen provided to the user 10 at the time of
commodi ty purchabe.i h3 mal & seqdenceadiagriing shd®ing dedipageey® shdiicndnaa

di splay screen for setting the automatic programstart. Figs. 19" and 20
are di agr apEO RV ALEOR padyresduedn camenheryt $hartagd. usi ng a conmut ati on
pass. 15 Fig. 21.is bl ock di agram.showi ng a configuration of a program
di stribution syst¥m €tddrdiSREUERCH TAEHH ghﬁ‘déllilgreth@ progass emding ilona

Fig. 22 is di -.show a configuration of a menory in the UM
accor di ng R@gﬁﬁ?@ﬁﬁﬁb@mg&m&u%@g BEMAVLIEPHck di agr am showi ng a
configdration ofg:g disSi.r. 4 : v, 6A fézpﬁlrgf'n to_the
sane e%bodi ment Fll‘—"lg5 %AA ?Eﬁﬁﬁ;@‘e&ﬁgﬁ‘?gg?%%@ﬁ%ﬁ%m&fﬁﬁ Jt?cgé%uﬁfﬁ
regi stratiqntheniBe $¥ProLfHrAdEREHSR. Storage unit. Figs. 25 and 26 are
sequence di agrans showi hg the operation of registering a program
regi stered in tHagudérisimtitagram shostingagdisplay screempyovidedoio theubasi c
bl ocks of the UM 12. Figs. 27 and 28 are sequence di agrans showi ng the
oper at i on afthe tuge of accogntseilegeanips gnsleewanimcomemensaal trapsaati.on
storage unit, iri_-_-an)f of the basiﬁ%bl.ocksdof the UM Fi‘g. 59 iaﬂ a sequence
di agr am showi ng “t'he Zﬁé@a@%a&a{;’fs ePeRs fy 1SDleY §97eRIUPT@VIgeddrather BEfist er ed
in theguselt thetRhd'Bt cBRMbANIYurdAhte Bl male order sale.
Fig. 18 1s a diagram showing a display screen for setting the
automatic program start.
Figs. 19 and 20 are diagrams showing a display screen at the time
of using a commutation pass.
15 Fig. 21 is a block diagram showing a configuration of a program
distribution system according to a second embodiment of the invention.
Fig. 22 is a diagram showing a configuration of a memory in the
UIM according to the same embodiment.
Fig. 23 is a block diagram showing a configuration of a distribution
"0 management server 16A according to the same embodiment.
Fig. 24 1s a sequence diagram showing the process for registration
1n a user information storage unit.
Figs. 25 and 26 are sequence diagrams showing the operation of
registering a program registered in the user information storage unit, in any
25  of the basic blocks of the UIM 12.
Figs. 27 and 28 are sequence diagrams showing the operation of
registering a program registered in the user information storage unit, in any
of the basic blocks of the UIM.

Fig. 29 1s a sequence diagram showing the operation of deleting a



Fig. 30 i srqsEennuence di agram showi ng the operation of deleting a program
registered in the basic blocks of the UM Fig. 31 is a sequence di agram
showi ng the deactivation process for 5@he user information storage unit.
Fig. 32 is a sequence di agram showi ng the deactivation process for the
basi ¢ bl ocks. BEST MODE FOR CARRYI NG OUT THE | NVENTI ON 10 Now, preferred
enbodi nents of the invention will be explained wth reference to the

drawi ngs. [1] First enbodinment [1.1] Ceneral configuration of program

di stributi pnognash eegikieged inithe asel eforgiarwraseoshosung &] configuration of a
program 15 distribution systemaccording to a frrst enbodi ment of the

i nvention. A proft@nd@istar sequanee dpgram sitowmgithy operptionesf delmhig a
termnal 11, a radiq base station 13, a switching station 14, a network
mobi | e conRIPS@R regisieseq in she basicohlogks of1be WIMi. st ri buti on managenent
server 16, a disfribution service control. uni.t %’e n aut hentication server

18, a contents SHrvik 1518 SEANCHCE GhSTATH ShQBHRS TSI QToPIREESS AT 11
is an iznfo | ' ' -for exanpl e, having comuni cation
functigns fsﬂugg]#é;gng&g%aﬁ?(z%?g)rggkyﬁﬂ{)ne or a PHS (Personal Handyphone
System (register t . i ]

nmount ed or buil tpﬁagzg%ﬁa geglﬁkﬂﬁ%eugéﬁrér?géﬁ?{)?ﬁg%@ gnd&gﬁfleg?m?}%fgﬁgﬁabl e
of stori ngthedsasdeidlguksgr ans or data. The radi o base station 13 comuni cates

with the nobile termnal 11 through a radio link. The switching station 14
controls the switching operation between the nobile termnal 11 and a

wre net wop kS LMD ESR G SRR R PR AR NNERII 0 bace st ati on 15,
10 Now, preferred embodiments of the invention will be explained
with reference to the drawings.
'[1] First embodiment
[1.1] General configuration of program distribution system
Fig. 1 is a block diagram showing a configuration of a program
15  distribution system according to a first embodiment of the invention.
| A program distnibution system 10 roughly comprises a mobile
terminal 11, a radio base station 13, a switching station 14, a network
mobile communication service control unit 15, a distribution management
server 16, a distribution service contro] unit 17, an authentication server 18,
"0 acontents server 19 and a public network 20.
The mobile terminal 11 is an information processing unit, for
example, having communication functions such as a portable telephone or a
PHS (Personal Handyphone System (registered trade name)). Further, the
mobile terminal 11 has mounted or built therein a UIM (User Identification
25 Module) 12 capable of storing various programs or data.
The radio base station 13 communicates with the mobile terminal
11 through a radio link.
The switching station 14 controls the Switching operation between

the mobile terminal 11 and a common channel interoffice signal network 20



The networgg.§pRid-£ conmmuni cation service control unit 15 controls the
comuni cation in the case where a programis distributed to the nobile 5
termnal 11 through the public network go. The contents server 19

di stributes various contents on the one hand and distributes a program as
requested fromthe nobile termnal i 1 on the other. The distribution
managenent server 16 relays and nmanages the '10 distribution of a program
fromthe contents server 19 to the U M 12. The distribution of a programto

the UM 1ZRet Sw r in gt UMZ12 are carried out
al ways t hr ough t&é’ i s{I‘réi Iﬁet}tg'lrdc%)%’ ?@hﬁ%@%@ﬂ? eﬁf@r%ﬁf%@‘mﬂh thg gadigebaset
signi ficantati@at@re of this enbodi nent. The distribution service control
unit 17 operates like an interface 15 between the distribution nanagenent

16 and t Athemdthvi i i '
server an epngt @kﬁ@b‘b@l@ccﬁﬂmﬂﬂc%ﬁ@n%éﬁ*ic@"l‘%in?rcﬁaﬂlf’%%ﬁtzplsw s

di stributed through the public network 20. The authentic on~serv

a device tlt# cogwninigagiorent ihe caseewhesnuiprodramars mmgmalitétthébttlbb to
the cantents .seuir 19. This certificate includes a U M public avi ng
the fuhct tSHUBAL &) hepughhthe publio netwopkdBtit of the U M 12, that the

contents server.19 is . duly authopized.to distribute a programto the UM
12, and a di str?rbﬁtqodﬁeﬂ%rﬁf&éﬁ%gé fﬁéﬁﬂ)@ites YaBRous qasitentsvondghe eneg haadi on of
certifyingnd ®&t1H8 ' f . shrel but i on ragenment rver 16, that
the contents servereﬁgrﬁdgg?@n ?%?%/Uéj%%ﬁ ﬁ{)qrpztb&m%?%h r%ﬂ?éﬁﬂso%éhﬁer 19,
t he di strotheti on managenent server 16 and the authentication server 18
according to this enbodi ment have the follow ng functions, respectively.
(a) According tThe histrébodin nemanagehent osrest Sl 6 geYLfs ;hﬂdsﬁ%%sprtﬁﬁram
6,

addrﬁﬁsed to.,the UMI12, to the distribution managerrent server i ch
F0491P31&S{TiPutien, ofiasPrograms &ram dhe cogtents tservérel Vitvithe Ule] 2ontEiné s
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the UIM 12 are carried out always through the distribution management
server 16.  This is the most significant feature of this embodiment.

The distribution service control unit 17 operates like an interface

15  between the distribution management server 16 and the public network 20
in the case where a program is distributed through the public network 20.

The authentication server 18 is a device for 1ssuing a certificate
required for program distribution to the contents server 19. This
certificate includes a UIM public key having the function of explaining, for

20 the benefit of the UIM 12, that the contents server 19 is duly authorized to
distribute a program to the UIM 12, and a distribution management server
public key having the function of certifying, for the benefit of the
distribution management server 16, that the contents server 19 is stmilarly
authorized. '

25 The contents server 19, the distribution management server 16 and
the authentication server 18 according to this embodiment have the
following functions, respectively.

(a) According to this embodiment, the contents server 19 sends a program -

addressed to the UIM 12, to the distribution management server 16, which



encrypt ed ppgagpngcation of a public-key type with the distribution 5
managenment server 16 as an intermediary. The UM 12 of each user is

equi pped with a PKI (public key infrastgucture), and each U M12 has a UM
private key unique to the particular UM12. For distributing a program
addressed to a given UM 12, the contents server 19 acquires a U M public
key paired with a UIMprivate key for the particular UM12, 10 whereby
the programis encrypted. (c) According to this invention, only an

aut hor i ZednCl@@he@Ts&ﬁ@treﬁeﬂhel%rG%mdt'osEHé gj’ﬁ\ﬂ gopregl r@g?lggrit?s?%ﬂ't rOAbhe

U M 12. The authorized conte server I'S assi gned

managenentieser déstribubdy thek Urﬁh@du@:@ﬂg%ttﬁes@IMeDlg upon receipt of a
di stribution request fromthe nobil termnal 11, further encrypts, by

the distri(butTbe centegereserveer Verdistiibites keproghen Pi@ahamiaiveady b
encrypted by the U M public key and addressed to the UM 12, and sends it
to the di §ﬂPI)ﬁU@doﬁ0mge¢aémn sef var publicfkey] typenfwighr ahé odisttibmbof

t erm nal 2 shows the external app ance of the nobile termnal 11. 30
The i | @ﬁ@u‘?ﬁ%{ﬁ ServeRcl @ésarhlﬂﬁeém%afé’ecthﬁ UiMadd af eagpenser ng
section 2 | rocessin nu screen
bei ng broévg @%eﬁh%e BE‘IOI @“ﬁﬂh%z‘uﬁys E%Irrucgp{:p) %F’gleﬂﬁ%}bl]zﬁgd lénﬁta

di spl ay s&n h [ 2 Sy p! eratlng
but Fong forM?%kSﬁ%ttelz%ge}vgpl setgaﬂga iﬁ%g'ﬁgﬁl ?&Mg ?fengélrrt g;ﬁttglpﬁé

of the opmgimgddntdsedstot ghvenobAMLINOtHNEONRALE Sepvdd W%@t Oed The

umMm buttgﬂ 23 I s. operated by the user for utilizing a program store
the U M 19 1Mpadlicliay paimdgwith rasUIal\»bpmmjﬂcagrmmmlaopm@uéazcwmwzat|on

of agﬁogbéﬁg{é%mgslmgrgrﬁ1srrgr?(|:rlye tégr mnal 11 includes a display section
(c) According to this invention, only an authorized contents server 19 can
distribute a program addressed to the UIM 12. The authorized contents
server 19 is assigned a distribution management server public key. The
contents server 19, upon receipt of a distribution request from the mobile

15 terminal 11, further encrypts, by the distribution management server public
key, the program already encrypted by the UIM public key and addressed
to the UIM 12, and sends it to the distribution management server 16.

[1.2] Configuration of mobile terminal

Fig. 2 shows the external appearance of the mobile terminal 11.

20 The mobile terminal 11 includes a display section 21 and an
operating section 22.

As shown in Fig. 2, various processing menu items, the screen
being browsed, the telephone number screen, etc. are displayed on the
display section 21. '

25 The operating section 22 has a plurality of operating buttons for
Inputting various data and displaying menu item screens. One of the
operating buttons of the operating unit 22 is a UIM button 23. The UIM
button 23 is operated by the user for utilizing a program stored in the UIM -

12.



section 22F04%]p3q@§rol unit 31, a storage unit 32, an external equipnent 5
interface (UF) unit 33, a communication unit 34, a UMinterface (I/F) unit
35 and an voice input/output unit 36. Tlke control unit 31 controls the
various parts of the nobile termnal 11 based on the control data and the
control programstored in the storage wunit 32. 10 The storage unit 32 is
configured of a ROM a RAM etc., and has a plurality of storage areas

i ncluding a program storage area for storing various progranms such as a

browser for accePii ng @nai Bloekneiagifh ahdabine ot epABiguraEsn’6f SR

vari ous data. The "external equipnent I/F unit 33 is an interface utilized
by the 15tegpmniabl unit 31 and the UM 12 for exchanging information with
an external device. The communication unit 34 transmts various data

i ncl udi ng audi o Thadnokie tewpswjeld trcludes @adisplinsecsontd hran ®pehatongh t he
antenna 34A under. the control, of the control _unii} 31 on the one_hand, and
recei ves '$EGHKH) YLOROI N 3 .n8 HEBRZ YRt i haRN1aXiCERBlL GRUIPECEAt enna

34A th t d..The UMI/F unit 35 i t s/ out.put t .and t
the cot ramterire (BET Sne3%, grcPmemiaiader BricShed s ingrtae SUEDGRE"T , om
th m’mjls [ Lt I [ t I/F it 33to the UM
126250\?\A’ t hougﬁgLa%%?grlﬁéﬁyg{]Féjﬁn%ﬁe(?ﬁgn?on??g: p[}’ﬁ:’lt 31. XImso, t heoout Sut

data of the Ul 'VTH@cbﬁtr@!Phﬂi’ttBIj'tbﬁt?rbﬂs}’tﬂé)vhﬂ%u&«?)ﬁa?fsn@ftlﬁqﬁidviﬁ!‘ierhﬂi'ﬁapnit
33 or the comunication unit 34 directly without the internediation of the

control uhi baSdd ofihther emrstool diny 4 thiatcansred proguarnostoped 1firthe stodageo t he
external equi %ment OF 33 or the comunication unit 34 w thout the
i nt er medi #M1bA2F0491/ 3147 10 of the control unit 31, is in order to prevent
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plurality of storage areas including a program storage area for storing
various programs such as a browser for accessing an internet and a data
storage area for storing various data.

The external equipment I/F unit 33 is an interface utilized by the

15 control unit 31 and the UIM 12 for exchanging information with an
external device.

The communication unit 34 transmits various data including audio
and text messages to the radio base station 13 through the antenna 34A
under the control of the control unit 31 on the one hand, and receives

"0 various data sent to the mobile terminal 11 through the antenna 34A on the
other hand.

The UIM I/F unit 35 inputs/outputs data from and to the control
unit 31. The UIM I/F unit 35 also outputs the output data from the
communication unit 34 or the external equipment I/F unit 33 to the UIM 12

25  without the intermediation of the control unit 31. Also, the output data of
the UIM 12 1s output directly to the external equipment I/F unit 33 or the
communication unit 34 directly without the intermediation of the control

unit 31. The reason why the data are input/output from and to the external

equipment I/F 33 or the communication unit 34 without the intermediation




and thus tgpgminai n security. [1.3] Configuration of UM 5 Fig 4 shows
a configuration of the UM12. In Fig- 4, a part of a the conponent

el ements of the nobile termnal 11 are gfown together with the conponent
el enents of the UM12 to clarify the relation with the nobile term nal
11. As shown in Fig. 4, the UM12 includes a nenory 12M which in turn,
roughly, has a systemarea 12A and an application area 10 12B .The system
area 12A has stored therein 'personal information data unique to each user

such as subgehe kentrdliner 3daliain ordegaonsresaht afi §le@diay accB{PidTHid datalana,
incomng call history information data,” speech ting information data and a

Ul Mori vat etheYIIMNE byhtheealterationadf the ddSnwohpuograrhesf thig bontrbémnit 31
conmuni cation units using the subscriber Dunber data in the system area
12A as a candithas o maintensecyrityrthe application area 12B is for storing the

programdisirihuted and th a used at the tinme of execution of the

progr am aﬁﬁhﬁ%\%r&fd&ﬁ-‘ﬁa% %ieUgﬁ’Lral ity of basic blocks- In the case shown
in Fig.c.4, the appligcation area~ 10 1.2B is ,di yided, jnt X basi ¢ bl ocks
401 00 av-6. - P §3boW R iheielgauBR dh i Wl nc dna, b dath e
41 and a r i -Kihas
stored -t nifeComipBeht el SRR finfhaPTf ke RHoSaOEER IS,

of each basl eobipisient Oelkmetits tdfe it NEIMhaRdio hasrisy ahedrdlagogi witthehdat a
used at the 25 tinme of executing the programin the program area 41 of the

sane basi cmadblilecterninkl 1The Amshownl uc Fig.44; the &JIM- B2 aneluided ep ameimory of

each other,_and _ are basically so nanaged that the applicatign or the
appl et st of &b whighein By WW&P%H@ESW@SPJ&A@QQ@ BPBHEKUOP afgAnot

accesaot helgﬁga area 42 F0491/ 3147 11

The system area 12A has stored therein personal information data
unique to each user such as subscriber number data, outgoing call history
information data, incoming call history information data, speech time
information data and a UIM private key. The mobile terminal 11

15 communicates with other communication units using the subscriber number
data in the system area 12A as a calling line identity.

The application area 12B is for storing the program distributed and
the data used at the time of execution of the program, and divided into a
plurality of basic blocks. In the case shown in Fig. 4, the application area

70 12B is divided into six basic blocks 40-1 to 40-6.

The basic blocks 40-1 to 40-6 each include a program area 41 and a
data area 42. The program area 41 of each basic block 40-k has stored
therein a program (an application or an applet). The data area 42 of each
basic block 40-k, on the other hand, has stored therein the data used at the

25 tume of executing the program in the program area 41 of the same basic
block 40-k.

The basic blocks 40-1 to 40-6 are independent of each other, and

are basically so managed that the application or the applet stored in the

program area 41 of a given basic block 40-j cannot access the data area 42



of anot her phasi/ £ 48! ock 40-k (* j). By enploying this configuration, the
security of each programis naintained. Even in the case where data having

a monetary value (what is called "a valyg") are recorded in the data area
42 of a given basic block 40 j, therefore, the particular data is never 5
rewitten, intentionally or incidentally, by a program stored in another
basic block 40-k (* j). The application or the applet constituting a
program stored in the programarea 41, on the other hand, cannot be

di stri but egfain c DI i} lint e | o bt b '
managenment ser\?glsé ﬁ%ﬁﬁTthDEng%tkt apﬁr elg 42!3?%13\%2?/53?{" It:lgfrg\ ﬁﬁfgﬁﬂé@g%@r&he
directly theougty ofiecatitstproptamoiy mEntgieednt Besyeh e aasa Worzk ggm nal
as in the case where the electronic noney is downl oaded from an ATM
Further, thevigpkimanetany aadze (®hhtis aadedagealaeBphaforecandadtinviiiel data f 1 ag
I ndi cati ng whether_the programin the programarea 41 of each of the 15
basi ¢ bl ocRECHA210% & Qryer basic béody 46t aheseione; therpareanar dlatanstnaEri s a

means for w.it.ing a_progr for. the basi bl ock of the application area

128, setti HgVircredubniifpallk ordacidenlall by Aprogsemeigesdiihgnodeeasisasi ¢
bl ock or e ﬁfﬁ% rogramin a designated basic block, in response to a
request giéen %Qg(ug_ﬁptjﬁe nobile termnal 11. 20 Upon arrival of a program

encrypted by the'rHéM@%maﬁ%rk@y tﬁé%?ﬁl@@coﬂ&ﬁ%dﬂﬂg%i ?ﬁbeg%ﬁi‘%%%& i qhyer

16, the control wunit decrypts t program usi I M private key in

t he syst enpergranmi 2readd ly iomeshé t other ahadsicanbbodke disgtbutiede ogodeleabduni t

30 can execute the program.in the basic block. In the process, the

i nf or mat i oW thoadihe aatelynediary od ghsnsistribatier swanagement seguer 46. f rbaet he
or, fromthe yser. of the

rob 1 40 or R AaPteds 4 PONTATn 620, B anralsih G g |G E ORI 11,
ot her par Bt R0 P& (haCtaL SR hal s AOIRT EXETAAR e e
mobi | e t erelecabnic aneyosglowhimadedisem ar @A, 3147 12

Further, the application area 12 has a storage area for an activation
flag indicating whether the program in the program area 41 of each of the

15 basic blocks 40-1 to 40-6 can be executed or not.

The control unit 30 is a means for writing a program for the basic
block of the application area 12B, setting or resetting the activation flag
corresponding to each basic block or executing a program in a designated
basic block, in response to a request given through the mobile terminal 11.

20 Upon arrival of a program encrypted by the UIM public key from the
distribution management server 16, the control unit 30 decrypts the
program using the UIM private key in the system area 12 and writes it in a
basic block. Also, the control unit 30 can execute the program in the
basic block. In the process, the information required by the program in

25 execution is acquired from the other party of the communication in the
network or from the user of the mobile terminal 11 through the browser
executed by the mobile terminal 11. The control unit 30 can also send the
result of program execution to the other party of communication in the

network or send it to the user of the mobile terminal 11 through the browser.



Al so, the goqrplgzunit 30 can exchange information with external devices

t hrough the hardware resources of the nobile termnal 11 w thout the
internedi ary of the browser in accordangg with the programin the basic

bl ock. An exanple of a program available for this purpose is an 5
application programfor causing the nobile termnal 11 to function as a
comut ation pass. In executing this program the control unit 30 can
exchange the pass information with the card reader/witer at the gates of a

railway st atlison thé icobziodourgit Socin exepengedndotmatiofinatths bRterhat devecésed to
the external equipnent I/F of the nobile term nal 30. The ﬁ}raog(amfor t he
10 control throughB@he chardwarenrasoareesr icduthepmobiseterdenal | bedwibhond, the

i ncluding .the execution and control of the programin the application area
is stored imtermedianysottherhsawsen injaccrdapes VitBnther program davde BARIC Now,

t he operation of the first . enbpdinmnent will be | ai ned .t aki n 15 t he
et Dot SRR ¢ A CBRATIRIE | O HasOEEE cAVALAER Sehniie. DRIERSS i A
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(step Si), enohamge dnd pued inforsiagion with drt caad reidrieripeogr dre watdd ofi a( st ep

S2). [1.4.1] Issue of certificate to distribution nmanagenent server Fig. 6
i's a sequenaidéwdy yataon shdiding a reorsrrangesadio dinit (nousheyny conngfitadtand
ACRRR RN RN 1N e o Y
B0 b S e e e ot
to perfor midexenfioPhh@ToneBiTthe Frograrhasetheodppiicatioi hir€a keytoradnupt i on
met hod. Specifically, F0491/3147 13
the system area 12A.
[1.4] Operation of first embodiment
Now, the operation of the first embodiment will be explained taking
15 'the distribution of the commutation pass applet as an example.
Fig. 5 is a sequence diagram showing the process of program
distribution, write operation and activation.
As shown in Fig. 5, these series of processes are roughly configured
of the step of distributing an inactive program (applet) as a memory module
20 to the UIM 12 and writing it in the UIM 12 (step S1), and an activation step
for activating the program written (step S2).
[1.4.1] Issue of certificate to distribution management server
Fig. 6 is a sequence diagram showing the process of distributing a
program and writing it in the UIM 12. As shown in Fig. 6, the
25 authentication server 18 issues a certificate to the contents server 19
permitted to distribute the program addressed to the UIM 12 (step S11).
The certificate is issned to enable the contents server 19 and the
distribution management server 16 to perform the encryption

communication based on the public key encryption method. Specifically,



i n order tguorpkig7possi ble the encryption conmmuni cation using a public key,
a distribution managenent server private key and a distribution mnagenent
server public key, constituting a pair]3are generated. The distribution
managenent server private key is stored in the distribution 5 nanagenent
server 16, while the distribution managenent server public Kkey is
transmtted fromthe authentication server 18 to the contents server 19 as
a certificate identifying a person pernmtted to distribute a program The

contents sgoyéer tPmalieqrogseisiel the epfcrypreodicoimiruticanomasage aputblse kesy
public key, stores it in preparation for programdistribution. 110 [1.4.2]
Pr ogr am diast distnifbiitoon r enapsgembat userverarpusate kKeyg cand ral disitribtiam
execute the browser and thus can access. the hone page of the contents

provi der BIANAZSMENINECIVEE Pabli¢ dfeh Cansitnong22 Bfilft Hlée ngaratedr nillg 1 1.
As a resul,t of this access, a distribution nmenu I?é |nd|c§t|]r£1)g_hthe
progr am dAF HUPPOHHI@U&&W[& Sy ChPHY e gﬁﬂ’e}ﬁ St & QEtRBUQ Nt ent s
Phe ot | B Servef Y Soie b isribrgfh b‘ﬁgné’%%ﬁéﬁ*yy s560n Bt Our am
(appl et) dpstipitdrifited ﬁ%tfﬁsthefaru@ﬂ% @&tm'sle@véremmtaaﬂheléoﬁtewaer&ae

network to the contents server y operating the operating section 22 of

the nobi | ¢9tgy ai cratifithte 3@eltifydng S pesorl pedmditeCapt distibte & Ssrogreguest
to U M The contents server 19, upon recei gt of a distribution request from

t he nobi | #heararitaals mveséﬁdgpaﬂdéﬁthpﬁ iodddhe distrifeutienagnagemene server

aut henti catj gn . server step S12 This certific | ssue request
cont ai ns Eggfﬁé(elyni‘@rﬁ%ﬂtl Wr%tﬂé‘kf‘?ﬂlf)wr@ﬁédﬁﬁtﬂ%fgo&f the nobile

ter mé:q)as @ervjﬁfﬁﬁﬁ{aSéﬁgﬁ‘@?hffﬁéﬁeéts requested in order to enable the

cont encryption comuni cati on of public key
type with the UrNeh&er ¥y easnetid t@ﬁirby unfin 3qr deextoutetthe Prpsbet antihe

encryption comunication of public key type, the U Mprivate key and the
Ul M publ i thusegampaiccess ﬂwgmmaqmmof the contents provider by operating the
operating section 22 of the mobile terminal 11. As a result of this access,
a distribution menu screen D1 indicating the program distribution
15 performed by the contents server 19 of the contents provider is displayed,
as shown in Fig. 7, on the display section 21 of the mobile terminal 11.
Under this condition, the user transmits a program (applet) distribution
request from the mobile terminal 11 through the network to the contents
server 19 by operating the operating section 22 of the mobile terminal 11
20 (step S12).
[1.4.3] Certificate issue request to UIM
The contents server 19, upon receipt of a distribution request from
the mobile terminal 11, sends a certificate 1ssue request to the
authentication server 18 (step S12). This certificate issue request contains
25 the information for specifying the UIM 12 of the mobile terminal 11. The
certificate issue is requested in order to enable the contents server 19 to
conduct the encryption communication of public key type with the UIM 12.
More specifically, in order to make possible the encryption communication

of public key type, the UIM private key and the UIM public key paired



w th the fgsoeri4are generated in advance, and the U M private key is stored
in the UMI12 in advance, while the U M public key is stored in the

aut hentication server 18 in advance- |h4step S12, the U M public key

stored in the authentication server 18 is requested as a certificate of a
5 person permtted to distribute a program addressed to the UM 12. [1.4. 4]
| ssue of certificate and distribution of programwth certificate to UM
The authentication server 18, upon receipt of a certificate issue request
from the oot eérg forsnervere dOnerassiirsad candes andnthenUMs private KOy as Wtdvtekd
public key as a certificate corresponding to the U M 12 specified by the
parti cul ainithsutlIMeglizsin advepcesiwhileThee ddRVe publie digyr 151 Stenesk ypt the he

program of which distribution .is requested, by of t U M public key
cor r espon@iHENtication eerMer21d mhadpanes-amtdtap ngfﬁbyh@ Hzﬁ‘élnmbgtq &Y s
considered a programw th a 15 certificate for a |eqitinat erson

aut hor | zedted dgodas duraeofiiadsn SERer Khes graueSiRERt el R @
publi cc key _is f ry.er ing the

Gi'st i but PER oA aobss B UbR Chrod A JB SR 3G Y 2 et i cat on
server 18é1 .a.cgdlfs%ﬁh%eef cEPSAPARIEAM ABrAhitRsh R bRogragneviYRtdedtiffditeb®
consi dered a program 20 having attached thereto both a certificate showi ng

a legitiniil¢Mperson authorized to access the UM12 and a certificate

showing a legitimate person authorized to distribute a pro%famthrough t he
distribution nhRggandienticetiosr sawer [ 184 uppnpregsiam @fi 8t CeRUHGHE XSUThe

t ent 19 distribut th bt ai ned . by, th t d
Cuo. ancr yBidtsat 68 BAOTEN S riFk 1D} BORFOI ahagients eberbad T oLgh
th :St ' ) ' s ts th
encry/gt ea SRS g A L kprliFad POREIGRE RITIE TN, T2 yReifba ey IR e he

di stri but haRidul4Pids8d4éqiest (step S14).
' The contents server 19 encrypts the program of which distribution
is requested, by use of the UIM public key corresponding to the UIM 12.
The program obtained by the encryption 1s considered a program with a
15 certificate for a legitimate person authorized to access the UIM 12.

Then, the program encrypted by the UIM public key is further
encrypted by the contents server 19 using the distribution management
server public key received from the authentication server 18 in advance.
The program obtained by this encryption can be considered a program

20 having attached thereto both a certificate showing a legitimate person
authorized to access the UIM 12 and a certificate showing a legitimate
person authorized to distribute a program through the distribution
management server 16.

[1.4.5] Program distribution
25 The contents server 19 distributes the program obtained by the

aforementioned two encryption sessions, to the distribution management

server 16 through the network (s'tep S13).
The distribution management server 16 decrypts the encrypted -

program distributed from the contents server 19, using the distribution




managenentoseray private key. Once this decryption succeeds, the program
encrypted only by the U M public key can be obtained. In this case, the
contents server 19 can be considered albegiti mate person authorized to
distribute a program addressed to the UM 12. The 5 distribution nmanagenent
server 16 transmts the data on the screen D2 shown in Fig. 7 to the
nobile termnal 11, and causes the data to be displayed on the display
section 21. This screen D2 is for nmaking an inquiry at the user as to
whet her t hearavegnam carvdre pdivatiei kayed Onceothis| fledrygition i sucmeeds, Uthd X10
After the user confirns the screen D2 and perforns the operation_ through
t he oper aprograseericoyptzd énly pgrthict Ullvg pubdicpkeycam e sabtanad.onln ghisoti ce
to permt distribution is sent to the distributjon manal enent server 16.
The di strE®i%i € neoRIGaENICIYEF vEP €8N @Goﬁoﬂét(gf%@ &f ggléuﬁéff? cBEIson

di stributes,to.t U M.12._the program obtai,ned hy. degr kOp, 1h. €. Athe 15
progr am eﬁ'&%’c@g]etf? TS pEbP?QgE?éQ E‘gfhéfﬁsggl ﬁﬁ%{)@l‘[g/ﬂc}gpt egtl’bq' ogr am
i s deld ve AS Lt ] c r.ol ' L 0f b Ul t h e

S o0els Ve RTbD hapbSehMn e PO Nhdacies et R, e (BngeTEE
the UM 1hohid NeeC TTHNtERhEBiIEURTHIARL 11ThAkd CRAisds| o Batd o DI | €
term nal guarant €es the secure 20 transm ssion to and the secure wite
oper at i ondisplaydd@nUtid Idsplaly téetich s21.i bhivmcresmdePesst foremakings dms to
send a programto the UM12 in the aforenentioned manner, it i S necessary
for the dirgmirbat thenusersasa@ewbathasdheprogeamecasbapistsPued inagli th the UM

12. This jpnh turn .requi the acquisition of the tel ephone nunber of the
nobi | e tetlm4 |‘R’I¥1ﬂ&§lm the UM 12 connected thereto or built therein.

In omabconcei VaR'fFer”ﬁ%hﬂ&xl ﬁor?ﬁ hEURe! YrSen ;IPZE#R% ?e?ﬁ)r?ﬁs ki3S Wittafion

di st ution request fromthe nobile termn e content's server 19,
the t el epiigbaghulibesperatinbesareiinl 22 tfor peralittidg itlse prugetntdishébutiansni t t ed

to the contents server 19 which sends this telephone nunber to the
F0491/ 314fotiée to permit distribution is sent to the distribution management server
16. The distribution management server 16, upon receipt of the notice,
distributes to the UIM 12 the program obtained by decryption, 1.e. the
15  program encrypted by the UIM public key (step S16).

This encrypted program is delivered as it is to the control unit 30 of
the UIM 12 through the mobile terminal 11. Specifically, the mobile
terminal 11 simply provides the UIM 12 with the communication function.
This operation by the mobile terminal 11 guarantees the secure

70  transmission to and the secure write operation into the UIM 12.

If the distribution management server 16 is to send a program to the
UIM 12 in the aforementioned manner, it is necessary for the distribution
management server 16 to establish a link with the UIM 12. This in turn
requires the acquisition of the telephone number of the mobile terminal 11

25  with the UIM 12 connected thereto or built therein.

In one conceivable method to achieve this, at the time of issuing a
distribution request from the mobile terminal 11 to the contents server 19,
the telephone number of the mobile terminal 11 is caused to be transmitted

to the contents server 19 which sends this telephone number to the



di stri but Fospypmmagenent server 16. In this way, the distribution
managenent server 16 can access the nobile termnal 11 using the telephone
nunber sent to it, and thus can distriflgte the program addressed to the
UM12. 5 Another avail able nethod is described below. Specifically, in
advance of issuing a distribution request fromthe nobile termnal 11 to
the contents server 19, an identifier is determ ned between the nobile
termnal 11 and the distribution managenment server 16 in place of the

t el ephonedigiribhigionof miahegemntenit e seever nbb. 11]n sohishavayhethdi sdistibbuitiom
managenent , 10 server 16 stores the tel ephone nunber and the identifier as
i nf or mat i GRANAZEIRGYPSAIVETy ltto G rRcsep®r theThrobidei tesmuaahi hhl WM ettt a
di stributiaon  request, containing the identifier to the contents ,server 19,
which in {QPRhOBE Taheer seat ﬁ%gnﬁnaitépst%ﬂ lﬁFfb@M&ntﬁwmggéﬂuﬁagr%ﬁ&
progran1tf bgf gki ri buti on managenent server 16. The distribution
managenen 0 Qg 16 determ nes the tel ephone nunber of the nobile

termnal 11 fro [ Wbl e a j |l e : er:.. calls
the nobile ter mmrﬁacﬁ ﬁﬁirl ﬂgag%lbfclﬁ s{n’reit%?eg ?ﬁgcﬁg%%gﬁogﬁdr g@)gggnggnphemu M
12. This gl Basssulfe aadivaithagen rhghedt fromedd mobslel wrmabed1 dftondlel fyi ng
the tel ephone nunber of the nobile términal 11 to the contents server 19.

20 The coobdnentupetve3d Qfart fdentifMrl’, datpominescbepeast the pradyletermmealy pt ed
by the U M public key in the manner descri bedégb.ove decrypts pr ogram

using a UM \ﬁhﬁediﬁt_é'yblﬂé‘i’rﬂ SBARABHICAE SEYET &b ¥ _PUCF\‘R b iectefﬁg Olence
SR R e T R R R
0 A9, 6 GRS ppOE il i 1, ety &bt
decrypt i operrespdmdingnr each atiseroneliod nhdieild sevmnirtal ddkserds- 4 distréluionf t he
oo 31ameaqupst containing the ideatifiar to the contents server 18, whickin turn
attaches the identifier to a program when sending the program to the
distribution management server 16. The distribution management server
15 16 determines the telephone number of the mobile termunal 11 from the
identifier, and based on this telephone number, calls the mobile terminal 11
and distributes the program addressed to the UIM 12. This method has
the advantage that the need is eliminated of notifying the telephone number
of the mobile terminal 11 to the contents server 19.
20 The control unit 30 of the UIM 12, upon receipt of a program
encrypted by the UIM public key in the manner described above, decrypts
the program using a UIM private key paired with the particular UIM public
key. Once this decryption ends in success, a program is obtained in the
form of an ordinary text not encrypted. In this case, the contents server 19
25 making up the origin is considered a person duly authorized to distribute a
program to the UIM 12. The UIM 12 writes the program obtained by

decryption, in the appropriate one of the basic blocks 40-1 to 40-6 of the

MEmory.
During this write operation, the screen D3 shown in Fig. 7 is



di spl ayed p(y% gobile terminal 11. [1.4.7] Wite conpletion response At
e prog

the end of ramwite operation, the control unit 30 of the UM 12
transmts a wite conpletion notice to the distribution managenent 5
server 16 together with the information specifying the basic block having
the particular programwitten therein (step S17). In the process, the
screen D4 indicating that the wite operation is conplete (the
registration is over) is displayed, as shown in Fig. 7, on the display

section 21depliied BYRheenbBI8it8ahinkl-11After that, the screen is 10 again
turned to fby the user operation. [1.4.8] D|str|but|on conpl etion notice

The distri 11,t4| nWmamﬂﬁmtl(gefes nsgpon recei pt of a program wite
conpl etlon notice fromthe UM1 regi sters the information specifying

the witten progAdnhe end ofathe pmaaswmﬁacmpfa'ation twe cespohdnitg3Q Hitthet he
i nformati on |nd| cating., the basic block of the UMJ12 in which the
parti cul ar BMdrd tﬁamsgmtmatwgﬁe RyNplebieasnolice o the didnhupesananggement

di strihution na enen ser.yer 16 can easily S ptogram stor.ed in
cach of al FE IaBethen Sl she hIGananos TEcNBTEIRE DERIOP aak Having

di stributi Eﬂﬁh&;(: Y tion of a programinto the
UumMi1i2, stgir%t e?c argﬁ%%g@@ﬁgﬂ%@t% 1(t;);gntents provi der of the
contents server Ihgtﬁé ?%Msc%é @@réérrpm@mdl%aﬁhﬁtﬂ)'aplfhéqynté_ ebhtibAgs of
starting the charge process is not limted tot but may b col nci dent
with the tct(ﬂﬂhp@tﬁf(th«::tﬁgﬁtﬂ%tﬂ)rdfssovmbad displayed? as ¥hownnhdhigs hravither are
charged agai nst the fol ]l ow ngjltem; (a) .Rental charge for basic blocks in

UM 12 Upo®ispiast seelien odl o?f Bhgrregbide terinahd leonhBier sthakr the scoeam 15 he
UM 0 D AR o] D B9TALE: SRR S, Cf Lne bast ¢ Pl ook 4O-1 to
FO0491/ 3147118 8) Distribution completion notice
The distribution management server, upon receipt of a program
write completion notice from the UIM 12, registers the information
specifying the written program in a data base as information corresponding
15  to the information indicating the basic block of the UIM 12 in which the
particular program is written.
By accessing to the data base, the distribution management server
16 can easily grasp the program stored in each of all the basic blocks 40-1
to 40-6 of the UIM 12. |
20 The distnbution management server 16, upon distribution of a
program into the UIM 12, starts the charge process against the contents
provider of the contents server 19 from which the program is distributed.
The timing of starting the charge process is not limited to this, but may be
coincident with the timing of activation described later.
25 The contents provider are charged against the following items.
(a) Rental charge for basic blocks in UIM 12
Upoen distnbution of a program from the contents server 19 to the
UIM 12, the particular program is stored in one of the basic blocks 40-1 to
40-6 in the UIM 12. The particular basic block can be considered to be



rented to FheoweMents provider owning the contents server 19 for storing
the program Thus, a charge corresponding to the rental period, i.e. the
period during which the programis stord@& in the basic block is nade

agai nst the contents provider as a rental charge. 5 (b) Transaction fee The
programtransmtted fromthe contents server 19 is distributed to the UM
12 through the process in the distribution nanagenent server 16. A
consideration for the process perforned by the distribution nmanagenent
server 16 irsntdtht@dhe agmtests pirovidemosniisg pheviderenas sarver01 8 rimysstorimn
fee. The user of the UM 12 receives the service in terms_of the -

di st ri but i dhegirogramogr Bas,r arahange comespoadieg ertheorental penedsfioe ethes
required to pay, the. charge igl?consi deration of the se&)vi.ce

The .
di st ri but | d¥thsyEmenWiich, he TogRMcH sked; pa der Pask @%@q@ésfﬂl)&}ﬁ@c he
15 user on behal f. of the contents provider ,together with the communi cation
charge for a@ﬁén%ég? FOQ&djtﬁar?V@ﬁgagﬁereéﬁﬁlgarg&servi ce charge to the
contents %?‘Tirﬁlﬁs:?citiﬂntf%% character of what mght be called a "factor”. In
he'C

this case, arge nade agai nst the contents provider nmay contain the

factoring fee. 2QHdnoMboaPtrahSmpited frsthdhetddiibhisogerve e 9dissdikiribhiedn
managenent server 16 notifies the contents server 19 (step S 18). [1.4.9]

Act i vat i ontdhbe pdhdr 4 thirstgh thegarotess e thi Misitarndors thaeagemenheebasi ¢
bl ock cannot be executed by the user before activatjon. 25 The user. only
recei ves tH&- di krePRRIferAR 05 ot PEGESSt PErtasmes byt the hdisprbyHem
distributed to hirr‘;r I n orderlt‘sto enabl e ,t he cortlt ntSCHBrOVi der to control
t he programm'lgnsgf‘é‘ﬁ i e, © gegc@g@zﬂsio § CUHERLS, RIQVIAGH: 35 Ped,
for ex I e Dt se where the tinme to start the use of a newy
mar ket@gpgg’#gsg(ﬁ%gﬁggnéi s determ ned. F0491/3147 19

The user of the UIM 12 receives the service in terms of the

distribution of a program from the contents server 19, and therefore is
required to pay the charge in consideration of the service. The
distribution management server 16 may collect the service charge from the

15  user on behalf of the contents provider together with the communication
charge for the user, and delivers the collected service charge to the contents
provider in the character of what might be called a ”factor”. In this case,
the charge made against the contents provider may contain the factoring
fee.

20 Upon complete program distribution, the distribution management
server 16 notifies the contents server 19 (step S18).

[1.4.9] Activation
The program distributed to the UIM 12 and stored in the basic block
cannot be executed by the user before activation.

25 The user only receives the distribution but is not permitted to
execute the program distributed to him, in order to enable the contents
provider to control the program execution start time.

The activation is effectively utilized, for example, in the case where

the time to start the use of a newly marketed game program is determined.



By use of gheaglivation, the rel ease date (programdistribution date) and
the date to start to use (activation date) can be set separately from each
other, thereby making it possible to reggce the load on the contents server
19. 5 Another exanple is a case in which the programfor using the nobile
terminal | | as a commutation pass is distributed to the UM212. In this
case, the activation is utilized to nmake the program executable fromthe
first date of the termof validity of the commutati on pass. The operation

for activatgpnswidf tHeaenpPhabRethdedlensdidaie r(?fgﬁgﬁ}ﬁedisﬁ%ﬁ@oﬁi(%teﬁand

[1.4.9.1] Activation request to distribution genment server \Wenhever the

acti vati ontlpeclatesongaasaaiye f@ctigatbredate) agiraie sétheegaratednt osereih 19
sends an activation request to the distribution managenent Server 16 (step
S21). Thi sothuri Uatrieby maljues it possiblento réduds theloadran tre spetinty isegver
programto_be activated. Also, in the case where only the program stored
in the UM%2 of a specific user is activated, the activation request

cont ai the identifjer (the  telephone nunber. of .the nobile termnal | |
o e Bt ormat | vOnaBE BTl ots B ease i Bish HenPrOPRT. BRSNS | st | on
request to hst L | | pty._of an
activati anﬁgglu%&rﬁﬂﬁgggzgsgﬁ&%@ \}gﬁﬁgﬁ?ﬁ%e@?ﬁ@@ﬁg%ﬁ&%??; he™

mobi I'e t efyik Rake ithe(RdtBRutRAAL uthiszed f&ﬁ%@ﬂ%gf&%ﬂm eREcifabfé Fimahe
specifying the witten programis registered i'h tthe data base of the

di stri but i iinst deeafehenermefwalidity af thewtommutatiowpasesponding to the .

I nformation 25 indicating the basic block of the UM12 in which the
programis writt &he operatien dor iaptivadannHh§erexplanad belove withagfersasept of

t he arlp: vattign0 equest, refers to the particul ar data base and determ nes
the UM 12'46!8-thich the programto be activated I's distributed and the

szigfag]' gf rié{?.%%ﬁi}ifﬂi% 1%1%5% d3tibhlibA mahdgdmenf 88/ pher e the same

Whenever the. activation becomes necessary for a given program,

the contents server 19 sends an activation request to the distribution

management server 16 (step S21). This activation request contains the

- 15 information specifying a program to be activated. Also, in the case where

only the program stored in the UIM 12 of a specific user is activated, the

activation request contains the identifier (the telephone number of the
mobile terminal 11 or an alternative identifier) of the particular user.

[1.4.9.2] Activation request to UIM

70 The distribution management server 16, upon receipt of an

activation request, issues an activation request to the UIM 12 of the mobile

termuinal 11 (step S22). As already described, the information specifying

the written program is registered in the data base of the distribution

management server 16 as information corresponding to the information

25 Indicating the basic block of the UIM 12 in which the program is written.

The distribution management server 16, upon receipt of the activation

request, refers to the particular data base and determines the UIM 12 to

which the program to be activated is distributed and the basic block in

which the program is written. In the case where the same program stored



in a pluralpphyyef47J Ms 12 is activated, as many activation processes as the
UM 12 are perforned. Each nobile termnal Il in which the corresponding
UMI12 is nmounted or built is accessed, 2gnd an activation request is sent
to the U M12. The activation request sent to each nobile 5 termnal 11
contains the informati on specifying the basic block having stored therein
the programto be activated. This activation request, when received by the
nobile termnal 11, is directly sent to the UM 12. The control unit 30 of

the UM 12 iﬁ@?mr@ﬁty tofeUants yati Q@ti'vﬂteﬂ}%rﬂﬁh@eadﬂi'&itiérh?r@éésls\éﬁtasome
request. Specifically, the 10 UM 12 sets the aCtivation flag from"0" to
"1" for thdJBdsi dlarek peypegnéd.ed Buchhenelbile vatrinumat ejdesn. Whelcotite ol
unit 30 of the UM12 responds to a request, if any, to execute the
progr am st ¢osespanding BABYIc 12 sk coruntad or hailcisi eeedssads pagd Awm@ctyation A
request, if any, . amin the basic block wit

t t he .
activati onTFEQ t“lé%,e%ﬁgﬁgﬁéﬁfﬁslﬂg 118j JGPENOT] IeqUESt SENRER if:@aBi m@%&%
T 1 . | et tivati - It -
et vat on camithe 11 B8R Tt ShiorBblron Srkt iRt B beblr Slotk Fiying,)
Thi's noti ce;hRAttRbASHithE .rﬂgf’eﬁﬂfﬁ)ib%naét Lfying the program of which the 70
activation i1s entgefck% or r?or speci fi caﬁ?@, the information specifying the

basi c bl ock st or ITitgs bbevRaohireghest, Wirgr adeived by thedhobilei téainigal 11, is
conpl etion notice The distribution managenent server 16, upon receipt of
the acti vaiiestycsaniltetthenUibt il2e fFlencontrolumit 30 efether kilhMdsl 2 kaebatsisc

block 25 qgf the UM12 in ich the conpletely activated _programis
stored. ThilG AFUVARPT R ACFarAEneE path th%&icﬂt‘/ﬁé‘%&%}l&ts?-onSP§C%[6F?Hl)éttB& i s
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responds to a request, if any, to execute the program stored in the basic
block with the activation flag turned ”1”. A request, if any, to execute the
program in the basic block with the activation flag 07, however, is
15 rejected.
[1.4.9.3] Activation end response
The UIM 12, upon complete program activation, transmits an
activation end notice to the distribution management server 16 (step S23).
This notice contains the information specifying the program of which the
20 activation is ended, or more specifically, the information specifying the
basic block storing the particular program. |
[1.4.9.4] Activation completion notice
The distnbution management server 16, upon receipt of the
activation completion notice from the UIM 12, determines the basic block
25  of the UIM 12 in which the completely activated program is stored. The
information to the effect that the activation is completed is registered in the
storage area in the data base prepared for the particular basic block.

As the result of this registration, the distribution management server -

16 can grasp, by accessing the data base, whether each program in the basic



bl ocks 40-tgiqq, 4026 is activated or not for all the UM 12. Upon

regi stration of activation conpletion for all the UM to which the
program of which the activation is requ@gted are distributed, the

di stribution managenent server 16 notifies the contents server 19 that the
5 program activation is conplete (step S24). This notice contains the

I nformati on specifying the programthat has been activated. [1.4.10]
Deactivation The programdistributed to the UM 12 and activated may

require deaetksv40ilom 404 & d@buite@MotdosWisthef OIMRXpIpPl e, in a case
where a 10 programfor the nobile terminal 11 to function as a credit card

is stored in theUpdd I2gisaratidrhevfuaetivhaen! complbgonafdr alil ahe UUYME. td n
such a case,  the deactivation is started in response to the request from
the user i wfluchglie pbgram obvdicitheactivameiness raglestbsl arecdmséributedh the t he
user that has . received a service has fai I_fed to pay the service char%_;
before t hediRiEbYEOR MaBagAMEnt Seavelad 6, netiliehdhe combents gervee 18othaint

i d i di .a_ service, the deactjvation of the program f
et vihg PR (AGNACT doy PODIein (BT (e Dba. Thie BRI | OB picess

Deact i vat | BHOrBRnSa Ry g s RFbERRah, Br@hen aflepterh. ont ent s server

19, whenevpr 4 gBIUDEgEtiVAglgact i vate a program distributed to a UM 12,
sends a deactivation request to the distribution managenment server 16
speci fyi ng the pdhtimogazmUtiidtriButeddté hbe A ah drad abdvdesk maratrequiret ep
S31). 25 [1.4.10.2] Deactivation request to U M The distribution mnagenent
server 16, de@dtvatiibi pt haf TeQEBCERACOCSLIS] dar raxguerle, 1ncaeerses Wheredat a

bace Apf, GGG WA iRk a1 B b SR B, e
distributign (ARRASTERG & Y& HE [MIhedficafar UIM 12. In such a case,
the deactivation is started in response to the request from the user informed
of the loss. Other examples include a case in which the user that has
received a service has failed to pay the service charge before the due date.
15 In such a case, at the request of the contents provider providing such a
service, the deactivation of the program for receiving the particular service
can be started.
The deactivation process will be explained below with reference to
Fig. 9.
20 [1.4.10.1] Deactivation request to distribution management server
The contents server 19, whenever required to deactivate a program
distributed to a UIM 12, sends a deactivation request to the distribution
management server 16 specifying the particular UIM 12 and the program to
be deactivated (step S31).
25 {1.4.10.2] Deactivation request to UIM-
The distribution management server 16, upon receipt of this
deactivation request, accesses the data base and determines that basic block
in the UIM 12 specified by the deactivation request which stores the

program to be deactivated. Then, the distnbution management server 16



sends a deﬁ@dM@won request to the nobile termnal 11 in which the

parti cul ar ﬁ I's nounted or built (step S32). This deactivation

request contains the information specifé'gng t he basic block storing the
programto be deactivated. 5 The deactivation request is sent to the UM 12
through the nobile termnal 11. The activation flag prepared for the basic
bl ock specified by the deactivation request is reset from"1" to "0" by
the UM12. After that, the execution of the programin this particular

basi e bl ocicid, o ONkeflpol fedydd. Bl BRASHONAL! ltosad T eEPANSENER The U M

12, upon t i on of fam de 'vation, notiftie

di st 11 buti garIANAIURNN [N eobuédt 8P 1A (5B S | OPRORkALATatibhe

i nformati oh specifyrng the program whi ch has ctivated, or

speci fi cal fayqudshecdrithBis®id aAfemasioNi fgedif@ndathe Busoe bIoLR' stagiddahe
program [1.4.10.4] Deactivation conpletion notice 15 The distribution

managerrentUFﬁ@gmm td be depenivaecei pt of a program deactivation end notice
fromthe UM12, determ nes, based on the notice, = the basic block of the

U M 12 Storing t Thepleagtivation eguest ihsendeadhe JatMoh2 ihsoughe the gnpbyeed.
The information the effect that the deagtivajiqn is conplete._i

regi st er edtqfﬁuf]ﬁia?ét orldyeacivation flagprenare afé;é thlgg)%:“épg?‘ggsﬁ’%ﬁ"lﬁ[eﬁeby
particul ar ;basi c bl ock. Upan, reqi t1on.qf - ' f.4 he

deacti vati g}f’ 3??1%”&1?% ]i'e_éﬁ’teﬁ[)]r'ig %Lég)éﬂeﬂt O@e?@gﬁ g’%éﬁgp\ﬂfll%s Méerc%jr?tt’ent S
server 19 e LAEARIPPMOfrrant F 19836 KAl sl LESISR BrotfiBiré 1]

Del etion (only when desire user) 25 A deactivated programwastefully

occupi es a[en).3] Deaativatibhendiddpdaselt is desirable for both the user
and the contents grovi der to delete such an unnecessary program The

del etiléh of the PhoddsBvh 12 hipeivtermization: obthd pragram dractivation, rotafies user
arbitrarily deletes the programin the UM 12, chhe raak, charal ng progess
the information specifying the program which has been deactivated, or
specifically, the information specifying the basic block storing the program.
[1.4.10.4] Deactivation completion notice
15 The distribution management server 16, upon receipt of a program
deactivation end notice from the UIM 12, determines, based on the notice,
the basic block of the UIM 12 storing the program of which the
deactivation has been completed. The information to the effect that the
deactivation is complete is registered in the storage area of the data base
20  prepared for the particular basic block.
Upon registration of completion of the deactivation, the distribution
management server 16 notifies the contents server 19 of the completion of
the deactivation (step S34).
[1.4.11] Deletion (only when desired by user)
25 A deactivated program wastefully occupies a memory area in the
UIM 12. It is desirable for both the user and the contents provider to
delete such an unnecessary program. The deletion of the program,
however, cannot be left to the user. If the user arbitranly deletes the

program in the UIM 12, the rent charging process for the UIM would



conti nue _t(%o%plgfg.p in spite of the program del etion, unless the fact of

deletion i$ nod i'ed to the distribution nanagenent server 16 i mredi ately.
According to this enbodiment, thereforensghenever the user desires to
delete a program the programis del eted under the control of the 5

di stribution managenent server 16. A deletion, based on a reason on the
side of the contents provider, is basically not permtted due to the
resulting conplication of the charging process. The operation of deleting

a program i&ﬁtﬁﬁ?@?é}g@@ﬁ%&‘%dﬁﬁé ?:tfog}?éﬂb‘ﬁg%é}r“@éfeu‘ﬁd hy %g?%ﬂl:a'fd?;‘i‘dopte' ow

wi th reference and rograrh de I on reques

The user acf«legef i@nbfifiéatthe MmstriitRoP atthaerhéie WDE?%imIﬂEQYdt@W by
operating the operating section 22 of the nobile termnal 11. A

di stribution nmenuAssurdéng B thistembodimeny théfefose dwhphayedtimuidredddires

di splay screen of the display section 21 of the nobile terminal 11. This
di stributido delaie serprogron] the progradadisydelbede amdent thes @ondrol 101 ofhe he
contents pravider distributing the program Wen the user selects a nmenu
i t em meRdni HYSTHAIHYE BXNageBens SERGyr a screen D12 asking the user

whet her the deletjqn,can be carried out is displa on the di splay section
20 21 of 't he. mobi SCIeCim, R2sE8 o1 Sledin dhe 3RS S the SnnfeEprBulsr et he
operation perMmhtd enigLetd ' i: pal: LIS @
program ( a%%ﬁ{egt%lwdg?teﬁ%on r %%udelg t‘% -omghrg gﬁggﬂrg ectrﬁ)t?éﬁis}g?ﬂ\}%l} jolfgnﬁr%?a{é%nf’he

net wor k (styﬁgc&l). This request contains the information specifying the
programto be deleted. 25 Wth the transm ssion of a program deletion
request, a screedlBl@peratidnoai delgtinigad prograielintriesponse gowime desireicf the

di spl ayed as sha in Fig. 15 on the display section 21 qf the nobile

t er ni 13sef ﬂllvﬂmx@}al belownmighrelegercs ta 51gs sk} aBdtlidon managenent

server The n rver; 19. upon_recei pt of a program del eti on request,
FO49113147[g%.ifﬂﬁ%ragram detiod PO4udFCe! P prog q

The user accesses a predetermined home page of the contents
provider by operating the operating section 22 of the mobile terminal 11.
A distribution menu screen D11 shown in Fig. 15 1s displayed on the

15  display screen of the display section 21 of the mobile terminal 11. This
distribution menu screen D11 is provided by the contents server 19 of the
contents provider distributing the program. When the user selects a menu
item meaning the deletion of a program, a screen D12 asking the user
whether the deletion can be carried out is displayed on the display section

70 21 of the mobile termunal 11, as shown in Fig. 15.

The user performs the operation permitting the deletion. The
mobile terminal 11 transmits a program (applet) deletion request to the
contents server 19 through the network (step S41). This request contains
the information specifying the program to be deleted.

25 With the transmussion of a program deletion request, a screen D13
indicating that the deletion is going on, is displayed as shown in Fig. 15 on
the display section 21 of the mobile terminal 11.

[1.4.11.2] Deactivation request to distribution management server

The contents server 19, upon receipt of a program deletion request,



sends a de%géévaﬂfn request to the distribution managenent server 16 (step
S42). This al({f ation request contains the information specifying the
nobile termnal 11 of the user requesti gy t he program del etion and the

i nformati on specifying the programto bé deleted. 5 [1.4.11.3] Deactivation
request to U M The distribution managenment server 16, upon receipt of a
deactivation request, accesses the database and determ nes a basic bl ock
storing the programto be deleted. Then, the distribution nanagenent

server 16 ivat ' ‘ Lni nfor o

speci fyi ng%t% ﬁg§ SZ‘?%%}&’L@%E%@& tdgﬁﬁ#@h%@ﬁggt}%ngﬁmér E?l(gﬁeéj user

requesting Progik [ sl S F@% i : @Sthd S

sent to thegquTlgl'\/l 1123]%5{;(?%%%1@%%@{]%@??@ &?@%a%]sna éf% _ %ﬂﬁlal\ﬁﬁlkfﬁﬁggét Esl',léfrom

"1" to "0" rhkileciekminalon1f baghe RigParRficbahgt MR Bastfarh! @dkiispeahli fsk by

t he deactivation request. After 15 that, the“executi®dn of the programin

the parti cuhforniesore spéafiingsthepproigrang wobe deleted 1. 4] Deactivation end

response The U M 12, at the end of the_program deactivation, transmts a
asgaharThecqhest 1o U.IE\II

deact i vat i ¢h-dehli3jdde on management server 16 (step

S44). 20 This ngtice,contai.ns the infornmation specifying the basic bl ock
storing the pr o&&'&m %%%?Vﬁ?edna?ﬁgﬁnﬂt. 5ferB§£cﬁid/atqm eFrfeapt | 6 the
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corresponding to the basic block of the UMI12 specified by the ©

deacti vati servend Ifot ereds The deiastivatiohi asquestageomainiagr e lLafeandsioa

program deactivation end notice to the contents server 19 (step $45).

F0491/¥) 47sperifying the particular basic block to the mobile terminal 11 of the user
requesting the program deletion (step S43).

This deactivation request is sent to the UIM 12 through the mobile
termunal 11. The UIM 12resets, from ”1” to ”0” the activation flag
prepared for the basic block specified by the deactivation request. After

15 that, the execution of the program in the particular basic block is
prohibited.
{1.4.11.4] Deactivation end response

The UIM 12, at the end of the program deactivation, transmits a

deactivation end notice to the distribution management server 16 (step S44).
20 This notice contains the information specifying the basic block storing the

program deactivated.

[1.4.11.5] Deactivation end notice

| The distribution management server 16, upon receipt of the

program deactivation end notice from the UIM 12, registers the information
25 to the effect that the deactivation is complete, in the area of the data base

corresponding to the basic block of the UIM 12 specified by the

deactivation end notice.

The distribution management server 16 sends a program

deactivation end notice to the contents server 19 (step S45).



[1.4.11. 6] pipd@tj@n request to distribution managenent server The contents

server 19, upon receipt of the deactivation end notice for the programto

be deleted, fromthe distribution managesent server 16, requests the

di stribution managenent server 16 to delete the particular 5 program (step
S51). [1.4.11.7] Deletion request to U M The distributi on managenent server
16, upon receipt of the programdeletion request, sends a program del etion
request to the UM 12 of the user who requests the program del etion (step

S52) . Thi s [praoyt hDEcdenaeyoast @atiegibewohahagaddigehné@vept i on speci fying
t he basic block storing the programto be del eted. The program del etion
request is sent flhe bentdndd $rviehrldyaipdrhesceipbol eht elermctiabtidh. eddedtidd 12
del etes the programin the basic block specified by the program deletion’
request. 1%07 thetpragem be betdalateghdromsihendistiTbetion Mnagagemenheesrat bb, t he
program del eti on, ti]ra smjfs.a deletion end noti Cé I ndj cating the program
del et i on t 6c9URSty I8 FRGAPBHON BIRRGERBINISSHIVEE 16 tosdsietesBie pastigular

del et\i/\ﬁl end Qotige cgﬁ ins the information specifying the basic bl ock
from chp{%fra&} Eﬁﬁg 1S del eted 20 and the program del eted. At the same

tinme, a SCTFﬁOIEﬁZDﬁg{SF}g;EQ‘g%#QS Ug.[l)ld of deletion is displayed, as shown

in Fig. 155 on i on of the nobile term nal

11
[1.4.11.9] Del et ifpe ciseitition mhhgémm desleri 06,1 %pdﬁam@?ntofs%éer
16, upon receipt of the deletion 25 end notice fromthe UM 12, registers
t he i nf or nprognam ael¢tporiégatstt beatdst dgprograyr detetion twemested chedJIM 1Be
storage area jn the data base corresponding. to the combination of the user
request i ngoﬁl‘i%e Jseetwhe 1sauesthdhp geamm delesiasy(stape 2k he T BISPFOS@MON

MBNagqEENt GRRh S rebtielf LRt I intdmERh S|:139t34(:91 /i%g’tﬁeZt?asic block storing
the program to be deleted.

The program deletion request is sent to the UIM 12 through the
mobile terminal 11. The UIM 12 deletes the program in the basic block
specified by the program deletion request.

15 [1.4.11.8] Deletion end response
| The UIM 12, at the end of the program deletion, transmits a
deletion end notice indicating the program deletion to the distribution
management server 16 (step S53). This deletion end notice contains the
information specifying the basic block from which the program is deleted
20  and the program deleted. At the same time, a screen D14 indicating the
end of deletion is displayed, as shown in Fig. 15, on the display section 21
of the mobile terminal 11.
[1.4.11.9] Deletion completion notice
The distribution management server 16, upon receipt of the deletion
25 end notice from the UIM 12, registers the information to the effect that the
program has been deleted in the storage area in the data base corresponding
to the combination of the user requesting the deletion and the program
deleted.

Then, the distribution management server 16 sends to the contents



server thefgéjeg+hat the programdeletion is conplete (step S54). In the
case where the Char e process against the contents provider 9 11.1D has
been made for the program del eted, the djgtribution managenent server
ceases to charge the contents provider thereafter. 5 [1.4.12] Deletion
(only when desired by distribution managenent server) According to this
enbodi nent, a program nay be deleted by other than the intention of the
user. An exanple is the expiry of a predeterm ned termduring which a

DI 0T am Calk¢hieriihhoreARPh ALk OB RISt 6 LIBOAHILRO(ER Yager the

gui dance of I stribution anagenent serve ase wll be

described bel ow Whtthe ¢REewBREE the cﬁiaﬂ%e ?r}océsg 4oaihdt tHe boﬁ?\‘ﬁéﬁgi'}%&%yi%?rogr m

request to UM If the usable term of ogram has expire

i's requirdrstheehendde dbedhe phegdirstdelbtedi dre dinebanent magnyemehd sebyer
accessing 15 the data base, determ nes all the UM 12 to which the
progr am t o ceasaseicethatghdbe iomtents grovidarederauftarhe basi ¢ bl ocks storing the

programto be eleted in each_of the UM 12, and sends a deactivation
request’t o [iéchﬁlbbeﬁﬁtﬁ@ E@lnb' wbleoséeé@reﬁahy AItEbR IPEBIRDAZE TMORT SEGVRIDt

t ai th I nf f] I fying.the, basic block stori t t
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request . Aptedetthained tdigh GuBRUWAILIPh prbgrAinQ@ne hbedhe particul ar basic
block is prohibited. 25 [1.4.1I2.2] Deactivation end response . At the end

of the deactivatilbe, opematignmier delemsgi 2 pragdencundat itha geithneet of ¢heo t he

compl o] onQHUTPBGORTBAASERICTLEPIF: NGB ises Bl dre descrilsghbelsepithof

the FO491/ 8ldfence to Fig. 11.

[1.4.12.1] Deactivation request to UIM
If the usable term of a program has expired and the program is
required to be deleted, the distribution management server 16, by accessing

15 the data base, determines all the UIMs 12 to which the program to be
deleted has been distributed and the basic blocks storing the program to be
deleted in each of the UIMs 12, and sends a deactivation request to each of
the UlMs 12 (step S61). [Each deactivation request contains the
mformation specifying the basic block storing the program to be deleted.

20 The deactivation request is sent to each UIM 12 through the mobile
terrmnal 11. The UIM 12 resets, from ”1” to ”(0”, the activation flag
corresponding to the basic block specified by the deactivation request.
After that, the execution of the program in the particular basic block is
prohibited. '

25 [1.4.12.2] Deactivation end response

At the end of the deactivation, the UIM 12 transmits a deactivation
end notice to the distribution management server 16 (step S62).
[1.4.12.3] Deactivation completion notice

The distrmbution management server 16, upon receipt of the



27 deactivaphhomend notice fromthe party to which the programto be

del eted has been distributed, registers the information indicating the
conpl etion of the deactivation in the gtjorage area of the data base forned
for the particular program 5 The distribution managenent server 16 sends
a program deactivation conpletion notice to the contents server 19 (step
S63). [1.4.12.4] Notification of deactivation conpletion notice receipt to
di stribution managenent server The contents server 16, upon receipt of the

deacti vati QRraetVRli6hiefd ndQcd Frdrdethler g@m e WheéH &}@@ﬁrggrdﬁ%gﬁ%e&%f ver

16, sends a deactivation receipt notice to the dist t1 on managenent
server 16 (asdeesoditrihted, tdxislerDehetinfornmegoeshdicatideMhEheosiptetibAusf on
managenent server 16, upon receipt of the deactivation receipt notice,
sends a pr dlye adeakiivatioon in ethee stotaget laeeaobi 1the #5ta dvasendormedt har thas
transmtted the deactivation conpletion notice corresponding to the

deacti vati @ﬁrtﬁ‘é‘élérﬂow-ce (step S71). The deletion request sent to the
' t he basi c bl ock

nobi | e £ erm nal coptains.the informati on speci fying

storing the pr ogﬁ‘r‘?":t‘gmg@g@é@ét g43angE i ,rv%oﬁ eSENdY & PRESHA et on
request th N 2 | r.m.nal I 0 in the

basi ¢ bl OCEQE%Q‘(,:%*]@]GE'}O%M%J] %Pgﬁgg?%e[%nie%%}'g%eﬁgﬁﬁgﬁ gﬁgjnr esponse The
UM12, at p.aema NotifeatRirPIbAMadat8VE80n td@ﬂ}?]@tf@ anofigketbesingndo
notice to the distribution managenent server 16 (step S72). 25 This notice
cont ai ns t Hesthbbaomananaganpext §eriveg t he basi ¢ bl ock from which the program

has been deleted, [1.4.12.7] Deletion conpletiaon notice The distribution
managenent served DEGONIRRIS SEECRT b0, Wpon Feceipt &fiths deacs vabonceompdetian| t he

parti 99 1 °nd 1icg hfr%ﬂletk?é %%t%%]uttfmb?ngnez{g%trggnthggrvggePé,Fgér? s/ gélécz,activation
feceipt notice to the distribution management server 16 (step S64).
[1.4.12.5] Deletion request to UIM
The distribution management server 16, upon receipt of the
deactivation receipt notice, sends a program deletion request to the mobile
15 termunal 11 that has transmitted the deactivation completion notice
corresponding to the deactivation receipt notice (step S71). The deletion
request sent to the mobile terminal 11 contains the information specifying
the basic block storing the program to be deleted.
The UIM 12, upon receipt of the deletion request through the
20 mobile terminal 11, deletes the program in the basic block specified by the
request.
[1.4.12.6]) Deletion end response
The UIM 12, at the end of the program deletion, transmits a
deletion end notice to the distribution management server 16 (step S72).
25  This notice contains the information specifying the basic block from which
the program has been deleted.
[1.4.12.7] Deletion completion notice
The distmbution management server 16, upon receipt of the deletion

end notice from all the parties to which the program to be deleted has been



28 distri bghesh/s1egi sters the information to the effect that the program
has been deleted, in the storage area of the data base forned for the
particular programto be deleted. The digtri buti on managenent server 16
sends a deletion conpletion 5 notice to the contents server 19 (step S73).
At the same tinme, the distribution nmanagenent server ceases the charging
process which may have hitherto been nade against the contents provider
for.the deleted program [1.4.12.8] Deletion result receipt notice to

di stributi alisriinagemgistesy tes infobmibercenttrnéffesetharthd Hrogron Hackesn of
the deletion conpletion notice fromthe distribution managenent server 16,

sends a delddléted, nestid storage prematfi tee tdata hbagh orinedt fon therpaeaiar
server 16 (step S74). 1.4.13] Programdistribution process for U M version
nmanagenent PrRgrapriodm delétedier 19 nmay be required to distribute a program

15 voluntarily regarql ess of the desire on the part , of e.user. upgr ade
of the programt ﬁgggBBQH r&?@%&‘?@&?&éeﬁ‘?falfgé%@ A GFapten CP@QJ%H?

a1 e us et SR SR EE RS SR STk ha been distributed gi ves
rise Lo an i nconvenisgnesmeThirde! o Al ERRIP i diEhn Lridoteddie 1! €

termnals 11 are of vari ous nod n ecl ficati ons have

various velchiapiing plockBy vwisiehemayt Bevehaherto beén anadé a@adist ahe acditents
version, if sent to all the U M, can be executed nornmally only by the

Ul Ms havi ngraviderfoothe deleeeid prograzertain time point or thereafter. 25
Ver si on' not 12 &) 18Et08 it Tes iR @Yo AL BAn SHanaRe PR abHONES 1o
(e {SReSt, 1 e SE AR E e A SR by BellorC Lo R
12 support pofeel 81 tiNdRfribationyagakBmen®seroer 1 8e5eRds Bdd(idadresult
receipt notice to the distribution management server 16 (step S74).
[1.4.13] Program distribution process for UIM version management

The contents server 19 may be required to distribute a program

15  voluntarily regardless of the desire on the part of the user. An upgrade of
the program that has been distributed is a case in point.

In such a case, the distribution of the program of a new version to
the UIMs 12 of all the users to which the particular program has been
distributed gives rise to an inconvenience. This is by reason of the fact

70 that the mobile terrminals 11 are of various models, and the UIM
specifications have various versions. It may happen, therefore, that a
program of a new version, 1f sent to all the UIMs, can be executed normally
only by the UIMs having a version issued at a certain time point or
thereafter. '

25 According to this embodiment, at each time of an upgrade of a
program, a version notice request is sent to the UIMs and based on the
response to the request, it 1s determined whether the program is to be
distributed or not to a given UIM. This operation 1S shown in Fig. 12.
Some of the UIMs 12 support the function of notifying the version thereof



29 in respg@gﬁﬂhg7the version notice request, and others do not. Fig. 12
shows the operdation perfornmed in the case where a version notice request
has been sent to a U M supporting suchpg function and the operation
performed in the case where a version notice request has been sent to a
UMnot 5 supporting the function. [1.4.13.1] Operation for U M supporting
version notice function [1.4.13.1.1] Programdistribution request to

di stributi on managenent server Prior to distribution of a program after

upgrade, thg CHUMRRYS tﬁ@rﬁé?éifé%&%éjﬁed&bsft,hfmﬂ’bﬂ‘iéﬂs%h@ﬂ NRRAJENERbwWEET Ver

16 a program di'stri bution' request - contail ning the i nformation

speci fyi ng th@eppfirapeEosmeddnuieaga whereos veidion rdiiieciquest hhs beensi on
of the UM 12 that can execute the particular program(step S8 1).
[1.4.13. 1. 28¢nives =i DiMhsuppertirgsesh a dubttvon Tared die topiebati ow perforanedant
server 16, upon receipt of the 15 programdistribution request,_accesses
the data b#ke caset stheraes wrsiamhdlotiashirequessr fiapabeen 1semp Whiac HJEMe nstogr am

specifigd by the. prqgram distribution request has been distributed, and
sends aseveﬁgpﬁﬂnﬁtﬁakﬁeﬁ‘r t to the nobile termnals | | thus deternined

Sent to. epbh?tf I TSnetratior NIV RbPstife VAR 080 RBfGh 12" Moon ©
recei pt of r{ ey yar g ook Rtrik uB&iof dRfribiGoN MBAAIL ORI &dvet0 the

Siohed
di stributi On managenment” server 1?12 ?stgp S83). [1.4.13.1. 4] No program

di stribution notPeierab dibgilsitidn bbat pwprannafemepigrade vibie dénteateiemera
version notice fromeach UM12. In the case where the versign notice.
recei ved fidBmeadsgiovéhe distaibutipnlmanagemsat senvercdfich Progeam b TaREdony t he

Ver si 9D informati.on fromthe contents .server, 19, the contents server 19
s nothd i oEEIHASACORHINEIE S HIOSUIOTh SPEFIY I e BT ATh ENG- KESeT Ul M

12 (step SEfhrmation indicating the version of the UIM 12 that can execute the
particular program (step S81).
[1.4.13.1.2] Version notice request to UIM
‘The distribution management server 16, upon receipt of the
15 program distribution request, accesses the data base, determines all the
mobile terminals 11 to which the program specified by the program
distribution request has been distributed, and sends a version notice request
to the mobile terminals 11 thus deternuned (step S82).

[1.4.13.1.3] Version notice
20 The version notice request is sent to each UIM 12 through the

mobile terminal 11. The UIM 12, upon receipt of the version notice
request, notifies the version thereof to the distribution management server
16 (step S&3).
[1.4.13.1.4] No program distribution notice

25 The distribution management server 16 receives a version notice
from each UIM 12. In the case where the version notice received from a
given UIM 12 fails to meet the conditions indicated by the version
information from the contents server 19, the contents server 19 is notified

that the program cannot be distributed to the particular UIM 12 (step 584).



F0491/ 3147r88p1im4yhe case where the version notice received from anot her
given UM12 neets the conditions indicated by the version information
fromthe contents server 19, on the otBR@r hand, the distribution
managenent server 16 distributes the programto the particular UM 12.
This operation is 5 described above with reference to Figs. 6 and 8.
[1.4.13.2] Operation for U Mnot supporting version notice function
1.4.13.2. 1] Programdistribution request to distribution managenment server

The contents ser¥erhéd Tasendhete fhoyasich sioticeutdceive@dvEmt ahdtHeregiven
di stributi on managenent server 16 in the sane manner as descri bed above 10

(step S9 LUINIUUmesiotty cordiions indicated ragthes versohliMorfinatict $tomibtie on
managenent server 16 sends a version _notice request to the UM12 of the
mobi | e t er GPALANLY serverel’ . Son)the[athar tang, dhe Wistbwivomtmansagement servere,

the UM 12 .does not support the version notice ction,. and therefore
makes no régpaﬁgggmfsﬁu € PHRZI@M 1P iP@ﬁtlﬁ‘&L%g@Mtljserw&S PPERBAPHOISs t he

enas’ @ varsRed AR i Bl FeREERE A FTH IR OF the oot e tof i nal
| | (step 28 593) OpErefion'fBP AU HorWhpndfrihe Vots it HbREe inddghement ed by

one In a sfmlar fashion,, I str nagenment server noni tors

the timer, [had3Rd] Rrogram dfstrdbptied eegiiedtiedibiniBatdh meiddnefsi&ivep95) |
sends a version notice request again to the UM12 of the ™Tobile term nal
11 (step S96). Thhe comtentsagerwenil Ot sandsea rprogoamt distiibutios iequestrtatthd by

one. [1.4.13.2 4]. No programdi stribution notice Once again, the

di stributiéﬁt%\%‘]dﬁ’ér’@ STEPERT Sa oM e SREIE mangter andesssiieerBerg of a
predetlgrri ?Q%Harfﬁ-out period (step S97), sends a version notice request
again’'to the 2 of the nobile term nal

[1.4.13.2.2] Version notice request to UIM
The distribution manégement server 16 sends a version notice
request to the UIM 12 of the mobile terminal 11 (step S92).
[1.4.13.2.3] Timer count
15 In this case, the UIM 12 does not support the version notice
function, and therefore makes no response.
Thus, the distribution management server 16 monitors the timer,
and upon expiry of a predetermined time-out period (step S93), sends a
version notice request again to the UIM 12 of the mobile terminal 11 (step
20 S94). Then, the value on the retry counter is incremented by one.
In a similar fashion, the distribution management server 16
monitors the timer, and upon expiry of a predetermined time-out period
(step S§95), sends a version notice request again to the UIM 12 of the
mobile terminal 11 (step S96). Then, the value of the retry counter is
25  incremented by one.
[1.4.13.2.4] No program distribution notice
Once again, the distribution management server 16 monitors the
timer, and upon expiry of a predetermined time-out period (step S97),

sends a version notice request again to the UIM 12 of the mobile terminal



F0491/ 3147 tep S98). Then, the value on the retry counter is
PRIV

I ncrenent e In the case where the figure on the retry counter
reaches a predeterm ned value (3 in thig?fase), t he distribution nmanagenent
server 16 determ nes that the version the UM12 fails to neet the
conditions for 5 the version notified fromthe contents server 19, and
sends a no-program distribution notice to the contents server 19 (step
S84). As a result, the contents server 19 confirnms that the program of

st bt of B EReSe oas O BVERRR e RS PSR AYERls i rtHolbAe
i Stributi on | mpaii e GoonirrY db; FEms, YmdnEote R, oblify PEAge

exanpl e of predenaiiacdaalpe(s Bl ¢dieIUGR AsGASRIbSH rﬁﬁs)a{ghmen&%rve%%
This operation will be explained below ™ 15 [1.4.14.1] Rej%®ction by

di stri but i aletemnawsntat thervessiofihel com &M sl 2 éaileto IHestetheesdadithens for
di stribution managenent server 16, by attaching the programto be

di st ri bdt edhetveTsmngtifiedgfram the soritentsi serveed@esand sende alhMird gEsirep

S101). The j.nformation.indicating the menory state of each UMis 20
regi stered dlﬂrﬁ)r\'gla%flaﬁﬁgéo@ePﬁgted}@ﬁﬂ‘[ﬁHtligo teRAddanent server 16. The

di stribution man ryer recehpt . of the,pragram

di stribution rquggge%sugﬁgﬁeﬁ&&%?ﬁ%?% ci?sé%nﬁﬂgsd@tagotggsgogﬁm of
det er mi nes wiiehhgistrihiaionss 8elk&s ot acdipaitiey! ar UM 12 is available
for storage, or if available, 1s too snall 1 n capacity to store the program
(the 25 caphei.i4] rBrpgranmy distoroutivn \prosesn basednon hBIM mdmdryoicaplaeityer

therev\j@ ?ny, ot.her stumbling block to the programdistribution. [n the
case r e MOABABPBgr am cannot be distributed, the distribution managenent

Serter 16, sends. Ty b ot SRRSO TR o o MU Eimd S B
program distribution impossible, even if desired by the contents server 19.
An example of the operation performed in such a case is shown in Fig. 13.
This operation will be explained below.
15 [1.4.14.1] Rejection by distribution management server
| The contents server 19 requests the distribution management server
16, by attaching the program to be distributed, to send a program
distribution request to the UIM 12 (step S101). ‘
The information indicating the memory state of each UIM is
20  registered in the database of the distribution management server 16. The
distribution management server 16, upon receipt of the program
distribution request to a given UIM 12, accesses the data base, and
determines whether the basic block for the particular UIM 12 is available
for storage, or if available, is too small in capacity to store the program (the
25  capacity may vary from one version to another of UIM) or whether there is
any other stumbling block to the program distribution.
In the case where the program cannot be distributed, the distribution
management server 16 sends a notice to the contents server 19 that the

program cannot be distributed due to the shortage of the memory capacity



F0491/3147F%§91(/§f4%p S 102). As aresult, the contents server 19 confirns
that the programfor which distribution is desired, cannot be distributed.
[1.4.14.2] Rejection by UM5 The mem)mg%apaci ty and the current occupancy

state of each UM 12 are registered in the database of the distribution
managenment server 16. For sone reason or other, however, the actual U M
menory state may differ fromthe nenory state registered in the database
of the distribution managenent server 16. The operation performed in such

a case is (tg@pdgis@;g_bed bel ow. First, the contents server 19 sends a
programdi strirbution request together with a programto the distribution

" : et . 5
management serverad@ feshRp thel é%ﬁteni@‘%eﬂ*e? I9bé5ﬂfﬁ3r@nﬁﬁﬁﬂﬁﬁ@ngrgg§£fgff?%e

accesses the data base and 15 determ nes whet her the basic

desti nat i orwhich digtribuatiomid dddieed faanrai deadistidbetedas a sufficient capacity.
In the case where the determnation is YES, the distribution managenent
server 16 4érdt4a}\RajeetiontnycdM oget her with the programto the UM 12
(step S 112). ?0_The U M 12 that has received the wite request deternines
whet her? the prodt8iEMAYHapacetyt ard ihe iiIrenfReaupaagy séate: of each UBYy one

f th basi,c_ bl ock | h Wh t he det I nat | [ . th
OM 12 sendend RENIPE Enitin dBraniSe i OnheotRbabvaSe Bast erpentsrpet 160 1
Managenent Fop INRE rtsdiSort QL ke VBATING GBRRE! DIM Shemorylddhe mayThe

di stributi on managenent server upon’recel p no-pr ogram

di stributi diffeoficee tHeentmdrgcdtatd réERmredcarte Hxtabas@ &t the didtriblifion
contents server 19 (step S 114). Fromthis notice, the contents server 19

can confir marnagemdns servegr dh cadihet dperaiienr perfoeshedo inhsudh Mat oastiish t he
distr Iltht ' 3€scribed below.

First, the contents server 19 sends a program distribution request
together with a program to the distribution management server 16 (step
S111).

' The distnibution management server 16 accesses the data base and

15 determines whether the basic block of the destination UIM 12 is available
for storage and has a sufficient capacity.

In the case where the determination is YES, the distribution
management server 16 sends a write request together with the program to
the UIM 12 (step S112).

20 The UIM 12 that has received the write request determines whether
the program attached to the write request can be stored in any one of the
basic blocks or not. In the case where the determination is NO, the UIM
12 sends a no-program distribution notice to the distribution management
server 16 due to lack of memory capacity (step S113).

25 The distribution management server 16, upon receipt of the
no-program distribution notice due to lack of memory capacity, sends it to
the contents server 19 (step S114).

From this notice, the contents server 19 can confirm that the

program cannot be distributed to the UIM to which the distribution is
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In a basic bloc a wite error in the nenory of the UM12 or the
mal function of the nmenory device. In sugh a case, exactly the same
operation as described 5 above is perfornmed. Fig. 14 shows such an
operation. In Fig. 14, steps S121 to S124 correspond to steps Sill to S114
in Fig. 13 and represent exactly the sane operation, respectively.
[1.4.15] Specific exanple of operation Now, a specific exanple of the
operation gepieding to this 10 enbodiment will be explained. [1.4.15.1]
Execution of programstored in UMIn this exanple of an operation, assune

that a program cdt ey 210 hdppet thald’ preeratiivtendnbe Reoredsinca blasikbrkl of
the UM 12. The user ‘operates the operatl ng section 22 of the nobile
ternminal 1Huel® amnditchersonirdssaembzey oditbe 1a0d b2 orttheanalfanttoprafvitder
that has distributed the " 00 RAILWAY" program A distribution nmenu screen
D21 as ShoWREMOTF|dLvVes |£Ddll§blaa(}éﬁﬁ,o®\m%5’ the spae @Qﬁé@mmﬁStd@cmbm ay

section_21. This. distribu cree 1 is provided tents
server 59 3POVRIS AR pr B abd S A5 OPBRAHO helb ik nd foR TS 20
renu di ool 9t ﬁ%‘%ﬁé@e#‘ﬁ%ﬁ@ﬁg ﬁﬁéﬁﬁﬁs@& i%?%zwm‘%@éﬁég{gﬁ%ﬁthef or

the commut gkiefly Rﬁé%ahﬁz %I?]&ﬁﬁﬁht }&\(E)édwﬁ&he mobile terminal 11 to the

contents server 19 throu e net a result, a downl oad screen D22

is sent fr¢m4thg] Spetint examplecof opérdtior o the nobi le terminal 11 and
di spl ayed on the d| spl ay section 21. The download screen D22 contains a

menu of several WQWe alaspeanfioi sgamme ¥ndhevpepemtyon apgeomlinghéo this
conmmut gt i on e _us | ects the desired val ue data, the
i nfor ioﬁ“ﬂF¥§H§§lﬂﬁﬂ ﬁ&xBEPBE$ed val ue data is sent to the contents
server 19 1{9am%H§ Execution of program stored in UIM
In this example of an operation, assume that a program called =~ O
(O RAILWAY" is stored in the basic block 40-1 of the UIM 12.
The user operates the operating section 22 of the mobile termunal 11
15 and thus accesses the home page of the contents provider that has
distributed the " (OO RAILWAY  program. A distribution menu screen
D21 as shown in Fig. 16 is displayed on the display screen of the display
section 21. This distribution menu screen D2] is provided by the contents
server 19 of the contents providér. The user performs the operation for
70  selecting an item concerning the purchase of a commutation pass from the
menu displayed on the distribution menu screen D21. A purchase request
for the commutation pass is transmitted from the mobile terminal 11 to the
contents server 19 through the network.
As a result, a download screen D22 is sent from the contents server
25 19 to the mobile terminal 11 and displayed on the display section 21. The
download screen D22 contains a menu of several value data having the
same monetary value as the commutation pass.
Once the user selects the desired value data, the information

requesting the selected value data is sent to the contents server 19 from the
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to the nobil nal 11 the screen data for selecting a nethod of
account settlenent. As a result, a scregn D23 is displayed by the nobile
termnal 11. The user 5 selects "SELECT "FROM U M MENU' fromthe nenu itens
in the screen D23, and thus can settle the account by use of the program
in the UMI12. Specifically, once this select operation is perforned, the
UMI12 is notified of the fact. Upon receipt of this notice, the control

unit of th rs to the nobile termnal 11 the list of the
progr ans sﬁgb}égkﬁﬁr%@ﬁ%{s’i c 10 bl ocks 40-1 to 40-6. The screen D24

containing this |Aftr tadihel HEn@sertBe 1 SBAAY O aRE! MRLAE Rrrhiia] Db | €

terminal 11. The user sefects a settlenent programfromthe [ist. The

sel ect ed preggrsepedrs depsefort sslebing hemethdd b ddeeuelsetiterdent.| e Ashe rasghunt .
Assume that the account is settled by executing the programin the 15

program ar ea &tteai DRSS hasidisplaye’ #§- 2heTmobde atememad2 1df t Hehsamser
basic blLock 40-2 is used for_ settling the account. The contents server 19,

upon dedectselssts FELE{e TaER6UM: UANS MENU” Jsom it mesnyyeneln, Hie 6CERAm of
th t ' ' | ud ' th tati h t
oscr ot 1o5eand B, GAnssiife e dionit 5Y Ose Of hesoipiaradt Hhie Wiitaids t he
o ¢ _ t ; f . . . , B
torm the iR ilcAly SHftelMIE e, RGS, iohaiofiRd, MO 12 fenbRAet |V

mobi | e ter mfmile fakt! OUﬂtﬁh %ééiﬂa?-of'rﬂh‘?s yRtiée, tHaténtyél Ghitds e the WEvuged for
the " 00 RAILWAY" program are stored in the data area 42 of the basic

bl ock 40- 1 returnesponemmubile ternmnshid tHatlst cf3herprogeatdsMteed jrithe base]

Mai | order sal e usi ngonetvé\ork In this exanple of an operation, ? pr ogr am
for a il bipdey 49al £0i40-0st oFlgi serpennbidasortapningk thys-Ixstos displayed on The

user accessgs 4he) NOTE RaGe Pf of Ne SO SeRRAAIYET. Pne user selects a

settlement program from the list. The selected program is executed by the
UIM 12 thereby to settle the account.
Assume that the account is settled by executing the program in the
15 program area 41 of the basic block 40-2. The data area 42 of the same
basic block 40-2 is used for settling the account.

The contents server 19, upon detection that the account has been
settled, sends the value data of the commutation pass included in the
comymutation pass purchase request described above, to the mobile terminal

20 11. This value data contains the information such as the names of the two
stations involved, the validity term, the name of the user and the age of the
user and are sent from the mobile terminal 11 to the UIM 12. The value
data, which are to be used for the ” (OO RAILWAY  program, are stored
in the data area 42 of the basic block 40-1 corresponding to the same data

25 inthe UIM 12.

[1.4.15.2] Mail order sale using network

In this example of an operation, a program for a mail order sale is

stored in the basic block 40-2 of the UIM 12.

The user accesses the home page of the contents provider by
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so that a.F ution nmenu screen D31 shown in Fig. 17 is displayed on
the display section 21 of the nobile tg@ninal 11. This distribution nenu
screen D31 is provided by the contents™Server 19 of the contents provider
which in turn 5 provides the mail order sale (what is called "e-conmerce")
service utilizing the network. The user selects the desired commodity

( MATSUZAKA BEEF FOR SUKI YAKI, Y5000/KG in Fig. 17) fromthe comodities

tranan t 1 eaPFrAR e U iilB eGP D Jt the MBHIL RIRSRADTL SBORY, 51
10 the net¥Rikbutibg rﬁeﬁﬁ%}éeﬁmprsgé% iRFia 7ri§<‘cﬁ'§g1%gggihﬁeﬂpée ?ﬁ?p’ "

request returns a settlement method screen D32 to t

As a resutdcticn 2¢! @cthes gicdle B&Zning] dilsp! BHed dyiribagodi sehaYscgeehinn121.
Fromthe settlenent nmethods listed in the select screen D32, the 15 user

i s assunedistprovaded byl thet@hitds Mt 19Tdiktheet ontemenpreridgr arhichan t¥nBank
stored in the basic block 40-3 of the UM12 is started by the control
unit 30 of prvades Meimasharderssdle (whands salled i epamimergedhberyace utiliginger

%RE:?@E? Ao pRfHak 11 The as6F selfhete ARBICdooSmIBOI VAR S DEABA KK
T 11t 85k 0 _ _
35  bei ng SEEe el & UL s Lo Y RO i ig ST dtemefhd ARminRiER ce

anount corfidteden te dsefiPeidRSendfu e TS . TThens & gﬁfﬁﬁdsé%c}dﬁt ggount

to, be paid and inputs the 25 confirmation. The nobil & term nal

di spl ays armaymeted émrhitheamioble sarmaaal D2 7toofthd benteoms senerpt®thremughi . e.
the mai.l order house, together with the delivery date, etc. X1.4.15.3] Use
of comfut dDEdIEIEK. (check gate passage, manual start) According to this

embodiment,  the fpbi L & LRI Mer 4 AhaP hat> $eceived the purchase request

returns a settlement method screen D32 to the mobile terminal 11. As a
result, a select screen D32 1s displayed on the display section 21.
From the settlement methods listed in the select screen D32, the
15 user i1s assumed to have selected XX BANK”. The settlement program
for XX Bank stored in the basic block 40-3 of the UIM 12 is started by the
contro] unit 30 of the UIM 12 and a settlement screen D34 is displayed.
The user inputs the personal identification (ID) number as
settlement information. The mobile terminal 11 tries to connect the
20  settlement server for XX Bank through a communication unit 34 and the
network, so that the screen D35 being accessed is displayed.
Upon complete authentication, a purchase amount confirmation
screen D36 1s displayed.
The user confirms the amount to be paid and inputs the
25 confirmation. The mobile terminal 11 displays a payment confirmation
screen D37 of the contents provider, i.e. the mail order house, together with
the delivery date, etc.
[1.4.15.3] Use of commutation pass (check gate passage, manual start)

According to this embodiment, the mobile terminal 11 can be used



FO491/ 3147 F3g @514 conmut ati on pass by storing an appropriate programin
the UM 12. An exanple of operation will be explained below First, the
user depresses a button 23. A U Mnenu sygeen D41 shown in Fig. 18 is

di spl ayed on the display section 21. The user 5 selects " 00 RAILWAY" for
whi ch the commutation pass is used. As a result, the control unit 30 of the
UM12 executes the 00 RAILWAY programin the basic block 40-1, so that a
menu screen D42 is displayed on the display section 21. Wen the screen

D42 is di spisayesthmbli®atiéf pAEIBESonte aaH] ] - . AN
automatic start set confi msc%ennmgﬁ' sp%i 6| ag?ﬁ%@;lb@%%&olrjmmﬁg'the

user to selAntexamplehs operatiohewd] bbexpdenedddedohs " YES', the automatic
start is set. In the case where the uSer selection is "NO', on the other

hand, the autondiir®, sharuser depessest a MBtAML Hat A YIMheenai sovenc bhny
I's equi pped,with a tickef_ check _reader/witer. Before passing through the
gate, the $88Whdlx ditfs thes fmplavedenpdeadisplayFseetiont Bé. usEhedugersses

the U byttaon, 23. T I % een shown in Fig. 19 is displayed on
the dis |a§e?§§§io@g RATWAS" °Sor wibach 366 £onumu e RS RAS ey 8 ch
t he pass i . trral [ of 4t h es
the b0 Ra PRV ABF Retf Yic 308 BBEIURY B3l Ty L RALEREA
screen D42 pedgidif idithelbaic BRIGK 90-12 2 sﬁﬁ%{; €
pass pr ogrgm %(_)nstli tuti ng]c a part Of,%&tliﬁggl&%%\fnﬂv%&'\r(@ﬁ ?g% a% fﬂ; st ?(iig by
t he cont r othaidigpldp seeBon2laccordance with this pass program the control

unit 30 begins nication wth the ticket reader/witer for pass check-
In the case wherdneR; e careen cBd2ons | displayedhd theit ussr sekectdntidn SEY

CrLPL oy St ABpr ICATIORIPAGTO S TART- O MG HRIGRENR LiarPSL S5R SRt "
D43 is displayed thereby prompting the user to select.
In the case where the user selects ”YES”, the automatic start is set.
In the case where the user selection is "NO”, on the other hand, the
automatic start 1s not set.

15 The gate of the railway company is equipped with a ticket check
reader/writer. Before passing through the gate, the user performs the
following operation.

First, the user depresses the U button 23. The UIM menu screen
D41 shown in Fig. 19 is displayed on the display section 21. The user

20 thenselects * (OO RAILWAY” for which the pass is used. As a result,
the control unit 30 of the UIM 12 executes the (OO RAILWAY program
in the basic block 40-1, and displays the menu screen D42 on the display
section 21. The userselects ~ 1. PASS” . The pass program constituting
a part of the OO RAILWAY program is started by the control unit 30.

25 In accordance with this pass program, the control unit 30 begins
communication with the ticket reader/writer for pass check. In the case
where this communication is carried out by the common key cryptosystem,

for example, the pass check process is performed following the steps

described below.
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tI~‘er91 47

reader/ wri reguests the nobile termnal 11 to transmt information on
the conmmutation pass. (3) The nobile terminal | | encrypts the pass
informati on by the common 5 key and transmts it to the ticket check
reader/witer. The pass information display screen D53 is displayed on the
di splay section of the nobile termnal 11. (4) The ticket check
reader/witer decrypts the received commutation pass information, and, in

t he case LS egitimate, the it> 10 gate is
V""{?? ?Vz\ilhﬁepa‘fﬁ%hé&s ﬁl‘é@th%? pt%?'t .

opened to & ~hi'mi'n. At the sane“tine, a message screen D54 for
expr essi ng (9§ aTh¢ udekéto cheblR HaRerWrifkrs @é@y@ﬁs Othet hgoBile Pledihifalt 1 Pee? L.

The foregoing description deals with the conmutation pass. In the case
wher e the mobishet teformmaionldn itbe esatmucatiompiason as a private card, 15
however, the data area 42 is updated to indicate the value data

cor r espondi(ap Tthe mebikentarnunal tléremuryptathe mpass Hafermatzon dyathge commioa
process_of (4) above. [1,4.15.4] assage:

e of co tation pass.(gate
auto. star KEYWREK tRang@HEeat A3 fgls%mcm 4 .cilgeadeﬁwﬁﬁayed, ePser

can 20 select "YES' .and_the_aut l.c start i,s set. The follqown

operat i on 1EorpEAQL ABPlakiGedit B jF hRbeionhe dSaynistes 6o ¢ ne
automati c éﬁ&?ﬂét SapRproaches the gate of the station, a polling signal

transmtte romthe ticket check reader/witer is received by the nobile

term nal 114) The dckesthdck idudepasster dedrgprs dns téddived ¢oanpaitatioh paxe 00
RAI LWAY 25 programis automatically started by the control unit 307in the
U M 12, antformatisas sanshdokthsi ¢aseawhere the usgnusalfosndrto be legitithate, dhie.

[ 1. 5] fect of first en@géii nﬁant .As descri bed above, according to this
enbodi fent B2ESPRGNEGHO @AW him in.

At the same time, a message screen D54 for expressing gratitude to
the user 1s displayed on the display section 21.
The foregoing description deals with the commutation pass. In the
case where the mobile terminal 11 is used to function as a private card,
15 however, the data area 42 is updated to indicate the value data
cbrresponding to the amount after subtracting the actual charge in the
process of (4) above.
[1.4.15.4] Use of commutation pass (gate passage: auto. start)
When the screen D43 shown in Fig. 18 is displayed, the user can
20  select "YES” and the automatic start is set. The following operation is
performed. Specifically, when the mobile terminal 11 set to the automatic
start mode approaches the gate of the station, a polling signal transmitted
from the ticket check reader/writer is received by the mobile terminal 11.
As a result, the pass program constituting a part of the (O RAILWAY
25 program is automatically started by the control unit 30 in the UIM 12, and
the pass check similar to the manual start is carried out.
[1.5] Effect of first embodiment
As described above, according to this embodiment, even in the case

where the storage area of the storage module is divided to store each



where the ghedage7area of the storage nodule is divided to store each
FO0491/ 3147 38 program the nobile termnal sinply provides the

conmmruni cation function to the UM and3go extra burden is inposed on the
nmobile termnal. Therefore, the inherent function of the nobile term nal
I's not adversely affected 5 Also, the program storage, the activation, the
deactivation and the deletion are not carried out by the nobile term nal,
but. under the control of the distribution managenent server. Thus, the
user convemrgBefini the munkvegnihal Cirdply peovriEe ther®malniisaibnFupetion ty.
10 [2] Second enbodi ment According to t'he first enbodi nent descri bed above,
the progranp theedliMd dnd tve eltd bArdsnsisoimxposadt be tesimobllectermditral. t o
40-6 in the same UM In the second enbodi nent, however, all the prograns
execut ed arlhereforeedhe sahetontsfuncéon oftthe mahite seookial w5npp agversely
Configurati g& of . second enbodi ment Fig. 21 is a block diagram showi ng a
confi gurat i@ ctrd a program distribution systemaccording to a second

enbodi nent of theinvegntion. A U MI12, contents. seryer -1.40 -6,.and
ToX and a di st 11 BUSPOIPE RETErgNSHRracE; BF BEX aLioD: hgWrAch vatigh 330 R

di stributi : ' j '
managensnt Sok 2} TEAST e SOLY BB TnPRIETERANES, Pht RECEHE EolIRT |
thi s enbodifendistriBligos OniBRHee & ity 8epverd- 1 Thmsl Otie amckrl L¥nivaneersden dsar
functions to the contents server 19 of the first enbodi ment. The system
accor di ng impraved vénbosl thertarhasime maintemng ac¢wmtyserver, as in the first
enbodi nent, not 25 shown in Fig. 21. The U M 12 according to this

enbodi ment i ncludes an application area 12C shown in Fig. 22 in place of

126 | i VFALSE FRERaPERMetS bl Scks 40-1 10 40-7 and one free basic
bl ock 40-1. According to the first embodiment described above, the program
executed by the UIM 12 is stored in the basic blocks 40-1 to 40-6 in the
same UIM. In the second embodiment, however, all the programs
executed are not necessarily stored in the basic blocks.
15 [2.1] Configuration of second embodiment
Fig. 21 is a block diagram showing a configuration of a program
distribution system according to a second embodiment of the invention.
A UIM 12, contents servers 19-1 to 19-6 and 19X and a distribution
management server 16A are shown in Fig. 21. The distribution
20 management server 16A corresponds to the distribution management server
16 of the first embodiment plus the functions unigue to this embodiment.
The contents servers 19-1 to 19-6 and 19X have similar functions to the
contents server 19 of the first embodiment. The system according to this
embodiment has an authentication server, as in the first embodiment, not
25 shownin Fig. 21.

. The UIM 12 according to this embodiment includes an application
area 12C shown in Fig. 22 in place of the application area 12B of the first
embodiment. The program storage area 12C is divided into seven basic -
blocks 40-1 to 40-7 and one free basic block 40-1.



FO491/ 3147x3%1Ihe7basi ¢ bl ocks 40-1 to 40-7 and the free basic bl ock 40-Fl
each have a programarea 41 and a data area 42. A program (application or
applet) is stored in the programarea 489 The data area 42, on the other
hand, has stored therein the data used by the programstored in the program
5 area 41 of the sanme basic block or the free basic block. In this case,
the basic blocks 40-1 to 40-7 and the free basic block 40-F are

i ndependent of each other, and basically, the programstored in the

program area 41 qtheabgdieetlobkod)-¢apne0-Reaadsthet fiee dsic dEek 40-Pf egdther
bl ocks. This is also the case with the first enbodi nent. The 10 program

stored in tasepa quogramar &eadd 1 canthat dbta diedt Wi2hut Adpraoerdel €applicatibhoot

i ntermedi ary of the distribution nanagenent server 16A. The " data area 42,
however, capphy) ds rséenedyimophs pregrarhrareghtt.he Thiesdatbardnd?2, wantdye other
server 16A or .a,l ocal e{]m' nal , as in the case where electrqnic noney is
downl oaded 'EREnhenstosgiithersis theidaia psed byqths pragram starpg 1nithe (progsam

ovnl oaded . i . PROSIAN BlarRE IRiths

tored 1n Frd Boaltehl e B PIOCK bR Te Kb BAUEBIPER" by “The di st buti on
| _ the dis o

ovever - i s cont P TEaENet By NG BRATRS BT S Bahe i s pane bh e

but on t he4Qskl '&eanwdepesdeitsoPiehilh YothéE caid bagidadl hﬁgl;?rwaxﬁw&aﬁ&ht,
the programtransmtted from the contents server 9, in accordance with
t he di strithe ipsogramesa 41 @h ahgvenobidck canndhakcdss the daemtarea 4heoful M
12 by the d ution nagenent _server 16. The distribution managenent

server 16A0gls?§¥(r) g?'-ﬂ%j-to W 48 S@ngt?diq'?éﬁt‘_,”lﬁh thie ssh&mbedimentccephs t he
P09 30 9 R OBk pAARTL Mo b i G R |
2,10 Uyl g of s sl blic R BN R IpAE T
managenent dstar aera 4@, dfowéneerf icast be directly operated through the distribution
| management server 16A or a local terminal as in the case where electronic
money 1s downloaded from the ATM. This point is also similar to the first
15 embodiment.

According to this embodiment, the distribution of the programs
stored in the basic blocks 40-1 to 40-7 is controlled by the distribution
management server 16A. The program stored in the free basic block
40-F1, however, is controlled not by the distribution management server

0 16A but on the user’s own responsibility.

According to the first cmbodiment, the program transmitted from
the contents server 19, in accordance with the distribution request from the
mobile terminal 11, is sent to the UIM 12 by the distribution management
server 16. The distribution management server 16A according to this

25 embodiment, on the other hand, accepts the program distribution request
from the mobile terminal 11, and on acquiring the program by accessing
the contents server as required, distributes it to the UIM 12 of the miobile
terminal 11. The distribution management server 16A according to this

embodiment is similar to the distribution management server 16 of the first
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é I

server to 12 is relayed and nanaged. This operation, however, is
not the only function of the distributjgn management server 16A according
to this enbodinent. Specifically, the distribution nanagenent server 16A
has 5 means for storing a programor the information indicating the

| ocation of the programfor the benefit of the user of the UM 12, and any
of the prograns stored in this neans can be acquired by the user through

the di strihfddimdRIAIRIRNe Soei dRfribhiohronPaitsConbhs divkriuheon

managenent server A exhi bit nction si m a_r tO_ a cache nenory T1or
the U M 127iM (o fefeld gedBadggandieddr oThamogerdtidUidwevdro id het thdlohdyand

exhibit the function |7 ke a cache nenory, the distribution managenent

server 16Afumstionesf aheli distritutiownmamaggerartt semnvier $56A Bbeortliagr itbuthion
managenent unit 50 has a user information storage unit 51 and a gro ram 15
i nf or mat i oamhashagatuniSpesficaihe theodrdnbuiiosr managenenr sgeeinl @Ashahas

i%ﬁrEﬁddﬁieéf%a%gf}fogﬁr{t%f%%%é’fa&a%rT ROt ?E&Sﬁa%?m%ﬁ%c%&%?éﬁ?géh:t
| fi 9 9-
very 2.0 ik SroBraB i b 8RRl Jr e BRLS U MRS Forde By vaf e

be stored ﬁgﬁaﬁﬁ‘s Rfcteqa hﬁ%%@%&%ﬁtﬂy%@gg@ tbpdhkOhsér SHNGREHTRE" am

the URL iR mat1 on or the program proper, e determ ned based on the

storage cagpeiibytioh himnapengtrmsenfeyr M@A on Ei othdgesame} the2, dastributitne case
where the storage capacity is sufficient, can be selected as desired by the
25 cont ent Bamagempnt sepesral 6 Agextnbitsias funaion simgder ver. cathe piemery deor

stori a ne amor the URL thereof in the programinformtion
storaag) un&{e\,\ts]gwg given, for exanple, in the case where the nobile

(el 11 oL SR KRR, AR A e BMESTo a
exhibit the function like a cache memory, the distribution management
server 16A includes a distribution managemént unit 50. The distribution
management unit 50 has a user information storage unit 51 and a program

15  information storage unit 52.

The program information storage unit 52 has stored therein a
program proper or a URL corresponding to the program that can be
distributed to the UIM 12. The URL is the information indicating the
address of a specific one of the contents servers 19-1 to 19-6 and the very

70 contents server where a particular program is located. Which is to be
stored in the program information storage unit 52 for a given program, the
URL information or the program proper, can be determined based on the
storage capacity of the program information storage unit 52, or in the case
where the storage capacity is sufficient, can be selected as desired by the
25  contents provider operating the distribution server.

The chance of storing a new program or the URL thereof in the
program information storage unit 52 is given, for example, in the case
where the mobile terminal 11 of a given user sends a program distribution

request, and a program or the URL thereof meeting the particular
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storage unit 52. In such a case, the programinformation storage unit 52
accesses the contents server and acquings and stores the program desired
by the user, in conpliance with the request fromthe nobile terminal 11. 5
The user information storage unit 51 includes n (n > 1) individual wuser

I nformati on storage units 53-1 to 53-n corresponding to n persons to which
the.system according to the invention, is applicable. Each individual

user i nfor Mk HURSPFAARSYM hoP3rdfelan Re rgﬁi@'l;#ﬂinsfﬂfb%ra'ﬁ% stngg%rllgﬁLt'm Ces

storage unit 54 and a virtual distributio ormation storage

The real dilat shblta agnsenfibenpio@anstiofegaationt skiragk LAR Bndihviedsels thser

i nformati on storage unit 53-k has stored therein pointer data

cor r espondicogtentstseevqr angd acgaaesandystdres thopregram ddséred by tBe afserhin user
k. The pointer data is for indicating a particular area in the program 15

i nf or mat i ofOsHPlAaRRE Watl texegueseirone the owhile terminalURL t hereof is stored.

The availability,of the real distribution informtion storage unit 54 makes
it poii ble for Wheausardniornation SF@{ﬁSSé%%ﬁgls’é#ﬁweslaﬂnt>i Avéeltidng!

redi stribu : I £ erasedec,in_ t basic bl ocks 40-1 to 40-7, of
the Ui w 1rSeba bR bigrngf oS3 Di0 5k &SSOt e b nbFEOR8 i ¢ ne
i ndi vi dual r i @f | 0 :age Ani 3 t nd, es

t he point e;wmggt atlhéclor g’e{gfoﬂdn Fﬁgﬁlg"aﬁ&a\%ﬁ Islgib\%%ent%hdg?gm%ﬁﬁ%%%ﬁ’ notE%

actual |y dimsdividudleiset oirifoembtinl 3tefageheinises3 ke hita cral baistribaeion el y
distributed to the UM 12 of the user k who is desirous of having such a
program ThHeonmmtiasf sBaghainit M4l 2nd am virual vestritmtian [infarnmatser stoezeby

use of, fhe vi (rﬁéjal di stribution information storage unit 55. (a) The
poi nt e datBlto}d a program of which distribution to the UM12 is desired

5 g honel LY TR e S S Bl S RO
user information storage unit 53-k has stored therein pointer data
corresponding to the program actually distributed to the UIM 12 of the user
k. The pointer data is for indicating a particular area in the program

15 information storage unit 52 where the program or the URL thereof is stored.
The availability of the real distribution information storage unit 54 makes it
possible for the distribution management server 16A to immediately
redistribute any program, if erased, in the basic blocks 40-1 to 40-7 of the
UIM 12. ,

20 The virtual distribution information storage unit 55 of the individual
user information storage unit 53-k, on the other hand, stores the pointer
data corresponding to an available program, though not actually distributed
to the UIM 12 of the user k, that can be immediately distributed to the UIM
12 of the user k who is desirous of having such a program. The user of

25 the UIM 12 can receive the following services by use of the virtual
distribution information storage unit 55.

(a) The pointer data of a program of which distribution to the UIM 12 is
desired is provisionally stored in the virtual distribution informatjon storage

unit 55. The user, whenever the distribution of the program with the
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I nformation storage unit 55 is required, sends a request to the

di stribution managenent server 16A usinm® the nobile termnal 11. The

di stribution managenent server 16A reads the pointer data of the requested
programfromthe virtual 5 distribution information storage unit 55, and
acquires and distributes the programspecified by the particul ar pointer
data to the UM12. In this case, the pointer data of the program

di stri but eppointerheéatel fHeteof storederh ti¢ ot distiiualoflisfdriitioR Storage
informati on storage unit 55 to the real distribution information storage

unit 54. 10anfbpSTiserequmed; sehds erdmusst tbl thekdistributhen Whihdgerngnt iserved.
Therefore, it may happen_that all the basic blocks are occupied and no
basi ¢ bl och6ifs uszithegnebilertespinehd 1t helle shstathutiomananagement s¢rvem
such a cas? the .distribution,managenent servgfﬁ 16A reads the pointer data
fromthe stBfadeads Bs poINEE fdai R sequeated nprNgEan) JERMuGb VHIENe Ul M

12, fr a . £ h rage e in_: real distribution infor i on
stor ag8 unPTtEpbUchiBhaRRR SEaSe (i, AR, alabites 1 Pt el st T on
st orage unj o ; ' A ' t tihe 2, \
where it ig}c\)/\?iatntle |C%ﬂ?%(ﬁ?}ﬁ§?iés?)gpﬁf%%ksé$h%g g%tc? F‘?}Zﬁ%oﬂ'}%}tglermdaﬂ élvlt)lﬂ%t he
program i Scwd,tth%gpd)ilmtéﬁ&atasbﬂ tB@ HrakeamcAistiebaRadidnthd QJINIE] asimoRkack
40-X in the real distribution 20 information storage unit 54. This process
nmakes it plresnbthe t viramduidissributipnognfommhation dstoragdunnin S5edaeshe anghist or e

It in a bagic .EI ack .eﬁgn In the case _Wgere the basic blocks are fully
occupi ed. FIFHRBUPAIBEAMANDR FIOKAREAIHE OG- t he program driven away from the

bast 18125t Tub SRR SR o IBEE A U PR IEed 0, e ore iy
Shov® con ARERDDEH i s AT Bt apa e Bl ML pcL o
bl ock 40- Fhvailableaforestyimde tive ipvedramstd de distribues. baki Gubhozlcade; fhe the
g: :: ; : Bﬂ: : q‘j’ﬁmgﬁﬁggeﬁgﬂﬁgeﬁéﬁf ger%r%rq.ll%ei rgapés tr{]%nggi%térhgatgrfcr)gxrnage storage
-area corresponding to a given basic block 40-X in the UIM 12, from among
‘15 the storage areas 1n the real distribution information storage unit 54, and
transfers it to the virtnal distribution information storage unit 55.- The
program to be distributed is sent to the UIM 12, where it is written in the
basic block 40-X, and the pointer data of the program is written in the
storage area corresponding to the basic block 40-X in the real distribution
20 information storage unit 54. This process makes it possible to acquire a
program by a distribution request and store it in a basic block even in the
case where the basic blocks are fully occupied. In the process, with
regard to the program driven away from the basic block, a request may be
given again, if required, to the distribution management server 16A and the
25  process described in (a) above can be carried out.
Now, an explanation will be given of the function of the distribution
management server 16A corresponding to the free basic block 40-F1. As
already described, as for the free basic block 40-F1, the distribution

management server 16 does not manage the program distribution. The



F0491/ 3147 Fa3 user7, by operating the nobile terminal 11, can freely
register or delete a programin the free basic block 40-Fl. The real
distribution information storage unit 543of the individual user

i nformati on storage unit 53 has a storage area corresponding to the 5

basi c bl ock 40-FI of the UM12. In this area, however, no pointer data of
a programis stored, but the data including the nunber of tines a program
is registered in or deleted fromthe basic block 40-FI or the URL

i nf or mat i omsehebeafperamng thecambilehtareninal Hilngars fegedy adgister be deleee basic
bl ock 40-Fl, the data indicating the fact ("Null" data, etc.) nmay be stored
in 10 thi Pragean irike presdrasc bloekd0tFke basic bl ock 40-FI of the U M 12,

should it be de& t ed, u({ﬂ [ &;e“the_p ograms stored in, the basic. blocks 40-1
to 40-7, remmindDgsIgd QISURIGOD ARKTHRALIGR SHFASS Bt I afshe indivadyal | n

the case where.the user is desirao changi ng the programin. 15 the free
basi ¢ bl ockRSG0HHOT &éﬁrﬁgetwlgﬁfﬁﬁ@ﬁ %rsg%rra%ﬁ a-‘Eﬁ?pFﬂ eSPPRANG S dhes ych
a chan c ser_hj f lbing it.

case. the” SRR BER ORI INE 127 Vp tea, RO ey pipte R g1 ng
process ev o Kk [ r I3 r ' 3 The
free basi cg Irl(()) ﬁﬁggislcﬁégégﬁ bglés%ﬁa%gdﬂggdtﬁﬁgtﬁ?tR@?r?%gﬁh%i%p% e sane
way as theibasgistédedcks 40- deleted Ofrompsthgediased blodkhetQuFar or BhecUREal 1y,
before the change, seven basic bl ocks 40-1 to 40-7 and one free basic

bl ock 40- Finfoamapenydeseefs elmthe bass svhsregxathing is stored-is. thenfregcdhasiccase,
the infor i on the effect that the freg ,c, bl ock . 25 40-FI has been
changed t ggicﬂjg( %(21’3‘?1@ tﬁ? E‘@{@ yhgating \RF'? tf?%tn((?g@“aﬁ’lhélat%}i €D iTBAY | tﬁ’ﬁ‘?@@’énent

serverjolé 'ié‘ahlfhe system area 12A (Fig. 4) of the UM 12. Also, the area
in the real "distribution information storage unit 54 that has hitherto

been handl ed as ‘Fhe prégraarinadedned basicobloek 409€1 bashe UINOLK tHnfll jean be
handl ed by the distribution nmanagenent server 16A as
be deleted, unlike the programs stored in the basic blocks 40-1 to 40-7,
remains as it is unti] registered again by the user himself.

In the case where the user is desirous of changing the program in

15 the free basic block 40-F1 temporarily to another program, on the other
hand, such a change can be made always by the user himself rewriting it.

In such a case, the distribution management server 16A cannot
carry out the charging process even if a program is stored in the free basic
block 40-F1.

20 The free basic block 40-F1 can be changed so that it can be handled
the same way as the basic blocks 40-1 to 40-7 as desired by the user.
Specifically, before the-change, seven basic blocks 40-1 to 40-7 and one
free basic block 40-F1 can be used as eight basic blocks 40-1 to 40-8.

In such a case, the information to the effect that the free basic block

25 40-F1 has been changed to the basic block 40-8 is written by the
distribution management server 16A in the system area 12A (Fig. 4) of the
UIM 12. Also, the area in the real distribution information storage unit 54
that has hitherto been handled as an area corresponding to the free basic

block 40-F1 can be handled by the distribution management server 16A as



FO0491/ 3147rd49 134y 49" ea corresponding to the basic block 40-8, and using this
area, the sanme nanagenent as that of the basic blocks 40-1 to 40-7 is
started. The basic block that has been ghanged to the basic bl ock 40-8 by
the user in this way can be restored to the free basic bl ock 40-Fl again.

5 The basic bl ocks 40-1 to 40-7 cannot be changed to free basic bl ocks.
[2.2] Configuration of distribution nanagenent server A configuration of

t he- di stribution nanagenent server is shown in Fig. 23. The distribution

managenent aﬁeér\éﬁrcoiiﬂ%]ﬁgbﬁdfrfguﬂﬂ% B%Eitﬂaﬁﬁd@gﬁ and Jn%é)ﬁ& WRYres] fife SAme" ol

unit 61, the user rmat ron storage unit tescribed above e program

i nf or mat i omaiapedgenturi thabef €esBasieasl caROVO- RRE 4D-798 GtdrgeOMIUNI cation
control unit 62. The transm ssion control unit 61 controls the transm ssion

between the ext dheadbasiomieck thaehusrteehdetanged. %o Gherbdret Weck t4®8nbhi | e
termnals 15 11 (including the transm ssion Det ween the contents servers
19-1 to 19te aser imdhisowiayecambe redtereri Yo thndree dusn $dodkn 4bFlr agaimit 61

al so ntrols the tfransgssio et ween the user_information storage unit
51, th p&géﬁﬁﬂq hi%ﬁ(ﬁé’{a-irto t}d@@nmihe@wwﬂsitm&egémwbm}mm cati on
control  up to each other .Further, the transm ssion control unit 61
control s .Gi.?ﬂlfod]fggqrsﬁepiofnfﬁ SR FANASEMERY SETKET user i nf or mat i on
storage unit 51, oA (4R AIHAGK | I 1Kalah L1 94v cUr e
communi cati on controﬂ%ngpﬁggf%@tdﬁgﬁgﬁgl aﬁ{ﬁﬁgﬁ%@ques?ﬁ?ﬁ %ngﬁggution
of variousFigirafcesses in the distribution management unit 50, the user
information storage unit 51, the programinformation storage unit 52 and
the secure 25 cbheghstobution sanagemantisered bhAtisecnghdy coafigurédefpa ogr am

inforgrtion storage unit 52 supstantially functions as a partal site_ for
t he pmgra{ﬁ?w ‘P%HGPQOEQU&' gfarq%ﬁu‘ﬂ%‘ﬂ infornatien Steragedens S lsdescrikedio- 7

of the U Mpdve, T prédtatn GAFSHAAGEH' SBrE Wl 34" desRibRd" REOYL CRLES, the
secure communication control unit 62.
The transmission control unit 61 controls the transmission between
the external contents servers 19-1 to 19-6 or between the mobile terminals
15 11 (including the transmission between the contents servers 19-1 to 19-6
and the mobile terminals 11). The transmission control unit 61 also
controls the transmission between the user information storage unit 51, the
program information storage unit 52 and the secure communication control
unit 63 to each other. Further, the transmission control unit 61 controls
"0 the distribution management unit 50, the user information storage unit 51,
the program information storage unit 52 and the secure communication
control unit 63 on the one hand, and requests the execution of various
processes in the distribution management unit 50, the user information
storage unit 51, the program information storage unit 52 and the secure
25 communication control unit 63 on the other hand.
- The program information storage unit 52 substantially functions as
a portal site for the program permitted to be distributed to the basic blocks
40-1 to 40-7 of the UIM 12.

The secure communication control unit 63 authenticates the



FO0491/ 3147 F0591/mf4ayr mati on (an encrypted program etc.) sent fromthe
contents servers 19-1 to 19-6, holds the public key paired wth the
private key held by each UM and nmanadgés the i ssue of the public keys for
the contents servers 19-1 to 19-6. 5 [2.3] Operation of second enbodi nent
[2.3.1 ] Registration in user information storage unit In the exanple shown
in Fig. 21, the contents servers 19-1 to 19-6 are under the control of the
di stribution managenent server 16A. The user desirous of using a program
(appl et) stinfemnitrorargnofndryptexbpregtam] Gtsor vemts ficanr ggucoaknte Jegyess er
the particular programin the user information storage unit 51 of the

di stri buti oP-kdfalfefeholdsetheepublin kephpaired gvsh rtheipmvatedeayskeld by daeh

expl ai ned w W th refergtgce_ to Fiig;[ 24. First, the user sends a request

for a nenu s 2pd PRBages dhamssue A1 thepubdic kgystiarene centemés servers

di stributi q?_ﬁnq%ggent server 16A fromthe 15 nobile termnal 11. This
request is -se 0t he programinformation storage unit 52 through the

transm gaig-ﬁﬁgf’éﬁ"m%fts nﬁfeé]pggﬂg?g{ibution managenent server 16A

(step programintornma rage unit 52 that has received the

request p_r?p.@r.p]smgmwdﬂ it usdr iakbrihBBoR et can be registered or,
20 specifically, al'l the prograns of which thé program proper or the URL is

stored in the progthemexafmplaahomn sh digo@ lynhe cohtemndkerverssh®Lls té H-6enu
list through the transm ssion control unit 61 to the nobile termnal 11
(step S1325¢ undies thgncontral of stheedistubytion meanagmnert servirnkdA11 The
di spl ayed .25 aon the displ.ay section 21. der .this.condition, the user can
acaui o bYSGIPSEPIY Q0o et oo as SaPBIF b AORE it niin SOAMt e
e Y N P T
det er m nedstorage unit 51 of the distribution management server 16A. The
registration process will be explained below with reference to Fig. 24.
First, the user sends a request for a menu list of the programs that
can be registered, to the distribution management server 16A from the
15 mobile terminal 11. This request is sent to the program information
storage umit 52 through the transmission control unit 61 of the distribution
management server 16A (step S131).
The program information storage unit 52 that has received the
request prepares a menu list of all the programs that can be registered or,
20  specifically, all the programs of which the program proper or the URL is
stored in the program information storage unit 52, and transmits the menu
list through the transmission control unit 61 to the mobile terminal 11 (step
S132).
This menu list is received by the mobile terminal 11 and displayed
25 on the display section 21. Under this condition, the user can acquire, by
operating the operating section 22, a comment on the desired program from
the distribution management server 16A and display it on the display
section 21. |

Once the program of which distribution is requested is determined



F0491/ 3147 Fo&Sbg14he user operating the operating section 22, the nobile
termnal 11 transmts a registration request containing the information
specifying the particular programto th programinformation storage unit
52 of the distribution managenment server 16A (step S 133). 5 The program
information storage unit 52, based on the program registration request,
regi sters the programrequested by the user in the user information
storage unit 51 (step S 134). The operation in step S 134 will be described
in detail. By rtbe, usersepemtirtmithe heparatingt section 220destmobilesttesinkl op t he
mobile unit 11 in 10 which the UM12 of a given user k is built or

mount ed. | iTASIBILE & e gisHtipROERGIESt ebotaining thet mfagmatinht spsezifiage thon
the registrati.on reguest |de tifies the gro gram requested by the user,

and det er miREECHRE pEogiasm toyd % P3N QFlﬁgtl@ﬁleJSRtLQiﬂgf nléllltflﬁaaOéf thene
t i nformation
PLS?{:ZE hgfﬁﬁ‘i}b@ ﬁ{ﬂ%aggqcﬁﬁlsg%w §§1€‘2fpr ogram proper ther eof S
h t user
bt ai ned 1 thi s T %*ﬁéeﬂ%‘r@éﬁéeﬁﬁsafw%ﬂﬂﬁl bt B 1Bredy (e
contents stesRratid eat %gisftextsfme ﬁx@graﬁ'i Adudidd %ﬁvl ﬂh'eflgs'e{(ffic' & at&r age

unit 54 of tRe individual I nfor I on st rage u orrespondi ng

to the usennfqrieatibn bosa@e udet £ (steps$ t348. basi ¢ bl ock 40-X (1 X C 7)
avai l abl e for stgirage anpng the basic blocks of the UM 12 of the user K.

The pointer data btwlbglﬂaﬁfipeeﬁ}é’g% é«&lllb%/bit r@?&f}metdl gléllrdqu erFmr;tn tthg
t rage un orres in

the basi ¢ BrugRe Gt 3hp R Eicn e isSueHaomhAneRObHS WhitL kb iBeer K

h case,

tﬁz ngfﬁgf?&’?ﬁf@?%ﬁﬁgzéﬁ% Ne&]uﬁigffraggbregl s(t)II ﬁ{mﬁgga ?Htth{k ggfé] t%ﬁ t he

Set autombti ety I etop SHAET Lha memu T %“B%B‘?g%‘éﬁﬁ‘%y“e?ﬁeﬁfié >
program | rdentlﬁesy the prograpm requested by the user, ané, determines the pointer
data for specifying the internal area of the program information storage unit
52 in which the URL information indicating the location of the program or
15 the program proper thereof is stored. Once the pointer data of the
program requested by the user is obtained in this way, the program
information storage unit 52 accesses the contents stored in each area of the
real distribution information storage unit 54 of the individual user
information storage unit 53-k corresponding to the user k, and thus
20  determines the basic block 40-X (1 = X = 7) available for storage
among the basic blocks of the UIM 12 of the user k. The pointer data of
the program requested by the user is registered in the area of the real
distribution information storage unit 54 corresponding to the basic block
40-X (step S134). It may be that the UIM 12 of the user k has no basic
25 block 40-X (1 = X = 7) available for storage. In such a case, the
program information storage unit 52 registers the pointer data in the virtual
distribution information storage unit 55 designated by the user or set
automatically.

In step S141, the menu list may not have any desired program. In



FO0491/ 3147 ¥a9sagh7 a case, the user can request the programinformation
storage unit 54, by operating the nobile termnal 11, to access to the
desired contents server. |In this case, 4£he programinformation storage
unit 54, in conpliance with the user request, acquires the programor the
URL thereof fromthe contents 5 server desired by the user, and holds it in
t he unoccupied area in the programinformation storage unit 54. In the
proeess, the pointer data indicating the |ocation of the acquired program
or the URL suddr eafasesther eggrstan eequdstithe programi siformatiomnstorhge it 64
storage unit 54 in_the same manner as the procedure nentioned above. 10
Upon conpl ey opetating the mobole temmipabyl aio acoges $0 dhie klesired emeentsnsenver.s
way, the distribution nmanagenent ?erver_ 16A starts the charge process for
the user orllt HES GRsEcHies PR dplemmaation Steragerumilt Xt wheopphianag svith

Dro0r o e TR, hOh Ik oo e Py sends, &, ol stratl on
oL (515 Sl ocliBarml b LS A Ao R GcbBbelnbh S0 AL AL 0,

server 16 ; Sghitl RRor nat | e [
recei pt of ﬁrgg}&pegril fsb'?%tt llogﬁ Sﬂaa(;}%ﬁgvﬁ glég?r%ht Ij[tﬁhtr%(ﬁi{bte E%g’t tr% mlggﬁroﬁa%

cont rol uniithdfEhtimgonhe tlbeatiohi 6£ ther acqaked progyamg orhehd JWR1L2 thérddfeigiser
k built therein or _connected therewi th, determ nes the contents provider
19 stori ng Iegstensdoyr the sealwdisgibatien pofermaationtsiorags baenS4dgi thesame or

the user k, _and 25 sends aa activatio erm ssion request to the contents
server 19 (RIRREr ﬁ%?fc’ﬁﬁ UEL HEhian %€-19 that has received the

oL Voo e SR cob o A 8 AR B BT 0,
unit 51 (stleig wag8ithe distribution management server 16A starts the charge process
for the user or the contents provider that has distributed the particular
program.

Then, the user information storage unit 51 sends a registration

15 notice to the mobile terminal 11 through the transmission control unit 61
(step S135).

The mobile terminal 11, upon receipt of the registration notice,
sends a registration acknowledgment to the distribution management server
16A (step S136).

20 The user information storage unit 51, upon receipt of the
registration acknowledgment through the transmission control unit 61 from
the mobile terminal 11 having the UIM 12 of the user k built therein or
connected therewith, determines the contents provider 19 storing the
program of which the pointer data has been registered for the user k, and

25 sends an activation permission request to the contents server 19 (step
S137).

The contents server 19 that has received the activation permission

request, in order to approve a program utilization contract, sends the

activation permission to the user information storage unit 51 (step S138).



F0491/ 3147 F8913147 resul t, the user information storage unit 51 considers
that the use is permtted of the pointer data stored in that area of the
real distribution information storage Wt 54 of the individual user
informati on storage area 53-k for the user k which corresponds to the
basic block 40-X. 5 The user information storage unit 51 sends a
registration conpletion notice indicating that the registration in the
nobi.le termnal 11 is conpleted (step S139). This registration conpletion
noti ce contAs msresult,dheswsat indormagonpstovage myinSli cinsidetshthaprtbgr ase iwi t h
the pointer data thereof registered in the user information storage unit
51. 10 The pesautiednot dhei poantere datyyistonest imrthat swred rafnthehgeal dpstputéon i on
21 of the m)goil e termnal 1I.. [S%éS . 1] Registration of U Min basic block
(the cont erPEOIBANER SHflAgEAINIt (He0h theindyvidhal nser INfoumatinASSIPELSS WERR t he

i i i he 15 for which he h d
oo ot at i oSt 68 Dot R ERicbc Srespls AR o Besiel2X Wy . °Fer or ence
Fig.525, thi Lon; v j . Th
oper ati on for seraRt | Rgta Brobmalos “HRrALE il LRt B alePhaRy

the regi st cameRubhShotidd $hdicatidiSthiat B refistrafioneiilasd nfdtiletétmiha g

pointer in the registration list, indicatihg the position nunber in the

regi strati of consplevdte(steph®1p9).t i Thisaregistrgtiom compbetidiediotice coatdint @ t he
user informatjion storage unit, 51 of the_ djstribution managenent server 16A
fromthe dfégistigtionolist pigvading 8 dist f tha programsyyaih | thieo peantesndataor age

unit 51, upon recei of,.a distribution. .25 request.fromthe nobile

t er i nal 1%7gf30$ﬁggf§)£fgpdigp tﬂséﬁ?ﬂ%@“ﬂ?&m hor %’t"é‘m%ﬁ[bgci fying the place of
stori t he prog Iﬂ}ﬁ %ﬁh‘ﬁ iy ujard -

di stribution, frg?ﬁ{%ﬁgaet%pgér%gog lémr:ergél [ s{orrlpgft%?l on f|Bg:f g#ﬁ%éﬁcgpgr age
unit 54 of 2t1hﬁfﬂh¢qmmbﬂ@qbrm§@jl Information storage unit 53-k which

corresponds_to the pointer in the registration list contained in
[2.3.1.1] Registration of UIM in basic block (the contents server holding
the program)
The user k who has received the registration list can request the
15 ‘program for which he has requested registration, to be distributed and
written in the UIM 12. With reference to Fig. 25, this operation will be
explained.
The user k performs the operation for selecting a program of which
distribution is desired from the registration list. Then, a distribution
20  request containing the pointer in the registration list, indicating the position
number in the registration list where the particular program is located, is
sent to the user information storage unit 51 of the distribution management
server 16A from the distribution terminal 11 (step S141).-
The user information storage unit 51, upon receipt of a distribution
25 request from the mobile terminal 11 of the user k, reads the pointer data
specifying the place of storing the program proper or the URL of the
program requiring distribution, from that area of the real distribution
information storage unit 54 of the individual user information storage unit

53-k which cormresponds to the pointer in the registration list contained in



F0491/ 314¢x48 /4jhe particul ar distribution request. The distribution request
containing the pointer data is sent to the programinformation storage
unit 52 (step S 142). The program infodBati on storage unit 52 accesses the
area specified by the pointer data in the particular distribution request.
In the case where 5 the URL of the programis stored in the area, the
programdistribution is requested fromthe contents server 19 using the
URL (step S 143). The contents server 19, upon receipt of this distribution

request, theqrestslat s rqpieson Teevdistriifutionirsguesacoutalnmgk elye f or
the distribdtion managenent server (step S 144). 1 0 In the case where the

contents gwiner dhda issqurtvithegiogrmmnnfermatiohstonagmuwa Sehsteptehid) cat i on
server 18 issues the public key for the distribution managenent s,efrv r to
the contents seflbe prograst sifoBNALS). SIOTREECHRK & 3CERSS0S N aTeh EPgptised e

program usi ng the public ke for the distribution nagenent server, and
di stri but &y l'%(e panieralgin e pastigilan ngtE 141 E%ﬂ‘@g?*t oqflgsescé)éﬁr‘g ere
conmmunicatj o nt unit 62 of the, .digtrjhuti . :16A
(step 5 1465 URReok daetogertm i shrfbdf aBharerh Y PTRBPREL RN B if o
di stributi Lyat P ' t j stribution
nanagerren.tr&gl"érvgﬁqﬁ}ﬁ?bg%gﬁtgﬁgf\ﬁ% %{S?%bgmgig%%ngtggy?%?crypt s the 2,0
programwi th a gy chbheste setvert 16, agpn vwbeript tdfi thidedrsypbuton sequest,
successful, a programwitten in a common text is obtained. The secure
communi catrequestontireol authentié@ie gsgves 1Be te) Mspebla putdes keyr éepoHi ng to
the destination UM 12 fromthe aut hen'ﬁné;g lon server (refer to the first
enbodi nentstrdngiomERRsLCAENE ARIVEE d8ieR %‘&)c-he UM 25 public key, sends it

L 12, 10 b Wi, RS PRSe LSEARTae

private key pai _ Key. _ ecryption i _
successf ulyng RPOIRRIM 4uthBnGEATEN $ea¥br | $80Risakbbethe Jiiglid) Med2 fori ttes this
oc

programin the basic b 40- X (step S 147). The UM 12 determ nes the
basi ¢ bl oest#i®uXidnymianagsment abg@rito the aontesed seyver 19 (step S145).

The contents server 19 encrypts the program using the public key
for the distribution management server, and distributes it as a program,

15 with a certificate, to the secure communication control unit 62 of the
distribution management server 16A (step S146).

The secure communication control unit 62 has stored therein a
distribution management server private key paired with the distribution
management server public key, and using this pnvate key, decrypts the

20 program with a certificate. In the case where this decryption is successful,
a program written in a common text is obtained.

The secure communication control unit 62 acquires the UIM public
key corresponding to the destination UIM 12 from the authentication server
(refer to the first embodiment), and encrypting the program by the UIM

25 public key, sends it to the UIM 12. In the UIM 12, the program is
decrypted using the UIM private key paired with the UIM public key.
Once the decryption is successful, a program in a common text is obtained.
The UIM 12 writes this program in the basic block 40-X (step S147). The

UIM 12 determines the basic block 40-X by the same algorithm as used by



FO0491/ 3147rd 1vhey7pr ogram i nformation storage unit 52 in the distribution
managenent server 16A. In step S147, therefore, the sanme basic bl ock 40-X
is obtained as determned in step S1345f Fig. 24. Alternatively, the

regi stration conpletion notice transmtted fromthe distribution 5
managenment server 16A in step S 139 of Fig. 24 may contain the information
speci fyi ng the unoccupi ed basic block 40-X determned in step S 134, and
in step S147 of Fig. 25, the programis stored in the basic block 40-X

speci fied biye tpregpamt informationf etorageomit B ikl el Aisteibutiog ahaferhbst
programwite operation, transmts a 10 wite end notice to the secure
communi cat servegodfol dni step2 F47,heherdifstei the isamersbagenblockset¥X i
(step S148). This wite end notice contains the information for specifying
the basi c BbtaRedoax datepmingdt He stpogrldh iaf ngt t2h. hdternatevelycuthe

conmuni cation coFtroI unit 62 of the distributiqgn 15 managerrgnt ,ger,ver 16
recei ves t HeZSHRAHEDenGOMRIFHEN + ROtEEer LaRsEREH odTom othge distiibBtiogends

per mi 561 on P PIREERIER: skfvar 1R W obam wa i « 8h Flker v Uy £57eR et o)
The_cont enirfopRiaritn iecififhete JIRFRUBEA bR Bekk A DERCfGaiTRY ié%t%gsends

an activation permssion’to e user ormat1 on storage unit

S150) . TheSu34y ahdfinrsrep iS4 Bobrge28nilie ploghaat iHasoredciel Hedbidie block
activation, perm ssion sends an activation instruction to the UM 12 (step
S151). | n 48eXuperifzed bydhe pactcplaranformatieni vati on i nstruction, the 25

oot vat on {129 SRLITHETS. I0ul b TR ok et s Sabatobe by 89 o
(D 1B, PasEkAR, ERLE, L9BE, DEAREeaBRRRAR o Inth o b e 0 6E° ©
i ndi cat i ngdishebenidn OfnanageRfed’ §éfver 16 (step S148). This write end notice
contains the information for specifying the basic block 40-X in which the
program is written.
When the secure communication control unit 62 of the distribution
15 management server 16 receives the write end notice, the user information
storage unit 51 sends an activation request to the contents server 19 in order
to request the permission for execution of the program written in the UIM
12 (step S149).
The contents server 19 that has received this activation request
"0 sends an activation permission to the user information storage unit 51 (step
S150).
The user information storage unit 51 that has received the activation
permission sends an activation instruction to the UIM 12 (step S151).
In the UIM 12, upon receipt of the activation instruction, the
25  activation flag corresponding to the basic block 40-X in which the program
1s written turns from ”0” to ”1”, after which the execution of the program in
the particular basic block becomes possible.
The UIM 12, at the end of the program activation, transmits an -

activation acknowledgment notice indicating the end of the program



F0491/ 3147F84914%4i’vati on to the user information storage unit 51 of the
di stribution nmanagenent server 16A, to%et her with the information
t

speci fying the program (for exanple, d i nformation specifying the basic
bl ock 40-X) (step S152). 5 The user information storage unit 51, upon
recei pt of the activation acknow edgnent notice fromthe U M 12 of the
user k, determnes an area of the real distribution information storage
unit 54 of the individual user  information storage unit 53-k correspondi ng
to the basia€tiypder up-the user t mifermasan skeragsi nndr Matef dber distobution t o

the programwitten in the sic 10 block 40-X is already witten in the
UM12 of (RNAESEREN Spthrhﬁgﬁar tRgethRE Wi“glfé ﬁamfgﬁmaoglhép@mffmgtm t he

activation_is conplete is itien i-n such a _formthat Y oi

coext ot s. | REOPHI LG Exagpplen thE JpiPumrfiin “smastiipg: e, Bafisn Slro Al
server 16A ﬁéﬁ(j@lrlja%p whet her the activation has been perforned for the
basi ¢ bl oclgs - 0 40-7 of all the UM 12 by 15 accessing each area of

the useg infor matrheniser GhASEnatibh stdragEneni A dpﬁfpfé&ﬁl%]pﬂf #hohagoatdnt 51,
at the end of the operation for witing the information to the effect that

t he acti vaacknmowiedgmpheheticadtom the UM 12obf the tsemk ndétetinihbsitant drea
registration is conplete as a programlist, and subsequently, notifies
that the ppbdharreehdivabuteriormatian siaraghainip ®4 ehghei mslerdual gusare

S 153). The di ' ' 6 I h
procees  Cleatis ralbte Lo LR ERAS T o ast BRI Tal 0 o
154). 2. 3.:;:1. IS4 ' | . | | : : e th
B e e e

of opdaiat i BlbckhPX ii§ alreddy AbritttA&nREEITBV P2 @ ¢he usef kWhilehthidarea, the
distribution is desired by the user, is not stored in the distribution

managenent irfermationaa thet effect that ¢he kenivatioariseroriplete ns wisttenjarsadhoa

G ot T but B SDab ey BT POTHEL LRAFE. St due, Do 0By S (ARSrFGRD, the
distribution management server 16A can grasp whether the activation has
been performed for the basic blocks 40-1 to 40-7 of all the UIMs 12 by

15 accessing each area of the user information storage unit 51.

The user information storage unit 51, at the end of the operation for
writing the information to the effect that the activation is complete, notifies
the mobile terminal 11 that the registration 1s complete as a program list,
and subsequently, notifies that the program can be executed, while at the

20 same time ending the process (step S153).

The distribution management server 16A notifies the contents
server 19 that the activation of the program is completed (step S154).
[2.3.1.2] Registration of in UIM basic block (in the case where the
distribution management server holds the program proper)

25 In the example of operation shown 1in Fig. 25, the program proper,
of which the distnbution is desired by the user, is not stored in the
distribution management server 16A but in the contents server 19. In the
operation example shown in Fig. 26, in contrast, the program proper of

which the distribution is desired by the user is stored in the distribution



F0491/ 3147F80 itddgenment server 16A. The operation exanple shown in Fig. 26
w Il be explained below. The user accesses the registration |list received
fromthe distribution mnanagenent serverd216A, and performs the operation
for selecting the 5 desired program A distribution request containing the
pointer in the registration |ist corresponding to the particular program
Is sent fromthe nobile termnal 11 to the user infornmation storage unit
51 of the distribution managenment server 16A (step S161). The user

i nf or mat i oAN@RageIgeniustrves 6 Aupod heeopdnationfexdmplelshatvatini Big. iXhwiHdeest
fromthe nobile t rm'lnal 11 of the user k, reads the pointer data for
speci fyi ng %R IBPE@@ @®Y¥- storage of the URL of the program or the program
proper of which e distribution is request fro.mth@t area ., of the real

d, .
distribution inf MY A CSER Sl ARES alIgn 1% gereiyed: laamt g distribution
informatio R TY AT S I.gh S -he inter i.n the 15
Iregi st ra!t i @}]ﬁ%e?ﬂ%gng gﬂlﬁ%d?p%,‘“ﬁgﬁdp g&Pﬁﬁgg ﬂg% 9@%&@99. ?gﬁeseg?%ttl?gb 1 on

t -8 j oi ' t : I; r et hon
G orage unie g (Brdgtin DEKN ARl Sttt sortaRibE O PRl R
accesses t hegistrasiondisi goaeepotdinigheo Rbenpatichdde progidie @i sérit Bgrh Othe
request. In the case_ 20 where the program proper is stored in the
particul ar motale temsusakulle wortheniusari amfororatrnl  storages 2uniqidstof tthe

aut henti cat,i gn, server 18 to issue ertichal]tr@ i .e. sends a request for

the U M puBlS bHE?“rIQaﬁ?g%‘HePBFEWQHMKﬂﬁB Jpr ogr am proper and sendi ng
it to the UM12 t u e 3)..:251n the case where the

pr ogram corresporrllﬂglkngdg?]é ?‘E@r@astf(ﬁ b Eo?g%g al&!]ﬁegi’ igpgnprrgﬁ?% ﬁ’gr rfo’t ed

to wiltte ifistHBubiblY feduelh Eratt thenhidtsild Qam?ﬁ%ﬂ gifﬁ%x%gillg% tkb%'[eyhévltﬂgbl Ic

key to the secure comunication control uni he secure
conmuni cat pomtendatzofornspeciBing aheiplase tdfi stotdgdd ofibhe JRL of the program

or the program proper of which the distribution is requested, from that area
of the real distribution information storage unit 54 of the individual user
information storage .unit 53-k which corresponds to the pointer in the

15 registration list contained in the distribution request. The distribution
request containing this pointer data is sent to the program information
storage unit 52 (step S162).

The program information storage unit 52 accesses the area
designated by the pointer data in the distribution request. In the case

20  where the program proper is stored in the particular area, the secure
comimunication control unit 62 requests the authentication server 18 to
issue a certificate, i.e. sends a request for the UIM public key required for
encrypting the program proper and sending it to the UIM 12 of the user k
(step S163).

25 In the case where the program corresponding to the distribution
request is a program permitted to write in the UIM 12, the authentication
server 18 sends the UIM public key to the secure communication control
unit 62 (step S164).

The secure communication control unit 62 receives this UIM public



F0491/ 3147 B@%&y47 and upon determnmination that the key is legitimte,
encrypts the programto be distributed, using the U M public key, and thus
generates a programwi th certificate. Wieh the user perforns the operation
at the nobile termnal 11 to 5 permts the programdistribution, the
secure communi cation control unit 62 of the distribution managenent server
16A sends a programwith certificate to the UM 12 of the nobile termna
11 (step S165). The U M 12 has stored therein a U Mprivate key paired with
the U M puktY.c aRey upand determgnation than phevkey ieyegismalgt snchyptsr sheam
ltten . in the ba k 40- X. The subsequent

ége-rrgte on (RIGSTAM 0 ib?d%ﬂﬂ)ls&fir @ég&ﬁi%@lgﬁm;%k%%&mhuﬁ gangraes, aj n
Fig. 26, 66 - SLZ1 5148 S153 i Fi g. 25.
(205, 105 Rt et b, 6 bl ock (1 m the case whore the 1o

Le. 3. L. 3t .

Communt eat - on cont R heFSED/IBAE HPSuREREA Y o bRt s
when the noRidngitd SidTbisirafl dseABBtdNdkI EéAit ImnhfHE8abnlQdth8l unit 62

di stributi on managenent” server 16A, the secure communi cation control unit

62 of the difsthe distribwtiomnegepenenteereer 16A sshdsal grodraen Wivh pieptificakey of
the UM12 to which the programis to be distributed. Such a phenonmenon
may occur, PdhedstBrpl 2 of the mebileserminabl e (plepgbb0®).are distributed to the

same UM W {082 Kl i 3 e e TR g S R o
cor esponcA Bukle oy A TABHE O LEMSRVAE KB ki MR%ERTL i
cont r o]0 uniThégamehrotidrhad vitehifl the Madit b]beR 4L ation shown in Fig. 27
Is simlar to the operation shown in Fig. 26, except that the operation
correspondi ng t o Thepsbseqbedt aperation 6¢ similanco theicugrespording poidriationey
fromthe a‘g},@%}} inc la*ggi;.o o e %rig.lfé,i ssieps S166 to S171 correspond to steps S148

to S153 1n Fig. 25.

[2.3.1.3] Registration in UIM basic block (In the case where the

15 distribution management server holds the program proper, and the secure

comrnu_nication contro] unit holds the UIM public key)

It may happen that when the mobile terminal 11 sends a distribution
request to the distribution management server 16A, the secure
communication control unit 62 of the distribution management server 16A

20  holds the UIM public key of the UIM 12 to which the program is to be
distributed. Such a phenomenon may occur, for example, in the case
where programs are distributed to the same UIM 12 within a short time.
Fig. 27 shows an example of the operation performed in such a case. In
this operation example, when a program proper corresponding to the

25  distribution request is found, the program is -encrypted using the UIM
public key held in the secure communication control unit 62 and written in
the UIM 12. The operation shown in Fig. 27 is similar to the operation
shown in Fig. 26, except that the operation corresponding to steps S163 and

S164 for acquiring the UIM public key from the authentication server 18 is
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to steps 5161, 5162, 5165 to S171, respectively, in Fig. 26. [2.3.1.4]

Regi stration in U Mfree basic block Thédduser, by operating the nobile
termnal 11, can register a 5 programin the free basic block 40-F of the
UM12. This operation is shown in Fig. 28. In the case where a programis
registered in the free basic block 40-F 1 of the UM 12, the user operates
the-nobile termnal | 1 so that- the desired contents server 19X is

e S0l Jho fontnts servar 1% hat has sece vod Ture o o 10
di s'g ri bgt i éé)eéléb Sﬁ@ _stlorﬁiaie@sf)ﬁ@tw.@biuégh:éﬁj ééogr amto the secure
f%TJ}Szg?:gg%ﬁ_iﬁiﬁ%ﬁgﬁééﬂggﬁéﬂ{%ﬁg?&?ﬁ?@ blak Io:);e??nn? °t Eg_néi Stribution to
tpa(rat I cul ar opera |eolr‘119féll§( ggngbﬂ%ﬂ% h@l%n&ﬁ{)ﬁgg?tc ngdjl]i’ %éﬂgﬁ%&%tm a

di stribgti o , reyco i ' cpnt rol
it 63 g SfTRIaEaRE red MAK bidck A0FT, of Re IV B2 DRI iRrafiBnPR) )

(step S198howhhinskigr @8t am nay be sent in encrypted formor wthout 10
encryption. The UM12 wites this programin the free basic block 40-Fl.
The U M 12, at thethbadase whergropregnam iis aegirteead om therfrae hasic bloaki t e

"hi of nat | of0SE bitkgbe T2, e BRe° %E?a”t%giﬁééﬁfbéé t%iﬁzaggﬁeiz“
he i nf or nopsiftd [cBofitts 1A 1030, bEGesdcll 0 B podiife SBE qitrisling BRE; °°
the argn ofiedifed peGraml yertual it i(ftkgrs@i}?n storage unit 53-k

corresponding to the free basic bl otk 40-FI (step S195). Once this update
operation is conphetcatentsesarver 10X chatahaoweceived this distribution request

distributes the requested program to the secure communication contro] unit
62 of the distribution management server 16A (step $192).
The user performs the operation to permit the distribution to the
15 free basic block 40-F1, and the information indicating the particular
operation 1is sent from the mobile terminal 11 to the distribution
management server 16A. Then, the secure communication control unit 62
distributes the program to the UIM 12 of the mobile terminal 11 (step
S193). This program may be sent in encrypted form or without
20 encryption. The UIM 12 writes this program in the free basic block
40-F1.
The UIM 12, at the end of the program write operation, transmits a
write end notice to the distribution management server 16 (step S184).
The wuser information storage unit 51 of the distribution
25 management server 16 receives the write end notice from the UIM 12 of
the user k, and updates the information including the number of distribution
sessions stored in the area of the user individual information storage unit
53-k corresponding to the free basic block 40-F1 (step S195).

Once this update operation is completed, the user information
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for the programwitten in the free basic block 40-FI (step S 196). The
UM12, in conpliance with this i nst ructdn, conpl etes the program
activation, and transmts to the user information storage unit 51 of 5 the
di stributi on managenent server 16 an activation response notice indicating
that the activation of the programin the free basic block 40-Fl is

completed (step S 197).. The user inf tion storage unit 51, upon receipt
of the acti\atd%n UllesdoRgRdndPi e (UBY (e anr mouyaBent HeStiR@ion forefisst er s

i . 0cBPar P e 76t SR SR RS bR v To e e
form of progr am 111 URRIZ b GRPBARRE FAE 2, MidnctingbompRss' fhe "
conpl ete, thaoehy 4QVERA 28 trAfniE 69RE st %quﬁgr?ﬁ%% éﬁ{ﬁge e 31 of

Progr am del’et fon from userf infornation storage un e“process

del eting thhepdpgributioagingifiginemt tseevesel6 hAf AEHRALOR SésPaBe Woticedl
will be explained with reference to Fig. 29. The user, by perfornmng a

pr edet er mi nedicapwgathiat the aetavatieplodyhe programiistthatfrembpsiedlank|4GF1 is
received fromthe istrgbtétiéon managenent server 70 16A, on the display
unit 21. USQSPIekd (Sep&ild) N, the user specifies the desired program and

Aot 0gr am 1 ogi st éﬁ%@ﬁ@?ﬁ%ﬁ R T
init 51 of THeetREnT R LIV I O e 0 g sl R Ty malighT e

case witer ethdte theogctivationbés debeipdete, siml rieadyredeloft e fadivianal angrof
the basic blocks 40-1 to 40-7 of the UM12, the user information storage
unit 51 seh@kOTEIatOR slorage weat S3ridcomespgnding te the dragf basibeleskr4@-dFlcancel

the utili Zéftl{eoﬂsg illttjalexng{igﬂrs%g}agteou}ll % %r(])ttl 1éss, i-ﬁeti'l\éetrorxll? of program list,
the mobile terminal 11 that the registration is complete, thereby terminating
the process (step S198).
15 [2.3.1.5] Program deletion from user information storage unit
| Now, the process for deleting the program registered in the user
information storage unit 51 will be explained with reference to Fig. 29.
The user, by performing a predetermined operation, can display the
registration program list received from the distribution management server
20 16A, on the display unit 21. Under this condition, the user specifies the
desired program and instructs to delete the program in the distribution
management Sserver 1‘6A. A program registration delete request
containing the information for specifying what is to be deleted is sent to the
user information storage unit 51 of the distribution management server 16A
25  (step S201). -
In the case where the program to be deleted is already deleted from
any one of the basic blocks 40-1 to 40-7 of the UIM 12, the user
information storage unit 51 sends a cancel request indicating the desire of

the user to cancel the utilization of the program, to the contents server 19
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In the case where a programto be del eted remains undel eted in any one of
the basic blocks 40-1 to 40-7 of the Uk 12,, on the other hand, the
process for deletion of the programfromthe basic blocks 40-1 to 40-7,
described later, 5 is carried out at the sane tine under the guidance of
the distribution mnagenent server 16A. The contents server 19, upon
recei pt of the cancel request, sends a cancel perm ssion notice to the

user infor rfv@mpﬂfhsct}pt}&gpaﬁmdlaﬁpiogxfamhg didirfuteUstepn STBORIE IR theS@AeeT
16A (step S203). 10 The user inforfrati on storage unit 51, upon receipt of
the cancel wiperena psogramabi be detktbdtresnding umdeleteat imangnotd efprhegbagicof
which the deletion is requested in steg S201, and sends the registered
program | i $docks dér1del 40i broft et REMobD2) ont theviather hand( sheppisr@ss . for

2.3.16] P del et f U M basi |l ock 15 Now, th ( f
oi oting 5 JRTGGILA (56 BrOBENDAATE [he dissc hoaks 40 L 401, ddrsrinad katem 1 |
b | ai ne i_t-h f to Fig. 30. 7Th .4b ' ]
o eder e m Re HERAETERT Bk, Rime dideth i Gnrdct it e SREThutes r e
program | i %aﬁéﬁﬁ%;$%@15§ady to the nobile termnal 11. Under this

condi tion, ass e user specifies '0 the desired program and gives

an instruction tThdedsitenist ser?Be 19{ wpos ﬂ%%ii]?t ob k19 kandél fedirestOsendf at he
U M 12 where the programto be deleted is stored is determ ned, and a

del etion r eguesit peomisaioni mgticketd nherusdri mforsption ytorgge henipabli ofilthe
basi c bl OCE. s, transmtted fromthe gobi le termnal 11 to the user
i nf or mat i oA'YIBNHGE THANRSEINCRE SGINET 404} (StERS283): 25 nanagenent -server 16A

(SESPTEY 1) Toon s, PORRORATLREE TGP Y, on 950 SEF LR Gl
Ea%);opy e e sk O, ok of B P ogtn ey
deletion 1s requested in step S201, and sends the registered program list
after deletion to the mobile terminal 11 (step S204).
[2.3.16] Program deletion from UIM basic block
15 Now, the process for deleting a program from the basic blocks 40-1
to 40-7 of the UIM 12 will be explained with reference to Fig. 30.
The user, by performing a predetermined operation, can display on
the display unit 21 the registered program list transmitted already to the
mobile termunal 11.  Under this condition, assume that the user specifies
"0 the desired program and gives an instruction to delete it. One of the basic
blocks 40-1 to 40-7 of the UIM 12 where the program to be deleted is
stored is determined, and a deletion request containing the information
specifying the particular basic block is transmitted from the mobile
terminal 11 to the user information storage unit 51 of the distribution
25  management server 16A (step S211).
- The user information storage unit 51, upon receipt of the deletion
request, sends a deletion permission notice to the UIM 12 (step S212).
The UIM 12, upon receipt of the deletion permission notice, deletes -

the program specified by the user in step S211 from the basic block, and
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unit 51 (step S213). As a result, the sﬁ I nformati on storage unit 51
din

deletes the information on the corresp g program under the control of
the 5 transm ssion control unit 61, and gives a deletion notice to the
contents server 19 (step S214). Also, the user information storage unit 51
notifies the nobile termnal 11 that the deletion IS corrplete in the form

of a program i st hereb endi n roce 2.3.1.6.1]. The case in
ohi o't he. SR AnfieletigR ERd mcSiae: B B KT oimanpn Srats it e (SaRe
time under t,lig gui dance of distribution managenent server. As described
above, § brocess for deleting a programfromthe basic blocks 40-1 to

20715 carried Rlreblif SAECLLLTE ARSI IROACLRILER Ahid ST NgaBrQorAm from

t he user |nformat|on storage "uni egw nce I'StriBution
managenment jrfpim@tiont h UHe" corfeRpBRHINS gﬁ@@%@ HAter StheOfcordthl of t i

di stributi on managenent server sends a d lon instruction to the %/I by
speci f Yi ngtrahempssagn asomfolwhnith6 tle hatli givessa réxjutiohedotice tpl Hae cohtédris
process of steps S211 and S212 descri bed above. '.0 [2.3.1.7] The case in
whi ch use ©rvasdp (lSTrﬁIlb53'b4) on storage unit is proh| bi t ed Accord| ng to this
enbodi nent, a de |v |on ro ess for the user rgormat t or age, un|t

can be execut ed PRBAtOn StrEsey¥Ddg O & mot 08 SAORHE on
Storage ﬂ%%m?‘i‘alc;?rﬁleé‘je‘@%{“ BRI e, O fr £§1§nm§§rﬁe' Popm gt

di stributiperémpnagan theSrfocess. 16A stops the service tenmporarily, or the
service of the distributi'on managenent server 16A to the user is

t enpoi@r i I[2.31spdjdEbe atasthm velgiohs theofpropeamodeletion [frami basichblabikngs t he

contents server, 19. Once this deactivation process for the user
carried out at the same time under the guidance of distribution management

server.

As described above, if the process for deleting a program from the

basic blocks 40-1 to 40-7 1s carried out at the same time as the deletion of

15  the program from the user information storage unit 5 under the guidance of
the distribution management server, the user information storage unit 51 of
the distmbution management server sends a deletion instruction to the UIM
by specifying the program of which deletion is requested, in place of the
process of steps S211 and S212 described above.

0 [2.3.1.7] The case in which use of user information storage unit is
prohibited.

According to this embodiment, a deactivation process for the user
information storage unit can be executed for preventing the user from using
the user information storage unit 51. This deactivation process for the

25  user information storage unit is carried out, for example, in the case where
the distribution management server 16A stops the service temporarily, or
the service of the distribution management server 16A to the user is
temporarily suspended at the request of the contents provider holding the

contents server 19.  Once this deactivation process for the user
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the prograns registered in the user information storage unit 51 to the UM
12 is prohibited and so is the del eti oR8f the prograns registered in the
UMI12. Now, with reference to Fig. 31, the deactivation process for the
user 5 information storage unit will be explained. The foll ow ng
description concerns the case in which the contents server 19 requests the

deactivation_, process for the user information storage unit. First, the
contents seRIEMAOESHIRZE UBHr 1S RRGASAIQWN the ofisliebutapr ofydhe tpragraoes

request to_the user.information_ storage unit 51 of the 1Q di | bution
management TS@PYEFd18h é’ﬁeéﬁf?ym?ﬂgnﬁ@mgﬁfBpﬁatsﬂoﬁos%ﬁ aéh%niji B,
upon recei f - - 1] 0 to e unit deactjvatio st, is
o o bi ¢ cctf PR seEert i G QPR E B DRRSaUR Are HRERLI b TN 50
storage unit deagid b 1SS, ti e

eLorags unl . deandw kA0 rBRIECS P, I IRE deBch DatRTHERLS RE R uad
mobi | e 5 t eimforalatich atotage LRI benespRinge UTHe dBBGWinat tl@@cﬁgﬁb?]e to
the effect that the use of the user information storage unft 52 has been
pr ohi bi t edcofistrms tB223se iAswhictethd tontenes ssiererofd réquemdihe deacrivagbnll
can confirmthat the T O use of the user information storage unit 51 has
been prohi BTe&ds fppthe user infommatioasdoragewdith the user information storage

unit is deactivat distribution nagement server In.the case where
the user infor rraFfrgﬂ ‘3‘?%?%@‘&%??“1% ﬁé@ﬁ_ﬁ?/eﬁ Baefbgﬂfeqrﬂkﬂm%ﬂqr@@ﬁ Bt
management §sgiyedtiddAr { S Tthet Z:@ef'sﬁ{goh?faglwtéﬁfhrgezﬁ*rﬁi °5§9‘°of“ "tp% o1
is prohibited fromuse eactivated), and sends a userinfornmati on storage
uni t déact disatibotionahasspdraehhservebilloa (sepigzd1)1l indicating that the use

of the user information storage unit 51 is prohibited (step S223).

[2.3.1.8] The cadbei wsazhirformasiamns stofagehanptr &dr, anpen areediptn ofl Mdbasser
information storage unit deactivation request, is prohibited from use
(deactivated state), and sends a user information storage unit deactivation
permission notice to the contents server 19 (step S222).

15 Then, the user information storage unit 51 sends to the mobile
terminal 11 a user information storage unit deactivation notice to the effect
that the use of the user information storage unit 52 has been prohibited
(step S223).

As a result, the user of the mobile terminal 11 can confirm that the

"0 use of the user information storage unit 51 has been prohibited.

[2.3.1.7.1] The case in which the user information storage unit is
deactivated by distribution management server

In the case where the user information storage unit is deactivated by
the distnbution management server 16A by itself, the user information

25 storage umit 51 is prohibited from use (deactivated), and sends a user
information storage unit deactivation notice to the mobile terminal 11
indicating that the use of the user information storage unit 51 is prohibited
(step S223).

[2.3.1.8] The case in which the use of the program stored in UIM basic
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basic block for prohibiting the use of a programstored in the basic

bl ocks 40-1 to 40-7 or the free basic Block 40-Fl of the UM12 will be
explained with reference to Fig. 32. 5 This process is carried out in the
case where the nobile terminal 11 is stolen or the contents provider
requests the user to prohibit the use thereof. Once this process is
carried out, the user is prohibited fromusing the prograns stored in the
basi c bl ocl{ﬂoékrjlgpmhjmleﬂhe free basic block) involved. The description
that follows deals with the case in which the 10 user service server 65 in
charge of user s&Nowgds praddssdondeappvaponaifebasieddock fonprohibivientiehe
nobile termnal 11 is stolen, requests the process for deactivating the

basi ¢ bl ockserRisaprogramestorgbin the dasihblogksr 404 go 42 7stwiise fraebasicce of
server 65 bingk A0 BReR e Lousl hrexpammed qiderclesndslig. 38 or mat | on
SLoraes Ul oL Syt Sl e TRIBSIRE RSl Bl ARl T T
et VoL S e P AT (UKL i e B0
the basi cilidreok dénmie thad pedcdsedsieairied bt oiheasser i0aohithhas fratpagdingat i on
response indicating that the use of the basic bl ocks "has been prohibited
(step S233the psogrems storeduserthe basioehlooks sincladengthe fitegbasis bldukdi c
Chat t he. dGlOIBFAL nd Tadrecribuen dhat Tollaw dals Wab Biseape oni hicH thet ep
5290 408 s W8Rfel REPITHGRGE HOHRRP s el AR Rp s, e

measure such as when the mobile terminal 11 is stolen, requests the process

for deactivating the basic blocks based on the report from the user.

Fig. 32 shows a sequence of the deactivation process for the basic

blocks.

15 First, the user service server 65 sends a basic block deactivation
request to the user information storage unit 51 of the distribution
management server 16A (step S231).

The user information storage unit 51, upon receipt of the basic
block deactivation request, sends a deactivation instruction to the UIM 12

20 (step S232).

As a result, the UIM 12 deactivates the basic blocks meeting the
basic block deactivation request, and gives a basic block deactivation
response indicating that the use of the basic blocks has been prohibited
(step S233).

25 Then, the user information storage unit 51 gives a basic block
deactivation end notice to the user service server 65 indicating that the use
of the basic blocks of the UIM 12 has been prohibited (step $234).

Further, the user information storage unit 51 gives a user

information storage unit list to the mobile terminal 11 indicating that the
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bl ock) is prohibited, thereby ending the process (step S235). [2.4]

Ef fects of second embodi nent As descri b®d above, according to the second
enbodi ment, prograns 5 can be distributed beyond the limt of the nunber
of the storage areas of the storage nodule (UM, and the operating
conveni ence on the part of the wuser is inproved. Also, the distribution
managenent server can easily manage the activation/deactivation of the
program digse idfutlkee, basid blocksi $whitdut imary andludeo theefree basic block) is
activation/deactivation of the programready for distribution. [3]

e R gL oS Pkt 1 on The 10regoing rent
server IOi s @&ﬁﬁé’é&ts RE\‘}'%‘FQ Pﬂ'géqd}weﬂltur ality gf 15 distribution )
e oy ohS R0 REa RO ale0ing 3 Hhi Rebed ARSI prbBragS 2
o 1 Ba b BE ABREET bBIoRU Ihedirhll Of FRTDAbCE BT AHESforatl drfalhf HEONT, |

whi ch the dbfidd midula (BIMYeERA! theeoperating conveaicitedbn el paftoof the ne
switching network, the distribution nmanagement server can be ‘connected to

the |ine awerchimgroreedor k t hrough an internet nmaking up a packet 25
swi tching network and an jnternet gateway. [3.3] Third nodification

Al't hough only t &S0 wrﬁsdggbprleéd%mwtasgﬁv&raw rﬁ@adveglqmel thef
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well 10  the activation/deactivation of the program ready for distribution.

[3] Modifications of embodiments
[3.1] First modification

The foregoing description deals with the case in which a single

distribution management server is involved. Nevertheless, a plurality of
15  distribution management servers can be provided for distributed
processing.

In such a case, the programs stored in each UIM and the
information on the storage area of each program can be stored in a common
database.

20 [3.2] Second modification

Apart from the foregoing description, dealing with the case in
which the distribution management server is connected directly to a line
switching network, the distribution management server can be connected to
the line switching network through an internet making up a packet

25  switching network and an internet gateway.
[3.3] Third modification

Although only the UIM is described above as a storage module, the

invention is also applicable to various IC card memories with equal effect.

In this case, the storage module can be arranged at a fixed terminal as well



F0491/3147F§}9¢§% t a nmobile termnal. 62 CLAIMS 1. A programdistribution
I'str

system f or ution of a program the program 5 distribution system
conprising: a nobile termnal configuregijto receive a programwrelessly
transmttable to the nobile termnal ina non-activated and encrypted
condition, the nobile term nal conprising a user identification nodule,
wherein the nobile termnal is configured to transfer the programin the
non-acti vated and encrypted 10 condition to the user identification
nodul e;  t hgugef et febhfga4i on nodul e conprising a plurality of nenory

bl ocks, wherein the user i1dentification nodule is configured to decrypt
the program and store the program in a non-activated condition in one of
the nenory bl ocks. 15 2. The programdi stribution system of claim1,
wherein the user identification nodule is configured to receive |ocation
information indicative of the one of the nenory blocks the programis to
be stored within, the location information transmttable to the nobile
termnal and transferable to the user identification nmodule. 20 3. The
program di stribution systemof claim1l, wherein the nobile termnal is
configured to transmt a request for distribution of the programto the
nobile termnal. 4. The programdi stribution systemof claim1;, wherein the
nobile termnal further conprises an operational control unit configured
to control data transmi ssion and 25 operation of the nobile term nal,
wherein the operational control unit is configured to transfer the program
to the user identification nodule in response to receipt of the program at
the nobile termnal. 5. The programdi stribution systemof claiml1, wherein
the program storable by the 30 user identification nodule is only
activatable by the user identification nodule in response to receipt by the
user identification nodule of a program activation request that 63 is
transmttable to the nobile term nal



6. The programdistribution systemof claim1, wherein the program storable

by the user 1dentification nodule is only deactivatable by the user
identification nodule in 5 response to receipt by the user identification
nodul e of a program deactivation request transmttable to the nobile
termnal. 7. The programdistribution sg8tem of claim1, wherein the
program storable by the wuser identification nodule is only del eteable by
the user identification nodule in response 10 to receipt by the user
identification nodule of a program del etion request transmttable to the
nobile termnal. 8. The programdistribution systemof claim1, wherein the
one of the nenory blocks is configur@dAldfiSecurely store value data in
conjunction with the program 15 wherein the user identification nodule is
directable to execute the programto apply the value data to a nonetary
debt that is incurred with the nobile termnal. 9. The programdi stribution
system of ql ai my Lo Nar BlBoRaGNsRkm! BF. FBARINN 2408 KRomERBE! 585G PT 0T am
area and a data area, the user i‘dentitication nodul'e oﬁflguPeﬁrfo 20 store
t he prodr adisbivutidtesypemgomprisimgea of the one of the menory blocks and data

associated with rogramin t data area of .the sane one of the nenory
bl ocks. 10. The® %‘?@br%ﬁ" '&aﬁlg?rfqngﬂﬁg?ooﬁué‘ﬂfsat%rﬂ‘?rﬁﬁn VEreARsslY Ganspptablsi 1 Mehe user
i denti fi catrobile termichilivea hoh-aavdfiddgud eslripdsohditidd, vel y make at | east one of
t he program and,t he ?ssoqigted 25 data storable in the one of the nmenory
bl ocks accessi bPEMSYSIGERANCOBPTTEREAYSE: HFnicatiopmedule, wbeeaphemphileanot her
menory bl oedfmindllis &nfigh@rta et Hcbptbir@R HY e SbnlaRlivailidStdd By of a
progragb t he progéan1 distribution systemconprising: 30 a nobi'le term na
conf i gdFed SPsIoR R e usepfdentificationmedsls: communi cation; a user identification
modul e coupl ed ik bddr {deRaRRN Rodufd BhipAbing %T@ﬁuﬂﬁﬁsﬁﬁénarg%l&k{,]%%inon modul e
conprising: a nodule control unit; and a nory coupled wth the nodul e
cont rol unihe userfidentificetipn madni¢ is gonfigured pxiccryat the prograpeand nWreths rogem ar ea,
" wherein t hg, Appld6AtdQs &ﬁ&%sg{mrtﬂaﬁén@bﬂkw ality of separate and

i ndependent nennry-blocﬂs capabl e of storage of a program and associ at ed
dat a.

15 2 The program distribution system of claim 1, wherein the user identification
module is configured to reccive location information indicative of the one of the memory
blocks the program is to be stored within, the location information transmittable to the

mobile terminal and transferablc to fbe user identification module.

20 1. ~The program distribution system of claim 1, wherein the mobile terminal is

confignred to transmit a request for distribution of the program to the mobile terminal.

4. The program distribution system of claim 1, wherein the mobile terminal further
comprises anp opcrational control unit configurcd to control data transmission znd
25  operation of the mobile terminal, wherein the operational control unit is configured to
trapsfer the program to the user identification module in response to receipt of the

program af the mobile terminal.

S. The program distribution systcm of claim 1, wherein the program storable by the
30  user identification module is only activatable by the user identification module in

responsc 1o Teceipt by the user identification module of a program activation rcquest that



12. The programdistribution systemof claim 11. wherein thé nodule control
unit is configured to be directable to execute a first programstored in a
first one of the nenory 10 blocks to allow for selection of an itemto be
purchased, and configured to be directalb3e to execute a second program
stored in a second one of the nenory blocks to pay for the selected item
13. The programdi stribution system of claim 12, wherein value data stored
in a data 15 area included in the second one of the nmenory blocks is
useable to effect paynent. 14. The programdistribution systemof claim 12,
wher ei n t he!s iagmiigablsdatheatobinictmind. di rect abl e by execution of the second
programto transmt a paynent request with the nobile termnal and await
recei pt of a paynment confirmation to be received by the nobile 20 term nal
when paynené fofht pegme @atiRdioh bW & &fihaC R ST

di stribution s%ést of Clcﬁ;i m ll,ﬁwher_ei n tﬁg’ﬂ%glr?é% T%Q%%E{g?ﬁ%gbﬁb fse a
first memor$hitMHSAE, Bpdple sormdy deastivatabin by tizenvscs idvatifiogeh sintiyle 1enot el y
and a seécontspbRens YechinPBKt s programis nageabl e only
by a user 25 oper ati Eg%#\gﬂ%gﬁﬁgﬁt&g{)@n&ﬁégﬁﬁ O?B.pr i ?38'@‘?531‘? Eﬁ%E‘ESFi buti on
syst em of c,lfaﬁ'wgibi?‘%kwel?ihtmbhl-of the menory bl ocks conprise an
activation flag indicative of whether the stored program has been enabl ed
to he executed by the nodule control unit. 30 17, The program distribution
system of ¢t ai niThe proghmrdistribusionsyagmashciim 1 & @hirein Aprétrard SokBR oJRAPTY bl ocks
i's nodifieqdgRidnkd .(rnclasgiggse to rel%‘g‘)iépt tgy the nmpdul e control Unit of
progragpst'orage AT s only gele ¢ 5 pssridgptificriqsumadsle is seapaame of ¢l ai m
11, whdfei ro eeceiprbyabd isveaid anifipstiog hivdule Of § Ho8iabef 1By | ' inal is
del i ver ed tﬂﬁgxg h the nobile term nal toﬁlt%?e modul ecﬁﬁ‘egﬂ?@gﬂnﬁaﬁ?{i@ 19. The
program di stributionréystem of claim1l, wherein the nodul e control unit is
configured to decrypt a non-activated programthat is received by the

nobi | e terrséi nal..and 10 %_ra‘nsferred to the nodule control unit. 20. The
program di St ri bu?9 BEERPstigHbEon Systemnof rlaimie velierein the omehif|the mematnal

::gm(::)g |n fsl E; uhlchXiseEdi\ﬁh'ur&ﬂ% ReBRRly 5©feCtRAC Bata ‘m%ﬁhﬁaiw%{ﬁnﬂ.‘e"p%gr?nr!} rol unit

red . ce
w?lcrcm the user identification module is directable 1o execute the program to apply the

value data to a monetary debt that is incurred with the mobile terminal,

9. The program distribution system of claim 1, wherein cach of the memory blocks
comprises a program area and 2 data area, the user identification module configured to
20  store the program in the program area of the onc of the memory blocks and data

associated with. the program in the data area of the same one of the memory blocks.

10.  The program distribution system of claim 9, wherein the user identification
module is configured to selectively make at least one of the program and the associated

25  data storable in the one of the memaory blocks accessible by another program storable and
executable in another memory block.

1. A program distribution system for distribution of a program, the program
distribution system comprising:
30 a mobile terminal configured to provide wireless voice cormusication;

a user identification module coupled with the mobile tcrminal, the wuscr



to execute a programstored in one of the nenory bl ocks td'exphange data in
the 15 associated data area of the one of the menmory blocks with a
comuni cation device external to the m%til le termnal via the external

equi pnent interface.

identification module comprising;
a module control vnit; and
a4 wmemory coupled with the module control unit, the memory having an
application area and a system area, wherein the application area comprises a
5 plurality of separatc and independent memory blocks capable of storage of .a

program and associated data,

12.  The program distribution system of claim 11, whercin the module control unit is
configured to be directable to cxccute a first program stored in a first one of the memory

10  blocks to allow for selection of an item to be purchased, and configured to be directable
. to execute a second program stored in a sccond one of the memory blocks to pay for the

selected item.

13.  The program distribution system of claim 12, wherein value data stored in a data

15  area included in the second one of the memory blocks is useable to effect payment.

14.  The program distribution system of claim 12, wherein the module control unit is
directable by execution of the second program to trapsmit a payment request with the
mobile terminal and await receipt of a payment confirmation to be received by the mobile

20 terminal when payment for the selected item is effected.

} 15.  The program distribution system of claim 11, wherciﬁ the mcmory blocks
comprise a first memory block wherein storage of a program is managed only rem‘ote!y
and a second memory block wherein storage of a program is manageable only by a user

25  operating the mobile terminal.

16.  The program distribution system of claim 11, wherein each of the memory blocks
coroprise an activation flag indicative of whether the stored program has been enabled to
be executed by the module control unit.

30

17, The program distribution system of claim 11, whercin a program stored in one of
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the memory blocks is modified only in response to receipt by the module contro] unit of

program storage instruclions.

18, The program distribution system of claim 11, wherein 2 non-activated program
received by the mobile terminal is delivered through the mobile terminal to the module

control unit,

19.  The program distribution system of claim 11, whercin the module control unit is
configured to decrypt a non-activated program that is received by the mobile terminal and

transferred to the module controt vait.

20.  The program distribution system of claim 11, wherein the mobile terminal
comprises an extcmal equipment interface, wherein the module control unit is conﬁgﬁrcd
to execute a program stored in one of the memory blocks to cxchange data in the
associated data area of the onc of the memory blocks with a communication device

cxternal to the mobile terminal via the external equipiment interface.





