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Fig. 11

C ST':RT ) S1101

Yl

— 1  CAPTURE COMMUNICATION DATA |[=
S1102
“ S1108
DETERMINE TIMING AT WHICH KEY DATA || [[SAVE COMMUNICATION DATA
EXIST IN MEMORY UNIT IN ANALYSIS ' IN ACCORDANGCE WITH
TARGET APPARATUS DETERMINATION RESULT OF
WHETHER OR NOT
NO TO BE SAVED
DETERMINATION

RESULT

YES (TIMING ARRIVED)

& S1104
SUSPEND COMMUNICATION %4
PROCESSING AND ACQUIRE MEMORY
~ AREA DATA
$1105
EXTRACT KEY DATA CANDIDATE |V
FROM MEMORY AREA DATA
DECRYPT ENCRYPTED | >1108
COMMUNICATION DATA AND OBTAIN
CORRECT KEY DATA AND DECRYPTED
COMMUNICATION DATA
! $1107
CHECK DECRYPTED COMMUNICATION |[~
DATA AND EXECUTE SPECIFIC
PROCESSING

Y
CEND)
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CAPTURE COMMUNICATION DATA |~ S1201
ANALYZE CAPTURED COMMUNICATION DATA AND | s1202

DETERMINE WHETHER TO ACQUIRE MEMORY AREA DATA
FROM INFORMATION COMMUNICATION APPARATUS IN
ACCORDANCE WITH KEY DATA ACQUISITION POLICY

S1203
DETERMINATION
RESULT

YES (TIMING ARRIVED)

SUSPEND COMMUNICATION BETWEEN ANALYSIS TARGET |~ S1204
APPARATUS AND COMMUNICATION NETWORK
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STORED IN MEMORY UNIT IN ANALYSIS TARGET APPARATUS
S1206
DUMP DATA STORED IN MEMORY UNIT IN ANALYSIS ~
TARGET APPARATUS
REGISTER DUMPED MEMORY AREA DATA IN MEMORY DUMP ~— 51207
STORING UNIT
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NOTIFY COMPLETION OF ACQUISITION OF MEMORY SPACE
__ S1209
RESUME SUSPENDED COMMUNICATION
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COMMUNICATION DATA

Y

( END )




Fig. 12B
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CAPTURE COMMUNICATION DATA
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Fig. 13
SERVER
CLIENT \
(ANALYSIS TARGET (DIFFERENT INFORMATION
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COMMUNICATION CONTROL UNIT PROVIDES CAPTURED DATA TO
COMMUNICATION DATA RECORDING UNIT

l S1402
A

COMMUNICATION DATA RECORDING UNIT DETERMINES WHETHER
OR NOT COMMUNICATION DATA NEED TO BE SAVED IN
ACCORDANCE WITH COMMUNICATION DATA RECORDING POLICY
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NO (DO NOT SAVE)

DETERMINATION
RESULT
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Fig. 15
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S1502
y yid

EXTRACT KEY CANDIDATE AND INFORMATION ABOUT
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CANDIDATE DETERMINATION INFORMATION

l S1503
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REGISTER EXTRACTED KEY CANDIDATE AND INFORMATION
ABOUT ENCRYPTION ALGORITHM IN KEY CANDIDATE
STORING UNIT

NOTIFY DECRYPTION UNIT OF EXTRACTION OF KEY
CANDIDATE
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C START )
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Fig. 16
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RESULT
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END
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Fig. 19 C START )
>

CAPTURE COMMUNICATION DATA

y

ANALYZE CAPTURED COMMUNICATION DATA AND DETERMINE S1202
WHETHER TO ACQUIRE MEMORY AREA DATA FROM INFORMATION | [~
COMMUNICATION APPARATUS IN ACCORDANCE WITH KEY
DATA ACQUISITION POLICY

__ S1201

NO S1203

YES (TIMING ARRIVED)

SUSPEND COMMUNICATION BETWEEN ANALYSIS TARGET [~ 51204

APPARATUS AND COMMUNICATION NETWORK

INSTRUCT MEMORY ACQUISITION UNIT TO ACQUIRE DATA
STORED IN MEMORY UNIT IN ANALYSIS TARGET APPARATUS

v

DUMP DATA STORED IN MEMORY UNIT IN ANALYSIS TARGET
- APPARATUS

Y

REGISTER DUMPED MEMORY AREA DATA IN MEMORY DUMP
STORING UNIT

L]
NOTIFY COMPLETION OF ACQUISITION OF MEMORY SPACE

Y

DECRYPT COMMUNICATION DATA

¥

MODIFY COMMUNICATION DATA

v

RESUME SUSPENDED COMMUNICATION AND TRANSMIT
MODIFIED COMMUNICATION DATA

Y

( END )
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L~ S1206

L~ S1207

. S1208
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L S1901
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REFER TO CORRECT KEY DATA AND DECRYPTED
COMMUNICATION DATA

l S2003
%

SPECIFY COMMUNICATION PROCESSING TYPE OF
PROCESSING OF TRANSMITTING AND RECEIVING
COMMUNICATION DATA, IN ACCORDANCE WITH
COMMUNICATION DATA MODIFICATION POLICY

APPLICABLE COMMUNICATION
PROCESSING TYPE SPECIFIED?

S2005

y

MODIFY CONTENT OF COMMUNICATION DATA IN
ACCORDANCE WITH COMMUNICATION DATA MODIFICATION
POLICY

l S2006

o

ENCRYPT MODIFIED COMMUNICATION DATA

l S2007

4

— NOTIFY COMPLETION OF MODIFICATION PROCESSING

'
C END )
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