.0 7 FEB 2007 SYSTEM AND METHOD FOR HANDLI NG DATA TRANSFERS BACK%BgUP%B 2007
Technical Field 5 This docunent relates generally to the field of"-

comuni cations, and in particular to handling data transfers that involve
nobil e wirel ess comruni cati ons devices. Description of the Related Art Sone
conpani es or governnents have different types of networks based on 10
different levels of security. Sone of the networks are nore secure than
others and provide additional |evels of security, as well as different
procedures for using that network. It is a security concern for data to
nove between the nég’mﬁs@%@%ﬂ%!ﬁ?ﬂw{&mwﬁe SFERS network to a

weaker network. An additional problemis howto prevent a malicious

application from siphoning data fr j ioeacorporation's firewall to
outside the firewall. 15 For exa rnment may have a secret
net wor k and alsamicakFeldet network. The workstations on the secret network

may not even be c o o A=18 rr}l%tuvxork to explicitly prevent
dat a si phoﬁi ng. Tgﬂggogétg%tt }e%éésg&sf}gﬂﬁ)ﬁlﬁeﬁgﬁb&omeH’C?t‘r‘i’gss8“d ! fre” f or

mobi | e conmuraeding dxstrangfe thybipeal verreabile wnldstcolvemueicationstiepb@y t wo separ at e
PDAs to each enpl oyee that uses both of the networks. This is a costly
approach. 20 As anot her exanple, an organi zati on may wi sh to depl oy
handhel ds t o Regintoneidhe Relgeddut connect to their corporate network as well

as their per S_Ona| S&rﬁ@@éﬂpaﬁgﬁb} gERERHANE Shave &iffer%%s Re ndehhid rﬂ%@{](%l for an
enpl oyee i@ s(hﬁhon]eg%t% bet.wegn their corporate secure networ _f'o their -
personal &%cotRrent le3es SRRy SOOIk e male st e ken otbars idrrgyidei scl osed

herein, syst emmsitiantlenat dfeatarigy @ wepaodiifdat pbaurbPHaging thatahrt reRsf ers

between a secure.location.and a | ess secure |ocatjon. _ As an exanple of a
system and nethEY CACTLPL rta°r%%vgrga‘gﬁeggllféﬁ"m(%@rsﬁetciﬁﬁalycff?maa REBiStCBE devi ce
det er ni nes whetviek toan watkeengverd. et additionah pfoblem e hove @ pisvedt b GGBtih@NS i S

permtted. 30, |& It 4§ F : i Yo I the data transfer is prevented
and the user arrr)ggl/cahen f*rﬁ%tl Pe %EQ f%oﬁglgmd@fé? glg?r?tg’ﬁgg ree‘r"g]btroe‘)\‘}tgﬁ? g‘ﬁﬂfewﬂg anot her
exanpl e ofl5a syst Eeheageplaibe Boygmmgntangy b sgsctt spwdnbghdeannseceionera dat a

transfer requastydmudibRN§ B8 sclak RedvbRMA dol Ekh bk WALLAN L R: RrSEEQNd
| ocation, wherein the 1 .
network to explicitly prevent data siphoning. To prevent data siphoning between these

networks for mobile communications, the government would have to deploy two separate
PDAs to each employee that uses both of the networks. This is a costly approach.

20 As another example, an organization may wish to deploy handhelds to employees,
which connect to their corporate network as well as their personal (home) email accounts.
it would be detrimental for an employee to siphon data between their corporate secure

network to their personal accounts.

25 SUMMARY
In accordance with the teachings disclosed herein, systems and methods are
provided for managing data transfers between a secure location and a less secure location.
As an example of a system and method, a data transfer checker operating on a mobile
~ device determines whether an attempted data transfer between two locations is permitted.
30 If it is not permitied, then the data transfer is prevented and the user may be notified of the

data transfer prevention.

As another example of a system and method, a system and method can receive a

data transfer request to transfer data from a first location to a second location, wherein the
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O 7 FEB 2001 first location is nore secure than the second Iocatggz. gﬁt 0
transfer settings are retrieved froma data store responsive to r i6‘ dﬁ
the data transfer request. The data transfer settings indicate whether a
data transfer is to occur based upon a security-related aspect associated
with the data transfer. The data transfer settings are used to determ ne
whether 5 to transfer the data fromthe first |ocation to the second

| ocation based upon the data transfer settings. The data is transferred
responsive to the determ ning step. A system and nethod may be configured
to consi der oﬁ@“gP“HBﬁ%mﬂFF$%¢§HPﬂ&éﬁaﬂ logatiors floata toesferrshitings el rati@dd aspect s,

such as |evel fof seanusiotcyredomteiat@evit it dfSnA85ttaati fa chng data
transfer. As oqther a, secur rel at ed asp@g!{t' gg?lg?t?lgfﬁgé the type

. Setun 'I%Xcapp‘!ilf %ﬁl rada tj Ly : . ;
of 10 communi-CAPTESERE IERE 98 HISIHE fotors hassd pree @rpequtity-thlated aspicocat | on
and t he secondssodigedvitiohe daictmnsfsr. Thedaiy/pasfQfsetSHE i Ricd 3 deRin OwRGLUr . The
type of data %§ﬂﬁ§&?ﬁwQBﬁﬁﬂ%i9Qfh9?“|9 in%%ude ata. forwar |ng‘%e{meen
servi ce books, opening an Internal any dh WxPEenhicatiop bad apdnothe dan
| nt er - Pr ocess teusforentingat Thodaté sm@)sfived nepermsiaipthé Gfkrhiag ste@nd/ Or @ cut -
copy-paste type opgkathPhddek i jons. .15 As will be appreciated,
the systems and netﬁ%ds descr%%gﬁy%ggéﬁ%%%#%c@?ﬁéﬁ?@‘%ﬂ“”ﬁ%ﬁvﬂﬁﬁﬂﬁerent
enbodi ment's, &RweApEuEEEAattdasreets. wesdias levchof sequsityiamosiaed withahd RaRRGHSs BRI EF
DESCRI PTI ON OheTdala tRBGW NGSotfidr Grandplds Sa &Fu 1 8% 20, £xampl e
communi cation System.in which a ﬂ%ﬁélessrﬁ%gE%gﬁﬁﬁﬁf%%PF%ﬂagg@Wﬁéfnay be
used. FI G 02 remguyijation operatigh dhbs Perfprpedr betresen dheafirtl lecaionandnihe atdogn SYSt em
i ncl udi ng  mulidchtph8udhes Weltyps ol ethnalchtioR koD Ther GOIFMDLEALL on devi ces.
FIGS. 3 and 4car£.Qh£gF giacrang de igLing nanag%%gnﬁ ohglgfgmﬁgﬁhsfers
between a sefUMEMFEEPRITVANEE Retpat sersias bhoks, propiag froiptem@BndarGxieini s a bl ock
di agr am depi ctémgrtiam anTin@dProoessComrhmicain QUG ibBGeSadplid AR SH80: o S8ITI NYS tO,

a nobil e devi y e flowharts depicting a data transfer
oper at i onal sggﬁfgltﬁ?@gwﬁﬁzg‘%&aﬂ BPEESi agr am depi cting a data transfer
prevent i onl5f eat ur eAwiillrbiapprerinted, th erstems aidngetivet MBS Rl &6 ARk Ss | S

prevent ed. 30 wahfGHifiSer SmBodtheAt kenl RGN HeRLGENG ;2. data L ransf er
prevention feat u)?le1l W?lerrgi n cut /ncopy ppaste g%égrtlg i'ONns arePisabl ed for

applications on a nobile device. -2
BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an overview of an example communication system in which a wireless

20  communication device may be used.
FIG. 2 is a block diagram of a further example communication system including
multiple networks and multiple mobile communication devices.
FIGS. 3 and 4 are block diagrams depicting management of data transfers between
a secure location and a less secure location.
25 FIG. 5 is a block diagram depicting an IT administrator providing data transfer
settings 10 a mobile device. '
FIGS. 6 and 7 are flowcharts depicting a data transfer operational scenario.
FIG. 8 is a block diagram depicting a data transfer prevention feature wherein data
forwarding between service books is prevented.
30 FIG. 9 is a block diagram depicting a data transfer prevention feature wherein

cut/copy/paste operations are disabled for applications on a mobile device.



O 7 FEB 2001 FIG 10 is a block diagramdepicting a data transfeg? F%B &gg{
prevention feature wherein Inter-Process Conmunication (I PC) are disable
bet ween applications operating on a nobile device. FIG 11 is a bl ock

di agram of an exanpl e nobile device. 5 DETAILED DESCRI PTI ON OF THE
DRAWNGS FIG | is an overview of an exanple comunication systemin which
a wreless conmmunication device may be used. One skilled in the art wll
appreciate that there may be many different topol ogies, but the system

shown in FIG 1 h S r the. 10 operation of the encoded nessage
processi ng system?lJ Ig'ngﬂﬁeq?ﬂ%gﬁ %]%;snc&r]ef”ﬁ%néﬁ‘ﬁtat?i‘@Sferpﬂr‘é@@ﬁ% feafyrsl Whewini on. Ther e
may al so be nis-Presss fepmmyeisetion SIREH chrer digablell GerivSen ApPRcafidnERb&ating %R LM Shown
in FIG | is {@hilddediistrati ve purposes only, and shows perhaps the nost
preval ent Internet_e-mail environment where security is not generally used.
FIG | shows an e-Fi@il! isadierk diagmm of sneexpmpiemobiit d®@e. a message server system
40, a 15 wireless gateway 85, wireless infrastructure 90, a wreless
network 105 and a nobile__communi cation device 100. An e-nmil sender system
10 may, for exanple, b el DESCRIBHO T #INGSSer vi ce Provi der) on
whi ch a user of tIRGSyBhaeeveRew aBartda@Ns Mdthun; w.hhin a conpany,
possi bly connected to a |.ocal are eltaﬂmrk_(LﬁLt%??%% l\é\n(;‘}r}fhceétwéﬁlefso t he
Internet 20 287OF REHNELIEH™ES Foe Ynhtklied dr thoert wilappregintathitaiegenASP
(application bemacdiffaravbmbiigles,Shi€ Ihe BRenPIRfvinGR Fl 1 Hﬁps(cﬁ:‘%%ml@%se skill ed
in the artjow |l apprel.al gl bhe systens shown in Fl G 1 mayinstead be
connected to a W de area Networg %e\/\]i{ﬂgéss&ghsé(?te‘?%%fﬁ Peieds deseritgdtin theal t hough
e-mai |t r ansf eregnigpplicatnmdhdry macalwrip masjwaeksdz i seadg hnk &Eiﬁkﬂﬁtnﬁgﬁ%@ct ed
arrangenent s i | 6. : . sage server 40 may b
i npl enent ed, %gtf ﬁgﬁg%pfnglﬁbgl%%ﬁélﬁ m%a;ggggﬁ(%ﬁt%r& g s\t“f’l‘i"shpetr}l"i‘és %F Meftal | of a
corpor ation, BeWsRplntart spsitnkiroament Sherg pecixipis sgtatemilpnsed.he | i ke, and acts
as the main inter 5. dhobs dromiil oRe R RTOUR 50 L 1ksliBl 8HIEL,20,, Al though
ot her msj?agi n% Syst ens 'r“grht n,olgr require a nessage server %r%?’é‘m 40, a
nobi | e devPce{O%" BEHY &T gletsopirasiRctis, Ph @ wirrdespaRah195 seindinniglee- nai |
w Il normal | ycdpenagsiaidatiedo t h an 30 account on a nessage server. Perhaps
the two nost co vers ar M crosoft Exchange TM and Lot us
Dori noTM  These pradULE L ars SGrTel) T FHimple. be comected fo an ISP (interme

Service Provider) on which a user of the system 10 has an account, located within a

company, possibly connected to a local area network (LAN), and connected to the Internet

20 20, or connected to the Intemet 20 through a large ASP (application service provider) such

as America Online (AQOL). Those skilled in the art will appreciate that the systems shown
in FIG. 1 may instead be connected to a wide area network (WAN) other than the Internet,
although e-mail transfers are commonly accomplished through Intemet-connected
arrangements as shown in FIG. 1.

25 The message server 40 may be implemented, for example, on a network computer
within the firewall of a corporation, a computer within an ISP or ASP system or the like,
and acts as the main interface for e-mail exchange over the Internet 20. Although other
messaging systems might not require a message server system 40, a mobile device 100
configured for receiving and possibly sending e-mail will normally be associated with an

30  account on a message server. Perhaps the two most common message servers are
Microsoft Exchange™ and Lotus Domino™. These products are often used in

conjunction with Internet mail routers that route and deliver mail. These intermediate

components are not shown in FIG. 1, as they do not directly play a role in the secure
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conjunction with Internet mail routers that route and deliver Eg@as 807
internmedi ate conponents are not shown in FIG 1, as they do not (Ql ?
play a role in the secure -3 0 7 FEB 2001 nessage processi ng descri bed
bel ow. Message servers such as server 40 typically extend beyond just
e-mai |l sending and receiving; they also include dynam c dat abase storage
engi nes that have predefined database formats for data |i ke cal endars,
to-do lists, task lists, e-mail and docunentation. 5 The w rel ess gat eway
85 and infrastructure 90 provide a link between the Internet 20 and
Wi r el ess net waoessagt @fcesdi degédbgdm,l ructure 90 determ nes the nost
likely netwogk for | ocgf ‘ﬁ gl venﬂ%éagggeweg Spehas pecver f{btypieadly extendt hey r oam
bet ween countrlyes JBF ©THEt HBTRE 200 Aeqrivinga ey hlso tnblede @@Jnmlv%tﬁgseté?o %%e nobi | e
devi ce 100 vi<ginkythdtdse prodemsdiatbise Pormat at_a radio freguency (RF),
froma base sglgglr%do& LS i rel ess net \L)\o%?ta%kgx?end‘lrﬁép Sisiapkligsdovi ce
100. The particu FR™M05 may be virtually any wirel ess network over
whi ch nessages na?h%‘EIrMG:MmQMSmdt;hﬁaanﬁm 40‘;;» Q}EQ%W devi ce. As

I's sent byl

shown i n Fl G20land i REPRSS ssage Ierfj | sender
10, | ocat ed somewher e on tﬂ( ﬁ)ﬁm‘? net 5320“ aaﬂ"lFtﬁfer?ﬁS‘stag@es_ﬁlemﬁ)stnma;ral ly fully

in the clear "Rk [ &sating adiven ovwahndSranyl the I8 d 5y AR E we Br ot oc ( SMTP) ,

RFC822 headermswand. ASndMdbd r Mai | Ext ensi on (l ?\?I*:’I body
parts to define the for rrgtlkg%&ﬁ%ﬁedtgl} "WELﬂsdﬁlj%e 108 Ha wiselese phmingsi@s are al |

Wl | known t SRUEE sy ﬁ%ﬁf}ch(fiﬁ)ﬁﬁ‘@mbasa'mOﬂEﬁﬁﬁﬁ%le&en%Wiog?s at the

message SHY vesobd®damd 106 TRy pihckdr S5 TTESS ge store. NDS

nmessagi ng sys'g,eer %lijr%%ort a i%ccali &E% Tnay E)éarg(c\@eeéessm@ vvherel n
the nobile ~devics a?f’ﬁg’f‘y?%ﬁﬁﬂ@%&edt‘”ﬁhﬂmblbmmmm@%@be f or war ded by
the message servehs thowt REFIZO1,MBinb&ed xS Seb 15 SONE teme provide for

ys
automatic royping ich are address dheu%‘f‘ari’gse’é@%pem fic
e-muil address astsegm at e% geﬁh?%mﬂ\ﬁ@bﬂ‘%m%ﬁwé%lsmlﬁlaﬂs% fallgin gy @her r ed

enbodi ment  dést upasclepditional (fimpie Malle TandferbPloVs! (5 $524803 ﬁdﬂeagssed to a

nmessage 1Ser wat QUALMASEH host s sfem suc S &hone
conmput er or offllpggﬁco mpu?t er %\Nﬁe}lsgﬂ] (\éﬁel{v%h%’éiyf’ﬁst% figgsthe fopfat af thedil € devi ce

100 are redi PESPE TP?S&FFF‘EW@%%@@@ ls\ewwenhosezsﬁmé@mtt& a{'th?herme@% jdevice 100
!

as they are neeeiad mcRRgARAtCHNOL; 1 jtic mechani smcohtrolling the
f orwar di ng of ness %es to  the mobil Hﬁ“gl ce” TooT PR tes Yaydras, or

possi bly a transt at ﬂe”&srsu?pé’ft(?rsﬂ’ﬁ%”le‘écpuvem%ﬂsnacceSHmhemaf wher€in 88 Hobife0 t he

wirel ess gat deviry 18Gmud neuest thexl s5ed thdfab@bk FiG LD,y 32 Ale@&tlgeus%?vgr 8 the es
20 mobile device 100. Some systems provide for automatic routing of such messages which
are addressed using a specific e-mail address associated with the mobile device 100, Ina
preferred embodiment described in further detail below, messages addressed to a message
server account associated with a host system such as 2 home computer or office computer
which belongs to the user of a mobile device 100 are redirected from the message server
25 40 to the mobile device 100 as they are received.

Regardless of the specific mechanism controlling the forwarding of messages to
the mobile device 100, the message 15, or possibly a translated or reformatted version
thereof, is sent to the wireless gateway 85. The wireless infrastructure 90 includes a series
of connections to wireless network 105. These connections could be Integrated Services

30  Digital Network (ISDN), Frame Relay or T connections using the TCP/IP protoco) used

throughout the Intemet. As used herein, the term "wireless network" is intended to include

three different types of networks, those being (1) data-centric wireléss networks, (2) voice-

centric wireless networks and (3) dual-mode networks that can support both voice and data
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of connections to wireless network 105. These connections could be
Integrated Services 30 Digital Network (ISDN), Frame Relay or TIf 7 £ 2007
connections using the TCP/IP protocol used throughout the Internet. As
used herein, the term"wireless network" is intended to include three
different types of networks, those being (1) data-centric wreless
networks, (2) voice- centric wreless networks and (3) dual - nbde networks
t hat can support both voice and data -4 n FPS 21097 communi cations over
t he same physical base stations. Conbined dual - node networks include, but
are not |im teWPMIynicgtpps eyseehe sppe physisalMaset stapibre. Ababined GEDMA)e netoar ks, (2)

the Groupe Spewtlade, bddbre 6t iRMited BE (1 vi r ' Conmmuni cat i ons
Y Dackot %&%@%@é@ﬁ@&%ﬁce%p onﬁé‘?m&‘i’fﬂ @3) future

(GSM and thet %neraé Pﬂﬁ%

t hi r d- gener at | ShO[2308>Pect § Ridhg Plobal Breamfeeiotiia CammatiesiofsqGSId) slaal

Evol ution (EDGE Gernthl Biuks®asiaSeMeb (GIRS) Fah&k0 BIIYE G eiﬁfggeﬁ%St er&)( UMTS) .
t

Sone ol der ex f data-centrjc.' network include SBIP&8PM Radi o
Net wor k an t%[e%e{%ﬁég %Inﬁggﬁ'@'rﬁkf 6&5?339"&1@@%%@6& ang| YraverssbMewilecent ri ¢
data net wor ks Teirsbrudenid@tons SivettmCAMNIS)i Cukre GMicSYHEMBIED ofl BESknrib SLAWLKS | i ke

GSM and TDMA ;5ysd. GiBv ThipGs. 2. 1S a bl.o L agr.am of a further exanpl e
conmmuni cati on ;Syé?,t em i?\b(]:TqudiR%o %re?u o aﬁ?éheﬁ)gfa%&%s‘{aaﬁﬁkﬁwlt-i%la@plnmji l e

communi cati on iVeisg cenite daty aptenkef infHidg, Pedsohas CommHusicaidh | ShikMs gbegyl ar to
the FIG 1 sys,{emksmgg'gmpa[nglqlgﬁmpsyggﬁ{ system 30, a redirection program

45, a nobi koe device cradle 65, a wreless virtual private network (VPN
router 75,19 an addf'Gr &t DWFk ditesam ofve furthar kxap® camuminatio Hbtem iRiding

conmmuni cat i on mHeNilERBwokRind AaltbR HBAS Ednbel; id njynction wth FIG
1, FIG 2 repres ver qgw of a sanpicggggéﬁé\?\gr@%t%%& %‘Jdﬁg 2A‘ISthough

n an . i
t he encoded rresssgﬁéﬁlﬁrsﬁ?géé"l%@ﬁ?&ls‘t%ﬁ‘%’“’a‘?‘l’ﬂi“ﬁ’éﬂeﬁéd@st siteoT 30, beddikatei N may be
applied to netpwmrdesshambobily deviseycradiclosar ifdlesd ORAI RYME Sotwd:l -P“ﬂ?‘}“\@ﬂ( of FIG

2 is useful i t i a tonatic e-mil redirection system
ment i oned bri g]p Ildﬁﬁ/{ﬁtg%'giv@&gei ng 21Lebn "?%“h'ﬁ18§1°g§3ﬁ§fnﬁlﬁ?‘%°wqﬂceq I98i dal ly be a
corporate b fideeribnd abevsen conhiictidpurith Figly LIRS Baptedafts & HRARwOSTd GHpiEONPUL er

or sone other priMalBoisHSt Bk LE OBl ssages are bei ng exchanged.
Wthin the host s stg?n%g i's O}L{y%g neé%gdégr%ésra reF G e P Erdomethads e

conmput er wi t hi%seribrd Yersie gy |be gpplied eto hstitorks s tiegrmatyh differmatt ®pAsgids N@e Mai N

i nterface for nehldk HOSD. 315 L@MID HERABIE © allBihdic WLy Liie L nternet 20. In
the system of Fl he, 25 redirection %raoaramnzglrltéaﬁna%@%egnofjesaft?“écti on of

G .
data itens frdﬁlﬁ“i‘?ﬁ‘é‘??&&‘?}é‘?‘”ﬁo to a nobile

20 The central host system 30 will typically be a corporate office or other LAN, but
may instead be a home office computer or some other private system where mail messages

_ are being exchanged. Within the host system 30 is the message server 40, running on
some computer within the firewall of the host system, that acts as the main interface for

the host system to exchange e-mail with the Internet 20. In the system of FIG. 2, the

25 redirection program 45 enables redirection of data items from the server 40 to 2 mobile
communication device 100. Although the redirection program 45 is shown to reside on

the same machine as the message server 40 for ease of presentation, there is no
requirement that it must reside on the message server. The redirection program 45 and the
message server 40 are designed fo co-operate and interact to allow the pushing o.f

30  information to mobile devices 100. In this installation, the redirection program 45 takes
confidential and non-confidential corporate information for a specific user and redirects it

out through the corporate firewall to mobile devices 100. A more detailed description of

the redirection software 45 may be found in the commonly assigned United States Patent
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comuni cati on device 100. Although the redirection program45 is ﬁh?)vg% t%
reside on the sane nmachi ne as the nessage server 40 for ease of B 2007
presentation, there is no requirenent that it nust reside on the nessage
server. The redirection program 45 and the nessage server 40 are designed
to co-operate and interact to allow the pushing of 30 information to nobile
devices 100. In this installation, the redirection program 45 takes
confidential and non-confidential corporate information for a specific user
and redi rectséialtwgzﬁtmthr ough the corporate firewall to nobile devices 100.
A nore detail thie i Grtera), entithal "Sebing £6 M re.45 may be found in
MR SEHHEE Bgismalog o

the commonly Asfsagkd [ tes, Patent -5 . 19, 694
("the ' 694 Patent" Y, ‘é’%’%fﬁg’gﬁé @i‘x‘éf%%ﬁ‘&“%?%& Haging PuSHated Elecidner mat i on

From A Host SHSdrestn sl issusblei theeastiatea Mmhtc@ﬁlic%ngﬁ‘ﬂpﬁ?lmyéln £ Shared

) . ) h : .
El ectronic Ap@h e&8niquediel luSS Y eGhd 1e.assi gnee of the indtant application
on April 01. This Q!Vpﬁsh s %eé‘dlﬁafi?“ﬁ% cPmppesYTean fncivetall v

17, 2 y ]
encodi ng, go n5FEYLY Bndelike al ipfesmstipm iy & mobithiavics ehub efrelaldly thenﬁ#é e Nf Or mation

to a nobil e dewireirewdius bbbl MY a8 ng the security frréewall to
i ncl ude each mobile device 100 associ at tgggb\cfi\nmto%atfcﬂ‘@mﬁg%ﬁo%‘*y%‘tnem 30. As shown

i nFIG 2 t ggr e@ﬁiz‘;ﬁa;ﬂ@ﬁ% HF{%M;&F rng@f qé;gum? pattts g @bttindNefolrmbhio] tgati on 1
the nobile ¢ oah ice O toedtedd e Noaltig ; t1an onto the nobile-
devi ce 100 i sy, fAr0ugh @ port desgidlgﬂgac{aeldQS%o?gaﬁ’g?%nggtgg Bl dvieersiive 65, This
nmet hod tends to be us_e?l.ﬁ" For 1BradUieres HdsrttaThiomnetiptatie s Wit per f or ned
at initialf zawikgnforstation ypdies e parfonn:dLORiddhdionloNEmofiRSh,i8Y 3 G0 0 OF 2

od tor

comput er 35 WekiRidnt SforSY, - withe, ot her mai n metho exchange
is over-the-air %Jsi ng W r%{’lglgs%%%e '&b"rtk%syftﬂmagl Theeqther meininmftion fatdn. As

shown in FI @cheneetyia-regi binzaiotmplavaiiado e ughnBmuise! 35, PN router 75

or through a FIGr adhksiwhabe hddbGhiRfla ecti.on 95 to a W reless 'dateway 85
and a wireless .i.nf{%struceture ?LS 90{8%2 e“gr(?(gfsbgla\lé?}Weﬁ Théroegincept of a.

wirel ess VPN "Pditierah Infemet conpretipn $5 previvlesetaeasy 89 adustitdesdRdaddmll € that a

VPN connett i &0, ssdesctbebab@st ahd m%leoﬁyh\g@e%ggsgﬁ%{g{xgﬁ&%evﬁ5} ptﬁg‘lw ]‘5 i q(;:m \rMelr :Lgss

network 110 t'r?u&.g”;}?ﬁi'l e.degi ce % :

VPN router 75 °ha 01 5PPes B ey VP eroppegtipa qoul be eataidisicd ulidciyenhidsmd, when t he

new I nter net spePifiotvireleds nétivBik 1V tdsd MEbII6 dévhdRVH). BE E:&s‘éiﬁ?ig o'}ésgng'ep'b sed wirel ess
addr

net wor ks. Thivenngw 0 0.W |1 proyide enough LEETSt 0 dedicate
an | P address to e\}rg?)?lgsn&oxgjirle%"ﬂ\é\e\’ﬁe%%‘gﬂ gt gpuldehs yeed ke the mepbeaicbl € t o push

i nformati on FBglBhVEeione(IPES atBEs to IBhysed WitdRess devihisNEhiDAL, pr%}dc\épnt age of
usi ng thizm Wiwiehess MR P04iREsed B dbdcale@lp f!dE]resCs?om d beanoff the-shelf VPN

every mobile device 100 and
thus make it possible to push information to a mobile device 100 at any time. A principal

advantage of using this wireless VPN router 75 is that it could be an off-the-shelf VPN
component, thus it would not require a separate wireless gateway 85 and wireless
infrastructure 90 to be used. A VPN connection would preferably be a Transmission
25 Control Protocol (TCPYIP or User Datagram Protocol (UDPYIP connection to deliver the
messages directly to the mobile device 100. If a wireless VPN 75 is not available then a
link 95 to the Internet 20 is the most common connection mechanism available and has

been described above.
In the automatic redirection system of FIG. 2, a composed e-mail message 15
30 leaving the e-mail sender 10 arrives at the message server 40 and is redirected by .the
redirection program 45 to the mobile dévice 100. As this redirection takes place the
message 15 is re-enveloped, as indicated at 80, and a possibly proprietary compression and

encryption algorithm can then be applied to the original message 15. In this way
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conponent, thus it would not require a separate w rel ess gateway 85 and
wreless infrastructure 90 to be used. A VPN connection woul d pr[éf?eF%%l@ﬂQT
be a Transm ssion 25 Control Protocol (TCP)/I1P or User Datagram Protocol
(UDP) /1P connection to deliver the nessages directly to the nobile device
100. If a wireless VPN 75 is not available then a link 95 to the Internet
20 is the nost common connection nmechani sm avail abl e and has been

descri bed above. In the automatic redirection systemof FIG 2, a conposed
e-mai |l message 15 30 leaving the e-mail sender 10 arrives at t he message
server 40 and TSspERFRe Peden Hympbils deviediod echd i s&ﬁ@@ﬁaﬁ'ﬂtﬂi‘% wefk réaﬂ%n mobi |

devi ce 100. As delits Wwakkidiss kicBRs bk nmessage
re- envel oped, ﬁs |(?1)d| catg at 80, aﬁ@ me%ewahb?‘)) "bQFS@Fﬁsleé‘fha‘?B?d hfts\hm essi on

and encrypti % SOERSHT RIPFERN4Y h’é’nthbémé?ﬂi)ldﬂm 100 ;trdsferalﬂy ugd A mpBgsage 15.
In this way, re;ﬁclﬁgxﬁg EHB;@QOAW};@ SASOR; on the nobil e device 100
are no |ess se;lﬁure .th "ﬁgé wgre re;gﬁgﬁ%gr gglsl?f DR B heidesiBn such as
35 within the crqg: E5Rge S hramfieds Etnétﬂmee:tmvextshadrésedrm@ct i on
program 45 and“@%erepimmebsagedeumal m@@pm@pgat@rd@smamomﬁd tal@(% Zllows

% a rom"
repackagi ng teg this outer envel ope i {18 g nt a| n
the addressing @r@? %ﬁ%ﬁtnhﬁ olne ug?rg%ﬁsgmfﬂF‘i‘d&sﬁélsmﬁﬂ@%?g%e-mée@tessfmm @wender’

and the recei vobiles deikgr b(@sanowmthe r@blb«ﬂ%&e%@plty 2ReS 39 @ %lpt}{ee ch the
appropri at e desgihdiaitodithe A8 d@Ak%g eqoigﬁatgegg?"%r onf. fie

dto rerl ect the
nmobi | e user's desktop address e gobilgdevigd@f-ess fromt he

mobi | e devi’ce 100 “Jﬂﬂl Glfgenseeck @é@lméd() ABSEElES tamapPab tRmdbk0KEh, t he

nessage oOfri glwtm}@g:lcome@mt ) IR masy system 35.rather than the
nobi | e device, 100. 10 tnhﬂar ef er gﬁcegﬁﬂ%gﬁm ’"%)8‘?31:'“ Rifachereaal e 65

connectivity 3% HESmodiof dogeshiled i thpart of pescodntiget B@ﬂtaﬁlat(mﬂ;ﬁ L,er s many
advant ages fosym}naﬁiamgmnﬁ:stdommda&taeﬁ}i&ﬁéﬁr&@r 2k 1 1{3‘%}&3 ' For those

skilled in th assi stants On?fnl ormation
synchroni zat i gla%g%rﬁgm ﬁgﬁ éa?a %‘ro‘ﬂﬂegﬁ’f angedntiy bt tmﬁéhls tifm gndsitaile ldr§e Per sonal
Informati dA  Wemwamjismbwlky (nFﬂaNye ahd treguitds a Id&baﬂnm&iﬂ%r@?ﬂacfe@ onth B ol ‘m'i st tinme

this data tengs;idkqoPend:25 96 w3 ant § n nature and requires a
| arge bandwi dth to get : %‘e% S%i[bnqkj i %‘is ’“Z%\“al E‘é‘\ﬂ‘%’e@lsfé’e"wﬁéqf@thpzt can be

used on the r elaepseszrm%ld@éus@fwg YD) mnmweahmepemmd ab @ SOUINGY or RIPr POSES,
el el 0=t i e L S BORRELA o g Bl e BE R, ' 7
Certificate &tﬁié)agqyoﬁ’elﬁnﬁt% key(ig-pgetrablg Gxcimiged pr thataliedeklayp 35sanp hRfiRr abl y
exchanged 280 tdvat 100 ehattamk perpondity aMPondRkAH.E for accessing all mail. The Cert and
CRLs are normally exchanged over such a link because they represent a large amount of
the data that is required by the device for S/MIME, PGP and other public key security
methods.
FIG. 3 depicts a system wherein data transfers 230 between a secure location 220
25  and a less secure location 240 is managed on a mobile device 100 by a data transfer
checker 202. A data transfer checker 202 can be implemented on a mobile device 100 as 3

software routine or in hardware or firmware. FIG. 4 provides several examples of

locations 220 and 240. For example, location 220 may be a top-secTet Or secure network

and location 240 may be an unrestricted network,
30 As another example, location 220 may be a first application that has received
sensitive or confidential information. An attempt to transfer data from the first application

to a second application may be prevented by the data transfer checker 2072 because if the
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20 devi ce 100 share one personality and one nethod for accessing all mail.
The Cert and CRLs are normal |y exchanged over such a |ink becaude]tHey 203!
represent a |large anmount of the data that is required by the device for
S/'M Mg, PGP and other public key security nmethods. FIG 3 depicts a system
wherein data transfers 230 between a secure location 220 25 and a |ess
secure location 240 is nagid on bi | e %ew ce 1(%3 %Ifa data_transfer
checker 262 UADYE IS SYCFEEY &} the ARERLAPPIERIORathen Ehe SREANE FRRHBLOLRER Wobi | e

devi ce 10@55"&&0 BisshOhd¥ Bl Qe R IdRR tO5n hReMVBdRnOr firmiare. FIG 4
provi des several exanples of |ocations 220 and 240. For_ exanpl e, Iocatlon

220 may be a t 8H3sederistsgn edrfpanaien ieshrologndedBisiatein 2 IUET Hgy e an
unrestri Cg éhans%Q oftfer G El%ngt@é@% ?molbﬁ?ﬁ@\h&nw%zgh (i€ 232 first
applicati as received sensitive or confidential In tion. An
attenpt tean méwsffeevhadémta trisders @ Heark pesnittedpidi whith omes arona pmtﬁm The
applicati t se if
appiiee O%}U stggggbglét%{ég?fr gﬁtg}!%?eﬁg@%aygads% }@@%ﬁ?gﬁ% 1%8%01 c?%&%’

appl i cati dga dafaeransfiechedeondl.appl i cati on m ght be used to d| ssem nate the

sensitive data.to.an .unsecur | ocati o depi ct anIT i nformati on
L ethnol veyy  aarmnd I8 RS A0 RS Rbiel skt Sonslhr Soi 2 h ot e oy
criterion devic&etrhé B@EngdF22 tiaydbeRbVillQl @Baké 6RO AeviddBI0SRt h RS 0AD@r Ccan

i ndi cate what data transfers 230 are permtted and whi ch ones arg@not

per mi t t ed.Otheh datacoppsehgs meshanisiy %éndsee &¢ update the ¢ita sfore Yeroha mPdst ed on

the nobi | ge¢eyige Thedue d@ﬁ@@?@ caldbed rQ?io@aEﬁzﬁélﬁva%ﬁ t1eNeEeS ardQan bdhe | T
adm ni strator 250 can specify data transter settings 252 to one or nore

devi ces. Tréatedby ihvgd aBRnkagonhdsheorndede thy inhial mmgsen@@@qdc@ thgdTover a
network (qr ta connection mechanism in order to update the data
store 204%61%111? (0 2 gé devi ce 100. The nobil e device 100 can be

pre- progranmed ’Rmstmowlﬂm &acmgiqliqstla?mgd @apaes witl detcephbiity tohaestpiize data
adm ni str : e el t t
admi ni st r Z{ glgfelgge t.m%.? 1§ ?‘Lﬁt Iﬁ%\“ &ﬂ; 1s rrb%lﬂ ?IL (ﬁmmsln D3P 29(,5 93/1{ ﬁr%gldp¥he h t he
capabi | i tysentmgs:ushld)mncmde dlatnaes dafrt&a&bmpam)ettlﬁewlngertsmlmjt}tat téepanyneedls. Al so,
an I'T adm'(pistraaéliﬁj 250 can g vide the same settings to all nobile

devi ces of “VHE LOREANG COHES w PUS%uring that conpany nobile devices

adhere to a consi Bit gicy kdn POif6¥ed upon mobile devices in many ways, such as through

the approaches described i the following commonly assigned United States patent

application which is hereby incorporated by reference: "System And Method Of Owner
Control Of Electronic Devices" ( U.S. Pub. No. 2004/0255169). This document illustrates
how a user of the mobile device can be prevented from altering or erasing owner control
information (e.g., data transfer settings 252) specified by an I'T administrator 250.

FIGS. 6 and 7 illustrate a data transfer operational scenario 300. At step 302 in the
operational scenario, data transfer settings can be provided to one or more mobile devices
by IT administration personnel. A company's IT policy can specify that many different
data transfer-related features can be enabled/disabled. As an illustration, the data transfer
settings can enable/disable such security-related aspects associated with data transfers as
the following:

* whether data forwarding between service books should be allowed.

* whether cut/copy/paste operations between applications should be allowed.
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An I T policy can be enforced upon nobile devices in many ways, such as

t hrough the approaches described in the foll ow ng conmonly assi@r"{ecﬁEBnﬂﬂde
States patent application which is hereby incorporated by reference:
"System And Met hod OF Owmner Control O Electronic Devices" (U S. Pub. No.

2004/ 0255169). This docunent illustrates how a user of the nobile device
can be prevented fromaltering or erasing ower control information (e.g.,
data transfer settings 252) specified by an I T adninistrator 250. FIGS. 6
and 7 illustrate a data transfer operational scenario 300. At step 302 in

the operational sceMetlieo applisdtiand shams fer s Blild can be provided to one or
more nobi | e deshee@Beondsidy] adMi ni strat i on persg}%ﬁé??mn& Pohrsmayand 4anT pol i cy
can specify that many different data transfer-related features can be

enabl ed/ di sabl ed. AsWhithar| IPGs inmtproosss  doeuiadiant LaRsT f L settings can

enabl e/ di sabl eapphitgfionsecurity-rel ated aspects aré)soci gt g%l W¥sd beiveent r ansfers
as the follow ng: * whether data forwardi ng between service books shoul d
be all owed.” * whether cut/copy/ paste operations between applications shoul d

be al | owed. -Big ode brEbr20fese LacMRESD applications should be prevented
f r om openi ng ot O o pa]@%ﬁﬁ%@'{ TEHRC that thefretivaerdat RC

i.nternal and an externa
(i nterprocess C tr?’i%ﬁi 2@? ?a%angﬁéﬁ'%s Bre steled thwiep! 303k YWR@PmMoRRR) JGat i ons. 5
Usi ng one or st &e blatedmenake: hiadt gves, the conpany can hel p ensure that their
private data is k[g%;e SBE WS ; The data transfer settings are stored at step
304 in one or nore data Stores ™ {HEPt iafhis dperetionsldoeiriot b earRbidSrgleyi ce. At

step 306, thedistilasation tatat wpoil lbaatidahi StePBEY Rld-PR3 §a%e8%}eo to transfer data
I t ep

froma 10 fi g&dsid t4;9 e ogtg | ocat i on. T &ftineves the data
transfer setti n(il%gqge%d E)é%rlggalgg"n etgffr F dioirssiamibous owhethesw shg. dat

transfer shouf" Eefies df e daip wisfertshoutipdeayr agqeﬁﬂﬁt.&rbgﬁgcistégn@gﬁ %]r?l f the data

transfer shoutd des essfeR Sccg b, M eci sjon ste thithe dat a
transfer occugs between the fi rg?ﬁ%ggé%cF ﬁa%tacieﬁ@dé@emchnhpma&séi@n, and

processing f oF MPRPLatipalsenpistemmingtcesiand ock e2a7i nat es at end bl ock 320. 15

However, if deci siHowest,eip dalstondiedpei 1Al NRS:ANAL, Lhe, data transfer should not
be alloved ipfyigw of the set ?ﬁgs, tﬁgnﬁﬁeégéztéfleoq"i‘tastff’éﬁfe@ii@ul@aotecrem nes

1 Vi :
whet her t he user ‘Shouﬁwcf’ft ¢ settings, then decision step 316 determines whether the user shoyld
be notified that the data transfer is not permitted. If the user is not to be notified (
e,

because the settings do not allow a feedback message), then processing for this operational

scenario terminates at end block 320, However, if the user is to be notified as determined

20 by decision block 316, then an indication is provided at step 318 to the user that the data
transfer is being prevented. Processing for this operational scenario termi a

ook a0 Tminates at end
It should be understood that similar to the other processing .ﬂows described herein

the steps and the order of the steps in the flowchart described herein may be altered’

25 modified and/or augmented and stiil achieve the desired outcome. ’
FIG. 8 illustrates a data transfer prevention feature mentioned above wherein data

transfer 410 between services (400, 420} is prevented.. Exemplary services comptise a
company email service, a user's personal e-mail service, and an instant messaging service

This data transfer prevention feature allows the company to disable im o e‘

30 forwarding/replying between services. For example, if a user receives an emai m:ss: er
via a first service 400, the user is unabie to forward it to another email account viaga

second service 420 (such as a personal e-mail account of the user). Optionally messages

-9-



be notified that the data transfer is not permtted. If the user is not to
be notified (e.g., because the settings do not allow a feedback] ﬁe$§@gﬁml
then processing for this operational scenario term nates at end bl ock 320.
However, if the user is to be notified as determ ned 20 by deci sion bl ock
316, then an indication is provided at step 318 to the user that the data
transfer is being prevented. Processing for this operational scenario
termnates at end block 320. It should be understood that simlar to the
ot her process%ggbél ows ‘ggscri bed herein, the steps and the order of the
steps in the Retive die s Ghirreambie E@ien 48R d, .25 nodified and/or
augnent ed andpghidd the AERLEYE LG (desi | ed ou%%lé’ger{’éafls@?@?oggoma@g@ bagkes a dat a
transfer prevention feature mEntT onad HgbWichihmesiage thataaived r ansf er 410

bet ween servi ces F40Q, illystaes jasdaar ganctat preventidRX RAME HMiSEl Xﬁoﬁg%%ggp” Seé a
conpany emai lcuBRbWhaiER: ofdraiSRl 5 I | .e-mai |l service, a nst ant
messagi ng ;erhv%%gﬁl b Thi% d_gét%aﬂt§ rageﬁgﬁacei’?e%pﬁf’bs%ﬂf idgienated ppplieatians| e t he
conpany to di"8HBFd maleqdrxice 360.f ohwwam dilegdtionpwth Ng tReLWBRRLSEL Vi ces. For
exanpl e, if applizetons @€eirvied AR b IESIAYE, Vi a a first VI ER 400, the
user is unablagphtcgﬁof gh rd it to another emai P LRt myssegen fioemond ser vi ce
420 (such as & peracnalroBedinat evdecesemin a difetehappir@itoh 52000k Ee@&'mhlr%.éh messages
-9 D 7 (FEB 2@0iifferehv Bppiibeaion 820 iDi@bo @y -mai | server 430 nust be
replied to orgf g)gqlsel%a}gk. 1ghlr__qougﬁ t%‘e)ﬁ}s?%%rtgg%eoa&f’%sé“aégsﬁﬁf Pudepqer 430 from
whi ch the nmessage 440 arti vEBPFPE beerusel theysweult bssfomediat @iype A0 SLgL

preventi ol f &gesagecordetnt i oned above wherein cut/copy/ paste operations 510
are disabled for | 1 .anat.ed i cati ons on the 5 handheld nobile
devi ce 100. As anmi}'l Il(gg%ugtga_t?%sgn@a tra@%g’{)ﬁre‘iﬁﬁ@nffmmmti@gedtﬂé:bwe\emmappI i cations’
or services Perdreess|Gompmupicetiop GPEI e danlisadisabled/besRy aﬂﬁﬁaﬁg}ﬁ% f{zg):]n one

appl i cati on BR0opeGRTAQASKobHe BEWe 'T%,S%éqse@ion a di f{,gjent applicati 520 and
send it through. .the different application 520Skiisdinbe irhan aplivatopy/ past e
oper at i ons R iR o o T s pdérgo kecomplish LhRInUSRS of e Rl BRRN dat a

because tlheymulilel dvibe 10001 Tiedl ddOtrdnSit Y RE, LS L L€ ?n%o message or data. FIG

10 i |l ustrates,a.data transfer prevention feature hRiS¥bAadnakpiewe wher ei n
I nter-Pr oces%%] &rtﬁg"r%rﬁoé)ag ?Ogr‘?' O%f“ﬁ' Stherde sipfien ata.dAs eixerdplh @heppIRa@AP! | Cat i ons

(700, 720) iMareuldpeentiea connection biske tdaiivil, HA0nodS 4i §.cal§.n02£b toone skilled
i PRfoeR LSk

in the art, &gnapRhiet@n Qe Lnitiate gne or_norep ©ufdn order to
acconpl i sh certain tasks on t RS Hiey ustng IPC 710, they could transfer data

between the two applications (700, 720) and effectively siphon data. Disabting 1PC
20 between the applications (700, 720) prevents this type of attack from occurring,

The data transfer prevention provided by a data transfer checker 202 would
inadvertently prohibit IPC between an e-mail program and an address book that are
operating on the mobile device 100. Thus, a company can additionally choose which
applications are allowed to use IPC, as some applications, such as the ¢

-mail program and
25 the address book, may have a valid use for it.

The systems and methods disclosed herein are presented only by way of example
and are not meant to limit the scope of the invention, Other variations of the systems and
methods described above wiIIV be apparent to those skilled in the art and as such are
considered to be within the scope of the invention. For example, the systems and methods

30 disclosed herein may be used with many different computers and devices, such as a

wireless mobile communications device shown in FIG. 11. With reference to FIG. 11, the

mobile device 100 is a dual-mode mobile device'and includes a transceiver 811 a

microprocessor 838, a display 822, non-volatile memory 824, random access memory
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15 nobil e device 100. This data transfer prevention feature would prevent
two malicious applications (700, 720) working together to siphon data. As
an exanpl e, one application 700 could open up a connection insidféﬁggg 7
firewall, and another application 720 could open a connection oOutsi‘de @%e
firewall. Then using | PC 710, they could transfer data between the two
applications (700, 720) and effectively siphon data. Disabling IPC 20

bet ween the applications (700, 720) prevents this type of attack from
occurring. The data transfer prevention provided by a data transfer checker
202 woul d i nd8¢&DtERBAHtang opmotw dukitiark APubaIpIe AID) Aevies B, lf cfgfria?%g}()and an

address book tilaaoars2, L ' n the il e device »4 conpany
can additi onal If/ﬁo?:hoose S&E{kgllhgﬁl’gap%ﬁcﬁoglgflf g?éaé]i’%"fé‘rgfa Fieldssteommsdcaliéde, as some

appl i cations, SEUBftR$4P.19ad ethaydivice rvogstamasand 25 the address book, may have

a valid use for itTheltb@scsivats® MR t ho di scl osed herein are presented
only by way, of exanple and ar ecngétg agcglﬁ’ rd@% 7 Faprpitterfdd, oniepres 8ifs dnihe ,

f
i nvention. Ot Kb Pa°T Beredae! eillats 88y onéasligmicsignairdtods: @-BCHHPEY, above
will be appar emtnrao8téoEes s kizh beshuinda b and.as such are considered to
be within the scope eof B%g ir?%/ent itona.l llgztg?n%&faarrnﬁﬁtép? "f]ﬂ‘éeng"iﬂéet“mn@ﬂd met hods
30 discl osed Rerein n%%? PERES i isveethy sydiems emdemtthodOmRbES IR\, devi ces,

such as a Wi ireheysy mthtttd tocOpTldMhCHbd ANSeRtRY bics. in FIG, 11. Wth
reference to FlG. 11, the nobile device 100 is P AR aEm e devi ce

and includes a transceiver 811, a mcroprocessor 838, a display 822,
non- vol at ilPe nenorihegmobile dev@oldl ac prefs by Bioyway- chhnlnidatibiER., 2097 . (RAM 826,
S

one or nore avkd b dheal ARMLLOUWEDUL (11 0) devices 828, a serialp¥t 830, a
keyboard 832, a speakte_ar %&?’9%%%9??%%ﬁ8n£‘8§8§’,‘ expmpleo the mohitrgdeviak ned ess

conmmuni cat i on&'4Y SUBTEYRcetteBa Goiccamtvak, vech dheatly O iR Uhasy St 8581 848, The

transcei ver 8idckwodms hbasy Aso' BRELMES transm.tter 8147 antennas 816
and 5 818, one .or. 3 acal  0Sci Ieltg'%lzzm(isa%ﬁé"fog&n © ¥oitfi 51l daft netvgyksal

[ nor
processor ( DSEf d%&?ﬁ - ThRY Br Fosameicationrielv e $89. rihyse Deicail @RNAGL ANt S of a

mul ti pl e- b ement banteRRaconAdicRibs nefokl 6&ab! edded ant ennas. However,
t he systemns aﬂﬂioﬁ?ﬂ%&& described herein lg%)es%?}%%blﬁoaswvr‘? S asded to a

particul ar type OF Antenia oS &ferPr ey be daeatninmii < aploviredavi ces. 10
The nobil e dewrewk.100 is preferably a two-way communi cation devi ce havi ng

voi ce and data co i i ilities. Thus, for exanple, the nobile
device 100 Wﬂén@c@%;ﬂﬂl %%Qe%l?o commumcatg with the network 819, arrrlg includes the

receiver 812, the transmitter 814, the one or more local oscillators 813 and the DSP 820.
20 The DSP 820 is used to send and receive signals to and from the transceivers 816 and 818,
and also provides control information to the receiver 812 and the transmitter 814. if the
voice and data communications occur at a single frequency, or closely-spaced sets of
frequencies, then a single local oscillator 813 may be used in conjunction with the recejver

812 and the transmitter 814, Alternatively, if different frequencies are utilized for voice

25  communications versus data communications for example, then a plurality of local
oscillators 813 can be used to generate a plurality of frequencies corresponding to the
voice and data networks 819. Information, which includes both voice and data
information, is communicated to and from the transceiver 811 via a link between the DSP
820 and the microprocessor §38.

30 The detailed design of the transceiver 811, such as frequency band, component
selection, power level, etc., will be dependent upon the communication network 819 in
which the mobile device 100 is intended to operate. For example, a mobile device 100

intended to operate in a No_rth American market may include a fransceiver 811 designed to
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may communi cate over a voi ce network, such as any of the analog or digital
cellular networks, and may al so conmuni cate over a data networlﬂ 7Tfh'§3 g%gpe
and data networks are depicted in FIG 11 by the conmmunication tower i
These voi ce and data networks 15 may be separate communi cati on networks

usi ng separate infrastructure, such as base stations, network controllers,

etc., or they may be integrated jnto a single wireless netwrk. The

Lr anscei vEPOTEE PSR 10 YEHed Ghvaice caPE Bienfn 1 et briesRe MaBHe Phcl udes
the receDdRITARLAoblld Qatal @Sl didadbn Sbfvorkd)eaMaps, POMMBrEDMgaCHsat| | ators
813 and the DSP 820, 20 The DSP 820 is used to send and receive signals to

and from tMhereas amabde deviee BXbinkmded fag use i Enrore may b cqalizvaeshior enerate

i nformati QintiRe GBRS 4816 RbMR iniBARn 3Ry §nd ARSI Lhi8E cikfhunidatiod h&wokOi ce and
data communi cations occur at a single freque;%, or closely-spaced sets of

f r equenci &shertynspobdaty aglveidesetorkss bpthiserasye gudnisarptedemasdep PhutdBaf unct i on
with the pegeivan. 8. apd the transmtter 814. Alternatively, if different
frequencies are utilized for voice 25 conmunications versus data

conmuni cat i ons Dependingaupoh éhe tyeeaf natvpdrk pahdtvyrke 819, deadccespsgiiirgragnty ior 813 can
be used t nerate.a phurali of fErequencies I8 ndi voi ce
and data %éeigﬁgﬁesé%ﬁ.l%ﬁ?% ar%ga(%/?’aor ) I:%%c?ﬁ]pleh(}ﬂ %lgg\/slobé%?%n@g% gdéll Ag:ngﬂgat a

i nf or mat i eatworlss, aaibite Riecia¢seste tregismekd f drothet deewdrk andged veikjud Identfieatian | i nk

bet ween the DSP 820 and the m croprocess 8. 30 The detail ed design of

the. tr ansBuE; we eI =48 THARIEES. DRtk SEABERENE BOETEBCFBI pover

| evel , et Geoesis labsobitedl GRBRGERCHbE QR ubd &f 6 AMIBUO HSadel ANGITES ¥@id¢ tHl&llkn  whi ch
the nobile device 100 is intended tg operate. For exanple, a nobile device

100 i nt entBY<t 8 SB%%F‘B‘E"e‘d?W%“NSP]FH Pi whigh %F%Bl"e‘ﬁﬁy("idﬁcﬁou‘a’é”’ée a

transcei vehobdi Hedies bAREGPRD netwhbik. A ofalF&EhodHdbworRREMARRI U dnfuBEong fifa

vari ety of voice comuni cati on networks, such as the Mbitex or DataTAC
mobi | e datay)eeymhsrPealle gt theor Ksdeviapmst a mpls decenmll beemblegosarty  whereas a

rr_Db ile deyy @nylﬁlqct'l(ﬂlts Qﬁ%‘?&i‘né Qéinﬁ{ﬁﬁcétfbnngaﬂﬁe HRY nB& oo QIé,M&%a‘ﬁ%n?per ate
with the GPRS data comruni cati on network and the GSM vol ce comruni cati on

net wor k. legalerequirpdepesdtioda sechaas P Mosreegensy widlig, bot h separate and
e aed, YRR Rl ey b TR A B st AR voor
nmobi | e dewviomeletd) theayolslesdevicar 0 hay thxrasqadeand irgcei Recombiri@xomngndat aTAC
data including both voice and data signals, over the networks 819. Signals received by the
antenna 816 from the communication network 819 are routed to the receiver 812, which
provides for signal amplification, frequency down conversion, filtering, channel selection,
etc., and may also provide analog to digital conversion. Analog to digital conversion of
the received signal allows more complex communication functions, such as digital
demodulation and decoding to be performed using the DSP 820. In a similar manner,
signals to be transmitted to the network 819 are processed, including modulation and
encoding, for example, by the DSP 820 and are then provided to the transmitter 814 for
digital to analog conversion, frequency up conversion, filtering, amplification and
transmission to the communication network 819 via the antenna 818.
In addition to processing the communication signals, the DSP 820 also provides for
transceiver control. For example, the gain levels applied to communication signals in the
receiver 812 and the transmitter 814 may be adaptively controlled through automatic gain

control algorithms implemented in the DSP 820. Other transceiver control algorithms
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net wor ks, nobil e devices are registered on the network using a unique
identification nunber associated with each nobile device. In GPRS data

net wor ks, however, network access is associated with a subscriber or user
of a nobile device. A GPRS device typically requires a subscribgr; kdanyigyy
modul e ("SIM'), which is required in order to operate a nobile device on a
GPRS networ k. Local or non-network conmunication functions (if any) may be
operabl e, without the SIMdevice, but a nobile device will be unable to
carry out any fulncti ons invol ving comuni cations over the data network 819,
other than anyoulf 8abq ¥nplemenied io cheddPraa iroonter teSpiSIedore s.%ﬂﬁ'iéticﬁgﬁecrogfoncy
cal ling. Afterfalyadseidt §19d network registration or activation dcedur es
have been conpletgd, the nobile device 100 nay then send and receive
conmuni cation si gnal°STOPEFQHEHPrefoeitly maiage aahebntias e SieHMApSaiye’ t he

net wor ks 819. tBingmit device 0. Washy®bed 5¥6n; DR 848, from t he conmmuni cation
network 819 age routed to the ryg%jbei verc%%‘:%&\?\ﬁiogﬁwmﬁ?”g&}e&éé‘“lﬁ(‘3? ussd gnal

anpl i fication, Trequensy  Nohie@sRoRAE] envld teiusedetp icargy, ouchamnefions 8 @t i ON,
etc., and nay madremmocessond3lldoaraleD@nintindi®h kakioGOINEES) 9n. Anal og to digital
conversion of ,,the.recei e%rts;r%g% @bl ows mroé@%ﬁ%ﬁ%& 183 R O8I on
functions, such as di git al PUQE Pugt s PSR a0 Heboginegver 31 b miar med usi ng
the DSP 820. [fe! gominpi¢ation applinatons, suchiagh adis: &ﬂmbﬁcaﬁi&?zi}ﬁﬁ%ﬁ&&% A}LO %he net wor k
819 are pr oceaﬁgg,mﬂlm*cL,Miag]gi ndub At imon eand, encodi ng, for exafpie, by the
DSP 820 agg are then provi ed 10 t he B Bnumd inde 89-Holgty mergiry B4afor t 0 anal og
conver si o f PEEIEROY Rfpmistompessinr $38. For dxampleGhe wl&lﬁﬂnﬁlﬂ'&aitigrpmg%ge

transm ssi on goiat SRIEWAH; GAL e Pk e rk._819 via the antenna . In
addition to pgg\ge%% e %omm%ieggﬁ@%ﬁ%%ﬁ%’%at? ansipy, andrsegeive ygicedallo pr ovi des
for transcei VoY "BaHtToble dopise 100eadpplarality pEothraivoicd e ved-modiidh i@l

comuni cat i onneswgkals SimildrRethe RS ¥ RinicRH] transmitter 814 nay be
adaptively coptr %[elr d thr@‘ggh auf omat i Cﬁéﬁinﬁoﬁﬂ%%% 4y PEQide aihighilevel

i npl enented in t e DSPPE3Y° Uy Fne: 17 feceing dpta,caveht #s0d-mail gessiged) Mes- 12 | Lr 7
FEB 20117 IS couratizal dribeionngdbenaniesades) dd)eeSh) 8e0bil RLeTod S4BT OV1 dE
mor e sophi St'ﬁﬁ%ﬁ%@&%&ﬁa@dd&fe dhe et};ggpsc? ver 811. e mcropr8€dssor 838
preferably manages anc CONLT o1 atPne B AY operation of the nobile device
100. Many types offhinisrappeese$3bnlso teravis orith @it dedko QibsysemY | sGLbg qused 5
here, or, alt&gpngisbyelehanssd : ) coul e used to carry out the
functions of Z%r?('[awm cropr ocg?églrgla%%lggﬁﬁggv@f%u\?gfcgé s &2 theserielasat i ons,

i ncl udi ng at adhe Hexbgard {32y dhec gpeaker 834, the microphone 836, the short-range

20 communications subsystem 840 and any other device subsystems generally designated as
842,

Some of the subsystems shown in FIG. 11 perform communication

functions, whereas othér subsystems may provide "resident”

-related

or on-device functions.
Notably, some subsystems, such as the keyboard 832 and the display 822 may be used for
25  both communication-related functions, such as entering a text message for transmission
over a data communication network, and device-resident functions such as a calculator or

task list or other PDA type functions.
Operating system software used by the microprocessor 838 is preferably stored in a
persistent store such as non-volatile memory 824. The non-volatile memory 824 may be
30  implemented, for example, as a Flash memory component, or as battery backed-up RAM,
In addition to the operating system, which controls low-level functions of the mobile
device 810, the non-volatile memory 824 includes a plurality of software modules 824A-

824N that can be executed by the microprocessor 838 (and/or the DSP 820), including a
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comuni cations, are perfornmed through the DSP 820 in the transceiver 811.

O her, high- |evel comunication applications, such as a voice

comuni cation application 824A, and a data comruni cation appli %aft Lg@ %ﬁB
may be stored in the non-volatile memory 824 for 10 execution by 'tk

m croprocessor 838. For exanple, the voice comunication nodule 824A may
provide a high-level user interface operable to transmt and receive voice
calls between the nobile device 100 and a plurality of other voice or

dual - nrode devices via the network 819. Simlarly, the data conmuni cation
nodul e 824B nesicgoontiudieatidn fioghz kRYE interface operable for sending
and recei ving,flgia,, sych, as 1%t O 245h 650 B, dnimenity

i nfor mation, short Fexp qhgedule N &y eanryingentvepimalithef sl iflngrglevingg 100 and a
plurality of wedts miarscuelbgei MicplobBsnRbNGEKS51, %gzje] m Gr opr ocessor
838 al so i nt efgdes a\%%gn@{hggobge i.ce subsystens, Such -lg 5k int 2ep| ay 822,
the RAM 826, the auxiliary inputroct Bt This/ityrfagetysigally amind@28graghhg Seri al
port 830, 7t heP"Reysbereddg3inoughie Sindaken, 8a4n ikdifo l,fLophone 836, the
short-range ZQr&thﬁﬁ%ggsgzg%syogt e%840 an an{‘}] ot her debPeesdsubsyst ens
general |y desi gnat ed as 842. Sone B SPERkpS§Adt edemichaphane B36. Fite. 11

per f or m comut"EEts Biitmeisercidid defiemaplianions sthaseeRs QAL tPé}éQfS%% s My .
provi de "resi @@praniPlaR HEY LGS [.pNS bly,” sone sub ems, such
as the keyboard.8 Zpand_th_e d‘?%fﬁ%“ﬁec’gl&gasr%wgggg’éé"dte'f‘l?ﬁfa%- Motebver,

communi cat i on- FEFACYBMIFEe Hengls mayctsods empeeln god tE K MTBSS @Qﬁrgf or

transmi ssion peoredentls Wik the@ TN RieGadidnp tywor k.. and devi ce-resi dent
functions such, as @,cal cul ator or %as%eif@slﬁg(g?fmgfﬂépem wsyhsefldshinct i ons.
Qperating system so#tmare used by the m croprocessor 838 is preferably
stored in a persisexemplagtapplRation &lRdassAR M, [ 24. The

o v a1 o St o T s R
menory conponent, or as battery DRk &M Frrtisnion providihgi FLizomitondiie oper at i ng
system whi ciU@otft Galshdar |eyunts eprointricuincindong iRkns! 18s TRRIL §ofVi ce 810, the
non-vol atid e iﬁt&ﬁ@?r\xxth&%v&i&céo‘ﬂﬂﬁﬁic&ioﬁ"m%ﬁ@' i 5%%? sof twar & ot 88° 824A- 824N
that can be executed by the m croproces 5P T (HAATSr PhpipecaDSRoiBR0)

i ncluding a ™% ey and pepalspigtpractwthoke datmevemivaialtion fobRel b %aﬁ‘%ﬁiA’e- a data
comuni cat i Omaﬂmdﬁxh@:liﬁaéxﬁ,an@&ggr@abp‘:r%&-s%j'(;rbé, gft onal modul es
ther fu

eottiggr qper ational
824N for car rO?;gth out a Eil ur al i téggof 0 At gl oirfhe Smctiondigul es ar e
executed by the ml crOpPEReLshrodisd2im sndshoinademautizagn hamplsimhgy f ace

be integrated into the PIM module.

20 The non-volatile memory 824 preferably also provides a file system to facilitate

storage of PIM data items on the device. The PIM application preferably includes the
ability to send and receive data items, either by itself, or in conjunction with the voice and
data communication modules 8244, 824B, via the wireless netWorks 819. The PIM data
items are preferably seamlessly integrated, synchronized and updated, via the wireless
25  networks 819, with a corresponding set of data items stored or associated with a hest
computer system, thereby creating a mirrored system for data items associated with a

particular user.

Context objects representing at least partially decoded data items, as well as fully
decoded data items, are preferably stored on the mobile device 100 in a volatile and non-
30 persistent store such as the RAM 826. Such information may instead be stored in the non-
volatile memory 824, for example, when storage intervals are relatively short, such that
the information is removed from memory soon afier it is stored. However, storage of this

information in the RAM 826 or another volatile and non-persistent store is preferred, in
g ]

-14-



bet ween a user and the nobile device 100. This interface typically includes
a graphical 5 conponent provided through the display 822, and an, 107
i nput/ out put component provided through the auxiliary 170 828, ka§§§r3
832, speaker 834, and m crophone 836. The operating system specific
device applications or nodules, or parts thereof, may be tenporarily

| oaded into a volatile store, such as RAM 826 for faster operation.

Mor eover, received conmuni cation signals nay al so be tenporarily stored to
RAM 826, before 10 permanently witing themto a file systemlocated in a
persi stent Stopdef toSdneire &ﬁt mblelfdﬂnaﬁ)h is dmémﬁqm thétory AerC 106 FABLIR dévi@PPbi cation

nodul e 824N thgg may ﬁ% reven?s | onta %@‘fl&} e device 100 is a personal

i nf or mati on NRAREET RFapp Ilca? 8‘“‘2“’3#’ | WTh P BRRE P TorsdSReeisd sy, such as
cal endar evemas:,ansagqgodedtnmfemtagqn lgridmbseisgka inéreors chif om tRDdedile d@24Nogrey al so 15
interact wthy, ,tcj;gm}%g)l ce conmuni cation nodul e 824A for managi ng phone calls,
voice mails, etc., and may also interact with the data comuni cation

modul e for5 managi Wyﬁ wobilegdeyice dPhmay bameonlly smchrotized wvitiat st sryaerﬁ mySsi ons.

Al ternati vel Yyacfl|meievicBos UNGH ARk ictay m htéya 1Y f,on modul e
824A and the pdagtg COI’T?T\;UI’II cati onl rmdulceal 8§48 p SO{(z:‘glger]iﬁegra | B0 the PIM

nodul e. 20 THBObHBAWRSI14¢ f9 e srEpdry 0§9@H§P@¢%ﬁt%pydeamsoﬂprsaw p,keﬂs83a file

system t o f achdyislsdbuses tdnaea @br tl?’s%r@ﬁifeﬁ:eé HRTE mx&m %L Stwdle PI M
application prefer ablglytPl ncl.u to_send and receive data

es
items, either®BYFaids d"?{?]"’% Oﬂl?bFﬁph‘ﬁ‘E?‘? ’B‘Hi"% £HN foe inglatiatien. ahhds wigdt a
communi catig ordowaBad gah &Hﬂb\: usB&tb&padvanandrhﬁowce"yeJn&Stﬁe 1k iSalfore The PI'M

data itens are el eam essl nt ted, synchronized and updat ed,
via the wirel€88 Q’gtfh‘r)let v?/?)re i 1, t'r?"é"fe‘%Pg%’sBMlH’ WSt petgek §ia it ens
stored or assogifateir aihtthwigedhowtloadgeip whebe Byddedin thblmbﬁxyzvxae* Bafinng a

c 5 . Cont t
mirrored systam.for o‘;k?ﬁsérd Bﬁﬂ'@seﬂaﬁ Ot :8]%( q;geco‘(gj’@a &Gul"fipr%éd%\ﬁél | .

obj ects representing at | east par ia as
fully decode’dfetf%vﬁé?ﬁ%@%‘?%ﬁ@%ﬁ”ﬁ%ﬁ‘%@tﬁ%tor ed on the mobi | e devi ce 100

in a volagile andAamﬂonaB&pn@w ﬁ&ﬁ[&& s@mﬂ@ b%usdae@&“& e 3o ﬁ%ge ;L?@UCh
i nformati on may i_nstead be st he non_ vol atil e nmenor

exanpl e, opgy iy Rk LHY o raé a'f"é‘laﬁ’t HQePysiendet traigh e Fq*i'a’tpmt he

i nf or mat i on |&or eiangk dhd l’slﬁiﬂﬂ-rﬁifgﬁﬂbipnﬁﬂéhlﬂorﬁf duBdysterh 846, &t GFREh adjovmer,
storage of thi St%bl r.m or anpt.her volatile and

non- per si st ent uésystemtfilﬁl? mstdlnzg b¥1 a usei Z{Ft{]e non-y E By 8% or RAM

o afer re
826. Such ﬂexzblllty in application installation increases the ﬁlnctlonahty of the mobile

20 device 100 and may provide enhanced on-device functions, communication-related
functions, or both. For example, secure communication applications may enable electronic
commerce functions and other such financial transactions to be performed using the
mobile device 100.

When the mobile device 100 is operating in a data communication mode, a

25  received signal, such as a text message or a web page download, is processed by the
transceiver module 811 and provided to the microprocessor 838, which preferably further
processes the received signal in multiple stages as described above, for eventual output to
the display 822, or, altematively, to an auxiliary /O device 828. A user of mobile device
100 may also compose data items, such as e-mail messages, using the keyboard 832,

30  which is preferably é complete alphanumeric keyboard laid out in the QWERTY style,
although other styles of complete alphanumeric keyboards such as the known DVORAK
style may also be used. User input fo the mobile device 100 is further enhanced with a

pluratity of auxiliary /O devices 828, which may include a thumbwheel input device, a
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order to ensure that the information is erased from nenory when the nobile
devi ce 100 | oses power. This prevents an unauthorized party fronlofnggh
any stored decoded or partially decoded information by renovingia

chip fromthe nobile device 100, for exanple. 5 The nobile device 100 may
be manual |y synchroni zed with a host system by placing the device 100 in
an interface cradle, which couples the serial port 830 of the nobile
device 100 to the serial port of a conmputer system or device. The serial
port 830 may also be used to enable a user to set preferences through an
ext ernal devi ¢auchpad, ghrisineiewitchop h Focke input, swinch, 4t iﬁﬂmh@aad d@h A8#s igRp! i cation
nodul es 824N #,0r, 10 down may. be used to

| oad an encr ny |ﬂ(1)e|n@sﬁ;emagﬁﬂég% ugﬁﬂg@?&(lz\%&&\%ﬁ munlcaho%?@‘)ﬁ‘%&%?’é fet hod t han
exchangi ng en&WVﬁ¥W6W°¢H?%Mnat|on via the wirel ess netmork 819. Interfaces
for other wired dowmdnome niaameh@eviaayodos oeér&)ﬁg%‘g vbide LG IR ce 100, in

addition taq or Bstead of the serial For exanp fmon %0% S port

woul d pr ovi’de °57R! 9PRREG of s moftlefenipeis F‘%?F‘P‘Vla@tﬁﬂmbp@dheﬂbtamﬂfabxcemmut er. 15

Addi ti onal appdceiesit mgralsnﬁelelr@&ab%Qéé\lomfw and qaeied santp Lhs Q@Ql s § device
100 through i{he net wor ks 81 I‘OUﬁh an auxiliary I'/O subs em 828,

through the s&PPRISSISHFC BE5E, Wr BUGFOPHPEe Hor Alimiive veighmeunidiatiiCons
subsyst em 840 subsystetrisy ighs avvjceaichege rem:ﬁgadab@st&mb&yfatsem BbAemeatBflod NSt al | ed

by a user in Such erX|b|I|ty in
appl i cation |E\l§tqn ﬁ@ﬁga%égcﬁqlbdné\?%ag vm%lehor i n%?ﬁ??\@“ 5 prefifablyipecomplisnede 20
devi ce 100 Oandrimeny)y pronehctbe sirehieen 824 teendishdayi 22 rhaynatiol @NBed to provide an

comuni cat i oNyJaRb@n&d thefidtnsd bPIS secure
comuni cati on appl I cat |eén2% elrlllg an? ?‘ée]%utdrzglﬁl?r‘g YoE nﬁe?”’ eTYfl‘F&f?uons and
ot her such fi FEARES 15@%%5%%@%&9 @Bﬂwpﬂ@?sﬁ‘uﬁﬁ%@ mjunchon weh thawbicd e devi ce

100. Wien thecmma,@namoeae R0 the oﬁh@ﬁi’h@ts‘yﬂ&n'sgﬁﬁarg%% GQY %C%“ on node,
a 25 r t ext nessage. or oWwn oad is

ecei ved stfg léfs as a
processed by 48" f‘tf‘)&r\ 8‘8]"“9‘3?0 Abgtpmineg pipe &“%‘W&éaﬂleélsrlﬁe&m Cr opr ocessor
838, whi chispr ef er abbhprtiraipe hﬁrmun;natﬁ;ﬁm?a@aemb&)xﬁ AQShNAIEd 1§ k@ Rdbitd dyibu! i pl e

st ages as des b Q r_event .0 he di splay 822, or,
al ternativel y%q %Ele gut% S%f" ga‘{raymﬁiyl ! r]d}eéw c P%%B‘sev'ﬁ\e ﬁ%‘%?ss%fatef’rﬁﬁ?'i"é agfevi ce 100

may al so corrp@g'epoajalt%on & shors rangr Rftrommueicatian moduSSetoe s BlquSbt]ilT@’ nﬁdaﬁe keyboard

832, 30 which e I I id out in
the QNERTY st ;}Il Zoﬂlafn%&géagf& &afﬂﬁgm) ? 5"%‘32 f{;)}hc%gl% Aéltg ® W:t S‘ﬁ’g{ﬁ l?:d keyboar ds

such as the kﬁﬁmsmmws'st%oee %‘iﬁdanébﬁ Hé“déenprec@@ewau 'Wugtooth’d atche nobi | e
device 1000 s "§02rthedtered o @€ pedifitdRom, available from the Institute of Blectrical and

. Electronics Engineers, relating to wireless personal area networks and wireless local area

networks, respectively.
The systems' and methods' data may be stored in one or more data stores. The data
stores can be of many different types of storage devices and programming constructs, such
25  as RAM, ROM, Flash memory, programming data structures, programming variables, etc,
It is noted that data structures describe formats for use in organizing and storing data in
databases, programs, memory, or other computer-readable media for use by a computer
program. '
The systems and methods may be provided on many different types of computer-
30  readable media including computer storage mechanisms (e.g., CD-ROM, disketie, RAM,
flash memory, computer's hard drive, etc.) that contain instructions for use in execution by
a processor to perform the methods' operations and implement the systems described

herein.
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plurality of auxiliary I/O devices 828, which may include a thunbwheel

i nput device, a -151i11 7 FEB 2007 touchpad, a variety of sw tc@jsFﬁg Mn07
rocker input switch, etc. The conposed data itenms input by the u y
then be transmtted over the conmmunicati on networks 819 via the

transcei ver nodul e 811. Wien the nobile device 100 is operating in a voice
comuni cation node, the 5 overall operation of the nobile device is
substantially simlar to the data node, except that received signals are
preferably be out pﬁﬁto t he s eaker 834 and voice signhals for transm ssion
are generated by a S?WFFBrFQ osignts, pjoftwatp noedylss, v yhatiensosnda decki @tm]:fu@:s

subsyst ens, sukiribst lﬂremhaer- RGBSR iréch erlﬁ'chl@gl

i npl enent ed 0Ny ol hfedata %ﬁprdeél .ce 100. y oué’ﬁbj{:}g}?{%&(ﬁmﬁ@& g‘“@f ‘
output is prefera eGP ﬂé&peﬁ?ﬁoﬁr|Iﬁrésr*i1~°r°yn°f‘q4rtbughnqdhle ospmaésmr 834 t he
di spl ay 822 rrapchalleslwt Beouiattd toa Lmttaf/d:odethatrberfbrﬂﬁh%aﬁr&pé}ﬁuohhaﬁd %al‘%%”t' ty of a

calling pardy,; r oi ce cal or other voice ca ated -
i nf or mat i on5t FI@@;@&& fp{éxg@ﬁlg i E“\r{’é’ﬁ?‘&“é‘g%?"dggg as § sefvarsj funstieon wit ofi t h t he

voi ce conmuniceds Pf(manmld@ﬁlt@sm‘ﬂdomh@onqamﬁ@hnamgn)syﬁsempmf bma%mm;fm det ect
the caller i I an, i ncom ng voi ce call and
display it onq'ﬁﬂﬁélaél?%gé e Ang{h tg&df% fo t%rrc?idﬁge & ST CORPImEHS an(Phsy st em
840 is al so |ﬁ%’l°ﬂ%ﬂwlnﬁy hdocatethen @mmowutmmemﬂdnexsmhecy@mnh&ﬂge may

i nclude an Infcbﬁﬁ@ﬂgﬂ@%%pﬁqﬂﬂggﬁﬁ%lsﬁxaﬁ&thJ §Uits and conponents, or a
short-range RF communi cation nodul e such as a Bl uetoothTM nodul e or an
802. 11 nodul e, for exanple, to provide for comrunication with
simlarly-enabled systens and devices. Those skilled in the art wll
appreciate that "Bluetooth” and 20 "802. 11" refer to sets of
specifications, available fromthe Institute of Electrical and El ectronics
Engi neers, relating to wrel ess personal area netwirks and w rel ess | ocal
area networks, respectively. The systens' and nethods' data may be stored
in one or nore data stores. The data stores can be of many different types
of storage devices and progranm ng constructs, such 25 as RAM ROM Fl ash
menory, programm ng data structures, programm ng variables, etc. It is
noted that data structures describe formats for use in organizing and
storing data in databases, prograns, nenory, or other conputer-readable
medi a for use by a computer program The systems and nethods may be

provi ded on many different types of conput er -
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30 readabl e nedi a including conputer storage nechanisns (e.g., 2007
di skette, RAM flash nenory, conputer's hard drive, etc.) that nt arn
instructions for use in execution by a processor to performthe nethods
operations and inplenment the systens described herein. -16 0 7 FEB 2007
The conputer conponents, software nodul es, functions and data structures
descri bed herein may be connected directly or indirectly to each other in
order to &44'W¥he “flow of data needed for their operations. It is also
noted that a nodule or processor includes but is not limted to a unit of
code that perforns a software operation, and can be 5 inplenented for
exanpl e a3 a sdvpethed eihandling dsfa tevalers ovra dexics, cowpLisiagie function unit of
code, or as an,Qbha &P rhiled e b6 R ALK R /AU BlBkion O 2 38:oAR AP et
or in a conmputer script [anguag or as anot ype of conputer code. The
sof tware mmnp@nents and/ or functlonallty may be Iocated on a single
conputing deV| ted across ting devices
depbndi ng upon TREPE Bt G REGREyE ol RSB BNY TAve: 1. A
met hod of handhétrigvitiadaa trimfis fsetifgOfon adiaw t&e repopheso Mgeivirgche datng a dat a
transfer req est to transfer data froma first location to a second
| ocat i on; “RREFEFHShe first location is more secure than the second
| ocation; retriveidngiheahd nbhFaSEtRingSRlichtd Whetht O/t GliHsfer & 19106 86RANSI Ve 10
receiving the data transfer request; wherein the data transfer settings
i ndi cat e WRER hcuRtyFakiedppnsataseqciated vish Bedeia tBBY®d  upon a security-rel at ed
aspect associ at@irhil) IR Ardnl RN Helata HSHELRI MENBMR! e lQcdnansf er
the data fromthe first location to the second |ocation based upon the
dat a t r andéaationbased npp thewinss einsfer heftivgt a is transferred responsive to the
determ ni ng st q’?'le:é’\i?%r %ata 1s transf eﬁges gncéia tgﬁxe'dgteﬁlmmng%{epappl I cation, and
the second | ocation I's Ra" P

wherein the fn st locatlon isa ﬁlst apphcatlon, and the second location 1s a second

application.

2. The method of claim 1, wherein the data transfer security-related aspect inciudes
an aspect selected from the group comprising: level of security associated with
destination of the data transfer; type of communication operation to be performed
between the first location and the second location; and combinations thereof;

wherein the type of data transfer communication operation includes an operation
selected from the group comprising: data forwarding between service books; opening an
internal and an external connection; an Inter-Process Communication (IPC) between
applications; a cut-copy-paste type operation between applications; and combinations
thereof;

wherein a notification is provided to a user interface of the device to indicate that

the data transfer request was not completed because of the determining step.

3. The method of claim 1, further comprising:
receiving the data transfer settings from an administrator; and
storing the data transfer settings in a data store, responsive to receiving the data

transfer settings from the administrator.
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2. The nethod of claim1, wherein the data transfer security- relqlzd ésp 5
i ncludes an aspect selected fromthe group conprising: |evel E @ﬁ
associated with destination of the data transfer; type of comunication
operation to be performed between the first |ocation and the second

| ocati on; and conbi nations thereof, wherein the type of data transfer
communi cati on operation includes an operation selected fromthe group
conprising: data forwardi ng between service books; opening an internal and

an external. corimecdetiod;of akith N} @herBihakesst GoplivutiirCia b bf § HRCherbiet, waen
applications; a cut-.co aste ty operation between applications; and
conbi nat i 6a%se°?q¢e?@3fatﬂ\%£ﬁ’aéfﬁaée&6’@ iSVE&tion i s provided to a user
interface of the device to indicate that the data transfer request was not
conpl eted because of the determ ning step. 3. The nethod of claim1,
further conpri sifgeethadcdiclaimgh Mhéleaa@aﬁﬁt apd sesprcservipesgac selesiaddrom a

adm ni str akQly orafdics! an'lﬂ}ﬁufgh§ daday EIE@EP}% ce1¥1a1§§5\;1&@g§3r6fgssﬁmglaél trohif" €

responsweto receiving thed Pa™Frans |ng§ romthe adm nistrator.
-18 0 7 FEBDGOce, a1 aﬁﬂh@ameh@dlnafsewicw m 1, wherein the first application
is part of a first service, and the second application is part of a second
service. 5. The nethod of claim4, wherein the first and second services
are sel ectted frThmmeth@j oﬁplabfﬁ 1s evheietre theaderpinirtigngep ehapéy patfiaineélbeetir oni c
mai | service Fl grto ess %{Q el ectronic nmail servi ce,. or a i.nst.ant

messagi ng WP JPE 8312 gran PR YIS P APaHiCous \RBhGEiAN (diomn soReNRg Jrfg st ep
that is pe:rommmmsmaed]pom@ﬂ's bhgovehnl'y MEGhIETo GBfidd RYSrfgvents a

mal i ci ous appl i cation from si phoning data contained inside a corporation's
or governnment's firewall to outside the firewall. 7. The nethod of claim 1,

wherein the firgfe hagat bPPaind 12whidest th@?ﬂgrlb{caﬁéﬁq’&b%ﬁqneﬁ%x&rhswaﬁteqev' ce,
and the second location is a second menory | ocated on anothér device. 8.

The met hodidff the daien, and fyasscenglocsriontis » sscondbwambiyrocaited weooidr deyisat i on
correspond to conpanies or governnents that have different types of
networks with different Ievels of security. 9. The nmethod of claiml1,
wher ei n t e devileanétbodaofimbdiml le whiereg] s $irst dovation odtseons lochéivh carespond

to companies or governments that have different types of networks with different levels

of security.

9. The method of claim !, wherein the device is a mobile wireless communications

device.

10. The method of claim 1, wherein the data transfer settings are configured to

prevent data transfers using Inter-Process Communications (IPC).

11. The method of claim 10, wherein a company or government that owns the device
sets the data transfer settings to choose which applications are permitted to use IPC for

data transfers.

12. The method of claim 1, wherein the data transfer settings indicate what data

transfers are permitted and which data transfers are not permitted.

I3, The method of claim 1, further comprising;
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10. The method of claim1l, wherein the data transfer settings are
configured to prevent data transfers using Inter-Process Communillcat fFidh <2007
(IPC). 11. The method of claim 10, wherein a conpany or governnent that
owns the device sets the data transfer settings to choose which
applications are permtted to use IPC for data transfers. 12. The net hod
of claim1, wherein the data transfer settings indicate what data
transfers are permtted and which data transfers are not permtted. 13. The
met hod of cl ai mckividfgunpdaesi ¢aamfansen gttings 1o ah MEBIAOY techRfi@iyw 1My updat ed
data transfer .settings froman information technology (I T) admnistrator,
and repl a@fllr"?@j“?t]ﬁg)rtf&ga transfer settings in the data store |ocated on the
device with theeplatitahedasabisd3maben LAl RS lockthd ohNBe ABRIRAMHOEe Cl @i m
13, wherein_the |IT adm nistrator of a conpany or governnent that owns the
devi ce cudPeHrL & tHslensatdngsr ansfer settings in accordance with the
conpany's or governnent's policy requirenents. 15. The nmethod of claim 14,
wherein the I T adm ni strator provides the sane settings to nmultiple

devi ces owded et methedmiaslginori3t hehegow ehegntdminserebyofenswnripagy tohat
conpany or il i ces. er, 0 a consistent | T poljcy. 16.
The ot nod° SPHEPTER by P e 8885 A0S o SOMRATH Ehontabrd b 7 s
data tr anbkd @mmey't orggserasicatstpeticy requirann@tsor nore of the fol |l ow ng
policies: whether data forwardi ng between service books should be all owed;
whet her cut-copy-paste operations between applications should be all owed;

whet her appl i catheanshaihgelinhe, phavRnhedr idemstapefotdese sihetddlgsand an
external connecgtion;, whether Inter-Process Conmmunication (IPC should be

al | owed bef RERPlS sleYiresapwrsdsby Hivdeumnasy wattho Bevertasbotherehy comipa it

sof tware Sbheth @rothemert B8 JEAPRYLEL e [SAJABLENTEDofley. t NE cOnput er
sof tware conprising programcode for carrying out a nethod according to

claim1l. 18. A data transfer apparatus for transferring data on a device

dat o otor et hat erarms G ? EENL AR [ RnhiUGpBPER Sl SR Knd: o

settings itrwifeaseatingsetchetedafraat enet oanstenf itse foloade polidaedvhether data
forwarding between service books should be allowed; whether cut-copy-paste operations
between applications should be allowed, whether applications should be prevented from
opening an internal and an external connection; whether Inter-Process Communication

(IPC) should be allowed between applications; and combinations thereof.

17. Computer software stored on one or more computer readable media, the computer

software comprising program code for carrying out a method according to claim 1.

18. A data transfer apparatus for transferring data on a device from a first location to
a second location, the apparatus comprising:

a data store that stores data transfer settings;

wherein the data transfer settings indicate whether a data transfer is to occur based
upon a security-related aspect associated with the data transfer;

a data transfer checker that is configured to retrieve data transfer settings from the
data store responsive to the device receiving a request to transfer data from the first
location to the second location;

wherein the data transfer checker is configured to prevent the request from being
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upon a security-related aspect associated with the data transfer; ai g_.gh
transfer checker that is configured to retrieve data transfer setp f?Q%
the data store responsive to the device receiving a request to transfer
data fromthe first |location to the second | ocation; wherein the data
transfer checker is configured to prevent the request frombeing -20 0 7
FEB 2007 performed responsive to the data transfer settings; wherein the
first location is a first application, and the second |ocation is a second
appl i cat i gacforb@®d réspoaia 1o feriafearansiyseaingf;or transferring data on a wirel ess
nobi | e communi cat i on d froma first lo ion to a second | ocation,
the system conﬁ‘&ie]sefrhtée ﬁffgg%gﬂifnolﬁ a?%%ép?}icﬁﬁo%a‘&‘g@‘ﬁs?"roﬁ oo g g5eopd ¢ o
transfer dpplicafisrom a first location to a second |ocation; wherein the
first location is nore secure than the second | ocation; neans for
retrieving data transfer settings froma data store responsive to

receiving iphe daldda biRRe kfdierh GHUBRIerMARLEI A £ Hifcld@tabbak Qb AmufichRmat ed on
the wirel ess nobile conmuni cati ons device; wherein the data transfer
settings ifgreHen avﬁi@tl%‘éﬂOlatOcPaieaOftdrlmﬁslﬁ@ﬁhq wstew conplitingased upon a

secur i 1y-1el at GlaAsRerkeRRROCKA Rl [OLLR HANA WARSLEL Bl Rl he data
transfer is a transfer cte rom forwar di ng
bet ween sersgéwd ldpoties; a cut - copy paste operatl on bet Ween appl i catl ons;

applications o n ter nal an r nal nnection; |PC

(i nterprocess R@%lrﬁlrﬁtr}??%a SAYHE e ??Cléfﬁgjfain?%eﬁef)?@%?‘?@g’f‘rs for deternining
whet her to tramshes forhetdatsg dammradiee: fdetips |famatd amat Qokhespaeseond

| ocation based t he gata transfer settings; wherein the data is
transfer réﬁce}vé%gptgﬁa?t%a‘fs FrEfetlet er mi ning of whether to transfer the data

fromthe first WiRem iMatastdrd@s REASNEn IRCATIAR n%ﬁ@@mﬂﬁﬂﬂlcﬁtlﬂﬁls %@%é‘e transfer
settings; wherein the first |Icoation is a first application, and t he second

location is a JHeHAythe dppapsger ssitings ipdicate whether a data transfer is to occur based
upon a security-related aspect associated with the data transfer;

wherein the data transfer is a transfer selected from the group comprising: data
forwarding between service books; a cut-copy-paste operation between applications;
applications opening an internal and an external connection; IPC (interprocess
communication) between applications;

means for determining whether to transfer the data from the first location to the
second location based upon the data transfer settings;

wherein the data is transferred responsive to the determining of whether to
transfer the data from the first location to the second location based upon the data transfer
settings;

wherein the first Icoation is a first application, and the second location is a second

application.
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