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15 Novenber 2006 DESCRI PTI ON CONTENT USAGE MANAGEMENT SYSTEM AND SERVER
APPARATUS AND TERM NAL APPARATUS I N THE SYSTEM 5 TechnlXhbvéenledr@0The
present invention relates to a content usage panagenment system and the

li ke, and nore particularly to a content usage nmanagenent system and the -
like for distributing Ilicense information, which permts a user who
requests content 10 usage to use the content on the user's term nal

apparatus under a certain usage rule, froma nmanagenent apparatus to the
terminal apparatus via a conmuiPESCREPTXOD k. Background Art 15 In

and gamve on AN PERGEMANGIGEMEN TR ERERT, A3 SERUER abbARGEURcn ‘

devel opeANRAGERMENAL ARPMRAEUSOINI THE BYa&SEEM O practical use. For
distributing these types of contents, nethods of usage control for

restricting the nunber of 20 reproductions (playbacks), noving and copying
of swh TeHipAiSal [Feld stribution have al so been under study froma

~viewpoint of copyright protection. As disclosed in Japanese Lai d- Open

Patent Applicafhen Rreseni00in88nGiom casleeati opg! di JichAkkefpnt ﬁ@h

distri bué,{fg@ §§§‘? nthas 25 beea rTEdeI ed so that a user term na cgn manage
t he whol A el ag¥steim and & @h”lﬂ%r aid dmaie hpartigularlyotoha user

t erm nal cahtegt Wi h n u LC es _a right
to view a novie iﬁg{er ﬁ}(&ﬁﬁéé'ﬁﬁgg user q‘ﬁ’ﬂ% r@ﬁe ?ﬁ&e&%@g%ﬁqﬁeﬁge rul e
30 i ndi claeeﬂgetnbﬁomwam,xwmm lmetvnmsed astirmedio aleegist kofitengont ent

i X rom.,a distribution,server, and mnanages the
repr odugl?l oﬁe ‘M—‘ rc'b% tedﬂdgp the Userig derminal appamivs umsier a006
After dicartabntusggenailesaeen W taRagement apparhidl tol fife terminal

apparatus via a communication network.

Background Art
15 . In recent years, systems for drstrlbutmg digital werks such
- as music, video and games via the Internet digital broadcastmg or‘
the like have been developed, and some of them are now in a phase
for practical use. For distributing these types of contents,
| methods of usage control for- restricting the number 6f
20. reproductions (playbacks), moving and copying of such contents
for distribution have also been under study from a viewpoint of
- copyright protection. |
| As disclosed in Japanese Laid-Open Patent Application No.
_ 2000-48076, a conventional digital content distribution system has
‘25 ~been modeled so that a user terminal can manage the whole
content usage rule for each user by distributing it to the user
terminal along with the content.
For example, when a user purchases a right to view a movie
“Matrix"® 3 times, the user terminal receives a usage rule
30 indicating that ““Matrix” can be viewed 3 times” along with the
content of the movie “Matrix” from a d.ist‘rib_ution server, and
manages the reproduction of the content under this usage rule.
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// di stribution server Is no longer involved in the usage rule for the user.

/ "When the content "Matrix" is viewed, the user term nal %5Nowgehber2006

- processing of decrenenting by 1 the nunber of views permtted under the
usage rul e managed by the user terminal itself every time the content is
vi ewed once, and perforns processing of disabling any views at the tine
when t he pernitted nunmber of views becones 0. 10 As descri bed above, in

t he con&g& 3E§| dbg:tal content distribution system the user term nal
manages PEFIDGRGL thisaysaod erle tachkheseuserotevainaln tive

on the. LasrpRten e TS ffo YRR HhONAR T hend Tife i o™ "

user. | ns®Mporation of such a function into a user termnal can put an
enor nous | oad eV|qes such as a nobil| e phone, consuner

rtable d
el ectronics ar‘(gnepﬁg he onignt hdMabex” tﬁWlﬂNeﬂanég@s usies wBEMYN@sage
(s | ppaTerRls préftddsiflBtoaBrreRftiht B E it WMpdSBI R, | s

di stributes the 'usage ru e user. resu
can haP@miitadndesting ueagmurﬁeen‘rmmagbd bipehenasentermiihylutsalft he

cont ent herei nafter referred to as "usage
st at us” e%’ﬂ’o Wﬁ@éttﬁ% gﬁ“ﬁétﬁd % o4l A emanshPEEFORTHS PLRERESINGEOF
distri bdusawbhagr wIme ieworiethe %Wﬁélwﬁénr the: pldindfeel Aimblrt B user

termi nal ,manages the whol e usage rule of a content for a user, theée user
cannot Yi@WstBecemeedl- on other terminals than the termnal that manages

ol ATy of 38 CErTaPl”iaREe T e PanBneidhal cAlbikal rBabEh, The

user cdmmbbaoshaysdeby tﬂneswséﬁtérrmhal rhan%qas the GPDIRNEHADGt SYStens
have probl ens -2 15 Novenber 2006 on put a heavy | oad on the

user's Pé?ﬁ}enﬁ'ijfedg%'ér%% URRT al so

However, in the conventional art, complicated usage rule
- Mmanagement is absolutely required on the user terminal when it
15 manages the whole usage rule for each user. ' Incorporation of
such a function into a user terminal can put an enofmous load on
por_table_- devices such as a mobile phone, consumer électronics and
the like. '
If the user terminal manages the whole usage rule for a user,
20 it accesses a 'server apparatus only once when it distributes the
usage rule to the user. As a result, the server apparatus can
. hardly grasp mformatlon on whether the user has actually used the '
content or how often he used it (hereinafter referred to as “usage
status”), nor make good use of such information for the future
25 distribution service of contents and usage rule.
In addition, if the user terminal manages the whole usage
~rule of a content for a user, the user cannot view the éon’tent onh
other terminals than the terminal that mahages the usage rule.
| - Therefore, there is a problem that even if the user ﬁas a plurality of
30 termmais the right to view the content purchased by the user
cannot be shared by those terminals. |
~ In sum, the conventional systems have Aprob!ems-that not
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cannot neet demand for various types of services for content -usage.

Enbodi ments of the present invention are conceived to sdiWovemdee 20§ obl ens
in the conventional art. Enbodi ments of the present invention provide a
content usage managenent system and the |i ke capable of reducing the |oad
on the user's term nal apparatus' and further satisfying demand for
various types of services for content usage. 10 Disclosure of Invention

~~ Accordin fig st c e . Lon,_ there is', ovi ded
a conten?oﬂsﬂgg‘)eu%aazg]g%ﬁgﬁt quég&stée’% E}Eérpeligéf ng%@%@?ﬂima%% Q%%iff%r ,

using a coanBet meeti demding tfalr warkouantypeseby esebpicRIPFHRL Eénftﬁﬁt -
AL

managi ng ggﬁg of the content on the termnal apparatus, wherein t
server ap'g s includes: a license' - information storage unit operable to

store license inf orgab%g,n i ndicating. a usage rule of a content for each
user who uses the %EPREMENEGHHrapiesentinvieotions ard tokaivegERosoNd aseni

operaﬁl e dreblbhgie : | cket ba on a request fromthe user
and send g said |i ggﬁ?@ﬁﬁ%ﬁ%ﬁ%ﬁ!ﬁ?@@ﬁ?ﬁa{?ﬁgﬁB&?%ﬁnﬁﬂ?vef‘ﬂ@n Previdsa ti cket
bei ng i nfeRNRtiusAgeManagehent siditeratdnagthe m@rdapab@omhgm?fmg 'I]c?ad ofSage
rule i ndiﬂf:létd%g Q¥errnlﬁﬁai[%§;§ Sﬁ_mi. nf(gr tion associated wth the  -user; and a
return in SHRRTT apming %a gn |satislyings demand fer earidus ypemtofon on
t he |i cermevicésioecopamtiughgd. by the |icense ticket generation unit, the
return information indicating whether the license ticket needs to be

returned to the server apparatus or not. when the right of said |license

ti ckid | dpisslosudet bf Ivventibn appar at us i ncl udes: a usage request unit -
operable to request the 30 server apparatus for usage of the content
according to the user's instruction;. a receiving unit operable to receive

cont ol ot -3 19\REVEREeR Aosl FERGLIE s cbRians) InvABIaT oo ot he
TS e e et e SRS,
ticket tng{ Hging@rwtenp tham:adi ital work; and a servgip ! CEnSE
- 15 apparatus for managing usage of the content on the terminal
-apparatus, wherein the server apbafaths includes: a license-
information storage unit operable to store license information
indicating a usage rule of a content for each user who uses the
terminal apparatus; a license ticket generation unit operable to
20 generatea liCense.ticket based on a request from the user ahd send
said license ticket to the terminal apparatus, the license ticket
being information on a right indicating a part or a whole of the
.usage rule indicated by the license information associated with the
user; and a return information.setting unit operable to set return
25 '_informatio.n on the license ticket generated by the license ticket
generation unit, the return information indicating whether the
- license ticket needs to be returned to the server apparatus or not.
when the right of said license ticket lapses, and the terminal
apparatus includes: a usage request unit dperable to requeét the
30 .server a--ppa.r’atu_s for usage of the content according to the user’s
‘instruction; a receiving unit operable to receive the license ticket -
Seh‘-t‘ from the server apparatus; a content usage contrbl unit
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| apparatus according to the return i nf or mat i on i ndi cat ed by the. 5 received
license ticket. Thanks to this structure, not only the MddNbdbvembehZ00ser' s
term nal apparatus can be reduced, but also demand for various types of
services for content usage can be satisfied because the server apparatus
is accessed with a higher frequency due to 10 returns of license tickets:
and requests for license ticket issues. Note that in the present

descripti usage"  of, a ntent is sed as a termincluding all the

oper at i on %qﬁﬁf?s?ﬁgcqmgoég:ﬁ}eemaggﬁt% cidsddupdesnthe wsagaguland

" copyi ng'indicated tanthatredlded RekMdd G cket: Lhig §° LS n..

el ectroni c book. ({?nHere, in the cgﬂislé@ntacb(ggge ma%aﬁéﬁ@%@ @@EFSF}F;HEBrdi ng

to an ehSYligRArable tacatiesvpttto mednrhothe ilicdrsotidlasabbetidaertijfee Usage
request ' serv apparatus for the usage of the content by
sendi ng ?E"%an'éa[‘?ﬁgé{%zé&% u@@g gﬁoﬁh@ 55%95@ Rrepetion tpelicatedr byaphear at us,
and that rebeiveddicente diekegienerati on unit generates. 20 the |icense

ti cket based o he instructed usage anount sent from the usage request

t
uni t and sends%@’l}@r itOeAbids t smture, t nottenhy thie lepuhront whe lwséite:
cont ent AKS ccordi to ,an,enbodi nent, of the present
i nvent i oﬁej t gg?%gﬁgﬁg%guc‘?a@e%gr{gﬂﬁﬁggn Qi pleR emﬁ'ﬂgrﬂlﬁ vVaFrougage
ti mes oftypescohtsanvices ﬁmctadtemnulsébbvgahs%esgHg;i)@a B@Eaﬁggtﬁf%- I'n
e

t he contgnt usage rranggement system according to an enbodi nent o
present THV¥RE i BRPATRLUSs 43 cacGrsSRSHI Withe bhigimer | freaqusenciyc idhie ctn

i ncipde ratugid oFtli ri © | | ecticket the effective period
bei ng set as a parté’@%?éaﬂlﬁg%?ée oé! g#%¢$§%tféfeﬁﬁgﬂ%t@f¢%§f%er t he
usage rul e i ndNe&eethdlyin the pPesentrdesdmpaom M page” ¢ha M#%ﬁ% i%sage
rranagene']g%] §y$%emtaccor;di g, 10 an enbodi nent of the -4 15 Novenber 2006
present TRVENTT oh, LR 'Uggg@r}ﬁé(ﬂr]éé:h%ﬁipﬁrﬁﬁgﬂ%rﬁﬁrdm Ithiey contiéat yrat i on
and. t he supsh 34t A HSAMBEI W L he W Al s, the capability
i nformation indi ?é{?i ng cg'pa {l ?‘P?%’?at P?ZFH E“{)pyﬁ?& _O%It%é con%en%, anc‘
printing” of the content such as an electronic book.
.15 Here, in the content usage management system accoi‘ding to an i
. embodiment of the pl_'esen_t invention, it is preferable that the usage request unit °
requests the server apparatus for the usage of the content by
.sending an instructe_ci usage amount of the content to the server
7 apparatus, and that the license ticket generation unit generates
20  the license ticket based on the instructed usage amount sent from
the usage request unit and sends said license ticket to the terminal
apparatus. ' '

In the content usage management system according to an embodiment of
the present invention, the instructed usage amount can include a number of
25 usage times.of the content, or include cumulative usage time of the cantent,
In the content usage management system according to an embodiment of
the present invention, the usage rule indicated by the license ticket can fnclude
an effective period of said license ticket, the effective period being set as a part L |

| Vor a whole of an effective period defined under the usage rule indicated by the
30 Jicense information. o

in the content usage management systerh according to an embodiment of
the '



. term nal apparatus to control the usage of the content, and the 5 |license -
ticket generation unit may generate the license ticket badesember 20né
capability information sent fromthe usage request unit and send said

| icense ticket to the term nal apparatus. In the content usage nmanagenent
system according to an enbodi mrent of 10 the present invention, the .
capability information can include information indicating whether the
term nal . cure clock or not. In the content usage

t. h

nanagerre‘?l'?eoi%%fe’hsvﬁ&i?g‘irflgh?-o Usagggsivest wnit maypisesehtcapalilition, t he

Lt . o . j . It na whet hat 1 h
Lermi nal :Eggﬁ?ﬁ?t'gﬁd%ﬁ t:' RSB IBA0RD arhBulr¥ 66 kBR, HeTyeReai um
( t. fetuwsntbet capadd|itynbgorenati Yool i [ t
81[ r_]?het%r ' b i%n, upgﬁn ece't t ’?%m‘tjﬁgi?amggi Fia?’atq"r:%rﬁgtb?glnn:‘a?om
t he. usage rﬁﬁﬁ]&deég fl?ﬂ’ltatt S fig F?E‘&F@'e BFCH§PQ§99& ¢ gontentcand tbeude
| i ceise Herked tﬁi@t@ené@ak[ﬁﬁwtirﬁﬁg't%%ﬁeﬁge Fh&%?e?n%c’;%@{e@%;%@nd said

license ticket to the term nal appar I cense
i nf or matQ@HANENGAPABIlIHY IntarMationdent froml theusade ceguast ahit 45am nal

appar at Rdi @ t bility indicated by the capabilit

i Ir[:]l‘oor natﬁ%gﬁfg%éallhg?ﬁgec@ﬁkggmté& SHH n@ﬁpa{éﬁ-@m accgr di ng %/o an
~enbodi ment of  the present invention, the license ticket status information
may include a {88 cohfahi i ng i,cense ticket nust be consuned
medi at el y W'f‘ﬁﬁﬂf°ﬁ%%8%9§?ﬁ%?%sﬁﬁi %Sﬁ%%?fd%fﬂ@gﬁecﬁmﬁmbe@%%s ding to
t hq (s ecoribie @sgmmnt jnventien nihealapapiity information 2aRNGIEAE iNf6RGRorRIRIGIENT
system C%E‘gﬂﬁﬂgtt he. tFrm na aratus for using a content that =5 15
Navenber TNg ?%?afﬂlﬂﬁﬁi sgewerclesk (Pdr at us for nanagi ng usage
of the content on the term nal apparatus, wherein the server apparatus

i'ncludes: a license information storage unit operable to store |icense
i nformat i on i nAtheceRignhusrgr management aystemnaaordihg to aackmbsdimentef uses

the termipgl HARRAL Shyentidh,| 1EE né%)r?tbgﬁfg%ﬁéﬂ%ﬁg%%ﬂei%@@g??%hgg!g@qéos ai d

generate a |1 cense ticket 'based

' ?se tindikating whether tthe nienainah Eppaaitus habhe unitcRRSAitHCERlo a R0
i nf-oY

nmat Moy %gamééigmbrrqgtl,catl ng a part or a whole of the usage rule

In the content usage management system according to an embodiment of

| the present invention, upon receipt of the capability information from the usage

50 request unit, the license ticket generation unit can include license ticket stafus
' ‘information into the license ticket and send said license ticket to-the terminal
'_apparatus, the license ticket status information instructing how to handle the

flicense ticket on the terminal apparatus depending 'on the capability indicated by

the capability information. |

25 - . : ‘
| In the content usage management system according to an embodiment of
the present invention, the license ticket status information may include a flag

“indicating that the license ticket must be consumed immediately without being
written onto a recording medium.

30 A T nt 1)
. According to the second aspect, a terminal apparatus in a content usage

- management system mmpﬁsing the terminal apparatus for using a content that



i ndi cated by the license informati on associated wth the user; and a return
information setting unit operable to set return informatpdPvembend)d6i cense
ticket generated by the |icense ticket generation unit, the return
informati on indicating whether the license ticket needs to be returned to
t he server apparatus or not when the right of said |icense ticket |apses,
and the term nal apparatus includes: a usage request unit operable to
request the server apparatus for usage of the content according to the

user’ s | ek il Wtk sRdicPepiet dpatlid oPRBADS ukSod GG Kbniohfl hbcense

ticket sent .fromthe server apparatus, a content”usage control unit
oper abl e ‘8" APPYRIUSH Whesiyheservar appayatusincludage s licensedriageation e i ndi cat ed

by the réwageathil bperbie to k&t lidhde anfohnalss ikdick@ilg Lelidde HIl toraper abl e
to attenpt h%t {etur&ét he license ticket to the server apparatus according
to the r&COISTY 1Okt GG HRRT WA diseedthey tenminale eppaeatus;i celisenss dicket
Accor di ngeherdtidn Jrii &skrasras! j hal apparatus in a

cont ent gsage Inanaéen‘tsal?]t "sé;e/@tgeenng E%%p%gf%ﬁﬁé?%hgt l%%eﬁ %gf’ ’§§%%ﬁ1§&°&%”}eor usi ng
a cont enusghandiseng aaigi licansaotidkehrtal the temmianl apparatis)sthédicenseazkey usage

of the e tern.nal. ratus, wherein the.server apparatus

i ncl udes?’e@tgeﬁf%@ﬂ%tyﬁ S O%WOW%&%P%Q% R Pro%éﬂ’r}}fﬂ?e"ftsg"esyé?%e I'Hleense

i nf or mat insticatedii mathe dicensasiafemiatibs MsodifeM it ther uKRChndS8" reblip Uses
the ter ”Ini&l agpgﬁara&.us; at | i C%EFG ticket generation unit operable to
generate’ a IcenseeHNg et geeradisole set ejuasinfomalian fe the diceasel tiskefd sai d

| i cense géendrated By the HEehA e Suni I orth] I

i nfor mat?on on a 3r/.i ght i.n%ei ggﬁtng afé;)ﬁg‘rr‘lturgﬁ,rlgeﬁg{?@%;ﬁ r@hﬁ%iﬁfg"g&'ﬁgl e

i ndi cat eWhﬁt}‘ef Rie licgase dickelf needst tcobe askwnedte dhavisehvdrhappasaius ansbta return

I nf or mat 7 Lty set _return information qQn the |icense
ket WA IR HbACot Bl IBBRHO IS phd ke Rerplnglamaceile Sgendenc i on
unit, the usagerequestamibopanblod eajuesOthevbsi/Behppaatdd iRkl kAL needs
to be refyrn d to the server%‘gpp_arat us or not_when the ri%ht of said
i cense {qUR%a%aopding tothg ysek sypstivclione aukessiving unfiaparabledofrepeiveon as: a
usage r ehgdiiens8itickeP8eaPHBnt the' SSVEShH ?Ql%tt?seré’ %Bnﬁa?r?qsgbgscofnﬂfo Hgage of
the content according to the user's |ng ruction; a recerving un'F per abl e
to receiRErAblE toj el the sisege vfrfhe foootant hmdse the usagp atiet indicatedc byt ent

usage ; i .ahl.e ntrol. the usage.of t content under the
usage rﬁﬁgt'é?‘%{‘éﬁgé%@qf@gﬁ'ea’@éi@%%e *'?'f?gﬁg rg %@Q&Qef&ﬁa tg atteptde ti cket
return uatum ofber dickase t ticket t Mihe t Servet Wppatdtas! hesstamd it6 ke toie server

appar at us, accprdi ng to the
PP information lndgcated E)y the received license ticket.

According to the third aspect, a program for a terminal apparatus in a

content usage management system comprising the terminal apparatus for using

a content that is a digital work and a server apparatus for managing usage of the
content on the terminal .apparatus, wherein the server apparatus includes: a
license information storage unit operable to store license information indicating a
usage rule of a content for each user who uses the terminal apparatus; a license
ticket generation unit operable to generate a license ticket based on a request
from the user and send said license ticket to the términal apparatus, the license

+ - ticket being information on a right indicating a part or a whdle of the usage rule
indicated by the license information associated with the user: and a retumn

information setting unit operable to set return information on the license ficket

Sa



return information indicated by the received license ticket. According to
the fourth aspect a server apparatus in a content usage 12 APO0&y st em
conprising a termnal apparatus for using a content that is a digital work
and the server apparatus for managi ng usage of the content on the termnal
apparatus, wherein the server apparatus includes: a |license information
storage unit opearable to store license information indicating a usage rule
of a content for each user who uses the term nal apparatus; a |license

ticket generaiéd OF HBi liceBBE RREELRIIRNE LR IR ?ét&ﬁ”ﬁ?orhhﬁ&?ﬁno@@a?ﬁ on a
request fr nd send said |icense ticket to the termna

omtnhe . user .
appar at us“,'he?r?ﬁ'r? flggnsg tigket pgeds fodhargtyraed foniie iseven APRaraiug I9f NPhdi cat i ng a

part or aviwiothe right dfisaissiigmse icket lapebs,mAtHY ploddParhi GRESS o GYrpaRF i On
associ at ?gﬂm{%h the user and a return information setting unit operable to
|

set return P rflt APPSR EHECH, Wihererablader reqyeneths satvasyaprasalusdens e
ticket gemsagaiof Gt edtitbnt 4QDrdiRG ¥ thd néaf{ﬁm%{rﬂ&idd?% %%%M]’&JUHYPSB%%{N& he
d to the a or-no

| i cense Eicket needs to be returne server “appar S when
the ri ghf® §ece¥g dhelicense tickeksent| ipwethe aenver fappiaeatusnal cateat asage

| ncl UdeS confol GAPBRERMETS clh ARSLERIE f fyd SAHESH He, Ser ver anpar atus

for usage of t ontent accordrn ei ving

uni t opeisitaed byrtbe ebeaived licensectiuke dnd: kdicersaticksOMdirRaurfEsy&able
appar at ug, unit operable to control the usage of

ent. usage .contrql
the cont &nf ﬁﬁﬁlggﬁo tr%té'"bz}g%@c?rﬂﬁeeg?@i@a‘f‘@oﬁ%\}er apearalisepeeatdingctonthe ti cket ;
and a | i mtasdnforeletibn irklictad BYithe ARV Ifcdn@edickePt to  5b 15 Novenber
2006 return the license ticket to the server apparatus according to the

return information indicated by ‘the received license ticket. According to
the fifth aspggdordiaPic® rye aratus in a confent usage
management sys%&d@gn%r ?L%Eag'jrg{ é gPén(ﬁnélge&g a?BPﬁrsa?lf‘%r'" L?Slcﬂagegt ¢5TOENt
is a di gNeBRgGWER sygﬁemlhmmmsim aappaiﬁat gppéretugtaging a Wontht hat ige
cont ent : er al apparatus, the program causing a conmputer to
funct'i on g&lttag‘?loflﬁ %@1@@ ??’gg’é?p%ﬁ(éﬁsafﬂ B}?nﬁ%ﬂg wiase0f the conipsendhe a
i cense tormioal apparatls, edibrein thelsVEHARArARS TciBled d FAURRinfdABBRCN User
and send_said license ticket to the termnal apparatus, the license

i nf or matBRIENIE gpeargble tes aipse figerseinformatinn indicatiog 4 lbeags eulenbbauses t he

and the T RaR My Papfiiund; Whot (58 e sfimalpel SHRRgHES, hicatrhgidkbar t or a
whol e ofgeneeatipnagit opsrablenidi gemeesteyliddme el tickenNbased on a request from the
user and send said license ticket to the terminal apparatus, the license ticket
being information on a right indicating a part or a whole of the usage rule
indicated by the license information associated with the user; and a return
information sgtting unit operable to set return information on the license ticket
- generated by the license ticket generation unit, the return information indicating
whether the license ticket needs to be returned to the server apparatus or not
- when the right of said license ticket lapses, and the terminal apparatus includes:

a usage request unit operable to request the server apparatus for usage of the

t hat

content according to the user’s instruction: a receiving unit operable to receive
the license ticket sent from the server apparatus; a content usage control unit
' - operable to control the usage of the content under the usage rule indicated by

the received license ticket; and a license ticket return unit operable fo attempt to

' 5b



I nformati on associated with the user; and a return information setting unit
operable to set return information on the license tickel5divembeed(06y t he

| icense ticket generation unit, the return information indicating whether
the license ticket needs to be returned to the server apparatus or not
when the right of said license ticket |apses, wherein the term nal
apparatus includes: a usage request unit operable to request the server
apparatus for usage of the content according to the user's instruction; a
recei vi ngeisllﬁﬁtthep G@Ihﬂee ticket é@ethﬁe geineer iappasdus | adcetdisgnto the ometuime ser ver

appar at Usqs ?mgt? u%cg%gth%o cgr ngé§§§abesble to control the usage of

t he content the received. license
ticket; and a Ilcense ticket return unity operable to attenpt to return the
' aratus according to the return information

license ticket to.the rver ap
i ndi cated by Orq"&’ét'?/' &Xtﬁ BE A REREM T BPPhEPRAYAIUTING SRS pect, a

cont ent C !l r

appar at us oy MEHEESRITAT oy HEhT 6lmbflsfig SIGhIRCHREL e feh G bhfen

appar at uthatds ammmgm ad diee eéwtahapparﬁtaatfomahé@ng ersageaif theppateat us, the
cont ent nent I ncl udi n a ste cu .ed in the
server aggatﬁgt 3‘)83'?{{‘3%'}?'@) PrOGEUTY E%“?"FQ tan'ég't’gl" rntQI ungion Bs\&\ enber
2006 apmeumkew@enaraﬁoh henitsoBsrabl) td BEhUREs a RoerisBrtRdet onp h@éns%t oring

license _information in a license informati on storage unit, the |icense

i nf or mat MEYMatenLasedem areayest fiom spch useheadisendr sa;adweage tickplotouses t he
term nal theaiﬁ?ﬁﬁﬁél Usp (Fa?'atu’sc RS RidenSk St Wfoﬂt b ati hg P59 d&ﬁé] Uit éf‘ %
rom sen I cense

| i cense ticket base on a request fr € user an sai
ticket tepntert fasrthienuser whparsesuthe tdrenihak epparatisc kad Hn@nggstorécbmmt i on on

a right of. the e rule jndicated by the

| i cegse f&ﬂé‘?ﬁé"?’gﬁﬁ%’&s&’?ﬁ?e'ﬂ“w ft"}’iJ ﬁ?f%l'cﬁ%%et ycgﬁ“ﬂdb%le éf'tﬂrﬁ‘laigﬂf‘o?rhé‘tlr on
setting rdiepindicating td Ppartr 6t ar wholf of MAk| GhgeNril8andich&RNS§ fHeC liginsgener at ed
in the | If?g"\a ticket generation step, the return information indicating

whet her I igR nassociaigd Wit e LiseB canet ar feblarnt mf@matl@brsraétrnmpwr atus or
not wherydeighlk! t8¥et ?étuﬁ?ir#orln‘l%tﬁ%}f 8n'th& iﬁ%&nééﬂﬁlﬁé ge?teﬁjatteﬁet)ggtr?eoll

i ncl udes: a usage request st request SEerver para us for
usage d&kﬂhge@e}'ﬂtlemmﬁctmrmmy lnﬁ)rmwousedlcatrmgtamethetrltbe Ircansed:reketl ng step

O " USRI uRPRRR, gl S S0 et U A iS00S, 19, L
sent frrdmkehhmeBVWheﬁ@ﬁath@t té?mut’l’al -apparatus includes: a usage request unit
operable to request the server apparatus for usage of the content according to
the user’s instruction; a receiving unit operable to receive the license ticket sent
from the server apparatus; a content usage contro! unit operable to control the
usage of the__,s content under the usage rule indicated by the received license
ticket; and a license ficket return unit operable to attempt to return the license
- ticket to the server apparatus according to the return information indicated by the
received license ticket. |

According to the sixth aspect, a content usage management method in a

: systeni comprising a terminal apparatus for using a content that is a digital work
*~ and a server apparatus for managing usage of the content on the terminal
‘apparatus, the content usage management method including: a step (A)

- executed in the server apparatus;-and a step (B) executed in the terminal
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content usage control step of controlling the usage of the content under
the usage rule indicated by the received |icense tickel3 Navember2086nse
ticket return step of attenpting to return the license ticket to the
server apparatus according to the return information indicated by the
received |license ticket. Note that the present invention can be realized
not only as: such a content usage managenent system and. a digital content
di stribution systemas nentioned above, but also as a server apparatus and

aterm nmpaaatpﬁ,r ame_sein:ﬂhg! stbpd (A ibdgses: safzétgﬁag%g@ 561;\|0 Cé?&ﬁnr%mﬁc%%%ge "
managemne, .nod, 1 Ncl udl n te execut ) ] xovenoer the
char gct e'r%osr&]?&omﬁi%Iécepﬁ%mﬂcﬁfgﬁﬁf’ﬁg%ﬁ%%eeu f\eﬁ\‘?éﬁcg'&i?p'ﬁfoé'ﬁ‘ﬁgmhnd t er mi nal

appar at umdictingsa augigRO @B bPra GRMtMYfor EAPWEF Wito @é%cm@ééﬂ?ﬁﬁﬁl steps.
It goes wi thout sall ng that such a program can be distributed via a
‘YF@NSQ

r ecor di ngPRPRAIAM N3 dicketpeperation siep »f igenssatingsa disenseliticketshasedas t he

| nt er net i SEEMPIHLO N, L.AGS, - Fl | . C | agr.am show ng
an over v?%\% o@ag&cﬁ% [ Eng?(r) gtsgfonéﬂécf‘é‘aeﬂgflai %%P Ii%érﬂ%eeﬁ}'alfﬁs'{é’r %%?%rgﬂn@yst emin
a first apEareivsodhentioensef ticket heing énformatienbinom right (ndidatlrey a piregr am

show ng r ructure aqf conte data 6Q as .shown ipn Fig. 1. Fig. 3
is a fun@??@n@hgﬁ}ggaeﬁ&d@fﬁa@%m Héeéfcg?ﬁf’ci ?f@atm%%%%faée%g‘"@ theght

nanageneumders ansded rélen afoshativh sattingdsted - of seMidg detufn ifoAndiiG¥banhahow ng a
speC|f|c‘. strucgi re of a user information database 21 as shown in Fig. 3.
Fig. 5 i"Ce8Sqi éﬁéngewxm% g dpecligansestickelt gesewtion stemethe irghirndat abase
22a as Shtmation b ' kS | 30 ] | £ t,ructure of
= LTBoa moMmton hifcating Wiibthéy Wi HoBh R HRRBE Ao e RERed 13 BT i o
bet ween S2rYer apgfafaiusior mop avhiendthiei tight of 2akhlicehse tickeplepseghdnd®i2ostepd a LT

3{ ;S(r:;lm\@% (l)r\s?:ﬁtﬁldgé%g aS%%a%e?q%tguEg{ staepl‘c;l;‘ r%%ta}éstﬁ'iggfhc=,=.8seir\s're|§-1 aé#e?r%“so o?lusgég ck
of the content according to the user’s instruction; a receiving step of requesting
the server apparatus for usage of the content according to the user’s instruction;

a receiving step of receiving the license ticket sent from the server apparatus; a
conient usage control step of controlling the usage of the content under the
usage rule indicated by the received license ticket; and a license ticket return
step of attempting to return the license ticket to the server apparatus according to

the return information indicated by the received license ticket.

Note that the present invention can be realized not only as:

such a content usage management system and a digital content

- distribution system as mentioned above, but also as a server
: apparatus and a terminal apparatus included in these systems, as

~a content usage management method including steps executed by -
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25 structure of a user termnal 30a as shown in. Fig. 1. Fig. 9 is a

di agram showi ng a specific structure of a LT issue requéNovéthea®Shown in

Fig. 1. Fig. 10 is a diagram showi ng a specific structure of a LT return

request 90a as shown in Fig. 1. 30 Fig. 11 is a flowhart show ng operation

of a LT acquisition process. Fig. 12 is a diagramshowi ng a structure of a

menu screen 6 15 Novenber 2006 displayed by a GJ 313. Fig. 13 is a

fl omchart showi ng a subroutine in a LT issue/no-issue judgnent process

(S1004) Hie stioawadtersiyc Uhits Fngludddi matﬁdagwcber-vesf@pﬁaganwr&ﬁdjon of a
S

tent t . Fig. 15 i f1 onchar t
Content 5 ARPRIIA AN ongsg, Tgeode T artlawtard et L
f1 oncharéxebavé thesessspsn at gobd wiRhut sﬁgﬁ?ﬁzrgaettlgughga eo;rédr%mfi‘

fl owchart show ng a subroutinein a usage rig e proc as shown in
Fig. 16.C3p e distribytedovia ai rrendingomadiam suehvasva GDaROMT gur at i on

of di git.al ) t@.ﬂ%ﬂ; |.but | syste b in a second enbodinent of the

preggnt %%@gﬁ%&ﬂl |'{6I.rhl%u*:§n%s %F'&gﬂé#ﬁ% i ng structural features of

the digital content distribution system1lb. Fig. 20 is a functional bl ock
specific _structure of a right managenent server 20b as

di agr am,showi a !

shown i'rﬁﬁ‘%,f. B%B’.;C"'ﬁ'ij.or??ﬂ Prawiagsam showi ng a specific structure of a
license 20 datgq dat ahas S in _Fig,:..20. Fig Ls. a. diagram
showing a s ef??i cas??ﬁcfuf%geg? a&?g}@n&tgﬁtgﬂlﬁ@ ﬂﬂtﬂX%%Hiee?‘H b(gfdtehe

li cense apiftgueatibas©f22b digitdloeonitent Fdgstr?Butfo g sgstdm andsairsm
SN "9 AnBRYiHIdSt 37 85 restninvention.
Fig. 2 is a diagram showing a format structure of content
‘data 60 as shown in Fig. 1.
Fig. 3 is a functional block diagram showing a specific
structure of a right management server 20a as shown in Fig. 1.
i5 , Fig. 4 is a diagram showing a specific structure of a user
information database 21 as shown in Fig. 3. "
Fig. 5 is a diagram showing a specific structure of a usage
right database 22a as shown in Fig. 3.
Fig. 6 is a diagram showing a specific structure of a LT80a as
20 shown in Fig. 1. |
‘Fig.- 7 is a diagram showing relationship between a LT
effective period limit 2225a of a usage right 222a and a LT effective
period 821a set for a LT 80a. _ |
Fig. 8 is a functional bl_ock diagram showing a specific
- 25 structure of a user terminal 30a as shown in Fig. 1. -
Fig. 9 is a diagram showing a specific structure of a LT issue
request 70a as shown in Fig. 1. ‘
Fig. 10 is a diagram showing a specific structure of a LT
| return request 90a as shown in Fig. 1.
30 Fig. 11 is a flowchart. showing operation of a LT acquisition
process. |

Fig. 12 is a diagram showing a structure of a menu screen

-6-



25 as shown in Fig. 18. Fig. 24 is a functional block diagram show ng a
specific structure of a user term nal 30b.as shown in F Yovdiberf2086 25 i s
a di agram showi ng a specific structure of a LD issue request 70b as shown
in Fig. 18. 30 Fig. 26 is a diagram showing a specific structure of a LD
return request 90b as shown in Fig. 18. Fig. 27 is a flowhart show ng
operation of a LID acquisition 7 15 Novenber 2006 process. Fig. 28 is a
di agram showi ng a structure of a nmenu screen displayed by a GU 313. Fig.
29 is adisplay@dtbgrm@ Wl 3 3ubroutine in a to-be-issued 5 LD generation

(5200 | 1 g..,.27, Fi,g. 30 i f hart show
B tbrout i ne TA9an hmit: & dIOHCRarty (o1 wias FyesuhEORENE o | g St ti ng
pr ocess i$5a4Pab-RSuS faaranki srodSss FS1.0§4) iss ahbhNGRaElg SDewi ng a

subroutine in _an 10 on-right-lapse return flag setting process (52106) as
shown in Fig. Figo. & gs @ tlewchaducshewispowiperatpenatafora otoatenht ent

reprpdugki Qﬁﬁf | 33 is a flowhart show ng a subroutine in an 15
on-&gage?EﬁQdL r@ﬁﬁ?ﬁﬁ%%%%ess (S2220).as shown in Fig. 32. Fig. 34 is a

flowchart shoWigg 45sulw oat iffewchaxt ®howReg- @ 0bublensimd D egury del et e
shown in Fig. 32. Fi 35 is a flowhart show ng

gggfgf?5%§§%%Z&E§5¥%P6956350?%_ 9."ng§-§6Lis.a di agr am showi ng anot her
s di agram oo v 7 gk SHEEHhoCpRRraB Or r ThE et &
. cont ent pAPEEBEbut i on system 1b.
10 Fig. 17 is a flowchart showing a subroutine in a usage right
delete process as shown in Fig. 16.
Fig. 18 is a block diagram showing an overview of a
- configuration of a digital content distribution system 1b in a second
embodiment of the present invention.
15 Fig. 19 is a diagram showing structural features of the digital
content distribution system 1b. '
Fig. 20 is a functional block diagram showing a specific
structure of a right management server 20b as shown in Fig. 18.
Fig. 21 is a diagram showing a specific structure of a license
20 data databaseé 22b as shown in Fig. 20.
- Fig. 22 is a diagram showing a Specific structure of a rule
table 22¢ further held by the license data database 22b as shown in
Fig. 20. |
Fig. 23 is a diagram showing a specific structure of a LT80b
25 as shown in Fig. 18.
| Fig. 24 is a functional block diagram showing a specific
structure of a user terminal 30b as shown in Fig. 18. |
Fig. 25 is a diagram showing a specific structure of a LD
issue request 70b as shown in Fig. 18. ,
30 Fig. 26 is a diagram showing a specific structure of a LD
return request 90b as shown in Fig. 18
~Fig. 27 is a flowchart showing operation of a LD acquisition

.



25 Fig. 38 is a diagram showi ng a specific structure of a LD return/issue
request. Best Mbdde for Carrying Qut the Invention (Fir$iNewboben206) 30
Fig. 1 is a block diagram showi ng an overview of a configuration of a.
digital content distribution systemin a first enbodi nent of the present

I nvention. -g 15 Novenber 2006 As shown in Fig. 1, the digital content
distribution systemla is a systemfor protecting copyrights on content by
distributing digital works (contents) encrypted by a content distributor a
who is piets®d in content distribution to a user fi , or distributing 5
based on the H§§r% r.e uﬁft a Iicegse ticket (hereinafter also referred to
as "LT") whicH 'dr10%dScdiiasiana sRoWjAgA sHAIGEYERLOT A BReny| FEERRR)
nmanaged digpliigedopyenicGyi siyzbutor a for every content purchased by the
user S, so that the user can use the content within the [imts of usage

rul e incl uded Fig. 2%ig @ flaweheotdaslhowdhgearsubro utise intaittoebesyss e | a i s
equigppe | .eas server 10,. at..|l east one right
nana%eng'n %?%Fé?é@ga%’”g?gs? gﬁgﬁﬁﬁé a8 Q"@Pn‘i%glgeg?and a transm ssion
channel 40 forFigc@es i fiowditaAOBhOWIrRP VS bAutinkein aaD e Ent

server 20a anﬂ tpe user term nal 30a so as to conmunicate W th each 15
ot her. HRA@nkidA{0BavGagErENG retugnpilag satpmatnroctsisci{(SZ10b)aaed on
the contsgigwhi i bu a side. Mirre specifically, the content server 10
holds in a vgnﬁiwé&'p?g’:'al ity of content data 60 in which each content

encrypted witirign &icrypt izonfleycharisssitoning 29 Wubrddgneonigntad D, and
di ﬁ-ttdl but es.tgﬁlreguested cgntent data 60, to the user term nal 30a which
oY t h@TESHI BRI ARPE SN HAO $eEHBS: Prergss £S52d 0 Hasghavwdhinifig. t he
format gtgucture of the content data 60 as shown in Fig. 1. 25 As shown in
Fig. 2, the content data 60. includes a content |ID
- Fig. 32 is a flowchart showing operation of a content

reproduction process.
Fig. 33 is a flowchart showing a subroutine in an
15 on-usage-end LD return process (S2220) as shown in Fig. 32.
| Fig. 34 is a flowchart showing a subroutine in an’
on-usage-right-lapse LD return/delete process (S2215) as shown
in 'Firg. 32. _
Fig. 35 is a flowchart showing operation of a LD return
- 20 process. | _ ,
Fig. 36 is a diagram showing another structural feature of
the digital content distribution system 1b.
Fig. 37 is a diagram showing still another structural feature
of the digital content distribution system 1b.
25 ~ Fig. 38 is a diagram showing a specific structure of a LD
‘return/issue request.

Best Mode for Carrying Out the Invention
' (First Embodiment) |
.30 - Fig. 1 is a block diagram showing an overview of a
- configuration of a. digital content distribution system in a first
~embodiment of the present invention. | | |
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61, .encrypted content 62 and others. The content ID 61 is an ID for
Identifying a content uniquely in the digital content di$Nevdubdr@00ssystem
| a. The encrypted content 62 is a content, such as nusic data and video
data, which is encrypted by an encryption key. 30 Therefore, a content
decryption key which is paired wwth the encryption key is needed for
reproducing (using) the content. Note that a content to be encrypted is
not. limted to nmusic -9 15 Novenber 2006 data and video data, but nay be

a digital confgndhewehiFign1,ehecHIGitht COPWBPRRALLiBNiLRd € Clys?Rng 1BAgazi ne,
an electronic book, an electronic map, an electronic dictionary, a still

pi ctur el @ gtemcfopRratessingeeepyghts o somtent byhdistrébbting | be
o . . . e
Cr hnar 0h Rat WOREcbRgentRs Sl yiled By Rl Rt d Mino,

be acqid riavalwetdhiis cententadistribotiorbeccaauised gi,aox déstributiog nedi um
The right managepent server 20a is,a conputer apparatus

such as, a ROM I gh

10 8 chassd 28 HRGCHFER (FRAUERE ot |Gense ket a(ReERINatten; 159 he

content rsRENRYG 18: ad™ TNREGEHCINbWY c‘b?f"c%‘?ltrlhgg‘@eo‘ctllﬁaérﬁ% u%.agg‘o
éally, the right

recei ves content distribation service. Mre speci
nmanagenti@hts dlicense)a managed ting theageontgnt distridadior aonfenteyamechased

The: contafibelisoPypthatelbYa ke, frBrots o8, thakoui Jifet At s MR 5 %30a
in respesAeehe withini theelingfidedf udbad rametiriuaed $n Bhel EFE Thea LT

return request 90a including the LT, "an identifier indicating the return
of 10he digifal condentidistribdtionessystem: tarsequipedwitipatieashongsage

right. 0 of:hers w expl ai ater_.in
detail. gehgge&éﬁ‘ngﬁal égégggga@q%ogﬁg&tem%%%gﬁf%@aﬁ%r %?l gataplaaﬂced on
the useedbtsiotre anskr gesnvRralc3U2Mndi at trWASsicerohganeM4 e for
specifically, the user term nal 30a sends a content distribution request

to. the €QRNEING TG cantant sgsves A0t Eheuright oranpgeReepbni@iedat a 60
from theogoBHM the* Lk termithal'308°885akMo communicate with each

15 other.
The content server 10 is a Cbmputer apparatus which is
: piaced on the content distributor « side. More specificaliy, the
- content server 10 holds in advance a plurality of content data 60 in
‘which each content encrypted with an encryption key is associated
20 with its content ID, and distributes the requested content data 60
to the user terminal 30a which sent the content distribution
request.

Fig. 2 is a diagram showing the format structure of the
content data 60 as shown in Fig. 1. _
- 25 As shown in Fig. 2, the content data 60 includes a content ID
61, encrypted content 62 and others. The content ID 61 is an ID
for identifying a content uniquely in the digital content distribution
system la. The encrypted content 62 is a content, such as music
, data and video data, which is encrypted by an encryption key.
30 Therefore, a content decryption key which is paired with the

encryption key is needed for reproducing (using) the content.
~ Note that a content to be encrypted is not limited to music

P -9.



. 24a, are

LT issue request 70a to the right managenent server 20a for using the
content and receives the LT 80a so as to reproduce the tHNoeahberdO08i N t he
limts of the LT usage rule included in the LT 80a, or sends the LT return
request 90a to the right nmanagenent server 30 20a. The transni ssion
channel 40 is a cable or wireless transm ssion channel, and connects the
ri ght managenent server -10 15 Novenber 2006 20a and the content server
.10 and the user termnal 30a so as to comrunicate with each other. Note

that indatderand pidavendataphbmg ety 900k Bagitlecosit Raich TafAugpt such
as the aligégr- mentioned LT issue request 5 70a and the LT return request

90a, thé& ORI RENGIPABEN 3Nselaftondég agaring, sinedectrosdsilomokey with

the ri t ryer ' - - h i.cati.o e
o ot e ol ERPCEITRE ML AR ARl QUi SIDEFE, BalE,
conmuni carnpuiter sofdwemsi.s Alsm this fiast ¢rrbodicheBlavaher expiaisasd from

the gight. 10 _anage t server .20a such . as a LT 80a using this _session key,
and 3 hud SSarairy dhiak e EOSE a%mllﬁia&&tteae@rwarmq .?ran@mlssnogla

funct | oedariierk ()i Batahe Whidht BataPed Udes PdtUahtEFs Heblord It
managenent server 20a as shown in Fig. I shown 1 n Frg. 3, e right
managem@§qUiEedein bds 1mameendandaituseayi beoamquied ddaabasecadding usage

ri ght d%eaﬁfﬁ] Pﬁgg‘ ggt#ls@g_t} tification unit 23, a LT generation unit

arn t"25a, a LT analysis unit 26a, a usage right

update unit 7he rigltomanagairentuseives 2l i9tdeompliter Efpa Fd¥yy mation
dat gbase 21 is a dat ?itbase (hereinafter 20 referred to also'as "DB") for
i ngIcE Gsals plaredronhencansentdistrihuor @ reigestas witaghe menber

OL L ool Ront, e AR CONEER LG dEGt S 08y’ B o
~each owtes .reXieivFeg. céntentd disapitanishovengiddle MHe kpecsicayytheof the
user right management server 20a manages the usage right for each
content purchased by the user 8 so as to distribute a part or a
15 - whole of the usage right, the content decryption key and others as
a LT80a to the user terminal 30a in response to a LT issue request
70a from the user 8, or receive a LT return request 90a including
the LT, an identifier indicating the return of the LT and the like from
. the user terminal 30a and update the usage right. Note that the
20 LT 80a and others will be explained later in detail.
' | The user terminal 30a is a computer apparatus which is
placed on the user B side and receives content distribution
service. More specifically, the user terminal 30a sends a content
distribution request to the content server 10 to receive distribution
25 of the content data 60 from the content server 10. Or, it sends the
LT issue request 70a to the right management server 20a for using
the content and receives the LT 80a so as to reproduce the content
- within the limits of the LT usage rule included in the LT 80a, or
, - sends the LT return request 90a to the right management server
.30 20a. | | | |
' The transmission channel 40 is a cable or wireless
transmission channel, and connects the right ménagement server
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i nformati on database 21. As shown in Fig. 4, the user information database
21 is a database for nmanagi ng which user term nal 30a thEouseer®00sns,

and includes a user ID 211, a termnal ID 212 and others. 30 The user ID
211 i's an ID for identifying the user $ uniquely in the digital content

di stribution systemla. The termnal 1D 212 is an ID for identifying the
user termnal 30a. uniquely in the digital -11-. 15 Novenber 2006 content
distribution systemla. Fig. 4 shows that a user $ who is identified with a

user | D20a00dAhdadtentt Sty and ehel 9kr Webhinal S0@ R akRo
"XXX111" and a termnal with a termnal ID"XXX222". It also 5 shows that a

user $ \ﬂﬁ’lcmmuf‘d%?@ Wigh eRch athRer 1D " XXXBBB" has fonI y a termnal wth
| D 21
a term nal | DNGRSGHREL iRebRabe of Hresdit W IRGT ol SpERIAG, dfahace

when the user rns processi I P regls ration in
order tsemmticiga cequast siishradthiconbereimentioded thdsoperadqoestio of

‘the con t d| but a. This menmbership registration . sing may be
per for BEhahiR cof | CREUAY HecHesora0a, [iagsbseputermiRal o ORe S
transni %%r@@r@#@ars% aéOco QhaFEré)'s!EEsf’éW ke WARNTBANPIGHICth Afa gERTRAE 2
docunent for nenbership registration. I'p registration

processSﬁ!gvetthOBSusdmge«'ﬂnttwtbswaybaudshemtiaaisonatmeapmi:oa:almchl @211 to a
user $ ser .termnal . 30.

f h
Loer & SSaFerhbE, SBEREM U A Ue) iy nGE ENST TotRtRicatish oY t"
docurmenyegquesdte fridfa. tl?@d:slé?etmhiﬁaﬁgdae%md‘%sg@n%%% gofntte rugle | D 211

allocated to the user $ are stored in the user 20 i nformati on database 21
by Ik sofanaasmesh gerveedla auddr asaa LA 80auusing thés sessing key,

abee-S5HE] HHGL BEPRRISH i SR PLERLLQTARERERRARa LR, Mol Tt "
22a as shown FrthIZﬁ is3a fuactﬂﬁ'nallalbabekedfégraﬁﬂaﬂimlﬁ@ethéaggedfﬂi‘lt 222a
of the g(tjplggtnl}re of the right management server 20a as shown in Fig. 1.
As shown in Fig. 3, the right management server 20a
15 includes a user information database 21, a usage right database
22a, a user identification unit 23, a LT generatidh unit 24a, a return
flag setting unit 25a, a LT analysis unit 26a, a usage right update
unit 27a, a communication ﬁnit 28 and others. |

The user information database 21 is a database (hereinafter

20 referred to also as “DB") for managing the user ID which is unique
te a user B registered as a member of this digital content
distribution system 1la and the terminal 1D which is unique to the
user terminal used by the user B by associating them with each
other.

25 Fig. 4is a dia‘grarn showing the specific structure of the user |
information database 21.

As shown in Fig. 4, the user information database 21 is a
database for managing which user terminal 30a the user 8 owns,
and includes a user ID 211, a terminal ID 212 and others.

- 30 The use’f ID 211 is an ID for identifying the user B uniquely
in the digital content distributio_n. system la. The terminal ID 212
- is an ID for identifying the user terminal 30a. uniqueiy in the digital
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purchased by the user $ and the user ID by associating themw th each
other. Fig. 5 is a diagram show ng the specific struct ut’eNofembar 2006 age

ri ght database 22a. 30 As shown in Fig. 5, the usage right database 22a
includes a wuser ID 221a for identifying a user $ , a usage right 222a
“indicating the details of the usage right purchased by the user, and 12 15
Novenber 2006 others. The usage right 222a includes a usage right |ID 2221a
that is the ID for the usage right 222a, a content |ID 2222a of a content
endowed cointk nithdisisdpetiongdys@alaa content decryption key 5 2223a for

decrypting the.content, u right effegtive .perio 2224a indicating the
e feoti ve per 18 o SRRWSEREE 3 b Bouiia 15 8ehefHied Al okt it ¢
2225a fopt N AR detivb éﬁﬁLﬁa%,pea' 8ridthal awlith 88a tga_crnﬁnﬁaluwe right
effective period 2224a or the shorter period, a permtted nunber of

r epr oduC¥i 12Z228adi aditeaming!heithoa nkeyminatd D RXXéaR@t ddnabso

son anshe S L HEEr B R G ioerykRS3LA S Rel D TRbHBB M Ly (7
2228a opdycatterenity Wity a-Ter®iaahaye “ixeex3Bgsued to the user terninal
30a. 15 For exanple, Fig. 5 shows the case where a user $ identified with

~a user |D 211Ral® imwecq ilﬂcﬂ%?ﬁ@cﬁ i@iggmatigpt@atqiza_aei%ﬂerwhene'amth
Ueo0k U IDepRPR e pritXaRing R, R Bmpckin® RE R b ey 200
cont ent ordenttid redeive fcont@htcdigambutiord serlviteeXindér thecopegation _
pellba Bf thE’ ciant | GiRtrsiedoogs o/ sy, BETObEISAYY) ABUSTEHD. 00"
number BfOPESHING (RY BE blFidrAEthBy Forinfiicaldf WRIEHEORELL ) (ol
80a whi disttéipuber | gsuda theetrahsmissienr chlaneA240,s orodhrgagh any
| other means such as sending a document for membership
registration. In the membership registration processing, the
15 content distributor o first allocates a user ID 211 to a user B.
- Then, the terminal ID 212 of the user terminal 30 owned by the
user B is notified to the content distributor @ by communication,
a document or the like, and the notified terminal ID 212 and the
user ID 211 allocated to the user B are stored in the user
20 information data_base 21 by associating them with each other. As
-a result of performing the above-described membership
‘registration processing, the user information database 21 as
shown in Fig. 4 is constructed.
The usage right database ZZé as shown in Fig. 3 is a
- 25 . database for managing the usage right 222a of the content
- purchased by the user B8 and the user ID by associating them with
each other. ' |
Fig. 5 is a diagram showing the specific structure of the
| usage right database 22a. | |
30 As shown in Fig. 5, the usage right database 22a includes a
| ‘user ID 22l1a for identifying a user B, a usage right 222a
_indicating the details of the usage right purchaséd by the user, and
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infinite nunber of LTs 80a can be issued), and the nunber of issued LTs
80a is "2". On the other hand, it shows that the usage ISiNéemt22006
identified with the usage right I D 2221a of "XXX002" is a right to a
content identified with the content ID 61 of "XXX112", a 30 content
decryption key 2223a for decrypting the content is "XXX222", the effective
period of the usage right is -2002/05/01.12.00.00-2003/04/30/12.00.00"1
the LT effective -13 15 Novenber 2006 period limt 2225a is "no limted",
the renathéng. permitted nunmber of reproductions for the content is "10

times", ‘the her of LTs whi ch gan be issued u r age right
205 15+, LNG eHEOC I 20R % WRuaeE tsios el 1B22285 Wit %

i denti f tied I\@_Dtfbratﬂéﬂsé@ezﬁié@ltoﬁzzwlﬂ%;n%é}ﬂ! 4P 978 245 8ffea 'dditlend22a
identified with the usage right 'D 2221a  of "XXX003"." 1t shows that the
usage repHOvwedawitlanthei atsage hrigitte 222a1e 3 i ghntemt 2deary piionXkEPO3" is a

[ It t ' ARl i T tent ID.6 e "o tent
GeoPy pt 2323068, Uty PYbl' §Hel nhthytte niSBbi didhr cereekbis berifig” ™ "
of { ect | 3224z tnditatinghthesAectivaniberod WIHO UL 002, a LT
2003/12/31.24.00. 00", the LT effective period limt 2225a is "_é days", the
r enai ni %éfleﬁér\fﬁ ReddoAuipeit 3220ahferlieniténg the Liheffectivemerniad igrt  nes”
th | ' : ' 222a i
sge Marderr Yod o HA8, sable ERIMCBHEHTE dectRf 22046 dF HHE hofter?22a 1€
Ber @ odI ?énﬁotd,tza'wmgistﬁff nwabiqrmﬁeepr@auatm Qrﬁzt@;]ﬁa sin::lictaui'ng ipovaor

asl.Ca se I n e e ective erio S rter e user s _own
1386 " rARY Himes U8 cuntent crp Be feprasiucaden peEmitiad PHEPREQS ve
per i od LT ib4ué32532 7% IididiftingthohPmafy AT BOd LA pERsshRdiaRdapn the

user termnal 30a after t ght managénment server I'ssued the right.
For exdipe elistge mghtod22RBa;t and htimet hambage ofi gssueid dcs v22p8ai od

Fne Sabko B hoVEinen DS € B 9008 Bl H ™ o
I's  30a.

15 For example, Fig.. 5 shows the case whére a user B
identified with a user ID 211a of “XXXAAA” holds two usage rights
222a identified with usage right IDs 2221a of “XXX001” and
TXXX002" It shows that the usage right 222a with the usage right
ID 2221a of “XXX001” is a right to a content identified with a

.20 content ID 61 of “XXX111” a content decryption key 2223a for
~ decrypting the content is "XXX221" the effective pefiod of the
~usage right is 2002/05/01.12.00.00~2003/04/30.12.00.00", the
LT effective period limit 2225a is "1 day”, the remaining permitted
- - ‘number of reproductions for the content is *5 times”, the number of
25 LTs 80a which can be issued under the usage right 222a is “o” (an
- infinite number of LTs 80a can be issued), and the number of issued
LTs 80a is “2”. On the other hand, it shows that the usage right
© 222a identified with the usage right ID 2221a of “XXXOOZ" is aright

. - to a content identified with the content ID 61 of “"XXX112", a

| 30 content decryption key 2223a for decrypting the content is
"XXX222", the effective period- of the usage right is
2002/05/01.12.00.00 ~ 2003/04/30/12.00.00”, the LT. effective
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LT effective period limt 2225s set by the content distributor a causes
the effective period of the LT 80a to expire, the LT ef{gdovsabeqi@0iod
limt 2225a set to be shorter makes it possible to change the frequency of
~accesses via a LT return request 90a and a LT issue 30 request 70a to the
~right managenent server 20a. Also, the permtted nunber of reproductions
2226a'is decrenented by the nunber cut out (issued) as LTs 80a fromthe
-14 15 Novenber 2006 initial value at the tine of a user's purchase, and

i ncr emepeado H)imithe 208w es ey HIMREJZS thBadm@i8fleg g)brtrhﬁttb"d ne@htiér r equest
90a. The |n|t|al val ue of the nunber of issued LTs 2228a is "0", and it is

i ncr eme@f e’EFW)P dyctigpsnfendhe genteatadgentht tisaeger the QUH“P@%[@SLT?ne LT
80a t t wowh t
orm nat U A0 (s SRy BRer e uSSEECPRIEE 200 1s! 3 DERd e YEEL

recei pt nafmbles &fTisssed lr_'Eq&H igo®"and the LT return request 90a sent
fromthe user erm nal h ni cati on nit

i demtificati oﬁ‘ i @ Y8E 5s%sh'5%r{‘ti'ﬁe g yit i?S 9 5K 1IPe Q84 ggxf(gs%eéj | D)
based o IZL%F | f t3 70a and
the LT rlhg‘grgrgr?ééﬁsg?fe I—@aﬁ@vvl grlﬁcyﬁ%hﬁgaéﬁe i grlr?:tfq???\l dat abase
21. TheOfT X¥$X0 rﬁtuﬁhtO‘&ﬂatha;t aheeaaagéorlg‘dnéﬁﬁa ndeantlfmed with part of

't T ecolles ?Jﬁh@ﬁﬁ?@g B 2 FELRo8  Xxk DR A uab £ o PSR Vi
t he conpaiehtifiddwithi & (?(ﬁ'lté'ﬁﬂ ey Bff“l)@GXith" L) d&hﬁer?@ﬁetﬁyétf&ﬁ”s for
setting, information of "Return required" " return required" on a 20

ref® n keyg2didaded decryetingsde giﬂfbl'rﬁmtem BWXP@lT;gﬂh%r%ffﬁﬁﬁiml t 24a.

1o "ot BERIGBOTRE Nk © BSRYL KB b 0 240a/ 6203700, 08,08 T ey
nunber QBGWBMQZIMLOE’g thet 0¥ gffegtive ghéridd dimit sS22pBagesl in the
usage rggr\%edahabase 22a and the_source of the 25 generated LT 80a is a

finite dhe rRBIRINING Hgimblitesh numbegr of reproductions for the
content is "8 times”, the number of LTs 80a which can be issued

15 under the usage right 222a is "3”, and the nuimber of issued LTs 80a
- is 0", g

Here, the LT effective period limit 2225a is information set
by a content distributor « for basically setting the LT effective
- period shorter than the user's own usage right effective period. To
20 be more specific, the LT effective period limit 2225a is the period
‘ for which the right rhay be used on ther user terminal 30a after the
right management server 20a issued the right. For example, the
period shorter than the usage right effecti-vé.period 2224a, such as
1 day, 2 days and 1 week, is set, or no limited, namely, the same
- 25 period as the usage right effective period 2224a is set. Since this
LT effective period limit 2225s set by the content distributor o
causes the effective period of the LT 80a to expire, the LT effective
period limit 2225a set to be shorter makes it possible to change the
o frequency of accesses via a LT return request 90a and a LT issue

30 request 70a to the right management server 20a.
Also, the permitted number of reproductions 2226a is
| decremented by the number cut out (issued) as LTs 80a from the
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the LT effective period set for the LT 80a is earlier than that of the
usage right effective '"period, while it sets to "No retUf Novagber2d6 when
the permtted unber of LT issues is "00" and the expiration tine of the LT
effective period is sanme as that of the usage right 30 effective period.
Fig. 6 is a diagram show ng the specific structure of the LT80a generated
by the LT generation unit 24a and the return. flag -15 15 Novenber 2006
setting unit 25a. As shown in Fig. 6, the LT 80a includes a LT header 8la,
a LT useigeal vbtudzst ahd ancerdfeatudecisyptirohakey £H%d.inthemdnteadadsy 8la

| ud 1 5 1D 812 d t fl
B13a. | KNEHRUILAGE rtyRnechs the WIS AGgeby i LD subthrenuestdage 1 ght
222a which i SThféelﬁR‘i'éP%a%eaﬁf 'tﬁ@ﬁ%ﬁB@%f'l%SﬁEﬁr E‘f}s 298N eprtent 1D

812a, a content ID of a content which can ere roduce using the LT 80a
| s st or 8fd i isnindyvemendied blyall8@aen rther nu_:jhbmnandlgcmnlemg shevéler the

des |bggfad gjqb%afﬁ%wqu@ggnttp’?ara{%eylsl g %ﬁﬁ%zw; af‘ﬁe an%??raltison

for thedee:rremveﬁt@a 33.” diherieRe dSEMEAMIAGR 304'¢aesrnd eherT igod et urns
the LT 80a to the right managenent 15 server 20a or not based on the

return ¥ dfesrmght mangpemesd serees20ancl udes a LT effective period 821a

Bo1a. the per BN SECSRPE U HEE 0 YEbhe e dagty gk dHa thef Ly FeqiR Per o
effecti neqpest&w%bmtl &orﬁ&h@e@gemeeduh@ﬂ@b@ma h eus@gRMILIrdatiRff ecti ve

period 2224 the LT effective period limt 2225a of the_usage. right
2228 Hzli §§ rg]%sﬂfe Q'T'ﬂ?'@@ﬁ#ﬁﬂn'-ﬁuil@ﬁ agnshoyn ﬂ@d@gve%|‘hjﬁegif*ﬁﬁ ssue

jresesls 188 11 (USROIDL ALY Lk SERFAfE o e enter 2
received LT issue request 70a and the LT retum request 90a, with
reference to the user information database 21.

The LT generation unit 24a is a means for generating a main
15 part of a LT 80a from a usage right managed by the usage right
database 22a when it receives the LT issué request 70a sent from
the user terminal 30a via the communication unit 28.
The return flag setting unit 25a is a means for setting
- information of “Return required” or “No return required” on a
.20 return flag induded in the LT 80a generated by the LT generation
unit 24a. To be more specific, the return flag setting unit 25a sets
~a return flag to “"Return required” in at least ohe of the cases where
the permitted number of LT issues included in the usage right which
is managed in the usage right database 22a and the source of the
25 generated LT 80a is a finite value and where the expiration time of
 the LT effective period set for the LT 80a is earlier than that of the
- usage right effective period, while it sets to “*No return required”
when the permitted umber of LT issues is “o” and the expiration
time of the LT effective period is same as that of the usage right

. 30 effective period.

| - Fig. 6 is a diagram showing the specific structure of the

LT80a generated by the LT generation unit 24a and the return.flag
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In the content decryption key 83a, a key for decrypting the content is
stored. The LT 80a structured as nentioned above is sent5 Nogembeda@006i ght
managenent server 20a to the user termnal 30a, and the 30 user term nal
30a reproduces a content using this LT 80a. Here, how to generate the LT
effective period 821a will be explained in nore detail. -16 15 Novenber
2006 Fig. 7 is a diagram showi ng the rel ationship between the LT effective
period limt 2225a of the usage right 222a and the LT effective period
82la selkdteing imit$Pa. First, it will be explained the case where the LT
effective 5 period |imt 2225a in the usage right database 22a (1 day, 2

days or so, #grshawmiedigi &, e 1dr80adncludes eshheadrr &taeatlilve

peri od n | Jn r LV the LT Lssue request 70a froma
user $ i%ﬂf%srgl?oé?%eé@(ﬁr}é;%toﬂltgqeqcﬁg\ét\pgmg héé{gég?ji'ght effective . period
2224a (the caFhebTdwwder 8 (@inofudéga dsagéoribhitmy @ (10aspecohtant as
-sho | (g) of Fig. 7, it is the case where the tine of receiving the LT
iss& righ éﬂtzai@zi‘c?laeEﬁ@-é"tn flagy813aeariier than the effective time of the
usage right effLegthV, [ t LI 3t QN vy t T
effective perF[édﬁtﬁ?m‘??Qg%Zg%%%gﬁiszgggf hc}ehueﬁé)%qﬁééﬁ gplne%lzs?{?a?iral_t han
‘the eff ﬁl(Stagﬂa rignte2@2 & ??iuhamtlnegdnuﬁ@' of imrissieagall ﬁtﬂlaZ]?;?éeorém this .
case, the start .tine | e, tine) of t usage right effective perio
S95an her d by e cehfentD &12a, Bteftenl foySRE conteor whidh i b ¢ he
LT ef f ep yeppeauRed G3itig ¥ Urrteseépiisréédrféh.ti me of the LT effective

- period limt 2225a starting at the request tinme (the request tine + LT
ef 18cti ve periddimretura 7258 3 inforamtion imdcatingwhetbeofthehe LT

s21a of LTS8 iegd E0de rafibiefi G cordight BrfRacrmeptaeyarape Gobsa,
Next, 1hotis descemiddl npbtidiehedsehaheitarhhflaglsetfing ufit Psai sekd 1 m t
2225a in the usage right database 22a is shortér than™ 25 t heusage ri ght
ef f ect i {aep&yfpsmationafentheneeturn fagr8il3aei vihg user terminal 30a
judges whether it returns the LT 80a to the right management
15 - server 20a or not based on the return flag 813a. '
The LT usage rule 82a includes a LT effective period 821a
and the permitted number of reproductions 822a.
In the LT effective period 821a, the period for which the LT
- 80a is effective is stored. This LT effective period 821a is
20 ~ determined based on the usage right effective period 2224a and
~ the LT effective period limit 2225a of the usage right 222a, and the
time when the communication unit 28 receives the LT issue request
70a.
o In the permitted number of reproductions 822a, the number |
25 of times that content can be reproduced is stored.
| In the content decryption key 83a, a key for decrypting the
content is stored.
‘The LT 80a structured as mentioned above is sent from the -
right management server 20a to the user terminal 30'a-, and the
30 user terminal 30a reproduces a content using this LT 80a.
Here, how to generate the LT effective period 821a will be
explained in more detail. | |
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. case,

the LT issue request.70a froma user $ is not close to the effective tine
or the expiration time of the usage right effective peridNovaRB£2006he case
as shown in (b) of Fig. 7). To be nore specific, as shown in (b) of Fig.
7, it is the case where the tinme of receiving the 30 LT issue request 70a
~(request tine) is later than the effective tinme of the usage right
effective period 2224a and the expiration tine of the LT effective period
limt 2225a starting at the request tine is -17 15 Novenber 2006 earlier
than the expi Fagji Ohid andiajradreshoade g thbtrelbtrnidhip betwedkn 2R24F | n

t hi th i ' t th tart ti ffecti ti f
STt SRR bR 370 b ebs e 2285 S5bt Vet hEs) oF
period Iéff@éti%zé?"ﬁf&%zgga%ﬁ F&etﬁgqypsgt%g time (the request tine + LT

effective period limt 22 S set as e expiration tine of the LT
ef fective periFbstg2itawitihbecfeorpdainad thescassewhere LheetTeeffiackiveri od

Tt sl iR 22 Rl he heReerrighndetoltsPueedict sl d e ¢ 2225a
- in the eyage, FOOMSER OIS shiorte? tfmﬂittﬁ(e.&ga% fightusEaetivedperidd ective

period 2224a and the timng of receiving th | Ssue request 70a from a

user $ Z24aandchenbireipgreft reeeivtingethe liThissisagequesit 7eaf@ema peri od

2224 : ' Fi 7 : LEd G h
T (o) SRR IR Bo gt e dfeclivel Hipe b MY HSARE FUBBE IS THRE "
i.ssue reparicd 70244 (theeshsei a8) showarrihi Sa)t@ﬁmigba)&xp%abboméiém of :
th usage i hF ef{_lectl\ge eriad 2224a_an the expiration ting of the LT -
-~ ef E@c | vRCCHAE: & PNAWN 30263 O drigi nd, Hi i3 hBereagrvheradha tineedf ¢ han
e, Oy Petalyity thET TSR raags s S (rERLESE NPT driféftRanithe (1 0 22
me a tart tine Fve time) o

e request ti 'S se S the's ef’f éc the LT

. effectieffeahivedtia?e sofirttha hsageinight oeffeictiveofpdhieduza@eta ramdht thed f ect i ve

beri od E3PirabRr Grasof the Eiafregbu/e Relqt Inaits SeebacStauting Ae of 1 he
LT 80a peqelet! Bimehan 16B8r Lth£h AR | ¢FecBRPRIMY df The @8R right
15 effective period 2224a. In this case, the start time (effective
-time) of the usage right effective period 2224a held by the user 8
is set as the start time (effective time) of the LT effective period
821a and the expiration time of the LT effective period limit 2225a
starting at'the request time (the request time + LT effective period
20 limit 2225a) is set as the expiration time of the LT effective period
821a. Therefore,.in this case, the LT effective period'821a of the
LT 80a is shorter than the LT effective period limit 2225a.
' Next', it will be explained the case where the LT effecti\)e
period limit 2225a in-the usage right database 22a is shorter than
25 the usage right effective period 2224a and the timing of receiving
the LT issue request:7‘0.a from a user B is not close to the effective
time -or the expiration time of the usage right effective period
- 222443 (the case as shown in (b) of Fig. 7). To be more specific, as-
- 'shown in (b) of Fig. 7, it is the case where the time of receiving the
k 30 LT issue request 70a (request time) is later than the effective time
-of the usage right effective period 2224a and the expiration time of
the LT effective period limit 2225a starting at t'h'e'request time is -
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Next, the case where there is no limt to the LT effective period limt
2225a. in the. usage right database 22a (the case as shdMavémbgr@06f Fi g.
7) will be explained. In this case, as shown in (d) of Fig. 7, the
effective tine of the usage right effective period 30 2224a is set as the
start tine (effective tine) of the LT effective period 82la and the
expiration. tine of the usage right effective. period 2224a is set as the
end time (expiration tinme) of, the LT -18 15 Novenber 2006 effective
peri od &&rderr dyan dhes exgfiration eqnesof theeusTherdhbitesffeichivienpericase, the

LT eff | | 821 ft LT 80 Wth th i ght
of foct | FER odo3bis CrBeal Ui TSyt Hma s sasiortng Sest Ws e x
sati sfi gaffdctRedUehie TR F&ST( Befi@sve ]Edélj\'goﬂ 83 1% Bed kM8 fpiration M t

2225a) and Y satisfies Effective tine o age right effective period
2224a <¥imepgpithg Lénefieadive nergd limjkit222bacstartipgrabdheeeguest t s

j udged - ' i ' t ly,_ the LT
boa SanSieot e hefleSotntE, Fh HhdciPe belhd Ml e225e) BRrb @bt her

- than théheusgpiratighttinié et tive Reffattdl@4reitiod 8ddefl t Thiegelbre, in
(unavai | abl eé in the cases of (a) of Fig. 7 and _(c) of Fig. 7, but the LT
ef fecti VBIS peFRolihglih affpetivesdeting 82 laref thedik 86a agreesiwighitha t 2225a

o may be pgtotradeiva iéfH%rrﬁ'i‘%f%?a?m provider's own rules 15 according

to his intent. Furthernore, the effective period limt 2225a is
pr edet er m nedNenderitawitlebet explagded utlee dage iwhexe bhe ETreffeatied so that.

heddh o RS UBICERAR 15 the Dt ame o6t cnfabae 220 s ANOTBI dBans
i ntent, thewSa§e gL déﬁfe'&ﬁfb | 8922’&4ad§ﬁﬂrﬁﬁ’e't‘?r‘sf§ih§Tﬁg rg@.wm track

t he content usage, "and a user content usage statu anal’ysi s
uni t 26khad-kissmeirequest 70a fromeansisieor 8 dsatiasendot tiee dotpiratioof the LT

802 ret WrREDhf ERE 18SqUSRGHCER G ive S2riod 22244 (the case as shown
in (¢) of Fig. 7). To be more specific, as shown in (c) of Fig. 7, it
15 is the case where the time of receiving the LT issue request 70a
(request time) is earlier than the expiration time of the usage right’
effective period 2224a and the expiration time of the LT effective
period limit 2225a starting at the request time is later than the
, - expiration time of the usage right effective period 2224a. In this
20 case, the request time is set as the start time (effective time) of
the LT effective period 821a and the expiration time of the usage
right'.effective period 22244 is set as the end time (expiration time)
of the LT effective period 821a. Therefore, in this case, the LT -
‘effective period 821a of the LT 80a is shorter than the LT effective -
25 period limit 2225a.
. | Next, the case where there is no limit to the LT effective
~period limit 2225a.in the usage right database 22a (the case as
~ shown in (d) of Fig. 7) will be explained. In this case, as shown in
~ (d) of Fig. 7, the effective time of the usage right effective period
30 2224a is set as the start time (effective time) of the LT effective
period 821a and the expiration time of the usage right effective.
period 2224a is set as the end time (expiration time) of the LT

-18-



The usage right update unit 27a updates the details of the wusage right
222a when the LT 80a is issued to the user term nal 30als dlovember20806 from
the user termnal 30a. How to update the usage ' right 222a will be

expl ained later. 30 The comunication unit 28 conmmunicates with the user
termnal 30a via the transm ssion channel 40. To be nore specific, the
comuni cation unit 28, which is a conmunication interface for -19 15
Novenber 2006 communicating with the user ternminal 30a via the

transm eﬁﬁeﬂtivefmﬁeu SQla’a}nﬁégéﬁSI%sr efluert reqalesastime.T Mimrefoeguest 70a
and a LTttLeturn re %ecﬂs:ent fromthe user termnal 30a, requests the

“user i dBhEPHE &é’ﬁeorf hée perieds Alaef thetLbhargress v age
right upgdatgsy bt”éﬁ% éﬁﬁ$E Jé”d@r%acgigu%g dependi ng upon the analysis

result, distri ute t he 80a "genera by the LT generation unit 24a and
the return fl hlg:e;ﬁessnt;p usnay, Prdhe ddwe wfeX NYer ¢, nalhe8@a X satisfies es out

et veen ARSI (i oSoh o5 y SRETE A Ghtbe Tt deicelteBtivE PBrol winyt &
sessi OHZQ%a )Caad \8 gaﬁtu@ﬁégrm*féew.e alnq%mgsg@m@mvwactm ﬁe%cf i c

structure of the user termnal 30a as shown I n shown in Fig. 8,
the use? t2&6n§z¥I<3Ea<ﬁ!mth@e§medlfnUsﬁge dgtrettaﬁ‘ecsme p@qud @R dase

- 302 t t 304 LT
Petarn nfs hRied MO IRE U rrdCelis, periBer B G SARBY 68h 307

a cont enamiehgeti® 105808 chnd@®ebe iwdiied08a, a decryption key acquisition

un|t 309, a content decrﬁptlon unit 310, a content reproductlon unit 311,

a 18ommuni cat Alsp.uint the ofirshembmgdiment, sthahpecind pthenttha ol s a

cat abastishBk LR Mefiie AR A0S A RIS EIIERD (1
80a i sisutHef caseshef (ajuf Fipageaend (eprofeFig.oa, smtlrtﬁleyLTT@EferceN”e nal ID
neans for pre-storin e ter

st or age unj t
i dent i fRFRPT f&fﬁaewhﬂ%lﬂdﬁnﬁﬁ%aﬁ%ﬁh@wye?fectwe seriod limit 22253
may be set under a service and content provider's own rules

15 according to his intent.

Furthermore, the LT effective period limit 2225a is
predetermined under a predetermined rule, but it may be
structured so that the LT effective period 821a is generated
variably and appropriately according to ever-changing situations

20  (such as a content holder’s intent, how a content is used, change of
desired levels of keeping track the content usage, and a user’s
“content usage status).
The LT analysis unit 26a as shown in Fig. 3 is a means for
analyzing the details of the LT 80a returned from the user terminal
25  30a.
- The usage right Update unit 27a updates the details of the
usage right 222a when the LT 80a is issued to the user terminal 30a
- or returned from the user terminal 30a. How to update the usage
right 222a will be explained later.
30 The comnﬁuhicatio.n unit-28 communicates with the user
| terminal 30a via the transmission channel 40. To be more specific,
- the communication unit 28, v_vhich is a communication interface for
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The LT acquisition unit 304a is a neans for acquiring the LT 80a fromthe
right managenent server 20a by generating.the LT issuel$ dipwesber/ZD@6and
sending it to the right managenent server 20a. 30 Fig. 9.is a diagram
showi ng the specific structure of the LT 1issue request 70a generated by
the LT acquisition unit 304a. As shown in Fig. 9, the LT issue request 70a
I ncludes a LT -20 15 Novenber 2006 issue request identifier 7la, a
terminal ID 72, a content ID 73, a desired nunber of reproductions 74 and

so on. korhheuhicdt$agewitiquese irdenttdiraindIla04d nfier rhkl @Pahgmugatdmg t hat
this dat LT issue request 70a is stored._In the term nal ID 72,

the ter @JI“‘?ID“Q? Nl yaes: atraan ast sushaass bR |§§H@sr@ﬁU§5E‘FQ%§M request
70a is %tgr% 'rH cﬁ&gé@@@fﬂ%#e&ﬂﬁoﬁlhﬁw&%&%eﬁﬁmm Ci1):7 F@ﬁ'ﬁ@?gs whi ch

is to be repro uce Ing a a to be ~acquired is stored
desi r edthenbser déientificaition amst 248, the Al gendmttromamlﬂzsm}edand the set as

a mtted nu r of, .10 r ductlon of the LT 80a acquired is
i hEa. Usknd WO uPgask uhEDaZaES bRstarPReess NG denmadlig apon
returni gget he.awsﬁrpae%@lth%ugtﬂbht@%neﬁéﬁget 8% p%éﬂ?téﬁ/ b@effs ati ng the

LT return request d sending it to right  managenment server 20a.
15 Fi g. gemerationitiyt 244 8 lovidl it et netwpetlialg settingctnite25fa toéheTuseret ur n

L7 et ub MRS 40D Kal st Bl b et BBt B BOR RN rEosers "

‘term natetiifAdl B0 938 ak sGAC. edtabiichédd NPétvBereabRem | edén fier
91a information 20. indicating that thi's data is a LT return request 90a

i s18t or eBCrYRting&hecahova reglest engespomseawith afsasriodskeY: er ni nal 30a
ne 0 upon FI, BT AR AR QBRI sliAg bleodBectle o1,
a neansstructude opthe ngerhgerdaimal S0ef ashshswrBda.Fige be nore specific,
the LT As shown in Fig. 8, the user terminal 30a includes a content
database 301, a LT data base 302a, a terminal ID storage unit 303a,
15 a LT acquisition unit 304a, a LT return unit 305a, a LT update unit
- 3064, a return flag judgment unit 307a, a content usage/ho-usage
judgment unit 308a, a decryption key acquisition unit 309, a
content decryption unit 310, a content reproduction unit 311, a
communication unit 312, and a GUI 313.
- 20 - The content database 301 is a database for storing and
managing content data 60 distributed from the conrtenvt server 10.
The LT database 302a is a database for managing the LT 80a
‘issued from the right management server 20a securely.
The terminal ID storage unit 303a is-a means for pre-storing
25 the terminal ID identifying the user terminal 30a uniquely.
The LT acquisition unit 304a is a means for acquiring the LT
- -80a from the right management server 20a by generating the iT
issue request 70a and sending it to the right management server -
~ 20a. | |
- 30 Fig. 9 is a diagram showing the specific structure of the LT
issue recjuest 70a generated by the LT acquisi-tion unit 304a.
~ As shown in Fig. 9, the LT issue request 70a includes a LT
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update unit 306a perforns processing for decrenmenting the value of the
permtted nunber of reproductions in the LT 80a by "1" & Nervemb&mioduci ng
the content. The return flag judgnment unit 307a is a means for judging 30
whet her the LT 80a needs to be returned to the right nmanagenent server 20a
or not wwth reference to the return flag in the LT 80a. The content
usage/ no- usage judgnent unit 308a judges -21 15 Novenber 2006 whether the
content can be reproduced or not with reference to the LT effective period

and thejpenal idde Uik tidfer ?’ﬁ@dﬁcééﬂﬁ%éﬂmt?ﬁ lal Rteedio1be7R0T£
specific, the content usage/no-usage gnent unit 308a ] udges that the

cont ent degired mlembﬁru@éd"@r\ﬂwmctmmpj?ésanﬂ $O0N.is within the LT

Ceproducti ons I FT 1880 k8t 18Ry 4P A, Trb o B AlcRting e user

term nalth%@ﬁtHTQSd@ta $§@UL'B aQbQ@krégn@sltoméCists!t@TreUhe tarttRNterminal
usa%ﬁlno usage judgment upit 308a can acquire the present tlne When

t he bselch Z.thm t@aa"a@lewm thavesar ¢esaunpliddia whichsensts thisy ki nald 30a
t
oY Do pUeEdiiesio7Bs iOstafel. IR PRE colfteifti o™ 35T he RorltERABYESC O

overri dlorlfgthmecdlﬁterhlf exhicle lsettootbeSZé@rodnJcbﬁ jugipg tehd(T t8@a comtlmnt
cannot be reE 8duced un onfltlona The decr %lon k%X ag ui sit,ion unit
309 s aemdRedsis store (ERgl BUCTYER Do aRAP FUECRS v ihg
content yalhe Wﬁi&ﬂtlsd‘ifééf%uortdmb% 'a} ”E@P?n e d ShihfyePJof

1 and decrypt

‘content fromthe content atabase 3 he 20 encrypted
coidfent repradusgians: of dinee b 86er yptbemdmyireﬂzmstamdt red by the;

.d k Th d 3 '
meand for 1 ophbanti s Rk 3 et ShORD 5 FIE"BoR ehimAaty Befon uni t

310, andeflthinNthe | (L8 0AC tBULRY Leght AR Ra§BATEARE 8Erdet 2Waby 25
t hereof not shown in the figures.
generating the LT return request 90a and sending it to the right
management server 20a.
15 Fig: 10 is a diagram showing the specific structure of the LT
' return request 90a generated by the LT return unit 305a.
As shown in Fig. 10, the LT return reqUest 90a includes a LT
- return request identifier 91a, a terminal ID 92, a LT 93a and so on.
In the LT return request identifier 91a, information
- 20 indicating that this data is a LT return request 90a is stored. In
. the terminal ID 92', the terminal ID of the user terminal 30a which
‘sends the LT return request 90a is stored. Inthe LT 93a, the LT to
be returned itself is stored.
_ The LT update unit 306a as shown in Fig. 8 is a means for
25 updatihg the details of the LT 80a. To be more specific, the LT
‘update unit 306a performs processing for decrementing the value
of the permitted number of reproductions in the LT 80a by “1” after
reproducing the content.
o The return flag judgment unit 307a is a means for judging
- 30 whet'her the LT 80a needs to be returned to the right management
'server 20a or not with reference to the return flag in the LT 80a.
" The content usage/no-usage judgment unit 308a judges
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The conmmuni cation. unit 312 is a nmeans for conmunicating wth the content
server 10 and the right managenent server 20a via the i1¥Hosemissi2006 channel
. 40. To be nore specific, the comunication unit 312 is a comunication

i nterface that 30 communi cates with the content server 10 and the right
managenent server 20a via the transm ssion channel 40, and analyzes
responses such as content data 60 sent fromthe content -22 15 Novenber
2006 .server 10 and a LT 80a sent fromthe right nmanagenent server 20a,

gﬂugigwheehe?mhemommb_aaa %@Ie%ﬁ@@ ddédimm'h@lt Wimlrelﬁét‘eﬁ@éétlo el tge
rform praqcessi ng. dependi ng upon the analysis result, sends
the LT iLé?GEFei%ﬂ% ergg aeﬁfgta?eaeswgmgmum@wfsﬁ PRRdURtIONSOME and
the LT u I est geNsrAt T | L n i Y he
right n%ﬁggg_gerﬁt%s[er\;rg?qg%a, orea eﬁg?gﬁecs' gﬁte gpgﬁ%mcgﬁﬁ%ﬁlﬁf?ﬁ%th t he
ri ght njudgenent upér 3€1820mdgast tiea SAG e Hmttienthed nb dteveep romaraed t er

S0 M e RGP I B AR 1o R e o 3 50

oper at i ehl vaHie OF thes palinirttad RUPIBER FNFefrd@uetori 8 20 s a1y opari ous
buttons and information for visual and easy judgnent on the [iquid crystal

di spl ayl@¥@EBccepts user's instructions via the user operation/input unit.

15 Next, oper gifi@n c it i gital .o ' | system
Cia it pe expaFneies AT st that eh NsER R thiadt Jda. s &

fol I ow sgcexpl ackidkonfuwhttiore sadethatt hthe azpwRNtoNuERgle/te uyageedur e of
user_re |atrat|on of a user $ (registration of the termnal |ID and the
uséP | pjudgnIept WHEH e @@ ausireckhe presentitimee Whaen shgiwsgr 30a and

pur chase%i_%gﬁgwo%} ﬁfoest A6t Y% (a[lF?cW:k il Q&?foorgfogﬁgfusé\wggﬁﬁgg ;rg,'(gaeady

expl ain I rst e operation acqursi C€EsyS) when
t he usemayr benakrdttarad) 8o ass atd TjRlge f whathles thehicontemgeaentbeser ver

20a in the di,gital content distripution system 25 |la of the first
enbodi ngﬂprg\pﬁlpeﬁeoggﬂttj?%%d on the permitted number of reproductions
822a in the LT 80a by overriding the LT effective period 821a, or
15 judge that the content cannot be reproduced unconditionally.
The decryption key acquisition unit 309 is a meahs" for
acquiring a content decryption key for decrypting a content.
The content decryption unit 310 is a means for retrieving a
content from the content database 301 and .décrypting the
.20 - encrypted content 62 using the content decryption key 2223a
acquired by the decryption key acquisition unit 309.
The content reproduction unit 311 is a means for
-reproducing the content decrypted by the content decryption unit .
310, and music and video are outputted from a speaker or a display
25 thereof not shown in the figures.
| The communication unit 312 is a means for communicating
with the content server 10 and the right management server 20a
via the transmission channel 40. To be more specific, the-
communication unit 312 is a communication interface that
30 communicates with the content server 10 and the right
management server 20a via the transmission channel 40, and
~ analyzes responses such as content data '6.0 seht from the content
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Fig. 11 is a flowhart showi ng the operation of the LT acquisition
process. S1001; Upon receipt -of the LT acquisition. insifbdovemberf2000 the
user 8 via the GU 313, the LT acquisition unit 304a generates 30 a LT

i ssue request 70a in response to the LT acquisition instruction fromthe
user $ and sends it to the right managenent server 20a via the

comuni cation unit 312. -23 15 Novenber 2006 This LT acquisition
instruction fromthe user 8 includes a content ID 61 of a content which the

user - wardesrvier 1eRsOdULETB0a acGH figha tihe rlgjfh@ﬁ?anéggnh@ﬁgfs@%b?%a,
specifying a value to be described in a desired nuirber of reproductions 74

in the I'EqQUasls theegobsentodatabasaod i, nthre d.T By quisitiepanpliie 304@ user $

clicks " ui LE"™ o) n u.screen displayed h he GUI
15, serty s B8 8L 3135 CRep AN B TR, ARSI LR e ©
cont ent afeaky 39 resaigdsends thec DTtiebliedad ghase 784l géinseratpacty thedl T st
formon _the LT acquisition g}n{hj screen not shown here which 10 is activated

by the AGEKSTHRA Pﬁé%%% raeybdi Feidimukgauest 9Papgenesateddy and
thus ! hiche- LTaPGHIA it 3054 ¥6! 108 iAHICREIAL Gme AP ! H0B T4 menu

screen, a "Purchase |icense™ but oper en purcha8rng a
| i cense caaniencout r eiploar ecomnutnicatici?awdpler éhed riddeh avapagengesont ent

3 Reruent VR A g 8 oAb S b REd BefipRrhat PhelceptorPaad  n
addi ti othel abbbe-ineAtidifed FedUidd@NahrredpoASLenifIp 4 Bessldn dayi si tion

instruction, a termnal ID pre-stored in term na storage ‘unit 303a

i s1€bt as theThEo GUINBAZI indurdes ma liquid Teneshad displayt atoh avhilséris to
b t hght t 20a, tent IDincluded in the LT
coqut o1 PP At by CRRRESIER A8 Bk EVpoRta SnGl RbsE, At lls Bfo¥s ' a
- val.ue spa¢idushittorie alnti AGEH Biation ﬁd?fztffstzlgéli aRd' BaRy NedyAfént bl S Set

as the desired nunber of reproductions 74. Not e that wheh sending the LT

i ssue rEQ@edaudCrydal display and accepts user’s instructions via the
~user operation/input unit.

15 ‘Next, operation of each wunit in the digital content
distribution system 1a will be explained step by step using a
flowchart. Note that the following explanation will be made on the
assumption that the procedure of user registration of a user B
(registration of the terminal ID and the user ID), distribution of a

20  desired content to the user terminal 30a and purchase procedure of

- _the usage right of the content have been already explained.
First, the operation (LT acquisition process) performed when
the user terminal 30a acquires a LT 80a from the right
~ management server 20a in the digital content distribution system
25 1a of the first embodiment will be explained.
Fig. 11 is a flowchart showing the operation of the LT
acquisition process. S
51001: Upon receipt of the LT acquisition.instruction from-
',_the user B via the GUI 313, the LT acquisition unit 304a generates

30 a LT issue. request 70a in response to the LT acquisition instruction
from the user B and sends it to the right management server 20a
via the communication unit 312, | |
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communi cation unit 312 of the user termnal 30a and the comunication unit
28 of the right nmanagenent server 20a establish an SACI5 Bb0&aber 2005

recei pt of the LT issue request 70a via the 30 communication unit 28, the
user identification unit 23 of the right nanagenent server 20a identifies
the termnal IDincluded in the LT issue. request 70a. -24 15 Novenber
2006 S1003: After identifying the termnal 1D, the user identification
unit 23 judges whether the termnal is registered or not, namely, whether

the term nal Tﬁiéq_ﬁtélfc?@ldxﬂohhﬁié'ﬁ‘ﬂctlbﬁfﬂ*dﬁt ltﬁe Q@-éﬁbﬁs‘i’n@wd?és npt, with
reference to the user i nformati on dat abase 21. When the termnal ID

i ncl udedonihenhelmﬁll@%aecc:a(qeattwm)@h|t<_hmoxs<s:t wanty totiepreshice dhdr mat i on
database 21. .(No .i.n t he us ideptificati nun| s the
aer acSchpitihg ik Dod e a8d, TarcigRidn LFERERTAG' & QeI 32 A em
la  anddeeciiies ihha desiredehiimplerdda re bcﬁ;dtToﬁ@thnbﬁle $JupgbueOn 10
the ot her hand, when the terminal IDincluded in the LT issue equest 70a

is & orERAUESEHED@serA $r$ﬂ't6}\’f‘rﬂt'|fbﬁigj-aiabaf§é’ example, e useded |‘¥F i on
23 ” |
o 2SR el P B L R AR e

| D of tbemsmle"t;fsrmtdfmtélr& \#dﬂth[l_ HerWaﬁ}tsano paproducedronharmbng .
generatlon unit s the I Ssue/ no-1 ssue ro an
 Pent | 1128 cOSard@ata ahtorea dn e FONens datalss g0t A SRIRYEE ng a LT

80a a”dallﬁs‘{g@m"@ﬁtﬂf‘ﬁé L*i‘hé?c&@gﬁ‘ﬂéncﬁiéﬂ? Nt SOWPEREFe Whidie user

I D and | ssue request recei ve via the communication unit 28. 20
Fi #0 13is actwaﬁ&d\djmrthes rdidkgganide thelr dnputs the tdesirgd nssaberoof ssue

i AP ign e PO uS EhInE T g disitisiminFral tign iR oetereted. "
e R mpvTyh B NGRSt Bsont o
“with reopeesated when purchasing a license, an “Acquwe content” button

52a operated when acquiring content, a “Reproduce content”

15 button 54a operated when reproducing a content and a “Return LT
button 55a operated when returning a LT are prov.ided'in addition
to the “Acquire LT" button 53a.

- According to this LT acquisition instruction, a termmal ID
pre-stored in the terminal ID storage unit 303a is set as the

20 terminal ID 72 in the LT issue request 70a which is to be sent to the
right management server 20a, a content ID included in the LT
_acquisition instruction from the user B is set as the contentID 73,
and a value specified by the LT acquisition instruction from the user
B is set as the desired number of reproductions 74.

25 Note that when sending the LT issue reQuest 70a, the
‘communication unit 312 of the user terminal 30a and the
communication unit 28 of the right management server 20a
~establish an SAC.

| $1002: Upon receipt of the LT issue request 70a via the

30 communication unit 28, the user identification unit 23 of the right
management server 20a identifies the terminal ID included in the
LT issue request 70a. |
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to the usage right database 22a. When it is judged that the user $ holds

t he usage right 222a of the content identified wth thel5Nonmbr 2006 73
included in the LT issue request 70a, the LT generation unit 24a
identifies the usage right 222a as-a usage right 30 222a which is to be the
source for issuing the LT 80a and goes on to the processing in S1102. On
the other hand, when it is judged that the user R does not own the usage
right 222a of the content -25 15 Novenber 2006 identified with the

content |D 73gijmpzded Wiftérhelé@ntﬁf?‘lﬁgr egeStterffiaal t e LTtigenaisdd on unit
24a goes on to the processing in 067 51102: The LT generatlon unit 24a

j udges wi@ﬂﬁ&cath@nmntteRBemdgesmh&t@erstim termipadds rggisseredtor

per od 10k ¢ n38el oPRhelnEradhe tRTNISSL MR AE, FEEAR TG 308 ade “then
‘the LT areﬁdnmatm peatathase rm an-em;t,v asth pef@iencevhen ithei susey of the
cases as omn I n the LT generation unit, 24a oes on

to Phe P é‘@@tw ﬁi@tgpﬁﬁﬁ 2@y tﬂéh%ﬂlf@re FarminahiR incduded in Ehedd: i ve

d t t:
P ocess T rERIAsIPhs i5 1ot L ORE iR SR s infofmififon dildifalin
-pernittéNo I;USE.@%:&), tlegrmhmtdm?fmwgajnum m:;:zgade{ﬁrthl_e?ra?grlaﬁent i fied
S1101 t esi red number, o ucti ons,. n e ,Ssue
| Dauest angiialtRgiFRRd st tS aldiPe P ek b andtblrialy sySter e 55264
~of the ypAOAOLIfdS tﬁ&aséﬂet@?hiﬂr%n 30a5t¥ﬂé>c1a'|§r ch*fa%%eseragﬁuwbe()nof

reproductions 74 in the LT issue request 70a | arger. Here, when the LT

gehr atthe obher zlaanﬂudgdbem héhe twmmainltﬁ edICIhudBdr Ilmfth%plfﬁdmsueons

"o e 19BshRE 15 sBPredR YR sk ittoriafibh dateihshe br BaBL, T
S1104. fdedntificeithen uh@@d23\l\ﬁéljuﬁﬁe¢ Lﬂf@suééﬁtlmhésﬁﬁmt@@(MWe of

reproductlons 2226a of the usage right 222a is smaller than the desired
nunber te&fMival dBuanopasses theeser IDstadheflegeneoation b4 to the

25 processi ngghy 108 pon receipt of the user ID of the user B from the
- 15 user identification unit 23, the LT generation unit 24a executes the
LT issue/no-issue judgment prdcess, and identifies the usage right:

222a which is to be the source for issuing a LT 80a and judges
whether the LT 80a can be issued or not based on the user ID and

the LT issue request 70a received via the communication unit 28.

20 - Fig. 13 is a flowchart showing the subroutine in the LT

issue/no-issue judgment process (51004) as shown in Fig. 11.

S1101: The LT:-generation unit 24a judges whether or not

_the user B identified by the user identification unit 23 in S1002
‘holds the usage right 222a of the content identified with the

. 25 content ID 73 included. in the LT issue request 70a, with reference
| to the usage right database 22a. When it is judged that the user
B holds the usage right 222a of the content identified with the
content ID 73 included in the LT issue request 70a, the LT~
generation unit 24a identifies the usage right 222a as a usage right

30 222a which is to be the source for issuing the LT 80a and goes on

- to the processing in S1102. . On the other hand, when it is judg-ed

' that the user B does not own the usage right 222a of the content
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51104: The LT generation unit 24a conpares the permtted nunber of LT

i ssues 2227a and the nunber of issued LTs 2228a of theluNayenbérg06222a
identified in S1101 to judge whether the nunber of issued LTs 2228a :is
smaller than the permtted nunber 30 of LT issues 2227a or not. Here, when
the LT generation unit 24a judges that the nunber of issued LTs 2228a is
smal l er than the permtted nunber of LT issues 2227a, it goes on to the
processing -26 15 Novenber 2006 in 51105. On the other hand, when it

j udges tdentifiex withethefcomiznied LTS3 282Raded irheheelTiissed reqbest of LT

I ssues 73 .0r,.larger, .it goes.qQn to the ssm in S1106, 05: The
LT gene?glzﬁ'%%h-irtg %réﬂegégn&h%aat%@eﬁ‘ﬁ%g the pER %%S'lr%llé returns
to the main rgytjige, asrﬁ@qmgbm@a@t.oﬁlum@%% Q%tstw rafh@nuni t. 24a

judges that the LT 80a canno I ssued and ret e mai n routine as
shown i gffagfive nerleﬂocﬁanwmptynsetmrgamérmhmnefmemzmojut@wage S1004

iom 1Ot e petiat 2o Hn bl e Lickfreitile baTIGa it 2025 Fo

this di gftttle emd@atrightt22Dut idansiffd@nin 1 POY. NHéfe ewhba HserLT
terminal 30a that the LT cannot be issued. On the other hand, when it

j udges effactive neriggnisaotsyua@mpty §ebs ngmeby swhss it s smoef theen t he.
LT 0 d, it
gener at Ao pRcar ShoMP IhU(AES (U, 8F g 7 dthe T, dtpratiGhulfy gred.

. speci f |goesrmnltb Utiaeqjmdem;mgmnt S24803et VA anoeherliHandg vidded the the LT
isibe eg ﬁe a, content I D 812a ‘_‘n the LT 80a to he ner at ed.
A48, thEqites vee%rlm bnabrgpasel the Lrdemneration YtiZap 998l at ed
“based f peri od 2224a and the LT effective

peri odoapiErﬁ]ﬁﬁgzgggc%?gﬁ%?ﬁsﬁggbﬁght 222a identified in S1004 and the

poi nt of ti meS\Mié}B't hé’heTLngmmeratqwsun7024|ascoaqmam1:hesperrmttai fective
tion | so sets .a | ue, of , the, desired

| period 821 5
erber Baninel K EdpfadteR o e of the HsaGe ridnt 2435 adhtifity
- in $1101 and the desired number of reproductions 74 in the LT

“15 issue request 70a to. judge whether the permitted number of
reproductions 2226a of the usage right 222a identified in S1101 is
‘the desired number of reproductions 74 in the LT issue request 70a
or larger. Here, when the LT generation unit 24a judges that the
permitted number of reproductions 2226a of the usage right 222a

20 is the desired number of reproductions 74 in the LT issue request
-70a or larger, it goes on to:the processing in $1104. On the other
hand, when it judges that the permitted number of reproductions

. 2226a of the usage right 222a is smaller than the desired number
of reproductions 74 in the LT issue request 70a, it goes on to the
25 processing in $1106.

: S1104: The LT generation unit 24a compares the permitted
number of LT issues 2227a and the number of issued LTs 2228a of
the usage right 222a identified in S1101 to judge whether the-
number of issued LTs 22285.:is_-smaller than the permitted number

30 of LT issues 2227a or not. . Here; when the LT generation unit 24a
judges that the number of issued LTs 2228a is smaller than the
pérm‘itted number of LT issues 2227a, it goes on to the processing
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| ssue request 70a as a permtted nunber of reproductions 822a. The LT
generation unit 24a further sets the content decryptionlkNpver@ld22806f t he
usage right 222a identified in S1004 as a content description key 83a. 30
Note that the return flag 813a is set in S1007-51009 which wll be
described later. S1007: The return flag setting unit 25a judges whet her the
-27 15 Novenber 2006 permtted nunber of LT issues 2227a of the usage
right 222a identified in S1004 is a finite value or not and al so judges
whet her int9216xd dernethadother haxg) wainennttjlu@e@ithalhé:hesagﬂnlhegmf

effectiy ails |fferen1 fromthe en an iration
S 11 e VSruBloLTE 27748 1< shEePRE AT BCHoRU RRBRT Whelssties 292ael i n
S1007 t hakgéheitgoastdedo tWeDsFocéssihd $§uSF18827a is a finite val ue or
the expiration tine of the usage right” effective period 2224a is different

fromthe expSlaQ@2h tThh% lJf genenatienf eoiti 2dappudeds that thedsh 80ag

he LT ehERLsERY AR b ET S ehithe rBLimETitthe i shOu e £ or s,
in at |east o84 1061 heheas¥ pheretation uhitdped jdwgeéftﬁa:tetmetmewawrrber
of LT issues 2227a |§£?H§P|te val ue and the cases of (a) and l?')dﬂOf Fig.

7, the CEMUIGL PRA§SY teturnsdosthe mmmm%nefaa@mcamlma the LT
80a to %Return required". This is because further issue of the LT 80a may
be inpossible if the LT is not returned when the perm tted nunmber of LT
| ssues 2227a B4Q0S5{i When &heel T generation mﬂtcza@agumfgésa)maﬁdloom of

d b f d T wh h
nad ) aptat aBE T cof Al T drstndarit CRasiaeratat thase XSS th ASAOS o i nal
= ' s not gigWYy for 'dlioQng?“I'ﬁ' lé‘sdtﬂ%lkﬂouﬁﬂ ?Itlé'du@gr 18 iR tPRY$zed h.?seﬁer mtted

nunber of reproducti ons, IS to~be under the managenent of t
server, focghindigital sassantsiisbeibutien $ystiem] 1mlgadd| noEftey thaaisamhe

perm tigd ARAPUBS e the LISESRARER 16088 BY chbCofiBL TRHgn 11
when it judges that the LT can be issued, it goes on to S1006.
15 . S1006: When the.LT generation unit 24a judges in Step
~ $1004 that the LT can be issued, it ger'le'rates.thé LT 80a based on"
- the LT issue request 70a. To be more specific, the LT generation
“unit 24a sets a content ID included in the LT issue request 70a as
~ a content ID 812a in the LT 80a to be generated. Also, the LT
20 r.gen-eration':uhit 24a sets a LT effective period calculated based on
the usage right effective period 2224a and the LT effeci:ive period
~limit 2225a of the usage right 222a identified in S1004 and the
- point of time when the LT issue request 70a is received, as a LT
_ effective period 821a. The LT generation unit 24a also sets a
25 value of the desired number of reprod-uctidns 74 included in the LT
_issue request 70a as a permitted number of reproductions 822a. |
The LT generation unit 24a further sets the content decryption key
12223a of the usage right 222a identified in S1004 as a content
" description key 83a. |
30 Note that the return flag 813a is set in S1007~51009 which
" - will be described later. '
51007: The return flag setting unit 25a j'udges whether the
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usage right effective period 2224a is sane as the expiration tinme of the
LT effective period, the return flag setting unit .25a $&Novetiber 2086uUr n
flag 813a of the LT 80a generated by the LT generation unit 24a in S1006
to "No return required". In other words, when it is 30 judged that the
permtted nunmber of LT issues 2227a is "co" and it is the case of (c) of
Fig. 7 and the case of (d) of Fig. 7 where there is nolimt to the LT
effective period limt 2225a, the return flag -28 15 Novenber 2006

setti ngparimit2éa seimmbidre ofelTr isdliag 8323 Hfoft ftﬁel-'[m%ﬂ_:?etﬁg'H‘ﬂO 22X&B4uUrn
required’. gf}ts I.S giﬁa%{s]e fufr_ther i?sue of the LT 80a is possible even if
the LT f9eRbHiedipy, Enateltsevailvecr hokand adsondgesavhedber s
"00", a o | ; ( f D e no
voss) bi e A bhd HinEREDIPLLIH (HAG) Ptk Bisdadright Rl 1O
under t perivdagdrda iofdifferesdr from the end datedamdetinié (deplratidose

usa reght \h apsed d.s _..returned. S101Q: The usage right update unit 27a
updgestﬁﬂs)_ ﬁgtb&ﬁl%ﬁ%?t'f’ﬁ’epﬁghﬁb@ Q5 QI’?&-ZZZa identified in S1004. To be
more specifi §1008: usadeeri fisupdagedunht s%oﬁefrggfz%é)fggﬁgﬁtf& of

decrenenting the permtted nunber” of “reproductions 6a of e usage
ri-ght 2DeENP@sef ET dasuas2dd4ang a ifitnitel val uef or hbepexpiratean tinvebef of

repr odugg, 0 a..i h t y the LIL.15 ner ati unit 24a
in 51oogﬁéa%aﬁ%rg nﬁi%&bigﬁﬁpéngggﬁéo?%é)‘éu% @}ﬂ%&eﬁg fo'{nne age
right 2@gpirakion timd ofi the00F bffekive PaAbH, the reQUFANFIe]] iseittiy t 28
53”55 t,he#‘# 80a generated by the LT generation unit 24a in S1006 to the
uséP t BIdE A3 8ats the retyrp: flagB i Jaeftheilli 8Aawgenesated &ty the Wser

L Deler LSS 4 1 68 1 Mhet DUy e, 15 SO Qhgd o
acqui si tn @t lmast 80va afothiéiesse heheser it8i3/gad@@@1 thht GHE pdanitter
acqui s| 'tt'lh%lb%];' c§rhEr ll‘gsggg 2%73()!9)&'1 itnei(tjé v%queegrqa tth%ecaggspéfofae)ssalnn '
o (b) of Fig. 7, the return flag setting unit 25a sets the return flag
15 813a of the LT 80a to “Return required”. This is because further
- . issue of the LT 80a may be impossible if the LT is not returned when’
the permitted number of LT issues 2227a is a “finite value”. Also,
in the cases of (a) and (b) of Fig. 7, the permitted number of
reproductions for the LT whose usage right has lapsed due to
- 20 _ expiration of the LT effective period on the terminal is not always
-"0" and if.the LT is returned in this case, the permitted number of
reproductions, which is to be under the management of the'server, '
can be increased. |
- 51009: When it is judged in S1007 that the permitted
- 25  number of LT issues 2227a is “o” and the expiration time of the
usage right effective period 2224a is same as the expiration time of
- the LT effective period, the return flag setting unit 25a sets the
return flag 813a of the LT 80a generated by the LT generation unit
} -24a in S1006 to “No return required”. In other words, when it is
30 judged that the permitted number of LT issues 2227a is “o” and it N
- is the case of (c) of Fig. 7 and the case of (d) of Fig. 7 where there
- is no limit to the LT effective period limit 2‘225'a_, the return flag
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S1013: Note that when it is judged in S1003 or 51005 that the LT cannot be
i ssued, the LT acquisition unit 304a receives the LT nosNeseabadioce from
t he right managenent server 20a. In this case, the LT acquisition unit
304a notifies the user 8 via the GU 30 313 that the LT 80 could not be
acquired, and ends the processing. Note that it has been expl ained that
the desired nunber of reproductions 74 in the LT issue request 70a is set
to a value -29 15 Novenber 2006 specified by the user $ in 51001, but it

may be settihg ainipr28et sets neltle viedtuarn A9, 81Bat be thd ST BPadigEMNo t he
usage ri%ht update unjt 27a updates the details of the usage right 222a

i denti f FEEMETY Rpaeds. | nhials 4% dpgcarser fuHdeseissury of theelleB@aniS 1 ag is
conpl et 1 ) PRME I ' : LT
- acqui si ?lgg%ﬁ%%??\%r&g Qgﬁc]'s-r gprressg%t_e [ ngl ggﬁ?hgﬂ%@%@?ﬁ%ﬁﬁ?n‘tﬁgﬁ LT 80a
to the ofdft issuege@h?aderian”, 20u] tchudeisit hheusages ofi b} angdéd® uni t
27a_may update_phe details of the.u e right 10 2223 jdentifigd in, S1004
af t &r r@geip\ﬂ'n(jf Egeﬁ@sé%g%oi HQiséélPﬁﬂ% tth@% FQ%ePSFWﬁt?aenﬁmg@é #fom t he
user tefgi hixghi FRKRSt d | ' [ hat a
aage TR e PP e R o e S hot ver
recei vel$ tinEreasssh. evant Her tivee LTi whbsef ivsagenbighitrdnas lapsedj iglged

t hat thle tuf{ﬁ%T cannot be issued (51106) when it is judged that the
perm’tte%l er of reproductions 2226a of the usage right 222a is smaller

than the desigg@igmberhef neagedusghensipdhten dAR L74sspiatesiugrd 70a
(No in 51103). However, for _exa when the desired nunber of -

reb?o?u‘é@t@ﬂ% ot the Uﬁ’a%dighérgl%%ﬁﬁ id%‘atitﬁ@mlbﬂb‘éio@f‘l-_reﬁpobﬂcm‘éﬁﬂs 2226a
i t hougtP e A8 PRIRT qusflpel AR, 27 2 PRPERPER e osSSH8 66 Ty be
j udged deeatehtentifg the permdstert numbdrsstiregrédactibrii® 286 dfihe
“permtted nunmber, o reproductions of "1". In this case, it is preferable
o Sendigags HEG22a Rt Ias Thas 1 0Ad byr Bt MaUSHT the pBFmiHEd
perm ttafimber of reproductions 822a in the LT 80a generated by the LT
15 generation unit 24a in S1006, and incrementing the number of
issued LTs 2228a of the usage riéht 222aidentified in S1004 by “1".
$1011: The communication unit 28 sends the LT 80a
generated by the LT generation unit 24a in $1006 to the. user
terminal 30a.
20 . 51012: The LT acquisition unit 304a of the user terminal -
-30a receives the LT 80a sent in $1011, via the communication unit
312, and stores the received LT 80a in the LT database 302a.
Then, the LT acquisition unit 304a notifies the user B via the GUI
3'13 that the acquisition of the LT 80a has completed, and ends the
25 processing. ' ' '
S1013: Note that.when itis judged in S1003 or S1005 that
the LT cannot be issued, the LT acquisition unit 304a receives the
" LT no-issue notice from the right management server 20a. In this
: case, the LT acquisition unit 304a notifies the user B via the GUI
© 30 313 that the LT 80 could not be acquired, and ends the processing.
o Note that it has been explained that the desired number of
- reproductions 74 in the LT issue request 70a is set to a value
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nunber of reproductions 2226a in the usage right 222a as well as the LT
80a. Next, operation executed by the user terninal 30a WEBvemRO0ECI Ng
~content (content reproduction process) in the digital 30 content
distribution systemin the present enbodinent will be explained with
reference to a flowhart of Fig. 14. Fig. 14 is a flowhart show ng
operation executed by each -30 15 Novenber 2006 wunit of the user term nal
30a when reproducing a content. S1401: Upon receipt of a content

repr odugpleeifiedstiyicthen uderonga ysesiHoia bhe mdls béhaegorbent
usage/ no-usage judgnment unit 308a exam nes, in resporise to the content 5
r epr oduBf EdEtRABING V@uEr om t he user /3, whether there exists a LT 80a

correspondi ng t te lch the use wants t.o..reproduce in the LT

ot abage sooaAltondfl €98 PARB IR G ERE MERAE, idoe GRUBTEROHE Loer s

i ncl udei?imﬁgrdwﬁesothédmtt-:ziilfsybﬂgh_bh@sgg@tﬁghtwga iHeatifsed ihds1004qants to

reproduperécontent I showmn in F 12, for exanple, the user 8 clicks
U

D). As )

a "Reprd® @dé%F@Wntaf)tSEt the seiting aéﬁeﬁhue setwan, flagd iserepiplaigd

nt ent ' h t ta 60
stored [P O BATOa) H ey PGNP et bR TR TR ST Cont ont
regr?ﬂuat:?u!insitémm tfmt?méam%m?ammsgfge iﬁniich_tiin@ meiret@tath a{m@?hcl :}k

u s .canten roduction instruction is generated. \Wen the

2o thuerhg, SO ReRLaielon Lot iy gn i benaral e, vhen the |
ot exi igntl LR Uit 234ty fite WETMERETH Erd daBRarsitee 1o

exist in"the LT 20 database 302a, e content usage/ no-usage~ju t unit

13088 réddesidentifiadrin&i0G4 afbas redeivBtg theanessageindicatihgdbei sition
Phe L eGPt Bf 3 3. 806 radD Snelsh®: 1 Tela CR0 s abbimanakedelt udgment
unit 25088851l 86 | Beoidd stenuhr glitds thhtBlaudsga Ffight! 329k AKSHOgeldhe LT

even though the user terminal 30a has not yet received the LT 80a.
Furthermore, in the first embodiment, it is judged that the.

- 15 LT cannot be issued (S1106) when it is judged that the permitted
number of reproductions 2226a of the uéégé right 222a is smaller
than the desired number of reproductions 74 in the LT issue
request 70a (No in S1103). However, for example, when the -
desired number- of reproductions 74 is “2” and the permitted

20  number of reproductions 2226a is “1”, namely, when the permitted

' number of rép_roducti.ons 2226a remains although it is less than the
. desired number of reproductions 74, it may be judged't.h-at the LT
can be issued for issuing the LT 80a with the permitted number of
reproductions of “1”. In this case, it is preferable to send a

' 25 message indicating that there remains oniy “1” of the permitted
number of reprodUction-s 2226a in the usage right 222a as well as
the LT 80a. | |

Next, operation executed by the user terminal 30a when

reproducing content (content reproduction process) in the digital

30 content distribution system .in the present embodiment will be
explained with reference to a flowchart of Fig. 14. |

Fig. 14 is a flowchart showing operatibn executed by each
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acquisition unit 304a to execute the LT acquisition process, it notifies
the user 8 via the QU 313 that the content cannot be répfayembed2008nd ends
the processing. Wien it succeeded in acquisition of the LT 80a, it goes on
to the processing in S1404. 30 S1404: Wen the desired LT 80a exists in the
LT database 302a (Yes in S1401), or when the content usage/ no-usage
judgnent unit 308a succeeded in acquisition of the LT 80a.by -31 15
Novenber 2006, executing the LT acquisition process (Yes in 51403), the
cont ent UNIERfelR6-vsapdermigiiniDanvhelnge jroghisingnatemntants content can

be reproduced tw t | .

associ ated wt ?ﬂg'c\(,)\{ﬁ, enr[ ?%?W?ﬁegééﬁ%?@ﬁbzoﬂgcﬁg’g} i%ﬁ@g'?c%oq’hi sis
j udged from raf asences t wiah&éheT G eBlli3ye ther icuh@tita (wuhete-weaget t ed
nunber of ,reproductigns §2a in the LT 80a. To be nore specific, the
contentJHQQ(ﬂEPﬁ' -u'é‘ag:e B FraMinesog jreseNghatot HetecorpBEENEaN be

[ eprpduseprofiRittion IRyaetidd o the LA 141° Wle@idethite BRidiRds821a
and the value of the permtted 10 nunber o eproduict i ons 2a 1's ?L or
| ar ger, LAn80& qosiigeportding thethent@nten brwéichy ethree prsatu g dwiam st her

. cases. : en it 1s$4ydged th he content can be reproduced in
S1404, Féépépg\cégesg'?&begi'rsH?gagﬂﬁﬁgéo RTi®Oks judged that the content
‘cannot be repThdscedriveftl 4A¥prddiectib nC APl cliRADC RANULIAGE jigdpnent unit

308a notifjes the user $ via the GQU 313 that the content cannot be

r epr odubidelu ifasmationyridesdifivigg sheoscomtentonhich ther yseirod unit

oot WIS RER BRI ESR 109 (BB RN Dkl R AA BB S0
~acqui resha usent gntclitdes yptiREprEyu8dachheentheb it B A5 soei gkt h the
content _which the ,user 8 wants to reproduce. S1408: The content decryption

uni't 315%%%?5/&@ £ReeCts ofvhteptentw hich dhienusenysants tg neprashneent
decryptffink&88AY the content data 60 stored in the content database

‘301 displayed in a list form on the content reproduction menu
15 'screen not shown here which is activated by the click, and thus this
content reproduction instruction is genérated;
When the LT 80a exists, it goes on to the processing in
51404. When the LT 80a does not exist, it goes on to 51402.
51402: When the desired LT 80a does not exist in the LT
20 - database 302a, the content usage/no-usage judgment unit 308a
- requests the LT acquisition.unit 304a to execute the LT acquisition
- process which has been explained in Fig. 11 so as to cause it to
. execute the LT acquisition process.
| $1403: When the content usage/no-usage judgment unit
- 25 308a failed to acquire the LT 80a as a result of causing the LT
‘ acquisition unit 304a to execute the LT acquisition process, it
. notifies the user B via the GUI 313 that the content cannot be
reproduced, and ends the processing. "When it succeeded in |
acquisition of the LT 80a, it goes on to the processing in $1404.
30 51404: When the desired LT 80a exists in the LT database
- :302a (Yes in S1401), or when the content usage/no-usage
~judgment unit 308a succeeded in acquisition of the LT 80a by
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acquired by the decryption key acquisition unit 309 in 51407, and the
content reproduction unit 311 reproduces the content dEtNpptmberdp06he
content decryption unit 310. S1409: The LT update unit 306a updates the
details of the 30 LT 80a used for reproducing the content. To be nore
specific, when the content reproduction unit 311 starts. reproduction, the
LT .update unit 306a starts up a secure tiner to manage one 32 15 Novenber
2006 reproduction of the content based on the cunul ati ve usage tine

i ndi cat iR NDthe bhoaeuisitiomproicadse (Yest entS 143 pdibei canteohe time
check thy

The LT asa irFeabatindfe Al Yl 0t s8R iddr BRBEBRECRRG Lol e

- of the. panmbiet espnodheedosr noewtiued feaien &2 28 thie §88aild o3 yT d0a S1410:

Once the LT i.s uadat d, the LT return unit 305a _executes the LT
et ur n/ @SSOGaked Wi bhecankanthyhish thesmen £ waatsitgnrepeedyssent

server 0 ' ity ‘ -l r Lng the
contont - Reae JAHgadHvith, refpertes eb the LT BHRAYB RN SRIF R "B

- expl ai nébeupenmidtédavwirrer of réiprodifctibng. 823ai i thélldwea.t Todvéng the
subroutine of the return/del ete process as sho in Fig te that

he.LT C . 14.
this LTMIES, P& & CHYEILS USEaenorusadeoiudament Wik H’»é}'?éi he LT
80a'i s yatigésothaeitHe® chbAtEhp ddif H(?Trg%gfgg&cglaf g{ﬁgnttﬂ@@aeg RLLiARE Ver

20a or delete it when it is invali the LT update unit 306a
exani neks Withiether LT effective pregiedt8 2 Lapa hd<theaea bk ofi¢henpletimittechanel v,

~th 20 prati ' . L he ef feqgt,) ve ,period 82 .wW,th reference to
tndQ 7 BfBbER, bP dedriudiohSrazaatis s dut OF 15568". aRehT: itogscEast *Ti e

“has pasgied ¢drtend ddrioPbd Repkddaicerrin \GtiRa' £88es821a, it goes on to the
processing in _51503. When the present tine has not yet passed the end tine

‘of the LT eff&di4@a:perWdien 24t sislajudgegbethan thesrsomtent can be
- reproduced in 51404, the processing goes to S1406. When it is

judged that the content cannot be reproduced in S$1404, the
15 content usage/no-usage judgment unit 308a notifies the user 8
via the GUI 313 that the content cannot be reproduced, and ends
the processing.
51406: The content decryption unit 310 retrieves the
, content which the user 8 wants to reproduce from the content
20 database 301,
' 51407: The decryption-key acquisition unit 309 acquires a
-~ content decryption key 83a from the LT 80a associated with the
.content which the user 8 wants to reproduce.
_ S1408: The content decryption unit 310 decrypts the
- 25 content retrieved in S1406 using the content decryption key 83a
~acquired by the decryption key acquisition unit 309 in $1407, and
. the content reproduction . unit 311 reproduces the content
decrypted by the content decryption unit 310.
_ $1409: The LT update unit 306a updates the details of the
30 LT 80a used for reproducing -the content. To be more specific,
when the content reproduction unit 311 starts reproduction, the LT
update unit 306a starts up a secure timef to manage one
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S1502: Wen the present time has not yet passed the end tinme of the LT

ef fective period 821la (No in S1501), the LT update uni ti5306ambed?@, wth
reference to the permtted nunber of reproductions 822a of the target LT
80a, whether the value thereof 30 is "0" or not. Wen the value of the
permtted nunber of reproductions 822a is not "0", the LT 80a can still be
used. In this case, the processing is ended without returning nor deleting
the. LT -33 15 Novenber 2006 80a. On the other hand, when the val ue of

t he per mefgredi netiber of the eRrmewntt haseBd#A the chuIétlﬁée@SQQetﬁn%m?)
S1503: The . return fla%Q{Ud gnent unit 307a judges whether the LT 80a needs

"to be réD@IGRENGD thee @lhtafﬂﬁﬁﬁl@eﬂ%rﬂﬂtﬁer@fet e5Cco04edt repraduetiosser ence

to the t T when-
the rot o rie e dndshisfa ' Mrine kErAde WRdE HieCPRRk+hE Pldgnen:
uni t BOTep]mdi;ﬂsed hane ttmé, T @a nFedfpdaJtéDeuheE UBO6d tpetfoents ghhe
manggenent server 1 and when the return flag 813a is set to "

retut n PAQESSING O?t‘]z?q@dﬁgnttm th?evwgoa dpesPRrEMitkrd nymher é’ﬂcur ned

to the re®itbd UBIGH. "B SR YRE :V\hen it is judged in S1503 that
the LT BOgﬁrneeds to rT%e returne ??Q%e ri g f managenent server 20a, the LT

~ réturn 15 pr&ce430of Ocwoer theglThis Wip@atedp tite LT ghtunnnagetrré‘ﬂSaerver
20a i 5 dged 1503 t hat Qa, d t
eed o SSEUtES tBEED rellfh dateferpitiess aorebiralt thcTrslantare uni 1

306a dethéeﬁg?]ll‘ie b rfdge riOnt tdeaviet %@béﬁedéf@ﬁngz@t NeHd did@sopgeation

‘executed by the user termnal 30a when returning the LT 80a to the right
maddyenBREradiqrwhen repreduging theoceosdpntn the digital content

L iout on METE) TR e S BIL TR oA SO LA W g e
oper ati expdbined wdinguflowchart of Fig. 15. '
Fig. 15 is a flowchart showing the subroutine of the LT
-retqrn/delete process as shown in Fig. 14. Note that this LT
15 return/delete process is a process for judging whether the LT 80a is
- valid or.not to return the LT 80a to the right manage.ment server
20a or delete it when it is invalid.
51501: First, the LT update unit 306a examines whethei- or
~not the present time has passed the end time, namely, the
20 expiration time, of the LT effective period 821a, with reference to
the LT effective period 821a .of the target LT 80a. When the
present time has passéd the end time of the LT effective period
821a, it goes on to the processing in S1503. When the present
. time has not yet passed the end time of the LT effective period
25 821a, it goes on to S1502.
- S1502: When the present time has not yet passed the end
- time of the LT effective period 821a (No in S1501), the LT update
unit 306a judges, with reference to the permitted number of
reproductions 822a of the target LT 80a, whether the value thereof
30 is “0” or not. When the value of the permitted number of
reproductions 822a is not “0”, the LT 80a can stﬁl be used. In this
case, the processing is ended without returning nor deleting the LT
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process. S1201: Upon receipt of the LT return instruction fromthe wuser 8
via the GU 313, the LT return unit 305a generates a LTI15MNuvamber 2Egest 90a
in response to the LT return instruction fromthe 30 user 8 and sends the
generated LT return request 90a to the right nmanagenent server 20a via the
conmmuni cation unit 312. This LT return instruction fromthe user $ includes
-34 15 Novenber 2006 information specifying a LT 80a which the user $
wants to return (a usage right 1D 81la, for exanple). On a nenu screen as

shown ig0&i 9.-0A%hd @:ﬁ:h%*a}'i@hﬂ whe Rutsr?é Valu®! 6f Keede FRitiaY h-[lmp%‘t on

55a, and selects one LT 80a which he wants to return from anong the 5 LTs
80a st or@fdrepreductip nmBabaads3Wa itigpeayen tonS4903t formon the LT

return nmenu s not her which is agctiv the , _and

thus this LT erapRr IPRIR R fiatbido el Unif S0 afu 8 scRhetiiery ot ur n
i nst r ucttheni Tag0er nickals kO séo;r@ttimrnad he tRentigak Hn%néé@fr?@ﬁt Wiryep03a i's
set as %erm nal 1D 92 in the LT return requeSt 10 90a generated by the LT

retu?n 2 Qobet wikh yefercasatta tbe poture flag §tBaref fhettargetohTf rom
the userg@3. is set as a LT 93a, respectively. . Note that when sending the
LT return request 90a, the conmmunication unit 312 of the user term nal 30a

~and the 15 cdiombe aablrensprediﬂaﬁ whelhehd geiturAnAge 813 sely eet28
_establlagﬁ%n SAC. l]g%n recei pt of éhe LT return request 90a, the
user PFPCS@‘HHH irt LS rgtur R aggm Grﬂ‘r%@é#ﬁM 3Efq audans thaktifi es

the t or eheal 7| 8pR2bRele s b olipne 16146 iGN Gag¥ionldn Rager0 that

the user identification unit I dent he® user want s
- t o ket uP@a,hendTwdten kasedeturn iftag é}hisaaLs $€t 8@ “Nodletded requhedT return

auest iR EEIT Aty o Pl nbBLCOR BanP RIS AR SHELS
j udges whghbgerhbat! S6Fv&AROS. registered or
S1504: Whenitis judged in S1503 that the LT 80a needs to
be returned to the right management server 20a, the LT return
15 - process of returning the LT 80a to the right managemenf; server
20a is executed. | _
S$1505: When itis judged in S1503 that the LT 80a does not
need to be returned to the right management server 20a, the LT
| update unit 306a deletes the LT 80a from the LT database 302a.
20 : Next, the operation executed by the user terminal 30a when
returning the LT 80a to the right management server 20a (LT return
process) in the digital content distribution system in the first
-embodiment will be explained with reference to a flowchart in Fig.
16. '
25 , Fig. 16 is a flowchart showing the operation of the LT return
process.
S1201: Upon receipt of the LT return instruction from the
user B via the GUI 313, the LT return unit 305a generates a LT
- return request 90a in response to the LT return instruction from the
| 30 ‘user B and sends the generated LT return request 90a to the right
management server 20a via the com.mun-ication_' unit 312.
- This LT return instruction from the user B includes
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not, nanely, whether the terminal IDis stored in the user information

dat abase 21 or not, with reference to the user i nfornatj Boveabalzase 21
~When the terminal IDincluded in the LT return request 90a is not stored
in the user information database 30 21 (No in 51203), the user

I dentification unit 23 considers the user as an unauthorized user for this
digital content distribution system 1l1la and notifies the user term nal 30a
that the LT cannot be issued. -35 15 Novenber 2006 On the other hand,

when t hénfanmmiatidn Idpecisyted LT 808 WhicttWe usesdBeskaf®s tosratudied in
the user, informati on database 21 (Yes in S1203), the user identification

unit 23(aRAFES19RE L& I farsexampled . wi OR aHBerdt sEreen Ay shavwsasses
the usejp 'Fﬁ)cs;“izt "l%r'-é-xahﬁf@lﬁffé ﬁs PIfIC §32%etlﬁ‘?‘gg"l‘r'{5h%§t€§ﬁ the user

| D of the er 3 from user | |on uni anal ysi s
uni t 26andJ6géect7me1r‘rerLT Bia WcuhnbEUMtlsntd) hetuFnr fitamnaneswgsthedOa can

be retu r nce to the _usage right database 22a. To be
@33%‘5)?. rﬁﬁgﬂﬁ ﬁy@%ﬂ%ﬁe dardisnlayes e lfsraé”ompﬁ\the LT

r et ur n f
(o, BT efim MEniFLeLQITRIN R RerR Ay LPIL Bk IR B e LT

dat abas6ligka,andidiis thie LTs eetisrn destiddtiani i as gematadl dsActerdisage ri ght

2225 LSRR £ Ml Unliagr L S o3 sbEa0RSE EEbTnaLE

~ exani nastoragé it Boval ket a9id té’r@ﬁ:navﬁg@zﬁh%é e ﬂe’Eu?ﬁrreQﬂxéﬁ ur ned.

On the other hand, when the user 8 does not hold it, the LT anal ysis unit

2640 ud§0a gaperaked by thenkbrebern enit b aecandka lihidentifiedobyithe t o be

siz04. Fhel EiibatpstRCioh ARamiCHRE, ol ROty SERNER T b8 " (he L7
cannot bespettivedyg. On the other hand, when it is judged in S1204 that the

LT can be retyrned, it goes on to S1206. S1206: The LT analysis unit 26a
anal yzes t he NPtgoshats Whenugseading: ke £Tr seiunn dggstasto®aartire

retrievesniitifigatidhedinit 312 of the user terminal 30a and the

.15 communication unit 28 of the right management server 20a
establish an SAC.

$1202: Upon receipt of the LT return request 90a, the user

identification unit 23 of the right management server 20a identifies

o the terminal ID 92 inciuded in the LT return request 90a. It means

- .20 that the user identification unit 23 identifies the user B (user ID)

| who. wants to return the LT 80a based on the terminal ID 92

‘included in the LT return request 90a with reference to the user

information database 21. ,

$1203: After identifying the terminal ID, the user

25 identification unit 23 judges whether the terminal is registered or

| not, namely, whether the terminal ID is stored in the user

information database 21 or not, with reference to the user

information database 2i. When the terminal ID included in the LT

- . . return request 90a is not stored in the user information database

30 21 (Noin S$1203), the user identification unit 23 conéiders the user

© . as an unauthorized user for this digital content distribution system

. 1a and notifies the user terminal 30a that the LT cannot be issued.
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nunber of reproductions 822a included in the LT 80a. The usage right
update unit 27a perforns the processing of increnentingliNeveriesr2006ed
nunber of reproductions 2226a of the usage right 222a identified by the
usage right I D 2221a retrieved by the LT analysis 30 26a in S1204 by the
value of the permtted nunber of reproductions 822a retrieved by the LT
analysis unit 26a, and decrenenting the nunber of issued LTs 2228a of the
usage right -36 15 Novenber 2006 222a by "1". This processing increases

the per Qtttee otlveerhafid, veheadtied itermiAdd 0 anditaes ial tisws Tapetpsiie of a
new LT 80a with a renewed effective period, or decreases the nunber of

i ssued FeEUEsizBfa;ts pboredsin haR yher peformadionudatabase 121 i(Yagetn 22274
and 5 thkys ﬁpo"‘ﬁ'oé‘n u Qd%fntf’fsi&gti%g\a %P(t 2 ghay Féglgﬁgt rﬁl}fetr-er repa

between a plufality of terninals owied He™ user I the
usage riagisociatedasiti?2he tenpdnbedD il pasEges thehusdel D ¢optivedss  of

del ingntz_ge usage Ejﬁht 222a updated in S1206 fromthe usage right

dat abas X515 EA4R@d 10 when it can be del et ed. Fig. 17 is a flowhart

showi ng the sghrmyt nmeb_ﬁr@c@m thé UedEHESLLREQRESS ASHiAthd N Fi 0.

~16. Note that the usage right e process is a process of maintaining
or del.euisgy idenipieation uwsdy@ 3, e Lihenalysit goit 26arprdgessviiether he user

er m . | gh 20 S1301: T i gh
updiat o WP 2 ACded 18R AR P o8B 60 i pec el BrRERG 110
of the \Aﬁ@l@eréf@’@nc@fE@Ctﬁé’euﬁégieoQ'i RE43aabR%e W1, I ef@rs@Cmdre the

- usage right effective period 2224a of the usage right 222a whichis a
cahll dasBegifieothgelldt paalyeieitnite2pectisat anatyres thesdddinndiedd tine of

- innecestofyf 28buEoa e Bt ies e 0oFaAERUB IR BB e vnen
- the prekent There, the LTOBNEdYsaandd26Bearathin &8, Riith RefersRae toi thi
ef fective period 2224a, it es on to S1302. 25 S1302: ' The usage right
“updat e gﬁpgeﬁg?]qéaggpaﬁet ﬁ%a, -wﬂether the user B 1dent|f|e§ in 51202
- - holds the.usage right 222a identified with the usage right ID which
15 has been retrieved just before. When the user B holds.the usage
right 222a as a result of the examination, the LT analysis unit 26a
judges that the LT can be returned. On the other hand, when the
user B does not hold it, the LT analysis unit 26a judges that the LT
cannot be returned because there is nothing to be returned.
20 51205: When it is judged that the LT cannot be returned in
- 51204, the LT analysis unit 26a no’tifies the user terminal 30a that
the LT cannot be returned. . On the other hand, when it is judged in :
51204 that the LT can be returned, it goes on to $S1206,
51206: The LT analysis unit 26a analyzes the LT 80a
25 included in the LT return request 90a, and retrieves the permitted
| number of reproductions 822a included in the LT 80a. The usage
-right update unit 27a performs the processing of incrementing the
permitted number of reproductions 2226a of the usage right 222a
+ . Identified by the usage right ID 2221a retrieved by the LT analysis
30 26a in S1204 by the value of the permitted number of
- reproductions 822a retrieved by the LT analysis unit 26a, and
- decrementing the nﬂmber of issued LTs 2228a of the usage right
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reference .to the permtted nunber of reproductions 2226a of the usage

ri ght 222a which is a candidate for del etion, whether tHeNovaihee 200@r eof is

~"0" or not. When the value of the permtted nunber of reproductions 2226a
is-not "0", the usage right 222a can 30 still be used, so the usage right

222a cannot be deleted. In this case, the processing is ended w thout

del eting the usage right 222a. Wen the value of the permtted nunber of

reproductions 2226a is -37 15 Novenber 2006 ""0", it goes to 51303.

51303: PR adnage Iri ghThipgabeeysirig Ineresaeisneset hermittekiehuehbessafed LTs
2228a of the us e “&qgé 222a V\:hl ch is a candidate for deletion o judge
whet her rfﬂﬁ’éos‘éﬂ 'eﬁ paj anddhus alomss anigsie wd & geve Lar8ORWHBnber of

i ssued 'aTFeﬁéﬁz@:L'e?fé@%weo erhotchetgled'e%r% tﬁé'ﬁﬁ%ﬁcﬂabgg@ué&r 8a is

returned unde e usage usage ri canhot be
del et ed2428a fipbedeass thamtbeqrmsmmtgdl suended of ﬁ'hmﬁueieﬂ@ﬂ?raganue usage
er,of issued LTs Is § val ue of

R P R B o P o R R 1 LIS B

possi bi betwedrta pharhlit§0sr térrhﬁﬁéa'fs”é%r‘r@&%ytﬂﬁé Wsege gight 222a,  so the
usage right 222a may be deleted. In this case, 1t goes on to S1304 to

del ete the us8d@0Q7 ghtAftErathesusage mlgehmdageblas@mﬂzapmaupdamed e del etes

he Usafacl? HbSE GARAUERAR HEUSIANS, e (EbERL RO 85 Vo300

S1208:  Apdatechin B2ROE ifodin uhéamgagel hgmadma’bb@teezzat le ed@rured ght
del rocess, the co nication unit 28 sends a LT return process ,
co%%l Mok ican ef@dr terninal 30a. .20 S1209: The LT return unit

_- ﬁgf.acif (e VBRL 490 D RRRoEESHONR M B Alne BE G, 698kt 7.
80a whi c“rghtsdetetlmeproeegsrmlshown ieEig.T 1éat aNate SiRathdleagd fightT return

uni t 38 ? notifies the user Svia the GJ| 313 that the return of the LT
25 80a PEICSMRTOLESS nd@ PRasessOhmaiadginpg or deleting an updated

usage right when a LT 80a is returned from the user terminal 30a
15 to the right management server 20a. |
| S1301: The usage right update unit 27a examines whether
the present time has passed the end time of the usage right
effective period 2224a or not with reference to the usage right
- -effective period 2224a of the usage right 222a which is a candidate
20 - for deletion. When the present time has passed the end time of
- the usage right effective period 2224a, the usage right 222a ‘is'
o unnecessary, so it goes on to S1304 to delete the usage right 222a.
- When the present time has not yet passed the end time of the
- - usage right effective period 2224a, it goes on to S1302.
.25 S1302: The usage right update unit 27a judges, with
.. - reference to the permitted number of reproductions 2226a of the
--usage right.222a which is-a candidate for deletion, whether the
value thereof is “0” or not. When the value of the permitted
- .. - number of reproductions 2226a is not “*0”, the usage right 222a can
- 30 still be used, so the usage right 222a cannot be delefed.. In this
. - case, the processing is ended without deleting the usage right 222a.
.=~ When the value of the permitted number of reproductions 2226a is
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S1210: Note that when it is judged that the LT cannot be issued in S1203
or S1205, the LT return unit 305a receives a LT no-ret bf Nomembec2006om t he
right managenent server 20a. In this case, the LT return unit 305a
notifies the user 8 via the GU 313 30 that the LT 80a could not be’
returned, and ends the processing. As described above, according to the
first enbodi nent, not only the |oad on the user term nal can be reduced,
but also the -38 15 Novenber 2006 server apparatus is accessed with a

hi gher TOEgiegoesesadsB0F. a return of license information and a request
for license infar tlon I ssue and thus it can neet demand for various
types of servgclegsO B@ntlb‘%ﬂgﬁs&tﬁ"tllﬂpféatﬁtumt Maa@gﬁninm dunt ent

usage rhgm1 u r t M a |
Fancnal "arnby BLAR %9&‘663*56??? B ey EIIOBE 2pdd il i "on
plural i C@rkﬁhdaéerﬁonratﬂelemnaotd)yutjlg&a Ma‘eethé‘iOtﬁet\Jr@Iue thepeobeemoexet ai ned

ribed in the LT return request

on e LT sel f es

5025 bulitthe WHA LREWAIE gdtieh byt Rsaied & T2 4258 1HBEH01, anl y a
ni ni mal tﬁéﬁeei%ségﬁéﬁélbﬁﬁb}/ t‘H‘aE bReLIT §05Nis2Pefiited hﬁnhgruﬁ?@% dé*J 82a,
may be descri bed. I n the present enbodr nment, e usage r S
assunedright 222 aussethef usege righti 222ay chanmty bat hthsrleﬁedge Imulthisuch as

15 f nbod th
desi redtananend B TBa Rt bAEY WitheliE delRting the Yedde aht 220 0n
Homeverwmenrme bansérmttweermmbéh@if is30ee L4 ¥s M O RRE L 8lue IgFdiHeAL | NG

igbl“t of a.term nal cé‘pparatus which is 1 nvo i n 20. control of

ent PEERYELGd d?um@w repfroduations i 232 6at i$1d O’i/\mdmd:hetrleels @i nal

bt hor PEs SRRy RACGIELT BOLTY TBREl Brter MAFIS S HORE £24r G ng
nmedi-um) so<heensage tightr2 2ha miay bendélcte dTBNRE THES ca%ey, ielg AP ahalaUs

_fggg: o0 b e e B Sea o L5 oduct T ons, arid: the right
S1304: The usage right update unit 27a deletes the usage
- 15 right 222a which is a candidate for deletion from the usage right
" -database 22a, and returns to the"mair'l routine as shown in Fig. 16.
51208: After the usage right update unit 27a completes
the usage right delete process, the communication unit 28 sends a
S LT return process completion notice to the user terminal 30a.
20 - S1209: The LT return unit 305a of the user terminal 30a
receives the LT return process completion notice sent in $1208, via
“the communication unit 312, and deletes the LT 80a Which is to be
returned from the LT database 302a. Then, the LT return unit
305a notifies the user B via the GUI 313 that the return of the LT
. 25 80a is completed, and ends the processing.
$1210: Note that when it is judged that the LT cannot be
issued in $S1203 or S1205, the LT return unit 305a receives a LT
no-return notice from the right management server 20a. In this
case, the LT return unit 305a notifies the user 8 via the GUI 313
30 that the LT 80a could not be'returned, and ends the processing.
'~ As described above, according to the first embodiment, not
only the load on the user terminal can be reduced, but also the
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managenment server sends a license ticket to the termnal apparatus by
including license ticket status information instructingl5MNowembert?0dl e t he
license ticket on a user termnal (for exanple, a flag indicating that the
| i cense ticket nmust be consumed 30 i medi ately wi thout being witten onto a
recording nmediunm) into the license ticket in accordance with the
capability indicated in the capability information sent fromthe user
termnal. 39 15 Novenber 2006 (Second Enmbodinent) Fig. 18 is a bl ock

di agr ams‘él@ﬁ@r@p?ﬁr@t’@é%%ééss?ed With Siiinanelqde Ly déta G0l

di stribution s emlb in a second I ment the  present invention.
As showrfeitHrpl@f1|§8nslehkﬂfdlrgﬂﬁ§l0lt@rﬁtcbﬁtremsestlforlluremyetlaﬁmrmlatlcm as is

h | f
b ot ect regueqiid hits R A ROhEHr Sefandtbr S HEsIn da ot sEVISET RN ent o)
encrypt emrmerﬂ:. lmsmgent [} aﬂﬁlhldﬁrprmr\éﬂl}?eirﬁeﬁ@of RoRiteed (s GOMEE of

di st |but|3g aser /3, or distri based on the user's request
| i cehse St L@@Mn ﬁé.%ﬁﬂ‘e@hamawm servaé aiLcmﬁ avieaewal ofs

content ¢ i galy | right
managed E gegg%?ehtegdé(gt rgﬁgutdofsqﬁ%dj%g QE{‘B% &@5 an t he

user $ plsoat!tgatoftttm'msreals:a)mnédub? uﬂmtmm ent vmthl n the Ilmts of usage
rulelncluded t dlgltal ,con ent distributiqn system |

i ncl udes at it R hasohediory tgss@swmwemghﬁma ment
server ?t%lf% deSaGbed fn UGRE '—t‘eﬁf%ﬁ“the ré’é‘ﬂ%é%“t&”lﬁé'é’r’\‘tf?@ﬁf‘f“e' 40

for connectlng the content serve t" ménagenent Servér 20 20b
and O hedggs nalr mlwayssoreed & be ckﬁﬂmmedtbu\m oimlgaahmistiheal. afite ri ght

cont ent earentlalitaft 4r gl Tottithias BRIV e Eraisade rale R28 Fofidges

cont ent deiseeitsed data for the user 25 $ who receives content distribution
service. Mre specifically, the right managenent server 20b nanages the
ori gi nal |icefd¥0, in the present embodiment, the usage rule is assumed

~ as the number of uses, but it may be any other usage rule such as
15 cumulative usage time. .

Furthermore, in the first émbodime'nt, only the desired’
number of reproductions is stored in the LT issue request 70a.
However, it may be structured so that capability information
indicating capability of a terminal apparatus which is involved in

20 . control of content usage (for example, information indicatirng
whether the terminal apparatus.is equipped with a secure clock, or
information indicating whether it is equipped with a means for

- storing onto-a secure recording medium) is sent to the right

‘ information management server apparatus together with the

25 desired number of reproductions, and the right information
management server sends ‘a. license ticket to the terminal

-apparatus by including license ticket status information instructing
. how to handle the license ticket on a user terminal (for example, a
| flag indicating - that the license ticket must be consumed

30 3immediately with_out being written onto a recording medium) into
the license ticket in accordance with the capability indicated in the

‘ca‘pability information sent from the user terminal.

-39 -



data for each content purchased by the user $ so as to distribute the
original license data nanaged by the right nmanagenent séfWeivemB&IR008 part

. or a whole of the license data, the content decryption 30 key and others as
LD80b to the user terminal 30b in response to a LD issue request 70b from
the user termnal 30b, or receives a LD return request 90b including the
LD, an identifier indicating the -40 15 Novenber 2006 return of the LD
and the like fromthe user termnal 30b to update the license data. The
user termnal 30b is a conputer apparatus which is placed on the user 13
side and receives content distribution 5 service. Mre specifically, the
user termnnal (3@souhdambadiment)di stribution request to the content

server 10 to regei istri Lon ,.fromthe content server 10. O, it sends
SO T soue Lot 18000 | BIALRT dibaR Ao ShERINEL: 9B, SGHIGH Gl iy t ne
cont ent configuestiovesf bhgidi _B@bn&én@%i%@rﬂbﬁﬁ%ﬁggg%tbm 1%907?2%;%%%\61’1@ n the

limts 10 of the usage rule included in the , Or sen return
request QymeRt ofgihie regpmehnvestian. 20b. By the way, the digital

content distri ' t l 3 4 ey tirs i t..ig.structured so
t hat the ri_ghtp&urr%hggler?rgﬁtFri'e;i\?éptégad'gu{aaj '%ﬁ@ﬁgﬁgﬁﬁj@'%oﬁyé%f“the

usage rulleisy amistthelbaseseiytheidigitaReentent ghsariButlo8&ydtemespogse to
the LT i 30a reproduces a content

sysﬁe request ez:%a and the user term nal rep | a,

within 3‘3&1&{3? Prgteciiig LoRYFightsen ernienby distripuitng digkalisage
le, - ‘ t | t A I ght

anageTene Ser e SORe) Y PR B o8 (LSRR RO YFOE & oo 1€ 11O

di @i binveived jateontentcistrdbugion tiche sgepnd , enhlidtributing based

the otr ol bidllserf rpaliet ingn'g dnPaistibafiene  BAEaN BlRG SRTOEEH 1o, Ac
(S:Qﬁmn!f'ra(ﬁ: g?lﬂ%%mﬂ?sﬂwgﬁ ng'ﬂﬁgl sngg§%F¥€lré%§§b 85@“%&#%%2%%36%5& a user
an ori gFRAreEeRENg the psage ightomanaded by the content distributor ’
7 a for every content purchased by the user 8 , S0 that the user can
15 use the content within the limits of usage rule included in the LD.
- The digital content distribution system 1b includes at least one"
content server 10, at least one right management server 20b, at
- least one user terminal 30b and a transmission channel 40 for
connecting the content server 10, the right management server
.20 .20b and the user terminal 30b so as to communicate with each
other. , |
The right management server 20b is a computer apparatus
.which is also placed on the content distributor o side, as with the
content server 10, and manages content flicense data for the user
25 ~ B who receives content distribution service. More specifically,
the right management server 20b manages the original license
. data for each content purchased- by the user B so as to distribute
the original license data manage'd by the right management server
20b, a part or a whole of the license data, the content decryption
30 ’-rkey_ an:d others as LD80b to the user terminal 30b in response to a
LD issu'e‘request 70b from the user terminal 30b, or receives a LD
- return request 90b including the LD, an identifier indicating the
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I nstance) and an origi nal usage status 2226b indicating the usage status
on the user term nal 30b. Upon receipt of the LD issue 1¥Nguasber2006 the

ri ght managenent server 20b cuts out the whole 30 of the original usage
rul e 2224b and the original usage status 2226b for LD 80b to be issued to
the user termnal 30b which has sent this LD issue request 70b, nanely,
del etes the original usage -41 15 Novenber 2006 rule 2224b and the
original usage status 2226b fromthe |license data database 22b

t enpor aretyrn Bfethe AD amhapenkRe foahe MR rIeNehi 85300 &6 Mptdtdisage
rule 87 (1 hour r i nstance) and a terninal usage status 88 (0 hour, for
|nstanc§$eﬂﬁgﬁﬂs§ al@ predeternined rul e when issuing the LD 80b, and

enbeds them (o] I §S h D, 80b is
issued in a dpltegl J% '}E{ﬁﬁ{?ﬁ}c t[erBeS'Svmgt t éﬁsgfﬁég\fwég%e%ﬁfzh and
the or pihoed mgﬁ-netases 856 side tdmedt eetiehzes usantent! €isiribatidrhe

terg’nal usa e s tus 88. he ser term nal 30b updates the details of

t he= er AfFhY%! &BREG § U§t%u‘?ﬁrrﬁfn%h3@£ sgssledctPRERNE er i nal

di-cat f
10 ot i e et 3?2’%“5 ?Ptarl*&i&a RO AT N oV g bl eon Re

‘right néiemethecodendrsaoenién gy ddﬁendg 41 isgeatrequmst 7@btta he user
termn 0 e the oaori usage, ruI 85 an e_arjgina
uenge JFbigR AfaGment  S8rvEE, Bt o Siddisthe ncOntehlhaid fng
doubl e- fageivesSthglDIBOE gotde télr@ﬁrdmm@@%ﬁ%r\éoﬁ?érv@w@ﬁm Bi{edirhitd eturn
reguest 90b. 20 Upon recelpt of the LD return request 90b, the right

- mehBgenehithaugageosllgpinekiedeirothg hd) 88hgeosisends iy tberetugaye
t t Bt t th f to th
Ferm nat S40aSs S8 the bR S B ab et 3B 2 Bagai n the original L

~ usage rule zzwbtrmwdvametmelcagn@l @@ﬁﬂ@nﬁmémba@&?%@%temtmuhltﬁ@se data

that th F$en@itio@inmenteis structured so that the right management
server 20a cuts out a part or a whole of the usage rule from the
15 usage right 222a to issue a LT 80a w:response u;the LT issue
request 70a, and the user terminal 30a reproduces a content within
- the limits of the usage rule of the LT 80a and updates the usage
rule, and then returns the LT 804 whose usage rule is updated to
‘the right management server 20a. On the other hand, the digital
20 content distribution. system 1b according to the second

embodiment is significantly different in the following.
Fig. 19 is a diagram showing the structural features of the

digital content distribution system 1b.

As shown in Fig. 19, the right management server 20b in the
. 25 digital content distribution system 1b holds, as license data
purchased by a user, an original usage rule 2224b (10 hours, for
instance) and an original usage status 2226b indicating the usage
status on the user terminal 30b. Upon receipt of the LD issue
-,'request 70b, the right management server 20b cuts out the whole
30 of the original usage rule 2224b and the original usage status
- 2226b for LD 80b to be issued to the user terminal 30b which has
.. -sent this LD issue request 70b, namely, deletes the original usage

dat abasg under t%é|nana genment of the right managenent server 20b. Note
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rule is obtained by subtracting the original usage status fromthe
original usage rule. Fig. 20 is a: functional block di abf Hovehoa2096t he
specific 30 structure of the right managenent server 20b as shown in Fig.
18. As shown in Fig. 20, the right managenent server 20b includes a user
i nf ormati on database 21, a |license data database -42 15 Novenber 2006
.22b, a user identification unit 23, a LD generation unit 24b, a LD

anal ysis unit 26b, a LD update unit 27b, a conmunication unit 28 and

ot hers. ritie R224b minat Khiel onigialaibasagalsta RIS 6H frof Fid iefde 5
users rec%st?égd as rrenbgrs of this digital content distribution system
‘& daf

1b. The tabase b5eBRORATYa dHi@bHghtf sranagegnegt seEe@Re dat a

222b of t S e ocifi i cense
Garn L e PE A I [ Bisatfd sie My 03 nBRECFRLTSIA e Bhd 1 rg
usageI riagﬁlermirgadn?g)agqaﬁuatameb cémy(a hoerr, ffor mgtam@eytebagédebdfa)r - od
exa e, [ roaucti! on a aC . NoVvI Ng, copyLng, prilnting, usage perio
o eI TaliB) WS bsninouila COPYDR.aha, cambaus thed "o 1ol e
tabl e 2Fnhtehtled i I IFSSH . ’ cense
dat a dat abase gZLl?via(FfI’ ??)gﬂ%xt)é’l)saq%ed I\i;"vi ?Iﬂw'; g@e@%ﬁé@%%ﬁﬁgb %Egﬂegf 21 is
a di agr & HeOW big-tarer sbaicliurest wikh the ofigimel usagenseled8Gaandtthzase 22b

. h o F in Fj 2 the |i dat t 22b
e nouBridiysde, Sl (Bn Bnetenhitab bEShr S BARARS 220
- i ncludeseanline¢nerad® staddh gBat: is an 1D of the license data 222b, a

content I D 223%& a content subject to the |icense data 222b, a content
dedQption ke piser terminal \iAbndpdiasesotherdetaits oft thentermiénale rul e

s e L S R N

- exanpl eindiwated by the usage status, with reference only to the terminal
usage rule 87 and the terminal usage status 88 of the LD 80b
received from the right management server 20b when reproducing

15 content. Note that the user terminal 30b never refers to the
ori_g_inal usage rule 85 and the original usage status 86. Then, the -
~user terminal 30b sends the LD 80b having a double-layer

structure to the right management server 20b by a LD return
request 90b. . :

20 . Upon receipt of the LD return request 90b, the right
management server 20b updates the original usage status by the
usage amount on the terminal indicated by the usage status with |
reference to the terminal usage status 88 of the LD 80b, and stores
~again the original usage rule 2224b and the original usage status

25 2226Db in the license data database under the man‘agefnent of the
right management server 20b. Note that the remaining usage

- rule is obtained by subtracting the original usage status from the
original usage rule.
Fig. 20 is a functional block diagram showing the specific

30 structure of the right management server 20b as shown in Fig. 18.

As shown in Fig. 20, the right management server 20b
. :_' includes a user i.n'foh;rmation database 21, a license data database

-42-



cunul ative usage tinme or the like) that is the user's actual use of the
content. The original usage rule 2224b includes a |icendéNefvbmbei 26 30

- period 22241 indicating the effective period of the license data 222b and

permitted reproduction tinme 22242 indicating how long the content can be
reproduced. -43 15 Novenber 2006 According to the |license data database

22b structured as above, it can be determ ned whether a user holds a right
to use a content or not based on whether the user ID and the |icense data

222b ar @ 3bpredser identificansendanit 33t adas® d2hepatindl unff 24e § KM ni ng
usage rul e Ifor. a t&rgi gal i?[?,n be cal cul ated based on the difference

bet ween AN YHF iRl 288agt Liupdadaginitg2Vhe dcogn mAUNniGalige uwniid8 2226b.
The i ni t4rpd otHag of the original usage status 2226b is "0". LD 80b is

i ssued fromthe right nanagenment server 20b to the user 10 term nal 30b,
‘and the LD 800 he& usedraindoravabiod dgthbadee2dssigaest ases infotmatisenf

t er rg nal nit is returned fromthe user. termnal 30b to the right
mn%enﬁﬁ’)éq%e%@s%ﬁéﬁ %ﬁﬂgﬁeé',s Iﬁﬁfgphﬁl ‘ﬁﬁbt\ﬁé @ﬂ@t‘é%e‘?\ﬁﬁé‘hﬁéoﬂser $
i denti fisgdtainhhi B, user 1D 221b of "XXXDDD' owns two |icense data 15 222b

identified with license I Ds 2221b of "XXX004" and "XXX005". It al so shows
that- the |icerddte digensernti datatmse Rbeis| ® dababasef forap@naying a

right t t [ i fice ' a_li se | 221. b of ," 114", a
cont ent (Pi ecrféﬁot(?%%a kfelgﬁéi’gbg?ﬁﬁéﬁgcpyﬁﬁﬁ%%%dt Il?g ct%'r‘r:t eht®h 38 %5‘3, t he
- l'i censerebfecspeeifpey ithe 2R4isef dabg d8tabbgenal2hS808 dutabase234p is
" 28.(%}2/ 05/01.12.00.00, 2003/04/30.12.00.00 the permtted reproduction tine
fo

heMBBAGRG i dnFONASIRR", OBnd rerRablingl natsagmgerighdt uélicense)is " 0"
55t abl DUSHASST BY o e e iR 0 5RdBE el il Brdfmd® 2o, ©
~ reproduction (playback), moving, copying, printing, usage period
“and the like). Note that this license data database 22b also stores
| a rule table 22c which is referred to for issuing LD 80b. '
15 Next, the license data database 22b wiil be explained with
reference to Fig. 21.
Fig. 21 is a diagram showing the specific structure of the
~ license data database 22b as shown in Fig. 20.
As shown in Fig. 21, the license data database 22b includes
20 a user ID 221b and license data 222b.
The license data 222b includes a license ID 2221b that is an
ID of the license data 222b, a content ID 2222b of a content
subject to the license data 222b, a content decryption key 2223b
for decrypting the content, an original usage rule 2224b indicating
25 - an original usage rule purchased by a user, and an original usage
status 2226b indicating the. total usage status (for.example, the
cumulative usage time or the like) that is the user’s actual use of
the content. |
_ The original usage rule 2224b includes a license effective
30 ~period 22241 indicating the effective period of the license data
- 222b and permitted reproduction time 22242 indicating how fong
“the content can be reproduced. | |
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As shown in Fig. 22, the rule table 22c includes a license ID 221c and
rul e data 222c. The rule data 222c includes a term nal 14bagenberl2808221c
(l'icense effective period and permtted 30 reproduction tine) and an
on-usage-end return flag 2222c. The term nal usage rule 2221c includes a

|l i cense effective period 22211 indicating an effective. period of license
data to be issued to the 44 15 Novenber 2006 user term nal 30b and
pernmtted reproduction tinme 22212. Here, the license effective period 22211

is, as is theAeazardihg tbetiaboNeeABBA ugmgddlaltagia%@ szfw@truetmeéd%isl imt
2225a, information for basically making |license data shorter than the 5

Fffect i AP Bacan bﬁedet;%@wge@lvwhet@mr aTesee halds aeght ito, usea i
my be SOMFEHH §F o bASEF Ot ifetslér, FRE| THEL A it G H0EABR9E Lol 0n

i ssued r2me21n|agre stBredeianthe, |:¢é1¢s@aﬂa@ai dstubhaee ZZBnotheot i oendee

effﬁftlve eri,od 22241, F E as 1 day 10 days and week, is set, or no
FHAg HREIEAHM HEPT @dt%réﬂ"t%cﬁﬂcféﬁsféﬂéﬂt'%iad P@%PBJ"@ZM i's

set. Th'cﬁfﬂe'réﬁ'&%eb%ftfaﬁ‘tfésh‘t‘he BF i?l%f%}g&éﬁ ﬁ*lebﬁz%%);étr?d‘tth@'éﬁg'.tﬁéi or a

al l owns change of for Keeping tra access frequency
per mi t t ¢agspsbatidsibA26bne 22212 is information set by 15 the content

Che! on-usage- LHE THEGHvaTas o8 3pECOHiRA) s sha s ZHE0HE Lonkint
di stri bgoy ig aéQue@dﬁQﬂﬁ'ﬁt%ePWt n‘ié‘ﬁa?@rﬁ@ﬁt S&ard A domh rtéttﬁ@%’sé’t‘ not

- when the usage of the content énd he LD generation unit 24b is a

nedfs fBergénal a0hg ansl die LR &fhbvws updated 28dorginghto Itheetis@ageat a 222b
i agr ant Sty o3P ERE U8l et Ll4iaDE, Wih 1B T80R U5 BRY Ay Ui ilers
gener at terminai 30 to26hésrighendrib desherdd sekeBORobnC! udes a I cense
header 84, an_ original usage rule 8 an original usage status 86, a
t er mi nal For example, tgag 21 shows the case where a user
identified with a user ID 221b of *XXXDDD" owns two license data
15 222b identified with license IDs 2221b of “XXXOO4” and "XXX005".
~ It also shows that the license data 222b with the license ID 2221b
. of "™XXX004" is a right to a content identified with a license ID
2221b of *"XXX114", a content decryption key 2223b for decrypting -
the content is "XXX224", the license effective period 22241 of the
20 - original  usage rule. - 2224b is “2002/05/01.12.00.00 ~
2003/04/30.12.00.00", 'the permitted reproduction time for the
content is "10 hours”, and the original usage status 2226b is “0”
(unused). |
. Fig. 22 is a diagram showing the specific structure of the rule
25 table 22c held by the license data database 22b as shown in Fig.
- 20.

As shown in Fig. 22, the rule table 22c includes a license ID
221c and rule data 222c. - The rule data 222c¢ includes a terminal
usage rule 2221c (license effective period and permitted

'30 reproduction time) and an ,o.n—usage-end return ﬂag 2222c. The
terminal usage rule 2221c includes a license effective period 22211
_findicaﬁting an effective period of license data to be issued to th_e.
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usage rule 87, a termnal usage status 88 and a content decryption key 89.
The |icense header 84 includes a license ID 841, a cont ditNdvEmb3p2@¥%2, an

i nedi at e usage flag 843, an on-usage-end return flag 9 844 and
on-right-lapse return flag 845. In the license ID 841, a license ID 2221b
of license data -45 15 Novenber 2006 222b which is the source of issuing
LD 80b is stored. In the content ID 842, a content ID of a content which
can be reproduced using LD 80b is stored. In the i medi ate usage flag 843,

a flag iugbrcaeirmgnwhadirand giansierepyBend dids vigRy oguces i mredi ately

or not using this LD 80b is stored. The on-usage-end return flag 844 is a
flag which is HRigethelicanseeffoativeapericd @21 agsg4s, isathieicasaiof

on- usa d irn f 4, . I i ndi cating whet her,.th b shoul d
be 10 ?gpﬁngyﬁélen'ﬂfaﬁet%dgéée ggebﬁ%guﬁ[}gégagﬁdgﬂeéﬂ'%qorléwtgaiéagﬁ'the
rul e tabhtoodation fie basidajhy -rafdsng diceéAsé! dat843hortéer fid hothe

I ndi,cat %g whet her. t he L&_' 80b needs to be returned to the right nanagenent
server SOREGHVRPE of e USRI SiQwh righles da badnosersparitie, the

st or ed. ij hef 3t RIS ' [ : i Lod 851
and per,rlr?té?]e%é Fgﬁ%ﬂéﬂ%t i onop#ngzggz!gmgﬂﬁe%ﬁﬁ%ﬁﬁ@gg*qeégﬁfv%eﬁﬁggﬁﬁ%d 851,
t he det &iglt omaebel iusad coef ftérd | usepetiephiRa24 300 after ¢hiegimghtusage

per m 1t BORP RGBT sl rg0BSs SURRE LR HBhE.  gior msa pub it PesiRdauct  on

Lime 228Rdrtar Wharpithel llRkniseaaerdaive Begi Y222101A/-Rd RO 11 he

ori ?)Lnal usage status 86, the detaill original”  Usage stat'ls 2226b

st dlled fARYShendDl ddegkads seth omacelimited; namealyattire saneetpertiogass usage
on the pseriitehTe"BretMvepEridd? £928% i5MS¥t 2 Fhis license effective
' - period 22211 set by a content distributor « allows change of
levels for keeping track of access frequency.
The permitted reproduction time 22212 is information set by
15 the content distributor @ based on the time required for content
reproduction. _
Also, the on-usage-end return flag 2222c is information set
by the content distributor @ to indicate whether the LD 80b
- should be returned or not when the usage of the content ends.
20 The LD generation unit 24b is a means for generating LD 80b
-as shown in Fig. 23 from the license data 222b under the
management of the license data database 22b.
| Fig. 23 is a diagram showing the specific structure of LD 80b
~generated by the LD generatioh unit 24b.
25 As shown in Fig. 23, LD 80b includes a license header 84, an
~ original usage rule 85, an original usage status 86, a terminal
usage rule 87, a terminai usage status 88 and a content decryption
key 89.
| | ~The license header 84 includes a license ID 841, a content ID
30 842, an immediate usage flag 843, an on-usage-end return flag
' 844 and on-right-lapse return flag 845. _ |
In the license ID 841, a license ID 2221b of license data
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The term nal usage rule 87 includes a |license effective period 871 and a
permtted reproduction tine 872. In the license effecti & Noetinbek B0&, the
period for which the 30 LD 80b is effective is stored. In the permtted
reproduction time 872, the cunulative tine for which the content can be
reproduced is stored. -46 15 Novenber 2006 In the term nal usage status
88, the cunulative tine of actual reproductions of the content using this
LD 80b on the user termnal 30b is stored. In the content decryption key

89, a kay22brwddchyis! itg sdue@bsshiingl DGopHR! Srotdq s when the maxi mum
of the remaining usage rule which is calculated fromthe original usage

rul e 2224b andm Hee contgnidiD StbgeastentanbRelf a somtenitnwhidedambehe

terninalﬁﬁyyﬁh |, Eni ration unit 24b sets the

on-ri ghtr- apse (r:ée#ulfsr{h%gtp} gg’%g%%&@% eturn required". Mre specifically,
it sets to "Rdruthe inemediade vheyeaifid@®43oneflal iM@dhgWhethke true:
1. Vahff obt%in%d QﬁHsugtractin an original usage statusS frompermtted
r eprodudtioRONTRBL; dobediqproddsge immediatelynogenot negingsthis Ml ue of
permttghp R Bt on time in a 15 termnal usage. rule, and 2. An
expiration tinme of a |license effective period of a termnal usage rule is

set earlier tHde mmqrﬁg?-tefmd tetreerrofflag 84?}6388 ﬁé@eWﬁiwﬁhwrﬁQ%@f an
origi na a r e contr , t he maxi num of the renaining
usage Wéﬁg&@‘% Jiinadiake Hﬁaﬂ%aﬁ'éem%, el WIS RATSISAIRHRA t ho
val ue pbtarnefialy saubt é?ﬂhbﬂ%&lf@aﬂh'&g'vﬂ%tﬁéﬁgtﬁesf_ﬁ F@ofuré’ﬂ})hﬁ‘& b
permtted reproduction tine’in an original usage rule is equal {0 ?_). t he
vallfke - of etuengdrwherethe alsagr afi tdre LD 0 erides isestined bassder the and

t he expj i i of the license effective period of 25 the term nal
usage rt?gé itgrbslgngg S the expiration tinme of the |license effective period

of the origindh thrape-rigit-1dPpseliteturn flag 845, information indicating
whether the LD 80b needs to be returned to the right management
server 20b or not when the usage right lapses on the terminal is
15 stored. .
The original usage rule 85 includes a license effective period
851 and permitted reproduction time 852. In the license effective
~ period 851, the details of the license effective period 22241 in the
. original usage rule 2224b stored in the LD database 22b are stored
.20 _as they are. In the permitted reproduction time 852, the details
. of the permitted reproduction time 22242 in the ori"ginal usage rule-
2224b are stored as they are. '
o In the original usage status 86, the details of the original .
- Usage status 2226b stored in the LD database 22b., namely, the
- 25 status of actual past usage on the user terminal 30b, are stored as
they are. _ '
The terminal usage rule 87 includes a license effective
_ 'perio-d 871 and a permitted reproduction time 872.
o : In the license effective period 871, the period for which the
30 LD 80b is effective is stored. |
| | In the permitted reproduction time 872, the cumulative time
~ for which the content can be :"epro-duced- is stored.
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generation unit 24b sets the on-right-lapse return flag 845 to "No return
required". The LD 80b is sent. fromthe right managenentlsEovanb2Q@006o0 30
the user term nal 30b, and the user term nal 30b reproduces a content
using this LD 80b, and determ nes whether the LD 80b is to be returned to
t he right managenment server 20b or not based on -47 15 Novenber 2006 the
on-usage-end return flag 844 and the on-right-|lapse return flag 845. The
LD analysis unit 26b is a neans for analyzing the details of the LD 80b

returned fronlohthaseeridnal nasadbstHtides8D tslad@midnativiy inpslages the
details o% tli1e Iicgianﬁec_ datafé_z'Zb when the LD 80b is issued to the user

t er mi naP<3d8t §EPTP h2BS QR e Heo Rkt UsiRONENIS3ER. 8Fheonethe 1useF t he
updat e ta@FflinBe FWlididiefFdpter. The comunication unit 28 communi cates
with the user 10 termnal 30b via the transm ssion channel 40. To be nore

speci fic, thEcbhueoedeindndedry p2Byn wekieyh 8%, aa clayufiocadeony ptitey f ace
fore co Leatin ith the user termnal 30b via the transm ssion channel
40, sana@géﬁg 'Pe%t?gﬁ&such as a LD issue request 70b and a LD return

request 90b sHeiref rierst Whets thel Aiak AL 0F OHeR tihgayae
identifiﬁﬁtpbon uni t 23, the LT generation ﬁnit{]%m , aﬁﬂ?ﬁ Dugﬂgga{ue!eunit 27b

to perfWHHEPr bt GAICHipRG eli@Mgthe caridinal ansagei sukeeA224bdasid ithet es the
b Sop, SRS Usdte ek aasBl ARl MiEL S P A SRR AGISHRE e
- establ i abledti28t bhewedng éheratibiret néh QU sietd thiteoAbPiht- AR EE retiurhesponse
W iB o TIEEEr S R etiEn requized™ uioreranearisaliisgets ShORtgIThe.
spect {feqitete el arleadcpscer HRETHMbyIRR Bra fgun, " o 1o 1T
: 1. A value obtained by subtracting an original usage
status from permitted reproduction time in an original usage rule is
larger than (>) a value of permitted reproduction time in a
15 te,rmi‘na-l usage rule, and
2. An expiration time of a license effective period of a
termina-l usage rule is set eariie'r than an expiration time of a
;Iicense effective period of an original usage rule.
On the contrary, when the maximum of the remaining usage
- 20 ruleis included in the terminal usage rule, namely, when the value
obtained by subtracting the . original usage status from the
permitted reproduction time in:an original usage rule is equal to
(=) the value of the permitted r-‘eproduction time in the terminal
usage rule and the expiration time of the license effective period of
25 the terminal usage rule is same as the expiration time of the
license effective period of the original usage rule, the LD
- generation unit 24b sets the on-right-lapse return flag 845 to “No
return required”.
The LD 80b is sent from the right management server 20b to
30 the user terminal-30b, and the user terminal 30'b reproduces a
content using this LD 80b, and determines whetherthe LD 80b is to
~ be returned to the righ-t mahagement server 20b or not based on
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301, a LD database 302b, a termnal IDtermnal capability storage unit
303b, a LD acquisition unit 304b, a LD return unit 305b]l5 &ovEnbepi{fiee uni t
306b, a return flag judgnment unit 307b, a content 30 usage/ no-usage
judgment unit 308b, a decryption key acquisition wunit 309, a content
decryption unit 310, a content reproduction wunit 311, a comunication unit
312, and a GU 313. -48 15 Novenber 2006 The content database 301 is a

dat abase for managing the content data 60 distributed fromthe content

server 1he Tre-udagatahdsee802D fisgagadcwmd dHansai§At-1ERRRYIFBGULP 80D
| ssued ff[omsé‘%g ri ght managenent server 20b. 5 The termnal ID/term nal
capabi | i Q,g age unit 303b stores not only the termnal ID for

identifying t ) | I i nce the
capability of h?]h@etggsgtrrﬁélygﬁnhﬁiﬁég(ggg gﬂgaaggxhg%@aﬁy?hgé S@gr&?gﬁir?nal 30b
has a s&fuihe LI Albaretutnedhromheheudar deaseird2B0ban securely store

dat 10 The a I sitjon unit 304b is a nmeans for acquiring the LD 80b

fro%t he ri ghbﬂ%ﬁ%eﬂgﬁlﬁ%gepvét( 2 .Uﬁfﬁ%t% %LJ%HQ'lS()IQf_LﬁnQ_ BobS@cquires
the LD derabg2apnehen tRed bRBOBSCIIQIEY tHR ABEr SERAMAI 50bOot N

i
right napagenent server 20b. 15 Fig. I'agr am show ng € Specific
st ruct uFgtgFnedefnam itheuusesdiarsnimalb 3@mer The duatatlse of Mhax qupdate on uni t

304b. 1 g g?bg,?gl%ﬂpe&ﬁgkélsue request 70b includes a LD issue request

“identifier erm I'D 72, a content ID 73 and a .tern nal

capabi | ity 75Th20 domirheniBatiosdaunied2estcd MeAuNitated WRitH rt‘ﬂébn@éépn
| nﬂl cat n’qp.t hgt3 this data is a LD issue request 70b is described. In the
ter@ naferninal 3Gk via Faangmissiomehagsareli40ni ntg bemorenspacifimds t he

e Sonté Rtk FREat B BHHE A8 typlOh 105 A balBelh bUECERE B L0 ©
descri bedmmunicatirgnivith thpalsdr terrdindihggervianehecaRamisyiomi ch is
channel 40, analyzes a request such as a LD issue request 70b and
~a LD return request 90b sent from the user terminal 30b, requests

15 the user identification unit 23, the LT generation unit 24b, the LD
- update unit 27b to perfbrm processi.n'g' depending upon the
analysis result, distributes the LD 80b generated by the LD
generation unit 24b to the user tefrnin.al 30b, or carries out cipher
_ - communication with the user terminal 30b via the SAC established
- 20 between them after encrypting the above request or response with
a session key. ‘ '
| ‘Next, the specific structure of the user terminal 30b will be
explained. |
| Fig. 24 is a functional block diagram showing the specific
- 25 structure of the user terminal 30b as shown in Fig. 18.

In Fig. 24, the user terminal 30b includes a content database
3Q1, a LD'data_base 302b, a terminal ID/terminal capability storage
unit 303b, a LD acquisition unit 304b, a LD return unit 305b, a LD

_ . update unit 306b, a return flag judgment unit 307b, a content
o 30 usage/no-usage judgment unit 308b, a decryption key acquisition
| unit 309, a content decryption unit 310, a content répro‘d'uclitioh‘
unit 311, a communication unit 312, and a GUI 313.
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stored in advance in the termnal IDtermnal capability storage wunit 303b
is stored. The LD return unit 305b is a neans for returh Ngverhbe§8®0060 30

t he right managenent server 20b. The LD return unit 305b returns the LD 80b
by generating a LD return request 90b and sending it to the right
managenent -49 15 Novenber 2006 server 20b. Fig. 26 is a diagram show ng
the specific structure of the LT return request 90b generated by the LD
return unit 305b. In Fig. 26, the LD return request 90b includes a LD

return 5 requés cosgbhitl HataBhlke @Gleﬁg‘é‘%aﬂa%a?s?e Fog Fr% ?mé NHhe LD -

return re(;]}test I dentifier 91b, information cating t data is a
LD r et uERAEMNtedata D |CBSHé§¢ftﬁl§b&‘0ml thette)nt@nh serveD 192, the ter m nal 1D

of .the user t I S. stored in e ter nal | Dter

Chpab | Ty st oD 06! q3tanatl 802000 Yty b ianb ER Tl iname LB o0p | «
- descri b&dib issude fkdn9he rmtrmtaﬂa@em@mrmdzerszwcrl bed as it is. The
LD dat e unlﬁ_h306b s a peans faqr updati n?bt he details of the LD 80b. To

be rore speci f NE teNAINgY LBJE@E‘TUHN C@@@bl steragepuotiedO3tystores

i ncrene n e I e t Lo.. f.he 80b b

‘the ti rrgrdgf 6:??: tH@rE%';rgl ﬂ%?leIO[tl’)l ?g# reﬁ%}‘ﬁgggpﬁg O%@gh{?m#hg'ﬁ eturn d

: L | ag  j utigmauelynibut3aisoi staresains é@vamcégth‘@bca\babhﬁtytd?ﬁ ﬂlriié:c Qf¥emeeds to

. be retu r manage server 20b o th reference to
the on- E@ﬁ&éﬁéhéﬁet%ﬁﬁ RSV Qgﬁgﬁi%w@ﬁé%ﬁ]majhfbb%% ae&qweﬂag 845

in the eRAOBNIMHhEETELEheUEROAATED g%%gsolz%daaﬁnéee &l

whet her the content can be reproduced or not wth re nce o the  |icense
- ef1Bctive perThe I Bequisitio rpunit 30etb ispr ovaans (ﬁortaatﬁJlr&?Q thedLDhe

| tagnont O TG HafiBahanaertarCarir T be roproduced when the
present tine TlhewlD Acquisition unit 304b acquires the LD 80b by
generating a LD issue request 70b and sending it to the right
management server 20b.
i5 Fig. 25 is a dlagram showmg the specific structure of the LD
~ issue request 70b generated by the LD acquisition-unit 304b.
| In Fig. 25, the LD issue request 70b includes a LD issue
request identifier 71b, a terminal ID 72, a content ID 73 and a
_ terminal capability 75. '
20 - IntheLD issue request identifier 71b, information indicating
- that this data is-a'LD issue request 70b is described.
4 1In the terminal ID 72, the terminal ID of the user terminal
30b which sends the LD issue request 70b is described.
, In the content ID 73, the content ID of the content which is
25 reproduced using the LD 80b to be acquired is described.

- In the terminal capability 75, the terminal capability which is -
stored in advance in the terminal ID/terminal capability storage
unit 303b is stored.

_ ' The LD return unit 305b is a means for returning LD 80b to
30 the right management server 20b.

The LD return unit 305b returns the LD 80b by generating a

_LD. return request 90b and sending it to the right ma.n.a-g-emen_t
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the license effective period 871 and the value of the term nal usage

status 88 is less than the permtted reproduction tine 8YXovédobe 20D6at it
is assuned that the user termnal 30b has a clock function so 30 that the
cont ent usage/ no-usage judgnent unit 308b can acquire the present tine.
Not e that when the user term nal 30a does not have a clock -50 r; 15
Novenber 2006 function, the user termnal 30a may be structured so as to
judge whet her hge content can be reproduced or not based on the permtted
reproducfT¥RTt£#B-872 in the LD 80b by overriding the I|icense effective

eriod 871, o u 0, 5 I duced

5ncond| tional lee_i] ?ﬁ’:'%%ﬁ‘?'yép‘{‘%o'ﬁ %éwa'(@gﬁﬁsgtﬁ%%“fﬁ §€r§1§3u¥g %f HBEAJ for
acquiri ngtlarmmetcamstdsﬂtygtermrdteﬁ bor tidecr @ptetignaupenBe8L,. The content
decryption un dé ? 6}{ Tﬁ for retrieving a content fromthe content
‘dat abase 301 L’ﬂ $ec %pt My detugnefeaysstPebninaitdes ask-Rgretircont ent
dectypt request Reifer o, W EARIASEIPIILAAPY FOBA st on uni t 309. The

cont ent repr oducti on unit IS a neans reproduci ng t he cont ent
decrypted by Ime Wunt &M dretuyptncequest ideatifiad QUdb c Bobryhdeion s

- out putt £ r.a.ds 15 thereof n shown |nthef|gurés
The comﬁTﬂdn'ld’ ngnﬁﬁ?\eﬁa&i\’f‘lga@ 12 Wr%SﬁﬂHﬁstgaé)éHds desaribed.cont ent
server 10 andin hthe itghiniranageent tﬁért’&"m?ﬂﬁl {2, gfttlf‘Fe Us@SfagpiQg channel

40: To specific, the conmuni cati on unit 'S communi cati on

~interf @btrﬁ’& ichy '%cﬁﬁ%’ﬁdcm tBeviannimal EBﬁtem!Baivzenpaiﬂtlaylcsudrege ght
ool et ot setidingathe AP TR ERALR R0 s B8SerBat 16" ana Lo
80b sent fronbr lther LOhO3bpridge En tosBevAstHad |§Q§é’ﬁ?ﬁ§eﬂh§s%%e”t
dat abase 301, quisition unit 304b 25 and the GUI 313 to perform
processi ng. demﬁﬁfdﬁ é@ﬁeﬂ.ﬂy 06b is a means for updating the details
of the LD 80b. To be more specific, the LD update unit 306b
| performs processing of incrementing the value of the terminal
15 usage status 88 in the LD 80b by the time of actual reproduction
' after reproducing a content.
The return flag judgment unit 307b is a means for judging
whether the LD 80b needs to be returned to the right management
- server 20b or not with reference to the on-usage-end return flag
20 844 and the on-right-lapse return flag 845 in the LD 80b. |
- The content usage/no-usage judgment unit 308b judges
whether the content can be.;reprod-uc':ed or not with reference to the
license effective period 871 and the permitted reproduction time
- 872 and the terminal usage status 88 in the LD 80b.
25 The content usage/no-usage judgment unit 308b judges
' that the content can be reproduced when the present time is within
the license effective period 871 and the value of the terminai usage
status 88 is less than the permitted reproduction time 872. Note -
that it is assumed that the user terminal 30b has a clock function so
.- 30  that the content usage/no- usage ]udgment unit 308b can acquire
the present time.

| Note that when the user terminal 30a does not have a clock
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anal ysis result, sends the LD issue request 70a generated by the LD
acquisition unit 304b and the LD return request 90a gené’ dbeeinbdn200be LD
return unit 305b to the right nmanagenment server 20b, or carries out cipher
comuni cation with the right managenent 30 server 20b via. the SAC
establ i shed between them after encrypting the above-nentioned requests and
responses with a session key. The. GJ 313 is a user interface utilizing a
graphics function -51 15 Novenber 2006 of a conputer. Next, the operation

- of the diwgiationgdieentseti sermbnial G0SYSa9Nbel §trVMdt|urE@ §espé@'taeﬁjd{éf3t a
- LD acqui e user term nal 30b ui res

n_prpcess i ich t
fron1th‘ﬁb%SﬁgrgﬁﬁggéﬁHm: rGA} @brﬁﬁrpﬁQCQﬁngaﬂO&ohﬁémdcD&tth@utlon
system it {Qﬁhg [ expl e repnce to a
f?lomhaaqemlﬁlglbg %?QB@ g 'S a T%thgﬁ? K@o%og‘)g Wg"gﬁéﬁéﬁgo ©f the
LD acqdicgnsee 6@6&6@pemod)r1831mu;edgeenha$ tHoworitenti GanA8t Her

exa l e, clicks an "Acquire LD button 53b, and acquires
rom ?ﬁong %%]Hé L@iﬁ‘#@ﬁf“ﬂaﬁﬁ Ystored in the content database 301
drspl ayed 1 n dtia set PYpLim they LBcapfition | BhiEC3BON iB0h FhoUAsNERp i ch

is activated by the C|IthO ect the content dafa wants to
repr odu@EAWREIG B g@dﬂfﬁﬂttdﬁﬁw[h@pmker)/ofmr deanyiptong e coogenent | D of the

| ect ed t D t t 304b th
&1 515, and (o Prerl ABRNRRB At R &s  MEahia tehre I[S‘?)H“?Qc?e:“p? of

the LD soqiestt ifoon ndhelctdnteft Oﬂatbba%%er30120aﬁdv'@eélﬁﬁ3 4 the hD
se S It to the

i gt " nEnielnt Rnbeft e isia thecenipnbidsanetionkeydtd d6qomad Hore,
| 3nf 5058 F'L@Sé‘?@géﬁ%@d#sﬁ’ CAPIFERDENEAASLD 35 i sebe request 7ob sent
to the right hagagemmtendervepré@doction unit 311 is a means for
reproducing the content decrypted by the content decryption unit
310, and music and video is outputted from a speaker or a display
15 thereof not shown in the figures.

The communication unit 312 is a means for communicaiting
with the content server 10 and the right management server 20b
via the transmission channel 40. To be more specific, the

| communicatio_n unit 312 is a communication interface that
20 communicates with the content server 10 and the right .
' management server 20b via the transmission channel 40, and
analyzes responses such as content data 60 sent from the content
server 10 and LD 80b sent from the right management server 20b,
- requests the content database 301, the LD acquisition unit 304b
25 and the GUI 313 to perform processihg depending upon the
: analysis result, sends the_ LD issue request 70a generated by the .
LD acquisition unit 304b and the LD return request 90a generated
- by the LD return unit 305b to the right management server 20b, or
o carries out cipher communication with the right management
- _30 server 20b via the SAC established between them after encrypting
' the above-mentioned requests and responses with a session key.
.Th.e:GU_I 313 is a user interface dtilizing_ a graphics function
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content IDincluded in the LD acquisition instruction fromthe user $ is
set as the content ID 73, and a term nal capability pred$iNuveaiber 2006he
terminal IDtermnal capability storage unit 303b is set as the term nal
capability 75. 30 Upon receipt of the LD issue request 70b via the

conmmuni cation unit 28,.the user identification unit 23 of the right
managenent server 20b identifies the termnal IDincluded in the. 52 15
Novenber 2006 received LD issue request 70b (S2002). After the

i dent i f i@fadi@wmgFutarme terninal 1D, the user identification unit 23 j udges

whet her the t ' |.D of .the r terminal 30b used by the user $ who

wants the LD ﬁ%ﬂ’ﬁ%oggﬁgkﬁl?% gfﬂ'{PﬁlFﬁ’é‘%MrE’isgf PN et abase
21 or ncmbwtlhbreeégf)wnfedp the user information database 21 (S2003). Wen
the termnal ID included in_the LD issue request 70b is not stored in the

“user i nfor nat ifdrStua kPageapisidion presgss inf witieh fhalysentteroirial 32003) , ,

thatgis, h be. 1Q. i.dentified, .th i dentifcati
15 93 2EREnED b St the Figklh B RSde Bant BRrVRRT 208 ht héSons en
di stri betigitalsgenbtent Wistrith utbo hf sestdarhe 1Bsan tiHs @I ndWnidedirhBatLD

cannot be ir sued. hand, when the termnal ID included in the

. On t he ot he

LD i ssud'll &u@§qu7'(§!f—'C’ é’V'§F'oF nenGeh o3 dloweharkdn big d2tZabase 21' (Yes in
15 S2003), thegjyseszigensi gy ' | aggaui r sefe | oci at ed
with the term Fgl F7 B e ar h%“‘%\?ﬁ";‘@ngﬁa etafioh 31, e TR

acqui r e@CgResItion ppacessecei pt of the user 1D fromthe user identification
uni 23, the generation unit 24b judges.wth reference to the |icense
| 20llg)ata dat abgé’gaz%ew&ﬁ@?e?h%sISIA[E%‘HEeﬂ'(Hd'_t'Q-Sgﬁr dan %éamﬁlﬂad“g'ferhot

- (S2004) théhuseruggrdntkd amctaddl * FAR] e angd et her

the user 1D noti gi ed by the tﬁ‘stgd}u?f en;#i'f I cat iﬁ(r)ﬁ“j%% tar% ?&g&girﬁé—ﬁn t he
| i censelMiNaameagathe Tontentheiataostated iputyesrdntdnivdetabasdSQker 8

\‘,’M""[‘ﬁ E Egiécé)%sfeéchirf%t @g@?gpm“@h%ezﬁd gcghtlgei%ltéﬁ/escfrgréntHgtcs?iné\sﬂthélgeem i ed
which is activated by the click to select the content data which he
.15 wants to reproduce, the LD acquisition instruction including the
content ID of the selected content data is inputted to the LD
acquisition unit 304b via the GUI 313, and thus the LD acquisition .
process is executed.
. Upon receipt of the LD acquisition instruction from the user
- 220 B via the GUI 313, the LD acquisition unit 304b generates a LD
- issue request 70b and sends it to the right management server 20b
via the communication unit 312 (52001).
. Here, a terminal ID pre-stored in the terminal ID/terminal
- capability storage unit 303b is set as the terminal ID 72 in the LD
- 25 issue request 70b sent to the right management server 20b, a
content ID included in the LD acquisition instruction from the user
- B is set as the content ID 73, and a terminal capability pre-stored
in the terminal ID/terminal Capability storage unit 303b is set as
~ the terminal capability 75.
30 | - Upon receipt of the LD issue request 70b via the
‘ communication unit 28, the user identification unit 23 of the right
' management server 20b identifies the terminal ID included in the
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1D incl

included in the LD issue request 70b. To be nore specific, the LD
generation unit 24b first judges whet her the user |D nofidNoedmbed?tist he
user identification unit 23 is stored in the |license data database 22b or
-not: Wien the notified user IDis stored, the LD generation 30 unit 24b
judges whether the |license data including the content ID included in the
LD i ssue request 70b is stored or not. In the case where the |license data
is stored and the termnal -53 15 Novenber 2006 capability included in
the LD i'@eRiveshlPsissuehreatiesitZ3bt(E20009. tAfiteithle tbestifichtimvefa

secure W thin,t | cense effecti ve peri od
22241 aﬁé 'Eer%l@%é Ifbgu ﬁi%ﬁ%‘ér %‘%ﬁ g@ﬁth%"twtﬁd ﬁgq eq¥iRtngnthe 2206b
from t hetgrenimal 0 Dfr eheodwedr eaririifl 23862 used HWehd N#eP, gnagRdy, the
permtted reprodﬂé_sl on. time remains, the LD generation unit 24b J udges -

t hat dt haapgs the 8Qheto ms@sued tiReStor: \Anetleitluserlménsmﬁttmm i's
t t
secite Qacber STLRHOCRIER rekbieh Pl GEHTS Ut h'mc’?ﬂéaeé?eb?&aw@ﬁsao i

nme
of the. IZLdI&%O@Bﬂectlve peri od 22241 and the permitted reproduction t| me
remai ns, the lvﬁ % ngration unit udges that the LD can be issued.: In
 other cases, thP rbﬁ'd%ﬁgfﬁ?'iw |”t'Ic dindds Lbnigsussegpesinf® ise
. issued. pdeBtbEedsn tjaed I 55U
"the LD generation unit 24sbé€§ﬁ§5§}d§t%ﬁa?8?%bggge?i|égaénl}%usjt or| z@‘aé user
for t hi Jugiagneat 8ot dnt SRGOB) puthatn isy swheen Khiautugdwer g edmast o

1nd0t BBtk upEr B R tRR Ui e OnsidprEithes5eTodbeds wher e
- the usemnawwufzeadukte@nfdrhtthwss%gaﬁi@lntbwtéﬁg Q&t‘r'ﬂfnﬁ ioh & s'tﬁn‘i‘ofbsmred

in thelicepse data database 22b, the |icense data |nc ud I N e cont ent
@Jéﬁ nofitigs tieiusee tesmieal 30b tlsahctlhe threehnobdeiissead. time is

e r oSl (e BRAEY A, el thterralital 1B RI0oBRL b’ LIV Fotie 300
that theegDesinfiOb isestdﬁedaﬁumle user mformatlon database 21 (Yes in
15 S2003), the user identification unit 23 acquires the user ID
associated with the terminal ID and notifies the LD generation unit

24b of the acquired user ID.

. Upon receipt of the user ID from the user |dent1f|cat10n unit
| 23, the _LD generation unit 24b judges with reference to the license
20 data databasezz_b whether the license data 80b can be issued or

not (S2004). This judgment is actually made based on the

‘judgment of whether the user ID notified by the user identification

unit 23 is stored in the license data database 22b or not, or the
| judgment of whether the user B owns the license data 222b which
25 is effective for the content identified with the content ID 73

~included in the LD issue request 70b. To be more specific, the LD

generation unit 24b first judges whether the user ID notified from:

| the user identifi.cation unit 23 is stored in the license data database

- 22b or not. When the notified user ID is stored, the LD generation

30 . unit 24b judges whether the license data includi"ng the content ID
included in the LD issue request 70b is stored. or not.

- In the case where the license data is stored and the térmi'nal_
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On the other hand, when it is judged that the LD can be issued (Yes in
S2004), the LD generation unit 24b executes the to-be-iisdoeenhd 2Pdter ati on
process of generating. the LD 80b to be issued to the user term nal 30b
whi ch sends the LD issue request 30 70b. More specifically, when the user
ID notified fromthe user identification unit 23 is stored in the |icense
dat a dat abase 22b, the license data including the content ID included in

the LD 54.1 b 20 t 70b, th tt t hi
the 11 cctdaiieiToy R Tactng 338 iskn ufe‘éau&éﬁrﬂebgw%gggad&{a”tgﬁé e
remai ns,tergind) deesehali ﬁﬁvé”b%@é@r?’@%‘éﬁ@sw’h@% ttﬂebﬁﬁéﬁHg

generation, process. 5 Fi owchar't show n € Su A2 in the
. t o- be- i Wik thedicgnse @ff@cha&pecmmzea ashdva vaiula gbtaVnedltmyt hi s

b 24, f d d
aih ¢ he D AR R bl Uidoe St 27768 uombaraeuReamibegos as
LD &Bb trepreductied (if2a02»24wbie Ia?@e?pﬁi’élfl'ﬁaHaKme‘l?ethQ Pﬁ{.@fé@” uni t

24b stores ”Eﬁgql i.cense | D and the content cense
222b. redS&O adigR remaine th@@Qmm@nm&e&ﬁbund@m that he

LLﬁ?SZfF@%aEE;C%ﬁ Op PRt  Athgy I 30 20 g Pl TCRASS 7 ey 80
of the Isboged,anddhestafmihal caupg;matyuaa@@ate& ehétltﬁ%rfeerrﬁm@phag% period
“and permttué_ l rod Ctl({ of the license data 222b as the origi nal
~usage €38 %ﬁ('tw &b g‘@onﬁﬁen&fdm isreadiethan trs@@mm'atum of the
i ggpse tiied (2 3he2Jitd8sa’ bPfd@livES B &atz‘?zﬁgo%t ﬁ\é@ggﬂf\ F%ZJLD the

LD generation unit 24b sets the ter usage 80b

to be i sspsaductian timeioenainserthe h@ g@n@eaercm it @4 b %aﬂ ergeﬂe%{s to the
and sets

the t of e Rl e Tspiial T StBefi crresatas talGeseratiomEnitIay o be
| ssued_jgdged ritnt eheNEDr €hANbtDhE UkEuEER104) . 25. After setting the
termna usa%hzal# :et lstjuedngd %ﬁg?:rt?mté EB gg;i?\ot be issued (No in S2004),
15  the LD generation unit 24b considers that the user is an authorized
“user for this digital content distribution system 1b but there exists
no license data which is to be issued, and notifies the user terminal
30b that the LD cannot be issued. In other words, in any of the
.cases where the user ID notified from the user identification unit
'5_20 23 is not stored iln the license data database 22b, the license data
including the content ID included in the LD issue request 70b is not
- stored, the present time is out of thg license effective period 22241,
and no permitted reproduction time remains, the LD generation
~-unit 24b notifies the user terminal 30b that the LD cannot be

25 issued. |

_ On the other hand, when it is ]udged that the LD can be
: |ssued (Yes in S2004), the LD generation unit 24b executes the
to-be-issued LD generation process of generating the LD 80b to be
~_ issued to the user terminal 30b which sends the LD issue request
.30 70b. More specifically, when the user ID notified from the user
. identification unit 23 is stored in the license data database 22b, the
license data including the content ID included in the LD issue
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24b executes the i nmedi ate usage fl ag/on-usage-end return flag setting
process of setting the i medi ate usage flag 843 and t hels dovemhge20dad
return flag 844 of the license header 84 of the LD 80b to be issued to
predet er mi ned val ues (S2105) and further 30 executes the on-right-I|apse
return flag. setting process of setting the on-right-lapse return flag 845
to a predeterm ned value (S2106) so as to generate the LD B.Qb to be
~issued, and then -55 15 Novenber 2006 returns to the nmain routine as
shown i wemuges70bri e presend tfirrmuisamttmhom@cemesabfremﬂweérmo@ he

di tu fl tt 52105
o | 2228395002 ha0 HRARTaRl (Sareauttah, Fie! Pelings &%eert %eafo
to be l@uecbtsbﬁulmtte 2156 d eiviarftieat alhe Ofo 194 - l(s§a%1d1 s

) T
made based on the term nal capability 1ncluded in the L"EP sue request
70b, foPT&EAHR-e. Wen the LD 80b is used i mediately because the term nal

capability of BELr m | cat es that it does not, have a
secﬁéf)e cl ock rt\l/gs i1 5%11%) fp@ﬁgﬁ%%t g}%‘fvé'?go#%@n FUBEQUERS theth&nedi at e
usage fltagbe(aﬁﬂéd Isetgenbeation: pfif@@@s%n@SEG‘UH)“aE'ﬂ%M uREFthr p7.equired”
(52112), and rns to the subroutine as shown in Fig the ot her

hand, when {hdNL Bhim s Werautioe ntBe L Heenesatios urmte?aﬂsh dinstbeetsise t he

oo aalicembUathyafoditedt it tRTUREN EPWARY fbe3d AR ctdmbBes, o
' inot thehr;er‘aeodlatabdatabaaenﬁzbaastlr[? &mfu t;n;] H&%mmqﬂ;ﬁ%@i;% Mbﬁ‘
t .
38 et ARGy, RBREL L GanSitinh 1Bt B4t Storenyiie dicames di &d | he
,usage t?(eswﬂtér?ﬂl@)) oftth% heeaeaeagtaoz?%' Eegﬁ‘@c@%ﬁh%ﬁm@é e edusage

flag t sets the on-usage-en
(52114) IDaﬂﬂlr angk hbet@mtenemr 84t o mesummse mdader 80 .ofQhé hd ot her

[‘ﬁg%;’g?ﬂ%&g%%ﬁsﬁﬁeﬁpﬁt{? el e‘gh@néent %necryptlgntlbeey u()Sfa&e(I%\cl:Oerlisne >2113),
data 222b as the content decryption key 89 of the LD 80b, stores
~ 15 the original usage rule (license effective period and permitted
reproduction time) of the license data 222b as the original usage‘"
rule 85 of the LD 80b, and stores the original usage status of the
- license data 222b as the original usage status 86 of the LD 80b.
Next, the LD generation unit 24b sets the terminal usage
20  status 88 of- the LD 80b to be issued to “0” (52102).
‘Then, the LD generation unit 24b refers to the rule table 22c
- which has been explained using Fig. 22 ($2103), and sets_the-'
terminal usage rule as the terminal usage rule 87 of the LD 80b to -
be issued according to the referred rule (52104). |
- 25. After setting the terminal usage rule, the LD generation unit
- 24b executes the immediate usage flag/on-usage-end return flag
sett_mg process of setting the .immediate usage flag 843 and the
on-usage-end re-tu'rn'f-!ag 844 of the license header 84 of the LD
| 80b to be issued to predetermined values (S2105) and further
30 - executes the on-right-lapse return flag setting process of setting
 'the on-right-lapse return flag 845 to a predetermined value
(52106) so as to generate the LD 80b to be issued, and then
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I medi ate usage flag to "OFF", sets the on-usage-end return flag to "No
return required" (52115), and returns to the subrouti nelaNoveahioam20D6 Fi g.
29. Fig. 31 is a flowhart showi ng the subroutine in the 30 on-right-I|apse
return flag setting process (52106) as shown in Fig. 29. The LD generation
unit 24b judges whether the maxi mumof -56 15 Novenber 2006 the renaining
usage rul e cal cul ated based on the original usage rule 2224b and the
original usage status 2226b is included in the termnal usage rule or not
(S2121) reWens ttitet v xnmim rafutiihe as esteowirngn Wigge27ule is not included in

t he term nal sage3bul.e EanNo 5in 82121?1, the LD generatiorj unit 24b sets
the on-right - Fi$se30r dburth floxyChast oshomeng Hoe sybruting raguited:

(S2122) imanediags wy 0 ' 14 i 195 . 7 ts the
on-ri gh':-l apse! rehﬂ?ﬁg?l gté' Afgw[d(;sd%%%ﬁﬁ ?éaﬁm\gﬂ'agpr#:égrgﬁ]e{f ?Bdé%%gure t he
way to (kSddddphasushgw ightig.f28he usage right remains 10 because the LD

the 5 v ni ng et eoyEEAHEN i, g8 FRsFhudoes viiathigie 6 ES Ros in
S2121), isdued Ishaddes@isen uwrhea‘i@telﬁﬁégpfdtgz%gjlhght -Tﬁ@ﬁdghﬁﬁt flag

845 of_ the hD 80b to "No return required” (S2 , and returns to the. 15
mai n rolft Madgsbarsdnonnthe ferprinali capabélity anched edeir theobDt isstee i ssued

as descgd g, . nengt. i d es |_i data to
be i seubeToRe OB ol BaarelEr S AR St Lor8Be BBy i BreiBiius ™ I
del et esbehauisective detatinalnéapabiityrofsthe ¢ecrf t@anenal i30b ihdiddtes20 80b
fr Bﬂkﬁ | i censeg data dat abase 22b. Note that the user_ID associated with
thi lic é @a '

otk %% L RRYR: 8d SASHNR Eeck: dYesodst ez 1dilon the LDcense
Ther | emshauidn Sone ol ers By BT 0 e TR BLI R SR P
t er mi na@n3ubageaenide return flag to “Return required” (S2112), and
returns to the subroutine as shown in Fig. 29.
On the other hand, when the LD 80b does not need to be
15 wused immediately because the terminal capability of the user
terminal 30b indicates that it has a secure c'[nock (No in S2111), the
LD generation unit 24b judges whether or not the LD should be
returned at the end of the usage (S2113). This judgment is made
based on the details of the on-usage-end return flag 2222c as
20 shown in Fig. 22.. When the LD is returned at the end of the usage
(Yes in 5211'3), the LD generation unit 24b sets the immediate
usage flag to "OFF”, sets the on-usage-end return flag to “Return
required” (S2114), and returns to the subroutine as shown in Fig.
_ 29. On the other hand, when the LD is not returned at the end of
- 25 the usage (No in S2113), the LD generation unit 24b sets the
' immediate usage flag to "OFF”, sets the on-usage-end return flag
to “No return required” (S2115), and returns to the subroutine as
shown in Fig. 29. |
_ Fig. 31 is a flowchart showing the subroutine in the
30 ron-right-lapse'return flag setting process ($2106) as shown in Fig.
29, ' o .
~ The LD generation unit 24b judges whether the maximum of
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comuni cation unit 28 (S2007). Note that the LD 80b is sent after deleting
the |license data here, but as a variation of the second> &vvenibers#t06 t he LD
80b may be deleted after sending the LD.80b to the user term nal 30b and
30 receiving a nessage fromthe user termnal 30b of its receipt of the LD
80b. In this case, LD 80b can be reissued securely even in a case where
"the LD 80b is corrupted in the mddle of transm ssion -57 15 Novenber 2006
thereoftgue to a failure of the transm ssion channel 40 or the like. Upon

recei pt '0F TRE'TH1BE Us&Re e eaUlpsad hansgemntheseriginaborsaga the
comn! Fale Zn Akl aAtHh820ABInaL Weddy, ASRUCH bR 1ihcMEa 3, e Vo

term nal 30b judges whet her I'mrediat e Usage 1
or not terwooR! weaget hele iommadita($202age f WigeR4Ehé smentinsen tof LN as a

result . judgnent .in 52009), that js, when the i medi ate usage
flag sﬁé"ﬁﬁg Fgagépﬁs'!ébt%eomn&i@ﬂﬁgi ] Ehe harminlisegeddlleHde ecei ved
LD &b im skadiDd 201 0), i A , €nlDy i a LSsition
unit 304b notif%%%Qpﬁgqagegaéggﬁgagﬁemgﬂﬁ:%fg %Eg% Fﬁg Ogcaﬁﬁgﬁﬁﬁgﬁéof t he
LD 80b fFetuoillage845and reid-k BObxacRetinn vequiredés(S2 tA2)hamnd her

hand, ' | S flag_843,is set o "QY, as,a resujt of the
i ud.grremlsf%lggi %%3’5“%%3%@5‘@53&&&%& . B 3\53043%595%3{'?‘%

' recei vednkEIgidt lapstheetant efit gl B8/ 19 - URBErH UASHEHedMiih 8P8BrWd hout
storing it in tth?ge) LD database 302b, and causes the content usage/ no-usage

j udgmenPCCURE LMD IAY dock@udse shenbisa@e sight ébthaussagea nigbt eemains

-r epiodug} Xt S I at A4t S (S2011). 20 As a
regl%t,EFFgHrsstéen%ﬁggé négﬁtﬁgg %#@%@1‘% ga&{é&%ﬁ(ﬁ%ﬁe LD dat abase 302b
when the userOrnethienalth#db hiaasd 2 veleenr ehel asdx ARG Mt BE B UaradihidBOob is
consuned i medi ately when it does not have a secure clock, and thus
Lanper 1 Hg2gF Fulf datingiufed i e termnalresager ruls (Yes! By bad)be

preventgfe 135 &néPELiBENiIPIAD SR8 HE it igAEad pis RLARPHYY Y5 S2004

of the LD 80b to “No return required” (S2123), and returns to the
15 main routine as shown in Fig. 27. _ . _
After generating the LD 80b to be issued as described above,
the LD generation unit 24b deletes the license data to be issued
from the Iic’ense data database 22b (S2006). In other words, it
deletes the license data which is the source of generating the LD

20 80b from the license data database 22b.

_ Note that the user ID associated with the license data to be
deleted may be deleted to_gethef with the license data from the
license data database 22b.

After deleting the license data, the LD generation unit 24b

25 -sends the generated LD 80b to the user terminal 30b via the
communication unit 28 (S2007). |

Note that the LD 80b is sent after deleting the license data

here, but as a variation of the second embodiment, the LD 80b may

_be deleted after sending the LD 80b to the user terminal 30b and

30 receiving a message from the user terminal 30b of its receipt of the

LD 80b. In this case, LD 80b can be reissued securely even in a

case where the LD 80b is corrupted in the middle of transmission
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that LD cannot be issued, the LD acquisition unit 304b receives a LD

no-i ssue notice fromthe right nmanagenent server 20b (520 Noyvember2(06i s
case, the LD acquisition unit 304b notifies the user $ via the GUJ 313
that the LD 80b cannot be acquired, and ends the .30 processing. Note that
the LD issue request 70b is sent via the SAC established between the
communi cation unit 312 of the user -58 15 Novenber 2006 term nal 30b and

t he comuuni cat'u@n unit 28 of the right managenent server 20b. Next, a
conten%ﬁ% HEOP gr BriddEe iaf the Enansenisséon cleaminabi030b thepliiduces a

t ent [ | L girtl t _di,str.i ti t b of
The. socond ot RRCdlp B theFle ok SO FPmeE: Eledt bRl bt rart of
Fig. 32_stan@r @Obsvéaftbmciwmmbn%@ﬂothaﬁﬁnefﬂigosgbggﬁf ¢AR! 9 |
reprodu n _pr.ocess. screen as snown I n 1 g. , or exa e,
when 18"% Isikign ynig 8@3@)g’lafp%b%rtbiﬁrcﬁe%ﬂﬂahtliolbdudg@ssw@,etmr b‘@ggcts -

] k 3 t d 60
ot or e T e g 3 e e O P E PR S Lo et . ont en

repr oduéMediste vepgen flag 843wis heote seti tb TON"aaki waredulty ofhehe! i ck of
the "Re o) ng" 4b, the 15 content reproduction instruction
i ncl udi ﬁgagmgggnMﬁ'q é)%(?bgﬂe%héél et WD HhEnimipediate usaae &lBdo the
LD acquBsi3 iosettol"GREY, the LD BeqdiitoA utho IS tohes 4o Pteived |
repr odu[ibijor{? Br pcess IS executed. Ué)on recel pt of the content reproduction
instruc Pboir Hethb dadabpse B0Rb CO2(13). t Hdteontlemt, thagéDno- usage

o BT aCHYDIOR YO SDRE” nBEFIQ Sl 5By Pyt vt 3ha Petddhace

302b oraaquisished Bf. tb&D BOY & esmpieted IS8R €d5 Bhe0PDi A fshi'EBrFiat abase
e

0
25 302b, the content usage/ no-usage judgnent unit 308b passeg
_ process. , |

On the other hand, when the immediate usage flag 843 is set
to "ON” as a result of the judgment (Yes in $2009), the LD
15 acquisition unit 304b passes the received LD 80b to the content
usage/no-usage judgment unit 308b without storing it in the LD
database 302b, and causes the content usage/no-usage judgment
unit 308b to execute the content reproduction process of
 ‘reproducing the content associated with this LD 80b (52011).
20 As a result, it is managed so that LD 80b is stored in the LD
. database 302b when the user terminal 30b has a secure clock and
the acquired LD 80b is consumed immediately when it does not
have a secure clock, and thus tampering of reproduction time or LD |
on the user terminal 30b can be prevented.
25 - On the other hand, when it is judged in Step S2003 or S2004
‘ that LD cannot be issued, the LD acquisition unit 304b receives a
LD no-issue notice from the right management server 20b (52012).
In this case, the LD acquisition unit 304b notifies the user B8 via
the GUI 313 that the LD 80b cannot be acquired, and ends the
- - 30 processing.
Note that the LD issue request 70b is sent via the SAC
o estab;[ished between the communication unit 312 of the user
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content IDto the LD acquisition unit 304b, causes the LD acquisition unit
304b to execute automatically the LD acquisition proced$§Novemher2006i nil ar
to the LD acquisition process as shown in Fig. 27 (S2202), and judges
whet her the LD 80b coul d be acquired 30 or not (S2203). Wen it is judged
that the the LD 80b could not be acquired (No in S2203), the content
usage/ no-usage judgment unit 308b -59 15 Novenber 2006 notifies the user
/3 via the GJ 13 ‘r?hat t he content cannot be reproduced, and ends the
content YIPRBIREt P8R pfBLesthearamenygmeatipandundt « R& wherthenerighéxi st s
LD 80b ipmg b (Yes in 52201) or when acquisition of the
LD 80b is ngs%@ceerggggvg%?egggutl ng the LD acquisition process (Yes in
52203), the cdhextt aisegptantusegeofdudgivant procesS0fp wmgnsmet hser

refer enctg hﬁ\ﬂtﬂ (b?%al | s of the LD 80b whet her the content can
repr oduc d 0P U5 0dYRRS PUEERERNT ¥SiR@eLR tapbefrer%@gi@ft he
| i cemse wfih@ait ﬁ@sﬁﬁbb@ﬂ)rﬁ@yﬁgﬁnt B 6FAk! %Séoh%%?ﬂ el @[bég@w.npﬁem In

the term naI usage rul e 87 he term nal usage atu
80b. To BEPlAiRedsyith frieferensectmtitve flaveaiyarnofigge3Rudgnent unit 308b

d that t t d d, wh th ti t hi
![ ﬁegﬁscenge e?ﬁgct | VZE ?)3?‘%1‘3'&%%6%&&“’5854 %e%%s@egg%le%?%f:geg&%%ﬁ\ém t hen

- - value sn‘elpaftbdwctlﬁntmm(t@sgn nal usage status 88 fromthe value stored in

the permtted r§roduct|on time 872 (this value obtained by subtraction is
herei nafter r & 9Ny grssessas shamwm g Fig. nﬂﬂalfarseg;@mplez, )Nhe;n | ar ger

tharp " Othel BsBFNEr QRSES a %dd@@%&%ﬁ{"fﬁgg&ﬁﬁ% a‘e’nd bge LD 800

has explred or t erels nore I Nl hg ter t ent
usage/ n@msa:gaﬂtjeudtgnhmthumtwa%b tioudgprodnat froffe £ATYEGItheaBBAteRE

s2205). it Pl ahared iy'thed éﬁaﬁé‘ﬁ‘mﬂ‘t‘?ﬁm‘% Py 35l adrin hdiStIarTe of the
Vai ue’ S RRe e POyt gR ey ERFeER ot s Ret&eRfch T "¢
activated by the clnck of the “Reproduce content” button 54b, the
15 content reproduction instruction including the content ID of the
selected content data is inputted to the LD acquisition unit 304b via
the GUI 313, and thus the content reproduction pfoce_és is
executed. ’ |
Upon receipt of the content reproduction instruction from
.20 the user B via the GUI 313, the content usage/no-usage
judgment unit 308b examines whether there exists the LD 80b
associated with the content which the user 8 wants to reproduce
in the LD database 302b or not (52201).
| When -there exists no' desired LD 80b in the LD database
25  302b, the content usage/no-usage judgment unit 308b passes the
content ID to the LD acquisition unit 304b, causes the LD
acquisition unit 304b to execute automatically the LD acquisition
- process which is similar to the LD acquisition process as shown in
... Fig. 27 (S2202), and ]udges whether the I.D 80b could be acqunred
30 ° or not (S2203).
' ' When it is judged that the the LD 80b could not be acquired
'7 {(No m 52203), the content usage/no- usage Judgment unit 308b
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usage/ no- usage judgnment unit 308b notifies the user 8 via the GU 313 that
t he content cannot be reproduced, and ends the content l5éforvechbet 2006
process. On the contrary, if the value is "Return required", after
executing the LD return process of 30 returning the LD 80b to the right
managenent server 20b (S2232), the LD return unit 305b returns to Step
S2202. Such a case occurs when the effective period of the LD 80b has
expired without -60 15 Novenber 2006 reproducing the content or the |ike.
On the Jifbifiasatbe weer BhevicodhenGUEakAnthatlsdbe cpndgméntannot EBOSH

| ud t : oduced (Yes i.n S2205), th t ent

bocr vt o i Fee0 o s fls e EBNEGHE S rtaiios OR P ReASS vants 1o

reproduce frorDhithecottienharsia} abaser Ahler ﬁapé)exi_é@@_i? B'@g)gf?fﬁﬁéﬁ_ yon key
ey

acqui si %1 unit _ 309 acquires the_content decryption romthe LD

o
80b ass"%%) ahase i 4P dYescoh & Oldi e when assuisitiant of therldpafiuis

S2207) @A ' ] VAL it 310. 10 i pt

of the cananiagdby bxbdtifig e T8 ARSI s s dn 5182030 ypt &

the encriyyt econtenentsagedincedidagem jidgntent eahitdagoBass M et he
and the content reproduction unit 311

t ent ti 9  (S2208),
Cont caudaserfBtect KRk datails robhe,CDrROBowhGRh atcdrg BM® nined n 3

S$2209) . ' f 3 2 t i t
S06b | obr CURId BPHALS RSP cprisdABETbnT 18 hadd A Pereice UM
per mi t t 8 thedis@nag effectiveopeniad 8L a0)d tAbi sefmdtrhrepsoduedivrbased on

h ' . ' ' 872 i h I nal 87 i h
Logbo, HRE B2 ARCHHE Snladl ssaiae Tailg e 204, theobidnion Usagel ocked
by a sestatui 88 .inl thel hep BoBS, 1o itse MigigedsPaeafc onpbictdtedde total

of the cunul ative content reproduction tine stored in‘the term nal usage
status 834 NOISage Jedament unit 308bkjt dgs ittt ther coatentaared t he

o % a0 IFEH FAE AR PEHRRRIR iin e ALehle oM 1t s

period 871 and a value obtained by subtracting the value stored in

~15 the terminal usage status 88 from the vatue'stored in the permitted
reproduction time 872 (this value obta‘inedl .by subtraction is
hereinafter referred to also as “remaining terminal usage rule”) is

larger than "0". In other cases, namely, when the effective period

: .Qf the LD 80b has expired or there is no remaining terminal usage

20 - rule, the content usage/no-usage judgment unit 308b judges that

the content cannot be reproduced.

When it is judged that the content cannot be reproduced (No

in 52205), the return flag judgment unit 307b judges whether the

o -value of the on-right-lapse return flag is “Return required” or not

. .'-25 (52231). If the value is “No return required”, ‘the content
: usage/no-usage judgment unit 308b notifies the user 8 via the

- GUI 313 that the content cannot be reproduced, and ends the
content reproduction process. On the contrary,‘ if the value is.

_ “Return required”, after executing the LD return process of

30 - returning the LD 80b to the right management server 20b (52232),

- the LD return unit 305b returns to Step S2202. Such a case
occurs when _the effective period of the Lb 80b has expired without
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a result of the judgnment (No in. S2210), the LD update unit 306b judges
whet her or not the user 6 instructed to stop the reprotfubbvanbar2d06he GUI
313 (S2211). Wen the user did not instruct to stop reproduction (No in
S2211), the content 30 reproduction unit 311 is allowed to reproduce the
content. Wen the user instructed to stop the reproduction (Yes in S2211)
or when the reproduction tinme has reached the permtted -61 15 Novenber
2006 reproduction tinme (Yes in S2210), the LD update unit 306b stops the

cont ent reproeducingrtheSednlent ¥1dtpequkees the current  reproduction tine
cl ocked by the ti %(82213). Then, the LD wupdate unit 306b updates the
details of theOfD ashart barsl r ephstucting oateont erstadSA2d4)sage be

idd ; . it b t t ' I t at 88
The: conduggfedt e BRI 1G0USY (At e Soffe i ds R HCE A
cl ockted ¥es tive $22615), Obhe gpiméhmg degylpRiof h@nf"rtD 3?@“5!&&11%- SS?%QSOb t
exe e n-.u e-en return process of returnin e o}
t hecglri }%ﬁ%é&gﬁé‘?ﬂ S@%\}b?e"z v@zﬁ;zs‘o)tg aaﬂr@dyce[frmnuthgunon‘teamb
execut edda efd 1 | a t .et e process._.of returnin
the LD oup abage 3aactsr alie), SR A e eIRiBhokRk T eRdis Blark T,
- managenetR9s@c@tireghthe dententgdekeypbidid BOP Boodrohe tiH: dpbalgme 302b
S2215), ; ' f. 1 t ent ducti .~ Next,
{he on) BSSUCIERAT, With, rARCAMAT: S lciEshanisar choWarks b e modues ai ned
wih re(62202)tand fhesedar tolthdichntthe BblryBRdrsupgd Hyghart showi ng a

suarouti ne of the 0 on-usage-end LD return process as shown in
Fi

032, The URRR: Fefey jofdghencomtient3akrypdims lbg; hdre tbenvehtie of
| ﬁ ggufpéﬁ?ﬁg@? Lﬁ'\ﬂ; eaé! @%ﬁ%ﬁégﬁg&%«ﬁ{éﬁ%%gﬂﬁ?ﬁgeﬂ Ulf'\l'?%?r' %tﬁglr]gage- end
return theg et ‘Reabase SO ofth the B iBntcU¥ypridn 3RaY Fgcutes
the L_D EthLﬂd'B?,r %Cne sthoé croe|1ttlérnr1]:|'=%peptrgguction unit 311 reproduces the
content decrypted by the content decryption unit 310 (52209).

15 . - After reproductio'n of the content starts, the LD update unit
306b judges whether the content reproduction time has reached
the permitted reproduction time or not (§2210). This judgment is

- made based on the permitted reproduction time 872 in the terminal

. usage rule 87 in the LD 80b, the terminal usage status 88, and the

- 20 reproduction time clocked by a secure timer., In other words, itis
judged based on whether the total of the cumulative content

- reproduction time stored in the terminal usage status 88 and the
: relprodu_ction time clocked by -the timer has reached the value
stored in the permitted reproduction time 872 or not.

' 25 When it has not reached the permitted reproduction time as

a result of the judgment (No in $2210), the LD update unit 306b

- . judges whether or not the user B8 instructed to stop the
reproduction via the GUI 313 (S2211). When the user did not

~ Instruct to stop. reproduction (No in S2211), the content

30 reproduction unit 311 is allowed to reproduce the content.

' When the user instructed to stop the reproduction (Yes in

S2211) or when the reproduction time has réaChed— the permitted
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LD 80b to the right managenent server 20b automatically (S2222), and
returns to the main routine. On the other hand, when thd5 NaleutbeoP0dthe
on-usage-end return flag 844 is "No return required", it returns to the
main routine. 30 Next, the on-usage-right-lapse LID return/delete process
in S2215 in Fig. 32 will be explained with reference to a flowchart in
fig. 34. -62 15 Novenber 2006 Note that this LD return/delete process is a
process for judging whether LD 80b is invalid or not, and returning the LD

80b go lt&i@rm;hlgbtiohmhiageﬂéms sar %Qrz 12(%)), t)hed_elbe@baﬁtétumtemjg[; igitoipﬁva: id.
Fig. 34 js a wchart show t he subroutine in the 5 on-usage-right-I|apse
LD ret uri/ef80 eﬁ‘ttod'@ﬁo&%%@? &S%%é@s, ands gcagiresnshep apaand uni t

306b exaramesd i r Nt: 1] SS e t e
(expiration t iNﬁ‘%’?E_)@?t{rﬂg &ﬁ%%ﬁgebgf ?@gt Pvrééggﬁlgglggl, eﬁgtr#al'l'y&?%h"ébl i cense
ef f ect | VdP@aE€otinib 306bhawpdates ethe wdebailef efetite LD t@@bl useth sor

effegtiv ' i n.the tar 80 2302). Wen the present tine
has ﬁot r%é%}%pdalgggg'gtﬁee g:t?dﬂtqr}}:e (gﬁzi%% | i (a%% '@)Pfr@ctsiﬂ?é:'fi& PU%? g7 (No in
S2302), updat®pdBEsHRId: ' I Loi nal
usage)stai?ugl Béan 15 the faﬁg?téﬁsﬁgg%l E,ggblrég%tc#;% ?ﬁeﬁ\%lgggt]gra?ggg

per ni t t R UcepPbalned oy addingrthe cumentszgaydudtion Bnsek:loakest by be

used whepd Bgn¥pl ue of the original usage status 86 has not yet reached
the permtted reproduction tinme as a result of the judgnent (No in 52303),

so the LD ret @mcenipdatitly ehds DheheD BOrdrird DhieBeTh Rhasarethiout
ret,utni ng or_del etiag‘_bg?_g E{SOb' On the other hand, when the present tine
t

hast bas Y USRIC HRY MePrOERsS ObrsYrning pdre ddDe30b( Yesthe 52302)
Sggm \tA{]gg’g iﬁggpo uc |§{r\elﬁ]$eé¥(\) es'ﬁfﬁnb g@%?)ﬁbﬁ thgﬁgg%ggigﬁﬁeoﬂﬁ‘g'etgﬁtused.
So, the JMlrexecuies dbgnent usaige-30ghtjlapgesL bhegherntdelete process
of returning the LD 80b which cannot be used for content
, reproduction to the right management server 20b or deleting the
15 LD 80b from the LD database 302b (S2215), and ends the
operation of the content reproduction process.
Next, the on-usage-end LD return process in $2220 in Fig.
32 will be explained with reference to a flowchart in Fig. 33.
| Fig. .33 is a flowchart showing a subroutine of the
20 on-'usage—end,LD, return process (52220) as shown in Fig. 32.
The return flag judgment unit 307b judges whether the
- value of the on-usage-end return flag 844 of the target LD 80b is
“No return required” or “Return required” (S2221). When the
value of-the on-usage-end return flag 844 is “Return required”, the
25 LD return unit 305b executes the LD return process of returning the
LD 80b to the right management server 20b automatically ($2222),
and returns to the main routine. On the other hand, when the
~value of the on-usage-end return flag 844 is “No return required”,
, it returns to the main routine. |
30 Next, the on-usage-right-lapse LD return/delete process in
' S$2215 in Fig. 32 will be explained with reference to a flowchart in
Fig. 34.
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LD 80b ‘needs to be returned to the right managenent server 20b or not with
reference to the value of the on-right-Ilapse return fl ag5 Ne#é&mbér 2006 LD 80b

(52304). When the value of the on-right-lapse return flag 845 is "No
return required”, the LD update unit 306b 30 deletes the LD 80b fromthe LD
dat abase 302b (S2305), and returns to the main routine. On the other hand,
ei ther when the value of the -63 15 Novenber. 2006 on-usage-end return

flag 844 is "Return required" -or when the value of the on-right-Iapse
return flag i Notgettat thigikdretune/deletedatacass tis3a6lprexesst ésrt he LD

and rot Goging Whett LMok 18, iny3 gy Retosnd FRluring: deedd &0 =

returni g the 8igghtf memadgemenesereerizoh oPhelcinggr Wi itRDAVSARAL Server
20b in the caontent _distribution system 1b of the second enbodi nent

digita
will be explaf Kd #f* HSr & efl@wehast ashioovirgr then subyowsne1onFithe 35 is a
f 1 o haiphn SR &\Gj A | \ 7 r p Wen, the user $
clicks a "Return t%ﬁgéapt%gﬁ ggeggré‘/ﬁ%ﬁé’ g)ﬁiggﬁsaéggﬁm & 1%?8'.”"28, for
exanpl eindri@.s®lects one LD 80b which he wants to return from anmong the LD

80b stored in b?eé_th 15 tabas.g é displ'ayed inalist formon the LD
return menu  S0FedP ndP e eGP caxpsnites vahathgy afe not dthe the LD

return prasentictinge hael pdi ' L3 Loy o D
return F_’unit 305b vi a thg é%lg%rltg'é g{]rgﬂl ?ﬂmét é%pt@%@ﬁﬂaﬁ?)}sﬁ tr}:&él_on I's
execut edcepgeupliectiveiperiod 87dl L bamelynthasticeasieoaffaative heetipey $ via

MR e R YU g o R G Ty
server @Dhheitardet COMBOL ¢8RIIgR NIt 312 (S2401). 25 Here, a terninal ID
hel d by the t\ﬁfhrgr?%hel B/rteggr?tnglme has not yet passed the end time of
the license effective period 871 (No in S$2302), the LD update unit
306b judges whether the value of the original usage status 86 in
15 the target LD 80b has reached the value of the permitted
reproduction time 872 or not ($2303). The LD 80b can still be
used when the value of the original usage status 86 has not yet
reached the permitted reproduction time as a result of the
_ judgment (No in S2303), so the LD return unit 305b ends the LD
20 return/delete 'pro.cess\ without returning or deleting the LD 80b.

On the other hand, when the present time has bassed the
end time of the license effective period 871 (Yes in $2302) and
when the value of the original usage status 86 has reached the

, permitted reproduction time,'(Yes in S2303), the LD 80b cannot be
25 used. So, the return flag judgment unit 307b judges whether the
LD 80b needs to be returned to the right management server 20b
or not with reference to the value of the on-right-lapse return flag
845 of the LD 80b (52304). When the value of the on-right-lapse
return flag 845 is “No return required”, the LD update unit 306b
30 | deletes the LD 80b from the LD database 302b (S2305), and.
returns to the main routine. | |
_On the other hand, ‘either when the value of the
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capability storage unit 303b is set for the termnal 1D 92 of the LD
return request 90b generated by the LD return unit 305b]l5 hiesternber 209ént i fi ed
according to the LD return instruction fromthe user $is set for the LD
93b, respectively. 30 Note that when sending the LD issue request 70b, the
communi cation unit 312 of the user termnal 30b and the comunication unit
28 of the right nanagenent server 20b -64 15 Novenber 2006 establish an
SAC. Upon receipt of the LD return request 90b, the user identification

unit 23 ah-tsegerghid rmmagﬁnﬂat_:j S/ &l Eﬁlétufi*ﬁ“i‘éi Lf%dt M WehBhN@he! D
quest 90b (52402 fter identifying the

I ncl uded |’n thﬁ lﬁ%ret ur
terni nalv9'8€ PhdN&ER-f ﬁ)%ﬁtre@hlrﬁnﬂtag BB“R@HQEB reigatined “t tlaeildanti fi ed

t erm nal r [ r r Wt h
refer encue[b(t?)‘(a)t? l'$'t“(t}s§réGbne?(%‘ra#gtté|§otnhéol @b@i"rg‘lptj@éggg)ﬁ %‘i&ﬁ't’ﬁ@ P'@?m nal
I-D i ncl UdedB0h toeth® nightrmanampeste 90seri@ri 2000tasHoreliis thetheer

I nf hase 21 (No in 52403), the user identification unit 23
cons %gfﬂmp% as an unaut horized user for th| s di gi tal content

distri but i on Yskemthb Lpn f , t

cannot be’ returned. \Wen tﬁgﬂ?ﬁeﬂ# rﬁlﬁg?é#%(g;ﬁé%% ?E?Qb urn

request USEH desminalt gOdu tion thiee right mﬁnagementdseab@lsemb GlYeb‘hen

52403), nit cquires the user LD assocjated

wth i GIONRIeERtEAERISHETAAE shifern LEC YIS sacont iPBelbdat o

unit 27willbenexptsirgd Q’fl!thhﬁeﬂd}‘iﬁhd@totQ?!é@cﬁ%@@tiﬁfg §§7b updates 20
(égilcense dat a i_nc| Udﬁfgol n the LD return request 90 ﬂ‘J(S 04). This

e is exe lﬁeéﬁ I§ arHdovshaskishpwingeihe ogerationlie. thenb DL Petime ysi s
un|t 26prgeakyzes the LD included in the LD return request 90b, and
acquire a pari necessary for the license data 222b managed in the |icense

data dat abaseVélon tiereiser tBha:I&fkst actRetutPLD hBueksY §Bb lda atiprapnt ent
decrypt «'_;8Pe<‘éﬁyas smem(f)vrn an‘g 28, for example, and selects one LD 80b |
- which he wants to return from among the LD 80b stored in the LD

'15 database 302b displayed in a list form on the LD return menu
screen not shown here which is activated by the click, the LD return
instruction including the terminal ID is inputted‘into the LD return
unit 305b via the GUI 313, and thus this LD return instruction is

- executed.

20 Upon receipt of the LD return'instruction.from the user 8 -
via the GUI 313, the LD return unit 305b generates the LD return
request 90b, and sends the generated LD return request 90b to the
right management server 20b via the communication unit 312
(S52401). .

25 Here, a terminal ID held by the terminal ID/terminal

' capability storage unit 303b is set for the terminal ID 92 of the LD
. return request 90b generated by the LD return unit 305b, and LD
~ identified according to the LD return instruction from the user 8 is

' set for the LD 93b, respectively.

30 , Note that when sending the LD issue request 70b, the
communication unit 312 of the user terminal 30b and the
' -__cOmmunicatio_n unit 28 of the right management server 20b
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usage rule and the original usage status, fromthe LD return request 90b
first, and then acquires the termi nal usage status froni35 NheemBeri280ar n
request 90b in order to exam ne how the content was used on the user
term nal 30b. After acquiring the term nal usage 30 status, the LD update
unit 27b increnents the value of the original usage status acquired by the
LD anal ysis unit 26b by the value of the term nal usage status so as to
update it into the incremented -65 15 Novenber 2006 value. After updating
the |liceaxebdiaitfart BACD update unit 27b stores the updated |icense data
in the |license data database 22b (S2405). This storage is nade by
referring to Ni dessépbiapl Sh@atladBageteain, maguest n§0b, r éber dusec! udi ng

th f ] [ficati it 2 ] ' th
updat od AEEETEEEEN AR o URELIAY i haBRnERs SeskeE il lePtiies A 1 or
stori ngtheeteruenaé IHatimdlodeleihi theeasieDdpbeudinti@iprest 2h (drqbh)update
um:ﬁ 27b send%fghe, D r%n g]rﬁocess_ 10 conpletion notice to the user
term nal 30b {(YAEYAEEREHMMG e Barminad 188 (tezasey. idgstificati@irpurdt the LD
return | ti Fi | [ it 2,..the LD
return o iashe IHAA e A AiRg, LB AR dPLE B b8 Gel ot oo
fro_mf t hinfaymetin abl@geba;s:ﬁb 25242—7)nogh?witl? hee@qﬁ@rs%uggg 305er
- notifie e Vi, a : at return o e S

c'orrpl et g’&f&'}}ﬁﬁgisoeridfhttaﬂf@% ?c‘gjglznté%im t he ot her hand, upon receipt of the
Nt 305D 20 mot T e phalnat TEHILERIE NG S 1 PRt aue et et nt b

uniit 305b 20 notifies the user 8 viat b cannot be
r el Gr netf, NOYdstRERd tinethe dtsesiinfomniation databasg 2 be(N® iBOS2403he

second Eigoqina denEAERRRIT, B 23 SPaslAes TN skl BppaPadit can be
reducedunazihirtizelisasee deyseitis @igital’ ¥ShteRPAURHD UtYoR SbyéfsnPf Y | cense
and notifies the user terminal 30b that the LD cannot be returned.
_ - When the terminal ID 92 included in the LD return request
15 90b is stored in the user information database 21 (Yes in $2403),
-the user identification unit 23 acquires the user ID aésociated with -
the identified terminal ID and passes the user ID to the LD update
unit 27b.
. Upon receipt of the user ID, the LD update unit 27b updates
20 the license data inciuded in the LD return request 90b. (52404).
This update is executed in the following manner, for example.
The LD analysis unit 26b analyzes the LD included in the LD return
request 90b, and acquires a part necessary for the license data
~ 222b managed in the license data database 22b, namely, the
.25 license ID, the content ID, the content decryption key, the original
-usage rule and the original usage status, from the LD return
. request 90b _fir_st, and then acquires the terminal usage status from
‘the LD return request 90b in order to examine how the content was
used on the user terminal 30b. After acquiring the terminal usage
~ 30 - status, the LD Update unit 27b increments the value of the original
' usage status acquired by the LD analysis unit 26b by the value of
the terminal usage status so as to update it into the incremented
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I nformati on and issue requests of license information can be controlled,
and. thus. demand for various types of services for cohbélevemmberg®06an be
satisfied, such as content usage control based on various rul es and usage
results (for exanple, the details 30 of |icense data which is to be

rei ssued after returned are changed depending on various rules and usage
statuses such as "answered a questionnaire" and "used Atines wthin X
days") and collection -66 15 Novenber 2006 of usage results. Furthernore,
the | oavadbethe server apparatus can be reduced during |license data issue.
I n addi ti on, %&gordina to the second enbodi nent, versatile expansion of
content rul es"d5RT daPF@&INgebihByligenseaddata, thent® wpdate onita 2 ver

appar at gsopad ¢ qﬂﬂﬂg' p f. U .rul es, ,nane an_ orj.gi nal
usage rul g andﬂH§ t er_m%a |E<‘é€g%¥r€$t6£ !Fnﬁ?%ﬁhé‘?n%r%@ea é{/%ﬁ?t%ﬂ'ﬁ‘? r#d.&fi nabl e
and conﬁ|5i2cf’eﬁ5:h u?digs_stcrreaganis beadat lbyduﬁﬁéi-ﬁiﬁgi toméqycﬁsérﬁ?fégi nal
usage r r.a4-germnal__apparatus. In_this caSe, en issuing license
dat gJe tﬁ‘g%Pi@%r%engfbaos%ﬁf&Df&'&sa J&sorg: énclidie ths d1se1d 1D massadage
rul e bafestrorthe hgs€pnid é 8BFRASAIG Hit! §30f ' e dat he
server _apF.ar at us ss_ets thlgﬁgg%eﬂr@ﬁeg’rﬂgagg’rah?agsﬂoi?'{?érﬁﬂgalﬁrptfg% rul e.
Note- t hHEeNge: dataiig the reeerhindisindthecsesyshed ibepin he second

enbodi nent, t t he. ori gi nal,_usa ryl e 2224 15 or the like is
onder the MRSt il it s Tdh e dicarica dlatandiatonassy | ng
that L tibeappDi edptiateheygrse2 pher. i gimal e 24b. or
thi_ l'i ke is under the Fr:ana ement onmtr%i%%i Eﬁgf qflae rrﬁﬁn@gr é)'#&'ﬁesge% Mor e
spedi 1 i CAMRICLQn dipkigei ke Ehg. user temminiajhi O baviagehentonafusécation20b i n

t he di gk ZQOPSQWOGH stribution systeml|b holds, as |icense data
purchased by a'user, ‘an original usage rule 2224b (10 times, for instance)

and an ori gi ldpoosegeeipitabfith2?RBbréngdht Prokgsst Rﬁﬁ? t t he user
termn h30b. Hﬁon.receipt of the LD isgﬁé rggugg?H§0b ﬁdﬂ§$§gqﬁger
t ermi nal 'S8 MIPEOICIHO M B HE b ndhe bBr vetunopiriit S0&k oftthevuder of t he

origi nalerdAREA 30b deletes the LD 80b to be deleted from the LD
15 database 302b (S52407). Then, the LD return unit 305b notifies
~ theuser B viathe GUI 313 that return of the LD 80b is completed,
and ends the processing. -
On the other hand, upon rece‘ipt of the LD no-return notice
. via the communication unit 312 (52408), the LD return unit 305b
20 . notifies the user 8 via the GUI 313 that the LD 80b cannot be
_returned, and. ends the processing without deleting the LD 80b to

be returned from the LD database 302b. . |
As described above, according to the second embodiment,
-not only the load on a user’'s terminal apparatus can be reduced,
25 but also accesses to a server 'apparat'us by returns of license
information and issue requests of license information can be
~controlled, and thus demand for various types of services for
content usage can be satisfied, such as content usage control
_ based’on various rules and usage results (for example, the details
. 30 -._of license data which is to be reissued after returne'd are changed
depending on various rules and usage statuses such as “answered
i a questionnaire” and “used A times within X days”) and collection
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rul e 2224b and the original usage status 2226b for LD 80b to be issued to
the user termnminal 30b which has sent this Lb issue reqli&bovadber 206as to
del ete the original usage rule 2224b and the original usage status 2226b
fromthe |license data database 22b 30 tenporarily. The right nmanagenent
server 20b generates a termnal usage rule 87 (1 tinme, for instance) and a
termnal usage status 88 (0 tinme, for instance) based on a predeterm ned
rule -67- . 15 Novenber 2006 when issuing the LD 80b, and enbeds them

onto theoflDsg@e fresults  Fastieerinored, heie IRRdE ont Bge 218 4pplatavad using
a doubl e-éﬁﬁ:r Sfruc uchgr,_ with the original usage rule 85 and the original
usage <t c 46 l‘!aﬁf%ét ipgrlirpasedale issue.87 and the ternminal usage 5
status 88. Thgprseldi ' : tall ternmnal usage
Status 83 by Che SItRIT #eLordd'RECHTE Sebold Antidinddf oV ELEulTs, (he

usage st@XRBNSIRMIOTF sbdrtenterwlesy chnm Ueertaemzielmlbg ?@amertaﬁu{gwc?h?ﬁ@é the
rom erig

terrg'nald qfnséa%%ﬁl% of the LD 80b 10 receive

managenent Serve ' Sh&P s @rﬁg In{redcing . twet EYRestof Hisager

~ term nalrudeb, nenaelychardrigm o] e ofiginal
usage status 86. Thgn, thég _u%@?s? Fn‘?’”%ﬁégg?gglﬁ@ghgL§§E§%&d‘y}éhavmg a

doubl e- wandit avent ant indefigablesmadecentplieatert 12RYaIsuly @am.D

“return ; Ok U recei of. the LD return request 90h, the
rant | Panp eIl i BODel AE 24 ShighaR grtade g iR & lerihabe.
amount appEtatals.ushgethin ¢dee ! WHéAasSUIAC AtefsRY dhbs {hadfer ifGys, wth

ref,erence to the term nal usage_ status 88 o6f the LD 20 80b,” and stores.

agdith t ARPGaRUS:0enaigtes pedefinablgnanchsimplegiisay eussge beisediom®226b in

the |icegraecd ; a h nent qf ,the right nanagenent
server 20b. Nﬁlg“t@ﬁgtéat ﬂga%%iléiﬁg @Z@&ansg ﬁ@tﬁbtad’i"ag%%ysgﬁgﬁacti ng
the origbparalsisgeetstheugeheoatédaisagei nile dsageermtifal 23dde Higesecond

enbodi nent , tRle usa,g IEer rH_InaI . 30b is N

| ote that in the digital content distribution system 1b of the
- second embodiment, the case where the original usage rule 2224b
15 or the like is under the time management has been explained, but
it goes without saying that LD can be applied to the case where the
original usage rule 2224b or the like is under the management on
the basis of the number of uses.
_ More specifically, as shown in Fig. 36, the right management
20 server 20b in the digital content distribution system 1b holds, as
_ license data purchased by a user, an original usage rule 2224b (10
times, for instance) and an original usage status 2226b indicating
the usage status on the user terminal 30b. Upon receipt of the LD
issue request 70b from the user terminal 30b, the right
25 management server 20b cuts out the whole of the original usage
-rule 2224b and the original usage status 2226b for LD 80b to be
Issued to the user terminal 30b which has sent this LD issue |
. request 70b, so as to delete the original usage rule 2224b and the
- original usage status 2226b from the license data database 22b
30 .-temporarily. The right management server 20b generates a
terminal usage rule 87 (1 time, for instance) and a terminal usage
. status 88 (0 time, for instance) based on a predetermined rule
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structured so as to return LD 80b to the right nanagenent server 20b

wi.t hout reference to the original usage rule 85 and theldbNogembér 2008age
status 86 of the LD 80b, if at |east one of the on-usage-end return flag
844 and the on-right-lapse return flag 845.of the |license 30 header 84 is
"Return required". However, it may be structured so as to return the LD
80b to the right managenent. server 20b with reference to the original
usage rule 85 and the original usage -68 15 Novenber 2006 status 86 as an

al t er natwhient satingetisé [ 0H H d fljgg 844
and on-right-lapse return flad %Qg %]ﬁ{‘i?%lﬁg ﬁ | cehﬁs@&ggﬁ% %Qeéﬁprﬁ%‘é%gD 80b
has a ddab¥e: | af})'érotbﬁru‘dﬂmé, the 48 8Q@brayisseest usibgredcebhs-lageret urn

the LD i gh t ith ref to th
or' gi nal- L asBut et iftAGth g SPBRISTTRA 38, ille. 52 lick thE aEiciRak usadRt i ve to
at | eaststatusr6, aind ther eonvedabUsHPEs1AB08 Y S5 NG H ferffiankdde

, e as

on-rd ght-| aps eturn flag 845 of the |icense header 8
a dcﬁjbl é—t?gl§§$8$structure and the maxi num of the 10 remai ni ng usage rule

cel 2 oL o Daie Uod o aRSoHSCR ne2g ke e LT U572

status 2226b is not 1nc ter abl e

22¢ hasUsége stpltusn88 by sheubendantdefiadtitl ashigecose thl eekiniRaperi od,
perm'tt‘ﬁg rmtted 15 nunber of reproductions) and an

r tiLon tinme e
on- usage-%@%@fﬁ&ntﬁ?ﬁﬁﬂ?(éﬁa&‘@t‘ﬁ'tﬂ'brggﬁrﬁ%?ed)m'é'rﬁﬁ)rteﬁlle teeménalil e, but
this | sushagle [ e r ' | e f t N, eS
dof L nedandehaw ﬁfﬁ”??ﬁﬁde_ t“?zlf?“.ﬁ?{c | Bsads gsgaggg\r/r%?e?’fa%ﬁl 0B, Bl
bad@d offGRiMarbirerethe fightimiameeimen bseevaniX0howhanore piedbcingpse

et nge of P REAer Mote, FGL. BB, HPEP S OIS0 aDh hever deteasniagie. |n-
e g D2 S S DT ERE o OT Al SRR SRt U ST
st ruct W88 adehREN@dLIZ0D 25engis hthéold) BOthabawvéeg expdaiuide-tdar in the
digi talstructure to the right management server 20b using a LD return

15 request 90b. ‘

' , Upon receipt of the LD return requesf 90b, the right
management server 20b updates the original usage status by the
amount of actual usage on the terminal indicated by the usage
status, with reference to the terminal usage status 88 of the LD

20  80b, and stores. again the original usage rule 2224b and the
~original usage status 2226b in the license data database under the

- management of the right management server 20b. Note that the

- remaining usage rule is obtained by subtracting the original usage
-status from the original usage rule. '

25 In the second embodiment, the user terminal 30b is

structured so as to return LD 80b to the right manégement server

- 20b without reference to the original usage rule 85 and the original

usage status 86 of the LD 80b, if at least one of the on-usage-end

~ .return flag 844 and the on-right-lapse return flag 845 of the license

30 header 84 is “Return required”. However, it may be structured so
‘as to return the LD 80b to the right management server 20b with
reference -to the original usage rule 85 and the original usage
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content distribution systeml|b of the second enbodi nent, upon receipt of
the LD i ssue request 70b fromthe user term nal 30b, th&5 Novghber@oagenent
server 20b issues LD 80b having a double-layer structure including the
original usage rule 2224b and the original 30 usage status 2226b to the
user termnal 30b and deletes the original usage rule 2224b and the
original usage status 2226b from the |license data database 22b
tenporarily. However, without -69- . 15 Novenber 2006 deleting the

ori gi nalstabage 86l 8s 22324baredntii/®r t@i bRl 1885080net U228 the
| i cense data database 22b, it may issue the LD 80b which does r%‘@q ncl ude

the ori GTHASARS Y dedurnidBoBdi4 and wrirghktl apssgeekunn e 8460f 5 Mor e
speci fi I iy Fi 7y R [ nt. seryver 20b in the
di gi t al Q?En%"e‘?ﬁ?’%éf Eﬁ%\}’?bﬁﬁ'olnfgggét LR %@%Jﬁé?@@%@éﬂg@r ElrictiFehased by
a user, Adaoprit ghayl bessigriatuire d22348s (tb0rehoti thef LD BIH 8508e #hEaN

ori % nahgég e status 2226%6]&9%“ ng the usage status on the user
term na SGIRER Y R RN Eefieranee dor By atigdl psage: feleuser

term naBs38Ad I LT t V. : L.Ral _usage
rule 87 (1 hour@o%gghitaristance?ﬁgﬁgigtsefﬁmaﬁg ﬁ%%éggqﬁ gﬁbésg%‘gbfgntel me, for
i nst anc@} them remaredi nan-usage-end A2tdnandldde 8449i aald uthge St at us

sont oD TigTaBSE ITHIR 9650 AR onbanFedise CaReT B JOsROLD o
i ssue. 80b usas terdoudle3RyandatRictUie dshal lthef nﬁef&%r{nﬁéﬂ%@" ghgsage

sti us 88 by the usage of actual usage on the term na ate y the
us Qe sk Ningt usageerule caleutated dadeadiioushge ozlyinal eusdgenculehe

term na S Oof .t recejved . fromthe right nagenent

“server %gaﬁgdrﬁg‘alréogﬁ%[g‘ga’aagaggeﬁgg.)tusr%?r#&?H§ DoL,t i‘ﬂﬁ?ﬁaln EBS sends

t he LD B8tmimal besageghtilemanagenment server 20b using a LD return request
25 managenent

server 200 upihBeullentalole gZrmhasshgensexplainsicesda rule for defining
a license effective period, permitted reproduction time (permitted
15 number of reproductions) and an on-usage-end return flag which
are to be set for a terminal usage rule, b-ut this is just an examﬁl'e.
Various rules are conceivable for the rules defined on-the rule table
22¢, including, for example, a rule defined based on whether there
| is an intentio_n of examining an on-right-lapse return flag and a
- 20 . terminal usage status and a rule for changing the setting of the

terminal usage rule and various flags for each user.
In addition, in the second embodiment, the license data
database 22b and the rule table 22c¢ ai‘e formed separately, but

_ these tw.o tables may be structured as one table.

25 Furthermore, it has been explained that, in the digital
content distribution system 1b of the second embodiment, upon
receipt of the LD issue request 70b from the user terminal 30b, the
right management server 20b issues LD 80b having a double-layer

- structure including the original usage rule 2224b and the original
-~ 30 usage status 2226b to the user terminal 30b and deletes the
| - original usage rule 2224b and the original usage status 2226b from
- .the license data database 22b temporarily. However, without

-69-.



in the |license data database under the managenent of the right nmanagenent
server 20b by the anobunt of actual usage on the terni ndb Navdinbet2e06by t he
usage status, with reference to the term nal usage status 88 of the LD

- 80b. 30 Also, in order to execute efficiently the operation of the user
termnal 30b for returning LD to the right managenent server 20b
tenporarily and then acquiring the LD again (the operation from 70 15
Novenber 2006 the LD return process (S2232) to S2202 in Fig. 32 or the
like), ﬁial‘&tmgt the iovdgowai ngaget hele X2 4B %mdb@heswﬁﬁngn ﬂgég@ay be
I ncl UdEdtltq hg k%ibgturn rocess conpl etion notice sent fromthe ~right
managenente & ¢& 8 u%‘é'?s?éhﬁawéilat@d}kaﬁel@@pltmﬁuathm 35.

I'n this icps@ObWMAgIIchh e ret

process corrp(lagt | oncﬁotaf)gg ?ﬁg?hniaew %D&Pég Ie'l'nlfgs ?de W‘ %%#‘%ﬁ
processitif erigiawpli vsagel statug 226tm. it is notified that new LD cannot be
I ssued, it do cut,e the processi of_acquiring new LD. 10 '
Fur t her nor e, ?ﬂgp‘gescpo%‘ﬁ? g’dlqﬁaﬁ OM'Béggt r:ﬁ%t Gh@cﬂgbg MARAGENENE of LD
and the sremwmazm@ P agRS g AT cRG RN 'cngtrHB ﬂaﬁﬁ]é?ﬁ”“fﬂ Bold&!t 4 nee s

shown | r? in. thls Case, it Is assurre e user termn 30b
sends a SR lﬁjﬁl{,ﬂl pyGishasesubyta 1@ an oetgiesli lmgage rpﬂefmﬁnﬂ:h(ellm

22%252rré”n‘?f'iséfv‘%‘?”‘%&"@@%%’ﬂfﬁ%ﬁﬂubt@ﬁsﬁ’cﬁaﬁ%E Buscroent dEatides:

100, thé&he tgﬂagerm(raigw’rantth?eeus%rr teninrilf Q088 t
(pr ess__in S2402 é in Fig. 35) and then gog?%ﬁr?gé?@?ggﬁ?t e LD

ploteSs rﬁﬂ‘b%% fhbsz‘ogm 5i£b@7 ugeri gtermminaNot3dh hatheo tight LD

: return/| g t cture of nati on of a

1D 1soueHadertient sortet 2dP el Sy Bt HEGoRlrienfi7a BT as s to
retur ni ek mﬁstmoeitan(dlemtefm‘ﬂnaﬂ.@ltagleﬁétgﬁlls('ﬁt('ﬁﬁgig@er Gr‘blﬂ'r?ét?ﬁlléé 104 and
reques a ter i cense data a conten an
a termh é]'?‘cngbéb?ﬂgl'?a ¢4sagesr l;]thsQZZL‘tb iandsihe (griginel tsage statught

3 managenU2Gierygsed on a predetermined rule for the user terminal 30b

15  which has sent this LD issue request 70b, and embeds them on the
LD 80b for its issue.

The user terminal 30b updates the details of the terminal
usage status 88 by the usage of actual usage on the terminal
indicated by the usage status, with reference to the terminal usage

: 20 rule 87 and the terminal usage status 88 of the LD 80b received
from the right management server 20b when reproducing a content.
Then, the user terminal 30b sends the LD 80b -to the right

- management server 20b using a LD return request 90b.
Upon receipt of the LD return request 90b, the right
25 management server 20b-updates the original usage status stored
in the license data database under the management of the right
management server 20b by the amount of actual usage on the
terminal indicated by the usage status, with reference to the
terminal usage status 88 of the LD 80b.

30 . Also, in order to execute efficiently the operation of the user

terminal 30b for returning LD to the right management server 20b
. temporarily and then acquiring the LD again (the operation from
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20b'to the user termnal 30b as a response to the LD return/issue request,
- but the whole LD does not always need to be sent back, 1ahdvenbsr2606i mal
~and essential. information for the user termnal 30b to hold new LD nay be
sent back. 30 For exanple, when the term nal usage rule of the LD to be
sent back is sane as the term nal usage rule of the LD to be returned from
the user termnal 30b, information instructing to -71 15 Novenber 2006
reset the term nal usage status of the LD to be returned fromthe user

t er m nalthe@oh.D aetQinnpyobesse(s2bak) thnsbiie, GasFigl e user ynal 30b
does. not._del ete.t he éE to be ?%turned, but instead"g'reset%s'et hé?t :FigdrE nal

usage stB{ALTGIQMARAIGREBG whethemarssLDicas he issued.omnby rayebai nal
i f t L1 L t hi
choer | (NEWTUATR SR T BPORBab knpTaieT HaliF M Fibtrehhe ey

usage r@ighbfmamagdnentsenveru2tds 1 thet becretainahalsaos il Stafi ch has
"0", and holds it

been- se K Q rgsets the term nal usage status to "0", 0
as E;t igz{ggelq fﬁdg'igghasﬁbe Se&£BS8, nwinesh thee userudgrminaln30b iis cense

data it seitified Boseieé gy i ’ - e
return/issue re_qgest 100, ébtul{mfrééﬂav%%%C?inééﬁéstzahaﬁgqb%é;ghﬁ?& nek{)\}&/s need
to be dE3& ibxdssuedonitycantimieal thedpessessira) aRdcqifiringrebf ,bgtich as

the ter e, Si; , for the righ nmanagenent . server 20b to
return %@Dﬂsrrgg %éélg%é;irﬁﬂ%ﬁ_n%w tkﬁnﬁﬁ[‘ﬂp} R&s 1p8URDex i AJQ% RAL t he
.assurrptExecumatth@prowt&@;rsihgrﬁf%qlﬁq)lih H&yEHUrns the LD whose usage
rifat has |apsed to the right manageneht server 20b and then acquires new
20

0*ED, but i LPHEShasansr eudhe sgcomnaenbodimentemay hé stgachufedrsd he
1eSL! prEpORERIn S R o A 405 bRl hG 4 e T
managenparfammedr af0atpericer,ns Ahehdw ACHS Figd Bgr}smigmi@gcb%% ith Dusﬁgf
Chat T ASFHETE thaf TRE USeF” tarminal 30b sends a LD returnfissue.
request 100 for requesting to perform the LD return process and
15 the LD acquire process all at once to the right management server
20b, and upon receipt of the LD return/iséue re'q'uest 100, the right
management server 20b performs the LD return process (process
in 52402~52405 in Fig. 35) and then goes on to perform the LD
issue _processr(p-rocess in SZOO4~SZ‘007‘in Fig. 27). Note that
20 this LD return/issue request 100 is realized by a structure of a
. combination of a LD issue request 70b and a license data return
request 90b as well as a LD return/issue request identifier 101
indicating the LD return/issue request, namely, a terminal ID 102,
license data 103, a content ID 104 and a terminal capability 105.
25 Also, LD is usually sent from the right management server
20b to the user terminal 30b as a response to the LD return/issue
request, but the whole LD.does not always need to be sent back,
- and only minimal and essential information for the user terminal
. 30b to hold-new LD may be sent back.
30 For example, when the terminal usage rule of the LD to be
sent back is same as the terminal usage rule of the LD to be
returned from t'he user terminal 30b, information instructing tq.
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Is preferable for the user termnal 30b to control so that a LD re-acquire
request is nade only when the usage right of the LD hasl5 Napselbr 2006 or der
to avoid holding two LD with the sane license ID at the sane tinme. 30

Al so, in the second enbodi nent, it has been explained on the assunption
that the on-right-lapse return flag is information indicating whether LD
needs to be returned to the right 72 15 Novenber 2006 managenent server
20b or not when the right of the LD has |apsed. However, the present

i nventi 66Se Hie termiined usagaatatasdof the hb- to gie redpseedefram tHeg may

be used L ndiveall Rg, mhet her  the usage rul e remai ns or not which
i s cal cu atrgtdé'#rﬁgnméfﬁg%o% gi%nafn%y&%é;g u?@ggnd If’h@"&?@?ﬁalt Gs43@’ st at us,
whet her teBntimalbB0badgekr ot adeistd tA@ Le tpi BBt rSRNFHRENE Ob or
not, whet hgé tlﬁg[e)-ecan be del eted or not on the'gsgr term'nguggg%/t%r% t he

li ke, ah8SE terpinahbsagsnshatus@fddiast bDnkp 16" dendrhoids ithas inext
opemati ph according to the information identified by the flag. 10
Furthernore, in the second enbodi nent, the cumul ative usage tine and the

nunber of use®rdyea batminadushige rule rhaybesentusaaeradpinse thud LD
I nformagion invol vi ng t he usage status such as the content reproduction
start tlSEYHVISEHE ESAVESE rgg'} gt Fape, dhdst agsumedpthaktidiziddseémt o t he

. _ et I,
ter m nateH$REa| IGb USvEPNFIte? the FefﬁﬁHéP%c# etg e ff tHe Lf’ﬁe@(;[?%s” t

the server can acquire specific and detalled uUSage status o user
such asretwignednvithushgetetminabnssagadulauwhieht hdsnboadnf senydsackis types

f i ) 0.1 i al [ i hili Th
CLL0eCTiesets ik CORMERLIRARR st s 307 0k deadlRelds it s Tl oy st am
according to NBeePtRSENt hALYCHdEON ekPIhiHies &nS%é%s%p@%pﬁdﬁ fHyt @

term ngl. apparatus, and the server apparatus is suita or use as a
" conput CBPRESrdata 1igaltis desgirtheddot e Lixeabern néquesti 90bfamd dheh

o LB et i85 0L Pl queBPYGH  but tRE WIS | &Ent& 4t HSETREE"

always need to be described but only a minimal and essentia! part
15 thereof, such as the terminal usag‘erstatus only, for the right

management server 20b to retu\rn' the LD may be described. |
Up to now, it has been explained on the assumption that the
user terminal 30b once returns the LD whose usage right has
| _.lapsed to the right management server 20b and then acquires new
20 LD, butit may be structured so as to acquire the LD again from the
right management server 20b without returniﬁg the LD. In this
case, upon receipt of the LD re-acquire request from the user
~ terminal 30b, the right management server 20b perforrhs the
processing considering that the usage of the previously issued LD
- 25 “has been completed, and issues new LD. Note that in this case, it
Is preferable for the user terminal 30b to control so that a LD
- re-acquire request is made only when the usage right of the LD has
lapsed, in order to avoid holding two LD with ther same license ID at

the same time.

30 .. Also, in the second embodiment, it has been explained on
- the assumption that the on-right-lapse return flag is information
indicating whether LD needs to be returnéd to the right
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receives license information, such as a set top box, a personal conputer,
‘a digital television, a printer, a nobile phone and a hbbokenbaf2®f6ati on
termnal. 30 -73 15 Novenber 2006 CLAIMS 1. A content usage nanhagenent
system conprising: a termnal apparatus for using a content that is a
digital work; and 5 a server apparatus for managi ng usage of the content
on the term nal apparatus, wherein the server apparatus includes: a

|l icense information storage unit operable to store license information

i ndi cat i AMPRAGeayRNt aeever 2o ontrot wWhoen ehehriggrofitite LIDhasdapiseel .

term nal ratus, a |license.ticket generation unit operable to generate a
li cense fﬁ?’@ﬁ%&}ﬂaggﬁ Bhezen qb%g?ng 'tshé‘%i‘rmht@d} dehdhad; gand, g@ﬁse
ticket tenthghteldps@tetparri ld XG i nA% i i on on
a right indi-gati r%ﬁa part or aglm%ﬂgls,gs%fdﬁ@e%ﬁss%ge dptea%l%gpﬁd‘?batg% by the
li cense §h sagle brlacesmatnsorwnoh whichutecalantea fretrar thé wirogimetli on

set téng L b A0 b t et I. infornmptjon on,the license ticket
gene!_r)at e%@et Egr‘fi %@Hsceth%l cqggémégrfésf%g?og?ﬁ 137, WH@tE@fuﬁ iGHdrB&t i on

i ndi cat iaguirethargaie froneetise Fighteimangdferhee sepldirnody Qi hfotser ver
appar at us not en.the right of said license ticket | apses, and the

or 20 9
tern naWHESHHRELR Cancpesdeleted g0t equdr useirttespeingl 30bp anetjteet t he
server |agpaaAlUhd o c - f e
ob e PR S Bocrinfiat SOLERINY B SOFRLEND (4 JBLHTEL e
sent fMEXt bpesation aquundingsto aheomfrimasiege igentiridd Wy therragbl e to
contyol the u % of the conttﬁnt under  the usage rul e indicated by the
redd ved Hceﬁ% hermore, in the second embodiment, the cumulative
“usage time and the number of uses are only stored in the terminal
usage status, but information involving the usage status such as
the content reproduction start time and the content reproduction
end time may be embedded into the terminal usage status so as to
15 be returned to the server. As a result, the server can acquire
specific and detailed usage status of each user such as a content
usage time zone, and thus meet demand for various types of

services for content usage.

20 Industrial App!_icability

The content usage management system and the digital

.content distribution system according to the present invention
includes a server apparatus and a terminal apparatus, and the
-server apparatus is suitable for use as a computer apparatus which .

25 distributes license information for each content and the terminal
‘apparatus is suitable for use as a computer apparatus which
.receives licens_'e information, such as a set top box, a personal
computer, a digital television, a printer, a mobile phone and a
. 'mo_bile information terminal.
30 ' '
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ticket; and 30 a license ticket return unit operable to attenpt to return
‘'the license ticket to the server apparatus accordi ng tid Noeenttetr 0D

i nformation indicated by the received license ticket. -74 15 Novenber 2006
2. The content usage managenent system according to Claim 1, wherein the
usage request unit requests the server 5 apparatus for the usage of the
content by sending an instructed usage anount of the content to the server
apparatus, -and the license ticket generation unit generates the |icense

ti cket based on the instructed usageAIMEt sent fromthe usage request

unit an sendmai d license ticket to the termnal 10 apparatus. 3. The
cont ent ‘usage "h&RAHEENHSAGE B\ANRAVMENY SYSterieamMPrisifgrei n t he

content. 4. The eonri BBEeteis Nl Iihda cRhtERRYMhal TECe CHIGR!

wher ei nW®RK ] astd uct ed usage amount includes cunul ative 20 usage tine of
the gontent. 5. The content usg,%?_ managenent syst to Claim 1,

e ccordin
wher®in the uSate’ Y&I @RRAfiaLHS ANIING M99 PE]IQS? coiteiicppddie an

effecti Yérﬁﬁhm%ﬁbaﬁatﬁsj i cense ticket, the effective period being set as
a part or a whole of an effective period defined under the usage rule
i ndi cated by Whereicetbe seifvemapiparatas ifdudes:ent usage nmnagenent

e W R T R N A N
appar at inforrhatiof? indicating a usage rule of a content for each user who
10 uses the terminal apparatus; ,

a license ticket generation unit operabie to generate a
license ticket based on a request from the user and send said
license ticket to the terminal apparatus, the license ticket being
information on a .‘righ.t'indicating.a part or a whole of the usage rule

15 indicated by the license information. associated with the user; and
a return information setting unit operable to set return
~ information on the license ticket generated by the license ticket
‘generation unit, the return i’nformati_on indicating whether the
license ticket needs to be returned to the server apparatus or not

20  when the right of said license tlicket‘ lapses, and

the terminal apparatus includes: |

a usage request unit operable to request the server
apparatus for usage of the content according to the user's
instruction; | |

25 a receiving unit operable to receive the license ticket sent
from the server apparatus;

' a content usage control unit operable to control the usage of |
~ the content under the usage rule indicated by the received license
~ ticket; and | '

.30 alicense ticket return unit operable to attempt to return the
license ticket to the server apparatus acco-rd_ing to the return
information indicated by the received license ticket.
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15 Novenber 2006 capability information indicating capability of the
terminal apparatus to control the usage of the content ]3 esdemher 3U06ense
ticket generation unit generates the license ticket-based on the
capability information sent fromthe usage 5 request unit and sends said
license ticket to the termnal apparatus. 7. The content usage nmanagenent
system according to Claim 6, 10 wherein the capability information

i ncludes information indicating whether the term nal apparatus has a
secure clock or not. 8. The content usage nanagenent system according to.
Claim %ﬁ ﬁqH%EIn t he ngabl|lt I nformation includes information

i ndi cat iqtg wh CAHEN RIS MPPAOSTNS Masystemi aceording tonGlaiont o a
secure mgcordlng medi um or not. 20 9. The content usage nmanagenent system
accordlng to Claim 6, wherein upon receipt of the capability information

fromthe usag‘&eequeathem usagee reqeest tunket rgquesati ahainiskerivagl udes
| i cegpse nto the license ticket and sends 25 said

t { f {
|i cehse A é%t"fs ?Plﬁztl-li%?r"%refn@?l%ﬂﬁbﬁa?@?te{‘ﬁe by eendéngi anecinstsugted
f the t I nal
i nf or rratusa(}qe% %Pﬁgw 88 thioeoheeRtng ehbhse .Lv@g%g@aéﬂqit‘ﬁ%éapagl e termna

~appar at us on the capability In at lity
i nf or mati on. belmcenﬁﬁcbﬁk@ﬁtgﬁnnﬁammnagﬂntn@emwsﬁ&esamhmwh¢en$@ Caim

Novenber Bitieoasedr BR G TR ratRdysabe AR st itincre Gfeage”

i mredi arefyesti tuwoitt dRdnsavidst gaidnt fc@nseCHidikas ¥BAitHR trnfinkgr M nal
apq‘EH atus in cont ent usage management

apparatus.
3. The content usage management system according to Claim
2,

wherein the instructed usage amount includes a number of
15 usage times of the content.

4, The content usage management system according to Claim
2, '
wherein the instructed usage amount includes cumulative
20 usage time of the content,

5. The content usage management system according to Claim
1,
_ wherein the usage rule indicated by the license ticket
25 includes an effective period of said license ticke.t, the effective
period being set as a part or a whole of an effective period defined
under the usage rule indicated by the license information.

- 6. The content usage management system according to Claim
30 .1, '
' wh_erein\th-e usage request unit sends capability information:

“and the instructed usage amount to the server apparatus, the
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5 system conprising the term nal apparatus for using a content that 1is a
digital work and a server apparatus for managi ng usage b Nokemba@@fént on
the term nal apparatus, wherein the server apparatus includes: a |icense

i nformation storage unit operable to store license 10 information

i ndicating a usage rule of a content for each user who wuses the term nal
apparatus; a license ticket generation unit operable to generate a |icense
ti cket based on a request fromthe user and send said license ticket to

t he ter dapdbdiyar dfosmbhion i Gerfieatinget aﬁgzé i hif ti ri ght
~indicating a g?? or a whole of the Eg\%ecr Ieﬁggt%gi (t:)gt celg{%y ttgﬂgﬁﬁagense

i nf or matd A ERW £9r gentialnthe disrge .ofablde comtenk,nandf or mati on setting

unit operable u | f ' n | jcense ticgket generated by

the |icense tit?%e?%%riﬁéergft&lwﬁ %ﬁgfﬂg?ﬁ e@ﬂﬁn defferhes (Cfrﬁ‘q Jiress ng

whet her titkeet dinsedennetheckapatntidy irefdrenaeion nRshtt Frohe RS (BSag@par at us
ht of said |icense ticket |apses, and the ternm nal

or t t.he ri

appat at Jga%tud'ég!tgaaﬂgag%epgéue%@‘%n"f:en@ﬁer55 ett dor eftrsterminadr ver
appar at appg®fatégage of the content according to the user's 25 instruction;
a receiving unit operable to receive the license ticket sent fromthe
server ‘apparatus; a content usage control unit operable to control the

usage o t he he usage rul e indicated by the recejved
| i censef7'30 t@%&k?%ﬁgﬂgﬁ%?égn@'@@ 9%@?69&%%@6@%@5}& E-Ot%l'aam empt to
return 6he license ticket to the server apparatus according to the return -

-77 .15 Novenber 2006 information indicated by the received Ilicense ticket.
1210n progr anthredn: &he neppahitity: isformationt éncludeseinfemagtioamt
system I+ S t ' aratus for using a 5 content that is a
i o tal Mg AWM, hERte ARIEAT AP nafkulS T % secli Sbek 8

~ hot.

8. The content usage management system according to Claim
15 6, , '
- wherein the capability information includes information
indicating whether the terminal apparatus has a unit for writing
onto a secure recording medium or not.

20 9. The content usage management system according to Claim
6 _
wherein upon receipt of the capability information from the
lusage request unit, the license ticket generation unit includes
license ticket status information into the license .titket and sends
25 said license ticket to the terminal apparatus, the license ticket
status information instructing how to handle the license ticket on

“the terminal apparatus depending on the capability indicated by
the capability information. | | |

30 10. The content usage management system according to Claim
-9, | | | |

wherein the license ticket status information includes a flag
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usage of the content on the term nal apparatus, wherein the server
apparatus includes: a |license information storage unit bpbpagneert2806t or e
license information indicating a usage rule of a content for each user who
10 uses the term nal apparatus; a license ticket generation unit operable
to generate a license ticket based on a request fromthe user and send
said license ticket to the term nal apparatus, the license ticket being
informat,ion on a rjight indicating a part or a whole of the usage rule 15

i ndi cat d3BGRtIAY fhakrdie ilvenseaitiokebsnasitabedcanshnbd Waeqedatelya

return iy ' ' upi.t..operabl e.to set return information on the
li cense tlfcdgttggnnﬂleég{ﬂégegg &héolé){gﬁgéﬁf'?ﬂ@@d'&éﬂerat ion unit, the return
i nformation indicating whether the |Ilicense ticket needs to be returned to

t he serv, apparatus.or not- 20 when the right of said |license ticket
| apses, “ahd t Ak (H0RIAR caBPasaiusoiputar contenhcisagas managageentquest

uni t5 opes rajus Afor usage of t.he content

accor di nﬁgﬂ?t%rﬁgg'rﬁ@b Ftﬁgtt}%EWﬁ)anl;gﬁﬁgﬁaﬁ%ﬁgwiqﬂqﬁﬁtc%’ﬁ '&"b&éaFo

recei ve i$ fedigig¢ahyeork alnad assetvef B@péﬁm&efd&em@ﬁﬁaﬁﬁb%s'a@emlﬁt usage

control | perabl e.to control the usage of the contéent unhder the usage

rule i n&%ﬁ%g %Q%t%%ﬂ@édawpee%& ticket; and 30 a |icense ticket

return unit opdieaaidif ft?eaéér@@ﬁah‘ﬁdr%?:ﬂ&rir{ Edelsi,cense ticket to the server
I'n i 0

apparatus according to the retur or ma n-indicated by the received
license ti cke@."C%SQBHmevmmho‘nZQﬂﬁragé.unﬁts&peeabp@pt@r 8tdife ilitehseont ent

ot P THELL AR A8 sad rine Wohucn ERGrar Fraiusamagiong usage
of the usesette térnﬂnhmealﬁgéﬁéf@é; apparatus, wherein the server apparatus
| ncl udes: a license ticket generation unit operable to generate a
license ticket based. on a request from the user and. send said
| license ticket to the terminal apparatus, the license ticket being
15 information on a right indicating a part or a whole of the usage rule
indicated by the license information associated with the uéé"r; and v
a return information setting unit operable to set return
. information on the license ticket generated by the license ticket
- generation unit, the return information indicatih—g whether the
20 license ticket needs to be returned to the server apparatus or not
when the right of said license ticket lapses, and |
the terminal apparatus includes: |
| a usage request unit operable to request the server
_appa-ratus for usage of the content according to the user's
25 instruction; '
' a receiving unit operable to receive the license ticket sent
from the server apparatus;
a content usage control unit operable to control the usage of
_ -t_he content under the usage rule indicated by the received license
30 ticket; and ' -
) a license ticket return unit operable to attempt to return the
license ticket to the server apparatus according to the return

N o



a license information storage unit operable to store license information
i ndicating a usage rule of a content for each user who luNegember 2086 ni nal
apparatus; 10 a license ticket generation unit operable to generate a

| icense ticket based on a request fromthe user and send said |icense
ticket to the term nal apparatus, the license ticket being information on
a right indicating a part or a whole of the usage rule indicated by the
i cense information associated with the user; and 15 a return information

set ti ng infbtmetesatinelitateat by othis ReckiVé@d TidMde @fcikde | i cense ticket
generated by the license ticket generation unit, the return information

i ndi cati ng whether the |license ticket needs to be returned to the server

appar at us, or t t ri .said |icense tjcket |apses, and 20 the
term nallisza'ppa?\:lt%':s g el ugﬁsr: aghlhesrgléﬁfle%?gqrq&mst 'Bpér actﬂ'gtoetrgt e ®st the
server mapa@meﬁt;sysl&agecohpﬁsm?mherﬁer@ﬁmﬂa?Eaﬁ-@t@gﬁ‘oﬁi@ihg a

ble to receive e license ticket sent

i nstruction; recei ving, unit opera |

25 1% omaantend {hat thPa bﬂ'@é? WO Ache SBENRS aemaratusniar BRNABING t o
control UsETFaM@IcoritihtCBR e tMRIndINgpPaRgR,EL € | ndi cated by the
‘received license ticket; and a l'icense ICE PEYTf n unit operable to
attenpt to rewherainethedseirvensppardtets inclubdesser ver apparat us accordi ng

toth t ' i ngi cated by the, ' | i _ticket. -79 15
Novenber 20062 HEERRED BT ayR IS stQra g, Uajipaparabe o sbor divertienge
managengnforiiatRn ¢adREd ShedadusLa Aak éPB%@ﬁt'énE%rL@éag iSerc Nt hat

is a digital work and the Server apparatus nmanagi ng usage o
corlent Usest Hee tterminal apparatus; the 5 program causing a conputer to

| cense t1 okef JICETRRT LirkET dSRAtioR sttt oo bR aBleqtae vt o
license ticket based on a request from the user and send said
license ticket to the terminal apparatus, the license ticket being
information on a right indicating a part or a whole of the usage rule
- 15 indicated by the license information associated with the user; and
a return information setting unit operable to set return
information on the license ticket generated by the license ticket
generation unit, the return information indicatfn’g whether the
| - license ticket needs to be returned to the server apparatus or not
20 when the right of said license ticket lapses, and
the program causes a computer to function as:
a usage request unit operable to request the server
- apparatus for usage of the content according to the user’s
7 instruction;
25 ~a receiving unit operable to reéeive‘ the license ticket sent
- from the server apparatus; |
a content usage control unit operable to control the usage of .
the content under the usage rule indicated by the received license
ticket; and |
.30 | a license ticket return unit operable to attempt to return the
license ticket to the server apparatus according to the return
information indicated by the received license ticket.
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each user and send said license ticket to the term nal apparatus, the
license information indicating a usage rule of a content5 Novenlres 2006 user
who uses the term nal apparatus and being stored in a license information
storage unit, and the license ticket being information on a right

i ndicating a part or a whole of the usage rule indicated by the |icense

I nformati on associated with the user; and a return information setting unit
operable to set return 15 information on the license ticket generated by
the Iicense ticket generation unit, the return information indicating
mhetherét?e | i cense ticket needs to be returned to the server apparatus or
not whehlt he & SERYEFfaRAAHALUEdAsa qantient uspgesmamagemenhsyssem nal

P bar at iR ceffathataABal EE TR Hliho B EpRleheahd i S Rlokal on '
recei vi gorkiandibeabeeveo apparatus flor imeersing akageseftthef contéme server

appat at us; %5 @gpontept usage control unit operable to control the usage of
t he ContHhENE LRI R @RﬂﬁfEQHﬁzindicated by the received |icense ticket;

and a |1 censeyhéekah tREUSEHYE} la Lifdupidsempt to return the Iicense

ticket to the server apparatus accordi ng Ito thereturn 30 information
i ndi cated by ®hcessei uddrmadiore stockge. uAlk opecabierto ssage licraEenent

met hod i; .- Novenber 2006 ,.conprjsi a term nal apparatus
for usi faREHdingichtng 8 iFgBeile.of p anatant dof 4ok siker B of

- managi ng;gmmectierhhmaogpggraqﬂs;the term nal apparatus, the content usage
managenent nmethod including: 5 a step (A executed in the server

appaf atus; and ligensy tigk xdrenecationt it eopierableppar grangrateherein the
flt ggng'g‘)ic'eﬁ@e“‘iﬁﬁéeta b4 988985 B ReuettOFdIS thES i, U "B 41y 2
license ticket to the terminal apparatus, the license ticket being
information on a right indicating a part or a whole of the usage rule
- indicated by the license information associated with the user; and
15 - a return information setting unit operable to set return
- information on the license ticket generated by the license ticket
--generation unit, the return information indicating whether the
license ticket needs to be returned to the server apparatus or not -
- when the right of said license ticket lapses, and |
20 . . the terminal apparatus includes: ‘
a usage request unit operable to request the server
~apparatus for usage of the content according to the -user’s
instruction;
a receiving unit operable to receive the license ticket sent
25 from the server apparatus; _
a content usage control unit operable to control the usage of
- the content under the usage rule indicated by the received license
ticket; and |
a license ticket return unit operable to attempt to return the
30 - license ticket to the server apparatus according to the return
information indicated by the received license ticket'.' -
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I nformati on storage unit, the license information indicating a usage 10
rule of a content for each user who uses the term nal appdrwtmber 2806i cense
- ticket generation step of generating a license ticket based on a request
fromthe user and sending said license ticket to the term nal apparatus,
the license ticket being information on a right indicating a part or a
whol e of the usage rule indicated by the 15 |license information associ ated
with the user; and a return information setting step of setting return

i nfor rra1_1i40n oA tiwendraransfert !@'kgérg@!ﬂeraa}j_[%iréﬁms_t he Iécggmehitclggtage
generation step, the return information indicating whether the |icense
ticket HA2QE9EINBEL HHGTBICOFPFISIBEr 3 ckerapjialaappasatust for2asin@r t he

ri ght ofopdbft! tReRSEst LCkPiqilapPs he,ste i . .agusage
equest oreerur REESES ! P o TILAL S RDre Tnlt Ehis oy, SBRdlRuncr e
accor di AAnagimg usages afnsheucoinbenta oreatieitegnaneld. apbaraeasyithe t he

| i cgnse_.t] sent .fromthe 25 server apparatus; a content usage control.
ste§ ofpy&ﬁﬁh‘f 59 PR AP ke (IEQ URePBn@Sunder the usage rule

indicated by ahficersdl wieket coptferdtighelinitBpRrbfentg HeifiGlatkelyirn step
of attengpting to return the O litcense ticket "to thé server apparadtus
accor di ’%e%et kickedt firam licensmtindormatiioat baskeyl e a aegjwest fieense
ticket. .z h.aht = whi.c ser rchaseg 1I's managed by a
ri ght. %ﬁﬁg@%ﬁ%ré\%ﬁ&?%g H rb%@@é&éﬁ g%ﬁlﬁﬁrmﬁ ?Bpérﬁgg r of  the
usage rihghtidensemfémetide ihﬁﬁl@éti%é)gﬁgﬁﬁb RAEBVEF a@@ﬁ%eﬁ? far4ne

a

teyginal (30a) . The user term nal control s usage of content based
on{&hi MFEL MR YsRpEhaitesninal apparatus and being stored in a license

information storage unit, and the license ticket being information
-on aright indicating a part or a whole of the usage rule indicated by
- the license information associated with the user; and ,_
a return information setting unit operable to set return
15 information on the license ticket generated by the license ticket
generation unit, the return information indicating w_héfhef the
- license ticket needs to be returned to the server apparatus or not
when the right of said license ticket lapses,
| wherein the terminal apparatus inciudes:
20 a usage request unit operable to request the server
apparatus for usage of the content according to the user’s
instruction;

a receiving unit operable to receive the license ticket sent
from the server apparatus;

25 a content usage control unit operable to control the usage of
- the content under the usage rule indicated by the received license
ticket; and

a license ticket return unit operable to attempt to return the
_ license ticket to the server apparatus according to the return
- 30 information indicated by the received license ticket.

~15. A content usage management method in a system
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comprising a terminal apparatus for using a content thatis a digital
work and a server apparatus for managing usage of the content on
the terminal apparatus, the content usage management method
including:

a step (A) executed in the server apparatus; and

a step (B) executed in the terminal apparatus,

wherein the step (A) includes:

a storage step of storing license information in a license
information storage unit, the license information indicating a usage
rule of a content for each user who uses the terminal apparatus;

a license ticket generation step of generating a license ticket
based on a request from the user and sending said license ticket to
the terminal apparatus, the license ticket being information on a
right indicating a part or a whole of the usage rule indicated by the
license information associated with the user; and _

a return information setting step of setti'ng return
information on the license ticket generated in the license ticket
generation step, the return information indicating whether the

.-license ticket needs to be returned to the server apparatus or not
- when the rlght of said license ticket lapses, and

the step (B) includes:
a usage request step of requestmg the server apparatus for

-usage of the content according to the user’s instruction;

a receiving step of receiving the license ticket sent fram the
server apparatus; _
a content usage control step of controlling the usage of the

~content under the usage rule indicated by the received license
ticket; and

a license ticket return step of attempting to return the

license ticket to the server apparatus according to the return

information mdlcated by the received license ticket.
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