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swi t ched t ebibhemeysiensaork (PSTN) and the Internet, there are
opportunities for a general purpose, high performance search nmechanism to
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15 reasonable price points is becoming increasingly difficult. The A root server (i.e.,

a.root-server.net) maintains and distributes the Internet namespace root zone file to
the 12 secondary root servers geographically distributed around the world (i.e.,
b.root-server.net, c.root-server.net, etc.), while the corresponding gTLD servers
(i.e., a.gtld-servers.net, b.gtld-servers.net, etc.) are similarly distributed and support
20 the top level domains (e.g., *.com, *.net, *.org, etc.). The ever-increasing volume of
data coupled with the unrelenting growth in query rates is forcing a complete
rethinking of the hardware and software infrastructure needed for root and gTLD
DNS service over the next several years. The typical single server installation of
the standard “bind” software distribution is already insufficient for the demands of
25 the A root and will soon be unable to meet even gTLD needs. With the
convergence of the public switched telephone network (PSTN) and the Internet,
there are opportunities for a general purpose, high performance search mechanism
to provide features normally associated with Service Control Points (SCPs) on the
PSTN’s SS7 signaling network as new, advanced services are offered that span the
30 PSTN and the Internet, including Advanced Intelligent Network (AIN), Voice Over

Internet Protocol (VolP) services, geolocation services, etc.



Brief Description of the Drawings FIG 1 is a system bl ock di agram
according to an enbodi nent of the present invention. FIG 2 is a detailed
bl ock di aypDawiosdsaé il | ustrates a nmessage data structure, PETASODBMWBNG to an
enbodi nent of the present invention. FIG 3 is a detailed bl ock diagram
that illustrates a nessage |l atency data structure architecture, according
to an enbodi nent of the present invention. FIG 4 is a detailed bl ock

di agr am t h@ridfiDesgtiptibe of theDrawingsur r ency controlled data structure
architecture, according to an enbodi nent of the present invention. 10 FIG
5 is a detailgg bliggkysicansia difghm), btdtsdingtean embedimeansiuhs presgnicont r ol | ed
data structure architécture, according to an enbodi nent of the present
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FIG. 8 is a detailed block diagram that illustrates a non-concurrency controlled
data structure architecture, according to an embodiment of the present invention.

FIG. 9 is a top level flow diagram that illustrates a method for searching and
concurrently updating a database without the use of database locks or access

20 controls, according to an embodiment of the present invention.

Detailed Description

Embodiments of the present invention provide a method and system for high-
speed database searching with concurrent updating, without the use of database
locks or access controls, for large database systems. Specifically, a plurality of

25  search queries may be received over a network, the database may be searched,
and a plurality of search replies may be sent over the network. While searching the
database, new information received over the network may be incorporated into the
database by creating a new element based on the new information and, without
locking the database, writing a pointer to the new element to the database using a

30 single uninterruptible operation.
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conput er ,wb s08859@s, for exanple, an | BM RS/ 60000 MBO or $80/usamsfoart ur ed
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preferred embodiment, system 100 may include a plurality of processors 102-1 ...

102-P coupled to bus 101. A plurality of secondary memory caches 103-1 ... 103-P

may also reside between plurality of processors 102-1 ... 102-P and bus 101 (e.g.,

a look-through architecture), or, alternatively, at least one secondary memory cache

25 103-1 may be coupled to bus 101 (e.g., a look-aside architecture). System 100
may include memory 104, such as, for example, random access memory (RAM),
etc., coupled to bus 101, for storing information and instructions to be executed by

plurality of processors 102-1 ... 102-P.

Memory 104 may store a large database, for example, for translating Internet
30 domain names into Internet addresses, for translating names or phone numbers
into network addresses, for providing and updating subscriber profile data, for
providing and updating user presence data, etc. Advantageously, both the size of
the database and the number of translations per second may be very large. For
example, memory 104 may include at least 64 GB of RAM and may host a 500M
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can not be erre rom processor usi nég single, 8-byte store
i nst ruct i oncadhadineaet the ealiye sseandan2memery/cachg s eddparate and distinct
store instructions. For exanple, if the nenory address begins four bytes
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memory 104 in one contiguous, uninterrupted transfer, which may be delayed by
the effects of a secondary memory cache 103-1, if present. From the perspective
of processors 102-2 ... 102-P, once the data are latched onto the output pins of
processor 102-1, all eight bytes of data are written to memory 104 in one

25  contiguous, uninterrupted transfer, which is enforced by the cache coherency
protocol across secondary memory caches 103-1 ... 103-P, which may delay the
write to memory 104 if present.

However, if an 8-byte pointer value is written to a misaligned location in memory
104, such as a memory address that crosses an 8-byte boundary, all eight bytes of
30 data can not be transferred from processor 102-1 using a single, 8-byte store
instruction. Instead, processor 102-1 may issue two separate and distinct store
instructions. For example, if the memory address begins four bytes before an 8-
byte boundary (e.g., 8N — 4), the first store instruction transfers the four most
significant bytes to memory 104 (e.g., 8N — 4), while the second store instruction
35 transfers the four least significant bytes to memory 104 (e.g., 8N). Importantly,

4



35 transfers the four |east significant bytes to menory 104 (e.g., 8N).

I nportantly, 4 WO 03/038596 PCT/ US02/ 35082 between these two separate
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enbodi ment , PHE W nterface 114-1 may be coupled to bus 101 and | ocal
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124. In 30 one enbodi nment i stinct
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net wor kz(gat RYEYe, Blackball, etc.), coupled to bus 101. System 100 may include a plurality of
network interfaces 114-1 ... 114-O, which may send and receive electrical,
electromagnetic or opticai signals that carry digital data streams representing

(D

various types of information. In an embodiment, network interface 114-1 may be
coupled to bus 101 and local area network (LAN) 122, while network interface 114-

25 O may coupled to bus 101 and wide area network (WAN) 124. Plurality of network
interfaces 114-1 ... 114-O may support various network protocals, including, for
example, Gigabit Ethernet (e.g., IEEE Standard 802.3-2002, published 2002), Fiber
Channel (e.g., ANSI Standard X.3230-1994, published 1994), etc. Plurality of
network computers 120-1 ... 120-N may be coupled to LAN 122 and WAN 124. In

30 one embodiment, LAN 122 and WAN 124 may be physically distinct networks, while
in another embodiment, LAN 122 and WAN 124 may be via a network gateway or
router (not shown for clarity). Alternatively, LAN 122 and WAN 124 may be the
same network.

As noted above, system 100 may provide DNS resolution services. In a DNS
35 resolution embodiment, DNS resolution services may generally be divided between
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router (not shown for clarity). Alternatively, LAN 122 and WAN 124 may be
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si gnal i ng pWB'@eé@%r?@',e”eg@ tb%LPgiOXgF LgNd@EeS matterpativerembaskpent
nunber - t 0- siHeRelingoanltipe L HsGtorf g S irdsird stilssess, itrcafple@ﬁhaprd@fe@ﬂm@ which
determ nati tc., In.an enbodi a central on-|;j ransaction
processi ng ?@_51%?”@& PoYre ‘f"ﬁfg’g? id W B‘ée%cﬁ\ﬁ 'B@L'EISX Wilqr@é YRS R {RG ve
addi ti ons, mpplioprigtatliUtizs Teduddlee bf BBS for a single LUE may be determined, for
20  example, by the number of DNS queries to be processed per second and the
performance characteristics of the particular system. Other metrics may also be
used to determine the appropriate mapping ratios and behaviors.

Generally, other large-volume, query-based embodiments may be supported, -
including, for example, telephone number resolution, SS7 signaling processing,
25  geolocation determination, telephone number-to-su‘bscriber mapping, subscriber
location and presence determination, etc.

In an embodiment, a central on-line transaction processing (OLTP) server 140-1

may be coupled to WAN 124 and receive additions, modifications and deletions
(i.e., update traffic) to database 142-1 from various sources. OLTP server 140-1

30  may send updates to system 100, which includes a local copy of database 142-1,
over WAN 124. OLTP server 140-1 may be optimized for processing update traffic
in various formats and protocols, including, for example, HyperText Transmission
Protocol (HTTP), Registry Registrar Protocol (RRP), Extensible Provisioning
Protocol (EPP), Service Management System/800 Mechanized Generic Interface

35  (MGI), and other on-line provisioning protocols. A constellation of read-only LUEs
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(i.e., update traffic) to database 142-1 from various sources. OLTP server
140-1 30 nay send updates to system 100, which includes a |ocal copy of

dat abase wo2a3038s90ver WAN 124. OLTP server 140-1 nay be opCIMiSazssosDr
processing update traffic in various formats and protocols, including, for
exanpl e, HyperText Transm ssion Protocol (HTTP), Registry Registrar

Prot ocol (RRP), Extensible Provisioning Protocol (EPP), Service Managenent

Syst em 800 ﬁ(ﬁ\,cb@aemgydeo@awumddmpaké amhit@GureNsb)qvidertdglespesrd ssardhi ne

Tl LSo2/ 3oBsbbapnR e ayan P Rl ients” SRR KoDiiTE oV £ 0 ov de

hi gh- speed search capability conjoined wi th high-volune, increnental
updates from OLTP server 140- 1. In an alternative enbodi nent, data may be

di stri buted oye f'* whi ch

be coupl ed toY Wnyé!hétw&ei@b T%é?§££%%f%&rl%ﬁ%$g& rﬁ]“@%c@g{@e ad:zllct i g?s/
modi f i c&t i csesverandO-del BOF reachiof which umayhieecouplegite W&Nt184t REITP seagpect i ve
dat abases 164%) 1 13%%%6 é&%fve?ﬁﬁ‘ﬂ@ng Qﬁoo(r‘flc%ﬁér“fsy}ana H@@lloﬁéa(féou%aie@ur ces. OLTP

servers 140 sen at'es stem i ncl ude
copi es of daafbfbd@wlrlrﬂﬂleﬂlve Qalfab®esdt4ﬁe1r H@%ﬁrﬁ‘@éﬁpvf‘é‘?@ﬁr@\ﬂ r:PO1 data, etc.
over WAN 124, G050 G¥&POETP 5erv@rsgﬁ@chm SmePRad d’ﬁ%i@ies t@syﬁema@overs

140-1...140-S may receive update traffic fromg{oups of te sensors. In

anot her al t‘é‘ﬂ'ﬁ'&ma\Y@@Hﬁ?&ﬂWrﬁfdaﬁbaF%?HZﬂ of 4 %}ekdma@ rEeaed. 1

120-N  yppy é’été%té e6RirveARAGi! iFBNSxani®eliih b(‘g@blo@é\t&)n @ﬁ@bcniaémt omne (|. .
update traffic) from varjous sourc

h
enbodi nent , S§5Y&IE dAPtly- H0- Sl@‘%é?%\‘?(”‘&ﬂ%ﬁ?@? grozfzgjonips of reTE%’ sﬁn . i’élng
updat es, aSarY&H\ér AMErrAtes Eboditrent, pustlignofldworktotripetcPNE0-¢s 01 amr\bn

mbodi t, PE (e. g, ,. h of. . f

120-1 ... 190YF Oﬁag;eﬂﬁeo%&qﬂw%??nepé‘ﬁ&ﬁtt&ora it Racubls - R E YT B Sges,

rS 5;3 \Iéed grejrlogs\gguggeawaAEl\éﬂdnbrLANmZZ \Mttlnstemz)odiinanbpmrailtm@ﬂ e 20 Request
over a tocal® Pé‘a OHé‘%‘b%gégﬁq %&Oﬁiﬁlﬁff‘%gﬁﬁé@i&%éﬂ% C&%‘Sgs ,tosystem 100

mul tipl ex, set@ndDO.DNS query nessage replies into a single Response
Super Packet and send the Response SuperPacket to the appropriate PE over

the |ocal ar e}&aﬁékeél‘l}@rgsouﬁ%ﬂ%rn%ic}dheﬁt FPE (BN SdchSrHe GulBRguest or

Response Supe imted by the maxi numtransm ssion unit
(MTU) of t heetphystamputerat@Brik... 120-N) may combme or multiplex, several DNS query

messages, received over a wide area network (e.g., WAN 124), into a single

20 Request SuperPacket and send the Request SuperPacket to the LUE (e.g., system
100) over a local area network (e.g., LAN 122). The LUE may combine, or
multiplex, several DNS query message replies into a single Response SuperPacket
and send the Response SuperPacket to the appropriate PE over the local area
network. Generally, the maximum size of a Request or Response SuperPacket

25  may be limited by the maximum transmission unit (MTU) of the physical network
layer (e.g., Gigabit Ethernet). For example, typical DNS query and reply message
sizes of less than 100 bytes and 200 bytes, respectively, allow for over 30 queries
to be multiplexed into a single Request SuperPacket, as well as over 15 replies to
be multiplexed into a single Response SuperPacket. However, a smaller number of

30 queries (e.g., 20 queries) may be included in a single Request SuperPacket in
order to avoid MTU overflow on the response (e.g., 10 l:eplies). For larger MTU
sizes, the number of multiplexed queries and replies may be increased accordingly.

Each multitasking PE may include an inbound thread and an outbound thread to
manage DNS queries and replies, respectively. For example, the inbound thread
35 may un-marshal the DNS query components from the incoming DNS query packets
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| ayer (e.g., Ggabit Ethernet). For exanple, typical DNS query and reply
nmessage sizes of |ess than 100 bytes and 200 bytes, respectively, allow
for over BOo0gesshes to be multiplexed into a single Request/iSopaioRacket,
as well as over 15 replies to be nultiplexed into a single Response

Super Packet. However, a smaller nunber of 30 queries (e.g., 20 queries) may
be included in a single Request SuperPacket in order to avoid MIU overfl ow

Onl t hel resg&f&%d(&ega wa&&aré@lﬁbtv@ﬁ& andfﬁfultlpﬁx@ﬁeﬂgﬂ' Mllll@bél@dﬁ oftdmenesmgber of

mul ti pl exed queries_and r S e.incregsed, acc Eac

mul titaski HYC PENGS P%ﬁ%gﬁp%rﬁ’%ﬁo&ﬁa' W?P r %mﬁ}&b %%Hﬁi&e thread to
manage DNS quaéstSin@eradkeubltmLUEeﬂpe&tdcmeirya nEvorle x@omleesely, e | nbound
thread 35 t he uer com ng DNS
query packé’f‘n@/ ‘?f@rﬁ‘%‘?@%%'vﬁ &6@9%‘5%?& 1 éﬁsf\r/ge (M(;gvltéllr]éade\?\n de area

net wor k5ananutigiés uhbeaplﬁe\oenmlnemﬂhéremeammdmrsdnbl theomriiess figksint ésvaﬂgl e Request

Super Pac kei]rNSIpe[%%& %)5 ﬂgﬁ%@ R t@a%vg?{ﬁg Wi @%are@%‘t\ﬁ&% ?‘éﬂﬁ cket to

the LUE ov wor Kk >Eonver se out boun d nmay
receive t heasl%emnbarbwesupeﬂa@eh@lunhe mmewh@%@@mh@élrﬁemmawbleé%wwdr eplies
contai ned therein, and narshal the various fields into a valid DNS reply,

whi ch may thep, % e%féé’d?r%@ht HRORAQMREt éltf';?er bd&t ﬁ'(a?%ls@)%&@&é%ta@q%ﬁﬁéﬂo‘h as

not ed above, e- vo unme, query-based enhbodi ments nay be support ed.
In an errbocasa@cnated with ela@lq DAL QUi SUPA BRodlEr %gmréep dbe F%P%aéd@%%tﬂée

I nf or myp O'brot@é&%ﬁieahﬁszH‘é LOESRSNInENEe ﬂ1ée§té(te lﬁﬂdfrﬁbt@ﬁ; andPassP¥iagal BNSt he

source address rotocol type, etc. de the state

LUE |
i nf or mat i onePligadWisia te ResrPNBRBUPFTESCKLs | Eaﬁh‘ P Fri TREY Wgﬁ %é@é%c %n%{?b‘ém Packet .

Each PE maX/athQN%F@tmé%bg@%lﬁ@théﬁﬁforrﬁ@tidndrd%ﬁiﬂf@lﬁfqm tresissges using the
information_transm

ted, f he L nsequent |y
advant ageoUf<npeayiit ét%acgé E; gﬁg@lﬁggeqyﬁc@mpﬁ eﬁsgs’[atee@?ﬂ \T‘&EIBR% "epl i es may
be forned fwawnwmeprémapbe Gormehirah tielinfonmtien Rerdgioers i the RespemsPacket .
Gener al | y, r et t Response R rom
whi ch t 55’:@854’%5 S E’k&e@fﬁﬁlaXﬁ H‘th%?mgég’?sekﬁﬁ?@?a‘%ﬁoatﬁe PE O
obvi ousl y teonp asich bheincomingrBuplet Raakat driginated doivareett otheadriatiBhnsvagy mai nt a| n
the state i forr‘rp%}|e Nssi g%som ated with each DNS query and include a
reference, RO P60 the state 20 information within the Request

Super Packet. The LUE may include the state information references, and
associ at ed DNB areplidreativevimbndimenticearbdifo mey manipiarthe steéa infarmatiorPE may t hen

construct apd et Win@lch HNINGLEEBhY ifBRRRAMRFerence, or handle, to the state
20 information within the Request SuperPacket. The LUE may include the state
information references, and associated DNS replies, within the Response
SuperPacket. Each PE may then construct and return valid DNS reply messages
using the state information references transmitted from the LUE, as well as the
state information maintained thereon. In this embodiment, the LUE may return the
25  Response SuperPacket to the PE from which the incoming SuperPacket originated.

FIG. 2 is a detailed block diagram that illustrates a message data structure,
according to an embodiment of the present invention. Generally, message 200
may include header 210, having a plurality of sequence number 211-1 ... 211-S
and a plurality of message counts 212-1 ... 212-S, and data payload 215.

30 In the DNS resolution embodiment, message 200 may be used for Request
SuperPackets and Reéponse SuperPackets. For example, Request SuperPacket
220 may include header 230, having a plurality of sequence number 231-1 ... 231-
S and a plurality of message counts 232-1 ... 232-S, and data payload 235 having
multiple DNS queries 236-1 ... 236-Q, accumulated by a PE over a predetermined



using the state information references transmtted fromthe LUE, as well as
the state information naintained thereon. In this enbodi nent, the LUE may
return thwo23/08ssponse Super Packet to the PE from whi ch tRETIUSODB5082)

Super Packet originated. FIG 2 is a detailed block diagramthat
illustrates a nessage data structure, according to an enbodi ment of the
present invention. Generally, nmessage 200 nmay include header 210, having a
plurali 5{2@%ri§@ﬂtﬁﬁ§212,%§6hlﬁ§,gbr &aalnﬂle,-sleverﬁllgﬁllﬁecarﬁgil. an Dﬂar‘e&ikioﬂimami,l nessage
counts -1 . - ayl.o - . the, | resol ution
embodi nent ,83%9%”%83%%"%g%&%f'%$u%e%%8§%or"§388r%' KEAY and Response

Super Packetatternbtive enbogiinent, BacjuBSiS doiepe?23t ke R36-Z2Mapincludec hahdlenteader 230,

having a pl_ural it f sequence nunber 231-1 ... 231- S and a plurality of
nmessage co&ﬁﬁt%'%élaﬁon'. 232-S, and data payl oad 235 having nultiple DNS
gueries 236-1 ... 236-Q accunul ated by a PE over a predeterm ned 8 WO

03/ 038596 PCTRiusagy,J7&apanse8uparBadict 24drmaydnaidedwsaden25&barip @, sever al
mllisecon n i _pache L = may

i ncl ude st %?Jeral!t%f)g%?ﬁ%é;eurﬂﬁﬁzemiﬁ"a%gf%llgtng%ﬂ%ﬁ\@%#ﬁgﬁgﬁeﬁ%@?g&ch DNS
query 236- 252:1...238-8 ansydatapaylded 25haauingemuliplediNg eenling 8pPrt-i- @965
Simlarly, a?ﬁﬁﬂf?ﬁ‘a?@l %H@%Tés&fah@tto%@mﬁﬁme' €S deleridaeRLinetDRithih Rk ikt 2
plurality of sequenCe nunber 251-1 ... 251-S and a plurality of nessage

counts 258uperPacketZ20s In aRe eabegingpay 95al DAESreREASRG! muBe8-BIBADNS replii es
256-1 10- 2R staRRkBrhaRNskosMel WFRARS EatbshBndiRg DNE §udp,avtiblin gnier i es
contained within Request SuperPacket 225’3% In %p'%ﬁli?nboql men%, (ﬁagg DNS
reply 256- Blternatiyesgmpodinent gaph PNSSEPY 2P i R 3VdRC'UdL BOPAYE P wi th t he
corlresgggdiswe @Wl;ﬁgﬁﬁﬁ%hhssd&ﬁétéfwitﬁt@%or%ﬁ?@ﬁdﬂﬁ DNS b d?m@bnal@am DNS ;
reply -1 -R may inglu ndle to state. infqrmation associate
with the cgﬁ?%%%ﬂ%ﬁﬁ@”b%fé’%ﬁ@ﬂ%%&%’i@? B4 erGee e Sizpdy drheveads ¢ he
corr espondi2sg dbiie Regpones SupsrPexiket @401t Mhissivedloafmalabealipisd, darcexa@ple, of t he
Respon Syper Packet  240. . Thi s aoverfl | im . nple, 15 to
R arnons r dpaynie oy (R, ElESy RS PRIR e R Rreh eI Cont i nec
wi t hin ReRezpiesiShyperPadket?2®@ 2Rath&athhe sendiaghas eddliionpl Respetdet i onal Response
Super Packet i N : Logl.e r reply may be
or of er abl y SHRET g 240 bl Bniie ShaG et AR Brorholh sl B o h ng 1o
the next Reefeebly iBdpdedadkenext/RusannsyBenesbgckehzHieorespondag tdtnel ude
23%??{ 'Oﬁt ‘?ﬁ%g!:ed?&ﬁée%ggﬁﬁérﬁac&é% AR ST sy NRodkitt 856 il iddiRieRrdoriaw

20 informatio% to determine the extent of the overflow condition. Under peak

processing conditions, more than one reply may overflow into the next Response

SuperPacket.

For example, in Response SuperPacket 240, header 250 may include at least

two sequence numbers 251-1 and 251-2 and at least two message counts 252-1

25 and 252-2, grouped as two pairs of complementary fields. While there may be “S”
number of sequence number and message count pairs, typically, S is a small
number, such as, e.g., 2, 3, 4, etc. Thus, header 250 may include sequence
number 251-1 paired with message count 252-1, sequence number 251-2 paired
with message count 252-2, etc. Generally, message count 252-1 may reflect the

30 number of replies contained within data payload 255 that are associated with
sequence number 251-1. In an embodiment, sequence number 251-1 may be a
two-byte field, while message count 252-1 may be a one-byte field.

In a more specific example, data payload 235 of Request SuperPacket 220 may
include seven DNS queries (as depicted in FIG. 2). In one embodiment, sequence
35  number 231-1 may be set to a unique value (e.g., 1024) and message count 232-1
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processing conditions, nore than one reply may overflow into the next
Response Super Packet. For exanple, in Response SuperPacket 240, header 250
may i ncl e can3dseast two sequence nunbers 251-1 and 251- PcanozssoBrast two
message counts 252-1 25 and 252-2, grouped as two pairs of conplenentary
fields. Wiile there may be "S" nunber of sequence nunber and nessage count
pairs, typically, Sis a small nunber, such as, e.g., 2, 3, 4, etc. Thus,
header 250 nwy berset tmlEvsequfémquammMﬂ% P31-2pmidrreelssage honm%ag?enay)unt

252-1, Seq“BQ%&tB%Poerln%ﬁég% ?ﬁb&&%ﬂwen}"‘h ?éFBz%%g% c%bﬁ]'rt%ﬁ oﬁ@% etce.

Gener aI |y, nmessage co repl i es
cont ai ned mﬁ@quancaaumbpaqnobtm msssagn@pu@trega@mmemnmer R31-4@fdence nunber

2611 10 aReuhadidipnsss §eaHB0R RIS or? RepbolTR. DR Wee, 11 €l

whi | e nessa one- byte speC|f|c
exanpl e, 5dagap?fﬁ?déﬁi@@@@Y&O”R@qa'égﬁthgap@ﬁ%@@a@é@V‘Mpa"hmrude seven DNS
queries (asggapRinet @dmbBr.FIG 2). In one enbodi ment, sequence 35 number
231-1 may be set to a unique value (e.g., 1024) and nmessage count 232-1 9
WD 03/ 038596 PCT/ US02/ 35082 _nmay be set to seven, while sequence nunber
231-2 and mes<2A}R PRYAR Z%Qfﬁesf?&yse SuparBackss 248 iy '”Q{Udo?n%ﬁ"gﬁr enbodi nent ,

header 230 bBayespoAdifh @Nmiepluémcéss:@wwmﬁ Freinhenn eide@neldBesagespount ,

e.g., sequence.n r%e 23 g cou E@éﬁ) set to 1024 and seven,
Ceapect i vel PRI P AL 1O oG s SRERECk S AL SHEATS il of ! he
guer i esi@ssaainbérezb i tsét ta theagdnhe uhigue vaa@usendemzmymezge[bdmt paa @laid 25(5 of
Response Super Packet 2 incl ude ven .correspon replies (as
dop ot ed i neETRBr il sEitleri BlliBE: 55500 FEEEERRANN 282 Bhet PBS mt | on
simlar to RegaestinSupdrdPasample2@@ia paylead 28% qUiRespend® SnperPerke22401 set to
the same unjg - ven, and
bot h sequence's}nurrkg(J u&%gve Corr%s%r%éé@ m%ﬁﬁ?g%gg%gé?é%%ﬁ;g?%Qﬁ wever,

i n anot her bgagiipdive insteadpdnedamaird®l b regpnpsesassBaitadPuitikeaqueace may

i ncl udeygnl Mu#nbé!ﬁt%ﬁﬁ&?ﬂﬁmélueed HRINRO hb& ResBRLIBRRANSIEPMY, 252-1 may

be set to five inste e remai ning two responses associ ated with

sequence 15 nunber 1024 maé be i ncluded within the next Response
Super Packet 2401e nexbRaeyast REBeESEkes 2R MBydrdydera diffggant ﬁ%%‘ﬂ% NYMBSR f er ent

sequence nueg! 1015; Bd at HIEBoneNSafuehe 85 thaP e HaNERESINYe StPeriFgkett Ne next
Response SUBE(S ﬁ%@ include the two previous replies associated with the 1024 sequence
number, as well as at least one reply associated with the 1025 sequence number.
20 In this example, header 250 of the next Response SuperPacket 240 may include
sequence number 251-1 set to 1024, message count 252-1 set to two, sequence
number 251-2 set fo 1025 and message count 252-2 set to one. Thus, Response
. SuperPacket 240 may include a total of three replies associated with three queries

contained within two different Request SuperPackets.

25 FIG. 3 is a detailed block diagram that illustrates a message latency data
structure architecture, according to an embodiment of the present invention.
Message latency data structure 300 may include information generally associated
with the transmission and reception of message 200. In the DNS resolution
embodiment, message latency data structure 300 may include latency information

30 about Request SuperPackets and Response SuperPackets; this latency information
may be organized in a table format indexed according to sequence number value
(e.g., index 301). For example, message latency data structure 300 may include a
number of rows N equal to the total number of unique sequence numbers, as
illustrated, generally, by table elements 310, 320 and 330. In an embodiment,

35 SuperPacket header sequence numbers may be two bytes in length and define a
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240 may include the two previous replies associated with the 1024 sequence
nunber, as well as at |east one reply associated with the 1025 sequence
nunber. 280l0/0845p6 exanpl e, header 250 of the next Respon®eTRispzsiarket 240
may include sequence nunber 251-1 set to 1024, nessage count 252-1 set to
two, sequence nunber 251-2 set to 1025 and nessage count 252-2 set to one.
Thus, Response SuperPacket 240 may include a total of three replies

associ at ed rangehoftuniaie spqueneesnunass omegravio 2H7-m (iteucb53F)eirethis dRequEst

Super Packet gay Q&eg dPto 65 556, aLé{Qﬁ@’rnﬁfﬁﬂngtloﬂ%afh@i%@'ﬁg}qnéét T'l%éé‘l!g%h%ggi rent of

nmessage | at enc st'ructure chi tur
the pr esenthQWEtr@ﬁJQfM Couned¥h fespenseridyestama 39¢r Be%mm@e 8e0lyregunt 8e%.ude

| nf or mat | orrgRaRshldNESHRGI GRS LR R ANSBBSkARRILAGEEPLT on o

message _200. resol ution odi nent, nessage | atency data
struct uPe ﬁm‘er rﬂ%tgpn.rw ereinchide %Jn'f'ﬂﬁ%ﬂsﬁﬁ'ﬁﬁ%ﬁm“«‘@@nﬁb@e}t shRegkest

Super Packets and Response SuperPackets; this [atency information may be
organi zed in éraé»laaqp‘l@rtﬂﬁé elofttnk 820 MOSRIEE BEEnkP irfSHEEBR fortUdiRles al ue

(e.qg., ind For. exanpl e, nessage | atency data structure 300 may

i ncl ude a %ﬁ'ﬁ%’i"kﬁ? JRYING 2:3]0dlp seq %nFB“E 5%h%@ﬁ8'6@19% ofdeaussbiuence
nunbﬁtr) sd as'nmeﬁlaglptaoatrmg mgemervaielnymsfpmrtkalar Re@uﬁmubérp%.&@eg \A%%%eﬁgl@ 330. In
an enbodi uper e nunbers nmay be two bytes in
| engt h ang‘% e%‘i"%’e@qa %%éﬂé@g@ d%#@%ﬁ%f’é@ﬁ%‘?y AYERGEE?  uni que
sequend@ nunbeiredfwitin msrparmcmlazmqmeitlsL@ecPeﬁ:EetSP::ﬁéspohsfe Tifriestae@s®4 N nmay be
equal to 63, y. ude Re ues i mest

Request @er@&c%@%gakgéﬁhg%?g |rres avn %&?eqﬁfé dﬁg@ehgﬂﬁ’%n%ount 305,
and Res pon§@2m§ag@l\©@mitthe353 (e.pn neiwoslt cwnmuien 129-K)rbaodlinag be uptateeifcy 5

| nf or mat | 0¥ G REGILHYLSArPal U roBESAPAS e PETBRLANR.L RO, shown) . I

an exanpl e, tabl e elene ustrates enc Fhf or) t| on a Request
Super PacketCoppb3¥hpy @depaéﬁ %lt@ab@qﬂk@ﬁ@éramﬁmamaeqd witleigydllof the 1024

Requests T'ré@&e@%s@@ﬁsé@b(pérpgél@?st %s\ﬁ@igfédtvmhsthﬁ%rég eg(gigﬁ%gy “ndi cat e how

Super Packet s sent to the LUE. Request
many queri 82 r%e%en%wﬁﬁq%&%nm%mmr@q@éﬁ %ma@y Resgorsst Super Packet .

Response Tﬁmﬁém@@\évm@m{s séuueﬁaé Bumbai.&, @@9&%@3%%5@%@@&% ng a
a e

ig?rgﬁtn gre n%&ﬁ; ua{?%{ﬁa'B%&Wﬁﬁﬁm@a p?‘ft'cu'ﬁb?e(%q‘{eﬁﬁu@ﬁfg aﬂ@%mﬁ?{@ Bliber Packet
i's recei vedvatsevbel REsdeserMpSﬂDaBRﬁEMn \Aﬂiﬁbhrtiaséoﬁeé'ﬂb)ﬁsé MhSshdrsp B tot al
nurber o8 f h%%'or?sse é)prI]); %O%n d IQesponse I\/lessage Count 306 may be updated
as each of the additional Response SuperPackets are received. In an alternative
embodiment, the Initial Response Timestamp may indicate when the first Response
SuperPacket containing replies for this sequence number (i.e., 1024) was received
at the PE. In this embodiment, Response Timestamp 304 may be updated when

25  additional (i.e., second and subsequent) Response SuperPackets are received.

Various important latency metrics may be determined from the latency
information contained within message latency data structure 300. For example,
simple cross-checking between Request Query Count 303 and Response Reply
Count 305 for a given index 301 (i.e., sequence number) may indicate a number of

30 missing replies. This difference may indicate the number of queries inexplicably
dropped by the LUE. Comparing Request Timestamp 302 and Response
Timestamp 304 may indicate how well the particular PE/LUE combination may be
performing under the current message load. The difference between the current
Request SuperPacket sequence number and the current Response SuperPacket

35 sequence number may be associated with the response performance of the LUE;
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15 recei ved Response SuperPackets associated with this sequence nunber
(i.e., 1024). Response Message Count 306 may i ndi cate how many Response
Super PackwpD3/0385p61g t hi s sequence nunber (i.e., 1024) arripegdisar/3ioRe PE.
Replies to the queries contained within this particular Request

Super Packet may be split over several Response SuperPackets, in which
case, Response Tinestanp 304, 20 Response Reply Count 305, and Response
Message Couetg. 306 larggr the diffedatcedthe abweatie mdrforinenced diid ResdonResponse

Kk i . ) I i i h itial
Responce. T Maeded ST BE e nBCoR kR HEh P RE SR ot o6 kot
cont ai ni ng negd fassatiy Reqidst Supefifanksd, andhiney bé imeortani 02ZNSwesdlutieodiaified  at

the PE. In tﬁggsigﬂne%;@{%%B%E%aﬁes@@%@mr&%ﬂ@gg%}\}g%@t&ggaﬁss%nzehe“ 25

addi ti onal ., Seco subsequen sponse s are

recei vedd VHIE ioereasesp thet R mayredusy theenumbsr aidNSeueary pecketshprdcéssedh t he
latency i ngogpmd i, contained within message latency data structure 300.
For exanpl e,” sinple cross-checki ng between Request Query Count 303 and
Response Reply_Count 305 for a given index 301 (i.e., sequence nunber) may
i ndi cate a nunBereraly, 8§18 W& g1y peffepn asrulti-fipadad Ipplekie padhariagomingi cat e t he

number of quRlfigRsel FRRbSCRIPYPadtERPRSINBY chiBinkWre rdgREP R BStgSRGUEST
Ti mestanp 302 and Response Tleggstanp 304 mag{\el ndi cat e how vve?l he
particul ar WW%GE%?%PH%?‘%%‘HP 3°k5E FREeramRientyeliitiemay sRavnPP@nt message
| oad. The diséhreneiresd e brmess, tiveedtracevs PE Baguese aﬁﬂf@ﬁw?@ﬁﬁ%ﬂ?aﬁ@@ﬁegce

er may be

nunber and t.he rrent. R uper Packet 35.s nce nu

associ at ed \K%/luf’ﬁr('\:{]aﬁ%&? 585‘3@5@5%@9‘%8?%&%6?6% ﬁr@eﬁ%gm%fpw 8373158506

PCT/ US02/ 35@88ad,®r gracesd do bamige thet dssodifidresferEstp schhtheads, dshvell as
erformance S may, Lndi.cate _how, esponse

gu per Packet E : &pga‘%&ﬁ’%& (ﬁé) 5%@%39@@%%&@% g%%? a%lsgélgg&wfnognﬁ%oge P

i nport ant i pe@NSthreadmay iestacttized $earch queiegdiom thasnedngng Requesy of t he

gueri esqand j t |4 e JE bncr es, the PEs
Ty rodice SHERagEal SRKs hORaRAL BERED Satud Rl ol RATEEETC
General | y, ©SHeelPgeketwpniginiioihmsaaiehireplics iand sged theodkpanaaket totfke i ncomi ng,

mul ti pl exed I r i it o

Ut gor g, B e e AT e Thaes I ISR HE oy
spawn one 1@LdEaHen!.End éaerrasate e bew datinio the datahass. vie spEltemativout e al |

the i nconm ngniBeaMRsH, pluptiRg bPAGHBHScohiRfRrs Nab-1PE 120-1 Rly steaipllatbdiead. The
LUE may 8pavvn a manaq_er . . ) .
2 system 100. These updates may be included, for example, within the incoming

Request SuperPacket message stream.

Accordingly, by virtue of the SuperPacket protocol, the LUE may spend less
than 15% of its processor capacity on network processing, thereby dramatically
increasing search query throughput. In an embodiment, an IBM® 8-way M80 may

25  sustain search rates of 180k to 220k queries per second (qps), while an IBM® 24-
way S80 may sustain 400k to 500k gps. Doubling the search rates, i.e., to 500k
and 1M gps, respectively, simply requires twice as much hardware, i.e., e.g., two
LUEs with their attendant PEs. In another embodiment, a dual Pentium® |1l 866
MHz multi-processor personal computer operating Red Hat Linux® 6.2 may sustain

30 update rates on the order of 100K/sec. Of course, increases in hardware
performance also increase search and update rates associated with embodiments
of the present invention, and as manufacturers replace these multiprocessor
computers with faster-performing machines, for example, the sustained search and
update rates may increase commensurately. Generally, system 100 is not limited
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thread, or process, to control the association of PEs to search threads, as
well as an update thread, or process, to update the database |ocated in
menory 10WO0 0Basds96 search thread may extract the search quecirasot/ssms:t he

i ncom ng Request 15 Super Packet, execute the various searches, construct an
out goi ng Response SuperPacket containing the search replies and send the
Super Packet to the appropriate PE. The update thread nmay recei ve updates

Eio tBe dat Q@ﬁ%ﬁent{o‘*Qéﬁvelcllﬂ:,l:\’ltéld&e,l%ncﬁérdbédnﬂéms@lf &eepredent inventtbatareinot o t he
atabase. In an alternatjve  enbodipent, plurality of network conputers
120-1 ... ﬂﬂﬁfgﬂlt%@/y%%?ﬁ'ct?ﬁﬂﬁ’f'ﬁo? B%d%'%taé'}‘??of@@?{w?’ﬁese updat es may be
i ncluded, for exanple, within the incom ng Request SuperPacket nessage

stream Accor Hig1dliy a bnckwiddrame todt iltustraie pegePach datapass architsciurae LUE may
spend | ess

than 15% of it ' - i ng,
ther eby " e Rals gn Srmicring B FEE et BREMoh, 1P LS EEBORRAE SRS T Do et
an | BM 6) RiatabasdR00 may i2dudaistieash ope sation groes obdatalstse reeprddR!.@idri es per

oub 1 ng | rbeaSaperc e ENAnd séiten Rk B0 WIRboft: Dhdodp e®RICE, T8 ot

requires t wiffsetsastcryt indlvidugiweecerdsiwitdin the gepup afWetabaseeogrdstXIh&ioF  at t endant
PEs. In ang e ' Remty dord 449866 MHz nul ti-processor
egaﬁ{ole %ﬂ%r%??}r&aﬁg?ﬂ%&e Riddad r§ I

per sonal cofputer "oper at L1 nux 6.2 may sustain 30 update

rates on the order of 100K/ sec. O course, increases in har
per f or mance alsend erpbedivent daiabaseH may Kckide At 5‘@55@%@5&3@@%? A @

enbodi npnt sseapth ihds WiEHESERerd (i | @iFsct BYE-ois ctepetaf) b tiectbleroegtaupe t hese
mul ti processor conputers wt i exanpl e, the

faster:Rerform n% machi nes f(t)r
sust ai ned s¥&ethassEcoisiile 4 BREYURARIPNMR DERE 88?1%3??@? 2P WSPe Gener al 1y,
system 100 \gfue@hich i’rfﬁiyttlgéh ﬁn%u%é_la &%roaaféﬁﬁa@dhuma{msomcam raoneltlhamt or

hi t ect ., and e iments o res V. no
TEm ted 1o Gll%seaaey TR BB AatOl IBPoRaYIkE rEsaRas Ba OB 4 i
a bl ock di agsimya singh-linkédiBdtpahash eharepntats. dar abaspleasadh endyvithin  accor di ng
zgoa%e?ggﬁ%‘ﬁggg{g Elpéﬁia[ypc(rgﬁga%] ég'f)m/e? s {h%r}irstleg%rﬁ%\at?)g % TRoqbiB@t ang dat abase

e or group ‘abase records 401, and
at | east oneachaierssyiontherftpshdmckdt maydentad®a hash hhgiopaintar 4o ther@xtes, direct
byte- offse t j.ndi.yiyd : I 4, Lhi R 8findat abase
records 401&8'?85’[’ 8%%(%%%%@%%@@2& Efg%e#g{; &e\%g{régﬁ%%g%age lrn ecord 410.

I n one enbophintennay datreduitsd cpdontpse alements. ot databage rep@dpdBH t abl e 403 as

a reference a subsequent element in the hash bucket.

20 Hash table 403 may include an array of 8-byte pointers to individual database
records 401. For example, hash pointer 404 within hash table 403 may reference
database record 420 as the first element within a hash bucket. Database record
420 may contain a hash chain pointer 424 which may reference the next element,
or database record, in the hash bucket. Database record 420 may also include a

25  data length 421 and associated fixed or variable-length data 422. In an
embodiment, a null character 423, indicating the termination of data 422, may be
included. Additionally, database record 420 may include a data pointer 425 which
may reference another database record, either within the group of database records
401 or within a different table or group of database records (not shown), in which

30 additional data may be located.

System 100 may use various, well-known algorithms to search this data
structure architecture for a given search term or key. Generally, database 400 may
be searched by multiple search processes, or threads, executing on at least one of
the plurality of processors 102-1 ... 102-P. However, modifications to database 400
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10 search index with pointers (indices, direct byte-offsets, etc.) into the
table or group of database records 401. A hash function may map a search
key to arwDrBmesgsp6 val ue which nay then be used as an i nd@xTiusow3eash t abl e
403. Because nore than one search key may map to a single integer val ue,
hash buckets nmay be created wusing a singly-linked list of hash chain
pointers. For exanple, each entry within 15 hash table 403 may contain a
pointer to rhmencﬁtltrest]tegiﬂyrperb‘om‘fedﬁ)yh&&kpdatmﬂh%ad (aﬂtﬁreaﬂa))bnlaésjetﬁe%ar@h t he
hash bucket, may, ¢cont a chal n e ext ement, or

dat abase reg@la (ST it ?‘?1&8'3 qccgﬁsmgp%{}%?ﬁsg @@J%ﬂﬁe PSR hai n poi nt er
may be req macesbamy]tqadd) madiip e delegmieftrmatior witlkih db@base 40D ritts exbinake,

ref er ence dy SRS RINEIN ShERRACL B AR hMEkE ion ReRal d3lL5od03, oy

i nclude an arra nters records 401.
For exalpl gecdrds KOpoiaytberlocked Woiwhjndat%tbreeua@ peevénidhersgance treeadscfeom dat abase

record 420 i 1. bJ mt?db?fF rd 420
may cont ai na%%e#fgﬂ&étﬁ%sgﬂgg s H%g&!a?/\%m re ﬂbg%é?@?@ﬂ%ﬁ?%e\&t 'gl enment,
or dat abasesiat@h?@edecqrcﬂn%@»eﬂh@rgrar%mmewell@a@\wbmhar@@m trixingay al so

i nclude a d%'%aﬂ%%atob%lsﬁek}eﬁt?s%aﬁéﬁdac%éé@mc%ﬁ@ tﬁéﬁ@QOPép;rY%rchﬁb' e-length data

422. I n an enbodi nent, har act er Icatin e term nation of
data 422, rﬁ&iﬂ"'%’éoreisn@m%@%i et@\dﬂﬁj@ﬁ'%ﬁ‘ﬁ}’ IV?”O‘éFa‘?f&H@s@effé’@Wreﬁlo may include a

data paiont efatdiRe id%f&!e IFBYifi¢ BbBMRRESIABE AIFsr ﬁé@t‘s%béé@béé%%tfode Eithdrer
dat abase records 401 or within erent table or

wi thin the grou

group of dalg g'@ GOETRHRYLN (HoPrasifohRtabase, mr&f@%eggmqggﬁgpr% UQNmay be
| ocat ed. SyFtRRIWHO SHBNEsUSElifumIid, etts, wel | - known al gorithnms to search this
data structure architecture for a given search termor key. Generally,

dat abase 400 be sear ched sear ocess or threads
executing on ERXISe'ggtbﬁ%‘% %ﬁra”"tqﬁ%t% EI?%F&%F”8F3(?§P§§8%%%¢ 102 P.
However , nm;ﬁcbﬁdir@ttb@nstmoemamm@meommpre!sént\me(hﬁbm%ﬁﬁﬁ dﬁﬂﬁbﬂlﬂf&ﬂﬁ/ 35082 may

not be .gnte r t I I s t he
search 5t hr(%gt% S 52?&%{@@@&’{%8%?#@#?&%&Eaﬁyd)ét aabsu} Sﬁ%@%)o MQ’ e peri od
of time necwsisagrpwing, ok-asidedild §20. dviastet %rta@smtfﬁmmmawr\mdhnahleaat abase

400. For emnba 'gfaugrofﬁaétaggsm@b@x sjg Mq%és@pﬂé gorge%gowawg Ot abase

400, the group o recor date thread
to prevent IpgRX %%MWQ'W&@@(M'G%O@H%bﬁ@@ﬁﬁ@f&ﬁ@éb&@é‘vwgd ramrﬁ@wﬂlme updat e

thread is WHQde(J'pQﬂ déf‘éﬁaé@?e%%taﬁn AbiBtively, R RBaR8p &R AleS 183y There are
many wel | - known nechani sns | ocki ng
20 include at least one hash table 513 as a search index with pointers (indices, direct

byte-offsets, etc.) into the table or group of database records 511. Similarly, look-
aside file 520 may include at least two tables or groups of database records,
including database addition records 521 and database deletion records 531.
Corresponding search indices 522 and 532 may be provided, with pointers (indices,

25  direct byte-offsets, etc.) to individual records within the database addition records
521 and database deletion records 531. Alternatively, look-aside file 520 may
include hash tables 523 and 533 as search indices, with pointers (indices, direct
byte-offsets, etc.) into database addition records 521 and database deletion records
531, respectively.

30 System 100 may use various, well-known algorithms to search this data
structure architecture for a given search term or key. In a typical example, look-
aside file 520 may include all the recent changes to the data, and may be searched
before read-only master snapshot file 510. If the search key is found in look-aside
file 520, the response is returned without accessing snapshot file 510, but if the key

35 s not found, then snapshot file 510 may be searched. However, when look-aside
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dat abase 400 to prevent search access, including the use of spin-I|ocks,
semaphores, nutexes, etc. Additionally, various off-the-shelf commercial 10
dat abaseswproemssses speci fi ¢ commands to lock all or parts @cCTdsoabwse 400,
e.g., the lock table command in the O acle 8 Database, manufactured by
Oracle Corporation of Redwood Shores, California, etc. FIG 5 is a block
diagramthat illustrates a general database architecture according to

anot her enbfidisaent lcofgethteirprremnyhl 1d)41w&mh@§hoimegh!d),%e@rﬁmﬂet’qemes 15h

dat abase 50 i ncl a i -optim ze read-on|y, naster snapshot
Tl e 570 and R etmhital By 2 ReHE PP BabES e, i Bhambleh keI o550 rray
include at &wisor miniveize aby draprin gearap qoérydateabaspshadiy S0 mallbeand at | east
one corresp i i i . Nt i ndi.ces, .direct

byt e- of et eorCaeaPaRicict, o etigrsd Byhooadt it 1 tho BT 0P it apase

r ecor ds 51 landanpdificaiions ebytainra sitbin Isvlaasitmfiles2De 510 may 20 i ncl ude at

| east one hash table 513 as a search index with pointers (indices, direct

byt e- of f set s, - f , 511.
Sl 1 arl v | ooed uhih he e 30 RoihEal o PR ARRRRISHLBIAR. 00 o oups
of dat abasemP@iiet ersdeletedc FatemmRiatdatmyihiagawnshohfile 680 may BXielatad atat abase
del eti on rex_@gi&a@ “ﬁ)?%otten@qur&éﬂ%cﬂ O3By %&@e@@?oré%%h%tagg%emy be

h te-offsets, etc

provi ded, wi poi nters f]l ndi ceS, 25 direct to

i ndi vi dual Seetisndeckds AP haphuritng apaister ithetdetaie Fecopt 9he sparoafiatedat abase

del et i oD r eee4tidh iHRAsh BbleBIBADAE WithinlsAgksHAS B 10irh&) R2BgIBY mbiigégde hash
tabl es 523 and 533 a(?qjisearch i ndi ces, t%’ﬁ'pf)ﬂor@@' nters (1 ndices, direct

byt e- of f et CAY9)a faip (eoeK] HoShap: goeudaiz lecorhwidip abase
del etion r edatalsise dbdition rePECE2 N edagdifyiBg tHeyddte WithBAh&Byw BHRY, LRI tRIS ,

wel | - known al.gorit hns search this data structuyr rchitecture for a

gi ven searc Jltﬁmgrarﬁ%?tek@hepﬁwgqry& ﬁ?lapgf(%ﬂ%feeha E"g%@??%gi’ h@gﬁag 520 may

i ncl ude al |53 er cleir pointehantbiesiatabasb eddifivarecarts 52y heilagatstedthirbef or e
read- on| . Lle. f,th reh is found in
Iook-ag%e%kﬁgﬁg%, t éy L%llsogéc%l'ga?ésedr%tsﬁ?ﬁ%gtmetéﬁ%’ty LAY &Y snapshot
file 510, bdata recotchwithie ga@baseaddiorf reaords 52heand hespaiiing o pdisteStbGheay be
sear ched. Haowe ~ASI P / . file
520 no | onger ?ﬁy&ﬂﬁ?ﬁ%@éﬁ?@ﬁiﬁa@#@}@%ﬁé? é&??é”f%%%é@%ﬁﬁ%y rates
drop dr amatdaieiase adgijion recpedsod2lef 10 to 50, or nore, for exanple.
Consequently, to avoid or mnimze any drop in search query rates,

snapshot fil ephe DR rd2@iutiBs BhBakRRInt YorB@RIRI snbsHoBRE 83b Bithy iRdude

| heor pozroat Ié]ogna?rh lnar?lfe dgpaean%dlgalrﬁé ggr%ér <§{aeté,e<§rlg§n?zsed as separate data tables, or
blocks, with separate search indices (e.g., 511-1, 511-2, 512-1, 512-2, 5131, 513-
2, etc., not shown for clarity). Similarly, look-aside file 520 may include additions
and modifications to both the domain name data and the name server data, as well
as deletions to both the domain name data and the name server data (e.g., 521-1,

25  521-2,522-1, 522-2, 523-1, 523-2, 531-1, 531-2, 532-1, 532-2, 533-1, 533-2, efc.,

not shown for clarity).

FIG. 6 is a detailed block diagram that illustrates a non-concurrency controlled
data structure architecture, according to an embodiment of the present invention.
Generally, database 600 may be organized into a single, searchable representation

30 ofthe data. Data set updates may be continuously incorporated into database 600,
and deletes or modifications may be physically performed on the relevant database
records to free space within memory 104, for example, for subsequent additions or
modifications. The single, searchable representation scales extremely well to large
data set sizes and high search and update rates, and obviates the need to
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5 and nodifications contained within | ook-aside file 520 Data within
snapshot file 510 are not physically altered but |ogically added, nodified
or del et edo 0Bpsssexanpl e, data within snapshot file 510 napchasdzbssed, or
logically "forgotten,” by creating a corresponding delete record within

dat abase deletion records 531 and witing a pointer to the delete record
to the appropriate 10 |l ocation in hash table 533. Data wthin snapshot file

510 may be Ipegodnadlllyyea:mdﬂef pegaglty abd pybaYsEapSAbEiELER6Sy ﬁfuﬁlg)e%%aﬁbfhhot file
510 to a ney g ﬁ%rsg wi thin database addition records 521, nodifying

t he data vmth new entry, and then witing a pointer to the new entry
to the appropri ate hash table (e.g., hash table 522) or chain pointer

Wi t hi n dat abasle addbiftreemuticacambislireent, foSerarhple) Jataltkaea0Birdy inclide snapshot

dat a recor oot e apb B Ra el SR SRR oo Somil e T P H o o nt e
to the Pewn@merspryes deileed28pavivciude searab hﬂCtIQEIsIVGth(mllrgers (malsestditece 522) or
chai n point g?tevgfﬁsgtsnethaﬁ@mg g?\g% Ia:b%ngq%ﬁ?é&%éz,&s S%ggaorral \2 Lesol ution

enmbodi nent, for_ exa , snaps nc Iu A nanme data
and nane sef@eh Uﬂﬁtﬂoa‘ m@YQb%ﬁ’laz%ﬁ?r%f‘sk%’etséﬂamfégel’a@@et\aIHJDIemayCoInenHzﬂu&ﬂcb wi th

separ at e seas@h indestisies K&hgable 5ﬂ‘>ﬂfn|ﬂa’rlP/ %h%uc@éfg{%g b%]r%egtg%go]r% (1:h °13- 2,

t I t | ook- as may i ncl ude
gégu ti g(r)ns Sgﬁvﬁ'yn I?Iigir'f‘ ?Bgtgs:"aﬁgé singlyripked I'fﬁ@f Besteehrimeeiaterat Boraaid neme nane

t t t t he
server t@at ada@ss10ehay un@@dé&beéxaggm%zaihéw tBb|éI6&2%@fégé_egrdI§g§e>éi‘§rIdga2gie o1

DaT 2 hys. f MrBledeln St aatoreis 611 Hashindan 2 ravanclida gy amdi G 6 i &
a . det ai | edob8-oyte pirdeysamiridéduai udxgahrrahmeaora@m ¢031L@H[aéeI}6E£¥>F]efrﬁ’;ﬂé ; gLLted
t ccording to ment, o e pr

data st vl Dl ER Bt Eldh 00, o Sybedoent o
sear chabl e f@prda@%fhmav inghudapfoo Bxarhplegahext rgimraoﬁ‘asét C?an)ﬁbih@&eﬂﬁﬁgﬂg@zfz Con

i I n ete i fications
rrggt Lg“gﬁ;#ggﬂféﬁz%’h @(racrfhg ng%h%ﬁteo% 26\/222 d%?at?&@ﬁ”gfe@z‘%mét "eEerine space
wi t hi n menofg ZICE@IO) s ©f néoe stbaeﬁﬁieand adainte mn\ser(pbmtercﬁiiﬁfl cat 11 ons.
Th I o.l.ar at a
S0t o 2. CTRESEBROLR chERIRRE B A RER SRR A ho SRIEETS 15
03/ 038596 P@Fﬁtggﬁ?es@esmed blegk aae faflepgh patiedar wpe pf dﬂiag%tg eeightbytes foad
snapshot fi tigsin poRize 601 bhil RIR bSR3 TG hanRNSHMS SRR S-

20 Name server data 630 may include, for example, a hash table 632 as a search
index and a block of variable-length name server records 631. Hash table 632 may
include an array of 4-byte pointers to individual name server records 631, such as,
for example, pointer 633 referencing name server record 640, Variable-length
name server record 640 may include, for example, a next record offset 641, a name

25  length 642, a normalized name 643, a chain pointer 644 (i.e., e.g., pointing to the
next record in the hash chain), a number of name server network addresses 645, a
name server address length 646, and a name server network address 647, which
may be, for example, an Internet Protocol (IP) network address. Generally, name
server network addresses may be stored in ASCIl (American Standard Code for

30 Information Interchange, e.g., 1ISO-14962-1997, ANSI-X3.4-1997, etc.) or binary
format; in this example, name server network address length 646 indicates that
name server network address 647 is stored in binary format (i.e., four bytes). The
size of chain pointer 644 may also be optimized to reflect the required name server
data block size, e.g., four bytes.
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In a DNS resol uti on enbodi nent, for exanple, database 600 may incl ude
domai n name data 610 and nane server data 620. Donain name data 610 and 5
name ser WD 0dAass59620 may i ncl ude search indices with poi nPETAISO2/BRIBLES,
direct byte-offsets, etc.) into blocks of variable length records. As

di scussed above, a hash function may map a search key to an integer val ue
which may then be used as an index into a hash table. Simlarly, hash
buckets may b&eneedydubth seareh dfuicehasithtaalblagh tantkex ans mgabae-ﬁzh |dé'té i nked

dat for
exarpl e, a heahe Py FhBided BOIRLP R et Ped b e of Boliidite. | engt
donmai n nanen MAeHs F@tle_xanﬁllde,l‘haShMtrhe 612 mawm gontaml aicentignow amy of @tbyie byt e
pointers t dlﬂgﬂs\‘ib@ﬂfﬂalrp PeBRIEEs 115 & yg%étor%ggpaaﬁ]%@ ; or%cfrxanpl €,

poi nt er er enci ng ma N nane tecor RYomai n name
record (520 dhesiblerhyl aleh (i.6.0an 8-pstiepiaaindarynen@N)r SiroilatlypbdteeaBh Indieespane

I ength 622,5,tR a8 haek i<z %Hd OMIf%ﬁ%tgg?@%cBrd)B%%;% nﬁ%@‘ur@# s&that 4: 9-

pOI nt i ng to the next recor al n namne servers
625, and a%ﬁr@%@f%ﬁe IoEated en 4yt boumHarias in mesforsofor eteainte, aisht er 624 and

name ser vertapeioBP efiay ity c'éﬁtug?]éhé E}réfv‘gf 4 b?terp% rL@rE %o F@ﬁe fs‘é‘RvHF Feﬁgrolgl ock

size for atlclar t data,’ e. aln pointer
624 and fo%r%qbg'ﬂ ais%fﬂ?é‘?"%é‘i"?f?é?d'@é@'e %OfONbﬂﬁ e4-de data 630 may

ncl uddo f aoued d3r94N Cl’t&féb tisday emERRcaABn oS RAdKHRe 600Gy @REILEe Bl ock of
| Te o aggrre )arver qeco!r/ds 631]. ?—lash tablg 63% %%Pkde an

bl e- |
\;ﬂ 1’13 01? 4en3?g“%%PH¥‘ do g aji a[g{md\ﬁdg[gg[s I HISEOREYS/RG aﬁ@@@"ﬁ%”"%@ipt'béﬁjch as,
for exanpl epeption} iaclu6idg, fbeéﬁmﬁﬂewgignglamiéwwm@’lftogl%l@éf’éﬂcrﬁlﬂgex sluch as
| e-1 or ncl u or. exanple, a X
fecord of f ;%Q?é‘s@ﬂﬁ@”& A AL e R i oo NS @A%50. chai n
poi nter 644 (i.e., pointing to the next record in the hash chain), a
nunber of nanﬁl%érleérdemibdmldckaic&grmm illbdfBatesa noarenserarey cagteblieds | engt h

646, ang a RaEy ‘315; HELRY, léc@d?glﬁg?osa@&bom f)pof t ﬁ,&e%ght lp\ge Sxanpl e, an

o]
| nt er net Protocol etwork ad : tﬁetwork
addr esses rgnerlys@aipleaps HP0ABay alsphﬁ@rgmdssnta@mmb Gedechbble 30 | nformati on

|nterChang@epr@s@rﬂahdnﬁ@‘tﬁé’f@% By set'ﬁy%tgg(%a q]agc%?ltl \ﬁ%%g)m&frpcpré %rlg(t{)hfornat

inthis exa nane server networ K Fese at
name serverdn%&a%V aﬁnﬂ*rd@},@em’?mp@f@t@n%mavrbemhmar:@lyfnﬂrfmec( pntne, four

bytes). Th@eleﬁdr&@a@ba@@%d&rd&bWe@rspgé@wmb( n@n?d?y B64 QBltéié‘rﬁéj o reflect the

[ bl ock size f our 03/ 038596
Lg?—f Usgg /3 §esq%re\|4te arddmons or modifications. The smg’le searchable representation

scales extremely well to large data set sizes and high search and update rates, and
obviates the need to periodically recreate, propagate and reload snapshot files
among multiple search engine computers.

Many different physical data structure organizations are possible. An exemplary

25  organization may use an alternative search index to hash tables for ordered,
sequential access to the data records, such as the ternary search tree (trie), or
TST, which combines the features of binary search trees and digital search tries. In
a text-based applications, such as, for example, whois, domain name resolution
using DNS Secure Extensions (Internet Engineering Taskforce Request for

30 Comments: 2535), etc. TSTs advantageously minimize the number of comparison
operations required to be performed, particularly in the case of a search miss, and
may Yyield search performance metrics exceeding search engine implementations
with hashing. Additionally, TSTs may also provide advanced text search features,
such as, e.g., wildcard searches, which may be useful in text search applications,

35 such as, for example, whois, domain name resolution, Internet content search, etc.
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General ly, both search indices, such as hash tables, and vari abl e-1ength
data records nmay be structured so that 8-byte pointers are |ocated on

8- byt e bowodawnsssss in nmenory. For exanpl e, hash tabl e 612PcayuSovsioat n a
contiguous array of 8-byte pointers to domain nane records 611, and nay be
stored at a nenory address 5 divisible by eight (i.e., an 8-byte boundary,
or 8N). Simlarly, both search indices, such as hash tables, and

vari abl e- Iengtmaq@hﬁmw&ﬁdaSTgmégﬁcoﬁfaw&&wmcéef ﬁmﬁs nﬂke&%b@thepinra ers are

| ocated on 4-byte boundaries in némory. For exanple may

contain a c@ﬁ'ﬁr%‘éﬁlée'ﬁt#qné?‘pof’“ pohRde rB@N AR E’F§tefj@t H’%‘EP%W@E% Ee&‘i?‘éis 631,
and may be_giigrRdedbndlTRSY foAAGTARSeS) arsidBaby megmitate the dhaotbyt e 10

boundary, or 4 equently, ificatio o dat.abase 600 may concl ude

by updati n@acévh%av% Eafﬂﬂe%fmogﬁ.n@/ a3aria "Y' Here arﬁaﬁ% kgysgwg

uni nt er raipt eézﬂrﬁqod@pﬁrtaé ipath, toithe leifihdt@, mawEorexa By leVskiiéliaPelB@Bhiasi nter to
chai n

the search jnde sSuc or w

ointer o0 WRHEY: ERHEReER i e 1S BonBis Bipotientbor e den et S il g o

di agr am t hathréd ﬂ>¢lstbrsatbeﬁhea suoasessmecmr‘cmmcmode@trftaé tred. Théselpditess r uct ur e
architecture, accor dl'??y%d d ment ne pr esre,[nt i nye ntion

General Iy, B EBesd" 8?%%0 ﬁéa'B?s i %Se?' e ?{g%a 08P Bifani e
repr esent at nade’ S)sﬁplrt haﬁueiaSaarcﬁmg dhes €8T tqy@aiaemoutmy(emdhemmTe noaissy

i 0]

ncor Ol e AL PSR O, 08 65 PP PO AB IR
menory 104, emblrel@malmbpblecha‘r@ﬂfemsﬁubs@qiﬂﬂemy uﬂuihelsoh@wesmmefmqﬂam ons. The
singl e, SeaélBﬁ&meethﬁpg\ﬁgﬁmagg' DRaf F5R rﬁéy %éé Eﬁﬁfﬁi‘nya &ﬁrl]tler % IL%’ gEordat a set

si zes and hi sedr ch te rates, |ates the nee
peri odi cal |y 'ﬁb@?%’atnéUffbﬁ@'ﬁé@aa’[é%éh@ﬁ ml@ﬁdtoﬁﬁﬁ@ﬁ'@[dﬁtﬁ regord @Qﬁﬁigmﬁul tiple

search engi @ reQ3rRbeS &so&@@d Mthﬁﬁ@k@ﬁ(e @hyﬁlFﬁéderﬁ) AAREERIY, the key
organi zati ons are possible npla 25 organi zation %éi use an

al t er nat? veresast BaY FoRiaiR “E‘%rer?ﬁédnd"’lt%m '&efﬁ'fﬁty oR@%?réd’ata Baybestored inaccess to

t he data regmg@somsdic,hs@mé)@ﬂjrﬁ@f@wy search tree (trie), or TST, which
conbi nes the features of bi nary search trees and digital search tries. In

t ext - based I f
Fesol Ut i on udk oD SONEA8ES r BYELRSB 0P SHY 16 SR Fist FER G Re BRPHB-Faokr or ce
Eﬁﬂgg?t 011: O(r: glﬂﬂahfylnﬁfﬂﬁl ed-engdbsaych ddes mf,gasplacbhqntfa/gﬂmls—llgnglth kB)/;‘t?[e:Z@u} g(ral -
t he case of reggra&’ga@%qanﬁ] ﬁr%i“){(f%?é%%!egp@u tS@&B%ﬁ%gaeJ Wﬁ&ﬁée% |cs Y
exceedi 2@ se@dasWOérrgamnachdplvelm&:ttwesmimfowattihnlaasilaiswr@ed,a@dve urmhajlﬂlg;, TSTs
TRy a1 SO Pr R bnAdYABGRHa iGN RIS for RN BRS pociBE Brafin rBupointdrd doar d

sear ches, ext sear
and a key pomter The size of the node pointers may generally be determmed by

the number of nodes, while the size of the key pointers may generally be
determined by the size of the variable-length key data set. Key data records 702

25  may contain key information and terminal data information, including, for example,
pointers to terminal data records or embedded record data, while terminal data
records 703 may contain record data.

In an embodiment, each fixed-length search node may be 24 bytes in length.
Search node 710, for example, may contain an eight-bit comparison character (or
30 byte value) 711, a 12-bit character (or byte) position 712, and a 12-bit node
type/status (not shown for clarity); these data may be encoded within the first four
bytes of the node. The comparison character 711 may be encoded within the first
byte of the node as depicted in FIG. 7, or, alternatively, character position 712 may
be encoded within the first 12 bits of the node in order to optimize access to
35 character position 712 using a simple shift operation. The next 12 bytes of each
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35 such as, for exanple, whois, domain nane resolution, Internet content
search, etc. 17 WO 03/038596 PCT/US02/35082 1In an enbodi nent, a TST may
cont ai n aweagqwsssee of nodes |inked together in a hierarchipcalusombsast onshi p.
A root node may be |located at the top of the tree, related child nodes and
| i nks may form branches, and | eaf nodes may term nate the end of each
branch. Each | eaf node may be associated with a particul ar search key, and

5 each nOdesééﬂcHrlf&ieﬁﬁé cérﬁa.hm-eé@,efbrtrm#@e@% cmﬁtarrnaapanrwlm ahgquent i al
el enent of the . BEach node in the tree contain ari son character,

or split vaq’%er%r reﬁrﬁr%ﬁmgd??ﬁ"@?% ’ “%9”6f‘i‘?era”§‘u@@@§9§|”\’ﬁé‘ bEﬁ”C ®RP®d, " nodes
:n th?htreepouﬂibrl%saasp@mte@r srhtee@b@rh@?@tmwlabhtdrrr@d@ﬁqtelym?smndl‘énhddxsmrhérﬁs ar;ah
ess an ua reat er an split va ear ching the
ToT for a did oK ToRk gt eRoRad e (i reBERel SRiBRGR BT r co fom

t he L oot5 nastset maijtbélcaablalteiﬁffomﬂf&comgﬂﬂuﬁnmd@:\}awe(;eﬁ@afefﬂ?d lamﬂnh egg.errenlt,
or character with t it .val ues .o e _npdes al ong
Che’ pat b ASURET gt TR el Tuf Ry mak folfeug B gty B 7B B8 o ey
record, whnahbeayullivalutlmdicatiog s iarcoatsparalirty layealaforacber ddes n@t exdstm nal

dat a record e r i g., an

| P address) Sﬁgﬂi ﬁr%ﬁr\r}g”&aq%&?bg Cg%@rogézlg?eggggcr\éﬁrgr(Fr’r&?srrr] (%grd dat a
in its entiwatas otRecdatd, rd@ltldingniyr e)@nsﬁe)rae’tﬂ-blhkeyden@hwnﬁ@r‘rﬁabrt poﬂ&ie:rl t ext
format, et TST

i ncl ud| ng Ctypé/FtufU%fFe[@ q@%ﬂ?@@tgagﬁﬁgﬁgggtégl?actﬁﬁ get%ig%@péﬂ&r%?ea 'ty of
vari abl e- | e@‘ﬁj@ FeaREd; V\dd@éhe kydengis W@Wdéo ppmraersegrcbfandmedmne | engt h
term nal dafged é\ﬁrﬂﬁ&ﬁrg@féuwﬁﬁ%ﬁc@h %?wﬁ'ﬂﬁ% T8t "i"ﬁé(pbrﬂfdr%%/éfﬁﬂé faig types of

information as descri bed above, udi n for exanple,”  a conparison

char act er ('BPYQ%tﬁ'é)'“fﬁﬂﬂﬁtl&ﬂdisﬁijdhva“BF)é?Rﬁ?krﬁ‘é@é’dﬁdP‘Fﬁ“@ﬂ§ataalr'ﬁ9da“ key pointer.
The size ofmbheryagtadgephdtters may generally be determned by the nunmber of
nodes, while the size of the key pointers may generally be determ ned by

th of th | dat ds 702 25

bont of B0y | 53R B Pamet o ohia Rterd B R S Ol PUd A f o
exanpl e, pengthées 753)aheemewlorﬂ&émmﬁd@tad@on@t&r.emedﬂﬁdd reRI@. &, kit a, while
I T Ry T A S e T
exanpl e, negricaltdatanpainteei7gBt Kby tatacerad i7§0 maytzr metiexd Withra 130itlgy e val ue)

711, a 12- %% 1784 %ﬁ&%r}if}i teﬂ%ﬁsgp%‘?ﬂér %du?r@sté@l% 75§”Qn<gm%§1rpéh} 3;%‘38 G the

type/ st atus Aot 28 KON nco
first fZur (notshown for clarity) to align the terminal data pointer 757 and terminal data

pointer 758 on an eight-byte boundary in memory 104. Terminal data pointer 757
and terminal data pointer 758 may each contain various data, such as, for
example, terminal data type, length, status or data useful in binary record searches.
Terminal data pointer 757 and terminal data pointer 758 may be sorted by terminal

25 data type for quicker retrieval of specific resource records (e.g., terminal data
record 760 and terminal data record 770). In another embodiment, key data record
740 may include embedded terminal data 746 rather than, or in addition to,
terminal data record pointers. For example, key data record 740 may include a key
length 741, a terminal pointer count 742, a variable-length key 743, the number of

30 embedded record elements 744, followed by a record element length 745 (in bytes,
for example) and embedded record data 746 (e.g., a string, a byte sequence, etc.)
for each of the number of embedded record elements 744.

In an embodiment, terminal data record 760, for example, may include a 12-bit
length 761, a 4-bit status, and a variable-length string 762 (e.g., an IP address).
35  Alternatively, variable length string 762 may be a byte sequence. Terminal data
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bytes of the node. The conparison character 711 may be encoded within the
first byte of the node as depicted in FIG 7, or, alternatively, character
posi ti on WO3088596 be encoded within the first 12 bits of wrlka/usozasosn order
to optimze access to 35 character position 712 using a sinple shift
operation. The next 12 bytes of each 18 WD 03/038596 PCT/ US02/ 35082
search node may contain three 32-bit pointers, i.e., pointer 713, pointer

714 and  pokgHopd 780 May IfINiRSSIAINGTo aligPSadn@iminal’ @R cofddto an@Blyte 9T eat er
t han" branch node pointers reseFec,tl vely. These pointers npy contain a
counter, or PAYRAATY NHBIMORAtHe rAltenalivel%, tS%)/'F@@'d?eﬁ%EﬁtCOESW@PeWﬁY {clid@r ess. For

fixed- | engt basding &ha BAYEShoUNABNDBE, Sermirkl tiaetret®y 780 ntdl otlirRiuad dnyom t he
counter, or in(gex | ue, and the f'xeﬁ‘-ylae/n tg, e. o, ce\%tqrt el[l* ength. The
final four B§YELS-HEMOBLMENAIYMoNS Ao m%& Rieapno1genai@ycWhethigl “be a nul |
val ue i n8li c&rinirgal thatrecorde76@ aoputided td(&-)bytéaﬁa)ytamﬁodwtém;nd@’ﬁesegi ?t

(shown) or a.pointer to exi st i cOrLr espongli e ta recaqr not
shown), as %\'Xﬁ'%”ya rrgpﬁb%r}aé?cgré ?ﬂgm&i' gfd%fao?é"ggfﬁﬁ%e%aafZQ'fﬁq?tuﬁ’ey | engt h
and a 12- bi angaivatiebleléhdily pieihg 7a2 (sgf aelRladdteys)poi nter 716 nmay contain a
byte offset to the appropriate key data record, while the key | ength may

be used to optim C Ii: rf, | .M i - way

branchi ng wit hdlaér?“%ﬁlgﬁ ﬁgqj Q?ﬂ%ﬁqgﬂg?%gpéfﬁgﬁgaﬁngsdaﬁ 'Ieél%é'ldg?fna contain

i nf or mat i on stigeidredrsothdti &byt peintark aregoeateld ahiBdwyie baumndddesinusedoiyn Forvenor y
manage t. { ~data ; i r
exanpl 2,? dj]a \?ﬁpggl gé-]/ ﬁeﬁ%ﬁ%@%y %@Xlgﬁ% %’P ytﬁg_gfrs'tgsﬁg'”ﬁﬁ%k%’é{gg?cé’f‘ (goi nter.
As depi ct ed7149|,_ grdgnayrbe g _d %fa?t@e?f@elo?wrﬁojw'ﬁé'ﬁw@égm\kkﬁ-@?Whtﬁl dat a

poi nters: tepimdid, HANG. BRHIRHE! bl SeBll indicREMNUtAlast@iTa, B BAt8records Key
data record 750 ma{vmbe (gr efi xe%gvmth a 12-bit k%’é‘*l engatoh 751 and a 12-bit
ternminal poffYere LOGHYPS sANGE4PytE PoiRErs LS I9Rtad Iet-BUE POHRIFES (hot  shown
for tCI ari I’; %)nénfvorw Fgr?]xalnm%,erogbrba%ncd@bﬁmtmzmrﬁay ?L&Zaiﬁ_@rdl-ﬁﬁé (l?rflﬁaés)dat a t
poi nt er on,an ei - by oyndary .in nmenor . Termn ata pointer
DS andS s ePRIIERIo Btk A0S are s nby B a T B9 A0S DUA [ Sstich ae,
for gxarrpl e#-b;&e hs@la_mda_rylafradNt).%/Oense;qe:tagmm ;ncf;iﬂf&htékﬁ;sﬂb d{dwblasﬂs?(ﬁ flayi nt bi nz;g é
record searches. erm.nal _da oi_nter nd termnal data.pointer

mmy be sor t Sy RF TS 23Ry Tero e dibodst iy ebl R pect 1 ¢
resour ce recointsruptblg.opetation] inelldidgtfar exaetde drititDa aed porterito e sbateh record

770, L1 SRS RO TBF oo A LERLoA0 AR ] v enbecdec

term nal da a lon to, m nal data record

poi nters. For exanple, key data record 740 may include a key
20 FIG. 8 is a detailed block diagram that illustrates another data structure

architecture, according to an embodiment of the present invention. As above,
database 800 may also be organized into a single, searchable representation of the
data. Data set updates may be continuously incorporated into database 800, and
deletes or modifications may be physically performed on the relevant database

25  records to free space within memory 104, for example, for subsequent additions or
modifications. The single, searchable representation scales extremely well to large
data set sizes and high search and update rates, and obviates the need to
periodically recreate, propagate and reload snapshot files among multiple search
engine computers.

30 Other search index structures are possible for accessing record data, In an
embodiment, database 800 may use an alternative ordered search index, organized
as an ordered access key tree (i.e., “OAK tree”). Database 800 mayinclude , for
example, a plurality of variable-length search nodes 801, a plurality of variable-
length key records 802 and a plurality of variable-length terminal data records 803.

35 Search nodes 801 may include various types of information as described above,
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| ength 741, a term nal pointer count 742, a variable-length key 743, the
nunber of 30 enbedded record elenents 744, followed by a record el enent
| engt h 7480(03/03439¢ es, for exanpl e) and enbedded record daPaTi®62/§8y., a
string, a byte sequence, etc.) for each of the nunber of enbedded record
el enents 744. In an enbodi ment, termnal data record 760, for exanple, may
include a 12-bit length 761, a 4-bit status, and a variable-length string

762 (e.g., auch &,dotn@sple, se%hkéj?@rpbméry&l Mher\/%air@khhcféielsg[)}gﬁtgrsstbrkb g 762

| t 19 WO 03/ 038596 PCT/ US02/ 35082
B T N IR, e
8-byte bouﬁdahyrlzqmta’andesycdt@alnlngdfragmnamofeéamhkeyslrme(tjgg,![s;m?js? iseﬁé%% ZTSS rr:?g%/
i a
i ncl ude ggfnﬂags id)otﬁerl\;eeg}[éhenc}?]%g%gﬁ%retc&rqsg Fﬂcﬁ[}éoq‘?ﬁ 3;”%{1@9 g

i ncl ude any manage
gener al 1y, ﬁh@f‘h'@r atdeass one aedroelsey or sbanader, pobhiars ¢o pertdathl h@de&—vhyﬁre,

4-byte, or %&M&u%h@%@ﬁﬁr% Bddes 8%18}){)?1{4@/ ﬁe?/rr&&ga wﬂ@l;?heagcl%rhg/eqﬁgayl string

include a 12-bit |én
772 (e.g., Eforgs %%’dg@sé‘}ori@tﬁle”meswammludesécmwampmdatleast twusbamb TSTs,

and data regeydsr ffadibrs, ﬁélﬁﬂé%lt‘érv%ﬂlc%%&d%@wnﬁ Kéﬁlupﬁﬁ &eg Sgegcat ed on
55 "Iray

8-byte b es I n nenor contain
an )é Eyt gu? g&”%’é’g?mﬁ%hﬂrﬂ?&%@ BO‘V&S)/W'H"&"G ﬁ’erR%'é:FQWM ofsem;ch amsrw pentored at a

z0ldr gsiceydoniras ifintie Blueihly drike§ recos SbRKice AAKPL! Yory i §c’1\3
g?rrnnlr)arly, bot ydqgl{eoérch |IR |%g syuc eg;eCT STs, fd;e ata gcoer n S

struct ured TEY{MEHICA FRAUSNGR PieYs de- 315éh?réetﬁfséde%ﬁsﬂmbg'ﬂéea@bﬂfém| es | n
merory. For fregraent (e.g., rmﬁ@) bvrﬁlémbnmhtéltrﬁﬂeg %yWudéq}%ébé‘k@ys‘teEYte (or less)
15 pointer Ela)arg%g% th Fa‘ya St Y resrs i vi si ble by
four (i.e., s H‘@ﬁ'r‘?&f'&? 7 ‘ZH@ poégﬁgéf‘ﬁtﬂ@ﬁf‘?;? ﬁBHPYf%@f‘?'Hns to

dat abase 70@.grestringloncl ude by updating a pointer to an aligned address in
menory using a single wuninterruptible operation, including, for exanple

o new st er 'R ah Biledhfrt MuaRELESearkd Adts S Tl B oot BiPam « hat
illust Iroat esVeifieal Rede 820 and herirontal nodeadhi ‘v'@"tmzaj nede &t madiintudepioan

enbodi ment gfankdie aoiﬁﬁ‘ﬁ%e {gg¥%m1 6?@ ‘IAC)9 %%Vt?aadoqgé ?ﬁsﬁﬁ%&{ hal so be

organi zed i nto a sing esen” i on Data set
updat es may8bdEbn )nﬁ@ﬁslq'tﬁlﬁtﬁb@ﬁaﬁw&ﬂéde gntTd agdtalfekitse®00d caardctedel et es or

nodi f i Cat i OBYB @99/ *ﬂ@ll”PhNﬁhfé@xhhﬁp%eé&%Q%eﬁl ?ﬁag%m’f F)l thd ﬁQ)r(t n%%ﬂ%%e 25
records, to fre ace within nmenory sequent
addi ti giearc tr e, I.e., vertical node 820. In an embodlment 38 bit address 812 may
include a 1-bit terminal/nodal indicator and a 37-bit offset address to reference one
of the 8-byte words within a 1 Tbyte (~10'? byte) address space of memory 104.
Accordingly, vertical node 810 may be eight bytes (64 bits) in length, and,
advantageously, may be located on an 8-byte word boundary within memory 104.
25  Generally, each vertical node within plurality of search nodes 801 may be located

on an 8-byte word boundary within memory 104.

A vertical node may include a multi-character, search key fragment (e.g., string).

Generally, search keys without associated key data records may be collapsed into
a single vertical node to effectivély reduce the number of vertical nodes required

30  within plurality of search nodes 801. In an embodiment, vertical node 810 may
include eight bits for each additional character, above two characters, within the
search key fragment, such as, for example, 8-bit characters 816-1, 816-2 ... 816-N
(shown in phantom outline). Advantageously, vertical node 810 may be padded to
a 64-bit boundary within memory 104 in accordance with the number of additional

35 characters located within the string fragment. For example, if nine characters are to
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nodi fications. The single, searchable representation scales extrenely well
to large data set sizes and high search and update rates, and obviates the
need to wermoskseal |y recreate, propagate and rel oad snap®aatUusoz/B®s2 anong
multiple search engine conputers. 30 Oher search index structures are
possi bl e for accessing record data, In an enbodi nent, database 800 may use
an alternative ordered search index, organized as an ordered access key
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repr eselnt :jngf @o@@@ﬂe@ﬁ:tl&ﬁm lnfﬁfn@élﬂﬁmﬁay(ﬁsc?be m‘é:tdab@t%thmwéhk@l rtf&fe't%ﬂf al : nodles
may include vari characters at may exist at a particular
pogl tion w 'E%“Fie‘f ‘teééﬁi?ﬁ quyewftg&#@qﬁwce(cbvqjtlcal 8P4e 843, 15 In anp

enbodi ment, plurality of search nodes 801 may include vertical node 810,
vertical node HiZizostabnduer830anaainclodelfoBSmpus rd 2-biahodwtype 830 @@y i ncl ude,

f | €y d 811 "10" 38- I dd 812,
8-bi t 1 gt 17152 550 T ey 83 e bt adpreps PO 2R 2 2 2n HRLGEE V1 Sn
an 8-bit sedmdcterr&?rﬂa(@tge, “"),&hs- blélagt characiéd 835, (elgn, “wh), a venabiplengttaddr ess 812

may poi nt tBtrE%fs&géﬁ%Q%Q% Bcér’{be%(%ges%e@a’fﬁnﬁ i€ Exarhpi€; frst'cRY ac{r;re?gg”"de 820.

In an enbodi TJ'/ nodal
i ndi cat or amey incBRets Slngiebb@'acf&ddr”esweseﬂtmeﬁlees&arw keyefragpiert Ha” 8- byt e wor ds

within a 1 Jied by vERE2 RHeek189HA 886, iRRGSst ChafRiR 8% 1 1 include a
20  single character “w,” representing the search key fragment “law” defined by vertical
nodes 810 and 820, and the last character 835 of horizontal node 830. First
address 832 may point to key data record 840, associated with the search key
fragment “la,” while second address 837 may point to key data record 850
associated with the search key fragment “law.”

25 Bitmap 836 may advantageously indicate which keys (e.g., characters) are
referenced by horizontal node 830. A “1” within a bit position in bitmap 836
indicates that the key, or character, is referenced by horizontal node 830, while a
“0” within a bit position in bitmap 836 may indicate that the key, or character, is not
referenced by horizontal node 830. Generally, the length of bitmap 836 may

30  depend upon the number of sequential keys, or characters, between first character
834 and last character 835, inclusive of these boundary characters. For example, if
first character 834 is “a” and last character 835 is “z,” then bitmap 836 may be 26
bits in length, where each bit corresponds to one of the characters between, and
including, “a” through “z.” In this example, additional 38-bit addresses would be

35 appended to the end of horizontal hode 830, corresponding to each of the
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Accordi ngly, vertical node 810 nmay be eight bytes (64 bits) in |length, and,
advant ageously, may be | ocated on an 8-byte word boundary w thin nenory
104. 25 Gapasabdsye each vertical node within plurality of pegarsoti3seszies 801
may be |located on an 8-byte word boundary within menory 104. A verti cal
node may include a nulti-character, search key fragnent (e.g., string).
Cenerally, search keys wi thout associated key data records may be col |l apsed

into a si n&a%&&@ré&@éed’!@cﬂjﬂltﬁlﬁ bﬂﬁi%@cste,BV@a}éh bfaﬂl.ﬁgé‘%JBﬁ aaUrER8Es, a6 wegr ti cal
nodes required 30 w thi ural it ch nodes In an enbodi nment,

vertical nodfebiEnapP sl mqy,h,q Rﬁﬂ’@e&%ﬁ'ﬂg"ﬁﬁﬁ% qugPtits o8 ﬁ”&d@ﬁ? WoFAPOWWENact er

above two CRiigfiefidry 104.1 It dh éiodident, &t dgit-titt BT BaragyCset atay Heor

| 8-bit t 816- t
outlne) .  Adrd rﬁcsgﬁégé%r?{}ﬁem%eéat%ﬁt&at@*a@l%’ﬂ T oS Raes B e g b ¢

boundar 5 W 2°%its ofeBiyes]. Ok théleﬁa?rﬁ@édiéﬂ@%d\ﬂh FIGt)eustoverspetiandtbréncenal 35
characters |.oc eq vm thin the str - nment

char act o s GPAEHY P Gaino ki B AR Bae Favs TR ein k@t i
vertical noaa r&éﬁ);ncluhlera ‘d himrezach @it positien aodedpondingyo laet cwsageredds. t o fir st
character 814 and second character 815, respectively, and 56 bits of

addi T onal - chiy a¢ bRpolAAr Tl Qi hOLLEARONdl atd & EDALAGLELS Je e { r ough

nine, my be appéen o’verti ional” erght bits of
paddi ng may(Rie. 7)5kéynddta deadrd &SQamagquW@ o @kamplaad verfableatengih kewf@dBnat i on on

an 8-b r 82Q for
exanpl gfoea qg?t'? %\égggé %/e;mﬁiaggﬁtg plfh rvﬂédeg)i’%’;?dngg%% %L%dér %géMS , an
8-bit | engtincigdes W@tgrmmalsma p@ﬁte@,g@rfmmal P%ﬁ%rr%'iﬁ%’}d tgrminglddaga | "a") and
an 8-bit seghndr e5RrRS) @éta %rd 95(9may b@LHréﬂ%d whith é -5it k&XI@HBﬂq%1%ﬂgr ess 822

may point to the next 'node in the search tree, i ori zont al 10 node

830. Accor d? AgiPj fergwnal .pe@rerﬁea@/sé@tes sy ahd r@@)@ﬁ@'u%%@quﬂn%ﬁfw Ohnd,
advant ageouaéhty) tB&Mglbmd tefAih 81z p&ifteB 85 biAd MMabeatacé;@WewaaamnmmenDr y

104. itional |n tlon i ncl uded wi thin
vorii e pokbvgneRey e Ramosh Ok ST RS A A et e i e [ o
verti cal noptﬂnted&ss ray iezacin t@itain @dO-BiB{ermimgl date kywpadeandfatierelatayglieh ag 2- bi t
node type

oy os P it ettty opdtR, stbs of sl RERP | tfad Moo LSt g et ol &) )

8-bit | ast pdisteadieand@imipeal dpta pdintar,858 mayrbeadadried|byrigintinal lwiatantgipe 8)36 and a

38-bi t seco ggét é\?alg J ec’fIE ré&)'u?ce Ré%&'ﬂa% egf ltérﬁﬁna‘fg i éoerﬁ %S’énd n'ay"
MRehiam e 5 I3 e 2

i nclude a si'n arac representi ragment
def i neRby teeminaloddta resdes8EN0 and 820, whi I e Iast char act er 831 may i ncl ude
a

In another embodiment, and as discussed with reference to key data record 740
(FIG. 7), key data record 840 may include embedded terminal data 846 rather than
a terminal data record pointer. For example, key data record 840 may include a
key length 841, a terminal pointer count 842, a variable-length key 843, the number
25 of embedded record elements 844, followed by a record element length 845 (in
bytes, for example) and embedded record data 846 (e.g., a string, a byte sequence,
etc.) for each of the number of embedded record elements 844.

In another embodiment, and as discussed with reference to terminal data record
760 (FIG. 7), terminal data record 860, for example, may include a 12-bit length
30 861, a4-bit status, and a variable-length string 862 (e.g., an IP address).
Alternatively, variable length string 862 may be a byte sequence. Terminal data
record 860 may include padding (not shown for clarity) to align each terminal data
record to an 8-byte boundary in memory 104. Alternatively, terminal data record
860 may include padding (not shown for clarity) to a 4-byte boundary, or, terminal
35 data record 860 may not include any padding. Memory management algorithms
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20 single character "w," representing the search key fragnment "law' defi ned
by vertical nodes 810 and 820, and the | ast character 835 of horizontal
node 830.wWBims®s859@ddr ess 832 may point to key data recordP8FQSox3®8Li at ed
with the search key fragnent "la,"” while second address 837 nmay point to
key data record 850 associated with the search key fragnment "law " 25
Bi t map 836 may advantageously indicate which keys (e.g., characters) are

g gg er enged Imeyl‘dyﬁérmrﬁé @Iené@dﬁ v&%@qer@er‘rﬁrﬂn"al\déatahbébras bB(o a lS:Idle@lfb 81y iélt t lmip g
I ndl cat t ha Cter orl zo a node
590, w1 o a8 B hO PRt SEREAG ST Rl b o S Ry UG A2t et e

key, or chabiddrgth 875 anbbit staafseammeedrléiye-lmgtrzﬂﬂrugm?m@c@ &3P adkeesial | y,
the length of bitmap 836 may 30 depend upon the nunber of sequential keys,

or characters, %‘ggéeﬂé@g Bofd sreséPc 1“815 L6Eh a%éil&at%%s %?c} daﬁ? %(?3%? S'pagﬁg’r act er

i nclusive of t unda ara ‘ers. "For exanple
834 is "a" aﬁdctU@tSOdhatr&bﬁerpoms iage logated phérbyie bompla88Sinmagmbry. Fer bits

| nel udi ng, TR0 OBy g ot 810 FERRENE h PR Tl brD e Bl e e,

woul d be 35 889@}%!@@3’ be storrd @trﬁjm@monbaddzeﬁﬂchws'hbdy B0 (.08 &@bplendi ng to
each of thepogeyaff &W?’%ﬁ%@]rlg@gtw%ﬁmﬁ%s &led a@“é/@k ?re%§%rn8%%5ég ed w thin

bi tmap 836. Each of thése dresses, as we 6, may be
padded to af¢@hisaaY bgslHetiey soihalf-byte poistaip At Ipeaiadian ¢-byi E’Wf\ﬁiaﬁmr y

104. Inign ﬁﬂ?ﬁh@moﬁ?'@onsé@%nﬂy%&dnﬁ&a&no%'datéﬁé@é@@@%ay%hclﬁﬁé! bP Bipdat d as

t he search kg}/ $§ce s cﬂ (gltma 836 ma%/] be as Io as 256 blts

28 bits or 0@ g)anqlgng ddgsHipIeeayivehed SI'WQ"FPG“ eEruptibie operafien speC| aI
reference gloardigg &Irékémpl@d/vmd@rm poiHRY t3B8 sehrch dhdexPéudmeds hOARRY be two

bits in length a include a "1" each pit position corresponding to
| ast char ac?rg?sgg%e oerXHrﬁg 8#?88’09%?1&06%&3 Hfscussed with reference to

key data record 750 (FIG 7), key data record 850 may include, for
exanple, a vathmoveafioUeagﬂobdinwtwscusﬂséd abaleatith refesenaanie RIGr 8rpreabntdat a

t R t |
20 e b ) o o Bl AL S0 DELRS Ly d o 0o
Key dat a r eeficigngand &-@;tcl@@np@fguweexmes&iorasqazermstm%e@e bemgorse8®h and a

12-bit ternm, ?ﬁkameg E6ntﬁﬂ}ﬁtrﬁﬁl{| [h4ScRré rmg B! Qﬁé&%%;&ﬁﬁgﬂg{]g ( not

shown for arit term na pol hter erm nal
dat a poi nt ePh%BtebfP gcnf'@BC@f@%}@@mlﬂddh@I&rW Eieﬁomda@hﬂchteﬂdﬁ g-Tmacomdhal dat a

poi nter 857 cARdclePBNNsNahd dA} AddiRMiaNsBit RaBclERY (S8R CAHRRIRE A A8 8kt
term nal dat a tayge and ot her data, such as,
-N) may be contiguously located within the vertical node (e.g., vertical node
810). Search misses may be discovered quickly, and, no more than N nodes may

need to be traversed to search for an N-character length search string.

FIG. 9 is a top level flow diagram that illustrates a method for searching and
concurrently updating a database without the use of database locks or access
25  controls, according to embodiments of the present invention.

An update thread and a plurality of search threads may be created (900). In an
embodiment, system 100 may spawn a single update thread to incorporate updates
to the local database received, for example, from OLTP server 140-1 over WAN
124. In other embodiments, system 100 may receive updates from OLTP servers

30  140-1 ... 140-S over WAN 124, and from plurality of network computers 120-1 ...
120-N over WAN 124 or LAN 122. Systerh 100 may also spawn a search thread in
response to each session request received from the plurality of network computers
120-1 ... 120-N. For example, a manger thread may poll one or more control ports,
associated with one or more network interfaces 114-1 ... 114-O, for session
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for exanple, length, status or data useful in binary record searches.

Term nal data pointer 857 and term nal data pointer 858 may be sorted by
term nal wetoa/ossspe for quicker retrieval of specific res®eTOEs02/2082 ds
(e.g., termnal data record 860 and 20 term nal data record 870). In

anot her enbodi nent, and as di scussed with reference to key data record 740
(FIG 7), key data record 840 may include enbedded term nal data 846 rather

thaln da terrgam@,:ts Msﬁmg&ﬁmd HROPIDiaEy. of Retwoek somperski2p-tat w&-Nc@rT(te8l40 maK
include a key | engt 41, a term na inter, ¢ e engt
key 843, ¢ 1ReSavaIRBaRaURst P A RAstiHAT @@%ﬁ&‘”@%ﬁ%ﬁ%@'sﬁ%ofﬁ e,

record el ef’fﬁ@'ﬁnah@@@tﬁﬁe%a(/ spawdoatsearphﬁmea@amms@):uammemmawad ecor d dat a
846 (e.qg., strin equenc e ) for each of the nunber of
embedded ré/t‘,‘g‘r% teqagq‘fé’?ﬁ é‘%@@{ﬁ Cg'ﬁ'pﬁtﬁﬁ (Gt Eg?ﬂ)odi ment, and as discussed with
reference to termnal data record 760 (FIG 7), termnal data record 860,
for exampl e, iragn alteshative eantb@irbertt, $ystegn hommasﬁmawma@umbprgmtaw and a

vari abl e-| e(ﬁ% g%gﬁtﬁbﬂ%gﬁlﬁéf resegsmn uleg)ts%%{eﬁ%‘%)uar?htﬁbf R8I éb‘ﬁgi(ltery ari ;‘b| e

length stri nce n data recor
i ncl ude padi®i0aty..( h2a- Ns Hio thris embo@mgni the seaechdhiagds eyt be gespaiatetht a  record

to an 8- byt fpgém bk REBRplhekOdd Alap%é@?s&ﬁmd/evehﬁra@wthsata record

860 may inc ud clarit to a te boundary, or,
t er mi nal 353Iurat|taqf é@@ﬁ%ﬁ%@@ozﬁéy A82-R. mieiertivahiythg sgaicRdhre 2Y management

al gori t{yrs e@éut]\é\gnoagéﬁépgﬁhg Wéﬂ@p&/ﬁé&%gorsmil 1det sr20P NEhe g@ﬂﬂﬁér@dﬂ Y,

whet her termnal data records 760 are @b% g&a or 0-byte
boundar i es.SeSFe thegady MaydiatNASISSadY SELHP JuUaPe ﬂfd'ig{‘f"?l%(lcﬁ’ rs_&eg bi t
length 871,Np 4-bit status, and a variable-length string 872 (e.g., an IP
address). Generally, both search i ndi ces, such as OAK trees, and data

d b t t hat 8-b
N AR A e M N o S
(or less) p@hptbcﬁm(ahtopM&Illlty ofaletwardl eom@a@ys a:man may 2@l l’sam@’w the pluraligyor y
addr essla"irji:xl |slr?glfci‘eog)%ri§%ghhsy§s 'nbil‘]’)g ?\?é} LENPYSE o, %ﬂgﬂﬁgﬁxye\fy, V%&Nawl TRem larly,

both se rees, and d be structured
so that 4- byluelityaifseanch qaeged mem@ua@nfonem@e,tﬁ)aﬁm@n teé@ omey ressior y .

Consequent | . ARANEHEAIKONS, hoy HaLa0RRReBO, BRth qRAp|diioabuy uadas i ng

pointer to n nenory using a Si ng{e uninterruptible
operati on, aaldie$amrq’(ig:0| tyoe, %&é@ﬁﬂ’l@'ﬂmﬁmat'ﬁ@ maYheeXpliF it @?'”i‘%”et‘ﬂéy sear ch

i ndex, - suchsaseARoGAK alldrRsiReh) o8 StatednfonblibBarRiid @Yy BEpRdvRfedt dna dat a

record. 20 preferred embodiment, each of the plurality of network computers 120-1 ... 120-N
may multiplex a predetermined number of search queries into a single network
packet for transmission to system 100 (e.g., a Request SuperPacket 220 as

depicted in FIG. 2).

Each search query may be assigned (920) to one of the search threads for
25  processing. In an embodiment, each search thread may be associated with one of
the plurality of network computers 120-1 ... 120-N and all of the search queries
received from that particular network computer may be assigned (920) to the
search thread. In other words, one search thread may process all of the search
queries arriving from a single network computer (e.g., a single PE). Inan
30 embodiment, each search thread may extract individual search queries from a
_single, multiplexed network packet (e.g., Request SuperPacket 220 as depicted in
FIG. 2), or, alternatively, the extraction may be performed by a different process or
thread.
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The various enbodi nents di scussed above wth reference to FIG 8 present
15 many advantages. For exanple, an OAK tree data structure is extrenely
space efwooBmsts9@and 8-bit clean. Regul ar expression sear PoFISOH$SBE used
to search vertical nodes containing nulti-character string fragnents,
since the 8-bit first character (e.g., first character 814), the 8-bit
second character (e.g., second character 8-15) and any additional 8-bit
characters (e. tanofittiembodisiendibe aeareh quiss r2Geided from@h6h b thegyurdigy of

cont i guousl itk gh_k he yeRt Lvertical npode 810).
Sear ch ni sséﬁgk\prrﬁstcggp meg%gbeﬁ é'd%ﬁil\{:*g??!)e g%%‘ganér?g@%@rtg cﬁ%ﬂ%ﬁeﬂ% es may
need to be thrgaes siadhis @mpegingntitoe muli-tlresdassigneent may bk besad omast ri ng.

FIG 9 is adpeRal @¥8b ' ' 3 f or_searching
and congur SET}ECE{Q updlgidinﬁ%(gbgg{a a@%ﬁ&mctb'{?gﬁé? ﬁi&%g&st’éﬁ%}é&? rgﬁfa%ése | ocks or
5 s

access Or exgrpled PrRFesIr dading: frroursss thetassigneeshef searcant i on.  An
updat e t hr eaongittozeRlotAldaby s chERIEEL S ARSI hoRTfbEALRI 900) . I an

enbodi nment , S?A%t]eim 100 gay spawn a single update thread to 1'ncorporate

updat es t o PRRNSBEalnCYL gL SPRIYPIRRIIY. Fypieayeamnaaent pasfaroeTe, st ver

140- 1 over Wahousl2échdrisras Fay berisedd&sHvEy seareh gﬁérﬂé%QO%%é’i ﬁ&ff‘éa‘f@q updat es

fromQOLTP s rversﬁg 14q-1 ~n- 140-S over WAN 124 andfrgmp urality of
wiffgp System 100;

networ k compltals N5 (PE PXQRARIS 1 F18res MEMQrL Iter-@pegssm 100 may
al so spdn meseageshtdkbngadmiaphomeesgtonse to each sessi on request received
fromthe plurality of network computers 120-1 ... 120-N. For exanple, a

mor e net wor ki m i acdu iy ey Bt Y R BCLaRe podoA YD buntsbsos

more network intertfaces 1

PCT/ US02/ 35682ch auefirss tSearchingsietdataase oraytdepend upal the yindériyne] sterdure

conput ers 120md gatabad@0-N. Once a session request froma particul ar
network conmputer 120-1 ... 120-Nis received, the nmanage thread nmay spawn
a search thread and associate the search thread wth that particular
networ k conput/@#feriBgdo themfafabase embedimgnt diuatsated in Bifbddiatebase 40pstayn 100 nmay

1RUTbe st j, t t j for | r sts from
spawn a1fiunbekeichsd® @aohfor tHY Lafish Wyt AP daPQr%e'c!:)Lr%(_eﬁ?, qa?i%!eg&gﬁggg@

the plurality of ng.t rg conputers "120-1 .. _ _ ment ,
t he search F%F%SQHE 'ﬁé@o segichdey Fravdhery be dptermipad Refardng fedbewr k conput er s
and may be_datsbasderhbetipuatiiostarBag HOS, IR hY 5% nRf IF8eachId- 1 -
102- P._Altegdé ﬁtﬁ’\/ﬁl}% tmi seargh thre%ds may 10 execute’on a subset of the
plurality o § ¢ BisesRLen kpy: §nd, if a Rigiehps netletermingsh then snaeghict letiileads may
not necessamayyersetwhet (@30)UThe tatafretwrt WoIrEsRERY S tHe derdh key may then

20  be determined.

Referring to the database embodiment illustrated in FIG. 6, domain name data
610 may first be searched (930) for the search key, and then the resource data
within name server data 630, corresponding to the search key, may then be
determined. For example, for the “la.com” search key, a match may be determined

25  with domain name record 620 in domain name data 610. The appropriate

information may be extracted, including, for example, name server pointer 626.
Then, the appropriate name server record 640 may be indexed using name server
pointer 626, and name server network address 647 may be extracted.

Referring to the database embodiment illustrated in FIG. 7, the TST may be
30  searched (930) for the search key, from which the resource data may be
determined. For example, for the “law.com” search key, search nodes 701 may be
searched (930), and a match determined with node 730. Key pointer 736 may be
extracted, from which the key data record 750 may be determined. The number of
terminal data pointers 752 may then be identified and each terminal data pointer
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. Aplurality of search queries may be received (910) over the network.
:\?1 an IOent)odi rrgnt, plurality of network conputers 120-1 ... 120-N may send
the pl ur aWotog/0385% of search queries to system 100 over LARCIAB02/85082
alternatively, WAN 124. The plurality of search queries may contain, for
exanple, a search termor key, as well as state information that may be
associ ated with each query (e.g., query source address, protocol type,
etc.). St at e Maif o exdtactsd. rfay ebampleptermintl d/ata@bintéilmednéwrefewﬁeﬁéﬂn%% or,

D efer red. erpiyPoRrered st @R A DR 78 My Miehipend ssrpiinfaboo. 1
Erzg ﬁl may refard 57@,~be€ araidia- @ﬂg’ihrfedouruerﬂata ab., searcenguestwesk btdrese si ngl e

t Super Packet
220 a5 dopt crcairame SRS SR kS 718 i loh B Gtoded FlER 0 020y 10 one

of the sear &IMing daigdered @@Qﬁh@lﬁﬁgm?ﬁj andn 7dnraspbciilielyent , each search
thread may be associated with one of the plurality of network computers

120-1 ... 120-Refanfhgab lthé)aat&lﬂ%esé?%mngr%‘?lf Sﬁ%teg dr)er'?ﬂé Methd (r)RR]tlleQ%?yh e

e assig the ~“search I n

Ot her wor ds PoGRICEA ) L4 sheraray o, SeBsanieh fnegPseuee dalaruay bayue i es

arriving frdeteimipietigFer 8eimge KoCPBPKIIonf Sedrch Ky %%f”e‘g’?ér?ogue e fr om a

t t di
SRR S e e M i TR A VA NG
depi ct etl0 i nbeExBactay, froom whnhtﬂear Kt date kotord B50 %Y baGfetedminERY TRE nRRibEPT Med by
a different 25 WO 03/.038596 PCT/ USOZ/ 35082 | n anot her
enbodi nent oﬁ?grﬁ‘sﬁégdrag po ' ggz gy hsTuke 'IdfeB%iegéé‘ﬁ &5eh tgrening! datg noinjerof
network conpay éflesex:Lraaed For exXedpld) temyinbielats soiglee 851 B9 refbrende iérﬁil;r%'ﬂt dsear CE
opt el i a6 PseT ey e i BeBbddi’ SRR BIGAEN wiEheldndm - O
pgr anet ers reO[théfQdinegyarieble- lemmwuer@ss@r nehmadewgr néﬁmtk@ddﬁ&s t he

assi gnnent 962 §8RhsHe SURKEH BStwbik %@%&j&h gqﬁel{@é’ c@egfflrcgﬁg%?% |y,n‘esyg?2rend

upon various system paraneters, Inc rocess
cgrrponent ptﬁrmﬁwalﬁ@ieéewé@ gsing {rer leaats &@é@lﬁdr&%n@snﬁ;ilvble used to convey
search queries to assigned search threads within system 100, such as, for

exanpl e, shar ezhcARRRICH,thicBY AlayRiron8 $540) B ITBRT 39ESarch RIHRES cor?e%%r%]r% es,
etc. to the assigned search queries. If a match is not found for a particular search key,
the reply may include an appropriate indication, such as, for example the null
20 character. For domain name resolution, for example, a search key might be
“‘law.com” and the corresponding resource data might be “180.1.1.1”. More than
one name server network address may be associated with a search key, in which
case, more than one name server network address may be determined.

The replies may be sent (950) over the network. In an embodiment, each

25  search thread may multiplex the appropriate replies into a single network packet
(e.g., Response SuperPacket 240) corresponding to the single network packet
containing the original queries (e.g., Request SuperPacket 220). Alternatively, a
different process or thread may multiplex the appropriate replies into the single
network packet. The response network packet may then be sent (950) to the

30  appropriate network computer within the plurality of network computers 120-1 ...
120-N via LAN 122, or alternatively, WAN 124. In one embodiment, the response
packets may be sent to the same network computer from which the request packets

originated, while in another embodiment, the response packets may be sentto a
different network computer.
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Each search thread may search (930) the database based on the assigned
search queries. Searching the database may depend upon the underlying

st ruct ur ewooB/0883e6 dat abase. Referring to the database enmb@dirnsnt/35082
illustrated in FIG 4, database 400 may 15 be searched (930) for the
search key. The data record (e.g., database record 420) corresponding to
the search key may then be determ ned. Referring to the database enbodi nent
illustrated iTﬁheFUp“ﬁlatéihréamkraaséadae/ef(QG@) rieR0inforyafior Sfer e rs@\adsrtkh(hdan( 930) for

t he search ternm.n o ile 510
may be seart d n?%gt) éw '?ﬁoe a rgmra g %np? gragﬁdfr%rattﬁgrﬁ 51&)6 £okey may
then 20 b@ydetre‘rﬁﬁ cm@dWAFRéﬂ&t rInrcgherwnnbceilrdmtalms’enemﬂ)MByrmfewel lustrated in

FIG 6, do@h% E% Bﬁ@ser@é% Ry fi 556 shfeSRAN ed ég:ﬁr@v’b@@%ht&%‘? sear ch

key, and t e resource data w'thin nanme server orrespondi ng
to the §earn@fWQd§520mﬁ‘a5?r9t‘rﬂﬂﬂ1 be12@élt€e/lenWPé\él124:oirL@>laﬁﬁl nthe®NS he "l a. cont

search key,g uﬁﬂ% )fﬂé}ﬁ AELLIHNIE e ﬁéw}ﬁ‘.f&'?néit%ﬁ%%ﬂé\gge H&ﬁ%ﬂtaﬁlzo in

donmi n nane at a e appro rlate ornmati on extrac
i ncl udi ng, "RBIe @E%rﬂﬁ“@a%ﬁ@V% aj@dra RRY Aree sever for ?FH@HIStlmm@Of’a@pr opriate

nane servemahRCeicd Abkhaily RRe hBR B Hdh %Wﬁé@at@%é’t%rdonﬁ’é?ﬁ Hérﬁé 626, and

name server network address 647 may be extracted. Referri nﬂ to the dat abase

enbodi nent "BME YAt NG ﬁerpqar@etvyorktqqlgreﬁg-[etﬁapwapé@e defetedBip®ARRl (930) for the
sear chigey dafabase v»tyeﬁéranmnp ﬂﬁ@Mﬂa@n@n dahtaingBwithR the abRbasS Ry bERHgexanpl e,

for the "l aw. S rch nodes 701 may be searched (930), and
a match det"éqqifio Qﬁfelt?;ﬁﬁé’ prpgaa ®Key pointer 736 may be extracted, from
whi ch the key data record 750 may be determ ned. The nunber of term nal

dat a poi nt er STH&Rpdey tHrémhmby cieden(oi7d) = dew rtbnest in the rdatabake detainpgi nter 26

| d
b0l nter 753 s IR ERne I A AR G tp s SRR LA dara
poi nt er 758Xlﬁﬂlyg elefr@nétpfdbe daldbass areriadorplagtad by eceatidg A4@w dlbment based
vari abhg-1 %ﬂgltl@e{l %ﬁ% Saatr\g_}aéh ondlfi}me%ngﬁémgﬁtth@a%qﬁé fS§ 762 and

nanme server networ be extracte rom each 5 term nal
dat a r ecor dnfergnaiignt Iﬁb’”ﬂ@zﬂ‘gﬁ prozess, éhemewquemeegrpewpw@ yisibRdé therdearcht o t he

dat abase e W@Q&ié"@r’”ﬁrob&s@ Eu@érﬁl? e&@c@h?on%yst%h?’l %&ﬁ fh%%ewaé'f%mgﬁ’[ cr%‘%ar ched

(930) for the search , fromwh esource data term ned.

For exanpl &genp G?mf‘h@d tPé'W dipbasge SFereraliyyadditinns da th@cﬁﬁ@%@lﬂ

accomplished in a similar fashion, without necessarily using information contalned

20  within an existing element. In one embodiment, the deletion of an existing element
from the database may be accomplished by adding a new, explicit “delete” element
to the database. In another embodiment, the deletion of an existing element from
the database may be accomplished by overwriting a pointer to the existing element
with an appropriate indicator (e.g., a null pointer, etc.). In this embodiment, the

25  update thread does not create a new element in the database containing new
information.

In the DNS resolution embodiment, for example, the new informa{jon may
include a new domain name to be added to the database. In this example, for
simplicity, the new domain name may reference an existing name server. Referring

30 to FIG. 6, memory space for a new domain name record 615 may be allocated from
a memory pool associated with the domain name records 611, or, alternatively,
from a general memory pool associated with domain name data 610. The new
domain name may be normalized and copied to the new domain name record 615,
and a pointer to an existing name server (e.g., name server record 655) may be

35 determined and copied to the new domain name record 615. Other information
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searched (930), and a match determ ned with node 830. Second address 837
may 10 be extracted, fromwhich the key data record 850 nmay be determ ned.
The nunbewo 03/0385e6¢ m nal data pointers 852 may then be i demrCirfisezi3zasz each
term nal data pointer mnmay be extracted. For exanple, term nal data pointer
857 may reference termnal data record 860 and term nal data pointer 858
may reference and termnal data record 870. The variabl e-1ength resource
data, e.g., negree ciused asd sdddd taddwarmalrbn&62 revoid 6esRUSIeBY,€6r Net wor k
addr ess 872 él t hen Q ogxtract ed fro?r:Egeach ; term,nal data fé\‘f%gd usi ng
the I ength SEI B §'=)T S ALBEEIVE'S 2 ERUHPYNER &t R RYE Chay! te (940) a
plurality ofexamples,hhe epWiirdsrntadion @xgydndudega new sebehdesg iwithedrrsgmndingquer i es.

If a match ' df‘t)émd for a particular search key, the reply may include
an appropri a S |n “Chti on, such as, for exanple the null 20 character. For
domai n name resol ution, for exanple, a search key mght be "law com and

the corres pond?ﬁgrrmeé@ﬁt%d daew Sﬂagﬂitndﬁle 70588@s well ad & newiey detearrcordne nane
server netwopk Asdfiesse gRYhe |@ﬁ~.i§s0&€§%rp¢éi £l ikl 2o8f ﬁ"hSE'e k@y@awmmw case,

nore t han one nane server netwo et erm ne e repl i es
may be sent cPOB@)jsopelaractas (el wWoke, f1r$tmoaw0@ dids gaster tharcthe compaiésanch
thread nmay ewWibiRlew), imeawgeaﬁwtoeehamgs‘é%rdwﬂdaear1@l @ﬂ:'n% gfrk packet

(e.g., Response Super Packet correspondin si ng 1§ ‘'wor k packet
9

cont ai ni ng BRACHPPEF AL ”‘&M@Pl“@?@“@@ injthe FSJqQIé'@EE sagnpdeyRicces 12 ggracter

Al t er nagd vepysitich) adlsfaé@he@ae PN OCBERrOEedrb RGEE mls wm.ﬂ@écﬁ% thdre appropriate
replies int n ackeeé715e res net wor k acket may

e sing
t hen be seng \ag ﬂ?%d'g}‘lt@ %@%?55? PP'Q B} M@y eeitAnehe
plurality of‘an%mmrek S@afphlhedé70§61a§t also.incldddla Nb«!/tea<dy4si‘d|rft8r27,060/t7hlch

| t ti I .12 di t..th ket b
Sent Lo t he kAR AR BoR SIS Rt ath orbf PG RSt ol imear b °°
ori gi nat ed, malyiihaudena kaoehgth 78nrt0mg| ﬁi"mand tybe 782 ¢pon deliqatiof enbedasd be sent

pdat e hr obrousy SRl VBB 80 7 Pt SR 2 U BT - an
enbodi ment , resowcen 784 ﬁ@gl, o), MSMC@@ngth feor(eqxdapl and 4 varimbE@mytber ver
140-1 t 4 h 100

0 i de%%ﬁf@ejs% \Agmrs"e%]uenéé"%%tl 480, ‘%‘ng?' Meﬁn%@%@%@m may

receive tes fro Vers S over 4, and from
plural ity oMesaiesRanekMavpgatiasatedionsepreh nodetPsNrasy amanply beadl or  LAN 122.

: ﬂcf Bgewgwag%té& WRNTETPBEESTRIM, whilQ e BbSoe thiPb& S dafiadb ML ke May
2 data record 770 from a memory pool associated with plurality of key data records

702.

O
1

Referring to FIG. 8, a new search node 890, as well as a new key data record
880, may first be created. In this example, the new search node 890 may be a
horizontal node including, for example, a 2-bit node type 891 (e.g., “01"), a 38-bit
25 first address 892, an 8-bit address count 893 (e.g., 2), an 8-bit first character 894
(eg., " m”), a variable-length bitmap 896 and a
38-bit second address 897. First address 892 may point to vertical node 820, the
next vertical node in the “| ..." search string path, while second address 897 may

i ”

), an 8-bit last character 895 (e.g.,

point to key data record 880 associated with the search key fragment “m.” Key data
30 record 880 may include a key length 881 (e.g., “5") and type 882 (e.qg., indicating

embedded resource data), a variable length key 883 (e.g., “m.com”), a number of

embedded resources 884 (e.g., “1”), a resource length 885 (e.g., “9"), and a

variable-length resource string 886 or byte sequence (e.g., “180.1.1.1"). Inan

embodiment, memory space may be allocated for search node 890 from a memory
35 pool associated with plurality of search nodes 801, while memory space may be
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name data, new nanme server data, a new name server for an existing domain
name, etc. Alternatively, the new information may indicate that a domain
nane, nawe 03888586, nane server network address, etc., napChasdzbamsred from
the 10 database. Cenerally, any information contained within the database
may be added, nodified or deleted, as appropriate. The update thread may
create (970) a new el enent .in the database containing the new infornmation.

General |y, dregdtbd ﬁﬁtkbp B5tatrecdra 1880 Midhi & epftiy pbdle@sudidtBl Witaplurgiky st i ng
el enent of the dat aw‘% t% gre i ncorporated by creating a new el enent based 15

on the exi S&YH§aHes nd then nodi fying the new el ement to include the
new |nformat| on. During this process, the new el enent may not be visible
to the searChThé bpMdShread p’ra@@rﬂfms%Oﬁtarpbmmdtqtlmxcmtmdsagxsmg assisglem 100 unti |
the new el e

b . ddi t
to the dat ama & f[?’leb ee?%&%%gfrleé Igdé ﬁﬁ‘k' %ﬁi %ttﬁ%?%%a%% gﬁégé%ﬁoa tions
neces?rngSidl yatshasg, (i.af becaheé ginibtotottiae amicmmrmdshbmpranessﬁsbtl ng el errEnt In
odi
one o ORI, 2hoRE, RS IR SHETE g ST kIGRADaSe ey
dat abase. |vmtrmntbnematabaﬁboéksr¢:aw$setdr@ode,ltbe eppropfiateioaekidrs map peallignacht  f rom
the dat aba rgesoatﬁgtotﬁg lsln@l%et%;epé‘uoﬂ\ﬂ% Y¥dstd Qﬁ’glé sfd?é msﬁ'[lctfoﬂ drBg existing

el enent prorlatelnlca pointer, etc.). In
this errboduamrnprlatmlenqt ipeaeebpdimeat a@@e@ 'ﬁ@)?lemeé‘éﬂE‘Y§er?@\|ﬁ%1@%nt in the

dat abasg COcHé @b@bage 08WpebHH8 iHRIBIOW thbRehitd trwgdg % pldébiQr) pyrbodi ment, for

exanpl e, the new information may  include a new domain nane to, be added to
the dat abasBStapiangqysly QuerMHing,a IP‘Brr‘tereqﬁﬁIeP"é ingelemgat WEHWAHBRRIPA H& e may

reference apdieabstd.di%a ﬂﬁmepéiﬁtrev%l’cc) mg?aﬁ‘nﬁ rthélgf‘@ptﬁaﬁe Ec@tlorﬁmamgléhgn@:pace for
a new donmin nane r%otgrd 615

associ at ed UMK SOLIRENA SH‘QR;E preé%t&ndgc @ %Pg'eg}oﬁ%mnﬁt‘?t\?éﬁ@?” from a

gener al nerappyoiaed leAagwoci ated wi th donmain name data 610. The new donain
name may be normalized and copied to the new domain nane record 615, and a

ot or i Fbd anFebEmNG BB Prart BoV R pile SeameRBOIRE b Rl RBPE ctomd o5 BS 55
28 WO 03/ 03859 be RETUBOIRHSBSOB2 618¢s.gb elecaint Gl At dpartadtia doedaghaablew domai n
name record nqgr% arg 4 eaoson%: gettgfélﬁmle% in ﬁ&%@ﬁbﬂ%&%ﬁmﬁ%%@% 8a chain

pOI nter, et C n nor exa e new I ornat |
i ncl ude a nae stora mhtrtkcévynvs useddorUpé@tpdmdwalge Referring to FIG. 7, a 4-byte

pointer corresponding to the new search node 705 may be written to the 4-byte

20  “greater-than” node pointer 715 within search node 710. Importantly, the node
pointer 715 is aligned on a 4-byte boundary in memory 104 to ensure that a single,
4-byte store instruction may be used to update this value. Referring to FIG. 8,
plurality of search nodes 801 may also include a top-of-tree address 899, which
may be aligned on an 8-byte word boundary in memory 104 and reference the first

25  node within plurality of search nodes 801 (i.e., e.g., vertical node 810). An 8-byte
pointer corresponding to the new search node 890 may be written to the top-of-tree
address 899 using a single store instruction. In each of these embodiments, just
prior to the store instruction, the new data are not visible to the search threads,
while just after the store instruction, the new data are visible to the search threads.

30 Thus, with a single, uninterruptible operation, the new data may be committed to

the database without the use of database locks or access controls.

In an embodiment, the update thread may physically delete (990) an existing
element after the pointer is written (980) to the database. Advantageously, for
existing elements of the database that are modified or deleted, the physical deletion

35 of these elements from memory 104 may be delayed to preserve consistency of in-
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resource data. 5 Referring to FIG 7, a new search node 705, as well as a
new key data record 780, may first be created. In this exanple, the new
search nowe 03038spmy i ncl ude a conparison character ("ni') PCTrUSOH8s082 r St
position, that is greater than the conmparison character ("1"), in the
first position, of existing search node 710. Consequently, search node 705
may be inserted in the TST at the sane "level" (i.e., 1lst character 10

gosi L i on) aprapesstdeandds. ?E;Bexdiﬁﬁl@rﬁtesea@Qibtim}.pd@m}ﬁﬁhésﬁbéé@ﬂﬁ%dlﬁé;ﬁboﬁdo t he
at a ase, t rea e I sear
Conianse, ! e coneehfnaidl fal Elertd RS el otaPdss” TR s Re R RD L ey

poi nt er 706 thehéexidtingradsmerndritoan meanod01 i thap b niekyed oo tHat existmcksarchat a rgcord
780. Key d 0 8 B t
782 (o g, . MardeRptesaht éc@@*&%f eiﬁéaﬁeﬁ&fgi }%ﬁ%@mwﬁgtﬁaﬂey 783
, " cde Jatalaseumoy oan@rtbeldd tateso ta. @imilarly, afferan

ssour ce '3@95%23 Wy ﬁ?é?é%g : f‘ﬁ&g&w 03? S0 11 ng 786
or byte sequelnc % tfas %e(? eiet%ﬁ‘ﬂo t n%dy%ﬁg'ca nNenory épace may
be al | ocat e@xisting @Iemeohfrmd@rvw 1ﬂ#mayabm¢&mfe¢ sodbét exiglisg searcke thregdsh TST
nodes 701, ‘Mﬂtlhgvé@ uYt SOffed Wb%r%h%%&%ﬁxﬁ?elfemep{ YE}SS E%Xte%(?ro%fh% record

770 froma nenory assocl a ed wt | ura ata records 702.
Referring t@aﬁb@e snaxacqrémp%tcaw&eﬁhﬂ@@/l%@ta@@f Iqatehs he yslptadyeadat a

record 1580md%hyénbéiﬁldé?@ce?@@ﬁ&ﬁ‘é’exuét fgtéﬂérﬁerﬁ@?tﬁpélﬁthets'égrcﬂ%\‘eﬁéﬁh‘éh node 890
may be a horizontal 'node includin or exa bit node type 891

(e.g., "01"Pegan bgOm the £xising glemeg Wé%g‘oéé@d %[r?’eéet?ﬂ thaygfirigRad. count 893
(e.g., 2), an 8-bit first character 894 (e.g., "1"), an 8-bit |ast
character 895 Petegtial complicationy mialy abibefrberngé mtérbttmmf&%hms@omaéd bi t
second addres S 6’%’ di Fi rtstft%ddresstBQ tmay oi nt vq?rc\tm_l t he
next verticf "MFERECTHEN R Q! P Presant KEoR aﬁﬁusp%rf:ﬂ'e ?lc@agaé:%ﬁ CSaddress
897 may poiohsydteamKe9. dat exangdertde Bﬁﬁemoolw.thdhmupbatbhla“eae&r ch key
fragnen a ay, i

53 andoty a0 (8bg e ot 02 Zhge B G PR E Do B8 0D
Iength key aserd(eelngtrpcﬂbmmmlt)on an auotberremnplaarsbadme‘tﬂorrea)olmpbés aB84 (e.g.
"1"), are " ource
stri ng 886 %p%&ﬁeq sea lgr}]\ggé?%ﬁmq%gogﬁeq%@ﬂq?of 'ﬁ{&mCﬂm n% |rren m%rrermry
space may b@nﬁlloﬂmﬁ%df the preseat ipveniiod cthadtaverhesn @pieat ipagsngssidd associ at ed

‘(’)"‘3; 83?53%3:3' Ugghielsﬁé?‘élgﬁisﬂc@ﬁ% $8dessWhd [nferRBMRENeERAC & . JBYroB&ssoR $0200
20 1,102-2, etc.). Many other complications may readily be admitted by one skilled in
the art. Data hazards arising from out-of-order instruction execution may be
eliminated, for example, by creating dependencies between the creation (970) of

the new element and the pointer write (980) to the database.

In one embodiment, these dependencies may be established by inserting

25 additional arithmetic operations, such as, for example, an exclusive OR (XOR)
instruction, into the sequence of instructions executed by processor 102-1 to force
the execution of the instructions associated with the creation (970) of the new
element to issue, or complete, before the execution of the pointer write (980) to the
database. For example, the contents of the location in memory 104 corresponding

30 to the new element may be XOR’ed with the contents of the location in memory 104
corresponding to the pointer to the new element. Subsequently, the address of the
new element may be written (980) to memory 104 to commit the new element to the
database. Numerous methods to overcome these complications may be readily
discernable to one skilled in the art.
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al l ocated for key data record 880 froma nenory pool associated with
plurality of key data records 802. The update thread may wite (980) a

poi nt er twotlle3skas abase using a single uninterruptible opeTaAtSODBF082
Generally, a new el enent may be commtted to the 5 database, (i.e., becone
visible to the search threads, or processes), instantaneously by witing a
pointer to the new elenent to the appropriate |ocation wthin the

dat abase. As dSewusisetboaimerts of the pagendipvéraion alre)g;aéduf@anmustme&éncgned in

menory, So g n incl ude ) e.store instruction of
an appropr%%?%t% eﬁ%p Fﬁwg ﬁW' ST € CIAR g?fgpgﬁﬁmgV@ﬁ@ﬁW Be

del eted fromfthe Ftrhierrﬂmvamr(ﬂcomred bgﬁw@ave\te@tmbe aho withia tB@gm&'hevxI hr eads,
or processe A t t he exi sting

ol erent i o e RpERR I RRSAELY AR oy 1 kA rBEndch e SEbE.

Again, the ab@ﬂ6¥T|ate | ocation may be allgned in menory, so that the
single operation includes a single store instruction of an appropriate

|l ength. 15 Referring to FIG 6, an 8-byte pointer corresponding to domain
name record 620 may be witten to hash table 612 (e.g., elenment 613)

I mportantly, the hash table entries are aligned on 8-byte boundaries in
menory 104 to ensure that a single, 8- byte store instruction is used to
update this value. Referring to FIG 7, a 4-byte pointer corresponding to
t he new search node 705 may be witten to the 4-byte 20 "greater-than" node
pointer 715 within search node 710. Inportantly, the node pointer 715 is
aligned on a 4-byte boundary in nenory 104 to ensure that a single, 4-byte
store instruction may be used to update this value. Referring to FIG 8,
plurality of search nodes 801 may al so include a top-of-tree address 899,
which may be aligned on an 8-byte word boundary in nmenory 104 and
reference the first 25 node within plurality of search nodes 801 (i.e

e.g., vertical node 810). An 8-byte pointer corresponding to the new
search node 890 nay be witten to the top-of-tree address 899 using a
single store instruction. In each of these enbodi nents, just prior to the
store instruction, the new data are not visible to the search threads,
while just after the store instruction, the new data are visible to the
search threads. 30 Thus, with a single, uninterruptible operation, the new
data may be conmitted to the database w thout the use of database | ocks or
access controls. In an enbodi nent, the update thread may physically delete
(990) an existing elenment after the pointer is witten (980) to the

dat abase. Advant ageously, for existing elenents of the database that are
nodi fied or deleted, the physical deletion
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35 of these elenents fromnenory 104 may be del ayed to preserve consi stency
of in- 30 WO 03/038596 PCT/ US02/ 35082 progress searches. For exanpl e,
after an wpiossssge el enent has been nodified and the corr®@sparsdi/sgyshew

el ement conmtted to the database, the physical deletion of the existing
el ement fromnenory 104 may be del ayed so that existing search threads
that have a result, acquired just before the new el enent was commtted to 5
t he dat abase, may continue to use the previous state of the data.

Simlarly, whhels daimeddissti ng el ement has been del eted fromthe dat abase,

t he physical deletion of the existing elenent fromnenory 104 may be

del ayed so that existing search threads that have a result, acquired just
before the existl.nfymllie degaetwierk datelase syplarReconisi®ase, may continue to
use the previous state of the data. The update thread 10 nmay physically

del ete (990) theatdsgssonepraspesasfOURIEd tora BgtwotkaaNdear ch threads that began
before the existing elenment was nodified, or deleted, have finished.

Pot ential conpl i ZEEMeAsCRHREPitaRPIOFBHRHBE MemaraBclugindt daighass e

associ atsed Whtltisratipditoheddxekiited By @sepocédyeett: i on and vari ous
architectural characteristics of system 100. For exanple, the processor on
whi ch t he updat ecrbfite @adipdstelthrezendta pigralitg .ofisearphi Otesdspr 102-1, 102- 2,
etc.) may include hardware to support out- of-order instruction execution.

I n anot her exanmseignsseh i bllalitpyf scacthuglerias recgivedover e readwprk| ®r whi ch
may produce_a uence. of. i nstr Lons, associated wth enbodi nents of the
present i nv%ﬁ%glﬁ, pl{]ﬁ\i{y qg&ﬁ%é@%‘%%ti mal ly rearranged to exploit the
parallelismof t 0, ' S.4 Nternal architecture (e.g., processor 102
20 1, 102-2, et cﬁ??g%b%?%{)ﬁéer%dbonpl ications may readily be admtted by one
skilledgn the art. {hé, higealbaseblaii d ABaubnal soqder instruction
execution may be elimnated, for exanple, by credting dependenci es between
the creation (97)ergs. the new el enent and the pointer wite (980) to the
dat abase. In one enbodi nent, these dependenci es may be established by
inserting 25 additi oapted pluiafiial seypl replies AATeSPRRAINGL theor exanpl e, an
excl usive OR ( XQ@RsigneAsbakhlgueRes, AR 0 t he sequence of instructions executed
by processor 102-1 to force the execution of the instructions associated
with the creation (97ndahe phealifess sealcbmepliesiover Beueiwak; ranpl ete, before
the execution of the pointer wite (980) to the database. For exanple, the
contentss of the fopartupontd thramenory 104 corresponding 30 to the new el enent
may be XOR ed with the contents of the location in nmenory 104

correspondi ng to the goeaietanew oletrieat amardsheiverew infuipstaueceivgd t he address
of the

over the network, and

without restricting access to the database for the plurality of
search threads, write a pointer to the new element to the database

20 using a single uninterruptible operation.

2. The system of claim 1, wherein the single uninterruptible operation is a
store instruction.
3. The system of claim 1,further comprising:
for the update thread:
25 physically delete an existing element from the memory after the pointer is

written to the database.

4. The system of claim 2, wherein the store instruction writes four bytes to a

memory address located on a four byte boundary.
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new el enent may be witten (980) to nenory 104 to commit the new el enent to
the database. Nunerous nethods to overcone these conplications may be
readi ly wDsmsssabl e to one skilled in the art. 31 WO 03/ @P8FAB62/35082

PCT/ US02/ 35082 Several enbodi nents of the present invention are
specifically illustrated and descri bed herein. However, it wll be

appreci ated that nodifications and variations of the present invention are

cFver ed byht he 35?01% é@e&fbﬂgémﬁmmwr@ihm §tg% iﬁstfudctiieﬁcth\Nrim‘s éi@‘rﬁfb@li[eﬁwded
clainms without deparfing fromthe spitrit and. intended scope of the 5

i nventi on. %@emﬁ%fﬁ%%%%'%at ?Qgﬁﬁégﬁgfou(}@ﬂy' isclaimed is: 1. A

mul ti-threaded network database system conprising: at |east one processor
coupl ed to a netiOTHe syt af deimb? ywiereip teedpricoessioe has a svoss siee ot dideartnor y

i ncluding a database and i j ggagt t he
processor t%gﬁg?’gﬁ? 8163?10%8 a?&ﬁ #thﬁﬁéﬂdgang P %%at?"?tsgﬁ %ﬁé ggg‘cﬁo@ﬁ/vr? Sfeads;
assi gn &ach-bftesiiqpd areatdry pddriess eaaiet ogweri-ede bpeedsiry.ed over the network, to
one of the plurality of search threads; for each search thread: 10 search

the database a?%fﬁhégys&é}ntohaa@??j@;bﬁgnwﬁuﬁmn QELRAquefiéde a plurality

of search replies correspondin 0 assigned search queries, and send
t he pl ural iregeiedd widhin ersingipnetworiopaaket he net work; and 15 for the update
thread: create a new el enment according to new information received over

the network, an%.%ﬁ@%ﬁ&erﬁ%&léiﬁﬁjMﬂar@iﬁ‘ﬂ%ﬁlu?éﬂt%cﬁ?@eﬁﬁh&@@%@ at®serithe
plurality of search threads, wite a pointer to the new elenent to the

dat abase Wtz psHdle RetWETkePasKEnt errupt i bl e operation. 2. The system of
claim1l1, wherein the single uninterruptible operationis a store
i nstructg on. 9. The system of claim 1, wherein said restricting access includes database

locking.

10. The system of claim 1, wherein said restricting access includes spin

locking.

11. The system of claim 10, wherein said spin locking includes the use of at

15 least one semaphore.

12. The system of claim 11, wherein said semaphore is a mutex

semaphore.

13. The system of claim 1, further comprising a plurality of processors and

a symmetric multi-processing operating system.

20 14. The system of claim 13, wherein the plurality of search threads perform

at least 100,000 searches per second.

15. The system of claim 14, wherein the update thread performs at least

10,000 updates per second.

16. The system of claim 15, wherein the update thread performs between

25 50,000 and 130,000 updates per second.

17. The system of claim 1, wherein the pointer to the new element is written

to a search index.

18. The system of claim 17, wherein the search index is a TST.
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3. The systemof claiml,further conprising: for the update thread: 25
physically delete an existing elenment fromthe nenory after the pointer is
written twotohe3stas abase. 4. The system of claim2, wherei RCTHESIYS98E
instruction wites four bytes to a nenory address |ocated on a four byte
boundary. 33 WD 03/038596 PCT/ US02/ 35082 5. The system of claim 2, wherein
the store instruction wites eight bytes to a nenory address | ocated on an

ei ght byte boundgg yThsysldif obMaheNT, Afhefdiditi shardiglet B 4 MRhpasessor has a
word size of at least ™n-bytes, the nenory has a width of at |east n-bytes

and the store instruction wites .5 n-bytes to a nmor ddress l.ocated on
an n-byte bounda?@.ﬂfsmtﬁéng g?'@?ﬂ’ﬂfheé?'éi&?ﬁ &o,m%ﬁ&n}gpﬁwe%/@ e'B?’ﬁrJSava@?f’ of
sear ch querioesddts eecor@aithinaice wathbase. a si ngl e net work packet. 8. The system
of claim1, wherein the plurality of search replies are sent wthin a

estricting accedt aiablr ast L e PuRurih® Rl BURBET 1 () i1

wher ei n Sai cbmmising: ct i ng access includes spin locking. 11. The system of
claim 10, wherein said spin |ocking includes the use of at 15 |east one
semaphore. 12. Téreathgsarewpdsite tireadantia pluralityeoflisegehdhisad@iphore is a nut ex
semaphore. 13. The systemof claim1, further conprising a plurality of
processors and assigningeeadhcof mplyrplitp pberaseh Aerissereseivag ovsra rafvorkoto14. The

system of clal Jld o MIRf & deatdpanibHEal ity of search threads perform at
| east 100, 000 sear ches per second. 15. The system of claim 14, wherein the

updat e thread pefjreeéFsadrch 8@sdg: 10, 000 updates per second. 16. The system
of claim 15, wherein the update thread perforns between 25 50,000 and

130, 0001gupdat es per segrditing hé. datdss watsrtingfto tHerdssighed wbatri N t he poi nter
to the new el erregltjeriez witten

creating a plurality of search replies corresponding to the

assigned search queries, and
sending the plurality of search replies over the network; and
15 for the update thread:

creating a new element according to new information

received over the network, and

without restricting access to the database for the plurality of
search threads, writing a pointer to the new element to the database

20 using a single uninterruptible operation.

22. The method of claim 21, wherein the single uninterruptible operation is
a store instruction.
23. The method of claim 21, further comprising:
for the update thread:
25 physically deleting an existing element after the pointer is written to the

database.

24. The method of claim 22, wherein the store instruction writes four bytes

to a memory address located on a four byte boundary.
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to a search index. 18. The systemof claim 17, wherein the search index is
a TST. 34 WO 03/038596 PCT/ US02/ 35082 19. The systemof claim 17, wherein
t he sear cWwoiassssé s a hash table. 20. The system of cl ai mpCI/ush®s®8n t he
pointer to the new elenment is witten to a data record within the

dat abase. 21. A nethod for searching and concurrently updating a database,
5 conprising: creating an update thread and a plurality of search threads;

assi gni ng each ofsaTpkuiathdd of imSBanbBreftitBEistsie iﬂs@gaidﬁ%it@y@iﬁhebyf@é wor K,
to one of heagn%glity o[ﬂpseﬁrch thé@%dge;s for,_each search thread: 10
sear chi ng t @ £ddress eAlRA @™ 9l PYEhYREaYsear ch  queries, creating
a plurality of search replies corresponding to the assigned search
queries, and sen@bnJhtmetpbdofaldim2iovheeir thh pleplity ebseavar qudnies aet wor k; and

15 for the vgccrég{?g_\Agi{p@e%gi'gg%{q%g&gﬁg%\%gﬁ%ew el enent according to new

i nformation i've and without restricting access to
the database for the plurality of search threads, witing a pointer to the
new el enknt to tRé dacaieiked of2pimsiinghareyi thglpdurality nt saardpreplidsearesentat i on.

22. The net ; ; i ein the single uninterruptible operation is
Wﬂﬂmodc sﬁél@ E%lv%#lﬁ g%'k%f

a store instruction: met hod of claim 21, further conprising: for
t he update thread: 25 physically deleting an existing elenent after the
pointer is witt@éf tToetmhodieficiimsd, whareintsaid rastricdag 8ecesp M1FHI22, wherein
the store iQsihtsd iceinyrites four bytes to a menory address |ocated on a
four byte boundary. 35 WD 03/038596 PCT/ US02/ 35082

29. The method of claim 21, wherein said restricting access includes spin
10  locking.

30. The method of claim 29, wherein said spin locking includes the use of at

least one semaphore.

31. The method of claim 30, wherein said semaphore is a mutex
semaphore.

15 32. The method of claim 21, wherein the plurality of search threads perform
at least 100,000 searches per second.

33. The method of claim 32, wherein the update thread performs at least
10,000 updates per second. '

34. The method of claim 33, wherein the update thread performs between
20 50,000 and 130,000 updates per second.

35. The method of claim 21, wherein the pointer to the new element is
written to a search index.

36. The method of claim 35, wherein the search index is a TST.

37. The method of claim 21, wherein the pointer to the new element is
25  written to a data record within the database.

38. A computer readable medium including instructions adapted to be
executed by at least one processor to implement a method for searching and

concurrently updating a database, the method comprising:
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25. The nethod of claim 22, wherein the store instruction wites eight
bytes to a nenory address | ocated on an ei ght byte boundary. 26. The

met hod ofwoloaiosss2d, wherein the plurality of search queri @sTarse2/3serei ved
within a single network packet. 5 27. The nethod of claim 21, wherein the
plurality of search replies are sent wthin a single network packet. 28.
The method of claim?2l, wherein said restricting access includes database

| ocking. 29. Thecr@sm@ﬁgq@;;da@émréa@énd ﬁ‘ﬁI%Feﬂﬁitybfss%H:hrt%Eﬂé;C“ng access
i ncludes spin 10 | ocking. 30. The method of claim?29, wherein said spin

| ocki ng i ncl udesaddigintp@achfofatplurbfpst seteh §esFRRBNREEveddver NRtWEBKNR Of

claim 30, wherejn said semaphore i a nutex semaphore. 15 32. The nethod
of claim 21?”‘?/\#48%?@@ '%ogp;%Gch‘ltme?a%f search threads perform at |east
100, 000 sear chesfg?e% second, 33, The nethod of claim 32, wherein the update

thread performs &f SPELSEACGIRRAG updates per second. 34. The method of
claim3 wherein the up ate th{?g)ad %)erf(ﬁrrqs t%et ween ., 20 50,000 and 130, 000
updat es?'Sper second. 35" ’.J;Qﬁg? O LINL ?e\ﬁﬂ%'?%q%eatr pointer to the
new el enment is gquwerieben to a search index. 36. The nethod of claim 35,

wherein the search index is a TST. 37. The nethod of claim21l, wherein the
poi nter to the new el ersting & plurdti§y afrseatobnieplesaodasondingde theni t hi n t he

dat abase. 38. A : diumincluding instructions adapted to
be executed by %% 'q eggs{ea%ﬁ%q%%%gggor to i nplenent a nethod for searching

and concurrently updaddqi Re dfl-ARASE ek dMEr o GRSk Hg 36 WO
08036206 PCT Ushz! Seauisht o 4Rl ng"aan el?pdategﬁ%shregd e hd ity of

search ifireads; gy#PdAEE @Ay of a plurality of search queries, received
over a network, to one of the plurality of search threads; for each search

t hr ead. creating a new element according to new information
received over the network, and '

without restricting access to the database for the plurality of
search threads, writing a pointer to the new element to the database
15 using a single uninterruptible operation.

39. The computer readable medium of claim 38, wherein the single

uninterruptible operation is a store instruction.
40. The computer readable medium of claim 38, wherein said method
further comprising:
20 for the update thread:
physically deleting an existing element after the pointer is written to the

database.

41. The computer readable medium of claim 39, wherein the store
instruction writes four bytes to a memory address located on a four byte boundary.

25 42. The computer readable medium of claim 39, wherein the store
instruction writes eight bytes to a memory address located on an eight byte

boundary.

43. The computer readable medium of claim 38, wherein the plurality of
search queries are received within a single network packet.
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5 searching a database according to the assigned search queries, creating
a plurality of search replies corresponding to the assigned search

gueri es, wod3o883dé ng the plurality of search replies over pPCraSams3e? k; and
10 for the update thread: creating a new el enent according to new
information received over the network, and without restricting access to
the database for the plurality of search threads, witing a pointer to the

new el ement to the dHBHE RS | IiHeRsif W pitBtyQper at i on.
39. The conput erﬁlfeg@%gﬁgﬁﬁrrtgafe%m of cl ai@bgg%ﬁqv\%ge]’r ein lt he l%)si nglygﬂ

uni nt er r upt $eareh pleaiestent Within grshide PACFRAGKBh. 40. The conputer readabl e
medi um of claim 38, wherein said nethod further conprising: 20 for the

update thread: physTeakbyipGel fladagle afediith ot El8ien 88, avRéin dhideesttititgpoi nter is
witten to the da} %base. 41. T&F conput er readabl e nmedi um of clai m 39,
wher ei n t he@<9es? &1Cludrs CRIRLAPRRCHPPt es four bytes to a memory address

| ocated on a four byte boundary. 25 42. The conputer readabl e nedi um of
claim 3% wher ei #6.t e sbmpeter readable mexiurmof tlaisn 88,g¥iterdiy seid restrietingenor y
address | ocated on, an el t]t byte boundary. 43. The conputer readable
nedi um of c?%ﬁeﬁ?ﬂ?,uqﬁﬁép& BT plurality of search queries are received
within a single network packet. 37 WO 03/038596 PCT/ US02/ 35082 44. The
conput er readabl ¢7.nEbé gompiitec fezidabla nediracétlaim #& wieneialshidyspist losliag ch

replies ar eingﬁr%%met%ﬁrbf%t %ia%n% é@%é@b}{e_packet . 45. The conputer readable

medi um of ¢ erein sald restricting access includes database

| ocking. 5 46. The conputer readable nedium of claim 38, wherein said
restricting accé&sThaepmaeisr Egadabledesdivy of alaim Fhavhesei sBidrseMarhais i@ nedi um
of cl ai i 465 MIEY &dRaSfIrel spin | ocking

49. The computer readable medium of claim 38, wherein the pointer to the

new element is written to a search index.

50. The computer readable medium of claim 49, wherein the search index
isa TST.

15 51. The computer readable medium of claim 38, wherein the pointer to the
new element is written to a data record within the database.

52. A method for searching and concurrently updating a database,
comprising:
creating an update thread and a plurality of search threads;

20 assigning each of a plurality of search queries, received over the network, to

one of the plurality of search threads;
for each search thread:

searching the database according to the assigned search

queries,

25 creating a plurality of search replies corresponding to the

assigned search queries, and
sending the plurality of search replies over the network; and

for the update thread:
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i ncludes the use of at |east one semaphore. 48. The conputer readable

medi um of claim 47, wherein said semaphore is 10 a nutex semaphore. 49.
The conpuwero3fsssdabl e medi um of claim 38, wherein the poi RCFUSOD3IOBE new
elenment is witten to a search index. 50. The conputer readabl e medi um of
claim49, wherein the search index is a TST. 15 51. The conputer readable
medi um of claim 38, wherein the pointer to the newelenent is witten to a

data record w thin tRighalatesirsiey abébss Ao Metdatgbake forseaplibdliRgofand

concurrently updati a_dat abase, .conprising: creat| an update thread
and a plurality SS?rCEg}éﬁe@&S’t"‘ﬁ 'B%@@,O"‘g?ﬂg%ieéﬁﬁ%e'gm?ﬁ{ @’fqh% plurality of
search queri es, databesy esingeaindidenintetraptitte operatiome of the plurality of
search threads; for each search thread: searching the database according to
the assigned Seaéghrhe%%b&%fg%ﬁu 55 Gtk N9 it PhiEaL r%e{risgé SR e P! i es
correspondi ng to the  assrgned search queries, and sendi ng {'Re pfurality of
search replies over the network; and for the update thread: 38 WD

03/ 03859% PCT/ USh2/ Brosethogof ¢laint 52, dgither coinptisiagcess to t he dat abase for
the plurality of search threads, witing a pointer to an existing el ement
to the databasefdi$iagprdatesihride uni nterruptibl e operation. 53. The nethod
of claimb52, wherein the pointer conprises a null pointer. 5 54. The

met hod of cl ai m Bysigally gelelinghasxising glemest affeéhe prinieristwitisade thehysi cal |y
del eting thgatgpast i ng el enent after the pointer is witten to the

dat abase. 39.

39.



