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1 DESCRIPTION SERVICE PROVIDING SERVER, INFORMATION
PROCESSING APPARATUS, DATA PROCESSING METHOD, AND
COMPUTER PROGRAM 5 [Technical Field] [0001] The present
invention relates to a service providing server, an information processing
apparatus, a 10 data processing method, and a computer program. More
particularly, the present inventiBE é’&ﬁ%fﬁﬁl\t‘o a service providing server,
an information processing apparatus, a data processing method, and a
computer program, all implementing provision of content-related 15
services_to a user device which executes Iprocessin of plr?%/in back an

informationrecording nredium; Shich-4s a® dfse i Which content is Storéd.
[Backgtound Arth2[0A02k2@ Masious kings-of software date-(hereinaftecray
referred to as content) such as audio data including music, image data
including movies, game programs and various application programs, are
previded ta a uses ag) stored on an information recording medium
including, e.g., 25 a DVD (Digital Versatile Disc), an MD (Mini
W@E’)j(r]egistered trade mark), a CD (Compact Disc), or a high-density

recordable. dise disingrblugJaser (Blu-ray isg) (registerad-trade mark)
The user can play back

providing server, an information processing apparatus, a
data processing method, and a computer program. More
particularly, the present invention is directed to a
service providing server, an information processing
apparatus, a date processing method, and a computer
program, all implementing provision of content-related
gservices to a user device which executes processing of
playing back an information recording medium, such as a
disc in which content is stered.

[Background Art)]

[0002]

Various kinds of software data (hereinafter
referred to as content) such as audio data including
music, image data including movies, game programs and
various application programs, are provided to a user as
stored on an information recording medium incliuding, e.g.,
a DVD (Digital Versatile Disc), an MD (Mini
Disc) (registered trade mark), a CD (Compact Disc), or a
high-density recordable disc using blue laser (Blu-ray
Disc}) (registered trade mark). The user can play back
content for use in a user device including a PC (Personal
Computer), a disc plaver, i.e., in a playback apparatus.
{0003]

Furthermore, in recent years, a service providing
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content for use in a user device including a PC (Personal 30 Computer), a
disc player, i.e., in a playback apparatus. [0003] Furthermore, in recent
years, a service providing 2 configuration has been in use, in which
various services related to content stored in an information recording
medium such as a disc are provided from a server networked with user
devices. 5 [0004] For example, when content stored in the disc is a movie
in a foreign language, various content-related services including subtitles
or dubbing data for its audio, or a disc purchasing discount ticket for a
sequef 1§ofthegontent, lace providedstp the uger devicesisuch asrPCses

fram {he seryer cannegied via anetwork,, (00051 HoW SERVIGeS. are;

provided from the server can take various forms. Some services may
havedngrestriefed $5actess, wherdas sofrcotherBetvieés Widy be under

a Geftain condition-that e,9.4they-can be provided up to once for each
disc which has service-related content recorded thereon. [0006] 20 The

rigmg ‘of tistribution or the like of content stored in a disc, that is, various
content sygeh: asugite dateand dmagendata: are gengrally:zheldy their

creators or their distributors. Consequently, at the time of the
movie 1ln a forelgn language, varilous content-related
services including subtitles or dubbing data for its
audio, or a disc purchasing discount ticket for a sequel
of the content, are provided to the user devices such as
PCs from the server connected via a network.
[0005]

How services are provided from the server can take
various forms. Some services may have no restricted
access, whereas some cther services may be under a
certain condition that e.g., they can be provided up to
once for each disc which has service-related content
recorded thereon.

[0006]

The rights of distribution or the like of ccntent
stored in a disc, that 1s, various content such as music
data and image data, are generally held by their creators
or their distributors. Consequently, at the time of the
distribution cof such content, a configuration for setting
a certain restricted access 1s generally adopted, i.e.,
only authorized users are permitted to use the content
for preventing unauthorized use,

[0607]

Therefore, also the services provided in

association with content, a system is desired to be

established, in which provision of a service is permitted
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distribution of such content, a configuration for setting 25 a certain
restricted access is generally adopted, i.e., only authorized users are
permitted to use the content for preventing unauthorized use. [0007]
Therefore, also the services provided in 30 association with content, a
system is desired to be established, in which provision of a service is
permitted 3 on condition that a certain right of use has been validated,
I.e., processing of validating that a user is a purchaser of an authentic
disc has been performed. [Disclosure of the Invention] 5 [Problems to be

Selveshbysthe; iaventien] 0008} Embodiments of the, present inyengion
provide a_service providing server, an information processing apparatus,
a'data ProEsssiny fMethdtt aRdss éomipater 19 prdgtamsaltbaablingiser is

: : _ ramoat el
upagtharized dise of sgrvices to-be excluded By va é%%ﬁsgf%%% 1040 2

service, in a configuration in which content is provi
vatié s fsration‘reebrdidg nesdia imtluding DVDs, CDs, blue laser

recardiogmedia, apd futhera ngwarked 15 service providing server

performs service providing processing. [Means tor Solving the Problems]
[066Y) &

Embodiments of the present invention provide a
service providing server, an information processing
apparatus, a data processing method, and a computer
program, all enabling unauthorized use of services to be
excluded by validating a right to use a service, in a
configuration in which content is provided as stored on
various information recording media including DVDs, CDs,
blue laser recording media, and further a networked
service providing server performs service providing
processing.

[Means for Solving the Problems]

[C009]
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In accordance with a first aspect of the present invention, there is provided
a service providing server for executing service providing processing in
response to a service providing request from an information 5 processing
apparatus, characterized by having: a data reception section which
receives a service request accompanied by an information recording

medium 1) and 2 senyice 10, fiom the nformation processing apparatus;
10 a storage section which stores service providing ~situation data fo
eaoh of thevinforphation resording iedium Hsras serviceonadagemest-ver
d%arfor each.of title- unigue valuesvc.ocgtiesr:%ondlng to titles of content

LEECRON (% D5 AR DrSeesing Saone

stored on INformation recor&’in&%ﬁecﬁa; a
witichs executes sprocessing of;verifyingsthe fnformation recerding medium
ID and si%nature data contained in the information_recording medium 1D
rECeNed Via the UAta Teception “SECtivN: GEqGiRes & HitlEdhidi& value on
the basiszof20:therisfosmation reearding-mediupkID s condition that-the.«
information recording medium ID and the signature data are validated,
acqirss Fro%cﬁ%“%’[g%g%dsé&’ioﬁ“sér’i}fc‘érﬁ“r%iﬂ% diftfatibH g Meciun

correspanding de-$he ditlepunigue vakigcontaingd inthednformation 234
recording medium ID or the title-unigue value calculated by executing a
cAldifdtionased on data contained in the information recording medium

ID to judge whetheforsaeka sarvige;specified bisthednformation . g5 ng
rgﬁﬁgggﬁon data for each of the information recording
medium IDs as service management data for each of title-
unigque values corresponding to titles of content stored
on information recording media; and

a data processing section which executes
processing of verifying the information recording medium
ID and signature data contained in the information
recording medium ID received via the data reception
section, acquires a title-unique value on the basis of
the infermation recording medium ID on condition that
the iInformation recording medium ID and the signature
data are validated, acquires from the storage section
service providing situation data corresponding to the
title-unigue value contained in the information
recording medium ID or the title-unique value calculated
by executing a calculation based on data contained in
the Information recording medium ID to judge whether or
net a service specified by the information recording
medium ID and the service ID is providable, and executes
the service providing processing on condition that the
service 1s judged to be preovidable.

[0C10]



medium ID and the service ID is providable, and executes 30 the service
providing processing on condition that the service is judged to be
providable. [0010] 4a ]0011] Furthermore, in an embodiment of the
service providing server of the present invention, the service 5 providing
server is characterized by having the stbrage section storing a revocation
list being a list of unauthorized information recording medium IDs, and the
pfacessing of verifying the information recording medium 5 ID in the data
processing section is characterized by being executed as processing of
comparing the THFoTafion TRcGrdirfgimadiuls 15 redeivéd froft thece
infermatiom preeassing apparmtusonith the-IDs recerdedhin thg reyocation
list. 10 [0012] Furthermore, in an embodiment of the service providing
server of the present invention, the information recording medium ID is
characterized by being configured to include a title-unique value
corresponding 15 to a title of content stored in an information recording
medium, and signature data generated on the basis of a secret key of a
management apparatus and differing for each of the information
recording media, and the data processing section is characterized by
being configured
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20 to execute the processing of verifying the information recording
medium ID as processing of generating a message to which a public key
of the management apparatus is applied, for comparison with the
signature data contained in the information recording medium ID, and
also execute 25 the processing of acquiring the service providing S
situation data corresponding to the title-unique value contained in the
information recording medium ID, from the storage section. [0013] 30
Furthermore, in an embodiment of the service providing server of the
presentiidvestions the:6 iinformationcecordingpedism 13 i&ﬁbaﬁ?@@ﬁf@d
b ' onf o.include a prime p(w)_set in response 1o a_number
O e ol Pl e e e mERG acren 2 data
IDKeyRiRedieariedbiraBatdleonlation basenoomts. primiedp(w)rard the:
titg igue syalue-apd.the datg prpcessing seetion s eharactetized by .,
being configured to execute processing of judging whether or not data
cohtainBd tH thé friferiations FécutdryThedium IDq8 ke primte zasitiey 1D

vesifying 10proeessing anealso-calculate thetitle-upigue,valug crom the
data IDKey(w) contained in the information recordlqg medium ID, and
ackifiHg s8R Tce Broviding” Sitia6ort Hata E8fespondmgtotRe
titlexuniq e Maduergaleudtated wftam thrstamgersection: 4 5:[00444

revocation list.
[0012]

Furthermore, in an embodiment of the service
providing server of the present invention, the
information recording medium ID is characterized by being
configured to include a title-unique value corresponding
to a title of content stored in an information recording
medium, and signature data generated on the basis of a
secret key of a management apparatus and differing for
each of the information recording media, and the data
processing section is characterized by being configured
to execute the processing of verifying the information
recerding medium ID as processing of generating a message
to which a public key of the management apparatus is
applied, for comparison with the signature data contained
in the information recording medium ID, and also execute
the processing of acguiring the service providing
situation data corresponding to the title-unicue value
contained in the information recording medium ID, from
the storage section.

[0013]
Furthermcre, in an embodiment of the service

providing server of the present invention, the
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In accordance with a second aspect, there is provided an information
processing apparatus for executing a service providing request to a
service providing server, characterized®y having: 20 a recording medium
interface which executes processing of accessing an information

recordingmedim: and-a data processingrsection which 8XeGUtes 1+ peing
processing of verifying an information recording medium ID and 25
sforafure st chtainedindRe infrmagorPretording rredirrbread to a

friomthe-infpranation recording medivmm, vig; the recording medium,
interface, and executes processing of transmitting the information
récotding Hhediaf ID8Ad thesigidiaiedatate e sendst providing

sgrver onz30: epndition.tha the information @?asdi%%@%%mé?ﬁ%d- 108 que
signature data are validated, characterized in that the data processing
sBeticteis GH1€oRTiguréd s exeeatestherprocessingof verifyingitheterizead

informatian.re in ium ID_as. pracessing of verifying the signature
da argt%nit%%egéi}rﬁld%ﬁe% in o?img?one%ggohr %gp nﬁegiﬁﬁflﬁi&an exec é“rt]ﬁe
prigeessing of 5 acduideg,framithe storage sectian, the semdes qroviding
situati ta corresponding.to the title- unique value, according to the

tit%%%qe% alﬂ(?eé %o%?ai%gd i tﬁ:éel i@ﬁfc?rjr:nlértl%h fadorditty medidmibY oFY
thier ailesumique value calcutated byexecsting @ caleulatiom 16 based nne

d%}:%gﬁonctgigegélgéheiBﬁ%&n}%tgoncger?‘ggjg%d in the informatiocon
recording medium ID, and acquiring the service providing
situation data corresponding to the title~unique value
calculated, from the storage section.

[0014]

In accordance with a second aspect, there is
provided an information processing apparatus for
executing a service providing request to a service
providing server, characterized by having:

a recording medium interface which executes
processing of accessing an information reccerding medium;
and

a data processing section which executes processing
of verifying an information recording medium ID and
signature data contained in the information recording
medium ID read from the information recording medium via
the recording medium interface, and executes processing
of transmitting the information recording medium ID and
the signature data to the service providing server on
condition that the information recording medium ID and
the signature data are validated,

characterized in that the data processing section is
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medium ID. [00151 7 [0016] Furthermore, in an embodiment of the
information processing apparatus of the present invention, the
processing of verifying the information recording medium 5 ID in the data
processing section is characterized by heing configured as processing of
acquiring a revocation list being a list of unauthorized information
recording medium IDs from a storage section or the information
recordingmediupy angd-camparing.theinformation 10+egerding, mediym,,
ID received from the information processing apparatus with the 1DS

reCordERaT #e révscation st A6GUIrEH. f0D1TF 1P AR epfisodiment of the
infermation, processing ;15 apparaiys of the preseiynvention, the £ v 1 oy

information recording medium ID is characterized by being configured to
ifGGAE a-title- ifique Valtie coredperding t6 atite bfcorstent.stored on
the-informalipn recopding medium,, And.signature datg generated on the
basis of a secret 20 key of a management apparatus and ﬁﬁerlng for

cath 'of thednfolrhaficn pecotding mediacand 1k datatprotéssing tSection

S anaracterized by being eanliopred te exequle, e progessing of,

verifying the information recording medium IDas procegsmg o]
gepetatingeal message ta whichn2s agublie key of the managemen or the

aPP@?guﬁHiﬂ%QEQaﬁﬁe calculated by executing a calculation

based on data contained in the information recording
medium ID.

[0015]
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8 comparison with the signature data contained in the information
recording medium ID. [0018] Furthermore, in an embodiment of the
information 5 processing apparatus of the present invention, the
information recording medium ID is characterized by being configured to
include a prime p(w) set in response to each of a number W of
information recording media manufactured, and data IDKey(w) calculated
by @1Q calculation based on the prime p(w) and a title-unique value, and
the data processing section is configured to execute processing of
judging wWhetHerorifot data tontaifed iritHesinformatioh eedorfimgnat ion

mediunmdD:is the, prime, as.the- D, verifying processing. 15,(00191 9 In
accordance with a third aspect, there is provided a data processing
MBtR6& foriexeching sepdcd. provibimgiprbeessing imresponse tog medium
sefyige, praviding reqpes! frm ;?z'i‘gc‘”‘é% mation processing apparatys, 3
characterized by having: a data reception step of receiving a Sefvice
réuiest acesmpaniedchysan informatiomrecofding gueditims IR aneecation
sendge IRfromne infermation processing apRarallis, and 20 a.data ;g
processing step of executing processing of Verifying the imformatio
recofding mBdiufirthaadstorage section or the information
recording medium, and comparing the information
recording medium ID received from the information
processing apparatus with the IDs recorded in the
revocation list acguired.
[0017]

In an embodiment of the information processing
apparatus of the present invention, the information
recording medium ID is characterized by being configured
to include a title-unique value corresponding to a title
of content stored con the information recording medium,
and signature data generated on the basis of a secret
key of a management apparatus and differing for each of
the information recording media; and the data processing
section is characterized by being configured to execute
the processing of verifying the information recording

medium ID as processing of generating a message to which

a public key of the management apparatus is applied, for
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signature data contained in the information recording medium ID
received, acquiring a title-unique value on the basis of the information
recording medium ID and 15 signature data on condition that the
information recording medium ID and signature data are validated,
acquiring service providing situation frora a storage section for storing
situations data corresponding to the title-unique value contained in the
information 20 recording medium ID or the title-unique value calculated
byw@xezutitga caldutationshasedrer data ¢entaineshinthe énformationr:

re ing.medium ID._acquired, for. each of the information recording
n?gggr%?g Ds as s“g?v?geré%%%g%?n%lh}fuaaégfbr each of title-unique 25
valtiestdontained in the information recording medium ID or the

title-uniq u\r/%]lggrcalculated by executing a calculation based on data
contained n the information recordif ?T%e*diﬁrﬂ 1D%toredFort InfoHHEore ™
recardings megiajudging wehethier-erenel:a:service ispeeifiedday, thend0
inlfor ation r,ecording medium ID and the service ID is providable, and
eXachting theCserbics provibing 6a brocesdingort CondifioR tatife PY
seadiceyisjudgedta-be providabe:de020]p(0024] S(kurthermarg, A onse
embodiment of the data processing method of the present invention, the

procéEdiny Sivetifing v ifformratioh (eEBfding nedh@Arding media

manufactured, and data IDKey(w) calculated by a
calculation based on the prime p(w) and a title-unique
value, and the data processing section is configured to
execute processing of judging whether or not data
contained in the information recording medium ID is the

prime, as the ID verifying processing.

(0019}
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ID in the data processing step is characterized by including a step of
executing it as processing of 10 comparing the information recording
medium ID received 10 from the information processing apparatus with
IDs recorded in a revocation list being g list of unauthorized information
recording medium IDs. [0022] 5 Furthermore, in an embodiment of the
data processing method of the present invention, the information

recordingrmegditis H2 4s eharacterizedhyibeing sgafiguredie inclyde a
title-unique value corresponding to a title of content stored on the

iffofiatiGitrécoiding B8 sticmt andeigturedats ﬁ%ﬁéi_taité@ oRdRELce
basis.of 2 secretkey-ata management apparatys and differing for gach;

of the information recording media, and the data processing step is
charatEerized YRintTuding 8 e 6P exeEaHTE the \sroeBsiig bE erifying

the, infarmation, 15 recprding smedium ID as processing of generating a
message to which a public key of the management apparatus is 'applied,
for comparisoh-with tRe Bighatureé data edntairiedl Wi the informatione

r ing-medi a ecuti essi f uiring.the
e o T
cobhtaiiel i thelirformalion réeordingh smedidmiba frommtherstorsgei ng

sgﬁg%qﬂé[ggég] Eyrthermore, in an embodiment of the data

a data processing step of executing processing of
verifying the information recording medium ID and
signature data contained in the information recording
medium ID received, acquiring a title-unique value on
the baslis of the information recording medium ID and
signature data on condition that the information
recording medium ID and signature data are validated,
acquiring service providing situation from a storage
section for storing situations data corresponding to the
title-unique value contained in the information
recording medium ID or the title-unique value
calculated by executing a calculation based on data
contained in the information recording medium ID
acquired, for each of the information recording medium
IDs as service management data for each of title-unique
values contained in the information reccrding medium ID
or the title~unique value calculated by executing a
calculation based on data contained in the information
recording medium ID stored on information recording
media, judyging whether or not a service specified by the
information recording medium ID and the service ID is

providable, and executing the service providing
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25 processing method of the present invention, the information recording
medium ID is characterized by including a prime p(w) set in response to
each of a number W of information recording media manufactured, and
data IDKey(w) calculated by a calculation based on the 30 prime p(w) and
the title-unique value, and the data progessing step is characterized by
including a step of 11 executing processing of judging whether or not data
contained in the information recording medium ID is the prime as the ID
verifc\)/ing processing, and also calculating the title-unique value from the
dBES TR &) COntIRED in i infiimatio réGorlirgEmetiuhvdge@nae be
aggditing drg service providing situation data corresponding to the
title-uniop:Je value calculated, from the storage section. [0024] 10 In

a ce with a fourth aspect, there is provided a data processing
method for executing a service providing request to a service providing
server, characterized by having: a recording medium accessing step of

executing’ Y5 précessiify of drcessifgerrinfsivatiof rebsrditg-medium

via-a recording mediynyinterface; apd adata pracessing, step of executing
processing of verifying an information recording medium 1D read from the
irﬁéﬁﬁ@tﬁﬁﬁé&oﬁﬁn@%ﬁmﬁmﬁigné@ﬁ@@atﬁ:m 20<are rddeiyed wini um
tﬁ%ﬂ%%ﬂ%ﬂ%f@%%ﬂ”ﬁ?&%&?@iﬁgdstep is characterized by

including a step of executing it as processing of

comparing the information recording medium ID received
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executing processing of transmitting the information recording medium ID
to the service providing server on condition that the information recording
medium ID and signature data are validated, 25 characterized in that the
data processing step is configured to execute the processing of verifying
the information recording medium ID as processing of verifying the
signature data contained in the information recording medium ID, and
execute the 30 processing of acquiring, from the storage section, the
service providing situation data corresponding to the lla title-unique value,

aceerdinge the filerdanigue alue Lontaigeddpdhe informatignygeording
medium ID, or the title-unique value calculated by executing a calculation
bakad G adta Bofitaiidd if thehforhTtidit Fétbrding's métium ID. [0025]
002:6]utA rurthermars, inaniembediment:of thedataproeessing method
of E% d?ﬁsent invention, the processing of verifying the information
recording medium ID in the data processing step is characterized by 5
including &stép efaeyeiring:azevecsatiohiistibeing atlist ofurauthorized

?n}s’g@@é?geirsgomgaaegwﬂgspf£%@e%§t_°£%9&§te°§8? aripe

information recording medium, and comparing the information recording

meéditpfption recording medium ID is characterized by being
configured to include a title-unique value corresponding
to a title of content stored on the information racording
medium, and signature data generated on the basis of a
secret key of a management apparatus and differing for
each of the information recording media, and the data
processing step is characterized by including a step of
executing the processing of verifying the information
recording medium ID as processing of generating a message
to which a public key of the management apparatus is
applied, for comparison with the signature data contained
in the information recording medium ID, and also
executing the processing of acquiring the service
providing situation data corresponding to the title-
unigue value contained in the information recording
medium ID, from the storage section.
[0023]

Furthermore, in an embodiment of the data
processing method of the present invention, the
information recording medium ID is characterized by
including a prime p(w) set in response to each of a
number W of information recording media manufactured, and
data IDKey(w) calculated by a calculation based on the
prime p(w) and the title-unigue value, and the data

processing step is characterized by including a step of
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received from the information processing apparatus with 10 the IDs
recorded in the revocation list acquired. [0027] Furthermore, in an
embodiment of the data processing method of the present invention, the
information recording medium ID is chafacterized by 15 including a
title-unique value corresponding to a title of content stored on the
information recording medium, and signature data generated on the basis

of asectatkeypeba sanagemant appatatys and diffaring foy each of the
informatjon recording media, and the data processing step 20is_
chaFder el by inthiding'a St of éXectfifig ik (i oBEssing of erifsinghe

the inflernaatiorrrecorgding mediumg| B as pracessing of.generatinga
message to which a public key of the management apparatus is applied,

161 CEMpaksa withthé Sighatiire’data contdired ithe 2&inferhmation
recordingmedisin I, [0028) Furthermore, in an gmbodinent pf the data,
processing method of the present invention, the |n]‘ormat[on recprdlng
netiuf 3 ¢hardcterized By 30TNCIGEiING ZOpHAS Piwy Sttintresponise a
te.gack obanaymper W ot informafion jeeording media manyfactured, and
13 data IDKey(w) calculated by a calculation based on the prime p(W)
ahldea Bt tfigBev/afel and the data processing step is characterized by
iq@@@i@g a step of executing processing of judging whether or not data

In accordance with a fourth aspect, there is
provided a data processing method for executing a
service providing request to a service providing server,
characterized by having:

a recording medium accessing step of executing
processing of accessing an information recording medium
via a recording medium interface; and

a data processing step of executing processing of
verifying an information recording medium ID read from
the information reccrding medium and signature data that
are recelved via the recording medium interface, and
executing processing of transmitting the information
recording medium ID to the service providing server on
condition that the information recording medium ID and
signature data are validated,

characterized in that the data processing step is
configured to execute the processing of verifying the
information recording medium ID as processing of
verifying the signature data contained in the
information recording medium ID, and execute the
processing of acquiring, from the storage section, the

service providing situation data corresponding to the



5 contained in the information recording medium ID is the prime as the ID
verifying processing. [0029] 14 In accordance with a fifth aspect, there is
provided a computer program for executing processing in response to a
service providing request from an information processing apparatus,
characterized by 5 having: a data reception step of receiving a service
request accompanied by an informatioh@cording medium ID and a

service ID, from the information processing apparatus; and 10 a data
processing step of executing processing of verifying the information
récdrdmyhédivtn I3 aRE - sigRarre ata Eonthinedtin the nformationva lue
recardingn eciumRJesagdnAcaing a edinigue YallGon, fhe Basis, .
of the information recording medium ID and 15 signature data on condition
thdtthe Mfoimatior’ 2éeerdirglmiediimdDandesignatiriendata arel culation
validatad . eequiing senvice providina siuajion.daja rom 2 storage,

section for storing service providing situation data corresponglng to the
titediniguel¥alue contained 20 in the information recording medium ID or
t%gti%—}unique value calculated by executing a calculation based on data
contained in the information recording medium ID, for each of the
inféfration recording medium IDs as service management data for each

of title-unique values
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25 contained in the information recording medium ID or the title-unique
value calculated by executing a calculation based on data contained in
the information recording medium ID stored on information recording
media, judging whether or not a service specified by the 30 information
recording medium ID and the service IR is providable, and executing the
service providing 14a processing on condition that the service is judged
to be providable. [0030] In accordance with a sixth aspect, there is 5
provided a computer program for executing a service providing request to
a service providingsarver, ; gharacterized by having: g recording medium
accessing step of executing processing of accessing an information
reBORifG THEGURF TP Fiacs réd6 ditf Afedfiumiiitace™ antls data
proeessing iiep of exeeuting proeessing ob elifying an KiUNANOked i un
reggrdjng {Tﬂ%di m ID and signature data contained in the information

recording “Meditm 1DYeRH RS fheSihfStmation tdrding hedidnd via 15

“théretorting nseditapintérfaceuand exeeutirg, processing. 10f transiaigting

the jnformation recording medium 1D and, signature data to the seryice
prowdmg server on condition {hat tﬁ\e mf%rmaﬁon recor%lng me(Iﬂum ﬁ:)
and- Glgratéite datz are validatedy 20tcharadterized inthattherdatag
f“ﬂ@@%%ﬂgfgﬁgi%omparing the information recording medium ID
received from the information processing apparatus with
the IDs recorded in the revocation list acquired.
[0027]

Furthermore, in an embodiment of the data
processing method of the present invention, the
information reccording medium ID is characterized by
including a title-unigue value corresponding to a title
of content stored on the information recording medium,
and signature data generated on the basis of a secret key
of a management épparatus and differing for each of the
information recording media, and the data processing step
is characterized by including a step of executing the
processing of wverifying the information recording medium
ID as processing of generating a message to which a
public key of the management apparatus is applied, for
comparison with the signature data contained in the
information recording medium ID.

[o00z8]

Furthermore, in an embodiment of the data
processing method of the present invention, the
information recording medium ID is characterized by
including a prime p{w) set in response to each of a

number W of information recording media manufactured, and



configured to execute the processing of verifying the information
recording medium ID as processing of verifying the signature data
contained in the information recording medium ID, and execute the
processing of 25 acquiring, from the storage section, the service

providing situation data correspondingite the title- unique value, according
to the title-unique value contained in the information recording medium
ID, or the title-unique value calculated by executing a calculation 30
bdséd oh ity Centaired-inithe dnformationr: reconding imediia 4B. 34b he
OO%}J“Note %‘?t the cIcom@ut%[ é)_rp ram according to_embodiments of the
OTESERT iNvention 1S a Computer Program tHat tan ba'Blovided &
storage medigms adpcarmnicaiiondredivm, 8,0-; aSteragednedivit, o
such as a CD or an FD, an MO, or a communjcation medium such as a
n%f{ﬁgrﬁf:lfb%i@e?ﬁﬁ%é&rﬂ%u%ﬁ-ré&&@ﬁi@%ﬁﬁ@?&l?ee.é.,% not data
geneara-prpDSenCanpUter systent that can exeaute ValioUs RrogiaMs +he
codes. By providing such a program in a 10 computer-readable form,
proceiGirtradddiding t8 T Progfank iCrahigdd 8n the computer system.
[QQ32] Further aspects, features and advantages of the present invention
will become apparent from a more 15 detailed description that is based on
a later-described embodiment of the present invention and accompanying
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15 drawings. Note that the system used in the present specification
means a logical set configuration of a plurality of apparatus, and is not
limited to one wherein apparatus each having its own configuration are
grouped 5 within the same enclosure. [Effects of the Invention] [0033]_
According to the configuration of the pfésent invention, in a configuration
in which content is 10 provided as stored in various information recording

media inngg&%%&%&blygeﬁﬁﬂe%%rgglgtr’rleg'u&ean% in
which service providing processing is performed from a ngtworke
SERicE prviding seriet Sthelsepdce prdviding xserver verifiescaressing in

infarpatian.recording medium D15 Iansmitied fhergto froman,
information processing apparatus (user gwcg), an prowaes a service
basée B2 sérviceproviging. situationadata for, eadheafahe cinformation
r%%o&qggg .medium IDs. Therefore, only if the information proqessing
apparatus having transmitted a 20 service request is one having read a
valid infoemalidre reeorlirigl medime D donr andriformation Bego&diggbl

i and only if it has been validated that the service is providable
o e B S ML SEATCE providiag A gk (hE oA i
séfvieens exesuted. c25 [A034] Furthermore; Beearding:o Beccessing
confi%uraIEion of the, present invention, the information recording medium
Ispp ractus; and

a data processing step of executing processing of

verifying the information recording medium ID and
signature data contained in the information recording
medium ID received, acquiring a title-unigque value on
the basis of the information recording medium ID and
signature data on condition that the information
recording medium ID and signature data are validated,
acqguiring service providing situation data from a
storage section for storing service providing situation
data correspending to the title-unique value contained
in the information recording medium ID or the title-
unique value calculated by executing a calculation based
on data contained in the information recording medium ID
for each of the information recording medium IDs as
service management data for each of title-unigue values
contained in the information recording medium ID or the
title-unigue value calculated by executing a calculation
based on data contained in the informatiocn recording
medium ID stored on information recording media,
Judging whether or not a service specified by the
information recording medium ID and the service ID is

providable, and executing the service providing
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stored on the information recording medium includes data whose validity
can be checked, such as signature data of 30 a management apparatus,
and also either has a title- unique value or includes data from which the
titte-unique 16 value is calculable. Théfefore, the service providing server
can check the validity based on the data included in the information

recording medium 1D, and. additionally can acquire the title-unique value, .
v%%?gﬁygﬁféngersgr %%ﬁgls%pjégl g%r%Fce%glr%v%?nrgvﬁﬁjeati%ﬁ dlalfgg(éi?sg 3s”*
te worrespbid to the title-unique value. [0035] [Fig. 1] It is a diagram for
e@@i{g g data stored in an information recording medium. 10_ [Fig. 2]_ Itis

a diagram for explaining a configuration of a revocation list. [Fig. 3] Itis a
diagram for explaining MAC{Message iAuthertigation, Ced)re s
generating/verifying processing when a MAC is used. 15 [Fig. 4] Itis a
d?a‘%cr)gﬁ’]%%g e?pl%ﬁ%\%l hHieRAFEHICA rée Sutidhire Appledto’Srokéssing

op enerypting and qdistributingvasieus keys and data. Fids Sktds-a
diagram showing an example in which a content key is distributed and

deER/DEsd GSihgTh BKBIAY (Efhbling Key Block). [Fig. 6] It is a diagram
for explaiginga configyration:fonmanuiaciuring, Managing apdpformaton

recording medium.
processing of accessing an information recording medium
via a recording medium interface; and

a data processing step of executing processing of
verifying an information recording medium ID and
signature data contained in the information recording
medium ID read from the information recording medium via
the recording medium interface, and executing processing
of transmitting the information recording medium ID and
signature data to the service providing server on
condition that the information recording medium ID and
signature data are validated,

characterized in that the data processing step is
contigured to execute the processing of verifying the
information recording medium ID as processing of
verifying the signature data contained in the information
recording medium ID, and execute the processing of
acquiring, from the storage section, the service
providing situation data corresponding to the title-
unigue value, according to the title-unique value
contained in the information recording medium ID, or the
title-unique value calculated by executing a calculation
based on data contained in the informaticn recording

medium ID.
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[Fig. 7] It is a diagram for explaining a 25 configuration example of a
service providing server. [Fig. 8] It is a diagram for explaining service
providing situation data which the service providing server holds. [Fig. 9]
It is a diagram for explaining a 30 configyration example of an information
processing apparatus (user device). 17 [Fig. 10] It is a diagram for
explaining disc ID setting examples. [Fig. 11] It is a flowchart for
expfailidg processing which the information processing apparatus (user

device) @J@@cnggatme%m‘fa@tf@w%gf%zﬁxe@m@@&&“tHP

verifying sequence which the information processing apparatus (user
devieey execies JFig: 8] s acflowcHareoE explaining adise D <10

‘f?@%ﬁe%ﬂ‘&eé%icﬁéh%%%&%@% 0geSTINg ARPYAIS (Ser,
evice) executes. [Fig. 14] It is a flowchart for explaining a disc ID
vefifying:segueince whidh the irfodmaticn processingrappharatus@kers a
deyice) executss. 15,[hig. 19],1Lis a flowehart for explaining g dise 1B .5
verifying sequence which the information processing apparatus (user
dewiced ekecutes Vg A 6]t is acdiagrans forexplhihg processing by - 9. ,
whigh the Informalion rocessiNg apPAAIIS.IECEVES o execute
variocus program codes. By providing such a program in a
computer-readable form, processing according to the
program is realized on the computer system.

[0032]

Further aspects, features and advantages of the

present invention will become apparent from a more

detailed description that is based on a later-described

embodiment of the present invention and accompanying
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20 service from the service providing server. [Fig. 17] It is a flowchart for
explaining processing which the service providing server executes. [Best
Modes for Carrying out the Invention] 25 [0036] Below, details of a
service providing server, an information processing apparatus, a data
processing method, and a computer pregram according to the present
invention are described with reference to the drawings. 30 Note that the
description is given according to the following items: 18 1. Data stored in
information recording medium 2. Configuration for providing and

using/managing,content-stored information recording medium 5 3.
Con]%b‘fjjfgﬁc%i Ofl\l?ﬁ o?m%t%%g E%%eggﬁgegpﬁgﬁa us %o%%ﬁtﬁiﬁ%sseéﬁice
providingt serer amdnssars devicesd.@étadls of prodessing in usendewice

o Detalls of prasesaig sece pioviding 10 sepuer[0037) [1.Data ..
stored in information recording medium] A configuration exampfle of data
reGOREEPSM AnS ATBriation Feddrlimy medinmiiswhowrrin Fige 19 Figred

15s@ diagram fog.explajping:data stored on various information recording

medium 100 including a CD (Compact
[Effects of the Invention]

[0033]

According to the configuraticn cf the present
invention, in a configuration in which content is
provided as stored in various information recording media
including a DVD, a €D, a biue laser recording medium, and
in which service providing processing is performed from a
networked service providing server, the service providing
server verifies an information reccording medium ID
transmitted thereto from an information processing
apparatus (user device}, and provides a service based on
service providing situation data for sach of the
information recording medium IDs. Therefore, only if the
information processing apparatus having transmitted a
service request is one having read a valid information
recording medium ID from an information recording medium,
and only if it has been validated that the service is
providable on the basis of the service providing
situation data, the providing of the sesrvice is executed.
[0034)

Furthermore, according to the configuration of the
present invention, the information recording medium ID
stored on the information recording medium includes data
whose validity can be checked, such as signature data of
a management apparatus, and also either has a title-

unique value or includes data from which the title-unigue
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Disc), a DVD (Digital Versatile Disc), an MD (Mini Disc), a Blue laser
optical disc (Blu-ray Disc), a flash memory. While a disc-shaped medium
is shown as an example in Fig. 20 1, the present invention is applicable
not only to such disc-shaped media, but also to various information
recording media including a flash memgyry. [0038] On the information
recording medium 100, there is 25 stored information shown in Fig. 1, i.e.,
a disc ID 101, content 102, a Disc ID Revocation List (DIRL) 103, an
encryption key information (EKB: Enabling Key Block) 104. [0039] The
disc ID 101 is, e.g., an identifier unigue to 30 the disc, and is stored such
it e RS a2 R 167 meimes s

that it Is hard to erase or réwrite. No
unifue’ 9 valueqtideiurnigae walig)ifoy eaeh ¢itleworrespoilirg itodheded
content 102 stered opsthe information recording mediym 100, a g!g!gaeny

value (disc-unique value) for each information recording medium
aneRhfoYREtOTES Hhdichfive of wealieity 2d g inforaration (Vatiditgrver

vegification value) ssyeh as 3 sighaturey Details.of the disciDare ., .5 o
described later. [0040] Note that since a disc-shaped medium is shown as

ar" 40" EHIRPe &Fa tonténttstbred irffdfndfiorifecording medium in a
belawadgscribed embodiment, its identifier is described as the disc ID. If

any&%g?ryvO”nannis a diagram for explaining data stored in
an information recording medium.
[Fig. 2] It is a diagram for explaining a
configuration of a revocation list.
[Fig. 3] It is a diagram for explaining MAC (Message
Authentication Code} generating/verifying processing when
a MAC is used.
[Fig. 4] It is a diagram for explaining a hierarchical
tree structure applied to processing of encrypting and
distributing wvarious keys and data.
[Fig. 5] It is a diagram showing an exémple in which a
content key is distributed and decrypted using an EKB
(Enabling Key Block).
[Fig. 6] It is a diagram for explaining a
configuration for manufacturing, managing an information
recording medium.
frig. 7] It is a diagram for explaining a
configuration example of a service providing server.
[Fig. 8] It is a diagram for explaining service
providing situation data which the service providing
server holds,
[rig. 9] It is a diagram for explaining a
configuration example of an information processing

apparatus (user device).
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recording medium such as a flash memory is used as the content-stored
information recording medium, an 15 information recording medium ID
corresponding to the disc ID is set. [0041] The content 102 is also stored
on the information recording medium 100. The content is stored as, e.g.,
20 encrypted content. In a case of theléncrypted content, key information
for decrypting the content is either stored on the information recording
medium 100 or provided via a network. [0042] 25 The Disc ID
Revocation List (DIAL) 103 is also stored on the information recording
medium 100] The Discall Revorationd isk{@IR1:) 103 isidatain which,ing
wréenaanxegisc recognized as having been copied without authorization
or tﬁerﬁﬁe, e.g., a CD-R storing 30 unauthorized copied content is found in
thd fiarket ld distiDicopiedlonvtHerunadthorized ‘GDR nagether wvith. the

20, coptent s %@gﬁgemgﬁ%{:@@% geperation and mapagementof
the Disc ID Revocation List (DIRL) 103, the providing of the list

infofifiatibhto disc manufacturers, and the like are executed by a Central
Autherty (CA). 5 1Q043] Referringia Fig.ré.a data configuration:afthen
Disc ID Revocation List (DIRL) is described. A Disc ID Revocation List
(DIREY 150 ACRGASSEE ShbWrTih ErgS ot nformation processing

apparatus (user device) executes,

[Fig. 13] It is a flowchart for explaining a disc ID
verifying sequence which the information processing
apparatus (user device} executes.

[Fig. 14] It is a flowchart for explaining a disc ID
verifying sequence which the information processing
apparatus (user device)} executes.

[Fig. 15} It is a flowchart for explaining a disc ID
verifving sequence which the information processing
apparatus {user device) executes.

[Fig. 16] It is a diagram for explaining processing by
which the information processing apparatus recsives a
service from the service providing server.

[Fig. 17] It is a flowchart for explaining processing

which the service providing server executes.

[Best Modes for Carryving out the Invention]
[0036]

Below, details of a service providing server, an
information preocessing apparatus, a data processing
method, and a computer program according to the present
invention are described with reference to the drawings.
Note that the description is given according to the

following items:
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a version number 151 monotonously increased according to 10 a time on
which the list has been created, a revoked disc ID list 152 enumerating
disc IDs of discs for exclusion, and an authenticator as a tampering
verification value 153 for the version number 151 and the revoked disc ID
list 152. The tampering verification vafué 153 is data 15 applied to
determine whether or not the data for verification, i.e., the version number
151 and the revoked disc ID list 152 in this case has been tampered. A
digital signature using a public-key encryption technique, and a Message
Authenticétion Cade fMAC)1ssing 2 0iasymmetric-keyencryption medium
technique,are applisg-thereto. ; [90441 If g digital signatyre using a
public-key encryption technique is usedas the tampering verification
valtie 133Mp/back apparatiises aviirela DBrsighatie verificdtion key
(puhlic key) of a reliable entity, e.g., the above-mentioned Central
Authority (CA), and verify the signature created with a signature
generatior key (Secret iy Bt the Centidl AuthoHt (CRY: CGSiHE the
signature vedficaton key {publicskey)iwhich 30, each of the playhack wser
machines has acquired, whereby to determine the version number 151
and theTévoked disc ID 21 list 152 have been tampered or not. [0045]
Referring 40 Fig. 3ecMessage Authenticationy CodenfMACkvice
generating/yerifyiBgt%rgggs%ng usin% a MAC as the

processing in sérvice providing
server
[0037]
[1. Data stored in information recording medium]

A configuration example of data recorded on an
information reccrding medium is shown in Fig. 1. Fig. 1
is a diagram for explaining data stored on various
information receording medium 100 including a CD (Compact
Disc), a DVD ({Digital Versatile Disc), an MD (Mini bisc),
a Blue laser optical disc (Blu-ray Disc), a flash memory.
While a disc-shaped medium is shown as an example in Fig.
1, the present invention is applicable not only to such
disc-shaped media, but also to various information
recording media including a flash memory.

[0G38]

On the information recording medium 100, there is
stored information shown in Fig. 1, i.e., a disc ID 101,
content 102, a Disc ID Revocation List (DIRL) 103, an
encryption key infeormation (EKB: Enabling Key Block) 104,
tC039]

The disc ID 101 is, e.g., an identifier unique to
the disc, and is stored such that it is hard to erase or

rewrite. Note that the disc ID 101 includes a unique
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5 tampering verification value 153 is described. The Message
Authentication Code (MAC) is generated as data for tampering
verification. While various modes are available for MAC
generating/verifying processing, an example of MAC value generation
using a DES encryption 10 processingt€onfiguration is shown in Fig. 3.
[0046] As shown in Fig. 3, a message for processing, i.e., the version
number 151 and the revoked disc ID list 152 shown in Fig. 2 in this case,
is divided into 8-byte 15 blocks (the divided messages are hereinafter
refesreaeto (astk-M2,i MN)v Eirst arcinitial Aalue (hercinafter sefarrditp

oo 1Y) |1 XORAd yiih I (Ihe Jopul Balk JNext, s pplied o DES
(Data ncryp?lon tandard) encrypting section using akey (ﬁerelnaf’terg
refesrédito 20 as K) (itsiqutputds ). Suceessivelyy &lvs X@Redowithav2,
andits.quiput 12 is inpytted o fheiPES enervpiing section ysing the key
K1 (an output E2). Thereafter, this processing Is repeate(ﬂo encrypt all
the friessagese The lastoutiiut BN i$ the Messabel25 putienticatioh Cote

(MAGD); 004414 MAC valye takes,a diffgrent yalue.once its. Generatof +ye
data has been altered. Thus, if a comparison between a MAC generated
onth&Dasis B Batefiresssde) 3¢ for-verification and a MAC recorded
indjcates that both coincide, it is proved that the data (message) for
verificatiorllQ Qges nt%t been altered or tampered.

at since a disc-shaped medium is shown as an
example of a content-stored information recording medium
in a bhelow-described embodiment, its identifier is
described as the disc ID. If any other information
recording medium such as a flash memory is used as the
content-stored information recording medium, an
information recording medium ID corresponding to the disc
ID is set.
(00417

The content 102 is also stored on the information
recording medium 100. The content is stored as, e.g.,
encrypted content. In a case of the encrypted content,
key information for decrypting the content is either
stored on the information recording medium 100 or
provided via a network.

[0C42]

The Disc ID Revocation List (DIRL} 103 is also
stored on the information recording medium 100. The Disc
ID Revocation List (DIRL} 103 is data in which, when any
disc reccognized as having been copied without
authorizaticon or the like, e.g., a CD-R storing
unautherized copied content is found in the market, a

disc ID copied on the unauthorized CD-R together with the
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22 [0048] Returning to Fig. 1, the description of the data stored in the
information recording medium 100 is continued. The encryption key
information (EKB: Enabling 5 Key Block) 104 is also stored on the
information recording medium 100. 0049] Referring to a drawing, a
configuration for providing secret infopmation using the encryption key 10
information (EKB) is described. Numbers 0-15 shown at the lowermost
layer of Fig. 4 are user devices as information processing apparatus for,
e.g., using content. Namely, leaves in a hierarchical tree structure shown

in kig+4 corraspone-tothedevices, respactively. 15{0050kEach nfdhe
devices 0-15 stores a key set (device keys (DNKs: Device Node Keys)) in

a MERTFTS 4 the time BF s ffantifadttie 57 Shipdnt or therdattet “The The
keyp set (@NKshihctided keys (natte-keys)oassigned to: nades fa a-20 path
from its awn leaf to a root in the hierarchical tree strycture, and a leaf key
o 1 vt ot &5 ROOOGHLTEL St e e Joeragstiayerin
Fig.@ard the leaf keys assigned to the devices 0-15, respectively, and

keys KR-Kllkindicated from;a KR,(root key).at the 25 yppermast layer, (o

nodes at the second layer from the lowermost layer are the node keys.

[O@Qﬂc ID Revocation List (DIRL) is described. 'A Disc ID
Revocation List (DIRL) 150 includes, as shown in Fig. 2,
a version number 151 monotonously increased according to
a tLime on which the list has been created, a revoked disc
ID list 152 enumerating disc IDs of discs for exclusion,
and an authenticator as a tampering verification value
153 for the wversion number 151 and the revoked disc ID
iist 152. The tampering verification value 153 is data
appiied to determine whether or not the data for
verification, i.e., the wversion number 151 and the
revoked disc ID list 152 in this case has been tLampered.
A digital signature using a public-key encryption
technigue, and a Message Authenticaticn Code (MAC} using
a'symmetric—key encryptio% technigue are applied thereto.
[0044] o

If a digital signature using a public~key

encryption technique 1s used as the tampering
verification value 153, playback apparatuses acguire a
signature verification key (public key) of a reliable
entity, e.g., the above-mentioned Central Authority (CA),
and verify the signature created with a signature
generation key {secret key) of the Central Authority (CA),
using the signature veyxification key (public key) which
each of the playback machines has acguired, whereby to

determine the version number 151 and the revoked disc ID
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In the tree structure shown in Fig. 4, e.g., the device 0 owns the leaf key
K0000, and the node keys K000, 30 KOO, KO, KR, as device keys. The
device 5 owns K0101, K010, KO1, N&; KR. The device 15 owns K1111,
Kill, KIl, 23 K1, KR. Note that only sixteen devices 0-15 are shown in the
tree of Fig. 4, and the tree structure is symmetrical having four layers.
However, other configurations inclyding more devices within the tree, and
“asd 5]§‘cff?e At %yg%%ﬁﬁ Bza%épgﬁﬁé tr%‘g. M3y be applicable. 0052]
Morepver, the devices in the tree structure of Fig. 4 include various
recording media, such as, e.g., a DVD, a CD, an MD, a flash memary

embedd&d frthetievice o120 releadhis idf e divice: FilrtHermors.e
Matious application sendees-cameoexisicH i over sueh-a;, configurationtdne
which different devices and different applications coexist to which the

ERARCHIEA tHeR” StruEfird Showh i Big: 2 beifig Coifent of Rey 151©

#listehution, cenfiguration isapplied. 0028t 1N a systeArinawhigh sHChata
various devices and applications coexist, devices in a part enclosed by a
fstekerIIRg in-Pig. ¥oid.L e dévites 0711253 Bfe 20'$8t BEAGrofip SFor

Lxample.anly these.devices.enclosed hy.the brakenling-and included,in

the group hold authorized rights, i.e., licenses to use encrypted content
ssterad loh infortifdtionareesraisg el I this 1ng & DES encryption

processing configuration is shown in Fig. 3.
[0046]

As shown in Fig. 3, a message for processing, i.e.,
the version number 151 and the revoked disc ID list 152
shown in Fig. 2 in this case, is divided into 8-byte
blocks (the divided messages are hereinaifer referred to

as M1, M2, -, MN). First, an Initial Value (hereinafter

b

referred to as IV) 1s XORed with M1 (the result is I1).
Next, Il is inputted to a DES (Data Encrypticon Standard)
encrypting section using a‘key {hereinafter referred fc
as K1) (its output is E1l). Successively, E1 1s XORed
with MZ, and its output 12 is inputted to the DES
encrypting section using the key K1 (an output EZ).
Thereafter, this processing is repeated to encrypt all
the messages. The last cutput EN is the Message
ARuthentication Code (MAC).

[0G47]

A MAC value takes a different value once its
generator data has been altered. Thus, 1f a comparison
between a MAC generated on the bhasis of data (message)
for verification and a MAC recorded indicates that both
coincide, 1t is proved that the data (message) for

verification has not been altered or tampered.
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case, an EKE is set such that only the devices 0, 1, 2, 3 25 can acquire a
key applied to decrypting the content, and the set EKE is stored on the
information recording media each storing the encrypted content. [0054-1
As is apparent from Fig. 4, the four devices 0, 1, 30 2, 3 included in one
group hold shared keys K00, KO, KR s the device keys (DNKs: Device
Node Keys) stored on 24 their devices. 0055] At this point, an EKB
configuration for enabling only the devices 0, 1, 2 to acquire a content key
Kcon 5 applied to decrypting the content is as shown in, e.g., Fig. 5.
Namelyg an EKB is set as follows: Index Encrypted data 000 Enc (K000,
Keen) 0010 Enc (KO010, Kcon) 10 [0056 Note that Enc (Kx, Ky)

denotes d%?at"RVelﬁb?yﬁfedF Whth ake tst‘ﬁt%lBBﬁﬂ“th‘efdé\ﬂSegt‘)t
caatdee@/ptxthe;emltypmdndataamdmﬂ:aaz[a@O}désmgrthe odeviee key

[KOO(%]tthe g% nd also the deV|c 2 can %5 decr tth encrypted ata
mdcexedlasf 10Tin thenﬁlzép usmg eydewce eyé[/ ho]f:d%
calisacdidrecithe toatent l@yslsicemrbhmﬂ,ltheheprocéssmgtotodecryptlng

the.respective encrypted data. The other device holds none of the device
keys [KO0O0], [KO010], and
[G049) :

Referring to a drawing, a configuration for
providing secret infermation using the encryption key
information (EKB) is described. Numbers (0-15 shown at
the lowermost layer of Fig. 4 are user devices as
information processing apparatus for, e.g., using content.
Namely, leaves in a hierarchical tree structure shown in
Fig. 4 correspond to the devices, respectively.

{0050}

Each cf the devices 0-15 stores a key set (device
keys (DNKs: Device Node Keys)) in a memory at the time of
its manufacture or shipment, or thereafter. The key set
{DNKs) includes keys {(node keys) assigned to nodes in a
path from its own leaf to a root in the hierarchical treze
structure, and a leaf key of its own leaf. Symbols
K0000-K1111l shown in the lowermost layer in Fig. 4 are
the leaf keys assigned to the devices 0-15, respectively,
and keys KR-K111 indicated from a KR {(rooct key) at the
uppermost layer to nodes at the second layer from the
lowermost layer are the node keys,

[G051]

In the free structure shown in Fig. 4, e.g., the
device ¢ owns the leaf key K0000, and the node keys K000,
K00, KO, KR, as device keys. The device 5 owns K0101,
K010, K01, K0, KR. The device 15 owns K1111l, K111, K11,



10

15

20

25

30

20 thus cannot acquire the content key by decryption of the EKB even if
having received the EKB so configured as shown in Fig. 5. [0057] In this
way, an EKB is set as data having a 25 configuration corresponding to
licensed devices, whereby the EKB is configured as a key information
block which is processable only by any selected device, and through

ihich secret nformation such a a.canientkey.canbe ovide

t9 only .
{ : . PWh in
specific’devices. The key information ) iSsuing center 1%4 © =n

tgenerates anfEKBqrodessable 0nly by devices tawhich if perpitsiasedfal

content, and 25, provides the EKB1o the infrmation.tecording medium
Mmanufac uring en i¥y 103. The'ifformation recorg‘lng* medium
imanufacthugingcerdityi 203 stores the EKBrinsant: irfermatiah eelcosding

medium 110 together with the 5 encrypted tent, and ides th
ThedRibihe (A0S 0pBaFD: Eonfouraion 0F fouing BndEE L Loable.

[Usiig/Mmanaging content-stored information recording medium] Fig. 6 is a
diagram for explaining a configuration 10 for providing and L
using/MANEYHGE an infBfm&fion- fetdrdiig "Mediunt 200 storirgthe °F F49-
mboyeimeatiengd various-dataq (905 YAsi shownrFigs6, B.a., a ovp,
configuration for providing and managing content, there are a

dméahagériert 15apparatis PTEthit HERCENRFA] Authority (EAY tises o

releasable from the device. Furthermore, various
application services can ccoexist. It is over such a
configuration in which different devices and different
applications coexist to which the hierarchical tree
structure shown in Fig. 4 being content or key
distribution configuration is applied.

[0053]

In a system in which such various devices and
applications coexist, devices in a part enclosed by a
broken line in Fig. 4, 1i.e., the devices 0, 1, 2, 3 are
set as a group. For example, only these devices enclosed
by the broken line and included in the group hold
guthorized rights, i.e., licenses to use encrypted
content stored on information recording media. In this
case, an EKB is set such that only the devices 0, 1, 2, 3
can acguire a key applied to decrypting the content, and
the set EKB i1s stored on the information recording media
each storing the encrypted content.

(00247

As is apparent from Fig. 4, the fcur devices 0, 1,

2, 3 included in one group hold shared keys K00, KO, KR

as the device keys (DNKs: Device Node Keys) stored on
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content providing apparatus 203 that a content provider uses, a disc
manufacturing apparatus 202 that a disc manufacturer uses, an
information processing apparatus (user device) 400 that a user uses for
executing content 20 playback processing, and a service providing server
300 for executing, e.g., processing of providing services, such as, e.g.,
subtitles, corresponding to content stored on the information recording
medium 200, with respect to the information processing apparatus (user
device) 400. 25 [0060] The management apparatus 201 generates the
afargmentjoned disc ID and Disc ID Revocation List (DIRL), and provides
them to the disc manufacturing apparatus 202. Moreover, the content
providing!apparatus 203 provides 30 encrypted content and an Enabling

Key BlockyEKB)ito the: disC mantiactuing appasatus202,,26.,[0061}The
disc manufacturing apparatus 202 manufactures the information

reSBHihg e disii 260 i which the GistIB” hhd BiscID REVoEaToR E Rt
(DAl reeeives em-thets management apparaius 204 rane the.enerypted

content data and the Enabling Key Block (EKB) received from the
co%tle%’t prévid?ﬁ@%%%argfﬁs%:i :é¥e ?éegor%j?éd.? A user, e.g.,
purchases! théemférmmatiprt eecorelirg 10 medium 200, and sets it in the

informatiop processing aipggra}ti;{l%(@lsek gg}{i)ce) 400. The information
processing ’
G010 Enc (K0010, Kcon)

(00561

Note that Enc (Kx, Ky) denctes data Ky encrypted
with a key Kx. At this point, the devices 0, 1 can
decrypt the encrypted data indexed as [000] using the
device key [KO000] they hold, and also the device 2 can
decrypt the encrypted data indexed as [0010] in the EKB
using the device key [KO0010] it helds. They can acguire
the content key Kcon through their processing of
decrypting the respective encrypted data. The other
device holds none of the device keys [RK0O001, [K00101, and
thus cannot acguire the content key by decryption of the
EKB even if having received the EKE so configured as
shown in Fig. 5.

[0057]

In this way, an EKB is set as data having a
configuration corresponding to licensed devices, whereby
the EXKB is configured as a key information block which is
processable only by any selected device, and through
which secret information such as a content key can be
provided to only specific devices. The key information
{EKB} issuing center 104 generates an EKB processable

only by devices to which it permits use of content, and
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apparatus (user device) 400 can verify that the disc ID recorded in the
information recording medium 200 is valid, check that the disc ID is not
found in the Revocation 15 List DIRL, and acquire appropriate content key
data from the Enabling Key Block EKB on the basis of its own device
node key data DNK, whereby he/she &an decrypt and play back the
encrypted content data. (0063] 20 Furthermore, the information
processing apparatus (user device) 400 transmits the disc ID recorded on
the information recording medium 200 and a service ID as a service
idertifrer dtosthelseritice providing sefvend@0.ot heagincthienge e um
Providing.seryes 300 e yalidiy,2S af the dise IRs verlfiod and uther,
whether or not the service’is providable is etermined on thé basis of
sefiAce providimgtsitiationdatanwihich tHe3services pravidingSerier 300
holdsy 4t it is- determined thatthe. dise /D isvaligand that the;senyice is

providable on 30 the basis of the service providing situation data, the
seRIET 300 8Xe ERtekStstseiite PrvidingSrbtessifig ¥or 27 tHee users.
infoomation processing apparatus (user device) 400. [0064] [3.
C(()fgiguration of information processing apparatus constituting service
pr

Viding s8R/t B iér dévitels Nexd; & Eoffigurtighisfi e 9109
information-processingndpparatiusasithesefvice providing server and the
userdev@%ésdgsggb%dﬁiagram for explaining a configuration
for providing and using/managing an information recording
medium 200 storing the above-mentioned various data.
[0059]

As shown in Fig. 6, in a configuration for
providing and managing content, there are a management
apparatus 201 that the Central Authority (CA) uses, =a
content providing apparatus 203 that a content provider
uses, a disc manufacturing apparatus 202 that a disc
manufacturer uses, an information processing apparatus
{user device) 400 that a user uses for executing content
playback processing, and a service providing server 300
for executing, e.g., processing of providing services,
such as, e.g., subtitles, corresponding to content stored
on the information recording medium 200, with respect to
the information processing apparatus (user device) 400.
[0060]

The management apparatus 201 generates the
aforementicned disc ID and Disc ID Revocation List {DIRL},
and provides them to the disc manufacturing apparatus 202.
Moreover, the content providing apparatus 203 provides
encrypted content and an Enabling Key Block (EKB) to the

disc manufacturing apparatus 202.
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[0065] Fig. 7 is a diagram showing a configuration of the 10 service
providing server shown in Fig. 6. As shown in Fig. 7, the service providing
server 300 has, e.g., a controller 302 including a CPU, a calculation unit
303 for executing various calculating processing, an input/output interface
(I/F) 304 as an interface for 15 input/ogigput of data from data input devices
and to data output devices, and for input/output of data via a network, a
secure memory 305, a main memory 306. These components are
interconnected via a bus 301. [0066] 20 The main memory 306 stores
dataygkajlow security level, among various data used for processing by
the calculation unit 303 and the controller 302. The secure memory 305

stores data 6f & hitfh ety Tevel BrGRPahé Vafiods ddta istagbrres
pracessing byithe calculation 2bnunit 383 anc the centreller30zdhe s« 1o
secure memory 305 stores, e.g., the disc [ID and the like received from

thé nr%?aﬁéagmI}e/Dnt%ep"b%{thtu%OfOf Shown-in Fig. 650067 The"input/dttput
interface80Zhis conrecied £0,2 3D ey, abentrokbmeansranetwark;isnot

sh , lyes various. lata fro managementapparatus 201
ZSQ}QIﬁd%ﬁg c%%%%nt pr%vi i%g éaig%%]?at@gg& gﬁg\?\%ﬁﬁ%lér gl% 1If61hee
inteEfate 804 fiFtHet i lerments ommddicatien witho thie dnformation

progessing apparatus (user device) 400,

A user, e.g., purchases the information recording
medium 200, and sets it in the information processing
apparatus (user device) 400. The information processing
apparatus (user device) 400 can verify that the disc ID
recorded in the information recording medium 200 is wvalid,
check that the disc ID is not found in the Revocation
List DIRL, and acquire appropriate content key data from
the Enabling Key Block EKB on the basis of its own device
node key data DNK, whereby he/she can decrypt and play
back the encrypted content data.

[0063]

Furthermore, the information processing apparatus
{user device) 400 transmits the disc ID recorded on the
information recording medium 200 and a service ID as a
service identifier, toc the service providing server 300.
Then, in the service providing server 300, the validity
of the disc ID is wverified, and further, whether or not
the service 1s providable is determined on the basis of
service providing situaticn data which the service
providing server 300 holds. If it is determined that the
disc ID is wvalid and that the service is providable on
the basis of the service providing situation data, the

server 300 executes its service providing processing for
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which is to receive a service, so as to provide the 5 service. [0068] The
calculation unit 303 executes various calculations including generation of
verification data for signature data, on the basis of control from the 10
controller 302. The controller 302 executes various programs, such as,
e.g., a checking program as to whether- or not a service is providable to a
user device, a service providing program. [0069] 15 The service
providing server 300 receives the Disc ID Revocation List from the
management apparatus 201, the content providing apparatus 203, or

OtW@QWé%Y%ﬁhﬁmﬁg: g}ﬁg@@% (0F) 304, periodically op for
each event, and constantly stores the latest version in 20 the secure
meriBAF 305. [0070] Moreover, the server 300 also receives title-based
title-unique vadyes: andisarvice identificationinformation foridgntifying,,
services to be provided, from 25 the content providing apparatus 203 or
othé? dpparatad ¢ vREhE RpUBbBTpUT Thterfate (fE) 304, ahtrstores 5¢
service pre¥iding situation gatabaseninowhichetitie:based tsenvigerpravidingg

situation information. is man%ged, in _the secure memory 30(?. 3}9 [0071
" paratus %% the ser 7fe %rov1 lqg server” and the use
leﬁ}% means a title corresponaingto conten

device is described.

[0065]

Fig. 7 1s a diagram showing a configuration of the
service providing server shown in Fig. 6. As shown in
Fig. 7, the service providing server 300 has, e.g., a
contreller 302 including a CPU, a calculation unit 303
for executing various calculating processing, an
input/output interface (I/F) 304 as an interface for
input/ocutput of data from data input devices and to data
cutput devices, and for input/output of data via sz
network, a secure memory 305, a main memory 3(06. These
components are interconnected via a bus 301.

[0066]

The main memory 306 stores data of a low security
level, among various data used for processing by the
calculation unit 303 and the controller 302. The secure
memory 305 stcores data of a high security level, among
the various data used for processing by the calculation
unit 303 and the controller 302. The secure memory 305
stores, e.g., the disc ID and the like received from the
management apparatus 201 shown in Fig. &.

[0067]

The input/output interface 304 is connected to,

e.¢g., a control means or a network, not shown, and

receives various data from the management apparatus 201
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29 stored on the information recording medium 200 which is attached to
the information processing apparatus (user device) 400. 0072] 5 An
example of a data configuration of the service providing situation
database is shown in Fig. 8. The service providing situation database
includes, as shown in Fig. 8, title identification information about content,
which corresponds to services that the service providing 10 server 300
provides, and service providing situations as to the services set for each
title-unique value and corresponding to the disc IDs of discs storing the

copienthaving thatfitle, [0073); 15 Ror-example, sgtvice proviging. -

situation data shown in Fig. 8 is service providing situation data as to: title
identificalibRinfsfmativh: Haabhand fife-Hfdue vare pbbbe ahdlis il th
recording,ebhew:many lires a-3eryice d and a s2Q SaIYice2 associated

with content corresponding to this title have so far been provided in
reSPbrige t5°sérice Broviding FEJUESIE basRdh GRAEBHAIAG a'digc ID |
andeadise ID 2, respectively. [0074] 25 Note that in the service providing
Eit%%%% ?Iata shown in Fig. 8 (a), the Service 1 is a service specified to
© The calculation unit 303 executes various
calculations including generation of verification data
for signature data, on the basis of control from the
controller 302, The controller 302 executes various
pregrams, such as, e.g., a checking program as to whether
or not a service is providable to a user device, a
service providing program.
[0069]

The service providing server 300 receives the Disc
ID Revocation List from the management apparatus 201, the
content providing apparatus 203, or other apparatus via
the input/output interface (I/F) 304, periodically or for
each event, and constantly stores the latest version in
the secure memory 305.

[0070]

Moreover, the server 300 also receives title-based
title-unique values and service identification
information for identifying services to be provided, from
the content preoviding apparatus 203 or other apparatus,
via the input/output interface (I/F) 304, and stores a
service providing situation database in which title-based
service providing situation information is managed, in
the secure memory 305.

[0071]

"Pitle" means a title corresponding to content
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providable only one time to the disc ID 1, and the Service 2 is a service
specified to be 30 providable up to 5 times to the disc ID 1. [0075] 30
The service providing server 300 storeg the service providing situation
data shown in Fig. 8 in, e.g., the secure memory 305 and holds them
therein, and checks, in response to a service providing request

accem aé‘}leq:%%aé 'S¢.1D from the, information, processing, apparalus ;
(user device) 400, if the service providing r“éhaestlng evice 1s making
aheé sehvick providieg feduestbased opracvaligs disg |Bpandddntizer usex
@rgfvide t 6ervice only if an upper service providable limit is not
réactied on the 10 basis of the service providing situation data shown in
[Fig.78.1]0076] When having received the service providing request

accompanied by the dis¢ ID from the information_15 processing apparatus
(user d%ﬂcéxfg& fe %gr\ﬁcéj ap%viaﬁﬁ%sje%lé?%\%h e e% diye
thayingibeen dransmitied theretooliem the infosnatiamprocgssing  The
apparatus (user device) 400, and also checks that the _disc ID havin

Yeeh'trandriittéd Heretd fronfine b Miorfiaion proce<siig apparatus ™
i(Hseridgvice) 400-isnof Jeveked iethesReviocation List beldbythe content,

service providing server 300. [0077]
which corresponds to services that the service providing
server 300 provides, and service providing situations as
to the services set for each title-unigque value and
corresponding to the disc IDs of discs storing the
content having that title.
(00737

For example, service providing situation data shown
in Fig. 8 1s service providing situation data as to:

title identification information: aaaza; and

title-unique value: bbbb,
and is a recording of how many times a Service 1 and a
Service 2 assoclated with content corresponding to this
title have so far been provided in response to service
providing reguests based on discs having a disc ID 1 and
a disc ID 2, resgspectively.
[(0074]

Note that in the service providing situation data
shown in Fig. 8 {a),

the Service 1 i1s a service specified to be
providable only one time to the disc ID 1, and

the Zervice Z 1s a service specified to be

providable up to 5 times to the disc ID 1.
[0075]



Furthermore, the service providing server 300 25 executes processing,

such as checking or extracting the title-unique value based on the

validated disc ID, extracting the disc-unique value. Then, the server 300

specifies, on the basis of the acquired title-unique value, service providing

situation data as to the 30 correspondifig title by referring to the database .

storing the service providing situation data shown in Fig. 8, and 31

checks if the server 300 can provide the service on the basis of the

specified data. Namely, the server 300 provides the service only if the

upper serviteeprovidable lmitdsdiotgeaehed enihe hasis-efthe.serice 5ce
royieing itglion dala shpwn. i, Fig, B, J0078] Note hat n the

configuration t dllng

Figs8cthies sesviee profiding Sithation dateis stored for, eachidise=1®4D. in

Howgygamal&%f@%&&@%@ﬂ%&ﬁ% be adopted, in %‘é%_ ;%%f by 2

disc-unique value for identifying an indiv

xample o fhe “Service provi sittiation ‘dita Shdwn iHe

ual disc is used, in

2 disE¥BC[007 9] Metetthat the SeRice pronaREesaver 300RpUHtEs 15ithe
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senviseiproviding situatiendata.shown in-Eig: §:when having provided the
service to the information processing, apparatus (user device) 400. [0080]

Refetrifg ikt 16 Fig "6, d coffigarafonisrngeauest based on & valid

disc ID, and further, provides the service only if an
upper service providable limit is not reached on the
basis of the service providing situation data shown in
Fig, 8.

(00761

When having received the service providing reguest
accompanied by the disc ID from the information
processing apparatus {user device} 400, the service
providing server 300 validates the disc ID having been
transmitted thereto from the information processing
apparatus (user device) 400, and also checks that the
disc ID having been transmitted thereto from the
information processing apparatus (user device) 400 is not
revoked in the Revocation List held by the service
providing server 300.

[00771]

Furthermore, the service providing server 300
execules processing, such as checking or extracting the
title-unigue value based on the validated disc 1D,
extracting the disc-unigue value. Then, the server 300
specifies, on the basis of the acquired title-unique
value, service providing situation data as to the
corresponding title by referring to the database storing

the service providing situation data shown in Fig. 8, and
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20 information processing apparatus (user device) 400 is described.
[0081] As shown in Fig. 9, the information processing apparatus (user
device) 400 has, e.g., an input/output 25 interface 402, a codec 403 for
executing generation and decoding of various coded data such as MPEG
(Moving Picture Experts Group), an irgut/output interface 404 provided
with an A/D and D/A converter 405, a encryption processing section 406,
a ROM (Read Only Memory) 407, a 30 controller 408, a memory 409, and
a recording medium interface for accessing the information recording

medium, 32, 200, Lhese components arg jaterconngeted 10.a.bus 401,
[0082] The input/output interface 402 receives a digital signal supplied
fromd ahsextéridl Sotipes, [Suctfad ats netWdrk for oblfsutsritsthe His 401,

angd.aJsq deceives as digital signal,on the-pus 401for outputto the external
source. [0083] The codec 403 decodes, e.g., MPEG-coded data 10
supplied vie tHebus 2AbRT otftpittd theShputdutbit iRfeiface404, and
also-encades; adigitalsignabsupplieeh- drom therinputboutput interface 404
for qutput onto the bus 401. [0084] 15 The input/output interface 404
inc%orf)gﬁaftes therein

"Note that 1n the configuration example of the

service providing situation data shown in Fig. 8, the
service providing situation data is stored for each disc
ID. However, an alternative configuration may be adopted,
in which the disc-unique value for identifying an
individual disc is used, instead of the disc ID.

[0079]

Note that the service providing server 300 updates
the service providing situation data shown in Fig. 8 when
having provided the service to the information processing
apparatus {user device) 400.

[0080]

Referring next to Fig. 9, a configuration of the
information processing apparatus (user device) 400 is
described.

[0081]

As shown in Fig. 9, the information processing
apparatus ({(user device} 400 has, e.g., an input/output
interface 402, a codec 403 for executing generation and
decoding of various coded data such as MPEG {Moving
Picture Experts Group), an inpub/output interface 404
provided with an A/D and D/A converter 405, a encryption
processing section 406, a ROM {(Read Only Memory)} 407, a
controller 408, a memory 409, and a recording medium

interface for accessing the information recording medium
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the A/D and D/A converter 405. The input/output interface 404 receives

an analog signal supplied from an external source, and subjects the

signal to analog-to- digital converting processing using the A/D and D/A

20 converter 405, for output to the codec 403 as a digital signal, and also
subjects a digital signal from the codeg403 to digital-to-analog converting
processing using the A/D and D/A converter 405 for output to the external
source as an analog signal. 25 [0085] The encryption processing section
406 is, e.g., formed of a one-chip LSI, and has a configuration for

ensRypting oL Qgcw&é&&@r@&@@!Lségq%'%@%e%gedcwe@téappﬁ%q .
thereto via the bus 401, for output onto 30 the bus 401. Note that the
enERfstion processing section 406 is not limited to the one-chip LSI, but

may 33 alteenatively bereplized by eanfigurationdn WRIEh warQus ta1
software or hardware is combined. [0086] The ROM 407 stores, e.g., leaf

ke§ dHta beiHg 'S Gavice Rey Bithér linfue to@HcHinfGimaiGT °

proeessing , agparatus asta usemdevieeorsunigue taeachigroupafaives a

plurality_of information prqoces apparatus (user dev'cesg and node
keélcfa%% leirg;’g:;L %I%?/liceolgey ( gtf';%js,L%harQe[?j{il :grﬁgné) %%ﬁﬁ}:alij%)? o] }E)?ay%}é%%nal
apparatts-or a plurality of 10 groups. These are applied to processing of

de%}()%tgqg the aforementioned Enabling Key Block (EKB) as the

The codec 403 decodes, e.g., MPEG-coded data
supplied via the bus 401 for output to the input/output
interface 404, and alsoc encodes a digital signal supplied
from the input/output interface 404 for output onto the
bus 401.

(00841

The input/output interface 404 incorporates therein
the A/D and D/A converter 405. The input/output
interface 404 receives an analcg signal supplied from an
external source, and subjects the signal to analcg-to-
digital converting processing using the A/D and D/A
ceonverter 405, for output to the codec 403 as a digital
signal, and also subkjects a digital signal from the codec
403 to digital-tc—analceg converting processing using the
A/D and D/A converter 405 for cutput to the external
source as an analog signal.

[0085]

The encryption processing section 406 is, e.g.,
formed of a one-chip LSI, and has a configuration for
encrypting or decrypting a digital signal such as, e.g.,
content supplied theretc wvia the bus 401, for output onto
the bus 401. Note that the encryption processing section

406 is not limited to the one-chip L3I, but may
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encryption key information. [0087] The controller 408 includes, e.g., a
CPU for 15 executing a program stored in the memory 409. The
controller 408 centrally controls processing of the information processing
apparatus (user device) 400. Namely, the function (processing) of the
information processing apparatus (user device) 400 is regulated by 20 the
program executed by the controller 408. [0088] The memory 409 reads
the above-mentioned Disc ID Revocation List (DIRL) from the information
recording medium 200, for secure storage. For example, it is 25

preferable-to:keep the.datatamper-igsistant hy: €.gr, SIIING the,data,in

the memory as encrypted on the basis of the ID set to each information

proéessing apparstuse ((er Fevicd) 406 AntRiEWwAES dthe Disc ID

Revocaton List (DIRL) is stored such that it is not readily 30 feasible to

externally erase, tanlo% r, or replace with any old version. The recording
1

medium inteface 410°i5 (sed 34 to"adeess th infotation recotding™
medium:208e f0889h[dr Details: of processing. infuserdevicepNext detais

OfQS%%?%@m%ag%dgsggg6dﬁggg%55gqegyonagﬂ%gfggggsgggu £ a

apparatus 400 as a user device performs when receiving a ervice from

thé sehdéde tproviding Servert3Q0. processing apparatus (user ‘
devices), and node key data being device key data shared
among & plurality of playback apparatus or a plurality of
groups. These are applied to processing of decrypting
the aforementioned Enabling Key Block (EKB) as the
encryption key information.
[0087]

The controliler 408 incliudes, e.g., a CPU for
executing a program stored in the memory 409. The
controller 408 centrally controls processing of the
information processing apparatus (user device) 400.
Namely, the function (processing} of the information
processing apparatus {user device) 400 is regulated by
the program executed by the controller 408.

[00881

The memory 409 reads the above-mentioned Disc ID
Revocation List (DIRL) from the information recording
medium 200, for secure storage. For example, it is
preferable to keep the data tamper~resistant by, e.g.,
storing the data in the memory as encrypted on the basis
of the ID set to each information processing apparatus
(user device) 400. In this way, the Disc ID Revocation
List {DIRL) is steored such that it is not readily
feasible to externally erase, tamper, or replace with any

old wversion. The recording medium interface 410 is used
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[0090] Fig. 10 is a flowchart for explaining a sequence 10 according to
which the information processing apparatus (user device) 400 shown in
Fig. 9 having the information recording medium attached thereto
executes processing when receiving a service from the service providing
server. 15 [0091] In step 5101, the infaygmation processing apparatus
(user device) 400, when having the information recording medium 200 set
thereto in a predetermined access position, reads the disc ID from the
information processing medium 20 200 via the recording medium interface
410,,and stares,if, In the memory, 409, [0092], 1 step, 5192, the controller
408 of the information processing apparatus (user device) 400 reads the
disEAPF 25 stored in the memory 409, to verify whether or not it has been
tampered padayhether of ot itds malid; This-werifying; processing is
described later. [0093] In step 5103, the controller 408, having judged in
30 step ST that‘thitabove disB 1B9E V3B pficeedR 6 skji'5 105 ch

‘otherwise, tbercontroller AQ8xproceedstp step 356 5304ak steps2k04idhece

contéorlj%%rrérlaosS s}t_lo S &prgg@itg d%crggggrri] aé‘ld fp})fla _ba%k of thevencrypted
cohtent récorded” on theinformation recording Thedium 2007+ 2
providing server 300.
[0080]

Fig. 10 is a flowchart for explaining a seguence
according to which the information processing apparatus
(user device) 400 shown in Fig. 9 having the information
recording medium atfached thereto executes processing
when receiving a service from the service providing
server.

[0GS1]

In step 3101, the information processing apparatus
{user device) 400, when having the information recording
medium 200 set thereto in a predetermined access position,
reads the disc ID from the information processing medium
200 via the recording medium interface 410, and stores it
in the memory 409.

[0092]

In step 5102, the controllier 408 of the information
processing apparatus (user device} 400 reads the disc ID
stored in the memery 408, to verify whether or not it has
been tampered and whether or not it is wvalid. This
verifying processing is described later.

[0093)

In step 85103, the controller 408, having judged in

step 8102 that the above disc ID is valid, proceeds to

step 5105; othearwise, the controller 408 proceeds to step
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[0094] 5 If having judged that the disc ID is valid, the controller 408
reads, in step 5105, the Disc ID Revocation List (DIRL) from the
information recording medium 200 via the recording medium interface
410. And if a digital signature using a public-key encryption 10 technique
is put thereto as the tampering verificag®n value for the Revocation List
read, the controller 408 verifies the List DIRL using a signature
verification key (public key) If a Message Authentication Code MAC is
given as the tampering verification value, the MAC 15 verifying processing

desaribed eatlierwithgeferencedo-big: B.isiexecuted. {0085] On-conditien)
thaé the Disc ID RevocationbList DfIRL has been gdged to be
untaimperad: e Lohtrotiey 50 508 makEs B EomBaRSor Baliabn & corded
version lof thatfDisca Di (Revagationilist @kRlyrandba version of a Disc ID
Reyg&gﬂ'?n List (DIRL) already stored in the memory 409. [0096] If the
version of the Disc ID Revocation List 25 (DIRL) read is newer than the
version of ifie!Dige 1D RevoedtiohdistDIRL} afreddy storedlivthethe

Memany499. the conrollgr 408,undatgs the Revocatign ListRIRL in the
memory 409 with the Disc ID Revocation List (DIRL) read. 30 [0097] In

StEFFBL06 FHHRPCORFGller 408 judgeewhbthetpformat ion recording

medium 200 via the recording medium interface £10. And
if a digital signature using a public-key encryption
technique is put thereto as the tLampering verification
value for the Revocation List read, the controller 408
verifies the List DIRL using a signature verification key
{public key). If a Message Authentication Code MAC is
given as the tampering verification value, the MAC
verifying processing described earlier with reference to
Fig. 3 is executed.

[0095]

On condition that the Disc ID Revocation List
{DIRL) has been judged to be untampered, the contrecller
408 makes a comparison between a version of that Disc ID
Revocation List (DIRL) and a version of a Disc ID
Revocation List (DIRL) already stored in the memory 409.
{0096}

If the version of the Disc ID Revocation List
(DIRL) read is newer than the version of the Disc 1D
Revocation List (DIRL) already stored in the memory 409,
the controller 408 updates the Reveocation List DIRL in
the memcory 409 with the Disc ID Revocation List (DIRL)
read.

[0097]
In step 5106, the controller 408 judges whether or
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36 not the disc ID read in step S101 is present in the Revocation List
DIRL, and proceeds to step S107 when having determined that it is
present; otherwise it proceeds to step 5108. In step 5107, the controller
408 5 stops (prohibits) decryption and playback of the encrypted content
recorded in the information recording tpedium 200. [0098] If the disc ID is
not present in the Revocation 10 List, the controller 408, proceeding to
step S108, transmits the disc ID read in step S101 to the service
providing server, and further, in step S109, receives the service from the

service providing senver. Nate that fhe, seryice;proyiding server verifies
the disc ID received 15 from the information processing apparatus (user
defRey 400 i stelS 108Rand Exéchtes trcServicesproviding 7 protessing

only:if the, discclD-hag beenvalidated s [0Q99]Belov, disc 1R yerifying
processing executed in 20 step S102 is described. CThe disc ID stored
onhECMTGTmatior réEorditd mediin? i 8et®ad Righhy cotrftérfeit+asistdrit
identificatiop irformation Ar cexanaplenobadise W formatdg shewn in Fig.
L1 519013 T L shou s s of de 0 sctng anpl sah.
(disedD})asdrvinformation recording

[0098]

If the disc ID is not present in the Revocation
List, the controller 408, proceeding to step 5108,
transmits the disc ID read in step S101 to the service
previding server, and further, in step 5109, receives the
service from the service providing server. Note that the
service providing server verifies the disc ID received
from the information processing apparatus (user device)
400 in step 5108, and executes the service providing
processing only if the disc ID has been validated.

[0099]

Below, disc ID verifying processing executed in
step S5102 is described. (%he disc 1D stored on the
information recording medium is set as highly
counterfeit~resistant identification information} An
example of a disc ID format is shown in Fig. 1}.;

[6100]

Fig. 11 show six types of disc ID setting example
each indicating correspondence between an information
recording medium ID {(disc ID) as an information recording
medium identifier, the title-unigque value being a unique
value set to the title of content stored on the

information recording medium, and the disc-unigue value

set as a unique value feor the information recording
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medium identifier, the title-unique value being a unique value set to the
title of content stored on the 30 information recording medium, and the
disc-unique value set as a unique value for the information recording 37
medium. Note that both the disc ID and the disc-unique value are
generated by the management apparatus 201. A title-unique value M may
be a part of information constituting the content stored on the information
5 recording medium, or may be configured to be generated by the
management apparatus 201, the content providing apparatus 203. A
titleeunigue value S ishgenerated fiye the management-apparatus 2010m
the basis of the titleéruar]cig_geg/alu M. mlaoanlemi nsélmbols shown %;Olliig. 11

have the fgﬁgw%egn meanmgs? M- unlquegvléﬂue co??éas%ro%%fr?g atité

of tdmitent—lsqu;ed oménénﬂ@rn@yiohqegoaﬁmg r@édi@mﬁo;;ﬁ%;im: 1 2,,
W, where W is the niimber of information recording media to.he . |

manufactured; Sig(w): Signature data based on a secret key (e.g., a
seEfstKelis6t G tHé Basisrof i publickey feritrystiort tebhnigried of tisel by

management appatatis whichiis 20 generated according.to fhe number
W of information recording media to be manufactured and is thus different

foPERER dF e Mformation'recdrding HHEdiEE SiGW) hiedl it 'Sighdttires
of the disesareseltasSig(ddtus 201 on the basis of the title-

unique value M.
[0101]

Symbols shown in Fig. 11 have the following
meanings:

M: A unigue value corresponding to a title of
content stored on an information recording medium;

w: w = 1, 2, -, W, where W is the number of
information recording media to be manufactured;

Sig{w): Signature data based on a secret key {(e.g.,
a secret key set cn the basis of a public~key encryption
technique) of the management apparatus, which is
generated according to the number W of information
recording media te be manufactured and is thus different
for each cf the information recording media. Sig(w)
means that signatures of the discs are sel as Sig(l),
Sigi2), -, Sig(W);

plw): Primes set so as to correspond to the number
W of informaticn recording media to be manufactured.
Different prime data is set for each of the informatiocon
recording media generated according to the number W of
information recording media to be manufactured; and

S: A unique value corresponding to a title of

content stored on an information recording medium, and S
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Sig (2) , ., Sig (W) ; 25 p(w): Primes set so as to correspond to the number
W of information recording media to be manufactured. Different prime
data is set for each of the information recording media generated
according to the number W of information recording media to be
manufactured; and 30 S: A unique valug corresponding to a title of
content stored on an information recording medium, and S 38 = KT mod
M, where T is a value given by the following equation: [Math 1] T =fJW pw
5[0102] IDKey(w) : IDKey(w) - KTIP(W) mod M where K is a value set to

eachgitle, andssatisfies, KCZIM{Kis1a.generatar of a.cyeli¢ graup Ked M.
Note that for each X(EZ M, there exists an element X-leZ'"M 10 modulo x
in fiftégérs™% being 1 to X-1). [0103] e(w): Different values corresponding
to the number: M Df discs to be manufactured, which satisfy e(w)eZ
where e(w) and A(M) are disjoint, i.e., the greatest 15 common divisor of
e(Wpand A1) is 14Note that A(M) is the least common multiple of primes
(q-1)a 2=(%), “where gl, g2 are primes large enough to be applied to

an, RSA Fncryption.

IDKey (w): IDKey(w) - g/

mod M
where K is a value set to each title, and satisfies
KeZ'y (K is a generator of a cyclic group KefZ'y. Note

that for each XeZ'y, there exists an element X 'eZ'y
modulc X in integers x being I to X-1).
[0103)

e({w): Different values corresponding to the number
W of discs to be manufactured, which satisfy e{w) ey,
where e(w}) and A(M) are disioint, i.e., the greatest
common divisor of e(w) and A(M) is 1. DNote that A(M) is
the least common multiple of primes (gl - 1) and {(g2 - 1},
where gl, g2 are primes large encugh to be applied to an
RSA encryption.

[0104]

I{w): I(w) = S mod M

where d{w) 1s the inverse of e{w) modulc A(M).

Zw: Data obtained by encrypting a message M{w)
being connected data obtained by connecting data § and
data e{w), with a secret key of the managemenl apparatus
(CA} 201,

[0105]

Below, disc ID verifying processing sequences in
the information processing apparatus (user device) 400,
are described, which correspond to the six different disc

ID setting examples shown in Fig. 11.
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[0104] 20 1(w): I (W) = Sd(w) mod M where d(w) is the inverse of e(w)
modulo A(M). Ew: Data obtained by encrypting a message M(w) being
connected data obtained by connectif)g data S and data e(w), with a
secret key of the management apparatus 25 (CA) 201. [0105] Below, disc
ID verifying processing sequences in the information processing
apparatus (user device) 400, are described, which correspond to the six
fféfeht disc 30 ID setting examples shown in Fig. 11. 39 0106] Referring

to Fig. &2 ra disc/|D vesifying . progessing seguence;ia:the nfpgmation
processing apparatus (user device) 400, which corresponds to a 5 Setting
FExaifipleti9s gescrijed: Ii’ﬁh@l?seﬁstt:h“*f@iE BXAmpleT, BisedD™= M SBig(w),

Aitlesynigue valuess Myand-discunique,Malug =-Siglw). O are set. [0107]
In step S201, the controller 408 of the information recording apparatus
{BSEF-A6VIES U0 Extlacts Sighafire 8&fa-Sig(w) in disc ID (w) Note that

the disg ID is,15 gg@thgga g@g@g@ slipce it takes a value specific to
disc ID = M, Sig(w),

title~-unigue wvalue = M, and

disc-unigue value = Sig{w)
are set.

103077

In step 8201, the controller 408 of the information
recording apparatus (user device) 400 extracts signature
data Sig(w) in disc ID (w). Note that the disc ID is
denoted a disc ID(w) since it takes a value specific to
each of individual discs (w} where w = 1, 2, - W, given
the number of discs to be manufactured being W.

[C108]

In step 8202, the controller 408 generates M(w)'
from the signature data Sig(w) read in step 5201, on the
basis of a public key and published parameters of the
management apparatus 201 (Central Authority CA}. The
message is also dencted similarly to the disc ID(w). A
message M(w) indicates that the message is made to
correspond to each of the discs.

[0108]

In step 5203, the controller 408 compares a message
M{w} contained in the disc ID(w) with the message M(w)'
generated in step SZ0Z.

(0110}

In step S204, the controller 408, when having
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each of individual discs (w) wherew =1, 2, ... W, given the number of
discs to be manufactured being W. [0108] In step S202, the controller 408
generates M(w)" 20 from the signaturg-data Sig(w) read in step 5201, on
the basis of a public key and published parameters of the management
apparatus 201 (Central Authority CA) . The message is also denoted
similarly to the disc ID(w). A message M(w) indicates that the message is
THAFETH 25 8ErrBspdndtoieactisT the dides. JOTo9HAT e S2085Hheng in
sonprolierdN8 comparesa message Miw)contained.in the dise IR with,
the message M(w)' generated in step S202. 30 [0110] In step 5204, the
‘eonttbRér 408 Svhen having 40 judged that both coincide in the

£empafing processing in step S203, proceeds to step S205; otherwise, it
proceeds to step S206. [0111] 5 In step 5205, the controller 408 judges
that thel8isg 1BfwFextractéd fn SteptSZOLsvafia finitely 5206, 4he the
&gontolier 408 judges that the discID(w). %tiact%d dn}'%%P S201ig nyalids o,
[0112] 10 in a Setting Example 2, disc ID

the controller 408 Judges that the disc ID(w) extracted

in step S201 is invalid.
[0112]

In a Setting Example 2,

disc ID = 5, Sig(w),

title~unigue value = 5, and

disc-unigue value = Sig{w)
are set.

This Setting Example 2 is different from the
Setting Example 1 only in the title-unique value 8§ in
place of M. Thus, its disc ID verifying processing
seguence in the information processing apparatus (user
device) 400 is similar to that in the Setting Example 1,
except that data generated from the signature data in
step S20Z is a message S(w)’ and that data for comparisocn
in step S203 is data S({w) contained in the disc ID.
01133

Referring next to Fig. 13, a disc ID verifying
processing sequence in the information processing
apparatus {(user device) 400, which corresponds to a
Setting Example 3, is described.

In the Setting Example 3,

disc ID = p(w), IDKey(w),

title-unigue value = S, and

disc-unigue value = p(w) or IDKey(w}
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title-unique value = S, and disc-unique value = Sig(w) are set. 15 This
Setting Example 2 is different from the Setting Example 1 only in the
title-unique value S in place of N. Théis, its disc ID verifying processing
sequence in the information processing apparatus (user device) 400 is
similar to that in the Setting Example 1, 20 except that data generated
fram the signature data in step S202 is a message S(w)' and that data for
comparison in step S203 is data S(w) contained in the disc ID. 0113
[Reféfring next to Fig. 13, a disc ID verifying 25 processing sequence in

the information processing, apparatus. (USEL deyice) 400, which <, 1o+ s o

corresponds to'a Setting Example 3, is described. In the Setting Example
18; odise IDp @) Hkay(w), ( 30¢titlecnique Valde &= 8y:and dise-uhigae p (w)

valye = pf r w)4l.a t. 4].In_ste i5 Q1, the controller
1408 ofethe\%%fgrht%ﬁg% p])rgé‘gss%gg %pggir%atusg 5%%%32&%2) 466 8§§é&%
rgata wiwy Bin the disc ID(w) read from the information recording medium

56%&&?115]

In step 8302, the controller 408 judges whether or
nct the data p{w) extracted in step S301 is a prime. The
controller 408, when having judged that the data pl(w) is
a prime, proceeds to step S$S303; otherwise, it proceeds to
step S304.

(0ile;]

In step 8303, the controller 408 judges that the
disc ID(w) extracted in step S301 is valid. In step $304,
the contrcller 408 judges that the disc ID{w) extracted
in step 5301 is invalid.

(01177

Referring next to Fig. 14; a2 disc ID verifving
processing sequence in the information processing
apparatus (user device} 400, which corresponds to a
Setting Example 4, is described.

In the Setting Example 4,

disc ID = e{w), I{(w),

title-unigue value = S, and

disc-unigue value = e(w) or I{(w)
are set.

{0118}

In step 38401, the information processing apparatus

{user device) 400, when having the information recording

medium 200 set thereto in a predetermined access position,



In step 5302, the controller 408 judges whether or not the data p(w)
extracted in step S301 is a prime. The 10 controller 408, when having
judged that the data p(w) is a prime, proceeds to step 5303; otherwise, it
proceeds to step 5304. [0116] In step 5303, the controller 408 judges that
the 15 disc ID(w) extracted in step S3Q"1 is valid. In step S304, the
controller 408 judges that the disc 1D(w) extracted in step 5301 is invalid.
[0117] Referring next to Fig. 14, a disc ID verifying 20 processing
sequence in the information processing apparatus (user device) 400,
Wh}[ﬁ%rgggrrgsggggs 10 a. Settin Exarr%%lgmdg is described..In the Sgtit@g 200

v £
Example 4, discID = e%\lfv?fﬂl(w ?Z%Htltle-unlqﬁ%nva ue = ,lgﬁdme

disclanigue valde=e(w) sefiraresetr [BrES)4aGiep S40d  tres this

infggngggnrﬁggg%?si@g apparatus 30 (user device) 400, when having the
information recording medium 200 set thereto in a predetermined access

poéﬂijo}l? 42 reads a disc ID from the information recording medium 200
5 via the recording-meglium, interface-410.and stores this #nthe MeMERL i cn

4ngocessing apparatus {user device) 400 calculates I (w)®™
mod M using the datas e(w) and IL(w) in the disc ID
recorded in the memory 402, and the result is set as data
S'. Namely,

10 S' = I{w)*"™ mod M

[0120]

In step 5403, the contrcller 408 reads a Disc ID
Revoccation List {DIRL) from the information recording
medivm 200 via the recording medium interface 410. In a
15 case where a digital signature using a public-key
encryption technigue is put thereto as the tampering
verification value for the Reveocation List read, the
controller 408 wverifies the List DIRL using a signature
verification key (public key). In a case where a Message
20 Authentication Code MAC is given as the tampering
verification value, the MAC verifying processing
described earlier with reference to Fig. 3 is executed.
F01213

On conditicon that the Disc ID Revocation List
25 (DIRL) has been judged toc be untampered, the controller
408 makes a comparison between a version of that Disc ID
Reveocation List (DIRL} and a version of a Disc ID
Revocation List (DIRL) already stored in the memory 409.
In a case where the version of the DPisc ID Revogaticn
30  List (DIRL) read is newer than the version of the Disc ID

Revecation List (DIRL} already stored in the memory 409,
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[0119] 5 In step 5402, the controller 408 of the information processing
apparatus (user device) 400 calculates I(w)E(w) mod M using the data
e(w) and 1(w) in the disc ID recorded ih the memory 409, and the result is
set as data S'. Namely, 10 S' =1 (w) ecwi mod M [0120] In step 5403, the
controller 408 reads a Disc ID Revocation List (DIRL) from the

Jpiormatien. recarding, medium-200 vig the: recording mediumyiniertace;
410. In a 15 case where a digital signature using a public-key encryption
thehrigue kypdttherats astthe tathperidg \Reifiestionivalué fertthé DIRL)
IFé%\{:gcation List read, the controller 408 verifies the List DIRL using a
signature verification key (public key). In a case where a Message 20
[Authéntication Code MAC is given as the tampering verification value, the

MAC verifying pro ing .described earlier with reference to Fig, 3.is
executed DIBE O et (AT DRE D Hevooias Lot 2 (oL
rhas heen judged I® beamtamperets thes éoritraller A& makesa the
comparjcson between a version of that Disc 1D Rev%cia&i%;gl.éstn(D}!RL)i%gd

RS vérsion o a Disc 1D Revogafion List (DIRL) already Stor&d i the

duemory 409. thatcase where the versiorvohtheDise ID Revocatieni30t o
List (DIRL).read is newer than the version of the Disc ID Revocation List
S(B?IEL)Séllpefjady stored in the memory 409,

[0123]

In step 8405, the controller 408 stops (prohibits)
decrvption and playback of the encrypted content recorded
in the information reccording medium 200. In step 5406,
the controller 408 transmits the disc ID read in step
S§401 to the service providing server, and further, in
step S407, receives a service from the service providing
gserver. Note that the service providing server verifies
the disc ID received from the information processing
apparatus (uéer device) 400 in step 5406, and then
executes the service providing preocessing only in & case
where the disk ID has been validated.

[G124]

Referring next to Fig. 15, & disc ID verifying
processing seguence in the information processing
apparatus (user device) 400, which corresponds to a
Setting Example 5, i1s described.

In the Setting Example 5,

disc ID = Zw,

title-unigue value = 3, and

disc-unigque value = e{w)

are set.
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43 the controller 408 updates the Revocation List DIRL in the memory
409 with the Disc ID Revocation List (DIRL) read. [0122] 5 In step 5404,
the controller 408 judges whether or not the disc ID read in step S401 is
present in the Revocation List, and proceeds to step S405 when having
determined that it is present; otherwisg, jt proceeds to step 5406. 10
[0123] In step 5405, the controller 408 stops (prohibits) decryption and
playback of the encrypted content recorded in the information recording
medium 200. In step 5406, the controller 408 transmits the disc ID read in
stepo:ll% 01 to the service providing server, and further, in step 5407,
receives a service from the service providing server. Note that the service
providing Servet erifiés ‘thetdisc IDrreceived:fromahe informatioformation

processing. apparaius (uset deyice) 400,instep o406, 020 435¢

executes the service providing processing only in a case where the disk
ID hasHeeitidlidated. [r24] Réfefiid AexE R Pifd 159 artfide 10 vetifying

progessing sequencs in the information processing. 2;apRaratys (USek u s
device) 400, which corresponds to a Setting Exam;c)le 5, is described. In

the" SettigFERAfpI&BEhor ity CA), Lo generate a message M(w).

The message M{w) is, as aforementioned, is data in which
the data S and the data e(w) are connected.
[061z286]

In step 3502, the information processing apparatus
(user device) 400 extracts the data S from the message
M(w} decrypted in step 5501, on the basis of a size |81,
a size |e{w)|, and a combination pattern of the data 8
and the data e{w), which are published by the management
apparatus 201.
[0127]

The infeormation processing apparatus (user device)
400, subsequent to the above-mentioned processing shown
in Fig. 15, performs steps S105-510% shown in Fig. 10.
In this case, the information processing apparatus (user
device} 400 uses the disc ID{(w) read from the information
recording medium 200 in step $501 as a disc ID, in the
disc ID comparing processing with the Revocation List in
steps S105, S106 shown in Fig. 10.
[0128]

The information processing apparatus {user device)
400 decrypts content data, using the data S extracted in
step 5502 as content key data. Therefore, the content
data cannot be decrypted properly in a case where the
proper data S cannot be acquired via the above processing

of steps 8501, S5502.
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disc ID = 1w, title-unique value = S, and 30 disc-unique value = e(w) are
set. 44 [0125] In step 5501, the controller 408 of the information
processing apparatus (user device) 400 decrypts a disc ID(w) read from
the information recording medium 200 on 5 the basis of public key data of
the management apparatus 201 (Cenjral Authority CA), to generate a
message M(w). The message M(w) is, as aforementioned, is data in
which the data S and the data e(w) are connected. [0126] 10 In step
5502, the information processing apparatus (user device) 400 extracts
the[ gata,$ from the message M(w) decrypted in step 5501, on the basis
of a size Sl, a size le(w)F, and a combination pattern of the data S and
the data efw), akiehdrepublizheddybthe management 15 apparatus

201. [0127 The irformatign pr@@@%}m,ppparatus (user device) 400,
n

subsequent to the above-mentio processing shown in Fig. 15,
performs $t&psS165-8199'éH0Wn Tn Eig. 21! 20 In this case, the
information f¥ecassingapparatus-(uses)device) 400 uses the disc ID(w)

read from the in orma}gion regiqrdinglgediumzoo in St%[;SSOl as a disc
IDZRth&® Hisc D conigarify Processing With e REVSatfor tist in ©°

that in the Setting Example 3, and thus disc ID verifying
processing similar to tThe processing described earlier
with reference to Fig. 13 is executed.

(0130}

[5. Details of processing in service providing server)

Next, processing is described, which the service
providing server 300 verforms when having received a
service providing reguest from the information processing
apparatus (user device} 400.

01311

As shown in Fig. 16, the service providing server
300 receives a disc ID from the information processing
apparatus {user device) 400. This disc ID is a disc ID
the validity of which has been verified through the
verifying processing in the information processing
apparatus {(user device) 400 which, after having attached
thereto the information recording medium 200, has
executed the processing of reading the disc ID from the
information recording medium 200.

[0132]

The service providing server 304, when having
received the disc ID along with a service providing
request from the informaticn processing apparatus {user
device) 400, verifies the wvalidity of the disc ID, and

thereafter provides a service on condition that the disc
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steps 5105, S106 shown in Fig. 10. 25 [0128] The information processing
apparatus (user device) 400 decrypts content data, using the data S
extracted in step S502 as content key data. Therefore, the content data
cannot be decrypted properly in a case where the 30 proper data S cannot
be acquired via the above processing 46f steps S501, S502. 45 0129] In a
Setting Example 6, disc ID = p(w), IDKey(w), title-unique value = S, and
5 disc-unique value = p(w) are set. This has a disc ID configuration similar
to that in the Setting Example 3, and thus disc ID verifying processing
simitamtosthedprocessing=adescribed earlier with reference to Fig. 13 is
exigé%e% 10 [0130] [5. Details of processing in service providing server]
Next, processing is described, which the service providing server 300
performs When hanang réceived arservice providass iequestfrom the

inforiation Ripeessing 13 apparas (Wset dovice) 490, [01SLLAS shown
in Fig. 16, the service providing server 300 receives a disc ID from the
infofmatoR processiagthpparatus (G56r dévice 400 sThisddise 1D iszedisc
Dservice providing request.

(01343

The service providing server 300 recelves the Disc
ID Revocation List from the management apparatus 201, the
content providing apparatus 2032, or other apparatus via
the input/output interface ({(I/F) 304 shown in Fig. 7,
periodically or for each event, and performs processing
of storing the latest version in the secure memory 305
constantly. Morecver, the server 300 also receives
title-based title-unigque values and service
identification information for identifyving a service
which the server 300 provides, from the content providing
apparatus 203 or other apparatus via the input/output
interface (I/F) 304, and stores the service providing
situation database described earlier with reference to
Fig. 8, in which title-based service providing situation
information is managed, 1in the secure memory 305.

[0135]

The service providing server 200 stores and holds
the service providing situation data shown in Fig. 8 in,
e.qg., the secure memory 305, and checks, in response to
the service providing reguest accompanied by the disc ID
from the information processing apparatus (user device)
400, 1f the service providing reguesting device is making
the service providing request based on a valid disc ID,

and further, provides the service only in a case where an
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20 the validity of which has been verified through the verifying processing
in the information processing apparatus (user device) 400 which, after
having attached thereto the information recording medium 200, has
executed the processing of reading the disc ID from the 25 information
recording medium 200. [0132] The seyyice providing server 300, when
having received the disc ID along with a service providing request from
the information processing apparatus (user 30 device) 400, verifies the
validity of the disc ID, and thereafter provides a service on condition that
the disc 46 1D h%% been v%{i%ai%d. [013§] Note that the iggg{mati%me

u el Servi pProvy 10 18 nNqQt reac 11
proggssmg apparatus ?user evice) 400 transmits a service ID as a

sebvigé s5 iderftifier stogetiver withthé disc 1D talohgawitieie service in
prq\iigi_n%r_equest. [0134] The service providing server 300 receives the
Disc ID Revocation List from the management apparatus 201, the 10

corﬁPérﬁ@roviding apparatus 203, or other apparatus via the input/output

interface (W) 304ishown i Fig. 7,7 pediogieally 91 fareaeh event angd
performs processing of storing the latest version in the secure memory
3

03°EohstaTtly. Mbredvér thd Servél 360 sy réteiviss 15 fitleBased

titlpemiquevalres.and sefviceeceived a service providing request
from the information processing apparatus (user device)
400.
[0137]

In step 8701, the service providing server 300
recelves a service providing request from the information
processing apparatus (user device) 400 via the
input/output interface (I/F) 304 shown in Fig. 7. This
service providing request from the information processing
apparatus {(user device) 400 includes a disc ID which the
information processing apparatus {user device) 400 has
acquired from the informaticn recording medium 200, and
an identifier for a requested service (service
identifier). The disc ID is any of the disc IDs in the
Setting Examples 1-6 described earlier with reference to
Fig. 11.

[0138]

In step 3702, the service providing server 300
execules processing of verifying the disc ID received.
This verifying processing is performed according to a
verification sequence similar to that for the verifying
processing executed in the information processing
apparatus (user device) 400, i.e., a verification
sequence according to any of the Disc ID Setting Examples

1-6 described with reference to FIGS. 12-15.
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identification information for identifying a service which the server 300
provides, from the content providing apparatus 203 or other apparatus via
the input/output interface (I/F) 304, and stores the service providing 20
situation database described earlier with reference to Fig. 8, in which
title-based service providing situation jgformation is managed, in the
secure memory 305. [0135] The service providing server 300 stores and
holds 25 the service providing situation data shown in Fig. 8 in, e.g., the
secure memory 305, and checks, in response to the service providing
rectlbelsjtgaljccompanied by the disc ID from the information processing
apparatus (user device) 400, if the service providing requesting device is
making 307t sémicelprovidifgrequiest Based! ohva Vakd distelD,Pand

further; provides the sewvige only in.g,casewhenrg,an g/, UDPEr SEHCE 3¢
providable limit is not reached on the basis of the service providing
sitt&tich eata SHown I Fig “80A38T 5 Reférribif@erigt 2 708 protassing
seguenge is: «lascribed: which the sepviee providingsseyver 300; performse
whsegrgai\ggg rel\g:%vedta ger\éice_%royidin% request fro(rjn the iinformation
préGesETg apparatus (ter devicd) 409" TB%ﬁf@?]plﬁ StepB7HY, the
semice previdingiserven300the service providing processing is

stopped may be transmitted tc the information processing

apparatus (user device} 400.

[0140]

In a case where the disc ID is validated and the
process proceeds to step 5705, the server 300 reads the
Disc ID Revocation List (DIRL) stored in the secure
memory 305 (see Fig. 7).

[0141]

In step S706, the server 300 judges whether or not
the received disc ID which has been validated is recorded
in the Revocation List,

[0142]

In a case where the received disc ID is recorded in
the Revocation List, the server 300 judges that the disc
ID is invalid, and the process proceeds to step S711, to
stop the service providing processing. Note that for
this stopping processing, a message saving that the
service providing processing is stopped may be
transmitted to the information processing apparatus (user
device} 400.

[0143]

In a case where the disc ID received is not

recorded in the Revocation List, then, in step S707, the

server 300 calculates the title-unique value on the basis
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receives a service providing request from the information processing
apparatus (user device) 400 via the input/output interface (I/F) 304 shown
in Fig. 7. This 15 service providing request from the information

processing apparatus (user device) 400 includes a disc ID which the
information processing apparatus (useéridevice) 400 has acquired from

the information recording medium 200, and an identifier for a requested
service (service 20 identifier). The disc ID is any of the disc IDs in the
Setting Examples 1-6 described earlier with reference to Fig. 11. [0138] In
step S702, thesseflice prowiding semeri300:Abfexeoutds prodessing of
verifying Ihe disc IR recaived. This, verfying pipcsssing s perfarmed,
accordtlng to'a venfication seque%ce similar to that for the verifying
prodesging exetitedinthednfornsation Provessinke apparatts(Uger which
device) 400, i 8.2 yerification. 30 sequence aceording.toany.of the, Disc

ID Setting Examples 1-6 described with reference to FIGS. 12-15. 48
0159F WREMN & drsciD-Lralickited by the dise w51 venfyli pfocesting in
step, 5403, the processproceedsatostep: 870 NVhenthedise HRiseq, or
judged tq be invalid, 5 the process proceeds to step 5704, to stop B
providiny thie” Sehiice “Note that 13t thig $l6itlg Protedsing, & essage ”
sayingethat the gepdce previding processiichis performed by the

calculation unit 303. This processing of acquiring,
calculating the title-unicue value M or $ is executed as
processing which differs according to the Setting
Examples 1-¢ described earlier with reference to Fig. 11.
[0144]

In step §707, the server further acguires service
rroviding situation data corresponding Lo the title from
the database, on the basis of the title-unigue value M or
S acquired from the disc ID. Namely, this is the service
providing situation data described with reference to Fig.
8, and data in which various service providing situations
corresponding to disc IDs are set.

[0145]

In step 5707, the server 300 extracis data
corresponding to the disc ID and the service identifier
received from the information processing apparatus (user
device) 400, from the service providing situation data,
and checks whether or not the service is providable.
(0146}

Let a description be given therefor using the
service providing situation data shown in Fig. 8 as an
example. For example, in a case where the disc ID

recelved from the information processing apparatus (user
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stopped may be transmitted to the information processing apparatus
(user device) 400. 10 [0140] In a case where the disc ID is validated and
the process proceeds to step 5705, the server 300 reads the Disc ID
Revocation List (DIRL) stored in the secure memory 305 (see Fig. 7). 15
[0141] In step 5706, the server 300 judges whether or not the received
disc ID which has been validated is recorded in the Revocation List.
[0142] 20 In a case where the received disc ID is recorded in the
Revocation List, the server 300 judges that the disc ID is invalid, and the

Pragese prpCes(ls 19 sep 57111 top fhe servige providing pracessing.;
Note that for this stopping processing, a message saying that the

senice piading pideessingidasteppad may bes ransanttéd tetheyidable,
'nf%rjm%@o'a1!?@%%%!”9&99@@%154%9%@%‘ﬂ%@tﬁ% [%%%Hlea&@é@i ce 1,
where the disc ID received is not 30 recorded in the Revocation List, then,

in &) 5767 StheY sefvét 300 tafelates fhié tifle-uiGaé varie on the basis
49-ghthe-dised®: The disc ID is configured as data containing the
titler-uniq/ue value M or S or data from which the title-unique value M or S

is calctlable, which

When having judged in step S$708 that the service is
providable on the basis of the sesrvice providing
situation data, the process proceeds to step 5709,
whereas when having judged in step 8708 that the service
is unprovidable on the basis of the service providing
situaticn data, the process proceeds to step S711.

[0148]

In step S711, the server 300 stops its service
providing processing. Note that for this stopping
processing, a message saying that the service providing
processing is stopped may be transmitted to the
information processing apparatus {user device} 400.

[0149]

If having judged that the service is providable on
the basis of the service providing situatiocn data, the
server updates the database in step 3709.

FOL50

Let a description be given therefor again using the
service providing situation data shown in Fig. 8 as an
example. For example, in a case where the disc ID
received from the information processing apparatus {(user
device) 400 is (Disc ID 1), and the service identifier is
(Service 1), the service providing situation which is
"unprovided"” i1s changed to "provided one time".

(01517
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has been described earlier with reference to Fig. 11. 5 The service
providing server 300 acquires the title- unique value M or S contained in
the disc ID received, or calculates the title-unique value M or S from the
disc ID received by calculating processing performed by the calculation
unit 303. This processing of acquiring,s%0 calculating the title-unique value
M or S is executed as processing which differs according to the Setting
Examples 1-6 described earlier with reference to Fig. 11. [0144] In step
5707, the server further acquires service 15 providing situation data

correspongwgs@e}glesﬂti%tr%éhg&%@é@sgmm&zasié&fégﬁ 300

title-unique value M or S acquired from the disc ID. Namely, this is the
seRIEE Providing sheation s YesErBeEdRiifi fretéréiite o Fif 8, and

datan Fowhich; varius seBdee Proyiging-situationse 20.corieanonding #Q ving
disc IDs are set. [0145] In step S707, the server 300 extracts data
colrE8BERANYD tHeSdisE B it e eriddidenEner received from the
infoumation processing apparatus (user 25 device) 400, from the service
providing §jtuation dasfaé and checks %/vhnetthggcor n tEhr%-:‘ %%ré/icdeiissc is a

providable.o[Bl%?T% a’dgscerl%ti%% e given therefor using the ‘service

providingasituation=dataashiows in#ig.<B as anl 30-ekarmplel ¢or examplej ng
in g gasewhere the;disc 1P regeived:-from; the information, processing
apparatus (user
purchasing discount ticket for a sequel of the content,
are provided to the information processing apparatus
(user device) 400 from the service providing server 300
via a network.
[0153]

Note that communication between the information
processing apparatus {(user device; 400 and the service
providing server 300 is preferably implemented by
establishing a secured communication channel where mutual
authentication using cryptography is provided and a
session key is shared.

[0154]

Moreover, the server 300 checks the Disc ID
Revocation List (DIRL) in steps 3705, S706 every time a
service providing request is received in the above-
mentioned example. However, it may be configured such
that the Disc ID Revocation List is periodically checked
beforehand to keepr the database updated for any disc ID
listed there so as to stop providing the service
involving that disc ID any more. In such a configuration,
the checking of the Disc ID Revocation List (DIRL) at the
time when a service providing request is received can be

omitted, to reduce the time for providing a service.
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50 device) 400 is (Disc ID 1), and the service identifier is (Service 1), itis
judged that the service is providable, since an upper limit is set to one
time for the Service 1, and its service providing situation indicates 5
"unprovided”. 101.47] When having judged in step S708 that the service
is providable on the basis of the service providing situation data, the
rocess proceeds to step 5709, 10 whereas when having judged in step
H8that the service is unprovidable on the basis of the service providing

situation-data, dhe pracessprocaeads torstep $71d{01481dn step;SZ11,

the server 300 stops its service 15 providing processing. Note that for this
SEPiAg PoééSSing & ntes3agé Saying thatthe sétvice Brdvidinge disc
Progessing.is stopped may-be;transmitted o the information pracessing .,
apparatus (user device) 400. [0149] 20 If having judged that the service is
Providable cH- $5e basisbf the sericelprovidhey sitidtion ddta ftheeserver a

Lpdates the database. in siep 5709.[0150LLet a descriptiop he.given ¢

therefor again using the 25 service providing situation data shown in Fig.
1guzban efamplecFol exampleowpa case where the disc ID received from
fla% grg?rmation processing apparatus (user

The present Iinvention has been described above in
great detail with reference to the specific embodiment.
However, it is self-explanatory that those skilied in the
art can make modifications to and substitutions for the
embodiment without departing from the scope and spirit of
the present invention. That 1s, the present invention
has been disciosed by way of examples, and thus should
not be construed in a restrictive sense. In order to
judge the scope and spirit of the present invention, the

claims set forth at the beginning should be taken into

‘consideration.

[0157]

Note that the ssries of processes described in the
specification can be performed by hardware, software, or
a2 configuration in which both are combined. In a case
where a process based on software is executed, the
processeas could be executed by installing a program
having recorded processing seguences therein 1n a memory
within a computer incorporated into dedicated hardware,
or by installing the program in a general-purpose
computer that can execute various processing.

[0158]
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device) 400 is (Disc ID 1), and the service identifier is (Service 1), the
service providing situation which is 30 "unprovided" is changed to
"provided one time". [0151] 51 In step 5710, the service providing server
300 executes its service providing processing to the information
processing apparatus (user device) 46¢ having transmitted the service
providing request. 5 [0152] For example, when content stored in the disc
is a foreign movie, various content-related services including subtitles or
dubbing data for its audio, or a disc purchasing discount ticket for a
sequel of theccentent, 120 are provided:a theinfoemationpregessing hard

‘apparatus_(us vice) 400 from the service providing seyver 300 via a
R 15169 N ik omalmiegion Reiocn (e Ao Te

network. 3] Note that com tween the'in
préedssindg apparafus-usertdevdde) - 400and the servicenpioviding=atver

300,is preferably.implemented by, eg@&&%mﬁfefw%d comumupication

channel where mutual authentication using cryptography is provided and

a sessioRikey Reshared. 2070158] Morésver the SkRver 300 BhBEKS the
Dise dRpRevoeation kist{DIRL) insteps, 5703, $406 gygh:-timeaseryice

g LSt IS ey L e A OYe  iac), a magnetic disk, a
semiconductor memory. Such a removable recording medium
can be provided as so-called package software.

[0159]

Note that the program can be installed in a
computer not conly from a removable recording medium such
as those mentioned above, but also through wireless
transfer to the computer from a downloading site, wired
transfer to the computer wvia a network such as a LAN, the
Internet to allow the computer to receive the thus
transferred program for installation in a storage medium
such as a hard disk incorporated therein.

0160}

Note that the various processes described in the
specification are executed not only time-sequentially
accerding to the desscription, but may also be executed
parallely or individually, according to the processing
capability of apparatus assigned to execute the processes
or as necessary. In addition, the system used in the
rresent specification means a lcgical set configuration
of a plurality of apparatus, and is not limited to one
wherein apparatus each having its own configuration are
greouped within the same enclosure.

[Industrial Applicability]
[0161]



5

10

15

20

25

30

mentioned example. However, it may be configured such 25 that the Disc
ID Revocation List is periodically checked beforehand to keep the
database updated for any disc ID listed there so as to stop providing the
service involving that disc ID any more. In such a configuration, the
checking of the Disc ID Revocation Lis?‘*(DlRL) at the 30 time when a
service providing request is received can be omitted, to reduce the time
for providing a service. 52 [0155] Furthermore, the disc ID has been
described as differing from one disc to another . However, the disc 1D
may be cobfmBRIeE BAR of e 1210 HRKES 100-digES T O 100( dides,
and the sgnvige providing limitsetfena singla.disedP maysbe determined
in consideration of the number of discs in a group. [0156] The present .
inveAtih Hasheeh dbBcHbed above i to Gre&t 835&?1%&%& Fefer8hcs o™
thevspeacifie embodiment o Haweverd itris sedf<explanatony that thoseskilled-D,
.aund sgb%:[itution%{or the

in the frt cqrnamaxke mgglirfic!t:flgiongetg 1d substitutions for.the .
embodi&nt tithout GERarIRG from the $cope and spirit of the present

inventiondThat isy the: presentiinventiciv iBdvhsthean discidsett bgivay of
examples. and thys should nothe copstruedin aJestriclive;Sense, Jge
order to jydg% tﬁelscone and spirit of the present invention, the claims
setvforthftthe e gindipgstomd becfakenlintd tombidlerationransmitted

thereto from an information processing apparatus (user
device), and provides a service based on service
providing situation data for each of the information
recording medium iDs. Therefore, only in a case where
the information processing apparatus having transmitted a
service request is one having read a valid information
recording medium ID from an information recording medium,
and it has been validated that the service is providable
on the basis of the service providing situation data, the
vroviding of the service is executed. Thus, the
configuration of the present invention allows various
service information corresponding toc content to be
provided after strictly examining a service receiver and
checking his/her having an authorized right, in, e.g., a
system in which the service information corresponding to
content, such as various content-associated services
including subtitles or dubbing data when the content
stored on a disc is a foreign movie, is provided from a
server.
[0162]

Furthermore, according to the configuration of the
present invention, the information recording medium ID

stored on the information recording medium includes data



20 [0157] Note that the series of processes described in the specification
can be performed by hardware, software, or a configuration in which both
are combined. In a case where a process based on software is executed,
the 25 processes could be executed bydnstalling a program having
recorded processing sequences therein in a memory within a computer
incorporated into dedicated hardware, or by installing the program in a
general-purpose computer that can execute various processing. 30
[0158] 53 For example, the program can be recorded gn a;pard disk or a
Rdﬁ\ﬂﬁ‘é% 5%Ily%lejr§gry %%}“é%e%(‘:{ord%ng meedium beforehand. '
Alternatively; ¢hd prograin cancise stored® (reebrded @mpotariktee etther
permanently in a remoyable, 8recording medium, suehoas adiexibledtiskra
CD-ROM éompact Disc Read Only Memory), a MO (fMagnetghOptlc%I ice
disk,ia DVDr(Digital WeraatifeSDiE) S8 tilgiietic Uik " Leticonduétor
5megpa¥i§98§ a,remevablerecerdingdnedivm ican: betprovitlednaghe data
so-called package software. 10 [0159] Note thaat the %%%E%E‘“ nhe ;
installeduAes combiter hot oRFfrofit'a refovable recording medium such
as these:mentioned ahovec:hut also through wirelessitransferto théereby
computer from a downloading site, wired 15 trapsfer to the compufer yia a
netﬁ)%?k SGERSs LTAN ARG fnternet 16 allow the com%uter to receive the

thuget so as to correspond to the title-unique value.

10 Therefore, various service information corresponding to
content can be provided after strictly examining a
service receiver and checking his/her having an

authorized right.
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transferred program for installation in a storage medium such as a hard
disk incorporated therein. [0160] 20 Note that the various processes
described in the specification are eggcuted not only time-sequentially
according to the description, but may also be executed parallely or
individually, according to the processing capability of apparatus assigned
Claimg execute the processes 25 or as necessary. In addition, the system used

inth Juresent s ecifi.cgtion means. a logical set configuration of a plurality
L e AT e Whorsh Apparalts SAEh taing s
provigimgopfiguratien ae groupedwitbia the same=endaesurgr3@ jladustrial

A&plifability; [016%]05;11%/-_}&51 described in the fore oing, according to the
3:equeconfig‘ﬁ%]f‘ionnofjtﬁe present Thvention na %8nﬁ‘§t§’r§ i8 #which content

chardspeovided asstoredimavarious information recording media including a
D, a CD, 5 a blue laser recarding medium, and in which service

DV
PRV procesEing 38 paRGIMES frdm & netwdrked *SerdicE Providmg

requeSefvelc Hiengenvicedproviding servervetifies ar iferaation reeerdind 1D and
medium ID transmitted thereto from an information processing apparatus

* SCTHEFLG devich) At provides HrErvics Hased R setica DBrouRii /
siuation caga foreach.of the infermation: securdipngmedium DS 1

Therefore, only in a case where

situation data for each of the information recording medium
IDs as service management data for each of title-unicue values
corresponding to titles of content stored on information
recording media; and

a data processing section which executes processing of
verifying the information recording medium ID and signature
data contained in the information recording medium ID received
via the data reception section, acguires a title-unique value
on the basis of the information recording medium ID con
condition that the information recording medium ID and the
signature data are validated, acquires from the storage
section service providing situation data corresponding to the
title-unigue value contained in the information recording
medium ID or the title-~unigue value calculated by executing a
calculation based on data contained in the information
recording medium ID to judge whether or not a service
specified by the information recording medium ID and the
service ID is providable, and executes the service providing
processing on condition that the service is judged to be

providable.
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the information processing apparatus having transmitted a service
request is one having read a valid information 15 recording medium ID
from an information recording medi%tp, and it has been validated that the
service is providable on the basis of the service providing situation data,
the providing of the service is executed. Thus, the configuration of the

2.  présentiaventien altows darguss 20serviee infodiation-corféspondihg to

charlo (teerit Zto e, I‘O\ﬂ%%d after strictly examining a service receiver and
c%ecﬁlng%lsmerﬁaving an authorized right, in, e.g., a system in which

thelservee wifoematiary corfespaneing:to kastentssush @sagiossction
. . .content-associated services 25.including subtitles or dubbing data when
Whi Cl S Rt stbre o B tite 1 forSiGh Hovie 16 Bhovided A4 Ser8r
infodRk63]drurthermaie nacensding-to thes¢onfighration of the 30 present
invention, the information recording medium ID stored on the information

rebBftling et iAciBded Bata™s5 through wilicl REIaidEy carBe 9-79

medighecked rsuch-as sighatwedata oh g naragesmentappacaius sand also
either has a title-unique value or includes data from which the title-unique

PrOCSAfud' s GlicdIabRs Fharkisras the S&vite - providhing $6rvar cBif ¢hegk 1P
rece theyalidibgbased on the-data; inclydeddndhe ipformationrecardingn the

medium ID, and additionally can acquire the title-unique value, whereby
IDs nReSEARE can Sperify SBRACE providing Situation data

3. The service providing server according to Claim 1,
characterized in that:

the information recording medium ID is configured to
include a title-unique value corresponding to a title of
content stored in an information recording medium, and
signature data generated on the basis of a secret key of a
management apparatus and differing for each of the information
recording media; and

the data processing section is configured to execute the
processing of verifying the information recording medium ID as
prccessing of generating a message te which a public key of
the management apparatus 1s appiied, for comparison with the

signature data contained
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set so as to correspond to the title-unique value. 10 Therefore, various
service information corresponding to content can be provided after strictly
examining a service receiver and checking his/her having an authorized
right. 56 Claims 1. A service providﬁ'@ server for executing service
providing processing in response to a service providing request from an

in thdomnaiannprocessing epparatys iz eharactarized Hy having: &vdatace the
reception section which recejives a service request accompanied by an

PLOCHFFAHISH retofding MEdiamAD &Y “&Serice BB thelbiRffFhafiodata

corr PEQLASSNGAppAratus; a:starage segtien whichesteras:servicg providing 10

, situation data for each of the information recording medium IDs as

R EOEBARIC B RATEhT dalbro $RCH Bf tifftiigtiesaflicy 28R e8F61diRG to
titles of content stored on information recording media; and a data
processing section which executes processing of 15 verifying the

4. infoffafié FecoRdihgHediLReI D aad Sinatre rddtatontaifed imther

charinformationsrecordingmedium ID received via the data reception section,
acquires a title-unique value on the basis of the information recording

médiami i exrgshitiorrthae telinformetionmedérdingohediem ID and the
e Sy O s e slage, Sl S
of imfﬂﬁwmﬁﬂﬁmmgﬁqeg@ﬁmg)media manufactured; and
data IDKey(w} calculated by a calculation based on
the prime p(w) and the title-unigque value; and
the data processing section is configured to execute
processing of judging whether or not data contained in the
information recording medium ID is the prime, as the ID
verifying processing, and also calculate the title-unigue
value from the data IDKey{w) contained in the information
recording medium ID, and acguiring the service providing
situation data corresponding to the title-unigue value

caiculated, from the storage section.

5. An information processing apparatus for executing a
service providing request tc a service providing server,
characterized by having:

a recording medium interface which executes processing
of accessing an information recording medium; and

a data processing section which executes processing of
verifying an information recording medium ID and signature
data contained in the information recording medium ID read
from the information recording medium via the recording medium
interface, and executes processing of transmitting the
information receording medium ID and the signature data to the

service providing
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medium ID or the title-unique value calculated by executing a calculation
based on data contained in the information 25 recording medium ID to
judge whether or not a service specified by the information recording
medium ID and the service ID is pré\%dable, and executes the service
providing processing on condition that the service is judged to be
serverovidaklendld L2 dhecservicehprovidingrservercaccosding 4o fdaimedium 1D
aracterized in th(?za:athe service providing server has the storage section

h
and {Os 1P LEPET KTEvat3iion fdihelinta fidtditmauthorized 5 information
recorsling-mediume dDs randithe presessing obverifying the infermation ; 5
recording medium ID in the data processing section is executed as

cont iFBEESinfofioipamd e RRRESA Pecadingsmediint D Tegeived
infofrpm thesinformation-rosessing apparatus,with the 10 4Ds recardedin the e

revocation list. 3. The service providing server according to Claim I,

S1AnThArgCIeiZetl IRTRAE tREThiordtivh reRSRITRS Fetiurd ¥0 95 Configured iom
1D, dRdneldeatifle-ynique valuesgorrespending fo a title of: coptent stored in,

an information recording medium, and signature dg a generated on the
sectipRis S sEFeVREEoPa OMafdagemeatasparatustmtediffering foraathng to

the Ol heiprmation, tecardingdnedia; agd 20 the dataprocessing sectign ir.
configured to execute the processing of verifying the information

contgdagding mebiini I @smation recording medium ID, or the

title-unigue value calculated by executing a calculation based

on data contained in the information recording medium ID.

6. The information processing apparatus according tco Claim
5, characterized in that:

the processing of verifying the information recording
medium ID in the data processing section is configured as
processing of acquiring a revocation list being a list of
unauthorized information recording medium IDs from a storage
section or the information recording medium, and comparing the
information recording medium ID received from the information
proceésing apparatus with the IDs recorded in the revocation

list acguired.

7. The information processing apparatus according to Claim
5, characterized in that:

the information recording medium ID includes a title-
unigue value correspeonding to a title of content stored on the
information recording medium, and signature data generated on
the basis of a secret key of a management apparatus and
differing for each of the information recording media; and

the data processing section is configured to execute the

processing of verifying the information recording medium ID as



processing of generating a message to which a public key of the
management apparatus is applied, for comparison with the signature data
contained 58 in the information recording medium ID, and also execute
the processing of acquiring the servicé providing situation data
corresponding to the title-unique value contained in the information
procescaiding aedjamelt; friomg the siosageyzectionwd Ache service provdding ¢
fhe I%glrr\l/g:-r.accordm to Claim 1, ,chara_cter,lzed in that: the information
FECOTERG TRedinnT Y cttiRiesS a Priier5v) setin (ESpBASe i Balt bRathe
signaumber i +10 ebinformation recording media manufactured; and data
IDKey(w) calculated by a calculation based on the prime p(w) and the
title-unique value; and the data processing section is configured to
execute processing of judging whether or not data contained in the 15
information recording medium ID is the prime, as the ID verifying
processing, and also calculate the title-unique value from the data
IDKey(w) contained in the information recording medium ID, and
acquiring the service providing situation data corresponding to the
title-unique value 20 calculated, from the storage section. 5. An
information processing apparatus for executing a service providing
request to a service providing server, characterized by having: 25 a
recording medium interface which executes processing
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of accessing an information recording medium; and a data processing
section which executes processing of verifying an information recording
medium ID and signature data contained in the information recording
medium ID read 30 from the information recording medium via the
recording medium interface, and executes processing of transmitting the

in thsfoimatomegdordinganedidomiD aad thersighature data to the service
providing 59 server on condition that the information recording medium ID
and the signature data are validated, characterized in that the data

8.  processing sectidniisncenfigrred togxegute the- processing ©f Ngrifying: 1aim

5 Ck;ggaS ip]éorrmzaggn{ec rding medium ID as processing of verifying the

r “§gifattre data containéd in'the information recording medium 1D, and

exeoste theopresessing pEacquiting, frem the storage, seetier,:the service
providing situation data corresponding to the title-unique value, according

to the titleiumiqadvaiie™ o Shtaindd i B infsiniatioRFetordgmedRpR T W

of idBoenthe dile-uniguevalye calculated Ry exeeutingsa calgylation based
on data contained in the information_recording medium ID. 6. The

informationaprdcessiiy APparsfiCHCOIEMgRY (aifit 455, ahbeactBazsd on

the ghikat fheproggssing of vedlying:thednformation recerding medium ID in
the data processing section is configured as processing of acquiring a
reVoBaliGiT AstEMGa st aR&lthefized irferiativrredording Heeitm

procéE@ﬂHﬁné@??ﬁﬂﬁ%%&s%gggHgﬂhSﬁmgg@awg%ga%%%gg{ﬁ%HUQEagge
comparing the

informatgongiecording medium ID is the prime, as the ID

verifying processing.

9. A data processing method for executing service providing
processing in response to a service providing request from an
information processing apparatus, characterized by having:

a data reception step of receiving a service request
accompanied by an information recording medium ID and a2
service ID, from the information processing apparatus; and

a data processing step of executing processing of
verifying the information recording medium ID and signature
data contained in the information recording medium ID received,
acquiring a title-unique value on the basis of the information
recording medium ID and signature data on condition that the
information recordiﬁg medium ID and signature data are
validated, acquiring service providing situation from a
storage section for storing situations data corresponding to
the title-unique value contained in the information recording
medium ID or the title-unigue value calculated by erxecuting a
calculation based on data contained in the information
recording medium ID acguired, for each of the information

recording medium IDs as service management data for each of



information recording medium ID received from the information
processing apparatus with the IDs recorded in the revocation list
acquired. 25 7. The information proéi:ﬁssing apparatus according to Claim
5, characterized in that; the informatioh recording medium ID includes a
title- unique value corresponding to a title of content stored on the

t 1t lenfermatien vedording medianm endisigratareidata genetated padd-then g

. hasis.of a secret key of a management apparatus and_differing for each
medl%‘?tkﬁe}in?grrﬁgtleon ?gc%j;‘&ﬁlgmn%ggllg; gr’% “{)ﬁ[:ac a%;cﬁro%réggr?ﬁ LebfiGTiE-1g @
calcubnfiguredtosex@cute thetprocessing nkverifyingitke infommation keeording
recod %%ium IeDdQ% 59 proc{;essiné; of generatirllég a message to which a public
TeCOIEY Bt hehaRagément Spparatas i Appiid for BompanssH WathtRe 12

signature data contained 60 in the information recording medium ID. 8.
The information processing apparatus according to Claim 5,
characterized in that: 5 the information recording medium ID includes: a
prime p(w) set in response to each of a number W of information
recording media manufactured; and data IDKey(w) calculated by a
calculation based on the prime p(w) and a title-unique value; and 10 the
data processing section is configured to execute processing of judging
whether or not data contained in the information recording medium ID is
the prime, as the ID
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verifying processing. 15 9. A data processing method for executing
service providing processing in response to a service providing request
from an information processing ap%alratus, characterized by having: a
data reception step of receiving a s€rvice request accompanied by an
information recording medium ID and a 20 service ID, from the information
Judgingcessiigiapparatusy and aetard processing Sieglobexetmwingnformation
' eritying the information recarding medium. | d
recoxﬁc{l&ﬁﬁﬁ%@é%@( C(;ﬂnﬁt(af?}g%% iﬁ %ﬁe ?n?gf\frﬁgt%r?’r%cg%iﬁgrr%‘él |uar;g1l ?B’ and
executteiyedhacqeiring eetitterumitde valuerar thediasis ofithednformation 25a «
the Sr(ee%%rgci:neg ng%‘% ID c§1ngos!%r{l‘iatug:eodat %q cono_lition that the_ _informa_tion
recording medium 5%n S|gnat8re datasire validated, acquiring service
providing situation from a storage section for storing situations data
10 cqlcgespgnding to the title-uni%gee alue contained in the information
" recording 30 Mieditnt TDoF tHE itk anfteVaftid GaltMatetP iy executing
characcaleulationibasedon data contained in the information recording
medium ID acquired, for each of the information recording medium IDs as
serice TRATTEmert dita 16 each or%b0a" fitld- UhRIBAIRIGES EGTtareaIA
med i e inforrnation: recerding rmedium Ha os the titlesupigye value.calculated- 11,4
by executing a calculation based on data contained in the information

2 SLERCGrdirfy RiddiunR 9D Stordd drhnfsiiation rédorargaedng 610fidging
infowhethenor-aela servicesnecified:by thepfopmatien tecording medium. ;

ID and the service ID is providable, and
processing apparatus wilth IDs recorded in a revocation list

being a list of unautheorized information recording medium IDs.

11. The data processing method according te Claim 9,
characterized in that:

the information recording medium ID is configured
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executing the service providing processing on condition that the service is
judged to be providable. 5 10. The data processing method according to
Claim 9, characterized in that: the prgcessing of verifying the information
recording medium ID in the data proCessing step is configured to include
10 a step of executing it as processing of comparing the information

to ipedsrdingemedivhs tDrecaived frdmethe dnfosraatior prgcessing appdratust

+ dvith IDs recqrded lphaer%vpgg@%@sf eing a list of unauthorized
=en informat?on recording medium 1Ds. 1811 %grc%%é}%r&%%s’llﬁ%’mgfh%d
s 1gnaicoorling te:Clmed, 2 tharacterizbe ifbtrat:sthe infermatior: tedosgingt a

m%di%m ID.is configured ((5312 éo%r%clude a tifle-uni ughval e correspanding . .
managemellt arats;

16 a title oF content stored of the ﬁn%’r%t%%rre%%rc mgorgneEI:?uem,l %c? Imation
recosijmagumresdbita gemedated on the basis of a secret key of a management

ap@%atgg taand ijof%gn%fO{ eacE of th injorrr]r,a,tion 5 ecording media; and
the data proce’sing step is configured to inBIute & tep “6f exectiifg the Step
of expsacessing aheerfyingdbe infarmation: recording mediunhi»asat: on
rocessing of generating a message to which a public key of the
r@CO%&§§géﬂ$&ﬁ &a?aﬁig@ 586%%3 ?&%éorﬁﬁa%g&ﬁmﬁy the BRPAAFE €O
whicidaia gortaineddssthe finforenation deegrding medism iIR,andalsgrl:=d, ror
executing the processing of acquiring the service providing situation data

conPEhresofiding to'tfe fitéihigtes dhie Eoramedtif e 10 the

information recording medium ID, and also executing the
processing of acguiring the service providing situation data
corresponding to the title-unigue value contained in the

information recording medium ID, from the storage section.

1z2. The data processing method according to Claim 9,
characterized in that:
the information recording medium ID includes:
a prime p(w) set in response to each of a number W
cf information recording media manufactured; and
data IDKey(w) calculated by a calculation based on
the prime p(w) and the title-unigue value; and
the data processing step is configured to include a step
of executing processing of judging whether or not data
contained in the information recording medium ID is the prime
as the ID verifying processing, and also calculating the
title-unique value from the data IDKey(w) contained in the
informatiocon recording medium ID, and acguiring the service
providing situation data corresponding to the title-unique

value calculated, from the storage section.

&1
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information recording medium ID, from the storage section. 15 12. The
data processing method according to Claim 9, characterized in that: the
information recording medium ID in¢lydes: a prime p(w) set in response to
each of a number W 20 of information recording media manufactured,;
and data IDKey(w) calculated by a calculation based on the prime p(w)
13.  ardl thetitlerumigas vahe; aatihel ditrprersessing stepss senfigured to

include a s e f execulti racessing of L(de%n whether or not data 25 .
prov%%%%%neg ﬁ1 %%%in%m%t%%ggé&%ir%gr%géiu% é Fsetﬁgeplfi’mé:%fsrt%&ﬁrlZEd
by haperifying processing, and also calculating the title-unique value from the

daégayggefyhgv) contained_in the_ information recording medium ID, and

acquirng” e"}”sfle(%v%%dﬁ%{l/ia‘:‘l\rlcgc Sitiation data Roftespanding t6the

procdifiedmique 38 vaduesdalgulated; froarthetstioragesestian (63 rddi Anflataia a
Crlocessing Enethod for e ecutjngﬁa CEervic:e providing request to a service
reco pré\%ginra“se”r{f@r,%ﬁg%c &ifzed §} aving: a recording medium accessing

step of exegiting:5 progessingof aEcessing an igfoppation kcosding
. nedium via a ;ecordi_ng medium interface; and a data processing st?:g) of
veritggd Reitif' prote’siig o Verfying dinforftion Tecdtdiemediii 5 2
inforead from the-dnfermatien recerding anedivm-andrsigaatuse datathatare
10 received via the recording medium interface, and executing .
received via the recording medium interface, and executing
processing of transmitting the information recording medium ID
to the service providing server on condition that the
information recording medium ID and signature data are
validated,
characterized in that the data processing step is
configured to execute the processing of verifying the
information recording medium ID as processing of verifying the
signature data contained in the information recording medium
ID, and execute the processing of acquiring, from the storage
section, the service providing situation data corresponding to
the title-unigue value, according to the title-unique value
contained in the infeormation recording medium ID, or the

title-unique value calculated by executing a calculation based

on data contained in the information reccrding medium ID.

14. The data processing method according te Claim 13,
characterized in that:

the processing of verifying the information recording
medium ID in the data processing step is configured to include
& step of acquiring a revecation list being a list of
unauthorized information recording medium IDs from a storage
section or the information recording medium, and comparing the

infermation recording medium ID received from the information



processing of transmitting the information recording medium ID to the

service providing server on condition that the information recording

medium ID and signature data are Ildated 15 characterized in that the

data processing step is configuredto Fexecute the processing of verifying

the information recording medium ID as processing of verifying the
Procagighattrefaacortaned ihtheinforPation secotdimgimediuen 1Byandtion
1ist e&g&g&e @g processing of acquiring, from the storage 20 section, the

service providing situation data corresponding to the title-unique value,
according to the title-unique value contained in the mformatlon recordlng
m@dlum ID, or the title- unl%gﬁue vahtfje calculate )y execu é Iculation
based on dath cOMaInEd in e TormEon fe % ng e r%“iD 5 14.
The data processing method according to Claim 13, characterized in that:
the processing of verifying the information recording medium ID in the
data processing step is configured to include 30 a step of acquiring a
revocation list being a list of unauthorized information recording medium
IDs from a storage section or the information recording medium, and
comparing the information recording medium ID received from the
information 63a processing apparatus with the IDs recorded in the
revocation list acquired. 15. The data processing method according to
Claim 13, 64

15.



10

20

25

30

characterized in that: the information recording medium ID is configured to
include a title-unique value corresponding to a title of content stored on
the information recording medium, %I;ld 5 signature data generated on the
basis of a secret key of a management apparatus and differing for each
of the information recording media; and the data processing step is
charaggfighferrtolifclulié aistep of executing the processing of verifying the

niymatigadecoting edynD arhiecrssind pLORNGIAING &g =
message to which a public key of the management apparatus-is applleéD,
include conparisenwitittie sigiatere dateecamtaided in the formatorof
recording mediym |D, 15 16, The data processing method according,to
o e b T R s e 13
signancludestet primerpind setinoespbrséetoseachedf & nembeeV kafy of a

information recording media manufactured; and 20 data_IDKe (WA s
managgé?gﬁ}gte%%?/ag %glﬁgla%%% b%;g%aeo%l% pﬁr%e@pa(\?v? aﬁg attﬂ%-ﬁm'aﬁle:mdtlon

recorvaiue; anekihe data grocessing step is configured to include a step of
eﬁ%cuti%g 1Proceg,s,in of,judging whether or not data co_nfgaiged inthe .
infomation TeEoraing mediint 14s the fifthe * 9B RhEIDVErtyiAG & S*&P
of exprocessing.fife Accormputer program;for eXecuing-processing ik response
a service providing request from an information processing apparatus,

t
recorgihciized By having: BE A G4aa reteftiondGE6 bf fectiifig AServies ©°

whichlegugsiblic key of the management apparatus is applied, for
comparison with the signature data contained in the

information recording medium ID.

16. The data precessing method according to Claim 13,
characterized in that:
the infeormation recording medium ID includes:
a prime p(w) set in response to each of a number W
of information recording media manufactured; and
data IDKeyi{w) calculated by a calculation based on
the prime p(w) and a title-unigue value; and
the data processing step 1s configured to include a step
of executing processing of judging whether or not data
contained in the information recording medium ID is the prime,

as the ID verifying processing.

17, A computer program for executing processing in response
to a service providing reguest from an information processing
apparatus, characterized by having:

a data recepticn step of recelving a service reguest

accempanied by an information recording medium ID
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accompanied by an information recording medium ID 65 and a service ID,
from the information processing apparatus; and a data processing step of
executing processing of verifying th information recording medium 1D
and signature 5 data contained in the information recording medium ID
_ received, acquiring a title-unique value on the basis of the information
and &reBBFRG Petium IDFhd-Signafure BRMLoP Bomiifeit fiat itve FRoRhation
and recording medium ID and signature data are validated, acquiring service
providing situation data from a 10 storage section for storing service
proVitiG sUAtERSEdta IcSrEeshonblirp@Ins tifle-uniiessabe 2oftained
ver1 d)dhe inimatien secardilg PedLR I, or e g UHBUE ALS: gnacure
Calculated by executing a calculation based on data contained in‘the
data jpformation fecordinamedidacite tfop eacle obthe liBinforthation Tecordire ved,
acquiPediym IDs as é.ggl‘éﬁ%éﬁ?é‘”égﬁﬂ‘ee%ﬂa% OrbeagEs"f fijle;unique yalues. ; .,
contained In the information recording me jum 1D or the tl%le-unlque value
recoralcyateddiyrexébutingla salputdtionshaset oncdata codtdinedhincthet the
ino-piormation recarding mediim D stored on dnformation 20 recording
- meaﬁl, Judléjln”g Whather OF ROt & service specﬁecfby the Tiformation
validecerling mediumib arektheservice 1 dsiprovidable rand executinfrtbe a

a0 raseévige é)ggvidin [O(SI%SOSriQQI on S%%r%glitéon thgt '%p.e dg.ervice is Lud ed toﬁpet
FaStovidable: 25 18 A EoMmputet program for BkEcutitig & sérvice providing -

corrdefuestiton servicegproviding-serven chatdcterizes: hawimgin the
information recording medium ID or the title-unigue value
calculated by executing a calculation based con data contained
in the information recording medium ID , for each of the
information recording medium IDs as service management data
for each of title-unigque values contained in the information
recording medium ID or the title-unigue value calculated by
executing a calculation based on data contained in the
information recording medium ID stored on information
recording media, judging whether or not a service specified by
the information recording medium ID and the service ID is
providable, and executing the service providing processing on

condition that the service is judged to be providable.

18. A computer program for executing a service providing
request to a service providing server, characterized by
having:

a recording medium accessing step of executing
processing of accessing an information recording medium via a
recording medium interface; and

a data processing step of executing processing of
verifying an information recording medium ID and signature

data contained in the information recording medium ID read
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a recording medium accessing step of executing processing of accessing

an information recording medium via a 30 recording medium interface;

and a data processing step of exe%tg'gg processing of verifying an

information recording medium ID and signature data contained in the

information recording medium ID read 65a from the information recording
from fhgium vRIhaTeeordiR mBdRRS iBRifhes, dHdekdtihgoeésdngotium
intedAfansmitingthe, informationtegarding medim &Q%M&@H&e data to

the service providing server on condition that the information 5 recording
informagiupd | andigristurecdhtarard Validated 1 ghafsetwrizédta that thbe
servifalapracassing step s configuiacio:exeaiia the progessing gL yerifying

the information'recording medium ID as processing of verifying tﬁe
recorsigngturedatarcontained irs theimfornmtidoarecardmgrmeditan 46 1D, and

exgaule Ihe procegsing of gequiring, 1om the storage . section, (he,service

providing situation data corresponding oath%%iﬁe-unlquegvglue?according
confitgithedtliewriqescvdlae téantainedds thenimfarmation régdanding: tnedium
inFOT‘Irlr:l)a or é@le J}it'géq,n'q%e v%gicuarlpp%%ted by executing a calcylation,l%as,ed i5t‘

=OTom data contained 1n the information r%go|‘?:|Tnogcre'r:ﬁst’-:‘“E’Ii*ul?ﬁJ - VerLtiying the

signature data contained in the information recerding medium

ID, and execute the processing of acquiring, from the storage
section, the service providing situation data corresponding to
the title-unique value, according to the title-unigue value
centalined in the information recording medium ID, or the
title-unigue value calculated by executing a calculation based

on data contained in the information recording medium ID.



