WO 2004/ 105344 PCT/ US2004/ 012022 UNI VERSAL PLUG ANDY PLAY (UPMP) M RRORI NG
DEVI CE BACKGROUND 1. Field: 5 (00011 The subject matter disclosed herein
relates to data communications. In particular, the subject matter disclosed
herein relates to the transm ssion of data between devices coupled to

di fferent weowonkes3s42. | nformation: [00021 The Uni ver salPCPiuszpoaodoR| ay
(UPnP) Device Architecture, ver. 1.0, June 8, 10 2000 describes a

"ot gont - api Y IRESALTTHCIRRCAECAY UPE) ARAORINGIDESICE, ' ¥ he:

devices with communication capabilities. UPnP provides a protocol enabling
the automatic discovery of devices joining a network. A device may

dynami cally join a network, obtain a network address, convey its
capabilities to other devices on the network, and |learn of the presence 15
and capabilities of other devi ceBASKGROUNR work using a Sinple Service

Di scovery Protocol (SSDP). [00031 Devices on different, distinct |ocal

net wor ks hay tBgldccal |y conmunicate with one another over a wide area
network (WAN). For exanple, the local networks are typically coupled by an

I nter net [@?{?Feai‘&nsuﬁ g ﬁaﬂérrdﬁﬁﬁ)ge%{eirr%ﬁ}e@at&glﬁ)m{aI%oﬁﬁéﬁﬁﬂcaﬁ@ﬁ{s. kg 20 forned

between different networks. The VP y enabl e conmunications to "tunnel "
bet ween dewiiandss, thesbjechmattert dischustd beavein edeteto. the\trarmissiqu afslataypeydenws devi ces
on different |ocal n rks to.conmunicate with as if the devices were on
the same e3§8§°°u8§fl\%&'{ﬁ.g%\ﬁflﬁtwﬁﬁ% entities on different |ocal networks,
however, |atencies in communication through a VPN nake the discovery
process unr el ijafol@atiomt ng t he SSDP. 25 BRI EF DESCRI PTI ON OF THE FlI GURES

[ 00041 Non-limting and non-exhaustive enbodi nents of the present invention

wll be ribed with referen t foll qwi,ng figure epein like
ref er enceﬁﬁ@fmr al'¥® wgﬁsal.‘ffgug ?ﬁi@%@?‘{’@?{)ﬁ}“éiﬁéﬁ%‘?c ev?fa?‘poﬁge f%i gur es
unl essy ot 1D \WeseEib&Edtibkehg atchifec AR AaEIRD 3 ér-IBGPheTAROA dohrn&hiRity 300051
Figure 1 shows a network topology conprising a first |qcal network and a
intelligent appliances, wireless devices, personal computers and other devices with
communication capabilities. UPnP provides a protocol enabling the automatic discovery
of devices joining a network. A device may dynamically join a network, obtain a network
address, convey its capabilities to other devices on the network, and leamn of the presence
15  and capabilities of other devices on the network using a Simple Service Discovery

Protocol (SSDP).

[0003] Devices on different, distinct local networks may typically communicate with
one another over a wide area network (WAN). For example, the local networks are
typically coupled by an Internet connection and a virtual private network (VPN) may be

20  formed between different networks. The VPN may enable communications to “tunnel”
between devices over the Internet connection. A VPN typically allows devices on
different local networks to communicate with as if the devices were on the same local
network. With UPnP entities on different local networks, however, latencies in

communication through a VPN make the discovery process unreliable using the SSDP.
25 BRIEF DESCRIPTION OF THE FIGURES

[0004] Non-limiting and non-exhaustive embodiments of the present invention will be
described with reference to the following figures, wherein like reference numerals refer to

like parts throughout the various figures unless otherwise specified.
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second | ocal network. [00061 Figure 2 shows a flow diagramillustrating a
process executed by a UPnP mrroring agent according to an enbodi nent of

t he network topol ogy shown in Figurel. 5 DETAILED DESCRI PTI ON [ 00071

Ref erence throughout this specification to "one enbodi ment” or "an
enbodi ment ‘woBmfysostdaat a particul ar feature, structure, por/usivas/@eo®ri stic
described in connection with the enbodinment is included in at |east one
enbodi ment of the present to invention. Thus, the appearances of the phrase
"in one enbodi nent” or "an enbodinment” in vari ces t hout this
speci fi cafPBh arBispst! shewea agpyork topplogy eqraprisings ’lt.‘lrét ]l%ﬁ odi ment .

Fur t her mgandtib@l Rewbicul ar features, structures or characterrstrcs may be
conbi ned in one or nore enbodi ments. 100081 thhine readabl e” instructions
as referred to herein relates tg expressions ch nay be under st ood by

one or nolP®6iachiiges 2f%waéIﬂPB’rq’ﬁgﬁmdﬁetf@?ngrﬁi?récqsﬁ)ﬁ’F%ﬂ‘le byt ons. For
exanpl e, D8 ARy 1okl itk ﬂﬁgn&QWﬂoﬁﬁog}n%(ih ippRSehi ch - are
i nterpretable By~ a processor conpi execut | ne or nore operatrons
on one or nore data objects. However, this is ner er an exanpl e of

machi rfe- r eadabl e i nstructions and enbodi nents of the present invention are
not limted in this respect. 20 [00091 "Storage nediunt as referred to
herein relates to nedia capabhﬁ: Eékﬁ"’f expressi ons which are
perceivabl e by one or nore nachines. or exanp e a storage nedi um may
conprise one or nore storage devices for storr ng machi ne-readabl e
instructi[@ﬂﬁ;?]or Ha&mncﬂhmughomnhigepedfﬁchmwfam gubuliines” st tanage nedi a such

hese ar SRR 80k ik oeGh et KEpE: S5 et o AT EE SHGBOTRENTS of (he

present idonaedtion Witk dibodiméitiSEciubed ARt bBSQAbddmehtUTIRklprede@i c” as
referred to herein relates to structure for performng gne or nore | ogical

oper aiq ongventigh. Ehugnilieappeasices ofghe psassr rre@e@mb@émw 1188 §mbpdivicHles one or

may conpr g RERER RS lBliEaitp BRAR ASBHIS 1RG5 Mg R e P T
whi ch r ecenbodenent.dFgitheahonenthe pardinulapfeatuied estrustucks gortchhraotetiptics mayrbeci rcui t ry

combined in one or more embodiments.

[0008] “Machine-readable” instructions as referred to herein relates to expressions

15  which may be understood by one or more machines for performing one or more logical
operations. For example, machine-readable instructions may comprise instructions which
are interpretable by a processor compiler for executing one or more operations on one or
more data objects. However, this is merely an example of machine-readable instructions

and embodiments of the present invention are not limited in this respect.

20  [0009] “Storage medium” as referred to herein relates to media capable of maintaining
expressions which are perceivable by one or more machines. For example, a storage
medium may comprise one or more storage devices for storing machine-readable
instructions or data. Such storage devices may comprise storage media such as, for
example, optical, magnetic or semiconductor storage media. However, these are merely

25  examples of a storage medium and embodiments of the present invention are not limited in

these respects.

[0010] “Logic” as referred to herein relates to structure for performing one or more
logical operations. For example, logic may comprise circuitry which provides one or more

output signals based upon one or more input signals. Such circuitry may comprise a finite
2



whi ch pragfdes one or nore anal og output signals in response to one or nore
anal og input signals. Such circuitry may be provided in an application
specific integrated circuit (ASIC) or field progranmabl e gate array (FPGA).
Al so, logic may conprise machine 5 readable instructions stored in a storage
medi um i n CVOrRIoWaEsB4eN Wi th processing circuitry to exe®dr@szneh2022

machi ne-readabl e i nstructions. However, these are nerely exanpl es of
structures which may provide | ogic and enbodi nents of the present invention
are not |imted in this respect. .[0011] A "comuni,cati on network" as

ref erred Y4° AP Whig Keeey gslﬁltﬂll{ﬁl?‘ﬁla? progjdes ngtgjgﬂﬂ“%ﬂ“g’sortcﬁﬁlfl y exchange
data thr ougbh proViiefode tedFt a6 outRdisighls I reSidv@septR loe moreaflbgaafdtt y in the
conmuni cati on network may be associated with an "address" that is wused for
t r anspor tSignglsd Sueh eiFruitnamanbs provided By as anplicaion speaifis intseras @5¥ on prot ocol .
However, I8 | =198 0 b&atd b 1

enbodi men(%\?l g)f 6ﬁ%hég@ﬁrg%senp %\%Ar]rﬁygﬁljgéz }r%i(;qulbgl% tag/& O?ﬁ) 1}[§§fn§c respect. 15

[ 0012]5 Arreddabiednstettiomsstoest inarstorage mefian irecbntondtienevith preteasieg ciacuieans f or
accessin any one of .several..entiti.es upled.to a co ni cat.i on. net wor k
cnown as PREUIEEE: Rapive oIS RiHEES dNwi P es s SIS0V EFRIPFR G ast ruct ur e
conpri si Ngruatufs twkbkm&f progidedsgicandAnbotitidntsyof @ik préent nveftivatardy be
associated with a "globally routable Internet Protocol (IP) address"” which
may be uddditedop thigieERasti ng” dat a transni ssions according to an Internet 20
Protocol. An Internet connection nmay be provided by any one of several

comer ci gho11f Nt EAREEmRBEAMTRH REMIIS RreePRShereiffelhSlid PMlufBtyg d a message
froma subscriber to any one of several entities on the Intérnet according
to a @l obeutitiys thatmatdxchdnpe detd thyough adaprinamindioninddiuhe Ineentel exgmplepwever

t hese are rely.e s .of..an | nternet connecti g an mbhodi. ments of the
present i céﬁﬁ%ﬁléggg r%%fm]g?tl ntnéaévc?rgrqaﬁgseggslpg@% &1@. gngfﬁg?atE "I ocal

net wor k" @ed feftanspettidgalataas eieentie) Rt adingdo a daiakbmmuaRhii@npiogicwlor kK havi ng
entities that comruni cate according to a |ocally defined data copmunication
prot ocol . HegFver thifys aere éeﬁxgﬁ{elmgpwnammamn eBYaTk RS RO BBeaS 8 EF at ed wi t h
a "local p@&ﬁfﬁ@éﬁioﬂ@}&{btli&it@&‘irﬁﬁ%_r@éﬁ@&g l'ocal addresses allocated to
entities in the local network. This rmay enable entities in the | ocal
network to communi cate with one another using the 30 allocated | ocal

addr etsesl0fi t han“Biemetyorrsction saofmethiodwrainielaiese weas forasresgingnl y t he

al | ocat edaé‘llggﬁlglgf AULESRERs A1a6 T ebdndflhiehe RSB GRS B “Bi:ghso! -

however,

The Internet comprises a networking infrastructure comprising a network of networks. An
entity on the Internet may be associated with a “globally routable Internet Protocol (IP)
address” which may be used for addressing data transmissions according to an Internet

20  Protocol. An Internet connection may be provided by any one of several commercial
Internet service providers (ISPs). An ISP may forward a message from a subscriber to any
one of several entities on the Internet according to a globally routable IP address
associated with the entity. However, these are merely examples of an Internet connection

and embodiments of the present invention are not limited in these respects.

25 [0013] A “local network™ as referred to herein relates to a communication network
having entities that communicate according to a locally defined data communication
protocol. For example, each entity in a local network may be associated with a “local
address” which is unique among local addresses allocated to entities in the local network.
This may enable entities in the local network to communicate with one another using the

30  allocated local addresses and the locally defined communication protocol. Using only the

allocated local addresses and locally defined communication protocol, however, each
3
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WD 2004/ 105344 PCT/ US20041012022 entity in the local network may be limted
to conmmunicating with entities in the |ocal netwrk and may not be capable
of conmmunicating with other entities in a |larger comrunication network that
i ncludes the | ocal network. However, these are nerely exanples of a |ocal
net wor k andver®adisssint s of the present invention are notciriusededizonz 5 t hese
respects. [0014] A "gateway" as referred to herein relates to an entity in a
| ocal network that is capable of comrunicating with other entities in
outside of .the _lqcal network. For, exanple a gateway may.b apabl e of
conmuni ¢ &P n\m‘etqﬂc H?tiwf)\fqgg‘ay b giteq t9cqmrpint &Wﬁgf’w&‘%éﬁ‘ ﬁ‘&g%‘t%gd | ocal

addr essegeRedFR bR A8y h&t 1R chPdbl dntofRfunREgnIRIR o e SRS A d raf%epr otocol and 10
al so capabl e of communicating with entities outside of the 1ocal network

usi ng a demiwmingtion aetypkdhatierluten tiedoest nefwork. dorwayar, dese aie relyocol . Such a
gat eway | rdj g;chPi ' ween
entities rg?%m@ﬁggﬁ %@3@%2%%%&%%%%@3%@#@6 &%%e?gﬁlge 0 a?ﬁé&ﬁg@g qnet wor K.
However , thdsesapente nerely exanples of a gateway and enbodi nents of the
present invention are not limted in these respects. 15 [00151 A "Uni versal

Pl ug and (UPnP), ent.i ty'. as. referred to herein.rel ates to, an .entity
that o dih) & el Ry seiaffe GReG S do PEERD L SRRk B sh ot o
entities capibleolMBhitinicatip®With othageitdiepirashtdide dfie loedl\wetwork FBér ex¥mpR! e,
according to one or, more. UPnP protocols, a UPnP entity may join a | ocal

net wor k  (E2ERTAY Ay hecorpaplenficamiumipating with entitiea i @géqcab@fﬁwe% B t s

capabi i tj} i L. : g the 20
o1 eaence o e e b R e e R AL PLoRE 0T, o
However , ddoespabde ef comematicating with lentities foutsfde Bf dretloda) netwdrlewdighi dnfiatest of t he
present invention, are n(gq% limted, . in theie r spegts.é_[LOO g}n A "UPnP devi ce"
as ref er PAGFEPYINE,PENR Of e, oy CaliopyBrGHoG t$'ﬁ§ LETVY %’a% e3P or ovi di ng
one or NyfgorSRfdihE&Sa tonitiedtioPhdtwedt értitiesinaRilotA etwbrR ahdéditienet wor k. A
25 UPnP devi ce may be associated with a "service description” conprising a
list of cwderrishdlpcal@etngrs Howmgvepilesepreimezely sxamplesofmsateayipgdd t o,

i ncludin f k08 nd or action. A UPnP
entity ngeyﬁg)%bo §/segnf§krlée¥rﬁ$g{nﬁgér%%5§fe§§{tggfllt'e@ﬂ%ﬁgaég@fcwgs where each | ogi cal
UPnP device is associated with a |ocal address. However, these are nerely
exanplies [8915h UPAPUdiversekePlug andPiby VPndh estity? as eéerigdde bereingelateatean i on are

not lim te%gtyl tHattip gaspgblre %?Qeqr(fgt ay'mamically configured to communicate with other entities

on a network upon being coupled to the network. For example, according to one or more
UPnP protocols, a UPnP entity may join a local network by automatically obtaining a local
address, conveying its capabilities to other entities on the local network and/or learning the
20  presence and capabilities of other entities coupled to the local network. However, these are
merely examples of UPnP entity and embodiments of the present invention are not limited

in these respects.

[0016] A “UPnP device” as referred to herein relates to a UPnP entity that is capable
of providing one or more services to other UPnP entities coupled to a local network. A

25 UPnP device may be associated with a “service description” comprising a list of
commands or actions that one of its services may respond to, including parameters or
arguments defining each command or action. A UPnP entity may embody more than one
“logical” UPnP devices where each logical UPnP device is associated with a local address.
However, these are merely examples of a UPnP device and embodiments of the present

30 invention are not limited in these respects.
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4 WD 20047105322 PCT/ US2004/ 012022 100171 A "UPnP control point" as
referred to herein relates to a UPnP entity that is capable of receiving
services fromone or nore UPnP devices. Upon joining a | ocal network, a
UPnP control point may obtain a service description associated with one or
more UPNP devigsemsak the local network. Subsequently, wWiepu@bhddah0sPnP
devices join 5 the | ocal network, the UPnP control point may obtain service
descriptions associated with the other UPnP devices. Based upon a service
description associated with a UPnP device, a UPnP control point may pol]l
t he UPnPeNi ce A GUPisetontiobpaintaerefarddabhasinanidies aceUPaP entitgitltais ons of

events aSSOﬁf' g)ies W.th services provi deg_&%% t he UEPP devi ce wever, this
i s merel yHERC éer?ﬁllvéngosfwéce@lg‘?ﬁ ¥ e feviges- ﬁﬁBéﬂl?ﬂB_ﬁf“;oc& the present
i nvent i ORetworlga& F@tcohirsll ol may obhesLsdrasd@stiptioh Q853 htddrwie bne orembodi ment s
of the present invention relate to first a |ocal network conprising one or

nor e UPnProshPRE deviegs@ndheslaea petwone afubseauarsi whenpirsRel devicesagin one

renote U i ¢ . i ] 4ir st | ocal
net vvo(r?k %50&%&@%{}1’?% eé or&ﬁmoﬁoéétre}%yr @%%5@?25%%&%? ?Stla fltgggi‘{%{ht he first
| ocal netheorther fPnPSecioemBrsehtmnwi setvidehiesaripiion essbiftated evithiat YPnisdavipea | ocal

address defjned on the first | |, .network. .However, this is nerely an
xanpl o SO HERD B TAARH kIR SR Ao R BB ST AV Fon ar e ot
limted iHidalescofle9SmE tdsbeiattPRER derficeiiirevideSHOME UPnP&IeWoE KHbRORYaBY 10
comprising first and second | ocal @ networks 12, Network 1 and Network 2.
Coupl ed tompebigrerampief 8 UlnRmoptes)ipetnt 4181 ephpdimente of fhe BESIHINEENMY k 2 is a
UPNnP gon 0 I uld be understood that additional UPnP entities
may Hg c%&%#%gﬂﬁgag?@ﬁgfgggaghe | ocal networks 12. [00201 Each | ocal network

12 may al so conprise a device (not shown) for hosting one or nore instances
of a UPni0MS]r r orBriedlyacrebadiments ofthepresent owentipnaglatetto Mirstladecaboetwark Net wor k 1

or UPnP mirroring agent t.ed _on Net kK 2. Deyices.on respective |ocal
55 net vorREDRGE thed5e YnB 3RS i PR oaiicorirk 555 e BEERFEN e Lonp
M rrori Nngemé@eIPaP Mitigh ANsresmtdof thé RnveTUBKE eaite onvbe firfthecalRetRork msyor i ng

agent M2 on Network 2. As the UPnP device 16 and UPnP control point 20 may
be coupl &8 cmylaggdror epimered gosnpble UPnP gatifies juthgdirst docebnetyerkdp di ng to an

enbodj:nme : i : " N ntity to
e e B SR T BRI B0 Y B S B

network. However, this is merely an example embodiment and other embodiments of the

present invention are not limited in these respects.

[0019] Figure 1 shows a network topology 10 comprising first and second local
networks 12, Network 1 and Network 2, Coupled to Network 1 is a UPnP device 16 and

20 coupled to Network 2 is a UPnP control point 20. It should be understood that additional
UPnP entities may be coupled to either of the local networks 12.

[0020] Each local network 12 may also comprise a device (not shown) for hosting one
or more instances of a UPnP mirroring agent 14, UPnP mirroring agent M1 hosted on
Network 1 or UPnP mirroring agent M2 hosted on Network 2. Devices on respective local

25 networks may by coupled by an Internet connection 22 to enable the UPnP mirroring
agent M1 on Network 1 to communicate with the UPnP mirroring agent M2 on Network
2. As the UPnP device 16 and UPnP control point 20 may be coupled to different, distinct
local networks 12, according to an embodiment the UPnP device 16 may be treated as a
“remote” UPnP entity to the UPnP control point 20 and other UPnP entities coupled to

30 Network 2. Here, the UPnP mirroring agent M2 may create a UPnP device mirror image
18 to emulate a presence of the UPnP device 16 on Network 2. Having a local address on

5



30 NetwWorkK~Z27Fere, " the UPnP mirroring agent M2 may create a UPnP device
mrror image 18 to enulate a presence of the UPnP device 16 on Network 2.
Having a | ocal address on 5 WO 2004/ 105344 PCT/ US2004/ 012022 Network 2,
the UPnP device mrror imge 18 nmay then provide services of the UPnP
device 16 &@230'1)?059?4”'3 control point 20. [0021] Accordi 'B@T}lﬁztﬁ'ﬂ/oﬁﬂaom ment ,
the I nternet “connéction 22 may be provided by one or nore commercially
avail abl e Internet service providers (I1SPs) capable of 5 supporting data
transm ssi on between the | ocal networks 12 according to a transm ssion
control prepbdRkal he NIFRPRRVICH hik@Galagd TRAY fln Bfovideh@fvides OF WPt hat may be
used for transmitj ngpdat a. The UPnP mrroring agents 14 may enpl oy data
conpressidéﬁc%%@tﬁ%pg perredpoigbill- oad for transmission in the Internet
connection 22 when transmitting to the Internet connection 22. Simlarly,

t he UPNP g,k Or i ; j%sﬂ recei vi ng
end to ré((s:ﬂé\i/]er t[ﬂgoco r%gie@&@%ﬁeﬁ@g%ﬁﬂ?&%ﬁx@cﬁ%ﬁ%?ﬁ& 12 r%sa{)%yacoupl ed to
t he | nt eronebr momgrcenmientialpavaylatdeintenes sarfvics praviders @3Ps) capablesefi ssi on  medi uns

such as, for .ex |.e nshi el ded tw,sted w air,..optical or coaxial
cabli fg. serbor iR G- PSR R RE I8P YkS 4P B B oS Bapeflie R et wor
may al so compy proecodInterhet protoesl STEPARYoratidr ployttbBahat ndydie wsadfni cat i on
device (e.qg.,. DSL, vai Cg}'f'b nd, or, m)demIéS cablei dtem or %(l)fg;tlfca dat a

t r ans pond@RyRitnEdais dhe THHORTE 8§RE 1408y TPIanEAtR EREPFTP OtdH8 from t he

parti cul gﬁc}é@fa@wae@&&mn%ﬁlﬁs%nm?éfemmkp&aeacﬁbﬂ 2808t LRtk k@R tti ng and

receiving data’packets through the I'nternet connection 22 according to the
TCP/ | P prinemetdonnedtion OPn Pimilarkyothe AP nB gairrpng agentsyl 4may dmploxdate o provi de a

secure co ni cat i channel er the.lnternet .connection 22. For.,20
o ammite. Rl 3'p FABIRE el i fech i meth SpRSlea SN Bkt Rt ey orR 1221

?Onne;:t [ QﬁhyZD)E coﬁﬂlﬂéthd)ghe Wtérnéteomidcti¢re2 Dby and drig pe sdverdll ddte aandngksid ot ocol

HTTP) proxy). Also, .a transmitjng UPnP mrroring agent 14 encr ypt
data in APGHIE ek Rseforﬁéwgfédunfs{ﬂeldeg PEFSHMSIPEH, %ﬁalaprﬁe%%&?ﬂgﬂymp

M NOri Ng \ReenRt tr&xﬁnﬁﬁiforﬂﬁ&ﬁ%pf\céo?(ﬁn@%%ﬂ%ckpﬁﬁﬁ%:twd?ﬁ)ﬂa atkolcBmbhs: 4 &f£1 ved data

packet. 25 [00231 According to an enbodi nent, each UPnP mrroring agent 14

may be hdenssdivenandaysiosldayst ceramunigdtiog device . &.00Pl.awicedand eomedsmondi ng
| ocal , network 12. Such hpostin devi.c include, for exanpl.e, a gateway
that 1% CABABIEEBr PR pot ey Rpdr L yapladranbmiting dats 1 and tECIRiny

data from the particular data transmission medium,

[0022] In addition to transmitting and receiving data packets through the Internet
connection 22 according to the TCP/IP protocol, the UPnP mirroring agents 14 may be
formed to provide a secure communication channel over the Internet connection 22. For
20  example, the UPnP mirroring agents 14 may be coupled to the Internet connection 22
through a firewall (e.g., a Hypertext Transfer Protocol (HTTP) proxy). Also, a
transmitting UPnP mirroring agent 14 may encrypt data in a data packet payload for
transmission and a receiving UPnP mirroring agent 14 may decrypt the data packet

payload in the received data packet.

25 [0023] According to an embodiment, each UPnP mirroring agent 14 may be hosted on
any one of several devices coupled to a corresponding local network 12. Such a hosting
device may include, for example, a gateway that is capable of transmitting data between
each UPnP entity coupled to the corresponding local network 12 and the Internet
connection 22. Each UPnP mirroring agent 14 may be allocated a globally routable

30  Internet Protocol (IP) address. In one embodiment, the gateway may be included in a
subscriber set-top box comprising a modem and/or data transceiver to transmit data to and

6



each UPnP entity coupled to the corresponding |ocal network 12 and the

I nt ernet connection 22. Each UPnP mrroring agent 14 may be allocated a
globally routable 30 Internet Protocol (IP) address. In one enbodi nent, the
gateway may be included in a subscriber set-top box conprising a nodem

and/ or dat‘?8%g%g§§§1 ver to transmt data to and 6 WO ZW(%Q@éﬁmszuch .

PCT/ US2004 receive data fromthe I nternet connection

subscri ber set-top box nay also conprise a data transceiver to transmt

data to or receive data fromentities on the local network 12. However,

this is nmeeitdatafroaxhehternef cdpasetian ENFuchiarsubscriber egeptborayaytedso host ed on a

| ocal network and enbodi.nments o resent invention .ar%ﬁﬁoii Ii'[m'ted in
PI¥A

f.
Lol B ciahen daie g aseiAE o Y 6 BAT SRObu LM @atR iy in a

| ocal netu@ok L2 M&VeRe thidhid @@@tﬁa e@mhg_e 3F hewldUTee ﬁﬂ%ﬁn{g Sgetirfdyi8e anONQ
addresses al | ocated anong the UPnP entities in the |ocal network 12. Such a

| ocal addpsedons logdlaewrprk anderupdimenis ofthe paggent yaptiqnsase potlivpitedin thitie

i dent isfi el ngi ch enabl es comunication with the UPnP entity to according to
a data cOmRuni cation protocol defined on the |ocal network 12. However,
this is nerely an exanple of how a | ocal address nmay be allocated to a UPnP
entity ar@b24lenbddicosirgstoah etrfbedipreet eath URnPentitydn adoe! netivotk 1 meylbé n t hese

respects. [ 00251 Accor di to an enbodi nent e UPnP mrrorjng agent M2 may
L1 T boat o HhOcHGR G FsERs b PR ATO0E ek OGS Baom P PP rmge. 16

(creat ed ghi@tied MHhd i@ aPnAWEKENS Such b 102k1 ddisd iMpbatd@ i LEPAP eftity hekwor k 2)
enabling the UPnP_ control point 20 to address commrunications to the UPnP

devi ce i regariseg URnfounigseridentifiep which enahlastcompmupigption with dhe @PRP edifie uni que

i dentj,fi I:ce: I t L 1 froma UPnP
uni quid 1 Ggsripg B G Cuf Ul Ao ot 6ioL TR of IO B 2 S8 v Rt wor k

1. This dEnispneelgan esonple of hew wilachl 4dBress may brigdldcatedte 4 UPnB enfityandt ed to

ot her UPnP,e tit'ei1 20 on .Network 2. 1092 1 Accordi ng to an enbodi nent, the
UPnP mi r 8PP {jé’ theypsespl nygnugn gre it hmyied in these ffﬁﬂ?“%evi ce mirror imge 18

with the UPnP unique identifier of the corresponding UPnP device 16 to

enabl e cqeozBNi Catdcording folanteholiinivht, dRVURP rbrosvg hgél @12 Mg all®ate aconnect i on
22 (e.g., through the UPnP mrroring agent M l)}] Thi s may enabl e the UPnP 25
mi rrori ng’TRgenide identifier tvshe EPatudavirsinuEpemaee A Grertedhioidratate s PrRCe r egard t o

the ;5  ofthe UPnP device 16 on Network 2), enabling the UPnP control point 20 to address
communications to the UPnP device image 18. The UPnP mirroring agent M2 may
allocate a UPnP unique identifier to the UPnP device mirror image 18 that is different
from a UPnP unique identifier allocated to the corresponding UPnP device 16 on Network
1. This can prevent conflicts with UPnP unique identifiers allocated to other UPnP entities

20  on Network 2.

[0026] According to an embodiment, the UPnP mirroring agent M2 may also associate
the UPnP device mirror image 18 with the UPnP unique identifier of the corresponding
UPnP device 16 to enable communication with the UPnP device 16 over the Internet
connection 22 (e.g., through the UPnP mirroring agent M1). This may enable the UPnP

25  mirroring agents M1 and M2 to communicate with one another without regard to the
topologies of Network 1 or Network 2. Accordingly, this may enable the UPnP mirroring
agent M2 to roam or change its globally routable IP address while maintaining

communication between the UPnP device 16 and UPnP control point 20.

[0027] In one embodiment, a UPnP mirroring agent 14 may be implemented as

30 machine-readable instructions that are encoded in a storage medium and executed by a

7



topol ogi es of Network 1 or Network 2. Accordingly, this may enable the UPnP
mrroring agent M2 to roamor change its globally routable IP address while
mai nt ai ni ng conmuni cati on between the UPnP device 16 and UPnP control point
20. 100271 In one_ embodi ment, a UPnP minoring agent 14 Ty be i npl emented as
30 machi ne¥PE4¥4BT4 i nstructions that are encoded in a P& Gfséﬂf’é/"%éﬁ um and
executed by a 7 WD 2004/ 105344 PCT/ US2004/ 012022 processor or controller.
I'n other enbodinents, a UPnP mirroring agent 14 may be inplenented as

nar A 1 of: 056 o Cinhlcr AR R BEAkn" SrRORBIONY GRaly FBPRY ne- 1 eadab e

instructfons an rdw red Togic. weler merel'y exanpl es of
| ogi ¢t beplementedus hasdydreaddogingy. gmﬁﬁ?ﬁC ar TR qnarqombmagomgém'aclamﬂi enbodi nent s

of the present.5 inventiqn mted jn these respec 00281 Figure
5 shows’ EoRtBR g S AT PERFed PHg HoBP b8 snee LSRR S ! o v or +ng
agent 14tﬁa9mdy BE Qg o idiémentai PPSmPiriag h@mhnd WhbYdikeRE 606l pRGert O an

enbodi nent of the network topol ogy shown in Figurel. In response to a device

host i Ag IQW@IW%IWIEFHHP@C&QJ@MCCW{L joining Network 1, at block 104 the
UPNP mirroring agent 10 M may scan Network 1 for |ocal UPnP devices using

the Si rrpl er Vi SIENA §§E§ t he Uni ver sal
Pl ug and dlgl §y DeF\?/gl%é%Arch?{ﬂe%\?lg{ag;a%\:/lng{a . ?r&ésﬁg%%&%%gégﬂy%ubl i shed by

M cr osof mlmrmﬁgamn lgrt0 dsmveemleenthsm aumhlerwvolrkcﬂcmghngetg@m M may
L AN ! ot bbb R e RPALE Rl O b B ke NGB a1 I

response search req u 8vi ¢e oVl e UPnP
mrrori ngwagamm&fimwg agérit Mla]oden/g Newdest at lplb'elomzuhemntnnandn@a@ﬁt vi ce
description docune N‘} Qt bl océ 106, the UPn énrrorlng igent M may

t ransfi t Mhway ¥aaNebvorkd frlece AP dsyicessmgdhe Siamle Servise LBsGoREY on docurrents
to the UBRRod¥ [JSPIF) BQd@s@ﬁB@d 1Mthéﬂ)ﬁ1%&9&l Pﬁdﬁeanli']!’tla%" D&lice ARANEG L Per22. 1T a new

UPNnP device is detécted at di anond , new UPnP device joins

Net wor k  ddJunady2G00; pebdtshgd by Mmr@&ogrfbeporatme PIngramnlcp,rtber VHoP agreeringML  may
receive romthe new
uUPnP dev%g ng ! r(é%ocikn%‘(%'itforEX lﬁﬁas?%%x% uregtg? ?&1%%& lt?{él O%%&w?ﬂé ransmt the

devi ce de&pﬁnsam tha seun¢h 1squest, ties UPlESdavicptl b iy doewidettic Rl rhﬂmenngmgddPn P devi ce

to the UPnP mrroring agent at bl ock, 106, Si n for exa he HTTP
pr ot déol - g“zgﬂewc mmwntdecwr%ﬁ%w%mé' mndieﬁurm%gl NP nirroring

agent M IU@,Xhe UPnP mirroring agent M1 may transmit the received device description and
service description documents to the UPnP mirroring agent M1 through the Internet
connection 22. If a new UPnP device is detected at diamond 108 (e.g., a new UPnP device
joins Network and “advertises” its existence), the UPnP mirroring agent M1 may receive

20 device description and service description documents from the new UPnP device at block

110. The UPnP mirroring agent M1 may then transmit the device description and service
description documents of the new UPnP device to the UPnP mirroring agent at block 106,
using, for example, the HTTP protocol.

[0029] According to an embodiment, at block 106 the UPnP mirroring agent M1 may
25  transmit to the UPnP mirroring agent M2 all or a portion of a service description document
to M2 to expose all or only a subset of the services provided by UPnP device 16. By
transmitting only a portion of the service description document to expose only a subset of
the services, the UPnP mirroring agent M1 may restrict the use of the UPnP device 16 by
UPnP control points on Network 2. In one embodiment, the UPnP mitroring agent M1
30  may restrict the use of the UPnP device 16 based upon an authentication profile associated

with the UPnP mirroring agent M2 and UPnP control points on Network 2, However, this



25 transmt to the UPnP mrroring agent M2 all or a portion of a service
description docunent to M2 to expose all or only a subset of the services
provi ded by UPnP device 16. By transmitting only a portion of the service
description docunent to expose only a subset of the services, the UPnP
mrroring QW 16B44ray restrict the use of the UPnP dePCEASIH4/BIR022UPnP
control points on Network 2. In one enbodinent, the UPnP mrroring agent M
30 may restrict the use of the UPnP device 16 based upon an authentication

profile P . . I . ontrol points
on Net \/\o?{rﬁ%ﬂy%%gamewe to? R&@%@W@hﬁ &%@%ﬁg %%#}%Ejfg%%? %J{)gg is nerely
an exanpkevied bynemot WRERcantrol points gndgeiddimeys ofthe presdnt itventisearehota UPNP
device b UPnP control points and enmbodi ments of the present

i nventio nﬁtrego% se1p3PRfPed in these respects. [00301 Upon receipt of device
description and service description docunents 5 transmtted at bl ock 106,

t he UPNnP [gosojor i rlg;oﬁgampthdm @%tﬁihbhﬁﬁéeﬁn&ﬂﬁ?cﬁmmhrdébmnﬂm nts on Network
2 the presence of UPnP device (e.g., UPnP_device mrror_inmage 18) on the

Net wofk Qfa&%@ﬁ?@ﬁt%""f‘doﬁ rbe %@mlF@ﬂnge%géﬂW% may ipdvegpsertoBnP sofitel agent MR
[
nverti ooopf ARGk PHELESEE L IBab B AEE. KoedP fe e EROMAB 1B e
| ocal addnelﬁst\lettwoﬂcrﬁaadcﬁhdﬁxg]m thnﬂﬁDIbquwxamIﬂe dhe NEnB\mlkoﬂug agedt ¥18r war di ng t he

recei ved devi.ce de crl ons vi.ce . descriptio ocu ts to the UPnP
cont r ol ﬁ{llgcatqz} @é\fe ﬁ@%@ﬁrﬁf@ V195 SRiFeT ]nbalgﬁg% R@P&B the UPnP
mrrori n@xﬁ@ﬁﬁof%?@ydef@é\wfbﬂoaﬂb@nﬁé dhe@né@%dll@@ahd@@lﬁrt@&fwmﬂd t he

recei ved devi ce descriptions and service description docunents to the new

UPnP @ontpgrol pﬁ@tswﬁwe%%@ﬂ@fqrwa&dﬁ@ tegopery g @%&ﬁ%“émpeﬁ%\a@éﬁ?@ﬁ request
fromthe d@%WgWﬂ‘&)cﬁﬁ’i@ﬁt&% the %anPQ:bﬁ'trrcg E)Ql&'gjlfa %@ﬁ”n]?%@ﬂtroql oﬁitftﬁr?so! ndicated in

the for servi ce description docunent the UPnP control point 20 may
i nvoke " a{ﬂtwwh@thomﬁemupnnga@noMﬁw bexardﬁesallbyated foariswdiitess, agd the act i on

request usin ect. Acces to S Th ion .request

my be. adtiPBEL AR ROTIANAG: £ ERASS BeaiPinndrusb R HieASiU P i Lnp devi ce
20 m nor pofiadRcdr8inghd e SSHM iAeespbaRdd & skabth ref\R U the dewoUPIYca@ent M2. Upon
recei pt of the action request, the UPnP mirroring agent M2 may forward the

requelSt 8i%he UPNP nirroring agent M through the Internet connection 22
according to the globally routable

(0031] Based upon services indicated in the forwarded service description document,
the UPnP control point 20 may invoke “actions” on one or more of the services by
transmitting an action request using a Simple Object Access Protocol (SOAP). The action
request may be addressed according to the local address allocated to the UPnP device

20  mirror image 18 which is then handled by the UPnP mirroring agent M2, Upon receipt of
the action request, the UPnP mirroring agent M2 may forward the request to the UPnP
mirroring agent M1 through the Internet connection 22 according to the globally routable
IP address allocated to the UPnP mirroring agent M1. The UPnP mirroring agent M1 may
then forward the action request to the UPnP device 16 according to a local address

25  allocated to the UPnP device 16. In forwarding the action request to the UPnP device 16,
the UPnP mirroring agent M1 may indicate the origin of the request from an emulated
UPnP control point (e.g., UPnP control point mirror image, not shown) having local
address on the Network 1. In response to receipt of the action request, the UPnP device 16
my reply to the originator of the action request with a result message. Any result message

30  generated in response to the action request (from the UPnP device 16) may be directed to
the local address of the emulated UPnP control point, enabling the UPnP mirroring agent

9



| P address allocated to the UPnP nirroring agent M. The UPnP nirroring
agent M may then forward the action request to the UPnP device 16
according to a local address 25 allocated to the UPnP device 16. In
forwardi ng the action request to the UPnP device 16, the UPnP mrroring

agent M nRpy.dopdissat € the origin of the request from apceridb@l®oz2UPNP
control point (e.g., UPnP control point mrror imge, not shown) having

| ocal address on the Network 1. In response to receipt of the action
request, the UPnP device 16 ny reply to the originator of the action
request W2 to farwasd thetreswlfgnesgage tivoygly the lrternetwonragtioB 02 genoeding todh¢ n r esponse

to the acti e WRRP.devi ¢ may be directed to the

| ocal adcgtrldebgisfy %@%%ﬁ’?eanlg{eg{%%gﬁggﬁIglélmr}ngl a%f)%t%%', enabl i ng the UPnP
mrroring agent 9 WD 2004/105344 PCT/US2004/012022 M to forward the

resul t mgemsape tAvcordiip tolaa ehtbodinmat, tiediPrdcdontrol RintROanayosubgeribe td ovee gl obal |y
routable | P address

I , of  the UPnP mi nori t .. 381 According to an
enbodi ne_rﬂr,mq%é’vﬁiﬁﬁ f15 MS%FWTO’Q‘@C%&gE%&%%W@L?gé 8 or nore "events"
defined idbRrigfinb a8 ePE¥ad @ cBautRE al PR odR\chn thocatieh Bs @eseribadoscr i ption
to an event nmay be conducted as part of an action invocation as described

above. Upbaveddinsatdeigating aehengein astae variable agsociatad veittathe sebsgriead exetth t he

subscrib ot A r 144, to a
subsor | biitsC LR issHSag B s et B 1J AR Al URE i SP RIS

var i abl e.indicat¢ thaekange in thg stateevagiblat Imessagtng thhevddPnissagemhe PdB nay addr ess
the event,K nes e according to | ocal address, o twork 1 i orrespondi ng
to an emﬂe’élFézg%PﬁQg‘ﬁ'ﬁﬁgﬁ’%‘%@ﬂbﬁ‘lﬁs?g&ﬂ’ﬁ%ﬁwﬁw @ﬁg Cﬁﬁg‘kwp%frfnori ng agent
Mt oo ordageghohdify RVAEmITRSS BPRP EMME&nE Fhid ﬂh%érihj%ie tﬁ@_ﬂ%?txﬁiﬁﬁ% accordi ng
to the globally Toutable |IP address of the UPnP mirroring agent . The
UPNP ni r ragentgl todfgevard N event meseage thopughribe Intenet\cepnectien 22 agsording tee

subscri bi LNt C L; I I . associ at ed
wth the DEREPAERENE B afftslor B8 CRR IR a4 P 250 VORI ERNRE o e

enbodi mendgentM2 i) eneh)Poriw acdthit eodnt pebsaps to(thosubsdribinp UBnP thgrol peihvdy K 2 may
subscribe to ,the s ent defined, Servic rovided. b e UPnP

devi ce 16a.°°qrﬂm$é%?)®ﬁn§é‘ S%??S‘éc\%?ffwﬁgé@i&éﬁ &8??@5‘%%&9@6%%%0%\%m, t he UPnP
mrroring agent M may forwarding a single event nessage across the

| nt er pet [@mLPectA@uarc_ﬂRg fooin edtodirfdnt i RipEADBEH ¢daktroDpdIk R @RSWH)lonRRE Nt's on
Network 2. Upon recei pt of the single event 20 nessage forwarded fromthe

UPNP i r rdstiverds Zageniubsaribetio theispmpeyant defined §y agericeppovided by the UPnP
device 16. In response to an event message corresponding the event, the UPnP mirroring
agent M1 may forwarding a single event message across the Internet connection 22 for all
of the subscribing UPnP control points on Network 2. Upon receipt of the single event

20  message forwarded from the UPnP mirroring agent M1, the UPnP mirroring agent M2
may forward the event message as a multicast message to each of the subscribing UPnP
control points according to the local addresses (on Network 2) associated with the

subscribing UPnP control points.

[0034] According to an embodiment, either UPnP mirroring agent M1 or M2 may

25  maintain a record associating the multiple subscribing UPnP control points with the event.
In one embodiment, the UPnP mirroring agent M1 may forward the event message
through the Internet connection 22 with appended destination information associating the
event message with the subscribing UPnP control points. The UPnP mirroring agent M2
may then forward the event message to subscribing control points based upon the

30  appended destination information. In another embodiment, the UPnP mirroring agent M2
may associate the subscribed event with the subscribing UPnP control points and

10



may forward the event nessage as a nulticast nessage to each of the

subscri bing UPnP control points according to the |ocal addresses (on

Net work 2) associated with the subscribing UPnP control points. 100341
According to an enbodinment, either UPnP mrroring agent M or M2 may 25

mai nt ai N aypeenessassoci ating the multiple subscribi ng pdRnR2eaning points
with the event. |In one enbodinent, the UPnP m noring agent M nay forward
the event nessage through the Internet connection 22 with appended
destination information associating the event nmessage with the subscribing
UPnP contautsmasiedlhytferward ell opmespaidieg ¢viegt mepsdties ithe pespciated UBnBrogatrel t he event
nmessage tp%irﬁybscri bi ng control points based upon the 30 appended destination
i nformati'on. I n anot her enbodi ment, the UPnP m noring agent M2 nay

associ ate the subscribed event with the subscribing UPnP control points and
10 WO 200a935D5 3 44cdeling eomlenpt e, thealUPdhmirtaraiglagerits Miaard M2 Imayor r espondi ng
event nessages to the sociated, UPnP contr 0i 0035] According to
an enbodit??élﬁ‘fu,% a?‘ﬁ@c@%&%ﬁloy?rca}ﬁ? ﬂ‘&%eéémamnojg&ﬁﬂ’ﬁé‘%él’ L??r%?ﬁ Mt and receive
dat a oyerAdcbiidgly, atiisis a6 BREE hie@AgedndiStetdcabsHaRR ic PRt & 5 Accordingly,
actions and event nessages nmay be encapsulated in | P packets for

t ransni ss¥aspmission ad dsenearivaiedsepon pessipt-ecei pt. [0036] In addition to
facilitating comruni cation between UPnP devices on Network I and UPnP

control Pgesfs O aﬁ@ﬁ%ﬁﬁé‘fa%ﬂitétﬂllg%%uﬁw BSeR UPHP dOnBs Bl NeRfdribg agent s

M and may al so sinultaneously facilitate communication between UPnP
devi ces (andtUPhB cooalppinthomietiorik2,dn sorok eopbrdigens thelURndl mirripgegenshown) on

Net wor k 1, .. AcC di nal . PP m,.nor i n g o b f
tranam ¢ (VAR PR B e baT SRRRE e PRlop eoPRY LRREREESY Gef
messages shownpahiiestivosd Dand IPREP cleniol psints &t slovan) andNeewerkt]. Amesigds to enabl e
bidirectio capabi lity. [0037], Accardi to.an enpodi.nent, a UPpP

mrrori ngeag}gbﬁf‘l) E‘A’T?Féﬁg %ggﬁéﬂ_ﬁfpé)lal?eecapglge 9\{]‘?'4?5%“%?“ Fevige i@}m‘l&gﬁg“' mrroring
agent s ( naferPEMAbCtRAMOS SSDPEnds ety RLhIVeRRIRATPM devkds, #G6R ARGy, a UPnP
control point coupled to the sane | ocal network as the UPnP nmirroring agent
may r eceimessagss (o engblefidirectienabeapabitity® devi ces on two or nore | ocal

networks. Simlarly, a UPnP device coupled to the sanme | ocal network as the
UPnP

[0037] According to an embodiment, a UPnP mirroring agent 14 may communicate
15  with two or more other UPnP mirroring agents (not shown) across the Internet connection
22. Accordingly, a UPnP control point coupled to the same local network as the UPnP
mirroring agent may receive services from remote UPnP devices on two or more local
networks. Similarly, a UPnP device coupled to the same local network as the UPnP
mirroring agent may provide services to remote UPnP control points on two or more local

20 networks.

[0038] While there has been illustrated and described what are presently considered to
be example embodiments of the present invention, it will be understood by those skilled in
the art that various other modifications may be made, and equivalents may be substituted,
without departing from the true scope of the invention. Additionally, many modifications
25  may be made to adapt a particular situation to the teachings of the present invention
without departing from the central inventive concept described herein. Therefore, it is
intended that the present invention not be lifnited to the particular embodiments disclosed,
but that the invention include all embodiments falling within the scope of the appended

claims.
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mrroring agent may provide services to renote UPnP control points on two or
nore | ocal 20 networks. [0038] While there has been illustrated and

descri bed what are presently considered to be exanple enbodi nents of the
present invention, it will be understood by those skilled in the art that
vari ous otWOr00#id$i4 cati ons may be made, and equi val entPETREBROMAIOD ST | t ut ed,
w t hout departing fromthe true scope of the invention. Additionally, many
nodi fications 25 may be nade to adapt a particular situation to the
teachings of the present invention w thout departing fromthe central

i nventive concept described herein. Kﬁvx fore, it is intended that the
present invention not be limted to It’he particul ar enbodi nents di scl osed,

but that the Whaeistdlaimed iscl ude all enbodi ments falling within the scope of

t he appended clains. |11 WO 2004/105344 PCT/ US2004/ 012022 CLAIMS Wat is
claimed isl I. Assgt@neqmmbimgﬂ sing: a first data transceiver coupl ed to a

first local net r& d& Féeiv%lSEougﬁEl 3 tar Sl%@al %%trworl? sggrﬁrétg(ﬁ{ T ng e \;er ansm t

data to and receiv roman | nternet connecti on; a secon
t r anscéei verondigupd @dratnmlad@e@@n@lrebmradatarf@tnwrlktemgtrqgnmesucmg at | east one

remte PP ent | tyend Rl AREANY ABIA 1§ LAAEINEI SN LAHERA LA RpemT ¢ data

to and receive data et "‘connecti on, mrroring
agent conpramtaigPnPedtityogidsedond datntnansiecvat @nigurdd tg frarg mitelgio malanid oeraive datd wor k vi a

the Interngt, . ggm@%tcgﬁhec@ogdandogl c to emulate a presence of the at | east
one renote UPNP ent Ity on a first network to enable one or nmore UPnP

entities coupl edUPoP mireorig pgent doopeibingiet work to conmuni cate with the
et ated NP ent | 1Y163EC R0 e o @l @é’cgﬁaeﬁéciﬁ% SABHELRA ! hlkrich

enul atoed UPNP entity e systemof clarm erein the system
further corpmedgies; aadnodem coupled to the second data transceiver, said

modem coupl ed to an HEEFt)o fein[ll%é@al ;!resgr(Pclég)lf@rg: d (Pea.t:th)%e M@%PnP entity on a first

network to enable one or more UPnP entities coupled to the first local network to communicate
with the emulated UPnP entity according to a local address associated with the emulated UPnP

entity.
15

2. The system of claim 1, wherein the system further comprises a modem coupled to the

second data transceiver, said modem coupled to an HTTP firewall coupled to the modem.

3. The system of claim 2, wherein the system further comprises logic to
20  encrypt data for transmission through the modem and logic to decrypt data received from

the modem.

4, The system of claim 1, the system further comprising a modem coupled to
the second data transceiver, the modem being capable of transmitting data to or receiving

25  data from an unshielded twisted wire pair medium.

5. The system of claim 1, the system further comprising an optical
transponder coupled to the second data transceiver, the optical transponder being capable
of transmitting data to or receiving data from an optical transmission medium.

30
6. A method comprising:

communicating with one or more UPnP entities coupled to a first local network;

12



3. The systemof claim2, wherein the systemfurther conprises logic to 20
encrypt data for transm ssion through the nodemand logic to decrypt data
received from the nodern. 4. The systemof claim1l, the systemfurther
conprising a nodem coupled to the second data transceiver, the nodem bei ng
capabl e ofwd s@g$d¥sd4t i Ng data to or receiving 25 data peoikagssnashi el ded
twsted wire pair nedium 5. The systemof claim1l, the system further
conprising an optical transponder coupled to the second data transceiver,
the optical transponder being capable of transmtting data to or receiving
data from an epEpnesitatingayithd sesomshloest detwerk |e as Intexnetegonoettion the sespmrdy:

comuni cat | i . P |t led to a first |ocal

net wor k; %Cigf%f%gﬁﬁﬁgéﬁﬂ%wiﬁ%ﬁmﬁﬁfgfg'cgmmn. cating with a second

| ocal net wor kentulatimga prieseaiceref the anlaase biexemote 1EPPeatitglon the bt newtono tok
conprisin t least one_renote UPNP entity; and enul ating a presence of the
at | east egar}PZe the ARt & PR ISFPé‘gFelnPS}escﬁ‘?ul?lﬁ‘gtofti‘gngt ﬁé?lvﬂﬁf‘ﬁori‘éo g‘é‘ﬂ%‘ﬂ?‘@at? he one or
more WPNR/i@nkd &h@sted OPRP @Akt Acd d@ing td Slocd] AdressHREDAE +h BREMHMISAL e 5 Wi th
the enul ated UPnP entity according to a | ocal address associated with the
emul at ed UPOPs/i®ntity. 7. The method of claim6, wherein the renpte UPnP
entity conprises a UPnP control point. 10 8. The nethod of claim?7, wherein
enul ating the presence of the at least renpte entity on the first network
further conprises: Theraethvd oficlaim 6 6thetsin the gensste UPhBrntityeohiptiggsePrPonnect i on
originati ng[ Oilt the UPnP control point; and is forwarding the action request
to at | e§SHPREMPNP device coupled to the first network. 9. The method of
claimy8, the nethod further conprising: receiving a result nessage fromthe

at | east one UPnP device in response to the.
8. The method of claim 7, wherein emulating the presence of the at least

remote entity on the first network further comprises:
receiving an action request from the Internet connection originating at the UPnP
control point; and
15 forwarding the action request to at least one UPnP device coupled to the first

network.

9. The method of claim 8, the method further comprising:
receiving a result message from the at least one UPnP device in response to the
20  forwarded action request, the result message being addressed according to the address
associated with the emulated UPnP entity; and
forwarding the received result message to the UPnP control point via the Internet

connection.

25 10.  The method of claim 9, the method further comprising:
receiving an event subscription request from the Internet connection, the event
subscription request originating at the UPnP control point; and
forwarding the event subscription request to at least one UPnP device coupled to
the first local network.
30
11.  The method of claim 10, the method further comprising:
receiving an event message from the at least one UPnP device corresponding with

the event subscription request; and
13



20 forwarded action request, the result nessage bei ng addressed according to
the address associated with the enulated UPnP entity; and forwarding the
received result nmessage to the UPnP control point via the Internet
connection. 25 10. The method of claim9, the nmethod further conprising:
recei vi ng wo 2eMandsasubscri pti on request fromthe | nter retrisesmecihion, the
event subscription request originating at the UPnP control point; and
forwardi ng the event subscription request to at | east one UPnP device
coupled to the first local network. 30 11. The nethod of claim 10, the

met hod f ur t hefOTE8iHE the FRgeivedewnlmpssagefo dirditninseagbeomt Hathertemet | east one

UPNP devigghet@dy esponding with the event subscription request; and 13 WO
2004/ 105344 PCT/ U52004/ 012022 forwardi ng the received event nmessage to the
UPnP control point via the Internet connection. 12. The nethod of claim 6,

wherein the r t e~UPNP.ent kt.y. C rises a UpPn devi ce. .13. net hod of
claim12, V\he?g}i)n Eﬁrgcu?lgtthg%akél '3 @L@?&%‘&é‘%‘?ﬁftﬁ?ﬁ*‘g%ﬁ‘éf CO%FP Se%@’fpy further
conprisseslevigd.l ocating the | ocal address to the UPnP device as a UPnP uni que
identifier defined 10 on the first |local network; and advertising the

presence of the UPnP device on the first |local network to one or nore UPnP

ent i ties on tihe 1115 mbGaLeAEIPE kbeldh ol ISP B Blcc O Hcirhdhywher ei 1

adverti sing the_' presence of the UPnP er conprises: receiving
f rom t he UbhPenhytfudlamcompriisns: at | east one of a device description docunent

and a service_gdesgription, docunen heg .at. | ea e .doc rdgi.nating at
the “Upnp dev PLEA0E B h8R) RRHTR e ehf oBbod §20p A Gt PR Ner Aol one
recei ned odaigafivetlbedl et®idek;@hd Nor e

advertising the presence of the UPnP device on the first local network to one or

more UPnP entities on the first local network.

14.  The method of claim 13, wherein advertising the presence of the UPnP
15 device further comprises:
receiving from the Internet connection at least one of a device description
document and a service description document, the at least one document originating at the
UPnP device; and
transmitting at least a portion of the at least one received document to one or more

20  UPnP entities on the first local network.,

15.  The method of claim 13, wherein emulating the presence of the at least
remote entity on the first local network further comprises:
receiving an action request from a UPnP control point on the first local network
25  addressed according to the local address; and

forwarding the action request to the UPnP device through the Internet connection.

16.  The method of claim 15, the method further comprising:
receiving a result message from the Internet connection originating at the UPnP
30 device in response to the forwarded action request; and

forwarding the received result message to the UPnP control point.

14



20 UPnP entities on the first local network. 15. The nethod of claim 13,
wherein enul ating the presence of the at least renote entity on the first

| ocal network further conprises: receiving an action request froma UPnP
control point on the first |ocal network 25 addressed according to the

| ocal addre®posaosbsd or war di ng the action request to theediAnRodeezoee t hr ough
the Internet connection. 16. The nmethod of claim 15, the method further
conprising: receiving a result nmessage fromthe Internet connection
originating at _the UPnP 30 device in respqonge to the forwarded action
request; and fidr wardemsthadetc il\getéem?g‘@ﬁ ESHYR§REt he UPNP control

poi nt. 14 VIO 200414 05344 RETHIHRAMALL 20B&seddocorlitfy BBSAPHARLss Ghai m 12, the
met hod further conprising: receiving an event subscription request addressed
accor di ngevent subssaiptiertitbuest origingingey e BiPnB gl ppint;@ndr equest originating at a

the 1 nternet Consaf Bt o8 SHankBRh Ghhel HAAEERE R ERE R | 2l D7

t he net hodrfRuddviet conpri sing: receiving an event nessage fromthe Internet
connection, the event nmessage originating at the at | east one UPnP device
corresponding with the event subscription 10 request; and forwarding the
recei ved event)gies sagendiiod d1e1d#RNT, GO Meftdl fRBcPEompridng: The method of claim
17, the method further conprising: receiving a single event nessage fromthe
| Nt er net conndetal'ang an eenbymessag Hpdntenst eqringétivat thagvent melsagat | east one

P e B SRBRCAR ol Dok e Pk BRI E Rt SBUEHBATS) o i

20. Ang ar fehygdsg aednpri sing: 20 a storage nedi um conpri si ng machi ne-readabl e
i nstructions stor egl, thereon to: communicate with one or nore UPnP entities
coupled to a iprarding the recerll\éqd\,ﬁyﬁq(t;message to the UPnP control point.

19.  The method of claim 17, the method further comprising:
receiving a single event message from the Internet connection, the event message
15 originating at the at least one UPnP device corresponding with the event subscription
request; and

forwarding the received event message to a plurality of UPnP control points.

20.  An article comprising:
20 a storage medium comprising machine-readable instructions stored thereon to:
communicate with one or more UPnP entities coupled to a first local
network;
communicate with a second local network via an Internet connection, the
second local network comprising at least one remote UPnP entity; and
25 emulate a presence of the at least one remote UPnP entity on the first
network to enable the one or more UPnP entities coupled to the first local network
to communicate with the emulated UPnP entity according to a local address

associated with the emulated UPnP entity.

30 21.  The article of claim 20, wherein the remote UPnP entity comprises a UPnP

control point.

15



communi cate with a second |ocal network via an Internet connection, the
second | ocal network conprising at | east one renote UPnP entity; and 25

enul ate a presence of the at | east one renote UPnP entity on the first
network to enable the one or nore UPnP entities coupled to the first |ocal
net wor k  two goowmosgdscate with the enul ated UPNP entity accwszosig2n a | ocal
address associated with the enulated UPnP entity. 30 21. The article of

cl aim 20, wherein the renote UPnP entity conprises a UPnP control point. 15
WO 2004/ 105344 PCT/ U52004/ Q12022 22. The article_of claim?21l, wherein the
storage nedi ufdf ur Thearticlsof clae 31 wéersimihe stoses mediym Sirthee £9BRISCS t or ed

t hereon tO-hihESBIHYSe d3trAGIdn® KofBWesSIn thy OM the I nternet connection
originating at the UPnP control point; and 5 forward the action request to

at | east one wraPe deedtina requepl feadn the Inthenef Gongection toviginkting #t3he GheP articl e of
claim 22, inp ag(rile storage nedium further conprises nachine-readable
€

r
i nstruct icgrrllgo(?g?lor’ thereon to: receive a result nessage fromthe at | east

one UBNP devi ¢gwhrd thesgivngequest tb Bideast ond UPnbdedtnd cacpledto the fitkeaétwotkie resul t
nmessage bei ng addressed according to the address associated with the
enul ated UPnP entity; and initiate forwarding of the received result nessage

to the UPnP comtr olhdgkible of bRirk BE whePdi fHR @lorsgRNA&H ith Bitthel Sordfised N€ article
of claim 23, wherein the storage medi um further conprises . machi ne-readabl e

i nst r uct inneingrendalle instrnetions storedteasedmte: an event subscription request from

the Internet connectjon, t v ubscripgl K origjhnating at the
UPnP contr ol gegf.’ln? 8 r‘!ésﬁg I]ileﬁ? Fgrtogﬂ;’%?@\ﬁ%sg:g eg@%l}!}g&é’\llcgeglﬁ?%h%%sgrt(?%][gi on request

to atiol edsitvanied atiisiRegest, tie reslh msbhye ®eing @ddiosed becdtdih®rathe adlrewor k. 25. The
article of claim 24 whe]r@ei n_the storage nedium further conprising
machi ne- r2egalsd &vithiibe prpleted A PrlegiRyanther eon to: recei ve an event message

fromthe at | gagdte IR aldilPordEY 1ebveIESBSRRH NG tHUMTTBHP control point via the

Internet connection.

15 24.  The article of claim 23, wherein the storage medium further comprises
machine-readable instructions stored thereon to:
receive an event subscription request from the Internet connection, the event
subscription request originating at the UPnP control point; and
initiate forwarding the event subscription request to at least one UPnP device

20 coupled to the first local network.

25.  The article of claim 24, wherein the storage medium further comprising
machine-readable instructions stored thereon to:
receive an event message from the at least one UPnP device corresponding with
25  the event subscription request; and
initiate forwarding the received event message to the UPnP control point via the

Internet connection.

26.  The article of claim 20, wherein the remote UPnP entity comprises a UPnP

30 device.

27.  The article of claim 26, wherein the storage medium further comprises

machine-readable instructions stored thereon to:
16



25 the event subscription request; and initiate forwarding the received
event nessage to the UPnP control point via the Internet connection. 26.
The article of claim20, wherein the renote UPnP entity conprises a UPnP 30
device. 27. The article of claim 26, wherein the storage nmediumfurther
conpri ses Woadpd/W834deadabl e i nstructi ons stored ther eonP@IHUSHEG/OAZY22

2004/ 105344 PCT/ US2004/ 012022 allocate the | ocal address to the UPnP device
as a UPnP unique identifier defined on the first |ocal netvvork; and

adverti se the P t irst wof k to one
or nore UPnP zgeﬂr?g ? |e§1°§ar11a§%§ssfl &sttﬂﬁ“?c(gelvw V\Q?Eﬁ uBlahg! E?ﬁe! erén‘r%[il %C{e of

cl ai m 27, omthefiestiiodahfet®ork: age nedi um f urt her conprises machi ne-readabl e

instructions stored thereon tq from the | nternet, connection at
| east one of a?YENISE BePEeSERIEN ﬂl?rﬁ%g)c %ﬂfg‘s%llogaéﬁl&?@ék BeTE T ixDn

document , (el edtics 8A e BBE0ED GENRAE. Or i gi nat| ng at the UPnP to device; and
initiate transm ssion of at |east a portion of the at | east one received

docuneft to one or nore UPnP entities on the first |ocal network. 29. The

e oS 7 rrnd BENE bR REPIR IR CIRALY ol g L FAMRE 88> oo

machi ne-r eadable |ns ruc Fons sto recelve an
from a UPnaRckinnteaddblpisinictions stved fHeredh td:ocal network addressed according to
the | ocal address; injtiate forwarding of the action.request to the UPnP

nd
devi ce t hr oughtSEH¥e gﬂ?‘é Enfernet SORNeEHgNH 16&2@113(91‘ afpucedespiiptiondocyment y o9
wher ei n t ey SicVied8esBRsH oaMobithédiahe SABRE 6@%&1@&9%@&&1{1@@&% ephpst ructi ons

stored thereon to: receive a result nmessage fromthe I nternet connection
ori gi rat i deyieg; anche UPNP

Initiate transmission of at least a portion of the at least one received document to

one or more UPnP entities on the first local network.

29.  The article of claim 27, wherein storage medium further comprises
15 machine-readable instructions stored thereon to:
receive an action request from a UPnP control point on the first local network
addressed according to the local address; and
initiate forwarding of the action request to the UPnP device through the Internet
connection.
20
30.  The article of claim 29, wherein the storage medium further comprises
machine-readable instructions stored thereon to:
receive a result message from the Internet connection originating at the UPnP
device in response to the forwarded action request; and

25 initiate forwarding the received result message to the UPnP control point.

31.  The article of claim 26, wherein the storage medium further comprises
machine-readable instructions stored thereon to:
receive an event subscription request addressed according to local address, the
30 event subscription request originating at a UPnP control point; and
initiate forwarding the event subscription request through the Internet connection
to the UPnP device.

17



|

device in response to the forwarded action request; and 25 initiate
forwardi ng the received result nmessage to the UPnP control point. 31. The
article of claim26, wherein the storage nedium further conprises

machi ne-readabl e i nstructions stored thereon to: receive an event

subscri pti 30 PeHWEH addressed according to |ocal addr eBST/USN@/01232 event
subscription request originating at a UPnP control point; and initiate
forwardi ng the event subscription request through the Internet connection
to the UPnP dey ce.ml7 5 4/ Q120 article of
claim 31, \Ahe?eﬁl'n t%%e aﬁ\{% ég%éﬁ%e%’ %%é?gn%éé%?gagg#ﬁrgfus%é@rl%g%%’lmrPEfgseadabl e

i nstruct i oachisd-madabld instnetiong shored thesdoudo:an event nessage from the Internet

connection, the event nessage riginating at the at | east one UPnP device
cor r espondi ng WFEK® ?rhﬁvegéré??ga ﬁ%ﬁﬁe&lﬁewg’%ﬂ?“é’(ﬁﬁeﬁﬁ FV?%HICFSr?fg?i ate
forwar di ngrigin@ingQe fe\se ka&\6ad UPHR 96AEEcIrRspdngindRiith 16 BYdn®butRerigtion 33. The

article of claim 31, wherein the storage nedium further conprises
machi n&- r eequesblaadi nstructi ons stored thereon to: 10 receive a single event

message from Ugﬁgkégfg\%%gﬁng&%éd Qenttrﬁh‘é‘%aggﬁﬁle Wacgﬁtr%lgdé)'rirﬁ.i nating at the

at | east one orrespondi ng w e event su I ption request;
and initiate forwarding the received event nessage to a plurality of UPnP
control point 15.34. A sgﬁt.e comgris' ng{: a nodemto,at | east one of
transmt data 1o antPeasids OECIam 4 Phgsinthe Harage me PO REEFf UM a

gat eway caideligsrda@atldRisimaion itered tHerasnitgate with an Internet 20 service
provi der though the npdem and coupled to a first local network to

communf cat e wi fepeibne siggle pens mopssee Eamthe Bderne copnection. dhe gvgatnessegonor k; and

logic to oMb AkS .2 R ERENGHe VPnP et iEE medRdlnE Wit BNt SlHskAiptian the first

request; and

initiate forwarding the received event message to a plurality of UPnP control
points.
15
34, A system comprising:
a modem to at least one of transmit data to and receive data from a
data transmission medium;
a gateway coupled to the modem to communicate with an Internet
20  service provider though the modem and coupled to a first local network to
communicate with one or more UPnP entities in the first local network; and
logic to emulate a presence of at least one remote UPnP entity on the first
network to enable the one or more UPnP entities coupled to the first local
network to communicate with the emulated UPnP entity according to a local

25  address associated with the emulated UPnP entity.

35.  The system of claim 34, wherein the modem is adapted to communicate
with the Internet service provider in a data transmission medium including at least one of
coaxial, twisted wire pair and fiber optic cabling.

30
36.  The system of claim 34, wherein the remote UPnP entity

comprises a UPnP control point.

18
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network to enable the one or nore UPnP entities coupled to the first |ocal
network to communicate with the enulated UPnP entity according to a | ocal

25 address associated with the emulated UPnP entity. 35. The systemof claim
34, wherein the nodemis adapted to conmunicate wth the Internet service
provi der | w@2odai®344r ansm ssi on nedi um i ncl udi ng at | eascTosmogbi2oxo0axi al ,
twsted wire pair and fiber optic cabling. 30 36. The system of cl ai m 34,
wherein the renote UPnP entity conprises a UPnP control point. 18 WO

2004/ 105344 PCT/ US2 04/0120%21 37. The system of claim 21, the system
further conpri¥ing: IeSHHER O clpimy 24 G@Saﬁte@cﬁmwcp@au&s from the Internet

connection Orlglcﬂatrédégze%aéthﬁrb@ E’tf?&mﬂe%teﬂﬁtéﬁnne@e{lﬂ logic to forward the
action request | east one UPnP device 5 coupled to the first network.

19 originating at the UPnP control point; and

logic to forward the action request to at least one UPnP device

5  coupled to the first network.
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