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TI TLE ENTI ON  MOBI LE ELECTRONI C DEVI CE AND
IC CA ,’WMWWWD OF THE | NVENTI ON Thi s i nvention
rel ates e electronic 5 device having plural
types of CcOfiIni cation functions by use of a
plurality of communication systens and, for exanple,
a conposite 1C card (dual intetfaee IC card) having a
contact commruni cation interface to make comrunication
via a termnal which is nmade in physical 10 contact
with an external devildaFamd & HED MINAENTEN

communi cation interface to nake radi o conmuni cation in
a 0B ot [EFCERAN EC v@fi\fﬂ@%ebs@(tb@ naARevi ce. At
present, IC cards are rou divided into contact IC
cards, contact!| esBAFESREY @ ﬁdTEErrH%WEI% 15 cards

accordl ng to jnterfaces to be su orte The. cont act

IC card 13 ant PEGH N whe th-fast@ 2 cBrbhte FheerFakee

havi A ontact t t hat cones |nto h SiC
corl “gﬁce S g %%anf;?t 8t f B PR PR H G sons

transmids and, r;‘?ﬁ?ﬁ %P'@&rﬁﬁ&r‘fﬁéa@f’oﬁ'%t err¥\€1 38, for

t he “‘cont act term na used as the contact ceis

in ohyspcal £admsds W d hrd hes £ont@aed 1 Ir@t‘fé"}f@&e ofctherd)

external device. Further, a contact IC card is
opefatath by ebecict %@ml@mﬂl@ cloekr sagPato make

supplied fromthe external device via the contact 25

i nterdfraceication via a terminal which is made in physical
contact with an external device and a contactless
communication interface to make radio communication in
a contactless state with the external device.

At present, IC cards are roughly divided into
contact IC cards, contactless IC cards and composite IC
cards according to interfaces to be supported.

The contact IC card is an IC card which has a
contact interface having a contact terminal that comes
into physical contact with an external device. A
contact IC card transmits and receives an electrical
signal while the contact terminal used as the contact
interface is in physical contact with the contact
terminal of the external device. Further, a contact IC
card is operated by electric power and a clock signal
supplied from the external device via the contact
interface.

A contactless IC card is an IC card which has a

contactless interface configured by an antenna and
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A contactless IC card is an I C card which has a
contactless interface configured by an antenna and /
INUEEL T, vVEEE v vl vt 1/ 1/ *@0002* f

r 2 - nodul ati on/denodul ation circuit. The contactl ess
IC card perforns comruni cation with an external
device by wuse of radio waves transmtted/received via
the contactless interface.- The contactless IC card 5
recei ves el ectromagnetic waves transmtted fromthe
external device by the antenna and is operated by

el ectuile tponedeavdiud atliook cdirgndlt .geméreatoech Haradrhetsye IC
recei ved radi o waves. The conposite ICcard is an IC
carcd tiaviend opimgr glommu itggdonofv litht enf gedsrnal device by

Particularly, an I C card having a contact interface
aneﬂS@om aaa|dé§s viaESr fté@é‘5|”‘3l tc,tm /&@ R 1 V@ TalV it ace

C card. ;ec a dualf [ nterf (:a[}Sr is I%iscrl
i ncj’f}ﬁac SSagpitir E TRERoKU T
(D%%%H§Q%sl)leé%r rthe&uc %@@%glé%%ﬁlﬁﬁ téql %ﬁlth
proposal enhancgnt € security of con car

ar %xFE(%Q\H qe‘E’jevﬂ:c%r BX AR @ (& GNLAGE slC fnd i ofy i s

forme enhance the security by limting the nurber

of e1RIRGETS I rCammRdS lick KisSgreseddre ritfed Ratom the
Appl n. 20 KOKAI Publication No. H10-69435 ( Docunent

2) redevierser radd ovedaved .descri bed i n Docunent 2 cannot

be applied in its present state to a conposite IC

card. FuUihtehergmposite IC card is an IC card having plural
types of interfaces. Particularly, an IC card having a
contact interface and contactless interface is called a
dual interface IC card. Such a dual interface IC card
is described in Jpn. Pat. Appln. KOKOKU Publication
No. H4-16831 (Document 1).

Further, conventionally, various proposals to
enhance the security of contact IC cards are provided.
For example, a contact IC card which is formed to
enhance the security by limiting the number of
processible commands is disclosed in Jpn. Pat. Appln.
KOKAI Publication No. H10-69435 (Document 2). However,
a method described in Document 2 cannot be applied in
its present state to a composite IC card. Further,
setting contents related to security differ between
contactless IC cards and contact IC cards in many
cases. Therefore, it is difficult to set an optimum

level of security for the respective interfaces of a

composite IC.
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setting contents related to security differ between
contactless I1C cards and contact 1C cards in many 25
cases. Therefore, it is difficult to set an optimm

| evel of security for the respective interfaces of a
conposite IC. - 3 BRIEF SUWARY OF THE | NVENTI ON An
object of this invention is to provide a nobile

el ectroni c device, such as-a conposite |IC card, which
can attain adequate security even if it has 5

conmuni cation functions that utilize a plurality of
comruni cati on syRIBABSUMBARY dADAQTHD ODNEERSperst of this
invention, there is provided a nobile electronic

devi ce @onpriisicigod tpligr dnivieytaoncdmmie Eatdivigie a mobile
sections which perform 10 comuni cations by use of .

di BEBFERPNAENAGHILES | BHChsYSt EnEOMROSFRUALC §Bitem which
smﬁtchigg secti,on which nmakes effective comunication

K .
by “8He? éﬂﬁeaBFGPéFFt§e8Fr158nﬁﬁﬁPcéFiﬁ§ §86tions, a
neggﬁ%uﬂghggigko%ggc%go%gpféatlh%ﬁ '%2 %helﬂgg?§§y8%g

processes 1or a series O commands recel ve

coggHmhg§Egggogeg?gQ@mghich is made effective by the
comuni cation sw tching section, a counter which

counts hheordiber tef cpocepses oferharsmed JRytuss,Ofthere
the commands received froman external device, a

contr prbet dehi ehmper et 8 1the r20 icomBuwiiceatbabrising a

swi tching section to make effective only

coRfriumiéativonfbyomhendomninigc akicng osec wharhwpiec!f olras

recei ved a communi cation start request and resets a
communications by use of different communication
systems, a communication switching section which makes
effective communication by one of the plurality of
communicating sections, a memory which stores an upper
limit of the number of processes for a series of
commands received by one communicating section which is
made effective by the communication switching section,
a counter which counts the number of processes
performed by use of the commands received from an
external device, a controller which permits the
communication switching section to make effective only
communication by the communicating section which has
received a communication start request and resets a
count of the counter when the communication start
request from the external device is received by one of
the communicating sections, a determining section which

determines whether the count of the counter is set to

be not smaller than the upper limit stored in the
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count of the counter when the conmunication start
request fromthe external device is received by one of
25 the communi cating sections, a deternining section
whi ch determ nes whether the count of the counter is
set to be not smaller than the upper limt stored in
the 4 nenory when a command is received by one of the
conmuni cati ng sections which is made effective by the
conmuni cation switching section, a processor which
perfornms a process corresponding to a conmand 5

t r arswirtyt ethefr amdoemaext ersnale ddavieee BNdieees week by

t he conmuni cati ng section which is made effective by

t heocoowmigiacadnicors eswiitootsi mdp isdc tiisomaated & friferaamiert Dyt Hdne
counter when the determning section determ nes that

t hECEBYALL CEt 1ofe Sedthetnémd sestidldner & Hpaie asisess AUpperi cto
limt, and an inhibiting section which inhibits a

pr BEELE Gy 33 PESHPETd e PER Firdmtthe

device f.rom bein r f or ned en, the deteymnin
SeCLRBR ™I ALESr il Wit A E TCqunE S Y Lo 5% PY
no | er .t t per. Ljimt. .15 Accordi t.Q
B A e £ SR e T
an ¢h& %@H%JH¥H§Hde“$#T1éﬁ%ﬂ&xggé%iddﬂgﬂ&“fﬁkf%ments the
plurality of communicating sections which perform
CORIimtCat ivoRs hause tefrrdinfifrey eytct iIGMANHGA Y that
systens, a conmuni cation switching 20 section which
makee efdect iofe th@maduntaid ds Bynadne rofthdrhe gl upaddrt y
of communi cating sections, a nenory which stores an
uppemilt, mandofart Hexhnmttemoofs gqurtdees sesi dhorirdnibits a

process for a command received from the external device
from being performed when the determining section
determines that the count of the counter is not smaller
than the upper limit.

According to another aspect of this invention,
there is provided an IC card comprising an IC module
including a plurality of communicating sections which
perform communications by use of different
communication systems, a communication switching
section which makes effective communication by one of
the plurality of communicating sections, a memory which
stores an upper limit of the number of processes for a
series of commands received by one communicating
section which is made effective by the communication
switching section, a counter which counts the number of
processes performed by use of the commands received

from an external device, a controller which permits the
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series of commands received by one conmmuni cati ng
section which is nade effective by the conmunicati on

25 switching section, a counter which counts the

nunber of processes perforned by use of the commands
received froman external device, a controller which
permts the - 5 communication switching section to
make effective only comumnicaiion by the

comuni cating section which has received a

communi cation start request and resets the count of

t heooouwntier tviloen stvie chamu ecatiioon tst atdkeb afefgueasitve only
fromthe external device is received by one of the
comrImueaciatg osedti ¢ie, camdetrerastiing sedticon wihiath has
det erm nes whet her the count of the counter is set to
berﬁ§€l§ﬁﬁl@eﬂoﬁﬁéﬁuﬁﬁﬁﬂﬂﬁbéﬂqqﬁnﬁe%HQﬁﬁufﬁ41QQﬁ?tS the

nmenor conmand i s received one of, the 10
c ot |c§&nﬁ§ SSEQUNGRE Whieeh Ghe YWHEdtiare S ithe

CorF uestléylSmntcmg%%f%g¥1§%V1 eﬂ?%&ﬁﬁﬁ”é&@&%hone of
rocess correspon O a conman

tr%%mctoﬁx%nflrc%r%@es o\?\%l %e\ﬂecteergx{él HeCeald V&%&y which

t he conmuni cati ng section i'ch i's ffective

15 dehte 1N WGRIHIT W JYuME SECHHRN R ddICHRTRIES to
the counter when the determ ning section determ nes

thate nidte seeUNte roft Hate te@UNIRTer S istiRd |sfotdpnd hee

upper |imt, and an inhibiting section which inhibits

a mEmees svifeor aa coomaend irseaeiosadrdfd dm tdree exdt ertreal

device 20 from being performed when the determ ning

secOmgrnigettemnd Fes tilvars twe cdourt mefde e foounitver bys the

not smaller than the upper Iimt; and an IC card nmain

bo&@mmﬂqﬁqatlon switching section, a processor which
performs a process corresponding to a command
transmitted from the external device and received by
the communicating section which is made effective by
the communication switching section and increments the
counter when the determining section determines that
the count of the counter is smaller than the upper
limit, and an inhibiting section which inhibits a
process for a command received from the external device
from being performed when the determining section
determines that the count of the counter is not smaller
than the upper limit; and an IC card main body which
contains the IC module.

Additional objects and advantages of the invention

will be set forth in the description which follows, and

in part will be obvious from the description, or may be

learned by practice of the invention. The objects and
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this in

fﬂ W ng, £ cf&.rf'ssctit%% %?(g{gy&::toqu dhe sjgera;]cgé%agt Bical‘ns, .

contains the 1 C nodule. Additional objects and

advant ages of the invention 25 will be set forth in
the description which follows, and in part will be
obvi ous fromthe description, or may be |earned by
practice of the invention. The objects and 6

advant ages of the invention nay be realized and
obt ai ned by neans of the instranentalities and

conmbi nations particularly pointed out hereinafter.

BRI EF DESCRI PTI ON OF THE SEVERAL VI EWS OF THE DRAW NG
5 ke aaccoEzamyi roedriawiends orWiiagh ke & dalcasgedraiced
in and constitute a part of the specification,

i | lobstariateel drvbodiamentes afhet he stvertniten, 1 tared taoget her

with the general description given above and the

detcambddaddsersi prEirdr cofl ey @esodiatermys disrei ned] ted, -
10 serve to explain the principles of the invention.
FI GBRTEE QETHOU gt am Show WA he! TUGRT§ bl 48 | G ING

of a cosggfite | C card according to .an enbod&pent cgated
iS5 CTHAEY PR | F A i Syr ai sThetet i CATTYPC

ormatl on stored | a nenor

di ggnamsehemahitaline oW Mg e SRR axamie Qfgdtheer

structure of information stored in the data nenory.
20 At thd senddiagrasadhaimmin ealdan shramengiah the
exanpl e of the structure of information stored in a

RAMetailed description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a block diagram showing the
configuration of a composite IC card according to an
embodiment of this invention.

FIG. 2A is a diagram schematically showing a first
example of the structure of information stored in a
data memory.

FIG. 2B is a diagram schematically showing a
second example of the structure of information stored
in the data memory.

FIG. 3 is a diagram schematically showing an
example of the structure of information stored in a
RAM.

FIG. 4 is a flowchart for illustrating a first
example of the operation.

FIG. 5 is a flowchart for illustrating a second
example of the operation.

FIG. 6 is a flowchart for illustrating a third
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FIG 4 is a flowhart for illustrating a first

exanpl e of the operation. 25 FIG 5 is a flowhart for
illustrating a second exanple of the operation. FIG
6 is a flomhart for illustrating a third - 7 -
exanpl e of the operation. FIG 7 is a flowhart for
illustrating a fourth exanple of the operation. FIG
8 is aflowhart for illustyating a fifth 5 exanple
of the operation. DETAI LED DESCRI PTI ON OF THE

I NVENTI ON There will now be described an enbodi nent of
t hesampl¥enti eRewopBreefienence to the acconpanying
drawings. FIG 1 is a block diagramshow ng the 10
confi gufdGi.on ofs a cdawpopiatre IfCrcdrld watcartdingg at d ctuhre h
enbodi nent of this invention. In the configuration
exanphelehewnthas Fpreratiocan exanple of the
configuration of a dual interface IC card_havin%,a
conmuni ¢ai-off fignét ifdRvcoentador1s Idowhrditdad gn T1fth
function) t uses a contact interface and a

coﬁﬁﬁﬁpéﬁtPEﬁEPSnEPF6ﬁtG88ntactless communi cati on
(uncton) iy 3% 3, 00086L o 0 LR Ao

as an exanpl e a comnmposite

FIG 1, 416 COMRasiE bE el b e é%ha gkﬁh%%xt%f this

connunicate with a.contacy reader/witer aving a
funelbanibe GeRRURKLEAt-enwet B oA te@NtLACLMbEN G RGd drafiRgs .

contactl ess reader/witer 3 having a
FIG. 1 is a block diagram showing the
configuration of a composite IC card according to the

embodiment of this invention.

In the configuration example shown in FIG. 1, an
example of the configuration of a dual interface IC
card having a communication function (contact
communication function) that uses a contact interface
and a communication function (contactless communication
function) that uses a contactless interface is shown as
an example of a composite IC card.

As shown in FIG. 1, the composite IC card 1 is
operated to communicate with a contact reader/writer 2
having a function to communicate with a contact IC
card, or a contactless reader/writer 3 having a
function to communicate with a contactless IC card.

The composite IC card 1 has an IC module 10
contained in a card-like casing (main body) C.

Further, the IC module 10 includes an IC chip 10a,

contact terminal 11 and antenna 12. The IC chip 10a
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function to comuni cate with a contactless |IC card.

The conposite IC card 1 has an I C nodule 10 25
contained in a card-like casing (main body) C

Further, the IC nodule 10 includes an I C chip 10a,
contact termnal 11 and antenna 12. The IC chip 10a 8
and antenna 12 are enbedded in the card-like casing C
The contact termnal 11 is forgred-to be partly exposed
to the surface of the card-like casing C. The IC

nodul e 10 may be configured to include a plurality of

5 bk€@dchinpenib@a.l2Theel EmbkidaetOdn neleudesda 1GRY casing C.
(Central Processing Unit) 101, data nmenory 102, RAM

( RAhdorrAateess themang)l 1103,s ROVimeRedd O wavtnior yxkposed
104, conmunication sw tching section 105, contact
coffunt'€atiuid asec Cifors RO CBOE -dridiec otsded €ss The IC

co ni.cating section 1Q7. The contact termnal 11
anBoCuntadt %aaﬁré?ﬁi CRNIEAGULSESL iten 1NEde deorf iPdure ldty of
coan%%.intgrface 111 to make communi cation (contact
commufti ¢aei Rf'using a conmmunication systemof a

cont act .Th nt. 5 12 nt.act.| ess .
communi 446 g ShaH o 0T Rt S T Eantact dapeessing

inU%EE§CQO&12d%QaU%%%o%@”q@QLP@%NQQRa@%%ﬂ@%%E%%%SMemory)

conmmuni cat i on) usi ng a conmmuni catli on system of a

conbagt Resis (REagabd 1y TheneRY) 101 sconialus ithe 1waol e
conposite I C card. 50 The U 101 realizes various

f usetiitahd ngwisiech iwinl 1 0be cdeseritbednmaingicativig section
executing a control programstored in the ROM 104 or
datl@ omamgr goh@2ctless communicating section 107. The
contact terminal 11 and contact communicating section
106 configure a contact interface 111 to make
communication (contact communication) using a
communication system of a contact IC card. The antenna
12 and contactless communicating section 107 configure
a contactless interface 112 to make communication
(contactless communication) using a communication
system of a contactless IC card.
The CPU 101 controls the whole composite IC card.
The CPU 101 realizes various functions, which will be
described later, by executing a control program stored
in the ROM 104 or data memory 102.
The data memory 102 is configured by a rewritable
nonvolatile memory such as an EEPROM or FRAM. The data
memory 102 is a memory that stores various data items.

The control program is also stored in the data memory

102. The RAM 103 is configured by a volatile memory or
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The data nmenory 102 is configured by a rewitable
nonvol atile nenory such as an EEPROM or FRAM The data
25 nenory 102 is a nenory that stores various data
items. The control programis also stored in the data
menory 102. The RAM 103 is configured by a volatile
menory or - 9 the like. The RAM 102 functions as a
wor ki ng nmenory which tenporard |y stores data. The ROM
104 is configured by a nonvolatile nmenory which is

not rewitable. In the ROM 104, the control data and
5 cant nakepr oghamrexecbted uby ttilbe sCRY k0L ocatke nst arced.ry
The communi cation switching section 105 selects
bethweeh ¢tempemiacatliyos teoirgst ke teont dte iROMerlfldce s111
and communi cation via the contactless interface 112.
Thaenfiiguree byorposnve leCidgr aemory opdcht é¢ not
according to 10 _the communication system sw tched and

selF&¥Eed by et-he 1 nc 6RFURCHatlifdn $Wiet Srintg Ode S@itén 2165,
Th i catl i t chi ' 0 f th
The cqmunicatfon SuLLen 10 seotlon donpertor L
th | egt ' . : | t U
(1o oo sSEe0 Lk grlase Under, somLo i e R0 A0k

CORURICRL I-OMmeW:i GRI1RG $8GH iteR LR a3 raqHed RY 1t1he ang
CPU 101. The communi cation switching section 105

SURRhing$ iaa%iignal izeeeiev @dnty dthe seonthaelr flatteerifiace That
111 and a signal received by the contactless
i ntier,f ate rb2p2Gite trlde GRPH 10l.s Bhusatiehe acedriihg to
sets effectiveness or ineffectiveness of the
i nttéwef @oemublitatliv? wivtsh err especthetdo anlde sedmmiicc &yl dine
swi tching section 105.

communication switching section 105.

The communication switching section 105 performs
the control operation to make effective communication
by the selected interface under control of the CPU 101.
Further, the state (setting contents) of the
communication switching section 105 is acquired by the
CPU 101. The communication switching section 105
supplies a signal received by the contact interface 111
and a signal received by the contactless interface 112
to the CPU 101. Thus, the CPU 101 sets effectiveness
or ineffectiveness of the interfaces 111, 112 with
respect to the communication switching section 105.

For example, when a communication start request is
received by the contact interface 111 in the standby
state, the communication switching section 105 makes

communication by the contact interface 111 effective

and makes communication by the contactless interface
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For exanple, when a conmunication start request is
recei ved by the contact interface 111 in the standby
25 state, the conmunication switching section 105
makes communi cati on by the contact interface 111
effective and makes commruni cation by the contactl ess
interface - 10 112 ineffective. In this case, the
comuni cation swtching section 105 keeps

communi cation by the contactless conmunication
ineffective until comunication by the contact
commaniaatfifentiseendad. thibuchber,, tWeeroammunication
comuni cation start request is received by the
coavatthess satré&ibace 0d1Rkeepst bersuandby ishabey, thiehe
conmuni cation swi tching section 105 makes
CORRTIRAEALEER ByTIhelcahtiact Lass fiertdvrase@til2
effecti ve and makes comuni cation by the contact 10

b
i nCEFFHEE R 11O el EEEI GO TPR Tt FPETPAS&2 Hipg 1S ended.

co nicati on swi_tching secti.on 105 keeps . .
CommnArEhri STy EREARERERLE Chommiicc ARt Ls received

et f ect o rast. s |
LQS gﬁ%g%?SEBFE1eg%gggﬂgkg%%ﬁoﬁ1@y1% € \eORLAGHESS tate,

e conmuni cati on

swkhehi-Bamsee then oh03wgaRnTRKe scefifiest i1ve aR&es
comruni cati on system selected fromnot only the

copphmueatiaen onnber taeesobtt callee svaniteutTace 112
conmuni cati on protocols (comruni cati on systens). For
exeaffpket izentact hess sl Cogands ciaidlond & yc ¢imeumiopdtican 20
prot ocol s (communi cati on systens) of type A and type
B, ingpadificed ldcéoedifeg tiget-he INnttéigaciagsal tSeandar d

Specification such as | SO |ECL4443.. Therefore, when _
communication switching section 105 keeps communication

by the contact communication ineffective until
communication by the contactless communication 1is
ended.

The communication switching section 105 can make
effective one communication system selected from not
only the communication interfaces but also various
communication protocols (communication systems). For
example, contactless IC cards include communication
protocols (communication systems) of type A and type B,
specified according to the International Standard
Specification such as ISO/IEC14443. Therefore, when
the composite IC card supports a plurality of
communication systems via one interface, the
communication switching section 105 can switch not only
the communication interfaces but also communication

systems. For example, in a composite IC card which
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the conposite 1 C card supports a plurality of

communi cation systens via one interface, the 25

comuni cation switching section 105 can switch not

only the comunication interfaces but also

communi cation systens. For exanple, in a conposite IC
card which - 11 supports type A and type B as the

communi cation systenms of theigontactl ess

communi cation, type A (or type B) can be nade

effective via the contactless interface and the other
Cormppiotats aypey gt emsl edipdbae mdae e iRehfiettdaMe.onThe/ stems
contact comruni cating section 106 conmuni cates wth

t he fc ameactontarad Lesad eofurtiera t2 on,a type ¢ontactt ype B)
termnal 11. That is, the contact conmunicating

se€ginovel 06 dse rcffderd itvise véamhlng catntere tdersts dintkEx face and
operation during contact conmunication. Further, the

c ot &c P LEGHMAIIMERNLFG td et iSvis LEUB i e it iMgweed by a
connu%icatLon control circuit, for exanple. As

ded@Fi'i€4 td6ve, the contact terminal 11 and contact
communi Cﬁ\tel Q:g)nsceaccttl %f%ngm%ﬁnf,?_crfec 'Cn?%r:rb slencq:diot 0 l%ﬁfegcgn%uenicates

the 15 contact interface R permts

CONRQeS i@ e Contald tc%r?f’%re%t(ﬁr%r‘it%qna%yial CredGntact

The cont act| es_s conmmuni cat | ng sect1 on . .
corpaRiigaties 1W t Irhizhe ieontaet | JeadeyriHitelt ihigvi a

the antenna 12. That is, the contactless conmunicating

20 ssedtiioon 1067 peetffoatiss tthike commuuniiceatiicon centdodl

operation during contactless communi cati on. The

comPREEteDn comhmy caniteg ts ecmmom 1@ o .corffurgivesd hhe
contact communicating section 106 is configured by a
communication control circuit, for example. As
described above, the contact terminal 11 and contact
communicating section 106 are combined to configure the
contact interface 111 which permits the composite IC
card to operate as a contact IC card.

The contactless communicating section 107
communicates with the contactless reader/writer 3 via
the antenna 12. That is, the contactless communicating
section 107 performs the communication control
operation during contactless communication. The
contactless communicating section 107 is configured by
a modulation/demodulation circuit which modulates or
demodulates data transmitted or received as radio waves
via the antenna 12, for example. As described above,

the contact antenna 12 and contactless communicating

section 107 are combined to configure the contactless
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a nodul ati on/ denodul ation circuit which nodul ates or
denodul ates data transmtted or received as radio

waves 25 via the antenna 12, for exanple. As descri bed
above, the contact antenna 12 and contactl! ess

conmuni cating section 107 are conbined to configure

the contactless 12 interface 112 which permts the
conposite IC card to operatelas a contactless IC

card. Next, information stored in the data nenory 102

is explained. 5 FIG 2A is a diagramschematically
shawitreg fade a2 wexanplpe rafi ttdhe st ratetpassi tof IC card to
information stored in the data nmenory 102. FIG 2B is

a orggram schemaandaldtylesshowi mpa .second exanpl e of

the structure of information stored in the data .
merory NEXE 10040 HHE Otarfiler st ithet st rdptareestionnl 02 is

in Fl 2A,  nmenory areas 201 and 202 are provided in
t hE*Fatd"Stenory 102. The nenory area 201 is an area

|0, ol d o bhper UL, o OGBS, Of BOSESSCE oot
devj ' t ... That_ i i.nf tJ. t i,
OoY S 15 B S Thald vy ALTELON AL U o

nupker; Afemddoc@sses sy chcan be &%Jﬁm%%@daeéizéoégqy

conposite IC” card is activated. The nenory area

| S sADWAMRA d e dMHL Rt QU fdatre ideR-tatherod han t he
upper limt of 20 the nunber of processes are stored.

The nferrotat iarea t 2@t 1i$ aheards Sspesidiyed dry. an

address, for exanple. Further, the upper limt of the

nunber ofn griocessaple of the structure shown in FIG. 2A,
memory areas 201 and 202 are provided in the data
memory 102. The memory area 201 is an area in which
the upper limit of the number of processes for a series
of commands supplied from the external device is
stored. That is, information stored in the memory area
201 indicates the upper limit of the number of
processes which can be performed after the composite IC
card is activated. The memory area 202 is an area in
which various data items other than the upper limit of
the number of processes are stored. The memory area
201 is an area specified by an address, for example.
Further, the upper limit of the number of processes
stored in the memory area 201 can be updated according
to a specified command, for example.

In the example of the structure shown in FIG. 2B,

the data memory 102 has a memory area (first memory)

301, memory area (second memory) 302 and memory



stored in the nmenory area 201 can be updated according
to a specified conmmand, for exanple. 25 In the exanple
of the structure shown in FIG 2B, the data nenory
102 has a nenory area (first nenory) 301, nenory area
(second nenory) 302 and nmenory 13 area 303. The
menory area 301 is an area in which the upper limt
of the nunmber of processes-fot3conAtact comunication
Is stored. That is, the nenory area 301 5 is an area
in which the upper Iimt of the nunber of processes
whiachacafA3be perfornmed during a process of
communi cation by use of a contact interface (the upper
limt offhehacngmyerreh pldcasses Rgeacdnt adtich the upper
conmuni cation) is stored. In the exanple shown in 10
Flé%mEB Of15h6|§U§P8Fe8f|ﬁrpﬁ§8ﬁ§ﬁoﬁ9raﬁéétéef as the
er limt of the nunber of grocesses for contact

PRAEPEACPTHE GPBEFCHi nTha0f ‘ohe CHENBERGH area 301
pfegegﬁegreg [ 56OPLagh RISl hon, St ared kN (iBey oo

menory nforna nin |cat|ng

l'BEBC@ESEQeWHQGReEanb@r8%?§%% e@oﬁu§1§%r|e§rgEess of

commands given fromthe external device. "For exanpl e,

t heoRROBL Y8688 B 1ub§ af areanspeei finedrbycan @ddre
or the like. Further, the upper limt of the nunber 0

pracessesff ahecanimdetr edanpubiceatiesn fetroredtiaatt he 20

menory area 301 can be updated according to a

specifibed catopmands Sopredanplle. tTkeemamply ahean302

is an area in which the upper
FIG. 2B, "15” is stored in the memory area 301 as the
upper limit of the number of processes for contact
communication. The upper limit of the number of
processes for contact communication stored in the
memory area 301 is information indicating the upper
limit of the number of processes for a series of
commands given from the external device. For example,
the memory area 301 is an area specified by an address
or the like. Further, the upper limit of the number of
processes for contact communication stored in the
memory area 301 can be updated according to a specified
command, for example.

The memory area 302 is an area in which the upper
limit of the number of processes for contactless
communication is stored. That is, the memory area 302
is an area in which the upper limit of the number of

processes which can be performed in a process of

communication by use of a contactless interface (the
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[imt of the nunmber of processes for contactless

communi cation is stored. That is, the nenory area 302

25 is an area in which the upper Iimt of the nunber

of processes which can be performed in a process of
conmuni cation by use of a contactless interface (the -
14 upper limt of the nunber of processes for
contactl ess comunication) is$4stored. In the exanple
shown in FIG 2B, "4" is stored in the nenory area

302 as the wupper limt of the nunber of processes for
conbaell 8S5%i COMMRI GRNREY. oEN@ iRRYsdd Mdr Aordth&tless
nunber of processes for contactless comrunication

St aoathuini clalte onersr s tarea .302 i & Henfesramatlicorshown in

i ndicating the upper Ilimt of the nunber of processes

f oF I& .s@Bi,es 46f iSC@mmmadis igi vére freommhe redat etlifalas the
devi ce. For exa 10 the nenory area 302 is an area
spe&@irkirted 1By tar ad&%@é@mméﬂ‘Fﬁeﬂﬁq&§S$Qﬁtﬂ%ﬁ Caf@ctless
upper limt of the nunber of rocesse for

comtPHEH eSS ééﬁhunléﬁtH&P%ﬁ(ﬁ%ﬂi ﬁ%ﬁ%%?féﬁ%a

302 can be uggated ccQl |@g to a SQEﬁJfled nd

Proc ion store in 'the
fo exa e msm)r area IS an area I n

Whh%ﬂm PR %@2 1@@@ éH%dﬂﬁ%%hlﬂdalcd%ﬁ.ép%H@“ﬁﬁﬂér

of proc sses for contact communication and the upper
I'i mitqi0f dhe Haumhedbe Ofc PrAcRESES § Ao LANtRGlBSS £

comuni cation is stored. Next, information stored in

t he dAMNLG3 gi2n ¥ rexplaianedit Hrfal Ieschanat ikl lakample,

shows the structure of information stored in the RAM

103 he memory area 302 is an area specified by an address
or the like. Further, the upper limit of the number of
processes for contactless communication stored in the
memory area 302 can be updated according to a specified
command, for example.

The memory area 303 is an area in which data other
than the upper limit of the number of processes for
contact communication and the upper limit of the number
of processes for contactless communication is stored.

Next, information stored in the RAM 103
is explained.

FIG. 3 schematically shows the structure of
information stored in the RAM 103.

In the RAM 103, a counter 401 and data storage
area 402 are provided. The counter 401 is a counter
which counts the number of processes performed

according to a command received from the external

device. The counter 401 is reset (or provided on the
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In the RAM 103, a counter 401 and data storage area
402 are provided. The counter 401 is a counter 25
whi ch counts the nunber of processes perforned
according to a command received fromthe externa
device. The counter 401 is reset (or provided on the -
15 RAM 103) each tinme the conposite ICcard 1 is
activated. The counter 401-islpeset to an initial
val ue (for exanple, "0") and incremented each tinme a
command is received fromthe external device. The 5
counM 0D3hheacauntiee 40% cempoerierentCedairdr asgecti ve
of a communication interface (comunication system
eaehtivimeda cOmeandunseredilved fresmtt he ext émdalial
device. That is, when a comunication start request is
r eveilved (fogmerhardey er' R4l dedi deovienea tesr raich fome a
conmuni cation system an initial value "0" is set in
t heoBBaRter SAGECCENER thirRB &hComrdid s [F6¢diSFed fi6m
t he external device duri conmuni cati on by the .
coﬁﬁHHFcQ@i5ﬁes§§PQﬁFEoﬁ%gaéﬁ ﬁpﬁgepﬁg%ﬁgo§é§§%9§Ctlve of
perfarned),. the count of: the r. . 1.8 d
DS Tk st g od g Pdiing Bl gt e e
eXaNRlLa cohmandh8setR iR LBUEDhe NeXlordde device.
operation of the conposite IC card with the above
confi gurddwon 4,5 Wy & nethndliGSt bt Gth @ erequest is
flowcharts for illustrating first 20 to fifth
exarpuledsreaf firtven aper atxitenrrefl tdwer icEnpPosi tee de@tadar d.
First, the first operation exanple is explai ned.
communication system, an initial value “0” is set in

the counter 401. Each time a command is received from
the external device during communication by the
communication system (or each time the process is
performed), the count of the counter 401 is updated to
a value obtained by adding a preset value (for example,
“1”) thereto (incremented).

Next, the operation of the composite IC card with
the above configuration is explained.

FIGS. 4 to 8 are flowcharts for illustrating first
to fifth examples of the operation of the composite IC
card.

First, the first operation example is explained.

FIG. 4 is a flowchart for illustrating the first
example of the operation of the composite IC card 1.

In the first operation example, it is supposed that the
upper limit of the number of processes is stored in the

data memory 102 as shown in FIG. 2A.
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FIG 4 is a flowhart for illustrating the first
exanpl e of the operation of the conposite I1C card 1.

25 In the first operation exanple, it is supposed that
the wupper limt of the nunber of processes is stored
in the data nmenory 102 as shown in FIG 2A. - 16
First, when electric power is supplied together wth
a comuni cation start request 16romthe external

device (contact reader/witer 2 or contactless
reader/witer 3) in the standby state, the respective
5 secti angsaf, twherce@ipesitie Ifowear d careigdtiadtedie thter
this time, the CPU 101 detects whether an interface
whiwglihhas cosoeinied ttilbe cdmminireatuiest dtramt thequedternal
from the external device is a contact interface or
coREddClee IS NEETS deadest/ e i%lor, ANpen aod apg- less
conmunj cat i on SMAtchlng'sectlon 105 sets not only the

.ntr@rarﬂ&ééwrdrteéor%%umnc ticors IR 4 atise é&\’ﬁnﬁﬁs&ﬁqtdﬁ’
t t t t he CPU 1
b O R Rt et s s oy AR - At
'«‘Eg%' %%4 t%t afctpur %‘ie%te 9 Lhe gxdernal; devi f%ece

exa nﬁl conmuni cation start request

r eGelived i rtet&%ﬁ}%%t th'lte (e glcakl.or he LRV rjéQ]:ldest from

determ nes that the conmmunication start request

r eq@jeved ot ke Gort act d iierdface ihracting ax t he
external device via the contact interface 111. 20

Furddieractieers rieceinfatg t (e egormmni catheon tdtear t

request via the antenna 12, the CPU 101 determ nes

t hatontnhven 1 cedmmumiseattiadn rst arectriequedtd s treegwitvedh Ifyr drhe

theinterface for communication but also the communication
system (communication protocol), the CPU 101 determines
the communication system based on the communication
start request from the external device.

For example, when a communication start request is

received via the contact terminal 11, the CPU 101
determines that the communication start request is
received from the contact interface 2 acting as the
external device via the contact interface 111.
Further, when receiving the communication start request
via the antenna 12, the CPU 101 determines that the
communication start request is received from the
contactless interface 3 acting as the external device
via the contactless interface 112.

Upon detecting the interface that has received the

communication start request, the CPU 101 sets the

communication switching section 105 to make effective
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contactless interface 3 acting as the external device
via the contactless interface 112. 25 Upon detecting

the interface that has received the conmunication

start request, the CPU 101 sets the comrunication
switching section 105 to nake effective 17

communi cation via the interface which has received the
communi cation start request, and Amke conmuni cation by
the other interfaces ineffective (step S2). The CPU

101 thus sets the conmunication switching section 105

5 andpuat chhéosanmgat the, inesettacehehdounhers 4@teived the
provided on the RAM 103 (or sets the counter 401 on

t heoRANN108F 1oiisBEprE3yearasthi endagekei comgugdpgpssen by
that the count of the reset counter is "Q", for

exhffl ether, ipferhpsest aheffgcésmandtePnstr uct T6F) CEY
10_recejved fromthe exterior (card reader/witer 2 qr

3) LOFStBESSART ot HACCROMTOT LEPESONdGHET S WRELHED gP®
not thgtc% nt _of the _counter 40%h23 not . snal

r th
th%ndUpper an?mgftﬁﬁg’nﬁﬁﬁngo pr88§§§§§ épgrgéogﬁded

ggspf@ﬁgvhxmaﬁ%% 201 géxgh%ﬁgakau%%%grxo%oén(%k%p§%@-1o3>

It is determned in the above determ nation

st gRckhaksthe gountiaf tLhe, counter s4@}oseds Mlalter Hehadunt
the upper Iimt of the nunber of processes ("YES' in
thefrstep Bskett heuePYrl@t iMocrement exbh@lequnt er 401

(step S6). After increnenting the counter 401, the CPU
20 101 pger,f amnghtilse spraoesss foaomntamel r(@oeitved: tdemuands
(step S7). The process for the received command is
r egleiczéd edby resusingg exterdPY 1CE rido rerclegy/e rtiffer 2 or 3)
control program . .
(step S4), the CPU 101 first determines whether or not
the count of the counter 401 is not smaller than the
upper limit of the number of processes stored in the
memory area 201 of the data memory 102 (step S5).

If it is determined in the above determination
step that the count of the counter 401 is smaller than
the upper limit of the number of processes (“YES” in
the step S5), the CPU 101 increments the counter 401
(step S6). After incrementing the counter 401, the CPU
101 performs the process for the received command (step
S7). The process for the received command is realized
by causing the CPU 101 to execute the control program
corresponding to the command and stored in the ROM 104
or the like. That 1is, the CPU 101 functions as a
processor which performs the process for the command.

When the process for the received command is

performed, the CPU 101 creates response data indicating
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corresponding to the command and stored in the ROM 104
or the like. That is, the CPU 101 functions as a 25
processor which perforns the process for the command.
When the process for the received conmand is

performed, the CPU 101 creates response data

indicating 18 the result of the process (step S8).

The response data contains daga iLndicating that the
process relating to the conmmand was correctly

term nated or erroneously termnated, for exanple.

Af tee eeeatitngrt haer pspense Fsda asat)he €RY @Lponse data
transmts the response data to t ext ernal device
(capdtaeadedBMﬂluedlaaonna)taetlmgea@raceseceeﬂemgng to
source of the command via the interface set by the
coRfrtEnFeRIRDA At chirngcséct tenmiostest ey 83yonthasly
process of the steps S4 to S9 is a process for 10
coﬁﬁﬁﬁd§a§§aueﬁPFaPF?mPé€e|véétﬁFoﬁF?ﬁél@ﬁtéPﬁaKesponse

d wh h f h S9
CoHnfar ohne: FE0EDt BT SParar Be P ho TprERse £6 BnastEs
L t L
eﬁggéﬁgﬁsdgvgggeggggg p%8%EQQW%l%ﬁenE?%é gsog%%ln as a

conman rom-t terna evi ce Cess for

15 acseniag eeugem@d%heeegmﬁquf Lo Lhe %tc% %'ce set
device istermnated, the term nates
CoByuRheatbAMuNREAEESSH éalﬁ@hhﬁg @Ec@ﬁ@%ei@%s)stth9

the external device. it is determined in the step

S5 t hat Thiee peoudrtss 20 mhethee@@umMemo4@B 1i$ eqyalode@s for
or larger than the upper Ilimt of the nunber of

pr coemseds( sRQuenhitheystrepesspd ftrbe CRE &@Ieirmhilbits

the process for the received
device. Therefore, when the process of the step S9 is
completed, the CPU 101 returns the process to the step
S4 and sets a reception waiting state for the next
command from the external device. When the process for
a series of commands received from the external device
is terminated, the CPU 101 terminates the communication
process (a series of processes) with the external
device.

If it is determined in the step S5 that the count
of the counter 401 is equal to or larger than the upper
limit of the number of processes (“NO” in the step S$5),
the CPU 101 inhibits the process for the received
command from being performed (step S10). In this case,
the CPU 101 creates response data indicating the
inhibition state of usage (or that the number of

processes 1s exceeded) without performing the process

for the received command (step S11). After creating
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command from being perforned (step S10). In this case,
the CPU 101 creates response data indicating the 25
inhibition state of usage (or that the nunber of
processes i s exceeded) w thout perform ng the process
for the received conmand (step S11). After creating 19
the response data indicating the inhibition state of
usage, the CPU 101 transmts the response data to the
external device acting as the transm ssion source of
the conmmand (step S9) and returns the process to the 5
St epeS4estbeacef anea theiCBYik0lrok tih@iearposi seake of
card in which the count of the counter 401 becones
equakgkeo ohel aPged Ofthamanhkaeiuppehel irrisponsansits to the
(responds) the response data indicating the usage

i NBKBPENERA dratect cthaderteithal tdavisee swithogourge of

perform ng the process for the command received from
théhéXFQWWéPddéﬁﬁéé SPn Pﬁ@ &BGVETFi F8€ BperatiSok© the

th t 401 t
oL s 0r Taeag offan then g le a0 B ErbeRitpo £
dogg raoanp% %ﬁmeh'a,e é%nef %%e%%ef %um% " GG8 %%%omtes

where the co

th%q%@an%fo%olaQ%%Q”%%a%QQﬁ% u glelh%ﬁge&r%%%%lE%e
upper limt, the process for the comand fromthe

ext@@@@bndevl@@eliesgbmebtadt%rqmubebmgn@ekh@rm&@gbn
the conposite I1C card until the 20 counter 401 is
resehibAs ianr esulte, tevehel pxttlkenadonposicee wlii€Cheoartd, an
i ncorrect nunber of processes can be inhibited form
berg fparfioomed card ocke ssdour ithy command received from

the external device.

In the above first operation example, when the
count of the counter 401 is set equal to or larger than
the upper limit, the CPU 101 does not perform the
process for the received command. In other words, in a
case where the count of the counter 401 becomes equal
to or larger than the upper 1limit, the process for the
command from the external device is inhibited from
being performed in the composite IC card until the
counter 401 is reset. As a result, even in the
composite IC card, an incorrect number of processes can
be inhibited form being performed and the security
setting can be made based on the number of processes.

Next, the second operation example is explained.

FIG. 5 is a flowchart for illustrating the second
example of the operation of the composite IC card 1.

In the second operation example, it is supposed that
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setting can be nmade based on the nunber of processes.
Next, the second operation exanple is explained. 25
FIG 5is a flowhart for illustrating the second
exanpl e of the operation of the conposite IC card 1.

In the second operation exanple, it is supposed that

20 the upper limt of the nunber of processes is
stored in the data menory-1020as-shown in FIG 2A
Further, in the second operation exanple shown in

FIG 5, the process of the steps Si to S11 is the
salrBeaspbhat 1amis tlfe thier stimbper atfi eroexaplse isheworieat in
FIG 4. Therefore, a detailed explanation of the
opéhat dehaofiemphiy éﬂép@ssxhpwnsin &9 Gt-hé@Asecdiwdther, in
operatlon exanple is omtted. As shown in FIG 5, in

t hEhgeE6RENEPEPEERER OTO c&RAREEe SAMEN e ddiGyi By & he
connunlcatlon itart request fromthe external device,

thBréﬁﬂst? LhéPForhEPehe ! ﬁPoééésléftpﬁeS§F§p§SSfWﬁ§ of

th f th t |
nbUR° ERCeF G SREh Frome foterBa i he drap S5

th%ke&@%o?gun% d%?aQEe%h% %gggg%ﬁoﬁo%fl%h%mage%%t&%%nof

the upper Ti'm rocesses

th%hgeggéﬁsa%qat%o%llogstQ%edgg%o%%ngﬁﬁr%qg Qt%Q%ﬂﬁ%e is
when it is determned that a process for a received

coarmandegs perfornmed) ("YES' in the step S5), the CPU

101 determ nes whether 20 or not the received comrand

IS a comzamthomn dm cawsesd, time thunbercoofd prrecessies t o

be counted (step S21). Information indicating

copmames et owbencogedd ing a communication start request
from the external device, the CPU 101 performs the
process of the steps S1 to S5, as in the case of the
first operation example shown in FIG. 4.

When it is detected in the step S5 that the count
of the counter 401 is smaller than the upper limit of
the number of processes stored in the memory area 201
of the data memory 102 (that is, when it is determined
that a process for a received command is performed)
("YES” in the step S$5), the CPU 101 determines whether
or not the received command is a command which causes
the number of processes to be counted (step S21).

Information indicating commands to be counted is
stored in the data memory 102, for example. 1In this
case, the CPU 201 determines whether or not the
received command is a command which is stored in the

data memory 102 and is to be counted. Further,

information indicating commands to be counted can be
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stored in the data nmenory 102, for exanple. In this
case, the CPU 201 determ nes whether or not the 25

recei ved conmand is a conmmand which is stored in the
data nenory 102 and is to be counted. Further,

i nformati on indicating commands to be counted can be

21 - stored in the RAM 104. Wen it is determned in

t he above determ nation step2that the received

command is a command whi ch causes the nunber of
processes to be counted ("YES' in 5 the step S21), the
CPYtb@&d nor ementreM H@4counter 401 (step S6). Wen it
is determ ned that the received command is not a
conmmand Whisinc i tc diups el telrenimarhem dfhepradress ele termipmtion
counted ("NO' in the step S21), the CPU 101 junps 10

1

t hétePes 86 &G ddraives REMEINGLésSs & CAWS st ¢ ish

That is, when the received command is not a copmand. ., .
WhicEH SE5usdS CHEDRENdr P&P%ﬁ&@és&@s?}% et tled,=S" 1n

|1 T SO i RQFomBNt 4G LRSI SE e s 102

th r.gcess for the received command (step S7).
Afsgﬁéggégﬁfing the command in the step S7, the CPU

101 per figid itthe PrRaessiHfed Rt ate B AN P, cAfnand is
in the first operation exanple shown in FIG 4.

Fumidters, cdriand whs deterdded Han st ef Shrddwmisddeo
20 count of the counter 401 is not snaller than the

upper cdunted h®“CRU 10k perdfoorassl )t,hehpr aidssl Of Jtuwgs

steps 510, Sl11 and S9, as in the first operation

exams etep S6 and advances the process to the step S7.
That is, when the received command is not a command

which causes the number of processes to be counted, the
CPU 101 maintains the count of the counter 401 as it is
(without incrementing the count) and performs the
process for the received command (step S7).

After executing the command in the step S7, the
CPU 101 performs the process of the steps S8 and S9, as
in the first operation example shown in FIG. 4.
Further, when it is determined in the step S5 that the
count of the counter 401 is not smallér than the upper
limit, the CPU 101 performs the process of the steps
S10, S11 and S9, as in the first operation example
shown in FIG. 4.

As described above, in the second operation
example, only the number of processes for a specified
command 1s counted in addition to the process explained

in the first operation example. Thus, according to the
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shown in FIG 4. As described above, in the second
operation 25 exanple, only the nunber of processes for

a specified comand is counted in addition to the
process explained in the first operation exanple.

Thus, according to the 22 second operation exanpl e,

the nunber of processes for a specified command can

be limted and efficient securkty- can be realized.

Next, a third operation exanple is explained. 5 FIG 6

is a flowmhart for illustrating the third exanple of

t heeopedabpenaof ohhexanppesi teel Gucaed df bmotkesebi fdr a
operation exanple, it is supposed that the upper

| i mpesidtedheonmaber cefi peodéndésdapadsediegipnt sheurity
data nmenory 102 for the respective interfaces 111, 10
1192BsP8hoRAliLReAI G 2B. Further inthe third

t h Fl G t f ot
Ueps. SHErESL T4 PnBPeans &0 FRATRIE Lo PpeLned”
operati ex%ngle S%quch%rtlgbr 1lEh%%%%% qhe thlrd

detaile explanatlo thé process of the ste s S

15e§é9nplle b'@e th@ bgecse%rl%l eF eXaMRlgpls e tﬂce@ardAa
shown ' n 6, the third operation exanple,

fe@ﬁlYh@gtﬂ1§@ﬂ656k§@hbane&%&bﬂeEGQQeih sh@@@@bﬂethat the
external device, the CPU 101 perfornms the process of

t happkeps ifli tand £S2heasiumbetrhe £f plrsice2@ eapearnat isawred in

exanpl e shown in FIG 4. Wen a conmmuni cabl e

i nteef deé a( oemegymifiZe dbiron hey seswe dtd veeti nipe riflpges 111,

pr?%%SZSogh%u% 3%6%122 ZEhe %ﬁgtﬁgﬁ,d?%ekmgniilig
operation example shown in FIG. 6, the process of the
steps S1 to S11 is the same as that of the first
operation example shown in FIG. 4. Therefore, a
detailed explanation of the process of the steps Sl to
S11 in the third operation example is omitted.

As shown in FIG. 6, in the third operation
example, when receiving a communication start request
from the external device, the CPU 101 performs the
process of the steps S1 and S2, as in the first
operation example shown in FIG. 4. When a communicable
interface (or communication system) is set by the
process of the step S2, the CPU 101 determines an
interface (or communication system) which is made
effective by recognizing the setting contents of the
communication switching section 105 (step S31).

If it is determined in the above determination

step that communication by the contact interface 111 is
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interface (or communication systen) which is nmade
effective by recognizing the setting contents of the

25 conmuni cation switching section 105 (step S31). |If

it is determned in the above determ nation step that
communi cation by the contact interface 111 is - 23

made effective, the CPU 101 acquires the upper limt

of the nunber of processes fpy contact communi cation
from the nmenory area 301 in the data nmenory 102 (step
S32). In this case, the value stored in the nenory
aread80drbetsivspdens the uppeichimrtsoththeppurbeimet of
processes in the succeeding process (steps S3 to

Slihe hfimberi sfderecasned tbat contmuni caminanibytibe from
contactless interface 112 is made effective, the CPU
10thacgaineey theaupPeérihi bhe déteheemanmpel 08f (step S32).
processes 10 for contactless communication fromthe
mehBr yhafeqass36z tha vhéudathorefviy 102 (SMepysasya PAL
this case, the value stored in the nenory area 302 is
ustd HEefhas EBBePPPFﬁ1%lBFttﬁ§ HDﬁbEPmBFer5c8§§8§SFﬁS

d t S | Wh th

bR ST 65T f ReSnERBEF Sof | BF 5680 8as OB dspondi ng.
h f

to the gt g %gedé%rﬁ%ggug:cﬁggseemmmatl MG e

effective in the step I's acquire e CPU

10dopentenesst hetprosess10b themstiepsr83ct9vsY, thasco
the case of the first operation exanple shown in 20

FI @14achnitbssthaseppthel CRUL 10T datennimbes bl phecesses
step S5 whether the count of the counter 401 is not
smibkecothantihesuppemuhiphtioh themntihbemewbry area 302
processes
in the data memory 102 (step S33). In this case, the
value stored in the memory area 302 1s used as the
upper limit of the number of processes in the
succeeding process (steps S3 to S11).

When the upper limit of the number of processes
corresponding to the interface for communication which
is made effective in the step S$32 or S33 is acquired,
the CPU 101 performs the process of the steps S3 to S9,
as in the case of the first operation example shown in
FIG. 4. In this case, the CPU 101 determines in the
step S5 whether the count of the counter 401 is not
smaller than the upper limit of the number of processes
acquired in the step S32 or S33.

As described above, in the third operation
example, in addition to the first operation example,

whether the received command is executed or not 1is

determined according to whether or not the count of the
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acquired in the step S32 or S33. As described above,
in the third operation 25 exanple, in addition to the
first operation exanple, whether the received comand
is executed or not is determ ned according to whether
or not the count of the 24 counter becones equal to
or larger than the upper |imt of the nunber of
processes for the conmunicatipn interface (or
comuni cation system), which is effective. 5 Thus,
according to the third operation exanple, the nunber
of cpuaeesspschreseaghatorBuUBi-CakirgB knbarka@eubgér limit
comuni cation system) can be limted. As a resu
seoftir thy eombesponidprgckestbe foharaet ebmsiung caafio@ach
communi cation interface can be realized. 10 In the
t hintdeoperat ilom examphecaonby shetrmirbewhdfh psocesses
for a specified command may be counted by conbining
theffRFEdVveperati on exanple with the second operation
exanpl e. Thus, efficient security corresponding to
the char&efer PSCPEG dedeh T8 6@&ﬁﬂnP@§F@6ﬁqnn@é@W@é§'
urth Q eration.exanple is

cxblS RUEBerTRS PSSFFRSSBe?% xgﬁﬁwnlga qon”
op%@g 90cXaIPLe ot aoing ggt cess 9f URAaLLg s

he upper limt o e nu cesses

fOHVEQS%Qtopgééth@yGKQQEE oh@gnarQ%e§%eth%9g@E%@gstlc
the upper limt of "the nunger of "processes is

pepfoeaed EBmmASPARSEBNOAhYck@adB RHAbENGekNSEEWCT I ON
recei ved by
In the third operation example, only the number of
processes for a specified command may be counted by
combining the third operation example with the second
operation example. Thus, efficient security
corresponding to the characteristic of each
communication interface can be realized.
Next, a fourth operation example is explained.
The fourth operation example is an operation
example containing the process of updating the upper
limit of the number of processes. In the fourth
operation example, the process of updating the upper
limit of the number of processes is performed in
response only to an updating instruction received by
communication by use of the interface (communication
system) corresponding to the upper limit of the number
of processes. In this case, in the fourth operation

example, a case wherein the process of updating the

upper limit of the number of processes is performed in



10

15

20

25

conmuni cation by use of the interface (conmmunication
systen) corresponding to the upper limt of the nunber
25 of processes. In this case, in the fourth operation
exanpl e, a case wherein the process of updating the
upper limt of the nunber of processes is perfornmed in
25 conbination with the third operation exanple is
expl ai ned. The updati ng prece3s of the upper limt of

t he nunber of processes explained in the fourth
operati on exanple can be perforned in conbination wth

5 thebfinastpnsedcohdtardthhirdd cpperatiioon eexappleess Fl G

7 is a flowhart for illustrating the fourth
operatboncexanphe obdehéngoppositse b€ ¢dwed ubpeln ltipagt of
fourth operation exanple, it is supposed that the

uppEf NHMRPEs Céf PERECHERBeF*Bf 2pn6Cedded Ngr d C8Edied in
the 10 data nmenory 102 for the respective interfaces .
112Pe123108s *$RBRI Si R2RI %e PBIIREPERer D (SRMPHE IO i+ ED

ti I h [ FIG 7, .th f th
oPEER KO0y P AR O 1 Gt RERRRR (e
ti | [ Fl t :
oper a1 an AL o SN FLS: 49U e Bptese Sorer

t hiphd -aReLAt QR amBlce +$ROWR iR Klike 16. ~Eheraforen &ne
detai |l ed explanation of the processes of the steps S

t o £l tandphatsbepsexSabiet 0 1833 sl Buph sfe@Uithat the upper

operation exanple is omtted. As shown in FIG 7, in

t he ifndtist b foperanuome20 oEX @rploe,s swlzer ree seiotieny ia the

conmuni cation start request fromthe external device,

t helaCRUMeDD ryelOgr ki rt e pescess iofe timd estfeeesS|iland 112

S2, S31 to S33, $4 to S6, . _
as shown in FIG. 2B. Further, in the fourth operation
example shown in FIG. 7, the process of the steps Sl to
S11 is the same as that of the first operation example
shown in FIG. 4 and the process of the steps S31 to S33
is the same as that of the third operation example
shown in FIG. 6. Therefore, a detailed explanation of
the processes of the steps S1 to S11 and the steps S31
to S33 in the fourth operation example is omitted.

As shown in FIG. 7, in the fourth operation
example, when receiving a communication start request
from the external device, the CPU 101 performs the
process of the steps S1 and S2, 331 to S$33, S4 to S6,
as in the third operation example shown in FIG. 6.

When incrementing the count of the counter in the
step S6, the CPU 101 determines whether or not the

received command is an instruction of updating the

upper limit of the number of processes stored in the
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as in the third operation exanple shown in FIG 6.

When increnenting the count of the counter in the 25
step S6, the CPU 101 determ nes whether or not the
received command is an instruction of updating the

upper limt of the nunber of processes stored in the

26 data nenory 102 (step $41). If it is determned in
the above determ nation step2that the received

command is not an instruction of updating the upper

[imt of the nunber of processes ("NO' in the step
S4dhtrat hemoPy 102 Fspepf guns .t he rpriecess def elrie neldeps the
S7 to 511, as in the first operation exanple. If it

i satletver nienedminathenalboee déeber wheatriear 1 vetdepotmaind is
the received conmmand is an instruction of wupdating

t heotipper ihsfirucsfionhefnupber iol phecesves 10n(itYE$" the
in the step S41), the CPU 101 determ nes whether th

uppéfr Flrmotf BFOFﬁésﬁﬁn‘denNo f lﬁr 6@@s§é§pt §4Bé &a&aﬁé?a’ 101
I's_an mt of the _n of pr for
CoREAED ST BAPRSR o 0dr S48 REERE Fambry dPeasgoin the

offg ecdata nempry 102 or. an upper |imt of t he nunber
processes ftor CORt act | ess communi cation stored

'n thelﬁeqﬁrﬁsaﬁ%%e%%% st &R $4@) -advd et rmination
determ ned in the above determ nation step that the

uppeepl Akt toebecdpdatad commbhe Uppeh ihistirticefidhhef
nunber of processes for contact 20 communi cation (step

S42pdehengppér uippetr afintihe ofunber nuabepr ofepseselsare s

contact conmunication), the CPU 101 determ nes

whdt'WES "o nnathet Is¢ epo@mini, c &hieo PUNLLOMAf leg¢ermines whether
the upper limit of the number of processes to be
updated is an upper limit of the number of processes
for contact communication stored in the memory area 301
of the data memory 102 or an upper limit of the number
of processes for contactless communication stored in
the memory area 302 (step S42).

If it is determined in the above determination
step that the upper limit to be updated is the upper
limit of the number of processes for contact
communication (step S42, the upper limit of the number
of processes for contact communication), the CPU 101
determines whether or not the communication interface
(or communication system) which is now made effective
is the contact interface 111 (step S43). If it is
determined in the above detefmination step that the

communication interface which is now made effective 1is

the contact interface 111 (“YES” in the step $43), the



(or comuni cation system) which is now made effective
is the contact interface 111 (step $43). If it is 25
determined in the above determi nation step that the
comuni cation interface which is now made effective is
the contact interface 111 ("YES' in the step $S43), the
27 CPU 101 rewites the upper Ilimt of the nunber of
processes for contact conmunigation stored in the
menory area 301 of the data nmenory 102 to a val ue
specified by the received command (step S44). In this

5 caselotheeCPU201tndvapees tLheiprecesset auhbersbHeEp
S8, <creates response data indicating the result of

t heropeecessffst epnE8rtandminnansaitieont keorespansehdat a
to the external device (step S9). If it is determ ned
i nmeRergt epes420that the qppérmemorwiﬁpﬁ te bevaé@sted
is the upper Iimt of the nunber of processes or ,
copPgEtfésd E@nﬁﬂﬁléﬁF?éﬁe@sﬁéﬁméﬂ§ (eheP gfper | iLpifhis

f th f t act
cofifithr ChBPoR ] #He GRUPBESqbPEr REHGESanEPhSrSoF bt 8-
hS\%SW”&%@ LR0i AL er fa%glégrtl%‘g’mmn' %%Eslu(i@ SYStLEm
i $°Row made eff ective i the cont'act| ess

'nb§6EéE§ 112.(S66p §%é)trhﬁsh ks cHet eeabaadel Bakhe o

above determ nation step that the conmuni cat 1 on

i ntaef ageevhbchdesinewBade gbfective is the

contactless interface 112 ("YES' in the step $S45), the

20 CPU 101 irtevssi desetriné neppen tihel tstefp e nunaterthef upper
processes for contactless comunication stored in the
meidmy tateab802pdbtene idathemeppey 102itood takusumber of

processes for contactless communication (step S42, the
upper limit of the number of processes for contactless
communication), the CPU 101 determines whether or not
the communication interface (or communication system)
which 1s now made effective is the contactless
interface 112 (step S45). If it is determined in the
above determination step that the communication
interface which is now made effective is the
contactless interface 112 (“YES” in the step S45), the
CPU 101 rewrites the upper limit of the number of
processes for contactless communication stored in the
memory area 302 of the data memory 102 to a value
specified by the received command (step S46). In this
case, the CPU 101 advances the process to the step S8,
creates response data indicating the result of the
process {(step S8) and transmits the response data to

the external device (step S9).
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specified by the received command (step S46). In this
case, the CPU 101 advances the process to the step S8,
25 creates response data indicating the result of the
process (step S8) and transmts the response data to
the external device (step S9). 28 If it is determ ned
in the step S43 that the conmmunication interface
whi ch is now made effective i88 net the contact
interface 111 ("NO' in the step $43) or if it is
determined in the step S45 that the 5 conmuni cati on
interface whi dk idetrewimede ief fteéet istepd $43nathathe he
contactless interface 112 ("NO' in the step $45),
t henminbhe iCRU1201 inhbirlfete thechpdat nog pedeess fefctitie is
upper limt of the nunber of processes request ed by
t heoketbeveantsnmndtestepeSazy. (I'NO'hils ¢case stele SERY or
10 101 creates response data indicating that the
proéeds 16f dghGaLAGSt RE Gbﬁeﬁtﬁpn§ﬂ5oghﬁﬁetﬁ@nber of
processe uest ed ?é t he recei.ved co nd c&nnot be .

fi e¢

peFP@PH83C86§g8p1§E§f § tPandnitts "PHe "PAGs SdrELtdye 1S
reﬁggn§g d%%%ta%%l%gghg%%%g%ﬁﬁed%%lC%“&%Legns%%e s%ep

descri operfation exarnple

“hgﬁ5§ CQﬂgﬂth@hb@b ﬁ%qunghgbﬁQg Q%QC%§%anngUBQ%Eb%% of

the upper Iimt of the nu of processes

reeakvedpetrhe inpdabirngnpr 068se i © rPerLeerRd soRkYueBted by
conmuni cation by use of an interface (or comunication

20taystrenk ivedr espoaddng stept k@ 7uppernnl ichiits Waiseh) ithe CPU

requested to be updated. For exanple, while

coduniccabites byspbeseonbaet indtieetaceg Ibati $heepmgcess
of updating the upper limit of the number of processes
requested by the received command cannot be performed
(step S48) and transmits the thus created response data
to the external device (step S9).

As described above, in the fourth operation
example, when a command which requests the process of
updating the upper limit of the number of processes is
received, the updating process is performed only in
communication by use of an interface (or communication
system) corresponding to the upper limit which is
requested to be updated. For example, while
communication by the contact interface 111 is being
made, the CPU 101 receives a request of updating the
upper limit of the number of processes for contact
communication, but does not receive a request for

updating the upper limit of the number of processes for

contactless communication. On the other hand, while
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made, the CPU 101 receives a request of updating the
upper Iimt of the nunber of processes for contact 25
comuni cation, but does not receive a request for
updating the upper limt of the nunber of processes

for contactless communication. On the other hand,

while - 29 communi cation by the contactless interface
112 is being nade, the CPYU 194 receives a request for
updating the wupper limt of the nunber of processes

for contactless conmmunication, but does not receive a
requestinotabiopdati nget henuppetekisminhtef fohe nafbers oking
processes for contact commrunication. Thus, according

t omgHe, f bbet APPpéPat reneéxanpbereqaesthéoti mpdeting the
conmuni cati on by use of a certain interface

(cBRRAEAI éafisnosyshenjumbRre epeparicehseanfpe gontactless

performed so as not to update the upper linmt of the
nuﬁB@WUBFCEFéeéssggt(QQFFiﬁ@tdéﬁéeé§§oéiéﬁé&eﬁFtﬁfthe

[ di tot th interf
b PO pRR ek e P e 28 ocesoge cor
CaEOh€a@Qprﬁgﬁﬂg%aF%§nqnly to the process of updating

t he upper I'i'm nunber of processes but al so

to the pHEGESScR$3LGINAL @G tWet B uRAAL IR Qf iethh@kample,
data. For exanple, the fourth operation exanple can

beagppheedie afproassivhiicBn bhiubikt ot e ceethiing

val ue associated with 20 comuni cati on by use of the

ot heteirfiberf dcemm@adnaunovcakiysnesyst e bpemaliéiong can be

updated at the tinme of communication by use of a

cepegifprimgtiesbaee not to update the upper limit of the
number of processes (setting data associated with the
security) corresponding to the other interface
(communication system).

The fourth operation example can be applied not
only to the process of updating the upper limit of the
number of processes but also to the process associated
with updating of other data. For example, the fourth
operation example can be applied to a process which
inhibits the setting value associated with
communication by use of the other interface
(communication system) from being updated at the time
of communication by use of a certain interface
(communication system). Thus, according to the fourth
operation example, it is possible to inhibit the
setting value associated with communication by use of

the other interface (communication system) from being

updated at the time of communication by use of a
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(communi cation systen). Thus, according to the fourth
operation exanple, it is possible to inhibit the 25
setting val ue associ ated with conmuni cati on by use of
the other interface (comunication system from being
updated at the tinme of comrunication by use of a - 30
- certain interface (communi cation systen). Next, a
fifth operation exanple is-expbained. The fifth
operation exanple is an operation exanple containing
the process of updating the upper 5 limt of the
nunberaoh pnoeesses. (Bofheniingtfivamstykeenmdourth
operation exanple, in the fifth operation exanple,

t he prodless. feor fupdat org refié capseanipile tisofexpligd ned.
nunber of processes is perforned _only for an wupdating
i nst ructlngn fAdEdi YOG rBY 1OOMPIRTEAE d1F By ¢HETEF 16 an
interfa g %connunicati ot her than

t h
EERPAlE COBNTRIGA FBR DYOFER: BT behiiRent neo upRET

upper. .Lim.t of the number of praocesses.. Al hi s e,
asR§WétfPFtﬁggpQngﬁénoex§ﬁ8F§FS§SCaS§lﬁﬁ%FéBﬁ F%g% the

f ' b te t f
2r983§§h gEeQB@§Eh”?xrﬁ§é%9p§% il b3 G %%eﬁ%?ﬁ%% 0

5 processeés s perfo “i'n"combination with |
t hickdmparer @hicop rexarBl €oirs upkBlcainged nas uphe f ifitht of

operation exanple. The process for updating the upper

l i mhe aflimbkhle ofupkerecakepr dcepees cexpldaionad ifort e

fifth operation exanple can be performed in

conmpidaatiingn iwisthruc2@ ohhe efierisied $ec owmand caltiliogh by use

operation exanples. FIG 8 is a flowhart for

i | bdsenatiintg rflreef | (CoRMupgeeatlionn sexaepl) e odfierhghan an

conposite IC card 1. In the _
interface (communication system) corresponding to the
upper limit of the number of processes. In this case,
as the fifth operation example, a case wherein the
process for updating the upper limit of the number of
processes is performed in combination with the third
operation example is explained as the fifth operation
example. The process for updating the upper limit of
the number of processes explained in the fifth
operation example can be performed in combination with
the first, second and third operation examples.

FIG. 8 is a flowchart for illustrating the fifth
operation example of the composite IC card 1. In the
fifth operation example, it is supposed that the upper
limits of the numbers of processes are stored in the
data memory 102 for the respective interfaces 111, 112

as shown in FIG. 2B. Further, in the fifth operation

example shown in FIG. 8, the process of the steps Sl to
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fifth operation exanple, it is supposed that the upper
l[imts of the nunbers of processes are stored in the

25 data nenory 102 for the respective interfaces 111,

112 as shown in FIG 2B. Further, in the fifth
operation exanple shown in FIG 8, the process of the
steps SI to 31 Sl11 is the sane as that of the first
operation exanmple shown in FBG 4, the process of the
steps S31 to S33 is the sane as that of the third
operation exanple shown in FIG 6 and the process of

t hg 19t @RS t$4l,s P2 asS44hatb o GheS4 A st de rsan®rasxample
that of the fourth operation exanple shown in FIG 7.
Themhefvor e,n & Idet &i,| ethe explcarsat iodn tdfe tstenw Gcdsdes B3 is
the steps Si to Sl1lI, steps S31 to S33 and steps $41,
S42heSapmeSeE tHAT of thise thiifnch apsaradtiicon essédippice Shown
omtted. 10 As shown in FIG 8, in the fifth operation
exdmplFaC -wiferd Y ddiey iIH9 & SCorfurfiteats P St rdfuestdd
fromthe ternal device, the CP 1l perfaqrnms the. .

pr 6¢&ss Sélfe?(tllf‘e eps™s ,aSSf,ha§3fL%t (]th‘§33f,eou§?fki Fr§gation
4 S . j.h .t he.fourth t e Shayn in
15 a@%ﬁ% S\&;\)vﬁ)ednn iltn ierIGgetér m%%gerd?elfno%e)%{%pt%slzlz t hat

the  URREN: 1ddnds 1 g ipdated isr the upRgls Idmdo of11,

the "nunber of processes for contact conmmunication
(Sts&f%ass%%l the dpemd igddpHfsd4ihe sumbess of Préocessesin

for 20 contact conmunication), the CPU 101 determ nes

wheitherf i farh nade ddtel cxorarmmipclat | ion dnnitterddace (or

comrmuni cation system) which is now nade effective is

an interfsmcghqym in FIG. 8, in the fifth operation
example, when receiving a communication start request
from the external device, the CPU 101 performs the
process of the steps S1, S2, S31 to S$33, S4 to S6, S41,
S42, as in the fourth operation example shown in
FIG. 7.

When it is determined in the step S42 that the
upper limit to be updated is the upper limit of the
number of processes for contact communication (step
S42, the upper limit of the number of processes for
contact communication), the CPU 101 determines whether
or not the communication interface (or communication
system) which is now made effective is an interface (in
this example, a contactless interface) other than the
contact interface 111 (step S51).

If it is determined in the above determination

step that the communication interface which is now made

effective is the contactless interface 112 (“YES” in
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this exanple, a contactless interface) other than the
contact interface 111 (step S51). 25 If it is

deternmined in the above determ nation step that the
conmuni cation interface which is now made effective

Is the contactless interface 112 ("YES" in 32 the

step S51), the CPU 101 rewites the upper limt of

t he nunber of processes for cdhtaet communi cation

stored in the nmenory area 301 of the data nmenory 102

to a value specified by the received conmmand (step
S44he Stkp BhBi$, cabe, CPhHelCPUr¢0tricesates uegpansgemit of
data indicating the result of the process (step S8)
andhetnambﬁrtgfthGOﬁegpeﬁséOQaﬁant@CthéO@muéﬁﬁawlon
device (step S9). If it is determned in the step $42

t hatotrd eﬁpéhe mempryi ered BElupdates Fiéttahé‘eﬂlﬁﬁéfr 102 to

limt of the nunber of grocesses for cont

cofmif s PBRCtsted k2t EnecChader FEAT” Ct'ﬁsp 544)
thaRoPDT T0 =05t of An e Cwhather 28F Sof coPRL e ekl
Cognﬁq geian ot ectase Cor pamuyaLeatl on systen) .1

I'S Nno ective Is an interface (in th

exgrphemithe reantachohakerhage thliheokthel rtnlaan d‘ér\l'q ce
contactless interface 112 (step S52). If it is

detietgbned)i.n the above determ nation step that the
connunication interface which is now made effective is

20 t he ddntiactisi mtegrefradeetltn( tYES stiap tHe stheyt IBR) ,upper
the CPU 101 rewites the upper Iimt of the nunber of
prddedsesof be coneaed éss tbenmpmegatliion tstodr édef mupper of

processes for contactless communication (step S42, the
upper limit of the number of processes for contactless
communicaticn), the CPU 101 determines whether or not
the communication interface (or communication system)
which is now made effective is an interface (in this
example, the contact interface 111) other than the
contactless interface 112 (step S$S52). If it is
determined in the above determination step that the
communication interface which is now made effective is
the contact interface 111 (“YES” in the step S52), the
CPU 101 rewrites the upper limit of the number of
processes for contactless communication stored in the
memory area 302 of the data memory 102 to a value
specified by the received command (step S46). 1In this
case, the CPU 101 creates response data indicating the
result of the process of the step S46 (step S8) and

transmits the response data to the external
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menory area 302 of the data nmenory 102 to a val ue
specified by the received command (step S46). In this
25 case, the CPU 101 creates response data indicating
the result of the process of the step S46 (step S8)
and transmts the response data to the external 33 -
device (step S9). If it is determned in the step S51
that the comunication interfiace which is now nade
effective is not the contactless interface 112 ("NO'
in the step 5 S51) or if it is determned in the step
S52ethat theep c®PTUNi cation interface which is now
made effective is not the contact interface 111 ("NO'
in the SfeptSb2)detehphnefeliCPUNE03tERANPBIt ENBRethpper
limt of the nunber of processes requested by the, ,
re%%mm%@l%%hh%%dl$F%ﬁ¥qgeb%bh@hubaa@%w T%@%p Ftiygm 1s
this 101, creates pon dat a

At nCtRGECT B e R CBEESES bt NG ¢ Al Hhpepter
li of the nunber of processe e

re%%#bed coﬁnaﬁdl%a%%% 2 lneér %r%%%qggéé g52M§§Q€ Ehe

tr@@ﬁﬂh §c£p§o£h%§t§£§%%§.w§§§§09§e g@tﬂa&é é?féé@lve is

external device (ste escri bed above, in the

fifith onerabhelct exarpleacuhenia ceomand WAkCBtep s52),
requests the process of updatlng the upper limt of

t hensunbee obPUpPIOTessSRShbists treeuwpdr Lbheiupdatthg number
process is performed only in 20 comuni cation by use

of o@nprotesfaser¢quesvaiuniycaheonecsysednfonnhed tham

an interface (or conmmunication systen) corresponding

t obeheguppdatefnistani EA7)is In this case, the CPU 101

creates response data indicating that the process of
updating the upper limit of the number of processes
requested by the received command cannot be performed
(step S48) and transmits the thus created response data
to the external device (step S5S9).

As described above, in the fifth operation
example, when a command which requests the process of
updating the upper limit of the number of processes is
received, the updating process is performed only in
communication by use of an interface (or communication
system) other than an interface (or communication
system) corresponding to the upper limit which is
requested to be updated. For example, while
communication by the contact interface 111 is being
made, the CPU 101 receives a request for updating the
upper limit of the number of processes for contactless

communication, but does not receive a request for
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requested to be updated. For exanple, while

comruni cation by the contact interface 111 is being

25 made, the CPU 101 receives a request for updating

the wupper limt of the nunber of processes for
contactl ess comuni cation, but does not receive a
request for - 34 wupdating the upper limt of the

nunber of processes for centat €onmuni cation. On the

ot her hand, while comrunication by the contactl ess
interface 112 is being made, the CPU 101 receives a
regpestifigr thpdappag Lheid appehel nombeof ofhprnogbees for
of processes for contact conmmunication, but does not

r ecenvech ¢@Qm98®cﬁéﬁ0nupd@ﬂlh@etﬁéhappéﬁnﬁvnWbléﬁ t he
nunber of processes for contactless conmmuni cation
ThEST"8BE6REIAY PY FRE CPPEERTOBEPatPORTERERPH &2 4f being

fEﬁamsacsﬁfcémﬁiz?%'s%?g%% cnfS3efte Spkrkbianianthe
D PuBRLEOTTRA LS8 8Bk hBelPHR! B-E0E-UBNEb. LBLa0E |

nber o processes (set ata assocl ate

th@oﬁﬁEHEbE¥ZoH°rBS%pQBQbnHoEOréﬁélv@b9V§ehGE§%f@%%
(conmuni cation System. The fifth operation exanple

canphgtapp! kad G@EeromhMltoth@hﬁrQQ&B%rOBfU@Q@EbB@eS for
the upper limt of the nunber of processes but also

t ocbheapraoeesscassoaiabedonw t Thupdabicrngrdfingt her the
data. For exanple, at the time of conmunication by
uséidfthaopersainni akempace 20 Cbenminmecati erMaysieayion
the fifth operation exanple can be applied to a

pr ByesseoP i AhFBITRAG ﬂﬁée§éﬁpﬁndC@Qﬂ&@lcg§§8€|éﬂé&em

wi th comuni cation by use of the interfac
the operatgon can %e performed so as no% to update the

upper limit of the number of processes (setting data
associated with the security) corresponding to the
above interface (communication system).

The fifth operation example can be applied not
only to the process of updating the upper limit of the
number of processes but also to the process associated
with updating of other data. For example, at the time
of communication by use of a certain interface
(communication system), the fifth operation example can
‘be applied to a process of inhibiting the setting value
associated with communication by use of the interface
(communication system) from being updated. Thus,
according to the fifth operation example, it is
possible to inhibit the setting value associated with
communication by use of a certain interface

(communication system) from being updated at the time
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(communi cation systen) from bei ng updated. Thus,
according to the fifth operation exanple, it is 25
possible to inhibit the setting value associated with
communi cation by use of a certain interface
(communi cation systen) from being updated at the tine
35 of communication by use of the above interface
(communi cation system . As-des®ribed above, in the
above enbodi ment, the maxi num nunber of instructions
(the upper limt) which 5 can be executed can be set
f o6 f eachmofii@aapionabyt ysef o€otthanabaveonnsgstens
supported. Thus, it is possible to inhibit execution
of (comnrotctabhenobyshemhunber of tinmes exceeding the
maxi mum i nstruction nunber for each communication
syst em AAsdgsEEshpe, aPAVan FC ERPA2RAVEN STOOSUBES t s tAe
Iurallt% of conmuni cation s stens security [ '
t

.mnlgh LS on
eqmﬁvawne NPPOERaP L of NEREUFELRRPdd LEHPPEE” J4RE L ic
e _nui nt al ned progess t ,
coﬁﬁﬂhggaéfgﬁugygte E nyuseegch ofth ?5ﬂrallty of

r exarrp a contac

OH?%H%Hg%%?Qoﬁy§9§€Em§”9ubF8r§@8Ur'%Mu%?rEQSQQnngglble

erent - comuni cation system (for exanple, a

copbachhepstcenmunt¢ahi B8R s¥stelkte¢dAsbersehel Rudber of
process by use of the different comrmunication system

Thusmeseeutebdiagndnti pAsinpk AuBtractibe nespect ifve each
comuni cati on systens can be set against unfair
at tacksn28atiom shetent er Rer aoresnilht enhi epallC card which
erroneous processes. In the present enbodinent,
vasibpperisdiaf pdaradnsy aﬁdC@MQnge§aéaﬁnbéYﬁﬁG@S Feecurity

exanpl e, the present
which is equivalent to that of the IC cards used to

date can be maintained in a process by use of a certain
communication system (for example, a contact
communication system) and the security corresponding to
a different communication system (for example, a
contactless communication system) can be set in a
process by use of the different communication system.
Thus, security conditions optimum for the respective
communication systems can be set against unfair attacks
from the exterior or unintentional erroneous processes.
In the present embodiment, various modifications
and changes can be made. For example, the present
embodiment can be applied to an IC card which supports
a plurality of contactless communication systems of
different specifications such as type A or type B, as
specified by the International Standard Specification

of ISO/IEC14443, for example. Further, the present
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enbodi nent can be applied to an I C card which supports

a plurality of contactless communication systens of 25

di fferent specifications such as type A or type B, as
specified by the International Standard Specification

of 1SQO | EC14443, for exanple. Further, the present 36
enbodinment is not limted to the contact interface or
contactless interface and €an3be applied to,an |IC card
havi ng a comuni cation function by use of a different
interface. In addition, the present enbodi nent is not

5 kinpbbedeh® ascapposithetk@ €¢ar dheFabnexanplietetrfi@ace or
present enbodi nent can al so be applied to a nobile

el echranictedeviiaeesticheasna webi be eepdpkdnéooena IC card
mobi l e information term nal device which is call|ed PDA
hahiangng eorwomiusatiaéa ohudenicsr oby biyseisef od gl Gridlfierent
10 of communication systems. Additional adv ntang,and
nodinttiegdeicens Wl RAJEEA@NIy LHEC B S5E Nth FTR SR dd 15y Mot
the art. Therefore, the iQ¥ention En its brqade%h
aspéfideds tRof ISOMPPEd Ho 11 K@ 'Shecififc SEEF RIS &

s an

tati nbodi 15 ' :
ePaER ROV RIO - VAN BHE0 BOFRLATone fay a1

trrﬁ ge% e ?nll‘fl.tc deRardd NG & oo Ghe bsig'er itte 19 h%‘?l%ﬁ & 0f3

general inventive concept as efined by the
appepdad glaidrAandr heirnieaui wlaMs wdtr (\WHAR1ISd PDA

CLAIMED I'S: 1. A nobile electronic device conprising:
a pariadld tay Imntemaaticat ifighceEein @is usd odf a plurality
of communication systems.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the.invention in its broader aspects 1s not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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perform conmmuni cati ons by use of different 5

comruni cati on systens, a communi cation sw tching

section which nakes effective comunication by one of

the plurality of communicating sections, a nenory

whi ch stores an upper Iimt of the nunber 10 of

processes for a series of commands received by the

comuni cating section which i37nmade effective by the

communi cati on switching section, a counter which

counts the nunber of processes perforned by use of

t he commands recei veWHATomSa LAIMEEX tIér:nal devi ce, a

controll er which makes effective only conmunication

by the édomminimeltilegedectiron Iwhidel i§gs Coreddisiéd ‘a

conmuni cation start request by the comuynicatian

swi t chi AgP3&&eildh Yard Fé@é‘l‘%‘ 1gakdmst S6Ct3Oth& dGint er
e _comuni cation st requgst fron1nEhe

expsrﬁgFmd89W@8nﬁ§aFé88Fv§a B5EORE o1 iERee

connunl 0 e a determ ning section which
degngPnes m%eihé&sgg%s ‘count of the counter is set to

be not %"%lolnﬁlrunl@%Qltorr‘\e swa® RS |e'd’f‘1tonsW1%d1 infh Keze

menory when a command 1s received by one of the

CORPYRI-EAL kNG oaAEHi @RS 1Whi B bhe Edehef actravea tyy dthe
communi cation switching section, 38 a processor which

pehamis iaapiogesecedonhesponding to a conmand

transmtted fromthe external device and received by

t he comaumieratriyngynsiedt iscrongs @n ivppedd imit of the number
of processes for a series of commands received by the
communicating section which is made effective by the
communication switching section,

a counter which counts the number of processes
performed by use of the commands received from an
external device,-

a controller which makes effective only
communication by the communicating section which has
received a communication start request by the
communication switching section and resets a count of
the counter when the communication start request from
the external device is received by one of the
communicating sections,

a determining section which determines whether the
count of the counter is set to be not smaller than the
upper limit stored in the memory when a command is

received by one of the communicating sections which is

made effective by the communication switching section,



effective by the comunication switching section and 5
i ncrements the counter when the determ ning section
determ nes that the count of the counter is smaller
than the upper limt, and an inhibiting section which
inhibits a process for a conmand received fromthe
external device when the 10 determ ning section
determ nes that the count -of 3he -counter is not
smal l er than the upper Iimt. 2. The nobile electronic
devi ce according to claim1l1, further conprising a
responsg peetesBowhivehcht panssiins bnpebpeksopotreeshending
effect that a process for 15 a command received from
t heoeat eomahndevigeshnsttedhfbomnetdheoekheregtiedndice and
device as a response for the received conmand when
t heepebredsby okhe heompriaRdt irecepGedORr Yhifhels made
external ,device is inhibited t he hi biting,
SeBEFEACLZB BY ThE ﬁB%WPEl%FE&PPoﬁW&tGE%PEeSSEngBiﬁad
oce crements th

cobREEEnehEsthEn e ink BE PR PEGE RS AR RG R TR b, heBe ton
CogURNds; nE gCehyede (O 8§t@aaagoqﬁxggelgssgaller

recel ve I'le electronic device according to

25¢ghai phd, uppereiint he grADry stores an upper |imt
of the nunber of processes for each communi cating

sectionan andibheidegt eeFtAbAgwiechi aahdetiesnangsocess for

whet her the 39 count of the counter is not smaller

t hancbheangpeeceliveilt fobmt heenarbernefl pe¢esswbehothe

the communi cating section which is made effective b

t hdetenminiogat segtion determines that the count of the
counter is not smaller than the upper limit.

2. The mobile electronic device according to
claim 1, further comprising a response section which
transmits information to the effect that a process for
a command received from the external device is
inhibited to the external device as a response for the
received command when the process for the command
received from the external device is inhibited by the
inhibiting section.

3. The mobile electronic device according to
claim 1, wherein the processor increments the counter
each time a specified command among the commands
received from the external device is received.

4. The mobile electronic device according to
claim 1, wherein the memory stores an upper limit of

the number of processes for each communicating section,

and the determining section determines whether the
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switching section anong the plurality of upper Iimts

5 of the nunbers of processes stored in the nenory.

5. The nobile electronic device according to claim1l,
further conprising an updating section which updates
the upper Iimt of the nunber of processes stored in
the nmenory in response to a conmand which 10 requests
updating of the upper lim+ of9the nunber of

processes stored in the menory. 6. The nobile

el ectroni c device according'to claim4, further
cospiihsi 8f BReupdahtdg sechbonsmbltbr updat eset hpper
upper limt of the nunber of processes 15 stored in

t heimenoo§ and sombespofdpngcessensefof the communicating
conmuni cating sections which is made effective by the
coffthieat VorcBwi schadg séEerbhvenPy tAEnCaAMEBRAAAHLON
whi ch requests updating of the up?e dimt of the , |
nufibeFcBinpgr seekses éﬁPP%SBBﬁdPﬁ@ FilFHeo bBgBS3Qlimits
co jcating section is received b he 0
coggﬂﬂhEaPPW ©E3cPfoRTC7eSTHE ﬁgngé %Pegﬁ?oﬁ§805¥0ice
according t cl ai y o F . €0 I: Sin t i-ng
secti onoani he EoRELEs e RE s DB E PR P PR R e

Ofc@59ﬁe§§e§p%§hékoestE@s&hg_aﬁngbma@magc@ébes@andhmgh
to a communicating section different fromone of the

cogpuAateat thg sppbironsmwhi eli tsemadabekf ect preckysthe

40 conmuni cation switching section only when a

cosnandd whi ther aqunesys iupdasingsef tbhe apparnd wht cbf

the nunber of processes corresponding to the

cowngnéggsingdating of the upper limit of the number of
processes stored in the memory.

6. The mobile electronic device according to
claim 4, further comprising an updating section which
updates the upper limit of the number of processes
stored in the memory and corresponding to one of the
communicating sections which is made effective by the
communication switching section only when a command
which requests updating of the upper limit of the
number of processes corresponding to the above
communicating section is received by the above
communicating section.

7. The mobile electronic device according to
claim 4, further comprising an updating section which
updates the upper limit of the number of processes
stored in the memory and corresponding to a

communicating section different from one of the

communicating sections which is made effective by the
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section different fromthe comruni cating section which
5 is made effective is received by the communicati ng
section which is made effective. 8. The nobile

el ectronic device according to claiml1, wherein the
plurality of communicating sections include a

communi cati ng section of a contact 10 conmuni cati on
system whi ch nakes comuni€at4d®on with the externa
device in a contact state and a conmunicating section
of a contactless comuni cation system which makes
coguninuaatekonow thitbhhiexyt eenak odevnte byieusa abmmand
radi o communi cations. 15 9. An IC card conprising: an
| Cvhbdbl eegnekudi ngdatphgr afi theofippeamiumitavifnghe
sections which perform conmuni cations by use of .
di npabent ooRTABEEEEFOROEYSEEABA1IAIC 6AMEAEC §OMBN1Ccating

switching section which makes effective comunigation,
205BGL6RB Bf TERESPLuULEAPTt {16 COBRRTIACEALNAg SE&¢tPanghich

. i.ch st im f th f
o 5008385 FOFCATIdR 68 orcEountngY FoeerrBt Ry ehans’
COTIURL ¢t |,Ag HEGLT Qg uhLehoLs gade ef fective by the
conmuni cation swtching section, a counter whi ch

counts 25 theNiIRen Ok 1R-2¢e336S &R MR Jrliing to

response to commands repelved from an externa
de¥igem &,CQRkrekhetneWhichanakes ogf Leaiuve carlivg

conmuni cation by the 41 - conmmunicating section which
haseredehgednal udemauabaatindrastiant seegqiest olfy at kentact
communi cation switching section and resets a count of
t heooountieption system which makes communication with the
external device in a contact state and a communicating
section of a contactless communication system which
makes communication with the external device by use of
radio commuﬁications.
9. An IC card comprising:
an IC module including a plurality of
communicating sections which perform communications by
use of different communication systems, a communication
switching section which makes effective communication
by one of the plurality of communicating sections, a
memory which stores an upper limit of the number of
processes for a series of commands received by the
communicating section which is made effective by the
communication switching section, a counter which counts
the number of processes performed in response to

commands received from an external device, a controller

which makes effective only communication by the
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when the communi cation start request fromthe externa
5 device is received by one of the communicating
sections, a determ ning section which detern nes
whet her the count of the counter is set to be not
smaller than the upper Iimt stored in the nenory when
a conmmand is received by one of the comrunicating 10
sections which is nade effect4ve by the communi cation
switching section, a processor which perforns a
process corresponding to a command transmtted from
t heomexhérnalindeskeceiandwhéchi ied bycehgedoanuni cating
section which is nmade effective by the conmunication
15csmmuohpﬁg1gec§t@ﬁtaﬁéquﬁéﬁehyntbetﬁ@m@@aﬁﬁéﬁlﬂﬁen
t he .detern1n|n% section determ nes that th count
t hewisshaner Sestdpnl PBA RERTEhE GRPBE Pinife 5ﬁ&n5ﬁr
inhibiting section whi.c its a p

c

| nhpbLting seetlon which LANLDI Ls 8 BLocess AL Bcsinal

det t d t t f h
ColRVaFS S oneE e hiPrebY: RAS Ehe igpePtofteRt ity 1n°
cagd Egbﬂsbogyd@Q Qﬁlﬁqgﬁa%@%tﬁgﬁ bgl%ﬁdﬁk%ermlgesThe

| C°¢4 acéording to clarm9, wherein the 1C nodule

fu%%@%%ek”%%@d%%u%tr%%pQﬁ%ec%%%Eanlwhb%ﬁ 2% eansimi ts
information to the effect that a process for a

cormand efre¢iaved hier appkire 1extier Balordeviice tihe memory when

i nhibited by the inhibiting section to the externa

42 a dewinaedad sa reesporsie biyoonehe fr ébei vatneorhratd Nshen

the process for the command received fromthe

extsectdlons which is made effective by the communication
switching section, a processor which performs a process
corresponding to a command transmitted from the
external device and received by the communicating
section which is made effective by the communication
switching section and increments the counter when the
determining section determines that the count of the
counter is smaller than the upper limit, and an
inhibiting section which inhibits a process for a
command received from the external device when the
determining section determines that the count of the
counter is not smaller than the upper limit; and

an IC card main body which contains the IC module.
10. The IC card according to claim 9, wherein the

IC module further includes a response section which
transmits information to the effect that a process for

a command received from the external device is

inhibited by the inhibiting section to the external
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device is inhibited by the inhibiting section. 11. The
I C card according to claim9, wherein the 5 processor
i ncrenents the counter each tinme a specified comand
anong the commands received fromthe external device
is received. 12. The I C card according to claim9,
wherein the nenory stores upper |limts of the nunbers
of processes 10 for respecti4& conmunicati ng
sections, and the determ ning section detern nes

whet her the count of the counter is not smaller than
t hdeupper aki ai tesponhe faunbbe ovecpivedssemmand when the
correspondi ng to the conmuni catin section which is
mageoeesectpyethy EREM@BANEAFEAYFEEnT ST EcRrRGT2 L

section anong the plurality of er limts, .of the
nuﬁﬁ§%§eoﬁSpFBEéQég§dsP¥rEéeiﬁngﬁglﬁéﬁﬁrﬁ?Ctlon‘

11. The IC card according to claim 9, wherein the
processor increments the counter each time a specified
command among the commands received from the external
device is received.

12. The IC card according to claim 9, wherein the
memory stores upper limits of the numbers of processes
for respective communicating sections, and the
determining section determines whether the count of the
counter is not smaller than the upper limit of the
number of processes corresponding to the communicating
section which is made effective by the communication
switching section among the plurality of upper limits

of the numbers of processes stored in the memory.



