SYSTEMS, METHODS, AND APPARATUSES FOR Cl PHERI NG ERROR DETECTI ON AND
RECOVERY TECHNOLOG CAL FI ELD [ 0001] Enbodi nents of the present invention
rel at e gemer2811/0p1423 conmuni cati on technol ogy and, nore [BaTFOL0/H0F49, rel ate
to systens, nethods, and apparatuses for ciphering error detection and

recovery. BA h ! i ught about
Lt renendous SXpARToN o HOPPe ANTEARRARE T S O O GRRRTE]
net wor ks, tel evision networ SETECHION ASINREBCOVERRT ks are experienci ng an

unpr ecedent ed technol ogi cal expansion, fueled by consumer demand. Wrel ess
and nobil e networki ng technol ogi es have addressed rel ated consuner demands,

whi | e providing nore flexibil 'I&E)CPWLDWFQF%EL information transfer and
provi di ng conveni ence to users. In parallel wth the expansi on of networks,

mobi | & coegd] i ngEdbydiaestslvdvie freent thevieiompebitd gomtrallgke cadmanicagen of

features offered by wireless networks to faciljtate bil e conputing. As a
resul't, KBNPlegE Y%Q?‘i“ﬁﬁlagl&ﬁ\é@é“stoagﬁﬁew’rr@?t g@%ﬁ WIEUSEE i del y used

by consungysiifPed diofBRl t&otQyPUti ng use for a wide range of
commruni cat'tons? [0003] In order to inhibit a third party from conprom sing

t he privacy of network communications data, at |east sone of the data may

be encrypted. Engaging in encryptggcﬁ%ﬁﬁgﬁ lgation may require a receiving
entity to use a first set of one Ipher input paraneters to

deci pher [§@Rgi VerhEinBAGH REnHRinfatideerh hhSbrosglit aBbut hiREndoiPelpapdbRBet er s
may need to be synchronized with a second set of one or nore cipher input

par anet ergralisedndyirslesendivatkse fompptar eeigskie televidon actosks. ard el pbpur e
aceural e dRed POk D8R b G G BRECAI AR BB AP BGOY I 1GR B bbumbben the
E€oh Ei phe % par Anet Are ot of

first and“se sets™d hpu ers

synchr onigzabh®nwildss piemobie 8sthvorkinBiechasogics Ravichdtrebded relerdiconsugneent i ty
may not be able to accurately deci pher the cjiphered data. BRI EF SUMVARY OF
SOVE EXANPIESisoRhiteiprvigimsmornileobibiay anslisirasrdacy pitipggaatiofmsier 82¢s, and

el i ﬁ%agihg%me%%é o R 4R §aﬁilarﬁitlp{h9@xgﬁ%iJnoafn%{vp&ﬁg,inﬁ%ﬂ%r ror
deteciion an ecovery. In this regard, nethods, apparatuses, and conputer
progr am pooguths daieshroy bebadiey Elapedthyt tpkoadveptagevefcaturadiftentdlgewirtioss

conmputi ng devjces, conmputjng device users, and.network operator.s.

Enbodi merE Sk rfa TP B oA BE- Ay sl My S spararERR ARyl 1o
det er m ngyiaNeRGEM JrRNGE vAlicl uSd PR dnBEn &% i@ Suppbit hdlik dofParfifly ugeedi ment s
of the invention provide a receiVing apparatus

wide range of communications.

20 [0003] In order to inhibit a third party from compromising the privacy of network
communications data, at least some of the data may be encrypted. Engaging in encrypted
communication may require a receiving entity to use a first set of one or more cipher input
parameters to decipher received ciphered data. The first set of cipher input parameters
may need to be synchronized with a second set of one or more cipher input parameters

25  used by a sending entity to cipher the data so as to ensure accurate deciphering of the
ciphered data by the receiving entity. When the first and second sets of cipher input
parameters are out of synchronization, a ciphering error may occur in that the receiving

entity may not be able to accurately decipher the ciphered data.

30 BRIEF SUMMARY OF SOME EXAMPLES OF THE INVENTION
[0004] Systems, methods, apparatuses, and computer program products are therefore
provided for ciphering error detection and recovery. In this regard, methods, apparatuses,
and computer program products are provided that may provide several advantages to

computing devices, computing device users, and network operators. Embodiments of the
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configured to determ ne an occurrence of a ciphering error by conparing a
val ue of deciphered data to an expected value to determne if the val ue of
t he deci pered/maiza i s equal to the expected val ue. Thi ecoampasimsr al | ows
for sone enbodi nents of the invention to determ ne an occurrence of a

ci pheri ng error re rdl ess. of a servitgtf t%/fgte ar/%n'tth.\/\hich a ci Bh red protocol
data uni t"YEU9L BTG ST ERE GAPHRNE SOBHEW He®; GrifEmiicat GG nglovi de a
recei Vi NQihRRAS k&S 18R r&PakE dnibBdinttntd GHitBe MvEAtRIMNGTbMde 8 HERIVIRERPIRIYS
procedure so as to resynchronize a |ocal set of one or nore cipher input
par amet erconfigued toodatiermitpshay oacerencgad acipiseng drraabacarnpaiing aseducaff one or

mor e Ci PRl hBNh BR! ATELELRNSRd (LU-AnS RO A9\ ARPAF ALUS.bR.E) Rhet the

ci phered "data prior T8 PaRSH ST on“To the 't er ni nal. SonEr enbodi frent s of
the i pveRrlidio te@xbéRedvdles €TMb bemparpan atlows €nbmg whddingentdbfithat € a radi o
link control resynchragnization with a sending apparatus to resynchraonize
one or nORENHP HEYCtErAPRG ahegcHFerEred @ phsHEE fEAE weardlashafl 3 pRreise s vdiso
provi de %Hiﬁ%bi%%él% BRAGLALMS WRRR ésgb'tfiﬁgd:[ %n%btdﬂﬁ%?b’{sﬂh% n%x%ﬁb{ R} ze one
or nore ci pher Tnput paraneters by selecting a nost probable alternative
val ue fompratidd £estivarpeappaaharcohfigutd painé et € ciph¢rd0&torrecoaefyi pretedareasopl e
enbodi nent, a nethod is provided, which .cg?rm:irises using a first. set of one

or nore & BhEPYIRRNZFRICSHSE YO QT OET HREFT EPYREFARFIGALSET 1R d5CiPRTei ved
prot 960! datvdfiitkred! diut Dfin TRLAGnL br HHScipfRaTHAmd B UGS @flaflg! 8 was

ci phered using a second set of one or nore cipher input paraneters.
met hod ofappdratis énbiplkirenciphered Han poonfortiaesissompathotgrnainglalSeencof at | east a

portion of bt Ee deci Eered tdata t% an _expect ed \{al ue Th tmet.hq[d of .this
enmbodi meft™] ’é%engso‘??% 7 SRS PR R A A o B B reﬁ  PAF AL r or
when t he [RlcHgirélfredyehdhizh@ASH itR aRERdih® ApRkath® H8HRBaIE@nd 8t moks not

equal to the expected value. The nethod of this enbodi nent additionally

conpr i sesinhar mpht pavgmetcrsi fheddigenteal/the irvsationalse proyidscegoriving yppEsiyonse t o
t he tern i hat i pher.i rr ge nchroni ze at
I eas;ii g}onec8}3)f1"?ga[{r%fgR)f %urtcg}ongoélg fyng %(I:l F%I%Ienr eioﬁ%)ﬁf&%ger{al Ig%rzl?%u%%a{aﬁ]eget%?{%ast one of

t he secondesitig DMmogt [bigibld dietiatipar alive f@ras leaki0dHalipHen impnopdremeexanpl e

enbodi ment ., an apparatus is provided. The apparatus of this enbodi nment

conpri sed0051| ealita Briecpmptesubedingg amatndsis PEAIGdeHBICh COMBFiStgsErfut er
progr am . . : - program
P ar e THetapt HUE S Mk Gofifr b8 Yor Al TR (o L8 Btla 3R TRUL RS

appar at uprdtocatdataamstt Iuse racthod sf thsstmimfdioae, ihe cipheedciaphes diptputd

paraneters. t o decipher,.ci phered data in a receiv rotocql .data unit. In
he 2D parainiid SSTOMRECo LG FHREPEanE AR d 4 FOda SHer edust ng
seg ond s huRHinHe fiRthcFBE Rl REMphritil vARE 8MRU&KEa pdriien BF tHe@ReHphORE Menory
an

data to an expected value. The method of this embodiment also comprises determining an
occurrence of a ciphering error when the value of the at least a portion of the deciphered
data is not equal to the expected value. The method of this embodiment additionally
25  comprises initiating a ciphering resynchronization procedure in response to the
determination that a ciphering error occurred so as to resynchronize at least one of the first
set of cipher input parameters with at least one of the second set of cipher input
parameters.
[0006] In another example embodiment, an apparatus is provided. The apparatus of
30  this embodiment comprises at least one processor and at least one memory storing
computer program code, wherein the at least one memory and stored computer program
code are configured to, with the at least one processor, cause the apparatus to at least use a
first set of one or more cipher input parameters to decipher ciphered data in a received

protocol data unit. In the apparatus of this embodiment, the ciphered data was ciphered
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stored computer programcode are configured to, with the at |east one
processor, further cause the apparatus of this enbodi nent to conpare a

val ue of wb 2bmamto2a portion of the deci phered data to amcespmei/esdsoal ue.
The at | east one nenory and stored conputer program code are configured to,
with the at |east OEF rocessor,.ﬁddjtionallt caﬁge %he aBgaratus of this
enbodi mertPES TEPESH AT ST FIPBRCBPWPAE T Bive IR 'SPY 8PS WTERTY H¥ val ue
of the attdr&P&Imput@Prbgram Qlle bRecodaghRhes, SatORE at ledstRAE pRIIERLr, tarthdie
expected val ue. The at | east one nmenory and stored conputer program code
are conf icauscdlc apparagis of thisemiodingens to epepase o velye of at legss  perigs@f thve

appar at ug, o, k4 8, EIPRALIRALA \BLENThE af Rad ofik RRFI-DShd SSMAGBEANFAL T on
procedure I'h reésponse 16 tNe detérm nati’on that a ciphering error occurred
SO asS5t o pr@synebdO©mczenfAfurteas twithnie of lcddnend prosésseg uddifiomdliphwansd thput
paranmeters with at | east one of the second set of cjpher input p%raneters.

[0007] | HPBHBIUREF thesempdmenide dRiFERINC a8 ocoiffite P! HFIBBF A BT he
provi ded Vaf[lle?f 9%”3? YlaSt a g(;elﬂgrrl:is gf%@ rdﬁcgiyﬁére& Bk WiGst eaﬁal & ﬂ'%texBQ&ed value. The

conput er -readabl e stora Ium I ng conput er-readabl e program
i nst r uct iaokesstaho mexindrip@ne stored doenpuGmprigeam rceddablconfigurgd tywiithghe axdedsons may
include a plurality. of &Pgranlinstr%ﬁgio S..Although in this summary, the

pr ogr am PAS PFASEYLHREOLRESIFHBPRIGIUS PF (RS98I (BT &8 CPASE N hi s summar y
'S pngvi qgs@n@[ﬁBﬁEé(ti&tPﬁro@éﬁh%@@sp@ﬁsee%efli@h&et%rﬁﬁiatwﬁechﬁ’cradﬁﬁhé?ﬁlg'e§rof"3 rely to

facilitate summari zing the conputer program product. The exanple ordering
in no wapcturmdise as therdsympiheorar attl¢ashomsf oftthefisss se of aipber inpwutnatametens ogtham
i nstructi The  f.i rst m, nstruction of this enbodinent is

S, | rogr
configur@gﬁ?%fmﬁgfhﬁfﬁ“? F??Os%Pm%fm%ﬁgmngﬁ§?e ci pher input paraneters to
deci pher [ga@er emh fatiRr bXandplé 868bYERNDMQRLAGAter fRiglark Bidductlii@rsiigiered dat a

of this enbodi nent was ci phered using a second set of one or nore cipher
i nput parcametist srogrve psiueiiaclpdesct daest anstaomputcsricasiblerstosagapeditmdigyings

dara o aqmedse PRt bthin (T Butls Bhod BB Rn FTRP L rhAe R ead i BB P

i s confi guwtedtibBrmaeinerdt aiphgalay od peagiare iserucdo. cllplegh mthBrauaimaren the
value of the at |east a portion %i t he deciphere&»d ta is not equ%k to the
expect ed theaprggramrpsiracions ﬁrep}rgﬁ? H WHsRG precirichat s ugmiBy iRy ided

configur %E’erél?[}f%ﬂ @l&&s@& :bf‘&caﬂl&?]é RREE Bﬁie&ﬁgw&@fe‘ﬂmozf%ﬂi%@e RIEQGEHHE S thleh

response to erm nati that a ciphering ‘error occurred so as to
r esynchr enmpeteaprdgeas prodoet. dfhetdvempleragdersetin @b veaydheits thapuplepentatret ef s wi t h

at | east one of. the second set of cipher_jnpu aranet ers. 008 n
ot 1l astci b CaRPreoRg BysRrSeThORS BRBE R R PR ses  means

fC ?L hgf ieggg%togin:iezﬁ iassc%hﬁgﬁre@'i’@f WRingdPfift &t Bh6hc biRbie dHANMPUEpFatbtefiasl pher

decipher ciphered data in a received protocol data unit. The ciphered data of this
embodiment was ciphered using a second set of one or more cipher input parameters. The
second program instruction of this embodiment is configured for comparing a value of at

25  least a portion of the deciphered data to an expected value. The third program instruction
of this embodiment is configured for determining an occurrence of a ciphering error when
the value of the at least a portion of the deciphered data is not equal to the expected value.
The fourth program instruction of this embodiment is configured for initiating a ciphering
resynchronization procedure in response to the determination that a ciphering error

30 occurred so as to resynchronize at least one of the first set of cipher input parameters with
at least one of the second set of cipher input parameters.
[0008] In another example embodiment, an apparatus is provided that comprises means

for using a first set of one or more cipher input parameters to decipher ciphered data in a

received protocol data unit. The ciphered data of this embodiment was ciphered using a
-3-



recei ved protocol data unit. The ciphered data of this enbodi nent was

ci phered using asecond set of one or nore cipher input paraneters. The
appar at uswof2otiioso2enbodi nent further conprises neans forcTtampasosogea val ue
of at least a portion of t he deci phered data to an expected val ue. The
appar at us_of i ment addltlonall C rise r .det ernining
P oceur Setod sSroT.eRE Bp ST NEM PR ARG e T UarIR A THBR SrtediETa or t Yon
of the degiRhebAHrisathedns fUonPaHR aTVQluE Reaexpe s peeiondfie detiffcridRptAt us of
t hi s enbodi nent al so conprises nmeans for initiating a ciphering

r esynchr énpe axnestedpebeediie epp%amegb@mfenh@lmﬁé adeitiepaHynestngses gansafor

ci pherin L 0CC (0] n e first
et of orshapMnitHh iR iliRhE HOFURaER RS o RS LO06 BrubSt

ci phep i m]deeci;ﬂlreﬁaaI&taeans nof &RQAPk thhexfbrdeakisNThE Yppasatps oVthdagnirseliraént f or
pur poses of summari zi ng sone, exanpl e enbodi nents of the invention so as to
provi de &!BLEMPTisHIBFAE APiPiigtine a§&bﬁﬂ%&ﬁéﬁ@%ﬁ%¥lmﬁlﬁa PROfFAWEi i Fesponse to
Accordin i

embodi oL, o B B R e SRS Ve (e
scope or fsgiset ¢f aphet h@ut patremticorwithn atelnyst way of tht sedont stterfaeenipat ed t hat
the scope of the i nvention enconpasses nmany potential enbodiments, some of
whi ch wi PRI t her described below, in addition to those here

summai 2¢gggoBR EFORSCELERREN, Sord il RAMNEE Blipb 0 W huliaivh e Lo
descri bed enbodi nents of the |nvent|on in-"general terns, reference wll now
be made teyample ea&)@dmpfam/@ﬁtge dwammmgsp aSMnomv@sraebasmunders@@dmgmfyomeam to

scal e, and e rates. or cipherjing error
ot ect i on il ¥ ROy hcAsshidngtydt P b Bl atoT U ETahels S5 "5, esent
i nvent i oRkahPREA]bokiinkentPart $neRel§ eR@ABIet EnddétRGd 1£Bt dglcamtRbd & ARRIW thet €r m nal
according to an exenpl ary enbodi ment of the present invention; é0013] Fl G

3 i | | ust PERREPTAPTI ohEIsdRYCnAOR 8T evhyax- olt all & eppceinipd st Hiscopeg ofctheher i ng
erronsde | t of the
|nven |o%%%PB%QQ?%gF%§%§%%P¥Q§% B?ggm%“hﬁ%ﬁgﬁgr5%25@3%&ﬁﬁ3%ﬂgﬂgﬁ exenpl ary
met hod f @esceibpthbelowgireadditiondettiesst ihore sandndrzedvery according to an exenpl ary
enbodi ment of the invention; [0015] FIG 5 illustrates a flowhart
according to an exenplary nethod for ciphering error detection and recovery
according to an exenpl gy rEenBpdeRERtION OFPE1E PENIIQER So)and [0016] FIG 6
illustrates a flowhart according to an exenplary netﬁ d for ciphering
error det[&(l:lt(]]on Hadng ﬁnmwesopbadembddm@ntsmfalm axertpinan gewarblddinme ndferoficet he

| ”Ve%' on n-lo-\'?\vl bLeEn[l)a(PE % accornpanymg drawings, which are not necessarily drawn to scale,

and wherein:
[0011] FIG. 1 illustrates a system for ciphering error detection and recovery according
to an exemplary embodiment of the present invention;
[0012] FIG. 2 is a schematic block diagram of a mobile terminal according to an

25  exemplary embodiment of the present invention;
[0013] FIG. 3 illustrates a flowchart according to an exemplary method for ciphering
error detection and recovery according to an exemplary embodiment of the invention;
[0014] FIG. 4 illustrates a flowchart according to an exemplary method for ciphering
error detection and recovery according to an exemplary embodiment of the invention;

30  [0015] FIG. 5 illustrates a flowchart according to an exemplary method for ciphering
error detection and recovery according to an exemplary embodiment of the invention; and
[0016] FIG. 6 illustrates a flowchart according to an exemplary method for ciphering

error detection and recovery according to an exemplary embodiment of the invention.
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[0017] Sone enbodi nents of the present invention will now be described nore
fully hereinafter with reference to the acconpanyi ng draw ngs, in which
sonme, butwoabiiaoho2enbodi nents of the invention are showectiFrmme®dsosdohe
invention may be enbodied in many different fornms and shoul d not be

construed as limted to the e i t herein; rather, these
enbodi nents are provided so tﬁgﬁgﬁﬂﬁg’§F§§F§%ﬁ?ﬁymﬁ|| satisfy appl i cabl e
| egal e.reference nume rals.refer to like

t e oughod 0T 0on S S ABRER T PrERAT PRFRorcy it by e be SOkt iy

har dwar e@plinafiel WetHiréfetciBé RIBE ta@éohgjaﬁylﬁg deawingdTR RARALBHCORE nbhalfnal og
circuitry and/or digital circuitry) combr nations of circuits and

conput er emb@glrr@nmqudh@ ntv(sst)omamplm‘sﬁ n@ds@i‘ tlwan@erélna/mﬂy i qmimlre@l In many
st rUeti f0s HRnSd [ BOBLRGORULSTCd BAARBLS ARIRL EShRRE T K
t oget 8au e an apﬁg 5} ¥ 63? or M one Jor o ) ét scri bed

her ei n ailer( es€émbodiingnts StChroRled @ thathddib@osude mmﬁdﬁi@fyodb@ﬁs&ﬂéfe alor a
portion of a mcroprocessor(s), that require software or firmmvare for

oper at i orﬁemﬁlems e rebmensamamsraly refentadise plomests thiopehawl |y present. Thi's
def i ni “3 )R anCAE ﬁ&HdtHe}‘elf@HQ{e;n% ﬁ%" reiﬁﬁ% @ ndr g <ﬁw eﬂ@&ﬁ@' n,

i ncl udin as use el n the term
‘circuit rlmpleaieﬁmtmﬁm{dgjempmnenmimma@ﬂomrwﬁfmxndsomgglmelrantrm) (e
t hereof and ac sof t war e d/ or

processors and/.or rtion(s anyi ng
fir nﬁgr e Cowgméﬁ%srfgfo ClgRisi#H} Onfphléertpé‘?gﬂ?f‘mdﬁr?%{ﬂ %Pmpés“%ssé Vg El%PTal so
I ncl udes, g QfarEx3MM fns SoRIRAG, 'nmré%lﬁ’péﬁgr fehddbid &ef%n@@@i'ai &8l ons

processor integrated circuit for a mobile phone or a simlar integrated
circuit itogethes &y vaise amagelrdtud @rpenfermonk odewircinctadidsalesardedbricindend (@,

d/ th ti d 019] FI st r.at bl ock di f
oSy st emeHO0Y I er pHEF P Er T Bl DT O OEABOH BBl By CHPCTRR Y- (5

exenpl ar YegRQditWaRt orGfrmiviee Rir@peiation BYANT HRBo S rUFTHnR@R€lshot " exenpl ary”
nerel y means an exanpl e and as such represents one exanpl e enbodi ment for

t he ilavemhysieallmacsshbullds Adfinien ebwyewitredanmicn tr ¢lbwses héthitiepe h@lfens pirit of
the i nvenﬁélocﬂn ﬂl CIM Alsta %h%l @m@f’%a?&éeﬁ %I%lﬁ hliliet ghjﬂ' t €.irdy the

i nvention enc es many pote di man s I’'n a 1 on OSG

illustr atu&ﬂuc&@dndﬁaplbmdﬁaﬁoﬂeblﬁpﬂsmg’@nébllcrhore\qhb&@sdﬂ nd/dr pdrh@li(h)taélesf one
exanple of a configuration of a systemfor cip herlnqrerror det ecti on and
r ecover y AN AFROMEYEYBE KRR W HNAG lﬁ&iﬂwalf?s AHadPogics 6xHrPlg<Be ey FHipHEYet

enbodi Mg, AlohAROARARAL! VSR Albas AAThick i cilcBASE B SHDOT ment s,

t he systen11 I nc es a’ recel vi ng appar at us In co Ication with a
sendi2fg @pﬁ&&aﬁuﬁqﬁ@édouamt&rmemﬂnkkmﬁﬂﬂorahaHMEHMQyMedaﬁnmayacmnwnmse a
i twor k eline network, or c t|on t here

W rel ess 0
oneenbodlﬁﬁﬂ?rm¥wgr V%Gﬂ%hTﬁ§“6@#ﬁPV§@slgﬁ ‘ﬁF%W@H%H%é%V eor public | and
mobi | e ngpo@]K. FIG. 1 illustrates a block diagram of a system 100 for ciphering error detection

and recovery according to an exemplary embodiment of the present invention. As used
herein, “exemplary” merely means an example and as such represents one example
25  embodiment for the invention and should not be construed to narrow the scope or spirit of
the invention in any way. It will be appreciated that the scope of the invention
encompasses many potential embodiments in addition to those illustrated and described
herein. As such, while FIG. 1 illustrates one example of a configuration of a system for
ciphering error detection and recovery, numerous other configurations may also be used to
30  implement embodiments of the present invention.
[0020] In at least some embodiments, the system 100 includes a receiving apparatus
102 in communication with a sending apparatus 104 over a network 108. The network 108

may comprise a wireless network, wireline network, or combination thereof. In one
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such as may be configured to operate in accordance with Third Generation
Part nership Project (3GPP) standards. The network 108 nay conprise the

| nt er net .wpQofldo1obbe recei vi ng apparatus 102 may be enbedirguoagoop® or nore
conputing devices. For exanple, the receiving apparatus 102 nay be enbodi ed

as a desktop ,co er, | conputer...nobile termnal, bil.e conputer,
mob | ¢ pRBTBS R EneryL K RON et R gtk S PR tap opiF nESERE
caner a/ capEaPisdahy basshRiddds @paaf)if accdr@dRY naihOrifEG e ationatir@cisBipei ver,
digital video recorder, 05|t|on|ng devi ce, any conbi nation thereof, and/or

the |i ke Peein¢ti(@UPBstarslarese dibgarctrenrls 10Y araytdegpaise Wrlkte1B8 t hat has been
o oner e g 36805 Sl TR SRR MARAELAF 0 5, g

exanpl e, e'receiving a rrse (e.g., a

r adi o5 netdanicks. Cvtick @thprel the RNG)vin@appakithd 102 mEanbgenbodicestd desklofME) , or the
| i ke) configured to decipher data transmtted by the sendi ng apparatus 104,
an acces<$OopBrist lprfop computei 10byle rminel. HRRIE @M webilgRECaNo/ or ot her
net wor k - DOJ . L QUi t 0o i ] k 108,
recei ve %?pﬁeré ﬂggﬁéﬁﬁggéﬁgﬁﬁgg%ﬁg?ﬁgQﬁgggﬁgﬁﬁg 6%99&2%%&@? er’ network
node conftelgusied deacgendiotrencaiter,|di@sl velooeedoudeet posit@hirigydeatceranyut ed to t he

sendi ng appar at.us 104 herein, sonme conbination thereof, or th i ke, [0022]
The send CREDLEHAR iepo 14 e l!ﬂfwm%g@reﬂéo EifH08id8¢ e @ﬁé‘ewo_rﬁé*’%h% nputi ng
devi G§S. hhObe@H ML arddNf 1280MItRE bIRRAIAHIS opPaaiRY 0he ASTROHECSaRDI@ _

desktop conputer, |aptop conputer, "nobile term nal, nobile conputer, nobile

phone, mohyd teecizmgrappirets il 02 ndgy\coowrisga metwidely heds, (e gi tedio netmekadotaetor der

audi o/ vi | ayer.. televisio Vi radj o.receiwver igital video

ecor dor RS EiFERTinG uleBlsl oY ERE R TS A ERElEhteadh B G o e
confi gur edntmitel Pekic RAGQrappdrafis 104, i RB&E poindad @, H¥ Rk stafionNeidems,k 108 to
the receiving apparatus 102. As anot her exanple, the sending apparatus 104
may conprvelycdnee R/ aiedher petwgrk agecpseriliet) penfigired toaneyies peesy R, a

mobi llBt Y JARNARS I8 L ?ﬂet éiﬁyeré(i\%a frofi] thb Qg dllléé(%%) Pa?&f TRURLGY ol ﬁét%ﬁ{ data
for tPansm'sslon t6 the ecel vi ng apparé%u 5, an access point (e.g., a
base st atnbd®iconfipaedBo pexoiny ediciddemBfurrnidhddity afttigrtc et tho sdndageapsrapsi nt )

configured to provide agcess to tge network 108 and transmt ci phered data
to the rd@hgichl sappsprbietiapdereok iy thi e net wor k node configured to

perform ghojrgast Tﬁ@ﬁdfn%%ﬁhéﬁ&@'lbﬁ )ﬁlaﬁlfrl%lwﬁét&)g%%b%dfeﬁ%s 2R08 Rgrappar atus 104

herein, some conbinatio ereof, or . I'n an exenpl ary enbodi nent,
t he r eceicompytiappariatsu$ ol &angid /tir scadmgiapparappd bty be@hbadedesbodi ed as a
mobi |28 t edres .tgpa lco’rn]glyceclrt1 la%?opt c%%%puitelr,l Mo iliea‘;[elgnqiniaf mFolbﬁe cgmp{ltrér,tn?oibsﬂerp%gger,d’ FIG 2
mobile communication device, game device, digital camera/camcorder, audio/video player,
television device, radio receiver, digital video recorder, positioning device, any
combination thereof, and/or the like configured to cipher and/or transmit ciphered data
over the network 108 to the receiving apparatus 102. As another example, the sending
25  apparatus 104 may comprise a network node (e.g., a radio network controller (RNC), a
mobility management entity (MME), or the like) configured to cipher data for transmission
to the receiving apparatus 102, an access point (e.g., a base station, node B, evolved node
B, and/or other network access point) configured to provide access to the network 108 and
transmit ciphered data to the receiving apparatus 102 , any other network node configured
30  to perform at least some functionality attributed to the sending apparatus 104 herein, some
combination thereof, or the like.
In an exemplary embodiment, the receiving apparatus 102 and/or sending apparatus 104

are embodied as a mobile terminal, such as that illustrated in FIG. 2. In this regard, FIG. 2

illustrates a block diagram of a mobile terminal 10 representative of one embodiment of a
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illustrates a block diagramof a nobile termnal 10 representative of one
enbodi nent of areceiving apparatus 102 and/or sendi ng apparatus 104 in
accor dancwowntimosrzodi ment s of the present invention. | Pcshromeheoinsos

under st ood, however, that the m)bi | e terrri nal 10 il Iustrat ed and
herei naft er . descri bed Lq"? qﬁr el dlustr of on e of %cel Vi n{g
appar at us“tO2"a PP s errdt éora? P& ERpar 634 %&tac?% al}

benefit fkroOpresimbaicimit. St Hould1Be RERSEN, hoWeVHr] @ik tﬁ@ﬂmbn@mmu €0 shoul d
not be taken to limt the scope of the present invention. Wile several

enbodi menllestigfedtane heteamefteiodiseribrehis crerely dlysirpiie ofzanedyranef regdivinge
her ei naf t, ﬁar%tug(ﬂ)i Q@ﬂ?lf é’epe%g ﬁﬁ%&mﬁ& ﬁf&fﬂ?&z an%H%%{ atdRGR a%f‘t flgetronic

devi ces, as no nes ort I'gital

assi s§ anteﬁlb()ﬂ’ﬁ%ﬁﬁs, oftAgpiesent hmhﬁ@n Sl e &O S, sh’iﬁliid(ﬁ(ﬁll)e(lﬂ{mub ¢St thg 866p_Y
devi ces, televisions, and other tages of el ectronic systems, nay enploy
embodi ner‘?tféhediffesteﬁblnﬁ?@@@ntwh%@Y’?i RAMbedjents okshesqlestionic ¢y 1Gee8s | e t er ni nal

10 may | ”ﬁ&s‘ﬂ‘é{%d%ﬂd%ﬂ‘%@'ﬂgreﬂ?aﬂ(epﬁesﬁi‘fﬂ)éd fg¥ &Fﬁ%e% g@i?anth% dtﬁ'erct?ﬁ%‘w cation

with a transmtter a receil ver erm na may al so
i ncl ude algptrotiesisoice? Budonfmehuleaclcplwonps,onotdie csngmwlrs pbaalﬂadlgnabmsmmnsi gnal s

fromthe nsmtter and receive respectjvely. . Th r ocessor y for
exanpl e, d%‘é’géh%%fif%dalégp GUPPY S RSKIRR CPREMIFE ﬁémagrdfeﬁf%ﬁ ye eY&ﬁan% ran

M Cr Qpr oGass Wp%sﬂf&l@ctﬁﬁﬁ&%ﬁéﬂ}é' Hﬁy@h@!&ﬁémk%cﬂﬂ@ﬂts Bf %%@S@ﬁt(lﬁ‘)’entigﬂe or rmr €
processor(s) w thout an acconpanying di'gital signal processor, one or nore

copr oces§®23] onés showmptlee mobild teypmel H}meyem;d@ angntgnoe | rforendtipler o | er s,

e e R L o e L LR AT

(appl i catérifing peqnafy fsd MtRAE @Eﬁ@e@of QU'céﬁﬁgHred:tB%\(lﬁé sibflalptPgidaraRd e gate
array), or sone conbination thereof. Accordi ng al t hough illustrated in

FI G 2 asigaalsiffagn thegrapemites and raseiyemcsepdiigly spr@%ésqlsﬁ deays &1 20
compn Bse%x%BBﬂe“Eea&h@’dlééf aspJa%%ﬁ &%Er?s miﬁﬁ&ﬁg cﬁb&iﬂ? Shedft Mo @%ﬂcﬁo&f;ot%hé’sgﬁs by the

processor h accordance

interf acwﬂimdmpﬁhﬁﬁg augltalmpgnat@blcessom)l oiheadT rayrStpestessan@) @ithautyannunber of
different wireline or. wrel ess net wor ki ng techni ques, conpri sing.but not
limited LecopidyEestista)signt) YWIPERPIQE] 9IIC QRN ESRTOFFEAP, UL R JPTHEY RIC(WLAN)

t echni qu i | EEE
802, 1 1. ThsS FE Bl bl Rnbpflrs PR ERr RS, (S HARLaRpHORL DERAS) Le

speech da;ﬂa:;r pusessimperiemaite thetlaligg integerted aqués sedh ddafon exanmpleom ABK | i ke. I n
this e t he nobi.l e term, nal | e of o ratin th one or
ror & 245 RS R oO S AU AL CCOHIMATEHA DR POESBREDIc g Y + Gt e
access twaﬁl%maﬁaﬂﬂf&eotfhgcbm’aﬁglyl\/tartﬁo@ﬁrﬁws@ﬂa{e@nhHGtms 9REleréREHrnal My
be capabl e of operating in accordance with various first generation (1G),

second geareambodin{ead)the prasgysor B eetgemsss aplwality of processors. These signals

sent and received by the processor 20 may include signaling information in accordance
with an air interface standard of an applicable cellular system, and/or any number of

25  different wireline or wireless networking techniques, comprising but not limited to
Wireless-Fidelity (Wi-Fi), wireless local access network (WLAN) techniques such as
Institute of Electrical and Electronics Engineers (IEEE) 802.11, 802.16, and/or the like. In
addition, these signals may include speech data, user generated data, user requested data,
and/or the like. In this regard, the mobile terminal may be capable of operating with one or

30  more air interface standards, communication protocols, modulation types, access types,
and/or the like. More particularly, the mobile terminal may be capable of operating in
accordance with various first generation (1G), second generation (2G), 2.5G, third-
generation (3G) communication protocols, fourth-generation (4G) communication

protocols, Internet Protocol Multimedia Subsystem (IMS) communication protocols (e.g.,
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(3G conmunication protocols, fourth-generation (4G conmunication
protocols, Internet Protocol Miltinedia Subsystem (I MS) conmuni cation

pr ot ocol swbeog/oos@ssi on initiation protocol (SIP)), andfon/riveodioke. For
exanple, the nobile term nal nmay be capable of operating in accordance with

2G wi rel . icati S:.. 1 Ti |, Vi Si Mul.tiple A
(TR ), Seisaan TPt Bin el BT Tl @bl cconsHar o bt oS
Di vi si on cipHbld ot $HeARmEsS adoridikd withPd RircleBecdnii@niclondrobobsls exaspl e, the
nobil e term nal may be capabl e of oger ating in accordance with 2.5G

wi r el ess (Eormbliviiden Mavtiple dcoess (EDEENRr @lobelapistam RadviebiseonineeniqaGPRs)
Enhanced (DR, (Y FOV OO ML FREENccQURNIN Sl Bre T LIS o

exanpl e, erm na e capa n accordance wth
3G wi pel essmpleniin mabilt itermifl iyl Gipsile bf agerdditigiaasedrddviebivith 2.5G

Tel econmuni cati ons System (UMIS), Code Division Miltiple Access 2000
( CDVA2000YIel4 qeBanEicetiere PIiRRoL Genckl Perkst Badioksswice Enhgnegd Data
Di vi si on- BYIESY ty or the
Cker . Tar A R0REn RO MR MY LR 16F SRS oM erddl >

and/ or r exsi beecagalila of opmsting inedcdrdaree sothdih egreldss borhinghicstmegrotheals| i nk
packet access (HSDPA) pr.otocol, high-speed uplj acket access, (HSUPA)
pr ot ocol ,S}lgh%f{‘é?w?fﬁ VbRt f’%@% lfaé%smtﬁr%<b§é§»§b_§0§wﬁwl% fyPleapabl e
of opegr atA&&s‘%O@@GEBﬂ@M&WId&b%@@)d@ DREGSSMERIPIR AEAS ( WEDNIAY OFileS such
as Long Term Evolution (LTE) or Evolved Universal Terrestrial Radi o Access

Net wor k ([EvisibRANnchredd ey CedveDivisien Madidile Aoerab (TD-S(dPMeéyaamdl @ the hiee. mbisi | e

t erm nal rrf%/l t%e capabl e.of o er a%i n(ﬁlsfi n gc[c?rdan%e ith f.ourtth-generati on
(40 wir&f%E3S ATaf T SHABP ISt Be ot ey Frd/ 8 Frap iRt ARk Seeftas sim | ar

Wi rel ess ARl GRbdcoriaRtOWaR idh-deed demlinkepdrmelcons SDPA?grd‘twom,r e.

[ 0024] Sonme Narrow band Advanced Mbil e Phone System (NAMPS), as well as

Tot al ~ Ac déghsspeadrbpiikcrackeiricsiss (Ha Phaesytocolptidfas thedliles. ndicanohily temysalbenef i t
. o rorte of this . ;
oSO 8l R A S SRS s o BBl TRARGRARTES |

ter m nal pidlocaysueh as dpapTermEvoheiba( L TB) adtwlehidignit ersdN Teedestsial Kadle! i ty
(W-Fi) or Worl dwi de | nteraq erg})ility for crowave Access, (W
rag!

M.
pr ot ocol $XecpBayyork (F-5T fobdhaHer AdeigNagy €98 BramuC By ™OBHDr i se
Cireui tryefor, iR t?erzﬁag%uel@a{ ﬁ%@%g{évm%&raaﬁe lLAg fauay.ggﬁéraﬂﬁl a6 LhRIERbi | e

termnal 10. For “exa cessor 20 may conprise a digital signal
pr ocessoromh@wing®fioa pritesodyandde ssolikdewdbss amilanalrelgsst @dimurtiedtiooonverter, a
di gi t.al -to-angl converter, gnd/or.the like. Control and signal processing
funcltzﬁoné’“l}?c a}%ﬁ‘%h%? ﬁdf’\éetl‘?ﬁeaéﬁltm%%% al | ocat ed between these devices

[0024] Some Narrow-band Advanced Mobile Phone System (NAMPS), as well as
Total Access Communication System (TACS), mobile terminals may also benefit from
embodiments of this invention, as should dual or higher mode phones (e.g., digital/analog
or TDMA/CDMA/analog phones). Additionally, the mobile terminal 10 may be capable of

25  operating according to Wireless Fidelity (Wi-Fi) or Worldwide Interoperability for
Microwave Access (WiMAX) protocols.

[0025] It is understood that the processor 20 may comprise circuitry for implementing
audio/video and logic functions of the mobile terminal 10. For example, the processor 20
may comprise a digital signal processor device, a microprocessor device, an analog-to-

30  digital converter, a digital-to-analog converter, and/or the like. Control and signal
processing functions of the mobile terminal may be allocated between these devices
according to their respective capabilities. The processor may additionally comprise an
internal voice coder (VC) 20a, an internal data modem (DM) 20b, and/or the like. Further,

the processor 20 may comprise functionality to operate one or more software programs,
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according to their respective capabilities. The processor nmay additionally
conprise an internal voice coder (VC) 20a, an internal data nodem (DM 20b,
and/ or t hwol2okimo1d2art her, the processor 20 may conpri sepCurioi@osakisty t o
oper at e one or nore software prograns,which may b e stored in rrerrory For

exanpl e, rocessor,.2 0 nma ctivity
or oot am "UITHAL 55 B BrERY: Trhe EBinat: Moresti Burahs RPN ow ¢ he
nobi | e t pBiafl aéQnﬂe@n&lr}aﬁrsg}arn aheh £8CREY BrowWabr. CORt @RhectiSHE @r@gsam may

| ocat i on- based content, according to a protocol, such as Wreless

Appl i cat iadawrhomebidé togmaing) 10 toytrasmesandireepherteed enngngcorh eHPTFRjon-baseld or t he
like. Th
control B BER aftet LI Ebrol ol StciPe CHEBRT A Bl RISt (VAR N

cont ept aengBsplotRol (HETMeinddsr the ks, Tied mobiksSterrhDARB] mineée ﬂfthlbleeofhgfﬂgl nal

10 may al so conprise a user interface including, for exanp an earphone
or speak@rIrousmission ﬁ@@rolfzotoaolﬁrl@m%ﬁmﬁ%miéTC%ﬁE @5raa§rn§8n &‘cesérwq nput

interface, Iét%ﬂtdefc%ssttﬁbeln{e'nlﬁé’?ormﬂe WBsb e operationally coupled to the

processor I'n this regard, ﬁe processor 20 may conprise user interface
ci rcui tryo@ehf i gi]]neenhobld)e teaninabl 0 ety lhBasbmpasea fisen cdtedns mclﬁdlog,efoor el enent s

of the user interf such as, for exanple, e speaker t he rlnger
22, the MEPBSHTH netOﬁ SPFK A4y THECT ?Z’na/rermrﬁenq e, dlSPrlra 25%,, 8d&gsor
and/ Q0 USEut hrﬁéﬁécfea&ﬁi/&r'tﬁ&liké fohi &SRRy bs bﬁ&aﬁ&ﬁll?rcgﬁ;ﬁééﬂf thé pﬁbc@?s\ﬂr@o €In
configured to control one or nore functions o f one or nore el enents o f

t he user thinregafdade prhc%sgﬂ%oammmmlqomgrlamﬁammmom omé"lg@e%dqo costmlta»war e

and/ or fir r stored.on a cessible.to t oces

Vol at1 1 e WBnYS: BECHS e 06r B RECHE aBG TS Misfiar S bR TFRET e Bhough not
shown, t REedkeb24, ehd ﬁﬁ%o nal thEWycropRdHel e thR ddgplldyeTs/ ah@br IQWRE Mge Var i ous
circuits related to the nobile termnal, for exanple, a circuit to provide

mechani c#Foghior 30 i onysea inderfase CHBIIEY SOMPLisng Thepragessor Honay bneartzated nay
C 0 rrp r15 se 651 ggﬂtlfo? %n%ln{ﬁ‘é%{i%n& %s %? ghé gr égfe@l%ent 8 gér I?teﬂ@é at}II'O%,gﬁ h as a
i splay S

ouc not Aot nd/ or
ot her mraumpdrevpm%rarh imsettrihis @ pL SOfmmb uddi/lgﬁﬁnwaypadredtdnel keypad nmay
conpri se nume 0-9) and re at ed K , and/or other Kkeys for
s nurer e
oper at i ng°¢H¥ B.freeprpeqSﬁﬁrr?&r e.g 00t elﬂeleoeh Opyofefids MeMOTYt o BT | ¢
term nal tﬂ@h%A@h%Q%ﬂ ﬁkﬁ'sH&'&n QH@nBBﬂé"Eé'i&dE?ﬁﬂ%p r1§é‘§5ét ?d} oQerigPt ai ni ng

data. For exa e nobile termnal may co sho nge radi o
f r equencyafiRis) cntcu&marbﬁed/@rthandfode tarmirea rfogaztampl@& CEBKOuIﬂM promaip rhechasibar ed

w t h_and/ ar obtained fr oni c .devi.ces. i n_accordanc
FechAl quedr LB T e HP ol hdy i BRpHT SBTHEY SHB e EageAloing
transcei ygf ﬁobﬁ@@ﬁnﬁ‘lﬁl tofrgéel&‘é(d’dﬁ)lsﬁch A kdYph@Bed tohéR dikpiap sfRkN&INGS. a
Bl uetooth(tm (BT) transceiver 6 8 operati ng using
joystick (not shown), and/or other input device. In embodiments including a keypad, the
keypad may comprise numeric (0-9) and related keys (#, *), and/or other keys for operating
the mobile terminal.

25 [0027] As shown in FIG. 2, the mobile terminal 10 may also include one or more
means for sharing and/or obtaining data. For example, the mobile terminal may comprise a
short-range radio frequency (RF) transceiver and/or interrogator 64 so data may be shared
with and/or obtained from electronic devices in accordance with RF techniques. The
mobile terminal may comprise other short-range transceivers, such as, for example, an

30 infrared (IR) transceiver 66, a Bluetooth™ (BT) transceiver 68 operating using

Bluetooth™ brand wireless technology developed by the Bluetooth™

Special Interest
Group, a wireless universal serial bus (USB) transceiver 70 and/or the like. The
Bluetooth™ transceiver 68 may be capable of operating according to ultra-low power

Bluetooth™ technology (e.g., Wibree™) radio standards. In this regard, the mobile
9-



Bl uet oot h(tn) brand wi rel ess technol ogy devel oped by the Bl uetooth(tm
Special Interest Goup, a wireless universal serial bus (USB) transceiver
70 and/ orwohe1itldok®2 The Bl uetooth TM transceiver 6 8 maycCh/reocapmbloe o f
operating according to ultra- |ow power Bluetooth(tm technology (e.g.,

W bree(t .r"gaddi,i d n thi s re termnal 10

o 1 il 1R et B b Sigskekdh %%%F’v%rrm'f‘r%ée FuBR B

transm t tdafaGo dad/8r feRcid MY difa fr&GRIAtHDSic ¢RYided \Kzﬂlﬁﬁh% é‘ilhﬁﬁy oF tHeMbBRS W thin a
proximty of the nobile termnal, such as with neters, for exanple.

Al é /houg h teretinad o as Wﬁémnﬂbmlﬁ@rss @rwmplerra%}tmeglm a@aﬂbp@notile okHs freinahg
SRS N R R o e AT R X BTl ques

such as |VEEE15&Q]2@1&SSJnet\e@rhﬁigquﬁﬁuquleEEEclﬁ&lﬂg Viréles fF’ldifs]iﬂy? GWl-@ Ii')dWIL’ANhe li ke.

[0028] The npbile termnal 10 nmay conprise nenory as a_subscri ber

i dent i ty f¢RBELIUES Jushy [BBE 892%#1955 P%S dislef SP%éﬁchbgqu%awoxfhﬁukm a

uni versaly Scr’rﬁ’eellfnobﬁ‘ee{%hhﬁ% IYP gﬁéé\%‘e Js*&esubééfﬁéer Mfg!ét?t?
storelnfo tion el enents re ate esu scrlber I'n a |onto

the SI'M niddalan@bM) 881 aerdmorvable eyt 1d<mt1ny medulet(ReUI VM g nonaler @l sutdérderf i xed

menory. The nobil e t 0 y include vol ati menory 40 a
non- vol at$4"EHBRE lﬁﬂjéﬂhg dé%ﬁ%ﬂﬁ@ Whish g Séorﬁé#ematm it b orandom
Access Mepawité s(5RNber. NG 'aH&iﬂtlBH tcﬁbh@@Mtlfé‘"&%lﬁfe t@&ﬁhhl%e@%ﬂmﬁ?se%‘ﬁid? or

of f-chip cache nenory, and/or the |ike. Non-volatile 'nmenory 42, which may
be embeddedoabtt ed/ardimed axneory e meblle themirfab i 0 evearmélade ydatde @mnyoryréﬁror Y,

flash har d ks, fl isk
i ves, * RUREPPE Rl n b TS SF e Sl miBL% MR e En®
non- vol atddcessrvaeem (Imyﬁlcﬁm%rd@n(aﬁﬁﬁﬁ«MM seutid/RoA ML bﬁ-chipl@ of Lt cadlat i | e

menory 40 non-vol atil e nmenor may i nclude a cache area for t enporary
st orage dfengdy.aandidhaln rN@sV@rlﬂvlegﬂm@y(ﬁlﬁeWbmhrlf@%bes@mwé%ar&/@fgr ans,

| nst rlgCt I Gt Svabgé g&@%naﬁd <§°e;xgﬁﬁaie° ddo%ﬁ;?‘meﬁ%% Hasit Hl% the\%ﬂotgp?t%)ée be

used termn pér orm-ng tions
term naI defioes @parmtediskd) €loppyriisk esvemynagodtiertiss cal, olﬁtmat dik¢ erivessmdioras an

i nternational nobile eqU| prent identi f| catl on capabl e of
uni quel y TYEhDPRYPHYIS BB BAGES MEFRPHEY eragg]t%?e@{?%rldkmo 4d% to FIG

1, inan nﬁ‘éﬁﬁd@%ﬁ%n%ﬁ‘?ﬂ’é fﬁ%&foaﬁ E@me ‘Er?dlﬁde%ca%ﬂ@%étfdlsterﬁg hngbygess vari ous

means, such as a processor , conmmuni cation I'nterface 114
and deC| platar Thomemokice nag wiore (yneldlﬁndn@rsoﬂwmfeq:mgmglstlhﬁrucaons)psscémrfct i ons

e e TR RS PR P rincie 20
a sui t ablfyn PloRYHARBEREHLRE RGRISA! Fof&IRIpIaLhORahoti@&Thsy Sbhpiictan id8HIRE, t he
i ke), a conputer program product
such as an international mobile equipment identification (IMEI) code, capable of uniquely
identifying the mobile terminal 10.
[0029] Returning now to FIG. 1, in an exemplary embodiment the receiving apparatus
25 102 includes various means, such as a processor 110, memory 112, communication
interface 114, and decipher control circuitry 118 for performing the various functions
herein described. These means of the receiving apparatus 102 as described herein may be
embodied as, for example, circuitry, hardware elements (e.g., a suitably programmed
processor, combinational logic circuit, and/or the like), a computer program product
30  comprising computer-readable program instructions (e.g., software or firmware) stored on
a computer-readable medium (e.g. memory 112) that is executable by a suitably configured
processing device (e.g., the processor 110), or some combination thereof.

[0030] The processor 110 may, for example, be embodied as various means including

one or more microprocessors with accompanying digital signal processor(s), one or more
-10-



conpri sing conputer-readable programinstructions (e.g., software or
firmvare) stored on a conputer-readable nmedium (e.g. nenory 112) that is
execut ablwohy1i@osazet abl y confi gured processi ng devi ce (eCygFR0adesoproocessor
110), or sone conbination thereof. [0030] The processor 110 may, for
exanpl e, be enQﬁgieﬁ as vari ous ne%gérinclwdin&:one Or nore m Croprocessors
with accEREERASY UMY R ACE LY MG B SIEPYIrOSL. Y FPYUSFBRIESSE Ps)

Wit hout @Re BERRRPANNI-BFc Biddbisdls, ShOfAhoR RERSIHAS, prédtSsifE cii®fiRy,(RRIPCESSOr'S,
one or nore multi-core processors, one or nore controllers, processing

ci r cui t r ynorp gempytcrsprariaus wgher erosessingrdloments tnebiding iptegdedejraalte peahtas,

i ncl udi ng_| a Nreuihts.such as,. f e (application
specificq?$}%§%£ eﬁg%§¢é%ﬁ%§%gyl%%8§%8@?@%@83%%g¢5%#§EP§63§?e array), or
sone sonhird@hmanblchateafay) At comdicogbinatied theasedhActdrdmiplyatribugh iFisGatell as a
si ngl e processor, in sone enbqodi nents_the processor 110 conprjses a

pl ur al i t y0 5FG ph Bcetage Hrocessar.pp sp1as FNPOYMepisbeR©6F580T Y 98INTCHher at i ve
comuni caj,| o\ BV i to perform
one o sy TR, PHUHARS JTRloaR R EBL I ot RThBNIGELLR, B2

her ei n. Tth qachiodler anyd mhy pe ocléssioels confygired onfzofdirdnoor enos¢ AimkBormmbinput i ng

device or .distributed acro a plurality . of_conputing.devices collectively
conf i gur 84T HFAY P& FRRBHYS 52 %‘?eé“?‘tﬁﬁicl} %ﬁa_FFff Py POCTSUSmMARy
apparn gt ugmbddicddndedfdld BEApRIRIcRice lob d%ﬁhﬁl?édrﬂl%fﬁs% a‘ﬁﬁtﬂﬁgl%'y%f th&plEei vi ng

I
apparatus 102 is enbodied as a nobile term nal 10, the processor 110 may be
enmbodi ed dasgices cadlsapvals eortfigarqdrto pedemn orOor tharcdnng joapipticsrof teasoelvimgnt , t he

processor 110 i onfi gur to execute.instruycti.ons stor.ed in the nenory
12 o oeRer e JOLRLA R §n LSS T BN e o e
execut ed elbotiRE ap b AEDIIS rmidd),1 0¥ pEGeSOT Il B BRicHIbBicaRPBF edrkisisbQie t O
performone or nore of the functionalities of the receiving apparatus 102

as descr iPbRGSERE; F annexesiddy cubet mrant.dbmpiogenseid! Kyis Kenfamsediosxeatt t war e
et NQEs. ;0% B R SREP *nntﬁg Lh@hord §12 ?1{ othgll%ﬁse%c(agﬁﬁﬁé) {o thd g{)orzgélso? ?{@r"h?eg% an
I'ng to enbo

entity capabl'e of pérform ng operations accor Inments of the
present iimteptionwhtn becardfblyghy pdcaseor 1di, ngl yausthusseciomgeppaptus, 102hen t he
processor 110 is enbodied_as an ASIC. FPGA or the like, the processor 110
may conpr? B¥ QBEFqrdagre pf %ﬁﬂ%@%@l%&fg@a%ewg appatiet Phgs deeBrd mor e

oper at | O, AeSEE LRADENE! BniflELIINERY or ARARORR0IEATLE, vhen the

processor 110 is enbodied as an executor of 1nstructions, ch as may be
st or ed i rotbematremtreyeof1tBe ptdvessonst( mey campriseean enpecedpablalolf pyedamfingur e t he
proc ﬁsor 110 to perforn1gﬁ§59r

Rer ot OB ISTHESHERIPFPEDI TR 1Er Deen PR UGARBIE O SAGE | e and! or
232{)}’3' itfgécﬁgﬂﬁgwo Mhus Aok BREle, W hdnshé BloBessbinl FOl iFemboditd @s 8h AGIE, MRARIY, the
or the like, the processor 110 may comprise specifically configured hardware for
conducting one or more operations described herein. Alternatively, as another example,
when the processor 110 is embodied as an executor of instructions, such as may be stored
25  in the memory 112, the instructions may specifically configure the processor 110 to
perform one or more algorithms and operations described herein.
[0031] The memory 112 may include, for example, volatile and/or non-volatile
memory. Although illustrated in FIG. 1 as a single memory, the memory 112 may
comprise a plurality of memories. The memory 112 may comprise volatile memory, non-
30  volatile memory, or some combination thereof. In this regard, the memory 112 may
comprise, for example, a hard disk, random access memory, cache memory, flash memory,
a compact disc read only memory (CD-ROM), digital versatile disc read only memory

(DVD-ROM), an optical disc, circuitry configured to store information, or some

combination thereof. In embodiments wherein the receiving apparatus 102 is embodied as
11-



conprise a plurality of nenories. The menory 112 may conprise volatile
menory, nonvolatile nmenory, or sone conbination thereof. In this regard,
t he menonyolafi/mmeye2conpri se, for exanple, a hard di sk, PemdoIv@EDE®S
menory, cache menory, flash nmenory, a conpact disc read only nenory

CD- t | le d d tical
se ol patindley St Bamsternbnap S DRtis Fomolesh S fomort s affiatBn
t her eof . pbh- @@%@ﬁ@%ﬁ@\@[&h&b mﬁ@y ¥d BshfRRRAMS stose hBFniasioR, rﬂa@dl ed asa
nobil e term nal 10, the nenory ggglse the volatile nmenory 40

and/ or t BEDliRshos BstiuFEonTEerthy 1114@ fortn@blm ecaivingrappastisd@R e gureett o
store i nf ?ﬁmt flugptiong?ﬁ QCCO%B&J{ Wﬂ}l %{%Pla%ynesrﬁlgo%ﬁleﬁg Sf thR rés Alv%l%o];lor

enabl i ng e recelving appara O -“carr varl unc Ions in
accor dan@er ekdniplexe rxpleagt)somart&ﬁdnbmmnss afe rhétﬁor@rlasem boﬂﬂg\a&mlttb oaffeF@put

exanple, in at | east sonme enbodi ments, the nmenory 112 is configured to
buf fer i dptafogBiosessiBe byrthe posessgr bip- tfh@lmr@@é% aﬁe@welmaa&%%wm? or

al ternat iyfloYimdnfs, flc h&aAsty 151@1? &{%%?édnfﬁ@{o?e ?ahn‘iTﬁﬁ%é’nol&%oﬂ e?cf%ﬁ{&‘h'tg“r ed

to store program i nstructions ecution e processor

menory 11z prayessérorld. iTik onamedriy d mz inoaytshere ﬁrcfonnajfonsn did forrandAtatic algdﬁam c

i nf or mati on. Th| stored¥|nfor on nay be stored nd/or t he
t

deci pher défB?fPﬁch M-t s 59esdd rfﬁgﬂq ay B ptoredgm {%Pﬁ%irt?ﬁ fﬁa dF?vlgher

functpo ”%bh&bl%’frcuﬁ@ol:‘l%]duﬁhg HEOITTHRIGF %Ellf%llh% e HiREEnalt#ks MBY be enbodied as
any device or nmeans enbodied in circuitr ardware, a conputer program

product do033i si hleg @Umpumeatthneatstaﬁai:@l b‘lrmgy bereinhediediat amyndvEror sttaon a
conmput er and execut ed

o ocess AGRLoReerasy. Refdfi e codullF Py po §T Sl FOPYRE eor ¢ ha

i s confi geddaBletRodre@ehyticansl Bérell baR ufda k@ dhisle Medfuna (b € Nthee thyenry t he
system 100, such as, for exanple, a sending apparatus 104. |In at Ieast one

embodi medt2) andecxeerpdihy & aracsspngdevideded., thaprogcsser 110x9x agambingfipy enbodi ed
as on s ot Qﬁe{rg\éfstﬁatq? g'c% rf%lulre%dtﬂ l?yce J%%nﬁfo? Hanat d&tgr onl/ﬂ) e}n &% 1t§{ (ﬁeﬁg g}'/sténqe

conmuni cati on 1 nter I'n connunlca ron w processor 110,
such as M08, sachus foﬂé}@mpdrrmuamdmg apmratmst B4 daat 34 omaymbodimele,thd or
exanmpl e, an antenna, a _transmtter cei ve a transcelve&ﬁqﬂglor

?

supporti ﬁ@mﬁ&wmp%l%?rf%fltlﬁawlwt paé“ﬁsl FRBOdieshaL AT BT ViRR €0 ddWe or
mor e entigd @gc&émi Nn®. %Mﬁh;f@rgmptheTéaﬁm?&ﬁmﬁah%ym ihatesfeeg 114 may be

configured recel ve and transmt data using any protocol that may be
used f or coommuniatian wothshdptosesor B, sidhess vid a bine ﬁ;esctoanmmﬁﬁhtioﬁhlﬁerface

ic |on interface 114 may additi be i n.conmmuni cati on ynth t he
@ 4%/18?1%? SHEmP, At R, P%&Pw@ﬁte& POV HASGIXCTLANGOL [ 0033]
The deCl @ﬁﬁforﬁ&g‘ﬁe{r%a&' Jr QB A f&l&laﬁ’ﬁﬁ{g BsmeuhR&isd vAth MRy dr%b% RBES, ofSUCh

as circuitry, hardware, a conputer program product conprising conputer
r eadabl e thy Hgicani 00. The communication interface 114 may be configured to receive and/or
transmit data using any protocol that may be used for communications between entities of
the system 100. The communication interface 114 may additionally be in communication
25  with the memory 112 and/or decipher control circuitry 118, such as via a bus.
[0033] The decipher control circuitry 118 may be embodied as various means, such as
circuitry, hardware, a computer program product comprising computer readable program
instructions stored on a computer readable medium (e.g., the memory 112) and executed
by a processing device (e.g., the processor 110), or some combination thereof and, in one
30  embodiment, is embodied as or otherwise controlled by the processor 110. In
embodiments wherein the decipher control circuitry 118 is embodied separately from the
processor 110, the decipher control circuitry 118 may be in communication with the

processor 110. The decipher control circuitry 118 may comprise and/or be configured to

perform at least some functionality of a radio link control (RLC) entity, packet data
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instructions stored on a conputer readable nmedium (e.g., the nenory 112)
and executed by a processing device (e.g., the processor 110), or sone
conbi nat iwo 20hwwet and, in one enbodi nent, is enbodi edpras/FI01QVISIIW Se
controlled by the processor 110. In enbodi ments wherein the decipher

control circuitry 118 i odi ed separately fromithe processor 11Q, the

deci pher BT RSRY arese! TR R R e IR 15 G P OO L RN G essor
110. The ng§CiuRRG beGR RS MPdunfdafin WithYond 58 nivRY o AN BicnRy ANl bPEorRBusieidngur ed
to performat |east sonme functionality of a radio link control (RLC)

entity, paereac ld4t susbrnyeragebitse prot ocol (PDCP) entity, and/or the like. The
deci pher r ol , G4 itr fur r in _cQ icati i one or
mor e of M0 henoRSToR T A ol b ARl o i SN B bl A P

[ 0034} Ret®fifig Mgparawg 10 inbladsevigiongmapasahus alfddeessor 120, axas! iy

enbodi ment the sending apparatus 104 includes varioqus neans, such as a

pr ocessoromppniGEnp fferiare 128 pdhrinhea epmrplcHewhy 8@ farperfogpmedhyraiovgont r ol

circuitr 3fur?]&1{3n§ Récf_eﬂecfeg&{%h.“ @h&&e%é’a% io?gg% sEH&ig%hﬂ;?}lzatﬁ?Wi I A8 ddaRein These

means of the sending apparatus 104 as ScCri rein may be enbodi ed as,
f or exanphay, becinlgdiddrag, fonakaagle ecisluerng haslwae demets &ug.t abbitabpr ogr amred
processor, conbinational |o Lc.cirﬁuLt,.and/o the like), a conputer
program M%a&m@ BHsPTerrg PRy aR e oRiE S an bR AR ASORRULT BHEB. g.
sof twar e pafdubcl EJREH ﬁn%&&-@éﬂa%l&ﬁ?@ﬂdhﬁhgﬁ&%@ﬁ?{&g.%%% §FiGnwarByTOr Y

122) that is executagﬁe by a suitably configured processing device (e.qg.,

t he procetseal onl2mpaer-sedable mediumatei o mentvay d32). thpoe 8&jcubhls yroseeblyr 120
may, for ex I be enbpdi ed as_ various s_incl udi one, or re

o1 opr oSSLRaeE propRe REBRISE Ry B g RS TERD xS SEb08uRIEpeahe o more
processonfels|w t Neiprodess@CLOMRAN Yo G ahp®, babmsbAb@bs Parfus $&Qhs ineRMifgr Nore
coprocessors, one or nore nmulti-core processors, one or nore controllers,

processi M§C eF MOl MEGFOPTEPRSSEP Wihrascarpplyiie §2ital srEnalRroeIsHAfs) RSB $89TAg

el enggt s p!r&%ggﬁ .sp&'thg&t%gra%o i I LHI ital 891& 2! orfeX &r@’co LS
et r eg %lr u ?% or %B U?léﬁgp

(appl'ication sp Ic integ [ progranmnable gate
array), ohesponerconhi-cwat ptcisbay end or rAooiroifdry,, pradekding gifcuitry,whktoat ed i n
FIG 1 as a single processar, in sone enbodinents the processor 120

conpr i sedNofe SPMPYETSt Yarirus GEhsE BESETSEIE cfefes Uicaiding intseralsbelEddd pehifty be in

oper at i ve, CORMY GRS (HpJIiaGHCIHOHR St ?r@%d%?r)é PerdPd £efidiyel y configured
to perfor%1one of nore #ﬂ%ﬂ%?onaﬁ?ti%s 8 t he sgﬁﬁ¥ng apparatus 104 as
descri begrépgammblehe gptay).arisome odbmpmotes thercmf.nAygcdrdinghyh olfhecthohusragidngl e

comult g, 1R o6 o LS Lol ATesE g Rl Lk of BarmuLDg, dov ces
sendi ng AR MProkEborS TRPHIkRED MR REddrs By 8ERPEHIRRAToWMRIMEdaRioh he
sendi ng apparatus 104 is
with each other and may be collectively configured to perform one or more functionalities
of the sending apparatus 104 as described herein. The plurality of processors may be
embodied on a single computing device or distributed across a plurality of computing
25  devices collectively configured to perform one or more functionalities of the sending
apparatus 104 as described herein. In embodiments wherein the sending apparatus 104 is
embodied as a mobile terminal 10, the processor 120 may be embodied as or comprise the
processor 20. In an exemplary embodiment, the processor 120 is configured to execute
instructions stored in the memory 122 or otherwise accessible to the processor 120. These
30  instructions, when executed by the processor 120, may cause the sending apparatus 104 to
perform one or more of the functionalities of the sending apparatus 104 as described
herein. As such, whether configured by hardware or software methods, or by a
combination thereof, the processor 120 may comprise an entity capable of performing

operations according to embodiments of the present invention while configured
-13-



enbodied as a nobile termnnal 10, the processor 120 may be enbodi ed as or
conprise the processor 20. In an exenplary enbodi nent, the processor 120 is
confi gur estot201 10020t € i Nstructions stored in the menorypt241m0/a0b@r W Se
accessible to the processor 120. These instructions, when executed by the

processor 120. cause the . sendi appar at 104 .t Q. perfor nor e
b “tho T REETBAR T FiReobr ¥His SUira P par a0 t0Ro Rl G L ARG ek el . s
such, whek BRI 1iKEOMeiHBoUSr Y0 Rk GoRIBsO§pcSBichMAES IRIIOgSdwRE Y a

conbi nation thereof, the proceSsor 120 may conprise an entity capabl e of
per f or m KELGFERR PhOPBMarCACHItiags descabdsblefirerandicotativply, praaothet cxammeat i on
whi | e conf, e i 0 X t.h e r 120 is
erbodi od s REFRSERED: S uEbEHEFBE BunlaBis pe RGEEBESords

speci i cah the eandydae etle atdvass thayr specifidal®yt cordigaitethe provesser OPEfoat i ons
described herein. Alternatively, as another exanple, when the processor 120
i s enbodiPEHOHB 0BHOERA AlgRTIthms Apd PPgiRlns describgd KIS pmy be stored in the

1 he 4 j A i 120
memory 3§n0306:1| € Tl’i@ﬁl%{fﬁéll gigf?l?%}hcﬁﬂ%,c of b;@ﬁhaéllé{,osfr?g&gée gﬁ/lﬁfb%dgl diifieessor

to perfo e or nore ms and oper erein. [0036]
The menmomyeni@®. dthougicillustegted mrFI€X drp laasingkommatotye tlendémoryni@d-mgl ati | e
menory. Althaugh jllustrated .in FIG 1 .as si ngl e nepor .he menopry 122
may conpPEBIE HPUFUIY Py MEMORE D e AR %}Pang?strpayo?gﬁ%hﬁ?i%n ﬁalyg%e
embodped BRparist AGk& &Qﬁ@%ﬁt@&aégé’s' LfulitydbSdo Iﬁﬁhg%ﬁ@és@%e%n&ﬁ(%qizzt y of

conputing devices. The nenory 122 nay coriprise volatile nenory,
non- vol amidyecomgmise yolatle memerycnerbivalatiicancmérgr ergfomel qentbimiagion ggaeaf, In he

menory 122 na ri se, far exanple, hard di sk, random access nmenory,
cache. menbr Joearf JEt a2 S iate: fr St i YRR RE R Gt Reny
digital vemseri daehélinsfotR A siOmleihofE Aoy paEMAREM onldin@idry ¢eb-ROND),
circuitry configured to store information, or sone conbination thereof. In
enbodi mesigtahkiersdiln dishecagdanti mgmappd B RONO4n aptisplbish. edicwEy sompdred

t er m;nal t V. i h | or the
non- v a P aalG br g ERLGARRE LSRR KN TRURLYu So

i nf or mat iapparatdat 64 isappdddddtds ansobilensintitiglt 00 the, m@tory e 2 Inmdgecohgpriseiiabl i ng t he
sendi ng apparatus 104 to carry out various functions in _accordance with
exenpl ar y° weft 40 @?fd/qrﬁée prsEatilcimgraetyidtdn Thegienegty dpt 812Yi% at | east

SOme e”b%ghﬁgglﬂ%cﬁto &die iﬁ‘f%ﬂ?étYonl(a)%a{A aéagﬁ@d?foing,:{lhﬁﬁlc%n%? WE ik 'T%agﬁﬁé‘th%m

processi ng e processor 12 Ittonally or alternatively, 1 nm at |east

sone enbaedidmenamardtire]l (Hetowayy dROvar®us dnictigny iadictardstco methpexegpiary

i nstryctions for execution by the processor 120. The nenory,. 122 store
| nf oPflat CBIRORIEEOBS FReBInt SR ahian SRl SRR i At Ao g e TR 6% s or ed
i nf or mat iniindFY 208 SInPiLBR A0 800¢r iHFRWaRYfoF PRCEISRIBRSY tROPiJcBlsof i Z(EUi tTy 126

during the course
Additionally or alternatively, in at least some embodiments, the memory 122 is configured

to store program instructions for execution by the processor 120. The memory 122 may
store information in the form of static and/or dynamic information. This stored
25  information may be stored and/or used by the cipher control circuitry 126 during the course
of performing its functionalities.
[0037] The communication interface 124 may be embodied as any device or means
embodied in circuitry, hardware, a computer program product comprising computer
readable program instructions stored on a computer readable medium (e.g., the memory
30  122) and executed by a processing device (e.g., the processor 120), or a combination
thereof that is configured to receive and/or transmit data from/to an entity of the system
100, such as, for example, a receiving apparatus 102. In at least one embodiment, the
communication interface 124 is at least partially embodied as or otherwise controlled by

the processor 120. In this regard, the communication interface 124 may be in
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of performng its functionalities. [0037] The communication interface 124
may be enbodi ed as any device or neans enbodied in circuitry, hardware, a
conput er woagriawm@eoduct conpri sing conputer readabl e progrrame/osdsoouct i ons
stored on a conputer readable nmedium (e. g A the nenory 122) and executed by

a proce55|n dev ce ces or a conbi.n tlo ther eof

Chat s EORTRGIAEET it Bt brop e ab SR bt Busy g Y RBRM S TBRTR) Cof ¢ he
system 1004 anhcla@e f6108xafpRIT RN Gntefnd, 8 ERhYhiNGr, aqe@eﬁ@etrtbstrér%ewérrhnaxorl east
one enbodi ment, the conmunication interface 124 is at |east partially
embodi ed sappastinghdwaicss sebweieddt enebhipe @mmpm@amdﬂtm@@ or|mpre l§histigsear d,
the co i 0 erf cessor
120, SHZE&%§ %Phﬂgigﬁw(mﬁﬁgmééﬁﬁgﬁ%ggglon i'nter %%%%%T%ﬂwﬁ%gm%%%PR@e for

exanpbe, t@nsAideandingant Hansdl thad mayderusedfor ebnmamidaa@mlﬁsitwea"n RRCLOO T
supporting hardmare or software, for enabllng comruni cati ons with one or
nor e ent ithG B§test 140h el hgycomunym eppionmfgrfacentdrin@atddiipiaty ¢ ieQmmpnicalign pe

conf i gur e e hRGRIY ARG cibEATSH HRkityUkNGiRTY vRIAhRCol that may be
used for comuni cations between entities of the system 10 The
conmuni c40038h i nTler (flﬁhi@ cbdo Incane uang/di 26i roayabd gmlbmhemammummeansg archwist h t he

menory 122 and/o her control circuitry 126,. such as vi bus 0038]
The ci ph&fCEENt v Cr & GRPPYFerPBLHRY PIREUG SHATIHAE SRTPWET ea@ ‘ﬁ%awgra uch as

circyptr Xmstﬁ%ﬁéh’é%’f&ed 8n 6 QORBLRF rddHAYE HIURHPAUE ! the QBRI 1] @Q) HAREGREd
readabl e programinstructions stored on a conputer readabl’e medium (e.g.,
t he menoby ale)essing dewea:ﬁﬁt&dhbpr@ewo t2Ysorynuevindenatien ghereafredpnooes s or

120), conbi nat i ther f an 0 nbodi men enbodi ed as or
ot bt wt s BT STsar By Arh e B SBera B opls ey GTBEHTER 20 fer oi -t he

ci pher  ceiibo@imditd Whidrkindthd &iphérScofrbscarys BNk ahBbiticl k&pardtd19 fParRssor 120,
t he ci pher control circuitry 126 may be in conmuni cation with the processor
120. The pegqsher 12&rihe eipheyi qoetxpkqlvumyelmaxcb%mqogenm@m@n vith Benfigured to
perfgem t &0 t I and/ or
the ??ke?&%%ggﬁﬂz e?ﬁ%%ﬁﬁg 08@?2%%¥¥8§:%§8 hk ¢bEg§P g%gunlcatlon
W t h one perform aele@s‘t sbie ﬁﬁEﬂBﬂahtj}.afZaIORLCwﬂ[ﬁtm |Pm:tB @my, nhébf dedikt24hesuch as

via a bus, [0039] It will _be appreciated that in so enbodi ments, the
recei vi nGPASpegiolsiray il 20 BN ATIgher ba it ePPEHRiGRtANYIth @G T mETRPTdRe ¢ he

functi On%érﬁch%zfoP@orﬁ&ﬂchQQoxﬁiﬁP&fa@é 454 106 AS,iflgeaL 1 bed herein. In this

regard, the cei ving apparatus 102 may conprise cipher control circuitry
126 that[ﬂ@&ﬂbe hwhb@eepma&mmdthﬁhemmnsenb@hnmnﬁhmdr@ynmnaqgmnmmsﬂﬁds110.

Simlarly, od| nts ndln at 104 is, c ured to
er { 8pm Spri@sed st (8 Pk RS SRy b g8 af s 102
as descr ld@@t%b@@ helelh. ThAhik Rgard, the receiving apparatus 102 may comprise cipher control

circuitry 126 that may be embodied as or otherwise controlled by the processor 110.
Similarly, in some embodiments, the sending apparatus 104 is configured to perform at
least some of the functionality of the receiving apparatus 102 as described herein. In this
25  regard, the sending apparatus 104 may comprise decipher control circuitry 118 that may be
embodied as or otherwise controlled by the processor 120. Accordingly, embodiments of
the invention may facilitate ciphering error detection and recovery for both a network
uplink and a network downlink.
[0040] The cipher control circuitry 126 is configured in some embodiments to cipher
30  data in a protocol data unit (PDU) that is to be transmitted to the receiving apparatus 102.
The PDU may comprise an RLC PDU, PDCP PDU, or the like. The PDU may comprise
an unacknowledged mode (UM) PDU such that the receiving apparatus 102 is not required
to acknowledge receipt of a UM PDU. Alternatively, the PDU may comprise an

acknowledged mode (AM) PDU such that the receiving apparatus 102 is required to
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regard, the sending apparatus 104 may conprise deci pher control circuitry
118 that nay be enbodi ed as or otherwi se controlled by the processor 120.
Accor di ngvg,2oambbod2mrent s of the invention may facilitat ececimdves/osogoeer r or
detection and recovery for both a network uplink and a network downlink.

[ 0040] The, ci pher contral, circuitr 6 is configured in some enbodi nents
o ci phercots SR SreobDlny b e epder et €% sRed FukBiTt  oa t o
the receig¥ivitg tgf[?%%lf@&%&u%%‘gioﬂ_ BechBRLe IRV &RATRE FeeBivaly dpbsrafiddo2 RREMLPDU, or
the like. The may conprise an unacknow edged node (UM PDU such that

t he receisoiidieg apssates L arophdrslenise oyadhs patgorkol (e klwvicBdesetypee@npiscef a UM

PDU. Alter IV h ri:-se..an w DU such

that ¢ he TRb I Brspmuh O D I o R AR B P Bl T B 67 e

PDU. Jhe tiRDdcoiminghepassod At Bor sMahipla e wfviee type haly Yodipriseciviuitewiyhed of

communi cati on exchanged between the receiving %ppar atus 102 and the sending
#

appar at u$CDYPi6¢ COPRERICRHEN E@sEyEsd Qver High SRscl Prefet Arrgss SBPUALe ype
conpr i Ses,gmb QRth1d, BEer SOOI b ABrRPPLILE B IR Fildedc31 SHARP! ted by
51 cf fo .~ For eXxanp

the PDU(s) transmtted to t recei vi ng appar at us e, the
servi ce tsypemingpeivorRpon aherataldimd seswet. CTiediciplis)conton ] cdrcanyni2oi @t bon

transmtted.over Hi.gh eed Packet Access (HSPA).. Ln another exanple, . the
service (PR toc%ﬁ&ﬁﬁgf‘gf%v%g _ﬁ)\?f‘éro(%Pﬂ? 8r mete lzﬁfa%utp%r%lﬁfﬁ-xﬂier%ﬂﬁ ng
servijge, o8k oS cibﬁ@'inﬁdtggraﬁ%féﬂ f8y cdRPri&d, @&%}[xaﬁ'@fét, b orGhbeWrlar y 126 may

be configured to cipher t data using a set of one or nore cipher input
par anet ercipheihg keptClol, CEHENGC,RIFARER fher, radipheargradentisy)le EENGHRH togpr i se,

for exanple,, O r re of a ciphering k - -
ot o bedrih PEATAYBAT ARl MR B ARGt Y b Pyt v T GOUNT 82
par amet erC {Qudag cPMprigdind/@betdefindd bed Ith@asﬁ%ﬂ%ﬂ/ 2HyBeBYme NRHbcs €

and/ or be defined based at | east |nB£art on a er Franme Nunber (HFN) and

a sequenddFN)aRép sgaicpce nubeRICe s ey Béhoedwined apmpRLUE@LENFN)). flthe Ky

conprkse I Lni:1i-al:l t | het hg, sendi ng
cppar 3t i STBHL AT IAbRLAEE s AL g B RIS SR WORR R 164 571
RLC SN mayd eeoiinSpparas@dlieriueinp vadie bedrorcdetighe dfhicRIeC BRUnhe asleprigsnd may be

i ncrenented by 1 at ea(ih t ransm sgi on of a P{[j)U.- The ci pher control

ci rcui t r yeausBCHRymbRs dnglydeddp p FLHU P%{%&ﬁnd[%n ¢ PEFAR Y | 8t @Bher the data

usi ng any,6aa8Gon 3 PO THOLip ket ABRES '\Aﬁﬁrgtlb & itﬁ{iaeft f ‘ﬁh@‘ fpdec,
AI\/R-Wdebrzailnd 1‘(%)AR/IIIQ-\/\P\/L and/orlpt hg I i(aec.lc 0 41]\é The Stgi p ergcg1 trolfl circuitry
126 may Iperapretarenf ¢ipharelde dada inog edecalec, suhlenedor expptt ddaptateudulti-Rate PDU t o

e TR WO Aol (RORESAY Rad el PSS vaLve Y
field [0041] The cipher control circuitry 126 may be preconfigured to include a ciphered
‘expected value’ in a PDU to be transmitted to the receiver apparatus 102. The expected
value may comprise a value of a padding field, a length indicator, a PDU header, a field
currently defined as an R field (e.g., in a PDCP PDU), and/or other value. For example, a
25  padding field may comprise one or more bits having a value expected by the receiving
apparatus 102 that are included in the PDU to provide for octet alignment of data within
the PDU. In another example, a length indicator may indicate the last octet of each RLC
service data unit included in the PDU (e.g., ‘1111101° for CS voice over HSPA). Thus,
the expected value may indicate the PDU size or other value expected by the receiving
30  apparatus 102. In yet another example, the PDU header may comprise a value indicating a
PDCP type with which the PDCP PDU is associated (e.g., ‘010° PDCP AMR Data PDU
for CS voice over HSPA, ‘000’ PDCP Data PDU for VolP, and/or the like).
[0042] In some embodiments, the ‘expected value’ is predefined based on the

configuration of the system 100. Additionally or alternatively, the cipher control circuitry
-16-



currently defined as an Rfield (e.g., in a PDCP PDU), and/or other val ue.
For exanple, a padding field may conprise one or nore bits having a val ue
expect ed wp 20h@ot@eei vi ng apparatus 102 that are incl udedtimeotdesoROU t o

provi de for octet alignment of data within the PDU. |n another exanple, a

| ength indicatqr . indicate t | ast. octet of each C service data unit
el uded 12h o et o Sy 175 o penln G S FOGn BRI S nEE e
expect ed c¥pddi@l ViR BaREH &atRt thsurRiYdns c?o%nﬁﬁni@iti&ﬂ%eﬂ@de&&@fb@%ﬁ&ﬂdé@%st he
recel vi ng appar at us . n yet anot her exa e, e eader ma
% pp t 102. In yet th npl t he PDU head y
&

conpr i se bginggxpkangedbetaesmihcac@DIm apfseatg 102 andi sehdinpepepaps PPtu¢ &, an

associ at ed PR ' b ce HSPA, ,,.000
pbce Dat & i fstuasdit e PERG g B R S B e KRS BB RS e
' expest enayadd@nfigsreptedeidcnadxbasedlvaie ideprooidt ilgus@tbited valic tdesyst em

100. Additionally or alternatively, the cipher control circujtryl26 and
deci pher TeSHIRSROR U] 42 duringa commyBcaigRsEiyn PBaset(s 2 SYEpe FgdhbFajerdet er mi ne

an expec%gggwﬁhﬂﬁlgg§ﬁgyﬁﬁn]ﬁaﬁﬁajﬂuﬂﬁqheﬁgﬁn a comuni cation service type

for which data | el ng” exchanged’ bet ween tHe receiving apparatus 102 and
sendi ng 4P at uOndOAPDY. igcludiag texpeat egevial be tof retdieinBBppdremddd] is | n

anot her ex l.e, the cipher control circuitry.126 be configured to
define arf! "%éc%aom%a&ﬂa H}S?ré?\‘&edéﬁﬂ?éf iEaPOEad GCEHBEr ecei vi ng
apparn gt uspdd2udyp Rehde AAIPHY Ll QNbySRE YBmRNARS!§ R inderfacdYl 4 Nghg adi 0 bear er
setup, during RLC resynchronization, "and/or the |ike 0043] Once a PDU

i ncl udi nglecihkencahtrel arcpigct B ibyonﬂwrfrdei@@bmemgmgmdst d 0ventsorctophered,
the communj cation interface 124 may transmt.the PDU to the receivi

appar at usoigne fhaiolt FphiSrd 24 Bl BTN L B drtrahdon Bl SRR D 11
The deci phaécigintcipfbredida@uh tafr¥eehdd FIFUCTRE k@ W o bAmsR@piRgsai ment s of the
invention to use a set of one or nore cipher input paraneters maintained by

the deci PHEMCETHMAFICOBPFiS ifer gxample, pac depisHe e dphishias &dy (akh GOUNTrecei ved

PDU. ;The e_of re .G roi a r i for
ecanpio: BRER (FDC 8o BRI, SLARGE L ERRH RRL SNELFlG IRVARRIBEAE R WO i
bear er i dentpaiansteltENSHELipRergd), of #Bdikh. The DT er cOMTA c(reuigy,118 natatta

paramnmeter to be deciphered), or the |ike. The deci pher control circuitry
118 may I58EBHET tpuredha w5t aEEPhednRid pagmeisTh iedecinipithc dadimigsiny cPgecdeci pher

t he dat a usj : | trol circuitry 126 to cipher
SESSP R R 0 SRS 400

t he data. I pher trol circuitry 118 has deci phered

the ci ph¢f@l] dat Aftet the ddephqriventralamtcnivly Idi8rhesideciphetdBthiesiphorelidgta; € i n sone
erbod s BL G QUSA PO S, compars avallie ol oL Lgset g gerton of
val ue expembed Al o RGLINSItiEPOHE theldeGhRGHd H4tY tolth cRBttd¥Svalue. As
described above, the expected value expected by the decipher control circuitry 118 may be
preconfigured, selected by the cipher control circuitry 126 and determined by the decipher
control circuitry 118 based at least in part upon network signaling received by the terminal
25 102, determined by the decipher control circuitry 118 based at least in part upon a service
type with which a received PDU is associated, and/or the like. The at least a portion of the
deciphered data may comprise the portion (e.g., header, field, and/or the like) of the PDU
in which the expected value is located. When the value of the at least a portion of the
deciphered data is not equal to the expected value, the decipher control circuitry 118 is
30  configured in some embodiments to determine an occurrence of a ciphering error. In this
regard, if the set of ciphering inputs used by the decipher control circuitry 118 to decipher
the data are synchronized with the set of ciphering inputs used by the cipher control
circuitry 126 to cipher the data, the at least a portion of the deciphered data should equal

the expected value.
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preconfigured, selected by the cipher control circuitry 126 and determ ned
by the deci pher control circuitry 118 based at |least in part upon network
si gnal i ngvoecsioet2by the term nal 102, determ ned by treTdemipéssoocont r ol
circuitry 118 based at |least in part upon a service type with which a

recei ved s socl agted, .and/or. t i ke, The.at |eas portion of the
oot pher 4074k, o TS A&t P ReSey 7o CEnged o ShodrBR M  or ¢ he
l'i ke) of jtihgteRibHRindhésGhcHrbSizR1esbeduMah 48spbfisd 8GR @dermMRPdnttha aval ue of
the at |least a portion of the deciphered data is not equal to the expected
val ue, t l§éphgerg piietrocsaied s asctp resynelirgnizg 8t east eaapf Gasetdficiphspimpuenbodi ment s
to determ 0 rr . i ri. Lol .. this. r rd, if the set
of ci phelrlg:a%gne?%%hl%?%gstgga%%}&ieﬁZco Jécg!}%ﬁlélﬁgc@%ttcﬁ)g?mél i g{hhf% rref/l%%%égtao deci pher
t he dat aredegvedPmun(‘ahd A8 samiof biphbeinpetpagdmaemheritng leaypoisoiised obyiphdie

ci pher control circui trﬁ)ly126 to cipher the data, the at |east a portion of

the deci pHaYt aragstess 4158 pvdhegnhst copolsisativePovaciber dvvasy 2 FRY deci pher

control ¢l hGHih Yo &é?%eée%wﬁg ragaﬁsepoz' &r@%@&n@r&%péﬂcg@&ﬁneptuggyame?& - th

ci phering resynchronizatio ocedure 1 n response termnation that
a ci pher iting regardyresyoduomienigsioleast dno of deyfirstweoof @phatingue astanenes oithtahe set

of ci pher i nput ranmeters used hy the deci pher control. circuitry 118 to
deci pher I%Sb‘ﬁ‘éﬁr‘?sfgﬁf‘cl%tﬁ‘tcan‘f LatFe %filé@bf Hﬁfiglﬁ‘(“’rg REYFPPRfisg der %‘@mé’:l% i nput

par angt erggcibhM dohtrdlt citc8ASE 1 8Nt HonBusi§tu aﬁmg RREJr rhIPYphBAmBIE @ fetiged by
the ci pher control circui'try 126 to cipher data in a PDU transmtted to the

r ecei vi n@f dppastatcysha dzigher pentrod condtrg éi 8 opdagingleae or mont cipberanmtters"). I n

this regard, res hr.oni zj n t least .one of the first set of ciph i nput
par amet eRar sl 8 RS Ee Cpran deulas R henee by el g doneplly Tt or s
nmay conprhSaocighef cex@Bir&uitry Nes SR éipharcof@tdiRbitEl IeWftthy/sabdeeadihgnonousl y
updating one or nore ci gher i nput paraneters of the first set, the decipher

control @ppaaiusdQ4 establispigtang @r B19ec Bnchighizee cipher inpwinarampeiers et e Srvf ¢ he
firstcset . Si i e - i S } 104,
the dior ghESREHs RS SAREHA0 L FRAREREL o MR BERRIERE (0%
sane s en@imstgda@mal}na/bu ﬁlﬁl&féiphsﬁ c&iﬁtrblsdfifdill@tr}g NES @id dipitee comtrud htmlﬁ'trgzad? of pher .
i nput parapeters for the first and second sets in a setup phase (e.qg. radio
bearer s&tFICHTANGPL SRRAGH Y W%%%@?%@ﬁﬁﬁﬂﬁ%ma@em?l@?m ﬁilialpg?ﬂ&af@p%régqrpher

control Ghd G4t fdseldid &RGinG s@ﬁﬁrphﬁ%ggggﬁ’d% Bé?aﬁjérts'éﬁﬁgll%gio%ea‘f’erd! fferent

sendi ng apparatus 104 establishing more synchroni zed ci phering
i nput s f oeconfigurfations indosesettymobdsatosmandgpreetdure) phase (e.g. radi o bearer

e A SOR B SRR eSS R SRR B 116
i's confi quisfrih® rdsPhdHratiCatnGirBQRAUIG, hRRAVIAE Bh RIIZRERArd RAGEH YR cBie
initiating an RLC fesynchronization procedure
(e.g., an RLC re-establishment procedure when operating in UM or AM mode, an RLC
reset procedure when operating in AM mode, and/or the like) to initialize at least one
cipher input parameter such that the first set of cipher input parameters is resynchronized
25  with the second set of cipher input parameters. In this regard, the receiving apparatus 102
and a sending apparatus 104 may engage in a cell update procedure and the decipher
control circuitry 118 and cipher control circuitry 126 may initiate an RLC re-establishment
or other RLC resynchronization procedure as part of the cell update procedure so that the
decipher control circuitry 118 and cipher control circuitry 126 may initialize at least one
30  synchronized cipher input parameter (¢.g., COUNT-C value, UM RLC SN, and/or the
like).
[0047] Additionally or alternatively, in some embodiments, the decipher control

circuitry 118 is configured to initiate an autonomous ciphering resynchronization

procedure. In this regard, the decipher control circuitry 118 may be configured to select a
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(e.g., an RLC re-establishment procedure when operating in UM or AM node,
an RLC reset procedure when operating in AM node, and/or the like) to
initiali zwoavileark one ci pher input paraneter such thatrcrheoieosdsoosset of
ci pher input paraneters is resynchronized with the second set of cipher

i nput paraneters.. In this r d, the recgjvi a ragtus 102 and a sending
hobar ar adrorbaonaye alyhirs wiahE an aaf Tl ehE s A Rt Tea Gudnt

control diheGhdst ?%b&ﬂl@ aROa GV PNBlc HONLHOExasPI& binpMscldbindRnchiddtvaRie®fan RLC
re-establishment or other RLC resynchronization procedure as part of the

cel | upda&irhepnguepiiractsowhemthe cdichpppprermeteheqneprises p oaiameler g isand ci pher

control gj i 0Lt hatd t S rgnized cj r i nput
par anet entaiged whERa IR GLPHLL B, Ry Bha TR e AR T SO ety Gh

Addi t ponabhfygured &l ihedenhi thelHEN valus oNeOoeNdpdi torind surréhbHFtleilyghsr cont r ol
circuitry 118 is configured to initiate an autononous ci pherin

resynchr SR 6 prsdbeaesenrobable pcmatvgarbic. ine da@ehegwemrelcmrtcg%qy WiSrcuitry
118 may %gqﬁ%hﬁbmggeléé?edsﬁhfl%tro@ahm%sa{lteﬂ{aﬁgé‘%lﬁe AleRe Qﬂ%éls‘( EnY G HE it Qheat
f the f ci pher t h I

| east one Irst set o I nput paraneters. e nost probable
al t er nat iof eiptied iuputmayamdtas tedenipce data omirei rsecieml RIDIC fenehickd cydletiag ofroia

ci pher input paraneter en .t he ci pher, input r co i ses a
par amet e®°eHE qrdo AREPhsrdardl A w sy T %&%ﬁdﬁ’ﬁiﬁ PHRE pdretEL B0 he
deci pher nsRPhFoBhbIE 'aft&’flhttixlf’eyvaﬁ'i?t?/fopﬁ cfpPef ingur %qithﬁieﬂ(QQ§ BRBtretgnéitbhival ue of

COUNT-C to the current HFN val ue of CQU 1 as the nost probable
al t er nat ivalue(sal then atTerst dpeitiohef thealecipbered ideguiillrogualtBe eppectedenlugs éf thpe

sel ected st, probabl e, al.t er.nat | alue, for . the at |east one of .the first
set ‘of ciprar SRt pErEdaretd SfulS e Mot SR E e O BBYr or
which a Gh@h&ohdgcts bf Biph&GEpItPaAnRIters Oredb@fingh §fncBRndrel And tikURRepUMENt | Y
received PDU. If the selected at | east one nost probable alternative val ue

for a ci shetrolicisuitrypldSanist ke qoafighred tp again pelect @ et ornbablic Atamgtyeedley | t hen

at | east rti i il / . .val ue. |f
t he g? I efgrs&%aotrﬁlgdr}? ?@Hgﬁp@ﬁg&@@&g%%?g@%dﬁ“ ges ﬁe@%ﬁ&é?ﬁ%ﬁg@& pect ed
val ue, t e debiphdridostrolagiduscoiddnsebscaifigarddhie refeapitit ppracandiselkestigye stil |

not synchroni zed and the deci pher control circuitry 118 may be configured
to agai n " propable ﬁg%mt@f 5 BN OGNS G v@u&aﬁa@%&u%éledimw&% ci pher

I nput  pargaReRsZu@Yd 18MHas H@Bné’rﬁ&%s_‘?}‘t%@iz@rcﬁﬁie%ca‘? iléé?td%@%raﬁ‘x%é Tof tldrsfeci pher
control circuitry 118 may be configured to repeat the process of selecting
a nost pretalifhenlnpet prtmvtersfwith arleasoonayparemetepbthe sevout sparf amdeempuunt i |
t he deci pher contrql. circuitry 118 has aut.ononmously.re g:onized at | east
one pir arareigr pagtpf Boairf ey SR Aoy R P RN Ve IO 5 | east one
par amet efcoffioirB@toSRpOM theSitbcR ofédiing ML pRALFIERIEN v e bhd N@bley Or
alternatively, the decipher control circuitry 118 may be
cipher input parameters until the decipher control circuitry 118 has made a predefined
number of failed attempts to select a most probable alternative for one or more cipher input
values, at which point the decipher control circuitry 118 may be configured to initiate an
25  RLC resynchronization as described above to initialize at least one cipher input parameter
with a sending apparatus 104. The predefined number of failed attempts at autonomous
resynchronization may, for example, be signaled to the receiving apparatus 102 through
network signaling (e.g., from the sending apparatus 104) or the decipher control circuitry
118 may be preconfigured to make the predefined number of failed attempts prior to
30  initiating an RLC resynchronization.
[0048] In some embodiments, the decipher control circuitry 118 is not configured to
initiate a ciphering resynchronization procedure in response to each determination that a
ciphering error occurred, but rather is configured to initiate a ciphering resynchronization

procedure after a predefined number of consecutive ciphering errors have occurred (e.g.,
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configured to repeat the process of selecting a nost probable alternative
for one or nore cipher input paraneters until the deci pher control

ci rcui trywodk8i1immso2oade a predefined nunber of failed atterpumid/ecos®@ ect a
nost probable alternative for one or nore cipher input values, at which

poi nt the deci r control.circui.try 118 nfigured to.initiate an
PoC T sy et BT SAPLE Gt st R, THF Pl A by oher
i nput parcaRBiiss a WathAl AuSBadirBdeaRRAFRb UThd Qoiphbh @omf¢athingd 18 wERese of
failed attenpts at autononous resynchroni zation may, for ekxanple, be

si gnal ed presonfigureé éaithe prgdefpd mambsr. 1p2anothen expmmetthp decigticg aentralg (e. g. ,
fromthe ndi t 1 Cl r n l,..Cl it 8 may
e pr econTr gy aqs 5 Mo Ped o fhr B TR hsf AbbR LS F i i or 2 o
i ni tiati ngoan sEhCergsywichndivhahé PDUs afON48diateth (SQMRe prebdeflicaanitber e

deci pher control circuitry 118 is not configured to initiate a ciphering

r esynchr ANt PHRSposearsr BSPA anddfdpsdreppingehiedt évdditipapllvAr t hat a

Ci Pher | NGuEhieYcl0GhUELEher @aﬁt¥al%hb&{rgi1§8 ERDIUQhRLukE  Bikindheuf Ci Phering

resynchroni zati on procedure after a predefrne er of consecutive
ci pher i ngreicfiocdnimabe basweiuat least i @ag.updbor recepredadefwark dignalidpemeshge

consecutively. received PDUs). The predefined nupnber may copprise at ur al
nunber gF@af‘)é&tteﬁ%aﬁhéz%epemgﬁﬁ@ara@éilﬁﬁefn oerst BF ety trflf@f%tpy pr econf
QUVGQQfOGm%?%c&hﬁ@%&ﬂ@?@d&%ﬂﬁ@ﬁpm%@ﬁﬁﬂﬂ&ﬁﬁ&x%%@ﬁﬁ%&nh%Qﬁﬂ@ﬁﬁgBH@&t&ﬂ”trO

circuitry _may be configured to determ ne the predefined hunber based at
| east i n theadacingoeordrod eraniice 11§ o wicteht whir ¢hindthasinPRUEPkeriegassoci ated (e. g,
t he predefined nunber may, equal 3 for VoI C. r HSPA and 10 for

st ream ngcBRUPRE T gt Gial s BHe? SR KE T b ETHEY 2 cont r o

Ci rcui tryiefldik RRyalng; ©6RbEORE @dndmisden & tht R&civivg: ipaeeld MedbynHeber based at

| east in part upon a received network signalin nessage transmtted by the
sendi ng &pEaraiqgson guerfacy 1A that delirasdhe dHermingshpredefwge mygmber. rldui try 126 may

be confi - 11 - ' .0 I: i phering
e T R
initiatimgﬂﬁﬁﬂgﬁﬁﬁmﬁm@ﬁﬂﬁ$nmﬂhkdmkbﬁkf@pﬁﬂbﬁﬁﬁiﬁﬂm%erEﬁanﬁb@h$écQﬁﬁﬁﬂ@l
circuitry 126 nmay then generate a network sjgnaling nessage for

transmi sSIEF 1%856pﬁ%lf?ﬁéc%ﬁxﬁpﬁah%rﬁﬁa%k%@umzl %@e eRHRURddaelte? i nterface

124 t hat LNEsy 'ﬂ%?k i s I wherein
t he decigﬁ@@bconfigﬁeggégﬁﬁ}r 1@%ﬁ$§&g@ﬁ?Pgﬁ%§§&¥gkpﬁﬁgﬁggggggg?%hering

r esynchr daveatduond ppacddemenagtenceurpmedef @ oiptiecnmgdyan aofl icoats ecythicvieg
ci phering errors. have occurred, the deci pher contr ircuitry 118 may be
cont Ehur e PHaR PR OEprE G r bk ED TR o e dcting RO i sthber  of

consecut itNEcdunRR §h B dn@ e PradHiRdd nfha¥&:, F66 dkdrfflc URO Be Gtic@ CoMtRI] REc@fty
oeeHrt enCIEIES ?Iia qbecclo?lfqelrlrle(ril ?o ierl\lrc;e(r)lf{enica21:j delc?elntleln?ih% caoul(itlef Qa?l[lé gv%en the decipher
y 8 p
control circuitry 118 determines an occurrence of a ciphering error and initiate a ciphering
resynchronization procedure when the counter value equals a threshold values, such as, for
25  example, the predefined number (e.g., if incrementing from an initial counter value of
zero) or zero (e.g., if decrementing from an initial counter value of the predefined number).
It will be appreciated, however, that incrementing and decrementing the counter value are
provided merely as examples of how the decipher control circuitry 118 is configured to
adjust a counter value in some embodiments of the invention. Further, the example initial
30 wvalues and threshold values are provided merely as examples and the decipher control
circuitry 118 may be configured to use other initial values and threshold values.
[0049] In some embodiments the decipher control circuitry 118 is configured to enable
ciphering error detection and check for an occurrence of a ciphering error only when one

or more conditions are met. For example, the decipher control circuitry 118 may be
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resynchroni zati on procedure based at |east in part upon a predefined

rel ati onshi p between the counter value and the predefined nunber. For
exanpl e, wbeodapi@ber control circuitry 118 may be confipgumrembid/esos03cr enment
or decrenent the counter value when the deci pher control circuitry 118

det ' f. i i d inpti i pher.i
Fasynohr GRTDEETO S BRCIPE EREH T B8 aRber P S b Blbura by fieaeRng’

val ues, sppdta@s 104,auclexAMRlBh neheorRkREARH A @shshHdded th&reBeivingfappMafugnent i ng
froman initial counter value of zero) or zero (e.g if decrenenting from

an i ni ti 02w sndinglagparatus Aé by GiaPeaddhe gipber gontt ciduitry K6 mppbeci at ed,
however , Lngcr ti 1 | unt er val provi ded
nmerely agggiéﬁ%?ggggﬁﬁﬁ%aﬁ¥ﬁgg@ggﬁ%ﬁgﬁg%%%%F%?%gﬁgg@%?%?q?ﬁggF%£gonfigured
t 0o adpustcirauia@UNB &k ivisihtig: 4 ActS@HEsigndldgi cietling «itl/dr esablivwesiphahg dert her
the exanple initial values and threshold values are provided nerely as

exanpl es daREHIATHET HaRITPRUEPN EVRE FeRcIVEng BRAREAYS 2D YHRg SelineoPrgiisd@it o use
ot her 'mﬁh'e%woqak UBSal rahﬁagﬁ@{sa@lggcgwﬁ& ak B340k f & BitRe i fRPLE the

deci pher control circul gured to enabl e ciphering error
det ect i oroasedutiveatphciing camorsatbatithe dengghcotomrad icpbwitryrid 8 enusodetertlhyvavhen one or

nore conditions are net.. For .exanple, the decipher contyrol. .circuitry 118
may becorff 10f fp ’élﬁé?é’lné aalﬁwggg FeYBEH BRIZand P s gHry W%@i}w i's
conf ijgur @flein@rify [the dS§NHE BEnANRAL@IYS 18 UMby RRUSRABSH S QHBR BfiMRAEK
signaling transmtted to the receivihg apparatus 102 by the sending

appar at ustro0dstedtionttiapesd atdepar o, parthpouiaphiencedpprt wih wdiighcateceiyed PBUniay be
configured to §$able and/ or di sabl e ciphering error detection by the
deci pher X8SPIST circuitry 118 by initiating a network signaling enabling

and/ or dije@sw] i NOFIG. BhALtRgesel flechdateedriRB th @h ckdrapIe Hsthed forQifhReng
recei ving apparatus 102 by the sending apparatus 104. The network signaling

may addi CHena¢tEstioncg rpepa crrmcrerdingde iap sxenplaryirebpsimet o f thmipeention. In
consegut i ye cCi NG erLQar i LLeuitr 18 nust
o odt - nabE iR I TOURNERES of lors A AT RORER BN P s SoL Bt shbds P o

pr ocedur eircdgiltl Bomat mettard radyt echdt itheadegiphthentet cipdittey ¢thinitidlizigracui try
118 may be, configured to enabl e ci phering. error_ detection based at least in
part uporyaBeQbatcayt opg pwhel AUt Hrapetel of edEphAsHOPING 9T dNofs SHAFLIBY. [ 0050]

FIG 3 g)laféﬁﬁe'ié?’g S5thd Sh@WE Qﬁﬁa{ra‘[ﬁg ¢64, At BrAtRd IS XGIRARNYS 108h LDt Rse

ci phering error detection and recovery ‘according to an exenplrary ‘enbodi nent
of the i nheddciphrr cdntrol hireuitred a8 dsingthe. first set bllaphatigsit ppematdrowsdeciphtr may be

AR AT RN TR 20 SR TRR N
i nput  parganRlght Rhstd poktichi ofIBE dQApIRAY Rita AL XPEAEETalbRUSpRAIERI0ers Wi th
a sendi ng apparatus 104, at operation 300. Operation 310 nay conprise
Operation 330 may comprise the decipher control circuitry 118 determining an occurrence
of a ciphering error when the value of the at least a portion of the deciphered data is not
equal to the expected value. The decipher control circuitry 118 may then initiate a
25  ciphering resynchronization procedure in response to the determination, at operation 340.
[0051] FIG. 4 illustrates a flowchart according to an exemplary method for ciphering
error detection and recovery according to an exemplary embodiment of the invention. In
this regard, FIG. 4 illustrates operations that may be performed by the decipher control
circuitry 118. The method may comprise the decipher control circuitry 118 initializing a
30  wvalue of at least one cipher input parameter of a first set of one or more cipher input
parameters with a sending apparatus 104, at operation 400. Operation 410 may comprise
the decipher control circuitry 118 determining a predefined number of consecutive
ciphering errors that must occur prior to initiating a ciphering resynchronization procedure,

at operation 410. The decipher control circuitry 118 may make the determination of
21-



t he deci pher control circuitry 118 using the first set of cipher input
paraneters to deci pher ciphered data in a received PDU The deci pher
control oWvouitiany2218 may then conpare a val ue of at | eaet/Feopoodos®n of the
deci phered data to an expected val ue, at operation 320. Operation 330 may
conprise the .decipher control circuitr 18 determni. n_.occur.rence of a
cF bher | ngPEBH TP BRCH AETu fr afh i der aefhg BTG B FRIEC phor e
data is n@pare@Yabs bRd/bNEs@WBE Glpe dviktAlKigh a TERIEPIRN &Y asSOUMtE®! Opéraga try 118
may then 1nitiate a ciphering resynchronization procedure in response to

t he det el maryicompriae thsplsewbiiorengabeirqugasi8 dutamining jah gseureenesofa f | owchar t
accordin | ar t . . cipher] r .de Lon_and recovery
accordi ng’r%‘%ﬁﬁ%d %léggn%logrc énsggn%%gi%ﬁ%h%fméf H? %ewﬁv%ﬁ{p%rﬁ% #Oglgécﬁl?lgelyegar d, FIG
4 il 8st redep@dDAIAt TN ctphat contg] biecupey 1 08 niad thiay ihinietcdedpiph@p cont r ol
circuitry 118. The nethod may conprise the deci pher control circuitry 118
initiali Zegchaonigptinn pcedurq B4stpopsretodh g AR QFapairEpR A2t aperptiaty set
of one oryygore cipher input parameters with a sending apparatus 104, at
operation 400. Operation 410 may conprise the deci pher control circuitry
118 det er{®852] ng El(priadestratesch famdhart aotordmgse antkarepleryphethod fpreipherisg t hat

must occur prior.to initiatin . ci phering resynchronizati on procedure, at
oper at | oﬁﬂgﬁéﬁeem@ @a TR oingi o Fé?f??lﬁgz cpppuagte s pkion. no
det en @i nakik odyaRf GRET 4111 RAatd SpharRd il nla§aRtpctBrR@ by BRRbHRELMYK Signaling
transmtted by the sending apparatus 104 ancIl)/ or a service type with which a

r ecei ved cPDujtriyd 26s &peiative §00 @pg catripoise 4@ inhey cardropcirgatry heb degaliginga cont r ol

Ci rcuitr)(lél18 d ltertm' ning _an occurr enc of a pr dfefi ned nunber of ;
consecut i"P8°& SﬁSPﬁ 1g° B’PﬁSIrIEPWé"ﬁanae i PReFHY Sc?ﬁ%soél&ﬂr iVErFy'PPEC8PYed PDUs.
The deci pafincE@8td & usel FértipHeYing HBtalthiyh 4 RRBivirY %Jpaqtaﬁls_al 0ci ahelciphsr _
resynchroni zati on procedure in response to the determ nation of operation
420, at 6peireciehity3@o mpoben um e seopg seff ciphesinguf pasyipeigistio sivder dithg t o
an e l. I Gl ring. i . % : ing to
an gl & OLFFSD GtnarlsiGh RRE PR AipaRFhefia, ALbrRRich 316, Pt @6 3261 1O

i |1 ustratnes @penaty a@msprisaalic ¢ipycrkenpardiuin®tnlygihfén €tiphaingcont r ol
circuitry 126. Qperation 500 ng%l conprise the cipher control circuitry 126
i nitial i ZPWgcHovgrtiRn Rypcedurq Wik thegrecving paparpiyp Y2 pArmAStPbETIRg e50Tddcond set

of one ol4.fBfg v it%&eikﬁ%%hg&%{u@.”g&;%faﬁoh ‘32?%}??%% ofBm& Ao dRl @ with a

recei ving apparatus 102. “"The ciI ph contro rcuitry 126 nay then use the

second setheodin diepleerphemguitroparaumet &F&istconigypbedto idatage amRBCPDU f or
tran§r§1 ssion to the receiving apparatus 102, at operation 510. Operation
520 mHy OpYPEMANA Ponprise the cipher control circuitry engaging in a

;i EPSLEP?%%QZ Br/ Pgﬂ?f(lps@ iBadthRR PNACERAHTRcHMI tb BE ckERFLYI A&hEP RAHHYANd 02 when
error detection and recovery according to an exemplary embodiment of the invention. In
this regard, FIG. 6 illustrates operations that may be performed by the cipher control
circuitry 126. Operation 600 may comprise the cipher control circuitry 126 initializing a

25  wvalue of at least one cipher input parameter of a second set of one or more cipher input
parameters to be used for ciphering data with a receiving apparatus 102. The cipher
control circuitry 126 may then cause transmission of a network signaling message
configuring ciphering error detection to the receiving apparatus 102. The network
signaling message may comprise instructions enabling ciphering error detection by the

30 receiving apparatus 102, instructions defining a predefined number of consecutive
ciphering errors that the receiving apparatus 102 is to determine have occurred prior to
initiating a ciphering resynchronization procedure, and/or a predefined number of failed
attempts at autonomous resynchronization the receiving apparatus 102 is to make prior to

initiating an RLC resynchronization procedure. The cipher control circuitry 126 may then
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detected by the receiving apparatus. Operation 520 may be performed in
enbodi nents wherein the deci pher control circuitry 118 is configured to
initiate wo2Ru@ot@synchroni zation. [0053] FIG 6 ill ust ratras2oaédoseschart
according to an exenplary nethod for ciphering error detection and recovery

ding t | ary embodi nent. of, the | nt i this r d, FIG
5T P st st e s TR ioteR B hb e D B ik BB ¢ RBUL I e rEshie PRl
Ci rcui tr yhelRBeiviap&ppirhRR 1@@,@ BYraGOTHZ]. SOpdritgorCé INBLy SRR cEhpiGsd they 126

initializing a value of at |east one cipher input paraneter of a second set
of one orcinksr eondiop pisguitry pagagprer i et plicsing sesyachyeigatiogrpre¢qdhea Wilgthgat a with a
receivin 10 T Cl.: C r i } 6 hen. gause

{7 ansm ST eN O AR i LR LG Rhthod R I o

det ecti origherihf err68E Bidétddgdagphe Adctis inkQipparkhs. vk 630 angltchgrioRishge may
conprise . instructions enabling. ciphering error_ detection by the receiving

appar at udh gmbodimsatshersip Hie dsinhay ¢rtal pradey i Het cRohmEerd &F nggis el lve

cipheringaghaﬁgﬁﬁ&ﬂﬁ; the receiving apparatus 102 is to determ ne have
occurred prior to initiating a ciphering resynchronization procedure,
and/ or a|posdef | A, Bindve floethdrasi dfedysttie mpthe d adn dacohgruearpusegram product

resynchroni zati on the receiving a atus 102 js. make prigr to
initiatiAg°% naﬁwf‘é%rglﬁafmnmdfgﬁqtgﬁf 1y &Véamrb.ft wilBe iu%f‘éﬁt%%ﬁ?@} HAheircuitry
126 mBy HRKRRUS Steh RE REERNaf S an@TcombRRESnd SIS KR AHEBIRIhatktO ntdyRer data in
a PDU for transmssion to the receiving apparatus 102, at operation 620.

Qper at i onmpBMenteyl byptarionmaimkynse suepras derdwaee aridpdrer comeputer girogramgueducy engagi ng
in a cipheringrres¥nchronizat%on &%ggedqée m%th t he rqpeiviﬂg spgaratus 102
when a ci°BHBFTIRY OBy PoPOfes g P ule TEHERET T HUER IRYRY QP PESHEAHT UeBE bher i ng
errors) iigteeliehisetedihctddn. FOEexamiE hRRARRI &S thOPRIRYIeNd&3HbEENerEIR
performed in enbodi nents wherein the deci pher control circuitry 118 is

conf i gur éepytls qopadicgtly eomrter regrymdRyBI ot ¢ fErconfrubs progrpadrodics far e

exert ar y 12 ol b Ry b A8 BB P B OB R PR S oA
bl ock or hstcpmal bt bdrdd v@teasitmgre af@nor @ dbvinat d fanscafin hpekstus M02,he

flowmcharts, nmay be inplenmented by various neans, such as. hardware d/or a
conput er SprEHE %ﬁﬁarﬂ%”ﬁ% MOSHP FGTEIIHY SSFYET-OF OFASF eoreﬂﬁﬁ\&@méa SRSttt uns

having cg Héoe §orﬁ§ﬁ%%k@3ﬁ{1%8&%@ ég@?ﬂe&ﬁﬁéé@ﬁbﬁ 19H9h&Gr {o%ﬁ%s‘%&“lz Of, exanpl e,

one or nore the pro s descri be erein may be enbodi ed’by conput er
progr am isosit embbiiomnts fheacoapupu pergrpm agrtanig@sedupiisinirihd tomsputagaogiant he

o I BB e e ST Pt SES 5B S, et
devices of a plurality of computing devices. As will be appreciated, any such computer
program product may be loaded onto a computer or other programmable apparatus to
produce a machine, such that the computer program product including the instructions
which execute on the computer or other programmable apparatus creates means for

25  implementing the functions specified in the flowchart block(s) or step(s). Further, the
computer program product may comprise one or more computer-readable memories on
which the computer program instructions may be stored such that the one or more
computer-readable memories can direct a computer or other programmable apparatus to
function in a particular manner, such that the computer program product comprises an

30  article of manufacture which implements the function specified in the flowchart block(s) or
step(s). The computer program instructions of one or more computer program products
may also be loaded onto a computer or other programmable apparatus to cause a series of
operational steps to be performed on the computer or other programmable apparatus to

produce a computer-implemented process such that the instructions which execute on the
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sendi ng apparatus 104, nobile termnal, server, or other conputing device
and executed by a processor in the conputing device (e.g. the processor 110
and/ or prwoessiani120). I n sonme enbodi ments, the conput ePCpFOEI@IB0509

i nstructions conprising the conputer program product(s) which enbody the
procedures _descri bed above be stored . menpry devi ces of luralit

D Comput PR RE0r BB AP e AP A R W PRy obEieR i He dndpByr am
product B ihIRCBEwWEIHOb1BcIqO Gt (s)Or ot her progranmmabl e apparatus to
produce a machi ne, such that the computer program product including the

i nst ruct i[BMSIwhi Abcassiaelyt blogks errécps ofhst lawabart supiart gnmekinairemabf ecappar at us
: for ool iy = NS R P
R e g T R il

bl ock(s) or"s r, er conpri se one

or nope cpapfidefunttadab wilnasobd @slcayooththationt ve neaPplatiey ordtepg bthe
instructions may he stored such that the one or nore caonputer-readabl e

menor i es fORghatrawdcombighipnt @rblesks of Heps 1rtbe flansbast: énaydisdpaiementss Bunct i on
in a partjcu y t i ses an
ol o oFamrRe B e Gited DBhphOCy SRR B AR AL B AR,

f I owchar tor bieps lof sgmbinasémsp(fspecial iparppeepartienarqundgoarpuian ptaguat ipcotsictd$). one or
nore co pragram products_ nmay al so pe | caded .onto a conputer or other
progranﬁ@‘#%ﬁ appﬁ @t é’etdBSCE%E‘i@m&%%W%%E%‘FMBB PRt SHAY VEWEpEOt Trepw'e:

per f @p med,PQyitdh& COARULLEarRinPE N RhcPSOGE AMFROL LI RRPRIALYS: Mdy BE 0duce a
conput er -i npl enented process such that the instructions which execute on

t heconputegmlayed ¢e hary prtegrbadimediteofdhp dvanticn. pinene dabsdiepwt.fagwitalipl enent i ng
the functions specified in the flowhart block 0 ep(s)... [ 0055]

rcor di osPO P B e pte e R S R e LR sl o T ihode bt reans
for per f Qﬁ@ﬂh&gerhlbtﬁii@&ﬁ%ﬁ bﬁﬁpéﬂ_ﬁﬁﬁ bf R khtEOMhE IRLHRISMeY bt f@r vy
performng the specified functions. It will also be understood that one or

nor e bl o@Rd opgratstuager eontrohef & ¢aspmitierrnrogramddredithi hae FUNBUtET PrEgBEKRIOBICt St eps
int fl rf i . ecial. pu - d
conputer oSt Bring Y pRGder B SHERLEE e ARG Ao R BRES 4 WEPIRL FepSe
conbi nat isrggcahedpacsigh ap thepameyvdidiled warage andigomadice mpptepasalablp posiitahn( S) .

[ 0056] The above des%ri bed functions may be carri%e(g ci)-ut in many ways. For
exanpl e, CARYPYLPRHPIE IPaiECT O CORMIEST T USIRNSe SR BEd tHBe FOMBY NS

descri bed.ABON&JIR% REigHP! oyed to carry out enmbodiments of the invention.
In one en%od?hent, a sd?@gbly configured processor may provide all or a
portion ¢0037he eAerwht theofsonfeeenmbodentitoof the mantohprovelttsodiratentvantagds or a

o oS Shpb e L0 TR B8,CGnt S £ by and cperat o
I:g:rpgt(:a; ?ﬁﬁg%{d@%@@ﬁ@Qg&eﬁiﬁngaefﬂi’ﬁfﬂtﬁﬁed&hﬁgﬁ&fed t@etbMMBORA B ukRRELSRS @
ciphering error. In this regard, embodiments of the invention provide a receiving apparatus
configured to determine an occurrence of a ciphering error by comparing a value of
deciphered data to an expected value to determine if the value of the deciphered data is

25  equal to the expected value. This comparison allows for some embodiments of the
invention to determine an occurrence of a ciphering error regardless of a service type with
which a ciphered protocol data unit is associated. Embodiments of the invention provide a
receiving apparatus 102 configured to determine an occurrence of a ciphering error in
situations wherein a cyclic redundancy check (CRC) for CRC protected data may fail.

30  [0058] Embodiments of the invention further provide a receiving apparatus configured
to initiate a ciphering error recovery procedure so as to resynchronize a local set of one or
more cipher input parameters used to decipher received ciphered data with a set of one or
more cipher input parameters used by a sending apparatus to cipher the ciphered data prior

to transmission to the terminal. Some embodiments of the invention provide a receiving
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storage nedium such as the non-volatile storage nedium and
conput er - readabl e program code portions, such as a series of conputer

i nstruct iwo2o1enbrdi ed i n the conput erreadabl e st orage rediFmmo)DOB7] As
such, then, sone enbodi nents of the invention provide several advantages to
conputing devi ces, . conput.i.ng devi.ce. User and networ.k operator.s.

Enbodi meRPRAERS RS DA TBgod P Bl s B onlPn L ORI B ur ea 1o
det er m NQpAdtaRS ek R PIe che®r PRRE bipbeBhp@ pardnictéd] EnlbRdRidts &thedi nent s
of the invention provide a receiving apparatus configured to determ ne an
occur r endeveptiomalsp prrsidorrgreeriviog apparewwsariigigedtoatanemausiyaesyphrpeidcdat a to
an expect ad ot’ Al %'eecifﬂ?er%%&fﬁf MafiReded b Qeefec‘ﬁ%{g%em(?it tGnASTR) {fee\gah(;ea{‘o?' of S €qual
to the expéc ed value. S conpar¥son aPI‘one for ‘Sone . enbod! ent s “of t he

I nvensi ofedsoorttediglicinpit pirameur Eenoéinthtsofehmeentivg @ovidingrfogadtdbass of a
service type . with which a cjghered protocol data . unit is associated.

Enbodi nestesaliie sHdigniiien of sRheringsTed dgtecBornd/ i ihsHae 195 L0 ¥ onf i gur ed

to determn - [ERRE. % 169 [ To IV o T i 4 1l Sd%{ in a
cyclic rgﬁé}ﬁﬂan%%ﬁ{é& % e o@ %%%rspr ote togglu d‘f’;}lltlezl1 rrllaég&?@% P 6138]
Enbodi merbsfigifred toeddtennént droocchurerideat apidieridg caor @xénininigteappplicaing error
configured to initiate a cipheri.ng error recover rocedure so as to

e
r esynchr SFROYEYPIPLELTC 1§ SpPMPRNEARNG PV SIS tROTE HgF © cddq SUPRY et PR ¢ o

deci pher hefricYedyptRlgned data with a set of one or nore cipher input
paranmeters used by a sending apparatus to cipher the ciphered data prior to

transm s40@?]t o Masy mexdrficatibns Bdmsherrepdwidimesntsoighe tiventionsent focth hpreavi de a
recei vi ngappar at us .confi qu to,initiate.a . radio link control.

" eeynehr SATORIRIN R uRekfin i s B eb X aSorloRs nRPORbBliRe e or e

ci pher i mpudfitRARBIDI:s pREbadd et Foreboihp dedcipaid A tAt RoARYT de a
recel vi ng apparatus conf|gured t o aut ononousl resynchron|ze one Oor nore

ci pher i dpwingar Biesefercs ithy toska wderstnpddhatdle cipbeshmpnts ofthedpyratipy eramgtue f or
at | east Nl i : : [ - i ' provi di ng
For o ws BE LELRER 1 BHaP BhOREHEhe JRURRE] MR a: BbalgR B AR bURP P er

ci pher i ngndoddticnteaoitendep tobe thetrisd elithin thatseopenifelic gpenddd dlaitig. | ssues t hat
may occur when a receiving apparatus configured to determ ne an occurrence

of a ci pAdTERY e hgrE R/ Broep iR e BtignTHHEr AHgCiatcH draYiaguteFyoor ocedur e
'S _COmMURKEAbl A% RN fimEn It MRIchn A o (CARAIGULRBI LA AHPRAIns 1 CIARRLI NO_ €T F oF

recovery procedure. [0059] Many nodifications a er enbodi nents of the
i nvent i onsdsefuntootshitsbowdi bewpprecisdehdt diffidred comboracoskef dlederitnandier art to

whi ch these inventions rtain havin he benefit of the teachi ngs
br e aht eqUIHODNEY GF EguTY BLLEPIHr T deor e el deadta Aoy figee
Th;ar ef or &f thdappsnded REMYNHALMS @R (! 38 bxdrhife TG hiEIMBinRfont BEclbRYMIL i ON are
no
and/or functions than those explicitly described above are also contemplated as may be set
forth in some of the appended claims. Although specific terms are employed herein, they

are used in a generic and descriptive sense only and not for purposes of limitation.
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to belimted to the specific enbodi ments disclosed and that nodifications
and ot her enbodi nents are intended to be included within the scope of the
appended wbabnmo1dger eover, al t hough the foregoi ng descr ipprirenso/esosoot he
associ ated drawi ngs descri be exenplary enbodi nents in the context of
certain r \hations of elenents and/or functions, it should be
appreciasgggﬁhgﬂghgﬁggb t conbi nati ons of elenents and/or functions nay be
provi ded by alternative enbodi nents wi thout departing fromthe scope of the
appended clainms. In this regard, for exanple, different conbinations of

el ements and/ dr fudcmicthed comrisinBose explicitly described above are al so
cont grrpl at ed %%inn%yﬁrgte ePSto feoorrtnporle @ip?%%pﬁ)tfpa%ﬂget%g R Hé’c?%e? lc&!hgi%d dA!atiE| ough
specific terns are enpﬁ oyed herein, ey are used in a generic and

descr b pt iatechaidgro0blyaginchit) Sthefoi thewiherdsiatf whd diplicréd oindMHLohSsétlofl VED
IS: 1. A nethod conprising: using a first set of one or nore cipher input
par anet el°8¢ PHMPECT PREINRY PREFEE™at a in a recei ved protocol data unit,

wherein the CicB&g&ngrggeggélﬁe% 1E|sPRBE&Rn b7t e%g)tﬁ@ﬁ%afél%a%@tan%&?é&% \%Fuem)r €

ci pher input par conparing a value o east a portion of fhe
deci pher ed datdatetmindng, svithatxtptevaintie] ciceititey, rmicagrenee bha dipbeyddpeerraront r ol

circuitry, an occurrence of a cipheri error en. the val ue, of the at
| east a esrvale RHBS alghsp AP AS dpGTeddtplini npb@%UﬁLtoe%@eﬁeéﬁdvm ue;
and hpitivafkhghg@ ci phering resynchronization procedure in response to the
determ nation that a cighering error occurred so as to resynchronize at

| east one of timbating &¢ipkeingorsyicploarzatipmprocpdura metespansoda the detetnaiagtioone  of

t he second set ,of. cipher input raneters.. 2. The met hgd of im.1

Furt her ot cinRHgE B trk Ry o OB R Sarf G B sl PRaBL S & B wpon a
number Ofirgﬁ@@ﬁﬁﬁiétérslwitﬁiapfé@é’tioﬂ oftheQESondnat o tamer dffetipiragheiien deci phering
ci phered data in received protocol data units; and wherein initiating the

ci phering resynchroni zati on procedure conprises initiating a ciphering

resynpghroni zati on Wh%?x?eg%cgdaof‘é@lgfﬁltlhﬁrtﬁ@r‘\;ﬁtnﬁ{ris}’n lue has a predefined

relationship with a pre In nunber, erer n-the predefined nunber

conpri ses a natjus@hg doddnedr vghueadtassd dtheudt ingiact.updn a hamberd haasafutict ai m 2,
further conprising determ ning the predefined nunber based. at |east in part
upon one SHNCHBE e ﬂaatﬁé%%%@@rrﬁﬁti &%@W@%@W cip éﬁﬁicPfaF?gméﬁ%Yeétnﬁgwe?l a
service tpgMkidhdWiclnt he protocol data units are associated.

initiating the ciphering resynchronization procedure comprises initiating a
20  ciphering resynchronization procedure when the counter value has a predefined
relationship with a predefined number, wherein the predefined number comprises a natural

number greater than zero.

3. The method of Claim 2, further comprising determining the predefined
25  number based at least in part upon one or more of a message transmitted by a sending

apparatus or a service type with which the protocol data units are associated.

4. The method of Claim 1, wherein initiating a ciphering resynchronization
procedure comprises initiating a radio link control resynchronization procedure to
30 initialize at least one cipher input parameter such that the first set of cipher input

parameters is resynchronized with the second set of cipher input parameters.
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4. The method of Caiml1, wherein initiating a ciphering resynchronization
procedure conprises initiating a radio link control resynchronization

pr ocedur ewb@oiwiono2al i ze at | east one ci pher input paranmecerFmuebsosdvat t he
first set of cipher input paraneters is resynchronized with the second set
of cipher inp par. 5 The nmet hod .0 aiml, .wherein initiating a
ci phelroi ng res&nc ]il%fno (Flf’)](%&u‘iyé r@BﬁBlPlaglé%aCW%?lil% feﬁ‘ﬁlcﬁﬁmﬁ#%ﬂomus

ci phering rdc%&ﬁ(ﬂé%h?ﬁbe’-’sﬁhitﬁﬂn@ﬁ@ﬁﬁ@h’cﬁrﬁo&‘lﬁﬁl{e&ﬁg R&ynSiRbaIsAtidiracded probabl e
alternative value for the at |east one of the first set of cipher input
paraneteﬂQHmHﬁagu5|ng the sel ected nost probable alternative value to

deci pher the t t i ni The

mot hod of | arRet e P ol A EEE A s8R} BTy O B R s ofd Gt o
conpr sesiphReinut paviaetofs; aupaddlng fleld a Iength i ndi cator, or a protoco
data unit header. 7. The nethod of C a wherein the rotocol data unit

conprises an W&H4E &%wleé&@éaoma&am&oﬁ“smarlﬁw@%EOr @ﬂcmhas/@fi chhgicd 8t at a
unit, an, @dlo link control |ayer protocol data unit, an
unacknomded& ﬂ%&?@%ﬁggﬂ%ﬂ ata convergence protocol protocol data unit, or
an acknomﬂedged node packet data convergence protocol protocol data unit.

8. An apparatuys co |S|n | east pne, p ssor and at. | east .0
storing conputier qgﬁ Cbﬁ%ir@ﬁ e?ﬁé¢§t¢¢%3§?“ﬁﬁéfﬁgﬁgp hﬂ%ﬁi&%wed
CO”D@bercBﬁ@H&%QhE%gﬁuﬁéETQEQﬂhﬂyﬁ&QziEn@ﬁh&ﬂc&@ﬁo@&pkﬁ&ﬁﬁd&Q%nR%@&ﬁ?sor

cause the apparatus to at least: use a first set of one or nore cipher
i nput paraneters to deci pher ciphered data in a received protocol data

unit, wherein.the cipher h cond.set of one or
more o pher 1 pur b ddeetd ity BRI Bret g R BRI SSbe T on 0f Che
deci pher edadkabd1ddec@moB¥ pRES Bk YéH ik laydep@idtoN@at@ Dnid AUk RIVIBI@ rAode
ciphering error when the value of the at |east a portion of the deciphered

data is mnedio ligkiapnttd laviee pesgret datd ok apeunagkipwledged apadepaghkqidatei ng

resynghr %Bh%e?%én%g PJtS’&o?g%Ht&ol Hatta%ﬁﬁoé}sa% L Pnd PR 1%#3&9 al&%két"d&tt hat a

ci phering err 50 as o resynchront zeo at ne of the first
set of cicphesrgdnepptotparl prazd@il dataiuhh. at | east one of the second set of

ci pher input paraneters. 9. The apparatus of Claim@8, wherein the at | east
one nenory and stored conputer program code are configured to, with the at

I east one progessoray fHthQrcofdhBfheldd foast one processor and at least one memory

storing computer program code, wherein the at least one memory and stored computer

20  program code are configured to, with the at least one processor, cause the apparatus to at
least:
use a first set of one or more cipher input parameters to decipher ciphered data in a
received protocol data unit, wherein the ciphered data was ciphered using a second set of
one or more cipher input parameters;
25 compare a value of at least a portion of the deciphered data to an expected value;
determine an occurrence of a ciphering error when the value of the at least a portion
of the deciphered data is not equal to the expected value; and
initiate a ciphering resynchronization procedure in response to the determination
that a ciphering error occurred so as to resynchronize at least one of the first set of cipher

30  input parameters with at least one of the second set of cipher input parameters.

9. The apparatus of Claim 8, wherein the at least one memory and stored
computer program code are configured to, with the at least one processor, further cause the

apparatus to:
27-



apparatus to:adjust a counter value based at |east in part upon a nunber of
consecutive ciphering errors that have occurred when deci phering ciphered
data i n rwoebmedi@eot ocol data units; and wherein the atcirgamto/aosoonenory
and stored conputer programcode are configured to, with the at |east one

processor, cause the a ar@: S to 'nigjatﬁ t he cigﬁeri reSﬁnchr ni zati on
br ocedur e by I SET G 3 SR UR AT APER P B EPEOPBs IV SRR he
count er \abkahhdmva obheraadictiphaidnshirdl 80a th Readef proefdongberits; Wher ei n
t he predefined nunber conprises a natural nunber greater than zero. 10. The

appar at ugnéwherei m 9, wherein the at | east one nenory and stored conputer
program code e I qu 0 it h r sor,,.. furt her
cause the appglﬁea tﬂ%‘@{ %&dé? erO{?% ar%léi\lgitt%gd %ﬁr}g 3%% 1£r@%% {rhlnucrogrvgig a %’oglg%u%td t‘l)’evgé in

part B8pomrhoateeda3t onDprocBboracdiBs RGP pirh AL $aviritiae tHeyciphesiap disyactappasitainus or a
service type wth which the protocol data units are associated. 11. The
appar at udresedeiedy iigiating s F@ne S HChfaRzetiop REO RS CH Hif couBicE ¥l mput er

program gqde p?erd.@?ﬁélir&feiagik!ﬁﬁlg%{ooa %ﬁé’héfﬂleh *h%ﬂf%%r L @R5din ﬁ{%gyré’de‘?@@c? f@hbecause the

apparatus to' initiate a ciphering resynchronization procedure by initiating
a radi o Icompriesnt mablrak @sybet laraarr 2tedni zero. pr ocedure to initialize at | east one
ci pher input paraneter such that the first set of cipher input paraneters
is resynchroni zed with the second set of cipher input paraneters. 12. The

appangtus of Ghai M8 phaEAL BF EREMAL WhERST theREIARITAE Ynditsly h@L@bdcomput er
program code are configured to, with the at | east one processor, cause the

appar at usompuicn ptagaane cedecirp herfiguged tos yith iircoatilesat onsrprpessswdinrdehgausnihei at i ng

an aut ononpus, ci pherin esynchroni zation procedure, wherein the autononous
o onor | naPPHRyS kP ASHDE: (5 R SR e Rab e S ARESH SpadPEh Shdot B8 ronab o
al ter nat irf(é%sd@%'ttéﬁsrﬁﬂfed%ﬁ% sehdihgapparf€od sdriiRe tyipestitiS®hicRth<ChrbioRbl danput
paraneters; and using the selected nost probable alternative value to

deci pher UnHeagiasnsiadfl. data in the received protocol data unit.13. The
appanat us of Claim8, wherein the at |east a portion of the deciphered data
conprises one or nore of a padding field, a length indicator, or a protocol
data unit headér. Ihe appea@pplCalinss, ohefdirmthmnaBlcavttode @omdr@angstoteacol dat a
unit conprises an unacknow edged de radio link control |ayer protocol
data u n%?mﬁﬂteéew é@f&éﬂe ﬁ@%ggureqio to, Witﬁ the at least one processor, ca%se th%

apparatus to initiate a ciphering resynchronization procedure by initiating a radio link
control resynchronization procedure to initialize at least one cipher input parameter such
20  that the first set of cipher input parameters is resynchronized with the second set of cipher

input parameters.

12.  The apparatus of Claim 8, wherein the at least one memory and stored
computer program code are configured to, with the at least one processor, cause the
25  apparatus to initiate a ciphering resynchronization procedure by initiating an autonomous
ciphering resynchronization procedure, wherein the autonomous ciphering
resynchronization procedure comprises:
selecting a most probable alternative value for the at least one of the first set of
cipher input parameters; and
30 using the selected most probable alternative value to decipher the ciphered data in

the received protocol data unit.
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radio link control |ayer protocol data unit, an unacknow edged node packet
data convergence protocol protocol data unit, or an acknow edged node

packet dawve 20omeergence protocol protocol data unit. 15pCcThreoapgems@t us of
Claim 8, wherein the apparatus conprises or is enbodied on a nobile phone,

t he nobi |l e phgpe c rising u .interface. circuitry and er, i.nterface

sof twar e stpr33:onqgﬁgpgpmﬁﬁPéekwﬂg%3m§¥m}g§§%ﬁﬁﬁé’ ?ﬁiﬁﬂgF@$ﬁe he user
i nt er f ac al doGlprisEYorRE ks of b Pa&riﬁg\ﬁ@ld,smehg@lri_ﬁdi@a@r, @B fpk&bER dataQinit
facilitate user control of at [east sone functions of the nobile phone

t hrough disedest a di splay; and cause at least a portion of a user interface
of the nobile phone to be displayed on the display to facilitate user
control of at |east some functions of the nobile phone. 16. A conputer
progr am produd#. conpeiappaigtudbf CRAL8, amerchorp pibedl dadabliteosippisagm medi um
havi ng conput er-readabl e eﬁggran1instructions stored therein, the

conput er ‘PeedanIEept Brgdardio bl GRATDHY CERIACPSHHY Unik Praskranedsrdired i on
conti gur ¢gib Ahic U3HAA 18cf bfctdeot Bia Bhit CRURELIRACIEURART aBRUGRAr amret er's to

deci pher cip a recelved protoco a unit erein the

ci pher ed cdmtaganas poitgpdod pedoass datg vait secondksetvleddedonedcopacketrdataci pher i nput

paranmeters; a programinstruction configured for conparing a value of at
g he

0
| east a [SBRY CHPIYPO! FENODhEtad Hat a to an expected val ue; a program
instrgction configured for determ ning an occurrence of a ciphering error

when the value of the at |least a portion of the deciphered data is not
equal to the dzpectldd appdrams ohhthim & mbigreamihicapparaws compisn for guamelebdislr

initiating a ci.phering,resynchronization proce e i.n_response t he

ot or o ndte St RO o Ipt FRBTE Bh G ERs R Re R O R s RGN bferble o

| east ongoflvatcR@oréd 68 bnSGLmefe dFitRh@NedshErE mPRAbBIBNLEFE Wetuledhtelf@ast one of
the second set of cipher input paraneters.17. he conput er program product

of O ai mereuitry@pe et interfpsc soiftagre e spoféguaed fonst ructi on configured for
4 Geal ‘ i :
adj ugking a cqunfer \al éb%n%ﬁéffﬁ é(?ats%go%?esﬁm&t%tﬁ%Ett%ﬁﬁ(l:@%@gggﬁ&% useof

consecutive ciphering errors ave occurre cIp
data i n nreligilasedngr ot ocol data units; and wherein the programinstruction

configured for initiating the ciphering resynchrani zation procedure
conprises i nstCREEEf &gt aclml?rgaf thef e e Of i rﬁ@blﬁ* I@IOB%} bagisplayed on

resynchr gf &i@élgﬂb ﬂ%EfPi?aﬁ?H&? YRS nt?g ?ﬂe&s@ WUEHhe FuntBbMEoMAS nRbRE RGH ned

rel ati onship a predefined nu

20 16. A computer program product comprising at least one computer-readable
storage medium having computer-readable program instructions stored therein, the
computer-readable program instructions comprising:

a program instruction configured for using a first set of one or more cipher input
parameters to decipher ciphered data in a received protocol data unit, wherein the ciphered

25  data was ciphered using a second set of one or more cipher input parameters;

a program instruction configured for comparing a value of at least a portion of the
deciphered data to an expected value;

a program instruction configured for determining an occurrence of a ciphering error
when the value of the at least a portion of the deciphered data is not equal to the expected

30  value; and

a program instruction configured for initiating a ciphering resynchronization
procedure in response to the determination that a ciphering error occurred so as to
resynchronize at least one of the first set of cipher input parameters with at least one of the

second set of cipher input parameters.
220



wherein the predefined nunber conprises a natural nunber greater than zero.
18. The conputer program product of Claim 17, further conprising a program
i nstruct iwo 20omfi@er ed for determ ning the predefined nechanobaemshoat | east
in part upon one or nore of a nessage transmtted by a sendi ng apparatus or
a service type with which the protocol data units are associated. 19. The
conput er program product of C aim 16, wherein the programinstruction
configured for7ini tripatch ut%rﬁfo%ﬁﬁﬁ%aﬂﬁluét&&)@l@iﬁf 0f)i faAkdrRBmprigigedur e conpri ses
instructions configured for initiating a radio |ink control '

r esynchr oni zatinsegipmoageigtien cenfigyred far pdivsting 4 eoaster galac bhssHeat laapignpart

par anet er first . . of Ci i r ters, i

resynchr Ol ?@%E\ u%%? %Oft(%gsesc lelé\éérlccfﬁgééfn%o ¢ p él}a\ﬁgﬁg‘lgﬁrp%av%%e(ﬁgl él .eﬁ%. The
conpuber ciphegdalatapin @ckedicdPhrotobdlidatahmits Wdiglnehoicihhe program instruction
configured for initiating a ciphering _resynchronization procedure conprises
i nstructions dnPPgHRMBESTestion sopfiged rantiainbie Filstipg fERghreization
resynchr qni i . . eS| ng: t KNG .

i o mat T e AR R SRR oo Rt FRE s PhaRBon

par amet empsocedmd wisnriye tdimtcs ehkmethesla positfiprdaobibeshap toer pratiefired nahiber,t o

deci pher the .ci her(?eq,mggta [n the received protocol data unit.

wherein the pre number comprises a natural humber greater than zero.
10
18.  The computer program product of Claim 17, further comprising a program
instruction configured for determining the predefined number based at least in part upon
one or more of a message transmitted by a sending apparatus or a service type with which
the protocol data units are associated.
15

19. The computer program product of Claim 16, wherein the program
instruction configured for initiating a ciphering resynchronization procedure comprises
instructions configured for initiating a radio link control resynchronization procedure to
initialize at least one cipher input parameter such that the first set of cipher input

20  parameters is resynchronized with the second set of cipher input parameters.

20. The computer program product of Claim 16, wherein the program
instruction configured for initiating a ciphering resynchronization procedure comprises
instructions configured for initiating an autonomous ciphering resynchronization procedure

25  comprising:

selecting a most probable alternative value for the at least one of the first set of
cipher input parameters; and

using the selected most probable alternative value to decipher the ciphered data in
the received protocol data unit.

30
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