COVPLI ANCE CONTROL | N A CARD BASED PROGRAM CROSS- REFERENCE TO RELATED
APPLI CATIVERNIS0400@MY This application is related-to U S. PRTESRETOTHBI
Application 60/833,455 filed July 25, 2006 entitled "Fraud Detection
in a Controlled Card Based Progrant to Matthew Miull en and Scott

Spi vack. The contents of the provisional application are incorporated

herein by r@OVEFCEANCEICONTROIYING GARIP BASED PRROTGRAM\D
[0002] 1.Field of the Invention [0003] The present invention rel ates

to financial transZROSSRERBRENCE ¢ RELATBOY ARDPL =L 01maugrer devi ces
such as paynent cards and smart_cards, and nore particul arl rel ates

to pr0din disepehieationfisrelatad b Vish Eruiisional Appeattond¥&833[456d1ed July 25,
t2- Des Eé@@éﬂtﬁf&d%mﬂl{l HeRzkidh §la éro}ltnlr;gll?e%oéz]rd E&g?ﬁr%g%%x“atg %&%‘é&%ﬁ%{len and
ransactl on paynent prograns, such as Credit cafd prograns that use
char g8ceras pivacks MEHd copintiSof theeprolistmaigpplioatbnird BicopeEdiebhgeia®ys uner
devi ces for paynent of financial transactions, affects a wide variety
of busferenesds ifsppbraiepriad PSRASeS r ansacti ons. As a result, conpliance
control is inportant for busi nefﬁégd @ghygd in card-based paynment
prograns, including nerchants, paynent acquirers, and issuers. Such
paynme{i00p] odr anFidy pf thallhyensiolp] ect transactions to a series of
validity and authorization checks through online processing before
any 1 .OSLdlﬁe g&é@ﬂ@ﬁ@%ﬂtﬁfh [Ste@ RPHOMR tr@txéé@ﬁérﬁt%n@&ctép@ﬁh ?bné’&@'es’
encryption keys, and the [ike are often used to ensure that only

val i dcasudsr dewcqsrsestead prynteat eardeachardrt cafds sxd pafegutcdalgrdates to
directed to prevent fraugli,l] but .are not of great advantage in managi ng
pay me RTOZH G1aRAECRG Sors ﬁn?ﬁcéﬁﬁrén%ﬁﬁo%use. [ 0006] M suse and abuse
can occur on transactions wth valid cards where the transaction

i tsel {0004} Aot Besériptvombtheddelatedirrh paynent program regul ations for
use. For exanple, a transaction may be for purchase of inappropriate

or di pEiokpwetheGhigh@aesd ablisedftfaffiRash pSindMYPrad¥SRe Guéh AbSRédiScard
aut hori zed transaction limt, though the transaction nm ght otherw se

be vaPpiagransy bt wesharge sads apusboands, dehihenris aad eeHROTEbH GoRGEEER dSVISES a
problem As a r | £, 0USI t: . i.an, hi cant
ossePhaadiel: b, HRAMTSHRERE RV Ty ¥ b Hiosidg Elonch
car dstrandaf@6k] ANonres@itRbinplitndesen®dl i ifpwreine fordasinsssssimholaed in card-
significant problemthat the U S. government has mandated internal
cont r Bsed PRy MEEAREP STABS1 INBlYEInE nass chGNEs, PRHRHIE AEIWHTY AV ISt S¥Har ge
card } 10k : &S card
ooy e or ik ARl Lk R ey BB e o
t r avekhahs chravgioaiing prédsssng befuletany diadi didusldremsactinh ds appsdveto Apvaietydel
processing for financial transactions and rticipate in .

Gover RRRSHE SaqRSneRsT YO8 deus BRA Bt ikt %@ﬁ%ﬁ%@?ﬂ&?&ﬁlmy KAl e
of su ' Thel i ‘ f Bt SUAH of great
qover Aol P e el s BTl DRRr e Bl B BN ol
CGover adreamtaglfif inmeagihg biymage pergrarantd Berdoe miguGBhd alisat i ng to t he
federal controlled-card program Appendi x B (revi sed February 2006) of

the Ciaond| anvifudladribild Gatdetlr disrBRAdtiohe dhith!vaRa eXids yheRahd/baraeient
of Government Charge Card Progrant and is directed to ensuring

ef f ecitsalEmepnot o iv comphienéegaitie payimecnt prigrash regulations farswe eforaaxgmple, a

del i nﬁ_uenc%{ i n sgcl% card accpunts, Trtailn'.n% v%%r i_‘grr nmance matr'gcgmaand
data FEPEFYPHEErE YA UHEn S BRPTP L %Po@‘? R ved pharges; oX & fenastipn may
non- c ekl arkserttsitdhizRauamattiGalidf, Bya@NUS tiahotie® Mig: GtiRkwise be valid.

enterprises to governnent agencies. i
Such misuse and abuse of authorized cards continues to be a problem. As a result, businesses

continue to suffer significant losses due to activity that constitutes misuse or abuse of

authorized cards.
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[0008] It I apparent fromthe di scussion above here is a
need for ‘ﬁégﬁ@ﬁ(&ﬁ?ansacti on processing that hel ps” redu%g%{tﬁé(m’%sl?]

i nci dence of m suse and abuse in financial transaction paynent

progr §t7| hadon-gomplicat Py sThigssed 6aa6ls, suslos bighifRamgiRebBRIthaaNé Ues, and
the Iike. Enmbadi ments of the present invention satisfy this need.
SUMVARSVErpimoRf has msndatas ftermal contalsgprgausmmeny aganciss vaihassrechicocessi ng
fi nangj i [ i a

such Eparm PR ARk R AlcR bk AR BARR Y dle R BRI RhoPbRB A

f i nanpawaherit paopgant irehsletphedratate paechasactd acdorntd aby fér tidyeRd accounts.
pr ocessi ng ﬁ%St m and det_eLm' ning if one or, nore of the authorized
f i nanéSA W RFT4dsESVRA Wish fereykleqeecsssing for dinapdal thngecsions apl

wher ey f-ur, 0) i € i

ont PRHElte g 0GRS 00 p 8 HAcind HrOgERRL UKL Sathalflbf
conpl panhocegulatidnst Thnswemabeontretpuieatdsayfoosuch lpevaayernissyedegrdamd n
anot her a ct .. the er pr Ssing can ri rocessi he
e JuTaE B Gt A4z fom B S6S: G meatsdein et Minbr S raae Budger

i dent rdwi N . ) o ; e i
conp! LB delaliRE RO fodef A ORI AN Sr oo Braf A AR 5 oL O Pely it 20B6)

t r ansatthe dirculaatA-il 23 publisetiohiscktted dmprovohgthe dMargfemart of iGavernment t he

+ pass bee arcd Btbeim *Biris en® 1 PRt eoke Earlios BohieiibeRucty °
f1 agggbhsesmisusd, ahd BQirRubic A a6sH QRd h&BUhB! Tefning NRerfdrMan détrics, and

transaction, if it is identified as a passed transaction, can be
f ur t héata penociéngsard comporands ofi the progranhe Thisss senter eyes aen-compliant luseies

trans Lon racteristics that, indi.cate a |ikely non-conpliant

tr ancRErT N SRR ERENE Ak sRBele b RN e et S e P i nor | zed can
be subject to further processing. In this way, the invention helps to
reducWOBE iThéiogkieepprrent Bomehadigoussion abeve hathertisaineed SHagmesn

payne i r . 0

ot o LenfAER FREes g e AR L U IS e of Sris RO h b RO TR

pr oc e gsnsagticrapayecHp piog eanpethhionvolug parehyseicagis porpbkswasuimanikaicts,and to
desi gnat e one .or, nore t he passed trapsactions as fl agged

t r ans Hetin £ odBeRth GEie ATeSER! IDTGHSE SO ITREdor mor e of t he
transaction regul ations. In anothkepesegt. the further processing

can conprise perform ng prediction processing on the passed
t r ans #00Ppn Enhwdirdents of the prasastan véntion ehablaproeedssig fomntiabtransectioms data

L F ana OB AT DR FEAmert BERarain L S HiechibcoagBE TS Fel g hthe
provi gegirsao bhat ofURRRcikNMPAHsa SR BRut herehods dul¥RreBoy b WRRdat piddBssitzer

can be deternmined to be authorized, and the operation of the further
pr ocesysteny apd detsemandpg i ad of mosxethe artberizadifinantiel wansactionpmill be n

particyl.ar, .t rocessi.n f passe ransact.i ons _can be changed,in
Phi o i@ tayhe IEORRURR oiec DR B hF R RSS P AR BRRom g BV e

I nvenhhdidechdfes Atodided faaRM eahsactionBifREbd AR of coRPRARE wifhansact i on
processing such that the sanpling and prediction processing can occur
for tHengseldeeigrlptiorsadtthopayment ptogsdmp her gapech dherthergirpeagsipg can
card issuers for .operation ting, fin iLal  transaction Qcessing to
e+ oRR e (onifR ReFebaetid Bitp ol BAN Blerd AR, RIRERET 09

Q her idegafyitiLBna0h] advatli@Ees adhsdcherapsRE6mthat RVE BbMPHarkh ethckhbe
apparent fromthe foll ovviqr;ﬁ description _of exenplary enbodi nents,
whi chtrapsagisan rgeelations, args oflageed tsantaction hatisdo be chepked frainlptin ofpmepr

DESCR] P . H&@ i i Lgh=] eval

functi 8%%%8{42&1 agr g\pn epsl[' g?ilf%lnc onlft ggﬁ%r%é’%%%ﬁ‘n@%@%%@r% Ssnsgq ructed

i N acuaisdeticrd cotdphisédetraisesntthairhae nbi een aftds vivlgtitieea #ansactionbl ock

di agram of, the c?rrponent s canpr.ising the analysis systemillustrated
regulation. The financial transaction, if it is identified as a passed transaction, can be further

processed to determine if the passed transaction includes transaction characteristics that
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[0015] Figure 3 is a flow di agramthaﬂt illustrates the operations
per f or mredwbyoasia4Hitl t er / Busi ness Rul es processor of thepraemaisgsi7o73181
systemillustrated in Figure 1. [0016] Figure 4 is a flow di agram

that il s . the operations perforned by the Sanplin rocessor
of -t ndMfElt § kS bR RGBS TRUR e e roOA oG & 1< a
flow dihgriodd dahdke subjebistbaiies prdt@sRer ithRRvayPekfiRFdrBEn BYIpE Rereduce the
Predi ctor processor of the analysis systemillustrated in Figure 1.

[ 0018 ngmlegge ef Misuge and abwie i Brpngisl trazsaction paymeat progtams thgsnealions
perfo e i - Audi t, processor of the analysis

syst e%gﬁﬂfl%g%alr‘%t %%?élﬂé]’é g’%gﬁrr%ga@c%c[eg'oafg]tﬁ?Z%GUre 7 shows sanpling plan
desi grl]@j%s received into the data anal ysis systemthrough user_input.
DETAI [E30pedemeianotier pensseb theauptheppreessiing cameampsisg PeePEBg Frwpling on

t ransagt.i - i NG i - e . with the
R e e
(or othesacpansttabk ehedomd dorevioldtdon obgnel & migedf the teankdctian eégalations. In

transactj on, sucn %Js by being presented to_a nerchant 104 for the
paymsl"’r'f‘ot 1 aéB‘?fEl’st B urther processine i cgwgéﬁquqr@hngowre@ﬁgo%aqoge%m Cﬁ’ébe
conpr | E ; : S : ant,
or T hEE3ed Hinpetons LI Ahsplich AAERESAABHEH e RolBhET

t el ephemianndicatingra ldedenemgorhpléant &aokantiorh €n aaothenaspoct] at@enient user
inforq_gtion over a n tvvorF dat a conneﬁtion, ce the g@;&infor tion
i s entBYERFe o Be Bydadi SO ha dserdnpY car e regs 6 d PRI T Aidkn Hiciser can be

tr ansagfeiRied fo bddhciRd, MAdhé BFerhtiGH\GBRL FRheRoBeRMBCER TS aajﬂgtea'ﬁ]eg

paynment processing system 106 that wll be famliar to those ski

i n t haccgrdance otk 1he Tiee inpay: nlemariruareths ipnepessing efpated transdatidescan be

aut hor}igzat(ijont and verification processing for paynent through the
accoufit®’ef Pﬁ(liusc‘ﬁ?ydhol der. In the Figure 1 system 100, data relating
to the financial transaction is received at an anal ysis system 108
const Hdkd 4 systeee evnstneted Wi ageordaace withthd igHentiphean mslydsicomppaerdsiol 08
perm i cel ved dat VA=Y cure
et voPRTPEE He G edncioR GESRTe WG AT SR R Bl RoR it be

and syat esvuabyitn Sdsseal traiRadilonst SadtiScontRRER Yart Biphintding] by édr@nsags i on
anal yiigs network ;114 that can help mtjgate non-conpl,iant
t r ansEEtOPeTREon quiing fipaneial transactien BOcesying e mitgate the ingidone of pere

ski 'l gbnbF + W appreci ate that the paynent processing system
106 opéeil}lg?aégq?aggééeuggp\%m??sganci al transactions at a nerchant 104 and

rovi e ansacti on ver a chant data .network, 120 to
rer ch i2Ee e et Gp pmineks T e P e pGEES SRS bAEPRHE" P
centr ?dno%ﬁg??%s%gpﬁém@f XeBRNEY BnbbABRAAC WhA RS IIhRatd B WIS FRUAhpR! €

transmtte
aspects of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS
[0013] Figure 1 is a high-level functional block diagram depiction of a processing system

constructed in accordance with the present invention.

[0014] Figure 2 is a block diagram of the components comprising the analysis system

illustrated in Figure 1.

[0015] Figure 3 is a flow diagram that illustrates the operations performed by the

Filter/Business Rules processor of the analysis system illustrated in Figure 1.



card processing paynent acquirer 124 and are then transnitted over a
paynment pWoQeedilnt4network 126 to the card issuer 128. PCTABU707581
noted that, although specific conponents are shown in Figure 1,

syste cyding .t osenbodi ment s .of .the invention i ncl ude _nore or
aas CBE drEUOR R RN RIS FhntaiR b SRR piiiried b B SEA TR
separ picRestopokte anflysihoyerh lustried acRigufer. 124 and issuer 128, it
shoul d be understood that a single organization may act as both an

. od"th; . act _
connolt Al HRBES AP AR ATRRT e Tod Rth Bl neBrmelihEpreciors

dat a erusssot 6ftht analysis syster® URIstrated i Bightenks. [0023] The data for a
transaction 104 may be received into the anal ysis system 108 after
payne t i oy £ Tar_) i al ready
takenmﬁlgge@éﬁé%ﬁgﬁgﬁ?%%hgiﬁa ger?\égrstatl%é |ar¥ic°?lggglrsforg§£er§&g§§%ber and
ac coufbmiphiboierand Atalitprodesser ofdis @mbysisabtamctinsta ialFiseeilzed spendi ng
limt, as well as transaction data such as account bal ance, nerchant
name dgx ; : ke RLgure 1
Chons ol THETET SR SEnlBRRI BT e REBHRL i GO dlifonal i oy s

di r ectrgughruser mputar d agency 130. The card agency conprises a
sponsoring organi zation or other entity that is involved in
managenment of the account fppTAMEEBaIsdRR@ON t hat aut horizes use of
the anal ysis system 108 for account managenent and prevention of

non- cWBP] art highdeveTfimstional diagean af altrassapti@vprdessing spstere Pl opnstruoteda

h 1. i h
Soency F e e PO SR N S e R Y B MRS oL efP206
t hr ough oByes pEfBIS @5 mumitd devidls) iSHRUSH . YRRAGAlGMAsREIO8 Sch RELPBELYSI S

system 108 over a secure network connection 112, such as an "M ps'
| nt er bgserdeshigecmpishanti1 Q4 Jonibe priymesi of goadseor\paityicgs c Ebsprsegnigtion of th
rel atjygl veni e c . f

i re ST R SRRt UBRERESE A7 By epleofife B4Rk SR EELRR e car o
agencyardiBfldatpponidisg theedid guabtew Aaacehsntpid ¥iclpBess ordet, of emedimeihgde
any ot her persons granted access by the agency, as described further
bei owsarg Gomppr mdgq;Ff@lafe%wé(v@laﬂtﬁapw@lweneéwaﬁy@qt%c@%%tm {rmedheseard an
recei : ' j t [ : Endi Gat:

by ¢ TR bR, Ak Pafther plckss fob e il At B AP raBcu i iRt
recei wel the mangactbn Hatapsaetdsthrotigh a paymeniproedssing kystam h8€ thaowill b,

such 1%zrﬁgver seglll]rgg.lﬁ'}ernet connection via https protocol. That
is, t AIOTaeTe Fa 5 daHC5E 1 ecei ved over an ot herw se public network
such as the Internet, so long as the connection is a secure
connefi2dh ddewernentipeocesioe systamd 1 0@ veludes auth@@pich aftheercfzpation 02 may

| t tively, b t abl i itahle f f
ot o Pt or S IR E ST or/6E Sl 38 b B St e,
addi t 428 rd| XifOERKE fhdHiaR traRALEM ing@tlri]veiara@ﬁﬁ bnflpdi€lsystee 1 RESRRIQed in

consuner device can conprise a hand-held device that can fit into a
cons udgserdanegwith thedinsgnironp ddk @nalysis gystern 198 priaitssiystenh usessi 1d 8o agigeh

portahl e consuner devi ces N de smar.t rds,..conventi onal

e ear regr AR oY STt Tl EI R AR SR R R eRE Repor

M Cr OpdrRERDAVIN sy@tehpitﬁrﬂnﬁfraﬂi@‘)/ﬁﬁlaﬂicﬁhsgﬁﬁéfeﬁg chBpEbings tiahsacBoraass TM
device commerci ally avail abl e from Exxon-Mbil Corp.), and the |ike.
Ot her n&warpl ksthat cag hielrapitizaoinagampligshisansastions i B8 Payment IecessAs uner
el ect§ﬂ&ing vi ces such as cellul ar phones, personal digital

assi strant's DAs), pagers, and the like. O her exanples of portable

consuner _devi ces 102,inc|ude_annent cards, security cards, access
car ds|00&%hr tThagsoskalledip shasarbWalb prprecinlg thal dhq payaentpropessige s¥stemdebnt

ro Sy TR0 SRR R ROD B Bl v

a merchant data network 120 to a merchant central computer 122 for further processing. At

the merchant central computer, the financial transactions for the merchant are transmitted to a
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[ 0029] The twelve nodules illustrated in Fiﬂgure 2 include: a master
dat a manayemessoinndul e 202; a security nodul e 204; a reportuseg7oosial e
206; a dashboard nodule 208; a filter/rules nodule 210; a sanpling

nodul , -predictor nodu 214. C | i e audit nodule 216; an
oot | el Bttt ey 74, Elire IR R B bt e St
nmanageamik M6 e 2Ad;issund] 28, tTE glonldise Aorsiinat, 2BHoughhBediBs toihipsiRha are
managenment  nodul e 202 and the security nodul e 204 ensure appropriate

dat a shawn inKigesd  pyshyresacawinmiosmbedi mentaefthednvegéoremay iTorEioes.

Any o ' O __Corg espondi n [ SSOrs be
conbi ety e BRab P RIS R, £t Rl A B R bl P e

I nventhown foryhd dbqlirete] 4hmdGsuubr 198 (@Rl bk Reddrstbb @ thaf yhiaglerpghtitiohhe
sanpling noduyle, and the_ predictor nodule, with or wthout any of

the ofMERCtRshotiban issyer and anperuaer Nysomefasesr [pFiswsg 1.l ofribaeeraceting e

with t:he s B ' 29304 ' t j Laur

provi ggis 12@1\3?{%?3%2‘;%9 pa?%loggrget?{é %ﬁ%@qrﬁ%{&a@agﬁggﬁghﬂﬁﬁg%sﬁcér to
pr ocessirgedraiinkggh t he paynment processing system 106 (see Figure 1).
In accordance with the invention, the analysis system processing

i nvol yResf | MiRidhUbes tﬁﬁﬁ@ﬁ&?i%&%tﬂé 1dcBGEd HRS ﬂ%t)gggg@igé?ggﬁ 08 after

transactions (after settlenent ave been a
t her epgmeerd pathnozationend stitleinamtevivh thedsseer Ex8yhas alyeddytthlom picet Atecar d

.S J i | b f d hoy i
g T R i S R TS R e A S
subsebalficel it Akl Z86hdiNANBACS! V?é]ﬁastt%tsacﬁi'bﬁ,d%ﬁ%ﬁ@l?&@&g&ﬁltib'a}é% /€

non-conpliant activity that would constitute m suse or abuse. Suc

i dent metcdnt raaresandtaddress, whinige dater prfyorené ampentaand 'the Higg ebigure 1 shows that
transgactions. The r inder. of the,.authoriz ransactions i se

+ pass 6 AngSis stelin AR SR e E vah G balR bl nh Bcr el ey FREF g
rule agd I@gmﬁ cRMPPIBECFH ol S ingt I palR 2oh @F othEPenta) Moy & ifvaved @M
processing then involves identifying a group fromthe passed

t r ansEeragsIent phthe ap¢aunp®r sherjasd 1 @handghet puthnsizeppssod ke anglysisrsystem

pot eny ' WYARAY urth 0CRSSI can, i.nhvol ve
ol |05 e QB AT At prbldnlin b5 Roi, Ui B B RSB BB AR S e
pr edi pitovitied 9 diletnpldykr 008 gbedrimentl dgefioye thea thm diiphs/enbt Agehey catgrtiscbed
in greater detail_ below  [00311 Master Data Managenent Mdul e [ 0032]
The nE§tcerd agspey hthhabaiharized and wansgss Henfdhe analysupgysterp0§ thgough

appl i j JBLR I f he.d i

expor %?%ééﬁg?er%%lp '??)at I ong]g%s{egﬁa ﬁ?@gﬁgﬁ&ﬁ ély\gﬁgsyét%?n%lﬁpgaﬁgﬁet h all

t wel veetebrlt trempetiol HE, stvhws ah Ahtpst) Gnternt donnpetioni vdé a §vethieroivatre recWelon

of data sharin nd exchange. The nmaster data nmanagenent nodul e 202
wil E‘E?S?Sd?eﬁ%ftg f“j o efya%‘i“l"F IGRIACEEE 19 Pieat LOF PPOoNnLRETIAESTIENEANY: he

pot enfdrainidation SPHE G&Ss 170 WUf @néraﬁg%%@ﬁgke%f thé ea#d!ageﬁcy 188%6ho have
sources. The sources are not all-1hclusivé and additionall sources can
be i nbt¢emdgmahied achssayivalegis butaniietlydecnymthe pesbnsgebedeccesnby the
accordance with se r'}} onpatibilities and initiatives of the

anal ﬂg?%@ﬂg%@gé?@ e¥'hé]‘)?rﬂT‘gster data management nodul e 202 wil |

al so hel p nanage the sharing of data between independent applications
(e. g. [0024bn&jguse behownihet the endssis yestemmnl Obalak carl wwetive rsasidanedata

system _l.ssuer .dat aba such nerchant prof.i.le data, P .

(ont ook e THRRP RS iR R OMer R ke B2 1, o mtyiss
the negtedd cdpdlso RREIRG SRRl MREHcH 0 82ta GREr DE@WbEECcnhgtioal 1112)MuRE as
functions. The_nodul e can manage all application data. The nodul e can
al so Py eisgeurs {gemgeconnectiosichehigpsgetogp) Tepisi eensaetin dabd ean berracaieada
el ene : ' LV i ( ract ansft orm an
a1 A s AR Bub e B 8 o ey O G o L AR T Btbre

mul t i greesiuy iewcen tté sdnei arahdcsll@anse (e.g., virus check) the data



Modul e Use Case: 1. Log in to the application ﬂthrough portal front

end. 2. WWwewobsioiksi4t o entitled nmodul es. 3. Sel ect mast elpcaAlsa007/073181
managenment nodul e. 4. Agency adm nistrator user can select any of the
fol |l ow righopt ions. within the master data managenent nodule. 4.1

Revi eW02%}i tThegard Hganey altpmativelyds mlgmabl%ston@tﬁw deyicean any suabledemt t
oS oo M hEWdnsadtich cbPAL] B SAeh, TBR86: LA AAE R ORREG & W mprising

assocl at e enance services I on
I ncomagnvbatiand etditecadd) the girabk dasiing! @R sn temprise sdpplileRt dftedat a

el ements for inport of data vendor in the incomng data file
i s thg’ %Pet[lfa@to wwéwaﬁlts'walﬂé@&%mﬂk%@tgrmocmrsszqdéembr%mp woul d

b

Dhe. fatfle Shshitr dROAGHay Hathde YR CartifiBhterliBhAl 06 R EAKL Al |

Ior ei(pragnetfu dtmsar(cbw:},hout:axpmr?pr@:e@trﬁafmke? ot&e%a}n%e@:c‘ea(m amtlteg a
oca I nanc I catl on (0] -Keyl.n a ecel ve

ermi | S ?fﬁvﬁ%sjr?g AR R Ao ggqn Oﬁ%g@ﬁge&)sﬁm fhy @ec@rﬂ?f‘éd.

| £ theggn ECofRltRI3 gaﬁ?glg'@oﬁsﬁﬁfe?%w%s i RADnshRE 86N TRIRRIGRNGRD

be included In an e
cellular phones, personal digital assistants (PDAs), pagers, and the like. Other examples of

portable consumer devices 102 include payment cards, security cards, access cards, smart
media, transponders, and the like, so long as account holder information and transaction data

can be entered into the processing system 106.

[0026] The analysis system 108 can be Web-~based, comprising a Web server computer that
executes program modules that perform the operations described herein, The program
modules comprise computer software applications that are installed and are executed on a
computer processor such as the Web server computer. As noted above, the Web server
computer of the system 108 can be accessed over a secure Internet connection 112 by
authorized users 110. Figure 2 shows the modules that execute on the Web server computer
in one embodiment constructed according to the present invention, In the discussion herein,
references to "the application” will be understood to refer to the analysis system 108, or to

one or more components thereof.

[0027] The system of Figure 1 receives data relating to a financial transaction that has
received payment authorization by the payment processing system 106 and identifies the
financial transaction as a flagged transaction that is to be checked for violation of one or more
transaction filtering schemes or business rules, or as a passed transaction. A passed
transaction comprises a financial transaction that has been checked for a filter and/or rules
violation that indicates likely non-compliant {misuse or abuse) activity. That is, payment
authorization of a transaction presupposes that the transaction does not comprise an outright
violation of the program transaction regulations, whereas a passed transaction is an
authorized transaction that has "passed" initial scrutiny for violation of the program
regulations, whereas a "flagged” transaction comprises an authorized transaction that has

been designated for further review. The system determines if an authorized transaction shall
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Modul e Use Case: Int e application through porta ront
end. 202 and the security module 204 ensure appropriate data security and program administration

and management capabilities. Any of the foregoing modules (or corresponding processors)
may be combined in any suitable manner. For example, one embodiment of the invention

may include the combination of the filter/rules module, the sampling module, and the



2. View links to entitled nmodul es. 3. Select securi tg/ nodul e. 4.

Agency adwonoed/giail@r user can sel ect any one of the fol lpgsusgo@Rb3QNS
within the security nodule. 4.1. Manage overall application security

by estah|ishing the application hierarchy. A user can create and
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1). Inaccordance with the invention, the analysis system processing involves filter/rules
processing that receives authorized transactions (after settlement) that have been approved
(and therefore are not known to have violated any regulation of the card program). Such
transactions will be referred to as authorized or settled transactions. The filter/rules
processing then identifies a subset of the authorized transactions that are suspected to involve
non-compliant activity that would constitute misuse or abuse. Such identified transactions
will be referred to as "flagged" transactions. The remainder of the authorized transactions
comprise "passed" transactions that have not been identified by a filter or rule as being a non-
compliant transaction. The analysis system processing then involves identifying a group
from the passed transactions that will be subjected to further processing for potentially non-
compliant activity. The further processing can involve sampling by the sampling module 212

or prediction processing by the prediction module 214, or both. All twelve modules will be

described in greater detail below.
[0031] Master Data Management Module

[0032] The master data management module 202 houses all data for the application. It can
manage the process for the importing and exporting of application data. This module will
communicate with all twelve of the modules shown in Figure 2 by providing the intersection
of data sharing and exchange. The master data management module 202 will coordinate and
facilitate the interaction with all of the potential data sources. Figure 1 shows some of the
likely data sources. The sources are not all-inclusive and additional sources can be included,
such as a wide variety of external systems, in accordance with security compatibilities and
initiatives of the analysis system users. The master data management module 202 will also
help manage the sharing of data between independent applications (e.g., agency electronic
access system, bank electronic access system, issuer databases such as merchant profile data,

ERP (enterprise resource planning) systems, and the like).

[0033] Thus, the master data management module 202 can provide the following functions.

The module can manage all application data. The module can also provide storage and
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[0045] Exenplary operations associ th this nodul e include the

fol |l ow ng ﬁferatr ons in Table 3 bel ow
dule Use Case:

Log in to the application through portal front end.

View links to entitled modules.

Select master data management module.

Agency administrator user can select any of the following options within the

master data management module.

4.1. Review, edit, and modify data mapping relationships (e.g., Microsoft SQL
database view).

4.2. Monitor and manage the databases and associated maintenance services
within the application.

4.3. Select incoming data source and relate data elements to the application data

elements for import of data (e.g., "vendor" in the incoming data file is the

same as "merchant” in the application. This relationship would be created so

the "vendor" data would import into the application in the "merchant” field).

S O —



Table 3. Mvdule Use Case: 1. Login. 2. View menu with available Iist

of standawd wegmatis and ad-hoc reports. 3. Agency adm nipgtr/iaker/ousel .
can performs any one of the follow ng options wthin the reporting
nodul e. 3 1. Standard reports. 3.1.1.User views a list of the

appl i caftidonDeinenetsais # r%@ﬁe@@e data impotior expesiiile® (. 8.yexperttaaatn file
par amet er s iq ke igierfpged witbadogal fiosnnial applicating taaveipuer-keyidg df Btdeport is
gener at éd. Receive email confirmation that extract or upload has successfully occurred.
If there are errors in the extract or upload, the error messages can be included
in an email.
5. User closes module.

[0035] Security Module

[0036] The security module 204 manages overall application security and provides each
user with his or her specific application entitlement rights. This module can serve as the
comerstone for ensuring the security of data for each agency and user. Security rights can be
driven using the application hierarchy structure for each agency. Rights can be set to allow
only authorized users to view their entitled card program data. For example, one Federal
program will not be able to see another Federal program data and a user/cardholder within an
agency will not be able to view another user/cardholder's transaction information. The
application can also be designed to meet pertinent cardholder information security

compliance requirements.

[0037] The analysis system functionality can provide several role assignment options for
users. The user roles and a brief description of their anticipated entitlement include the
following users. First, an administrator may be an individual who may be a "super" user that
has no restrictions within the application, who can add, edit, modify, delete throughout the
application and who can view all hierarchy nodes within the application and drill down to a
transaction detail level. Another user is a typical analysis system user. The system user can
have restricted access within the application and can view entitled hierarchy nodes within the
application and drill down to a transaction detail level. Another user is an agency
administrator. The agency administrator may be an agency specific user, typically at the
program management office level, entitled to no restrictions within a specific agency
hierarchy point, who can add, edit, modify, or delete information throughout the application,
but is restricted to entitled hierarchy nodes. An agency user may be a user who is a user
entitled to restricted access within a specific agency hierarchy point, such as an agency
program coordinator, approving official, or cardholder. Another user is referred to as an
analysis system auditor user, who is entitled with view-only rights within the application.
This role is intended, for example, in connection with users at the U.S. federal government

perspective, involving the GSA (Government Services Administration), GAO (Govermnment

10



3.1.4. Repocrt can be printed, or emailed. 3.2. Custom zed rep6rts.
3

. 2. 1. Usewouvoesma4a4l i st of their custom zed "saved" repetirass2007/073181
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specific agency hierarchy point.

[0038] Thus, the security module 204 can provide the functions of managing overall
application security, maintaining user profiles, and managing the program hierarchy. In
managing security, the module can prevent an agency from determining if any other agency
is using the application, thereby maintaining confidentiality. In managing user profiles, the
module can help users create and manage user profiles, manage user entitlement rights, and
can automate forgotten password processing. Managing the program hierarchy will involve
creating and managing program hierarchy point profiles and managing program entitlement

rights.

[0039] Exemplary operations associated with this module are shown in Table 2 below:

Table 2

Module Use Case:

Log in to the application through portal front end.

View links to entitled modules.

Select security module.

Agency administrator user can select any one of the following options within

the security module.

4.1, Manage overall application security by establishing the application hierarchy.
A user can create and manage program hierarchy point profiles along with
their associated program entitlement rights. The ability to make these changes
would be restricted to the agency level. Create a profile for a user by
completing the required fields.

4.2, Assign a user entitlement rights that allow a specific user to view and use the
application modules.

4.3, Assign a user entitlement rights that allow a specific user to view, edit, add,
and/or delete within his or her hierarchy point.

4.4, Manage the automated "forgotten password" process specifics and reset
passwords manually as desired.

5. User closes module.

b

[0040] Reporting Module
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scalable report formats, queries, and data export methods. Thus, administrators, managers,
and cardholders can be granted access to numerous reports in a variety of formats, including
standard and processor-generated, as well as database queries. Report availability can be
restricted by user profile entitlement rights. The module can also provide standard reports,
including standard reports where the user can indicate specific criteria (e.g., date range, dollar
amounts, etc.) of transactions to be included in the report. The module can also provide full
ad-hoc reporting capabilities with point and click selection of data elements to be included in
the report and can allow the user to design, develop and run a report containing any of the

application data elements,

[0044] The reporting module can also provide an alert system, having the ability to send
email alerts based on any system-wide criteria (e.g., transactions greater than $50,000),
sending an email alert to the user as requested by the user in the setup process. The reporting
module can also provide report scheduling, wherein reports will use a pull management
strategy prompting users to login to the application and initiate the viewing or downloading
of reports. Reports can be provided in a variety of formats, such as PDF, Excel, Word, and
CSV (comma separated value)} document formats. The reporting module allows users to
schedule the running of a report(s) and deliver an email message upon completion with a link

to login into the application and download the report.

[0045] Exemplary operations associated with this module include the following operations
in Table 3 below:
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Table 4. Mdul e Use Case: 1. Log in to the application through portﬂal
front endwoZoosiigeyysl i nks to entitled nodul es. 3. Sel ect paabhedrdsist
nodul e. 4. Agency adm nistrator user will see their custom zed

dashboard vi ew di splaying the key operating netrics that are
pertl repi—to-the—user Y Annnm/ admnistrator user can nprfnr many

one of the foll ow ng optlons within the dashboard nodul e. 5. 1. Setup
a user specific default view 5.2 Tsbled all avail abl e key operating

metrics andakllethse Ghsech nmetrics to view on their dashboard. 5. 3.

Sel ect tthelegsual display fornmat of the netrics (e.g., table, chart,

gr aphi cal , \8éw menuSwith avafihble BREST stiidaldPeEdrts dnlllall-Hob@G5ordsOr the user.
This wi Bl dglféyadiintshiator UG cay BLirSiths AYDnI LRI foﬂ&gfng%ﬁtl&fls the
di spl ays.  yithin the reporting module.

3.1, Standard reports.

3.1.1. User views a list of the application standard reports.

3.1.2. User can modify certain parameters (e.g. date, etc.) before running a
report.

3.1.3. Report is generated.

3.14. Report can be printed, or emailed.

3.2. Customized reports.

3.2.1. User views a list of their customized "saved" reports.

3.2.2. User can modify certain parameters (e.g. date, etc.) before running a
report.

3.2.3. Report is generated.

3.24. Report can be saved, printed, or emailed.

3.3. Ad-hoc reports.

33.1. User views a list design options for creating a customized report.

3.3.2. User can modify available parameters and include any data elements
before running a report. ’

3.3.3. Report is generated.

3.34. Report can be saved, printed, or emailed.

3.4. Setup email alert system.

34.1. Establish limits for activating a specific alert.

342, Determine recipient list.

4, User closes module.

[0046] Dashboard Module

[0047] The dashboard module provides a quick view of key operational metrics. The user
can determine which metrics to display and how they would like to have the information
displayed. For each agency card program, data reporting is a desirable tool for improving
charge card management. Charge card managers and other stakeholders need timely and
accurate data to assess compliance with legislative and administrative requirements, the
effectiveness of efforts to mitigate risks of misuse, waste, and abuse and the performance
trends in managing costs and other relevant indicators of program success. One feature of the

application is to facilitate and standardize each of the agency reporting requirements.
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t r ansactidorSelebhile visvatdispiag forinat 60 ehanieave. gl 3451¢llchan, @bHi¢dlng
program magggenent of fices of any high-value transactions that are

processed, l@tnﬁpérfaﬁa ro»ce%rrm ﬂL %Aﬂhem@r f’l’ngi@ﬂPéJtéljrfFrﬁeﬂi@d pge can

provi de th n%%’g’b%hh ? dransactions for revi éw based
upon cri I r m.ad LStra The .nmodul e
can cont 8 LUERE b ﬁfas g,eage A #Q&}O%lém%%séhorre the user
for inc }aﬁ‘ 56 é(??'fcgl £ 38 %ﬁg‘ﬁ itled user can view the
rul es b |1§° ‘ﬁé‘i‘agé? Eﬁ PRIt NPy carle HrHighée nay be
conf i gur edSiplg ¢han rgfsrd@tea?@ﬂ% bk#%ﬁh)bpmﬂhétcﬁr ogram or according to
t he di séretsentlees méubr ogram adni ni strator. The filter/rul es nmodul e
process can be initiated by the user on a scheduled basis (e.q.,
daily, weekly, nonthly, etc.) or as needed. The filter/rules nodul e
can be applied over any user defined historical or aggregated period
of trApIPLt m@s/ﬁmegmqg or agency (e.g., viewa rule applied to

transactions wthin a single day, week, m)nth year, etc.) to better

d f the rul filter/rul
modul D00 TR STl B hony Restb Red shets s St s tsiaiopan
al | ovneapratide e¥ert Kithhdistly StaAdausiidt 0B IS he WidaBiiiy 1 Ge 02ty

di spute period if it wantS to do so. e'can’integrate with
t he cewspimhiapfiershulesspricifintodhieneds. That[lELOBSEJusTrtWS aﬂralays rmiepgrslemmf
provi des_a, user int ace ch as .a rule crrterl Screen,
Phe oulE taf AREm REFROBHT nolhae 8% Gobt FpaveiscE iupt B plboftibe

transactions, Rather, the business rules comprise rules the violation of which may tend to

indicate misuse or abuse activity.
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[ 0056] The output of a filter/rule execution will conprise a |ist or

group of oempiidl1at ransactions that are identified as ppigihitobiig:
specification of the rule. The output can be saved to a file or

dat abase for | ater exam nation. Part of the filter/rule execution is
the at943%y B‘éﬁlﬂqs%\@ﬂ%opéﬁﬂgﬁﬂmédemmh@srﬂ(erla wsed tbmam@amtalg@mst)a trarsaction

f h f db
the ogpisFih Bes Bttt Fhert R4 Bt HpsPHGH Reirn Jen Fbinriobiv e

user . détraedimvakysirSfsHet BotasaY a8 Wapgssl fbm;ﬁhéﬁﬁeeshgatﬁm 3 sgGreen)
t hat per nhts users to review the rul es output and llag particul ar

t r ans SePEbysingss rplgs enbhliersgitiogs mepbs p}owar:damd nmodulsprtetiagsfis phayided

| | d f
- enil SuaBIeh R REAOIATAR BAIFG A% SIS Pupl GBEF pFEaRBRem Y
t est beﬁheﬂseulpenmdtlﬁ pablicdttctod card gograms el l18%edndhidriadTaNager

to define a réie and create a set of test data (or designate a copy
of acfBRifcatian dsfapln qusingss rulgs vhigh may ingluds thy fol @wgngowmnmt "paned The

nodul " I fi |

Chat Fioittan A <EGiecObE Ritlnt 40 BIdo R PRI R AC gt ety L 15 Bt
rul e. SuS[pSCIH\EFCHm,rrmMamyrchqnﬂmle onsediss Daisadtig dmllhhhmi’tlrﬁ]enwbldl'@f are
IisteginTabﬁ& ﬁelo 5._|\/bLiIeUseCase 1. Log in to the
app! i FARIAGROR HYS GBHt IEe aa? ?&ﬁ‘t“"Bﬁ‘H‘c osechACEQUDLY ks fqrse%ﬁﬁ@nswtms rule,
nmodul g&p uted tﬁﬁia@ﬁénsfﬂuletﬁﬁ%éeﬂ&nﬁﬁoﬁﬂ%ﬁ%ﬁrafsactﬁﬂﬁ@ﬁﬂé admi ni strator user

can sel ect any one of low ng options wthin the f| |ters/rules

o ot B LSS AL A, S g et

provi @@ekatiiddseSgencies can use the module to modify any of the default busmess rules or
create their own customized rules. Each rule applied by this module will also have the ability
to be assigned to an alert. The alert can notify a designated user via email that a specific
business rule criteria has been matched within a transaction. This functionality could prove
useful in alerting program management offices of any high-value transactions that are

processed using their cards.

[0054] The filters/rules module can provide the functionality of flagging transactions for
review based upon criteria established by the program administrator, The module can contain
a list of rules. Specific rules may be chosen by the user for inclusion in a specific process.
Each entitled user can view the rules based on his or her specific hierarchy point. Each rule
may be configured to the specific attributes of the program or according to the discretion of

. the program administrator. The filter/rules module process can be initiated by the user on a
scheduled basis (e.g., daily, weekly, monthly, etc.) or as needed. The filter/rules module can
be applied over any user defined historical or aggregated period of transactions by account or
agency (e.g., view a rule applied to transactions within a single day, week, month, year, etc.)
to better understand the true business impact of the rule. The filter/rules module can also
provide timely feedback on transactions, which can allow an agency to initiate a dispute
process within the 60-day dispute period if it wants to do so. The module can integrate with

the compliance and audit module 216.
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4.3. Create, edit and del’ete custom agency specific filters. 4.4. Run
filter sogo20éspiigRoOrts to asses the inpact of filter mpgirfisSaizlo9is1
on results. 4.5. Select the frequency to run the rules/alerts and

generate results (e.g., daily, weekly, nonthly, etc.). 5. User closes
modul §058bogde applysis &ysiers meawedes arusenioteaiaee, shielt as 4 tulsstoritariaslispay screen,

filte : I f.qr . clfi ian.of rules processing.

At B BEO 0t ol S B bt oF B ot e BPRE R B B

syst eas apate uférakfiacd rdes datadditioh, usersRen seiddoNekeMtio bf taulcdkebé s to

be apgl ilieea-' That is, the user enters a_date range that specifies the
i

dat es2RRlefj Hspisican defingbgie opviyles By spacilringreligld name, 4 ¢orpparispm| i ed.
Thus, Wi i ion d
A T A I Rty BT e

user tatsactiona, drideneludidath eweh as: ddtbsntibaledbe pahmERrd @l3thgalagn bhlandd due,
| evel ; For exanple, the hierarchy he used to afgll y rul es based on
R

I may B
cor polast RAYERTH Pgstshe preyieps palange, @éééahlsﬁ; eard aproust tyrerraedboldst st at us
of a I : . | ' ! : t hat
R R et T A S S TR
box 30@rchasteategorydineatlant iand) egdrass trensaatiomiype). rthe cordparisdrf exiphesyioar e

"ol o, “LERRe SGr Rt G o b, woRS e TSR, o1 PG s GO

User sh@patien]¥evhladigo LaRh ekiing by e ARdkich AeHayhimE W igoRa" 3F8he mamat
box 310, and at box 312 users can specify application of overlay

filterSmitd, whersitheatestoratneotould be §Roksirt| r ' Bmithyirespegiavedyn dEhatestedlues

above, If a yser, wanted t.Q create a,ne e,at box 306,. .

e r s e R Pt i S e pE R s o et ey

di spl giithkx. 3hé joinie operatct 181l bR op&Rhd tSlill RIMIEELAQInt® aldéholRdTe.
At box 318 the user can select the desired fields, at box 320 the
user BHH seeh arthe &NIR operatos end BieiQR ppgrator.aNEwo i userscredies a Tt dlie ussecan
rule (i ' [ I i t val.ue i nations).
he  ublte Feryld Ehitne TTRE SRPo TR 555 Aop b By, SR, ABken

pr ocegtisdiled fobe Sk2uted (mppat pradeteniisdainha@suchfas il €sce imnod@sdly eflat a

[ 0060] At box 324, the user can viewresults of the rule igfé)l I cation.
Thi s PrBGHladayiand tisae or fin drilanweppnror mantily ascerding tp apiipitiah day and
parangters, if desired (box 326). Filter nodification is initiated by
a forced return (through user interface command) to box 320

processing. .1f the viewed results. are accepted, processi noves to
box 3@’3’,521_%31418_%?& aﬁ%ﬁﬁ@éﬁ%@@@%ﬂﬁnﬁ@llﬁmmﬁ? g ligoressenp ofrtikagiet i on
that WassabclRRihdt lafd das: TRt 6 Hdchib ﬁlersgé&ﬁcaﬁron%?@e%if& THQUYRL barF B

indicate (flag) financial transactions that will be sent to the audit
and csavpl tam€ite orokitabese for latarrexhminapow cBars pfige filier/hix exd82tion isghaatulity

can setythe r frequency of the rule s noted above..[ 0061

Sanp! e EATBORES (rhe Pes PR R BURE RIS p A HELRIEUPY:
the capaile,ichi bt eFbmiddty e bbnipSaphkedit Rtle! 5riafde peADEndSed vy
i ndustry accepted sanpling plans. Users can custom zé sanpling plan

par anBoBraused Bkl aslysisrysienx movidesouseh itterfive (digplay isergem|thag psmpiits Usershe
' i i . d ities. Th
aanpr vt a5 AMunad of Rod ERER: ARE=(RRS hIbubaRRakY, “heen

aut hori zed by the processing system 106 (Figure 1) to identify
t r ansE¥87bnsn anpteergsecct of the aalpsis systam.taprpgiarhBANGEeh ey paiga régend as

checki gLty AshARiRehtoieu OLAL P B3 RE HLANRASH IQnRThAN!
not otherw Se teceive 11 this way, e’ sanpli'hg nmodul e provides an
agencyermitsantabghosibed pdryort uchibs b progran neegtns definesaaild aldestatpn aatdfce
by stati ti@gl ly review ng a portion of _a transaction popul ation and
det er Wﬁ%fiﬁt% designate msoRy ofachil datasnt Wikl ke wbicgieddn processing by tharule.

I ndi Cof,en B SAMRbLIIER bufal F¥hl e ofdthforsG e (R0l QCHSShe BANGY S, does

person can evaluate the results of applying the rule.
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and acceptable quality level  (AQL). An inspection plan includes: the
sanmpl e siwe 200148¢CePt ance values (c), and the rejecti gpriRbddeH7F15D -
[ 0064] The sanpling standard includes three types of inspection
(normal, tightened, and reduced inspection). The type of inspection
to bel058] i emjﬂtﬂrbap¢r9tlfizi‘§p*e$‘ﬂ¢tat@hthhéllqmaﬂu}taylraiﬁstedtm Taht 5 belowp of
transactions inspected. At the beginning of inspection, with no prior
hi story, normal inspection is used. Tightened inspection (for a
history of low quality transactions) may require a I arger sanple size
t han normal inspection. Reduced S%Fégg (for a history of high
quality) has a higher acceptance “relative to normal inspection
(so it is ﬁf’g r to accept the batch or group of transactions). There
éﬂ

aretyp ca W|tch|ng rul es between the three types of

i nspect lcaﬁ%t O%rpoﬁﬁé@%‘ﬁteﬂﬁuatl on of inspection. One
type of 2 sa raééﬁ Ages.can be used is specified by U S.

gover nmént S#ﬁﬂl tmglnéqsan@thﬂ@s referred to as M L-STD 105E and

M L- STD419agenophidotinisiratior beer kmosatect anyt dreesef thk fdlloadng optidne within [ 0065]
The sanpl i tig fiteekbhdesaamdyde.ovi de t he functionality of selecting

t r ansactilprseldet @activate ok de-dafiviseinyadfites agpitaddd jrevided alies. have been
app"ed42ThPIoHﬁ§J'§ét@in§%}dh9%?'tﬁ@aﬂpﬂ9Mfo% tltted/!ttt& the user can

sel ect/ gnt etfreatgeedq][ed%ldr t&&f&tdﬂﬁ .select/enter the

dof oot o047 lﬂﬂlﬁﬁr s n°5’t§§% a%et‘eéﬁ FQC‘? mﬁ’tﬁ% mﬂ@%"%‘wn&%{ti 2t on of

aut hori |ons or c e confi red to s Iect o from
o 7o Tﬁnafftq By St B e R e o e SRl o

t he fllter§¢? Yenﬁm e€€i)ng). The sanpling modul e process can be

ini tiated Hyerdesesswdulsn a schedul ed basis (e g, daily, weekly,

mont hLy, etc \ or as needed. [00Q66] The sanpling plan can be applied

over any user defined historical or aggregated period of transactions

0y SRR, S POSRhEo FR RARLGrBRRL b

sanpl sga:glﬂmﬁbﬁ 6f 105 p&b@@slﬁg OMi ttlte flowmhg’raﬁ'ﬁﬁﬁbﬂ&{beﬁﬁd 0220 686 lof MRSlata
which will allow an agency tg initiate a dispute process within a

60- dajPaissplrsEMpPeridies a irnyeypn ae prred sl (Thcctin rele dutortgraplied) That
| f
ub; ot (et WS Bl i TR, b BARSPERBIR BB 1o which e

r ecei melwili bmp;ﬂed Thes itlie a@adred date laatrrgughlltbbepplmi tyshstransadtiom date field

|nterf earell trate in 7. Th&é{pbles 700 illuystr d|n
Fi gur € fiapsagh %Easaf EXlept ttlﬁgeef nwEppeeh 3¢ 4ba uspE enfersiauerg V

syst e i

sanpl ?“a%@%eéﬁéf&% (CorldranBeAANVL 76: Qelifft ddBifathdy oL Lald 51%%

t op- nodes tasdsl en @hrpqntatwﬂnﬁQQotshwmmnpwtmﬂai a1 sxcimrt onoomvekemptsieéust dfan,

ti ghtened ,i,ns duced |ns The _next ree tab

704, SoEH0ldgE 6#?6990 ﬁ%etegtﬁlﬁorswzaéﬁae ‘F‘feisaf?%qteafﬁn&@ee Qt?lpéﬂtﬁh‘ |ty

| evel atalts@sos@%nﬁwmh edttaadxcym% @s%a%alette@fewe} BretddRindR el AuRr &f
listed in Table 6 bel ow TabI e Modul e

they are not, a negative outcome at box 306 then they can select an existing rule, such as via

a drop-down box or listing of rules, at box 308. Users are given the opportunity to modify
default rule parameters at box 310, and at box 312 users c¢an specify application of overlay
filters and combinations of rules using the join operands noted above. If a user wanted to
create a new rule at box 306, an affirmative outcome, then the user is taken to a filter creation
display (box 314). At box 316, the user is prompted for a rule name. At box 318 the user can
select the desired fields, at box 320 the user can enter selection criteria for transactions that

match the rule (i.e., field, comparison expression, test value combinations). The user saves
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1. Log in to the application through portal front end. 2. View links

to entitiwdmtkas. 3. Select sanpling module. 4. Agengtrusuorwrais
adm ni strator user can select any one of the follow ng options wthi

the sanpling nodule. 4.1. Enter the desired sanpling plan

speci theguleiabhex 3Bhrer esealrocessing thenpiracesdadol Hoxt3d 2 o epeictfp dombinations
sugges% cEI og lon., 4.2. Set or nodify the acceptable quality |evel
(AQL) . Pl 4 §8§ etdhe confidence level. 4.4. Select the tinme duration
for sanpling by entering a date range. 4.5. Sel ect the nunber of

tr ansﬂl%ﬂbns‘\ttbﬁx 584,§aﬁp$eé@aram@rreaﬁmqf |tl'm;vtdm3p§aatmm Aduipipramidesithe user

A RN AR S

criti ﬁ@tliatetBB}e@ fcﬁ‘céd)tfetlﬁﬂ €hedhigh user interface command) to box 320 processing. If the
viewed results are accepted, processing moves to box 328, where the user can determine
validity of each transaction that was identified as matching the rule. At box 330, the user can
indicate (flag) financial transactions that will be sent to the audit and compliance module for

further processing. At box 332, the user can set the run frequency of the rule, as noted above.
[0061] Sampling Module

[0062] The sampling module 212 provides users with the capability to statistically sample
their transactions based on industry accepted sampling plans. Users can customize sampling
plan parameters to adjust the outcome so that the sampling aligns with the agency's desired
sampling parameters and resource capacities. The sampling module operates on transactions
that have already been authorized by the processing system 106 (Figure 1) to identify
transactions that are to be subjected to further processing, such as checking for business rules
violations, that the transaction might not otherwise receive. In this way, the sampling module
provides an agency with the ability to utilize an accounting audit best practice by statistically
reviewing a portion of a transaction population and determine the likelihood of an
undesirable occurrence that might indicate non-compliant activity. This sampling process,
however, does not assure the agency of an acceptable level of data quality being transmitted
and received from the merchants and processors. The quality level of the data entering the
application is dependent upon what details are transmitted from the merchant and processor

in the payment system 106 to the analysis system 108.

[0063] The sampling module can provide a process called "acceptance sampling."”
Acceptance sampling is a procedure used for determining if incoming batches or groups of
transactions should be accepted or rejected. Each agency can define minor, major, and
critical defects according to its tolerance level. Many organizations use military standards
tables to develop acceptance and rejection criteria. The tables developed for acceptance and

rejection levels will provide inspection plans for sampling by attributes for a given batch size
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4.8. Run the sanpling plan and view results. 5. User closes nodul e.
[ 0069] Fiwgorgoshishaws a flowchart the illustrates the sagRhisa®7/073181
processi ng of the data anal ysis system and user specification of
sanplin opergfi on, At tfox 402, a user enters_a data range for

appl i @81 pespeblealiydrml (AQLYI An inspectinnplamincluges:ihe semplesize (n),

{11t ehbicl e VROM @), shIBSREGOPKNANLRT S @ hierarchy |evel for the

processi ng. The user next enters a nsaction | ot size at box 406
(for I val ues, see Figure 7). Next, at box 408, if the user
does imglf%t%maﬁ%g gta%‘g”\’i@b}’c fhr tyB?Sa‘?ﬂm%Peﬁ‘é@h(t“PV@alo%@%‘??é; afchen
at  DO¥edhdbH inbfecsR). BHAFHEST iRspretos T H@Bgctacp )f}aﬂ%geﬂe{ﬁﬁs Uit ed’n‘ﬁﬂé/fof{ 0

use a saved plan, an affirmative outco en the' us
sel ecthe lastgzoenp ofritpnpdctionsimdpeatedh Gt thd Begitmeng efinspaetion,Widsnaprior history,

bl e.qual.ity. | evel.. f he bl an. A 414, th
Set " pRa SR cHcna WD o EPMGRYA Pentiap (P ERinioRy oblSh R R HEE TSP e
of i N&RGGEqeR Pladder bAnPIE si8 Bthn HoPhalSiksiERlish. R&ﬁmyé%t&nﬂgggg (?&'a%étﬂréy of

between normal , tightened, or reduced inspection. 418, t
user Hhaualityd dag hbighempsteptaiczaumbebislative do norowd kdpegiondssibnpdasieptan

tabl e X he .user deternjnes the. s | e. si ze . .nunber by
sel ec? ?Cr?AE tthggatﬁﬁéggrrotugfo fipnsee %IESS'O%“F 51rebt<¥p1§3ﬁrl}an%e laZ‘f‘E’ﬁ?h%ﬁﬁiﬁ ng the
sanpl bewgveph e thidexypes af ifdpectidaas wélPasiSeille fodiskatiBMmatiCoSiasifon. One
processwgl)% At _box 424, the user receives the sanpling results and

revi eerhssmplingparadipmthesas be usadis spasHead by W &s govenusentimibitary box
426, t t ] 4 d
cont i SaiderS SR OERARMR S TR BB thd NIRPSTE' 1B HRBE s P 5mBE g gy

critigklled hoke 486, 438). At the last transaction, box 440, sanpling
processing is conpleted when the | ast sanple has been processed.

[ 0070 di N - . i rs
i th I0e] it B S bW (R Al o O B R RSl
t he neywsdataset afierdhe filtede/ralesihane been apyplieidt yThe smquiubigraareaper iapatondth The

P e EhBh (RO SRSL . AR LIEPNRANIL S el b s el
i dent by, thaRfdald @BScdntRind %ﬁo&ﬂ%@%rﬁfchﬁ&éf@és.tﬁ?etsah{b‘ﬁhﬁ Pl

i kel y non-conpliant transaction. ere i s sone degree of “Cooperation
bet weggleat irwnmihegntrs populatineof atthonzeddmnmastiohs o ¢ bedemfighiedgo select
transactions_as yflagged" .transaction at .conprise rul

Ui of a0ty PR p A iR it PR PR et B ieRR BB et s Tsuscnts
noncopgkcésiitg). The séﬁﬁﬂﬂlftiﬂ@dulé brgeReah baniagbd BPtheGREr ifa SdHaKEed bis

t he conpliance nmodul e 216. The sanpling nodul e 212 determ nes

t r ans&es-i &k, veelly dsoribly, efcner @ sesdidve characteristics that woul d

i ndicate a non-conpliant transaction but are selected for further

check[0g6neTde shabhissplah Bardbe aypliad eeervdniyuser defined hiR®ripalr @diggidgasdch
that the determ ned transactions al so are checked further by the

conpl PERECIH7AHE0DY BY ACOUBIRF 28eREYAERe MieW Famplingnarameiers appleRddat e a

non-c j : 1.0 | d . ]

T ot HURRA3EIR Ry, W8RG SR B0 T8 SRR e an so

pr ogr providegirhely femdbadkoon earanaqiions,ofhieh péld skely an agaretd Miliaté @ dibphier m ne
if the transactiaq rigas,char act Sr,i sti.cs that indicate potential

" egul BEFERSATVHAQHr ¥ disprianespd. ifAestiede dibe madyloden asaarndomly selgctihe
checkgdy preciflf&iﬁmbﬁﬁ%a&mlt@a\?&&smfgfgggt' fy any actual

vi ol ati ons and non-conpliant activity. ] The predictor nodul e
214 ¢ ovide the agency with,a variety of methods to use for

el ecIORE] adPrelent S men h it Ui oih b RPeURLUPTASE SRAEFEN | he
met NogSoARhE BBl 4iS & steRDinBs i BreAN Adndd Sin IEHE R TRE M R0ANA MM Sin
and genetic algorithns. Each nethod will provide a unique and
advanB@yreapprecaemples of uses tnpuh screeradisplays astiss dnalysiseysteny. 1 08(Fizend) ar y

through which a user inputs data to define a sampling plan for execution in accordance with

19



detected, the transaction wll be flé'gged for further review The
-user can woj2oeo1kng sensitivity of the process so that iperalsz@B7si h
the agency's tolerance |evels and resource capacities. [0074] Neural

networks. A neural network nmodels the degree of interconnection and
the athednYSAbonn{Be N me thlle diselayt798 shewapunmaiert for nersid inspeationi t h a

{1 ans SR aacpRol S e AL HRRTCR" ToE MR e Sbirsci Mo Ao Sipser

Ther e impuefos apenifdation of eceptableyqualitydévelgur al net works that can be
incorporated into the application. Sinple perceptrons, back

ropa n, ' fif e )

B T e B O i R oo P i ke 38 KRB Tl belons,
manner to the transaction inputs. [0075] Cenetic al gorlthms The
appl i eat+of—ean—use—genrete—al-gorths—to—ewi-ew-t-hetransaction——
popul ation and present transactions for consideration for further
review. The genetic algorithm evolIglleé starts fromthe transaction
set and anal yzes the fit of each transaction to the algorithm Next,
it can MmwalUst €aseor conbi ned scenarios to form new popul ations to
determ he Lbgany thnapplicatien gxdvh portal fénttehdansacti on set. Again, based
on user 2t ovesvaligles wehtitlelmodtiBe genetic al gorithm can present
transacgi Oggle&qslém&ﬁﬂi GRtion. [0076] The predictor nodule 214 can
be usedyw le 212.
Wi | e the %1/01: géeféarg&g %éfejf?ﬁg?@%&ﬁ E%%Lﬂ rgown
criteri Ie 21 .ovides s conf nce that a
set of fil ;%i? %ﬁ%s Sﬁ?lg}’ S gt‘g.‘% O?Srﬁ%‘fqr%%san’t fePBR%di ct or
modul e 214 © grovids I@aéh%g P8 OBAOR-pr esent transacti ons havi ng new
and nov@i- pxt Pempdify Higraceeniatie pealdy layeltAQL077] Once a transaction
is sel e6t3ecseb§hetqi?éﬁé¢r@§ﬂ@tebr modul e 214, it could be transferred to
t he conpli detest thedinaqidiratiorofbn kanmplig W énterfmaga deseltAngei s bei ng used) .
The pr edisctSeiectrisuluent2d df fransaaiing bebe sampled dfyeriapplgtigaiesathplingt he
conpl i ancepand audit nodule 216. In the conpliance and audit nodul e

216, the, 6331_:%%1% fendabhif éﬁ%glbtﬁﬁjew driterﬁ?atuﬁﬁ(gg uh&er@tall fe?ltlcé%i &#Rse that
will faci |hé}§5ﬁ‘edtlﬁﬁ§é &9 and nenagi ng fur review of the

transacy r uses a | earning nodel
t hat anfiﬂsy %{rtl% orpgn(a 1%8 defg%%ﬁogn@?%r further review
General l%q Hgof% 8 292" €an be utilized after appl yi ng
busi nes %ISC 3! }icr stl cal ly-valid sanpling approaches. The

nodul e—e —Y S detg acti-on
are determ ned to be worthy of further anal y5| S. As not ed, these
t echn[0§68k Eegure Achaidea flowelsart the gliwstaico the saeplial proetssingka, theadaia

genetl c.al thms The di.cto roces can gener al |
Pri ¢ 1 SERORIY ST Sheicat %{Fﬁa’@ﬂ}a&gp%a R bty 2 s anicys & data
mont hivge &rGppli@itioAdf ﬂﬁ%‘aﬁlﬂhng Eﬁnprfﬁ%bﬁhgﬁ M%ﬂ the BIBH RIS rﬁé’(ﬂllp%e

applled over any user defined historical or aggregated period
t r ansussr hetisnisys abicouehy lovelégiem pracessing. Theawemngxt enherstaaransamlgaa lot

ot ) Sl ERTRY sk MBIt el Raagih 70, R, 1051407 Lt ot

t r ansaght tonse 1hivel sihplin@blaf\¥ EaBeenayorh®) thet dtivek 216 B Lsi-bﬁ&uétes a
process within a 60 day di spute period, and can provi de results so

t hat BeVe spnpliicantomal depoprenantaio nosd sawed plan cancaffirmativsaidonresat o 408,
| |
ot T et Bt B Sl tor A Bl § P Tt PEGIES SR RER3PE s

Case: level (AQL) for the plan. At box 414, the user sets the confidence level. At box 416, the user

determines the type of inspection plan to be used. For example, the user may select between
normal, tightened, or reduced inspection. At box 418, the user determines the sample size to

be used, according to sample plan tables. At box 420, the user determines the sample size
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1. Log in to the application through porﬁtal front end. 2. View links

to_entitlwoomhibas. 3. Sel ect predictor nodule. 4. Agepeynsz007/073181
adm ni strator user can select any one of the follow ng options within

the predictor nodule. 4.1. Select |earnjng nodule nmethod to )
cl ust BBy setectipg Hedwmbsy ef trapsactions i e sasenled afips applyingdbhsannlingd

of fer ' ' egt t 5. User
of oseEtin et PG BE i (8t SRR AC LIRRE broflsshly YRR 78, A fer
pr ocesskivgs fhersampEngresdlitcirarevipas them. | Thd usat thyn spdcified>wiel 2, reduiis user

selects a dat nge for checking filter/rules vjaglations, agai nst the
fi nanBHBgr (g%ﬁ%é??gbﬁ@. Pragecayp thpnextirgasaghion (hox 4B0)gnd contiwpe togipeciby

creat %cﬁﬁepﬁl\é’rfﬁlﬁ% ﬁ%g{ggbmwagﬂ RRAYE1 (b A@bggg@gg@{) eigirsmﬁ&acﬁlog,

regression analysis neuf al ‘net'wor k “anal _ _ genet
al gor boxh#d @ sapBngspro6&ssing Theomppledd sthen thpr lestesasipleshak been wrwessdded by
the anal ysis system at box 506 to identify transactions with

char agjeg0) stpr&Betbh®odliRdi cate potential nonconpliant activity, such
as apparent rul es avoi dance behavi or. At box 508, the results are

[ t . 1o det ' th Li.di f pdenti f.i .
{r anc B bn e e GBS PRve Gt itHbe pe0 IFY I pREcaYs Rentsy
then {rhsabficHITRa irddBnt tBe REWN BREs bk dGRANTRIALANG €0 PYGray hdraticrdul e
at box 512 for further processing. The user can provi de feedback

r el at Thepredictaranedide grarafes ew almadirauthosivedaansaetinns thap havahegn epproved by
Cast1 o Bpiegut srtThe Ol 1710 RERAY QSRR L e s Bt st o
predi fHdidate kel ¢ npi-06@pEaramngetien nTiee & Rhie degtdelof codpcptifon befvdB the
Conpl im%ggl%s,aig Ctjhaf\lfj}gi Julelg/brr?oudlulee 210 identifies transactions as "flagged" transactions that
comprise a rules violation and therefore require further checking for being possibly non-
compliant, and such that flagged transactions can be checked by the compliance module 216.
The sampling module 212 determines transactions that do not otherwise have characteristics
that would indicate a non-compliant transaction but are selected for further checking
nevertheless, in accordance with a sampling paradigm, such that the determined transactions
also are checked further by the compliance module 216 for any characteristics that might
indicate a non-compliant transaction. The predictor module 214 examines already-authorized
transactions that have no known violation of program regulations (an example of a passed
transaction) to determine if the transaction has characteristics that indicate potential

regulations-avoidance behavior, The identified transactions can be checked by the

compliance module 216 to identify any actual violations and non-compliant activity.

[0072] The predictor module 214 can provide the agency with a variety of methods to use
for selecting at-risk transactions for further review. For example, the methods can comprise
regression analysis, neural networks analysis, and genetic algorithms, Each method will

provide a unique and advanced approach to selecting transactions for review, An exemplary

description of each potential implementation is provided below.

[0073] Regression Analysis. The application will use regression analysis to measure the

relationship of the data elements associated with a transaction set. When an outlier is
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[ 0082] The conpliance and audit nodul e 216 can provi de users with the

abi ity tworessgeiiheir case | oad of flagged transacti opgr/gkBdeso73181
nodul e can hel p automate the process of selecting, review ng, and

documenting the audit process around flagged transactions. The
conpl Peifeted.dhvitranfartiompdlieilassad frdigkerapdeyr gk deergan ddjusiche n

agenco ki g of U ARRLO RS LRl £ R e B SR RTRGR AR b

and f ogpagites.t ori ng program effectiveness. One of the nost tine
consunm ng tasks for a card programis the research that is perforned

to en t | ! | t abl i shed
[0 erpTEL! Abdufdek ARIGAPREQLIRRbAL B8 BDBE ARLLGRRRS Al b
ef f ecadapéivy intéracticexizetwéan the datadlehenRepsddiaredivithfa caef wassctionPNuyali S
specifically seeki Fﬂgman .aut omat ed process for each |evel of program

par 11 BEBRHES 278 Conabled TeuPRing AT tralvactions ohway il fanparershiused by a
J UStL hitnfad LY. ANied RRALAGH diftEreft bl SRR IherARIRIRI BR G oAl di ¢

modul e's integration wth the fi es nodul e, sanpling
and pméelihstapplicativnl Simple permiepmonsebuck propeagatyor, ant eadial besie hifteokkswaurind

efficient wiith its. reyjew. process. The OMB G rcul ar A-125 and DoD
pr ovi %%%hﬁ%ﬁ%ﬁ“{%ﬁnﬁh@& has opaipre oﬁﬁﬂew S GARCAORPIIR 3 A BAATET [0
audi t iHagrankf882Inplige conpl i ance and audit nodul e provides full
integration with the filters/rules nodule, the sanpling nodule, and

the p k£t dul e... The conpl i ance and audi t dul e can be ysed by
car anR38f s el HeGidia 15 BpIARREARD Bt i s 1 RyiRe FF e,
The npghsaetidl Sopupition iade pregad GrafBat AR B borkaRaidni fbi BSthenNdvaky. omR

sel ected transactions to be routed to the proper users for review It

al so BHtipaleeshm sealutien stgteSemdhe rensaefion sehand avetyzenibatiitobeatdt er mi ne
val i dj t i I rovi de rehensicve case
{r aoki oot Biine JBORAEL 200, BRSO B e P EAT BT T oo
W th pomasiné td dggednd ifang agémeligs.ex[s008%E @by, AREHAbAsed sn Wirch
can be used by this nodule are listed in Table 8 bel ow._ Table 8.

Modul ©leRgeecglivgs, the gengtic gleogthm garpprssent Hpnseptions fegpmsideratian. f r ont
end. 2. Viewlinks to entitled nodules. 3. Select conpliance and

audi t [a8GaLI dhe predigenuydded Bl H st beatsed withahe e/ imbdsanddudand] lome thé t he

foll ow ng. options_w thin the_conpliange udit noduyle. 4 1.

Cr eat $AIM BJ@QP%CRIIQ/?&V ‘g’lhgsgge filter/rules moﬁuleaﬂg sglects transac‘gons with known
criteria and the sampling module 212 provides some confidence that a set of transactions
contains acceptable transactions, the predictor module 214 can actively analyze and present

transactions having new and novel patterns that could be suspect.

[0077] Once a transaction is selected by the predictor module 214, it could be transferred to
the compliance and audit module 216 (if that module is being used). The predictor module
214 is designed to fully interface with the compliar.lce and audit module 216. In the
compliance and audit module 216, the associated information will be used to establish a case

that will facilitate tracking and managing further review of the transaction.

[0078] The predictor module 214 uses a learning model that analyzes and flags novel
transactions for further review. Generally, the predictor module 214 can be utilized after
applying business rules and statistically-valid sampling approaches. The module may use a
variety of techniques to determine transactions that are determined to be worthy of further

analysis. As noted, these techniques can include linear regression, neural networks, and
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4.2. Review filters/rules nodule, sanpling nodul e and predictor
nodul e flxgogess/diiagsaction results. 5. User closes nodulperdseBalbsisi
Figure 6 shows the general sequence of processing for the conpliance
and audit, npdul e operation. Initially, at box 602, the user will view

a tr aBreticialaprithias. Raspisdisior modefamecashean ganeraliyrhslinisinied barte usedpe a
modul gcheﬁﬁf‘éa b%lgié‘g@dﬁcédi%wreaa?,' ﬁﬂgrgthlyg étggitog gls ggeqigcli.! e §{eﬁ?cﬂcg%gdutle

nodul e 'S recel ved~becduse of’ a pr €cI'si on
filt epfocedsamnbedppledidir any udeh defhmditistorgcalropiad e HRGL pedivd lolf GraiagEérst OF
608. That 1s, the conpliance and audit nodul e receives flagged

tr gﬂ:s _ng BFCONB! PAEeRY Qelfge’r“T‘é\?i RESHICERTIRGE pRINSE do fransapiéersiwidin Byingleday,
o et aat i o ook et mot i e DR MR ERD BRI been

not edtrbysattiensrvetiiel wilhgllewdnbgencptio hritiaté 112, dispue: procksk evihiog 68 dandispute

either ac SE S or r,{(aijPect thg_ﬁr cei ved transaction for further
revi e®RFI9% ‘i&&%wav AFYHE 69 B (08 PROFRIR TRAGEFTBFN(CAR FEViRYS stlerded

det er ghRGek; i ahﬁ%eté%‘ﬁ{netiPth@ﬁ?tarJﬁ%Hi re further review, and processing
of that transaction in the tonpliance and audit nodule is conpleted

upon ection. For each accepted, transacti.on, box case
nunbei(fq@fcrgé)‘ﬁfn@ TY RBt8 OITSC?FSC? eq'%’{}ﬁ glgﬂulﬁélregléﬁgﬁmafa]bi%ib@?w; The
case is activated at box 616 to initiate the review process. The
activation decision may be performed, for exanple, by an initial
reviewer or by the sanme user who made the acceptance decision. [0086]
Upon activation of the case, a seriglde®f processing operations can be
performed, including review of the questions related to the accepted
case angdqd&kyé EVe @hseb he case status. In general, such review invol ves

subj ectihve : ) 1 I revi ewers. At box 620, a
revi evve%' _c%g tn;g’g;i% lgaﬁoggﬁggsh%g Eg%te?lﬁé guestions or issues that
h

resulteq i lre§t ) ia,[I - LO gLfle conpliance and audit nodule. At box 622,
the rev ‘ew%f’ PIFTE .g‘é’ add, edit, or del(glth‘F rcﬁ | ew guestians and at
pox_624* n@EPB! BYRIBET Lres 4 ooh b b S Fflrving Owiarsadidne s
revi ew gueE’Equﬁﬁ%”‘f“ ft"'¥-he case are activated for further processing by
anot her 4gerSsdust learnieg madnigansthod fo dhestar(prefiletragsrstipnons remain af ter
t he fur#RerMpdify ssitings fepercharcthed didereded revi ewer may termnate the
pr ocess#i3g. RuDasAliew hesufts/imh past opsadatsksmethodmy i ncl ude review by a
desi gnatedUsevdlesys peidalen who checks the case status for processing
(box 630). The reviewer then checks responses from prior questions or
initiatives and provi des feedback (632), accepits or rejects the
furth Vi t Lfk i.nf of: i f.or nore
rovi oSO FEpist 33w AELeBAM SARURTOr AR enRLEB! hREy
suggeiditidltygasked 507 tHenseedivcs Changmge farchedking fiRertke vidiaticnyafdin
636) . [0088]. Optim zation Modul e [0089] The optim zation nodul e 218
provi Hedngagiakirggsastionse A4 Bpx pP4s theusss pelentha Brogicieys ANSTEREs Anow pregiptor,
" eVi C4 ndhbd SodyB Ve BRI 1t e oRes Bk B AARS0GHs A AL al RUS DI RasE15095, 2
ice, 0

Managenent W an overvi ew o el r pfogram conpare
i ndusbtr gerstianlgarithok eyalyypesGicl fMhepeddictosproddse isthen axecateddiy the acadyss

t hrough the optim zation nodule is .designed to eval yate existin
pract 3@&11 Btqup"r@rgé@é‘&ﬁi‘?%étr eflcmsaraﬂh%a ﬁcﬂféﬁil‘?s.f ak1g ’Q%tFé’OE’PPUaI nO%'
oppor tafRhiidht hidifY SIAIE apAdreniRhR a%msj{cta ARG & boRBB8OE $Esults are

suggestions to stfengthen controls and attain best practice processes
and presedbydb: usthicdgerodes thevahditisef @nh édepafied sysaetmornt df dralsyize card

transaction data ta id i f ntia reas .of ,opportuni for..
| nor eBUTE s ritrr S BB hoS R e tsbpesssi iOROTHES Bt sHgelivice
the opid MEEhb@Ne BIIRGESID BF Rirfher PRE&Ra Mhe RBer2GR Pevide REQSHE SR
spend patterns and identify purchase card expansion targets. The

pr oc etsthe gnalysietechnighelthat whyused, foy ditoie anhaniceen® amselettion cfradtemativer
techniques (box 514). Lastly, at box 516, the user can select a run frequency for the predictor

module process and determine alert notifications.
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[ 0092] Exenpl ary operations associated with this nodule are listed in
Tabl e 9 bgbowssoiabe 9. Mbddul e Use Case: 1. Log in to theTarghieadigpn
through portal front end. 2. Viewlinks to entitled nodules. 3.

Sel ect optim zatjon nodul e. 4. Agency adm ni strator user can sel ect
any of¥8d} GranplisneosndyudipMoghls within the optim zation nodule. 4. 1.
Run and view results of a non-payroll accounts payabl e analysis. 4.2.

Run af8g] eWheesmipliancefand andit thogtle@drean pedvide ersdvith thBQ¥il@ywcManage
agenc specifi& gﬁSt ractices "report card" that provides
suggeSIelgse load obhpragrditivgsachens Prvgiodrie can helpantomase the preness of

selecting, reviewing, and documenting the audit process around flagged transactions. The
compliance and audit module can assist and provide guidance in implementing the
appropriate controls to ensure compliance with agency rules, such as Federal laws, Federal
and agency regulations, and for monitoring program effectiveness. One of the most time
consuming tasks for a card program is the research that is performed to ensure that any risk
management policies and practices established in the agency's charge card management plan
are carried out effectively. For example, the U.S. Department of Defense ("DoD") is
specifically seeking an automated process for each level of program participant to review
selected transactions and document their justification and feedback for audit review. The
compliance and audit module's integration with the filter/rules module, sampling module, and
predictor module will allow each agency to be more effective and efficient with its review
process. The OMB Circular A-125 and DoD provide requirements around policy compliance

and transaction auditing.

[0083] The compliance and audit module provides full integration with the filters/rules
module, the sampling module, and the predictor module. The compliance and audit module
can be used by cardholders, approver and program management office, if authorized. The
module also provides case management capabilities and allows selected transactions to be
routed to the proper users for review. It also can present several questions requesting user
input to determine validity of the transaction, and it can provide comprehensive case tracking

to maintain an extensive variety of information associated with a case (flagged transaction).

{0084] Lxemplary operations which can be used by this module are listed in Table 8 below:

Table 8,

Module Use Case:

1. Log in to the application through portal front end.

2. View links to entitled modules.

3. Select compliance and audit module.

4. Agency administrator user can select any one of the following options within the
compliance and audit module.
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[ 0093] Strategic Sourcing Mdule [0094] The strategic sourcing nodul e
220 wi | | woouesdasnard prograns with the ability to revi @gr/us2007/075181
organi zati onal spend patterns. By understandi ng the spend patterns,
an organization can better utilize its buying power to | everage

bet t er g’rli'c'??ﬁtwli’ {hiViY $64%Gme vendors, For exanple, the U.S.

f eder al YcfovRe AR fitersiules snasiule, paprlingrmendile ardpredictys sxpsluleritneged vi ces
each year, trapscfieniesults. agenci es are responsible for maxi m zing the
val ue of. edlshr dodeks avodepent . Therefore, agencies are required to

| ever age spending to the maxi num extent possible through strategic
sourcing. Strategic sourcing is the collaborative and structured

processosa] ikt 6ahbs PRAUKGLI LB LIBRIERN M e 3BARALAL A0 ult?’ N9
this informatTon to nake busi ness deci Sions out "acquiring
comodiadukoparudione initigles ahbret0, fleotsenvelllyviawd tedhfactioe Hidt YWas Bdehs
process hel ps encies optim ze perfor ce, m.ninmze price, increase
achi e&%ﬁ’é’ﬁﬁ?ﬁ?%%of&“&ﬁ’@a _?ﬁ%ﬂé&&?ﬁ@%i%ﬁﬂé@ma&}ww&mﬁg e deal life
cycl e cHRPRARERA akBEnddulk MPf8Y e/ BRI ARGESER SR ?ébﬁi&ﬁ he filter/rules
opportunities, and otherw se I ncrease the val ue % eac o? ar spent.
[ 0095 modulecitidser thasamplinggmadnleradE ge the wadictoe trtodnle®8f dhm it the r
managenent function if .they are_aware of an ngy-w de o

nul ti 9%3531,@;6W%gudgmpﬁggg{ce{%#ag%@ﬁ tﬁné?‘:&o%%&’?g‘l‘% FeNTy E?Fd’ ensur e
that eanfabebiRESVEd By bR pAkn RSN GYAR Blddaleasilll19picalB) Rbasthi8sed witha

contracts. For exanple, agencies can mnimze the nunber of snal
or der &vigwiestipe duissuecithercharagiadstisahati widirhaxe hesnenoted byt thg refempygr oach

to buyj cey.hai 0, ditjes. W.th respect to gover.nment. oqr ans
the  prSgrh e 9k 51 S Modhle Brocesung s R s AP HoU SR g Y SR eien
nmeke fadonh@nedtwo nsrejeetdditntivtioh i CaahsattidnaRatPlak besy ddi@niingd BV@e t he
buyi ng process and_i ncrease savi ngs based on volune. This nodule wll

f aci | PeitRnetHequsiiEtherggyiers andoproesssing o thal ransartiengintthesempliancs prsH

oaul BB Qo ERRABR Rudeibh, PFor ol Allent L AMEDk So2 8L €148
upl oadumbeldt archiel e Nokdstfoathe oeniés cpapaidded tat Bins 6104, | THescagdd aptimatedigs an

accoupts ab) e apal ysis. The dul e provjdes strategic sourcing
capabBW‘éF@é PR ﬁr%’é‘%?{%cﬁjr e vRjiopdesinien snayrhereringped dort |
conmogy t:he: | i SerQARAR I ' o
exceeg)ik%l]ﬁéﬂﬁ*i i r?ﬁ%ﬁll%!afcfg%ge}-gggfgﬂ%ﬁ F él?:]%i rerreh?es&lg‘?g@e‘eﬁfa%lg%figﬁ%%% al | ow
i nteg i.on_of datLabase such as .nmerchant .profil e databases, faor
anal y B60 1 URoR R on ot Bee PORUES SHESOTRSTIOF SPPLSSah DUBF T aRccn
t hor op@hdsMeRdied s NS b SostibCrelAtidNE (RORCEREY caiRlafd rdlfdvs YEihY cBselSitus,
data, and purchase card data. In addition, the nodule can integrate
soci olregenerali suchitaview byvokues bylgeative detgymimetionsdyl arthamited réviawars.zAatibox
obj eciiyes, .such.as, _denographic information.. |t al so provides,.

por f ot AaE MBI BURYL BRIy e Bt ihin s PEratiBcy

st r at agiéréal 36 tHeWon g #nd atiftie mvddie. AfiorW2DOMBkédidva!i$ Re®R didt &dit, or
savi ng agency analysis results to be used as a conparison point for

f ut ur gelagagyiay uegtions 7nd gbhwmsiZ4the wpisMaqueshiensass eheckedeand themattbiox$26
dul i i Tabl.e 10. Med Case: 1.
R e R L A e R e

ent i t Aternatickly €8 no further questions remain after the further review at 626, an authorized

reviewer may terminate the processing.

[0087] The further processing may include review by a designated review person who
checks the case status for processing (box 630). The reviewer then checks responses from
prior questions or initiatives and provides feedback (632), accepts or rejects the further

review (634), and can request additional information for more review, or take an action such
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3. Select strat egi c sourcing nodule. 4. Agency admi ni st-rat or user can
sel ect anyO3RB/YfliEhe fol | owing options within the straPfEdUS24E07E8hg
nodul e. 4.1. Sel ect inported account payabl e non-payroll data for use
in thes @AM IR trafsetiondt SflzeGifatlsd; ) fhet ;

anal yssi; s. 4.3. Crregt el,o edlgggeanéqgagég}ggﬁﬁg@gg?P@e?’%zgn%glﬁ cgge review
submi thoxd36dr processing. This file could be subnmitted to a card

agency for processing using a nerchant profil e database or be used
by a {dussf mainyizRiAMgailet 0 provi de soci o-econoni ¢ data about
suppliers. 4. 4. Run a spend anal ysis using the application avail able

d ) k for, ' li it h ' d

goat s {059} e L TR R ARRN Bl AR R AR SR PR P B b oEm Ao S

r epor bptirhizatibiefevidwl SEifis FBVEW an (ro0id8 h chfdOQpeAs) MG @@Prw?ﬁgl gb' ity
il

[ 0099] The program managenent nodul e can provide the user
o

t o rellasggerpend BHEse, avithaaniavgrviewi plithely pregramagoptrave to irdvstay standard koy

posti g | Lal.. Thi dul.e.can al so, be ;used .to
or escapereRiRL. TheGAEh G bEa b BP OBl RiRCe PedRie 1 giEeas
faci | evahtage bxisirgypradaicey of the aklicR chileproRdn, édentifetafREsbfAPBHEWMIEAD
identjfy and assign rqoles and responsibilities for each of the agency
key mSHEGEHEHE PsIgTAm chligencieseand @%&riseg%ﬂsgow tp|strepgthgnconirelsang attpint

are n L ni ' ' 0, O
per solt Bl Ethobfses R e higR" THR photRel s b SR PR Ay,
accoucdrd idasddotion datg toidentifyglosentidharsasafdpbertadty for fRrdasingsad tiams@siohst
t he prolgram managenent office in facilitating the workfl ow process
for e¥Y'dBCi shing a process for formal appointment of cardhol ders and
approving officials. A user can also have the ability to establish
t he a[fi9P0)br iSatme cdthehantiareesi af thecapiimicdtsonf mrocesaete tacwdersiandvart agemcy'he
l.e limts, vel

program For exanple, tra ctions Limts, cyc oci t

i m t PSWESTERA PRITRLBHCCUHE PRELIFIrd SHETSIRR e TRERMGPeES oY

this amidl#ideRalyisamui& HEYl B mbRhHINENLE BRNBR AR saidd ce is

the recovery process for cards and ‘ot her docunentati on”when enpl oyees

t er mi pRROtUSHISS spavsin to thnerrd agerey. Same Piwerrm specibafiedyack pointecotld a

diff e{n%ﬂ;[de%tg A 2R Bd to, total spend and count of transactions by payment method, top
suppliers by spend, count of transactions and payment method, total spend, count of
transactions and payment method by business unit and card program opportunities by
transactions and spend based on issuer acceptance among the suppliers. The overall
optimization process can be used to quantify benefits (e.g., process cost savings, rebates, etc.)
associated with moving transactions from checks and paper purchase orders to purchase

cards.

[0091] The optimization module provides card program analysis based on user inputs. The
module also can support tracking of peer program key metrics (e.g., programs of similar
spend, employee count, total operating budget, etc.) and updating the benchmark data as
programs complete optimization efforts. The module can be used to identify program
vulnerabilities and growth opportunities for risk management, can be used for review of non-
payroll accounts payable data to provide a specific list of expansion opportunities, evaluate
card performance to benchmark the card program against best practice peer programs, and

identify best practices to reveal opportunities to enhance card program performance.

26



[0100] The nodul e can provide the functionality of account
nmanagenmerwo 20esa1483 provi di ng card program adm ni strat OTPETWS!Z([D'IIOVKESI
ability to perform card account nai ntenance create and manage

i e R o e AR onsc o6 o Gied e ¥ Bfovs:

managenment functionality, providing cardhol ders, approvers, and

programadministrators
cost s,

ng, the ability to split

performtransaction allocation editing, adding additional

detail to the transaction (equival €ilepo | evel 111 information),
perform approval workflow, record out-of-pocket expenses, and attach
scanned pyaGR: BkS Chse:r ecords. The nodul e al so provi des statenent

managenmgnt yLURGH ﬂg%g&tmﬁﬁgm hg:%rﬁ ders, their nanagers, and

progra ad% ?1&1#@{0 nitld oagﬁ

sunmar i
are dis
on a da

and Vi ew statenents. Account
ld Since the nost recent statenent cycle
Ia gc QTtQ(nlIﬂ% ers know a%tLQXvaat has been spent
41 y Agrapa lemwmm SHI5F" AL PR 9IS fal KRN PR CRS BRI od

with this ﬁli‘?dlﬂ“émé%t@nﬁ’é Uoned in Table 11 bel ow: Tabl e 11. Mbdul e
Use Casé:l. 1Runang vigwaesulthef appi-payoll epcountsqageblpenalydis.f ront end. 2.

Vi ew

| i Aks Ren ant vieweesulto diid eard pBogrSBelaeelysipr ogr am nmanagenent nodul e.

4. Agendy3. aRleview ah ngdnoy spadfic beshpmeti@st'rapop carte thdt pkdréddsol | owi ng
options W biggestidie for @faaihguRages@an. modul e. 4.1. Setup new
car dhol ger $isedoldses Beydipr m card account mai nt enance.

[0093] Strategic Sourcing Module

[0094] The strategic sourcing module 220 will provide card programs with the ability to
review organizational spend patterns. By understanding the spend palterns, an organization
can better utilize its buying power to leverage better pricing with high volume vendors. For
example, the U.S. federal government spends billions of dollars on goods and services each
year, and federal agencies are responsible for maximizing the value of each dollar spent.
Therefore, agencies are required to leverage spending to the maximum extent possible
through strategic sourcing. Strategic sourcing is the collaborative and structured process of
critically analyzing an organization's spending and using this information to make business
decisions about acquiring commodities and services more effectively and efficiently. This
process helps agencies optimize performance, minimize price, increase achievement of socio-
economic écquisition goals, evaluate total life cycle management costs, improve vendor

access to business opportunities, and otherwise increase the value of each dollar spent.

[0095] Purchase card program managers can better perform their management function if
they are aware of any agency-wide or multi-agency wide contracts that can yield better
pricing and ensure that cardholders are aware of agency policies for using these contracts.
For example, agencies can minimize the number of small orders from schedule contracts and
consider a more strategic approach to buying certain commodities. With respect to

government programs, the program coordinator can review purchase card spend data and can
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4.3. Perform maintenance on accounts. 4.4. Vi ew, edit, all ocate and
approve twerpgesdintds. 4.-5. Establish the transaction apmpCavE2007/073181
wor kfl ow. 4.6. View and approve a staterrent 4.7. Mark a transaction

to incl dedlna Thi.s for t racki in the

ool |t Seokitnd B aR b Fud CREF AeddBlidy Dhadeiie H@Praﬁaﬂ%b@amgﬁgoq%and
mar K) incFéise salesss Waetd @rnwsmaeemrsqn@&ﬂaahu P&bﬁ%& TP AL ey bgr‘%%mﬁld
by the card I’OVI der 5. User closes nodule. [0102] Tr | ni n
[0103]f11h'-iil'1élgtt &if Aptlige ¢gic prusting eesponsabititiesy around al | aspects of

t he card program under which the analysis systemis used. The nodul e
i s degdapepd The stratild soatoing Medle palvergEmictiodaltl wRlNding ﬁl%ta‘bﬂﬂy f&réq.lscr
certifi cat I on of the_ card program participants. For exanpl e,

Train thap Ipgtiedea fide With apervaistay Hale ﬁan@étlortsra@d @mmdm aCMBINGY pagyablar

A- 123, I sector ca
progr am Pﬁ‘i‘a‘ﬁ%’ﬁd@hg’k app |S§§{gg8r§gﬂn§§l gncap |51r1€)1 ugﬁéepgﬁ{slg@pggg%e of
t he t baiinésagnity mehant, cdnemadip/, anditiedikeC The &iiddlule ik ck@lble Sahadinger t he

hub for tracki.ng an(il: reporting each participant training requlrements
and hF¥ICEHE Mipipep Fadsral sopraibgreppansots.r Bannaduls camaliow integatiantaf
nmodul r Pplse a
Char ga 8 St AT B bR P AR SO IR AR P

pr ocunsxeletaldcanas dahderraei{;odoag]n qmld aaggme,ylnqﬂudimg lcemirac ﬂa‘hapcldl)@eﬂ’yb&@érd
use w,th ch .users C Training requirements nust, be

Cons! SHBRASAT e BH8I ToRIRUSh SoPBIYIF G50 BoEsHIE A ASCoRAHB AREYoR he
car dhah0edis ¥ ddenBlpydals &r@lﬁ}ﬁ]nt&@@ objE&tvak, rb@cl‘i@éj&grfoog?é@% gﬁérmatlon It also
functional ity of "providing docunent nanagenent ral ni mat eri al ,
pr ovi gioviges performidnice yepsures losiesess pmgtasm@ﬁarréawhmgngmgemcy aﬂrataglt h test,

audi OSourcing goals. The module functionality also permits saving agency analysis results to be

used as a comparison point for future analysis.

[6097] Exemplary operations associated with this module are listed in Table 10 below:

Table 10,

Module Use Case:

Log in to the application through portal front end.

View links to entitled modules.

Select strategic sourcing module.

Agency administrator user can select any one of the following options within the

strategic sourcing module.

4.1. Select imported account payable non-payroll data for use in the analysis.

4.2. Select card program data for use in the analysis.

4.3. Create, edit, and save a data file that can be submitted for processing. This file could
be submitted to a card agency for processing using a merchant profile database or be
used by a third party provider to provide socio-economic data about suppliers.

4.4. Run a spend analysis using the application available data.

4.5. Create agency key performance metrics list with associated goals/targets

4.6. Run and view the agency key performance measures report.

5. User closes module.

b N

[0098] Program Management Module
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and video capabilities, and tracking user training progress and

certifi caWPD3ABAY4lIASt program requi renents for new car dROTHE2007/073181
training and refresher cardholder training. The nodul e can al so be

d i.d d ref
e L o S e R S s R M
assoc rabaéilepadshgr ﬂh&m@D@Hﬂ' @tpﬂfv@ tfah%cﬁ@né for Eaéiin% tﬁe’)-lolagl f%ncﬁﬁg}s?eniu

Modul e Use Case: 1. o the application through portal front
end. Zhisyhedple i:aikaslsq bf: @Emiﬂ@ p@aenmlmtr@@lc Staten&ealtser@tcatdhaldc;mg ansfiortao 4.

Agenc i t one of t | owi n. tions
Woens Yo fterdht Bberk® Oint W RSUEE Bt ARG eal AEnliBL g el atles
del i Vaﬁ@fbspdxrislﬁlh@es\ffabeacﬁ of theAigeAG ke manigePerofftidRO Theedeoffilials will

suppl ement, the slide style training material. 4.3. Design and devel op

test Hkelyingdude, huipre ﬁ@t laagﬁ%t%ﬁé@l@é%wgan@aw@gtam Cpfﬁrdglﬂéﬂh(A/OPC)
parti Srgglﬁbt, %‘BR‘& Aeli%% i g¥ 5 rhe e{reg'l'tus}b.l@gtocf% s, 'ancda‘ &tﬁe a%c&un?abq /%11111‘1J on

succe
officials. This module can also be used to assist the program management office in

facilitating the workflow process for establishing a process for formal appointment of
cardholders and approving officials. A user can also have the ability to establish the
appropriate authorization controls for each account within the program. For example,
transactions limits, cycle limits, velocity limit and merchant category code restrictions.
Another feature of this module that can be useful to the program management office is the
recovery process for cards and other documentation when employees terminate employment,

and in the case where an employee moves to a different organization.

[0100] The module can provide the functionality of account management, such as
providing card program administrators with the ability to perform card account maintenance,
create and manage commercial card accounts, and respond to cardholder needs in real time.
The program management module also provides transaction management functionality,
providing cardholders, approvers, and program administrators with transaction viewing, the
ability to split costs, perform transaction allocation editing, adding additional detail to the
transaction (equivalent to level III information), perform approval workflow, record out-of-
pocket expenses, and attach scanned receipts to records. The module also provides statement
management functionality, enabling cardholders, their managers, and program administrators
to receive and view statements. Account summaries and activity posted since the most recent
statement cycle are displayed in real time, so users know exactly what has been spent on a

daily basis,

[0101] Exemplary operations that are associated with this module are mentioned in Table
11 below:
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4.5. Run reports on program participants and their training progress
for new HPIAUEYd and current program participants. PCT/US2007/073181
4.5.1. H storical test status and scores for new and refresher
training. 4.5.2. Last certification date. 4.6. Search the application
help files. 4.6.1. Context functionality. 4.6.2.1ndex functionality.

4.6.3. Search functionality. 5. User closes nodule. 10107] In
enbodinentsof the invention- a "server conputer” npy be used in one

or nore of the conponents shown in Figure 1. A "server conputer" nay
i ncl ude a powerful conputer or cl dabkrllof conputers that behaves as a
singl e conputer which services the requests of one or nore client
conput enfodulhBss€RQr conputer can be a mainfrane conputer, a
M ni conput g iPio e BhplicRASPHSIehoval Bbnt dagf exanpl e, the server -
conput eh MRy, MekUdSnRHET BlodliiRk € dat abase servers and one or nore Vb
SErverss  gselect program management module.
4. Agency administrator user can select any one of the following options within
the program management module.
4.1. Setup new cardholders,
4.2. Perform card account maintenance.
4.3. Perform maintenance on accounts.
4.4, View, edit, allocate and approve transactions.
4.5. Establish the transaction approval workflow.
4.6. View and approve a statement
4.7. Mark a transaction to included in a dispute report (This is for tracking in the
application and is a manual process for marking and clearing the mark). This
does not initiate the actual dispute process as defined by the card provider).
5. User closes module,

[0102] Training Module

[0103] The training module provides training around all aspects of the card program under
which the analysis system is used. The module is designed to facilitate the development,
delivery, testing, and certification of the card program participants. For example, the
Training module is intended to help meet the outlined OMB Circular A-123, Appendix B
training requirements for a public sector card program. Although the application may not
provide the entire scope of the training process, the application can still likely serve as the

hub for tracking and reporting each participant training requirements and history.

[0104] Some of the likely training scenarios for the module include training for purchase
card cardholders on how to use a charge card. For example, for federal participants, there are
procurement laws and regulations, agency policies, and proper card use with which users
must comply. Training requirements must be consistent with the level of responsibility or

spending authority the cardholder will have.

[0105] The training module provides functionality of providing document management for

training material, providing the ability to present on-line training material with test, audio,

30



-~ =

[0108] It should be understood that the present invention as

descri bedVQF8BOHA be i npl enented in the form of contr @CTHFIGGEBHg
conputer software in a nodular or integrated nmanner. Based on the

di scl [ OVi rei a_ person.of. ordi.nary skil
" naeReBRihabREE DR WGl e Y SRR GhoREBl oSt

i mpl erapiremnbets forasentardivlést tiating sid e fibsied vwadRoldadraAniag Mrha alddar @h
hardwar e, and software [0109] Any of the software conponents,

modul 889 bprsed faPreHAs ugEsHth BRRlicaRon-ppesitigippicaland saferarge help features and

i mpl eppRLsghigs software code to be executed by a conputer processor
usi ng any suitable conputer |anguage such as, for exanple, Java, Ct+,

Vi sua i or Perl using, for ex l.e, c¢onventiopal or

obj e_ch!l??f o FixGmPlasy ARGTBRE Bsspreckt i ioduls Arstebingiablcot? elow
series of instructions, or commands on a conputer readable nmedi um
such as a random access nenory (RAM, a read only nenory (ROM, a
magneti ¢ nedi um such as a hard-drive or a floppy disk, or an optical
medi um such as a CD-ROM Any such conputer readabl e nmedi um nmay reside
on or Wthin a sIingle conputatlonal apparatus, and nmay De present on
or within different conputational [gppgnatuses within a system or
network. [0110] The above description s illustrative and is not
restric \ée Han variations of the invention will becone apparent to
those sta9leUiaCesse art . upon rﬁvi ew of the disclosure. The scope of
the i nvént & 510506 BPPlcAoTEMERueh DeBakfEemeAned not with reference to
the abo¥e Y& tinkttosntitlegdmodwes.ead shoul d be determined with

ref erende Belectritaipppdiodylec] ai ns along with their full scope or

equi val ént 4gefdylaibjiniratorusee carasabece xegnmicarfithe fidlosiimpoptonk axthitbeen
descri bed the tehértiag modolk. shown in the acconpanying drawings, it is to
be undey st q@dait RAe SylehrTHE HiatRial GeliiefedBA BleWvdb. | Ustrative of and
not i nt gndedd-A AAQuARY: Mideh M€ 1PfuphlRhchf BRALAOMGRMMIng ARfbfhat this

i nvent i g1 ifses antdcﬁelaglatb 1} 06ib8 S RREGLES A TANGANRL S and

constructi ?I% W&& g dest since various o her nodi fications
Yo ot i IgiveDa Faiing gl APERInS ot ppbeerSofl hambREgRb B (o o

unl ess peff?tfi cally indicated to the ntrary. W cl ?i m 1.A nmethod
of proc®ssikHg EPHERRY @ng%P%@P?IHﬁ,aHﬁ%ﬁlréﬁ‘rﬁn%ﬁﬁ%ﬁﬁﬁ% PIEYr am t he
met hod congarfkelders and current prqeyam gamiigirantsel ating to a set of financi al
t ransact#iSdns t h&listérécab tesessatunandesoies dor new andrs trpindgessi ng system
i n accoddance wLhdt cetidicpiymaatd. progr am determning if one or
nmor e of 46heSeatthhbe apptidatdidnieas fikds. t ransactions will be sel ected for

furt her4griocesscogtexifugsdmlityne further processing conprises
operati-gg of apRR@YSibRaltyStem on the received data and identifies

authorizeg fi naggﬁ%fﬁgg&%ﬁ?i ons that may conprise m suse or abuse

of the g_ayﬁg&tclfﬁ%gg{ogmepr y be out of conpliance with transaction
r egul at i'ons”of e payment program

[0107] In embodiments of the invention, a "server computer” may be used in one or more
of the components shown in Figure 1. A "server computer” may include a powerful
computer or cluster of computers that behaves as a single computer which services the
requests of one or more client computers. The server computer can be a mainframe
computer, a minicomputer, or a minicomputer cluster. For example, the server computer may

include one or more database servers and one or more Web servers.
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wherein rm.ni conprises receiving a user defined r f
t ransact ﬁ%hs Oé)g\’}@?ﬂg\'hi ch the further “processing is appli é’?}g@?&&’"’“m&

producing results in accordance with the user defined range; and
wher ei{0108gt dt shonldig: drdeistryd RENTRE P&t inventiGiPARBREMEIDBS NGRS Ul €S
cri ter:lg1 agai gst the received data in a business rules nodule of the
anal y&nelegiried i thsdoum af eantioh logiq wngsamputeraniwerd inryneddaratiinggretsd
user - i ne i : financial stransactian
s e SIS BT B R LG8 U IS e KRS oo shReE Sy
mat chthefart Wil knost mekappraciasother Ways @udloe nidikodses ahyleshedath@present
perform ng sanpljng on the set . of authorized financial transactions
in a 3P ‘?‘}1‘&%]6‘158@5“&‘&“ REombHalien ef hyrdwars and seftarisy to a sel ect ed
sanpling plan and a sel ected inspection |evel of a sanpling nodul e
such {(H&P] a Anyndithes sdftwarecsapdricots, sebeles, ed finrtdonsdesoribeal ih ids appiRaiiog
pl an andbi nsB cti%:(} | evel is deened a flig?ed transaction for further
revi eff}dy o¢m. %g’ref‘ e AGTPREFPES 100 PPEUES BY A GOBRVICHBIOSRISOLYSINg any

aut hogiiz8R dohiea thrganse dudh as,Bbedial, 1Rdele visuahﬁast%j?)hgléﬂgg%igg,%?m

that identifies transactions with characteri stics tha
pot enejamplesanventiohalantobject-prignigd fechmiqeesi de byftaaresede may be steshmd: a
fl agged. transaction for further review, r.ecei vi n%nag fl agged

t r ansHeieF ShNSTUSHPR:, i PIMsARIF 8n gromRRieh Frafghle medypay. sheh Fimraadiem greess

recei ¥efholy AOURY, 4 fead $AK th@RoryYRAMN GRS MinkBiush HiRH 28 WhhRRSJHted
by the anal ysis system nodul e that deened the financial transaction a
f 1 aggBePmtdifks £& & optical mediunypusheis @ G QMdiAnynudly bemputei yadabde madiam

nunmbe e.r Y I e ansaction i n resppnse tqQ acceptance
or ¢ rief P R RO B R s Ah{ AR BT PR a8 Mg
t he adidfetentoship@anina appasaudes iihitas evstddi 0ERESLAQ of the flagged
transacti on. 2. The nmethod as defined in claim1, wherein the

sanpl ;moformé L& &gagjgfog%ﬁmé@gwegaﬁg id n&tggsgﬁ&%rﬁanye@ﬁaﬁgﬁs% er's

speci fying an 1 nspecti I"an. as defi irh~clain 2,
wher einmettion wilidgeott eppgrbmno ilwss galied inatle by upon evidvi yf e dacloktan Ths

issuing entity that issuyes portable consuner devices in connection
i h 100ES L RPR o trdSlonn e AEBRCASO Y Faeronss loile phore

wher ejdicRRidn0 b iNsteR] SRS hellbt SFitEL GO 1 $RSp Al Q:rlz{[%n@ Ylong with
predi ction processing on the passed transactions to |é§nt| y

t r ansthetrifghsaiparacquvaleits.cs t hat conpri se avoi dance behavi or
indicating a likely nonconpliant transaction. :

[0111] While certain exemplary embodiments have been described in detail and shown in
the accompanying drawings, it is to be understood that such embodiments are merely
illustrative of and not intended to be restrictive of the broad invention, and that this invention
1s not to be limited to the specific arrangements and constructions shown and described, since

various other modifications may occur to those with ordinary skill in the art.

[0112] A recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary.
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5. The method as defined in claim4, wherein the prediction
processing utilizes regression analysis. - 6. The nethod as defined in
claim4, wherein the prediction processing utilizes neural network
analysis. 7. The method as defined in claim4, wherein the

predi ction processing utilizes genetic algorithmanalysis. 8. The
met hod as defined in claiml, further including: receiving user input
over a neMaeldun: determi ning that the user is authorized; and

adj usting operation of the further processing in accordance with the
user input. 9. The nethod as defined in claim8, wherein adjusting

oper at i onj.CoNPA nfe@fod TR Rhd MANEROERASSHBE dOk oA paRflert hAIISARhONS.
10. The nethod as defined in claima1, wherein the user defined range

of transa@¢theheompAisRgF i ned over a tine period. 11. The method as
def i ned I f ' [
efined in c ?eéglém WhS t Qhith [g[tt?% sgl%?rﬁngﬁglél?%gsa%;ﬁ&gse(hzﬂ habd @é%ﬁgﬁ%ﬁ%lzzl :f\

defined according t account” or agency nmet hod as
claim1, W‘epfemtnt plecésam'ghmtemummsmm@ Wld'rthapszehmpmgrm nanci al
transaction is,initi.at d |nde t%@%? aracteristics

financi al tran‘jé’écE‘PP’d?\g ﬁ’&?o’i?i‘ ]Fecf’ "‘tz? BUCH BEPshERP “68‘”@8? of

conpl i ancglesteliHort fuftReafbdeding, @didtent theMsrtielk ptdaessing Fsdalopeifafdis okan
The nmethod as defined in claim1l, wherein conparing business rules

criteria MabsksrstenepihcEssivelaiarmdddantifas ?%E@?eﬁ ﬁp@l% tigmsaglipssitea;
f
speci fyi nrgg)aébngﬂ} s'e'ilﬁ Bt aﬁdggt)fﬁi{e P%Tﬁ'élt ns g ﬂm%?ﬁé ﬂq}f%oﬁl iance wit

desi gnatin opy o i'nanci a ansac j ecte
to procestsamg:tlbyretgm@tmm oﬁhdpdmm'nnp@grauml e for evaluation of the

defined busi nesherem determining comprises receiving a user defined range of transactions

over which the further processing is applied and producing results in accordance with the
user defined range; and

wherein determining further comprises

comparing business rules criteria against the received data in a business rules
module of the analysis system for one of the financial transactions according to user-
defined business rules such that the one financial transaction is deemed a flagged
transaction for further review in response to a match of the business rules criteria to the
received data,

performing sampling on the set of authorized financial transactions in a sampling
module of the analysis system according to a selected sampling plan and a selected
inspection level of a sampling module such that a financial transaction selected according
to the sampling plan and inspection level is deemed a flagged transaction for further
review,

performing prediction processing on the set of authorized transactions in a
predictor module of the analysis system that identifies transactions with characteristics
that indicate potential non-compliant activity for review by a user to be deemed a flagged

transaction for further review,
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14. A systemfor processing financial transactions data, the system
conpri si ng: a managenent processor for receiving data relating
to a set of financial transactions that have been authorized by a
paynent processing system of a paynent programin accordance with the
paynent progran and an anal ysis systemthat determnes if one
or nore of the authorized financial transactions will be selected for
further processtdigng wlaggidnrankeetibn st dnendip rodelksif g mplgsiatesennnwidign
received data and_identifies authorjzed financial transactjons that
may conpr’ St eRen g vapeionk R TR RSP RORe IR of
conpl i anC&sipht Hodul @kaeddehR theeEthaihl PSatibn b TR o PAVPRBACHBA,00r am
wherein the anal ysis processor receives a user defined range of
transacti ons owereipHhe puditmodule assigns p careagmbatoitke mpqividdingged
produces 1S d i A r X

Rhor i n- t FEAib o boRERe RGPk MRk tiEar ORISR, e
nodul e t hatcesanpand sheudit nexisleraihesise térhimates pagrassisd ofttheflagedi ved
data for one of the financial transactions according to user-defined
busi ness TAF¥¢%8Bych that the one financial transaction is deemed a
flagged transaction for farther reviewin response to a match of the
business rules criteria to the received dat a, a sanpling nodul e

t hat perfdrns Beripitheryasolelineibingdaimdy, whgtehothp saaplingreappriags acceptance
transacti - or di . ﬂﬁﬂli a selected
i nspecti OS%H’?’};@%?’ %3? blggré%qrr%ﬁ liagélﬁ%g u?%&s C a@ %%@Eéggp i%%glr’lci al
transaction sel ected according to the sanpling plan and i nspection
| evel is dee a flagged_.transaction for further., review, . a
or edi ot or - noacihe TetEP SRR RS Fredr serSin G GEBSkehglau treifedpy 6t
aut hor i zeghtity @R&aRAd SNSsudCentieMbd idueSpdriadRSAahindR deWeésin connection
characteristics that indicate potential nonconpliant activity for

revi ew bywih the@aymentpeogidened a fl agged transaction for further

revi ew, an audit nodul e that receives a flagged transaction,
wherein the received flagged transaction is associated with a review
i ssue notéed byTheheetborbdsydefisedsipsiam lypdalem panfrmilgensictionerédessmei al
transacti on a,flag%ed.traqﬁ ction, . tmherqi& tﬁg.au%ﬁh ul e
assi gns a CREECTRIMEEPINES T HAOrPLEIETIE 1 U5 4859 PHadont BHPHY esponse
t 0o acceptiednestioh chiigctédistigged: dondBaetdi@mcdYelavior wdenbhg k Okellywbh-her
processing, and the audit nodul e otherw se term nates processing of

the fl agg@iPlipRiiERsIctian

5. The method as defined in claim 4, wherein the prediction processing utilizes

regression analysis.

6. The method as defined in claim 4, wherein the prediction processing utilizes

neural network analysis.

7. The method as defined in claim 4, wherein the prediction processing utilizes

genetic algorithm analysis.

8. The method as defined in claim 1, further including: receiving user input over a

network; determining that the user is authorized; and adjusting operation of the further
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15. The system as defined in claim 14, wherein the sanpling nodul e
perfornms sanpling in accordance with acceptance sanpling paraneters
speci fying an inspection plan. 16. The system as defined in claim
15, wherein the inspection plan is specified by an entity other than
an issuing entity that issues portable consuner devices in connection
with the paynment program 17. The system as defined in claim 14,

wher ei n thecqsiagicicordangubieh thdasdriiipues transaction characteristics
t hat conprise avoi dance behavi or indicating a |likely nonconpliant
transaction. 18. The systemas defined in claim17, wherein the

predicti oft propRSAQhod Ek%fﬁhéd ﬁ&l&ﬁa@%@ieﬁ@%@ﬁﬁé%ﬁér@ﬁdns istSi ng
regressi on anal ysis. . The systemas defrned in ciaim 1/, wherein

t he pred|@mnmngﬁknnegsmmgoﬂ@ﬁﬁﬂﬂmasmvmansact|on characteristics using
neural network analysis. 20. The systemas defined in claim 17,
wherein the prediction processor identifies transaction

charact erist i CEhelfi¢thgl gadefihecinadlgor 1, theteihk yisirdlefined range of transactions

is defined over a time period.

I1.  The method as defined in claim 1, wherein the user defined range of transactions

is defined according to account or agency.

12, The method as defined in claim 1, wherein the further processing for a selected
financial transaction is initiated independently of characteristics of the financial
transaction that indicate the transaction may be out of compliance with transaction

regulations of the payment program.

13, The method as defined in claim 1, wherein comparing business rules criteria
further comprises: defining a business rule to be applied; specifying an environment that
creates a set of test data for designating a copy of financial transactions that will be
subjected to processing by the defined business rule for evaluation of the defined

business rule.

14, A system for processing financial transactions data, the system comprising:

a management processor for receiving data relating to a set of financial
transactions that have been authorized by a payment processing system of a payment
program in accordance with the payment program; and

an analysis system that determines if one or more of the authorized financial
transactions will be selected for further processing, wherein the further processing
operates on the received data and identifies authorized financial transactions that may
comprise misuse or abuse of the payment program or may be out of compliance with

transaction regulations of the payment program;
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21. The system as defined in claim 14, wherein the nmanagenent
processor receives user input over a network, determ nes that the
user is authorized, and adjusts operation of the further processing
in accordance with the user input. 22. The systemas defined in
claim 21, wherein the managenent processor adjusts operation by
changi ng the processing of passed transactions. 23. The system as
def idn;ad i 3 cl awm-aiﬁ,thmryeis@édchﬁsoﬂ&eéiﬁéﬁmseedieﬂnan@glg];ebfﬁ-fj@aamlk bodrs
is defined over a tine period. 24. e system as defined i, aim
14, wher eVpich He Hahsr paesessingds apliFd 28¢ PIOddFRs A6 t%HsaCF%fda@Fmgtf%e user
accor di ngydrQe@FmAtihdor agency. 25. The systemas defined in claim
14, wherein the turther processing for a selected financi al
transacti on i swhesginithe andlyisisdestem dunther goroprisshar act eri stics of the

e ol S S i ok AT ol e
data for one of the financial transactions according to user-defined business rules such
that the one financial transaction is deemed a flagged transaction for further review in
response to a match of the business rules criteria to the received data,

a sampling module that performs sampling on the set of authorized financial
transactions according to a selected sampling plan and a selected inspection level of a
sampling module such that a financial transaction selected according to the sampling plan
and inspection level is deemed a flagged transaction for further review,

a predictor module that performs prediction processing on the set of authorized
transactions and identifies transactions with characteristics that indicate potential non-
compliant activity for review by a user to be deemed a flagged transaction for further
review,

an audit module that receives a flagged transaction, wherein the received flagged
transaction is associated with a review issue noted by the analysis system module that
deemed the financial transaction a flagged transaction,

wherein the audit module assigns a case number to the received flagged
transaction in response to acceptance of the flagged transaction by a reviewer for further
processing, and the audit module otherwise terminates processing of the flagged

transaction.

15.  The system as defined in claim 14, wherein the sampling module performs
sampling in accordance with acceptance sampling parameters specifying an inspection

plan.
16.  The system as defined in claim 15, wherein the inspection plan is specified by an

entity other than an issuing entity that issues portable consumer devices in connection

with the payment program.
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26. The system as defined in claim 14, wherein the business rules
nmodul e is configured to define a business rule to be-applied and
specify an environnent that creates a set of test data for
designating a copy of financial transactions that will be subjected
to processing by the defined business rule for evaluation of the
defined business rule. 27. A program product for use in a conputer
systemthat executes programinstructions recorded in a

conput er-readable nedia to perform t hod for _processing fjnancial
transactibhs dHESYSERSS P dﬁfbﬁ%&%ﬁ%ﬁgﬁ RIPigfor 1&95@&5&8&’6%
medi a; transactioR CRALAB Qs BRANTIA R se LPAARE Bl R inikdating 8 11R¥STERAD! e
by the conputer systemto perform operations conprising: receiving

dat a r el atompdiantgragsapionof financial transactions that have been

aut hori zed by a paynent processing system of a paynment programin
accordance wth the paynent progranm determning if one or nore of
t he aut hord. zedr'Hel spstami sa e fiticdris alainh ONSwhdrtih theepredittémt jeocckai identifibser
processing, wherejn the further prqcessing operates on the received
dat a and FPSHUCR CRUACIEHIYGH PRHrep) %%?ré’hysgsr ansactions that may
conprise msuse or abuse of the paynent programor may be out of
conpliance with transaction regul ati ons of the (gayment program

wher ei n d¥t er rifheisvgiemowdefingdsn elaeil Vi weprein thearredietignmeseicosson ¢dengfies
transacti r L,ch fur r ig is applied and

pr oduci ngt%r}'%?scgl;éﬁ§h%&%€%}8$§%n%%etu\?ﬁqtnﬁ&{oﬁg%Eag Srlsgdefi ned range; and
wherein determ ning further conprises conpari ng busi ness rul es

criteria againgt the received data. in a husiness rules nodule of the
anal yoi o Lt derssionis dghnaca SR oy SFn P S RbH CriESee oG
t o' user defiRQdioR UBiR@SS ML ERs Sdielic Elgaa’ithh%ag@ﬁ._ financial transaction
is deened a flagged transaction for further reviewin response to a

match of the business rules criteria to the recei ved dat a,

per form sa i t L; i i 1 ONS
in a sanplTt ng%&gﬁgﬁgf h?‘ﬁrg%gltrllg {/Hé ?g’ ‘gfgeg%lé%%a%%ﬂc%g%ﬁ%lgh)f%ggsgggeﬁéelg%;d
sanpl i ng weamparndcaa saiveds, deleinmagrebiti thaudee isautiotizal, sahplistgopeodivhef

such that  a.financial.transaction e{ ect ed a(%cordi ng
the further processing in accordance with theé user input.

22,  The system as defined in claim 21, wherein the management processor adjusts

operation by changing the processing of passed transactions.

23.  The system as defined in claim 14, wherein the user defined range of transactions

is defined over a time period.

24.  The system as defined in claim 14, wherein the user defined range of transactions

is defined according to account or agency.

25.  The system as defined in claim 14, wherein the further processing for a selected
financial transaction is initiated independently of characteristics of the financial
transaction that indicate the transaction may be out of compliance with transaction

regulations of the payment program.
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to the sanpling plan and inspection level is deened a flagged
transaction for further review, perform ng prediction
processing on the set of authorized transactions in a predictor
nodul e of the analysis systemthat identifies transactions with
characteristics that indicate potential non-conpliant activity for
review by a user to be deened a flagged transaction for further
revi ew, receiving a flagged transaction at an audit nodul e of

the analysis stem wheregin.the received fl ed transaction is
associ at el w t e TER B AP TRE CRisE & WP RarS SRS ok rodul e
that deengafibhed td ddReiadhushbRRN818¢ bOipplied hRADGRA T APV AGHMOHIY that creates
wherein the audit nodul e assigns a case nunbér to the received

flagged t%shobisstidsr fondesenpingsaoany oA disepsial reesagtionstieat ilk hg sepjected to
transactl cégéfingb{, ! d%‘fYﬁ%d bRineb bl 6F ex%g.%ﬁ ot ‘?‘? deﬁﬂeg HubiGeR Yk
the agge

nodul e ot'herw s erm nates processing o transacti on.
28. The program product as defined in claim?27, wherein the sanpling

conpri ses,.acceptance sanpl i in accordance with paraneters
Spei T yi i -an 1 REBEER PRHUGITATISe o8 ORISRy IGPH RS e P et | ned i n
cl ai m 28, inwhgkishdrebdiBed MREIPURR rdkddle hiedRRE hifbiara R¥thed f@Hrddeysidd her
t han an ISSUIﬂﬁtentlty t hat issues portable consuner devices in

I

connect i ofinapFightransectioas Adatthgprogiasnprodus Comp@sing ogr am pr oduct as

defined in C'@JE&&EMM@QEgﬁi” perform ng prediction processing
conpri ses performng prediction processing on the passed transaction

to identify trepregei droviparactdatlsinstrsctichaexecuriple b ¢heappaipdten spstem
behavi or jndicating a |ikely.non-conpliant,transactiop. 3 The.

or ogr am pPaatIaE: e SaaRTHRE P RmA e RS £ 5 of Pasotd lngpactions
processi N@attavt bZReuftREZEES} PPayaitat Mdt&ssing Ssten] BLa piydtndpropradiact as
defined in claim3Q, wherein the prediction processing utilizes

neur al netSRidRNCEth e gayment program;

determining if one or more of the authorized financial transactions will be
selected for further processing, wherein the further processing operates on the received
data and identifies authorized financial transactions that may comprise misuse or abuse of
the payment program or may be out of compliance with transaction regulations of the
payment program,

wherein determining comprises receiving a user defined range of transactions
over which the further processing is applied and producing results in accordance with the
user defined range; and

wherein determining further comprises

comparing business rules criteria against the received data in a business rules
module of the analysis system for one of the financial transactions according to user-
defined business rules such that the one financial transaction is deemed a flagged
transaction for further review in response to a match of the business rules criteria to the
received data,

performing sampling on the set of authorized financial transactions in a sampling
module of the analysis system according to a selected sampling plan and a selected

inspection level of a sampling module such that a financial transaction selected according
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33. The program product as defined in claim30, wherein the

predi ction processing utilizes genetic algorithmanalysis. -~ 34. The
program product as defined in claim27, wherein the perforned
operations further include: receiving user input over a network;
determ ning that the user is authorized; and adjusting execution of

t he processing in accordance with the user input. 35. The program
product as thiefanmpddg planahdinsp&4ion Wvel s idperactj aB4gead tropactain fonfucthapr i ses
changi ng t he processi ng of passed transactions. 36. The program

pr oduct a@“&%’lfpi ned in claim27, wherein the user defined range of

transactions ip%xﬁﬁﬁing?éed%ﬁ%h pPodebsiRy derhé 86 of adkoriZl @raR§2@G6@Th R oduct
as defined in claim?27, wherein the user defined range of

t r ansact i edictos mgdple ob the apelysis pyitem Babidenifiss Ugnrsaghiscyith chggcterinics
program : j ] ] = Al , rein .t

pr ocessi %&gg@%@g%ﬁg@@ ggﬁjfc %’Iﬁg%:n?gﬁ]‘%}g%}é%@te ?/cl)ﬁ ] Jslgrl lfrolibb{ei gigi%%ii a flagged
i ndependemntnssctioh fatfartbatreviewt i cs of the financial transaction that

indi cate the transaction be .out of conpliance with transact, on
Fegul at | ons. o CHETpAAEHE TRTEHANE Rsyal FREUE A5 GreAm RS ST dietein
defined ie gdcaived ﬁnggeM@{lﬁbﬁoxﬁﬁ FRRCIald vAthSd RORS ibik 8tcl byt dndlysis
further conprises: eflnlng a business rule to be applied; specifying

an envi r oWsERtMedide that degms the fympciak transagtiop aflaggedirapsastighat i ng a copy

of financial tyansacld KRR nidddfe Mibls PEsSHRLEG S het &3R5 SINY by the

defined business rule a?10r evafeuaatl}gjk)sn oF %ﬁ(ﬁe‘??ﬁed‘:%ﬂ n%%és rule.
transaction in response to acceptance of the flagged transaction by a reviewer for further
processing, and the audit module otherwise terminates processing of the flagged

transaction.

28.  The program product as defined in claim 27, wherein the sampling comprises

acceptance sampling in accordance with parameters specifying an inspection plan.

29.  The program product as defined in claim 28, wherein the inspection plan is
specified by an entity other than an issuing entity that issues portable consumer devices in

connection with the payment program.

30.  The program product as defined in claim 27, wherein performing prediction
processing comprises performing prediction processing on the passed transaction to
identify transaction characteristics that comprise avoidance behavior indicating a likely

non-compliant transaction.

31.  The program product as defined in claim 30, wherein the prediction processing

utilizes regression analysis.

32.  The program product as defined in claim 30, wherein the prediction processing

utilizes neural network analysis.
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33.  The program product as defined in claim 30, wherein the prediction processing

utilizes genetic algorithm analysis.

34.  The program product as defined in claim 27, wherein the performed operations
further include: receiving user input over a network; determining that the user is

authorized; and adjusting execution of the processing in accordance with the user input,

35.  The program product as defined in claim 34, wherein adjusting operation

comprises changing the processing of passed transactions.

36. The program product as defined in claim 27, wherein the user defined range of

transactions is defined over a time period.

37. The program product as defined in claim 27, wherein the user defined range of

transactions is defined according to account or agency.

38.  The program product as defined m claim 27, wherein the further processing for a
selected financial transaction is initiated independently of characteristics of the financial
transaction that indicate the transaction may be out of compliance with transaction

regulations of the payment program.

39. The program product as defined in claim 27, wherein comparing business rules
criteria further comprises: defining a business rule to be applied; specifying an
environment that creates a set of test data for designating a copy of financial transactions
that will be subjected to processing by the defined business rule for evaluation of the

defined business rule.
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