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METHOD OF GENERATING A SECRET KEY FOR DATA COMMUNICATION
AND KEY GENERATOR THEREOF

CROSS-REFERENCE TO RELATED APPLICATION
[0001] This application claims the benefit of priority of Singapore Patent Application
No. 10201702515T, filed 28 March 2017, the content of which being hereby incorporated

by reference in its entirety for all purposes.

TECHNICAL FIELD
[0002] The present invention generally relates to a method of generating a secret key
at a first node for data communication between the first node and a second node, and a

key generator thereof.

BACKGROUND

[0003] Communication networks, including the next generation of communication
networks, require significant improvement over conventional performance metrics, such
as spectral efficiency, energy efficiency, and/or transmission delay. A rising number of
security breaches and sabotages, however, has elevated the community awareness on
cyber threats towards our mostly fragile systems. As a consequence, security has also
become an important factor to be considered in specifying and designing communication
networks.

[0004] In typical communication systems, the users (i.e., communicating nodes) first
need to authenticate each other to ensure their legitimacy. After the authentication
process, the legitimate users also need to establish a secret key for data transmission. By
encrypting the data with the secret key, the legitimate users may prevent possible
eavesdroppers from obtaining important and/or private information. In this regard,
conventional network security mechanisms may rely upon a certification authority with a
corresponding key management infrastructure. However, communication networks are
fast being dominated by mobile users under a dynamic environment with, ideally, quick
and secured peer-to-peer associations. It is thus difficult to maintain and ensure the

availability of a key management center. Furthermore, communications between
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low/limited-energy devices are expected to become more prevalent, such as in sensor
and/or green networks which rely on renewable energy sources. In this regard,
conventional mechanisms used to generate a symmetric key between two users, such as
Diffie-Hellman key agreement protocol may not be preferable due to its high
computational overhead and energy consumption.

[0005] A need therefore exists to provide a method of generating a secret key for data
communication, and a key generator thereof, that seek to overcome, or at least
ameliorate, one or more of the deficiencies in conventional key generation techniques,
such as but not limited to, a decentralized key generation technique for data
communication that is efficient, as well as being secured. It is against this background

that the present invention has been developed.

SUMMARY

[0006] According to a first aspect of the present invention, there is provided a method
of generating a secret key at a first node for data communication between the first node
and a second node, the method comprising:

obtaining a channel estimate of a communication channel between the first and
second nodes;

obtaining a time-frequency matrix associated with the communication channel
based on a time-frequency transformation of the channel estimate; and

producing the secret key based on the time-frequency matrix.
[0007] In various embodiments, the above-mentioned obtaining the channel estimate
comprises receiving, at the first node, a training signal from the second node via the
communication channel, and determining the channel estimate based on the received
training signal.
[0008] In various embodiments, the time-frequency matrix comprises a plurality of
time-frequency features, each time-frequency feature associated with a respective index
of the time-frequency matrix.
[0009] In various embodiments, the above-mentioned obtaining the time-frequency

matrix comprises:
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determining a plurality of time-frequency transformation coefficients based on the
time-frequency transformation of the channel estimate; and

determining the plurality of time-frequency features based on the plurality of
time-frequency transformation coefficients.
[0010] In various embodiments, the above-mentioned producing the secret key
comprises:

determining, for each index of the time-frequency matrix, whether the
corresponding time-frequency feature at the index satisfies a predetermined condition;
and

producing the secret key based on said determining, for each index of the time-
frequency matrix, whether the corresponding time-frequency feature at the index satisfies
the predetermined condition.
[0011] In various embodiments, the above-mentioned producing the secret key
further comprises:

identifying each index of the time-frequency matrix at which the corresponding
time-frequency feature satisfies the predetermined condition to obtain a set of identified
indexes;

sending the set of identified indexes to the second node for verification;

receiving a verified set of identified indexes from the second node based on the
verification performed at the second node with respect to the set of identified indexes;
and

producing the secret key based on the verified set of identified indexes.
[0012] In various embodiments, the above-mentioned producing the secret key
further comprises:

obtaining a first bit sequence based on the verified set of identified indexes;

performing bit reconciliation on the first bit sequence with the second node to
obtain a second bit sequence; and

producing the secret key based on the second bit sequence.
[0013] In various embodiments, the above-mentioned producing the secret key
further comprises subjecting the second bit sequence to a cryptographic function to obtain

a third bit sequence.
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[0014] In various embodiments, the above-mentioned producing the secret key
further comprises subjecting the third bit sequence as a seed to a pseudo-random function
to produce the secret key at the first node.
[0015] In various embodiments, the time-frequency transformation is a discrete
Gabor transformation of the channel estimate; and the plurality of time-frequency
features is obtained based on a plurality of Gabor transformation coefficients derived
from the discrete Gabor transformation.
[0016] According to a second aspect of the present invention, there is provided a key
generator for generating a secret key at a first node for data communication between the
first node and a second node, the secret key generator comprising:

a memory; and

at least one processor communicatively coupled to the memory and configured to:

obtain a channel estimate of a communication channel between the first and
second nodes;

obtain a time-frequency matrix associated with the communication channel based
on a time-frequency transformation of the channel estimate; and

produce the secret key based on the time-frequency matrix.
[0017] In various embodiments, to obtain the channel estimate, the at least one
processor is further configured to:

receive, at the first node, a training signal from the second node via the
communication channel, and

determine the channel estimate based on the received training signal.
[0018] In various embodiments, the time-frequency matrix comprises a plurality of
time-frequency features, each time-frequency feature associated with a respective index
of the time-frequency matrix.
[0019] In various embodiments, to obtain the time-frequency matrix, the at least one
processor is further configured to:

determine a plurality of time-frequency transformation coefficients based on the
time-frequency transformation of the channel estimate; and

determine the plurality of time-frequency features based on the plurality of time-

frequency transformation coefficients.
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[0020] In various embodiments, to produce the secret key, the at least one processor
is further configured to:

determine, for each index of the time-frequency matrix, whether the
corresponding time-frequency feature at the index satisfies a predetermined condition;
and

produce the secret key based on said determining, for each index of the time-
frequency matrix, whether the corresponding time-frequency feature at the index satisfies
the predetermined condition.
[0021] In various embodiments, to produce the secret key, the at least one processor
is further configured to:

identify each index of the time-frequency matrix at which the corresponding time-
frequency feature satisfies the predetermined condition to obtain a set of identified
indexes;

send the set of identified indexes to the second node for verification;

receive a verified set of identified indexes from the second node based on the
verification performed at the second node with respect to the set of identified indexes;
and

produce the secret key based on the verified set of identified indexes.
[0022] In various embodiments, to produce the secret key, the at least one processor
is further configured to:

obtain a first bit sequence based on the verified set of identified indexes;

perform bit reconciliation on the first bit sequence with the second node to obtain
a second bit sequence; and

produce the secret key based on the second bit sequence.
[0023] In various embodiments, to produce the secret key, the at least one processor
is further configured to subject the second bit sequence to a cryptographic function to
obtain a third bit sequence.
[0024] In various embodiments, to produce the secret key, the at least one processor
is further configured to subject the third bit sequence as a seed to a pseudo-random

function to produce the secret key at the first node.
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[0025] According to a third aspect of the present invention, there is provided a
computer program product, embodied in one or more non-transitory computer-readable
storage mediums, comprising instructions executable by at least one processor to perform
a method of generating a secret key at a first node for data communication between the
first node and a second node, the method comprising:

obtaining a channel estimate of a communication channel between the first and
second node;

obtaining a time-frequency matrix associated with the communication channel
based on a time-frequency transformation of the channel estimate; and

producing the secret key based on the time-frequency matrix.

BRIEF DESCRIPTION OF THE DRAWINGS
[0026] Embodiments of the present invention will be better understood and readily
apparent to one of ordinary skill in the art from the following written description, by way
of example only, and in conjunction with the drawings, in which:

FIG. 1 depicts a schematic drawing showing a communication network system
including a first node and a second node, and a communication channel for data
communication therebetween according to various embodiments of the present invention;

FIG. 2 depicts a schematic flow diagram of a method of generating a secret key at
a first node for data communication between the first node and a second node according
to various embodiments of the present invention;

FIG. 3 depicts a schematic block diagram of a key generator for generating a
secret key at a first node for data communication between the first node and the second
node according to various embodiments of the present invention;

FIG. 4 depicts a schematic drawing of a device (or a system) comprising a key
generator as described hereinbefore with reference to FIG. 3 according to various
embodiments of the present invention;

FIG. 5 depicts a schematic drawing of a wireless communication network
including legitimate users (nodes), Alice (A) and Bob (B), and a potential eavesdropper,

Eve (E), according to various example embodiments of the present invention;
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FIG. 6 shows an example pseudo-code for a two-dimensional (2-D) time-
frequency excursion technique according to an example embodiment of the present
invention;

FIGs. 7A to 7C depict plots of example time-frequency matrices derived for three
estimated channels, namely, channel A = B, channel B - A, and channel A > E, at
node A, node B, and node E, respectively, according to an example embodiment of the
present invention;

FIGs. 8A and 8B depict example estimated channel responses between nodes A
and B and the estimated channel responses from nodes A to B and nodes A to E,
respectively;

FIG. 9 depicts a flow diagram showing an example overview of a method for
generating a secret key at both nodes A and B according to various example
embodiments of the present invention;

FIG. 10 depicts a schematic block diagram of a wireless communication system
comprising a transmitter and a receiver, whereby the transmitter and the receiver each
includes a secret key generator according to various embodiments of the present
invention;

FIG. 11 depicts a schematic block diagram of an example secret key generator
architecture at node A configured to implement a secret key generation method according
to various example embodiments of the present invention;

FIG. 12A depicts an example flow diagram associated with the time-frequency
feature extractor shown in FIG. 11 according to various example embodiments of the
present invention;

FIG. 12B depicts an example flow diagram associated with the 2-D excursion
quantizer 1110 shown in FIG. 12 according to various example embodiments of the
present invention;

FIG. 13A depicts a plot of the bit generation rate vs the SNR (dB) for four bit
generation (excursion) techniques;

FIG. 13B depicts a plot of the compromised ratio vs the user-eavesdropper

distance (#) for the above-mentioned four bit generation techniques; and
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FIG. 13C depicts a plot of the bit disagreement probability vs SNR (dB) of the

above-mentioned four bit generation techniques.

DETAILED DESCRIPTION

[0027] Various embodiments of the present invention provide a method of generating
a secret key (which may also be interchangeably referred to as a private key) at a first
node for data communication between the first node and a second node (i.e., a pair of
communicating nodes), and a key generator thereof. For illustration purpose only, FIG. 1
depicts a schematic drawing showing a communication network system 100 including a
first node 102 and a second node 104, and a communication channel 106 for data
communication therebetween. It will be understood by a person skilled in the art that the
communication network system 100 may include any number of nodes as desired or as
appropriate, and only a pair of nodes are shown in FIG. 1 and described herein for the
purposes of brevity and clarity.

[0028] In various embodiments, the first and second nodes 102, 104 are part of a
communication network system 100, in particular, based on a wireless communication
network, such as but not limited to, cellular network (e.g., 3G, 4G, or LTE), Wi-Fi
network, Bluetooth, and so on. It can be understood by a person skilled in the art that
each node may be any device capable of communicating data (e.g., messages) in a
communication network. By way of examples only and without limitations, the device
may be a mobile communication device such as a smartphone, a mobile tablet and so on,
an Internet of Things (IoT) device configured for any particular application or function,
such as a smart meter, a surveillance camera device, a sensor and so on. It will be
appreciated by a person skilled in the art that the first node 102 and/or the second node
104 may also be any system capable of communicating data in a communication network,
such as but not limited to, a computing system, a server system and so on. Therefore, it
will be appreciated by a person skilled in the art that the first and second nodes are not
limited to any particular type of device or system, as long as the device or system is
configured or operable to communicate data in a communication network. In addition,
although various embodiments of the present invention may be described with respect to

a pair of communicating nodes (e.g., the first and second nodes 102, 104), it will also be
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appreciated by a person skilled in the art that the present invention is not limited to the
pair of nodes, and each node may communicate data to any other node (not shown) in the
communication network as desired or as appropriate in the same or similar manner as
described herein with respect to the first and second nodes. In other words, the method of
generating a secret key according to various embodiments may be applied to any node for
data communication with another node in a communication network.

[0029] FIG. 2 depicts a schematic flow diagram of a method 200 of generating a
secret key at a first node 102 for data communication between the first node 102 and a
second node 104. The method 200 comprises a step 202 of obtaining a channel estimate
of a communication channel between the first and second nodes; a step 204 of obtaining a
time-frequency matrix associated with the communication channel based on a time-
frequency transformation of the channel estimate; and a step 206 of producing the secret
key based on the time-frequency matrix.

[0030] Accordingly, the method 200 of generating a secret key is advantageously
based on characteristics or features of a communication channel (e.g., wireless
communication channel) 106 between the first and second nodes 102, 104 by obtaining a
channel estimate of the communication channel 106. In other words, characteristics or
features of the communication channel 106 are extracted to generate the secret key. In
this regard, due to the communication channel reciprocity, the secret key generated at the
first node 102 and the secret key generated at the second node 102 (generated in a
corresponding manner as the first node 102) can be identical. As a result, the first node
102 is advantageously able to generate a secret key for data communication with the
second node 104, and vice versa, without relying upon a centralized key management
server, such as described in the background of the present specification. Therefore, the
method 200 of generating a secret key is advantageously decentralized (distributed), and
is thus better suited for dynamic environments. Furthermore, since the signal processing
is limited to the physical layer only, the consumed energy is minimized.

[0031] In addition, the method 200 of generating a secret key is advantageously time-
frequency based, that is, generated using both the time and frequency space. Accordingly,
the method 200 may also be referred to as a time-frequency based secret key generation

method. In particular, the method 200 obtains a time-frequency matrix associated with
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the communication channel based on a time-frequency transformation (e.g., a Discrete
Gabor Transformation (DGT)) of the channel estimate, and produces the secret key based
on the time-frequency matrix obtained. Therefore, the method 200 advantageously
extracts multi-dimensional features (in particular, joint time-frequency features) from the
communication channel for generating the secret key, which has been found according to
various embodiments of the present invention to enhance the key bit generation rate
(secret key generation rate) as well as the key security.

[0032] In various embodiments, the above-mentioned step 202 of obtaining the
channel estimate comprises receiving, at the first node 102, a training signal (e.g., pilot
signal) from the second node 104 via the communication channel 106, and determining
the channel estimate based on the received training signal. For example, the first node
102 may comprise a channel estimator configured to determine the channel estimate of
the communication channel 106 based on the received training signal. In this regard, it
will be appreciated by a person skilled in the art that various conventional techniques
known in the art may be applied to determine the channel estimate of a communication
channel 106, and thus need not be described herein. By way of examples only and
without limitation, the channel estimate may be determined using one or more of
minimum mean squared error (MMSE) channel estimation, least squares (LS) channel
estimation, maximum likelihood (ML) channel estimation, and so on.

[0033] In various embodiments, the time-frequency matrix comprises a plurality of
time-frequency features, each time-frequency feature associated with a respective index
of the time-frequency matrix. In various embodiments, the time-frequency matrix may be
a two-dimensional matrix (e.g., frequency vs time) comprising a plurality of elements
(entries), each element being a time-frequency feature and is indexed by time and
frequency indexes. Therefore, each time-frequency feature may also be referred to as an
indexed time-frequency feature of the time-frequency matrix.

[0034] In various embodiments, the above-mentioned step 204 of obtaining the time-
frequency matrix comprises determining a plurality of time-frequency transformation
coefficients based on the time-frequency transformation of the channel estimate, and
determining the plurality of time-frequency features based on the plurality of time-

frequency transformation coefficients. In other words, the time-frequency transformation
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of the channel estimate may be performed to derive a plurality (or a set or vector) of
time-frequency transformation coefficients, and the plurality of time-frequency features
may then be determined (e.g., respectively) based on the plurality of time-frequency
transformation coefficients. As an example, in the case of the time-frequency
transformation being a DGT, the time-frequency transformation coefficients may be the
DGT coefficients (or simply referred to as the Gabor coefficients), and the time-
frequency features may be the normalized magnitude-square DGT coefficients.

[0035] In various embodiments, the above-mentioned step 206 of producing the
secret key comprises determining, for each index of the time-frequency matrix, whether
the corresponding time-frequency feature at the index satisfies a predetermined condition;
and producing the secret key based on such a determining step. In various embodiments,
the predetermined condition may include one or more threshold-based conditions. For
example, a first threshold condition may be whether the time-frequency feature at the
index is greater than or equal to a first threshold value and a second threshold condition
may be whether the time-frequency feature at the index is lower than or equal to a second
threshold value. For example, the first node 102 may determine the first and second
threshold values based on the time-frequency matrix. For example, a first bit value (e.g.,
bit “1”) may be assigned to an index of the time-frequency matrix at which the
corresponding time-frequency feature is determined to satisfy the first threshold
condition, and a second bit value (e.g., bit “0”) may be assigned to an index of the time-
frequency matrix at which the corresponding time-frequency feature is determined to
satisfy the second threshold condition. Thereafter, a secret key may then be generated
based on the bit values assigned to the indexes of the time-frequency matrix. For
example, a bit sequence may be derived based on the bit values assigned to the indexes of
the time-frequency matrix and the secret key may then be generated based on such a bit
sequence. It will be appreciated by a person skilled in the art that the present invention is
not limited to the above-mentioned threshold-based conditions, and other threshold-based
conditions may be provided or set as desired or as appropriate without deviating from the
scope of the present invention.

[0036] In various embodiments, the above-mentioned step 206 of producing the

secret key further comprises identifying each index of the time-frequency matrix at which
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the corresponding time-frequency feature satisfies the predetermined condition to obtain
a set (e.g., candidate set) of identified indexes; sending the set of identified indexes to the
second node 104 for verification; receiving a verified set of identified indexes from the
second node 104 based on the verification performed at the second node with respect to
the set of identified indexes; and producing the secret key based on the verified set of
identified indexes. For example, the first node 102 generates its own secret key and the
second node 104 also generates its own secret key in the same or corresponding manner
as the first node 102 based on the same communication channel 106 between the first and
second nodes 102, 104. As a result, the method of generating a secret key according to
various embodiments of the present invention is advantageously decentralized
(distributed). In this regard, the above-mentioned steps advantageously facilitate (e.g.,
improve the probability) the generation of secret keys at the first and second nodes 102,
104 to be identical by verifying the candidate set of identified indexes obtained at the first
node 102 with the second node 104 to arrive at a verified set of identified indexes (e.g.,
an agreed set of identified indexes).

[0037] In various embodiments, the above-mentioned step 206 of producing the
secret key further comprises obtaining a first bit sequence (e.g., a raw bit sequence) based
on the verified set of identified indexes; performing bit reconciliation on the first bit
sequence with the second node 104 to obtain a second bit sequence (e.g., a reconciled bit
sequence); and producing the secret key based on the second bit sequence. In this regard,
the above-mentioned steps advantageously enable key reconciliation between the first
and second nodes 102, 104, that is, to reconcile bit discrepancies between their respective
generated bit sequences (based on which their respective secret keys are to be generated).
In this regard, it has been identified according to various embodiments of the present
invention that, for example, due to the channel randomness and hardware variations
between the first and second nodes 102, 104, the bit sequences (the first or raw bit
sequences) obtained at the first and second nodes 102, 104, respectively, may still be
different in certain regions/portions. Therefore, the above-mentioned steps
advantageously address such possible bit discrepancies through key reconciliation,
thereby further facilitating (e.g., further improving the probability) the generation of
secret keys at the first and second nodes 102, 104 to be identical.
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[0038] In various embodiments, the above-mentioned step 206 of producing the
secret key further comprises subjecting the second bit sequence (e.g., the reconciled bit
sequence) to a cryptographic function to obtain a third bit sequence (e.g., a final bit
sequence). In this regard, it has been identified according to various embodiments of the
present invention that, for example, if an error correcting information is exchanged
between the first and second nodes 102, 104, an eavesdropper may be able to guess
portions of the generated bit sequence (e.g., the reconciled bit sequence). Therefore, the
above-mentioned step advantageously address such a possible privacy issue by subjecting
the second bit sequence to a cryptographic function so as to enhance privacy. It will be
appreciated by a person skilled in the art that various conventional cryptographic function
may be applied, such as but not limited to, a fuzzy extractor or a hash function.

[0039] In various embodiments, the above-mentioned step 206 of producing the
secret key further comprises subjecting the third bit sequence (e.g., the final bit sequence)
as a seed to a pseudo-random function to produce the secret key at the first node 102.
[0040] Therefore, according to various embodiments of the present invention, a
method of generating a secret key for data communication is provided that is
advantageously decentralized (e.g., without relying on a centralized key management
server), as well as being more efficient (e.g., resulting in lower power consumption) and
more secure.

[0041] As described hereinbefore, the method of generating a secret key for data
communication according to various embodiments of the present invention is
advantageously decentralized. That is, the first node 102 generates its own secret key and
the second node 104 also generates its own secret key based on the same communication
channel 106 between the first and second nodes 102, 104. Therefore, although various
embodiments of generating a secret key have been described hereinbefore from the
perspective of the first node 102, it will be appreciated that the secret key may also be
generated at the second node 104 (or any other node in a communication network) in the
same or corresponding or reciprocal manner as the first node 102. Therefore, a method of
generating a secret key need not be repeated (described again) with respect to the second
node 104 (or any other node in a communication network) for clarity and conciseness.

Nevertheless, for illustration purpose only, an example flow diagram will be described
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later below with reference to FIG. 9 to show the secret key generation steps at both the
first and second nodes (first and second users) 102, 104 according to various example
embodiments of the present invention.

[0042] FIG. 3 depicts a schematic block diagram of a key generator 300 for
generating a secret key at a first node 102 for data communication between the first node
102 and the second node 104 according to various embodiments of the present invention,
such as corresponding to the method 200 of generating a secret key as described
hereinbefore according to various embodiments of the present invention. In various
embodiments, the key generator 300 may be embodied as a component or a part of a
device or system, or may be embodied as a separate stand-alone device or system for
generating a secret key.

[0043] The key generator 300 comprises a memory 302, and at least one processor
304 communicatively coupled to the memory 302 and configured to: obtain a channel
estimate of a communication channel between the first and second nodes 102, 104; obtain
a time-frequency matrix associated with the communication channel based on a time-
frequency transformation of the channel estimate; and produce the secret key based on
the time-frequency matrix.

[0044] It will be appreciated by a person skilled in the art that the at least one
processor 304 may be configured to perform the required functions or operations through
set(s) of instructions (e.g., software modules) executable by the at least one processor 304
to perform the required functions or operations. Accordingly, as shown in FIG. 3, the key
generator 300 may further comprise a channel estimator module or circuit 306 configured
to obtain a channel estimate of a communication channel 106 between the first and
second nodes 102, 104; a time-frequency matrix module or circuit 308 configured to
obtain a time-frequency matrix associated with the communication channel 106 based on
a time-frequency transformation of the channel estimate; and a secret key producing
module 310 configured to produce the secret key based on the time-frequency matrix.
[0045] It will be appreciated by a person skilled in the art that the above-mentioned
modules are not necessarily separate modules, and one or more modules may be realized
by or compiled as one functional module (e.g., a circuit or a software program) as desired

or as appropriate without deviating from the scope of the present invention. For example,
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the channel estimator module 306, the time-frequency matrix module 308 and the secret
key producing module 310 may be realized (e.g., compiled together) as one executable
software program (e.g., software application or simply referred to as an “app”), which for
example may be stored in the memory 302 and executable by the at least one processor
304 to perform the functions/operations as described herein according to various
embodiments.

[0046] In various embodiments, the key generator 300 corresponds to the method 200
as described hereinbefore with reference to FIG. 2, and therefore, various functions or
operations configured to be performed by the least one processor 304 may correspond to
various steps of the method 200 described hereinbefore according to various
embodiments, and thus need not be repeated with respect to the key generator 300 for
clarity and conciseness. In other words, various embodiments described herein in context
of the methods are analogously valid for the respective systems or devices, and vice
versa.

[0047] For example, in various embodiments, the memory 302 may have stored
therein the channel estimator module 306, the time-frequency matrix module 308 and/or
the secret key producing module 310, which respectively correspond to various steps of
the method 200 as described hereinbefore, which are executable by the at least one
processor 304 to perform the corresponding functions/operations as described herein.
[0048] A computing system, a controller, a microcontroller or any other system
providing a processing capability may be provided according to various embodiments in
the present disclosure. Such a system may be taken to include one or more processors and
one or more computer-readable storage mediums. For example, the key generator 300
described hereinbefore may include a processor (or controller) 304 and a computer-
readable storage medium (or memory) 302 which are for example used in various
processing carried out therein as described herein. A memory or computer-readable
storage medium used in various embodiments may be a volatile memory, for example a
DRAM (Dynamic Random Access Memory) or a non-volatile memory, for example a
PROM (Programmable Read Only Memory), an EPROM (Erasable PROM), EEPROM
(Electrically Erasable PROM), or a flash memory, e.g., a floating gate memory, a charge
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trapping memory, an MRAM (Magnetoresistive Random Access Memory) or a PCRAM
(Phase Change Random Access Memory).

[0049] In various embodiments, a “circuit” may be understood as any kind of a logic
implementing entity, which may be special purpose circuitry or a processor executing
software stored in a memory, firmware, or any combination thereof. Thus, in an
embodiment, a “circuit” may be a hard-wired logic circuit or a programmable logic
circuit such as a programmable processor, e.g., a microprocessor (e.g., a Complex
Instruction Set Computer (CISC) processor or a Reduced Instruction Set Computer
(RISC) processor). A “circuit” may also be a processor executing software, e.g., any
kind of computer program, e.g., a computer program using a virtual machine code, e.g.,
Java. Any other kind of implementation of the respective functions which will be
described in more detail below may also be understood as a “circuit” in accordance with
various alternative embodiments. Similarly, a “module” may be a portion of a system
according to various embodiments in the present invention and may encompass a
“circuit” as above, or may be understood to be any kind of a logic-implementing entity
therefrom.

[0050] Some portions of the present disclosure are explicitly or implicitly presented
in terms of algorithms and functional or symbolic representations of operations on data
within a computer memory. These algorithmic descriptions and functional or symbolic
representations are the means used by those skilled in the data processing arts to convey
most effectively the substance of their work to others skilled in the art. An algorithm is
here, and generally, conceived to be a self-consistent sequence of steps leading to a
desired result. The steps are those requiring physical manipulations of physical quantities,
such as electrical, magnetic or optical signals capable of being stored, transferred,
combined, compared, and otherwise manipulated.

[0051] Unless specifically stated otherwise, and as apparent from the following, it

will be appreciated that throughout the present specification, discussions utilizing terms
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such as “receiving”, “obtaining”, “generating”, “deriving”, “determining”, “identifying”,
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“performing”, “subjecting”, “sending” or the like, refer to the actions and processes of a
computer system, or similar electronic device, that manipulates and transforms data

represented as physical quantities within the computer system into other data similarly
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represented as physical quantities within the computer system or other information
storage, transmission or display devices.

[0052] The present specification also discloses a system, a device or an apparatus for
performing the operations/functions of the methods described herein. Such a system,
device or apparatus may be specially constructed for the required purposes, or may
comprise a general purpose computer or other device selectively activated or
reconfigured by a computer program stored in the computer. The algorithms presented
herein are not inherently related to any particular computer or other apparatus. Various
general -purpose machines may be used with computer programs in accordance with the
teachings herein. Alternatively, the construction of more specialized apparatus to perform
the required method steps may be appropriate.

[0053] In addition, the present specification also at least implicitly discloses a
computer program or software/functional module, in that it would be apparent to the
person skilled in the art that the individual steps of the methods described herein may be
put into effect by computer code. The computer program is not intended to be limited to
any particular programming language and implementation thereof. It will be appreciated
that a variety of programming languages and coding thereof may be used to implement
the teachings of the disclosure contained herein. Moreover, the computer program is not
intended to be limited to any particular control flow. There are many other variants of the
computer program, which can use different control flows without departing from the
spirit or scope of the invention. It will be appreciated by a person skilled in the art that
various modules described herein (e.g., the channel estimator module 306, the time-
frequency matrix module 308 and the secret key producing module 310) may be software
module(s) realized by computer program(s) or set(s) of instructions executable by a
computer processor to perform the required functions, or may be hardware module(s)
being functional hardware unit(s) designed to perform the required functions. It will also
be appreciated that a combination of hardware and software modules may be
implemented.

[0054] Furthermore, one or more of the steps of a computer program/module or
method described herein may be performed in parallel rather than sequentially. Such a

computer program may be stored on any computer readable medium. The computer
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readable medium may include storage devices such as magnetic or optical disks, memory
chips, or other storage devices suitable for interfacing with a general purpose computer.
The computer program when loaded and executed on such a general-purpose computer
effectively results in an apparatus that implements the steps of the methods described
herein.

[0055] In various embodiments, there is provided a computer program product,
embodied in one or more computer-readable storage mediums (non-transitory computer-
readable storage medium), comprising instructions (e.g., the channel estimator module
306, the time-frequency matrix module 308 and/or the secret key producing module 310)
executable by one or more computer processors to perform a method 200 for generating a
secret key as described hereinbefore with reference to FIG. 2. Accordingly, various
computer programs or modules described herein may be stored in a computer program
product receivable by a computer system or an electronic device therein for execution by
at least one processor of the system or device to perform the required or desired
functions.

[0056] The software or functional modules described herein may also be
implemented as hardware modules. More particularly, in the hardware sense, a module is
a functional hardware unit designed for use with other components or modules. For
example, a module may be implemented using discrete electronic components, or it can
form a portion of an entire electronic circuit such as an Application Specific Integrated
Circuit (ASIC). Numerous other possibilities exist. Those skilled in the art will appreciate
that the software or functional module(s) described herein can also be implemented as a
combination of hardware and software modules.

[0057] It will be appreciated by a person skilled in the art that the terminology used
herein is for the purpose of describing various embodiments only and is not intended to
be limiting of the present invention. As used herein, the singular forms "a", "an" and
"the" are intended to include the plural forms as well, unless the context clearly indicates
otherwise. It will be further understood that the terms "comprises" and/or "comprising,”
when used in this specification, specify the presence of stated features, integers, steps,

operations, elements, and/or components, but do not preclude the presence or addition of
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one or more other features, integers, steps, operations, elements, components, and/or
groups thereof.

[0058] FIG. 4 depicts a schematic drawing of a device (or a system) 400 comprising a
key generator 300 as described hereinbefore with reference to FIG. 3, a receiver 402
configured to receive data, a transmitter 404 configured to send data, and an encryptor
406 configured to encrypt data using the secret key generated by the key generator 300 to
produce an encrypted data. It will be appreciated by a person skilled in the art that the
receiver 402 and the transmitter 404 are not necessarily separate units or components, and
may be realized as one integrated unit or component (a transceiver) as desired or as
appropriate. For example, a secret key may be generated by the key generator 300 in a
manner as described hereinbefore according to various embodiments for data
communication with another device (or system) via a communication channel, and the
encryptor 406 may then encrypt data desired to be transmitted to the other device to
produce an encrypted data before being transmitted by the transmitter 404 to the other
device.

[0059] In various embodiments, there may also be provided a communication
network system comprising a plurality of devices (or systems) 400 capable of or operable
to communicate data with each other, such as a first device and a second device as
illustrated in FIG. 1. In this regard, each device (or system) 400 may comprise a key
generator 300 as described hereinbefore with reference to FIG. 3 according to various
embodiments of the present invention, whereby the key generator 300 is configured to
generate a secret key for data communication with another device. Therefore, the key
generator 300 may generate a plurality of secret keys (e.g., may be stored in the memory
302) for data communication with a plurality of other devices, respectively. That is, for
each pair of the device and another device, at least one secret key is generated at the
device for data communication between the pair of communicating devices. For example,
the device may encrypt data desired to be transmitted to another device using the
corresponding secret key before being transmitted to that other device, and the device
may also decrypt encrypted data (via a decryptor at the device) received from that other

device using the same corresponding secret key (generated at that other device).
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[0060] In order that the present invention may be readily understood and put into
practical effect, various example embodiments of the present invention will be described
hereinafter by way of examples only and not limitations. It will be appreciated by a
person skilled in the art that the present invention may, however, be embodied in various
different forms or configurations and should not be construed as limited to the example
embodiments set forth hereinafter. Rather, these example embodiments are provided so
that this disclosure will be thorough and complete, and will fully convey the scope of the
present invention to those skilled in the art.

[0061] Various example embodiments provide a method of generating secret keys
between communicating nodes for secured communication systems. Advantageously, the
method generates secret keys from joint time and frequency domains, which may yield
higher secret key generation rate and result in more secured secret keys. In various
example embodiments, a two-dimensional excursion algorithm/technique is provided to
extract the bit sequence for the secret key from joint time-frequency features.

[0062] Various example embodiments exploit the wireless communication channel
for secret key generation in contrast to relying on traditional key management
infrastructure. For example, the randomness of a wireless communication channel
between two legitimate users (i.e., nodes) is extracted to create highly secret keys.
Therefore, instead of a centralized key generation approach, the key generation technique
according to various example embodiments becomes distributed and is better suited
appropriate for dynamic environments. Furthermore, since the signal processing is
limited to the physical layer only, the consumed energy is kept to the minimum. Such
benefits are important for communication systems, including future communication
systems.

[0063] Furthermore, according to various example embodiments, a time-frequency
based secret key generation method is provided. In this regard, the method may include
two main parts or stages. A first stage may be configured to generate a time-frequency
matrix (two-dimensional (2-D)) associated with the communication channel based on
both the time and frequency space. In this regard, using both dimensions have been found
to enhance the bit generation rate (secret key generation rate) as well as the key security.

The second stage may be implemented using an excursion algorithm or technique
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according to various example embodiments to generate the secret key from the 2-D time-
frequency matrix. In this regard, the 2-D excursion algorithm may be configured to scan
both the time and frequency domains, and assign secret bits for appropriate regions
(indexes) of the time-frequency matrix.
[0064] By way of an example only and without limitation, consider a wireless
communication network with legitimate users (nodes), Alice (A) and Bob (B), and a
potential eavesdropper, Eve (E), as shown in FIG. 5, and consider an information
exchange between node A to node B. For example, the complex baseband received
signals at nodes A and B may be denoted by y,(n) and yz(n), respectively, and
expressed as follows:
va(n) = hp s(0)s(n) + wu(n), (Equation 1)
ys(n) = hyp(M)sy(n) + wy(n), (Equation 2)

where n denotes the time instance index; le'A(Tl) denotes the complex communication
channel from node B to node A; sz(n) denotes the transmitted signal from node B; and
w,(n) denotes the additive noise at node A. It will be understood that EA,B(n), sa(n),
and wz(n) may be defined similarly or correspondingly.

[0065] The channel TzB, 4(n) can be estimated at node A by transmitting a training or
pilot signal from node B to node A. In this regard, let hp,(n) denote the estimated
channel of channel ﬁB,A (n). For ease of presentation, the aggregated estimated channel

vector from node A to node B may be denoted as:

T .
hB,A = [hB,A(l)’ hB,A(Z)’ ] . (Equatl()n 3)

It will be understood that hyp, hpr, and h,p may be defined similarly or
correspondingly.

[0066] In a method of generating a secret key according to various example
embodiments, at the transmitting side, node A is configured to utilize time-frequency
features extracted from hp 4 and then utilize a cryptographic function to generate a secret
keyky,=f (hB, A). For example, when node A desires to communicate a message my to
node B, node A encrypts the message m, with the secret key k, and transmit

enc(my, k,) to node B. At the receiving side, node B then uses its corresponding secret
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key kjy to decrypt the encrypted message. In this regard, correspondingly, node B uses
the agreed time-frequency features (e.g., verified with the time-frequency features
received from node A) and cryptographic function to generate the secret key kp =
f (hA,B). Similarly, when node B desires to communicate a message mp to node A, node
B encrypts the message my with the secret key ki and then transmit the encrypted
message to node A. In this regard, due to the channel reciprocity, hp 4 = hy g. Therefore,
with appropriate channel estimation calibration and feature extraction according to
various example embodiments of the present invention, the generated secret keys k4 and
kg are identical. Accordingly, nodes A and B are advantageously able to exchange data
(information) confidentially without sharing (or having to transmit) the secret key.

[0067] In various example embodiments, the method of generating a secret key may
generally be considered to include four main steps or stages, namely, a channel
estimation stage, a key bit generation stage, a key reconciliation stage, and a privacy
amplification stage.

[0068] At the channel estimation stage, both nodes A and B may send pilot packets to
probe the channel therebetween. Each node may then sample the received pilot packets
and estimate the channel using their respective channel estimator. For example, under a
time division multiplexing access (TDMA) system, the channel from nodes A to B and
nodes B to A are reciprocal given that the delay and sampling offset is sufficiently small.
[0069] At the key bit generation stage, nodes A and B may both use indexed features
(indexed time-frequency features) to generate the (random) key bits using a threshold.
For example, if the value of a time-frequency feature at an index satisfies a certain
condition (e.g., is within a certain range), then a corresponding bit may be assigned to
that index. In this manner, a bit sequence may be generated based on the plurality of
time-frequency features in in the time-frequency matrix.

[0070] In relation to the key reconciliation stage, for example, due to the channel
randomness and hardware variations, the bit sequences obtained at nodes A and B,
respectively, may be different in certain parts/regions. To address this possible bit
discrepancies, example embodiments provide the key reconciliation stage configured

such that nodes A and B exchange information (e.g., node A sends its generated bit
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sequence to node B or vice versa) to reconcile the bit discrepancies between their
generated bit sequences.

[0071] In relation to the privacy amplification stage, for example, if error correcting
information is exchanged between a transmitter and a receiver, an eavesdropper may be
able to guess portions of the generated bit sequence. To address this possible security
issue, a privacy enhancement technique may be employed, such as subjecting the bit
sequence to a cryptographic function.

[0072] In relation to the key bit generation stage, given the channel estimations at the
legitimate users (nodes), for example, conventional techniques/approaches have only
been found to utilize either the time domain or frequency domain of the channel estimate
to generate the secret key. The parameters considered in such one-dimensional
approaches are, for example, the received signal strength (RSS) or phase, channel fade
duration and level crossing, or magnitude of the discrete Fourier transform. In this regard,
since conventional approaches only utilize one dimension of the channel estimate, the
accompanying conventional secret key generation algorithms/techniques are also
restricted into one dimension only. As a result, conventional secret key generation
techniques may suffer in various performance metrics, such as bit generation rate, bit
agreement ratio, and secured bit ratio. For example, conventional techniques utilizing
only the time domain may lose information, may generate a shorter key and may be
inefficient. Furthermore, such conventional techniques may also be vulnerable to
manipulative adversary such as an adversary sending a strong signal to force the channel
to follow a particular pattern.

[0073] In contrast, various example embodiments provide a method of generating a
secret key that utilizes both the time and frequency domains, which has been found to
achieve a more efficient key bit generation as well as improving key security. As an
example, the method may apply discrete Gabor transformation (DGT) to extract both the
global and local information from the channel estimate. The output of the DGT may be a
Gabor coefficient matrix with the time and frequency indexes, which may then be used
for key bit generation. In this regard, utilizing both the time and frequency dimensions

has been found to enhance the bit generation rate as well as the security of the keys.
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[0074] It should be noted that in relation to the time-frequency matrix, it is
conventionally unclear or unknown how one may generate the secret bit sequence
effectively. As an example, the time-frequency matrix may be vectorized into a vector
and a one-dimensional algorithm may be applied to extract the secret bit sequence,
however, such an approach does not take advantage of the integrated nature of time-
frequency space. Therefore, for example, due to the lack of conventional teachings and/or
the lack of a technical solution in the conventional art, conventional approaches of
generating a secret key has been found to be restricted to utilizing only one dimension of
the channel estimate. In contrast, various embodiments of the present invention go
against conventional understanding and provide the technical solution to enable the
generation of a secret key that utilizes both the time and frequency domains, in an
effective and a secured manner. For example, various example embodiments provide a 2-
D excursion technique/algorithm configured to extract the key bits from the integrated
time-frequency space. In this regard, the excursion technique scans both time and
frequency domains and assigns key bits only for appropriate regions (e.g., assigned to
indexes at which the corresponding time-frequency features satisfies a predetermined
condition). For example, the excursion technique thus reduces the bit disagreement
probability between legitimate users, compared to conventional one-dimensional
techniques.

[0075] The key bit generation stage based on time-frequency features will now be
described in further details according to various example embodiments of the present
invention. The DGT of the channel estimate and the 2-D excursion technique/algorithm
configured to extract the secret bits from both time and frequency domains will also be
described below in further details according to various example embodiments of the
present invention. In addition, for illustration purpose only, exemplary practical
architectures will also be described below in further details as examples of
implementation of the secret key generation method in a practical wireless

communication systems.
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Time-Frequency Feature (Information) Extraction

[0076] For example, using only the signal strength and/or phase in the time domain or
magnitudes of the frequency spectra only exploits part of the observed information. In
contrast, as described hereinbefore, various example embodiments of the present
invention perform a time-frequency analysis for extracting both time and frequency
information from the channel estimates. For better understanding of the present invention
and without limitation or loss of generality, various example embodiments of the present
invention will now be described with respect to the time-frequency transformation being
the discrete Gabor transformation (DGT) by way of an example only and without
limitation. That is, the application of the DGT will now be assumed for the time-
frequency transformation. However, it will be appreciated by a person skilled in the art
that the present invention is not limited to the DGT being applied, and any other types of
time-frequency transformation that is able to create a 2-D time-frequency matrix are also
within the scope of the present invention, such as but not limited to, short-time Fourier
transform (STFT), S transform, and so on.

[0077] The DGT of a channel estimate hy, where “X” denotes either “B, A” (i.e.,
node B to node A) or “A, B” (i.e., node A to node B), may be calculated as:

Gy = 2N hy(M)W*(n — mN)exp (—iZn%), (Equation 4)
where m € {1, 2, ..., M} for M total shifts; k € {0,1, ..., K — 1} with mod(MN,K) =0
and N < K, i.e., oversampling; hy(n) is the n-th element of the vector hy; G, is the
(m,k)-th DGT coefficients; W(n) is the analysis window; and N is the number of shifted
samples. Note that due to the module operator, the following equations may be obtained:

hy(n + IMN) = hy(n), (Equation 5)
W(n+ IMN) = W(n). (Equation 6)

The oversampling criterion N < K may be desirable when processing noisy data.
Furthermore, for example, the analysis window W(n) may be the Gaussian synthesis
window.

[0078] Time-frequency features obtained from the time-frequency matrix {Gm,k} may
then be used to generate the secret key. By way of an example and without limitation or

loss of generality, the time-frequency features may be the normalized magnitude-square
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Gabor coefficients |Gm,k|2 € [0, 1], which are used to generate the secret key. However,
it will be appreciated by a person skilled in the art that the present invention is not limited
to the time-frequency features being the normalized magnitude-square Gabor
coefficients, and any other types of time-frequency features as desired or as appropriate
are also within the scope of the present invention, such as but not limited to, the

real/imaginary part or phase of the time-frequency matrix {Gm,k}.

Two-Dimensional Excursion Bit Generation Technique

[0079] A key bit generation technique based on the time-frequency features (the
normalized magnitude-square Gabor coefficients) will now be described, in particular, a
two dimensional (2-D) excursion technique.

[0080] As a first step, the level crossing thresholds at nodes A and B may be defined.

Let G, and Gy denote the time-frequency matrices (the Gabor coefficient matrices)

2
consisting of {le.kl }, which are obtained at nodes A and B, respectively. At node A, to

avoid mismatches in the generated bits, two thresholds q4 + and g, - are employed to
produce a binary sequence. In various example embodiments, a “1” bit is assigned to an
index (m,k) (which may also be referred to as an index pair) of the time-frequency matrix
at which G,(m, k) > q, 4, or a “0” bit is assigned to the index if G,(m, k) < q,_,m€
{1,2,..,M} and k€ {1,2,...,K}. If G4(m, k) at an index is between the above-
mentioned two thresholds, no bit is assigned to the index, or the G,(m, k) at the index
(indexed time-frequency feature) is simply discarded. In various example embodiments,

the above-mentioned two threshold levels may be determined as:

qa+ = mean(Gy) + a * std(G,), (Equation 7)
qa- = mean(G,) — a * std(G,), (Equation 8)

where mean(X) and std(X) denote the average deviation and standard deviation
computed on all elements of a matrix X, and a denotes a parametrical factor which may
be adjusted to vary the thresholds. The thresholds (q3,+, qB,_) at node B may be
determined and the assignment of bits may be performed in the same or similar manner

as described above with respect to node B.
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[0081] According to various example embodiments, the 2-D time-frequency
excursion technique may include the following steps:

1) Bothnodes A and B define the excursion windows w, . and w,, , for the x- and y-
axis, respectively. For example, the excursion windows wy . and w,, ., may be
predetermined beforehand or exchanged via a public channel.

2) Nodes A and B each calculate the two thresholds q,,p,+/--

3) Node A then locates all disjoint subsets of indexes {mg, m,, kg, k,} that satisfy

G,(mk) =2 qus (or G4(mk) < qu- ), YmE{mgms+1,..,m.} and k€
{ks, ks +1,...,k,}. Node A then sends the index pair (l%] , [%J) to node

B via a public channel.

4) For each received index pair (m,, k;,-) at node B, node B checks (verifies) whether

Wy =2

Gs(m k) 2 qp+ (or < qp- ), Vm € {m, — |22, m, + [222[} and k €

ky — |2 e o by + [ <221 Based on the verification, node B produces a
i =[5~ l

set of all feasible index pairs (verified/agreed set of identified indexes) and sends
the agreed set to node A via a public channel.
5) Based on the agreed set of indexes, nodes A and B each generates a bit sequence

and subsequently the secret key based on the bit sequence.
In the above 2-D time-frequency excursion technique described, the subscripts “s”, “e”,
and “r” denote starting, ending, and received, respectively.
[0082] For illustration purpose only and without limitation, FIG. 6 show an example
pseudo-code for a 2-D time-frequency excursion technique according to an example
embodiment of the present invention. The example pseudo-code was applied for various
experiments conducted as will be described below to demonstrate the performances of the
technique.
[0083] FIGs. 7A to 7C depict plots of the time-frequency matrices (including Gabor
coefficients) derived for three estimated channels, namely, channel A - B, channel B 2>
A, and channel A - E, at node A, node B, and node E, respectively, (see FIG. 5)
according to an experiment performed, along with the indexes of the time-frequency
matrices (shown as boxed regions) identified by the 2-D time-frequency excursion

algorithm shown in FIG. 6 for generating the secret bits. The results shown are based on
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real measurements in the experiment and the eavesdropper is 20 cm away from node B.
As a reference or for comparison purposes, the estimated channel responses between
nodes A and B and the estimated channel responses from nodes A to B and nodes A to E
are shown in FIGs. 8A and 8B, respectively. As can be seen from FIG. 8A, due to the
channel reciprocity, the magnitudes of the Gabor coefficients for A > B and B > A
channel estimates are relatively similar. In this regard, it is noted according to various
example embodiments that since the magnitudes are not exactly identical, the threshold
sets {q A+ q A,_} and {qB,+, q B,_} are slightly different. As a result, the raw bits obtained at
A and B may also different in certain positions. Furthermore, there may exist long strings
of “1” and “0”, which reduces the randomness of the generated bit sequences (bit strings).
In this regard, the 2-D excursion-based bit generation technique according to various
example embodiments helps to alleviate such a problem. In the experiment, it was
observed that the final bit sequences generated at nodes A and B, respectively, exactly
matched without long identical bit strings. In this regard, although the length of the
generated bit sequences may be significantly reduced especially when wy, and w,, , are
large, the generated bit sequences are identical and more stochastic.

[0084] FIG. 9 depicts a flow diagram showing an example overview of a method for
secret key generation at both nodes A and B according to various example embodiments
of the present invention, along with the information/data exchanges therebetween. For
example, FIG. 9 shows in further details the four main parts or stages (namely, the
channel estimation stage 902, the key bit generation stage 904, the key reconciliation
stage 906, and the privacy amplification stage 908) of the method of generating a secret
key as described hereinbefore.

[0085] At the channel estimation stage 902, nodes A and B send a probing signal
(probing packets) to each other through a wireless communication channel (step 902-1A,
902-1B); nodes A and B each receives the respective probing signal (step 902-2A, 902-
2B), and nodes A and B (step 902-3A, 902-3B) each obtains a channel estimate of the
wireless communication channel based on the respective probing signal received.

[0086] At the key bit generation stage 904, both nodes A and B each performs a time-
frequency transformation (e.g., Gabor transformation) to obtain a time-frequency matrix

associated with the wireless communication channel (step 904-1A, 904-1B). At node A,
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step 904-1A further obtains a set of identified indexes (candidate set of identified
indexes) based on the time-frequency matrix (e.g., node A performs the “A side” of the 2-
D time-frequency excursion algorithm shown in FIG. 6). At step 904-2A, node A sends
the candidate set of identified indexes to node B for verification. At step 904-2B, node B
receives the candidate set of identified indexes from node A and obtains an agreed (or
verified) set of identified indexes based on the received candidate set of identified
indexes from node A and the time-frequency matrix at node B (e.g., node B performs the
“B side” of the 2-D time-frequency excursion algorithm shown in FIG. 6). At step 904-
3B, node B then sends the agreed set of identified indexes to node A, of which node A
receives at step 904-3A. At step 904-4A, 904-4B, nodes A and B each obtains a first bit
sequence (e.g., raw bit sequence) based on the agreed set of identified indexes and the
respective time-frequency matrix.

[0087] At the key bit reconciliation stage 906, node A generates parity check bits
using an LDPC code on the raw bit sequence generated (step 906-1A). At step 906-2A,
node A then sends the parity check bits to node B, of which is received at node B at step
906-1B. Furthermore, at step 906-1B, the raw bit sequence at node B is combined with
the parity check bits received to form a codeword, which is then subjected to LDPC
decoding to generate a second bit sequence (e.g., a reconciled bit sequence) at node B. In
this regard, the LDPC decoding is performed to correct discrepancies between the raw bit
sequences generated at nodes A and B. As a result, a reconciled bit sequence is obtained
at nodes A and B at step 906-3A, 906-2B. In this regard, the reconciled bit sequence at
node A is the raw bit sequence previously generated at node A, and the reconciled bit
sequence at node B is the bit sequence at node B after being corrected at step 906-1B. As
a result, the reconciled bit sequences obtained at nodes A and B have a high probability
of being identical.

[0088] At the privacy amplification stage 908, the reconciled bit sequence obtained at
nodes A and B is subjected to a cryptographic function (e.g., a fuzzy extractor or a hash
function) to obtain a third bit sequence (e.g., a final bit sequence). In this regard, for
example, the reconciled bit sequence obtained at both nodes A and B may have some

correlations since they are linked with known parameters m, k. Therefore, the privacy
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amplification stage 908 functions to randomize the reconciled bit sequence so as to
decrease such correlations.

[0089] Accordingly, in the various example embodiments, all of the four main stages
are implemented for generating the secret keys at both nodes A and B.

[0090] For the key bit reconciliation stage 906, for example, an LDPC code may be
used with code rate 1/2 and code length 648 bits, i.e., the LDPC code of IEEE 802.11n
WiFi standard. However, it will be appreciated by a person skilled in the art that the code
rate is adjustable accordingly based on the signal-to-noise ratio (SNR) of the estimated
channel. If the SNR is high, the channel estimates at the nodes may be sufficiently
accurate, and the difference may thus be small. In one example, a higher code rate is
selected, e.g., 2/3 or 3/4, for the LDPC reconciliation in the interest of minimizing key
sequence disagreement between the two nodes.

[0091] Accordingly, it will be appreciated that the method of generating a secret key
(or the secret key generator thereof) as described according to various embodiments of
the present invention may be implemented in various devices or systems as desired or as
appropriate, as long as there may be a desire or need to generate a secret key for
encrypting data and/or decrypting encrypted data.

[0092] As an example, FIG. 10 depicts a schematic block diagram of a wireless
communication system 1000 comprising a transmitter 1002 and a receiver 1004. In the
example, a secret key generator as described herein according to various embodiments of
the present invention may be implemented as a component in each of the digital signal
processor 1006 of the transmitter 1002 and the digital signal processor 1008 of the
receiver 1004. At the transmitter 1002, the secret key generator may be configured to
generate a secret key to encrypt data before being transmitted to the receiver 1004. At the
receiver 1004, the secret key generator may be configured to generate a secret key to
decrypt the encrypted data received from the transmitter 1002.

[0093] FIG. 11 depicts a schematic block diagram of an example secret key generator
architecture 1100 at node A configured to implement the secret key generation method
based on joint time-frequency features as described herein according to various example
embodiments of the present invention. It will be appreciated by a person skilled in the art

that the same or a corresponding secret key generator architecture 1100 may also be
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implemented at node B for generating a secret key at node B. In the example, the channel
estimator 1102 is configured to estimate the channel impulse response (CIR) from the
pilot/training signals. The CIR synchronizer and corrector 1104 is configured to minimize
the disparity between nodes A and B’s CIRs. The time-frequency secret bit generator
1106 (corresponding to the key generator as described herein according to various
embodiments of the present invention) comprises a time-frequency feature extractor 1108
and a 2-D excursion quantizer 1110. The time-frequency feature extractor 1108 is
configured to receive the corrected CIR and extract time-frequency features from the
joint time-frequency domain, and the 2-D excursion quantizer 1110 is configured to
generate a bit sequence based on the time-frequency features extracted from the time-
frequency feature extractor 1108. The raw bit sequence output from the time-frequency
secret bit generator 1106 may then be reconciled by exchanging information with node B
(e.g., based the key bit reconciliation stage as described hereinbefore according to various
example embodiments), and then amplified to create a seed by the key reconciliation and
privacy amplification module 1112. The seed may then be fed to the pseudo-random
function 1114 to generate the secret key for node A.

[0094] As described above, the time-frequency secret bit generator 1106 comprises a
time-frequency feature extractor 1108 and a 2-D excursion quantizer 1110. For
illustration purpose only, according to various example embodiments of the present
invention, FIG. 12A depicts an example flow diagram 1202 associated with the time-
frequency feature extractor 1108 configured for extracting joint time-frequency features,
including a step 1204 of computing a time-frequency transformation of the channel
estimate (e.g., CIR) to obtain a 2-D time-frequency matrix and a step 1206 of extracting
time-frequency features from the 2-D time-frequency matrix. FIG. 12B depicts an
example flow diagram 1250 associated with the 2-D excursion quantizer 1110 configured
for generating a secret key bit sequence, including a step 1252 of computing threshold
levels at both nodes A and B, and a step of generating a reconciled bit sequence at node
A (step 1254) and node B (step 1256).

[0095] In various example embodiments, the bit generation rate may be defined as
the number of bits generated from a channel realization, the bit disagreement probability

may be defined as the number of different bits between two users (nodes) compared with
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(e.g., divided by) the number of generated bits, and the compromised ratio may be
defined as the number of identical bits between a user (node) and an eavesdropper (node)
compared with (e.g., divided by) the number of generated bits.

[0096] FIGs. 13A to 13C depict plots illustrating various performance metrics of
techniques according to various embodiments of the present invention compared with
conventional one-dimensional approaches for generating a secret key. In particular, in
relation to FIGs. 13A to 13C, the following techniques are compared: a present first
technique of 2-D time-frequency excursion with information exchange according to
various example embodiments of the present invention, a present second technique of 2-
D time-frequency excursion without information exchange according to various example
embodiments of the present invention, a conventional third technique of 1-D time-domain
excursion with information exchange, and a conventional fourth technique of 1-D time-
domain excursion without information exchange.

[0097] FIG. 13A depicts a plot of the bit generation rate vs the SNR (dB) of the
above-mentioned four techniques. It can be observed that the present first and second
techniques performed significantly better (up to 600% better) than the conventional third
and fourth techniques. FIG. 13B depicts a plot of the compromised ratio vs the user-
eavesdropper distance (i) of the above-mentioned four techniques. It can be observed
that, for example, the present first technique has a noticeably lower compromised ratio
compared with the third conventional technique. FIG. 13C depicts a plot of the bit
disagreement probability vs SNR (dB) of the above-mentioned four techniques. It can be
observed that the present first technique has a near zero bit disagreement probability.
Accordingly, for example, the present first technique possesses a number of advantages,
such as an improved key bit generation rate, a lower compromised ratio, as well as a near
zero bit disagreement probability.

[0098] While embodiments of the invention have been particularly shown and
described with reference to specific embodiments, it should be understood by those
skilled in the art that various changes in form and detail may be made therein without
departing from the spirit and scope of the invention as defined by the appended claims.

The scope of the invention is thus indicated by the appended claims and all changes
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which come within the meaning and range of equivalency of the claims are therefore

intended to be embraced.
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CLAIMS

What is claimed is:
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A method of generating a secret key at a first node for data communication
between the first node and a second node, the method comprising:

obtaining a channel estimate of a communication channel between the first
and second nodes;

obtaining a time-frequency matrix associated with the communication
channel based on a time-frequency transformation of the channel estimate; and

producing the secret key based on the time-frequency matrix.

The method according to claim 1, wherein said obtaining the channel estimate
comprises receiving, at the first node, a training signal from the second node via
the communication channel, and determining the channel estimate based on the

received training signal.

The method according to claim 1, wherein the time-frequency matrix comprises a
plurality of time-frequency features, each time-frequency feature associated with

a respective index of the time-frequency matrix.

The method according to claim 3, wherein said obtaining the time-frequency
matrix comprises:
determining a plurality of time-frequency transformation coefficients
based on the time-frequency transformation of the channel estimate; and
determining the plurality of time-frequency features based on the plurality

of time-frequency transformation coefficients.

The method according to claim 3, wherein said producing the secret key

comprises:



10

15

20

25

30

WO 2018/182520 PCT/SG2018/050149

35

determining, for each index of the time-frequency matrix, whether the
corresponding time-frequency feature at the index satisfies a predetermined
condition; and

producing the secret key based on said determining, for each index of the
time-frequency matrix, whether the corresponding time-frequency feature at the

index satisfies the predetermined condition.

The method according to claim 5, wherein said producing the secret key further
comprises:

identifying each index of the time-frequency matrix at which the
corresponding time-frequency feature satisfies the predetermined condition to
obtain a set of identified indexes;

sending the set of identified indexes to the second node for verification;

receiving a verified set of identified indexes from the second node based
on the verification performed at the second node with respect to the set of
identified indexes; and

producing the secret key based on the verified set of identified indexes.

The method according to claim 6, wherein said producing the secret key further
comprises:

obtaining a first bit sequence based on the verified set of identified
indexes;

performing bit reconciliation on the first bit sequence with the second
node to obtain a second bit sequence; and

producing the secret key based on the second bit sequence.

The method according to claim 7, wherein said producing the secret key further
comprises subjecting the second bit sequence to a cryptographic function to

obtain a third bit sequence.
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The method according to claim 8, wherein said producing the secret key further
comprises subjecting the third bit sequence as a seed to a pseudo-random function

to produce the secret key at the first node.

The method according to claim 9, wherein:

the time-frequency transformation is a discrete Gabor transformation of
the channel estimate; and

the plurality of time-frequency features is obtained based on a plurality of

Gabor transformation coefficients derived from the discrete Gabor transformation.

A key generator for generating a secret key at a first node for data communication
between the first node and a second node, the secret key generator comprising:
a memory; and
at least one processor communicatively coupled to the memory and
configured to:
obtain a channel estimate of a communication channel between the
first and second nodes;
obtain a time-frequency matrix associated with the communication
channel based on a time-frequency transformation of the channel estimate;
and

produce the secret key based on the time-frequency matrix.

The key generator according to claim 11, wherein to obtain the channel estimate,
the at least one processor is further configured to:

receive, at the first node, a training signal from the second node via the
communication channel, and

determine the channel estimate based on the received training signal.

The key generator according to claim 11, wherein the time-frequency matrix
comprises a plurality of time-frequency features, each time-frequency feature

associated with a respective index of the time-frequency matrix.
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The key generator according to claim 13, wherein to obtain the time-frequency
matrix, the at least one processor is further configured to:

determine a plurality of time-frequency transformation coefficients based
on the time-frequency transformation of the channel estimate; and

determine the plurality of time-frequency features based on the plurality of

time-frequency transformation coefficients.

The key generator according to claim 13, wherein to produce the secret key, the at
least one processor is further configured to:

determine, for each index of the time-frequency matrix, whether the
corresponding time-frequency feature at the index satisfies a predetermined
condition; and

produce the secret key based on said determining, for each index of the
time-frequency matrix, whether the corresponding time-frequency feature at the

index satisfies the predetermined condition.

The key generator according to claim 15, wherein to produce the secret key, the at
least one processor is further configured to:

identify each index of the time-frequency matrix at which the
corresponding time-frequency feature satisfies the predetermined condition to
obtain a set of identified indexes;

send the set of identified indexes to the second node for verification;

receive a verified set of identified indexes from the second node based on
the verification performed at the second node with respect to the set of identified
indexes; and

produce the secret key based on the verified set of identified indexes.

The key generator according to claim 16, wherein to produce the secret key, the
at least one processor is further configured to:

obtain a first bit sequence based on the verified set of identified indexes;
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perform bit reconciliation on the first bit sequence with the second node to
obtain a second bit sequence; and

produce the secret key based on the second bit sequence.

The key generator according to claim 17, wherein to produce the secret key, the at
least one processor is further configured to subject the second bit sequence to a

cryptographic function to obtain a third bit sequence.

The key generator according to claim 18, wherein to produce the secret key, the at
least one processor is further configured to subject the third bit sequence as a seed

to a pseudo-random function to produce the secret key at the first node.

A computer program product, embodied in one or more non-transitory computer-
readable storage mediums, comprising instructions executable by at least one
processor to perform a method of generating a secret key at a first node for data
communication between the first node and a second node, the method comprising:

obtaining a channel estimate of a communication channel between the first
and second node;

obtaining a time-frequency matrix associated with the communication
channel based on a time-frequency transformation of the channel estimate; and

producing the secret key based on the time-frequency matrix



